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Note VAaE, BuT A OB EBIET 372912, BENREEOHD 77 ANEA T %
EHINCT =y 7 LTOWET, SILWEBRPFFESND &, Ty 7T —2 =%
LTI 7 AN BATREDFHMBT T4 7 o AZEESNET, [£OMOIETER
B OHDH T 7 AN XA 7 (Other potentially malicious file types) |4 7'+ 3 > % i
RLT, ZOWEZAMILET, ZOEEBEZANITDILE, 77 T4 7 A TERR
L7 7 AN ZATITMATHITHO T 7 AV 24 TaEFELET,

ATYT6 [T7ANLEaT— a3 rOEMiRE (Advanced Settings for File Reputation) ] /31 /L % B
L, HYEGCCLUTOAF T v a v 2if#E L £,

A7 av £%B8 (Description)

75T R KA TrAN Vv EaT—Vary 7Y =TS AL D4,
(Cloud Domain)
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T7ANLEIT—2aY TALBYSTETTALSH |

TF7oay

£%BA (Description)

TrAN LT —
v a »—s3 (File
Reputation Server)

NIV w7 vaT—vary 7739 R —_"EHF 774 X— 1
LEaT7—vary 799 R I7T70 RDOKRA M ERIRLET,

TIAN—F L EaT—ary 7 I0 RE@ERT 256803, RO
WEATILET,

o [h—~3 (Server) ]: Cisco AMP{IRT T A X— 7T 0 KT
TAT VADRAMGETILIP 7 F LA,

o [ABEF— (PublicKey) 1: 27 FIA T L AL T T A _— ]
T RTTTAT AL DORORSABE I 5 A% —
EANNLET, X, 7794 RX—=1r 7T RP—A"THHI
NHEX—ELREUCTHAIRNENDLYEST, ZOT 747 AL
DX — T 7 ANVONEBEERELTC, [ZT7ANVDT v 7 r—F
(Upload File) 1 %7 U > 27 LT,

Note TR — DD DT T IAT VAR —T 7 A VE X
7oua— RLTEILERHY 7,

AMP for Endpoints = >/
V= VDA

BHENOT S AT 2 A% AMP for Endpoints = > Y — /L AT 5
WZiX, [T 77 A4 7 2 ADAMP for Endpoints = > Y — /L~ DXk

(Register the Appliance with AMP for Endpoints) %72 U v 27 L £,
MR FNRIZDOWTIX, 7774 7 > A & AMP for Endpoints = >
V=)L & DA, onpage 172 SR L T 72 &0,

B o7 L LEaAT—2a Y T4 LB YT ETFALSH
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JrALLEaF—vaventiv—eroamteiz |

TF7oay

£%BA (Description)

TZ7A) LEaT—
v a Mo SSLidfE

(SSL Communication
for File Reputation)

F 74k ABR—b (32137) TIEAR< AR— | 443 TillE4 5124
[SSL (ZR— b 443) Offif (Use SSL (Port443)) ] &4 2L £,
P— XD SSH 7 7 B A &[T 5 HFIEIZDOWTIL, Cisco AMP
BT TAR—= NI TIRTTIAT UV AD2Z—YHA R L
TLTEEY,

Note A— F 32137 CSSLBEZITOWIE, 7747 U+ —/T

ZOR= b LERHY 7,

:@ﬁfyay%ﬁﬁﬁé& TrA L aT—YarP—ER
EOBEMCT vy FA M) —L FaXTERETEET, FI0T
L6, [—7% (Server) ]. [t—¥4 (Username) ], [/XA 7 L —
A (Passphrase) | 21722 E#HaE AT LET,

[SSL (AR— b 443) Offif (Use SSL (Port 443)) ] A & T
L6 [REAERGEOFEM (Relax Certificate Validation) ] & A4 1Z
5L, (brxrr7udxy b—"OEREIEE T2 /1— MR
FERDBL N IRNGGEID) RO FERGEY A% v 7 TEET,
T EZIEEHETEINE b rv T ax v — "0 H LBEAGEAE
AL TWAEAITZ., o4 T arvzt o icLET,

Note (77 ANV b EaT— g Ol E (Advanced Settings
for File Reputation) |D[7 7 A/ L E 2T —3 3 D SSL
i#{E (SSL Communication for File Reputation) | &2 > a >
’C‘ [SSL (AR— h 443) OfiiH (Use SSL (Port443)) ] &4

AT LA, CLI 2+ R certconfig> CERTAUTHORITY
>CUSTOM, F721xWeb A v Z—T A AD[FX v hT—
7 (Network) 1> [FERAE (U A ¥ AFEGER)  (Certificates
(Custom Certificate Authorities)) | Zff L CAMP 4> 7 L
SRV EaT—va = CAGEHEZBINT 2 LN
HVET, ZOFHEELT—AADLORELET (RE

(Configuration) ]>[SSL]>[Z7 7 7 K #— 3 (Cloud
server) |>[# 72— K (download) ]) .

N— | E— MR
(Heartbeat Interval)

L RBRAXRT T 4 Tl Xy N EHERT D200 ping DiE(5HE
(G HAL) o

JxY—ZA LT E
(Query Timeout)

LaT—Yay 7 ) —=RNE A LT U MIRDE TORBRE,

WELDZ A LT 7 b

(Processing Timeout)

T 7 ANDRBNZ A LT T MR D E TOREEL,

TZ7AN LT —
var 7747 D
(File Reputation Client

ID)

Tr7A NV E2T—2a b —NEOZDOTTIAT LV ADT T4
7 MID (FEAETY HA)
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B o riears—vavenms—cxoambess

ATy T1

A7 av £%BA (Description)

Ay —UZEFICRE SN hoTo, ey T EizikEi s
A ve—VICHT DL hr AR T 4 THET T— b EHIT S
2, [V e AT T ¢ THET T — SO (Suppress the
retrospective verdict alerts) | 4 12 L E T,

TZ7AN L ba AT
747 (File
Retrospective)

Note Tk a  OMOBREIL. YATDYIR— DT A XL AR UIZER LRNTL

720,
S

T AN 70 R P—ERZEHT L2551, [7 74 VoW OFEMEE (Advanced
Settings for File Analysis) ] 7SR/ Z B L, MEIZS U TROA T > a 2L E£7,

. T7AN LEaAT—2ay TaLE) 058774 UL0H
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r7oay £%BH (Description)

77 A NGHY 3D
URL (File Analysis
Server URL)
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\’l

\i

£%B8 (Description)

SN2 T U R —D4E] (URL) | E720E [FT7 A4 ~X— Moot o
Z 7 K (Private analysis cloud) ] Z3R L £,

N7 T R —REHETIHE. 77747 2 ACYEMIE
W —NEEEIR U ET, BRI R~ 72—\,
FH 7 a2 E2HEHAL T, 20U 2 MIEHICEMENE T,

77 A ST F 7 L A Cisco AMP Threat Grid 7 75 A4 7 > A
AT T4 R_R— 07 70 RE@ER L, ROFEHREATIL
F9,

« [TGH—/N (TGServers) |: AX v K7D, F72137 T A%
{b. Z 17z Cisco AMP Threat Grid 777 A4 7 AD IPvd 7 K L A
FIAFARA MEANLET, HKT 2D Cisco AMP Threat Grid
TTIAT U AEBNTHIENTEET,

Note WLEFT, AF L FTaro, F37 722 Ls
172 Cisco AMP Threat Grid 777 A 7 > A D BHNEF-
ERLTWET, 777347 U ADEEIRM Z 7T b
DTIEHY £H A,

Note 1 ODA VAR AL AR Y KTy =L TR
A — "Bt 5 T TEERA, AX KT R
YERIZI TAZONTINICT HMERH D £,

1 ODA AR L AIZIBINTEDLAX Y KTy H—
N1 BEORTYT, VIF7AZ ET—ROBPH[ILITEET
P—REBNTEETH, IXTOF—"RELT T
AZIIZBLTWAMLENDLY T, DI T A X%
BMT5Z LixTEERA,

[#87E)R (Certificate Authority) ]: [ A2 DT 7 4 /v hliER %
9% (Use Cisco Default Certificate Authority) | 721X [7
7'r— R L7cRGERZ A3 % (Use Uploaded Certificate
Authority) ] ZEIRL 7,

[7 v 7 e— RN ULEgiER A H 7T % (Use Uploaded Certificate
Authority) | ZiEINT 2545, B (Browse) |27 U v 27 L,
DT TIAT LV ARELTTAN= I T RTTIALT AL
DM OK; SALBEIZERT 2 /5 E T 7 ANV ET v 7 —
FLET, 2L, 794X —=Fr 2730 R —N"TEHIND
FERAELRICCTHAMLENH Y £,

Note 77 A NG DIZDITT 7T A T AT Cisco AMP Threat
Grid N—# VA2 FRE L TV D 5E 1%, Cisco AMP Threat Grid
AR—% /L (https://panacea.threatgrid.eu 72 &) 27 7 A L,
T 7 ANIHTRICEEEINTZ 7 7 A NV EERB LOWEHT

B o7 L LEaAT—2a Y T4 LB YT ETFALSH
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ATvT8

ATvT9

ATy 710
ATvIN

7 754 7 > A & AMP for Endpoints 21 >V — )L & DA .

o
\4
\’l
w

\i

£%B8 (Description)

X F£9, Cisco AMP Threat Grid R—Z VT 7 v AT 5K
FEIZOWTIE, Cisco TAC IZBRIWAHHEL 20,

TrFANDI T FGAT | T 7 AN —REDZDT T34 T 2D 54T D (G
> b ID (File Analysis | &Ht v 2)
Client ID)

(EE) 7740 bE 27— a VHERROMEIZ T v v ¥ 2 AR ZRET 556513,
[3F % v 23 (Cache Settings) | /SF/VEREBLET,

TRIND T 7 A NG AT O EREZFET HI21F, [LEVMEDEE (Threshold Settings) ]
NENVERLET, AaT7BZOLEIVMEZBITHGEIE. 77 ANAVDBEELTNDZ &%
RLTWET, ROWTNADE T a BRI LE T,

77U R —EROMEEMEM (95) (Use value from Cloud Service (60))

o [ A% 2MEDNT) (Enter Custom Value) ]: 7 7 4/ N TIL OS5 IZTRESINE T,

EHEEZFEL, RELET,

A7 LI AD Cisco AMP Threat Grid 7 77 A 7 > A& {EH L T\ 55415, AMP Threat Grid

TTIATVATIDT TIATVADT I " aeT 77 4 712 LET,

(2—W | THY Y T 7T 4 7T B 700547 FEIX. AMP Threat Grid ® K3 = A

YR TCHBILTWET,

a) N—=URZVarOTMICERENTZ T T ANGH 7 TAT o MID 2 EEEHDET,
T2 T4 7T b T2—H%) RERINET,

b) AMP Threat Grid 7 77 A4 7 > AlZH A A LET,

¢) [&5Z%... (Wecome...) |>[2—HDEE (ManageUsers) ] Zi&R L, [—V DMl
(User Details) (28I LFE 7,

d) EA—NEX2UT 4 TTIAT U AWeD EX 2 VT AT T ITAT U ADT 7 A VT
74T NIDICSE LT =% —) ThH o hEBELET,

e) 7T I9ATVAD (2= Thy o v &7 774712 LET,

7 754 7> A E AMP for Endpoints 3> Y — )L E DA

BFEWDOT 7Z A 7 2 A% AMP for Endpoints = > Y — /L &5 5 & AMP for Endpoints =
Y= VTUTORMEEZFTTEET,

o« VT I AK AU R N EAERT B,
eI ALY A M LWEEDH S T 71V SHA ZBINT 5,
s TV —a AU A R EERT D,
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T7ANLEIT—2aY TALBYSTETTALSH |
B 7751722 & AP for Endpoints = > v — L & DS

T —a IR R Y A MBI LW T 7 A /L SHA %8I3 5,
« WAHA LR —FERNT 5,

s NABLRY —Z I NNHAZ LRV A NBEIORT AV r— 3 UFFal U X %R
AT D,

s AKX N TN—TEERT D,
e AR N TIN—TFIZH AL L RY —%FHE T 5,
 BERHE DT TIA T VAT T HIN NDITN—TINE T AE N I A—TIZBET 5,

HEEDTFAINVSHA DT 7 A F TV 7 U OFEMEFRRT D,

7 7T AT A% AMP for Endpoints = > Y — /L AT DI, TFIA T o A ay ) —
JVICEGRT DHERNH D £,

MERBIZ, 77ANLVSHAR 7 7 AV L aT—Y gy =Nk EEShbd &, 77 A4 /LSHA
WXL TTZ 740 LEaT—3 gy =BG 54072 fEIL. AMP for Endpoints = > Y —
NDFRILTZ 7 AV SHAIZK L TET TICAFTE LM EIC LY EEEXENET,

77 A/ SHA DN T T/ m—VLIEEDH L HDE LT —27 INTWDHEH. AMP for
Endpoints =Y — /L CRIL 7 7 AV SHA 27 v 27 U A NMIBIMT D L, 77 A VOHER
R TEEOHL LD 12720 7,

[BER~/LD =Tl L — bk (Advanced Malware Protection report) ] ~—12id, H Lk
Jvay, [T VREZE~NVY =T 7 7 A/ (Incoming Malware Files by Category) 1233 ¥
F9, 2Dk v aid, AMPforEndpoints 22 Y —LinBZEINT-T 0 v 7 U A MIH
SN TWNWD 7 74V SHA OEIEN, [ AKX LFH (Custom Detection) ] & L THE/RINE
T, 7y 7 URNMIBEENTND T 7 AL SHA OFELIL. VLR— D [ZE Lz~
7 =T &7 7 A /v (Incoming Malware Threat Files) | 77 > a I [ TV A X AR
(Simple Custom Detection) ] & L CERRESNET, LAR— DO [FEM (MoreDetails) 1£7 2 =
YOV T E IV 7T BHE, AMPforEndpoints 2 Y — /L TOT 0y 7 U A MIBEEINT
WHTZ77ANSHA D7 7 AN 7V =7 M UFHMERRTEET,

1R BRI

AMP for Endpoints = > Y —/VODEHT 7 ¥ ZAMELE) 22— T H T "D Z L EMEREL
TL 2 &V, AMP for Endpoints = > Y — /LD — 7 H 7 > hEBVERRT B HIEOFEMIZ SN
TliX, Cisco TAC IZBMWEHLELTEE W,

[7 7 AZENTEHEDEGE] Y T AZEINTHETIEH, e/ A LTWAT S I7A4T A
% AMP for Endpoints = > Y —/VIZDO R TEE T, 77T A 7 A% AMP for Endpoints =
YYCAZ Y RT7ay B—= RTTTICER L TOWDERIE, 7T IAT A&7 TALIC
ZMSEDLANCFE TREZ MR L T EE 0,

TrAN LEaT—vary Z4AZ ) IREMES, RESNTWAHZ 2R LTL
PEW, 774NV b EaT—vay 74 A0E 0 0 TEFMILTHRET D HFECHOWTIL,
[TZ7 4N VEaT—2a o —E20MELERTE | 28R LTIEEN,

B o7 L LEaAT—2a Y T4 LB YT ETFALSH
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ATy

ATy T2
ATvT3

ATvT4
ATy

7 754 7 > A & AMP for Endpoints 21 >V — )L & DA .

FIE

[E¥=2UT 4 $—E A (Security Services) |>[7 7 A/ L E =T —3 3 L4554 (File Reputation
and Analysis) | Z3#R L 9,

[ B—/NILEREEMRE (Edit Global Settings) | %7 U v 7 LET,

Web A VX —T A AD [T 7 ANV 2T —a &7 57 A58 (File Reputation and File
Analysis) |X—Y T, [Z7 A4 /ML E =27 — = (FileReputation) ] D [FEAEZE (Advanced
Settings) /3R /U2 & % [AMP for Endpoints~D 7T 77 A 7 A DXk (Register Appliance with
AMP for Endpoints) %2 U v 7 LE7,

[AMP for Endpoints~D 7T 77 A 7 L A DXk (Register Appliance with AMP for Endpoints) | %
7V v 735 &, AMP for Endpoints 2> Y — /LD R T A 2 XR—UNERREINET,

THEHO2—Y 7 L7 v v LT, AMP for Endpoints =22 Y —L iZu /A v LET,

AMP for Endpoints DFRFE~— T [7Fr] (Allow) 1227 V> 27 LT, T4 7 U AR EL
ij‘o

[FFr] (Allow) 27 Vv 7 3TBERERZT L, TTI9A TV AD[T 7 AL EaT—T g
> & 45387 (File Reputation and Analysis) ] ~— 32U ¥ A L7 h &£ 7, [AMP for Endpoints
a2 Y — L OfEH (AMP for Endpoints Console Integration) | 7 « —/V RiZ, BEWOT 771
T UADARBRRENET, 7T T4 T 2 A4I1L. AMP for Endpoints D =1 Y —)b ~_X—
TT T ITAT VAREEN AL A ZTHEFHEHATEET,

RDZERY
ROFIE :

[T 7> b (Accounts) ]>[7 7V 7 —3 =3 (Applications) &7 ¥ 3 NIBEIT S &
T 7T AT AN AMP for Endpoints =2 2 Y — /UIZBFE S TWAMNE I D EMHERTE E
T, 7T T4 7T A41E, AMP for Endpoints 2> Y — /)L R_X—=TD [T 7V r— 3 v

(Applications) |7 v a € RINET,

cBERESNTT T ITAT AL, TIANIDORY — (Fy hU—27 KU —) HPEGEAT
FonleT 7 AN O ITN—T (BEEIV—T) ITBMENET, T 74V ERY I
X, 7ry 7 YA PETFFAY A MTBISND 7 7 A VSHAREENTWET, AMP
for Endpoints DR ELZBHENDT 7T A4 T ZAMICHAZ <A A LT, MEDOT 0 v 7Y
A NFEFIFFFATY A MGEMENTWSD 7 7 A L SHA %187 55 61%
https://console.amp.cisco.com/docs ' AMP for Endpoints O —H< = = 7/1/%7?2‘%{ LT
YN

[T ANV E 2T —1 a VRE (FileReputation Settings) |“X— Y D[7 7 A/ L E 2T —
v a7 747 D (File Reputation ClientID) ] @f &, AMP for Endpoints =2 > Y — /L
R—=BNVTHE LT T I7AT o AD 1734 2 GUID) DEAFCTHD Z & ZHERE L
F9, EHRER-STWDHE, 77T A7 AL AMP for Endpoints DS A, <~ v L

I7ALLEaT—Yaraqanayv 71004 [}
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T7ANLEIT—2aY TALBYSTETTALSH |
B == oruonzecesszE

NWNETITT T AZ L~V TIE LS BERE L % A, AMP for Endpoints #8825 9~ 5 121,
TTITAT V ADRGREMR L TR LB THVERDH Y 7,

« 7T AT A& AMP for Endpoints =t 2 Y — L BBRERER T AL, TSI AT
VAD[TZ7 7 AN EaT— 3 (FileReputation) |27 23 @ [FEflEXE (Advanced
Settings) ] C B &R (Deregister) 1% 27 U v 7 357>, F721L AMP for Endpoints 7 =1
vV —)b ~_X— (https://console.amp.cisco.com/) (7 7 B AT HMENH Y £7, FHHIC
DUNTIE, https:/console.amp.cisco.com/docs "¢ AMP for Endpoints D — = =2 7 /L &%
LTS 7ZENY,

\)

GE) TZyAnLbbar—yarP—n"zilor—82 v d—lEBTLE, TTITA47 A
AMP for Endpoints =1 >V — Vb HERNC B EER S NE T, 774V L 2T —Ta v h—
NITERSNZFR LT —F B X —%2HEH LT, 77747 A% AMP for Endpoints = >/ —
JVICHRERT HDMERH Y 77,

\)

GE) JI7AZ LV TTr7A N bEaT—vary b—RafFT+iL, a4 LTCWET 7T
AT > AL HBIAIIZ AMP for Endpoints =1 > Y — /LN BEGRER SN E T, 7 7 A ZNOMO
TRTCOI L OBEREMREL T IEEY, 7740 LEaT— gy —fIC®RIR Lz
LOLEFRILT =2 2—%2FEH LT, T XTOT 7747 A% AMP for Endpoints = >/ —
JNCHBGFT DHENRH Y 3,

GE) EEOHDL77ANSHAMNYZ V—r LHESNDEHE. £ D7 7 A /L SHA ¥ AMP for Endpoints
g Y — )L THA Y A MTBIENTWRWHFERT ALERH Y 9,

FE: J7MILDEREICVLELER
LT Y v 759K 77 A LS —E 2 % EAT 2843, KOBBHEHER, 7—
Bl 2 —DnBEEfRTA Lol LT a0,

BEFOT T IAT L AD I N—TERIT, B LT 7 A G — 3R FE S EE
loo FLWT 7 ANGHH =TT T ITAT AL/ I N—TT DRHERH Y T3,

« 77 A NSRS ) TICREES - A v — D, IRFEEIB SRR T S £ TIRIES N E
T, R Y 7 CORGFHBESRERT D E, A= 7 7 A AOHRREES Y 7 DR
S, AMP = VNI ko THAX Y ENET, TOH%, 7 7 A VIESHT D7D
HFLWT 7 A NG — T v 7T — RENETH, AvbE—URE9 77 A1
HrfgBE— ) 7ICEE SR Z b A,

B o7 L LEaAT—2a Y T4 LB YT ETFALSH
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(RTU9D 559K Tr A Latir—ERDH) 7I54722 Fn—Tn%z [

P OWTIL,
http://www.cisco.com/c/en/us/support/security/amp-threat-grid-appliances/products-installation-guides
-list.html 7> Cisco AMP Thread Grid D~ == 7 /L2 ZH L T 72 &0,

(XTSS9 R IT7AIULDHY—ERDH) FTSATUR
SIL—TNDEE
fHEOT_RCoarT oY vxa VT4 T I9A4AT VAT, MBNOEEDOT 74T A

MOSHHICEEENDE 7 7 ANVICET D7 70 FRNOSHTREROFEMAERIND L HITT
BN, T RTCOT T IA TV AZBUT T I7AT VAT N—FIHEET DHERH D 7,

\}

Note <2 LNV TTFIAT LV ADIN—TRRETEET, TTFIAT L ADITN—T1L, 7
FGAL LYLTRETHI EITTEEHA,

Procedure

ATY T [BF =2V T 0 —E R (SecurityServices) ]>[7 7 A /L L 27— 3 &5 (FileReputation
and Analysis) ] Z@RL 7,

AT9T2 (BFANT=FU=A TAY— T B ARENT > T L HEITET) (7774
7 AID/44 i (Appliance ID/Name) | 7 4 —/V RIZZ Vv—7ID # FEICTAH L, [5T<S
J—71t (GroupNow) 1 &7 U > 27 LT,

Eyl e

(BTA—NT—FV oA TAZ— T BVABFEII/2> TODLEEICHEA) VAT A
iDXV~k7ﬁv/hmﬂﬁw—7mkbfﬁﬁﬁuﬂﬁéh‘W7747/xﬁw—
7'ID/4 A (Appliance Group ID/Name) | 7 « —/V RIZFE/RENE T,

I
T IIAT AT DD I N—TFFFICBTH RN TEET,
s NIV DOTH I NA—TITEBIMTE ET,
e VUL NNFETLF T TAF VLNV TT T IA TV AD T N—T R ETEET,
s IR TN—TITBEBMENTWDRDT TTAT LV ATHDIEE, I —TIZhbnnRe
TWIDEEELET, ZOIDIERKILTFE/NLTFRRENEN, AR—REEDDH I LILT
XFEHA,
T TIIAT VAT N—TIDIL, AT v 7o —RLE77ANVOT—X2EHET5
TRCOT I TIAT U ATRILTHILERHY 3, 72720, IDIZTA—THNOLIE
DT TTAT ATIIBIESNE A,
T TIAT U ATN—=TID ZEHT D&, BHEITTITHEDINCRY £F, BEIILED
D EHEA,
c IN—TNDTXTDT T TAT LV ANT T RNDREL 7 7 A Vg — —& i {5
BEVICHEETHILERNLY £,
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T7ANLEIT—2aY TALBYSTETTALSH |
B svo—Tmorrs17ozx0mR

AT — b IA VUV TRENNC RS TWBEES, T I9AT VAT AS— T AU b
IDZEZFEHL T A—7bENnET,

ARTYTI [T7ANGN I T T R VA= DIZODT 7747 A0 —71t (Appliance Grouping for
File Analysis Cloud Reporting) 127 > a > C, Z7 A N7 A—TFID AN LET,

c TN T N—FITBIMENTWAEYIDT F5A4 T L ATHIEA., J—lhn)e
FTWID ZfEELE T,

« ZOIDIFRILF L/PLFBRERI S, AN—22ZH5 2 LT TEEE A,

CHELEZIDIX, ORIy e — R L7 7 A NVDTF — 22 FT 54 _XTCoOT 7S
AT UATRLTHAIVLENHY £, 277 L, DIFLEOIN—T T FI5AT AT
REE S vEH A,

« RIEZR 7 NV—TID &% ANSIL72dy, F3o 00O A T/ —71D 22 H 3 5005
NI HEEEIX. Cisco TAC IZFIWELbEAMENH Y £4,

ZOERFITTICKBRENET, 2y T8 EIH Y FHA,

-ﬁw—fﬁ@?&f@7f§47yxﬁ737FW@@E774w%ﬁ%—N%@%¢5
FOICRETHALENDY 7,

T TIIAT AT DO N—TEFIIETAZ ENTEET,
WO THLIN—TIC= VU ZBINTEETE, BNTEADEF—EDHLTT,

ATy T8 [5FT< T —71 (GroupNow) 1527V 27 LET,

PWMITN—TADT T4 72 ADIER

Procedure

AT T [Bx¥ =27 4P —EA (Security Services) |>[7 7 A /L L ¥ 27— 3 L5547 (FileReputation
and Analysis) | Z 3R L 7,

ATV T2 [T7ANGH I T R VR—=NOHDOT 74T 2 AD 7 NV—74t (Appliance Grouping for
File Analysis Cloud Reporting) £ 27 > 2> C, [FTSA4 7 ADKRR (ViewAppliances) | %

7V w7 LET,
RATFYT3 HEDTTIAT LV ADTFANGHI TAT UMD 2FR-THI21E, UTFOHHESRL

i—a‘o

TISATUR F27ANGHI 547 2 kD DGR

EA—NtEXxaUT 4 7T |[EX=2YT 4 P —EA (Security Services) ]>[7 7 A /v L E =

TIAT A 77— = 581 (File Reputation and Analysis) | ~—2 D [7 7
ANV DFERIERE  (Advanced Settings for File Analysis) &£ 7+ =
o~

. T7AN LEaAT—2ay TaLE) 058774 UL0H



| 72740 LELATF—2a0 408U LT ETFALEH
TFANLE2T—2 3y REFvuBLUT7AANHDA—L K o—nF%E [

TFISATUR T7AILGHY 547> bID DGR

Web X =27 4777 |[BX=2YUT 1 —E A (Security Services) |> [~/ 7 =7 %K &

AT VA L ¥ =7 —3 3 (Anti-Malware and Reputation) ] X—T D [V 7
A NGB OFEAERE  (Advanced Settings for File Analysis) &7 2 =
Ve

X VT4 BHT 7T |[[EET 77 A 7 A (Management Appliance) |>[fERIEHY—
AT A A (Centralized Services) |>[Ex=UT 47 7747 A (Security
Appliances) | ~~— D T

TJ74I LEaAT—a3 0 AX v oBLEVT7AILDHFTDA—IL R
1) —DEXRTE

Procedure

AT9 1 [A—/L KU — (Mail Policies) ]>[3%{§ A —/L AR Y +»— (Incoming Mail Policies) | & 7-1%
[#A—/L R Y 2 — (Mail Policies) ]> [ A —/L7AR U 2 — (Outgoing Mail Policies) ] Z iR L
FT (EHONEETHIEI) .

ATV T2 BEFTDHA—I)VRY —0D [FER~/L T =T[5l (Advanced Malware Protection) ] 7 7 A
DIV ox7Y 7 LET,
RTYT3 A7 a v ERRLET,

« A7 LI AD Cisco AMP Threat Grid 7 7T A 7 A7 | B LOFBLRENL T 5
U RIZT7 7 ANEIEE LTS RWGEX, [ 7 ANVSIT 2 AT % (Enable File
Analysis) | %A 7IZLET,

UM T FANPAX Y VAR THDL ERBREINDGEILT S ITAT LV ANFEITTET Y
varEERLET, T ITAT UV ANUTOERBATTZ 7 AV EAXx U TE WA,
W7 7 AT AT Y U RREE 7 ENE T,

cAyt—T T
e RAT— R CR#ESNTT — DA 7T E£ITER 7 7 AV
*RFCIERDH DA v E—,
200 xR D77 ANEETLA Y=Y
SELLERA RSNETF T 7 ANEEDLA vE—Y
DR RE LI A v 2—

I7ALLEaT—Yaraqanayv 71004 [}



T7ANLEIT—2aY TALBYSTETTALSH |
T74IL LEaAT—23 Y AFx v UBLUT7ALAHDA—IL K1) >—DEE

cL—FEIR : TS SAT VAN T ANDT v ra— REIRICE LD, 774
W= NI E > TAF Y STV RN T 7 AL,

* AMP H—E XAMERAFT :
« 77 AN LE 2T — gy —EANMEARE]
« 77 A NGHT— B ABMER AR
T FAN LV EaT—vary I —DXA LT T b

cTTANT v T u— R 7Y —DZA LT UL

cAMP T VNI H o TAF ¥ U SRRV A v E—UIZHT 5, ROWNTIND A vE—
BT 7 g v EBRETEET,

cAvk—TDO Ry
e A ob—UBFOFEFEEGF

e RY —[REE~D A v —T D[

c Ayt —UERBMETALEAIE. ROBMOBIEEZERLET,

CTDA Y E—TET —NATTHENEI D, T—IATINTAvE—=VF, 777
A 7 2 AD amparchive 7 4 L7 b VITRE SN E T, FARREINTZ AMP 7 —H A
7 (amparchive) B 27 H7 A7 U7 v a U PRMETT,

s A=V OMW4EEE LT (] : [WARNING: ATTACHMENT(S) MAY CONTAIN
MALWARE]) =Y R —WIZEEFT 50 E 5 M,

c HHEDMNSHIEH TED X ITTD72DIT, DAZ L~y X —%BINT L0 E 9
AR

A=V OZFEZFLEEFELT, AvE—UBROT RLAICEEEINE LI TS0
EI3 [T (Yes) 127 Vw7 LT, HILWZEZHOT RLAEZAHLET,

¢ AX X UTERNA =V ERBOSIERA MIEET H0E 9 h [1EW (Yes) ]
BV LTREEIP T RLAEHIIHRA N EASLET,
c RV U—IRBEIZ A v B —VERETIHEIE. ROBMOERIEZEINL £,

s kuy T HZ T YR NNERY —[EEEEZIRIRT 2008 90, RO 7 Z 733 TH
NTVEEAE . Avbt =BT AN, T T4 2 ORI EET 5 & R B
Ny BAFA—N AT TA L DOMDTRTCOZ PN LS TAF Y U ENET,

CTEDA =TT —HATTIEINEI D, T—IATENTA =2, 775
A 7 > AD amparchive 7 4 L7 b VIZRE SN E T, FRRRE SN AMP 7 —H A
7 (amparchive) B 7 YT X7 ) 7 g URNIETY,

s Avb—V O EEE LT (fl : [WARNING: ATTACHMENT(S) MAY CONTAIN
MALWARE]) =Y R2—H#ZEEFT 50 E 9 M,

B o7 L LEaAT—2a Y T4 LB YT ETFALSH



T7A4IL LEAT—23Y TR TET7AILDH
IFALLE2LTF—2ay 2% ubsUT7 A0 A—L K o—oBE [

 BWEEDHNHIITEDL LT DO, DAZ L~y X —%BINTH0ED
RN

T FANDEEOHL 7 7 AN THDHERRINDYEIT AsyncOS NEITT HME
NHHT7varyae@RLET, ROZEEZ®RLET,
s AvE—VEEET LN, ElITRa vy T 50,

CTLDAYE—=VET —HATTENEI D, T—NATINTCAYE—=IF, 777
AT AD amparchive 7 4 L7 F UIZRE SNVE T, FRIERE I AMP 7 — 7 A
7 (amparchive) B2 7 A7 U 7z U RETT,

N =TT 7 ANEHIR LR T, Ay —VERET DL D0

s A=V DML EEE LT (B : [WARNING: MALWARE DETECTED IN
ATTACHMENT(S)]) T Ra—F|ZEEF 20 E 9 ),

cEHEPMNLSHICTED L DICT D7D, DAF L~y X —5 BT 20085
AR

AV E—VDZEEELEELT, AvE—URRO7 RLRAZEEEND L 5T 50
EM [T (Yes) 1227V w27 LT, HILOWZEEDOT RLAEZANLET,

HEDHDLA v =V ERBEDOIMIEAR A MIEETL00E 5D, [TV (Yes) 1527
Uy Z LTRBRIP 7 FLAEIZARA NMEALET,

« T ANGIDIZDITEANS 7 7 A NV EFET DHEE. AsyncOS NFATTNET 7 g v
ZIBRLETROZ & 2R £,

A=V EEET D0 FEREET 50

DAY=V T —NATTHENEI N, T—NATINTAYE=D1F, 777
A 7 2 AD amparchive 7 4 L7 b VIZRE SN E T, FARRE SN AMP 7 —H A
7 (amparchive) B 27 H 727 U7 v a U PRMETT,

e A=V OMHEEE LT (] : [WARNING: ATTACHMENT(S) MAY CONTAIN
MALWARE]) T Ra—HF| 28T 508 5 D,

CEHEDPMN<S T TED L DICT LD, DAZ L~y X —%BINT 500 E 9
AR

A=V OZFEZFELEFE LT, AvE—URROT RLAICEEEINE LY TS0
ED, [1IFW (Yes) 127U v 7 LT, HILWZEHEDOT RLAEZ AN LET,

« T ANGHDIDITEEIND A v =V EREOSEIA A MIEETL0E D
2 [EV (Yes) 1227V w27 LTREIP Y RLAETZIIARAR MAEALET,

o BFEEANRY —DHEOR) BEROHEDN HEERD D) ”ﬁﬁéﬂtﬁ%ﬁfl‘/
R —HFIZEEEINDA v E—VIZH LTHETTHEET 7 v a v BHELET, [£
VIR 7 A BEHEE OF %Y (Enable Mailbox Auto Remediation) ] 24 12 LT, LATF®D
WTNDDOT 7 v a U EEIRLET,

I7ALLEaT—Yaraqanayv 71004 [}



T7ANLEIT—2aY TALBYSTETTALSH |

B srornc2ELERR T 7 A LSS 4 vt — DR

s [EFA—NT FLR|ZHAE (Forwardtoanemail address) |, fiE L7-2—¥% (=& %
X, BPA—NVERERY) ICEBEOOLLIT 7 7 A NV EEET LT, 2047
TaraEERLET,

cAvE—VEHRLET, BEOHLBMN T 7 A N2y R2—F DA =Ky 7 A
MOERICHIRT 2581E, 2047 v a CERIRLET,

[HEELIZBFA—NT RLAIZIRELTA v E—%HIBR (Forward to an email address
and delete the message) ], fAiE L7iz—H (7z& 2 IX, EFA—NVEFHE R L) ITE
BEOOLEIM 7 7 AN EEEL T, BEOHIRMG 77 ANV Raa—HFDA—)1
Wy 7 ANBERICHIRT 25613, ZOF 7T a U EBRRLET,

Note Office 365 ' —EATIIFED 7 VW EZINHD A v —DOHIRE R — b
LTWRWeH, ZnbD7 x4 ([HIBREAT A 7 25 (Deleted Items) ]
8 PO AvE—UEHIBRTAZEIZITEERA,

Important [ X —/)L7R » 7 A H#EHMEE (Mailbox Auto Remediation) | DF%E % #e &3 5 Ail
2. A=AV RYyZATDOAyE—VDBE 2R LE T,

ATy T4 ERzEEL, RFELET,

DWMDE=DICEELERET7AILDH LA vE—2 DIREEE

ATy T

ATvT2

ATvT3

SHRICEEENZ 7 7 AN BBV =7 % 2—I12V U —2F5RbYic, BEETS XD
T TIAT U AERETEET, BHESNT-A ve—T L ZNEDRMNT 7 A4 ML, FREED
O DIEFRHICEBIZOWTHAX YV ENET, 77 A VGHERN L E 2T —va v A%y
FTTHHATED LIRS T2RICA v =V RIS NT-HA1E. BESNTEBITIEAY ¥
IR SN E T,

Procedure

[A—/N RV — (Mail Policies) ]>[%%
[A—/L RV ¥ — (Mail Policies) ]> [
EFT (EBHLO0iNT5HI1EY) .
BETDHA—N KRNI —0 [EER~/NVT =7 (Advanced Malware Protection) | 4 7 AW
DYV rE7Y 7 LET,
[7 7 ANV EREE R D A & — (Messages with File Analysis Pending) &7 v 3 > T,
[A b= T 57 27 >3 (Action Applied to Message) | K2 w72 w7 i [
(Quarantine) ] ZEIN L £,

REES NI A v B =37 7 A VOMIREBET ) TITRIFSNE T, 7 7 A VoREBEO L,
onpage 274 ZM L TS 723V,

& A—/L ARY v— (Incoming Mail Policies) | & 7-1%
& A —/LR Y > — (Outgoing Mail Policies) ] &3 L

B o7 L LEaAT—2a Y T4 LB YT ETFALSH
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| 72740 LELATF—2a0 408U LT ETFALEH
771 nsmmown i

AT T4 (BB [77 ANV PERE T DA v&— (Messages with File Analysis Pending) 1= 2 + =
YT, UTFOAT v a v ERRLET,

CTEDA Y=V ET = NATTLONEID, T—=AATINIZAyE—=VIE, TTI7A47
A ® amparchive 7 4 L' 7 M VIZTIRE SNVET, FATREINTZ AMP 77— A 7
(amparchive) @27 Y727 U 7o g U BRMETT,

e A=V O EEE LT (B : [WARNING: ATTACHMENT(S) MAY CONTAIN
MALWARE]) T Ra—HF 28BS 208 5 D,

T T ITAT U AMEDRMEA vy =V OB T 7 A VT OHEDRE ST H6 .
W77 ANV E Ry T LNEINEBRTEES, 774V DA T g AE [
Z (No) 1T,

EHE VDN HIE TE DL IITTEHEDIT, DAF L N X —ZBINTDH0E 9D,
Note ATy FATHPALEZEROT 7 v a v REHENIDIE, A v—UnNEEE ) 7

MH VY —=23INDEELTTT, AyvE—URRHCY 7ICXEIND & I3
HEhEzHEA,

DA =D T — AT,
e Ao —UHEADET,

o« HAH L~ X —DiBEN,

ATYyTES BEHREAREL, RIFLET,

What to do next
BEEIER
7 7 A Vo HTRREBEOE A, on page 27

27 A IIND MR DER

« 7 7 A VI HTBREE DR E DOFREE, on page 27
o 7 7 A IWVIHITRBEFEIRN O A v & — O FEHULEL, on page 29

77 4 LSRR DR E DRE

Procedure

ATYF1 [£=4% (Monitor) [>[HRV—, UANVABIORT V7 b7 LA 7k (Policy, Virus, and Outbreak
Quarantines) ] Zi®R L £ 7,

ATFY T2 [77 AN (File Analysis) |FREEY > 27 %27V v 7 LET,

I7ALLEaT—Yaraqanayv 71004 [}



B - ormrozEomse

ATvT3

ATv74

ATy T5

ATvT6

ATy FT17

IR E LT,

T7ANLEIT—2aY TALBYSTETTALSH |

T 74N RO RHNOEE S L Z LT3R LEEA,

TR T Fr) Rt

212 AsyncOS WEITTHMENHDHT 74NV NOT 7 v a VERELET,
WEHET ¢ A 7 IZ28 & fE R 72 < e o T2
UPE ENR L B L HICRETHIT

f%\ﬁibtﬁﬁﬁﬁﬁm%®@%m@fyﬁ~
V[BEA—ANA—T O —FIIA =TT 7

cOT 7 varEEA L CREEMKRL i T (Free up space by applying default action on messages
upon space overflow) ] DIRIR & MEFR L £,

TIAN DT I aryE LT[V ) A (Release) | #EINT H461%

HENZY V=S D A

. PREFHARE] A3 R
WHT 58O 7= /%Eﬁf?ﬁﬁfé’f F9,

j—«

v—Tlz

TFoay

G

4 D2 (Modify
Subject)

BINTA3TFFANEAST L, FOTFXFANETLOHLDRTEHRAD
EBLHIGEBMT 50 aER L FE T,

72 & Z2IE, ZIEHICYVY =2 T RN STV 5 ATRE
=T ThHhBRZ EEEERELET,

PER D% A

Note FEASCI LT 2G4 2 IE L FrnT 572012, Hh41%
RFC 2047 IZt» THRESINTWVAMERH Y 77,
[X-Header ®iBMN (Add |X-Header (ZIZ A v —VIC6 L CEITENTZT 7V a VAR TE

X-Header) ]

¥, ZOBERIT. HEDORA v E—UNEUE SNEBBICOWNWTO
MELWHT D L&/ IR LB FET,

LHTEMEEAD LET,
B
Name = Inappropriate-release-early

Value = True

W7 7 AN EBRE
(Strip Attachments)

W7 7 ANVZHIERT 2L T, Ay =V ehic~ry =
TN L ET

ZOWRME~DT 7 v 25T Ha—YEEELET,

1—%

o —k /)L 2—3 (Local
Users)

n—Ha—HFDY R ML, REECT 7 BEATE S0 — L ERD
2—YEFNEENET,

TRTOERF IR TR T 7 ¥ ZAMRZFH>720, VAT
TEHE DR SNET,

% uAL‘nJ—.E‘CL_:ﬂf\_:L“_"H-
(Externally Authenticated
Users)

AL Z R E L TR BERH D £,

. T7AN LEaAT—2ay TaLE) 058774 UL0H



| 72740 LELATF—2a0 408U LT ETFALEH
77 4 LR * v e—soFnnE [

14 48

AAZ ba—HFa—) | ZOFT g%, RBlE~DOT 7 2 ZAMEREFSD72<EH 12D
(Custom User Roles) AL DL 22— m— L EER L TWAEAILDREFRINET,

ATV T8 EHEFEFEL, RIFLET,

77 A HIRBEEERAD A v £ — O DFEHNIE

Procedure

ATYF1 [£=% (Monitor) |>[RV > —, UANLABIORT Y F7 LA ZF@hE (Policy, Virus, and Outbreak
Quarantines) ] ZER L £ 7,

ATYT2 KROT 7 A NGHBEEOIT T, [A v E— (Messages) | FIOFNEZE7 Y v 7 LET,
ATV T3 BEHISUT, AvE—VICUTOT 7y a v 2FTLET,

« HIBR (Delete)

e JU—2

« REENS DY Y — X DIRIE

HRELEETA—L T RLAICA v b — Y03 B —%%(E

PREPEDT 7 A IO

LR iR T 7 A LT OFREEOFERIZ 2\ T, [Cisco Email Security Appliance Guidel] @

# [Centralized Policy, Virus and Outbreak Quarantine] % & L T 72 &0,

TJ74IL LEaAT—S30ER0HDXAY S —

X~y X —ZEAL T, AvtE—UHHRT v TFOT 7 a v bERTAYE—V2~—F T
EFET, AN KRV —TRAy =X~y FX—%XTFHT L, RIZarT2Y 7 40H
PHEHLT, ZNODRA =0 AT g KT 7 a U EEIRLET,

ETIERSCF N CF R R S ET,

I7ALLEaT—Yaraqanayv 71004 [}



T7ANLELT—2aY TALAYDTETFANSH |
B roogsntstvb—SERRE 77 A LIZET 2BHOT Y F1—F~D%E

Ny B—% BAMEE (KXFENXF (A
XAl
X-Amp-Result 1E% (Clean) TrAN L 2T — gy —ERITL
JL - X w—17] Y
DB % (Malicious) %kﬁéﬂt% v — A S B
A F X ARNH]
(Unscannable)
X-Amp-Original-Verdict | file unknown L a7 —3 gy LEXVMEICES S
verdict unknown DEIOHE, Z D~y F—id, FTTOHE
WDENRMEONT N TH DA
FELET,
X-Amp-File-Uploaded |true A =N ENTZ T 7 A VDHT
false B TEGR SN TVWDAEHAE, 2O~y F—
X Ttrue] T

FOy Jant=Avt—CFRIERG T 7MILICET 58 I K
A—HADEIE
O LW 7 7 ANVETLIFOBRA =0, 7740 L 2T —Y gy Axy Ik

DNT R vy 7FENDIEEIC, = F2—FIZH L CGBREEZIEET HIE,. X~y X —F T
HABE D~y Z—bavr oy 74 VEEFRLET,

SELGTILYITHEHEY SRS

— T EHEFERTARE. 7 T7AX, ITA—7, BIO<I U O{HL~LVT, GER~YLVY =
THEIE A=V R —% A F—T I TEET,

TARLA F—TvTr LULTEBMNTALERD Y £9°,
TITIAT VA TN—=T %I T AA L YL TERELBZNTL ZE N,

SELTILD T 7HEHOMREICEET S27 57— FOZEDHESR

RV 2 TYHNCEE T 57 7 FEERET DL VLT I IA TV ABRRESN TN D
ZLEMRBLET

UTFDSBEIIT 7—FaxE LET,

. T7AN LEaAT—2ay TaLE) 058774 UL0H



| 72740 LELATF—2a0 408U LT ETFALEH
BELYLY T THEOMECEET 57 5— tosEorR |

75— hDERHA 247 EXE
FTVIAR (T TAR—=ITTR) O <)V = T RIR it
Cisco AMP Threat Grid ~DO#kizt > v 7 v

L., 774N L aT— g o —
EADOHIE EFRE ITHHIN TS X HIT

THI N&2T 7T 4 7T HHLERHY £

T,

FREREX — D HIRREINIC /2 0 £ LT2 (T T OMEREIT T D EYE)
TrAN LT —varERR T AT | VA NVARRBIO |85

PFrh—E AZEETE EHE A,

AMP (Anti-Virus and
AMP)

770 RP—ERLDOBENHELINE LT,

TANAKRE L
AMP (Anti-Virus and
AMP)

158 (Info)

LEa2T7—varBIOOI= Yo RN sy
F Ry 7 —vRZIVBFEIHIND

7 A VAR X O
AMP (Anti-Virus and
AMP)

fE# (Info)

Tr7AN LT —a VOHENEESN
F L7,

A VARTR B LD
AMP (Anti-Virus and
AMP)

¥k (Info)

SR ETCEXA T 7 AN ZA THNEHX
iz, FrLWIZ 7 AN ZATOT v T a—RK
A FX—T M TEET,

T A NVAKIRE L
AMP (Anti-Virus and
AMP)

158 (Info)

—ERD T 7 A I Z A T DM —EEIZFI
TEFEHA,

7 A VAR X O
AMP (Anti-Virus and
AMP)

¥
I

BR—FEINTWVWETRTOT 7 AL ZAT
DT —EHEIEZICEIB S E T,

A VARTR B LD
AMP (Anti-Virus and
AMP)

¥k (Info)

RN /27 7 A NS —ERAF—T9, 20
T —HEETHITIE, CiscoTACIZZ 71
JVOIHTID OFE 2@ iE T2 0 BB H D £,

AMP

x 7 — (Error)

ESPEREY=]

s 77 AN LEaT—ay = RELT 7 AT — SO R BT D 45 AR

77—k, on page 37

I7ALLEaT—Yaraqanayv 71004 [}




T7ANLEIT—2aY TALBYSTETTALSH |
B ==o<yrrmgeosnEEL£— FoRE

o 77 ANOEBPIEDELRREOT 7 2 a > DFEAT , on page 36

el

BEGTILY T 7HIEEEORNEE L R— FDRE

X2 VT A FHT T IA T U ATLR— NEENERT 551X, BT 747 AL
THEFLTA L NTERF =T A ROB ANV VR—T 4 VT OEOREER~LY =
THHENCET 87 v a T, BEEREREEFEZMREL TIEEN,

TJ7A4IVLEaAaT—2a3arEXUVT7AILDHTDOLAR—
=l RV E=22y )

* SHA-256 7~y ¥ =22 85 7 7 A VD5, on page 32

* #unique 847

e ZTDOMDLHAR—FTOT 7 AN L 2T —Tay 7 4)LH T —HDFKR, onpage 35
c Avt—V T yF TR L SER~IVY =T PIEEEEIC OV T, on page 35

SHA-256 /\v 2 22K DT 714 ILD#E A

T ANLBIIHBICERETE B2, T I7A T RATEXFa2T Ny va 73] XA
(SHA-256) ZEH LT 77 ANDID Z4EKLET, T I7AT V ADBARIDO R HE T
T ANEUITEEE . TXTOA A% ANE L SHA-256 & LT SNE T, Bk
DT TITATUANRR LT 7 A NENHT L5565, 77 A VDT XTOA L AX L AIZIER T
SHA-256 ID 3% V) £9°,

FEALEDLR—FTIE, 77 A UTFD SHA256 fHTY 2 F&nET (EfEE

B o7 L LEaAT—2a Y T4 LB YT ETFALSH



| 72740 LELATF—2a0 408U LT ETFALEH
JrALLEaF—vaveTrAuntiLE—ror—o |

TJ7AI LEAT—SavE T I LE— FOR—

LiR—k £%BA (Description)

EERALTT5E (Advanced | 7 7 AV L E 2T —T gy —E R ICLoTHEESNT-
Malware Protection) T AN RXR—ZADOEBERLET,

HENEFESNTZT 7 A WO TIE, [AMPHIEDT v 7
77—~ (AMP Verdict Updates) | L R— hZZ L T 72X
W, ZHHOHEIL, [EER~L Y = TR (Advanced
Malware Protection) ] L'7R— MBS LEH A,

JEMEZ 7 A NETZT — A TEBRT 7 ANLDDEED D
L7 7 AN SIS E. BT 7 A VETIZT —H
A THEHT 7 A D SHA DI [EE R~ L7 = 7 B
(Advanced Malware Protection) | LR — MIEEINE T,

[T TVRIZE~NLVD =T 77 A/ (Incoming Malware
Files by Category) | &7 > 3 %, [ A X LFH (Custom
Detection) ]2 %8S 41% . AMP for Endpoints = > Y — /L)
BEELIETmy 7 YA MIRERSNTZT 7 A /L SHA D
BERLTVET,

AMP for Endpoints = > Y — /L)L RGNS 70 v 7 U A

MIBFRENTWD 7 7 A )V SHA DEB AL, LER— O
[ZfE Lz~ o =7~ 7 A /L (Incoming Malware Threat
Files) 127 v a » C[v 7 A% Lk, (Simple Custom
Detection) | & L CERrINET,

LAR— b D [FEH (MoreDetails) |7 v a > TU v 27 %7
Y w7 335&, AMP for Endpoints 2> Y — /L CHOT 1 v 7
URAPMIBESNTWE 77 A /VSHAD 7 7 AV F TV =
7 NUFEMER R TEET,

[VRI{E (LowRisk) ] HEDFEMAZ L AR — h D [AMPIZ
X ViEESNT-%157 7 14 /v (IncomingFiles Handed by AMP) ]
' a VITERRTEET,

I7ALLEaT—Yaraqanayv 71004 [}



B o rieas—vaveoranntivi—rox—y

T7ANLEIT—2aY TALBYSTETTALSH |

LAR— b

£%B (Description)

[EE R~y =7 B
(Advanced Malware Protection) ]

BT DT 7 AN

SHTRNCEE SNT-H T 7 A VOB & e (E7- 1T R
HE) 2RRLET, SMAT 94T A3305 781
WSA Tt ReT oy 7 LET,

1000 /25 7 7 A VKRR 2 RN T DI, T—F &
esvIZTrANE LT AR—FLET,

RINET 4D e /5T 7 A NOERORMEZ G TR
IROHTHERDF RSN ET,

SHAIZBAT 5 E DMOIF#R A BT D0, £E7 7 AV
DW= DO TEHDO) 727 ) w7 LT, 77 AV
EONT LTz — NI 2 BMO Mz R rT52 L8 T
xFET,

(6=3) Efg/ 7 — AT TrANAmbHE LT A
DT AICEHE Sh D581, Tno ot 7 7
A ND SHAETZ TS [7 7 A Vot (File
Analysis) | LAR— MZEENET,

BRI LT 2 T I Y 2T —
va v

BERSNVY = T IR e > T n 7 A BRI RS
Y THRD, BT —Z2 TR FEMRER RSN D
&L BMOHENED D AREMDR H Y £7,

[AMPL ¥ =7 —3 = (AMPReputation) | L'Av— MZIE,
DT TITAT AT I, A vE—VUZERICHE
IMEDSTT 7 ANVRERINET, TORBOFEMITD
WTIE, 77 ANVEBHIEDT v 77—k (2°—=)
AZRLTLEEN,

1000 B2 D HET v 77— "NaeRrT DI, 77— %
sV 77 ANE LT AR—FLET,

1 DD SHA-256 (Zxf L CHIE DRI o - 7= 35501%.,
ERBE IR EFTOHEDHNZ DL R— MIFRREN
*9,

i AT e Zn fe REFFFEFHIN (LA — MZEER S 7= FERTHE
FICBR 72 <) ITHEE D SHA-256 DEE 25215 A4~ T D
A=V EFRTHITIE, SHA256 V27 %27 U w7 L
F9,

B o7 L LEaAT—2a Y T4 LB YT ETFALSH



| 72740 LELATF—2a0 408U LT ETFALEH
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FRMOLR—FTOIT7A4IL LEaLT— V743 T
ECN

— 53D

HUT AT, T AN L 2T a r BEXRT AP OT —Z EOLER—FTH
ﬁﬂﬂf%ifh) F7 N NTIE, PNET 7747 v A LiR— MZFERSNER A, BINYIZ
FRTHIZE, T—7NADOTFO[F (Columns) (V27 %227V v LET,

Ayt—Y FSYXR U THEELTELTILY T THEREREIZDULNT

Ayt —Y FT xR T TT 7 ANEBBEREBRFET L LT, LTORICEZELTIES
Wy,

T TAN L E 2T —vary Y=L RZIOVRHESNIEREDH D7 7 A NV ERRT HIT
I, Web A v E—2 b7 vFx 7O FEMRE (Advanced) 17 v a D[ Ay tE—Y
A2 b (MessageEvent) |4 7Y a V C[EERTILYI T 7HEIRERT T « 7 (Advanced
Malwar e Protection Positive) | R L £,

cRAybE—Y FIuFUTITUE, TrAN L 2T — g VBT AERE . T
PrvarAyE—VORERRCTRENTZITD 7 7 AV L E 2T —2a VHIERIT NG
FNFET, HEZERYNCT T ANNBT V= ThD LW SN, TD%, HEDT v
T—RTCEDT77ANLNEETHD LB SNTSGE, 7V —COHEDHRN NT v ¥
THRERICFRINET,

AvE—Y N7 vX 7 OFEMO [LBEEM (ActionDetails) &7 > a3 2k, BLF O
WNERINET,

o Ay —UDEIRM T 7 A /LD SHA-256
o A= URRIIKT DEER T = T O BRAHE
s N =T BB ENTRS T 7 A

HEDT v 7T — MI[AMPHED T v 75— K mMPwmammmy]vﬁ—hﬁﬁm
TRENET, AvbE—V FTvF LT DD A vE—TOFFEMIT, HEDOEFIC
THEHINETA, BEOHRMNZ7 7 ANVBEENTND A vE—VEHERT DI, #IJE
Ty 7 T—K UAR—FCTSHA256 V> 2 %27 ) v LET,

o SINTRE RS IHT IS 7 7 A VEBE AN E I LV oTe, 77 A VAT 2 F T
[7 7 A4 Vo#Hr (File Analysis) ] LA — MZOAFRINET,

INTERT 7 A NDEDMOIERIZ, 770 RELIZA T VLI ADT 7 A Vo —
Ne=MHBAFTEET, 77 A IO THERAEERT X TO T 7 A Vil i & e

ZiL, [VA— b (Reporting) [E=4 Y 2 (Monitor) 1>[7 7 A /L7347 (File Analysis) ]
ZIEIRL, 77 AV THRFET D SHA256 “ A LET, 77 ANV —ERIZL 5T
V=ADT 7 ANPGHTSND &, TOFMERRTEET, oSz 7 7 A VOFER
PORERINET,

SHTEII TR E SN T 7 A NVDE%KA S AZ L ANT T4 T AL VB SN 5
B, INLDA L AF AT, AvE—Y Ty U TBRBERICERINET,
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Procedure

RTY 1 [AMP HEDT v 77—k (AMP Verdict updates) ] L'/ R— h&F /R L E7,
AT9T2 HETHSHA256 V7527 Vw7 LET, 77 ANVEZLRAYyE—VD M TR 57—
HAPERIINET,

ATV T3 b IuXx I TF—2EFHL T, BRESNEAREERS D 2—P L, BERICHEEST L7 711
DAFIRIE EDERERFE L ET,

ATV T8 77 ANOEEOMEL TR T 572012, [7 7 A /V0H (File Analysis) ] L 7AR— k&
SELT. 20 SHA-256 XM HICEESNTNE I 2R LE T,

What to do next
EPEREYS

77 ANEBHIEDT 77— b, on page 2

2 N s Z\ = = > —_——
774NV LEaAT—YarveEnHD STV a—T4
~ NS
>

e 75 A/, onpage 36

o ML — D], on page 37

c 77 AN L EaT—vay b= R"ERET 7 A NG — S~ OB R B 5 A FE

72— b, on page 37

*API ¥ —DxTT— (F> T LIADT 7 A/V55HF) |, onpage 38

s T ANNBTREBYIZT v e — FE720, on page 38

s T DTDIZIRETE DT 7 AN XA TIZBT 57— b, on page 38

ay 274
= 7 O
eamp & amp i, 77 AN LE 2T —Y a3y P—ERERIFID VAR LTNET,

* Retrospective XHIEDT v 7T — N ER LTCWET,
* VRT & sandboxing L7 7 A VAT —E X Z/RLCWET,

T ANGNEETEmER~A Y = T HEICET A EHIE, SHITAMP =Y ron s,
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TrAN v aT—=vary TANE Y TBIOGHOA XY ME, AMP =Yy n 7k
A= TRl E N E T,

0y Avk—y [TZ7A4 0 LbEaT—vary 72 —ZxT 5%E% (Response received
for filereputationquery) | @ [7 v 7'm— K7 27 =2 (uploadaction) | DfEIZLL T DX 51T

AN/ e
«1: %5, (1:SEND.) ZODHE, 77 ANGHOTDIZT7 7 A NVERETHILERHY
F9,
«2:EELARV, (2:DON’TSEND.) Z DA, 77 ANAGHHIC 7 7 ANV ERELE
B A

3 AXF—ZDHEFEE, (3:SENDONLY METADATA.) Z DA, 77 A ASHD-
WIZT7 7 ANVEBIERTIERLS ., AXT—=HDOHEEELET,
«0: 727 varil, (0:NOACTION.) Z DG, o7 72 a NIRETY,

A—)L w7 D HLE (Disposition) | OfEIX, LATDO X 5127220 £,
ol AT =T BRRIH SR, FFEERETHD RSN D (EH & L TR
¢ 2 IEW

3w T

[Spyname] 1X& D4 I T,

kL—XDFEMA

Tr7AN b EaT—vay 74 BLIOOEETII L —XIEHTEEEA, DY
2. M7 0 EbT AN A=V FELET,

TJ7A4IL LEaAT—2 30 H—NFEEIT7A4IL0HY—N\~D#E
GERICET 2KET7TS—

Gl
T7AN b aT—Yary b= RAELEGT T —EA~OERORMICET ST 7 — b &
WS ONZE LT, (B—DO7 77— MI—BHRHEOHEZRLTNDLZENHY 9, )
fRRA &
e T 7 AN LEaT—va gt — R L DOEE O on page TIZFEEH I LTV D
B A- L TWD Z AR LET,
T TIAT AL T R —ERLEDOBEEZGGT TCODAREENH DRy NT—27 DR

AR L ET,
e[/ =V — %A LT 7 (Query Timeout) | Dfx K& < LET,
[t = VU7 4% —E R (Security Services) | [77 A /L EaT— a0 (File

Reputation and Analysis) ] Z3R L E7, [FEMEXE (Advancedsettings) |= U 7 D[/ =
2 A L7 7 L (Query Timeout) | DA,
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APl X—DIS5— (AVTLIRDIT 74 ILDH)
il

T ANGH LU= FOFEMERRLELD & LEEAER. O 7 7 AV ET v 7 u— K435
DIZEA—N X2 T 4 TTITAT U AWeb X2 U T 47 7T A7 A ) AMP Threat
Grid —R_—IZHER TCE R WGEE, APLX—07 7— b E2E LET,

iR A *
Z DT T —X, AMP Threat Grid %— /3D KR A h4 %258 L, AMP Threat Grid %—/ XD H 2.5

PREAEEZEHT 25 E8ICHELET, £, tMORRTHRET S AEMERH Y £4, 20
PIRE 2 MR 51213, ROFIEZIATL £,

e LWARA NN HD AMP Threat Grid 7 77 A4 7 AMBHT LWEFAER AR L E9,

CEX— N TXa2 T4 TTITAT AW X2 VT 4T T T4 T 2 AT H LWEFAE
7 v 7u—RKLET,

¢« AMP Threat Grid 7 7’7 A 7V AD APl ¥—% Ut v b LET, FIEIIZOWTIZ, AMP
Threat Grid 7 77 A T LV ADF L T A ~IVTEBRL T ZE W,

ESPEDEYS]
« 77 AN LT —va o —EXOFERE L EE

J77AURFRELYICTyTA—FENGL
Fl:ﬁ %

T ANBTPREBV IO E 2T STV EREA, 77— FERIEIH LT —13H
D EHEA

iR AL
PTFOSIZERELTLIEEN,

s T ANMDMDT I T AT AR D ONTHICER EINTWA DI, TTIZZ 7 AV
Wrth— 3, F7EZ DT 7 ANEUBRT DT T IA TV ADF % v ¥ 2 [ TAFAEL TN D A]
REMER D D F97,

PHDE=OIZEETEDLITI7AILEAATICETEIT7S—F
il

T 7 AN DIDITEFTEL T 7 ANV 2 A FICET LEREFROT 7 — &2 T L E
j—O

FRIR 77 iE
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s B F IR OEBEE D ONTHIGBIRI N TWDE 7 7 ANV XA THEE LT,

s R—=PIHBDOT 7 AN XA TNT T RSB —ERATORHAMEICE SN T—RFIICER
SNz, ZOHE, TTIAT UV ATRIRENTZ 7 7 AN Z A T OV R — MMIATHEZRIEY
AHICERENET, o077 n AL THY, 2—FICLIBEISLEDH Y $H
/\/0

T TITAT UANFERE Lz (72& 21X, AsyncOS DT v 77 L—RKO—8& L L7C) ,
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