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¢CiscOEA— NV EXF2UT 4 XY= U= TTU RTLAT TANEREHITENTND
TLCEMERLET, TURNT LAY TANEZEGINTT HITIE, Web A FX—T = A A

D[EXx= VT 4P —¥E R (ecurityServices) |>[7V b7 LA 7 7 1¢/L% (OutbreakFilters) ]
— DB LET, MOV TIE. TY R T LA 74 A2 EBRBLTLEE N,

*CiscOE A=V EX2 VT4 F—=bUxf TARLNRZ UV UPRAEHIZESNTND Z L
EHERLET, ANRNLHMKRZ DU E2HANTTDHITE, Web A X —T A4 ZAD [EFx =
U7 4% —E A (ecurity Services) ]>[A/NA%IH (Anti-Spam) | _X—IIZBEHL £5, 7
AZDONWTIE, ANRNABIOIZ LA A—LOEHRESRL TIZE0,

(ff) URL U A h&fERR L ET, FRTHI2IE, Web A v ¥ —T = A AT[A—/LRY
2 — (MailPolices) ]>[URLY A b (URLLists) |"X—IZBEIL £, sEMICOWTIL,
WEDHD URL F2ITZEE LRV URL MO OE#EABR L TLZEW,

FIE

ATFvFT1  [A—/NKRY P — (Mail Policies) |>[%f5=> 77 1/ % (Incoming Content Filters) ]2/
BHLET,

ATvT2  [74NZOEM (AddFilter) 15227 Vv 27 LET,

ARTYT3  arsry 7404 ERAE AN LET,

ATy T4 [FMHEEMN (Add Condition) 127V v 7 LE T,

RATw7F5 [URLVE=7—3 3> (URLReputation) 1 %7 U v27 LET,

ATw 76  [INEE 7 «— K (External Threat Feeds) ] Z 3R L £,

CiscoE A —)L£Fa T4 F— kYA THEBERT+— F£ERATS-00%E ]
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b_ESA_Admin_Guide_13-5-1_chapter17.pdf#nameddest=unique_6
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Ayt—

ATy T17
ATvT8

ATvT9

ATv 710
ATvIN
ATvT12
ATvT13
ATvT14
ATv 715
ATy 716

ATy 711

ATv 718

ATy 719
ATy T2

OI74 WA EERALT.

CiscoE A —JL ¥ T4 F—hITA THRBRET «— FEERT 5=00%E |

B ot nsssRLE Avt—C0BEOSHS URL ORI

HEDOH D URL 95 ETF VY — A& @R L £,

({ER) CiscoE A= Ex 2T 4 = U= A THEREZRH LRWAT A Y 2~ URL
DY ANEBRRL ET,

A yt~°)0)ﬂijcisot(ﬁ1¢%idi(ﬁ/it IAYE—VORMN T 7 A NVDOEEDH D URL &R
T 572 DIT B2 [IRIZE £V D URLZ #ERR (Check URLs within) | 47 = 2 @RI L £
R

[OK] %227 Vw2 LET,

[77 v ar%iBM (Add Action) %7V v 7 LET,

[URLV E =7 —3 3> (URLReputation) %7V v 7 LET,

[FM5& . 7 «+ — K (External Threat Feeds) | Z i8R L £,

Gt (A7 v 7 7) TEHIRULAEZETF Y—ALEUETEF Y —A&RIR L2 L 2R LET,

EE) A7 v 78 TEIRLTEBLDOERUKATA NUARNURLDY 2 F&EEIRLET,

A yt~°)0)ﬂijcisot(ﬁ1¢%idi(ﬁ/it IAYE—VORMN T 7 A NVDOEEDH D URL &R
HT 572 DT B2 [IRIZE £V D URLZ #ERR (Check URLs within) | 47 = 2@ L £
T

A=V ORLBIOHLBIWEZEZA =YD 7 74 LD URL 12k L CHEITT
DUNBEIRT 7 a rERIRLET,

GE) A7 v716 T[ (RIZEENDHURLEMEF) Check URLs within] 47" = /T [Usfd

7 74V (Attachments) | ZIBIR L7726, A vE—UNOIRMY 7 7 ANV ERETD
ZEDHNBAHEETT,

TRCDA Y E—=VILT 7 a & FTT o0

MEER L E,

[OK1 %27 U v 7 LET,

EEEEEL, RFELET,

GE) Web_X—ADLEaFT—i g Z2ay (WBRS) &7 I3 7 ADETFIZx LT
URLL E 27— aVEZRELTCWAERIL, 7T F7AT VADINT —< L A%
45792, WBRSURL L ¥ =75 — 3 U OJEF4 ETFURL OJEF LV &5 < 3%
ETHZ B LET,

KREBLDA v —IZT 7 v a vy w715

Ayt—UDEEDHSHURLDOEH

BlE LT, ETF= YU a L TEEDHD A vE—Y 0 URL ##H L., URL #8304
%1Z1%, ‘URL Reputation’ D A vt—3 7 4 VX —AELEHEH L E9,

X

defang url in message: if
<'URL whitelist'>,
<'message attachments'> ,

(url-external-threat-feeds (['etf sourcel'],

<’message body subject’> ,))

[l CiscoEx—LtEFxaUToq F— bz A THBER T« — FEERTS-0DHE



| CiscoE *—)L ¥ YT 4 =z A THEBE T «— FEHERAT DHHDHE
Aot—U TANAEEALE. *vt—S0BEDNHS RLOEH ]

{ url-etf-defang(['etf-sourcel'], "", 0); } <’URL whitelist’> ,
<’Preserve_signed’>)}

5| $ D EREA
* ‘url-external-threat-feeds’ |4, URL VE 27— 3 D)L —/)LTT,

* ‘etf sourcel’ . AvbE—VFEREA VDR T7 7 ANVOEEDSH D URL 2K H
T LI S D ETF Y — AT,

* \WRL whitelist’ |, URLHET A U A RDLHITY, URLAETA F U A RBIFELR
Baix Iy ERRSINET,

* 'message_attachments' T, AvE—VORNMN 7 7 ANVDOEEOHALURLEZF =y 7/ T5H
EOIERALET, AvE—VOIRMNT 7 A VOEZEDH S URL 2T 21211 Off
EHEALET,

* 'message body subject' L. A /“‘Z‘—:/Zl-(i&ﬁ:% @%fﬁ'&@&)é URLZT =73 57~
DI LES, Avt—YOARLEMAHDOEEDH % URL 2T 212131 OfEZfE
MALET,

A\

GE) RAovbB—TORIL, B4, W7 7ANVOEEDH D URL i
H4 251213, OfE2ER L E9,

® ‘url-etf-defang’ fi\ %f‘%’;@&)é URL %L’éu\if)( /'E_‘I\/K_id‘ LT?@??T%%)T? vay

D 1o>TT,
LIToft. BEEOHLURLA ST A vE—JICH L GEATX AETFR—ADT 7 33
»TT,

* url-etf-strip(['etf sourcel'],"None", 1)

* url-etf-defang-strip(['etf_sourcel'], "None", 1, "Attachment removed")

* url-etf-defang-strip(['etf_sourcel'], "None", 1)

* url-etf-proxy-redirect(['etf _sourcel'], "None", 1)

* url-etf-proxy-redirect-strip(['etf sourcel'], "None", 1)

surl-etf-7' 12 % 22U XA L7 h-strip(['etf_sourcel'],"None", 1,"Attachment removed")

¢ url-etf-replace(['etf_sourcel'],"", "None", 1)

* url-etf-replace(['etf_sourcel'], "URL removed", "None", 1)

* url-etf-replace-strip(['etf sourcel'], "URL removed ", "None", 1)

* url-etf-replace-strip(['etf_sourcel'], "URL removed*", "None", 1, "Attachment removed")
e ‘preserve signed’ (&, ‘I £7/2IFT 0 TRINET, ‘UIX, ZOT7 7 a VBREAD

A=V OMEAESNE Z L ATL, O HIOT I Y a VBT RTOR =i
WHEhDZ L amLET,

CiscoE A —)L£Fa T4 F— kYA THEBERT+— F£ERATS-00%E ]



CiscOE A—JL ¥ T4 F— hITA THEBE T+ — FEFERT 2-00%E |
B -7y 7 s sRALE AvE—SOBRRT7 I LOEEDHS T 7 1 LOKH

LRI T, ETFZ PNk oTA v =07 7 AV TEE O H 5 URL D
B ESNGE, 7 7 A NVBBRESNET,

Strip Malicious URLs: if (true) {url-etf-strip(['threat feed source'], "", 0);}

AVTFIOVI4IINEEFERA LI, AvE—CDRMGIFZFAILOEEZD
HHET77AILDEH

‘Attachment File Info> = > 7 Y 74 VW Z 2L T, ETFICL - TEERXHH L LTHES
NEAYE—VORM 7 7ANVERE L, 2RO A yE—VICX LCEZRT 7 v a w5
TLET,

A\

GE) ETF=> U3, Z7ANMD T 7 AN NNy 22NNy 7 Ty PR ETLET,

ETF O 'Attachment File Info' =27 Y 7 4 )V Z L, L FOWTINND HETRETCEE T,
» 'Attachment File Info' D& L @872 T 7 v a v EFERHT 5,
« 'Strip Attachment by File Info' D7 7 ¥ = » LAEE DR AT 50 SIFZEH Ly,

« 'Attachment File Info' ™ 45{4: & 'Strip Attachment by File Info' ®7 7 ¥ a V& T 5,

'Attachment by File Info' ™45 & 'Strip Attachment by File Info' D7 7 > 2 » ZfEH L TA v &—
VOBEBEDOH LW T 7 AN BT 512 UTOFIEZHEMNLET,

Gx) « 'Attachment File Info' D5 S BB O#EYI 2T 7 v a V&2 ERT 5120, FEOAT v 710
~ 1SR L T &N,

* 'Strip Attachment by File Info' ©7 7 ¥ a » LAEBOFMEEFENT 20, FUEEFEH LW
BaE. FIHORAT v 74 ~9 3 EE L T ZEW,

1R BHHEIIZ

ER) 77 Ay v aOfIf ) 2 R EfER L ET, BT D123, Web A > Z—7 = A
AT[A =AY 32— (Mail Polices) |>[7 71 /L~y = U A L (File Hash Lists) ]3— |2
BEILET, SO NTE, 7740 Ny v ad U A MOER (17 5—) #5HLTL
TEEWN,

FIE

ATFvF1  [A—AKRY T~ (Mail Policies) |>[%1=2> 7> 7 4 /L4 (Incoming Content Filters) ]I
#BLET,

[l CiscoEx—LtEFxaUToq F— bz A THBER T« — FEERTS-0DHE



| CiscoE *—)L ¥ YT 4 =z A THEBE T «— FEHERAT DHHDHE

ATvT2
ATvT3
ATvT4
ATvT5
ATvT6
ATvT1
ATvT8

ATvT9
ATv710
ATFvIN
ATv 712
ATvT13
ATy 714
ATvT15

Jr4nnvsanyz ok |

[7 4% DB (AddFilter) 1227V v 7 LET,

AT Y T AN DAFTERAEATILET,

&M% 380 (Add Condition) 1% 27 U v 7 LET,

[IsfF 7 7 4 VIE#H  (Attachment File Info) 1227 U v 27 LE7,

[4M iR B 7 « — R (External Threat Feeds) ] Z3&R L £,

Tr7ANNy V2L TEEDHD 7 7 AV 2B+ 2 ETF YV — A& @R L £7,

(E8) CiscoB A — L tX 2 UF 4 F— T o f CHEEEBH LN T 7 AL Ny 2Dl
A b aBRLET,

[OK]ZZ7 Vv 7 LET,

[77 v ar%iBM (Add Action) %27V v 27 LET,

[7 7 A WEHRIZ L > THHT 7 7 A Vv &EBRE (Strip Attachmentby FileInfo) (%727 U v 27 LE7,

(M 7 «— R (External Threat Feeds) ] Z38&R L £,

G (A7 7 7) TRIRULZETF Y —ALFUETF V—AZ @R LIZZ L 2R LET,
UEE) AT v 78 THEIRLIEBLDERUTZ 7 AN Ny 2DV A REREIRLET,

EHEEZFEL, RFELET,

T7A4ILnNySad) R DR

ATy T

ATy T2
ATy T3

ATv74

ATy TH

FIE

[#A—/LR Y 2 — (Mail Policies) ]>[7 7 A /L~y =2® Y % b+ (File Hash Lists) ] (CB#) L F
R
[77 A Ay 2D A RO (Add File Hash List) | %38 L £,

WIEIR T 7 AN Ny aDB A7 (‘SHA256” £721% ‘MD5', 21T ERLOT_TC) 2F = v
7 LET,

(AT 3 TEIRLE) 77 A0 Ny a2z~ TRU-T, 7035 TLTATILE
7,
ERuEEFL, RELET,

Avt—UTJ 4 WA EFRALIE, AvE—CDRAFIFAILOEEZED
HBHIT7AILDEH

BlELT, UTORA BT 74 NZ N—NWEXEFEHALTC, ETF= VUi > TA vE—
PO T 7 ANVNTEENRHD E L THEINDI 77 A VERIEL, TOLI78AvE—Y
WL i A2 LET,

X

CiscoE A —)L£Fa T4 F— kYA THEBERT+— F£ERATS-00%E ]
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B = r®us—~navsoy L0797

Strip malicious_files: if (file-hash-etf-rule (['etf sourcel'],
<'file hash exception list'>))
{ file-hash-etf-strip-attachment-action (['etf sourcel'], <'file hash exception list>,

"file stripped from message attachment"”); }
ZTNENOHRFITKRDO LFBY TY,
¢ ‘file-hash-etf-rule' [X. BT 7 7 A WERD A v & — T4 LV EZDIL—LTT,

* 'etf sourcel' L. 77’/1)/1/@/\‘)5/1(:%/3\\11\'(){ /'IZ**\‘/@%%‘@%%>774’/1/%1@
M 272Dl S5 ETF VYV —A T,

* 'file hash exception list' X, 774 Ny @W%U A }\@%ﬁﬁfjﬂo 77 A
Ny Y aDFSNY R SBIFIE LR WSS ) ERRINET,

e 'file-hash-etf-strip-attachment-action' I, %%@3?)577/])/1/75)é\iﬂ5)< vl—
WXL CHEAT27 729 T,

DUFOFITIE, AvE—VICETF DUl o TEENRH D & L TR SN
T ANBEENDHEE. BF 7 7 ANADBBREEINET,

Strip Malicious_Attachment: if (true) {file-hash-etf-strip-attachment-action
(['threat feed source'], "", “Malicious message attachment has been stripped from

the message.");}

ZFEA—ILR) O —ADAVTIOYVITAILEIDT R YF

ATy T

ATy T2

ATvT3

RATv74

ATy T5

AvtE—VDOEEOHD FAALY, URL, 77 ANy 22T 3 LB E L1
Foar T TUNBEGEA—NL R =T ZyFTEXET,

FIE

[A—/L "YU > — (Mail Policies) ]>[321§ A —/V AR Y >»— (Incoming Mail Policies) ] IZFE) L
£9

BEDA—N R —D [T Y7 444 (ContentFilters) | D FDV 2% 7V wr L
£7

[T T4 NE BT D (WAX~<A X#E) (Enable Content Filters (Customize
Settings)) | Z IR L £7°,

BEDOHD KAAL L URL, 77 AN Ny v aZ Gl T 7DIfER LicaryT oy 7 41
2 iR ET,

EREZFEEL, RFLET,

[l CiscoEx—LtEFxaUToq F— bz A THBER T« — FEERTS-0DHE
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a7 —rssvr524 ||

RDBERY

AT T YNE A=) R =T X v F L=, CiscoE A=/ tX2UT 4 F—
M7 x=A1E, ETF= VDb TS IRHEICHEANWTA v —U%tT 257 7 2 a v OEST
ZEE L F 9,

NEBEBR T4 — FEXIUVI S RA
—LEHAEFEATHA, 7T AL, I—T7 BIXO~Y OEKEL~ULT, ETFZ VL
A= R —2HMETE LT,

Ir —_— N ~ AR — N -
NEERITA—F IO VDEHFOE=R) Y
YP—bERT v T = AT HE, ETFZ D0 DT v 7T — R RAaDT v 75—
M= HEESNET, LrL, =>4 i (e xiE, —20EE T v 7
T— N LG A ERIT N AOHET v 77— FAEEE L TV ARWES) . ETF=
VUV EFEITEHTAOLERD Y 7,
ETF = Y%, U FOWTNDHETFEET v 75— b TE £7,
*Web A VX —TxAAD[EF2YT 4% —E A (Security Services) |> [FMEBEE 7 4 —
K (External Threat Feeds) | <—IZBEIL, [543 <7 v 77— (Update Now) | %7
Uy 27 LET,

* CLI T, threatfeedupdate I~ ]\%1ﬁﬁﬁ Li'ﬂ—o
BETFD ETF =2 ¥ v OFMZ MR T HI121E, Web A v X —T = 2D [EFX 2T 4 —E R
(Security Services) ]> [#MB& B 7 «+ — K (External Threat Feeds) ] ~<— 0 [FMBEE 7 1 —

Ko7 v 75—+ (External Threat Feeds Engine Updates) 1 &7 v a v &2 F 350, CLI T
threatfeedstatus 2~ > R&fEH L £,

77— hORT

PIFOERTH, ETF= VAL o TEREINDET 77—, 77— OWHA, 77— FDEK
ErEEE LET,

CiscoE A —)L£Fa T4 F— kYA THEBERT+— F£ERATS-00%E ]
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B+t rsursromsmoss

AVKR—RUMNTZ— b | AvtE—D LB INGA—=5

ETF ENGINE ALERT Unable to fetch the observables | ‘source’ - TAXII Y — & D4,
from the source: $source_name HiT.

after 3 failed attempts.

. ‘reason’ - AR— U U ZIZHEL L
Reason for failure: $reason

ppatiiilzE
6. TAXIT Y —RnH 0
74— ROR=V > THRRIK
LGBl EGEsnEd,
ETF ENGINE ALERT The storage limit of $count $Scount- % A 77 L IZHFR[ &L

observables exceeded for the 7= B o 5 D8
observable type: $type.

$Stype- 1%, EHXIRDHZ A
15, FF]SNZERSRO |7,
B i LS a sk E S
EJr A

Ayt—T FSYXUTDEBEEHORT
B U7 ETF OER L2 10C 1RGS2, Az A v —VOFMA KRR TE £T,

1R BRI
CEA—N T =R U= TAyE—Y M7y TBRENEICSNTND Z L 2R L
FT, AvE—Y I XU T ERMNCTDHITIE, Web A v F—T 2 A AT [EFal
7 4 —E A (Security Services) |>[fEHEPEY —E X (Centralized Services) ]>[A v &—
U hT v XU (Message Tracking) | X—VICBEIL T,
A=V OBBERETHIEODOa LT UV ERIEA =Y T 4 VA REEL TN D
ZEaERLET,

FIE

AT9 1 [£=% (Monitor) |>[A vt —Y FTvF 7 (Message Tracking) JIZHEIL £,
ATv T2 [FHEEE (Advanced) 1227 VU v 7 LE T,
AT T3 [Avt—T A~ (Message Event) | D F D [#M#& @ ~7 +— K (External Threat Feeds) ] %

70w LET,
ATy T4 BRLZIOCITHIGT D, BEAEZEHA =% T v X0 7T 57202087 10C &%
WLET,

ATYvTE  (EE) [TXTONBERE T 4+ — F Y —A (All External Threat Feed Sources) ] #3&R L T,
CiscoEA =X VT 4 F—hU=A TRIE L, FHTIERLS LOVHESILIZETF Y — A
WCESWTERAGDA vy E—V2FRLET,
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*vt—2 kS rnaRaaors ]

ATvT6 (EE) [BAEOINES 7 + — K —A (Current External Threat Feed Sources) | & #4372 ETF
Y—A&ERL T, CiscoE A=V X2 VT 4 F— MU =A THRELE, FIHAREZ ETF
Y= RSNV TEHBE G A v =V EFRLET,

ATy T1 (EE) [IEsE# 7 «— K —A (External Threat Feed Sources) ] (245 D ETF Y — A D4 il
EANNLT, ZOETF Y =R SNV TEBEEDA vE—V2FRLET,

ATv T8 % (Search) 1227V v 7 LET,

CiscoE A —)L£Fa T4 F— kYA THEBERT+— F£ERATS-00%E ]
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B 1ot rsuxvrnaraors
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