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websecurityconfig 337
78 (Description) 337
il 74 331
i 337
websecuritydiagnostics 337
Wi 337
i fHJ71k 331
] 338
a— YR 338
userconfig 338
WihH 338
i fHJ71 338
Bl L Wa—H— T v R OERK 338
Bl : RADIUS ¥ — " —Z A EE8REICE >~ BT v 339
Bl FFE D —Y— m— kT D ZHERRIEOF L 360
Bl - SAML FRFEDO A %L 343
passphrase ¥ 7213 passwd 344
Wi 344
FEM 71 344
i 344
last 344
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Wil 344
1L 344
5] 344
who 345
WiHH 345
i fHJ71k 345
1 345
whoami 345
il 345
7575 345
i 346
AT 7T A4 T > ADEHE 346
loadlicense 346
Wil 346
55 346
il 346
showlicense 347
il 347
A7 341
Ny FIEA 347
i 347
ALiE N 347
geolocationupdate 348
i 348
71k 348
i 348
geolocationstatus 348
il 348
A7 348
i 348
7 774 T A& Cisco Threat Response & DFier 348

threatresponseconfig 349
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Wil 349

715 349

5] . 777 AT > AD Cisco Threat Response DA %ML 349

B . 77T 4T AH B D Cisco Threat Response DML 349
cloudserviceconfig 350

Wil 350

7715 350

f5i] = Cisco Threat Response (27 77 A 7 . A Z %4k 350

B © 77 A T A% Cisco Threat Response (2t 4~ % 72 8 @ Cisco Threat Response —
N DER 351

1 : Cisco Threat Response 7> 5 DT 7T A T 2 ADXGRERR 351
B A=/ 7 — U = A T Safe Print i E 2K 351
safeprint 352
Wil 3652
55 352
352
Ty ANy 2 ) A NOVER 383
filehashlistconfig 353
Wil 383
715 353
il : 77 ANy 2 ) A ROFERK 358
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F CHIZ

IO T ADOFIEL, Xy NU—% 0 T BIOET A —/VOEBEICET R AR, &
BERVAT AEHERTICREH I THET,

ZOEX, WOBETHEHRKINLTWET,
IOV =2 T NVERBWAIIIRDENS  (xxxv ~<—1)

Eﬂ)ﬁ'zﬂﬁ#@i@ E (xxv X—)
e H Y YV — R (xxxvi X—)

CDIYX T I EBHEMAIZIEHHEIIC
Y

GE) FTTRTTIAT ARy NI =7 IZEBEAOEGEIE, T T I7A TV ADT 7 4/ k1P
T RULAR, Xy hT—27 EOMDOIP T FLARALES L TWRWI 2R LET, T
WA B — MBI S TONIP 7 LA, 192.16842.42 TF, T 754 T 2 A~D
IP7 RLAEIY Y TOFEMIZONTIE, BEVWOV Y —20a2—%F—HA Fo [y v T v
BLORE] OFLXZZHRLTIIZEIN,

EM il B D 2R &L %

ROFTIE, HIBIFREORLIEZRLTHNET,

ERFLIES =AU S 1
AaBbCcl123 av R, 7740, BIW

Please choose an IP interface for thisg|

T4 L7 N OLEL EHEIZ
FREINA2 B2 —HDH |Listener.

Ao sethostname =~ FiZ,. 7794
T ADALRIEEE LET,
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Froiz |

ERFILES B 51
AaBbCcl123 a—— A7 (HEiE ko=
R . mail3.example.com> commit
Ba—X tﬂﬁkﬁttéhé% Please enter some comments describing
) . your
changes:

[1> Changed the system hostname

AaBbCc123 ~=aT7NVDHX A hv, #HL| [QuickStart Guide] #&M L T 72 &
WEERIRO IR, BRI DEE |V,

e A~y RIA B (% - — “
TTIAT AR, BEANT Y FE®E

N -

RORRICRISES RO s pp g v T e f 22—

SETLN
DHB5I) o (IR C & B UENH D £,

Before you begin, please reset your
passphrase to a

new value.

0ld passphrase: ironport

New passphrase: your new passphrase

Loz 7L—X
your_new_passphrase A7 L £97,

BEE!) Y —X

=g
FET AN X2 VT4 TTI5A4T A OBEGEEHT., kD URL O AFTXET,

https://www.cisco.com/c/ja_jp/support/security/email-security-appliance/series.html

FTLyYA=R
VA aryrryY vXa )7 A ]EICETAERICONTOT Ly Y R—=RZT 7 BAT S
WZiE, LT 2SR LT a0,

http://www.cisco.com/web/ironport/knowledgebase.html

YA MZT 7 & A9 5121 Cisco.com D —H— ID NN 9, Cisco.com DL —HF—1ID %
BRELTRWEAIX, [Cisco7 vy hOXER 22 LT EE0,

SRAYR—bAIa=T«

VAaYR—h aIa=T4F, VAIOBEER, = F— BIOREERRITOF T
A TH—=TLTYT, ar7rY Fxa U7 (ICBT 5B, FEo s 2 il
BT D HEMFERICOWTEE LAY BE IR LET, 207 4—F AP v 7 28 BLTHE
RMIL7Z0, ioa—F—LfERE2IG LY TEET,
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http://www.cisco.com/c/en/us/support/security/email-security-appliance/tsd-products-support-series-home.html
http://www.cisco.com/c/en/us/about/corporate-strategy-office/acquisitions/ironport.html

| ELoic
Feoiz

WDOURLMMWG, B A—NEX2 VT4 T T IAT LV ADVAaAYR—baIa=7r 427
7R LFET,

https://supportforums.cisco.com/community/netpro/security/email

HRBEI—HR—F

PR— b 22T 5120 ROGEEZHER LTI ZEN,

KE - Call 1 (408) 526-7209 % 721 Toll-free 1 (800) 553-2447

SKIESV ¢ https://www.cisco.com/c/ja_jp/support/web/tsd-cisco-worldwide-contacts.html

AR — h¥ A | : https://www.cisco.com/c/ja_jp/products/index.html

VeI —Fi3thor 77 4 v bR — b 2BA LSS, WEICET 23R — Mo T
X, B2V 7 —5 LIV 7 T4 VICBRIWSbELZE N,

DRATHIY EDERE
Cisco.com DEED VY V—A~T 7 AT HITIE, YAaDT U FBRKLETT,

Cisco.com O —# —ID Z B H THRUWEE X, https:/tools.cisco.com/RPF/register/register.do%20
TRETEET,

R_aFIIICEATET1— KNy D

TN =TIV F—AF, M~ a2 T VOBGEEIIED TWVWET, a A BLIOD
RBEZBF/EHLLTWET, FOUTFTOBFA—NETBHLELSTEI N,

contentsecuritydocs@cisco.com

A=V OBLITIC, ZTO~=aTNDHA "LEZ A R RXR=VIZHR#H I TWHRITH
ZRRAL I,

CiscoE A —)L X2 )T 4 7TS5A4A 72 AMIT Async0S13.04CLI ) 77 LU RAHA K (AVTFUREA) .


https://supportforums.cisco.com/community/netpro/security/email
http://www.cisco.com/en/US/support/tsd_cisco_worldwide_contacts.html
http://www.cisco.com/en/US/products/ps11169/serv_group_home.html
https://tools.cisco.com/RPF/register/register.do%20

Feoic |
- IR
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Iflr1 =
5 2

CLOAvy Y VI7LUR AR

ZOFEF, WO THMEINTHET,

WOREFHTDHE, BHEIOCLIZ~> &2 RO, £ OfiH 723187 & C-Series 35 & UNM-Series
DET Ty N7 4 — LN TEITARENE ) D EMHRTXET,

«CLI =~ F (MEEMNAE2 D) | on page 1
*CLI =~ N (MEENLEREH D) |, onpage 8

CLlav > F (FEEMNATELLD)

CLiavw>FK SR AA

TARERR TSy b+ —LA

H

(@)

ampstatus,onpage 36 | XFXE/2 77 () L 2T —3 g |C-Series

BLXOGHa v R—Ry hoOR—T g

YEFRRLET,
antispamstatus, on page | Anti-Spam A7 —#% ZAZ#x L £3, |C-Series
38
antispamupdate, on ANRNLEZREZTFETHEHLET, C-Series
page 38
antivirusstatus, on page | Anti-Virus 27— % A% FEx L F 1, C-Series
47
antivirusupdate, on A NAERYFETESR LET, C-Series
page 48
archivemessage, on Fo—HNOH WA v E—% 7 —H A |C-Series
page 172 ZLE4,
bouncerecipients, on | &2 —nH A v E—TP &N A LE |C-Series, M-Series
page 177 3+,
clearchanges 7213 |EF%E=7 VT LET, C-Series, M-Series

clear, on page 49
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CLUoAyo YIFLURAAFE |
B cua<or @ErFEnto)

CLlaw >k B

cloudserviceconfig, on
page 350

7 77 A 7 A% Cisco Threat Response
(e 9% 72 91T Cisco Threat Response
Y= IR £,

EITAREG T Iy b T4+ — L4
C-

Series,

M-Series

commit, on page 48 EBEEMTELET, C-Series, M-Series
commitdetail, on page | 4% R 1 95 FERIE #4267 L | C-Series
49 ES
contentscannerstatus, | =25 Y 2% ¥ F X—3 g fEH A | C-Series
on page 160 FRLET,
contentscannerudpate, | =75 Y X ¥ ¥ F T VL O FFHE | C-Series
on page 160 FEERLET,
date, on page 106 BREORAFEZFERLET C-Series, M-Series
daneverify, on page 106 | 55 X 17 K A A4 > ® DANE 73 73~ — | C-Series
FIINTWOEMNE D N EERLET,
deleterecipients, on Fa—nbRAyE—U%HIBRLE T, |C-Series, M-Series
page 179
delivernow,onpage 181 | X w & — D AP =2 — )L & BIEFEME | C-Series. M-Series
MICHRELET,
diagnostic, on page 107 | RAID 7 4 A7, v hU—7 ¥+ » |C-Series, M-Series
Yo, BROSMTP #fixF =7 L
9, XYy hNT—7 Fxvvaks)
7TLET,
dig, on page 83 DNS #—— L a— % /)Lw s | C-Series
Ty LET
displayalerts, on page |7 7'F A 7 A B EE ST fHE D | C-Series. M-Series
265 nflOT 7 — haeFRLET
dlpstatus, on page 62 |DLP = ¥ D AA—T 5 UIEHR C-Series
dlpupdate, on page 63 |DLP =2V ZEH L E£1, C-Series
dnsflush, on page 89 |IDNS F v v a2/ HF_XTH= L b Y |C-Series, M-Series
7 V7T LET,
dnslisttest, on page 91 |DNS X— 2D YU & b 4 —E 2D DNS |C-Series
Ny Ty T T A MLET,
dnsstatus, on page 92 | DNS #iHE# AR R L E T, C-Series, M-Series
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CLlav >k (EEASTELLOD)

CLla<w >k

Bl

domainrepconfig, on
page 64

RAA IS 2k DR

EITAREGT Iy T4+ — L4
C-

Series

ecstatus , on page 113 |ZFBAE A E4 5 O+ 5 24k | C-Series
TAT Y hON—=Va U EHERLET

ecupdate , on page 113 | ZER 8 & 54 % DI M3 2 24k 7 | C-Series
FAT P EEHLES

encryptionstatus, on PXExTL Vv & RAAL Y v |C-Series

page 117 TrANDNN—T g o EERRLUET,

encryptionupdate, on |PXE =V OEH A ER L F4, C-Series

page 117

enginestatus, onpage |7 75 A4 7 A L TA x— 7/~ |C-Series

118

TWATRTOZL IV DAT—HF A
L CPUEAEREZERRLET,

featurekey, on page 119

VAT MMEREF—ZEFFL £,

C-Series, M-Series

findevent, on page 266

A= a7y ANDA R N ERE
LET

C-Series. M-Series

fipsconfig, on page 121

FIPS DX EMEHRE L ET

C-Series, M-Series

geolocationupdate, on | HIBEATEE#R Y 2 &2 FECTHEE LE | C-Series
page 348 +
geolocationstatus, on | HIFR(\FEEHR Y 2 F OBIED — 5 | C-Series

page 348

YINFTRENET,

howtoupdate, on page
93

How-To 2 AR —x > b & FEITHEHF L
E3ch

C-Series

howtostatus, on page
93

How-To =2 ' iR—F% > b DBIED /N—
VarnFErInET

C-Series

graymailstatus, on page
41

BEED 7 LA A—)L L— )L DFEH % 3%
RLET

C-Series

graymailupdate, on
page 41

FETT LA A=V L—)LEZHHLE
_g——

C-Series

grep, on page 268

0y 77 ANLNOTFANERBELE
7,

C-Series, M-Series

healthcheck, on page
126

TTIGAT U ADRREE MR L ET,

C-Series
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Loy YI7LVRACF |

CLLa<> K B EITAREG T Iy b T4+ — L4
help £7213 h £721% |~ C-Series, M-Series
?, on page 50
hostrate, on page 190 |#EDHR A FDT 7T 4 ©F 4 ZF= |C-Series. M-Series
2 —LET,
hoststatus, on page 191 | B g DR A h4 D AT —Z A ZHif% L | C-Series. M-Series
i ‘a‘o
last, on page 344 VAT MIEI R A v Lz —H— | C-Series. M-Series
BFRIALET,
ldapflush, on page 165 | % ¥ » o 2 ST 5 LDAP D% | C-Series
7 ? > :\/:L l_/ i j‘o
ldaptest, on page 166 |1 ->® LDAP 7 =1 — 5 % [ 23247 L | C-Series
\i ?—o
loadlicense, onpage 346 | (RAE T 7S A T A AL A — |TRTCORBT 7F7 4 T &

FLET

mailconfig, on page 53

BIEORELEZTE A —/V T RLRIZHE
BFELET,

C-Series, M-Series

marstatus, on page 288

MAR Z >V R—R 2 hDOBIEDNA— 5
VERRLET,

C-Series

marupdate, on page 288

MAR 2t U R— % " EZFETHEE L E
j‘o

C-Series

nslookup, on page 206

F— A== TN bR E T,

C-Series. M-Series

netstat, on page 207

oy T —=T R, V=T AT T —
T, BELORY FU—7 A —
7 A AftatHERER R LET,

C-Series, M-Series

outbreakflush, on page | & v v 3 = SN TWAFENL—/L % 7 | C-Series
223 V7 LET,

outbreakstatus, on page | FR{ED T 7 N7 LA 7 JL—/L & Fx L | C-Series
225 EX

outbreakupdate, on A IV ASEYL T 4V Z L— L% F T L | C-Series
page 226 F4,

oldmessage, on page Foa—HNOHNWAvE—DY 2 % | C-Series

193

FRLET,
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CLlav >k (EEASTELLOD)

CLla< > K &R ETAEEGE TSV b T+ —L

packetcapture, on page | v kU — 7 fEH T3 (5 7= % v | C-Series, M-Series

208 MefEZ L TRRLET,

passphrase ¥ 72 (% AT —XEEHWT5H C-Series, M-Series

passwd, on page 344

ping, on page 210 F v b T —27 A MIXF LT ping % 3% | C-Series, M-Series
ITLET,

ping6, on page 211 IPV6 2425y hU—2 ;8 A T |C-Series. M-Series
ping ZF(TLET

quit £721F q F£700F (KT LET, C-Series, M-Series

exit, on page 51

rate, on page 193 A=V DAN—Ty hABE=H— |C-Series. M-Series
l./ \i—a—o

reboot, on page 129 VAT LNERIEET 5 C-Series, M-Series

redirectrecipients, on |4 _CTPHO A wvE—ERD Y L— 7k & | C-Series

page 194 MZU XA LY FLET,

removemessage, on HWEREEDA vE—T%F 22— D5 | C-Series

page 195 HIBR L 9,

repengstatus, onpage | LB o7 —3 g TV D/N— g | C-Series. M-Series

130 CERAESRLES

resetconfig , on page | TIFMAHRFDT 7 4 /L MR EIZHE LE | C-Series. M-Series

53 7,

resetcounters, on page | 3 A7 ANDTXTDA 74 % Yt | C-Series. M-Series

resume, on page 130 | Z(F LEME2HE L £, C-Series. M-Series

resumedel, on page 131 | B {Z % F B L £, C-Series, M-Series

resumelistener, on page | ={Z 2 BB L ¥ 7, C-Series, M-Series

131

revert, on page 132 UFiol ) —2 R LET C-Series, M-Series

rollovernow, onpage |w 2 77 A L&xZ o —/)L A—"— L F |C-Series, M-Series

276 7+,

saveconfig, on page 55 | B EA T 4 AV ILRIFELE T, C-Series, M-Series
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CLUoAyo YIFLURAAFE |

CLla<w >k

Bl

sbstatus, on page 282

SenderBase 7 = U —D AT — X A% FHK
RLET,

EITAREG T Iy b T4+ — L4
C-

Series

sdrstatus, on page 286

SDR = V' AR—F > NOBIED/N— =
YERRLET

C-Series

sdrupdate, on page 286

SDR 2V R—R v N2 FETEF L E
.j«

C-Series

sdrdiagnostics, on page
287

CiscoEA— Vv tx%=2UT 4 F—bu=x
A S SDR Y — B R ZHE STV DM
EONEMRLET

C-Series

settime, on page 136

VAT Ay EFETRELE
KR

C-Series, M-Series

showmessage, on page
196

F a2 —NOHEWEREFEDA vE—T%
FRLET,

C-Series

showconfig, on page
55

TRTOREEEZRRTLET,

C-Series, M-Series

showlicense , onpage | {AR7 774 TV AD T A L AMER | T X TCORBT 774 T A
347 ERRLET
show_license, onpage | Z~w— K S AL AD AT —H A L X |C-Series, M-Series
293 T AOMEE T LET,
showrecipients, onpage | & = —ND X vt — T & 52{2F K A | C-Series
197 BII'E 7213 Envelope From 7 K L A BIJIZ 5%
RT DM TRTOA =V ERR
LET,
shutdown, on page 138 | & 25 L% v % v & L CEJ% |C-Series, M-Series
g1 £,
slblconfig, onpage 44 |z —7 U 2 /7 v 7 A NDOEE[E | C-Series
ERELET
status, on page 143 System status C-Series. M-Series
supportrequest, on page | Cisco TAC |2 A v B — T Z X5 LEJ | C-Series, M-Series
144
supportrequeststatus, on | 4-7K— R ER D F—T — RD/3— g | C-Series. M-Series

page 145

MEREFRRLET
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CLlav >k (EEASTELLOD)

CLla<w > K &R ETARELR TSy b7+ —L4

supportrequestupdate, | H7R— R EROF— U — RO FEFH | C-Series, M-Series

on page 146 ZEsk LE4

suspend, on page 146 | 5213 L BfE 2 il L £ 97, C-Series. M-Series

suspenddel, on page 147 | fid{2 % Hilr Lk 4, C-Series, M-Series

suspendlistener, on ZER TR L E 9, C-Series, M-Series

page 147

systemsetup, on page | gD AT LERTE, C-Series

328

tail, on page 278 0 g 77 A VOB kR £ | C-Series. M-Series
~LET

techsupport, on page | CiscoTAC 233 AT LI T 7 & A T& % | C-Series, M-Series

149 XolicLET

telnet, on page 220 VE—h RA MBS LE9, C-Series, M-Series

threatfeedstatus, on ETF = P OBAED/N— g % F | C-Series

page 59 FLET

threatfeedupdate, on ETF =Y 2 FETCEHFLET C-Series

page 59

tlsverify, on page 150 | J &=— | 7" 2 M%) B 3812 TLS #%7 | C-Series
ZffENL L. TLS #f DR Z 7 /8y 7
LET,

tophosts, on page 199 | & = — DA XDJEIZ LD F A k% | C-Series, M-Series
FRLET,

topin, on page 200 HEBEHROBDIAIZ ENLODO R A ~&F | C-Series, M-Series
~LET,

trace, on page 150 VAT LEEET DA v E— D7 1 —|C-Series. M-Series
Z1=1 ) MU=

traceroute, on page 221 | ) = — h AR A b ~D K v h U —72 jL— | C-Series. M-Series

MR RLET,
traceroute6, onpage 221 | [PV6 Zffi 4% U £— ~ " A h~® |C-Series, M-Series

Ry FT—2 — b EETLET
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CLilao~v >

CLUIAvs YI7LURAAE |

CLla<w >k

Bl

RITAREE TSy O+ —L4

trailblazerconfig, on
page 222

TTIA T ADH L Web A X —
7 = A A CHTTP & HTTPS DR — k%
It U CRIEE L SE eV —T «
Y7 LET,

C-Series, M-Series

tzupdate, on page 153

HA DS —2 — L EFHLET,

C-Series. M-Series

updatenow, on page 157

FTRTOAR—F b FH LET,

C-Series, M-Series

upgrade, on page 159

T T T—REAf A ML LET,

C-Series. M-Series

version, on page 158

VAT LDN—Y g UlERRLUE
haAo

C-Series, M-Series

wipedata, on page 159

FTAATDAT Ty AV EHEEL, K
BoaT X TEED AT — X A h
BLET

C-Series, M-Series

webcacheflush, on page
333

URL 74 V&) v IHRE TR EN D
Froviar7T7 a2 LET

C-Series, M-Series

websecuritydiagnostics
, on page 337

URL 7 4 V2 VU v 7 OBk EHEHR %
FrLET

C-Series, M-Series

who, on page 345

BUA D= —D ) %k EER
LET,

C-Series. M-Series

whoami, on page 345

HEOZ—YF—ID 2F < LET,

C-Series, M-Series

workqueue, on page 201

EEX 2 —D—HFIE AT —F X2k
RBLOERLET,

C-Series

F (EENDELGTLD)

CLila<w> K

£%E8 (Description)

RTAREELR TS Y b7+ —L4

addressconfig, on page
95

VAT LTCTEMRT D A—/LDFrom: 7 R
VAEHRELET,

C-Series, M-Series

addresslistconfig,on |7 NL 2 U X hEHRELET, C-Series
page 168
adminaccessconfig,on | % v NU—2» 77+ & J & | &\ — | C-Series

page 96

nJA4 L ERELET,
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CLlav >k (EENSBELZLOD)

CLla<w >k

£%B8 (Description)

aggregatorconfig, on
page 331

VAADT TV —H == T K
VAZRELET

EITAREG T Iy T4+ — L4
C-

Series

alertconfig, on page 264

WFA—L T T— FERELET

C-Series, M-Series

aliasconfig, on page 169

BTA—N A VT AEHELET,

C-Series

altsrchost, on page 173

Virtual Gateway™ DO~ v B2 7 2R E L
E3SN

C-Series

ampconfig, on page 26

BER~LVT 2 TR RERELET
(774N LEaT— g rBLOYy
#T)

C-Series, M-Series

antispamconfig, on Anti-Spam RV > —EFHE L £, C-Series
page 36
antivirusconfig, on Anti-Virus RV > —2FHELE T, C-Series

page 45

bounceconfig, on page
174

N ADENMEERE L E T,

C-Series. M-Series

bvconfig, on page 178

FRIEA—NDOXF—HEMERE L, L)
RN L ZADMNB G EERRELET,

C-Series

callaheadconfig, on
page 294

SMTP 2 — /L7~y K 7ua7r7A /%
B, R, EITHIBRLET

C-Series. M-Series

certconfig, on page 102

Tkl T OIEHEE R RELE
‘j—o

C-Series, M-Series

clusterconfig, on page | 7 5 2 X DR EEZEIT L E T, C-Series
60

deliveryconfig, onpage | A — /LEMEZHRE L F1, C-Series
181

destconfig, on page 182 [15fF5 =2 > b e —/ L (Destination C-Series

Controls) |7 —7 VDA g &7
ELET,

dictionaryconfig, on
page 227

ATy T vaF ) ERELE
R

C-Series, M-Series

diskquotaconfig, on
page 111

T4 A OFERERELET

C-Series, M-Series

dmarcconfig, on page
78

DMARC OB EMBEHELET

C-Series
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page 353

vakA7 (MDS5S E2i%
SHA-256) OWEFRND 7 7 A )L
Ny a2 A NEBERLET,

EEDT 7 ANy 2l T D
W7 7 ANEZAIERA v E—DIT
XLTT 7y arz237355912
AT UV T AN ERET DD
D77 ANy 2 U A NEERL
3N

« SNV «— K (ETF) FEREDOH
VA RELTHERTS 77 A1
Ny 2 A NEERLET,

CLla< >R £%BH (Description) ETAEELR TSy b7+ —L4
dnsconfig, on page 85 |DNS Dt v F7 v P& &R ELET, C-Series
dnshostprefs, on page | [Pv4/IPv6 DNS % 7% & L £ 3 C-Series, M-Series
90
dnslistconfig, on page |DNS U A F H—E ZDHHR— &% ¢ | C-Series
91 LET.
domainkeysconfig, on | DomainKeys O 74— k2% & L £, |C-Series
page 67
ecconfig , on page 112 | ZEHEZ EfG9~ 2 DI 92 88k 7 7 | C-Series, M-Series
AT b ERELET
encryptionconfig, on | B F A — LIF AL AR ELFT, C-Series
page 114
etherconfig, on page | 4 —H 3 v hOFREMERE L ET, |C-Series. M-Series
203
exceptionconfig, on RAAL PISNT—T N E2RELET, C-Series
page 230
featurekeyconfig, on | EE—% BENNIZTF =~ 7 L, B L | C-Series, M-Series
page 120 i
filters, on page 231 A=V ATy g v EFELE | C-Series
R
filehashlistconfig, on e R— FENTWVWAB T 7 ALy | C-Series

generalconfig, on page
125

TS UWBRER E ORI R E ATV

E3eh

V| C-Series, M-Series
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CLlav >k (EENSBELZLOD)

CLla< >R £%BH (Description) ETHEELR TSy b7+ —L4
healthconfig, on page | 777 4 7 L 2D & F K F /2 EHPE/ ST | C-Series, M-Series
126 A—BDOLENMEZRELET
imageanalysisconfig, |TronPort 4 A — /3T D% EE % 3% E L | C-Series. M-Series
on page 192 *4
imsandgraymailconfig, | Cisco Intelligent Multi-Scan (IMS) . Z | C-Series, M-Series
on page 39 LA A=V, B KOV 7 iRk
DBEE
incomingrelayconfig, |3V L —%HELFET, C-Series
on page 42
interfaceconfig, on A=V Ry NPT RLVAZFRELE | C-Series, M-Series
page 204 7+,
ldapconfig, on page 161 | LDAP — N—ZHE L E 7, C-Series
license_smart,onpage| 2~—h Y7 h 7 =7 T A & AHEHE | C-Series, M-Series
289 DRE
listenerconfig, onpage | A —/L Y 2 F—%HELE T, C-Series
295
loadconfig, onpage 51 | E~7 7 A L&E 1 — FL £, C-Series, M-Series
localeconfig, on page | L =ZEXTIGORTEMERE L E T, C-Series
325
logconfig, onpage 269 | 7 2/ 7 7 A )L ~DT 7 ¥ A% E LE |C-Series. M-Series
‘3‘0
ntpeonfig, onpage 127 |NTP # A & H— "—ZFHE L T, C-Series, M-Series
outbreakconfig, on BT 4 VAR ERELET, C-Series
page 224
policyconfig, on page |S2{EF BN, F - I1TEEHZI—ADRY | C-Series
23 S ERELET.
portalregistrationconfig, | 7 = F oA 7 o AT A/ AE(F B AR — | C-Series
on page 129 VDS ID ERELET
quarantineconfig, on |3 25 AD[EEE LR E L E T, C-Series
page 255
reportingconfig, on VIR—T 4 VT O EMAERE L E T, |C-Series, M-Series
page 279
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215

CLla< >R £%BH (Description) ETAEELR TSy b7+ —L4
rollbackconfig, on page | DIFTIZHEE SN HED 1 DIiZ e —/L | C-Series. M-Series
50 Ny 7 LET
routeconfig, on page |IP V—F 4 7 T—T N EFHELE | C-Series, M-Series
211 5,
safeprint, on page 352 | & A —/L % — [ 7 = 1 T Safe Print ® | C-Series. M-Series
RREZRER L E T,
samlconfig, on page | —E A 7L XBLOT AT T 4 |C-Series, M-Series
133 T4 T U X ORE LG SAML 7
077 ANEHRELET
scanconfig, on page 257 | ¥{kft 7 7 A VD A F v > R Y > —% % | C-Series
/],_._i’ L/\i‘a—(]
sdrconfig, on page 284 | CiscoE A —/LV ¥ = U F 4 #— 7 = | C-Series
A TSDR 7 4 V& U v 7 %FHE LT
BELET,
sdradvancedconfig, on | CiscoE A —/V ¥ = U F 1 #— 7 = | C-Series
page 285 A % SDR ¥— B RIZHFi T 25512 5¢
M ANT A =2 BBRELET,
senderbaseconfig, on | SenderBase D¥Ekiak EE & % E L ¥4, |C-Series
page 283
setgateway,onpage |5 74/ N FA— T A (JL—4%&) % |C-Series, M-Series
214 %QEE_‘ Li ﬁ‘o
sethostname, on page |~ > DA FIZRE L ET, C-Series, M-Series
214
settz, on page 137 a—HNV B AL —FRELET, |C-Series, M-Series
sievechar, on page 166 | RFC 3598 [ZHIE STV 5 Sieve &1 | C-Series
A=) T4 VAN T DLFHEEL
\i—g—O
smimeconfig, on page | S/MIME DREREZ 3% & L £ C-Series, M-Series
64
smtpauthconfig, on SMTPAuto 7’1 7 7 A V& E LET, |C-Series
page 327
smtproutes, on page | K7L KA A VHREZ X E L E T, | C-Series, M-Series
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CLlav >k (EENSBELZLOD)

CLla<w >k

£%B8 (Description)

snmpconfig, on page
277

SNMP D& E

Series,

EITAREG T Iy T4+ — L4
C-

M-Series

sshconfig, on page 139 |SSH — %R E L F9°, C-Series, M-Series
sslconfig, on page 217 | SSL D% EMl % % E L £ 7, C-Series, M-Series
sslv3config, on page | SSLv3 DAL b/ LN L, C-Series, M-Series
219
stripheaders, on page | Y& 5 A vt— ~v X —%E L | C-Series
tepservices, on page | & 22k o TRV TV S 7 7 A /L | C-Series. M-Series
148 RO RERRLET
textconfig, onpage 261 | 5% 2 [ U YV — 2 ZFHWE L F T, C-Series
threatfeedconfig, on  |CiscoE A —/L ¥ = U 5 4 #— k7 = | C-Series
page 57 A CETF = VU R L TREL
E3SN
threatresponseconfig, | 7~ A4 7 > A | Cisco Threat C-Series
on page 349 Response # AN E 721X LET,
trackingconfig,onpage | k7 v ¥ VAT AERELET C-Series., M-Series
152
unsubscribe, on page | /' m— NLEMEEILY 2 N EFEH LE | C-Series. M-Series
200 4,
updateconfig, on page | 3 X7 ABEEHNNT A —H EFHE L FF, |C-Series
153
urllistconfig, on page |47 URL OFF AU A F &R ELE | C-Series. M-Series
332 9,
userconfig, onpage 338 | . —'— 7 h 7 ok L AEOFREE Y — | C-Series. M-Series
A~DHREEEHRLET,
websecurityadvancedeonfig, | URL 7 ¢ /L Z U o 7 DFEERIGRE A 7R E | C-Series. M-Series
on page 333 LET
websecurityconfig, on [URL 7 4 /L& U o 7D 7 a— )L 7E | C-Series. M-Series

page 337

BELET
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VAN

>,

=9=
=% =R

IR A A2 —T 4 ADPE

ZOFEF, WO THMEINTHET,

cav RIA4 v A H—T A A (CLI) ~DT 7 %A, onpage 15
e av Y RIA v A ¥ —T A ADFKFLIE, on page 16

« LA CLI ==~ > K, on page 19

« N 2= K, on page 21

124203 —Tx4 X CLH) ~ODTF7IV 1R

av U RIA Y AU F—T oA AZIE, SSH £ 7213 Telnet DV — B AN A R—T JVIFETE S
NTWBIPA ¥ —T7 A ATSSH F721% Telnet B, F2iZ V7V AR —FTATI =
L—yary V7 =T EERLTT 7 vATEET, THEMEOT 7 4L h T, &H
A= MISSHE LN Telnet PHESNTWVWET, ZNHOH—ERET 4 E—TMZT DI
IZ. interfaceconfig =~ > RZ&EFEH L E7,

CLI~NDT 7B RIEL, THIAT U AD®y M7 v FRFICEIR U7 BB U L - TR
D ET, THHEFEOT 7 40 h 2—PLABLORRA T L—XE2RIRLET, S40E. admin
2= T AT MNEFNCLIUCT 7 EATEET, admin 7 WV haEHLTa~vr K74
AVHE—=T oA RAHET VAL 2T, SEIERFAL-LOMOL—F ZBINTE
FI VAT LYY N v U4 —=RT, admin 7 H 7> hDONRATL—RAEEESTHLHIT
FRENFET, admin T H T hD/SAT L— XX, passphrase 2~ K& LT, {EED
R CEHEEHRET DI EHTEET,

A=Yy M LTERT 25613, THHAROT 7 4L NPT KL AD 192.168.42.42
%ﬁmbf$Hﬁ//a/iti%mﬁawqy%%%bii SSH i, A— b 22 &M
THEICHEESNTWET, Telnet 1, A— b 23 AT L2 ICHFRESNTHET, T
MOL—FLZELENRAT L= ANLFET,

VTN AN LT T A5AIE. S—Y T a B a—F D) TV r— T LN
ENTWABER—MEHFEHL TRty a V2B LET, MOV TIE. By b
Ty TBIOKE] OFEESHL TSI, FitOax—H—4{ L 27 L —X% AN LE
7

TROZ—P—ZBLIONRAT L =X AN LT I IA T RZn A LET,
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B sesso7or0a—8L5270—%

ITBHEHOTIAILE A—HFZENNRTL—X

o 22— —4% : admin

¢ /XA 7 L —X : ironport
WIZHlZR L ET,
login: admin

passphrase: ironport

ARV ESA A3 =T 24 ADKREE

<k 7O

Z Z T, AsyncOS CLI DL —/L 3 L OFEFIEICOW TR L4,

WAVA
D a< R a7 MM, BEeEMiR A IRV TKRRY () e AX—21D
TR S UE T, W m%rbiﬁo

mail3.example.com>|

TTIAT AN RERRE PR 2 L7727 T AZO—H L L TRESNTWBHIEE,
CLIOZ v 7 "INBRAEDE— NE2RT EHIICERESINETT, RICHIZRLET,

(Cluster Americas) >

ER S

(Machine los angeles.example.com)
>

PR OWTIE, 22—V — HA RO THRERRIER | 28B L T80,

oy FEFETTD L, CLIICL ) 2—F—DANREREINET, CLINZ—F—DAN%E
AL CW DAL, a~r R7er 7 e LT Al ya () THENET 74V 8AS
EDHBICIKRY () BENEREINET, T 74V FOANENLWESE, 2~ K Py
7 NDJ1y aNIFZETT,

RITHI 2R L ET,

Please create a fully-qualified hostname for this Gateway]
(Ex: "mail3.example.com") :

[1>

mail3.example.com
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avvroix [

T 7 FIN NREND DY

Hix, avr R7aryF Rodly alNic
Wl ERLET,

WRENFERINET, K

Ethernet interface:
1. Data 1

2. Data 2

3. Management
[11>

T 7 v hERE

WFEIRENDHEIT Return 234 L . T 740 MEEZ AT LT Z &
—é—O

(2720 %

Ethernet interface:
1. Data 1

2. Data 2

3. Management

[1]> (type Return)

T2 FDEX

AUETITT 4T = RTIHEL TWADEA, CLIa~ Yy RESUTE—Da~ 2 R BRI
NFET, ZAAR—REEET, BIEOCRTA—FELHD FHA, RIHEZRLET,

mail3.example.com> systemsetup

ERY R

AN TEHBEHOBIRE N HHBE, a~vr Ik TUIFEME VA MR LET, 7o
VN CEIRTAEEEAN LET,

RITHI 2R L ET,

Log level:
1. Error

2. Warning

3. Information|
4. Debug

5. Trace

[31>

Yes/No UV T 1) —

yes E7iTno DA T Y 3 LB SHE, HENIT 7 40 ME (0 v IETR) 2T CRRS
NET. Y. N, Yes, E720ENo CERATE 9, KT LALFORMTIHY 1A,
Wizl R LET
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. HJav R

Do you want to enable FTP on this interface? [Y]>
n

HJav R

avw U Rk TiE, Y7 avr ReEHT25608H0 £3, 7 a3~ RiZid, NEW,
EDIT, B3 X O'DELETE 72 EOma R H Y £9°, EDIT 383X DELETE OREDLA. b
DA<y RN, VAT ALATTITICEESIN TS La—RDU X &R L E7,

I &R L ET,

mail3.example.com> interfaceconfig

Currently configured interfaces:

1. Management (192.168.42.42/24: mail3.example.com)
Choose the operation you want to perform:

- NEW - Create a new interface.

- EDIT - Modify an interface.

- GROUPS - Define interface groups.

- DELETE - Remove an interface.

(1>

YT avr RRNMPB AL v o<y FIZEDIZE, 2207 17 - CEnter £ 7= 1% Return 248 L
F9,

IRy—T
YT a<wr FRNTIHEH, WOTH Crl+C F—AR— K v a— by A LT, T <ickx EAL
DCLIWKRELZ ENTEET,
1=
R

CLIIZ., Ty arFIANTATRTCOa~y ROBREAREELET, BEH Lo~
RDOFATY A FE A7 B—LT 5120, F—R— FOItB IR ORAIF—%2MHT 50, Ctul+P
X — L CtrltN F—ZHLEbETHEA L ET,

mail3.example.com> (type the Up arrow key)

mail3.example.com> interfaceconfig (type the Up arrow key)

mail3.example.com> topin (type the Down arrow key)
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v rowx |

aOv Y KO

Av Y RIA A E—T 2 A AL, avy ROMEEYFR— N LET, HDHa~r RO
BT AL T Tab ¥ —% 43 & CLIICE > T—EDa~> FOX M w7 iflise S E
To ANMUEXFNERO 2~ FIZEET 256, CLIZZOE Yy b2 S bIT TV IAZ

F9. RITBIEZRLET,

mail3.example.com> set (type the Tab key)

setgateway, sethostname, settime, sett:z

mail3.example.com> seth

(typing the Tab again completes the entry with sethostname)

CLI DERB LT 7 4 LM OH5EHERETIL, Enter £721%X Return 2 L Ca~ v RE2EEIT 5
VLN Y £,

Mo
i}
S
Rat
i

BIA—NVOBHEOMELY T D L, RECELETEET,
REERIL, ROWLHZAT O FTIIADNIRY FE A,

Procedure

ATFYvT1 a<w K77 FTcommit 2~ REFEITLET,
ATw 72 commit 2v 2 NICHERANMEEZEELET,
AT w73 CLI T commit LEROREZRZSZ T EY £9°,

What to do next

HEE SN TWRWEREICH T 2L F TR SN E T, commit 2~ FREITSNLHE TR
A2 £H A,

Note iD=~ Fidcommit 2> RZETLAL THAERCARY £4, EHEEZAECT HEN
ELITOMEN DDA~y FOMEIZHOWTIL, CLIZA v 2 U7 7 LA A K, onpage
122 LT EEN,

CLIEY Y a DT, AT LD vy hE DL, Hidd), BE, £/-idcleara~2 KD
FITICEL Y, FEESNTCWRWEFIZZ V7 S ET,

ANECLaY >R

ORIy arTiE, BEOEELIZZ VT, ~T~OT VB A, BLRavr RI4 v
A B —T oA ADKTIMEAT I a~y RIZOWTHIA LTI,
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REXEDHETE

)

T TAT AT D EE L DORIFITIEL, commit 2~v 2 RAEETYT, FELEDEL
I, commit 2~ REANTEHETHENIRY FHA (BERENEEZBNTT 5 7HIC commit
A~y AT 220ER 2w a~sry FEDEHY £7) o commit =2~ NiE, commit =<
v REFiL clear 2~ RPRBICRITSN TOOITONERELTICEH INET, axv
e UTHRR2SS UFE2FEATEET, BEARIL, XA LAZ T L HICHEREZ TS %
T, EESNTZLDLE LTRODLNERT A,

commit 2 <2 RDHED I AL MDD AINIEETT,

mail3.example.com> commit

Please enter some comments describing your changes:

[1> Changed "psinet" IP Interface to a different IP address

Do you want to save the current configuration for rollback? [Y]>
n

Changes committed: Fri May 23 11:42:12 2014 GMT

Note

BEAZIEFICHEET A%, Koo~ R o7 MR TWARERH Y £4, o<
YR IAUERED 1 SO L-UUVIBENT AR, 2207 a7 h T Return L F5,

RELENI T

clear =~ RiZ, commit F 7= 1% clear =~ > RO BICFETINZLURICEREICH L TfThbi
FEEET XTIV T LET,

mail3.example.com> clear
Are you sure you want to clear all changes since the last commit? [Y]>

Y
Changes cleared: Mon Jan 01 12:00:01 2003

mail3.example.com>

ATV ERSAVAVA—DT AR Y 3 VDRT

quit 2> REETTHE CLIT UV r—rarhbul 7y bLET, HEINLTHZWN
REERILZ VT SNET, quit 2w FIFEF A —MEBEICITEELEEAL, 7T U M
ns/ 7y A MIEEEINET (exit DAL, quit DA ERTTT) |

mail3.example.com> quit

Configuration changes entered but not committed. Exiting will lose changes.
Type 'commit' at the command prompt to commit changes.

Are you sure you wish to exit? [N]> ¥
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v k51 1v8—T42cn~LT0R%E ||

ARV KRSAAVB—TTAATOANILTOBRE

helpa~> REFETTHE, FHAERTXRTOCLIa~ Yy RBRFREN, K2~ ROFH
R EBRCTEET, help 2~ RiZ, 2~ K 7Far 7 FThelp & AT 2h, BRI
() Z1O>ABDLTHEITTEET,

mail3.example.com> help|

- ~ ~

INYTF AT R
AsyncOS 1INy F a<> FEXE R — KL TnD72H, O CLI 2~ R&EH LW -—
ITCLIEATHEITTCEET, ZoRREHEAT L E, X AT OFATITHER AN ZHIETE,
KATOBREX A7 ZfHICHE L TCEET, Ny F a~<w 2 RTE SSHZ 747> M &E
HALTa~r FEYE—FTETTAILELTEET, ZHNIZEY, CLIZ<w2> RDORZ YT
MEfERC L, TN —EICEHBOT 774 7T U ATEITTDHZ EbMHIcTEET,
TRTDaAVY RBAYFLAETEDH Y FEAB, TRTORYF a~vr NE, Sy F
a<w U RELTHEITTEET,
Ny Fa<wy RO, HATsa~r Rick-oTRAY E4, i+ 5a~r FoRLO
FEMZOWTIEL, =~ K @ %00, on page 250542495 CLI Dl # B L T &V,

INYF a2 K4

ROPITIZ, FEH 7 /V—7DOREDLISTAERR SV E T, S HIZ, TOREDLISTAARY ¥ —
THROTTLED (2B A1) S, 2%{5%# [possible spammer.com| NEEH 7 — 71BN S U
i ﬁqo

ZOT Vv a vk CLI TEITT 454 ¢

example.com> listenerconfig

Currently configured listeners:

1. IncomingMail (on Management, 192.168.42.42/24) SMTP TCP Port 25 Public

2. OutgoingMail (on Data 2, 192.168.40.42/24) SMTP TCP Port 25 Private

Choose the operation you want to perform:

- NEW - Create a new listener.

- EDIT - Modify a listener.

- DELETE - Remove a listener.

- SETUP - Change global settings.

[1> edit

Enter the name or number of the listener you wish to edit.
[1> IncomingMail

Choose the operation you want to perform:
- NAME - Change the name of the listener.
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- IEEEDY]

- INTERFACE - Change the interface.

- LIMITS - Change the injection limits.

- SETUP - Configure general options.

- HOSTACCESS - Modify the Host Access Table.

- RCPTACCESS - Modify the Recipient Access Table.

- BOUNCECONFIG - Choose the bounce profile to use for messages injected on this listener.
- MASQUERADE - Configure the Domain Masquerading Table.

- DOMAINMAP - Configure domain mappings.

[1> HOSTACCESS

There are currently 4 policies defined.
There are currently 5 sender groups.

Choose the operation you want to perform:

- NEW - Create a new entry.

- EDIT - Modify an entry.

- DELETE - Remove an entry.

- MOVE - Move an entry.

- DEFAULT - Set the defaults.

- PRINT - Display the table.

- IMPORT - Import a table from a file.
- EXPORT - Export the table to a file.
- CLEAR - Remove all entries.

[1> NEW

1. New Sender Group
2. New Policy

11> 1
Enter a name for this sender group. (optional)

[1> REDLIST

Enter the hosts to add. CIDR addresses such as 10.1.1.0/24 are allowed.
IP address ranges such as 10.1.1.10-20 are allowed. IP subnets such as
10.2.3. are allowed.

Hostnames such as crm.example.com are allowed.

Partial hostnames such as .example.com are allowed.

Ranges of SenderBase Reputation scores such as SBRS[7.5:10.0] are
allowed.

SenderBase Network Owner IDs such as SBO:12345 are allowed.
Remote blocked list queries such as dnslist[query.blocked list.example] are
allowed.

Separate multiple hosts with commas
[1> possible spammer.com

Select a behavior for this entry.
1. Accept

2. Relay

3. Reject

4. TCP Refuse

5

6

. Continue
. Policy: ACCEPTED
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Ny F ATy R .

7. Policy: BLOCKED
8. Policy: THROTTLED
9. Policy: TRUSTED
[1]> 8

Enter a comment for this sender group.

(1>

There are currently 4 policies defined.
There are currently 6 sender groups.

RU7 27> ar%CLILNyF avwy RTETT LS

example.com> listenerconfig edit IncomingMail hostaccess new sendergroup
REDLIST possible spammer.com Policy: “THROTTLED”
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av kR SZEH

oL, WOBETHRSNWTVET,

« U A FD#HiAIT, on page 26

« BEEIR~ LT = 7 %K, on page 26

« ANRKET LA A= VOFERH (36 2—)

7> F A LA, on page 45

e w2 R T4 DEH, on page 48

e AT 4 Falb—ar 7y A/LOEE onpage 51
VBT — REERT 2B/ A—AVT— b U= A ORE (56 X—)
« 7 7 AHZDOEHL, on page 60
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mail.example.com> ampconfig

File Reputation: Disabled

Choose the operation you want to perform:

- SETUP - Configure Advanced-Malware protection service.
[1> setup

File Reputation: Disabled

Would you like to use File Reputation? [Y]>

Would you like to use File Analysis? [Y]>

File types supported for File Analysis:

FX7E, on page 33
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1. Microsoft Executables

Do you want to modify the file types selected for File Analysis? [N]>
Specify AMP processing timeout (in seconds)

[120]>

Advanced-Malware protection is now enabled on the system.

Please note: you must issue the 'policyconfig' command (CLI) or Mail
Policies (GUI) to configure advanced malware scanning behavior for
default and custom Incoming Mail Policies.

This is recommended for your DEFAULT policy.

File Reputation: Enabled

File Analysis: Enabled

File types selected for File Analysis:

1. Microsoft Executables

Choose the operation you want to perform:

- SETUP - Configure Advanced-Malware protection service.

- ADVANCED - Set values for AMP parameters (Advanced configuration).
- CLEARCACHE - Clears the local File Reputation cache.

(1>

T7A4IVDHAD T 7A4IL 34 TDEIR

mail.example.com> ampconfig

File Reputation: Enabled

File Analysis: Enabled

Appliance Group ID/Name: Not part of any group yet

Choose the operation you want to perform:

- SETUP - Configure Advanced-Malware protection service.

- ADVANCED - Set values for AMP parameters (Advanced configuration).

- SETGROUP - Add this appliance to the group of appliances that can share File Analysis
reporting details.

- CACHESETTINGS - Configure the cache settings for AMP.

[1> setup

File Reputation: Enabled
Would you like to use File Reputation? [Y]> yes

Would you like to use File Analysis? [Y]> yes
Do you want to modify the file types selected for File Analysis? [N]> yes

Enter comma separated serial numbers from the list of groups to select file types
associated with the group.

1. Archived and compressed
2. Configuration
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Database

Document

Email

Encoded and Encrypted
Executables [partly selected]
Font & Graphics and Images

9. Microsoft Documents

10. Miscellaneous

11. Multimedia

[1>9

File types belonging to the group "Microsoft Documents":

W J oUW

1. Access.Extension.1l4 (mda)

2. Access.MDBFile (mdb)

3. Access.MDEFile.14 (mde)

4. Access.Shortcut.DataAccessPage.l (maw)
5. Access.Shortcut.Form.1 (maf)

[

Choose the operation you want to perform:

- PRINT - Print the file types for File Analysis

- ADD - Add the file type(s) for File Analysis

[1> add

Choose the file type(s) to be added for File Analysis from the list

File types that are not selected for File Analysis from group "Microsoft Documents":

1. Access.Extension.14 (mda)

2. Access.MDBFile (mdb)

3. Access.MDEFile.14 (mde)

4. Access.Shortcut.DataAccessPage.l (maw)

5. Access.Shortcut.Form.1 (maf)

[

[1> 1-3, 5

Choose the operation you want to perform:

- PRINT - Print the file types for File Analysis
- DELETE - Delete the file type(s) for File Analysis
- ADD - Add the file type(s) for File Analysis

[1> print
File types belonging to the group:
Access.Extension.14 (mda) [selected]

Access.MDBFile (mdb) [selected]
Access.MDEFile.1l4 (mde) [selected]
Access.Shortcut.DataAccessPage.l (maw)
Access.Shortcut.Form.1 (maf) [selected]

o U b W N

Choose the operation you want to perform:

- PRINT - Print the file types for File Analysis

- DELETE - Delete the file type(s) for File Analysis
- ADD - Add the file type(s) for File Analysis
Specify AMP processing timeout (in seconds)

[120]>

Advanced-Malware protection is now enabled on the system.

Please note: you must issue the 'policyconfig' command (CLI) or Mail Policies
configure advanced malware

scanning behavior for default and custom Incoming Mail Policies.

This is recommended for your DEFAULT policy. File Reputation: Enabled

File Analysis: Enabled

Appliance Group ID/Name: Not part of any group yet

Choose the operation you want to perform:

- SETUP - Configure Advanced-Malware protection service.

- ADVANCED - Set values for AMP parameters (Advanced configuration).

- SETGROUP - Add this appliance to the group of appliances that can share File
Analysis reporting details.

- CACHESETTINGS - Configure the cache settings for AMP.

(1>

(GUI)

to
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mail.example.com> ampconfig
File Reputation: Enabled
File Analysis: Enabled
File types selected for File Analysis:
Microsoft Windows / DOS Executable
Appliance Group ID/Name: Not part of any group yet
Choose the operation you want to perform:
- SETUP - Configure Advanced-Malware protection service.
- ADVANCED - Set values for AMP parameters (Advanced configuration).
- SETGROUP - Add this appliance to the group of appliances that can share File Analysis
reporting details.
- CLEARCACHE - Clears the local File Reputation cache.
[1> advanced
Enter cloud query timeout?
[15]>
Choose a file reputation server:
1. AMERICAS (cloud-sa.amp.sourcefire.com)
2. Private reputation cloud
[1]1>
Enter cloud domain?
[cloud-domain.com] >
Do you want use the recommended analysis threshold from cloud service? [Y]>
Enter analysis threshold?
[50]>
Enter heartbeat interval?
[15]>
Do you want to enable SSL communication (port 443) for file reputation? [N]>
Do you want to suppress the verdict update alerts for all messages that are
not delivered to the recipient? [N]>
Choose a file analysis server:
1. AMERICAS (https://americas-fa.com)
2. Private Cloud
[11>

(INTYYD 959K I7A4 ISP —ERDH) FTSATURTIL—TDETE

HEDOTRTOT T ITAT VAT, MBENOHEBEOT 74T U ANLONTHICERE SN S
T AMIET D7 77 RNOGHTHEROFEMNFEREIND LT DHI2E, TXTOTTZ
ATV AERUT T I5A T AT NA—FITRESTAVLERHY £9°,

SR DWW, —W— H A1 KD [File Reputation Filtering and File Analysis| % 2 L T<
ZE,

mail.example.com> ampconfig
File Reputation: Enabled
File Analysis: Enabled
File types selected for File Analysis:
Microsoft Windows / DOS Executable
Appliance Group ID/Name: Not part of any group yet
Choose the operation you want to perform:
- SETUP - Configure Advanced-Malware protection service.
- ADVANCED - Set values for AMP parameters (Advanced configuration).
- SETGROUP - Add this appliance to the group of appliances that can share File Analysis
reporting details.
- CLEARCACHE - Clears the local File Reputation cache.
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[1> setgroup
Does your organization have multiple Cisco Email, Web, and/or Content Security Management
appliances? [N]> Y
Do you want this appliance to display detailed analysis reports for files uploaded to
the cloud from other appliances in your organization,
and vice-versa?
[Y]> Enter an Analysis Group name. This name is case-sensitive and must be configured
identically on each appliance in the Analysis Group.
[1> FA Reporting
Registration is successful with the group name. This does not require commit
File Reputation: Enabled
File Analysis: Enabled
File types selected for File Analysis:
Microsoft Windows / DOS Executable
Appliance Group ID/Name: FA Reporting
Choose the operation you want to perform:
- SETUP - Configure Advanced-Malware protection service.
- ADVANCED - Set values for AMP parameters (Advanced configuration).
- VIEWGROUP - view the group members details.
- CLEARCACHE - Clears the local File Reputation cache.
[1>

Note

TTIGAT VAT N—TDFERIL, setgroup V7 a~ 2 REEHATEERFA, Z—T%1
SMOBA TERTLMENRS DAL, Cisco TAC Tr— A2 BERHV £¥, 777
AT VAT N—TOFEMIL, viewgroup T a v REMH L TR R TEET,

FTUOTUIRI7ANDHI—N—%FHTE-ODEFA—IN XU T4 7T
AT 2OADETE

mail.example.com> ampconfig
File Reputation: Enabled
File Analysis: Enabled
File types selected for File Analysis:
Microsoft Windows / DOS Executable
Choose the operation you want to perform:
- SETUP - Configure Advanced-Malware protection service.
- ADVANCED - Set values for AMP parameters (Advanced configuration).
- SETGROUP - Add this appliance to the group of appliances that can share File Analysis
reporting details.
- CLEARCACHE - Clears the local File Reputation cache.
[1> advanced
Enter cloud query timeout?
[15]>
Choose a file reputation server:
1. AMERICAS (cloud-sa.amp.sourcefire.com)
2. Private reputation cloud
[1]1>
Enter cloud domain?
[a.immunet.com]>
Do you want use the recommended analysis threshold from cloud service? [Y]>
Enter analysis threshold?
[50]>
Enter heartbeat interval?
[15]>
Do you want to enable SSL communication (port 443) for file reputation? [N]>
Do you want to suppress the verdict update alerts for all messages that are
not delivered to the recipient? [N]>
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Choose a file analysis server:
1. AMERICAS (https://panacea.threatgrid.com)
2. Private Cloud
[11> 2
Enter file analysis server url?
[1> https://mycloud.example.com
Certificate Authority:
1. Use Cisco Trusted Root Certificate List
2. Paste certificate to CLI
[11>
File Reputation: Enabled
File Analysis: Enabled
File types selected for File Analysis:
Microsoft Windows / DOS Executable
Choose the operation you want to perform:
- SETUP - Configure Advanced-Malware protection service.
- ADVANCED - Set values for AMP parameters (Advanced configuration).
- SETGROUP - Add this appliance to the group of appliances that can share File Analysis
reporting details.
- CLEARCACHE - Clears the local File Reputation cache.
[1>

FUTLIRITI7AI LEAT—ary b—N—%FAHTEIAE-HDEFA—ILtF2
T4 TITSATADKRTE

mail.example.com> ampconfig
File Reputation: Enabled
File Analysis: Enabled
File types selected for File Analysis:
Microsoft Windows / DOS Executable
Appliance Group ID/Name: Not part of any group yet
Choose the operation you want to perform:
- SETUP - Configure Advanced-Malware protection service.
- ADVANCED - Set values for AMP parameters (Advanced configuration).
- SETGROUP - Add this appliance to the group of appliances that can share File
Analysis reporting details.
- CLEARCACHE - Clears the local File Reputation cache.
[1> advanced
Enter cloud query timeout?
[15]>
Choose a file reputation server:
1. AMERICAS (cloud-sa.amp.domain.com)
2. Private reputation cloud
[11> 2
Enter AMP reputation server hostname or IP address?
[1> myamp.domain.com
Paste the public key followed by a . on a new line

MIGEMAOGCSqGSIb3DQEBAQUAA4GNADCBiIQKBgQCqGKukO1De72zhzj6+H0qt jTkVxwTCpvKedeCz0
FPqriOcb2JZfXJ/DgYSF6vUpwnIG8wVQZKjeGcjDOL5UlsuusFncCzWBQ7RKNUSesmQRMSGkVb1 /
3j+skzZ6UtW+5u091HNsj6tQ51s1SPrCBkedbNfOTp0GbMIDYR4e9T04ZZwIDAQAB

Enter cloud domain?

[immunet.com]>

Do you want use the recommended analysis threshold from cloud service? [Y]>
Enter heartbeat interval?

[15]>

Do you want to enable SSL communication (port 443) for file reputation? [N]>
Choose a file analysis server:

1. AMERICAS (https://threatgrid.com)

2. Private analysis cloud
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[11>
File Reputation: Enabled
File Analysis: Enabled
File types selected for File Analysis:
Microsoft Windows / DOS Executable
Appliance Group ID/Name: Not part of any group yet
Choose the operation you want to perform:
- SETUP - Configure Advanced-Malware protection service.
- ADVANCED - Set values for AMP parameters (Advanced configuration).
- SETGROUP - Add this appliance to the group of appliances that can share File
Analysis reporting details.
- CLEARCACHE - Clears the local File Reputation cache.
[1>

A—AIL I7A4ILDLEaAT—23ay Fyyady )7

mail.example.com> ampconfig

File Reputation: Enabled

File Analysis: Enabled

Appliance Group ID/Name: Not part of any group yet

Choose the operation you want to perform:

- SETUP - Configure Advanced-Malware protection service.

- ADVANCED - Set values for AMP parameters (Advanced configuration).

- SETGROUP - Add this appliance to the group of appliances that can share File Analysis
reporting details.

- CACHESETTINGS - Configure the cache settings for AMP.

[1> cachesettings

Choose the operation you want to perform:

- MODIFYTIMEOUT - Configure the cache expiry period based on File Reputation disposition.
- CLEARCACHE - Clears the local File Reputation cache.

[1>clearcache

274 LEAT—2 3 VHERRIED T v v L 2 DR ORE

N

W DOFITIL, modifytimeout Y7 a<v REFEHALT, BEEOHLT77ANLDFY v 2 HE)
MM ARELET,

GE)

Xy o AT 15000 7 BOMIZEREL TS EEW,

mail.example.com> ampconfig
File Reputation: Enabled
File Analysis: Enabled
File types selected for File Analysis:
Microsoft Windows / DOS Executable
Appliance Group ID/Name: Not part of any group yet
Choose the operation you want to perform:
- SETUP - Configure Advanced-Malware protection service.
- ADVANCED - Set values for AMP parameters (Advanced configuration).
- SETGROUP - Add this appliance to the group of appliances that can share File Analysis
reporting details.
- CACHESETTINGS - Configure the cache settings for AMP.
[1> cachesettings
Choose the operation you want to perfrom:
- MODIFYTIMEOUT - Configure the cache expiry period based on File Reputation disposition.
- CLEARCACHE - Clears the local File Reputation cache.
[1> modifytimeout
Choose the operation you want to perform:
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- CLEAN - Configure the cache expiry period for clean files.

- MALICIOUS - Configure the cache expiry period for malicious files.

- UNKNOWN - Configure the cache expiry period for unknown files.

[1> malicious

Specify the cache expiry period for this file disposition (use 'd' for days, 'h' for

hours, or 'm' for minutes). If you
specify a value without a unit, it is always treated as days.
[1d]> 5d

J74IL LEARRY T 4T 75— O
mail.example.com> ampconfig

File Reputation: Enabled
File Analysis: Enabled
Appliance Group ID/Name: Not part of any group yet

Choose the operation you want to perform:

- SETUP - Configure Advanced-Malware protection service.

- ADVANCED - Set values for AMP parameters (Advanced configuration).

- SETGROUP - Add this appliance to the group of appliances that can share File Analysis
reporting details.

- CACHESETTINGS - Configure the cache settings for AMP.

[1> advanced

Enter cloud query timeout?
[15]>

Choose a file reputation server:

1. AMERICAS (cloud-sa.amp.domain.com)
2. Private reputation cloud

[11>

Do you want use the recommended reputation threshold from cloud service? [Y]>

Enter heartbeat interval?
[15]>

Do you want to enable SSL communication (port 443) for file reputation? [N]>

Do you want to suppress the file retrospective verdict alerts for the messages that are
not delivered to the recipient
[N]> yes

T 74 IILY¥T D Cisco AMP Threat Grid 7 S X2 1) V5 DERE

mail.example.com> ampconfig

File Reputation: Enabled
File Analysis: Enabled
Appliance Group ID/Name: Not part of any group yet

Choose the operation you want to perform:

- SETUP - Configure Advanced-Malware protection service.

- ADVANCED - Set values for AMP parameters (Advanced configuration).

- SETGROUP - Add this appliance to the group of appliances that can share File
Analysis reporting details.

- CACHESETTINGS - Configure the cache settings for AMP.

[1> advanced

Enter cloud query timeout?
[15]>
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Choose a file reputation server:

1. AMERICAS (cloud-sa.amp.cisco.com)

2. AMERICAS (Legacy) (cloud-sa.amp.sourcefire.com)
3. Private reputation cloud

[11>

Do you want use the recommended analysis threshold from cloud service? [Y]>

Enter heartbeat interval?
[15]>

Do you want to enable SSL communication (port 443) for file reputation? [N]>

Do you want to suppress the verdict update alerts for all messages that are not
delivered to the recipient? [N]>

Choose a file analysis server:

1. AMERICAS (https://panacea.threatgrid.com)
2. Private analysis cloud

[11> 2

There are no private analysis servers configured.

Choose the operation you want to perform:
- NEW - Configure a new private analysis server.
[1> new

Enter the file analysis server hostname or IP or URL.
[1> 192.1.10.20

Serial Number Private Analysis Server

1 192.1.10.20

Choose the operation you want to perform:

- ADD - Add a new private analysis server to the cluster.

- EDIT - Edit a private analysis server in the cluster.

- DELETE - Delete a private analysis server from the cluster.
[1> add

Enter the new private analysis server hostname or IP address or URL to the
cluster.
[1> 192.1.10.30

Serial Number Private Analysis Server
1 192.1.10.20
2 192.1.10.30

Choose the operation you want to perform:

- ADD - Add a new private analysis server to the cluster.

- EDIT - Edit a private analysis server in the cluster.

- DELETE - Delete a private analysis server from the cluster.

[1>
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1

mail.example.com> ampstatus

Component Version Last Updated
AMP Client Settings 1.0 Never updated
AMP Client Engine 1.0 Never updated

RAINLET LA A—ILDOERE

T kO Ay RIZOWTHBILET,
» antispamconfig (36 ~—73)
« antispamstatus (38 ~X—73)
« antispamupdate (38 ~—3)
« imsandgraymailconfig (39 ~—2)
« graymailstatus (41 ~—3)
« graymailupdate (41 ~X—73)
« incomingrelayconfig (42 ~=X—73)

s slbiconfig (44 ~—737)

antispamconfig

Bl
Anti-Spam RV > —ZREL 7,
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mail3.example.com> antispamconfig

IronPort Anti-Spam scanning: Disabled

Choose the operation you want to perform:

- SETUP - Edit IronPort Anti-Spam settings.

[1> setup

IronPort Anti-Spam scanning: Disabled

Would you like to use IronPort Anti-Spam scanning? [Y]> y

The IronPort Anti-Spam License Agreement is displayed (if you have not already accepted
it).

Do you accept the above IronPort Anti-Spam license agreement? []> ¥

Increasing the following size settings may result in decreased performance. Please consult
documentation for size

recommendations based on your environment.

Never scan message larger than: (Add a trailing K for kilobytes, M for megabytes, or no
letters for bytes.)

[1M]>

Always scan message smaller than: (Add a trailing K for kilobytes, M for megabytes, or
no letters for bytes.)

[512K]>

Please specify the IronPort Anti-Spam scanning timeout (in seconds)

[60]>

Choose Scanning Profile

1. Normal - Scanning profile used to block spam with small potential for false positives.
2. Aggressive - Scanning profile used to block spam that has more impact on spam detection
than the Normal profile with a larger potential for false positives.

3. Regional (China) - Scanning profile similar to a Normal profile that provides benefit
to detect spam in regional languages.

If you have changed the global scanning profile settings, you must review the Anti-Spam
policy thresholds (Mail Policies > Incoming/Outgoing Mail Policies > Anti-Spam)

to produce satisfactory results.

If you have changed the scanning profile setting from Normal to Aggressive, you need to
reset the mail policy threshold values to the default values to avoid

undesirable false positives.

For Aggressive scanning profile, it is recommended to tune the policy threshold values
to smaller increments compared to the threshold values of the

Normal scanning profile.

IronPort Anti-Spam scanning is now enabled on the system.

Please note: You must issue the policyconfig command or Mail Policies (GUI) to configure
Cisco IronPort scanning behavior for default and custom policies.

This is recommended for your DEFAULT policy.

IronPort Anti-Spam scanning: Enabled

Choose the operation you want to perform:

- SETUP - Edit IronPort Anti-Spam settings.

[1>
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mail3.example.com> antispamstatus
Choose the operation you want to perform:
- IRONPORT - Display IronPort Anti-Spam version and rule information.

- MULTISCAN - Display Intelligent Multi-Scan version and rule information.
[1> ironport

Component Last Update Version

CASE Core Files Never updated 3.4.0-013

CASE Utilities Never updated 3.4.0-013
Structural Rules Never updated 3.3.1-009-20141210 214201
Web Reputation DB Never updated 20141211 111021
Web Reputation Rules Never updated 20141211 111021-20141211 170330
Content Rules Never updated unavailable
Content Rules Update Never updated unavailable

Last download attempt made on: Never

antispamupdate

BILL]

Anti-Spam /L—/L35 L OBHHE$ 5 CASE = ViR — % b ORI 8 2 FHh T2k L £4, Intelligent
Multi-Scan (IMS) 23 fi4~% Anti-Spam /L—/LEB L TN CASE = AR—F > b bxtg &b £
T, 2L, IMS BMERT B0 — Ro8—F 4 BT U F 2R D IR T,

ER7AE

e Zoa<y P Tcommit] ZS4EH Y FHA,

JIARER  ZDav L NIvY s BE— R TOMEHATEET, 612, Zhavwy Ridno
TAL Y HRAN (—HF—RNu s A Lirviy) TORMEHTEXET,

NyF avws R Zoavy MRy FEXREZSR—FLTHERA,
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l

mail3.example.com> antispamupdate

Choose the operation you want to perform:

- MULTISCAN - Request updates for Intelligent Multi-Scan
- IRONPORT - Request updates for IronPort Anti-Spam

[]1> ironport
Requesting check for new CASE definitions

imsandgraymailconfig

tBA

anh

ER7GE

1

T (39 X—)
fERJTE (39 =)
o 5] (39 X—)

Cisco Intelligent Multi-Scan (IMS) |, 7' LA A — Uit 38 X ORI B ERMRR DR IE,

\}

GE) « Cisco Intelligent Multi-Scan, 7' L A A — L, B I OLRRBEMRTA vE—Y A%y
VDOLEVMEEZFRET HITIE, imsandgraymailconfig > globalconfig B I~ R&ff
ALET, 26D 7 — LR EIL, Cisco Intelligent Multi-Scan & 7 LA A — Ui |
B L ORRIREEMRIRO MW 7 ORI ILE T,

o LA A —)UIEH & ZEBREGEEILEDORY —REERET HITIE, policyconfig I~
REMEHALES, MOV TIE, —HFEA— AV FERIEZY =V ¥ LRy NU—T DEA—
NTHDEFENT Ay E—V % Fry 7T 5E5ERY V—OFER 252°—2) &%
BLTSIZEN,

aA3wbk: Zoa<wr X lcommit] 2BMHETY,

DISRREE: Z0avw NI, T RTCOY U EF— K (UTRE, T)A—TF, ~=Y) T
HATx%d,

NYFAIVER: Z0avwr K7 LA A—LEEDONy FIR R —F L TET, 3
IZ DWW T, help imsandgraymailconfig 2~ REATILT, AT ~NVTHEBEBLTL
7230,

WIZ, 7 LA A=)V & LR B85k iEFRE K O Intelligent Multi-Scan D% E D F| 2~ L E 97,
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mail3.example.com> imsandgraymailconfig

Choose the operation you want to perform:

- GRAYMAIL - Configure Graymail Detection and Safe Unsubscribe settings
- MULTISCAN - Configure IronPort Intelligent Multi-Scan.

- GLOBALCONFIG - Common Global Configuration settings

[1> graymail

Graymail Detection: Disabled

Choose the operation you want to perform:

- SETUP - Configure Graymail.

[1> setup

Would you like to use Graymail Detection? [Y]> y

Would you like to enable automatic updates for Graymail engine? [Y]> y

Graymail Safe Unsubscribe: Disabled
Would you like to use Graymail Safe Unsubscribe? [Y]> y

Graymail Detection and Safe Unsubscribe is now enabled. Please note: The global settings
are recommended only for your DEFAULT mail policy. To configure policy settings, use
the incoming

or outgoing policy page on web interface or the 'policyconfig' command in CLI.

[]> multiscan
IronPort Intelligent Multi-Scan: Disabled

Choose the operation you want to perform:
- SETUP - Edit Intelligent Multi-Scan settings.
[1> setup

IronPort Intelligent Multi-Scan scanning: Disabled
Would you like to use IronPort Intelligent Multi-Scan scanning? [Y]> y
Would you like to enable regional scanning? [N]> n

Intelligent Multi-Scan scanning is now enabled on the system. Please note: you must issue
the 'policyconfig' command (CLI) or Mail Policies (GUI) to configure

Intelligent Multi-Scan scanning behavior for default and custom Incoming and Outgoing

Mail Policies. This is recommended for your DEFAULT policy.

IronPort Intelligent Multi-Scan: Enabled
[1> globalconfig

Choose the operation you want to perform:
- SETUP - Configure Common Global settings
[1> setup

Increasing the following size settings may result in decreased performance.
Please consult documentation for size recommendations based on your environment.

Never scan message larger than: (Add a trailing K for kilobytes,
M for megabytes, or no letters for bytes.)
[1M]>

Always scan message smaller than: (Add a trailing K for kilobytes,
M for megabytes, or no letters for bytes.)
[512K]>

Timeout for Scanning Single Message (in seconds) :
[60]>
(1>
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graymailstatus .

graymailstatus

5ER
BEED 7 LA A—)L — L DA TR L E T,
ERAZE

Fe® : Za<y K Tcommit] 1ZMEH D FHA,

JIGALEH  Zoa<vy N, T R_RTCOY U E—FK (PTRZ, IA—F, <) T
ATc&EEd,

NYF AR Zoavy RNy FERXE R — ML TWERA,
l

mail.example.com> graymailstatus

Component Version Last Updated
Graymail Engine 01.378.53 Never Updated
Graymail Rules 01.378.53#15 Never updated
Graymail Tools 1.0.03 Never updated

graymailupdate

5 ER
FEN T LA AN VL—LOEEHZERLET,

ERAE
M€ : Zoa< RIZ lcommit] (THEH Y FH A,

JIGRARER - Zpavy NE, TRTOY Uy EFT— R (A, TA—TF <) Tff
HTEET,

NYyFaAvo R Zoavwy IRy FEXREZR—F L TOHERA,

l

mail.example.com> graymailupdate

LT LA A= LHFHORAEZTERLET,
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avv R sEH |

incomingrelayconfig

B2LL]

ERAE

incomingrelayconfig 2~ Ri&, &HEV L—HiELZ A 2 — T /LT L CRET H =DM
ALET, ROFITIE, TTERY L—HEEZ A x—7 ML, 2200 L—ZBIL T,
—HEEBEL, O —HEHIRLTWET,

feE : Zoa<r NiX Tcommit] BNHETT,

JIGRAREH . Zpavy NI, TRTOIUE—F (FRE, TA—F <) TfF
HAc&EEd,

NRyF awrR: Zoa<wy REnNyTFEXRETR—FLTWEREA,

Bl BEE)L—DEME : BE) L—DRE

mail3.example.com> incomingrelayconfig

Incoming relays: Disabled

Choose the operation you want to perform:

- SETUP - Edit update configuration.

- RELAYLIST - Configure incoming relays.

[1> setup

This command helps your Cisco IronPort appliance determine the sender's

originating IP address.

You should ONLY enable this command if your Cisco IronPort appliance is NOT

directly connected to the Internet as the "first hop" in your email

infrastructure.

You should configure this feature if other MTAs or servers are configured at

your network's perimeter to relay mail to your Cisco IronPort appliance.

Do you want to enable and define incoming relays? [N]> y

Incoming relays: Enabled

Choose the operation you want to perform:

- SETUP - Edit update configuration.

- RELAYLIST - Configure incoming relays.

[1> relaylist

There are no relays defined.

Choose the operation you want to perform:

- NEW - Create a new entry

[1> new

Enter a name for this incoming relay (Ex: "first-hop")

[1> first-hop

Enter the IP address of the incoming relay. IPv4 and IPv6 addresses are supported.

For IPv4, CIDR format subnets such as 10.1.1.0/24, IP address ranges such as 10.1.1.10-20,
and subnets such as 10.2.3. are allowed.

For IPv6, CIDR format subnets such as 2001:db8::/32 and IP address ranges such as
2001:db8::1-2001:db8::11 are allowed.

Hostnames such as crm.example.com and partial hostnames such as .example.com are allowed.
[1> 192.168.1.1

Do you want to use the "Received:" header or a custom header to determine the originating
IP address?

1. Use "Received:" header

2. Use a custom header

[1]1> 1

Within the "Received:" header, enter the special character or string after which to begin

parsing for the originating IP address:
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[from]> [

Within the headers, enter the position of the "Received:" header that contains the
originating IP address:

[11> 1

There is 1 relay defined.

Choose the operation you want to perform:

- NEW - Create a new entry

- EDIT - Modify an entry

- DELETE - Remove an entry

- PRINT - Display the table

[1> print

Incoming Header Match

relay name: IP address: to parse: after: Hops:
first-hop 192.168.1.1 Received [ 1

There is 1 relay defined.

Choose the operation you want to perform:
- NEW - Create a new entry

- EDIT - Modify an entry

- DELETE - Remove an entry

- PRINT - Display the table

[1> new

Enter a name for this incoming relay (Ex: "first-hop")

[1> second-hop

Enter the IP address of the incoming relay. IPv4 and IPv6 addresses are supported.

For IPv4, CIDR format subnets such as 10.1.1.0/24, IP address ranges such as 10.1.1.10-20,
and subnets such as 10.2.3. are allowed.

For IPv6, CIDR format subnets such as 2001:db8::/32 and IP address ranges such as
2001:db8::1-2001:db8::11 are allowed.

Hostnames such as crm.example.com and partial hostnames such as .example.com are allowed.
[1> 192.168.1.2

Do you want to use the "Received:" header or a custom header to determine the originating
IP address?

1. Use "Received:" header

2. Use a custom header

11> 2

Enter the custom header name that contains the originating IP address:

[1> x-Connecting-IP

There are 2 relays defined.

Choose the operation you want to perform:

- NEW - Create a new entry

- EDIT - Modify an entry

- DELETE - Remove an entry

- PRINT - Display the table

[1> print

Incoming Header Match

relay name: IP address: to parse: after: Hops:
first-hop 192.168.1.1 Received [ 1
second-hop 192.168.1.2 x-Connecting-IP n/a n/a

There are 2 relays defined.

Choose the operation you want to perform:
- NEW - Create a new entry

- EDIT - Modify an entry

DELETE - Remove an entry

- PRINT - Display the table

[1> delete

1. first-hop: 192.168.1.1

2. second-hop: 192.168.1.2

Enter the number of the entry you wish to delete:
[1]1> 1

Incoming relay "first-hop" deleted.
There is 1 relay defined.
Choose the operation you want to perform:
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. slblconfig

slblconfig

i

ERAE

Ny F -

Ny FRRK

Ny F -

avy R sEH |

- NEW - Create a new entry
- EDIT - Modify an entry

- DELETE - Remove an entry
- PRINT - Display the table
(>

Ty R a2 FeDE—T VA NT Ry VA ERELET,

\}

Note “+—7URKToyvs VALNEZGUIZERLTT 947V ATAF—7 ML, ZDa<
Vv REEITTHMLENDY £9,

FE® : Za<y K Tcommit] 1ZMEH D FHA,
NyF avw N Zoavy Ny FEXREZ PR —FLTHET,

14 U=+

T Ra—HP —Dt—T7 VXA NTaryZ JANTRTOZ N &2, BBEDOT 7 A /LVOEAE
DT hY EEIBRIFET,

slblconfig import <filename> <ignore invalid entries>|

s filename : A >R — b TDMENH DT 7 A NVDLLRFTL, 77 ANME TTIFIAT LV AD
/configuration 7 4 L' 7 N UICKHANT HRLERH Y £,

« ignore invalid entries : fE%h7e = MU ZMWHST 2089 pEEELET,  NE (Yes) |
F7-01% Tz (No) | .

T RKR—F

T Fa—P—Dt—T7 VAN Tay I VAT RCOZ L NI BT T IATVADT 7 A
Mz 7 ZAR—k LET,

slblconfig export]

TTFTAT AL, ROm4 AN ZEH LT /configuration 7 4 L7 kU IZ CSV 7 7 A /L %A%
FLET,
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dbl<timestamp><serial number>.csv.
fBl: E—2URNTAYY YRMIUR)DA VR—F

mail.example.com>

slblconfig

End-User Safelist/Blocklist: Enabled

Choose the operation you want to perform:

- IMPORT - Replace all entries in the End-User Safelist/Blocklist.
- EXPORT - Export all entries from the End-User Safelist/Blocklist.
[1>

import

Currently available End-User Safelist/Blocklist files:

1. slbl.csv

Choose the file to import from.

[11>

1

Do you want to ignore invalid entries? [Y]>

Y

End-User Safelist/Blocklist import has been initiated...

Please wait while this operation executes.

End-User Safelist/Blocklist successfully imported.

Choose the operation you want to perform:

- IMPORT - Replace all entries in the End-User Safelist/Blocklist.
- EXPORT - Export all entries from the End-User Safelist/Blocklist.
[1>

TOFIAILA

ZZCHL KO CLL vy RIZon Tl LET,

* antivirusconfig, on page 45
* antivirusstatus, on page 47
* antivirusupdate, on page 48

antivirusconfig

5 ER
Anti-Virus N U > — &R ELE T,

ERAE
e Zoa~<r M lcommit] NVNETY,

JIGRARER - Zpavr NI, TRTOY Uy EFT—RF (oA, TA—TF <) Tff
HTExET,

NyF avwrs R Zoavy RNy FEAZ S R—FLTWEEA,
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/j{@ﬁdfﬂi\ antivirusconfig A< FEERALT, AT AL LET SOphOS TAIVA AR &
AX—=T ML, ZALT T MEZ ORICHRELTWET, Ty 7T —K F—n_— T/
T— MR, BXOAT v aro7axy b—N"—ERET D HEICOVTIE, updateconfig,
onpage 1532 ML T2 &0,

Note

systemsetup 2 ¥ RDEITRFZ T A & AEICHEE L7 o726, antivirusconfig I
VREMDTERITT DL TA B ABNEREREINE T, TA4 B ARNICHEBE LT
AUZE, Sophos VA NAAX ¥ VBV UNXT T TAT U ATA F—T N7 0 FHA,

mail3.example.com> antivirusconfig
Choose the operation you want to perform:
- SOPHOS - Configure Sophos Anti-Virus.

- MCAFEE - Configure McAfee Anti-Virus.
[1> sophos

Sophos Anti-Virus: Disabled

Choose the operation you want to perform:
- SETUP - Configure Sophos Anti-Virus.
[]> setup

Sophos Anti-Virus scanning: Disabled
Would you like to use Sophos Anti-Virus scanning? [Y]> y

(First time users see the license agreement displayed here.)

Please specify the Anti-Virus scanning timeout (in seconds)
[60]> 60

Would you like to enable automatic updates for Sophos engine? [Y] > Y

Sophos Anti-Virus scanning is now enabled on the system.

Please note: you must issue the 'policyconfig' command (CLI) or Mail

Policies (GUI) to configure Sophos Anti-Virus scanning behavior for default and custom
Incoming and Outgoing Mail Policies.

This is recommended for your DEFAULT policy.

Sophos Anti-Virus: Enabled
Choose the operation you want to perform:

- SETUP - Configure Sophos Anti-Virus.
[1>

Anti-Virus IDE QDR

AsyncOS Tlx, 77 I7A TV ANA T a— R LT v FUANVAY T =F % (IDE 7 7 A
V) DFFMR AT —H AR TEET, ZOFFMAFIRT 5I21E, antivirusconfig ->
detail 7 a~r Nl LET, RICHZRLET,
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mail3.example.com> antivirusconfig
Choose the operation you want to perform:

- SOPHOS - Configure Sophos Anti-Virus.
- MCAFEE - Configure McAfee Anti-Virus.

[1> sophos

Sophos Anti-Virus: Enabled
Choose the operation you want to perform:

- SETUP - Configure Sophos Anti-Virus.

- STATUS - View Sophos Anti-Virus status.
- DETAIL - View Sophos Anti-Virus detail.

[1> detail

Sophos Anti-Virus:
Product - 3.87
Engine - 2.25.0

Product Date - 01 Nov 2004

Sophos IDEs currently on the system:
Sig.
Sig.
Sig.
Sig.
Sig.
Sig.
Sig.
Sig.
Sig.
Sig.
Sig.

'Mkar-E.Ide'

'Rbot-Sd.Ide’
'Santy-A.Ide"
'Bacbanan.Ide'
'Rbot-Sb.Ide"
'Rbotry.Ide'

'Sdbot-Si.Ide’
'Oddbob-A.Ide'
'Rbot-Rw.Ide"
'Wortd.Ide'

'Delf-Jb.Ide"

[...command continues...]

antivirusstatus

Bk

ER7AE

1

Virus
Virus
Virus
Virus
Virus
Virus
Virus
Virus
Virus
Virus
Virus

Anti-Virus A7 — % A& F R LET,

23
22
22
21
21
21
20
19
19
18
17

Dec
Dec
Dec
Dec
Dec
Dec
Dec
Dec
Dec
Dec
Dec

2004
2004
2004
2004
2004
2004
2004
2004
2004
2004
2004

Mg 0o~ R lcommit] (TMEHD FH A,

JIGRAREM . Zpa<vy N, T_XTO~Y L ET—F (P59 RE, IA—F <) T

HATEET,

NyFavry R Zoavy RNy FRAEZFR—FLTOWEEA,

mail3.example.com> antivirusstatus
Choose the operation you want to perform:
- MCAFEE - Display McAfee Anti-Virus version information
- SOPHOS - Display Sophos Anti-Virus version information

[1> sophos
SAV Engine Version
IDE Serial

Engine Update
Last IDE Update
Last Update Attempt
Last Update Success

3.

85

2004101801

Mon Sep 27 14:21:25 2004

Mon Oct 18 02:56:48 2004
Mon Oct 18 11:11:44 2004
Mon Oct 18 02:56:47 2004

01:
19:
06:
18:
:50:
06:
20:
23:
00:
07:
:32:

14

22

24:
10:
16:
:58

33

13

02

02
06
32

46

:40
52:
34:
50:
44

04
06
34

08

antivirusstatus .
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. antivirusupdate

antivirusupdate

5ER
A NAEZ LT TEHFLET,

ERAE

Fe® : Za<y K Tcommit] 1ZMEH D FHA,

JITAREH  Za<wr RiEw Y B— R TORMEATEET, EHIT, Z0avwr Rignm
TA Vv ARAN (=P —DRua s/ Lz~ y) TORFHTEET,

NyF awrR: Zoa<wy REnNyITFEXLEZR—FLTWHWEEA,
151

mail3.example.com> antivirusupdate

Choose the operation you want to perform:

- MCAFEE - Request updates for McAfee Anti-Virus
- SOPHOS - Request updates for Sophos Anti-Virus
[1> sophos

Requesting update of virus definitions
mail3.example.com>

ATk SAVDEE
2T, RO CLI a2~y RIZOWTCHIALE9,

* commit, on page 48

» commitdetail, on page 49

« clearchanges % 7213 clear, on page 49
 help £721% h £721% 2, on page 50

* rollbackconfig, on page 50

e quit £721F q F721F exit, on page 51

commit
5ER
EHEAMHEELET, commit T~ ROFZDOa XA FOATNIMEETT,

ERAE
HEE < 357 L

JIGRARER - Zpavy NE, TRTOY U EFT— R (U2, TA—TF <) Tff
HTEET,
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1

commitdetail

a8

ER7AE

1

NyF avwrs R Zoavy Ry FELZR—FLTWEEA,

mail3.example.com> commit

Please enter some comments describing your changes:

[1> Changed "psinet" IP Interface to a different IP ad dress

Do you want to save the current configuration for rollback? [Y]> n
Changes committed: Fri May 23 11:42:12 2014 GMT

% OREEICBT DRFME M2 FR LET,

B : 0o~ R lcommit] (TMHEHY FH A,

IR Zpavy NI, TRTOYI U E— R (2%, TA—F <) Tff

HATx%d,
NyF avws R Zoavwy IRy FEXEZSPR—-FLTHERA,

mail3.example.com> commitdetail
Commit at Mon Apr 18 13:46:28 2005 PDT with comments: "Enabled loopback".
mail3.example.com>

clearchanges & 7= clear

B7LL]

ER7AE

clear =~ R, commit F 7=l clear =~ > ROEBRICFETINZURICEREICR LT

NEEREZT XTI T LET,

M - oo~ R lcommit] (THEH Y FH A,

JSAREE . Zoavy RiE, TRTOYEF—F (WFRE, T—F, <) Tff

HATx%E7,
NYyFaAI R Zoavwy RNy FEXREZSR—FLTOERA,
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mail3.example.com> clear

Are you sure you want to clear all changes since the last commit? [Y]> y
Changes cleared: Mon Jan 01 12:00:01 2003

mail3.example.com>

help £7/=1X h E£7/=(%?

Bk

ER7GE

1

rollbackconfig

ER7AE

1

help 2~ R&FITT 5 &, HHAEERTXTOCLI vy RBFERIN, Fa~vr RO
HARHHEZBTEXE£T, helpa~ > NiE, 2~ R 77 hThelp & AT 570>, 5ERf
() #1OANLTHEITTEET,

Mg . oo~ R lcommit] (TM4EH FH A,

JIGRARER . Za~v s Rt ¢TR_RTO~YY U FT— K (TR Z, IA—F, <) Tff
HTxF7,

NYyF AT R Zoa<wr RNy FERXEZR—F L TWETA,

mail3.example.com> help
Displays the list of all available commands.

rollbackconfig 2~ RZEMT 5L, ERNHMELIZI0DRED I H 1 D& —/L 3y
7 TEET,

FeE : Zoa<r NiE lcommit] NHETH,
JTARER . ZDavy NiIviry E— RTOMEATEET,
NYyF aAI R Zoavwy RNy FELEZSR—FLTOERA,

mail.example.com> rollbackconfig
Previous Commits:

Committed On User Description
1. Fri May 23 06:53:43 2014 admin new user
2. Fri May 23 06:50:57 2014 admin rollback
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quit F 7= (3 q F7F=[E exit .

3. Fri May 23 05:47:26 2014 admin

4. Fri May 23 05:45:51 2014 admin edit user

Enter the number of the config to revert to.

[1> 2

Are you sure you want to roll back the configuration? [N]> y

Reverted to Fri May 23 06:50:57 2014 admin rollback

Do you want to commit this configuration now? [N]> y
Committed the changes successfully

quit F 7= (X q F 7= (X exit
B8

quit A~ REFTTHE CLIT YV r—varyhon 7 hLET, ESN TN
WEREEEIZZ VT SINET, quit 2~ 2 NIZE A —VERECIIRELEYA, nIT U
MIveZ 77 A MRS ET (exit D ANIX, quit DA ST ERILETT) o

ER7AE

MEE : Z0a<y R lcommit] 1IMEH D A,

JIGAAER . ZDa<w s Rt TRTOSY U EFT—R (PTARAK, T—F, <) T
HATExE9,

NYF AIUER: Zoavy FERnNyFEREFR— ML THERA,
1

mail3.example.com> quit

Configuration changes entered but not committed. Exiting will lose changes.
Type 'commit' at the command prompt to commit changes.

Are you sure you wish to exit? [N]> ¥

a4 XaL—23r 774 ILOERE

ZITHL RO CLLawr RIZOWTHIALET,

* loadconfig, on page 51
* mailconfig, on page 53
* resetconfig , on page 53
* saveconfig, on page 55
* showconfig, on page 55

loadconfig

B

a7 4 Fal—rary 7y ANEa—RLET,
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ER7E

1

\}

avv R sEH |

Note

7T AMEIN SV A~OREDH— REGUL 2T 258 ICOBYR—FShET,
FNEIZ >V TiE,  [User Guidefor AsyncOSfor Cisco Email Security Appliances ] #& 1L T< 72
éb\o

FEE : Z0a<y Rt lcommit] 2SMLET,

JGAREWR . ZDawr NI, TRTOYY U ET—R (VTR EZ, TV—TF <) T
ATx%d,

NYF AT R Zoa~vy RNy FEXREZ P R—F L TWETA,

ZOFTIX, FILWVWar 7 Xalb—ay TrA N Ea—HAREHINbA VR— R LE
7

mail3.example.com> loadconfig

1. Paste via CLI

2. Load from file

[1]1> 2

Enter the name of the file to import:

[1> changed.config.xml

Values have been loaded.

Be sure to run "commit" to make these settings active.
mail3.example.com> commit

Please enter some comments describing your changes:
[1> loaded new configuration file

Do you want to save the current configuration for rollback? [Y]> n
Changes committed: Fri May 23 11:42:12 2014 GMT

ZOBEITIE, HilWnwar s Xal—vary Ty NEawr N T4 AZEEND T ET
(ZZAITTCulD 2T LBV T o~ R T LET) . RIZ, VAT A By N T v
VAP —=REFEHLT, 774V EDKRA RN, IPT FLA, B — MU oA [HFREEH
LEd, mEIC, BREEZHBELET,

mail3.example.com> loadconfig

1. Paste via CLI

2. Load from file

11> 1

Paste the configuration file now.

Press CTRL-D on a blank line when done.

[The configuration file is pasted until the end tag
</config>

. Control-D is entered on a separate line.]

Values have been loaded.

Be sure to run "commit" to make these settings active.
mail3.example.com> systemsetup

[The system setup wizard is run.]

mail3.example.com> commit

Please enter some comments describing your changes:
[1> pasted new configuration file and changed default settings via

. CiscoE A —)L X2 )T 4 7TS5AF7 2 AMIT Async0S13.04CLI ) 77 LU RAHA K (AVTFUREA)



I av vk 5EH

mailconfig

ELL]

ER7E

l

mailconfig .

systemsetup
Do you want to save the current configuration for rollback? [Y]> n
Changes committed: Fri May 23 11:42:12 2014 GMT

EEZT AN HEEIE, mailconfiga vy FZfEH L T, systemsetup =~ R TCERL
TAZINY DYV AT ARET —H 2 ZLT A NBEFA—NVELZELICEETEET,

FE® : Za<y R lcommit] 1ZMEH D FH A,

JIGAREM . Zoa<w s RiE, T RTCO~Y U ET—R (U592 F, IJ—F, <) T
AcEEd,

NYyFaAvo R Zoa<wr NIy FELSEZTR—F L THERA,

mail.example.com> mailconfig

Please enter the email address to which you want to send the configuration file.
Separate multiple addresses with commas.

[1> user@example.com

Choose the passphrase option:

1. Mask passphrases (Files with masked passphrases cannot be loaded using loadconfig
command)

2. Encrypt passphrases

3. Plain passphrases

[1]1> 2

The configuration file has been sent to user@example.com.

FHARER A —NVR y 7 ATRECZFEL T, VAT LATH Y MU —7 BIZETF A=V ZXE
TEHZ xR LET,

resetconfig

B L)

Note

X2 VT 4 2T D720, 7T TA T v AOE T — % Ol 5k % fipsconfig 2~ > K
TA X —T M LTV DA, Plain passwords 47 > a VIdfEHA TE 8 A,

TTITAT A BN BET DB AR O PIHRIEE THO R T IER B2 WEEE R H 1
F£9, resetconfig =~ Ni&, T X CTOREMA HFFOMMIREIZYV Yy FLET, ZD=
YU REFATT L ENITRERERWZD, 2=y hEBEIT 56 RIEDOMBEZ RIRT 5 ik
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BOFEL L TORMEHL T EEV, resetconfig 2~ > KOFEFTHIZ CLLICHEHR L T b
systemsetup 2~ R&FE(TTHZ L AHEREL £,

Note

)

resetconfig I~ RiX, 77 IA TV ABET T T4 REIZHD EEIZOHBIEL FT,
resetconfig 2~ RMWE T 5 & systemsetup 2~ REFRFETTHAITHATHT I T4
T ARTHENC A T A RRBIZIR Y £, resetconfig 2~ 2 K& FATT HAMCEF A —/L
DEFE VW SN2 8E1X, resetconfig 2~ RN5ET L & ZIZE T A — /L OERFNERIT
SNET,

Danger

A7k

resetconfig I~ > RAFITTH L, TRTOR Y MU= REDBHMEIFT 7 4/ MEICRY %
T JBAICEL->TL, CLINGYUIMEN, 77747 v ACERT DO EH Lz —E A
(FTP, Telnet. SSH, HTTP, HTTPS) M7 4 &— 7 /LI &, userconfig =~ > K TIERL L7-
BIMOa—F—=T7 a0y PEIBRISNET, Z0oa~vr RiE, YU T Z—T oA A%fE
AT 20, F2EFT 740 8O Admin 22— — T 7 b LEHR— N EDOT 7 4V Fi%
EZMHH L C CLLCH#E CE WIS LTl 72 &,

Fe® : Za<y K2 lcommit] 1ZMEH D FHA,

JIGAAER  Zpa~v s Niivy = R TOMEATEET, 612, Z0avwyr Fifo
TAVEAN (=P =Bl Lizvyy) TORMEFATEEST, ZDavr ReHd
BIZ0%, a— IV T AT AT AT I BATELELERHD 9,

NyF Ak Zoavry RNy FELEFR—FLTWEEA,

mail3.example.com> suspend

Delay (seconds, minimum 30) :

[30]> 45

Waiting for listeners to exit...

Receiving suspended.

Waiting for outgoing deliveries to finish...

Mail delivery suspended.

mail3.example.com>

resetconfig

Are you sure you want to reset all configuration values? [N]> ¥
All settings have been restored to the factory default.
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saveconfig

B2LL]

\)

saveconfig .

saveconfig =~ NI, —BEDO7 7 ANVAEEHLCary74Xal—vary 774 V%
configuration 7 4 L' 7 b VIZERAF L £ 77,

Note

ER7E

1

N

TR LTERBEOLES, Z0a<ry NiE, Bekl TAXRECRTFLET, 7 72 %1k
L7~y Coipa<wy REETTAIZE. 20 74 X2l —arT—Rea 7 FAXIIEH
L/i—a—o

FE® : Z0a< 2 K Tcommit] 1ZM4EH D FHA,

JIGRAREM . Zpa<vy NiE, TR_RTO~Y Ly EF— R (092 F, I—F <) T
HT&xET,

NYyFaAvo R Zoavry NIy FELEZ TR —F L TOERA,

WOBITIZ, a7 4 Falb—vary 77 LDNRAT L—X IS SH., configuration
F4 L7 FUIRFEESNET,

mail.example.com> saveconfig

Choose the passphrase option:

1. Mask passphrases (Files with masked passphrases cannot be loaded using loadconfig
command)

2. Encrypt passphrases

[1]1> 2

File written on machine "mail.example.com" to the location
"/configuration/Cl100V-4232116C4E14C70C4C7F-7898DA3BD955-20140319T050635.xml1".
Configuration saved.

Note

showconfig

B

X2 VT 4 B2BLT A0, TTT7A4T v ADOET — X O34k % fipsconfig =~ > K
TA F—T7 WM LTS A, Plain passwords 47 > a VIdfEH TE 8 A,

showconfig 2~ Nid, BIEOFREEZ®EIZHH LET,
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eE  Zoa<r R lcommit] IZMNEHD EH A,

JGAREE . Zoawy RiE, TRTOYEFT—F (WFRE, T—F, <) Tff
ATxEd,

NyFaAIv bk Zoavry RNy FELEFR—FLTWEEA,

WOHITIX, BED CLIIZER RSN, RED/NAT L—X IS I TnET,

mail.example.com> showconfig

Choose the passphrase display option:

1. Mask passphrases (Files with masked passphrases cannot be loaded using loadconfig
command)

2. Encrypt passphrases

3. Plain passphrases

[1]1> 2

<?xml version="1.0" encoding="IS0-8859-1"7?>

<!DOCTYPE config SYSTEM "config.dtd">

<l--
Product: Cisco Cl00V Email Security Virtual Appliance
Model Number: C100V
Version: 9.0.0-038
Serial Number: 4232116C4E14C70C4C7F-7898DA3BD955
Number of CPUs: 2
Memory (MB): 6144
Current Time: Wed Mar 19 05:30:05 2014
-—>
<config>
<l--

R R R R R R R I I R R b b E E b b b I h E E E IE E b E h E E b b E b b b h E E 3E b b b b 3E b b b b b b b

* Network Configuration *
R R R R R R R I I h I R R b I E b b b h E E I IE E b E E E E b b E b b b E h b 3E E b b b b b h b b b b b 3

-->[The remainder of the configuration file is printed to the screen.]

Note

X2 )T 4 BIET D0, TTT7A T ADOET — % Ol 51t % fipsconfig 2~ > K
TA X —TWIZ L TWAHEA ., Plain passwords 47> a VIfEHTE £ A,

NEBEB T« — FZEATLHIEFA—ILT— b4 D

A=
ax AE

s threatfeedconfig (57 ~X—7)
» threatfeedstatus (59 ~X—1)

s threatfeedupdate (59 ~X—77)
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threatfeedconfig .

threatfeedconfig

SR (57— )

fERE (57 =)

o ANREIR T 4 — K Y —ADBI (58 X—)
B7LL]

ER7E

5l - SNERERL T «

Threatfeedconfig 2V 2/ FIIRO R TEA S ES
%E:%){ ‘—‘}I/bj‘— l\ 17:]:/])"6‘ ETF iyyy%ﬁ§j3{[ﬁbiﬁ—o
BT A—NF— K N7 ATETF V—A%RELET,

TEE : Zoa~ 2 FiE lcommit] 2NHAEETY,

PDSRARAER . Z0a<v FNiE, I _XTO~YrE2—K (UTARE, IN—TF, <) TF
HTxF9,

NYF AT R: Zoa<xy RNy FEXREZSR—F L TWERTA,

—FToOUDEME

WOBIT, setup 7 a~vwr REHTHE, BFA—NVTF—F V= TEITF= VU 2HE
fbcEFd,

mail.example.com> threatfeedconfig

Choose the operation you want to perform:
- SETUP - Configure External Threat Feeds.
- SOURCECONFIG - Configure an external threat feed source.

[1> setup

External Threat Feeds: Enabled

Would you like to use External Threat Feeds? [Y]> yes

Do you want to add a custom header to the message in the case of an External Threat Feeds
Lookup Failure? [N]> yes

Enter the header name:

[X-IronPort-ETF-Lookup-Failure]>

Enter the header content:

[true]>

Choose the operation you want to perform:

- SETUP - Configure External Threat Feeds.

- SOURCECONFIG - Configure an external threat feed source.

1>
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WODOHIT, sourceconfig W7 a~wr Refff+25L, EFA— N7 — U =A TETF Y —XA

ZIBIMMTE LT,

mail.example.com > threatfeedconfig

Choose the operation you want to perform:

- SOURCECONFIG - Configure an external threat feed source.
[1> sourceconfig

Choose the operation you want to perform:

- ADD - Add a Source.

- LIST - List out all the sources.

- DETAIL - Get detailed information about a source.
- EDIT - Edit a source.

- SUSPEND - Suspend a source.

- RESUME - Resume a source.

- DELETE - Delete a source.

[1> add

Choose the operation you want to perform:

- POLL URL - Add an external threat feed source using the polling path and collection

name.
[1> poll url

Enter a name for the external threat feed source:
[1> test source

Enter a description for the external threat feed source (optional):

[1> test source

Enter the host name for the external threat feed source:

[1> hailataxii.com

Enter the polling path for the external threat feed source:
[1> /taxii-data

Enter the collection name for the external threat feed source:
[1> guest.Abuse ch

Enter the polling interval:

The polling interval can be an alphanumeric value that consists of a combination of
minutes, hours, or days followed by 'm','h' or 'd' suffixes. The numeric
values that are not entered with a suffix are considered as minutes by default. The

minimum value is 15 minutes.
[60m]> 30

Enter the age of the threat feed:

The value for the age must be between 1 and 365 days. Enter the age of the threat feed

that you want to fetch from the TAXII server. For example, if the age

is 30 days, the appliance fetches all threat feeds whose age is up to 30 days only.

[30]> 20

Enter the time span for each poll segment:

The age of threat feeds for a poll can be split into different poll segments based

on the time span entered.

The minimum time span for a poll segment is 1 day. The maximum time span for a

poll segment is the value entered in the 'Age of Threat Feeds'

For example, if the age of the threat feeds is 30 days and the TAXII server has a fixed

limit on

the age of threat feeds (for example, '20 days'), enter the fixed limit,

less than
the age of the threat feeds configured on your appliance.
[30]1> 5

Do you want to use HTTPS? [Y]> yes

Enter the polling port:

[443]> 443

Do you want to use a proxy server for the threat feed source?

which must be

Do you want to configure user credentials for the external threat feed source? [Y]> no

test source successfully added.
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threatfeedstatus .

threatfeedstatus

o FiHA (59 X—3)

A (59 ~—)

ol ANEBI T 4 — R o DU DBEDNN—T g L DFER (59 X—)
5 ER

threatfeedstatus 2~ RZHHT 2L, ETE= PV OEEONR— 9 VEFRRTEET,

ERAE
FEE : 20~ NiZ commit lZIMNEH Y £H A,

HDSREAEE: Za~<r N, TR TCoO-YrET—F (TR E, TA—F, <) T
HATxx7,

NYyFaAvo R Zoa<wr NIy FELSEZPR—F L THERA,

Bl NEBER T4 — K IO UNRAEDN—2 a3 VDRT

WD T, threatfeedstatus 2~ RZfEHT 5 L. ETFIVVV@EE,E@/\‘—V 3V EFRR

TEET,

mail.example.com> threatfeedstatus

Component Version Last Updated

External ThreatFeeds 1.0.0-0000001 2 Jul 2018 04:22 (GMT +00:00)
threatfeedupdate

T (59 X—)
AT (59 N—)
o Gl ANEE T 4 — R = D OFEEG (60 2—3)

tBA
threatfeedupdate =¥ FafEHd2E, ETF YU 2 FEITEH TX F9,

ERAE
FEE : 2o~ NiZ commit lZIMNEH Y £H A,

HDSREAEE: Zoa~vr N, TR_TCoO-YrET—F (TR E, TA—F, <) T
HATx%7,

NYF AT R: Zoa<wy RNy FEXREZSR—F L TWERTA,
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B » smeso—roooosnEs

Bl ANBEBR T — KT UDFHER

WODFIT, threatfeedupdate 2v 2 REMEHATH L, ETF = VU2 FEITHEH I CX £ T,
mail.example.com > threatfeedupdate

Requesting check for new External Threat Feeds updates.

DIRAINDEE

clusterconfig

Bk

ZIZTHL RO CLLawy RIZOWTHIALET,

» clusterconfig, on page 60

clusterconfig 2~ N, 7 7 AXBHEORELFRET H7-OIMEHLET, 77 AFIC
J& L TWauv= 3 T clusterconfig & FAT L7 AE L, BEFO 7 T A ZIZSMT 50, FHLw
I T AR ENERRT DI RINTE £,

clusterconfig 2=~ RiZlX, ROV T a~<vr RAHEINLTWET,
EYVSRAZ ATUFR
RDa<» N, 77 AZIZEL TV RWERICHEHATE £,

« clusterconfignew <name> : FEE SNTZARTTH LW FAZEER L ET, 2O~ UId,
DU FAZBIW MainGroup) EFEEINDT 74NV DT TAH T—TD X NT
7m0 ET,

<name> : F LVVT T A X DL Hi,

clusterconfig join [--port=xx] <ip_ of remote_cluster>
[<admin_password>]<groupname>: Z D~V U&7 7 AZITEMLET,

5% D7

<ip_of remote_cluster> : 7 7 A X NOHDO~T D IP T R A,

<admin_password > : 7 7 A X @ admin /XA T — R, CCS ZHEH LTI T AXIZEMT %
A=

CDONRTA=RERET DLEITIH Y T A,

<groupname> : BN 5 7 /L—T7 DRI,

<port> : kT HYE— K v DFR— K (T 74N MNE22) .

* clusterconfig prepjoin print
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DO E CCSH— MRERATY FAXIISIMEEHT-ODERICHERIFEREF L
\i‘g—o

HSRH ATFR

RO~ RiE 7 T AZR LTSS A TE £,

« clusterconfig addgroup <groupname> : $ L\ 7 T A X J—TEER L ET, FA—T1%
AU EENTORNZEDOREETIER S NET,

« clusterconfig renamegroup <old_groupname> <new_groupname> : 7 7 A ¥ 7 )L —T DL Fi %
EHRLET,

» clusterconfig deletegroup <groupname> [new_groupname] : 7 7 A ¥ JL—7F&HIFR L £,
<groupname> : HIfR$ %5 27 T 2 & 7 )L—TF D4,

<new_groupname> : LD J N—T DV EBINT BT TFAX TA—TF,

» clusterconfig setgroup <machinename> <groupname> : ¥ ¥V WNETH I/ NV—T%HE (¥
FEE) LET,

<machinename> : FXE T 5~ T v D4,

<groupname> : ¥V Y ERET H I N—T,

« clusterconfig removemachine <machinename> : 7 7 A X InH~ v U ZHIBR L £97,

« clusterconfig setname <name> : 7 7 A X DA FI 45 E SN ARNIEE LE T,

« clusterconfig list : HIEZ ZAXIZBL TCNDTRTOY VU EFRLET,

« clusterconfig connstatus : BIEY 7 AZIZB L TWHT R TOY 2R R L, UrEhi-
VYD —T 4 T OFMEBIMLE T,

« clusterconfig disconnect <machinename> : ~ 3 > & —WfJIZ 7 7 A Z MU L 97,
<machinename> : G145~ > D44,

» clusterconfig reconnect <machinename> : [disconnect] =~ RIZ X > THIHr & Tz~
oL ogpEEITLET,

« clusterconfig prepjoin new <serial number><hostname> <user key> : CCS A" — & T2 7 &

BIZBIMT HH LWAEA MEBIMLET,

<serial_number> : BT 5~ DY T IFE T,

<hostname> : BT 5~ > DR A M,

<user key> : B~ /5 [prepjoin print] =< RIZ K> THAG &7z SSH = —H—
F—

» clusterconfig prepjoin delete <serial numberfhostname> : IBMIXf Gt & L CTHE SAL TV ok A
L% [prepjoinnew] =~ ROGHIBRLET, ZONTFA—ZPNE L2 5DIE, TR
A RNZBMLARWZ EIZLIEGATET T, AA MBRIEFIC ZAZIZEBNSD L&, £
DR A N O prepjoin T #HA HBIFIZHIBR S AL E T,
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WEE : Z0a<y R lcommit] IZMEH D FH A,
JITARER  ZDa~v Rii7 T AX T— R TORMEH T E9,
NYF AR KR Zoa~vy RNy FEXREZVR—FLTWETA,

clusterconfig =~ > K & ZDFEHFIEDOFHBIZ SN TIE,  [User Guide for AsyncOSfor Cisco
Email Security Appliances] #Z L T< 72 &0,

T—RREDBIE

dipstatus

ER7GE

1

2T, OCLLawy RIZOoWTCHEBLET,

* dlpstatus, on page 62
* dlpupdate, on page 63

DLP = TV DERN— 3 ER,

Note

dlpstatus 2~ RZ&fEH3 HHEiIZ. GUI @ DLP Global Settings ~<— 3" CDLP Z% T L Tk
SWHERHY FT,

TeE  Zoa<y R lcommit] M EHD EHA,

JIARER . Zoa~vw Rt VT ARE, IA—T RV 0K E— R ERTEE
j‘o
NYyF ATV R Zoa<wy RNy FERXRELZ PR —FLTWWERA,

mail.example.com> dlpstatus

Component Version Last Updated
DLP Engine 3.0.2.31 Never updated
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dipupdate
it EA

dlpupdate .

DLP = I 2 HH L E T,

ER7E

Ny FRR

1

Note

dlpupdate 21~ K& HHiIZ. GUI @ DLP Global Settings ~<— 3" CDLP Z %€ L Tk
SWENRHY ET,

MEE : Z0a<y K fcommit] 1ZMEH D FH A,

JIGARER  ZDa~v s RiE, VIARAEZ, I—T, FliEv o8 EFE— R THEHTEE
7,

NyFaAvo R Zoa<wry NIy FEXREZ R —F L THET,

EENBH SN2 WA TH dipupdate 2~ > KO N FER DLP = > 2 0 % Ji| 191 58T
LET,

dlpupdate [force]

mail.example.com> dlpupdate
Checking for available updates. This may take a few seconds..

Could not check for available updates. Please check your Network and Service Updates
settings and retry.

Choose the operation you want to perform:

- SETUP - Enable or disable automatic updates for DLP Engine.
[1> setup

Automatic updates for DLP are disabled

Do you wish to enable automatic updates for DLP Engine? [N]> y
Choose the operation you want to perform:

- SETUP - Enable or disable automatic updates for DLP Engine.

[r>
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A A ISR B

T, RO CLI 2= RIZOWTEH L ET,

+ domainrepconfig (64 ~X—1)

domainrepconfig

Bl
domainrepconfig ¥ R&EMFHTHE, RAAL BT R K EERTE £,

FERAE
FEE : Zoa< 2 RiL lcommit) NHFL T,

HSARER: Zpa~vy NI, +T_XTO-Y L F—R (FTFRE, TA—F, w2 v) T
ATxEd,

NYF AR E: Zoavy RNy FEXEL R — ML TOWET, FEHIIZ OV T, nelp
domainrepconfig I~ K& AT) LT, 41714~ VTR TL fiél/\o

11
/j(@{ﬁ']f\ domainrepconfig ¥ F%{%ﬁﬁ—g«é k\ RAA \/WJ%U A }‘%ﬁzﬁkfg jf—g—o
mail.example.com> domainrepconfig

Would you like to configure an exception list for Sender Domain Reputation and
External Threat Feeds functionality? [N]> yes

Select the domain only address list to to be used for Sender Domain Reputation
and External Threat Feeds functionality

1. addr_list

[1]1> 1

SMIME z¥X2Y) 74 H—EX

smimeconfig

Bk

EETa T AN, ABF—ORERE, SMIME OREEZHELET,
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ERAE
He® : Zoa<y Kt Tcommit] 2AH43ETI,

JGAREE . Zoawy RiE, TRTOY U EFT—F (WFREZ, T—F, =) Tff
ATxEd,

NyF avwrs R Zoavy Ry FELZdR—FLTWEEA,

l

« BA LW FLDTZODIRET 7 7 7 A )L DAERL, on page 65
o S DB — D31, on page 66

ERLEBEED-ODEETOT 71 ILOIERK

OB TIE, SMIME #fi AT 2B4B L OB A v 2= ORMET v 7 7 A VEAERFIE
ZRLTWET,

mail.example.com> smimeconfig

Choose the operation you want to perform:

- GATEWAY - Manage S/MIME gateway configuration.
[1> gateway

Choose the operation you want to perform:

- VERIFICATION - Manage S/MIME Public Keys.

- SENDING - Manage S/MIME gateway sending profiles.
[1> sending

Choose the operation you want to perform:

- NEW - Create a new S/MIME sending profile.

- EDIT - Edit a S/MIME sending profile.

- RENAME - Rename a S/MIME sending profile.

- DELETE - Delete a S/MIME sending profile.

- IMPORT - Import a S/MIME sending profile from a file
- EXPORT - Export a S/MIME sending profile to a file
- PRINT - Display S/MIME sending profiles.

[1> new

Enter a name for this profile:

> hr_sign_and encrypt

1. Encrypt

2. Sign

3. Sign/Encrypt

4. Triple

Enter S/MIME mode:

[2]1> 3

1. smime signing

Select S/MIME certificate to sign:

[11>

1. Detached

2. Opaque

Enter S/MIME sign mode:

[11>

1. Bounce

2. Drop

3. Split

Enter S/MIME action:

[1]1> 3

Choose the operation you want to perform:

- NEW - Create a new S/MIME sending profile.

- EDIT - Edit a S/MIME sending profile.
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- RENAME - Rename a S/MIME sending profile.

- DELETE - Delete a S/MIME sending profile.

- IMPORT - Import a S/MIME sending profile from a file
- EXPORT - Export a S/MIME sending profile to a file

- PRINT - Display S/MIME sending profiles.

[1> print

S/MIME Sending Profiles

Name Certificate S/MIME Mode Sign Mode Action

hr sign_a smime_ signing Sign/Encrypt Detached Split

Choose the operation you want to perform:

- NEW - Create a new S/MIME sending profile.

- EDIT - Edit a S/MIME sending profile.

- RENAME - Rename a S/MIME sending profile.

- DELETE - Delete a S/MIME sending profile.

- IMPORT - Import a S/MIME sending profile from a file
- EXPORT - Export a S/MIME sending profile to a file

- PRINT - Display S/MIME sending profiles.

1>

&S LD AFF— DB

WIZ, A=V OREEALDT=DIZ, T T4 T v AZZEH D S/MIMEGEHAED AR ¥ —%
BN 56125~ LET,

mail.example.com> smimeconfig

Choose the operation you want to perform:

- GATEWAY - Manage S/MIME gateway configuration.

[1> gateway

Choose the operation you want to perform:

- VERIFICATION - Manage S/MIME Public Keys.

- SENDING - Manage S/MIME gateway sending profiles.

[1> verification

Choose the operation you want to perform:

- NEW - Create a new S/MIME Public Key.

- IMPORT - Import the list of S/MIME Public Keys from a file.
[1> new

Enter a name for this profile:

> hr signing

1. Import

2. Paste

Choose one of the options for the certificate introducing:
[2]1>

Paste public certificate in PEM format (end with '.'):

MIIDADCCAlygAwIBAGIBDTANBgkqhkiGIwOBAQUFADCB1ELMAKGALIUERBhMCSU4x
CzAJBgNVBAG. . .

C=IN, ST=KA,L=BN, 0=Cisco,0U=stg,CN=cert for enc,emailAddress=admin@example.com
Choose the operation you want to perform:

- NEW - Create a new S/MIME Public Key.

- EDIT - Edit a S/MIME Public Key.

- RENAME - Rename a S/MIME Public Key.

- DELETE - Delete a S/MIME Public Key.

- IMPORT - Import the list of S/MIME Public Keys from a file.

- EXPORT - Export the list of S/MIME Public Keys to a file.

- PRINT - Display S/MIME Public Keys.

[1> print

S/MIME Public Keys

Name Emails Domains Remaining
hr signin admin@vm30bsd0008.ibga dns.vm30bsd0008.1ibga 145 days
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ZIZTIE, RO CLI 2= RIZOWTEH L ET,

» domainkeysconfig, on page 67

domainkeysconfig

BILL]

DomainKeys/DKIM O %R — &3 E L £ T,

ER7AE

MeE : Zoa< KX lcommit] NHEETY,

krsyx— [

JGAREE . Zoavy RiE, TRTOYYrET—F (WFRE, T—F, <) Tff

MTEET,

NyF avws R Zoavwy NNy FELSEZ PR —FLTHET,

Note &= U7 ¢if{bodjsd, FIPSE— RTT 7747 v ANTOWET — & Ol S{ta A x—7
ST Db WIRF— 2R TR £, BEx—ZmE T 25003, BHFOfH S —
BT o0, ETITH LRSS — 2 ERRTE 7,

NyFiK BL£70774)L

domainkeysconfig =~ > RO Ny FRRIL, BAT 17 7 A VOIERL, k. E72IXHIRCTHE

MTEET,

* DomainKeys/DKIM &4 7' 12 7 7 A L DB

domainkeysconfig profiles signing new <name> <type> <domain> <selector> <user-list>|
[options]

Table 1: domainkeysconfig D% L VNEZ T 07 7 A L35

515

298

<name>

RAA > Ta7 7 A VDA,

<type>

KAAL DX A7, dk £721% dkim T3,

<domain>

RAL L TFaTdZ 7 ANLDRALY 74—V K,
dZ 7 &FKRLET,

Z X, DomainKeys &4 O
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<selector>

RAALTuaTZryA VDLV X 70—/ R, ZilE, DomainKeys &4 O
sH T HBHLET,

<user-list>

KASf v TaTdZrAn a—F—Dh <Y U R, 2—F—iF FFE
DRAAL Y Ta T 7 ANEEALTEFA—IICELTOINERHLNE
IMMEHWT DO, BTFA—L T RLALORSIERSNET, T
RCDRAA v =P — L S HI1E, FilRF—U—Fall Z#H L
7

[options]

--key_name BANE T 2 R X — D4 i,

--canon DK TE4 T 5 & ST 2T v 2 ) XA, BUEFR—FEShTn
57 N3 U X AT simple & nofws TJ°, 7 7 4/ hiX nofws TI,

--body canon |DKIM CE4T 5 & AT 5, RLOIEELT LY XA, BUET R —

FENTWD 7T Y XA simple & relaxed T3, 7 7 4 /L N simple T
‘é—o

--header canon

DKIM TEA4T 5 L SITHMT D, ~y X —OFELT VT Y XL, BIEY
A= ENTNDE T2V X Aldsimple & relaxed T, 7 7 # /b b & simple
T

--body_length

BADOFFIHT 5, HEL LA DA M, DKIMZ' 27 7 A LT
DHERLES, ZolEiE, ERTLBLDOIZ 7RV ES, T741
FTEREHShEEA,

--headers_select

BX D~y X =2 BIRT D HEZRELET, DKIMT 17 7 A /L TORfH
H L%, all, standard, standard and custom DWT 43T, all (3T
DI~y X —IZF4LTH T L2 EW L E T, standard/E. Subject. From,
To. Sender, MIME 7 £ DEEEI D~ X —DHFEFRDOE v MIEATDHZ
LA EM L ET, standard and custom %, BEAIO~y X —B L2 —H—E
FDO~NYH =Dy MIBALTDHZEEZERLET, T 7 4/L bidstandard
ESER

--custom_headers

BLT DNy X —D2—HF—FFE ~ b, headers_select 73 standard and custom
DHBAEIT, DKIM 7' 1 7 7 A L TOREHLES, 774V MIZEDE v k
‘(\‘ﬁ—o

--1_tag

BN Z T2 BINT 20 E D atEELET, FETE DEIT yes £7213
no C9, 7 7 A/ M yes TT,
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--agent_identity | = —H—F |32 —F—DROVIZZDA v E—VIZELT LREADID,
WESIREHEDE A A —/)V 7 FLATE N, m—hLESIEEK L Th g
WEHA, ZOT7 RLAD RAA EH 5L, <domain> 721X D7 K A
AETHERERHY ET, ZOF T T a id, i tag DIE% yes ITFRE L
TWOHAICOREAINET, T 74/ ME, a—b Y& LT,
ZDH%IZ @ & <domain> Z#ElT TRtk L72fET9,

--q_tag BN QB T EHEBINTE0EIDERELET, HETE DMEILyes £721F
no T, 7 74/V MMIyes TT,

--t tag BN S T2 BINT 20 EIDERELET, FHETE DI yes 721
no T3, 7 74/ MEyes TT,

--x_tag BN Z T HBINT L0 EIDERELET, HETE DEILyes £721F
no C9, 7 74/ ML yes TT,

--expiration_time | E4, 3 K503 5 £ TORH () T3, DKIM7 07 7 A )L COREH L E
T, ZOMEIE. BAOxE T Lt BZ T DEITRY T, 0oL T g Ui,
--x_tag DIE% yes ICREL TW DL BICOALBEH S NE T, 774+ /V ME
31536000 #» (1 4) T,

--z_tag BH 2 A T HBNTHENE I DERRELET, BETE D MEITyes /21T
no C¢, 77 4/V rEno TY,

s BL T T 7 A IVORRE

domainkeysconfig profiles signing edit <name> [signing-profile-options]

BHTO T ANDE T g

* rename <name>

* domain <domain>

* selector <selector>

* canonicalization <canon>

» canonicalization <header canon> <body canon>
* key <key name>

* bodylength <body length>

* headerselect <header select>

* customheaders <custom_headers>
* itag <i_tag> [<agent_identity>]

* qtag <q_tag>

e ttag <t tag>

* xtag <x_tag> [<expiration_time>]
* ztag <z tag>

* new <user-list>
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* delete <user-list>
* print

7 U7

BT T T 7 A IVOHIBE

domainkeysconfig profiles signing delete <name>|

EHT 0T 7 A ND—RFIR

domainkeysconfig profiles signing list

BT T 7 A IVDOFEME T

domainkeysconfig profiles signing print <name>|

BHTOT 7 ANDT A

domainkeysconfig profiles signing test <name>|

BLEIO T A NLDE—H) I E—DA R —

domainkeysconfig profiles signing import <filename>|

T FIAT VAL AIABL T 77 A NDIA—DT 7 AR— |

domainkeysconfig profiles signing export <filename>|

TTIAT LV ARCHDTRCOEBL T 7 74 VO

domainkeysconfig profiles signing clear]

Ny FERX - RIETOT7A4IL

¢ T LV DKIM MGk 7 1 7 7 A JLOVERK

avy R sEH |

domainkeysconfig profiles verification new <name> <verification-profile-options>|

Table 2: domainkeysconfig DIREETO 77 AL AT a Y

515

Bl

--name

DKIM iEE 7 1 7 7 A LD Eil,

. CiscoE A —)L X2 )T 4 7TS5AF7 2 AMIT Async0S13.04CLI ) 77 LU RAHA K (AVTFUREA)



I av vk 5EH

nyFhzt:giEInszan |

518

B

--min_key size

ZIFAND I/ NF—, FEETEDF—0DRE X512, 768, 1024,
1536, BL 12048 T (HEfIZE Y b)) o T 7L M 512 T
j‘o

--max_key size

ZIF NIRRT —, FEETEHF—DREI1L512, 768, 1024,
1536, B 2048 T (HALIXE Y b) o T 740 FX2048 T
KR

--max_signatures num

A=V O TRIETE B4 ORKE, TEOEHERET
EFE+, 774 MELS5STY,

--key query_timeout

=TV —=RNEA LT T LHETORM () T, E£ED
EHEHEETCEET, 774/ NI 10 T,

--max_systemtime divergence

KEH DI & EEE O & OMICHFR TE 2 HERME ()
TY, FEOERERETEET, T 74/ NI 60 TY,

--use_body length

KIXDEEDNT A= T o0 EInatEELET, faE
TE5MEIZyes £/2iEno TH, 774/ M yes TT,

--tempfail action

—HREEOEAIX, SMTPOT 7 ¥ a v 23T LEd, BE
T& BEIT accept F 7213 reject TT, T 7 4/ M id aceept T,

--tempfail_response code

—FE 7B EN KA LG A, S S A v&—Y D SMTP)S
Ba— RTT, IBEETXAMEITIXX BROESTT, T 74+
M 451 T,

--tempfail_response text

—HFHY R EN A LichHe . G Shic A v E—Y O SMTPE
BETHXARNTT, 774V ML MISELZRGETE £HA,
X— = =0 o0 ) FH A (Unable to verify signature - key
server unavailable) | T,

--permfail action

KRR EEDOEAIX, SMTP DT 7 v a v 237 LEd, BE
T& BEIT accept F 7213 reject TT, T 7 4/ M id aceept T,

--permfail response_code

KRR EN A L GA, S Sz A v&—Y D SMTP)S
Ka— RTT, IBETE AT SXX BEROFZ T, T 741
& 550 T,

--permfail response_text

KRR BEE DA LT GE, IR Shiz A v — Y D SMTPIG
BETXADNTT, 774/ M [#5.7.5 DKIM KiBFED A —/L 1%
EE STV ET (DKIM unauthenticated mail is prohibited) | T
_a‘o

s FRFET B 7 7 A L DOFREE
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domainkeysconfig profiles verification edit <name> <verification-profile-options>|

WEET 2 7 7 A L OHIRE

domainkeysconfig profiles verification delete <name>|

BEFEORGET 10 7 7 A L OFEH 7T

domainkeysconfig profiles verification print <name>|

B ORGET 1 7 7 A L DO—ERIR

domainkeysconfig profiles verification list]

B—HN NI HAIRIAT R T AN T ANDA R — b

domainkeysconfig profiles verification import <filename>|

T TIIAT LV RCHDIBETa 7 7 A )LDA AR — b

domainkeysconfig profiles verification export <filename>|

TFIAT VA DT XTOBAEREE S 2 7 7 A VO :

domainkeysconfig profiles verification clear]

Ny FERX . EL2xX—
T LWEL T —DIEK :

domainkeysconfig keys new <key name> <key-options>|

Table 3: domainkeysconfig DEZ¥—F+ FL 3>

51% S EA

--generate_key | f# — A2 AR L4, FEETEHF—DESIX 512, 768, 1024, 1536, B
J 2048 TT (HALIZE Y )

--use_key FRESNIWEXF—EHEM L7,

--public_ key |}5ESNIZMEX—IC BT AT —2BE L CHEICHAIT 720077
7, --generate_key ZSEICHEE L CWAGEIL, T8 LWRE X —03 Bk S
. N TENIC—HT 28T —NERRINET,
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domainkeysconfig keys edit <key name> key <key-options>|

PEFDOEN T —DOLARIZE

domainkeysconfig keys edit <key name> rename <key name>|

NP — AR ET DI

domainkeysconfig keys publickey <key name>|

X —DHI -

domainkeysconfig keys delete <key name>

TARTOEAF—DO—EFIR

domainkeysconfig keys list]

FBEDELF—IZHET 2T N TOBEROFES

domainkeysconfig keys print <key name>|

O—IN N DBBELF—DA R

domainkeysconfig keys import <filename>|

TTIALT VAL DBEL T —DT T AR— |

domainkeysconfig keys export <filename>|

T T ITAT L ARLH DT NTDELFT—DHIER :

domainkeysconfig keys clear

NYFERX: F—F-EFTO0T7704ILOKRE

« 7T 7 AINDELF—DMRR

domainkeysconfig search <search text>|
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Ny FRERK : FO0—/N\ILETE

« 77747 A TO DomainKeys/DKIM D 7 11— S)LEETE DA

domainkeysconfig setup <setup options>|

BETELA T a NIROEBY TT,

- --sign_generated_msgs : VAT ATCHEMINTEA v E—VIZEATDINE I DEEELE
T, FEETE AMEIX yes £721E no T,

Bl :CLHIZCKARAAMY F—DEERTE
TTIATVAED RAAL X —%%ET 521, CLI T domainkeysconfig 1~ N4 ffi
ALET,

domainkeysconfig 2~ KiX, [A—/L AR U — (MailPolicies) ]->[ K A4 > F— (Domain
Keys) | X—VHNOHEREZ T XA TCWET, ZOav 2 FRTIE, Hr7 L ALY $—
DNSTXT L a— R&ARTHZEHTEET, H 70 RAAL L F—DNSTXT L a2— D
AROFERIZOWTIX, 7L RAA Y F—DNS TXT L 22— RDOERL, on page 76% &
LT &Y,

ZOBITIR, F—EAERKRL, FALY a7 A NVEERLET,

mail3.example.com> domainkeysconfig
Number of DK/DKIM Signing Profiles: 0
Number of Signing Keys: O

Number of DKIM Verification Profiles: 1
Sign System-Generated Messages: Yes

Choose the operation you want to perform:
- PROFILES - Manage domain profiles.

- KEYS - Manage signing keys.

- SETUP - Change global settings.

- SEARCH - Search for domain profile or key.
[1> keys

No signing keys are defined.

Choose the operation you want to perform:
- NEW - Create a new signing key.

- IMPORT - Import signing keys from a file.
[1> new

Enter a name for this signing key:

[1> testkey

1. Generate a private key

2. Enter an existing key

[1]1>

Enter the size (in bits) of this signing key:
1. 512

2. 768

3. 1024

4. 1536

5. 2048

[3]1>

New key "testkey" created.

There are currently 1 signing keys defined.
Choose the operation you want to perform:

- NEW - Create a new signing key.

- EDIT - Modify a signing key.
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- PUBLICKEY - Create a publickey from a signing key.
- DELETE - Delete a signing key.

- PRINT - Display signing keys.

- LIST - List signing keys.

- IMPORT - Import signing keys from a file.

- EXPORT - Export signing keys to a file.

- CLEAR - Clear all signing keys.

[r>

Number of DK/DKIM Signing Profiles: 0

Number of Signing Keys: 1

Number of DKIM Verification Profiles: 1

Sign System-Generated Messages: Yes

Choose the operation you want to perform:

- PROFILES - Manage domain profiles.

- KEYS - Manage signing keys.

- SETUP - Change global settings.

- SEARCH - Search for domain profile or key.
[1> profiles

Choose the operation you want to perform:

- SIGNING - Manage signing profiles.

- VERIFICATION - Manage verification profiles.
[1> signing

No domain profiles are defined.

Choose the operation you want to perform:

- NEW - Create a new domain profile.

- IMPORT - Import domain profiles from a file.
[1> new

Enter a name for this domain profile:

[1> Example

Enter type of domain profile:

1. dk
2. dkim
[21>

The domain field forms the basis of the public-key query. The value in
this field MUST match the domain of the sending email address or MUST
be one of the parent domains of the sending email address. This value
becomes the "d" tag of the Domain-Keys signature.

Enter the domain name of the signing domain:

[1> example.com

Selectors are arbitrary names below the " domainkey." namespace. A
selector value and length MUST be legal in the DNS namespace and in
email headers with the additional provision that they cannot contain a

"

" "

"

semicolon. This value becomes the "s" tag of the DomainKeys
Signature.

Enter selector:

[1> test

The private key which is to be used to sign messages must be entered.
A corresponding public key must be published in the DNS following the
form described in the DomainKeys documentation. If a key is not
immediately available, a key can be entered at a later time.

Select the key-association method:

1. Create new key

2. Paste in key

3. Enter key at later time

4. Select existing key

[11> 4

Enter the name or number of a signing key.

1. testkey

[11>

The canonicalization algorithm is the method by which the headers and
content are prepared for presentation to the signing algorithm.
Possible choices are "simple" and "relaxed".

Select canonicalization algorithm for body:

1. simple
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2. relaxed

[11> 1

How would you like to sign headers:

1. Sign all existing, non-repeatable headers (except Return-Path header).

2. Sign "well-known" headers (Date, Subject, From, To, Cc, Reply-To, Message-ID, Sender,

MIME headers) .

3. Sign "well-known" headers plus a custom list of headers.

[2]1>

Body length is a number of bytes of the message body to sign.

This value becomes the "1" tag of the signature.

Which body length option would you like to use?

1. Whole body implied. No further message modification is possible.

2. Whole body auto-determined. Appending content is possible.

3. Specify a body length.

[11>

Would you like to fine-tune which tags should be used in the

DKIM Signature? (yes/no) [N]>

Finish by entering profile users. The following types of entries are

allowed:

- Email address entries such as "Jjoel@example.com".

- Domain entries such as "example.com".

- Partial domain entries such as ".example.com". For example, a partial
domain of ".example.com" will match "sales.example.com". This
sort of entry will not match the root domain ("example.com").

- Leave blank to match all domain users.

Enter user for this signing profile:

[1> sales.example.com

Do you want to add another user? [N]>

There are currently 1 domain profiles defined.

Choose the operation you want to perform:

- NEW - Create a new domain profile.

- EDIT - Modify a domain profile.

- DELETE - Delete a domain profile.

- PRINT - Display domain profiles.

- LIST - List domain profiles.

- TEST - Test if a domain profile is ready to sign.

- DNSTXT - Generate a matching DNS TXT record.

- IMPORT - Import domain profiles from a file.

- EXPORT - Export domain profiles to a file.

- CLEAR - Clear all domain profiles.

1>

Choose the operation you want to perform:

- SIGNING - Manage signing profiles.

- VERIFICATION - Manage verification profiles.

1>

Number of DK/DKIM Signing Profiles: 1

Number of Signing Keys: 1

Number of DKIM Verification Profiles: 1

Sign System-Generated Messages: Yes

Choose the operation you want to perform:

- PROFILES - Manage domain profiles.

- KEYS - Manage signing keys.

- SETUP - Change global settings.

- SEARCH - Search for domain profile or key.

1>

BT FALY F—DNSTXT La— FOER

mail3.example.com> domainkeysconfig
Number of DK/DKIM Signing Profiles: 1
Number of Signing Keys: 1

Number of DKIM Verification Profiles: 1
Sign System-Generated Messages: Yes
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Choose the operation you want to perform:

- PROFILES - Manage domain profiles.

- KEYS - Manage signing keys.

- SETUP - Change global settings.

- SEARCH - Search for domain profile or key.
[1> profiles

Choose the operation you want to perform:

- SIGNING - Manage signing profiles.

- VERIFICATION - Manage verification profiles.
[1> signing

There are currently 1 domain profiles defined.
Choose the operation you want to perform:

- NEW - Create a new domain profile.

- EDIT - Modify a domain profile.

- DELETE - Delete a domain profile.

- PRINT - Display domain profiles.

- LIST - List domain profiles.

- TEST - Test if a domain profile is ready to sign.
- DNSTXT - Generate a matching DNS TXT record.
- IMPORT - Import domain profiles from a file.
- EXPORT - Export domain profiles to a file.

- CLEAR - Clear all domain profiles.

[1> dnstxt

Enter the name or number of a domain profile.
1. Example

[11>
The answers to the following questions will be used to construct DKIM text
record for DNS. It can be used to publish information about this profile.

Do you wish to constrain the local part of the signing identities

("i=" tag of "DKIM-Signature" header field) associated with this

domain profile? [N]>

Do you wish to include notes that may be of interest to a human (no
interpretation is made by any program)? [N]>

The "testing mode" can be set to specify that this domain is testing DKIM and
that unverified email must not be treated differently from verified email.
Do you want to indicate the "testing mode"? [N]>

Do you wish to disable signing by subdomains of this domain? [N]>

The DKIM DNS TXT record is:

test. domainkey.example.com. IN TXT "v=DKIMI1;
p=MIGfMAOGCSgGSIb3DQEBAQUAA4GNADCB1QKBgQODX5d0G9J8rXreA/uPtYr51rCTCgR+gqlS5Gm
1£000] AZSUBZBVONKZ SN+ 0T+ mYDPOFSUHY aOvO HCeunt? FERJ S3ROF ol oI AH5v20CKp/w Tha Py 3qeRSg VEavQ6vIESKSU TCHDF KU MISY Sstou?
zmm9OrKAHSM7FwIDAQAR; "

There are currently 1 domain profiles defined.

Choose the operation you want to perform:

- NEW - Create a new domain profile.

- EDIT - Modify a domain profile.

- DELETE - Delete a domain profile.

- PRINT - Display domain profiles.

- LIST - List domain profiles.

- TEST - Test if a domain profile is ready to sign.

- DNSTXT - Generate a matching DNS TXT record.

- IMPORT - Import domain profiles from a file.

- EXPORT - Export domain profiles to a file.

- CLEAR - Clear all domain profiles.

[1>

Choose the operation you want to perform:

- SIGNING - Manage signing profiles.

- VERIFICATION - Manage verification profiles.

[1>

Number of DK/DKIM Signing Profiles: 1

Number of Signing Keys: 1

Number of DKIM Verification Profiles: 1

Sign System-Generated Messages: Yes

Choose the operation you want to perform:
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- PROFILES - Manage domain profiles.

- KEYS - Manage signing keys.

- SETUP - Change global settings.

- SEARCH - Search for domain profile or key.
[r>

DMARC #&:E

2T, ROCLL vy RIZoWTEHEHALET,

* dmarcconfig, on page 78

dmarcconfig

B2LEL]

DMARC OB EBEHELET,

FERAE
MeE® : Zoa<y Kt Tcommit] 2SMHEE T,

JIAAER  Zoa<vw R, I R_RTCO~Y U EF—F (P T7RF, J)—7, =) T
HTxE9,

NyF a<wr R Zoawy RNy FERE2SR—FLTHET,

Ny FRR  DMARCHREET O T 7 1)L
dmarcconfig O /3y FIRNUL, BAET v 7 7 A )V OFERL, Mk, HIER, BEL OV m— LiE
DEETHEHTEET,

DMARC #EE 70 7 7 1 JLODIEHD

dmarcconfig profiles new <name> [options]

5% £%B3 (Description)

<name> DMARC 7'& 7 7 A /L D44 |,

[options]

--rejectpolicy_action DMARC L zt— FNDR Y >—3 RG] DL x|

AsyncOS DEATTAHAMENSHA vE—T T 7 a L,
AIREZRIIE.  Treject] . [quarantine] . F7-1% Inone]

T,
--rejectpolicy_response code HEINIZA Yy E—VOSMIPISEa— R, 57 4/0 MA
1% 550 T,
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EE £%BA (Description)
--rejectpolicy response_text HBHEENFEAvE—DOSMTPIREA T XA b, 744k

EIE T#5.7.1 DMARC RKF8FED A —/WiZEIE STV ET
(DMARC unauthenticated mail is prohibited.) | T3,

--rejectpolicy quarantine DMARC HEEIZ R L= A v B — OFREE,
--quarantinepolicy_action DMARC L =t— RNDR Y 2 —23 @D & % |2 AsyncOS

WIFATTHMLERDDA v E—Y T 7 a, ARERIE
L. Tquarantine] F721% Tnone] T,

--quarantinepolicy quarantine DMARC WFFIZ R L= A v B — OFERE,
--tempfail_action DMARC MRFEH I — R B E N R A LTz A v — Tkt

LT AsyncOS WETTDOMERNHDHA vE—V T 7 =
v, FEETE LMEIX Taccept] £721E Ireject] T,

--tempfail response_code —Epy R REENRAE LTES. BRI A vE—V0
SMTP &= — RC9, 7 74 /V MEIX 451 T9,

--tempfail_response_text —BF R ENRAE L2 GA. ER S A vyE—T 0
SMTPJLET X A M T¥, 774 /L MEIX [#4.7.1 DMARC
FRAEA 1T CX £+ A (Unable to perform DMARC
verification) | T,

—-permfail_action DMARC M K e 7R BB 238 AR LT A 2 — DIkt
LT AsyncOS WETTLOMERNHDHA vE—V T 7 =
v, FEETE LMEIX Taccept] £721E Ireject] T,

--permfail response code KEEHI IR EENIEA LTS, EEESREA vy E—T D
SMTP J&& 22— R T4, 7 7 4 /L MEIX 550 T,

--permfail_response_text KRB ENBAE LG E, HEE SN A vy E—T0
SMTPIEET ¥ A N CF, 7 74 /L MEIX [#5.7.1 DMARC
KEEIc it UE L7 (DMARC verification failed) | T,

DMARC IO 7 A ILDIRE

dmarcconfig profiles edit <name> [options]

DMARC HEE 70 7 7 1 JLDHEI&

dmarcconfig profiles delete <name>

3~ T? DMARC DIFFET A 7 7 1 )LD HIRR

dmarcconfig profiles clear
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B omasc i 7077« LomoRE

DMARC REETO 7 7 A/ ILDEHMD R T

dmarcconfig profiles print <name>

DMARCHRIETO 774 ILDITHY RKR—k

dmarcconfig profiles export <filename>

DMARC #EETR T 7 1 LD A »iR— k
dmarcconfig profiles import <filename>
JO—NILEREDER

dmarcconfig setup [options]

A7vav 5B (Description)
--report_schedule AsyncOS 7% DMARC #£&t LR — b & 4R35 FEf,
--€ITOI_Ieports DMARC #£& LA — k 1 XH 10 MB £ 721X DMARC L =1—

RORUA ¥ 7 THREINT=V A X2 B2 25812, BMfExT—
LiR— & RAAL VATHEFEIZIEET D,

--org_name DMARC 7tV AR — N 2ART I T 4T 4, THUTIE R A
AVRBERETHDVLENDHY £77,
--contact_info DMARC 43t LR — b & Z Tl -7 RAA VTAEN L R— b

EER LT 47 4 L&A DA O, B0 IE
OGO A X ~— PR — FOFEMR L) |

--COpy_reports F_TPDDMARC #£5F L R— hDa v —&2HFEO2—V— (%
AL — b O R EIT T NI — =7 L) ITRELE T,
B A—NVT FLAZ AN LET, EROGEEN o~ TXY)
D ET,

--bypass_addresslist HEODEEHENLZE LA vE—0 DMARC #iEEd A% v
FLET (T RLR YRR,

Note SERRE A= T RLATERENDT FLZ U &
DI EEIRTE ET,

--bypass_headers FEED~y 5 — 7 4 —)v K4 & &1 A v — D DMARC HRFE
EAX v LET, HEFE AV T URMNOEETES
THT—ENED A vE—T0 DMARC BifEE A% v 7351
X, ZoFTvarEFERALET, ~y X —F AN LET, #
BOEEIIH o~ TRYY £9,
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l

WIZ, DMARCHiEFE 7 7 7 A )V EZREL. DMARCHEET 2 7 7 A )LDV a— N )LiRTE %
LI opEr~LET,

mail.example.com> dmarcconfig

Number of DMARC Verification Profiles: 1

Daily report generation time is: 00:00

Error reports enabled: No

Reports sent on behalf of:

Contact details for reports:

Send a copy of aggregate reports to: None Specified
Bypass DMARC verification for senders from addresslist: None Specified
Bypass DMARC verification for messages with header fields: None Specified
Choose the operation you want to perform:

- PROFILES - Manage DMARC verification profiles.
- SETUP - Change global settings.

[1> profiles

There are currently 1 DMARC verification profiles defined.
Choose the operation you want to perform:

- NEW - Create

a new DMARC verification profile.

- EDIT - Modify a DMARC verification profile.

- DELETE - Delete a DMARC verification profile.
- PRINT - Display DMARC verification profiles.
- IMPORT - Import DMARC verification profiles from a file.
- EXPORT - Export DMARC verification profiles to a file.

- CLEAR - Clear all DMARC verification profiles.

[1> new
Enter the name

of the new DMARC verification profile:

[1> dmarc_ver profile 1
Select the message action when the policy in DMARC record is reject:

1. No Action

2. Quarantine the message
3. Reject the message

[3]1>1

Select the message action when the policy in DMARC record is quarantine:

1. No Action

2. Quarantine the message

[2]> 2

Select the quarantine for messages that fail DMARC verification
is quarantine).

1. Policy
[1]1> 1

What SMTP action should be taken in case of temporary

1. Accept

2. Reject

[1]1> 2

Enter the SMTP
[4511>

Enter the SMTP
DEFAULT to use
'#4.7.1 Unable

response code for rejected messages in

response text for rejected messages in
the default response text
to perform

DMARC verification.'

[#4.7.1 Unable

to perform DMARC verification.]>

What SMTP action should be taken in case of permanent

1. Accept

2. Reject

[1]1> 2

Enter the SMTP
[550]1>

Enter the SMTP
DEFAULT to use

response code for rejected messages in

response text for rejected messages in
the default response text

failure?

case of temporary failure.

case of temporary failure.

failure?

case of permanent failure.

case of permanent failure.

(when the DMARC policy

Type

Type
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'#4.7.1 Unable to perform

DMARC verification.'

[#5.7.1 DMARC verification failed.]>

There are currently 2 DMARC verification profiles defined.

Choose the operation you want to perform:

- NEW - Create a new DMARC verification profile.

- EDIT - Modify a DMARC verification profile.

- DELETE - Delete a DMARC verification profile.

- PRINT - Display DMARC verification profiles.

- IMPORT - Import DMARC verification profiles from a file.

- EXPORT - Export DMARC verification profiles to a file.

- CLEAR - Clear all DMARC verification profiles.

1>

Number of DMARC Verification Profiles: 2

Daily report generation time is: 00:00

Error reports enabled: No

Reports sent on behalf of:

Contact details for reports:

Send a copy of aggregate reports to: None Specified

Bypass DMARC verification for senders from addresslist: None Specified

Bypass DMARC verification for messages with header fields: None Specified

Choose the operation you want to perform:

- PROFILES - Manage DMARC verification profiles.

- SETUP - Change global settings.

[1> setup

Would you like to modify DMARC report settings? (Yes/No) [N]> y

Enter the time of day to generate aggregate feedback reports. Use 24-hour format (HH:MM) .
[00:00]>

Would you like to send DMARC error reports? (Yes/No) [N]> y

Enter the entity name responsible for report generation. This is added to the DMARC
aggregate reports.

[1> example.com

Enter additional contact information to be added to DMARC aggregate reports. This could
be an email address,

URL of a website with additional help, a phone number etc.

[1> http://dmarc.example.com

Would you like to send a copy of all aggregate reports? (Yes/No) [N]>

Would you like to bypass DMARC verification for an addresslist? (Yes/No) [N]>

Would you like to bypass DMARC verification for specific header fields? (Yes/No) [N]> y
Choose the operation you want to perform:

- ADD - Add a header field to the verification-bypass list.

[1> add

Enter the header field name

[1> List-Unsubscribe

DMARC verification is configured to bypass DMARC verification for messages containing
the following header fields.

1. List-Unsubscribe

Choose the operation you want to perform:

- ADD - Add a header field to the verification-bypass list.

- REMOVE - Remove a header field from the list.

[1> add
Enter the header field name
[1> List-ID

DMARC verification is configured to bypass DMARC verification for messages containing
the following header fields.

1. List-Unsubscribe

2. List-ID

Choose the operation you want to perform:

- ADD - Add a header field to the verification-bypass list.
- REMOVE - Remove a header field from the list.

[1>

Number of DMARC Verification Profiles: 2

Daily report generation time is: 00:00

Error reports enabled: Yes
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Reports sent on behalf of: example.com

Contact details for reports: http://dmarc.example.com

Send a copy of aggregate reports to: None Specified

Bypass DMARC verification for senders from addresslist: None Specified

Bypass DMARC verification for messages with header fields: List-Unsubscribe, List-ID
Choose the operation you want to perform:

- PROFILES - Manage DMARC verification profiles.

- SETUP - Change global settings.

1>

DNS

ZIZTIE. ROCLL vy RIZoWTEHHALET,

» dig, on page 83

* dnsconfig, on page 85

* dnsflush, on page 89

* dnshostprefs, on page 90
* dnslistconfig, on page 91
* dnslisttest, on page 91

* dnsstatus, on page 92

dig
#2878 (Description)

DNS #—/S— L Cla—R &Ly s 7 v 7 LET
HERAAE

MeE® : Z0a<y K Tcommit] 1ZMEH D FHA,

JSRABEM . Zpavy NI, TR_RTOIVEFT—F (UFREZ, TA—F, <) T
ATxE7,

NyFavs R Zoavy NNy FREREdR—F L TWET,
Ny FRR

diga~y FONy FRREHAT 2L, RO CLIa~ Y ROTRTOBELZETTEET,
*DNS #—N— LTl a—RaLy /T v 7 LET

dig [options] [@<dns ip>] [gtype] <hostname>|

DNS —R_R— LT, $8EEINTZIP T RLRICHT WLy 77 v P2 FEITLET,

dig -x <reverse ip> [options] [@<dns ip>]
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Znniddig vy ROy FIEAXTHHARER A 7> a T,

-s <source ip> Specify the source IP address.

-t Make query over TCP.

-u Make query over UDP (default).

dns_ip - Query the DNS server at this IP address.

gtype - Query type: A, PTR, CNAME, MX, SOA, NS, TXT.

hostname - Record that user want to look up.

reverse_1ip - Reverse lookup IP address.

dns _ip - Query the DNS server at this IP address.

WOBITIE, Ny 7T v 735 DNS B — " —Z B RAICHEE L TWET,

mail.com> dig @111.111.111.111 example.com MX

’
’

’

’

’

’

’

’

global options: printcmd
Got answer:

->>HEADER<<- opcode: QUERY, status: NOERROR, id: 18540

<<>> DiG 9.4.3-P2 <<>> @111.111.111.111 example.com MX
(1 server found)

;; flags: gr aa rd ra; QUERY: 1, ANSWER: 1, AUTHORITY: 1, ADDITIONAL:
;; QUESTION SECTION:

;example.com. IN MX

;; ANSWER SECTION:

mexample.com. 10800 IN MX 10 mexample.com.

’

’

AUTHORITY SECTION:

example.com. 10800 IN NS

’

example.com. 10800 IN A 111.111.111.111
example.com. 10800 IN AAAA 2620:101:2004:4201::bd
example.com. 300 IN A 111.111.111.111

’

ADDITIONAL SECTION:

Query time: 6 msec

SERVER: 10.92.144.4#53(10.92.144.4)
WHEN: Fri Dec 9 23:37:42 2011

MSG SIZE rcvd: 143

3

avv R sEH |

test.example.com.

Note - o~ RFEMAT 5L &2 DNS B —/"— % BIRIIIRE
X > T Authority ¥ 7 ¥ = > & Additional &7 > = > OIE#HD

L
MEVIAENFET,

WAL, dig 2~ RiC
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5l : DNSSEC %4 7K— h9 % DNS #—/3i— TLSA La— R [

{5 : DNSSEC ZH7/R— k3 % DNS —/\—D TLSA L O— FD#EE

dnsconfig

a

tEA

WOFIT, TLSA L ot— A B REQICHER L £,

mail.example.com> dig

Enter the host or IP address to look up.
[1> example.com

Choose the query type:

1. A the host's IP address

2. AAAA the host's IPv6 address

3. CNAME the canonical name for an alias

4. MX the mail exchanger

5. NS the name server for the named zone

6. PTR the hostname if the query is an Internet address,otherwise the pointer to
other information

7. SOA the domain's "start-of-authority" information
8. TLSA TLSA Record

9. TXT the text information

[1]> 8

Which interface do you want to query from?

1. Auto
2. Management
[1]1> 2

Please enter the host or IP address of DNS server.

Leave the entry blank to use the default server.

Important! To perform DNSSEC queries, enter the host or IP address of the DNS Server
supporting DNSSEC.

[1> 8.8.8.8

Do you want to make query over TCP? [N]>
Do you want to make a query over DNSSEC? [N]> Y

Please enter DNS key file path.
Leave the entry blank to use the default root keys
(1>

;; RRset to chase:
dane-esa.com. 3562 IN MX 10 mx1l.dane-esa.com.

;7 RRSIG of the RRset to chase:

dane-esa.com. 3562 IN RRSIG MX 7 2 3600 20181028045140 20180928045140
43860 dane-esa.com.

K+t0W9a0gDMvxytXfkrms+IEUbK1Ct 9XB5mBCCb3bHryvHsO0cU6XPxTJ

XwQ5HUSWuQaC9IMLyCAS5Zn/AX1bzKA7tGtnab0g3CmVKhhRXnIJ+jJht6

nuksUrLKsM6uYmR73DDM/bCC8n08wonGeGg4d 76mmNgETXAPfgSvVHNuUPp

DSquCG3nNfm8iE9XnG8jCKRPcKhWjROc/vmK6ZzuzFKCtT4QA/L5ANh0wW

zf£72gxRI0m]j3w8WQdz 9eFAwW5e0LFa50R5719831ityJrQL4pjF17bwKNw
94xhgF1sWWKAC6wpoT64D00000u5TsKxHgS5EwEat1OMIMOGHMniCuJcA K3seyQ==

DNS Dt > b7 v 7HZHRELET,

CiscoE A —)L X2 )T 4 7TS5A4A 72 AMIT Async0S13.04CLI ) 77 LU RAHA K (AVTFUREA) .



avv R sEH |
B &mrz

ERAE
He® : Z o<y Kt Tcommit] 2AH43ETI,

JIGRAREH . Zpavy N, TRTOYIUE—F (FR&, IA—F <) TfF
HAc&EEd,

NyF avwr R Zoavy MRy FELSEZPR—FLTHET,

Ny FRR

dnsconfig =~ > ROy FIRAEMTT 2D &, KD CLI 2~ > FOFT X TOREREL FE(TT
EET

s =) =L V== Fy v 2B HHTH72DD DNS DERE :

dnsconfig parent new <ns_ip> <priority>|

a<y FOF# .
e<ns_ip>: F—A PF—"—DIPT7 KL A, HEDOIPT KL AIZH >~ TRY > THEL
£7
« <priority> : Z DT kU OESENEN,
c B—b F— L == Xy v U2 OHIR

dnsconfig parent delete <ns_ip>|

BED RAAL NMERATH72DDOREDNS F v v 2 DFRT :

dnsconfig alt new <domains> <ns_ip>|

\}

Note (> %—xo hD/b—h F—h F—R"—ZHH L TWAEAIIMEHATE EHA,

=SV ANVLIE &
e<ns ip>: F—L P—R_N—DIP T RL A, BEDOIP 7 RLATH o~ TRU->THEL
7,
e <domains>: RAA L DOH L ~<FHD Y R I,
cHFED R A A D DNS F v v ¥ = OHIRR:

dnsconfig alt delete <domain>|

AV H—=Fy FO/L—h F—h Y= =% HT 572D DNS OFFE :

dnsconfig roots new <ns_domain> <ns_name> <ns_1ip>|
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1

Fo— = —D5 1%
* <ns_domain> : BE L CTHEHT 25 KA AL L,
* <ns_name> : F—.A P—/S— DA AT,
e <ns ip>: F—A P—R—DIPT KL A,

Note

\}

FAAL ANCHT MR — LY —N—ZHBETH LT, BED FAS LD BBESED D
EPTEET,

o Fo— A Y= X— DY

dnsconfig roots delete <ns_domain> [ns name]

Note

HIBRT % & X2 ns_name ZFEE LRV E | D RA AL DT R TOF— 2L P — =3 Hl R
SNET,

s TRTODNS HEDHEE, BIOAS v H—Fy bD)— ks b—N—%fiHTEDD
2T LD HBERE

dnsconfig roots

BAE D DNS & E DFER

dnsconfig print]

K —F—FEED DNS B — — |21, RDOIEFWRBZ VI TT,
e R M4
sIPT7T FL XA
HERDHD FAAL L (R —R—DFp)

dnsconfig 2~ R T, RD 450V T a<wr Reffcx£7,

Table 4: dnsconfig A< > FOHJa< 2 K

BX £%EH (Description)

BEED KA A AMEAT 28 LR DNS — " —F 7z idm—
#/V DNS H—_—ZEBIMLE7,

new

&Y — R —F 7~ 1T e — /L DNS — _R—Z I L ET,

delete
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B 520 k412 0tE NS ——0iEm

B 5%BA (Description)
cdit Y — R —F 725 a — /L DNS b—_R—% B L F 9,
cetup A B —F > bk jb— bk DNS —_R—F =T — B /L DNS ¥—

W=z VK2 ET,

mail3.example.com> dnsconfig

Currently using the Internet root DNS servers.
Alternate authoritative DNS servers:

1. com: dns.example.com (10.1.10.9)

Choose the operation you want to perform:

- NEW - Add a new server.

- EDIT - Edit a server.

- DELETE - Remove a server.

- SETUP - Configure general settings.

[1> setup

Do you want the Gateway to use the Internet's root DNS servers or would you like
it to use your own DNS servers?

1. Use Internet root DNS servers

2. Use own DNS cache servers

[1]1> 1

Choose the IP interface for DNS traffic.

1. Auto

2. Management (10.92.149.70/24: mail3.example.com)

[1]1>

Enter the number of seconds to wait before timing out reverse DNS lookups.
[20]>

Enter the minimum TTL in seconds for DNS cache.

[1800]>

Currently using the Internet root DNS servers.
Alternate authoritative DNS servers:

1. com: dns.example.com (10.1.10.9)

Choose the operation you want to perform:

- NEW - Add a new server.

- EDIT - Edit a server.

- DELETE - Remove a server.

- SETUP - Configure general settings.

[1>

HED KA A 2 OHRE DNS H—/\—D3ENN

BEOO—HILV AL v EEREE, TR_XRTODNS 72 T Z—% v MNl— M —_—%f#
ATHE5T 7T I9A4AT VAR ETEET,

mail3.example.com> dnsconfig

Currently using the Internet root DNS servers.

No alternate authoritative servers configured.

Choose the operation you want to perform:

- NEW - Add a new server.

- SETUP - Configure general settings.

[1> new

Please enter the domain this server is authoritative for. (Ex: "com").
[1> example.com

Please enter the fully qualified hostname of the DNS server for the domain "example.com".
(Ex: "dns.example.com") .

[]1> dns.example.com

Please enter the IP address of dns.example.com.

[1> 10.1.10.9
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Currently using the Internet root DNS servers.
Alternate authoritative DNS servers:

1. com: dns.example.com (10.1.10.9)

Choose the operation you want to perform:

- NEW - Add a new server.

- EDIT - Edit a server.

- DELETE - Remove a server.

- SETUP - Configure general settings.

[1>

ME®DDNS X+ vaH—N—NDFEH
BMEDODNS v v ath—R—2FHTLIIIICT I IAT UV RAERETETET,

mail3.example.com> dnsconfig

Currently using the Internet root DNS servers.
Alternate authoritative DNS servers:

1. com: dns.example.com (10.1.10.9)

Choose the operation you want to perform:

- NEW - Add a new server.

- EDIT - Edit a server.

- DELETE - Remove a server.

- SETUP - Configure general settings.

[1> setup

Do you want the Gateway to use the Internet's root DNS servers or would you like
it to use your own DNS servers?

1. Use Internet root DNS servers

2. Use own DNS cache servers

[1]1> 2

Please enter the IP address of your DNS server.
Separate multiple IPs with commas.

[1> 10.10.200.03

Please enter the priority for 10.10.200.3.

A value of 0 has the highest priority.

The IP will be chosen at random if they have the same priority.
[0]> 1

Choose the IP interface for DNS traffic.

1. Auto

2. Management (192.168.42.42/24)

3. PrivateNet (192.168.1.1/24: mail3.example.com)
4. PublicNet (192.168.2.1/24: mail3.example.com)

[1]1> 1

Enter the number of seconds to wait before timing out reverse DNS lookups.
[20]>

Enter the minimum TTL in seconds for DNS cache.

[1800]1>

Currently using the local DNS cache servers:
1. Priority: 1 10.10.200.3

Choose the operation you want to perform:

- NEW - Add a new server.

- EDIT - Edit a server.

DELETE - Remove a server.

- SETUP - Configure general settings.

[1>

dnsflush

aBA
DNS ¥t v anbd XToOx M &7 U7 LET,
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B &mrz

ER7AE

WEE : Z0a<y R lcommit] IZMEH D FH A,
JGARER . Zpa<y Riivwyy T— RCOREHRATEET,
NYyFaAIV R Zoavy RNy FEXLEZSR—FLTOHERA,

1

mail3.example.com> dnsflush
Are you sure you want to clear out the DNS cache? [N]> Y

dnshostprefs

B

IPv4/IPv6 DNS Z#%E L £

ERAGE
e : Zoa<y Rix lcommit) AHETT,
JSARER . ZDavy RiEvyy B— R CORMERTEET,
NYFARE: Zoavy NNy FEREZ R —F L TWERA,

1

mail3.example.com> dnshostprefs

Choose the operation you want to perform:
- NEW - Add new domain override.

- SETDEFAULT - Set the default behavior.
[1> new

Enter the domain you wish to configure.
[1> example.com

How should the appliance sort IP addresses for this domain?
1. Prefer IPv4

2. Prefer IPv6

3. Require IPv4

4. Require IPv6

[2]> 3

Choose the operation you want to perform:
- NEW - Add new domain override.

- SETDEFAULT - Set the default behavior.
[1> setdefault

How should the appliance sort IP addresses?
1. Prefer IPv4

2. Prefer IPv6

3. Require IPv4

4. Require IPv6

[2]> 1

Choose the operation you want to perform:
- NEW - Add new domain override.
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dnslistconfig

i

ERAE

1

dnslisttest

B8

ER7E

dnslistconfig .

- SETDEFAULT - Set the default behavior.
[1>

DNS UZ K —EADOYR—FE2RELET,

MeE : Zoa<y Kix Tcommit] 2SHEE T,
G ARER . Zpa<y Riivwyy B— RCOREHATEET,
NYF AR K Zoa<wry RNy FERXETR—F L TOEEA,

mail3.example.com> dnslistconfig

Current DNS List Settings:

Negative Response TTL: 1800 seconds

DNS List Query Timeout: 3 seconds

Choose the operation you want to perform:
- SETUP - Configure general settings.

[1> setup

Enter the cache TTL for negative responses in seconds:
[1800]> 1200

Enter the query timeout in seconds:

[31>

Settings updated.

Current DNS List Settings:

Negative Response TTL: 1200 seconds

DNS List Query Timeout: 3 seconds

Choose the operation you want to perform:
- SETUP - Configure general settings.

[1>

DNS XR—ZDY A K —EAXDDNS LY I T v 72T AN LET,

WEE : Zoa<y RiZ Tcommit] 1ZMEH D XA,
JIAAER  Zavw s RiE~vyry T— R TOAFEHTE E9,
NYF ATV ER: Zoa<vwr RNy FERETR—FLTWHWERE A,
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l

mail3.example.com> dnslisttest

Enter the query server name:

[1]> maild.example.com

Enter the test IP address to query for:
[127.0.0.2]> 10.10.1.11

Querying: 10.10.1.11.mail4.example.com
Result: MATCHED

dnsstatus

&t BA
DNS it # AR s L7,
ERARGE
fleE : 2D~ RIZ lcommit) (TMEH Y A,
JTARER  ZDav s RiFvyy = R CORMEATEET,
NYFaATUER: Zoavy RNy FEREFR—FLTWERA,

l

mail3.example.com> dnsstatus
Status as of: Mon Apr 18 10:58:07 2005 PDT

Counters: Reset Uptime Lifetime
DNS Requests 1,115 1,115 1,115
Network Requests 186 186 186
Cache Hits 1,300 1,300 1,300
Cache Misses 1 1 1
Cache Exceptions 0 0 0
Cache Expired 185 185 185

HowToo s xzy brEFRALEFA—H I ORRYITY
A D&k

ZZTHE, ROCLI 2~y RIZOWTHBLET,
* howtoupdate (93 ~<X—3)

* howtostatus (93 ~X—3)
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howtoupdate

B2LL]

ERAE

1

howtostatus

B

ERAE

l

howtoupdate .

howtoupdate =¥ &/ NEFEHT5 & . How-To = VIR—FR b %?%TE%}?T% ijﬂo

FEE : 2Dz~ NIZ commit 1ZM43EH Y F£H A,

PDSRAER . Zoa~vr NI, IX_XTCO~VV > E—RF (P TRAE, IN—7, v ) Tff
Ac&EEd,

NYyF ARV K Zoavy NIy FERZ YR — L TWET, FEMIZONTIE, help
howtoupdate 2 ¥ REANLT, £ T4 ~NWTEBBLTLEIN,

/j{@WJVC\ howtoupdate I ¥ ]\%—f{ﬁﬁﬁj—é & . How-To = \‘/7‘1_\0_;?‘ vk %i%f%%ﬁf% ES
D

mail.example.com > howtoupdate

Requesting update of How-Tos component

howtostatus 2~ RZHEHAT AL, How-To2 ' R—F > hOBEDONN— g U 2FRTEE
7

HEE : Z0a~< 2 FiZ commit IV EDH Y £H A,

HSREEW . —a~vr N, TXTO-IYrE—F (FFR%, FTA—F, <) T
HATxET,

NYyF AT ER: Zoa<wy FERNyFERXEZFFR— L TWET, FEHIZOWVTIL, help
howtostatus 2 K& AJ] L ., ,]'\/:7‘,]’\/,\/1/7"%§H‘EL/T< fiéb\o

ROFIT, nowtostatus 2~ REHEHT S L. How-To=2 R —FR FOBAEDODNR— g %
FRTEET,

mail.example.com > howtostatus

Component Version Last Updated
How-Tos 1.0 4 Jul 2018 04:22 (GMT +00:00)
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B swnemrsova—Fo0y

— R EB/ ST a—Ta VT
Z 2T, D CLL 2~ RIZHOWTHEA L £97,

* addressconfig, on page 95

» adminaccessconfig, on page 96
* certconfig, on page 102

* date, on page 106

* diagnostic, on page 107

» diskquotaconfig, on page 111
* ecconfig , on page 112

* ecstatus , on page 113

* ecupdate , on page 113

* encryptionconfig, on page 114
* encryptionstatus, on page 117
* encryptionupdate, on page 117
* enginestatus, on page 118

» featurekey, on page 119

» featurekeyconfig, on page 120
» fipsconfig, on page 121

* generalconfig, on page 125

* healthcheck, on page 126

* healthconfig, on page 126

* ntpconfig, on page 127

* portalregistrationconfig, on page 129
* reboot, on page 129

* repengstatus, on page 130

* resume, on page 130

* resumedel, on page 131

» resumelistener, on page 131

* revert, on page 132

* settime, on page 136

* settz, on page 137

* shutdown, on page 138

* sshconfig, on page 139

* status, on page 143

* supportrequest, on page 144

* supportrequeststatus, on page 145
* supportrequestupdate, on page 146
* suspend, on page 146

* suspenddel, on page 147

* suspendlistener, on page 147

* tcpservices, on page 148

» techsupport, on page 149

* tlsverify, on page 150
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addressconfig

B

ERAE

1

addressconfig .

* trace, on page 150

« trackingconfig, on page 152
* updateconfig, on page 153

* updatenow, on page 157

* upgrade, on page 159

* version, on page 158

* wipedata, on page 159

BABT 7T A4 7 ADEEL, onpage 346 LM L T X0,

addressconfig 2~ RiZ, From: 7 KL A~y X —2 R ETH7=DIHEH L EJ, From:
7 RLADFRR, 2—H— BLORAAS VAZBECTEET, FASMAIERES— Y=
A RAALCOERZBRIRT 5 Z &b TEET, ROKMTIE, AsyncOS 2 & - TSN
A —)UIZ1E addressconfig 2~ & L £,

* Anti-Virus J# %

o NN

* DMARC 7  — K/\w 7 L'7R— b (DMARC Feedback Reports)

« BN (notify() 3 & WY notify-copy() 7 « /v & DEIE)

cPREEA v E—Y (BLUMRBEE IR D Ta e —ikE] )
s LAR— K

s ZDMDTRTDAvE—

WOFITIEL, HHEIO From: 7 R L A % Mail Delivery System [MAILER-DAEMON@domain] (7
7 4 /v ) »>5 Notifications [Notification@example.com] {228 L £ 77,

e Zoa< KX lcommit] NHEETI,

ISRABEM . Zpavy NI, TR_RTOVEFT—F (UPFREZ, TA—F, <) T
ATxE7,

NyF awrRK: Zoa<wy REnNyITFEXLETR—FLTWHWEREA,

mail3.example.com> addressconfig

Current anti-virus from: "Mail Delivery System" <MAILER-DAEMON@domain>

Current bounce from: "Mail Delivery System" <MAILER-DAEMON@domain>

Current notify from: "Mail Delivery System" <MAILER-DAEMON@domain>

Current quarantine from: "Mail Delivery System" <MAILER-DAEMON@domain>

Current DMARC reports from: "DMARC Feedback" <MAILER-DAEMON@domain>

Current all other messages from: "Mail Delivery System" <MAILER-DAEMON@domain>
Choose the operation you want to perform:

- AVFROM - Edit the anti-virus from address.
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- BOUNCEFROM - Edit the bounce from address.

- NOTIFYFROM - Edit the notify from address.

- QUARANTINEFROM - Edit the quarantine bcc from address.

- DMARCFROM - Edit the DMARC reports from address.

- OTHERFROM - Edit the all other messages from address.

[1> notifyfrom

Please enter the display name portion of the "notify from" address
["Mail Delivery System"]> Notifications

Please enter the user name portion of the "notify from" address
[MAILER-DAEMON] > Notification

Do you want the virtual gateway domain used for the domain? [Y]> n
Please enter the domain name portion of the "notify from" address

[1> example.com

Current anti-virus from: "Mail Delivery System" <MAILER-DAEMON@domain>
Current bounce from: "Mail Delivery System" <MAILER-DAEMON@domain>
Current notify from: Notifications <Notification@example.com>

Current quarantine from: "Mail Delivery System" <MAILER-DAEMON@domain>
Current DMARC reports from: "DMARC Feedback" <MAILER-DAEMON@domain>
Current all other messages from: "Mail Delivery System" <MAILER-DAEMON@domain>
Choose the operation you want to perform:

- AVFROM - Edit the anti-virus from address.

- BOUNCEFROM - Edit the bounce from address.

- NOTIFYFROM - Edit the notify from address.

- QUARANTINEFROM - Edit the quarantine bcc from address.

- DMARCFROM - Edit the DMARC reports from address.

- OTHERFROM - Edit the all other messages from address.

(1>

adminaccessconfig

B L]

ER7E

Ny FRER

WREFRTET HHH 1 adminaccessconfig 2~ RafH L £9,
cEHEOU A A=Y (NF—)
T TITAT VADEHA LV H—T 2 A~DIPRXR—ADT 7 & A,
eWeb A VX —T A AD T a AV A~ U7 xR MaERE,
« HTTP ZRCTAHRA b ~oy ¥ —%2fHT 247> a v,
*Web A X —T 2 ABLNCLIt Yy a DT 7T 47 XA LT TR,
s ;g K HTTP ~» & — A X,

e Zoa~r R lcommit] NNETT,

PIGRREMR . Zpavy N, X TOIYrE—F (29 R%2, IA—F <) T
ATxE7,

NyF avws R Zoavy RNy FEAZ S R—FLTWES,

adminaccessconfig =7~ > ROy FIREA LML &, RO CLI 2~ 2 FOT X TOKEEL
FATTEET,
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e T RTDIPT RLARIZT 7B REHATH0, BEDIP T RL A/ T 3y MMEFIZT
72 A& IR 5 DR

adminaccessconfig ipaccess <all/restrict/proxyonly/proxy>|

FHLWIP 7 RL A/ 7 %y MEPHOBIN

adminaccessconfig ipaccess new <address>|

BEEDIP 7 R LA/ 7 % M ORE

adminaccessconfig ipaccess edit <oldaddress> <newaddress>|

BEFEDOIP 7 KU A /YT % b/ o B

adminaccessconfig ipaccess delete <address>|

IP7 RLA/BT xRy MNEFHDOU A FDH T

adminaccessconfig ipaccess print]

BEFOTRTOIP 7 RU AT Ry EFEO b

adminaccessconfig ipaccess clear]

oA RN F—DH T

adminaccessconfig banner print]

TIPIAT LV ARALICHA T 7 ANNSDOOR T A N F—DA FR— K

adminaccessconfig banner import <filename>|

BfFDw 74 o N"F—DHIER

adminaccessconfig banner clear|

HIE e i X — D

adminaccessconfig welcome print

TIIAT U ALIZH D7 7 A ND b OYME T —DA A= |

adminaccessconfig welcome import <filename>|
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o BEAF O3 i S - — DIl R

adminaccessconfig welcome clear

I N T — D> 7 AR — |k

adminaccessconfig welcome export <filename>|

FASNET XD P T KL ADEN

adminaccessconfig ipaccess proxylist new <address>|

HAINEZTRFLDOIP T KL ADRE

adminaccessconfig ipaccess proxylist edit <oldaddress> <newaddress>|

A SN aF DI T KL ADHIBR

adminaccessconfig ipaccess proxylist delete <address>|

FTRCOPFOHFINT-7TaXxoDOIP 7 KL 2O

adminaccessconfig ipaccess proxylist clear]

BETIPT RLAEZEGL~y X —ZDRTE

R

adminaccessconfig ipaccess proxy-header <header name>|

Web A L H—T A ADT AV A U7X MEEREDA ML E T-I1T 1L

adminaccessconfig csrf <enable|disable>|

Web A X —T A ADT 1AV A b U7 TR MNMEEHRENERINE D INOMHER

adminaccessconfig csrf print

Web f > X —T A ADEYary ZALT T NORE

adminaccessconfig timeout gui <value>|

CLiItyyary XA LT NORE

adminaccessconfig timeout gui <value>|
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#l:xyro—s 7022 Uz ro%E [

Bl: 2y bIT—D FHOEX )R CDERTE

TTIAT VAT VAT H2—HF—DIP T RLAZFHEITEES, =2—P—L, EHEL
727 7F8AVARDIPT RLAZERESTRTDOSI NS, TT7IATVALT 7V BATE
F9, XYy hTI—2 T 78R VR MNERT DL, IPT LA, %7 %> b, £721XCIDR
7 RVAZFRETEET,

AsyncOS Tlx, BIEDO~Y VDIPT RVARR Yy hT—27 TI7EA U A NMIGENTWHRN
UAallEE 2RI LET, BIMEOST VO IP T RUANRY R MZRWEE, BEZ=2I v b
TEHETTIAT LV ARIT 7 BRATERLS LY £,

WOFITIX, TTIAT LV ANDFRY NT—I T I EAZ2ODOP T RLZ2ty MIHIRL
i‘ﬂ‘o

mail.example.com> adminaccessconfig

Choose the operation you want to perform:

- BANNER - Configure login message (banner) for appliance administrator login.
- WELCOME - Configure welcome message (post login message) for appliance administrator
login.

- IPACCESS - Configure IP-based access for appliance administrative interface.
- CSRF - Configure web UI Cross-Site Request Forgeries protection.

- HOSTHEADER - Configure option to use host header in HTTP requests.

- XSS - Configure Cross-Site Scripting Attack protection.

- TIMEOUT - Configure GUI and CLI session inactivity timeout.

- MAXHTTPHEADERFIELDSIZE - Configure maximum HTTP header field size.

- HOW-TOS - Configure How-Tos feature.

[1> ipaccess

Current mode: Allow All.

Please select the mode:

- ALL - All IP addresses will be allowed to access the administrative interface.
- RESTRICT - Specify IP addresses/Subnets/Ranges to be allowed access.

- PROXYONLY - Specify IP addresses/Subnets/Ranges to be allowed access through proxy.
- PROXY - Specify IP addresses/Subnets/Ranges to be allowed access through proxy or
directly.

[1> restrict

List of allowed IP addresses/Subnets/Ranges:

Choose the operation you want to perform:

- NEW - Add a new IP address/subnet/range.

[1> new

Please enter IP address, subnet or range.

[1> 192.168.1.2-100

List of allowed IP addresses/Subnets/Ranges:

1. 192.168.1.2-100

Choose the operation you want to perform:

- NEW - Add a new IP address/subnet/range.

- EDIT - Modify an existing entry.

- DELETE - Remove an existing entry.

- CLEAR - Remove all the entries.

[1> new

Please enter IP address, subnet or range.

[1> 192.168.255.12

List of allowed IP addresses/Subnets/Ranges:

1. 192.168.1.2-100

2. 192.168.255.12

Choose the operation you want to perform:

- NEW - Add a new IP address/subnet/range.

- EDIT - Modify an existing entry.

- DELETE - Remove an existing entry.

- CLEAR - Remove all the entries.

(1>
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Warning: The host you are currently using [72.163.202.175] is not included in the User

Access list. Excluding it will prevent your

host from connecting to the administrative interface. Are you sure you want to continue?
[N]> Y

Current mode: Restrict.

Please select the mode:

- ALL - All IP addresses will be allowed to access the administrative interface.

- RESTRICT - Specify IP addresses/Subnets/Ranges to be allowed access.

- PROXYONLY - Specify IP addresses/Subnets/Ranges to be allowed access through proxy.

- PROXY - Specify IP addresses/Subnets/Ranges to be allowed access through proxy or

directly.

1>

Bl: Q742 N\F—DHRE

2 —H—MN SSH, Telnet, FTP, £ IXWeb Ul O T 7oA TR Za AL L5 & U
W2, TaZ 4R —) LFHINAA v —VE2RRTDHEINCT T IA TV AZRETE %
T, n A NF—F, CLITuszA4y 7ar7 o EICEREN, GUI TR A 71
VT RNOEFEBNIEREND I AS A XA[BERT XA NTY, v/ o\ F—%FHLT. N
HOEX2 )T A IEREZIIT I IA TV ADRANT T 7T 4 AT 52 F R TEF
T, e XX LW T 7947 U AOHEH 2RI T DR EE LS 2ER LT,
2—PNT T TAT U ATK LT o e B E A i3 2 ORI BT 5 FEl 70 455 2 1ERk
Lz c&EFET,

0 A N =, 80x25 DY — UIZILE D K D ITHK 2000 LT > TWET, v
A T =X, T T T AT AD /datal/pub/configuration 7 4 L7 N VIZHDH T 7 A NInHA
R—=FT&EET, N —ZfF L7, ZRERNRZHEE L £,

WOFITIL, 77747 2 AZwm 7 A 73— [Use of this system in an unauthorized manner is
prohibited| ZBIIL E,

mail.example.com> adminaccessconfig

Choose the operation you want to perform:

- BANNER - Configure login message (banner) for appliance administrator login.
- WELCOME - Configure welcome message (post login message) for appliance administrator
login.

- IPACCESS - Configure IP-based access for appliance administrative interface.
- CSRF - Configure web UI Cross-Site Request Forgeries protection.

- XSS - Configure Cross-Site Scripting Attack protection.

- HOSTHEADER - Configure option to use host header in HTTP requests.

- TIMEOUT - Configure GUI and CLI session inactivity timeout.

- MAXHTTPHEADERFIELDSIZE - Configure maximum HTTP header field size.

- HOW-TOS - Configure How-Tos feature.

[1> banner

A banner has not been defined.

Choose the operation you want to perform:

- NEW - Create a banner to display at login.

- IMPORT - Import banner text from a file.

[1> new

Enter or paste the banner text here. Enter CTRL-D on a blank line to end.

Use of this system in an unauthorized manner is prohibited.

~D

Choose the operation you want to perform:

- BANNER - Configure login message (banner) for appliance administrator login.
- WELCOME - Configure welcome message (post login message) for appliance administrator
login.

- IPACCESS - Configure IP-based access for appliance administrative interface.
- CSRF - Configure web UI Cross-Site Request Forgeries protection.
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Bl Webf o8 —T A XBLUCUtyL a3y 21675 roEE [

- HOSTHEADER - Configure option to use host header in HTTP requests.
- TIMEOUT - Configure GUI and CLI session inactivity timeout.

[]1> banner

Banner: Use of this system in an unauthorized manner is prohibited.
Choose the operation you want to perform:

- NEW - Create a banner to display at login.

- IMPORT - Import banner text from a file.

- DELETE - Remove the banner.

1>

Bl :WebAf B3 —T A RABLUVCLEYSaY BALT I FDETE

\)

WO TIE, Web A v Z—T7 A AL CLIEYYay ZALT T N RSICHTELET,

Note

N

CLIty Y a v ZAALT T NI, EXa7 > =/L (SSH) . SCP. BILOEE:L U 7 LHH:
AT AEICE T EAISNET, CLIty Y ar XA AT MNEICEKRBEEDRELFH T LD
NET, REEALFELEZOTICHEE L TLEE,

mail.example.com> adminaccessconfig

Choose the operation you want to perform:

- BANNER - Configure login message (banner) for appliance administrator login.
- WELCOME - Configure welcome message (post login message) for appliance administrator
login.

- IPACCESS - Configure IP-based access for appliance administrative interface.
- CSRF - Configure web UI Cross-Site Request Forgeries protection.

- XSS - Configure Cross-Site Scripting Attack protection.

- HOSTHEADER - Configure option to use host header in HTTP requests.

- TIMEOUT - Configure GUI and CLI session inactivity timeout.

- MAXHTTPHEADERFIELDSIZE - Configure maximum HTTP header field size.

- HOW-TOS - Configure How-Tos feature.

[1> timeout

Enter WebUI inactivity timeout (in minutes):

[30]> 32

Enter CLI inactivity timeout (in minutes):

[30]> 32

Choose the operation you want to perform:

- BANNER - Configure login message (banner) for appliance administrator login.
- WELCOME - Configure welcome message (post login message) for appliance administrator
login.

- IPACCESS - Configure IP-based access for appliance administrative interface.
- CSRF - Configure web UI Cross-Site Request Forgeries protection.

- HOSTHEADER - Configure option to use host header in HTTP requests.

- TIMEOUT - Configure GUI and CLI session inactivity timeout.

[1>

mail.example.com> commit

Please enter some comments describing your changes:

[1> Changed WebUI and CLI session timeout values

Do you want to save the current configuration for rollback? [Y]>

Changes committed: Wed Mar 12 08:03:21 2014 GMT

Note

BREME LT, FLWCLI Yy v a sy Z A L7 0 MIRIEILIED 0 7 A RS 72T Ok
ShET,
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certconfig

B2LL]

X2 VT 4 OFERELEF—EZRELET,

ERAZE
M : Zoa< KX lcommit] 2NHHEETY,

JSRABEM . Zpavy NI, TR_RTOYrET—F (UPFREZ, TA—F, <) T
ATxEd,

NyF awrR: Zoa<wy REnNyITFEXLEZR—FLTWHWEEA,

5l : EEBAZE DR Y {1+
WOFITIE, FEAELMEBESF—ZVFTDZ LIk CGGEIAERZ A VA =V L ET,

mail3.example.com> certconfig

Choose the operation you want to perform:

- CERTIFICATE - Import, Create a request, Edit or Remove Certificate Profiles

- CERTAUTHORITY - Manage System and Customized Authorities

- CRL - Manage Certificate Revocation Lists

[1> certificate

List of Certificates

Name Common Name Issued By Status Remaining

Demo Cisco Appliance Demo Cisco Appliance Demo Active 3467 days
Choose the operation you want to perform:

- IMPORT - Import a certificate from a local PKCS#12 file

- PASTE - Paste a certificate into the CLI

- NEW - Create a self-signed certificate and CSR

- PRINT - View certificates assigned to services

[]> paste

Enter a name for this certificate profile:

> partner.com

Paste public certificate in PEM format (end with '.'):

MIICLDCCAdYCAQAWDQYJKoZIhvcNAQEEBQAwgaAxCzAJBgNVBAYTA1BUMRMWEQYD
VQQIEWPRAWV1bnNsYW5kMQ8wDQYDVQQOHEWZMaXNib2ExFzAVBgNVBAOTDk51dXJv
bmlvLCBMZGEUMRgWFgYDVQQLEW9EZXN1bnZvbHZpbWVudG8xGzAZBgNVBAMTEMJy
dXR1lcy5uZXVyb25pby5wdDEbMBkGCSQGSIb3DQEJARYMc2FtcG9AaWtpLmZpMB4X
DTk2MDkwNTAzZNDIOM1oXDTk2MTAWNTAzZNDIOM1lowgaAxCzAJBgNVBAYTA1BUMRMw
EQYDVQQIEWPRAWV1bnNsYW5kMQ8wDQYDVQQOHEWZMaXNib2ExFzAVBgNVBAOTDk 51
dXJvbmlvLCBMZGEUMRgWFgYDVQQLEwWIEZXN1bnZvbHZpbWVudG8xGzAZBgNVBAMT
EmJydXR1lcy5uZXVyb25pby5wdDEbMBkGCSQGSIb3DQEJARYMc2FtcG9AaWtpLmZp
MFwwDQYJKoZIhvcNAQEBBQADSWAWSAJBAL7+aty3S1iBA/+yxjxv4qlMUTd1k jNw
L41YKbpzzlmC5beaQXeQ2RmGMTXU+mDvuqItjVHOK3DVvPK71TcSGftUCAWEAATAN
BgkghkiG9wOBAQQFAANBAFqPEKFjk 6T 6CKTHvaQeEAsX0/8YHPHgH/ 9AnhSjrwuX
9EBcOn6bVGhN7XaXd6sJ7dym9sbsWxb+pJdurnkxjx4=

C=PT, ST=Queensland, L=Lisboa, 0O=Neuronio,
Lda.,OU=Desenvolvimento, CN=brutus.partner.com, emailAddress=admin@example.com
Paste private key in PEM format (end with '.'):

MIIBPAIBAAJBAL7+aty3S1iBA/+yxjxv4qlMUTd1kjNwL41YKbpzzlmC5beaQXeQ
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2RmGMTXU+mDvuqI tjVHOK3DvPK71TcSGf tUCAWEAAQJIBALjkK+jc2+iihI98riEF
oudmkNziSRTYjnwjx8mCoAjPWviB3c742e03FG4/s0iljD9A5alihEOXfUzloenr
8IECIQD3B5+01+68BA/6d76iUNGAAVEdjGTzvxnCxycnxPQydQIhAMXt4trUI3nc
a+U8YL2HPFA3gmhBsSICbq20ptOCnM7hAiEA6Xi3JIQECOb8YwkRj29DU3/4WYD7
WLPgsQpwolGuSpECICGsnWH50aeD9t9jbFoSfhJvv0IZmxdcLpRcpslpeWBBALiEA
6/5B8J0GHAJIq89FHWEG/H2eVVUYu5y/aD6sgcm+0Avg=

Do you want to add an intermediate certificate? [N]> n
List of Certificates

Name Common Name Issued By Status Remaining
partner.c brutus.partner.com brutus.partner Active 30 days
Demo Cisco Appliance Demo Cisco Appliance Demo Active 3467 days

Choose the operation you want to perform:

- IMPORT - Import a certificate from a local PKCS#12 file

- PASTE - Paste a certificate into the CLI

- NEW - Create a self-signed certificate and CSR

- EDIT - Update certificate or view the signing request

- EXPORT - Export a certificate

- DELETE - Remove a certificate

- PRINT - View certificates assigned to services

1>

Choose the operation you want to perform:

- CERTIFICATE - Import, Create a request, Edit or Remove Certificate Profiles
- CERTAUTHORITY - Manage System and Customized Authorities

- CRL - Manage Certificate Revocation Lists

1>

mail3.example.com> commit

Please enter some comments describing your changes:

[1> Installed certificate and key for receiving, delivery, and https
Do you want to save the current configuration for rollback? [Y]> n
Changes committed: Fri May 23 11:42:12 2014 GMT

Bl BCERAZDEK
ROBITIR, BOBATREL R L ET

mail3.example.com> certconfig

Choose the operation you want to perform:

- CERTIFICATE - Import, Create a request, Edit or Remove Certificate Profiles
- CERTAUTHORITY - Manage System and Customized Authorities

- CRL - Manage Certificate Revocation Lists

[1> certificate

List of Certificates

Name Common Name Issued By Status Remaining
partner.c Dbrutus.neuronio.pt brutus.neuronio.pt Expired -4930
days

Demo Cisco Appliance Demo Cisco Appliance Demo Active 3467 days

Choose the operation you want to perform:

- IMPORT - Import a certificate from a local PKCS#12 file
- PASTE - Paste a certificate into the CLI

- NEW - Create a self-signed certificate and CSR

- EDIT - Update certificate or view the signing request
- EXPORT - Export a certificate

- DELETE - Remove a certificate

- PRINT - View certificates assigned to services

[1> new

1. Create a self-signed certificate and CSR

2. Create a self-signed SMIME certificate and CSR

[11> 1
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Enter a name for this certificate profile:
> example.com

Enter Common Name:

> example.com

Enter Organization:

> Example

Enter Organizational Unit:

> Org

Enter Locality or City:

> San Francisco

Enter State or Province:

> CA

Enter Country (2 letter code):

> US

Duration before expiration (in days):
[3650]>

1. 1024

2. 2048

Enter size of private key:

[2]1>

Do you want to view the CSR? [Y]> y

MIICrTCCAZUCAQAwWaDELMAKGALUEBhMCVVMxFDASBgNVBAMTC2V4YWlwbGUuUY29t
MRYWFAYDVQQHEwW1TYW4gRnJhbmNpc2 9jMRAWDgYDVQOKEwWd1leGEFtcGx1MQOswCQYD
VQOQIEwWJDQTEMMAOGAIUECxXMDb3JnMIIBIjANBgkghkiGOwOBAQEFAAOCAQSAMIIB
CgKCAQEA+NwamzZyX7VgTZka/x1I5HHrNOV2MPKXoLg7FjzUtiIDwznElrKIuJovw
Svonle6GvF1UHEjv8B3WobOzk5Ny6btKjwPrBfaY+qr7rzM41AQKHM+P61+1Z2nPU
PO5SNIORCkLP4XsUuyY6CalWLTiPIgag2fR8Y0JX/kesZcGOgqlde66pN+xJIHHYadD
00p0ggi6SLNfAzJu/HEU/ fnSujG4nhF0Z2G10pVUx4£g33NwZ4wV10XBk3GrOjbbA
ih90zAwfNzxb57amtxEJk+pW+co3uEHLIIOPdih9SHzn/UVU4hiu8rSQR19sDApp
kfdWcfaDLF9tnQJPWSYoChOUSgCc8QIDAQABOAAWDQYJK0ZIhveNAQEFBOQADGGEB
AGiVhyMAZuHSvI9yA08kJICmrgO89yRInDUXDDo6IrODVKx4hHTi0anOPulnsThSvH
TxV4xR35T/QVOU3yPrL6bJbbwMySOLIRTjsUcwZNjOE1xXxMM5EKBM2BOIS5rs4159g
FhHVejhG1lLyyUDLOU82wsSLMgLFH1IT63tzwVmRiIXmAu/1HYci3+vctb+sopnNl
1Y10Iuj+EgqWNrRBNNKXLTdXkzhELOd8vZEQSAEBWyY ] Z2mECZC7SG3evakw/OGLk
Ai11NXHayiGjeY+UfWzF/HBSekSJIJtQuohIv6JpBSY/MnYU4t11ExgD+GX31lrudxcd
zDas2rS/Pbpn73Lf503nmsw=

List of Certificates

Name Common Name Issued By Status Remaining
example.c example.com example.com Valid 3649 days
partner.c Dbrutus.partner.com brutus.partner.com Valid 30 days

Demo Cisco Appliance Demo Cisco Appliance Demo Active 3467 days

Choose the operation you want to perform:

- IMPORT - Import a certificate from a local PKCS#12 file
- PASTE - Paste a certificate into the CLI

- NEW - Create a self-signed certificate and CSR

- EDIT - Update certificate or view the signing request

- EXPORT - Export a certificate

- DELETE - Remove a certificate

- PRINT - View certificates assigned to services

(1>

Bl . B2 E4% S/MIME E&EEAE DR
Wiz, B4 A v E— V0 HC B4 SIMIME GEE & (BT 2 647 LE T,

vml0esa0031l.ga> certconfig
Choose the operation you want to perform:
- CERTIFICATE - Import, Create a request, Edit or Remove Certificate Profiles
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- CERTAUTHORITY - Manage System and Customized Authorities

- CRL - Manage Certificate Revocation Lists

[1> certificate

List of Certificates

Name Common Name Issued By Status Remaining
Demo Cisco Appliance Demo Cisco Appliance Demo Active 3329 days
Choose the operation you want to perform:

- IMPORT - Import a certificate from a local PKCS#12 file

- PASTE - Paste a certificate into the CLI

- NEW - Create a self-signed certificate and CSR

- PRINT - View certificates assigned to services

1> new

Create a self-signed certificate and CSR

Create a self-signed SMIME certificate and CSR

11> 2

Enter a name for this certificate profile:

> smime_signing

Enter Common Name:

> CN

[
1
2

Enter Organization:

> ORG

Enter Organizational Unit:

> OU

Enter Locality or City:

> BN

Enter State or Province:

> KA

Enter Country (2 letter code):

> IN

Duration before expiration (in days):
[3650]>

1. 1024

2. 2048

Enter size of private key:

[2]1>

Enter email address for 'subjectAltName' extension:
[1> admin@example.com

Add another member? [Y]> n

Begin entering domain entries for 'subjectAltName'.
Enter the DNS you want to add.

[1> domain.com

Add another member? [Y]> n

Do you want to view the CSR? [Y]> n
List of Certificates

Name Common Name Issued By Status Remaining
smime sig CN CN Valid 3649 days
Demo Cisco Appliance Demo Cisco Appliance Demo Active 3329 days

Choose the operation you want to perform:

- IMPORT - Import a certificate from a local PKCS#12 file
- PASTE - Paste a certificate into the CLI

- NEW - Create a self-signed certificate and CSR

- EDIT - Update certificate or view the signing request

- EXPORT - Export a certificate

- DELETE - Remove a certificate

- PRINT - View certificates assigned to services

(1>
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date

At A

ERAE

1

daneverify

2t BA

ER7E

1

avv R sEH |

BUED A2 FoR LET

Fe® : Za<y K Tcommit] 1ZMEH D FHA,

JIGALEH  Zoa<vy N, T R_RTCOYE—FK (PTRZ, IA—F, <) T
HATc&EEd,

NyF awrR: Zoa<wy REnNyITFEXLEZR—FLTWHWEEA,

mail.example.com> date
Tue Mar 10 11:30:21 2015 GMT

FiBH (106 ~2—20)
fEATE (106 2—2)
o Bl (106 ~2—3)

HBESNTE RAAL DO DANE N R—FENTWEINE I EfERLET,

FEE : 2o~ NiZ commit lIZIMNEH Y £H A,
HDSREAEE . ZDa<w R~y T— R TCORMEATEE T,

NyF AXVE : ZOavy FERNy FRERE YR —F LTI, FEMIZ OV T, help
daneverify A< KEATILT, 41T ~NATEZBLTIEIN,

WDOBIT, daneverify A~ REFHT D L, FE SN/ KA A O DANE V7R — b &R
TEET,

mail3.example.com> daneverify

Enter the DANE domain to verify against: []> example-dane.net

Trying DANE MANDATORY for example-dane.net

SECURE MX RECORD found for example-dane.net

SECURE A record (10.10.1.198) found for MX(mail.example.com.cs2.test-dane.net) in
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diagnostic .

example-dane.net

SECURE TLSA Record found for MX (mail.example.com.cs2.test-dane.net) in example-dane.net
TLS connection established: protocol TLSv1.2, cipher DHE-RSA-AES128-SHA256.
Certificate verification successful for TLSA

record (030101329%aadl19cfb5a0bb8d3b99c67dd1282a4dcdf67bd9c4efc08578657065fe7504)

TLS connection succeeded example-dane.net.

DANE SUCESS for example-dane.net

DANE verification completed.

diagnostic

5 BA
diagnostic =~ & R D7ZOITEH L £ 77,
X FSFE 2T 4 VT4 EHEH L, N~ RV =T Ry N ORED N T 7L
Va—T 4T
* RAID DYRBEDTF = v 7
* ARP F ¥ v =2 OFER
« LDAP. DNS, BLTARP F¥ v =D U 7T
*SMTP 7 A k X vE—YD%[E
s T I IAT UV ATHPII o TNDY—E RV DAT —H AOFEE) & FKoR,

diagnostic 37 > FD{EH
diagnostic 7 A =2 —TlL, RO a~v L REMHTEET,

Table 5: diagnostic 7 3< > K

73y HJavo KR FRASEY T«

RAID 1.7 4 A7 WEED FELT C30 B LT C60 T Afifi F AT RE,

2. BATHDHE AT DE=
ﬁ‘—

3.7 4 A MREERE ROFTR

DISK_USAGE (Bél:) |H7 =~ Rl Zoavy NFTCICEIESRTWE
7., PV IZ, diskquotaconfig =
vV REERLET,

NETWORK FLUSH C-Series., M-Series

ARPSHOW

SMTPPING

TCPDUMP
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ER7E

Ny FRR

avy R sEH |

TIFay =N TRASEY T«

REPORTING DELETEDB C-Series, M-Series
DISABLE

TRACKING DELETEDB C-Series, M-Series
DEBUG

RELOAD YTaw Rl C-Series. M-Series

SERVICES RESTART C-Series, M-Series
STATUS

MEE : Z0a<y R lcommit] 1ZMEH D FH A,

JITALER . ZDavwry Ry BT— R TORMEATEET, &HIZ, Zoavy Fidn
TAVRAN (—P—nurf L~y y) TORMEATEET, Zoa<vr REfHAT
BITE, =NV T AN VAT AT I BATELZLERNDY £9°,

NyF awy B Zoawy RSy FRREF K-k LTOET,

diagnostic 2~ ROy FIEREZEMT 5 L. RAID DREDOF =/ Fyrviabds)
T ARP ¥ ¥ v Va2 DNEDRREZFATTEET, Ny F a<wr FELTITTDITE, K
DR ZEH L £,

WOBVED TSIy FEXEFEH L £,
* RAID DIRFEDTF = v 7

diagnostic raid]

ARP ¥ ¥ v ¥ a2 ODNEFEDER

diagnostic network arpshow]

*NDP ¥ v v ¥ = DNEFEDER

diagnostic network ndpshow

« LDAP, DNS, ARP, BLU'NDP F v v =D V7T
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diagnostic network flush

s LAR—F T2 X_X—=20 Y v M LUHIER

diagnostic reporting deletedb

« LIR— b T—ErOAML

diagnostic reporting enable

o« LiR— k F—F L OERL

diagnostic reporting disable

e vNTvX U T TF—EAR—20 Yy MBI UK

diagnostic tracking deletedb

RANOEIETOEICHREZ Y £ v b

diagnostic reload|

5l : ARP v v adDRREVIT

ROFITIL, diagnostic a2~ RZEH LT, ARPF ¥ v v a2 ONFELZR L, X hU—
JICHEST ST TOF Yy v 2277y LET,

mail.example.com> diagnostic

Choose the operation you want to perform:

- RAID - Disk Verify Utility.

- DISK _USAGE - Check Disk Usage.

- NETWORK - Network Utilities.

- REPORTING - Reporting Utilities.

- TRACKING - Tracking Utilities.

- RELOAD - Reset configuration to the initial manufacturer values.

[1> network

Choose the operation you want to perform:

- FLUSH - Flush all network related caches.

- ARPSHOW - Show system ARP cache.

- NDPSHOW - Show system NDP cache.

- SMTPPING - Test a remote SMTP server.

- TCPDUMP - Dump ethernet packets.

[1> arpshow

System ARP cache contents:

(10.76.69.3) at 00:1e:bd:28:97:00 on em0 expires in 1193 seconds [ethernet]
(10.76.69.2) at 00:1e:79:af:f4:00 on em0 expires in 1192 seconds [ethernet]
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(10.76.69.1) at 00:00:0c:9f:£0:01 on em0 expires in 687 seconds [ethernet]
(10.76.69.149) at 00:50:56:b2:0e:2b on em0 permanent [ethernet]
Choose the operation you want to perform:

- FLUSH - Flush all network related caches.

- ARPSHOW - Show system ARP cache.

- NDPSHOW - Show system NDP cache.

- SMTPPING - Test a remote SMTP server.

- TCPDUMP - Dump ethernet packets.

[1> flush

Flushing LDAP cache.

Flushing DNS cache.

Flushing system ARP cache.

10.76.69.3 (10.76.69.3) deleted

10.76.69.2 (10.76.69.2) deleted

10.76.69.1 (10.76.69.1) deleted

10.76.69.149 (10.76.69.149) deleted

Flushing system NDP cache.

fe80::250:56ff:feb2:e2d%em2 (fe80::250:56ff:feb2:e2d%em2) deleted
fe80::250:56ff:feb2:e2c%eml (fe80::250:56ff:feb2:e2c%eml) deleted
fe80::250:56ff:feb2:e2b%em0 (fe80::250:56ff:feb2:e2b%em0) deleted
Network reset complete.

il BlD A —)L —i\— & DEHFDIRELE
ROFITIL, diagnostic 2~ > RZEH L THD A —L ==L D EF v 7 LET,
A= = R—=% T A N T BHIZIE, = N—=IZH L TR v =% ET D0, ping & FAT
LET,

mail.example.com> diagnostic

Choose the operation you want to perform:

- RAID - Disk Verify Utility.

- NETWORK - Network Utilities.

- REPORTING - Reporting Utilities.

- TRACKING - Tracking Utilities.

- RELOAD - Reset configuration to the initial manufacturer values.
[]1> network

Choose the operation you want to perform:

- FLUSH - Flush all network related caches.

- ARPSHOW - Show system ARP cache.

- NDPSHOW - Show system NDP cache.

- SMTPPING - Test a remote SMTP server.

- TCPDUMP - Dump ethernet packets.

[1> smtpping

Enter the hostname or IP address of the SMTP server:
[mail.example.com]> mail.com

The domain you entered has MX records.

Would you like to select an MX host to test instead? [Y]> y
Select an MX host to test.

1. mx00.gmx.com

2. mx01l.gmx.com

[1]1>

Select a network interface to use for the test.

1. Management

2. auto

[2]1> 1

Do you want to type in a test message to send? If not, the connection will be tested
but no email will be sent. [N]>

Starting SMTP test of host mx00.gmx.com.

Resolved 'mx00.gmx.com' to 74.208.5.4.

Unable to connect to 74.208.5.4.
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Bl BNOUERDE~DT T54 7 REEOU Y ~ [

>, — — )
f : RVDEETDEADT TSATUOREED )Y b

WIS, BHIOBIETTOMICT 774 T v ADREE VY M 5612 RLET,
mail.example.com> diagnostic
Choose the operation you want to perform:
- RAID - Disk Verify Utility.
- NETWORK - Network Utilities.
- REPORTING - Reporting Utilities.
- TRACKING - Tracking Utilities.
- RELOAD - Reset configuration to the initial manufacturer values.
[1> reload
This command will remove all user settings and reset the entire device.
If this is a Virtual Appliance, all feature keys will be removed,
and the license must be reapplied.
Are you sure you want to continue? [N]> Y

Are you *really* sure you want to continue? [N]> Y
Do you want to wipe also? [N]> Y

Y—EX IV UDBEHERT—FADERT
CLI T diagnostic > services YT o< K% {FEH LT, PLF#SITTX *7,

T T IAT LV ATHR o TWAYF— R U AFEHLET, 794 TV A%
FHE#TIMLELIHY A,

e T T IGAT VATHNI S TNAY—E RV DATF— X Ak FE R LET,

AN OWTIE, EA— N EX a2 VT 4 T T 74T AD [CLIV 77 L AHA K] 258K
LTL7Z&EW,

diskquotaconfig

LaR— b LB, R, u2 A Ry b v I v, BROar7 4 ¥al—vs
Y7 ANADOT ¢ A7 EEEID B CEFRELITRELET,

Z DMEREDFEMIZ DUV TIE,  [User Guide for AsyncOSfor Cisco Email Security Appliances ] %%
LTI 7ZEN,

ERAAE
e : Zoa~r Rk lcommit) RAHETT,
IS ALER . ZDavy RiEvyy BE— FTOMEATE %7,
NYF ARV K Zoavy FEnNy FERE R —F L THET,

Ny FK
diskquotaconfig <feature> <quota> [<feature> <quota> [<feature> <quota>[<feature> <quota>]]]
<feature> DAHZNEIL. euq. pvo. tracking, reporting T3,
<quota> DA NMEIFXHEEL T,
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mail.example.com> diskquotaconfig

Service Disk Usage (GB) Quota (GB)
Spam Quarantine (EUQ) 1 1
Policy, Virus & Outbreak Quarantines 1 3
Reporting 5 10
Tracking 1 10
Miscellaneous Files 5 30

System Files Usage : 5 GB
User Files Usage : 0 GB
Total 13 54 of 143
Choose the operation you want to perform:
- EDIT - Edit disk quotas
[1> edit
Enter the number of the service for which you would like to edit disk quota:
1. Spam Quarantine (EUQ)
2. Policy, Virus & Outbreak Quarantines
3. Reporting
4. Tracking
5. Miscellaneous Files
[1

1> 1

Enter the new disk quota -

[1]1> 1

Disk quota for Spam Quarantine (EUQ) changed to 1
Service Disk Usage (GB) Quota (GB)
Spam Quarantine (EUQ) 1 1
Policy, Virus & Outbreak Quarantines 1 3
Reporting 5 10
Tracking 1 10
Miscellaneous Files 5 30

System Files Usage : 5 GB
User Files Usage : 0 GB
Total 13 54 of 143
Choose the operation you want to perform:
- EDIT - Edit disk quotas
[r>

URL 7 A 2 U > ZHERE T 2REAHE O RSS2 887 747 b aREE T
U7 LET,

VAADYR— M LERBRVERIE, Zoavr REMHLARNT S0,

T kUL, <hostname:port> F 7= <IPv4 address:port> DIERICT HMERH YD £9°, A— kK
[ 2 = IV G I

T 7 H v K = N—ZFRET DI, ecconfig server default & AJS) L ET,

MEE : ZDa<y Kt Tcommit] 2AHEETI,
JIARER . Zpa<v RiE, FIARAZNOTRTOL~YLTCHERATEET,
NYF ATV R Zoa<wy RNy FERXEHR—FLTWET,
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Ny FHR

1

ecstatus

ER7AE

1

ecupdate

« T T AN NUSNDRER TAT b = N—EHRET DI

> ecconfig server <server name:port>

TN NDOBERT TAT o~ == a2 T I

> ecconfig server default

mail.example.com> ecconfig

Enrollment Server: Not Configured (Use Default)
Choose the operation you want to perform:

- SETUP - Configure the Enrollment Server

[1> setup

Do you want to use non-default Enrollment server?

nyriz ]

WARNING: Do not configure this option without the assistance of Cisco Support.
Incorrect configuration can impact the services using certificates from the Enrollment

server. [N]> y

[1> 192.0.2.1

Choose the operation you want to perform:
- SETUP - Configure the Enrollment Server
(1>

URL 7 4 V2 Y » JRERE T 2REMEFH 2 BBIICEG T 2 DI S D, B2 79147

VRNDOBIEDONR—T g U EFRRLET,

WEE : Zoa<y R Tcommit] ITMEH Y FH A,
JTAREH  ZDavy Rlii~vyy T— R TOMEATEET,
NYyF AT R Zoa<wr RNy FEXREZSR—FLTWETA,

mail.example.com> ecstatus
Component Version Last Updated
Enrollment Client 1.0.2-046 Never updated

URL 7 4 V2 U > ZHRE TR 2REHE 2 ABIMICHUS T 201 S D, Bik7 747
Y hEFETERLES, @%. ZOFERIABBNATONE S, Y RAa0¥R— FpbiER

DRWESIT., Zoa~vr FEFEHLARANWTLS SN,
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force /X7 A—4 (ecupdate [force]) ZffifH L7=#HE. ZEMHREINARLTHL, 7947 b
D SNFET,

ERAE
feE : Zoa~y RiZ lcommit] (TMEDH D FHA,
JIARER . ZDa<wy RiEvyy F— FTORERTE £,
NYF ARV K Zoavy RNy FRERE PR —F L THET,

Ny FRH
> ecupdate [force]
1

mail.example.com> ecupdate
Requesting update of Enrollment Client.

encryptionconfig
B AL ERE L E T,

EARAE
WE : 2oz~ FiX lcommit] NMETY,
JIALER  ZDavy FiEviyy F— R TOREFTE LT,
NyFAIUER: Zoavry RNy FELEFAR— ML TWEREA,

151
WIZ, Bk 7 e 7 7 A NVEEET L0 2R LET,

mail.example.com> encryptionconfig

IronPort Email Encryption: Enabled

Choose the operation you want to perform:

- SETUP - Enable/Disable IronPort Email Encryption

- PROFILES - Configure email encryption profiles

- PROVISION - Provision with the Cisco Registered Envelope Service

[1> setup

PXE Email Encryption: Enabled

Would you like to use PXE Email Encryption? [Y]>

WARNING: Increasing the default maximum message size (10MB) may result in
decreased performance. Please consult documentation for size recommendations
based on your environment.

Maximum message size for encryption: (Add a trailing K for kilobytes, M for
megabytes, or no letters for bytes.)

[10M]>

Enter the email address of the encryption account administrator
[administrator@example.com]>

IronPort Email Encryption: Enabled
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Choose the operation you want to perform:

- SETUP - Enable/Disable IronPort Email Encryption

- PROFILES - Configure email encryption profiles

- PROVISION - Provision with the Cisco Registered Envelope Service

[1> profiles

Proxy: Not Configured

Profile Name Key Service Proxied Provision Status
HIPAA Hosted Service No Not Provisioned
Choose the operation you want to perform:

- NEW - Create a new encryption profile

- EDIT - Edit an existing encryption profile

- DELETE - Delete an encryption profile

- PRINT - Print all configuration profiles

- CLEAR - Clear all configuration profiles

- PROXY - Configure a key server proxy

[1> edit

1. HIPAA

Select the profile you wish to edit:

[11> 1

Profile name: HIPAA

External URL: https://res.cisco.com

Encryption algorithm: RC4

Payload Transport URL: http://res.cisco.com

Envelope Security: High Security

Return receipts enabled: Yes

Secure Forward enabled: No

Secure Reply All enabled: No

Suppress Applet: No

URL associated with logo image: <undefined>

Encryption queue timeout: 14400

Failure notification subject: [ENCRYPTION FAILURE]

Failure notification template: System Generated

Filename for the envelope: securedoc_ ${date}T${time}.html

Use Localized Envelope: No

Text notification template: System Generated

HTML notification template: System Generated

Choose the operation you want to perform:

- NAME - Change profile name

- EXTERNAL - Change external URL

- ALGORITHM - Change encryption algorithm

- PAYLOAD - Change the payload transport URL

- SECURITY - Change envelope security

- RECEIPT - Change return receipt handling

- FORWARD - Change "Secure Forward" setting

- REPLYALL - Change "Secure Reply All" setting

- LOCALIZED_ ENVELOPE - Enable or disable display of envelopes in languages
other than English

- APPLET - Change applet suppression setting

- URL - Change URL associated with logo image

- TIMEOUT - Change maximum time message waits in encryption queue

- BOUNCE_SUBJECT - Change failure notification subject

- FILENAME - Change the file name of the envelope attached to the encryption
notification.

[1> security

1. High Security (Recipient must enter a passphrase to open the encrypted
message, even if credentials are cached ("Remember Me" selected).)

2. Medium Security (No passphrase entry required if recipient credentials are
cached ("Remember Me" selected).)

3. No passphrase Required (The recipient does not need a passphrase to open the
encrypted message.)

Please enter the envelope security level:

11> 1

Profile name: HIPAA
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External URL: https://res.cisco.com

Encryption algorithm: RC4

Payload Transport URL: http://res.cisco.com

Envelope Security: High Security

Return receipts enabled: Yes

Secure Forward enabled: No

Secure Reply All enabled: No

Suppress Applet: No

URL associated with logo image: <undefined>

Encryption queue timeout: 14400

Failure notification subject: [ENCRYPTION FAILURE]

Failure notification template: System Generated

Filename for the envelope: securedoc_ ${date}T${time}.html

Use Localized Envelope: No

Text notification template: System Generated

HTML notification template: System Generated

Choose the operation you want to perform:

- NAME - Change profile name

- EXTERNAL - Change external URL

- ALGORITHM - Change encryption algorithm

- PAYLOAD - Change the payload transport URL

- SECURITY - Change envelope security

- RECEIPT - Change return receipt handling

- FORWARD - Change "Secure Forward" setting

- REPLYALL - Change "Secure Reply All" setting
LOCALIZED ENVELOPE - Enable or disable display of envelopes in languages

other than English

- APPLET - Change applet suppression setting

- URL - Change URL associated with logo image

- TIMEOUT - Change maximum time message waits in encryption queue

- BOUNCE_SUBJECT - Change failure notification subject

- FILENAME - Change the file name of the envelope attached to the encryption

notification.

[1> forward

Would you like to enable "Secure Forward"? [N]> y

Profile name: HIPAA

External URL: https://res.cisco.com

Encryption algorithm: RC4

Payload Transport URL: http://res.cisco.com

Envelope Security: High Security

Return receipts enabled: Yes

Secure Forward enabled: Yes

Secure Reply All enabled: No

Suppress Applet: No

URL associated with logo image: <undefined>

Encryption queue timeout: 14400

Failure notification subject: [ENCRYPTION FAILURE]

Failure notification template: System Generated

Filename for the envelope: securedoc_ ${date}TS${time}.html

Use Localized Envelope: No

Text notification template: System Generated

HTML notification template: System Generated

Choose the operation you want to perform:

- NAME - Change profile name

- EXTERNAL - Change external URL

- ALGORITHM - Change encryption algorithm

- PAYLOAD - Change the payload transport URL

- SECURITY - Change envelope security

- RECEIPT - Change return receipt handling

- FORWARD - Change "Secure Forward" setting

- REPLYALL - Change "Secure Reply All" setting
LOCALIZED ENVELOPE - Enable or disable display of envelopes in languages

other than English

- APPLET - Change applet suppression setting
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- URL - Change URL associated with logo image

- TIMEOUT - Change maximum time message waits in encryption queue

- BOUNCE_SUBJECT - Change failure notification subject

- FILENAME - Change the file name of the envelope attached to the encryption

notification.

[r>

Proxy: Not Configured

Profile Name Key Service Proxied Provision Status
HIPAA Hosted Service No Not Provisioned

Choose the operation you want to perform:

- NEW - Create a new encryption profile

- EDIT - Edit an existing encryption profile

- DELETE - Delete an encryption profile

- PRINT - Print all configuration profiles

- CLEAR - Clear all configuration profiles

- PROXY - Configure a key server proxy

1>

IronPort Email Encryption: Enabled

Choose the operation you want to perform:

- SETUP - Enable/Disable IronPort Email Encryption
- PROFILES - Configure email encryption profiles

- PROVISION - Provision with the Cisco Registered Envelope Service

[r>
encryptionstatus

Bl
encryptionstatus 2~V RNiX, 77794 T VA LEOPXEZ V& RAAL vy BT
Tr7ANDN=V g barR—R MRRRICEFRTENARER T LET,

ER7AE

FEE : Z Oz~ N2 Tcommit] [ZIMEHY FH A,
HBSRRER . Z0a~v L FNiE~vyy E— R TCORERATEXE T,
NYyFaAv R Zoavy NIy FEXREZSR—F L TOHERA,

1

mail3.example.com> encryptionstatus

Component Version Last Updated
PXE Engine 6.7.1 17 Nov 2009 00:09 (GMT)
Domain Mappings File 1.0.0 Never updated

encryptionupdate

Z%BA (Description)

encryptionupdate 2~ KX, 7774 TV ALOPXE = PV OBFHEZERLET,

CiscoE A —)L X2 )T 4 7TS5A4A 72 AMIT Async0S13.04CLI ) 77 LU RAHA K (AVTFUREA) .



B &mrz

ER7AE

l

enginestatus

B

ER7E

l

avv R sEH |

fEE : Z0a<y N2 Tcommit] IZIMEHD FH A,

DISREAEER . Z0a<w L Rii~wy rEF— R TORMEFATEEY, EHIC, Zoa<wr FNiin
TAVIIRAN (=% —PNal ALz~ y) TORMEATEET,

NYyFaAI R Zoavy Ry FEXREZSR—F L TOERA,

mail3.example.com> encryptionupdate
Requesting update of PXE Engine.

enginestatus 2~V RiL, 77 I7A T VA LT, X—T TR TNAEET VDA
T—H AL CPUMMREZFRT D0 ET,

M€ - Zoa< R lcommit] (THEH Y FH A,

JIGRAREM . Zpa<vr Nt T_TO~Y Ly EF— R (F92AF, I—F <) T
HTExET,

NYF AR Zoavy FEANAyTFERXE R — KL TWET, FHMICOVTIE, help
enginestatus 2 ¥ FEZ AL T, A T4 ~ULTZBZRLTZSN,

WL, TTI9AT v ALETA RZ—T NI TWVWETRTOZ LU DAT—HF A &L CPU
ERAREFRRTDHHEEZRLTOVET,

vm30esal0086.1ibga> enginestatus

Choose the operation you want to perform:
- GRAYMAIL - View Graymail engine status
- SOPHOS - View Sophos engine status

- CASE - View CASE engine status

- AMP - View AMP engine status

- MCAFEE - View McAfee engine status

- ALL - View status of All engines

[1> ALL

CASE Status: UP CPU: 0.0%

Component Version Last Updated
CASE Core Files 3.5.0-008 Never updated
CASE Utilities 3.5.0-008 Never updated
Structural Rules 3.3.1-009-20141210_214201 Never updated
Web Reputation DB 20141211 111021 Never updated
Web Reputation Rules 20141211 111021-20141211 170330 Never updated
Content Rules unavailable Never updated
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featurekey

BILL]

ER7GE

1

Content Rules Update

SOPHOS Status: UP CPU: 0.0%
Component

Sophos Anti-Virus Engine
Sophos IDE Rules

GRAYMAIL Status: UP CPU: 0.0%

Component
Graymail Engine
(GMT +00:00) updated

Graymail Rules
Graymail Tools
MCAFEE Status:
Component
McAfee Engine
McAfee DATs
AMP Status:
Component
AMP Client Settings
AMP Client Engine

UP CPU: 0.0%

UP CPU: 0.0%

unavailable

Version
3.2.07.365.2_5.30
0

Version
01-392.68

01-392.68#121
1.0.03

Version
5700
7437

Version
1.0
1.0

featurekey .

Never updated

Last Updated
Never updated
Never updated

Last Updated
N10 Nov 2016 07:08

Never updated
Never updated

Last Updated
Never updated
Never updated

Last Updated

Never updated
Never updated

featurekey 2 ¥ Fif, VAT AETHF Lo TA R —T M5 TN DT TOHRE
F—CHEETLEREF R LET, T, AL UEEEZ AT LD, B LUVEEEE
X —%F v LTV THZELTEET,

AT 75 A 7 2 AZOW T, loadlicense, on page 34633 J. ("showlicense , on page 347 & 2/ L

TLTEENY,

MeE : 0o~ KX lcommit] NHFTI,
JIARER  Zoav RiEvyr B R TORMEHATEET,
NYyFaAIVEF: Zoaxwy RNy TFELESR—FLTOVERA,

ZOFITIL, featurekey 2~ RZEH L TH LWEREEX—%2FT = v 7 LET,

mail3.example.com> featurekey
Module
Outbreak Filters
2014
IronPort Anti-Spam
2014
Sophos Anti-Virus
2014
Bounce Verification
2014
Incoming Mail Handling
2014
IronPort Email Encryption
2014

Quantity Status
1 Active
1 Dormant
1 Active
1 Dormant
1 Active
1 Dormant

Remaining
28 days

30 days
26 days
30 days
20 days

30 days

Expiration Date
25 06:40:53

Tue

Wed

Sun

Wed

Sun

Wed

Feb

Feb

Feb

Feb

Feb

Feb

26

23

26

16

26

07:

02

07

08

07

56:57

:27:48
:56:57
:55:58

:56:57
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Data Loss Prevention 1 Active 25 days Fri Feb 21 10:07:10
2014

McAfee 1 Dormant 30 days Wed Feb 26 07:56:57
2014

Choose the operation you want to perform:

- ACTIVATE - Activate a (pending) key.

- CHECKNOW - Check now for new feature keys.
[1> checknow

No new feature keys are available.

featurekeyconfig

B

ER7E

11

featurekeyconfig =~ N T, fEHAEERF—DF¥ 7 on—Re~vw v EOF—DOFH
EHBIAT) KO ICv v v ERETEET,

e Zoa<r K lcommit) MBI TI,

JSARER . ZDa<wr NI, TRTOYY U ET—R (VTR Z, IV—TF <) T
ATx%d,

NYyFaAvo R Zoa<wry NIy FELSEZ TR —F L TOHERA,

Z OFITIL, featurekeyconfig =~ & RZ i ] L T autoactivate 35 J U autocheck #fE 4 1 R —7
MZLET,

mail3.example.com> featurekeyconfig

Automatic activation of downloaded keys: Disabled

Automatic periodic checking for new feature keys: Disabled
Choose the operation you want to perform:

- SETUP - Edit feature key configuration.

[1> setup

Automatic activation of downloaded keys: Disabled

Automatic periodic checking for new feature keys: Disabled
Choose the operation you want to perform:

- AUTOACTIVATE - Toggle automatic activation of downloaded keys.
- AUTOCHECK - Toggle automatic checking for new feature keys.
[1> autoactivate

Do you want to automatically apply downloaded feature keys? [N]> y
Automatic activation of downloaded keys: Enabled

Automatic periodic checking for new feature keys: Disabled
Choose the operation you want to perform:

- AUTOACTIVATE - Toggle automatic activation of downloaded keys.
- AUTOCHECK - Toggle automatic checking for new feature keys.
[1> autocheck

Do you want to periodically query for new feature keys? [N]> y
Automatic activation of downloaded keys: Enabled

Automatic periodic checking for new feature keys: Enabled
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fipsconfig

B2LL]

ER7AE

fipsconfig .

fipsconfig A~ N, EA— /X2 VT 4 77747 2 AOHEHEHRLIERE (FIPS)
ERELET, Zoavwr Faf) ROz ENTEET
« FIPS £— R&Z ML E 21Tk LE T,
T T TAT LV ADIRAT — RRF—R EOMEBET — 2 b LES, 24T a i
BT 5L,
T T TAT VADOWET —Z BT LS, RIFEESNET,

A\

Note ‘&P Gied N TO2—V—(L, HET 7 A LD
EIEMER R TEEEA,

T TIAT UV ADAT v THEIIT. T I7A T  AOWEMtX2 ) T 4 DMREEN
BEDOARIET 72 AWM EBELE L ToOIlE b vE T,

« T T TAT L AIZFIPS WO ATV = 7 FINEEN TRV MR L £,

o BEA A —/LF— F 7 = A ® SMTP DANE (2%} % FIPS il [ D &/ Mb,

fEE : ZDa~<y NI Tcommit] IZIMEHD FH A,
JITARER . Zpavy Nt VI7AZBLWNv Yy E— RTHEMATEET,
NYyFaAI R Zoavwy Ry FEXLEZSR—FLTOWERA,

{5 : FIPS E— FOFEE

N

Note

FIPS & — RZHWZ+ HRMC, FIPS Bk 2729 X 9 IC FIPS FFMEHLOT T4 7TV =7 |
EEETHLEND Y T,

KIZ, FIPS E— REHIZTHH 2R LET,

mail.example.com> fipsconfig

FIPS mode is currently disabled.

Choose the operation you want to perform:

- SETUP - Configure FIPS mode.

- FIPSCHECK - Check for FIPS mode compliance.

[1> setup

To finalize FIPS mode, the appliance will reboot immediately. No commit will be required.

Are you sure you want to enable FIPS mode and reboot now ? [N]> y

Do you want to minimize FIPS restriction on SMTP DANE in the email gateway ? [N]>

Do you want to enable encryption of sensitive data in configuration file when FIPS mode
is enabled?

Changing the value will result in system reboot [N]> n
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B 5 erszEnrIsc7ozonmr—someit

Enter the number of seconds to wait before forcibly closing connections.
[30]>

System rebooting. Please wait while the queue is being closed...
Closing CLI connection.

Rebooting the system...

5l : FIPS T TSAT7 U RADHET—5 DIES1L

WIZ, FIPSHEILT 77 A T v ADWET — X i 5t T 262~ LET,

mail.example.com> fipsconfig

FIPS mode is currently enabled.

Choose the operation you want to perform:

- SETUP - Configure FIPS mode.

- FIPSCHECK - Check for FIPS mode compliance.

[1> setup

To finalize FIPS mode, the appliance will reboot immediately. No commit will be required.

Are you sure you want to disable FIPS mode and reboot now ? [N]> n

Do you want to minimize FIPS restriction on SMTP DANE in the email gateway ? [N]>

Do you want to enable encryption of sensitive data in configuration file when FIPS mode
is enabled?

Changing the value will result in system reboot [N]> y

Enter the number of seconds to wait before forcibly closing connections.

[30]>

System rebooting. Please wait while the queue is being closed...

Closing CLI connection.

Rebooting the system...

Bl IPS E— KNIV TSAFURFTvY

WIZ, TTTAT AT FIPS RO AT 2 = 7 RIREEINTNDINE D E i 2614
RLET,

mail.example.com> fipsconfig
FIPS mode is currently disabled.
Choose the operation you want to perform:
- SETUP - Configure FIPS mode.
- FIPSCHECK - Check for FIPS mode compliance.
[1> fipscheck
Currently, there are non-FIPS-compliant objects configured.
List of non FIPS compliant DKIM Verification Profiles:
Profile Name Key Size
1. DEFAULT 512
To be FIPS compliant, you must modify the above listed objects to meet FIPS requirements.
For more information, see the
FIPS Management chapter in the Cisco AsyncOS Email User Guide.
FIPS mode is currently disabled.

Note

FIPS & — N2 AT DA, FIPS BfE&7- 4 K 5 IZFIPS HHERO TN TOF T V=7 b
ERETDMEND ) T,

. CiscoE A —)L X2 )T 4 7TS5AF7 2 AMIT Async0S13.04CLI ) 77 LU RAHA K (AVTFUREA)



I avy R 8EH

Bl: (LF U -FPS E— ROBMIE) T U E— ROBF A—/LY— k™ x4 TD SMIPDANE (<317 % FIPS IR0 RME [

Bl . (FUA-FPSE—FOEMEL) R F—FDEFA—ILT—FDA4TD
SMTP DANE (%9 % FIPS HIERD&/IME

W DOFITIL, fipsconfig > setup YT aw K % e FH LT, v o&— ROEF A =7 — b
7 = A CFIPS T— REHZNTT 5 & X2, SMTP DANE (Zxf9" % FIPS R % i/ NMRIZH) 2 F
7,

maill.example.com> fipsconfig

FIPS mode is currently disabled.

Choose the operation you want to perform:

- SETUP - Configure FIPS mode.

- FIPSCHECK - Check for FIPS mode compliance.

[1> setup

To finalize FIPS mode, the appliance will reboot immediately.
No commit will be required.

Are you sure you want to enable FIPS mode and reboot now ? [N]> yes

Do you want to minimize FIPS restriction on SMTP DANE in the email gateway ? [N]> yes
Do you want to enable encryption of sensitive data in the appliance when FIPS mode is
enabled?

Changing the value will result in system reboot [N]> yes

Enter the number of seconds to wait before forcibly closing connections.
[30]> 2

System rebooting. Please wait while the queue is being closed..

Closing CLI connection.
Rebooting the system...

Bl :[>F)A-FIPSE—FDAEMEI YV SAEE—FDEFA—ILT—+VTATD
SMTP DANE [Zxt9” % FIPS HIFRD&/IME

)

ROB) T, fipsconfig > setup YT a<w RafEH LT, 7T RAREZE— RKDET A — L=
k7 = A TFIPS T— REANTT 5 & 12, SMTP DANE (2% % FIPS iR A f/MEIZH 2
i—a‘o

G¥)

SMTP DANE (2% 9 5 FIPS iR Z e/ NRICIMZ 5 &, v 7 A oo~y X8 B HIEE)
LET, 7 IT7AXNOMDO~ T NEIFE CHESSTHILELRDH Y £7,

(Cluster New-Cluster)> fipsconfig

FIPS mode is currently disabled.

Choose the operation you want to perform:

- SETUP - Configure FIPS mode.

- FIPSCHECK - Check for FIPS mode compliance.

[1> setup

To finalize FIPS mode, each cluster member should be rebooted.
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Your login host will reboot immediately. Other machines should be rebooted manually.
No commit will be required

Are you sure you want to enable FIPS mode and reboot now ? [N]> yes

Do you want to minimize FIPS restriction on SMTP DANE in the email gateway ? [N]> yes
Do you want to enable encryption of sensitive data in the appliance when FIPS mode is
enabled?

Changing the value will result in system reboot [N]> yes

Enter the number of seconds to wait before forcibly closing connections.
[30]1> 2

Telling cluster that maill.example.com is going down
System rebooting. Please wait while the queue is being closed..

Closing CLI connection.
Rebooting the system...

Bl - [+ UA-FIPS E— FIEBRICEMEEAI IOV E—FDEFA—IT— b0z A
T® SMTP DANE [Zx9 % FIPS HIfRD&/ME

/k@ﬁ'JVCLi\ fipsconfig>minimizedata YT a<w K & {# LT, v rE— KD&EF A —v
77— MU = A TFIPS E— REBEZAZE L TV 284A12, SMTP DANE (%35 FIPS filfR 4
R/DRICHIZ £

maill.example.com> fipsconfig

FIPS mode is currently enabled.

Choose the operation you want to perform:

- SETUP - Configure FIPS mode.

- FIPSCHECK - Check for FIPS mode compliance.

- MINIMIZEDATA - Minimize FIPS restriction on SMTP DANE

[]> minimizedata

FIPS restriction is currently minimized for SMTP DANE in the email gateway.

When you change FIPS restriction, the email gateway reboots immediately.
No commit is required.

Do you want to enforce FIPS restriction on SMTP DANE in the email gateway ? [N]> yes
System rebooting. Please wait while the queue is being closed....

Closing CLI connection.
Rebooting the system...

Bl: (LFUAFPSE— RIZBEICAMILES) ¥ 5R2E— KOBFA—ILS—F 1
A T SMTP DANE (%1 5 FIPS #I[E D& /Mt

/K@{@Jfﬂjﬁ\ fipsconfig>minimizedata YT aw K & H LT, JT7AZE— ROEF A —
JVAF— k7 = A TFIPS &— RZBEICHE L T DA IZ, SMTP DANE (2% % FIPS [}
Ze/ MRICEN 2 £ 7,
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generalconfig .

G¥)

generalconfig

Bk

ER7E

SMTP DANE (2%}~ % FIPS fllR & &/ NRICHZ 5 &, n 7 A Ho~ v 03 HEICEEH)
LET, 77 RAEZNOMO~ L NIFECHEETLILERH Y £3,

(Cluster New-Cluster)> fipsconfig

FIPS mode is currently enabled.

Choose the operation you want to perform:

- SETUP - Configure FIPS mode.

- FIPSCHECK - Check for FIPS mode compliance.

- MINIMIZEDATA - Minimize FIPS restriction on SMTP DANE

[1> minimizedata

FIPS restriction is currently enforced for SMTP DANE in the email gateway.
When you change FIPS restriction, each cluster member must be rebooted.
Your login host reboots immediately. Other cluster machines must be rebooted manually.
No commit is required

Do you want to minimize FIPS restriction on SMTP DANE in the email gateway ? [N]> yes

Telling cluster that maill.example.com is going down
System rebooting. Please wait while the queue is being closed...

Closing CLI connection.
Rebooting the system...

generalconfig 2~ N&fiHT5L 77 U AR ETEET,

FEE : Zoa< Rt lcommit] 2SMHET,

JIGARER . Zoa<vw s RiE, R_XTCOV U E—F (FTARAK, ITNA—F, <) Tff
ATxE7,

NyFawr R Zoa<vy RNy FELE Y R—FLTWET, FEMICOW T, help
generalconfig 2~ REAN LT, £ T4 ~NTEBZHELTIEIN,

{5 : Internet Explorer E#if E— FDA—/\—F 41 FDETE

KIZ, [E AT — FEa A —"—F 4 FT 2812~ LET,

mail.example.com> generalconfig

Choose the operation you want to perform:

- IEOVERRIDE - Configure Internet Explorer Compatibility Mode Override

[1> ieoverride
For better web interface rendering, we recommend that you enable Internet
Explorer Compatibility Mode Override. However, if enabling this feature
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healthcheck
ELEL]

ER7GE

1

healthconfig
B7LL]

ER7AE

avy R sEH |

is against your organizational policy, you may disable this feature.
Internet Explorer Compatibility Mode Override is currently disabled.
Would you like to enable Internet Explorer Compatibility Mode Override? [N]y
Choose the operation you want to perform:
- IEOVERRIDE - Configure Internet Explorer Compatibility Mode Override
[r>

TTIAT LV ADREEZHR LET, ~NAF 2y ZJICLVBEDAT—X A0 T DBRET —
2 wR3IHBHA) DO EN, 77747 ZAORENHIB S E T,

TeE  Zoa<r R lcommit] IZMNEHD FH A,

JGAREE  Zoavr RiE, TRTOSYE—FR (WFREZ, T—F <) Tff
ATxEd,

NyF avws/ R Zoavwy FERNyFELXLEZSR—FLTHERA,

mail.example.com> healthcheck

Analyzing the system to determine current health of the system.

The analysis may take a while, depending on the size of the historical data.
System analysis is complete.

The analysis indicates that the system has experienced the following issue(s) recently:
Entered Resource conservation mode

Delay in mail processing

High CPU usage

High memory usage

Based on this analysis, we recommend you to contact Cisco Customer Support before
upgrading.

CPUEAR, V—0 Xa—DKRRKA =8l 77794 T UV AOSEIERIEFE T
A—=HDLEVMEEZRELET

MeE : oo~ KX lcommit] NHFETI,

JIALER  ZDavr R TRTOVYE—R (VIR Z, I—T, v ) T
HTEEd,

NyF avwrRN: Zoa<wy NNy ITFEXEPR—FLTWERTA,
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l

ntpconfig

B2k

mail.example.com> healthconfig

Choose the operation you want to perform:

- WORKQUEUE - View and edit workgqueue-health configuration.
- CPU - View and edit CPU-health configuration.

- SWAP - View and edit swap-health configuration.

[1> workqueue

Number of messages in the workqueue : 0

Current threshold on the workqueue size : 500

Alert when exceeds threshold : Disabled

Do you want to edit the settings? [N]> y

Please enter the threshold value for number of messages in
[500]> 550

Do you want to receive alerts if the number of messages in
threshold value? [N]> n

Choose the operation you want to perform:

- WORKQUEUE - View and edit workgqueue-health configuration.
- CPU - View and edit CPU-health configuration.

- SWAP - View and edit swap-health configuration.

[1> cpu

Overall CPU usage : 0 %

Current threshold on the overall CPU usage: 85 %

Alert when exceeds threshold : Disabled

Do you want to edit the settings? [N]> y

Please enter the threshold value for overall CPU usage (in
[85]1> 90

work queue.

work queue exceeds

percent)

Do you want to receive alerts i1f the overall CPU usage exceeds threshold value?[N]> n

Choose the operation you want to perform:

- WORKQUEUE - View and edit workgqueue-health configuration.
- CPU - View and edit CPU-health configuration.

- SWAP - View and edit swap-health configuration.

[1> swap

Number of pages swapped from memory in a minute : 0

Current threshold on the number of pages swapped from memory per minute

Alert when exceeds threshold : Disabled
Do you want to edit the settings? [N]> y

Please enter the threshold value for number of pages swapped from memory in a

minute.
[5000]> 5500

Do you want to receive alerts if number of pages swapped from memory in a

minute exceeds the threshold? [N]> n

Choose the operation you want to perform:

- WORKQUEUE - View and edit workgqueue-health configuration.
- CPU - View and edit CPU-health configuration.

- SWAP - View and edit swap-health configuration.

(1>

5000

ntpconfig 2~ R ClX, Xxv hI—7 XA L 7a ba) (NTP) AL TV AT A Y
LEJ, NTP 247127 51

0y 7 Eoara—4 LR S K912, AsyncOS &R E
IX. settime o~ F&MEHALET,
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He® : Z o<y Kt Tcommit] 2AH43ETI,

JGAREE . Zoawy RiE, TRTOYEFT—F (WFRE, T—F, <) Tff
ATxEd,

NyF avwrs R Zoavy Ry FELZSR—FLTWEEA,

mail3.example.com>

ntpconfig

Currently configured NTP servers:

1. time.ironport.com

Choose the operation you want to perform:

- NEW - Add a server.

- DELETE - Remove a server.

- SOURCEINT - Set the interface from whose IP address NTP queries should originate.
- AUTH - Configure NTP authentication.

[1> new

Please enter the fully qualified hostname or IP address of your NTP server.
[1> ntp.example.com

Currently configured NTP servers:

1. time.ironport.com

2. bitsy.mit.edi

Choose the operation you want to perform:

- NEW - Add a server.

- DELETE - Remove a server.

- SOURCEINT - Set the interface from whose IP address NTP queries should
originate.

- AUTH - Configure NTP authentication.

[1> sourceint

When initiating a connection to an NTP server, the outbound IP address
used is chosen automatically.

If you want to choose a specific outbound IP address,please select

its interface name now.

1. Auto

2. Management (172.19.0.11/24: elroy.run)

3. PrivateNet (172.19.1.11/24: elroy.run)

4. PublicNet (172.19.2.11/24: elroy.run)

[11> 1

Currently configured NTP servers:

1. time.ironport.com

2. bitsy.mit.edi

Choose the operation you want to perform:

- NEW - Add a server.

- DELETE - Remove a server.

- SOURCEINT - Set the interface from whose IP address NTP queries should originate.
- AUTH - Configure NTP authentication.

[1> auth

Would you like to enable NTP authentication? [N]>yes
Currently configured NTP servers:

1. time.ironport.com

2. bitsy.mit.edi

Authentication is on

Choose the operation you want to perform:

- NEW - Add a server.

- DELETE - Remove a server.
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portalregistrationconfig .

- SOURCEINT - Set the interface from whose IP address NTP queries should
originate.
- AUTH - Configure NTP authentication.

mail3.example.com> commit

Please enter some comments describing your changes:

[1> Added new NTP server

Do you want to save the current configuration for rollback? [Y]> n
Changes committed: Fri May 23 11:42:12 2014 GMT

portalregistrationconfig

ER7AE

1

reboot

A

anh

Cisco Spam Submission Tracking Portal |%, & A —/VEEE DA D D A/ A O#E %185
L. MiE-> THBEINTEHRA v E—VE I AITHETED, WebX—ZXDY—LTF, =
DR—=ZNVTIE, AT 2T XTOT T T4 7 o AP @EEERID 25552 L NMETT,

ek ID #iRET 5121, CLI T portalregistrationconfig a2~ R&fEALET, 7
TIAT VAN TALZ DTG E, T LT XTOT 7T A7 o ALl O ik
ID Z#RET DMLENRDH Y ET,

RS NVDOFANIONTIE, 2—H— A RELBA U TA v ~AT DT U FARLDEY
ZRLTLIZEN,

M@ : Zoa<y Kt Tcommit] 2SH3ETI,

JGAREE . Zavr RiE, TRTOY U ET—F (WFRE, T—F, <) Tff
ATxEd,

NyF avwrs R Zoavy Ry FELZSR—FLTWEEA,

mail3.example.com> portalregistrationconfig

Choose the operation you want to perform:

- REGISTRATION ID - Set up the Registration ID.
[1> registration_id

Enter the new value of the Registration ID.
[1> registrationidexamplel234

TFIAT A BESHLET,
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ERAGE
eE : ZDa~y K2 Tcommit) ZLEH D EFH A,
JIAZEH  ZDav s RiIvvy = FCORENTEET,
NYF AR F: Zoavy RNy FERXE R — KL TWERA,

1

mail3.example.com> reboot

Enter the number of seconds to wait before abruptly closing connections.
[30]>

Waiting for listeners to exit...

Receiving suspended.

Waiting for outgoing deliveries to finish...

Mail delivery suspended.

repengstatus

&t BA
LEaT—vay myPron—ya UEREZERLET,
FERAKGE
E : ZDa<y K2 Tcommit] 1Z0FEH D EH A,
JSARER . Zpav Ly NEIvir B— RTOMEHATEET,
NyFaAI R Zoavr PNy FELEIR—FLTHWEEA,

1

mail.example.com> repengstatus

Component Last Update Version
Reputation Engine 28 Jan 2014 23:47 (GMT +00:00) 1
Reputation Engine Tools 28 Jan 2014 23:47 (GMT +00:00) 1
resume
Y2
& AA
ZEEREEZHRALET,

FERAE
MEE : Z0a<y RIZ lcommit] 1IMEH D XA,
IS AREE . T Da<vy Riivyy B— R TCOMEHATEE9,
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1

resumedel

Bk

ER7E

1

resumelistener

B2k

ER7AE

NYyF AT R Zoa<wr RNy FEXREZSR—FLTWEEA,

mail3.example.com> resume

Receiving resumed for Listener 1.

Mail delivery resumed.

Mail delivery for individually suspended domains must be resumed individually.

BefE z AR L £ 9

M : Zoa<r R lcommit] (THEH Y FH A,
JIRAFER . ZDa<vy NiEvyry T R TOMEATEET,
NYF AT E: Zoavry RNy TFEXER— L TWERA,

mail.example.com> resumedel

Currently suspended domains:

1. domainl.com

2. domain2.com

3. domain3.com

Enter one or more domains [comma-separated] to which you want to resume delivery.
[ALL]> domainl.com, domain2.com

Mail delivery resumed.

YAF—ToOZEZHRALET,

WEE : Zoa<y K2 Tcommit] ITMEH Y FH A,
S AREHE . Zpavw Ly RIviry BF— R TORMEATEET,
NYyFaAIVEF: Zoa<xwy Ry TFELESR—FLTHERA,
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ER7AE

l

mail3.example.com> resumelistener

Choose the listener(s) you wish to resume.

Separate multiple entries with commas.
1. All

2. InboundMail

3. OutboundMail

[11> 1

Receiving resumed.

mail3.example.com>

DoV ) —RcE LET,

M 2o~ R lcommit] (THEHY FH A,

avv R sEH |

JGAREE . Zoavy RiE, TRTOSY U ET— R (WFREZ, T—F =) Tff

MTEET,

NYyFaAIV R Zoavwy RNy FEXLEZSR—FLTHERA,

mail.example.com> revert

This command will revert the appliance to a previous version of AsyncOS.
WARNING: Reverting the appliance is extremely destructive.

The following data will be destroyed in the process:

- all configuration settings (including listeners)

- all log files

- all databases (including messages in Virus Outbreak and Policy quarantines)

- all reporting data (including saved scheduled reports)

- all message tracking data

- all IronPort Spam Quarantine message and end-user safelist/blocklist data

Only the network settings will be preserved.
Before running this command, be sure you have:

- saved the configuration file of this appliance
- exported the IronPort Spam Quarantine safelist/blocklist database

to another machine (if applicable)
- waited for the mail queue to empty

Reverting the device causes an immediate reboot to take place.
After rebooting, the appliance reinitializes itself and reboots

again to the desired version.
Available versions

1. 9.1.0-019
Please select an AsyncOS version [1]:
Do you want to continue? [N]>

(with passphrases unmasked)
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samlconfig
« B (133 =)
fEME (133 X—2)
« Bl H LW SAML 70 7 7 A VORRE (133 ~—)
« il : SAML 7’1 7 7 A L DZEH (136 X—)
B L)

P—ERA TS ETBIOTAT T AT 4 T, ZORTEEETSAML 707 7 4 V%
gﬁﬁbi‘a‘o

ERAE
a3y bk:Zoa<wr FiE lcommit] NHLETT,

PDSRARAER . Z0a<v FNiE, I _XTO~YrE2—K (UTARE, IN—TF, <) TF
HTxF9,
NYyF AR Zoa<wy RNy TFEREZTR—F L TWERA,

Bl : 8T LWVSAML 7 7 7 A JLDERTE

WROFTIE, samlconfiga~> REFEH LT, =R Ta M XBIVTAT T 4747
BN OREEEFLH LWSAML 72 7 7 A VEER LET, h—ERX Ta M XHOH
IR E L B — 2 ANTLOIMERSH D ET, TAT T 47 4 T an A XOREE TH)
TRETDID, BMEDTAT VT AT A TR, TDART =R ViR— 5 LNTE
£

mail.example.com > samlconfig

Choose the operation you want to perform:

- UILOGIN - Create a new SAML Profile for UI Login.
[1> uilogin

No SAML profiles are configured on the system.
Choose the operation you want to perform:

- NEW - Create a new SAML profile.

[1> new

Please enter the Service Provider Settings:

Enter the SP profile Name:

[]> sP1

Enter the SP Entity Id:

[1> ENTSP

Name ID Format: urn:oasis:names:tc:SAML:1.l:nameid-format:emailAddress
Assertion Consumer URL: http://mail.example.com
Please paste the SP Certificate

Paste the content now.
Press CTRL-D on a blank line when done.

MIIDMTCCAhmgAwWIBAgIJAPSTH660U00kKkMAOGCSgGSIb3DOQEBBQUAMC8xXLTArBNV
BAMMJHZtMJjF1c2EwMTMzLmNzMjEuZGV2aXQuY21zY29sYWJIzLmNvbTAeFwOxOTAL
MDkxMzA3NDRaFw0yOTALIMDYxMzA3NDRaMC8xLTArBgNVBAMMJIHZ tMjF1c2EwMTMz
LmNzMjEuZGV2aXQuyY21zY29sYWJIzLmNvbTCCASIwDQYJKoZ IhveNAQEBBOADgGEP
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ADCCAQoCggEBAMI /iDEKYMKOXXU+XWQr+KrDxdNxg3tCkgLmZwFH4T]zxYLIwKsX fOfYWXKjDyhfNsWxohNemDne+RZc
DZ7bS/NG2WkjO0wiZBUCj42+0emtDDa0k2Imi/LquznQomNfsid20Z2iAh89gfEgRU
z0gadeWGTGtOB2bD1U4pwalx+4gKI25ZjpFtk6ak4p8NDZGNDZE3r4IvsPI9mlSSe
0IA+RwGBbgQxnFuuh9s8Nux1DzNj38Pb6gedjujwIHh3TTYETJ3rS5jBWnlJdsmt
2poT7pB8=

Please paste the SP Certificate Key

Paste the content now.
Press CTRL-D on a blank line when done.

MIIEowIBAAKCAQEAzX+IMSRgwo5ddT5dZCv4gsPF03Gre0KSouZznAUThOPPFgjA
gxcFm3yaUaKKUSf/yKUEeU00207£32gLt11JXY41ij0sigb20+yAYJ+1L30QXCcAZRZ
hM8FZeLoxokwk+UiQDSVmMOUtWpeNRxIzZ6wCws1ljWgbP8wOor/HXUVYrmoKH/Yn2
£f2£fg25GlexkOo0KrgREQEC6LOs7V6yi00QXcKEf3IMOQVBVg2BELOIM1YIgXuNtOhw
P1IMfici6zaTl3KjnsOhmlOuEsWJ1QUnQzJwzd1l87v4Ae5IJPSh+dPGDPWjdmlzHBm
XibjRQO5CErsOsEN9IACMhONIBNnUKS5cggcuQSwIDAQABAOIBAGKPXK9rK9UMOBET
FKg8GtwjTyalPLi95n5GUWIEMo+NgEfNFc8uE76b442TNNudbBxirlUe279pU9jwh
GuDXfMTKADwPkx85ECg7113A9JDBiCRTRVkzBk163wtx5FYY1ZRBziNnr9JbHS2y
znk4Zgj2PM+B7VsPCAU6TZ0V8yEA075PtmZ fmwqg/Z1zMmIhDiFJgXZuxH7vYCP+y
3ZeBPp09YOu4Rz8xIMpUPG8z+b9ekoLd8KI0YQqdTZPqaG3MD8SEeKLSYLbyOklB
MGZWrVWRREfeNjEPsjixxjiLsdD8RFL+18SAzI5Zfmr1GM11McUcQ4zz8Wds5I2Z1
FhqW7vECgYEA+76Af/U7joUApx]zrm7MELHO/w+OKrPJJAC13V5PZtGgmITkrf33
7+kv3zlnyOBEf5myErF1CtFYqJ30A/taolK1PdE4EFpIJevxATPF2hHOEe51YCx5v
T8G/dSOFSDm+30aXr3WQZENPBOWBx1tb+0EaHGe553HtQQGAFtel112UCgYEAOPT]
AtE2t5IwV2xehBU7X1DkUSFITz6nH1kB/4jehQWbT3pulBctBEfGeEfPMxreNmolt
kcNQ3pw6vo4ZeHrxG6A3KYWgPVN1hX0Yo721evbUGWNAQrSb9eCEZy19100XW16F
ES5X2WQ/ENz8YDa/XgOJ6IIviW+++dSBfhEAzRRe8CgYAktfodLtDZjrGyrGPUuxmec
0X03Gsybk44wsoWNi5Q+pTErLwNOECWY00OES50UqmPXDL24FiBqg/G5WYHUWL5Be /
Xggohjv4YgF5StHY+71Rxr1lhnWdab7zBv7pAxcZIéwrXfn8e0iGtjFaomyNanrYC
JNM+8y1b//QeN67LIfe4NQKBgBcURC4b2RUXGhGt sEqaJbIm8LBAIgVN4Bsj 7WQR
bTH3yolekjPc02YipziIWodf4k28+9LrZVUQoBRHkVYTB2nrqev2DTU1Znn0gFj9
F4d7FzWvTkKPu+HN6BGVHp6TM/0tVTkyiMCRUzZRezYNFdmX6jU5m411zvOULDgA9
yicVAOGBAJHY4jbd9mi+u87ss6yT4ETHmzauxdl4ohEQmNhMOYgBeaNC1LRrzQoM
JhK1xSx55X21R+2I11zg6DVJI3GFpc+Kfwp86676J08tWfad+3mnHtRgSSFEaV/ 71k
YfO9kYdhDAVLU4BFmMBQSFi8Brx6Bmi2MpjTP1CsTStAKANB2KZuvV

"DEnter the SP Certificate Passpharse:
[1>

Do you want to Sign Requests:

[01>

Do you want to Sign Assertion Requests:
[01>

Enter the Technical Contact Id:

[1> mail@example.com

Enter the Organization URL:

[1> http://www.example.com

Enter the Organization Name:

[1> Example

Enter the Organization Display Name:

[1> Example

Please enter the Identity Provider Settings:
Enter the IDP Profile Name:

[1> IDP1

Choose the operation you want to perform:
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- PASTE - Paste the IDP Metadata XML.
- ENTER - Enter the IDP Metadata
[1> paste
Please paste the IDP Metadata XML
Paste the content now.
Press CTRL-D on a blank line when done.
<?xml version="1.0"?2>
<md:EntityDescriptor xmlns:md="urn:oasis:names:tc:SAML:2.0:metadata"
xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#"
entityID="https://WIN-BLOP4116VDB/dag/saml2/idp/metadata.php">
<md:IDPSSODescriptor protocolSupportEnumeration="urn:oasis:names:tc:SAML:2.0:protocol">

<md:KeyDescriptor use="signing">
<ds:KeyInfo xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#">

<ds:X509Data>

<ds:X509Certificate>MIIDYTCCAkmgAwWIBAgIBAANBgkghkiGI9wOBAQsFADBLMQ

swCQYDVQQOGEWJIVUzELMAKGA1IUECAWCTUkxXEjAQBgNVBACMCUFubiBBcmJvcjELMBKG

AlUECgwSRHVVIFN1Y3VyaXR5LCBJIbmMuMB4XDTESMDQyOTEWMTQOxMEFoXDTISMDQYNIE

wMTQxMFowSzELMAKGALUEBhMCVVMxCzAJBgNVBAgMAk1 JMRIWEAYDVQQOHDA1Bbm4gOXJi
b3IxGzAZBgNVBAOMEkKR1IbYBTZWN1cml0eSwgSW5jLjCCASIWDQYJKoZIThveNAQER
BQADggEPADCCAQOoCggEBAMQO/17hUuSP/7m7gGlisjWGERQuUSzWw5A0rTVVmEylyaHHOFPMiN

9FWMkZHLVAdAWOFJrA0coF3I6d0Omc3YkuLWoI /DMaGecbNDaZ 6+1YdB+pDBl6dXpl iNHASFiyhn89=</ds:X509Certificate>

</ds:X509Data>
</ds:KeyInfo>
</md:KeyDescriptor>
<md:KeyDescriptor use="encryption">
<ds:KeyInfo xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#">
<ds:X509Data>
<ds:X509Certificate>MIIDYTCCAkmgAwWIBAgGIBADANBgkghkiGOwOBAQsFADBLMQswCQYDVQ
QOGEwJVUzELMAkKGA1UECAWCTUkxXE]jAQBgNVBACMCUFubiBBcmJvcjEPMBKGALIUECgwSRHVVIFNLY
3VyaXR5LCBIbmMuMB4XDTESMDQYOTEWMTQOXxMFoXDTISMDQYyNJEWMTQOxMFowSzELMAKGA1UEBhMCV
VMxCzAJBgNVBAgMAk1IJMRIWEAYDVQQOHDA1Bbm4gOXJib3IxGzAZBgNVBAOMEkKRIbYBTZWNL1cmlOe
SwgSW53LjCCASIwDQYJKoZ IhveNAQEBBQADggEPADCCAQOCggEBAMQO/17hUuSP/7Tm7gGlisjWGER
QuSzWw5A0rTVVmEylyaHHOFPMiN9FWMkZHLVAAWOFJrAooF3I6d0mc3YkuLWol/DMaGecbNDaz6+1Yd

B+pDB16dXpliNHASFiyhn89+ee06ThysyxrND8hYwZfQE3aIB/leEmyualhO8YDA811iD+XtMijSYhO=</ds:X509Certificate>
</ds:X509Data>
</ds:KeyInfo>

</md:KeyDescriptor>

<md:SingleLogoutService Binding="urn:oasis:names:tc:SAML:2.0:bindings:HTTP-Redirect"
Location="https://WIN-BLOP4116VDB/dag/saml2/idp/SingleLogoutService.php"/>

<md:SinglelLogoutService Binding="urn:oasis:names:tc:SAML:2.0:bindings:HTTP-POST"
Location="https://WIN-BLOP4116VDB/dag/saml2/idp/SingleLogoutService.php"/>

<md:NameIDFormat>urn:oasis:names:tc:SAML:1.1:nameid-format:unspecified</md:NameIDFormat>

<md:NameIDFormat>urn:oasis:names:tc:SAML:1.1:nameid-format:emailAddress</md:NameIDFormat>
<md:NameIDFormat>urn:oasis:names:tc:SAML:2.0:nameid-format:persistent</md:NameIDFormat>

<md:NameIDFormat>urn:oasis:names:tc:SAML:2.0:nameid-format:transient</md:NameIDFormat>

<md:NameIDFormat>urn:oasis:names:tc:SAML: 1.1 :nameid-format :WindowsDomainQualifiedName</md:NameIDFormat>
<md:NameIDFormat>urn:oasis:names:tc:SAML:2.0:nameid-format:kerberos</md:NameIDFormat>

<md:SingleSignOnService Binding="urn:oasis:names:tc:SAML:2.0:bindings:HTTP-Redirect"
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Location="https://WIN-BLOP4116VDB/dag/saml2/idp/SSOService.php"/>
<md:SingleSignOnService Binding="urn:oasis:names:tc:SAML:2.0:bindings:HTTP-POST"
Location="https://WIN-BLOP4116VDB/dag/saml2/idp/SSOService.php"/>
<md:SingleSignOnService Binding="urn:oasis:names:tc:SAML:2.0:bindings:SOAP"
Location="https://WIN-BLOP4116VDB/dag/saml2/idp/SSOService.php"/>
</md:IDPSSODescriptor>
</md:EntityDescriptor>

Bl :SAML 70274 IILDZEE

settime

B

ER7E

WOHITIX, samlconfig 2~ REFEH LT, BEFEOSAML 70 7 7 A L DY —E X Fra o
BEIZZTAT T AT 4 TR, XORELLETTEET,
mail.example.com > samlconfig

Choose the operation you want to perform:
- UILOGIN - Create a new SAML Profile for UI Login.

[1> uilogin

Currently configured SAML User profiles:

Type Name Entity ID URL
SP Settings SP1 ENTSP http://mail.example.com
IDP Settings IDP1 https://WIN-BLOP4116 https://WIN-

BLOP4116VDB/dag/saml2/idp/Si

Choose the operation you want to perform:
- EDIT - Modify a SAML profile.

- DELETE - Delete a SAML profile.

[1> edit

Choose the operation you want to perform:
- SP - Edit Service Provider Settings.

- IDP - Edit Identity Provider Settings.
[1>

settime =~ FTIX, NTP H—"—%FHL CWARWGAIZHEL 2 FTEICHRECTEET,
DAy REFEITTHENTPZEL L TFHTUAT A 7y 7 BRETDNE D
nHNET, KEZIZ MM/DDIYYYY HH:MM:SS O TAS LET,

WEE : Zoa<y NI Tcommit] ITMEH Y FH A,
JIARER  ZDavwr NiIvyr E— R TORFEHTEET,
NYyFaAvo R Zoa<wry NIy FEXREZ TR —F L THERA,
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settz

B

ER7E

l

mail3.example.com> settime

WARNING: Changes to system time will take place immediately
and do not require the user to run the commit command.

Current time 09/23/2001 21:03:53.
This machine is currently running NTP.

In order to manually set the time, NTP must be disabled.
Do you want to stop NTP and manually set the time?
Please enter the time in MM/DD/YYYY HH:MM:SS format.

[1> 09/23/2001 21:03:53
Time set to 09/23/2001 21:03:53.

O—HN BN ERELET,

e . Zoa~r R lcommit] BNNETY,

PIIGRRER . Zpavwy N, X TOYrET—F (49 R%2, IA—F <L) T

MTEET,

NyFawrR: Zoa<wy RNy ITFEXEZYR—FLTWHWEREA,

mail3.example.com> settz

Current time zone: Etc/GMT

Current time zone version: 2010.02.0
Choose the operation you want to perform:
- SETUP - Set the local time zone.
[1> setup

Please choose your continent:

1. Africa

2. America

[ ... ]

11. GMT Offset

[2]> 2

Please choose your country:

1. Anguilla

... ]

45. United States

46. Uruguay

47. Venezuela

48. Virgin Islands (British)

49. Virgin Islands (U.S.)

[45]> 45

Please choose your timezone:

1. Alaska Time (Anchorage)

2. Alaska Time - Alaska panhandle (Juneau)
[ ... ]

21. Pacific Time (Los Angeles)
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B

ER7E
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smaconfig

tBA

anh

ER7AE
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[211> 21

Current time zone: America/Los_Angeles
Choose the operation you want to perform:
- SETUP - Set the local time zone.

[1>

VAT AEVYy NEU VL TCEREZYY £,

FEE : ZDa< v R Tcommit] ITMEH Y FH A,
JIAAER  Zoav s RiE~vyr T— R TCOARFEHTE £,
NyFaAvo R Zoa<wr NIy FEXREZPR—F L THERA,

mail.example.com> shutdown

Enter the number of seconds to wait before forcibly closing connections.
[30]>

System shutting down. Please wait while the queue is being closed...
Closing CLI connection.

The system will power off automatically.

Connection to mail.example.com closed.

A (138 ~X—)
fERJTIE (138 X—2)

o 5] (139 ~X—3)

smaconfig 2~ REHHT 2D L. SMAERI/NT A —X LX—0BIN, HIFR., FIERRE2LT
I EMWMTEET,

FEE : Zoa< 2 RiL lcommit) NHLFLTI,

DISRRAEE: ZDavw NI, T RTCOY U EF— K (UTRE, T)A—TF, =) T
HATx%9,

NYF ATV R Zoa<vy Ry FERSEZYVFR—FLTWET,
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sshconfig

B7LL]

ERAE

1

WOBIT, smacontig AV REMEMATH L, av T oYX VT4 FHT 774 T A
(SMA) 127 7' T4 7 o A Bk AF—2 MM L TBEML, SMA B0 (h2 b &
2P —%—) ERAECEET.

mail.example.com> smaconfig

Choose the operation you want to perform:

- ADD - Add a new SMA Connection Parameter and Key.
[1> add

Enter the hostname of the system that you want to add.
[1> m380903.1ibga

Enter the user key of the host m380g03.ibga.
Press enter on a blank line to finish.

SSH2:dsa
10.76.71.107 ssh-dss

SMA host key was added successfully.

Choose the operation you want to perform:

- ADD - Add a new SMA Connection Parameter and Key.

- DELETE - Remove an existing SMA Connection Parameter and Key.
- PRINT - Display all SMA Parameters and Keys.

[1> print
Hostname: m380q03 1bqa Keys: SSH2’dsa10 76 71 107 ssh dss

Choose the operation you want to perform:

- ADD - Add a new SMA Connection Parameter and Key.

- DELETE - Remove an existing SMA Connection Parameter and Key.
- PRINT - Display all SMA Parameters and Keys.

(>

SSH r—R_R—B L a—F— F—REERE LTI,

MeE : oo~ KX lcommit] NHFTI,
JIARER  ZDa~v L NI TAX T— R TORFHTEE T,
NyF awr K Zoa<vwy RNy FERXETR—FLTHEEA,

o ] : SSH Y — —HEOME (140 =2—3)
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avy R sEH |
B 5 sshy—n—mroms

Ml EHET T FOFHLWARF—DA A F—L (141 X—2)
B K ZeT ay 7 VA NELEFFHF T A RELTOIPT RLADOLH (1423—2)

5l - SSH H—/N\—IERDIRE
WORFNE, SSH H— "—Fpk 2 fitE 3 5 FIEOB Z R L TWET,

mail.example.com> sshconfig
Choose the operation you want to perform:
- SSHD - Edit SSH server settings.
- USERKEY - Edit SSH User Key settings
[1> sshd
ssh server config settings:
Public Key Authentication Algorithms:
rsal
ssh-dss
ssh-rsa
Cipher Algorithms:
aesl28-ctr
aesl92-ctr
aes256-ctr
arcfour256
arcfourl28
aesl28-cbc
3des-cbc
blowfish-cbc
castl28-cbc
aesl92-cbc
aes256-cbc
arcfour
rijndael-cbc@lysator.liu.se
MAC Methods:
hmac-md5
hmac-shal
umac-64@openssh.com
hmac-ripemdl60
hmac-ripemdl60@openssh.com
hmac-shal-96
hmac-md5-96
Minimum Server Key Size:
1024
KEX Algorithms:
diffie-hellman-group-exchange-sha256
diffie-hellman-group-exchange-shal
diffie-hellman-groupl4-shal
diffie-hellman-groupl-shal
Choose the operation you want to perform:
- SETUP - Setup SSH server configuration settings
[1> setup
Enter the Public Key Authentication Algorithms do you want to use
[rsal, ssh-dss, ssh-rsa]>
Enter the Cipher Algorithms do you want to use
[aes128-ctr, aes1P-ctr, aes256-ctr, arcfour256, arcfourl 28, aes128-doc, 3des—doc, blowfish-doc, cast128-doc, aes192-doc, aes256-doc, arcfour,
rijndael-cbc@lysator.liu.se]>
Enter the MAC Methods do you want to use
[hmac-md5, hmac—-shal, umac-64Qopenssh. com, hmac—ripemdl 60, hmac-ripemdl 60@openssh. com, hmac-shal-96, hmac-md5-961>
Enter the Minimum Server Key Size do you want to use
[1024]>
Enter the KEX Algorithms do you want to use
[diffie-hel Imen—grogp-exchange-sha?56, di ffie-hel lImen—group-exchange—shal, di ffie-hel Imengroupl 4—shal , di ffie-hel Imenrgroupl -shal >

ssh server config settings:
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Public Key Authentication Algorithms:
rsal
ssh-dss
ssh-rsa
Cipher Algorithms:
aesl28-ctr
aesl92-ctr
aes256-ctr
arcfour256
arcfourl2s8
aesl28-cbc
3des-cbc
blowfish-cbc
castl28-cbc
aesl92-cbc
aes256-cbc
arcfour
rijndael-cbc@lysator.liu.se
MAC Methods:
hmac-md5
hmac-shal
umac-64@openssh.com
hmac-ripemdl160
hmac-ripemdl60@openssh.com
hmac-shal-96
hmac-md5-96
Minimum Server Key Size:
1024
KEX Algorithms:
diffie-hellman-group-exchange-sha256
diffie-hellman-group-exchange-shal
diffie-hellman-groupl4-shal
diffie-hellman-groupl-shal
Choose the operation you want to perform:
- SETUP - Setup SSH server configuration settings
[r>
Choose the operation you want to perform:
- SSHD - Edit SSH server settings.
- USERKEY - Edit SSH User Key settings
[r>

Bl EBETHO FOHLWAKHF—DA VR F—IL
WOBITIE, BEET DT bOFHRARF—%A A =L LET,

mail.example.com> sshconfig

Choose the operation you want to perform:

- SSHD - Edit SSH server settings.

- USERKEY - Edit SSH User Key settings

[1> userkey

Currently installed keys for admin:

Choose the operation you want to perform:

- NEW - Add a new key.

- USER - Switch to a different user to edit.

[1> new

Please enter the public SSH key for authorization.
Press enter on a blank line to finish.

[-paste public key for user authentication here-]
Choose the operation you want to perform:

- SSHD - Edit SSH server settings.

- USERKEY - Edit SSH User Key settings

[r>
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B 5 x8muo09 0 UR FEREHAUR FELTOIPT FLRADSE

1 :

KEMEZ IOV I YR MERFHFAVRMELTDIP 7 FLADSEE

)

TTIAT U AETY ipblockd Y= EANFEIH INTH, KENRT oy 7 A NEEZR
FRA)RARNE L TRHEEINZIP T RLRIIRFFENE T,

GE)

AsyncOS 11.02 LA ETOIH, 1P 7 R A& K7 vy 7 U X MEIIEFFATY 2 & LTHE
T&EET,

WIZ, KU A RE LTIP Y FLAEZSET A612 7 LET,

mail.example.com> sshconfig

Choose the operation you want to perform:

- SSHD - Edit SSH server settings.

- USERKEY - Edit SSH User Key settings

- ACCESS CONTROL - Edit SSH allowed list/blocked list
[1> access control

Choose the operation you want to perform:

- ALLOWED LIST - Manage the persistent allowed list
- BLOCKED LIST - Manage the persistent blocked list
[1> allowed list

Choose the operation you want to perform:
- ADD - Add address (es)

- REMOVE - Remove address (es)

- PRINT - Print addresses

[1> add

Enter an IP address or a comma-separated list of addresses.
Addresses already in the Allowed list will be ignored.
[1> 10.8.85.77

The addresses were successfully added to the Allowed list
WIZ, K7 my 7 VA RE LTIP T RLRAZGHT 02 LET,

mail.example.com> sshconfig

Choose the operation you want to perform:

- SSHD - Edit SSH server settings.

- USERKEY - Edit SSH User Key settings

- ACCESS CONTROL - Edit SSH allowed list/blocked list
[1> access control

Choose the operation you want to perform:

- ALLOWED LIST - Manage the persistent allowed list
- BLOCKED LIST - Manage the persistent blocked list
[1> blocked list

Choose the operation you want to perform:
- ADD - Add address (es)

- REMOVE - Remove address (es)

- PRINT - Print addresses

[1> add

Enter an IP address or a comma-separated list of addresses.
Addresses already in the Allowed list will be ignored.
[1> 10.8.85.77

The addresses were successfully added to the blocked list
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status

B2LL]

VAT AT —H A TR LET,

ERRGE
WeE . Zoa~<y K2 Tcommit) [IXLEH Y /A,
JIABER  ZDavy RiEvyy F— FCOLEMTEET,
NyFAIUKR: Zoavr IRy FELEF AR — L TWEREA,

1

mail3.example.com> status

Status as of: Thu Oct 21 14:33:27 2004 PDT
Up since: Wed Oct 20 15:47:58 2004 PDT (22h 45m 29s)
Last counter reset: Never
System status: Online
Oldest Message: 4 weeks 46 mins 53 secs
Feature - McAfee: 161 days
[....]
Feature - Outbreak Filters: 161 days
Counters: Reset Uptime Lifetime
Receiving
Messages Received 62,049,822 290,920 62,049,822
Recipients Received 62,049,823 290,920 62,049,823
Rejection
Rejected Recipients 3,949,663 11,921 3,949,663
Dropped Messages 11,606,037 219 11,606,037
Queue
Soft Bounced Events 2,334,552 13,598 2,334,552
Completion
Completed Recipients 50,441,741 332,625 50,441,741
Current IDs
Message ID (MID) 99524480
Injection Conn. ID (ICID) 51180368
Delivery Conn. ID (DCID) 17550674
Gauges: Current
Connections
Current Inbound Conn. 0
Current Outbound Conn. 14
Queue
Active Recipients 1
Messages In Work Queue 0
Kilobytes Used 92
Kilobytes Free 8,388,516
Quarantine
Messages In Quarantine
Policy, Virus and Outbreak 0
Kilobytes In Quarantine
Policy, Virus and Outbreak 0
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supportrequest

B2LL]

ER7E

l

avv R sEH |

VAADHAZ—Y R —MNIAvE—VEXELET, Zoa~vr REFEHTLICE. 77
TATUVANAL v Z—Fy MIBFA—NEEFETELIMNERHLYET, RTZT7AVF 7y bR
HEIMICER S ET, o, VR —FNERZBEFO N T 70Ty MCEEMITAZEH T
xFET,

TTIGAT AN AT 7 =0 Y AR— MIE#ET 7' A9 5I121%, Cisco.com = —H—
IDNZDT T TAT  ADY—EREKNIEE T STV DHMEDRH Y £§, Cisco.com 7
27 7 A VCBUEREMT 5TV D —E A DO —FE 2 BT 5121F, Cisco.com Profile
Manager (https://sso.cisco.com/autho/forms/CDClogin.html) (27 7 A L T<L 72 &\, Cisco.com
DA—HF—1ID BRNGEEIT, BELTID ZHRGLTSESW, A T4 ~VTOT I Y
¥ MOBEIET HERN, BEVOY IV —RADa—F—H A RESRLTIEIN,

FEE : ZOa<y K lcommit] 1ZMEH D FH A,

JIARER  Zpavw s NIvv s BT— R TCOMEFTEET, B, Zhavwr Ridno
TAYEHRAN (—HF—Bur (o Liviy) TCORMEATEET, Z0a~vy REFEHRT
HIWE, a—HI T AN VAT AT IV EATELALERH Y 17,

NYyFaAvo R Zoa<wy NIy FEXREZTR—F L TOHERA,

RIC, BEFOYR— b F7 v MIBE#E LRI R — FEROF 2R L ET,

mail.example.com> supportrequest

Please Note:

If you have an urgent issue, please call one of our worldwide Support Centers
(www.cisco.com/support). Use this command to open a technical support request
for issues that are not urgent, such as:

- Request for information.

- Problem for which you have a work-around, but would like an alternative
solution.

Do you want to send the support request to supportrequest@mail.ga?

[Y]>

Do you want to send the support request to additional recipient(s)?

[N]>

Is this support request associated with an existing support ticket?

[N]>

Please select a technology related to this support request:

1. Security - Email and Web

2. Security - Management

[1]1> 1

Please select a subtechnology related to this support request:

1. Cisco Email Security Appliance (C1lx0,C3x0, C6x0, X10x0) - Misclassified
Messages

2. Cisco Email Security Appliance (Clx0,C3x0, C6x0, X10x0) - SBRS

3. Cisco Email Security Appliance (Clx0,C3x0, C6x0, X10x0) - Other

4. Emall Security Appliance - Virtual

[11>
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supportrequeststatus .

Please select the problem category:

1. Upgrade

2. Operate

3. Configure

4. Install
[11>

Please select a problem sub-category:

1. Error Messages, Logs, Debugs

2. Software Failure

3. Interoperability

4. Configuration Assistance

5. Install, Uninstall or Upgrade

6. Hardware Failure

7. Licensing

8. Data Corruption

9. Software Selection/Download Assistance

10. Passphrase Recovery

[11>

Please enter a subject line for this support request:

[1> <Subject line for support request>

Please enter a description of your issue, providing as much detail as possible

to aid in diagnosis:

[1> <Description of issue>

It is important to associate all your service contracts with your Cisco.com profile (CCO
ID) in order for you to receive complete

access to support and services from Cisco. Please follow the URLs below to associate

your contract coverage on your Cisco.com profile.

If you do not have a CCO ID, please follow

the URL below to create a CCO ID.

How to create a CCO ID:

https://tools.cisco.com/RPF/register/register.do

How to associate your CCO ID with contract:

https://tools.cisco.com/RPFA/profile/profile management.do

Frequently Asked Question:

http://www.cisco.com/web/ordering/cs_info/fags/index.html

Select the CCOID

1. New CCOID

[11>

Please enter the CCOID of the contact person :

[1> your name

The CCO ID may contain alphabets, numbers and '@', '.', '-' and ' ' symbols.

Please enter the CCOID of the contact person :

[1> me@example.com

Please enter the name of the contact person :

[1> yourname

Please enter your email address:

[1> me@example.com

Please enter the contract ID:

[1> 1234

Please enter any additional contact information (e.g. phone number) :

1>

Please wait while configuration information is generated...

Do you want to print the support request to the screen?

[N]>

supportrequeststatus

BILL]

CiscoTAC DY R — FZERTAH7ZHD, iR — FERF—TU — R RX—=D g UIFREFERLE
j—o
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avy R sEH |
B &mrz

ERAE
W oo~ K lcommit] (THEHY FH A,

JIGAREE . Zavy RiE, TRTOYY U E—F (WFREZ, T—F <) Tff
ATxEd,

NYF AR Zoa~vy RNy FEXLEZVPR—FLTWERTA,
151

mail.example.com> supportrequeststatus

Component Version Last Updated
Support Request 1.0 Never updated
supportrequestupdate

Bk

Cisco TAC DY AR — b ZFRT H720 D, VR — FERF—T— ROFHET v 77— FZZKR
L%,

ERAZE
M - oo~ K lcommit] (THEH Y FH A,

JIGARER  Zpavry NI, TRTOY U E—R (IR Z, TA—F, <=2 v) TF
HAc&EEd,

NYF AR KR Zoa~vy RNy FEXREZPR—FLTWETA,
151

mail.example.com> supportrequestupdate
Requesting update of Support Request Keywords.

suspend

& BA
A5 ERE A P L ET,
ERAE
E : Zoa~<y R Tlcommit] ZMEDHD FHA,
JITALEH . ZDavy Rigvy B— RTOAFRTEET,
NYyF ARV E : Zoavy RNy FEREZFR—FLTHEEA,
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mail3.example.com> suspend

Enter the number of seconds to wait before abruptly closing connections.
[30]> 45

Waiting for listeners to exit...

Receiving suspended for Listener 1.

Waiting for outgoing deliveries to finish...

Mail delivery suspended.

mail3.example.com>

suspenddel

& A
AR % b L

ERAE
fleE : ZDa~ RIZ lcommit) (ZXNEH D A,
JIARER o<y Rlii~vyy T— R TOREHTE 9,
NyFAIVER: Zoavr RERNyFELEFAR—FLTWEREA,

1

mail.example.com> suspenddel

Enter the number of seconds to wait before abruptly closing connections.

[30]>

Enter one or more domains [comma-separated] to which you want to suspend delivery.
[ALL]> domainl.com, domainZ2.com, domain3.com

Waiting for outgoing deliveries to finish...

Mail delivery suspended.

suspendlistener

B
ZlEETE LI,

ERAE

Fe® : Zoa<y K lcommit] 1ZMEH D FHA,
JIALER . ZDavy Rii~viry T— R TOMEFATEE7,
NYyFaAvo R Zoavry NIy FELEZTR—F L TOERA,
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tcpservices

B L))

ER7E

1

avv R sEH |

mail3.example.com> suspendlistener

Choose the listener(s)

Separate multiple
1. All

2. InboundMail

3. OutboundMail
11> 1

Enter the number
[30]>

Waiting for liste

you wish to suspend.
entries with commas.

of seconds to wait before abruptly closing connections.

ners to exit...

Receiving suspended.
mail3.example.com>

It AL

TeE: Zoavwy
7T AREH

NYF ATk

mail.cisco.com> t

System Processes
ftpd.main -
ginetd -
interface -
ipfw -
slapd -
sntpd -
sshd -
syslogd -
winbindd -

Feature Processes
euq webui -

BN TCWBE 7 7 A VBT B EHREERRLET,

RiZ Tcommit] IXM4EEH Y £H A,
Da<wy REI~vyy T— R TOMEATE £,
Zoavwy REFNyFEXEZR—FLTWHERA,

cpservices

(Note: All processes may not always be present)
The FTP daemon

The INET daemon

The interface controller for inter-process communication
The IP firewall

The Standalone LDAP daemon

The SNTP daemon

The SSH daemon

The system logging daemon

The Samba Name Service Switch daemon

GUI for ISQ

gui - GUI process
hermes - MGA mail server
postgres - Process for storing and querying quarantine data
splunkd - Processes for storing and querying Email Tracking data
COMMAND USER TYPE NODE NAME
interface root IPv4 TCP 127.0.0.1:53
postgres pgsqgl IPv4 TCP 127.0.0.1:5432
gabackdoo root IPv4 TCP *:8123
ftpd.main root IPv4 TCP 10.1.1.0:21
euq webui root Ipv4 TCP 10.1.1.0:83
euq webui root IPve TCP [2001:db8::]:83
gui root IPv4 TCP 172.29.181.70:80
gui root IPv4 TCP 10.1.1.0:80
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gui

gui

gui

gui
ginetd
ginetd
ginetd
ginetd
ginetd
hermes
splunkd
splunkd
api_serve
api_serve
api_serve
api_serve
java

techsupport

BILL]

ERAE

1

root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root

IPvVG6
IPv4
IPv4
IPVG6
IPv4
IPv4
IPVG6
IPv4
IPVG6
IPv4
IPv4
IPv4
IPv4
IPVG6
IPv4
IPVG6
IPVG6

TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP

[2001:db8::]:80
172.29.181.70:443
10.1.1.0:443
[2001:db8::]:443
172.29.181.70:22
10.1.1.0:22
[2001:db8::]:22
10.1.1.0:2222
[2001:db8::]1:2222
172.29.181.70:25
127.0.0.1:8089
127.0.0.1:9997
10.1.1.0:6080
[2001:db8::]1:6080
10.1.1.0:6443
[2001:db8::]:6443
[::127.0.0.1]1:9999

CiscoTAC NV AT AT VB ATEL LI LET,

MeE - oo~ K lcommit] (THEHY FH A,

JTARER . ZDavy NiIviry E— R TOMEATEET,
NYyFaAIV R Zoavy Ry FEXLEZSR—FLTOWERA,

mail3.example.com> techsupport

Service Access currently disabled.

Serial Number

¢ XXXXXXXXKKXX - XXX XXXX

Choose the operation you want to perform:
- SSHACCESS - Allow a Cisco IronPort Customer Support representative to remotely access
without establishing a tunnel.
- TUNNEL - Allow a Cisco IronPort Customer Support representative to remotely access

your system,

your system,

for communication.
- STATUS - Display the current techsupport status.

[1> sshaccess

and establish a secure tunnel

A random seed string is required for this operation

1. Generate a random string to initialize secure communication
2. Enter a random string

[1]1> 1

Are you sure you want to enable service access? [N]> y
Service access has been ENABLED.
QT22-JQZF-YAQL-TL8L-8Q@2L-95
to your Cisco IronPort Customer Support representative.

Service Access currently ENABLED

Tunnel option is not active.

Serial Number

¢ XXXXXXXXKXXX - XXX XXXX

Please provide the string:

(0 current service logins).

Choose the operation you want to perform:
- DISABLE - Prevent customer service representatives from remotely accessing your system.

techsupport .

(recommended)
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Ny FRR

1

trace

iBA

anh

avv R sEH |

- STATUS - Display the current techsupport status.
(1>

I

A5 TLS $afec & MBI UCHENE L, 5890 R A A VTR 2 TLS $ife oM@ EZ T N 7 L
T, AL T DX, MGET D KA A 250 A N &2HRE L E 7, AsyncOS %, %
(FREE) TLS B EICHE ST TLS #ii 2 Ml L9,

ul

MEE : Z0a<y R lcommit] 1ZMEH D FH A,
JGAREE . pa<wy RiEvvy B— RTCORMERTX F7,
NYFAIV KR Zoa<vy Ry FELRSEYFR—FLTWET,

tlsverify =~ > ROy FIRREMMT 5 &, kD CLI 2~ > RO TOMREE FAT L.
FREDRA My & D TLS #ifiiee F = v 7 TE £,

tlsverify <domain> <hostname>[:<port>]

mail3.example.com> tlsverify

Enter the TLS domain to verify against:

[1> example.com

Enter the destination host to connect to. Append the port (example.com:26) if you are
not connecting on port 25:

[example.com] > mxe.example.com:25

Connecting to 1.1.1.1 on port 25.

Connected to 1.1.1.1 from interface 10.10.10.10.

Checking TLS connection.

TLS connection established: protocol TLSvl, cipher RC4-SHA.
Verifying peer certificate.

Verifying certificate common name mxe.example.com.

TLS certificate match mxe.example.com

TLS certificate verified.

TLS connection to 1.1.1.1 succeeded.

TLS successfully connected to mxe.example.com.

TLS verification completed.

VAT AERBTAAvE—O T —5BHLET,
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e : Zoa~y RiZ lcommit) (TMEDH D FHA,
JSARER . ZDavy RiEvyy T— R CORMENTEET,
NYF AR F: Zoavy RNy FERXE R — KL TWERA,

1

mail3.example.com> trace

Enter the source IP

[1> 192.168.1.1

Enter the fully qualified domain name of the source IP

[1> example.com

Select the listener to trace behavior on:

1. InboundMail

2. OutboundMail

[11> 1

Fetching default SenderBase values...

Enter the SenderBase Org ID of the source IP. The actual ID is N/A.
[N/A]>

Enter the SenderBase Reputation Score of the source IP. The actual score is N/A.
[N/A]>

Enter the Envelope Sender address:

[1> pretend.sender@example.net

Enter the Envelope Recipient addresses. Separate multiple addresses by commas.
[1> admin@Rexample.com

Load message from disk? [Y]> n

Enter or paste the message body here. Enter '.' on a blank line to end.
Subject: Hello

This is a test message.

HAT matched on unnamed sender group, host ALL
- Applying $ACCEPTED policy (ACCEPT behavior) .

- Maximum Message Size: 100M (Default)

- Maximum Number Of Connections From A Single IP: 1000 (Default)
- Maximum Number Of Messages Per Connection: 1,000 (Default)

- Maximum Number Of Recipients Per Message: 1,000 (Default)

- Maximum Recipients Per Hour: 100 (Default)

- Use SenderBase For Flow Control: Yes (Default)

- Spam Detection Enabled: Yes (Default)
- Virus Detection Enabled: Yes (Default)
- Allow TLS Connections: No (Default)
Processing MAIL FROM:
- Default Domain Processing: No Change
Processing Recipient List:
Processing admin@ironport.com
- Default Domain Processing: No Change
- Domain Map: No Change
- RAT matched on admin@ironport.com, behavior = ACCEPT
- Alias expansion: No Change
Message Processing:
- No Virtual Gateway(tm) Assigned
- No Bounce Profile Assigned
Domain Masquerading/LDAP Processing:
- No Changes.
Processing filter 'always deliver':

Evaluating Rule: rcpt-to == "@mail.ga"
Result = False
Evaluating Rule: rcpt-to == "ironport.com"
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N

Result = True
Evaluating Rule: OR
Result = True
Executing Action: deliver()
Footer Stamping:
- Not Performed

avv R sEH |

Inbound Recipient Policy Processing: (matched on Management Upgrade policy)

Message going to: admin@ironport.com
AntiSpam Evaluation:
- Not Spam
AntiVirus Evaluation:
- Message Clean.
- Elapsed Time = '0.000 sec'
Outbreak Filter Evaluation:
- No threat detected
Message Enqueued for Delivery
Would you like to see the resulting message? [Y]> y
Final text for messages matched on policy Management Upgrade
Final Envelope Sender: pretend.sender@example.doma
Final Recipients:
- admin@ironport.com
Final Message Content:
Received: from remotehost.example.com (HELO TEST) (1.2.3.4)
by stacy.ga with TEST; 19 Oct 2004 00:54:48 -0700
Message-Id: <3193g9$@Management>
X-IronPort-AV: i="3.86,81,1096873200";
d="scan'208"; a="0:sNHTO"
Subject: hello
This is a test message.
Run through another debug session? [N]>

Note

trackingconfig

Bk

ER7E

l

trace Z M9 2 & 12T, MV T oA v =T D~y X — LRI DOM S % CLLIZE D

LWENDHY £,

NIRRT VAT LERELET,

MeE : Z0a<y Kt Tcommit] 2SHEETI,

JIIARER  Zpav R, TRTOYYUEFT—R (TR, TA—TF, w2 v) Tff

MTEET,

NRyF aw s R:Zoavy RNy FEXREZPR—FLTWERTA,

mail.example.com> trackingconfig

Message Tracking service status: Message Tracking is enabled.

Choose the operation you want to perform:
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tzupdate
2R

ERAE

Ny FRRK

1

updateconfig

B

ERAE

- SETUP - Enable Message Tracking for this appliance.

[1> setup

Would you like to use the Message Tracking Service? [Y]>

Do you want to use Centralized Message Tracking for this appliance? [N]>
Would you like to track rejected connections? [N]>

Message Tracking service status: Local Message Tracking is enabled.
Rejected connections are currently not being tracked.

Choose the operation you want to perform:

- SETUP - Enable Message Tracking for this appliance.

[1>

HA DS —2 — L EFTH LET,

MeE - oo~ R lcommit] (THEH FH A,

tzupdate .

JIALER  ZOavy FIv v B RTORENTEE T, SHIZ, Zoa~vr Nide

TA L ARAR (=P —nBa A L~y y) TORFHTEET,
NyF avws R Zoavwy NNy FEXREZSPR—FLTHET,

tzupdate X~ > ROy FIRAREMENT 5 L, AEMRBENLNEETH, TXTOZA 4

V= = L RN B S L E T,

tzupdate [force]

mail.example.com> tzupdate
Requesting update of Timezone Rules

VAT LN T A=A ERELET,

M Zoa< K lcommit] NHEETY,

ISRABEM . Zpavy NI, TR_RTOIVEFT—F (UPFREZ, TA—F, <) T

MTEET,
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NyF avwrs R Zoavy Ry FELZ SR —FLTWEEA,

15
T T T =B =N T T T LEX T a— RTL0ODT FIF3AT L ADE
JE, on page 154
o T T T =B — NG EO L RGET D720 DT 7T A T ADFKTE, onpage 156
T X U —N—LDOBEELEETLIZODT T T AT U ADERE, on page 157

TFYTT—R3Y—N—oBHIOTSLEESIA—RTBEODTITSAT7 U ADHKRE

WORFITIL, updateconfig 2~ REMEH LT, 7774 T ARV AT b—R=n5T v
T—hA=VEFTE—RL, B—H /P — =M HFHREZ: AsyncOS 7 v 77 L —
ROVARNEX T ra—RT5L9IC&ELET,

mail.example.com> updateconfig

Service (images): Update URL:

Feature Key updates http://downloads.ironport.com/asyncos
Timezone rules Cisco IronPort Servers
Enrollment Client Updates Cisco IronPort Servers
Support Request updates Cisco IronPort Servers
Cisco IronPort AsyncOS upgrades Cisco IronPort Servers
Service (list): Update URL:

Timezone rules Cisco IronPort Servers
Enrollment Client Updates Cisco IronPort Servers
Support Request updates Cisco IronPort Servers
Service (list): Update URL:

Cisco IronPort AsyncOS upgrades Cisco IronPort Servers

Update interval: 5m

Alert Interval for Disabled Automatic Engine Updates: 30d

Proxy server: not enabled

HTTPS Proxy server: not enabled

Choose the operation you want to perform:

- SETUP - Edit update configuration.

- VALIDATE CERTIFICATES - Validate update server certificates

- TRUSTED CERTIFICATES - Manage trusted certificates for updates

[1> setup

For the following services, please select where the system will download updates from:
Service (images): Update URL:

Feature Key updates http://downloads.ironport.com/asyncos

1. Use Cisco IronPort update servers (http://downloads.ironport.com)
2. Use own server

[11>

For the following services, please select where the system will download updates from
(images) :

Service (images): Update URL:

Timezone rules Cisco IronPort Servers
Enrollment Client Updates Cisco IronPort Servers

Support Request updates Cisco IronPort Servers

1. Use Cisco IronPort update servers

2. Use own server

[1]>

For the following services, please select where the system will download updates from
(images) :
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Service (images): Update URL:

Cisco IronPort AsyncOS upgrades Cisco IronPort Servers

1. Use Cisco IronPort update servers

2. Use own server

[11>

For the following services, please select where the system will download the list of
available

updates from:

Service (list): Update URL:

Timezone rules Cisco IronPort Servers
Enrollment Client Updates Cisco IronPort Servers
Support Request updates Cisco IronPort Servers

1. Use Cisco IronPort update servers
2. Use own update list
[11>
For the following services, please select where the system will download the list of
available
updates from:
Service (list): Update URL:
Cisco IronPort AsyncOS upgrades Cisco IronPort Servers
1. Use Cisco IronPort update servers
2. Use own update list
[11>
Enter the time interval between checks for new:
- Timezone rules
- Enrollment Client Updates (used to fetch certificates for URL Filtering)
- Support Request updates
Use a trailing 's' for seconds, 'm' for minutes or 'h' for hours. The minimum
valid update time is 30s or enter '0' to disable automatic updates (manual
updates will still be available for individual services).
[5m]>
When initiating a connection to the update server the originating IP interface
is chosen automatically. If you want to choose a specific interface, please
specify it now.

1. Auto
2. Management (10.76.69.149/24: vm30esa0086.1ibga)
[11>

Do you want to set up a proxy server for HTTP updates for ALL of the following
services:
- Feature Key updates
- Timezone rules
- Enrollment Client Updates (used to fetch certificates for URL Filtering)
- Support Request updates
- Cisco IronPort AsyncOS upgrades
[N]>
Do you want to set up an HTTPS proxy server for HTTPS updates for ALL of the following
services:
- Feature Key updates
- Timezone rules
- Enrollment Client Updates (used to fetch certificates for URL Filtering)
- Support Request updates
- Cisco IronPort AsyncOS upgrades
- SenderBase Network Participation sharing

[N]>

Service (images): Update URL:

Feature Key updates http://downloads.ironport.com/asyncos
Timezone rules Cisco IronPort Servers

Enrollment Client Updates Cisco IronPort Servers

Support Request updates Cisco IronPort Servers

Cisco IronPort AsyncOS upgrades Cisco IronPort Servers
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Service (list): Update URL:

Cisco IronPort Servers
Cisco IronPort Servers

Timezone rules
Enrollment Client Updates
Support Request updates Cisco IronPort Servers
Service (list): Update URL:

Cisco IronPort AsyncOS upgrades Cisco IronPort Servers
Update interval: 5m

Proxy server: not enabled

HTTPS Proxy server: not enabled

Choose the operation you want to perform:

- SETUP - Edit update configuration.

- VALIDATE CERTIFICATES - Validate update server certificates

- TRUSTED CERTIFICATES - Manage trusted certificates for updates

(1>

Ty ITT—3H—N—IRAZEOENEERELT B7=ODT7 T34 T v ADEE
IOFATavERETDLE, TTIAT VAN AADT v T —Fh—nN"—L@ET 5%
W, 7y 7T T =2 —"—OFEEOHE IR SN E T, BAEICKRIE L72581E, 8
T s NIF = RENT, HERT v T =2 on RS ET, RIZ, ZoF
TrarERET HHERLET,
mail.example.com> updateconfig

(images) : Update URL:

Service

Feature Key updates http://downloads.ironport.com/asyncos

Timezone rules Cisco IronPort Servers
Enrollment Client Updates Cisco IronPort Servers
Support Request updates Cisco IronPort Servers
Cisco IronPort AsyncOS upgrades Cisco IronPort Servers
Service (list): Update URL:

Timezone rules Cisco IronPort Servers
Enrollment Client Updates Cisco IronPort Servers
Support Request updates Cisco IronPort Servers
Service (list): Update URL:

Cisco IronPort AsyncOS upgrades Cisco IronPort Servers

Update interval: 5m

Alert Interval for Disabled Automatic Engine Updates:
Proxy server: not enabled

HTTPS Proxy server: not enabled

Choose the operation you want to perform:

- SETUP - Edit update configuration.

- VALIDATE CERTIFICATES - Validate update server certificates

- TRUSTED CERTIFICATES - Manage trusted certificates for updates
[1> validate certificates

Should server certificates from Cisco update servers be validated?
[Yes]>
Service

30d

(images) : Update URL:

Feature Key updates

http://downloads.ironport.com/asyncos

Timezone rules Cisco IronPort Servers
Enrollment Client Updates Cisco IronPort Servers

Support Request updates Cisco IronPort Servers
Cisco IronPort AsyncOS upgrades Cisco IronPort Servers
Service (list): Update URL:

Timezone rules Cisco IronPort Servers
Enrollment Client Updates Cisco IronPort Servers
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Support Request updates Cisco IronPort Servers
Service (list): Update URL:
Cisco IronPort AsyncOS upgrades Cisco IronPort Servers

Update interval: 5m

Proxy server: not enabled

HTTPS Proxy server: not enabled

Choose the operation you want to perform:

- SETUP - Edit update configuration.

- VALIDATE CERTIFICATES - Validate update server certificates

- TRUSTED CERTIFICATES - Manage trusted certificates for updates
1>

TOXIH—N—LDBELZEETE-ODT IS4 7V ADHRE

BRI TR o X o —R—% AL TV DEEAE., 7 aX TV itHEOBLICEHAT 5 CAGE
HEELT T IAT L ABNTEEY, ZHICXLY, T7I9A4 T A F 70— =3
PEELET. RIC, 20T a v ERETHHERLET,

Choose the operation you want to perform:

- SETUP - Edit update configuration.

- VALIDATE CERTIFICATES - Validate update server certificates

- TRUSTED CERTIFICATES - Manage trusted certificates for updates
[1> trusted certificates

Choose the operation you want to perform:

- ADD - Upload a new trusted certificate for updates.

[1> add

Paste certificates to be trusted for secure updater connections, blank to quit
Trusted Certificate for Updater:

Paste cert in PEM format (end with '.'):

MMIICiDCCAfGgAwWIBAGIBATANBgkghkiGIw0OBAQUFADCBgDELMAKGAIUEBhMCSU4x
DDAKBGNVBAGTAOEBUIENM. .« « v et ettt e e et e et e et e e e e e e e e ee s

Choose the operation you want to perform:

- ADD - Upload a new trusted certificate for updates.
- LIST - List trusted certificates for updates.

- DELETE - Delete a trusted certificate for updates.
(1>

updatenow

ERER
FTRTOIVAT LAY —ER A R—FR 2 NOEFEERLE T,

ER7E

FEE : 2D~y NIZ Tcommit] 1ZIMEH D FHA,

DSREAEE . Z0a~v L N~y v E— RTORMEATE LT, BT, Zoa<wr Niia
TA Y FRAN (== u s A Lirviy) TORMEHATEET,

NyF ARV R Zoaxy FERAyFERE R — L THET,
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version

B

ER7E

151

avy R sEH |

updatenow 2~ KONy FREAEFEHTLH L, BEBBRHSINLWEATH, 777947

ALOFTRTOAR—R PEEHTEET,

updatenow [force]

mail3.example.com> updatenow
Success - All component updates requested

VAT LDONR—T g MNEREFRLET,

MeE  Zoa<y R Tcommit] 1ZMEH D FH A,
JIALER  ZDav Riiviry T— R TOMEATE E7,
NYFaAIV R Zoa<wr Ry IFERXE P R—-F L TWHEREA,

mail3.example.com> version
Current Version

Product: Cisco C100V Email Security Virtual Appliance

Model: C100V

Version: 9.1.0-019

Build Date: 2015-02-17

Install Date: 2015-02-19 05:17:56

Serial #: 421C73B18CFB05784A83-B03A99E71EDS
BIOS: 6.00

CPUs: 2 expected, 2 allocated

Memory: 6144 MB expected, 6144 MB allocated
RAID: NA

RAID Status: Unknown

RAID Type: NA

BMC: NA
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wipedata

B2LL]

\)

wipedata .

TAARIDAT Ty ANEHEEL, KEOAT X TRIEO AT — X A &fERT H DI
wipedata 2~ R&fEHA L £,

ER7E

l

upgrade

Bk

ER7E

Note

T—H A XN CT, WET 7 v a i, BER» WD ZENRDHY ., BHENRZETTHET,
VAT A NRNT = ARG 252 ENHY £,

FEE : Za< v R Tcommit] ITMEH Y FH A,
JIALZEH . Zoa<vwy NEivyry T— R TOMEHTEFET,
NYF AT R: Zoa<vy RNy FEXREZ P R—F L TWETA,

mail.example.com> wipedata

Wiping data may take a while and can affect system performance till it completes.
Choose the operation you want to perform:

- STATUS - Display status of last command run

- COREDUMP - Wipe core files on disk

[1> coredump

wipedata: In progress

mail.example.com> wipedata

Wiping data may take a while and can affect system performance till it completes.
Choose the operation you want to perform:

- STATUS - Display status of last command run

- COREDUMP - Wipe core files on disk

[1> status

Last wipedata status: Successful

upgrade CLI =~ Ni&, fEHFHRERT v 77 L— ROV A NE2FRL, 22—V —0RNHEEL
723— 3 2 AsyncOS VAT L& T v 7 7L —RLET,

W : Zoa<y K2 Tcommit] ITMEH Y FH A,
S AREH . Zpavy NEvdry B— R TORFEHATXET,
NYF AT E: Zoavwry RNy TFERXER— L TWERA,

CiscoE A —)L X2 )T 4 7TS5A4A 72 AMIT Async0S13.04CLI ) 77 LU RAHA K (AVTFUREA) .




B »

l

avy R sEH |

mail3.example.com> upgrade
Are you sure you want to proceed with upgrade? [N]> y

Choose the operation you want to perform:

- DOWNLOADINSTALL - Downloads and installs the upgrade image (needs reboot).
- DOWNLOAD - Downloads the upgrade image.

[1> downloadinstall

Upgrades available.

1. AsyncOS 10.0.2 build 020 upgrade For Email, 2017-05-09. This is release for Maintenance
Deployment.

2. AsyncOS 11.0.0 build 132 upgrade For Management, 2017-12-08.This release is for

Maintenance Deployment.

Performing an upgrade may require a reboot of the system after the upgrade is applied.

You can log in to your appliance after the upgrade is done.

Do you want to proceed with the upgrade? [Y]>Y

ATV RAF:v Y

* contentscannerstatus, on page 160
* contentscannerudpate, on page 160

contentscannerstatus

ER7E

l

aVFUY AXx XL U ONA—U g UIEREAERRLET,

WEE : Za< v R Tcommit] ITMEH Y FH A,
JIGARER . Zpa<w L RiEvwyr BE— R TORMERTE 9,
NYyF AT R Zoa<wry NIy FEXREZR—F L TOHEREA,

mail.example.com> contentscannerstatus

Component Version Last Updated
Content Scanner Tools 11.2.1884.970097 Never updated
contentscannerudpate

ER7E

ATV AX Y UV VOTET v T — b EERLET, [force)] /3T A—X EfEH
T5HE, BHIAER RSN THEITSINET,

M€ : Zoa< RIZ lcommit] (THEH Y FH A,

. CiscoE A —)L X2 )T 4 7TS5AF7 2 AMIT Async0S13.04CLI ) 77 LU RAHA K (AVTFUREA)



I avy R 8EH

1

LDAP

Idapconfig

B L))
ER7E

w

JIALER  ZDav s RiEvy B R TORMEATEET, IHIT, Z0avwr Rign
AL HRAN (=W —RNurl A Lirviy) TORMEHTEXET,

NYyFaAIVF: Zoaxwy Ry TFELESR—-FLTWERA,

mail.example.com> contentscannerupdate force
Requesting forced update for Content Scanner.

2T, OCLL vy RIZoWTEHEHALET,

* ldapconfig, on page 161
* ldapflush, on page 165
* ldaptest, on page 166

* sievechar, on page 166

LDAP —N—%FHELFET,

WEE : Zoa< Rt lcommit] DSMLET,

JIIARER  Zpavwr Rt TRTOY U EFT—R (TR, TA—TF, w2 ) Tff
HTxFE9,

NRyF aw R Zoavy RNy FEXREZPR—FLTWETA,

5l - 8T LULNWDAP H—/3— 707 7 A ILDYERK

WOHITIE, Idapconfig =2~ > REFEH LT, 7774 T ADNA 2 Rip k722 LDAP H—
N—%TEFR L., ZIEEZ T AN (dapaccept V7' 2~ K) | JL—F ¢ 7 (ldaprouting 7
a~w> FK) . vAH L —FK (masquerade ¥ 7 a~> K) | ARAGEE O R —H —38
(isqauth 7 2= F) | BROASRLBHMOTA VT A (isqalias 37 2= F) OV
T ERELET,

F9°. [PublicLDAP] &9 = 7 %— A% mldapserver.example.com LDAP ¥ —/N—|Z 5. 2 %
T, 7Y OEERIT. R— 13268 (F7 4L M) T9, example.com DFEZER— Z 8 EF
SN (de=example,dc=com) ., ZEHEZITFAIL, A—NFL—T 47 BLO~TAHIL—F
DY —=NEHRINET, Zofl0or =) —i%, HIRGIhOA > F—Fy b RZ7 b
draft-lachman-laser-ldap-mail-routing-xx.txt G/ % & #17= inetLocalMailRecipient #8472 = 7
77 A ( [Laserfhk.)] & LTHEBINLD) ZEHT S, OpenlDAP 7 4 L7 kU RREIZELT
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WEJT, (ZOKRTZ7 FO/R—=T 3 0F, OpenLDAP DY — A F 4 A MY Ba— 3 UIlE
FNTVWET) . ZOBITIE, A—NVOFAL—T 47 7Y —CTHREINDIZEEIHEHT
DB A — /LA A b Y mailForwardingAddress T 5 Z L ICIEE LTS EE, 72 —4T
I, RCFE/NCFRRBIESNET, ELWRERPIEIND X2 T2I2iF, Efic—% LT
WAOHMENRH Y £7,

mail3.example.com> ldapconfig

No LDAP server configurations.

Choose the operation you want to perform:

- NEW - Create a new server configuration.

- SETUP - Configure LDAP options.

[1> new

Please create a name for this server configuration (Ex: "PublicLDAP"):
[1> PublicLDAP

Please enter the hostname:

[1> myldapserver.example.com

Use SSL to connect to the LDAP server? [N]> n

Select the authentication method to use for this server configuration:
1. Anonymous

2. Passphrase based

[1]1> 2

Please enter the bind username:

[cn=Anonymous]>

Please enter the bind passphrase:

[1>

Connect to LDAP server to validate setting? [Y]

Connecting to the LDAP server, please wait...

Select the server type to use for this server configuration:
1. Active Directory

2. OpenLDAP

3. Unknown or Other

[3]1> 1

Please enter the port number:

[3268]> 3268

Please enter the base:

[dc=example,dc=com] > dc=example,dc=com

Name: PublicLDAP

Hostname: myldapserver.example.com Port 3268

Server Type: Active Directory

Authentication Type: passphrase

Base: dc=example,dc=com

Choose the operation you want to perform:

- SERVER - Change the server for the query.

- TEST - Test the server configuration.

- LDAPACCEPT - Configure whether a recipient address should be accepted or
bounced/dropped.

- LDAPROUTING - Configure message routing.

- MASQUERADE - Configure domain masquerading.

- LDAPGROUP - Configure whether a sender or recipient is in a specified group.
- SMTPAUTH - Configure SMTP authentication.

- CERTAUTH - Configure certificate authentication.

- EXTERNALAUTH - Configure external authentication queries.

- ISQAUTH - Configure Spam Quarantine End-User Authentication Query.
- ISQALIAS - Configure Spam Quarantine Alias Consolidation Query.
[1> ldapaccept

Please create a name for this query:

[PublicLDAP.ldapaccept]> PublicLDAP.ldapaccept

Enter the LDAP query string:

[ (proxyAddresses=smtp:{a})]> (proxyAddresses=smtp:{a})

Do you want to test this query? [Y]> n

. CiscoE A —)L X2 )T 4 7TS5AF7 2 AMIT Async0S13.04CLI ) 77 LU RAHA K (AVTFUREA)



I av vk 5EH

B : H L AP H—— T 77 Lots [

Name: PublicLDAP
Hostname: myldapserver.example.com Port 3268
Server Type: Active Directory
Authentication Type: passphrase
Base: dc=example,dc=com
LDAPACCEPT: PublicLDAP.ldapaccept
Choose the operation you want to perform:
- SERVER - Change the server for the query.
- LDAPACCEPT - Configure whether a recipient address should be accepted or bounced/dropped.
- LDAPROUTING - Configure message routing.
- MASQUERADE - Configure domain masquerading.
- LDAPGROUP - Configure whether a sender or recipient is in a specified group.
- SMTPAUTH - Configure SMTP authentication.
- EXTERNALAUTH - Configure external authentication queries.
- ISQAUTH - Configure Spam Quarantine End-User Authentication Query.
- ISQALIAS - Configure Spam Quarantine Alias Consolidation Query.
[1> ldaprouting
Please create a name for this query:
[PublicLDAP.routing]> PublicLDAP.routing
Enter the LDAP query string:
[ (mailLocalAddress={a})]> (mailLocalAddress={a})
The query requires one of the attributes below. Please make a selection.
[1] Configure MAILROUTINGADDRESS only - Rewrite the Envelope Recipient (and
leave MAILHOST unconfigured)?
[2] Configure MAILHOST only - Send the messages to an alternate mail host
(and leave MAILROUTINGADDRESS unconfigured)?
[3] Configure both attributes
[1> 1
Enter the attribute which contains the full rfc822 email address for the
recipients.
[mailRoutingAddress]> mailRoutingAddress
Do you want to test this query? [Y]> n
Name: PublicLDAP
Hostname: myldapserver.example.com Port 3268
Server Type: Active Directory
Authentication Type: passphrase
Base: dc=example,dc=com
LDAPACCEPT: PublicLDAP.ldapaccept
LDAPROUTING: PublicLDAP.routing
Choose the operation you want to perform:
- SERVER - Change the server for the query.
- LDAPACCEPT - Configure whether a recipient address should be accepted or bounced/dropped.
- LDAPROUTING - Configure message routing.
- MASQUERADE - Configure domain masquerading.
- LDAPGROUP - Configure whether a sender or recipient is in a specified group.
- SMTPAUTH - Configure SMTP authentication.
- EXTERNALAUTH - Configure external authentication queries.
- ISQAUTH - Configure Spam Quarantine End-User Authentication Query.
- ISQALIAS - Configure Spam Quarantine Alias Consolidation Query.
[1> masquerade
Please create a name for this query:
[PublicLDAP.masquerade]> PublicLDAP.masquerade
Enter the LDAP query string:
[ (mailRoutingAddress={a})]> (mailRoutingAddress={a})
Enter the attribute which contains the externally visible full rfc822 email address.
[1> mailLocalAddress
Do you want the results of the returned attribute to replace the entire friendly portion
of the original recipient? [N]> n
Do you want to test this query? [Y]> n
Name: PublicLDAP
Hostname: myldapserver.example.com Port 3268
Server Type: Active Directory
Authentication Type: passphrase
Base: dc=example,dc=com
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LDAPACCEPT: PublicLDAP.ldapaccept

LDAPROUTING: PublicLDAP.routing

MASQUERADE: PublicLDAP.masquerade

Choose the operation you want to perform:

- SERVER - Change the server for the query.

- LDAPACCEPT - Configure whether a recipient address should be accepted or bounced/dropped.
- LDAPROUTING - Configure message routing.

- MASQUERADE - Configure domain masquerading.

- LDAPGROUP - Configure whether a sender or recipient is in a specified group.
- SMTPAUTH - Configure SMTP authentication.

- EXTERNALAUTH - Configure external authentication queries.

- ISQAUTH - Configure Spam Quarantine End-User Authentication Query.
- ISQALIAS - Configure Spam Quarantine Alias Consolidation Query.
[1> isgauth

Please create a name for this query:

[PublicLDAP.isgauth]> PublicLDAP.isgauth

Enter the LDAP query string:

[ (sAMAccountName={u}) ]> (sAMAccountName={u})

Enter the list of email attributes.

[1> mail, proxyAddresses

Do you want to activate this query? [Y]> y

Do you want to test this query? [Y]> y

User identity to use in query:

[1> admin@example.com

Passphrase to use in query:

[1> passphrase

LDAP query test results:

LDAP Server: myldapserver.example.com

Query: PublicLDAP.isgauth

User: admin@example.com

Action: match positive

LDAP query test finished.

Name: PublicLDAP

Hostname: myldapserver.example.com Port 3268

Server Type: Active Directory

Authentication Type: passphrase

Base: dc=example,dc=com

LDAPACCEPT: PublicLDAP.ldapaccept

LDAPROUTING: PublicLDAP.routing

MASQUERADE: PublicLDAP.masquerade

ISQAUTH: PublicLDAP.isgauth [active]

Choose the operation you want to perform:

- SERVER - Change the server for the query.

- LDAPACCEPT - Configure whether a recipient address should be accepted or bounced/dropped.
- LDAPROUTING - Configure message routing.

- MASQUERADE - Configure domain masquerading.

- LDAPGROUP - Configure whether a sender or recipient is in a specified group.
- SMTPAUTH - Configure SMTP authentication.

- EXTERNALAUTH - Configure external authentication queries.

- ISQAUTH - Configure Spam Quarantine End-User Authentication Query.
- ISQALIAS - Configure Spam Quarantine Alias Consolidation Query.
[1>

Current LDAP server configurations:

1. PublicLDAP: (myldapserver.example.com:3268)

Choose the operation you want to perform:

- NEW - Create a new server configuration.

- SETUP - Configure LDAP options.

- EDIT - Modify a server configuration.

- DELETE - Remove a server configuration.

[1>
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Bl - A O—INLEEFEDIETFE
ZORITIX, TLS ## OFFHE A & e LDAP 7/ 0 — LR EATEE L £,

mail3.example.com> ldapconfig

No LDAP server configurations.

Choose the operation you want to perform:
- NEW - Create a new server configuration.
- SETUP - Configure LDAP options.

[1> setup

Choose the IP interface for LDAP traffic.

1. Auto

2. Management (10.92.145.175/24: esxl6-esall.qga)
[11> 1

LDAP will determine the interface automatically.

Should group queries that fail to complete be silently treated as having
negative results? [Y]>

Validate LDAP server certificate? [Y]>

The "Demo" certificate is currently configured. You may use "Demo", but this will not
be secure.

1. partner.com

2. Demo

Please choose the certificate to apply:

[11> 1

No LDAP server configurations.

Choose the operation you want to perform:

- NEW - Create a new server configuration.

- SETUP - Configure LDAP options.

[1>

Idapflush

5ER
Xy v a2 ENTWALDAP OFEREZ 7T v a2 LET,

ERAE
e : Zoa~y NiZ Tcommit) (F4EH Y EH A,
JIARER  ZOavy RiEvyy = R COREHTEET,
NYyF ARV E : ZOavy RNy FEREZFR—FLTHEEA,

l

mail3.example.com> ldapflush

Are you sure you want to flush any cached LDAP results? [N]> y
Flushing cache

mail3.example.com>
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Idaptest
it EA

ERAE

1

sievechar

Bk

avv R sEH |

1 OOLDAP 7 =) — T A MEFEITLET,

Fe® : Za<y K Tcommit] 1ZMEH D FHA,
JIAREM  Zpavy Riiviy B— R TOREATE £,
NYyFaAvo R Zoavy NIy FEXLEZR—F L TOHERA,

ZOFITIE, ldaptest =~ > A LT, BREHFHD LDAP Y — N—REDZIEHZIT AL
7Y=L ET A LET, ZEET FL A ladmin@example.com] X2 D7 A MIAHL
FIM, ZEHT KL A Tbogus@example.com] [IAREAKIZ/RY T,

mail3.example.com> ldaptest
Select which LDAP query to test:
1. PublicLDAP.ldapaccep
[11> 1
Address to use in query:
[1> admin@example.com
LDAP query test results:
Query: PublicLDAP.ldapaccept
Argument: admin@example.com
Action: pass
LDAP query test finished.
mail3.example.com> ldaptest
Select which LDAP query to test:
1. PublicLDAP.ldapaccep
[1]1> 1
Address to use in query:
[1> bogus@example.com
LDAP query test results:
Query: PublicLDAP.ldapaccept
Argument: bogus@example.com
Action: drop or bounce (depending on listener settings)
Reason: no matching LDAP record was found
LDAP query test finished.
mail3.example.com>

RFEC3598IZHE SN TV D Sieve B A—/L 7 4 VZ Y U IHERT L TEREE-1TT 4
=7 ML ET, Sieve LFILLDAP AfB 7 =V — L LDAPHAL—T 4> 7 7 =) —TDH
HHINAZ LICEB LT XN, VAT AOMODENE., 522 ETA—LT L A5
ExtgE LET,
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fET&E 53CFIE, - =t/ TT,

ER7AE

e Zoa<r R Tlcommit] IZMNEHD FH A,

JIGAREE . Zoavr RiE, TRTOSYE—F (WTREZ, T—F, <) Tf
ATxEd,

NYyFaAIV R Zoaxwy Ry FELEZSR—FLTWERA,

1

Z OFITI, sievechar 2~ REEHL T, + 28R 7 ) —BIOLDAPH/ILV—TFT 4 F 7
T VU —TH#HIN5 Sieve XFE L TCERLET,

mail3.example.com> sievechar

Sieve Email Filtering is currently disabled.

Choose the operation you want to perform:

- SETUP - Set the separator character.

[1> setup

Enter the Sieve Filter Character, or a space to disable Sieve Filtering.
[1> +

Sieve Email Filter is enabled, using the '+' character as separator.
This applies only to LDAP Accept and LDAP Reroute Queries.

Choose the operation you want to perform:

- SETUP - Set the separator character.

(1>

A—ILBREDERE/I®RE=2—1) 2D
ZZTIE, RO CLI 2= RIZOWTIBA L E9,

* addresslistconfig, on page 168
» aliasconfig, on page 169

* archivemessage, on page 172
» altsrchost, on page 173

* bounceconfig, on page 174

* bouncerecipients, on page 177
* bvconfig, on page 178

* deleterecipients, on page 179

* deliveryconfig, on page 181

* delivernow, on page 181

* destconfig, on page 182

* hostrate, on page 190

* hoststatus, on page 191

* imageanalysisconfig, on page 192
* oldmessage, on page 193

* rate, on page 193

» redirectrecipients, on page 194
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* resetcounters, on page 195

* removemessage, on page 195
» showmessage, on page 196

* showrecipients, on page 197
* status, on page 143

* tophosts, on page 199

* topin, on page 200

* unsubscribe, on page 200

» workqueue, on page 201

addresslistconfig

R
TRLA VA RERELET,

ERAE
MeE : Zoa< KX lcommit] NHEETI,

JGAREE . Zavwy RiE, TRTOYEFT—F (WFREZ, T—F, =) Tff
ATxEd,

NyF avws R Zoavwy MRy FEXREZSPR—FLTHET,

Ny FRRK

addresslistconfig A< KONy FEXEHEHAL T, HrLWT FLX U X MOERR, BEFD
T RLAVRLNOEE, 7 RLA VR o—EHI), 7TRLVAYURXANOHIER, 7 KLA U X
ROPTHEAELTWAT KL ADOMHENFHETT,

cH LW RLA U X Mo :
addresslistconfig new <name> --descr=<description> --addresses=<addressl,address2,...>

WEFEOT KL 2 U X otk

addresslistconfig edit <name> --name=<new-name> --descr=<description>
--addresses=<addressl,address2,...>

« 7T RL A URANDHIE :

addresslistconfig delete <name>

« 7T FLAUAMD—EHT :

addresslistconfig print <name>

T FLVARAVURFOPTHEALTNDT FLADOKH :
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l

aliasconfig

Bk

ERAE

addresslistconfig conflicts <name>

maill.example.com> addresslistconfig
No address lists configured.

Choose the operation you want to perform:
- NEW - Create a new address list.
[1> new

Enter a name for the address list:
> add-1listl

Enter a description for the address list:
> This is a sample address list

Enter the type of list:

1. Full Email Addresses only

2. Domains only

3. IP Addresses only

4. All of the above

Enter the type of the address list:
[41> 1

Enter a comma separated list of addresses:
(e.g.: user@example.com)
> userl@example.com, user2@example.com

Address list "add-listl" added.

Choose the operation you want to perform:

- NEW - Create a new address list.

- EDIT - Modify an address list.

- DELETE - Remove an address list.

- PRINT - Display the contents of an address list.

- CONFLICTS - Find conflicting entries within an address list.
1>

BFA—IN A VT AEHFRELET,

e Zoa~< 2 i lcommit] NUNETY,

JIAREH  Zoa<wr NI, IR TOY U ET—R (PTRE, TA—T <) T

MTEET,
NyF avrs R Zoavy RNy FEAZ SR —FLTWETS,
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aliasconfig D/ FIEXZMHEHT L L, LA U T A T—T VOB, BEOZA VT A
T=7NOME, B AN A VT ADIY A MOWS), = VT AT =T NLOA i~/
T AR— R EFETTEET, NvF a~vr FE LTETTHIIE, aliasconfig =~ > K&K
DA TATI L, UTOEREZRELET,

cHLWETA—/L A U T ZADEN

aliasconfig new <domain> <alias> [email addressl] [email address2]

TFAELRW KA A 2kt LT laliasconfignew| I~ REFEITTH L, ZD KA A ER
SNnET,

c EGEDOBET A —N A U T ADOHRE

aliasconfig edit <domain> <alias> <email addressl] [email address2]

B A= A UT ADER

aliasconfig print

s —HNNZAUTAURXIDAAR— b

aliasconfig import <filename>|

TTIAT L ADZA YT AY A DT AHR— |

aliasconfig export <filename>|

mail3.example.com> aliasconfig

Enter address(es) for "customercare".

Separate multiple addresses with commas.

[1> bob@example.com, frank@example.com, sally@example.com

Adding alias customercare: bob@example.com, frank@example.com, sally@example.com
Do you want to add another alias? [N]> n

There are currently 1 mappings defined.

Choose the operation you want to perform:

- NEW - Create a new entry.
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- EDIT - Modify an entry.
- DELETE - Remove an entry.
- PRINT - Display the table.
- IMPORT - Import aliases from a file.
- EXPORT - Export table to a file.
- CLEAR - Clear the table.
[1> new
How do you want your aliases to apply?
1. Globally
2. Add a new domain context
3. example.com
[11> 1
Enter the alias(es) to match on.
Separate multiple aliases with commas.
Allowed aliases:
- "user@domain" - This email address.
- "user" - This user for any domain
- "@domain" - All users in this domain.
- "@.partialdomain" - All users in this domain,
[1> admin
Enter address(es) for "admin".
Separate multiple addresses with commas.
[1> administrator@example.com
Adding alias admin: administrator@example.com
Do you want to add another alias? [N]> n
There are currently 2 mappings defined.
Choose the operation you want to perform:
- NEW - Create a new entry.
- EDIT - Modify an entry.
- DELETE - Remove an entry.
- PRINT - Display the table.
- IMPORT - Import aliases from a file.
- EXPORT - Export table to a file.
- CLEAR - Clear the table.
[1> print
admin: administrator@example.com
[ example.com ]
customercare: bob@example.com, frank@example.com,
There are currently 2 mappings defined.
Choose the operation you want to perform:
- NEW - Create a new entry.
- EDIT - Modify an entry.
- DELETE - Remove an entry.
- PRINT - Display the table.
- IMPORT - Import aliases from a file.
- EXPORT - Export table to a file.
- CLEAR - Clear the table.
[1>

Table 6: TA ') 7 AERTERA D54

or any of its sub domains.

sally@example.com

1k EL)z|

<domain>

TA YT RAEMATSD ALY AT HA R,
SN RAL Y A FRA R EEELET,

[Global |

X7 a—
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518

anBA

<alias>

RETDHZA VT ADLHI,

Tua— L RAL v arTHARNTHATEDLZA U T AERD
LB Td,

"user@domain" : ZDOE A—/L 7 NL X,
"user" : fEE D N AL D ZD2—H—
‘@domain : =D KAA DT RTHOZ—H—,

‘@.partialdomain’ : ZD RAA LV ELIXZDTEEDOY T RAAL D
FTARTOaZ—H—,

BEDORAA L 2 TXANCHEHATELAA U T RTIRDO LR
T,

‘User’ : ZTORAAL L avTHXFARDZDa—H—

‘User@domain’ : ZDE A—/L T KL A

<email address>

TAVTAE~w v T THEFA—INT RKLA, 1 OO A
TAEBEOBTLA—IN T RLRAZYy B I TEET,

<filename>

TA VT AT —TNDA VR— T AR— MAFEHTL T 7
A NVA,

archivemessage

B2k

Fa—HNOE WAy E—VET—IAT LET,

ER7AE

WEE : 2~y R commit [TMLEH Y XA,
TS AREE . Zpa<wy Riivwiy B— R TORFEHTXET,
NyF avws R Zoavy MRy FEXRESR—-FLTHERA,

1

KOFETIE, T WA=V T—H AT LET,

mail3.example.com>

archivemessage

Enter the MID to archive.

[01> 47

MID 47 has been saved in file oldmessage 47.mbox in the configuration

. CiscoE A —)L X2 )T 4 7TS5AF7 2 AMIT Async0S13.04CLI ) 77 LU RAHA K (AVTFUREA)



I av vk 5EH

altsrchost

B2LL]

ERAE

11

altsrchost .

Virtual Gateway™ O~ > B 7A@ E L E T,

M€ : Zoa< KX lcommit] 2NHHEETY,

PIGRRER . Zpa<vy N, N TOYIYrE—F (#9R&2, F—F <) T
ATxEd,

NyF avwrs R Zoavy Ry FEAZ S R—FLTWEEA,

WOHITIE, altsrcchost 77— 7 A NRHE I ENT, BEFEO~ v B IR WI ERNRENET, £+
D, 250 MY MERENET,

s JN—T7 27 P—/3— KA | @exchange.example.com 7> D A —/L L, PublicNet 1 >
B—T A AIvy BT ENET,

« EEH TP 7 KL A 192.168.35.35 /75 D A —/ L%, AnotherPublicNet f > % —7 = A AT
v TENET,

BB, TERDT-IZ altsrchost ¥ v B IR EN T, ZEIBIHEESNET,

mail3.example.com> altsrchost

There are currently no mappings configured.

Choose the operation you want to perform:

- NEW - Create a new mapping.

- IMPORT - Load new mappings from a file.

[1> new

Enter the Envelope From address or client IP address for which you want to set up a
Virtual Gateway mapping.

Partial addresses such as "@example.com" or "user@" are allowed.

[1> Q@exchange.example.com

Which interface do you want to send messages for @exchange.example.com from?
1. AnotherPublicNet (192.168.2.2/24: maild.example.com)

2. Management (192.168.42.42/24: mail3.example.com)

3. PrivateNet (192.168.1.1/24: mail3.example.com)

4. PublicNet (192.168.2.1/24: maild.example.com)

[1]1> 4

Mapping for @exchange.example.com on interface PublicNet created.

Choose the operation you want to perform:

- NEW - Create a new mapping.

- EDIT - Modify a mapping.

- DELETE - Remove a mapping.

- IMPORT - Load new mappings from a file.

- EXPORT - Export all mappings to a file.

- PRINT - Display all mappings.

- CLEAR - Remove all mappings.

[1> new

Enter the Envelope From address or client IP address for which you want to set up a
Virtual Gateway mapping.

Partial addresses such as "(@example.com" or "user@" are allowed.
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bounceconfig

Bk

ER7AE

1

avv R sEH |

[1> 192.168.35.35

Which interface do you want to send messages for 192.168.35.35 from?
1. AnotherPublicNet (192.168.2.2/24: maild.example.com)
2. Management (192.168.42.42/24: mail3.example.com)

3. PrivateNet (192.168.1.1/24: mail3.example.com)

4. PublicNet (192.168.2.1/24: maild.example.com)

[11> 1

Mapping for 192.168.35.35 on interface AnotherPublicNet created.
Choose the operation you want to perform:

- NEW - Create a new mapping.

- EDIT - Modify a mapping.

- DELETE - Remove a mapping.

- IMPORT - Load new mappings from a file.

- EXPORT - Export all mappings to a file.

- PRINT - Display all mappings.

- CLEAR - Remove all mappings.

[1> print

1. 192.168.35.35 => AnotherPublicNet

2. @exchange.example.com -> PublicNet

Choose the operation you want to perform:

- NEW - Create a new mapping.

- EDIT - Modify a mapping.

- DELETE - Remove a mapping.

- IMPORT - Load new mappings from a file.

- EXPORT - Export all mappings to a file.

- PRINT - Display all mappings.

- CLEAR - Remove all mappings.

[r>

mail3.example.com> commit

Please enter some comments describing your changes:

[1> Added 2 altsrchost mappings

Do you want to save the current configuration for rollback? [Y]> n
Changes committed: Fri May 23 11:42:12 2014 GMT

N ADEEEZFRELET,

Mg - oo~ KX lcommit] N TI,

JGAREM . Zpavw s NI, TRTO~YY U EFT—R (UF2AFZ, TA—F w3 v) T
HATxE7,

NyFa<wr R:Zoa<vy RNy FERXEZHR—FLTHWET, FFcOVW T, CLID
A5y ~TEBRLTLLEIY, 20a<wy ROAL Iy ~AVTIZT 7| AT BHIC
IZ, help a2~ REFEHLET,

K DB TIL, bounceconfig =~ R&fH LT, bounceprofile &\ 4RO/ A F'a
TrANEERLET, ZOTRT77ALTE, N—RKATRAINETRTOA vy E—URN
REET R L ATH % bounce-mailbox@example.com|Zik(5 I E T, BIEEERX v —
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ITA F—TNTF, ZEEH-VELEL S E—UN I OEEINET, BEAvbE—UBOF
7 v MEIT 4 BFRE (14400 7)) T,

mail3.example.com> bounceconfig

Current bounce profiles:

1. Default

Choose the operation you want to perform:

- NEW - Create a new profile.

- EDIT - Modify a profile.

[1> new

Please create a name for the profile:

[1> bounceprofile

Please enter the maximum number of retries.

[100]> 100

Please enter the maximum number of seconds a message may stay in the queue before being
hard bounced.

[259200]1> 259200

Please enter the initial number of seconds to wait before retrying a message.
[60]> 60

Please enter the maximum number of seconds to wait before retrying a message.
[3600]> 3600

Do you want a message sent for each hard bounce? (Yes/No/Default) [Y]> y

Do you want bounce messages to use the DSN message format? (Yes/No/Default) [Y]> y
Enter the subject to use:

[Delivery Status Notification (Failure)]>

Select default notification template:

1. System Generated

2. bounce_english

3. bounce russian

[11>

Do you want to configure language specific templates? [N]>

Do you want to parse the DSN "Status" field received from bounce

responses to include in the DSN generated by the appliance?

(Yes/No/Default) [N]>

If a message is undeliverable after some interval, do you want to send a delay warning

message? (Yes/No/Default) [N]> y

Enter the subject to use:

[Delivery Status Notification (Delay)]>

Select default notification template:

1. System Generated

2. bounce english

3. bounce russian

[1]1> 1

Do you want to configure language specific templates? [N]>

Please enter the minimum interval in seconds between delay warning messages.
[14400]> 14400

Please enter the maximum number of delay warning messages to send per
recipient.

[11> 1

Do you want hard bounce and delay warning messages sent to an alternate address, instead
of the sender? [N]> y

Please enter the email address to send hard bounce and delay warning.

[1> bounce-mailbox@example.com

Do you want bounce messages to be signed (Yes/No/Default)? [N]>

Current bounce profiles:

1. Default

2. bounceprofile

Choose the operation you want to perform:

- NEW - Create a new profile.

- EDIT - Modify a profile.

- DELETE - Remove a profile.
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(1>

mail3.example.com>

JRF—ADINHR TAOT7AILDEA

\)

N A TaT7 7 A VEFRE LD, listenerconfig -> bounceconfig 2~ R&EfEH L, ¥ %
EETHIEICLY, 20T T 7 A NEL Y AT —ZH#EHATEET,

Note

NG ATT 7 AME, AvE—VEZELL) AF—ICESNTEATE LT, 7L,
ZDY AT —FA v E—UNRMEIICED L D ITEUE SN 0TIFBER L EE A,

Z OBFITIE, OutboundMail 77 A N—k U ZF—ZiREL, ZD U ZF—IZ bounceprl & \»
ING AT Ty A NVEEHLET,

mail3.example.com> listenerconfig

Currently configured listeners:

1. InboundMail (on PublicNet, 192.168.2.1) SMTP Port 25 Public
2. OutboundMail (on PrivateNet, 192.168.1.1) SMTP Port 25 Private
Choose the operation you want to perform:

- NEW - Create a new listener.

- EDIT - Modify a listener.

- DELETE - Remove a listener.

- SETUP - Change global settings.

[1> edit

Enter the name or number of the listener you wish to edit.
[1> 2

Name: OutboundMail

Type: Private

Interface: PrivateNet (192.168.1.1/24) TCP Port 25
Protocol: SMTP

Default Domain:

Max Concurrency: 600 (TCP Queue: 50)

Domain Map: Disabled

TLS: No

SMTP Authentication: Disabled

Bounce Profile: Default

Footer: None

LDAP: Off

Choose the operation you want to perform:

- NAME - Change the name of the listener.

- INTERFACE - Change the interface.

- LIMITS - Change the injection limits.

- SETUP - Configure general options.

- HOSTACCESS - Modify the Host Access Table.

- BOUNCECONFIG - Choose the bounce profile to use for messages injected on this listener.
- MASQUERADE - Configure the Domain Masquerading Table.
- DOMAINMAP - Configure domain mappings.

[1> bounceconfig

Please choose a bounce profile to apply:

1. Default

2. bounceprl

3. New Profile

[1]1> 2

Name: OutboundMail

Type: Private

Interface: PrivateNet (192.168.1.1/24) TCP Port 25
Protocol: SMTP

Default Domain:
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bouncerecipients .

Max Concurrency: 600 (TCP Queue: 50)

Domain Map: Disabled

TLS: No

SMTP Authentication: Disabled

Bounce Profile: bounceprl

Footer: None

LDAP: Off

Choose the operation you want to perform:

- NAME - Change the name of the listener.

- INTERFACE - Change the interface.

- LIMITS - Change the injection limits.

- SETUP - Configure general options.

- HOSTACCESS - Modify the Host Access Table.

- BOUNCECONFIG - Choose the bounce profile to use for messages injected on this listener.
- MASQUERADE - Configure the Domain Masquerading Table.

- DOMAINMAP - Configure domain mappings.

1>

Currently configured listeners:

1. InboundMail (on PublicNet, 192.168.2.1) SMTP Port 25 Public
2. OutboundMail (on PrivateNet, 192.168.1.1) SMTP Port 25 Private
Choose the operation you want to perform:

- NEW - Create a new listener.

- EDIT - Modify a listener.

- DELETE - Remove a listener.

- SETUP - Change global settings.

1>

mail3.example.com> commit

Please enter some comments describing your changes:

[1> Enabled the bounceprl profile to the Outbound mail listener
Do you want to save the current configuration for rollback? [Y]> n
Changes committed: Fri May 23 11:42:12 2014 GMT

bouncerecipients

£BA (Description)

ERAE

1

Xa—nbAyE—VENU U ALET,

B - oo~ K lcommit] (THEHY FH A,
JTARER . ZDavy NiIviy BE— RTOMEATEET,
NYyFaAI R Zoavwy Ry FEXREZSR—FLTOERA,

NV ASNDZEFIL, SEZEERA ML T, FREAYE—Y 2o —T7D
Envelope From {TIZHE SNTZRFEDT RUATHEBISND A vbE—UREEITL - ClRpll &
NET, 3, BEF2—NOTRTOA Yy E—VE2—FEIINNT U ATHZLEHTEET,

REERAMIKENIUR

mail3.example.com> bouncerecipients
Please select how you would like to bounce messages:
1. By recipient host.
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2. By Envelope From address.

3. All.

[11> 1

Please enter the hostname for the messages you wish to bounce.

[1> example.com

Are you sure you want to bounce all messages being delivered to "example.com"? [N]> Y
Bouncing messages, please wait.

100 messages bounced.

Envelope From 7 KL X2k B/\ 0 U R

FTRT/INYUR

bvconfig

i

ER7E

l

mail3.example.com> bouncerecipients

Please select how you would like to bounce messages:

1. By recipient host.

2. By Envelope From address.

3. All.

[1]1> 2

Please enter the Envelope From address for the messages you wish to bounce.
[1> mailadmin@example.com

Are you sure you want to bounce all messages with the Envelope From address of
"mailadmin@example.com"? [N]> Y

Bouncing messages, please wait.

100 messages bounced.

mail3.example.com> bouncerecipients

Please select how you would like to bounce messages:

1. By recipient host.

2. By Envelope From address.

3. All.

[11>

Are you sure you want to bounce all messages in the queue? [N]> Y
Bouncing messages, please wait.

1000 messages bounced.

NG U ARFEOBREEITVET, Z0a~wr Rid, F—BLONY U RSN B ET A —
NERET DTOIERALET,

feE . 2o~ R lcommit] BNNETY,

JIGRAREM . Zpa<vy Nt T_RTO~Y L F— R (092 F, IA—F <) T
HTExET,

NYyFaAv R Zoavwy NIy FELXREZR—F L THEREA,

WIZ, F—REL R U RAINTZWHNRETF A —NVOREDOH 2~ LET,
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mail3.example.com> bvconfig
Behavior on invalid bounces: reject
Key for tagging outgoing mail: key
Previously-used keys for verifying incoming mail:
1. key (current outgoing key)
2. goodneighbor (last in use Wed May 31 23:21:01 2006 GMT)
Choose the operation you want to perform:
- KEY - Assign a new key for tagging outgoing mail.
- PURGE - Purge keys no longer needed for verifying incoming mail.
- CLEAR - Clear all keys including current key.
- SETUP - Set how invalid bounces will be handled.
[1> key
Enter the key to tag outgoing mail with (when tagging is enabled in the Good
Neighbor Table)
[1> basic_key
Behavior on invalid bounces: reject
Key for tagging outgoing mail: basic_key
Previously-used keys for verifying incoming mail:
1. basic_key (current outgoing key)
2. key (last in use Wed May 31 23:22:49 2006 GMT)
3. goodneighbor (last in use Wed May 31 23:21:01 2006 GMT)
Choose the operation you want to perform:
- KEY - Assign a new key for tagging outgoing mail.
- PURGE - Purge keys no longer needed for verifying incoming mail.
- CLEAR - Clear all keys including current key.
- SETUP - Set how invalid bounces will be handled.
[1> setup
How do you want bounce messages which are not addressed to a valid tagged
recipient to be handled?

1. Reject.
2. Add a custom header and deliver.
[11> 1

Behavior on invalid bounces: reject
Key for tagging outgoing mail: basic key
Previously-used keys for verifying incoming mail:
1. basic key (current outgoing key)
2. key (last in use Wed May 31 23:22:49 2006 GMT)
3. goodneighbor (last in use Wed May 31 23:21:01 2006 GMT)
Choose the operation you want to perform:
- KEY - Assign a new key for tagging outgoing mail.
- PURGE - Purge keys no longer needed for verifying incoming mail.
- CLEAR - Clear all keys including current key.
- SETUP - Set how invalid bounces will be handled.
(>
mail3.example.com> commit
Please enter some comments describing your changes:
[1> Configuring a new key and setting reject for invalid email bounces
Do you want to save the current configuration for rollback? [Y]> n
Changes committed: Fri May 23 11:42:12 2014 GMT

deleterecipients
B7L)]
Xa—MHAvE—UEREHIRLET,

ERAE

FE® : Za<y K Tcommit] 1ZMEH D FHA,
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JTARER  ZDavy Rii~vyy T— R TOMEHATEET,
NYyFaAIUER: Zoavy RNy FELEZR—FLTWEE A,

TTITAT AR, BEIS U TCREEZAIRT D72OOKMDA 7 a B E ST
FT, KT, ZEFEFRX MIOZEZEOHIFR. Envelope From 7 KL A2 X AHIE, BILO
X2 —NOTXTOZEFOHIROFIZ R LET,

REE A UK DHIBR

mail3.example.com> deleterecipients

Please select how you would like to delete messages:

1. By recipient host.

2. By Envelope From address.

3. All.

[11> 1

Please enter the hostname for the messages you wish to delete.
[1> example.com

Are you sure you want to delete all messages being delivered to "example.com"? [N]> Y
Deleting messages, please wait.

100 messages deleted.

Envelope From 7 F L X [Z &k Bl

A THIBR

mail3.example.com> deleterecipients

Please select how you would like to delete messages:

1. By recipient host.

2. By Envelope From address.

3. All.

[1]1> 2

Please enter the Envelope From address for the messages you wish to delete.
[1> mailadmin@example.com

Are you sure you want to delete all messages with the Envelope From address of
"mailadmin@example.com"? [N]> Y

Deleting messages, please wait.

100 messages deleted.

mail3.example.com> deleterecipients

Please select how you would like to delete messages:

1. By recipient host.

2. By Envelope From address.

3. All.

[11> 1

Are you sure you want to delete all messages in the queue? [N]> Y
Deleting messages, please wait.

1000 messages deleted.
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deliveryconfig

B2LL]

ERAE

11

delivernow

B8

ER7AE

deliveryconfig .

A—VEEEZRELET,

M€ : Zoa< KX lcommit] 2NHHEETY,

ISRABEM . Zpavy NI, TR_RTOIYEFT—F (UFREZ, TA—F, <) T
ATxEd,

NyF awrR: Zoa<wy RNy ITFEXEZR—FLTWHWEREA,

ROFITIL, deliveryconfig =~ > FZM A L, [BAE"TREM:®H Y (Possible Delivery) % A R—
TMILT, T7ANV DA 2 —T 24 2% [HE) (Auto) [IZERELET, VAT LAE2ED
RRFEE A v —VRUFIE. 9000 #H#52 T,

mail3.example.com> deliveryconfig

Choose the operation you want to perform:

- SETUP - Configure mail delivery.

[1> setup

Choose the default interface to deliver mail.

1. Auto

. AnotherPublicNet (192.168.3.1/24: maild.example.com)
. Management (192.168.42.42/24: mail3.example.com)

. PrivateNet (192.168.1.1/24: mail3.example.com)

. PublicNet (192.168.2.1/24: mail3.example.com)

[1]1> 1

Enable "Possible Delivery" (recommended)? [Y]> y
Please enter the default system wide maximum outbound message delivery
concurrency

[10000]> 9000

mail3.example.com>

g w N

A=V DAY 2— L ERIEYE HICHRE LE T, 2—F—id, 1 20OZEFEHRA L&,
BUERICHEA T V2= L ENTNAETRTORA v E—=DNT NN EEIRTEE7,

MEE : Z0a<y R lcommit] 1ZMEH D A,
JSAREE . Zpa<wy Riivwiy B— R TORFEHTXET,
NYyFaAIVEF: Zoavwy Ry TFELESR—FLTHERA,
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mail3.example.com> delivernow

Please choose an option for scheduling immediate delivery.
1. By recipient domain

2. All messages

[1]1> 1

Please enter the recipient domain to schedule for delivery.
[1>foo.com

Scheduling all messages to foo.com for delivery.

destconfig

LIH®D setgoodtable =~ K CY, T—7 /ML, HBfE, sEHET—7V EMEIRTWE
T, ZOT—TNEMALT, HELE FAL COERGHIREZHELET,

destconfig 37 > FD{E A
destconfig ¥ 7 A =2 —TlX, koa~r REffATE£7,

Table 7: destconfigt 72 < > K

558 £%BA (Description)

SETUP Ia—rVREEEE LET,

NEW RAA »DOF LWHIBRZ B L £,

EDIT RAAL L OFIREZETE L ET,

DELETE RA A OfIRZHIERL £,

DEFAULT FESN TR AL DT 74V FORIREEE LET,

LIST RAL L ZDOHRIBDOY A FERFLET,

DETAIL 1 ODSEEELITTNTHOT L B OFEMAEFRLET,

CLEAR T—=TNNETRTCOTY M EHIRLET,

IMPORT NIz 7 4 Fab—a 7y A Npbskfliim Yo
T—=TNEA UR—=FLET,

EXPORT SESEHIl = Y OF—T %k INL 27 4 Falb—a v
Ty A MY ZAR—F LET,

destconfig 2~ RNiZi, FiiCHliHT — 7 NV OEITEHERT DL FTOEREFRE T 2 LB
HYET,

« RAAL Y (ZEHAAR)
o KA A U ~D KRR
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cHE T L O RKA vE— U

« ZAZHE IR

VAT AERELIIMEET— T =g AL v F
s RAAL LT L ORKIRAZ AL £,

« ZASEHIROBAM (43 HAT)

o N ARRRE

s ALV THERT O A TuT 7 AL

TR EHIEHT—TIL
WKORIC, SaSEHET — T ADTy kY ERLET,

Table 8: 5 #lEI T— T LD T k1)l

KAA>Y Conn. Rept. Min. Enforce
Limit Limit Prd. MX/DOM

(T 7 1) 500 7L 1 RAA v

FREN TR R A A > OEFEIT 500, 1
B & 72 D OZAEE TR R

(F7 4 1) 500 ‘ﬁb P ‘MMP

FRENTVRN AL DA—V T — T =
A D REERHUE 500, 1 BRI S 7= 0 0ZiEH
T I R

partner.com 10 ‘ 500 ‘ 60

FAA

partner.com D F X TD7— K7 = A 3 10 fHD
Bsia AT 1 OB RZEE UL 500

101.202.101.2 500 ‘@L/ ’m] ’MXE

IP7 RLADIEE

Ny FRK

destconfig =~ > ROy FIREALMT T2 &, RO CLI 2~ & ROT X TOREREL FEITT
TETS

B LWSESERIET — 7 L O 1R

destconfig new <profile> [options]

« BEAF D5 SEHIH T — 7 v Ot
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destconfig edit <default|profile> [options]

BEAF D5 Sl 7 — 77 L D HIER

destconfig delete <profile>|

si S = h U O—ERR

destconfig list]

1 DO EITTXTOZ L b OFEMDER

destconfig detail <default|profilelall>|

PSR T — 7 Vinb 3R Toxzr b U ZHIER

destconfig clear|

T7ANNEDT =T NLDA R— b

destconfig import <filename>|

F—TNDT 7 A I~DIZT AR— h

destconfig export <filename>|

edit BEPnew Ny F a~ 2 RTIE, BEL EEEFEFEAHL TEEARTZEICED, LTOA
T aryO—MMERIIT R TCERETETET, HELER» oA 7 v a i, edit ZFEH L
BEIEEINT, new 2 L725EIFXT 7 40 MEICRESNET,

concurrency limit=<int> - The maximum concurrency for a specific host.

concurrency limit type=<host|MXIP> - Maximum concurrency is per host or per MX IP.

concurrency limit apply=<system|VG> - Apply maximum concurrency 1is system wide or by
Virtual Gateway (tm) .

max messages_per connection=<int> - The maximum number of messages that will be sent
per connection.

recipient limit minutes=<int> - The time frame to check for recipient limits in minutes.

recipient limit=<int> - The number of recipients to limit per unit of time.

. CiscoE A —)L X2 )T 4 7TS5AF7 2 AMIT Async0S13.04CLI ) 77 LU RAHA K (AVTFUREA)



I av vk 5EH

{5 : % LU destconfig T > ~ 1) DERL .

use tls=<off|on|require|on verify|require verify> - Whether TLS should be on, off, or
required for a given host.

bounce profile=<default|profile> - The bounce profile name to use.

bounce verification=<off|on> - Bounce Verification option.

{5 - 7 L L destconfig T> + ') DYERK

ROFITIE, BIIED desteonfig =2 b U ZWEIZH I LET, EHIT, FAA U partner.com D
FLWZU MU EERLET, 20O RAAL OO0 TR, KRR 100, 6045585720
DZAZHEHRIRMN 50 ICRESNET, L2 -> T AT AIE R AA 2 partner.com (2% L. 1

IRFRHIIZ 100 2 2 D EEft A e, S04 MR DX EHEICA v E—VaRELEEA, ZOFR
AA NIRRT A T T 7 A UFED Y THNT, TLS HEITHEINEF A, HEIZ, &

HRFEROTZDICH N Sh, fEEINET,

mail3.example.com> destconfig

There are currently 2 entries configured.
Choose the operation you want to perform:

- SETUP - Change global settings.

- NEW - Create a new entry.

- EDIT - Modify an entry.

- DELETE - Remove an entry.

- DEFAULT - Change the default.

- LIST - Display a summary list of all entries.
- DETAIL - Display details for one destination or all entries.
- CLEAR - Remove all entries.

- IMPORT - Import tables from a file.

- EXPORT - Export tables to a file.

[1> list
1

Rate Bounce Bounce
Domain Limiting TLS Verification Profile
(Default) On Ooff Ooff (Default)

Choose the operation you want to perform:

- SETUP - Change global settings.

- NEW - Create a new entry.

- EDIT - Modify an entry.

- DELETE - Remove an entry.

- DEFAULT - Change the default.

- LIST - Display a summary list of all entries.

- DETAIL - Display details for one destination or all entries.

- CLEAR - Remove all entries.

- IMPORT - Import tables from a file.

- EXPORT - Export tables to a file.

[1> new

Enter the domain you wish to configure.

[1> partner.com

Do you wish to configure a concurrency limit for partner.com? [Y]> y
Enter the max concurrency limit for "partner.com".

[500]> 100

Do you wish to apply a messages-per-connection limit to this domain? [N]> n
Do you wish to apply a recipient limit to this domain? [N]> y
Enter the number of minutes used to measure the recipient limit.
[60]> 60
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Enter the max number of recipients per 60 minutes for "partner.com".

[1> 50

Select how you want to apply the limits for partner.com:

1. One limit applies to the entire domain for partner.com

2. Separate limit for each mail exchanger IP address

[11> 1

Select how the limits will be enforced:

1. System Wide

2. Per Virtual Gateway (tm)

[1]1> 1

Do you wish to apply a specific TLS setting for this domain? [N]> n
Do you wish to apply a specific bounce verification address tagging setting for
this domain? [N]> n

Do you wish to apply a specific bounce profile to this domain? [N]> n
There are currently 3 entries configured.

mail3.example.com> commit

Please enter some comments describing your changes:

[1> Throttled delivery to partner.com in the destconfig table

Do you want to save the current configuration for rollback? [Y]> n
Changes committed: Fri May 23 11:42:12 2014 GMT

Bl : N TAOTFAILE TLS B/FE

ZOBITIL, FAA 2 newpartner.com (ZH1 LV destconfig =2 b U ZFRE LE 9, TLS BN
VT, £72. ZOHFITIE. KAA 2 bounceprl (U AT —~DNRT7 A 7077 A )LD
JH,onpage 176 5R) L\ H NN R a7 7 A )L%& KA A L newpartner.com ~DT T D
A —AEEIEHIND LIICRELET,

mail3.example.com> destconfig

There is currently 1 entry configured.

Choose the operation you want to perform:

- SETUP - Change global settings.

- NEW - Create a new entry.

- EDIT - Modify an entry.

- DELETE - Remove an entry.

- DEFAULT - Change the default.

- LIST - Display a summary list of all entries.

- DETAIL - Display details for one destination or all entries.

- CLEAR - Remove all entries.

- IMPORT - Import tables from a file.

- EXPORT - Export tables to a file.

[1> new

Enter the domain you wish to configure.

[1> newpartner.com

Do you wish to configure a concurrency limit for newpartner.com? [Y]> n
Do you wish to apply a messages-per-connection limit to this domain? [N]> n
Do you wish to apply a recipient limit to this domain? [N]> n

Do you wish to apply a specific TLS setting for this domain? [N]> y

Do you want to use TLS support?

1. No

2. Preferred

3. Required

4. Preferred(Verify)

5. Requlred(Verlfy)

[11>

You have chosen to enable TLS. Please use the 'certconfig' command to ensure that there
is a valid certificate configured.

Do you wish to apply a specific bounce verification address tagging setting for this

domain? [N]> y

Perform bounce verification address tagging? [N]> y

Do you wish to apply a specific bounce profile to this domain? [N]> y
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Please choose a bounce profile to apply:

1. Default
2. New Profile
[11> 1

There are currently 2 entries configured.
Choose the operation you want to perform:

- SETUP - Change global settings.

- NEW - Create a new entry.

- EDIT - Modify an entry.

- DELETE - Remove an entry.

- DEFAULT - Change the default.

- LIST - Display a summary list of all entries.
- DETAIL - Display details for one destination or all entries.
- CLEAR - Remove all entries.

- IMPORT - Import tables from a file.

- EXPORT - Export tables to a file.

[1> detail

Rate Bounce Bounce
Domain Limiting TLS Verification Profile
newpartner.com Default Req On Default
(Default) On Off Off (Default)

Enter the domain name to view, or enter DEFAULT to view details for the
default, or enter ALL to view details for all:
[1> all
newpartner.com
Maximum messages per connection: Default
Rate Limiting: Default
TLS: Required
Bounce Verification Tagging: On
Bounce Profile: Default
Default
Rate Limiting:
500 concurrent connections
No recipient limit
Limits applied to entire domain, across all virtual gateways
TLS: Off
Bounce Verification Tagging: Off
There are currently 2 entries configured.
[r>
mail3.example.com> commit
Please enter some comments describing your changes:
[1> enabled TLS for delivery to newpartner.com using demo certificate
Do you want to save the current configuration for rollback? [Y]> n
Changes committed: Fri May 23 11:42:12 2014 GMT

Bl EE THREEE]

ZOHITIE, A—NENET NV—T"7 =T P —s3—exchange.example.com (ZA & v kU >
55D destconfig = R U BER LET, ZORTY——H HEEHEE] = b %
BETDHZ LT, N7 74 v 7 PRICHKRT DRBIFICIIEE PN V—T T =7 —r3—
WAy M7 EnET, ZOFITIE, 7774 TR REZ V=70 =7 H—3—
exchange.example.com |[Z%f L, 143fEIZ 10 % #8 2 2 [RIRFRERE 2 M2 37, 1000 2 2 52548
WA E—VEEELETA, NV RA TR T 7ALE TLS RETRESNEE A,

mail3.example.com> destconfig

There are currently 2 entries configured.
Choose the operation you want to perform:
- SETUP - Change global settings.

- NEW - Create a new entry.
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- EDIT - Modify an entry.

- DELETE - Remove an entry.

- DEFAULT - Change the default.

- LIST - Display a summary list of all entries.

- DETAIL - Display details for one destination or all entries.

- CLEAR - Remove all entries.

- IMPORT - Import tables from a file.

- CLEAR - Remove all entries.

[1> new

Enter the domain you wish to configure.

[1> exchange.example.com

Do you wish to configure a concurrency limit for exchange.example.com? [Y]> y
Enter the max concurrency limit for "exchange.example.com".

[500]> 10

Do you wish to apply a recipient limit to this domain? [N]> y

Enter the number of minutes used to measure the recipient limit.
[60]1> 1

Enter the max number of recipients per 1 minutes for "exchange.example.com".
[1> 1000

Select how you want to apply the limits for exchange.example.com:
1. One limit applies to the entire domain for exchange.example.com
2. Separate limit for each mail exchanger IP address

[11> 1

Select how the limits will be enforced:

1. System Wide

2. Per Virtual Gateway (tm)

[11> 1

Do you wish to apply a specific TLS setting for this domain? [N]> n
Do you wish to apply a specific bounce verification address tagging setting for this
domain? [N]> n

Do you wish to apply a specific bounce profile to this domain? [N]> n
There are currently 3 entries configured.

Choose the operation you want to perform:

- SETUP - Change global settings.

- NEW - Create a new entry.

- EDIT - Modify an entry.

- DELETE - Remove an entry.

- DEFAULT - Change the default.

- LIST - Display a summary list of all entries.

- DETAIL - Display details for one destination or all entries.

- CLEAR - Remove all entries.

- IMPORT - Import tables from a file.

- CLEAR - Remove all entries.

[1>

mail3.example.com> commit

Please enter some comments describing your changes:

[1> set up shock absorber for inbound mail

Do you want to save the current configuration for rollback? [Y]> n
Changes committed: Fri May 23 11:42:12 2014 GMT

Bl - A O—/NJLEEE
ZORITIE, TLSEEHRO TLS 77— "B X OGEFAEZZRE L £9,

mail3.example.com> destconfig

Choose the operation you want to perform:

- SETUP - Change global settings.

- NEW - Create a new entry.

- EDIT - Modify an entry.

- DELETE - Remove an entry.

- DEFAULT - Change the default.

- LIST - Display a summary list of all entries.
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- DETAIL - Display details for one destination or all entries.

- CLEAR - Remove all entries.

- IMPORT - Import tables from a file.

- EXPORT - Export tables to a file.

[]> setup

The "Demo" certificate is currently configured. You may use "Demo", but this will not
be secure.

1. partner.com

2. Demo

Please choose the certificate to apply:

[11> 1

Do you want to send an alert when a required TLS connection fails? [N]> n

{5l : DANE Y-7R— b Z R L 1= TLS =D B 3L

WOFHITIL, FAA 2 newpartner.com DFH LV destconfig T2 F UMBEEINTWET, =
Tk, TLS B&fgend MEERY) DANE AR — MRV Ak EnTWET,

\)

GE) TLSHYR—F A7 a2 BIRLTDANE a7 2T HMLENH Y 17,

mail3.example.com> destconfig
There are currently 1 entries configured. Choose the operation you want to perform:

- SETUP - Change global settings.

- NEW - Create a new entry.

- EDIT - Modify an entry.

- DELETE - Remove an entry.

- DEFAULT - Change the default.

- LIST - Display a summary list of all entries.

- DETAIL - Display details for one destination or all entries.
- CLEAR - Remove all entries.

- IMPORT - Import tables from a file.

- EXPORT - Export tables to a file.

[1> new

Enter the domain you wish to configure.[]> newparter.com

Do you want to configure a concurrency limit for newparter.com? [Y]>
Enter the max concurrency limit for "newpartner.com".

[500]>

Do you want to apply a messages-per-connection limit to this domain? [N]>
Do you want to apply a recipient limit to this domain? [N]>

Select how the limits will be enforced:

1. System Wide

2. Per Virtual Gateway (tm)

[1]1>

Do you wish to apply a specific TLS setting for this domain? [N]> y
Do you want to use TLS support?

No

Preferred

Required

Preferred - Verify

Required - Verify

Required - Verify Hosted Domains

o U b W NP

[2]1> 3
You have chosen to enable TLS.
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Please use the 'certconfig' command to ensure that there is a valid certificate configured.
Do you want to configure DANE Support? [N]> y

Info:

If you configure DANE as 'Opportunistic' and the remote host does not support DANE,
opportunistic TLS is preferred for encrypting SMTP conversations.

If you configure DANE as 'Mandatory' and the remote host does not support DANE,
no connection is established to the destination host.

If you configure DANE as 'Mandatory' or 'Opportunistic' and the remote host supports
DANE,

it is preferred for encrypting SMTP conversations.

Please choose a DANE option:

1. No

2. Opportunistic

3. Mandatory

[2]> 2

Do you want to apply a specific bounce verification address tagging setting for this
domain? [N]>

BEDKRANDT 7T 4 €T 4 E=F—LET,

WeE  Zoa<y R Tcommit] 1ZH0EH D FH A,
JIRAFER . ZDa<vr Niivyry T R TOMEATEET,
NYF AT R Zoa<wy RNy FEXEFTR—-F L TWEEA,

mail3.example.com> hostrate

Recipient host:

[]> aol.com

Enter the number of seconds between displays.

[10]> 1
Time Host CrtCncOut ActvRcp ActvRcp DlvRcp HrdBncRcp SftBncEvt
Status Delta Delta Delta Delta
23:38:23 up 1 0 0 4 0 0
23:38:24 up 1 0 0 4 0 0
23:38:25 up 1 0 0 12 0 0
~C

hostrate =~ > R&{&EIE3 5121, Cul+C ZEH L F7,
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hoststatus

B2LL]

ERAE

1

R EDHRA NGDAT —H A ZEEG L E T,

Fe® : Za<y K Tcommit] 1ZMEH D FHA,

IS ARER . ZDavw L NEIviry BE— R TOMEATEET,
NYyFaAvo R Zoavy NIy FEXREZTR—F L TOHERA,

mail3.example.com> hoststatus

Recipient host:
[1> aol.com
Host mail status for: 'aol.com'
Status as of: Fri Aug 8 11:12:
Host up/down: up
Counters:
Queue
Soft Bounced Events
Completion
Completed Recipients
Hard Bounced Recipients
DNS Hard Bounces
5XX Hard Bounces
Filter Hard Bounces
Expired Hard Bounces
Other Hard Bounces
Delivered Recipients
Deleted Recipients
Gauges:
Queue
Active Recipients
Unattempted Recipients
Attempted Recipients
Connections
Current Outbound Connections
Pending Outbound Connections
Oldest Message No Messages

00 2003

Last Activity Fri Aug 8 11:04:24 2003
Ordered IP addresses: (expiring at Fri Aug

Preference IPs

15 64.12.137.121 64.12.
15 64.12.137.89 64.12.
15 64.12.137.184 64.12.
15 64.12.138.57 64.12.
15 64.12.138.57 64.12.
205.188.156.154

15 64.12.138.89

138.
138.
137.
136.
137.

ool eolNelNell SHell S

o

8 11:34:24 2003)

89
152
89
153
152

15 64.12.136.121 152.163.224.26
15 64.12.138.120 64.12.137.152

MX Records:
Preference TTL Hostname
15 52m24s

mailin-01.mx.aol.com

64.12.138.120
152.163.224.122
64.12.136.57
205.188.156.122

64.12.
64.12.
64.12.
64.12.

136.
138.
137.
137.

89

152
184
121

hoststatus .
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avv R sEH |

15 52m24s mailin-02.mx.aol.com
15 52m24s mailin-03.mx.aol.com
15 52m24s mailin-04.mx.aol.com

Last 5XX Error:

550 REQUESTED ACTION NOT TAKEN: DNS FAILURE
(at Fri Aug 8 11:04:25 2003)

Virtual gateway information:

example.com (PublicNet 017):
Host up/down: up
Last Activity Wed Nov 13 13:47:02 2003
Recipients 0

example.com (PublicNet 023):
Host up/down: up
Last Activity Wed Nov 13 13:45:01 2003
Recipients

imageanalysisconfig

BILL]

ERAE

1

IronPort 4 A — Y T O EEZHE L ET

MeE : Zoa< KX lcommit] NHEETI,

JGAREE . Zoavwr RiE, TRTOYEFT— R (WFRE, T—F, <) Tff
ATxEd,

NYyF AT R Zoa<wr RNy FERXEZSR—FLTWETA,

mail.example.com>imageanalysisconfig

IronPort Image Analysis: Enabled

Image Analysis Sensitivity: 65

Verdict Ranges: Clean (0-49), Suspect (50-74), Inappropriate (75+)
Skip small images with size less than 100 pixels (width or height)

(First time users see the license agreement displayed here.)

Choose the operation you want to perform:

- SETUP - Configure IronPort Image Analysis.

[1> setup

IronPort Image Analysis: Enabled

Would you like to use IronPort Image Analysis? [Y]>

Define the image analysis sensitivity. Enter a value between 0 (least sensitive) and 100
(most sensitive). As sensitivity increases, so does the false

positive rate. The default setting of 65 is recommended.

[65]>

Define the range for a CLEAN verdict. Enter the upper bound of the CLEAN range by entering
a value between 0 and 98. The default setting of 49 is

recommended.

[49]>

Define the range for a SUSPECT verdict. Enter the upper bound of the SUSPECT range by
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oldmessage

BILL]

ERAE

1

rate

B L]

ER7E

oldmessage .

entering a value between 50 and 99. The default setting of 74 is
recommended.

(741>

Would you like to skip scanning of images smaller than a specific size? [Y]>
Please enter minimum image size to scan in pixels, representing either height or width
of a given image.

[100]>

IronPort Image Analysis: Enabled

Image Analysis Sensitivity: 65

Verdict Ranges: Clean (0-49), Suspect(50-74), Inappropriate (75+)

Skip small images with size less than 100 pixels (width or height)

Choose the operation you want to perform:

- SETUP - Configure IronPort Image Analysis.

[r>

SATFALEORBEWIEREEA v E—OMID Esy A —E R R LET,

MEE : 2o~y RIZ commit ITMEH Y FH A,
JTARER . ZDavy NiIviry E— RTOMEATEET,
NyF avw R Zoavwy NIy FELXLEZSR—FLTHWERA,

WOBFTIE, HTWA =V EFRLET,

mail3.example.com>

oldmessage

MID 9: 1 hour 5 mins 35 secs old

Received: from test02.com ([172.19.0.109]

by test02.com with SMTP; 14 Feb 2007 22:11:37 -0800
From: userl23@test02.com

To: 4031l@example.com

Subject: Testing

Message-Id: <20070215061136.68297.16346@test02.com

A=Y DANV—Ty b= H—LFET,

MEE : ZOa<y R lcommit] 1ZM4EH D FH A,
USAREE . pavy NIviy BE— R TORFHTXET,
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1

avv R sEH |

NYyF AT R Zoa<xr RNy FEXREZR—FLTWEFA,

mail3.example.com> rate

Enter the number of seconds between displays.

[10]> 1
Hit Ctrl-C to return to the main prompt.
Time Connections Recipients Recipients Queue
In Out Received Delta Completed Delta K-Used
23:37:13 10 2 41708833 0 40842686 0 64
23:37:14 8 2 41708841 8 40842692 6 105
23:37:15 9 2 41708848 7 40842700 8 76
23:37:16 7 3 41708852 4 40842705 5 64
23:37:17 5 3 41708858 6 40842711 6 64
23:37:18 9 3 41708871 13 40842722 11 67
23:37:19 7 3 41708881 10 40842734 12 64
23:37:21 11 3 41708893 12 40842744 10 79
~C

redirectrecipients

2t B

TRTOA Yy E—VEROY L— KA NIV XAV NLET,

Danger

Av—U% devinull #5650 L THZEMRAAL ANV XA VLT bTDHE, AvbE—URK
bivET, A—NEZDIIRRAAL NV EZA LT FLTH, CLIIZEE TR REINEY
o AvE—TBVEA VLY T HEIC, ZEM AL BHDE D DHSMTP /L — b & R
LTLEE,

Danger

ER7AE

ZDRARNNPLRKED SMTP A — LV EZETEDLIICHEHFINTWARWERA MEIZIP T
RVAIZZEZFEE VALY bTDHE. AvE—URANT U RAE0, A—nEKbid aRert
NHYET,

WeE : Zoa<y R Tcommit] ITMEHY XA,
G ARER . Zpa<y Riivyy T— RCOREHRATEET,
NYyF AT R Zoa<wr RNy FELXLEZPR—FLTWET,
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Ny FHR

1

resetcounters

BL)]

ER7AE

1

nyriz ]

redirectrecipients =~ > ROy FIRREMHENT 5 & RO CLI 2~ ROTXTOHREL
FATTEET,

e T RTDA—NLEHDRA ML EZIZIP T RLAZUZE AL L7 b LET,

redirectrecipients host <hostname>|

WIZ, T_TD A —/L% example2.com FmA MMZ VY # A L7 b B0 R LET,

mail3.example.com> redirectrecipients

Please enter the hostname or IP address of the machine you want to send all mail to.
[1> example2.com

WARNING: redirecting recipients to a host or IP address that is not prepared to accept
large volumes of SMTP mail from this host

will cause messages to bounce and possibly result in the loss of mail.

Are you sure you want to redirect all mail in the queue to "example2.com"? [N]> y
Redirecting messages, please wait.

246 recipients redirected.

VAT LEANDTRTCOI T 25y hLET,

MEE : Z0a<y R lcommit] 1IMEH D FH A,
IS AREE . T Da<vy Riivyy T— R TCOMEHATEE9,
NYyFaAIVEF . Zoaxwy Ry FELEZSR—FLTOWERA,

mail3.example.com> resetcounters
Counters reset: Mon Jan 01 12:00:01 2003

removemessage

B L]

BEDA =V IDDAyE—VEE2ICHIBRLET,
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ER7AE

1

showmessage

Bk

ER7E

]l

avv R sEH |

removemessage 2 v N T, fE¥Fa—, FHllT¥a—, i35 a—HNOA vy E—
COLEHIFRTEET, VAT LADREBIZL-TX, 260X a2a—ICHENTT 7T 4 773
AyvE—UREENTORWEERH D FT,

MEE : Z0a<y R lcommit] 1IMEH D FH A,
JIAKER  ZDavy Riivyy B R TOREHTEET,
NYyFaAIVEF: Zoa<y Ry FELEZSR—-FLTOWERA,

example.com>
removemessage
Enter the MID to remove.
[1>1
MID 1: 19 secs old
Received: from example2.com ([172.16.0.102])
by test02.com with SMTP; 01 Mar 2007 19:50:41 -0800
From: userl23@test02.com
To: 9526@example.com
Subject: Testing
Message-Id: <20070302035041.67424.53212@test02.com>
Remove this message? [N]> y

BESNTEAYE—VIDDOAYyE—V LA vE—VUARTERRLET,

e : Zoa<y R Tcommit] ITMEH Y FH A,
JIIGRAREM . T pa<wy NiEviy B— NTCORMEHATEET,
NYyF ATV ER : Zoa<vy RNy FEXRER—FLTWVERA,

example.com> showmessage
MID 9: 1 hour 5 mins 35 secs old
Received: from example2.com([172.19.0.109])
by test02.com with SMTP; 14 Feb 2007 22:11:37 -0800
From: userl23@test02.com
To: 4031l@example.com
Subject: Testing
Message-Id: <20070215061136.68297.16346Q@test02.com>
This is the message body.
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showrecipients .

showrecipients

& BA
Fa—NDOA =V %ZEHR A MIETZIZ Envelope From 7 K L ZBNCERT D H, §
TDAYE—VZBFRLET,
EARAE
eE : ZDa~<r RIZ Tcommit] ZIXEH Y FHA,
JIALER . ZDavy RiEviy F— RTORERTE LT,
NYF ATV R Z0avy RENy FEREYR—FLTHET,

Ny FRR

showrecipients =~ > ROy FIRREMEHT 5 & kO CLI 2~ ROTXTOHREL FE
ITCEET,

s ZEHAFA MTOA vE— Y OBRR

showrecipients host <hostname>|

Envelope From 7 KL ZATD A v &— T DR

showrecipients [sender options] <sender email>

R ? sender_option Z ]l TX £,
--match-case 7 K L A D — W —4 {55 O RILF & /N KB L Te—E,
T RTDOA v E—TVDRRK

showrecipients all

151
KIZ, TRTCOZEZEFRA F~DF2—NOA vE—VOHERLET,

mail3.example.com> showrecipients

Please select how you would like to show messages:
1. By recipient host.

2. By Envelope From address.

3. All.

[1]1> 3

Showing messages, please wait.

MID/ Bytes/ Sender/ Subject
[RID] [Atmps] Recipient

1527 1230 userl23456Q@ironport.com Testing
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status

ER7AE

1

[01] [01]
1522 1230
[01] [01]
1529 1230
[01] [01]
1530 1230
[01] [01]
1532 1230
[01] [01]
1531 1230
[01] [01]
1518 1230
[01] [01]
1535 1230
[01] [01]
1533 1230
[01] [01]
1536 1230
[01] [01]

avv R sEH |

9554@example.com
userl23456Q@ironport.com Testing
3059@example.com
userl23456Q@ironport.com Testing
7284@example.com
userl23456Q@ironport.com Testing
8243@example.com
userl23456Q@ironport.com Testing
1820@example.com
userl23456Q@ironport.com Testing
9595@example.com
userl23456Q@ironport.com Testing
8778@example.com
userl23456Q@ironport.com Testing
1703@example.com
userl23456Q@ironport.com Testing
3052@example.com
userl23456Q@ironport.com Testing
51l1l@example.com

Mg - 0o~ R lcommit] (THEHY FH A,

JIGRAREM . Zpa<vy N, T_XTO~Y L ET—F (P59 RE, TA—F <L) T

MT&EET,

NyF avwr RN 2

Da<wy RNy FEXLESR—FLTWERA,

mail.example.com> status detail

Status as of:

Up since:

(12d 6h 37m 28s)
Last counter reset:
System status:
Oldest Message:

Mon Sep 08 00:01:44 2014 GMT
Tue Aug 26 17:24:16 2014 GMT

Never
Online
No Messages

Feature - IronPort Anti-Spam: 1459 days

Feature - Incoming Mail Handling: Perpetual
Feature - Outbreak Filters: 1459 days
Counters: Reset Uptime Lifetime
Receiving
Messages Received 2 2 2
Recipients Received 2 2 2
Rejection
Rejected Recipients 0 0 0
Dropped Messages 0 0 0
Queue
Soft Bounced Events 0 0 0
Completion
Completed Recipients 0 0 0
Current IDs
Message ID (MID) 2
Injection Conn. ID (ICID) 0
Delivery Conn. ID (DCID) 13
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tophosts

BILL]

ER7GE

1

Gauges: Current
Connections
Current Inbound Conn. 0
Current Outbound Conn. 0
Queue
Active Recipients 2
Messages In Work Queue 0
Kilobytes Used 184
Kilobytes Free 8,388,424
Quarantine
Messages In Quarantine
Policy, Virus and Outbreak 0
Kilobytes In Quarantine
Policy, Virus and Outbreak 0

tophosts .

BIA =N F2—ICHT LBEOHREZIIG L. FEDOZEHRA MIEFEOME (F=2—0
KAL) BHDH0E D DEHWT 521X, tophosts 2~ RZEH L E9, tophosts 2~ K
X, F2—HNO 20 DZEHEDOV A MERLET, VA NMI, 777 4 7%EE. BEH
e, BfEHEAZEH., Y7 b ARNT AL R BEON— AT RAINTEZEERE.

SE S ERMEFHERINCY — FTEET,

MEE : Z0a<y R lcommit] 1ZMEH D FH A,
IS RAREE . T Da<wy Niivi oy B— R TCOMEHTXF9,
NYF AT E: Zoavwry RNy TFEXER— L TWERA,

mail3.example.com> tophosts
Sort results by:
1. Active Recipients

2. Connections Out

3. Delivered Recipients

4. Hard Bounced Recipients

5. Soft Bounced Events

[1]1> 1

Status as of: Fri Mar 13 06:09:18 2015 GMT

Hosts marked with '*' were down as of the last delivery attempt.
Active Conn. Deliv. Soft

# Recipient Host Recip. Out Recip. Bounced

1* example.com 2 0 0 0

2 the.encryption.queue 0 0 0 0

3 the.euq.queue 0 0 0 0

4 the.euq.release.queue 0 0 0 0

Hard
Bounced
0

0
0
0
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topin

At A

ERAE

1

unsubscribe

2t BA

ER7AE

HAGHEDBDIAIZ LR OH A b &R LET

Fe® : Za<y K Tcommit] 1ZMEH D FHA,

IS ARER . ZDavw Ly NEIviry BE— R TOMEATEET,

NYyFaAvo R Zoavy NIy FEXLEZR—F L TOHERA,

mail3.example.com> topin

Status as of:
# Remote hostname
Imail.remotedomainOl.com

W J oy U b W

11
12
13
14
15
16
17
18
19
20

Ja— N )UVEMEEIEY A R EEHFLET,

MeE : 0o~ KX lcommit] NHFTI,

mail.
mail.
mail.
mail.
mail.
mail.
mail.
mail.

mail.
mail.
mail.
mail.
mail.
mail.
mail.
mail.
mail.
mail.
mail.

remotedomainO1l
remotedomain03
remotedomain04
remotedomain05
remotedomain06
remotedomainQ7
remotedomain08
remotedomain09
remotedomainl0
remotedomainll
remotedomainl?2
remotedomainl3
remotedomainlé
remotedomainlb
remotedomainl6
remotedomainl?
remotedomainl8
remotedomainl9
remotedomain20

.com
.com
.com
.com
.com
.com
.com
.com

.com
.com
.com
.com
.com
.com
.com
.com
.com
.com
.com

Sat Aug 23 21:50:54 2003

172.
172
172.
172.
172
172.
172.
172

172.
172.

172

172.
172.

172

172.
172.

172

172.
172.

16.

.16.

16.
16.

.16.

16.
16.

.16.
16.
16.

O O O O O o o o

.16.

16.
16.

.16.

16.
16.

.16.

16.
16.

O O O OO OO ooo o

H O o Jo U b N

Remote IP addr.
172.16.0.2

.11
.12
.13
.14
.15
.16
.17
.18
.19
.20
.21

listener

IncomingO1l

Incoming02
IncomingO1l
Incoming02
IncomingO1l
Incoming02
IncomingO1l
IncomingO1l
IncomingO1l
IncomingO1l
IncomingO1l
Incoming02
IncomingO1l
IncomingO1l
IncomingO1l
IncomingO1l
IncomingO1l
Incoming02
IncomingO1l
IncomingO1l

In

10

W wwwwnswu

PR P EPRPNDDNDDDNDDNDDNDDNDDND

avv R sEH |

JIGRAREM . Zpa<vy N, T_XTO~Y L ET—F (F59RE, IA—F <) T
HATx%7,
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1

workqueue

B7LL]

NyF avwrs R Zoavy Ry FELZR—FLTWEEA,

ZOHITIL, 7 KL R user@example.net 73 7 2 — 7 LEMEE R Y X MBSV, A vE—Y
ZN— KA UZT L LI RESNE T, 207 RLRIZHFHEIND A vE—IFEAN
VOASNET, TTIAT PRI VEEDOERNICA vy E—U NN REINET,

mail3.example.com> unsubscribe

Global Unsubscribe is enabled. Action: drop.

Choose the operation you want to perform:

- NEW - Create a new entry.

- IMPORT - Import entries from a file.

- SETUP - Configure general settings.

[1> new

Enter the unsubscribe key to add. Partial addresses such as "@example.com"
or "user@" are allowed, as are IP addresses. Partial hostnames such as "@.example.com"
are allowed.

[1> user@example.net

Email Address 'user@example.net' added.

Global Unsubscribe is enabled. Action: drop.

Choose the operation you want to perform:

- NEW - Create a new entry.

- DELETE - Remove an entry.

- PRINT - Display all entries.

- IMPORT - Import entries from a file.

- EXPORT - Export all entries to a file.

- SETUP - Configure general settings.

- CLEAR - Remove all entries.

[1> setup

Do you want to enable the Global Unsubscribe feature? [Y]> y
Would you like matching messages to be dropped or bounced?

1. Drop
2. Bounce
[1]1> 2

Global Unsubscribe is enabled. Action: bounce.

Choose the operation you want to perform:

- NEW - Create a new entry.

- DELETE - Remove an entry.

- PRINT - Display all entries.

- IMPORT - Import entries from a file.

- EXPORT - Export all entries to a file.

- SETUP - Configure general settings.

- CLEAR - Remove all entries.

[1>

mail3.example.com> commit

Please enter some comments describing your changes:

[1> Added username “user@example.net” to global unsubscribe
Do you want to save the current configuration for rollback? [Y]> n
Changes committed: Fri May 23 11:42:12 2014 GMT

E¥X 2 —D—KFIEAT —Z A A RFBIOEELET,
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ER7AE

1

avv R sEH |

WEE : Z0a<y R lcommit] IZMEH D FH A,
JGARER . Zpa<y Riivwyy T— RCOREHRATEET,
NYyFaAIV R Zoavy RNy FEXLEZSR—FLTOHERA,

mail3.example.com> workqueue

Status: Operational
Messages: 1243
Manually pause work queue? This will only affect unprocessed messages. [N]> y

Reason for pausing work queue:

[1> checking LDAP server

Status: Paused by admin: checking LDAP server
Messages: 1243

Note

BHDOANMMEETT, HEZ AN LWgGE, Bifi% loperator paused| & L TH 7 A3 ik
ShET,

ROFITIE, V=27 Fa—0PHERAINES,

mail3.example.com> workqueue

Status: Paused by admin: checking LDAP server
Messages: 1243

Resume the work queue? [Y]> y

Status: Operational

Messages: 1243

2RI THBFEERYEFT—D Y—)L

ZIZTIE, IROCLI 2wy RIZHOWTCEHA L E1,

* ctherconfig, on page 203

« interfaceconfig, on page 204
* nslookup, on page 206

* netstat, on page 207

* packetcapture, on page 208
* ping, on page 210

* ping6, on page 211

* routeconfig, on page 211

* setgateway, on page 214

* sethostname, on page 214

* smtproutes, on page 215

* sslconfig, on page 217

* sslv3config, on page 219
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etherconfig

Bk

ER7E

1

* telnet, on page 220
* traceroute, on page 221
* traceroute6, on page 221

etherconfig .

AT A THE. NICXT U7, VLANFRTE. DSRETEREDA —V Ry "RTEEZITWVET,

e Zoa< i lcommit] NV ETY,
JIARAFER . ZDa<vr NiEviry T R TOHMEATEET,
NYyFaAvo R Zoa<wry NIy FEXREZR—F L THERA,

mail3.example.com> etherconfig

Choose the operation you want to perform:

- MEDIA - View and edit ethernet media settings.
- VLAN - View and configure VLANs.

- LOOPBACK - View and configure Loopback.

- MTU - View and configure MTU.

- MULTICAST - Accept or reject ARP replies with a multicast address.

[1> vlan

VLAN interfaces:

Choose the operation you want to perform:
- NEW - Create a new VLAN.

[1> new

VLAN tag ID for the interface (Ex: "34"):
[1> 12

Enter the name or number of the ethernet interface you wish bind to:

1. Data 1

2. Data 2

3. Management

[11> 1

VLAN interfaces:

1. VLAN 12 (Data 1)

Choose the operation you want to perform:
- NEW - Create a new VLAN.

- EDIT - Edit a VLAN.

- DELETE - Delete a VLAN.

1>

Choose the operation you want to perform:
- MEDIA - View and edit ethernet media settings.
- VLAN - View and configure VLANs.

- LOOPBACK - View and configure Loopback.
- MTU - View and configure MTU.

- MULTICAST - Accept or reject ARP replies with a multicast address.

[1> loopback

Currently configured loopback interface:
Choose the operation you want to perform:
- ENABLE - Enable Loopback Interface.

[r>
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Choose the operation you want to perform:

- MEDIA - View and edit ethernet media settings.

- VLAN - View and configure VLANs.

- LOOPBACK - View and configure Loopback.

- MTU - View and configure MTU.

- MULTICAST - Accept or reject ARP replies with a multicast address.
[1> mtu

Ethernet interfaces:

1. Data 1 default mtu 1500

2. Data 2 default mtu 1500

3. Management default mtu 1500

4. VLAN 12 default mtu 1500

Choose the operation you want to perform:

- EDIT - Edit an ethernet interface.

[1> edit

Enter the name or number of the ethernet interface you wish to edit.
[1> pairl

That value is not valid.

Enter the name or number of the ethernet interface you wish to edit.
[1> 12

That value is not valid.

Enter the name or number of the ethernet interface you wish to edit.
[1> 2

Please enter a non-default (1500) MTU value for the Data 2 interface.
[1> 1200

Ethernet interfaces:

1. Data 1 default mtu 1500

2. Data 2 mtu 1200

3. Management default mtu 1500

4. VLAN 12 default mtu 1500

Choose the operation you want to perform:

- EDIT - Edit an ethernet interface.

[1>

interfaceconfig

& BA
AVE—T 2 A AERELET, A ¥ —7 x4 A%/ERR, Wk, HIBRCTXEJ, FIP 21
AX—=T ML, IPT RLVAZEREL, /=YXy FIPT FLAZRETEET,
HERAAGE
eE : Zoa~<r Rk lcommit] NYETT,
JSARER . ZDavy RiIvyy T— R CORMEHTEET,
NYF AR E: Zoavy RNy TFERZR— ML TWET,

Ny FER

interfaceconfig =~ > RO Ny FIEXZEH T2 &, 12RO CLI 2~ ROT X TORERER 52
ITTEET,

LA X —T = A ADIERL

interfaceconfig new <name>
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Bl: 48— 24 RADEKRE .

<ethernet interface>

<hostname>

--ip=IPv4 Address/Netmask

--ip6=IPv6 Address/Prefix Lenght]

[--ftp[=<port>]]

[--telnet [=<port>]]

[--ssh[=<port>]]

[--http] [=<port>]

[--https[=<port>]]

[--euqg http[=<port>]]

[--eug https] [=<port>]

[--ccs[=<port>]].

FTP is available only on IPv4.

A B —T A ZDYIE

interfaceconfig delete <name>|

Bl : A 23—T14 ADHKFE

mail.example.com> interfaceconfig

Currently configured interfaces:

1. Management (10.76.69.149/24 on Management: mail.example.com)
Choose the operation you want to perform:

- NEW - Create a new interface.

- EDIT - Modify an interface.

- GROUPS - Define interface groups.

- DELETE - Remove an interface.

[1> edit

Enter the number of the interface you wish to edit.
[1>1

IP interface name (Ex: "InternalNet"):
[Management]>

Would you like to configure an IPv4 address for this interface (y/n)? [Y]>
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nslookup

BILL]

avv R sEH |

IPv4 Address (Ex: 192.168.1.2 ):

[1.1.1.11>

Netmask (Ex: "24", "255.255.255.0" or "Oxffffff00"):
[OxXfEffffffEL] >

Would you like to configure an IPv6 address for this interface (y/n)? [N]> n
Ethernet interface:

1. Data 1

2. Data 2

3. Management

[31>

Hostname:

[mail.example.com]>

Do you want to enable SSH on this interface? [Y]>

Which port do you want to use for SSH?

[22]1>

Do you want to enable FTP on this interface? [N]>

Do you want to enable Cluster Communication Service on this interface? [N]>

Do you want to enable HTTP on this interface? [Y]>

Which port do you want to use for HTTP?

[80]1>

Do you want to enable HTTPS on this interface? [Y]>

Which port do you want to use for HTTPS?

[443]>

Do you want to enable Spam Quarantine HTTP on this interface? [N]>

Do you want to enable Spam Quarantine HTTPS on this interface? [N]>

Do you want to enable AsyncOS API (Monitoring) HTTP on this interface? [N]> y
Which port do you want to use for AsyncOS API (Monitoring) HTTP?

[6080]>

Do you want to enable AsyncOS API (Monitoring) HTTPS on this interface? [N]> y
Which port do you want to use for AsyncOS API (Monitoring) HTTPS?

[6443]>

The "Demo" certificate is currently configured. You may use "Demo", but this will not
be

secure. To assure privacy, run "certconfig" first.

Both HTTP and HTTPS are enabled for this interface, should HTTP requests redirect to the
secure service? [Y]>

You have edited the interface you are currently logged into. Are you sure you want to
change it? [Y]>

Currently configured interfaces:

1. Management (10.76.69.149/24 on Management: mail.example.com)

Choose the operation you want to perform:

- NEW - Create a new interface.

- EDIT - Modify an interface.

- GROUPS - Define interface groups.

- DELETE - Remove an interface.

(1>

nslookup 2=~ RZfiHl9 % &, DNS OEZRAETE £7,

nslookup 2~ RTiX, 77 T4 T VAN, BIELTWHDNS (RAA Rr—LP—EX)
Y= NR—=InBRA M EIPT FLUAZRR L CRETE L Z L AR TEET,
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ER7AE

1

netstat

5t

mans

Table 9: nslookup A< > KDY T)— 347

J9T)—DRAT BLL]
RADA o H =Ry b 7 FLA

CNAME TA YT ZADEHDLH]

MX A=)V I AF V¥

NS BE LY —rDR—h =N

PTR J XY =3 B =Ry 8T RLADHHIIHRA M, £9 T
RS AT OIERIT ST DR A 2

SOA RAA o THERBAR]

TXT T XA NMER

WeE : Zo=a<y N2 lcommit] 1 ZXEH D FH A,
JIGARER  Zpavy NI, TRTO~Y U EF—R (IR EZ, IA—F, <) TF

MTEET,

NYF AR KR Zoa~vy RNy FEXREZVPR—FLTWERTA,

mail.example.com> nslookup

Please enter the host or IP address to resolve.

[1> vm30esal086.1ibga
Choose the query type:

1. A the host's IP address

2. AAAA the host's IPv6 address

3. CNAME the canonical name for an alias

4. MX the mail exchanger

5. NS the name server for the named zone

6. PTR the hostname if the query is an Internet address,
otherwise the pointer to other information

7. SOA the domain's "start-of-authority" information

8. TXT the text information

[1

1>

AAAA= 2001:420:54ff:ff06::95 TTL=30m

netstat 2~ R&EEATIE, Ry V78R EREBIORE) . vr—T 7 T7—7
. BIOESFESEFERXY NT—T A —T 2 A AREHERAEFERTEEST, D=V 3
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packetcapture

BILL]

ER7E

avv R sEH |

CTIETRTCOBIHENR YR — P ENDIDITTIERWNZ LIZEE LT EEN, #iZ, -a, -A,
-g. -m, -M, N, s CEEHA, ZOa~vr RIA ¥ T77T 47 T— N TOFET%
HEJE L TWAT20, netstat # ASJ LT CTLR— FORRE 5 ODOAF T a VinbERTE
F, £, Vv ARUTEHAL U E—T oA AL FTRORBLIEETE 7,

MEE : ZDa<y R lcommit] 1IMEH D FHA,
JISGAREHE . Zpa<wy RiIvwi oy B— R TORFEHTXET,
NYF AT E: Zoa<vwry RNy TFEXETR— L TWERA,

example.com> netstat

Choose the information you want to display:
1. List of active sockets.

2. State of network interfaces.
3. Contents of routing tables.
4. Size of the listen queues.
5. Packet traffic information.
[11>

S

1.

2.

elect the ethernet interface whose state you wish to display:

Data 1
Data 2
3. Management
4. ALL
[1>1

Show the number of bytes in and out? [N]>
Show the number of dropped packets? [N]> y

Name Mtu Network Address Ipkts Ierrs Opkts
Oerrs Coll Drop
Data 1 1500 197.19.1/24 example.com 30536 - 5 -

example.com>

netstat I~ R&EEHATIHE, oy MUV —T8 EREBLIORE) . V=T 407 T—
TN, BEOEEISERR Y NIV —F A X —T oA AREHEREFRTEET, ZDON—
Ta rTEHTRTOFIENRYR— b END2DT TIERNT LICTER LT ZEWN, FR, -,
A, -g. -m, -M, N, s |ZfEATEERA, ZOa~vr NEIA X T7 7T 47 F—RTOE
TZHBE LTWADT2®, netstat Z AJJ LTEBTLAR— FOXRE S ODOF T2 a3 o HigR
TEET, T2, Vo RAUTDHA U F—T oA ALLFROMBLIEETEET,

Mg o< R lcommit] (TM4EHD FH A,
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1

w

JIGRAREM . Zpa<vy N, T_XTO~Y L ET—F (R &, TA—F <) T
HATxE7,

NYyFaAIVF: Zoaxwy Ry TFELESR—-FLTWERA,

mail.example.com> packetcapture
Capture Information:

Status: No capture running
Current Settings:

Maximum File Size: 200 MB

Limit: None (Run Indefinitely)
Interface(s): ALL
Filter: (tcp port 25)

Choose the operation you want to perform:
- START - Start packet capture.
- SETUP - Change packet capture settings.

[1> start
Success - Packet Capture has started
Capture Information:
File Name: C100V-421C73B18CFB05784A83-B03A99E71ED8-20150312-105256.cap
File Size: 0 of 200M
Duration: Os
Limit: None (Run Indefinitely)
Interface(s): ALL
Filter: (tcp port 25)

Choose the operation you want to perform:
- STOP - Stop packet capture.

- STATUS - Display current capture status.
- SETUP - Change packet capture settings.

[1> stop
Success - Packet Capture has stopped
Capture Information:
File Name: C100V-421C73B18CFB05784A83-B03A99E71ED8-20150312-105256.cap
File Size: 24 of 200M
Duration: 10s
Limit: None (Run Indefinitely)
Interface(s): ALL
Filter: (tcp port 25)

Choose the operation you want to perform:

- START - Start packet capture.

- SETUP - Change packet capture settings.

[1> setup

Enter maximum allowable size for the capture file (in MB)

[200]>

Do you want to stop the capture when the file size is reached? (If not, a new file will
be started and the older capture data will be discarded.)

[N]>

The following interfaces are configured:

1. Management

2. ALL

Enter the name or number of one or more interfaces to capture packets from, separated
by commas (enter ALL to use all interfaces):

[2]1>

Select an operation. Press enter to continue with the existing filter.
- PREDEFINED - PREDEFINED filter.

- CUSTOM - CUSTOM filter.

- CLEAR - CLEAR filter.

[r>

Capture settings successfully saved.

Current Settings:
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ping

BILL]

ER7GE

1

avv R sEH |

Maximum File Size: 200 MB

Limit: None (Run Indefinitely)
Interface(s): ALL
Filter: (tcp port 25)

Choose the operation you want to perform:
- START - Start packet capture.

- SETUP - Change packet capture settings.
[r>

pinga~ > REMEHTHE, TTITAT U ANLFR Yy NT—TKRA MOHERiEeT A N TEE
j—o

B 2o~ R lcommit] (THEH FH A,

JIAZEH  ZDav Ridvy = R TORMEHATEE T, EHIC, Zoa<wr Rignm
TAVEKRAN (==l frLzvry) TOMATEES, Z0a~vr RefHAT
BT, B—HI T2 AN VAT AT IV EATEAVERH Y 14,

NYyF aAIVER : Zoavy RNy TFEXEZSR—FLTWHERA,

mail3.example.com> ping

Which interface do you want to send the pings from?
1. Auto

2. Management (192.168.42.42/24: mail3.example.com)
3. PrivateNet (192.168.1.1/24: mail3.example.com)
4. PublicNet (192.168.2.1/24: mail3.example.com)
[11> 1

Please enter the host you wish to ping.

[1> anotherhost.example.com

Press Ctrl-C to stop.

PING anotherhost.example.com (

X.X.X.X

): 56 data bytes

64 bytes from 10.19.
64 bytes from 10.19.
64 bytes from 10.19.
64 bytes from 10.19.
64 bytes from 10.19.
64 bytes from 10.19.
64 bytes from 10.19.
64 bytes from 10.19.
64 bytes from 10.19.
64 bytes from 10.19.
64 bytes from 10.19.
~C

--— anotherhost.example.com ping statistics ---

11 packets transmitted, 11 packets received, 0% packet loss
round-trip min/avg/max/stddev = 0.115/0.242/1.421/0.373 ms
~C

.31: icmp_seg=0 ttl=64 time=1.421 ms
.31: icmp_seg=1 ttl=64 time=0.126 ms
.31: icmp_seg=2 ttl=64 time=0.118 ms
.31: icmp_seg=3 ttl=64 time=0.115 ms
.31: icmp_seg=4 ttl=64 time=0.139 ms
.31: icmp_seg=5 ttl=64 time=0.125 ms
.31: icmp_seg=6 ttl=64 time=0.124 ms
.31: icmp_seg=7 ttl=64 time=0.122 ms
.31: icmp_seg=8 ttl=64 time=0.126 ms
.31: icmp_seg=9 ttl=64 time=0.133 ms
.31: icmp_seq=10 ttl=64 time=0.115 ms

O O O O OO0 oo oo
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\}

ping6 .

ping6

Bk

ER7E

1

Note

\}

ping 2~ REKTI HIC1E, Cul+C 2EHATH2LERH Y £,

Pv6 & HHT 5% v b7 —2 A ME ping & KT LET

M€ - Zoa< R lcommit] (THEH Y FH A,

JIAREM . Zoavw s RiZ<wY r B— R TORMERATEET, 51T, Zoavwy Rigne
TAVRAN (=P —Rur [ Lizvy) TORMEFATEET, Zoa~vy ReEfAT
HITIE, B—HIL T 7 A VAT AT VB ATELHLERH Y 77,

NYyF ARV E : ZOavy NNy FEREZYR—F LT EEA,

mail.example.com> ping6

Which interface do you want to send the pings from?
1. Auto

2. Management (192.168.42.42/24: mail3.example.com)
[11> 1

Please enter the host you wish to ping.

[1> anotherhost.example.com

Press Ctrl-C to stop.

routeconfig

i

Note

ping6 2=~ RZ & TF 5121, Cul+C ZfEH L 7,

routeconfig 2~ > RZfEMHT 2L, TCPIP F 77 4 v 7 DAZT 4 v 7 — MR, .
HIfRCExEd, 774/ MTIiX, b7 7 4 vV ldsetgateway 2~ > RTHEINTZT 7 4/L b
F—= R Tz ARBHTAN—T 4 7 ENET, 72721, AsyncOS TIIFFEDFEIE~DN—T 1
7 HARETT,

N— Rt =v 7 x—20 BRA) | k. BXOY— by =g THEENET, F— U=z
A4 (XA TRy ) 1, 101127 EDIP 7 RLATY, SEEIFROWTNNTR Y 97,

«IP7 FL 2 (192.168.14.32 72 &)

CiscoE A —)L X2 )T 4 7TS5A4A 72 AMIT Async0S13.04CLI ) 77 LU RAHA K (AVTFUREA) .



B &mrz

ER7E

Ny FRR

avv R sEH |

* CIDR RFLIEIC L 20 7R v Mo ZU1E, 192.168.5.0/24 13 192.168.5.0 7> 5 192.168.5.255
EFTOIIACHy MU= 2R FRLET,

IPv6 7 KL ADEEIX, OB EHEHTEET,

©2620:101:2004:4202::0-2620:101:2004:4202::ff
©2620:101:2004:4202::
*2620:101:2004:4202::23
*2620:101:2004:4202::/64

ZIoa<wy RTE, BERESN TS TCPIP L— DY A RRERENLDT, FIhb
JL— FZ2@IR L Cedit BEL WNdelete 7 a2~ REFEHTXE4,

FEE : Zoa<y Rt lcommit] 2SMHETY,
JIALER  ZDav L Riiviry T— R TOMEATE E7,
NyFaAvo R Zoa<wry NIy FEXREZ R —F L THET,

smtproutes =~ > ROy FIRRAMHT 5 L, kD CLI =2~ & FOFT N TOMREZ E(TT
EET, V= MIIPVAT FLRELITIPV6 T RLADEL L 2l 523 RT& £,

c AXT 4 v — FDOERK

routeconfig new 4|6 <name> <destination_ address> <gateway ip>

Table 10: routeconfig 5141

515 &t A
416

Ioavwry REBEMATAIP ON— 3 (IPv4d £7-12 1IPv6) . clear
FHRELEGEE L Oprint 2T LG, 2047 a 3EK
HHET, I~y NE@FONN—a VB INNET,

name JL— D& H,

destination_address | #(Z 1P b7 7 4 v 7 DEAICHRAETHIP 7 RLAE/IECIDR 7 K
L,

gateway_ip DI T 4w T DRERETDHIPT KA,

ABT 47— kDR

routeconfig edit 4|6 <name> <new name> <destination address> <gateway ip>|

« AXZT 4 w7 b— FDOHIE
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l

routeconfig delete 4|6 <name>|

TRTCDOAZT 4 w7 )b— FOYIE :

routeconfig clear [4]6]

RA2TF 47— NDO—EH

routeconfig print [4]6]

mail3.example.com> routeconfig
Configure routes for:

1. Ipv4
2. IPvb
[11>

Currently configured routes:

Choose the operation you want to perform:

- NEW - Create a new route.

[1> new

Please create a name for the route:

[1> EuropeNet

Please enter the destination IPv4 address to match on.
CIDR addresses such as 192.168.42.0/24 are also allowed.
[1> 192.168.12.0/24

Please enter the gateway IP address for traffic to 192.168.12.0/24:
[1> 192.168.14.4

Currently configured routes:

1. EuropeNet Destination: 192.168.12.0/24 Gateway: 192.168.14.4
Choose the operation you want to perform:

- NEW - Create a new route.

- EDIT - Modify a route.

- DELETE - Remove a route.

- CLEAR - Clear all entries.

[1>

mail3.example.com> routeconfig

Configure routes for:

1. IPv4
2. IPvo
[1]1> 2

Currently configured routes:

Choose the operation you want to perform:

- NEW - Create a new route.

[1> new

Please create a name for the route:

[1> EuropeIPvé6Net

Please enter the destination IPv6 address to match on.
CIDR addresses such as 2001:db8::/32 are also allowed.
[1> 2620:101:2004:4202::/6

Please enter the gateway IP address for traffic to 2620:101:2004:4202:

[1> 2620:101:2004:4202::23

Currently configured routes:

1. EuropeIPv6Net Destination: 2620:101:2004:4202::/6 Gateway:
2620:101:2004:4202::23

Choose the operation you want to perform:

:/6:
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setgateway

i

ER7AE

1

sethostname

i

ERAE

avy R sEH |

- NEW - Create a new route.
- EDIT - Modify a route.

- DELETE - Remove a route.

- CLEAR - Clear all entries.
(>

setgateway 2~ RCIX, "ry hEL—T 4 V7 T5LXIRBTHT 74V ORI A b
Ry TERFBELET, R (F 740 FTIERY) 7 — b Y =A%, routeconfig =~ > NA&Aff
ML THRELET,

Mg : oo~ K lcommit] NHAFTI,

JPIGRAREM . Zpa<vy N, T_XTO~YrET—F (P59 R&, TA—F <L) T
HATxE7,

NyF avws R Zoavy MRy FEXREZSR—FLTHERA,

mail3.example.com> setgateway

Warning: setting an incorrect default gateway may cause the current connection to be
interrupted when the changes are committed.

Enter new default gateway:

[10.1.1.1]> 192.168.20.1

mail3.example.com> commit

Please enter some comments describing your changes:

[1> changed default gateway to 192.168.20.1

Do you want to save the current configuration for rollback? [Y]> n

Changes committed: Fri May 23 11:42:12 2014 GMT

RA ML, CLIZR 7 R CU AT Al 2B S E T, EREMAR M EA
T BVERH Y £9, sethostname 2~ KL, 7774 TV ADLRTZHRTE LET, HiRE
A M4TE, commit 2= REFITLTHD THIMIRY £,

e Zoa~< 2 i lcommit] NHVNETY,

JIAREH  Zoa<wr NI, IR TOYY U ET—R (PTRE, TA—T <) T
Ac&EEd,

. CiscoE A —)L X2 )T 4 7TS5AF7 2 AMIT Async0S13.04CLI ) 77 LU RAHA K (AVTFUREA)



I av vk 5EH

1

smtproutes

B

ER7E

Ny FRER

NyF avwrs R Zoavy Ry FELZR—FLTWEEA,

oldname.example.com> sethostname
[oldname.example.com] > mail3.example.com
oldname.example.com>

RANGOEFEZGINCT HITIE, commit 2~ REANTLHMLENHY £, KA D
EREMET DL, CLIZR T MIFILWERRA MARFERINET,

oldname.example.com> commit

Please enter some comments describing your changes:

[1> Changed System Hostname

Do you want to save the current configuration for rollback? [Y]> n
Changes committed: Fri May 23 11:42:12 2014 GMT

KDL ITHLWERA MR T a7 MIFERENET,

mail3.example.com>

KB 72 KA A VERiEEZRTE L ET,

e
i}

WEE : Zoa<y Rt lcommit] 2SMHETY,

JIAREM . Zoa<w s RiE, TRTCO~Y U E—R (UF92F, IJ—F, <~ v) T
AcExd,

NyF avwrs R Zoavy RNy FEAEZ SR —FLTWETS,

smtproutes 2~ > ROy FIRRAMHT 5 L, kD CLI =2~ & FOFT N TOMREZ ETT
TETS

« ¥ LV SMTP /b— kN DERK

smtproutes new <source> <destination> [destination] [destination] [...]

« BEfE D SMTP /L— ~ OHIEE

smtproutes delete <source>|

s SMTP )L—F DU X +D7 VT
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B »

smtproutes clear

SMTP /L — FD Y X ~DHI )

smtproutes print]

SMTP/L— DU A RDA R — K

smtproutes import <filenames>|

SMTP L— F DU A kDT AR — k

smtproutes export <filenames>|

l

WORFITIL, smptroutes 2~ > R&fEH LT, KAA  example.com ® relayl.example.com,
relay2.example.com, 35 & (Nbackup-relay.example.com ~D/L— k (= B 7)) ZEHKLET,
IO TTA AV T 4 BIRET DHITIE, mw#%ﬁﬁbi# #1212 0 ~ 65535 DIEZ4RE L
EFT, ERREWVEETTAF VT AIFELS RV ET, TIAF VT 2HELRWGE, 7
TV D OICRESINET,

(systemsetup =< > ROFEITHE, InboundMail /X7 U v 7 UV A F—%FHETH L ZIZFE L~
BT EERLTOWDEERH D Z LIERLTIEEY, )

mail3.example.com> smtproutes

There are no routes configured.

Choose the operation you want to perform:

- NEW - Create a new route.

- IMPORT - Import new routes from a file.

[1> new

Enter the domain for which you want to set up a permanent route.
Partial hostnames such as ".example.com" are allowed.

Use "ALL" for the default route.

[1> example.com

Enter the destination hosts, separated by commas, which you want mail
for example.com to be delivered.

Enter USEDNS by itself to use normal DNS resolution for this route.
Enter /dev/null by itself if you wish to discard the mail.

Enclose in square brackets to force resolution via address (A)
records, ignoring any MX records.

[1> relayl.example.com/pri=10, relay2.example.com, backup-relay.example.com
Mapping for example.com to relayl.example.com, relay2.example.com,
backup-relay.example.com/pri=10 created.

There are currently 1 routes configured.

Choose the operation you want to perform:

- NEW - Create a new route.

- EDIT - Edit destinations of an existing route.

- DELETE - Remove a route.

- PRINT - Display all routes.

- IMPORT - Import new routes from a file.

- EXPORT - Export all routes to a file.
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sslconfig .

- CLEAR - Remove all routes.
[1>

sslconfig

5ER
TTFIAT L ADSSL REFZTEELET,

Y

Note F[PS 140-2 #EHlE— R TH—R_"—BLORI FAT L FDA Y v RIIEFETE EHA,
ERAE
BT : Z0oa<r KL lcommit] 2ASLETT,
HSRAER . Zpa~vry NI, T _THO~Y Yy EF—F (5282, IA—F <) Tff
AcExd,

NYyFaAvo R Zoavry IRy FEXREZHR—F L TOHEREA,

1

mail.example.com> sslconfig

sslconfig settings:
GUI HTTPS method: tlsvl 1tlsvl 2
GUI HTTPS ciphers:
AES128
AES256
! SRP
! AESGCM+DH+aRSA
AESGCM+RSA
aNULL

Inbound SMTP method: tlsvl 1tlsvl 2
Inbound SMTP ciphers:

AES128

AES256

! SRP

! AESGCM+DH+aRSA

'AESGCM+RSA

'aNULL
Outbound SMTP method: tlsvl 1tlsvl 2
Outbound SMTP ciphers:

ECDH+aRSA

ECDH+ECDSA

DHE+DSS+AES

AES128

AES256

! SRP

| AESGCM+DH+aRSA

'AESGCM+RSA

'aNULL

'eNULL
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Choose the operation you want to perform:
- GUI - Edit GUI HTTPS ssl settings.
- INBOUND - Edit Inbound SMTP ssl settings.

- OUTBOUND - Edit Outbound SMTP ssl settings.

- VERIFY - Verify and show ssl cipher list.

- OTHER CLIENT TLSV10 - Edit TLS v1.0 for other client services.

1> gui

TLS v1.0
TLS vl1.1
TLS v1.2
SSL v3

[
E
1.
2.

3.
4.
[2, 31> 1

nter the GUI HTTPS ssl method you want to use.

Enter the GUI HTTPS ssl cipher you want to use.
[AES128:AES256:!SRP: ! AESGCM+DH+aRSA: ! AESGCM+RSA: 'aNULL] >

sslconfig settings:
GUI HTTPS method: tlsvl O
GUI HTTPS ciphers:
AES128
AES256
I'SRP
! AESGCM+DH+aRSA
AESGCM+RSA
'aNULL
Inbound SMTP method: tlsvl 1tlsvl 2
Inbound SMTP ciphers:
AES128
AES256
I'SRP
! AESGCM+DH+aRSA
AESGCM+RSA
'aNULL
Outbound SMTP method: tlsvl 1ltlsvl 2
Outbound SMTP ciphers:
ECDH+aRSA
ECDH+ECDSA
DHE+DSS+AES
AES128
AES256
I'SRP
' AESGCM+DH+aRSA
AESGCM+RSA
'aNULL
'eNULL

Choose the operation you want to perform:

- GUI - Edit GUI HTTPS ssl settings.

- INBOUND - Edit Inbound SMTP ssl settings.

- OUTBOUND - Edit Outbound SMTP ssl settings.
- VERIFY - Verify and show ssl cipher list.
[1> inbound

Enter the inbound SMTP ssl method you want to
1. TLS v1.0

2. TLS vl1.1
3. TLS vl1.2
4. SSL v3
[2, 31> 2

use.

Enter the inbound SMTP ssl cipher you want to use.
[AES128:AES256: ! SRP: ! AESGCM+DH+aRSA: ! AESGCM+RSA: 'aNULL] >

sslconfig settings:
GUI HTTPS method: tlsvl 0

avv R sEH |
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sslv3config .

GUI HTTPS ciphers:
AES128
AES256
I'SRP
! AESGCM+DH+aRSA
AESGCM+RSA
'aNULL
Inbound SMTP method: tlsvl 1
Inbound SMTP ciphers:
AES128
AES256
I'SRP
! AESGCM+DH+aRSA
AESGCM+RSA
'aNULL
Outbound SMTP method: tlsvl 1tlsvl 2
Outbound SMTP ciphers:
ECDH+aRSA
ECDH+ECDSA
DHE+DSS+AES
AES128
AES256
I'SRP
! AESGCM+DH+aRSA
AESGCM+RSA
'aNULL
'eNULL

Choose the operation you want to perform:

- GUI - Edit GUI HTTPS ssl settings.

- INBOUND - Edit Inbound SMTP ssl settings.

- OUTBOUND - Edit Outbound SMTP ssl settings.
- VERIFY - Verify and show ssl cipher list.

[1>
>
sslv3config
tEA

TTIAT U ADSSLVI REEZBNEITENLET,

ERAE

WEE : Zoa~< 2 RiL lcommit) NHLEE T,

HSRABAER . Zpa~vr NI, T _THO~Y >y EF—RFR (52%, IA—7F, <~ ) T
ATxEd,

NYF AR KR Zoa~vy RNy FEXREZPR—FLTWERTA,
151
wOFNL, = F 2 —VREEIC6 LT SSLv3 # RN+ 2 HFiEEZ TR L TWVE T,

mail.example.com> sslv3config
Current SSLv3 Settings:
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. telnet

telnet

i

ERAE

1

avv R sEH |

UPDATER : Enabled
WEBSECURITY H Enabled
EUQ : Enabled

LDAP : Enabled

Choose the operation you want to perform:

- SETUP - Toggle SSLv3 settings.

[1> setup

Choose the service to toggle SSLv3 settings:
1. EUQ Service

2. LDAP Service

3. Updater Service

4. Web Security Service

[11>

Do you want to enable SSLv3 for EUQ Service ? [Y]>n
Choose the operation you want to perform:

- SETUP - Toggle SSLv3 settings.

1>

MeE : oo~ R lcommit] (THEHY FH A,

JIAAER  ZpDa~v L Niivy = R TOMEATEET, IHIZ, Z0avwr Nifo
TAVERARN (=P —Rur A Lizvyy) TORMEFATEET, Zoa~vy ReEfAT
HIZE, =N T AN VAT AT I EATEXALERLY £9°,

NyF avw /R Zoavwy MRy FELXLEZSR—FLTHERA,

mail3.example.com> telnet

Please select which interface you want to telnet from.
1. Auto

2. Management (192.168.42.42/24: mail3.example.com)
3. PrivateNet (192.168.1.1/24: mail3.example.com)
4. PublicNet (192.168.2.1/24: mail3.example.com)
[1]1> 3

Enter the remote hostname or IP.

[1> 193.168.1.1

Enter the remote port.

[25]> 25

Trying 193.168.1.1...

Connected to 193.168.1.1.

Escape character is '""]'.
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traceroute

B2LL]

ERAE

1

tracerouteb

B2LL]

ERAE

traceroute .

traceroute I~ REFHT AL, 7 IA T ANLIPVAEFHATH R Y FT—Z R A b~
DA T AMLT, Ry "= OFRy FIZETEZLV—T 4V TOEET Ny 7 T&F
KR

M - oo~ K lcommit] (THEHY FH A,

DSRARAERE . Z0av  NI~vyrE—RTOMEFATEET, &HiIZ, 2o~y Nidn
TAVHRA N (=Y —0a s ALz~ y) TOMEATEET, Zoa~vr RaEHT
AT, B— BN T2 AN AT ATV EATEAVERH Y 1,

NyF avwrs R Zoavy Ry FELZR—FLTWEEA,

mail3.example.com> traceroute
Which interface do you want to trace from?
1. Auto
2. Management (192.168.42.42/24: mail3.example.com)
3. PrivateNet (192.168.1.1/24: mail3.example.com)
4. PublicNet (192.168.2.1/24: mail3.example.com)
[11> 1
Please enter the host to which you want to trace the route.
[1]> 10.1.1.1
Press Ctrl-C to stop.
traceroute to 10.1.1.1 (10.1.1.1), 64 hops max, 44 byte packets
1 gateway
(192.168.0.1) 0.202 ms 0.173 ms 0.161 ms
2 hostname
(10.1.1.1) 0.298 ms 0.302 ms 0.291 ms
mail3.example.com>

traceroute6 2~ R&aEHTHLE, 7T IAT U ANLIPV6 2T H5xy N —7 K
A M~OERiET AN LT, X NT—7 Ok y ATV —T 4 V7 ORMEE Ty 7T
xFET,

M€ - 2o~ R lcommit] (THEH Y FH A,
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DSRARAER . ZDav L NEI~vyrE—RTORMEATEET, &HIZ, 2o~y Ride
TAVRAN (=P —us (L~ y) TORMEATEES, Zoa<vwr REHHAT
BT, B—HIL T2 AN VAT ATV EATEAVERH Y 1,

NyF avws R Zoavy RNy FEXREZSPR—FLTOHERA,

mail.example.com> traceroute6
Which interface do you want to trace from?

1. Auto
2. D1 (2001:db8::/32: example.com)
11> 1

Please enter the host to which you want to trace the route.
[1> example.com

Press Ctrl-C to stop.

connect: No route to host

vml0esa0031l.ga> tracerouteb

Which interface do you want to trace from?

1. Auto
2. DI (2001:db8::/32: example.com)
11> 2

Please enter the host to which you want to trace the route.
[1> example.com
Press Ctrl-C to stop.
traceroute6 to example.com (2606:2800:220:1:248:1893:25¢8:1946) from 2001:db8::, 64 hops
max, 12 byte packets
sendto: No route to host
1 traceroute6: wrote example.com 12 chars, ret=-1
*sendto: No route to host
traceroute6: wrote example.com 12 chars, ret=-1
*sendto: No route to host
traceroute6: wrote example.com 12 chars, ret=-1

trailblazerconfig

L

#FH, on page 222
o il F§ 5 7%, on page 223

« {4, on page 223

trailblazerconfig 2~ R&ZEHATH L, HFH LV Web A ¥ —7 = A ATHTTP & HTTPS
DOR— bEI L TCEESER B EER e V—T 4 7T ET,

/1)‘/“7/1)‘//\/]/70%5}3%’9%%)L:Li\ CLI ’/C“help trailblazerconfig a<x }‘%{%Fﬁ Liﬂ‘o
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\}

mans

ER7AE

1

G¥)

F 7 F I k¢, trailblazerconfig @ CLI =~ Rig7 o470 A Tﬁ;ﬂﬂiﬁo“(b‘i?—o
HTTPS R— bR 7 7 A T U4 — /L THINTNDL Z 2R LET, 7o, TTI7A4T A
T 7 BATHTEOITHE LA A M % DNS b— "= fif R CE 5 Z L 2R L ET,

trailblazerconfig =~ > NZEH T2 &, IROMEAZERETE £7,
«FFEDT T W T APL AN— F OB OFEAE L BINT 5 0ERH D,

« ANRALEEE, T—T7 VRN, FRET 0y I VR FOR—UEEHTHEXIC, LHYV—
Web A v Z—T A A2V EAL LT NEND,

cWERINT 2T HRLUAR—F X=T DR RN v 7 N=TT—=ZRNEFENR,

BER

TTTA4 7V2Ttrailblazerconfig o< F%ﬁ;ﬁﬂ:'@‘é . VU7X FURLIZIEIA A }\Zl
WA & 37z trailblazerconfig HTTPS A — ME BV EENE T,

FESCIIRD XL 9127020 £,

ltrailblazerconfig enable <https port> <http port>| (%, 7 74 /b DR — T~ (HTTPS:
4431) T trailblazer X C % EIT L £,

Ftrailblazerconfig disable] ﬂi\ tHﬁHﬂazer%QﬁiﬁfﬁﬁiﬁﬂlIJEETfO

ltrailblazerconfig status] I trailblazer RED AT —H A% F v 7 LFET,

fEE : 2o~ NiZ commit IZIMNEH Y £H A,
HSRAEE . —pavy R~y T— RCOMERATX 7,
NYyFaAIVEF: Zoa<wy Ry FELESR—-FLTHWERA,

\/j((:\ trailblazerconfig I ¥ ]‘%ﬁéjﬂ: LTX?**?X%E'%/T?T%)%/:E@WJ%% L/SETO

maill.example.com> trailblazerconfig enable 4431

trailblazer is enabled.

To access the Next Generation web interface, use the port 4419 for HTTPS.
maill.example.com> trailblazerconfig status

trailblazer is running with https on 4419 port.

maill.example.com> trailblazerconfig disable

trailblazer is disabled.

(1>
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outhreakconfig

B2LEL]

ER7E

l

avy R sEH |

49 T4IL7A

ZIZTHE. ROCLI 2~y RIZOWTEHHALET,

* outbreakconfig, on page 224
* outbreakflush, on page 225
* outbreakstatus, on page 225
* outbreakupdate, on page 226

outbreakconfig A~ RZMMTLHL, TURNT LA T4 NV ZHBEARETEET, 2
Da<wy RE@EHLTROT 7 v a v EFITTEET,

T I RNTUA Y TANEE T O—r A F—T NI L ET,

T HETT AT N—NVDAXxy oA F—T M LET,

cAX Y T LT T ANDRRYA ZEHELET (A XL N TANTDZ LICEE
LTL7EEW)

T ORNTVAT TANEDT T— oA F—T M LET,

cURL DX T %A X —T NI LET,

MeE : ZDa<y Kt Tcommit] 2SI T,

JIARER . ZOavw s NI, TRTOYV U ET—R (VT RE, IV—T <) T
HATx%1,

NRyF aw s R:Zoavwy RNy FEXREZPR—FLTWETA,

mail.example.com> outbreakconfig

Outbreak Filters: Enabled

Choose the operation you want to perform:

- SETUP - Change Outbreak Filters settings.

[1> setup

Outbreak Filters: Enabled

Would you like to use Outbreak Filters? ([Y]>

Outbreak Filters enabled.

Outbreak Filter alerts are sent when outbreak rules cross the threshold (go above or
back down below), meaning that new messages of

certain types could be quarantined or will no longer be quarantined, respectively.
Would you like to receive Outbreak Filter alerts? [N]>

What is the largest size message Outbreak Filters should scan?

[524288]>

Do you want to use adaptive rules to compute the threat level of messages? [Y]>
Logging of URLs is currently disabled.
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outbreakflush

BILL]

ERAE

1

outhreakstatus

Bk

ER7E

1

outbreakflush .

Do you wish to enable logging of URL's? [N]> Y

Logging of URLs has been enabled.

The Outbreak Filters feature is now globally enabled on the system. You must use the
'policyconfig' command in the CLI or the Email

Security Manager in the GUI to enable Outbreak Filters for the desired Incoming and
Outgoing Mail Policies.

Choose the operation you want to perform:

- SETUP - Change Outbreak Filters settings.

1>

FroviaE&NTWAEREL—LEZ VT LET,

B - oo~ R lcommit] (THEHY FH A,
7T ALEH . ZDa<vy NiEvyy T— R TORERATE £,
NYyFaAIV R Zoavy NIy FEXREZSR—FLTOWERA,

mail3.example.com> outbreakflush

Warning - This command removes the current set of Outbreak Filter Rules, leaving your
network exposed until the next rule download.

Run "outbreakupdate force" command to immediately download Outbreak Filter Rules.

Are you sure that you want to clear the current rules? [N]> y

Cleared the current rules.

mail3.example.com>

outbreakstatus 2~ N, BT 4 VA BBELR A RX—T T TDHMNE D), FAENL—IL,

BUED L EVMEZR E, BT 4 VI BREEOBUEOREL R R LET,

W : Zoa<y K2 Tcommit] ITMEH Y FH A,
JSAREH . Zpavy NEvlry B— R TORFEHATXET,
NYF AT E: Zoavwry RNy TFEXETR— L TWERA,

mail3.example.com> outbreakstatus
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. outbreakupdate

Outbreak Filters: Enabled

Component Last Update
CASE Core Files 26 Jan 2014 06:45 (GMT +00:00)
CASE Utilities 26 Jan 2014 06:45 (GMT +00:00)
Outbreak Rules 26 Jan 2014 07:00 (GMT +00:00)
Threat Outbreak Outbreak
Level Rule Name Rule Description

avv R sEH |

Version
3.3.1-005
3.3.1-005
20140126_063240

5 OUTBREAK 0002187 _03 A reported a MyDoom.BB outbreak.
5 OUTBREAK 0005678 00 This configuration file was generated by...
3 OUTBREAK 0000578 00 This virus is distributed in pictures of...

Outbreak Filter Rules with higher threat levels pose greater risks.

(5 = highest threat, 1 lowest threat)

Last update: Mon Jan 27 04:36:27 2014

mail3.example.com>

outbreakupdate

BILL]

CASEL—LBIRT Yy a7 ORIREHZER LET,

ERAE

MeE - oo~ K lcommit] (THEHY FH A,

JIARZEH  ZDavy RiIvy = R TOMEATEET, EBHIC, Z0a<r Rignm
TA L ARAR (—HF—nRa A Lir~vyy) TORFHTEET,

NYyF AT Zoa<xr RNy FERXEZSR—FLTWETA,

1

elroy.run> outbreakupdate
Requesting updates for Outbreak Filter Rules.

R L —DiEH
2T, OCLL 2=y FIZOW AL E9,

* dictionaryconfig, on page 227
* exceptionconfig, on page 230
« filters, on page 231

* policyconfig, on page 233

* quarantineconfig, on page 255
* scanconfig, on page 257

* stripheaders, on page 260
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dictionaryconfig .

* textconfig, on page 261

dictionaryconfig

BILL]

ER7AE

1

TaOat) DR

ATy T4 vatf ) ERELET,

MeE : Zoa< KX lcommit] NHFETI,

JGAREE  Zoavwy RiE, TRTOYET—F (WFRE, T—F <) Tff
ATxEd,

NyF avwrs R Zoavy Ry FELZSR—FLTWEEA,

dictionaryconfig -> new #ffifliLC7 4+ 7 v 27 U %{Ek L. dictionaryconfig
-> delete L CTF 127 v aF U ZHIBRLET,

example.com> dictionaryconfig

No content dictionaries have been defined.
Choose the operation you want to perform:
- NEW - Create a new content dictionary.

[1> new

Enter a name for this content dictionary.

[1> HRWords

Do you wish to specify a file for import? [N]>
Enter new words or regular expressions, enter a blank line to finish.
<list of words typed here>

Currently configured content dictionaries:

1. HRWords

Choose the operation you want to perform:

- NEW - Create a new content dictionary.

- EDIT - Modify a content dictionary.

- DELETE - Remove a content dictionary.

- RENAME - Change the name of a content dictionary.
[1> delete

Enter the number of the dictionary you want to delete:
1. HRWords

(1> 1

Content dictionary "HRWords" deleted.

No content dictionaries have been defined.

Choose the operation you want to perform:

- NEW - Create a new content dictionary.

[1>
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Ta4Oatr ) D2

ZOFITIE, FHEE Tcodename] % & e [secret words)] & WO ARIOH LWT 47 aF IR
B SnEd, 7427 a TV EANLED, edit->settings 7 a~> REFEHALT, 747
v a TV NOHFEDORIF & /N FOXJIRLHIER A O A2 ER L E T,

mail3.example.com> dictionaryconfig

No content dictionaries have been defined.

Choose the operation you want to perform:

- NEW - Create a new content dictionary.

[1> new

Enter a name for this content dictionary.

[1> secret_words

Do you wish to specify a file for import? [N]>

Enter new words or regular expressions, enter a blank line to finish.
codename

Currently configured content dictionaries:

1. secret_words

Choose the operation you want to perform:

- NEW - Create a new content dictionary.

- EDIT - Modify a content dictionary.

- DELETE - Remove a content dictionary.

- RENAME - Change the name of a content dictionary.

[1> edit

Enter the number of the dictionary you want to edit:

1. secret words

[1>1

Choose the operation you want to perform on dictionary 'secret words':
- NEW - Create new entries in this dictionary.

- IMPORT - Replace all of the words in this dictionary.

- EXPORT - Export the words in this dictionary.

- DELETE - Remove an entry in this dictionary.

- PRINT - List the entries in this dictionary.

- SETTINGS - Change settings for this dictionary.

[1> settings

Do you want to ignore case when matching using this dictionary? [Y]>
Do you want strings in this dictionary to only match complete words? [Y]>
Enter the default encoding to be used for exporting this dictionary:
US-ASCII

Unicode (UTF-8)

Unicode (UTF-16)

Western European/Latin-1 (ISO 8859-1)

Western European/Latin-1 (Windows CP1252)

Traditional Chinese (Big 5)

Simplified Chinese (GB 2312)

Simplified Chinese (HZ GB 2312)

9. Korean (ISO 2022-KR)

10. Korean (KS-C-5601/EUC-KR)

11. Japanese (Shift-JIS (X0123))

12. Japanese (IS0-2022-JP)

13. Japanese (EUC)

[21>

Choose the operation you want to perform on dictionary 'secret words':
- NEW - Create new entries in this dictionary.

- IMPORT - Replace all of the words in this dictionary.

- EXPORT - Export the words in this dictionary.

- DELETE - Remove an entry in this dictionary.

- PRINT - List the entries in this dictionary.

- SETTINGS - Change settings for this dictionary.

[1>

Currently configured content dictionaries:

1. secret words

0 Joy bW N
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Choose the operation you want to perform:

- NEW - Create a new content dictionary.

- EDIT - Modify a content dictionary.

- DELETE - Remove a content dictionary.

- RENAME - Change the name of a content dictionary.
[r>

mail3.example.com> commit

Please enter some comments describing your changes:
[1> Added new dictionary: secret_words

Do you want to save the current configuration for rollback? [Y]> n
Changes committed: Fri May 23 11:42:12 2014 GMT

T42aFr oA vR—+

ROFITIL, dictionaryconfig =~ R L T, profanity.txt 7 ¥ &2 kb 7 7 A JLIND
84 o H3E % Unicode (UTF-8) & LCT « 7 ¥ a7V profanity 121 > A— F LET,

mail3.example.com> dictionaryconfig

No content dictionaries have been defined.
Choose the operation you want to perform:

- NEW - Create a new content dictionary.

[1> new

Enter a name for this content dictionary.
[1> profanity

Do you wish to specify a file for import? [N]> y
Enter the name of the file to import:

[1> profanity. txt

Enter the encoding to use for the imported file:
US-ASCII

Unicode (UTF-8)

Unicode (UTF-16)

Western European/Latin-1 (ISO 8859-1)
Western European/Latin-1 (Windows CP1252)
Traditional Chinese (Big 5)

Simplified Chinese (GB 2312)

Simplified Chinese (HZ GB 2312)

9. Korean (ISO 2022-KR)

10. Korean (KS-C-5601/EUC-KR)

11. Japanese (Shift-JIS (X0123))

12. Japanese (IS0-2022-JP)

13. Japanese (EUC)

[2]1>

84 entries imported successfully.

Currently configured content dictionaries:
1. profanity

Choose the operation you want to perform:

- NEW - Create a new content dictionary.

- EDIT - Modify a content dictionary.

- DELETE - Remove a content dictionary.

- RENAME - Change the name of a content dictionary.

O Jo b w N

T4223aFIDOTYRKR—+

WOFITIL, dictionaryconfig =2~ RZfEMH LT, secret words 7 4 7 > a7V &7 %
A K 77 A )V secret words_export.txt [T AR — K LET,

mail3.example.com> dictionaryconfig
Currently configured content dictionaries:
1. secret words

Choose the operation you want to perform:
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- NEW - Create a new content dictionary.

- EDIT - Modify a content dictionary.

- DELETE - Remove a content dictionary.

- RENAME - Change the name of a content dictionary.
[1> edit

Enter the number of the dictionary you want to edit:
1. secret words

(1> 1

Choose the operation you want to perform on dictionary 'secret words
- NEW - Create new entries in this dictionary.

- IMPORT - Replace all of the words in this dictionary.
- EXPORT - Export the words in this dictionary.

- DELETE - Remove an entry in this dictionary.

- PRINT - List the entries in this dictionary.

- SETTINGS - Change settings for this dictionary.
[1> export

Enter a name for the exported file:

[1> secret_words_export.txt

mail3.example.com> dictionaryconfig

Currently configured content dictionaries:

1. secret words

Choose the operation you want to perform:

- NEW - Create a new content dictionary.

- EDIT - Modify a content dictionary.

- DELETE - Remove a content dictionary.

- RENAME - Change the name of a content dictionary.
[1> edit

Enter the number of the dictionary you want to edit:
1. secret words

(1> 1

Choose the operation you want to perform on dictionary 'secret words':

- NEW - Create new entries in this dictionary.

- IMPORT - Replace all of the words in this dictionary.
- EXPORT - Export the words in this dictionary.

- DELETE - Remove an entry in this dictionary.

- PRINT - List the entries in this dictionary.

- SETTINGS - Change settings for this dictionary.

[1> export

Enter a name for the exported file:

[1> secret_words export.txt

exceptionconfig

Bk

ER7E

avv R sEH |

exceptionconfig =~ K& CLI CfEHT 5 Z L2k, NAAL IS T —T VEAERT
XFEJ, ZOHITIE, EA—/ T FL R ladmin@zzzaaazzz.com] % R A A GNT— 702

BhL, AU —% TAllow] IZHRELET,

e Zoa~< 2 i lcommit] NVNETY,

JIGARER - Zpavr RN, TRTOY U EF—R (U2, T—TF <) Tff

ATxEd,
NyF awrR: Zoa<wy RNy TFEXREZSR—FLTHEREA,

. CiscoE A —)L X2 )T 4 7TS5AF7 2 AMIT Async0S13.04CLI ) 77 LU RAHA K (AVTFUREA)



I av vk 5EH

l

filters

BILL]

ERAE

1

mail3.example.com> exceptionconfig
Choose the operation you want to perform:
- NEW - Create a new domain exception table entry
[1> new
Enter a domain, sub-domain, user, or email address for which you wish to
provide an exception:
[1> mail.partner.com
Any of the following passes:
- @[IP address]
Matches any email address with this IP address.
- @domain
Matches any email address with this domain.
- @.partial.domain
Matches any email address domain ending in this domain.
- user(@
Matches any email address beginning with user@.
- user@domain
Matches entire email address.
Enter a domain, sub-domain, user, or email address for which you wish to
provide an exception:
[1> admin@Rzzzaaazzz.com
Choose a policy for this domain exception:

1. Allow
2. Reject
[11> 1

Choose the operation you want to perform:

- NEW - Create a new domain exception table entry
- EDIT - Edit a domain exception table entry

- DELETE - Delete a domain exception table entry

- PRINT - Print all domain exception table entries
- SEARCH - Search domain exception table

- CLEAR - Clear all domain exception entries

(1>

Ay — N F T g U EBRELET,

FeE : Zoa<r RNiE lcommit] NHETH,
JTARER . ZDavy NiIviy E— RTOMEATEET,
NYyFaAI R Zoavwy NIy FELEZSR—F L TOHERA,

O, fiter I~ REFEHL T3 2OFH LWT 4 L& 2EELE T,

« MWD T 4V F DLREIL, big_messages T, Z#UiL body-size L —/L A {EH LT, 10MB
FORENWVAE—VE oy LET,
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2F/ODT 4 VHDLHIE, no_mp3s T9, i attachment-filename /L —/L & L
T, .mp3 7 7 A NMERF PN/ 7 7 ANV E G A v =% Ray 7 LET,

«3F/HDT 4 VX DATIIL, mailfrompm T3, ZiUE mail-from /L— L ZEH LT,
postmaster@example.com 7> 5 D A — /L% F X THH-X, administrator@example.com 7 7 A

VR H—ARy ab—EERLET,

filter -> list¥ 7 a<  RaHL, 7ANFDYRANERRLT, ZA4NENT 7T 4
TTCHITHHZ L E2MHAELET, KIZ. move V7 a~y REERH LT, &L HEBED T 4
N DAEEZANEZRET, B, BEEEMEL T T A NVEZEANLET,

mail3.example.com> filters
Choose the operation you want to perform:
- NEW - Create a new filter.
- IMPORT - Import a filter script from a file.
[1> new
Enter filter script. Enter '.' on its own line to end.
big messages:

if (body-size >= 10M) {

drop() ;
}

1 filters added.

Choose the operation you want to perform:

- NEW - Create a new filter.

- DELETE - Remove a filter.

- IMPORT - Import a filter script from a file.

- EXPORT - Export filters to a file

- MOVE - Move a filter to a different position.

- SET - Set a filter attribute.

- LIST - List the filters.

- DETAIL - Get detailed information on the filters.

- LOGCONFIG - Configure log subscriptions used by filters.

- ROLLOVERNOW - Roll over a filter log file.

[1> new
Enter filter script. Enter '.' on its own line to end.
no_mp3s:
if (attachment-filename == '\\.mp3$') {
drop() ;
}

1 filters added.

Choose the operation you want to perform:

- NEW - Create a new filter.

- DELETE - Remove a filter.

- IMPORT - Import a filter script from a file.

- EXPORT - Export filters to a file

- MOVE - Move a filter to a different position.

- SET - Set a filter attribute.

- LIST - List the filters.

- DETAIL - Get detailed information on the filters.

- LOGCONFIG - Configure log subscriptions used by filters.

- ROLLOVERNOW - Roll over a filter log file.

[1> new
Enter filter script. Enter '.' on its own line to end.
mailfrompm:

if (mail-from == "“postmaster$")

{ bcc ("administrator@example.com") ;}

1 filters added.
Choose the operation you want to perform:
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- NEW - Create a new filter.

- DELETE - Remove a filter.

- IMPORT - Import a filter script from a file.

- EXPORT - Export filters to a file

- MOVE - Move a filter to a different position.

- SET - Set a filter attribute.

- LIST - List the filters.

- DETAIL - Get detailed information on the filters.
- LOGCONFIG - Configure log subscriptions used by filters.
- ROLLOVERNOW - Roll over a filter log file.

[1> l1list

policyconfig

ELL]

ZEEBMLETNIEEERN—ADORY v—2HELET,

ERAE
WEE : Zoa< Kt lcommit] 2SMHETY,
JIAFER  Zoavr KL, TRTCOYY Y E—K (FTRAF, IA—T7, w2 ) TE
HAT&EET,
NyF avrs R Zoavy NNy FRERE S R—F L TWEREA,

l

« —FEEA—NERIFTY =Ty VL Xy PT=IDE A=A THDEMMNSNI-A Y=
Ra vy 7T 5EERY > —DIERK, on page 252

« BT — L DR Y —DIERK, on page 236

e V=T Y F—LDRY L —DOIERL, on page 237

s scan_for confidential = > 7 > 7 ¢ )L X DYERK, on page 239

*no_mp3s 3 L N ex_employee 2 7 > 7 1 L2 DIERKL, on page 242

HEEDORY =T DT Y T 4 H DA F—T7 UL, on page 246

« 7 7 4V FDFIFH Y 2 —> DLP 7~ U > —, on page 250

cANA A=V Ry T L, BHEERDLWANA Ry =T — A 7355
& A= R Y 2 —DIERK, on page 233

cAMP T DU Ko TAF ¥ VAL LTV —7 SN A v E—VEUIRT HERERY
> —DFELIE, on page 253

RANLAyE—SHRFAYTL. BHEFRDLVWRIRALA Ay E—U%T7—hA TTE5BEA—IL K O—DER
Z OHITIX, policyconfig->edit->antispam V7 a2~ REEH LT, T 7 4/ FDOFEA—L
R —DANRLRREETWELET (ZNERURENEFA N X2V T 4 vF—
X HREDO GULIZHH Y )
cEP. AL LTHHHESNTA v =T — A TORENLRIN S, Foy
TINET,

CiscoE A —)L X2 )T 4 7TS5A4A 72 AMIT Async0S13.04CLI ) 77 LU RAHA K (AVTFUREA) .



B Acixve—05rOyT U, BEEEDLLRISL * v b—UEF—h( TTBRIEA—IL KU L —OIER

avy R sEH |

« ANRLDFEVRSH DA v —VIET —IA TG LRV ET, ZOXIBRA v E—IIX,
quarantine.example.com & V9 Pr—/3— |21 A b —/L ST AN LIRREIC b EE S E
T, HAITOIEAIZT & A b [quarantined: possible spam] 2NB N S 4L, ZD XK 9 7R LW
A v — V21X X-quarantined: true & VD Fifll7e o~y X —NEBEMESNET, ZOTF U

Tk, BHEBIOT Y Ra—H—IREE TRV N E 9

CTEEDLWARLAD LEVWVEEZHETEET,
%I, BEEHEELET,

mail3.example.com> policyconfig
Would you like to configure Incoming or Outgoing Mail Policies?

1. Incoming
2. Outgoing

RTE, EEHEIILEIDS

[11> 1
Incoming Mail Policy Configuration
Name Anti-Spam:| Anti-Virus:|Advanced Malware |Graymail:|Content Outbreak
————————————————————————— Protection: -—————----| Filter: Filters:
DEFAULT| Ironport |Mcafee N/A Off Off Enabled
Choose the operation you want to perform:
- NEW - Create a new policy
- EDIT - Edit an existing policy
- PRINT - Print all policies
- FILTERS - Edit content filters
[1> edit
Name Anti-Spam:| Anti-Virus:| Advanced Malware|Graymail:|Content Outbreak
————————————————————————— Protection: -——-—--——-—|Filter: Filters:
1| DEFAULT| Ironport |Mcafee N/A N/A Off Enabled
Enter the name or number of the entry you wish to edit:
(1> 1
Policy Summaries:
Anti-Spam: IronPort - Deliver, Prepend "[SPAM] " to Subject
Suspect-Spam: IronPort - Deliver, Prepend "[SUSPECTED SPAM] " to Subject

Anti-Virus: Off
Content Filters: Off
Choose the operation you want to perform:

- ANTISPAM - Modify Anti-Spam policy

- ANTIVIRUS - Modify Anti-Virus policy

- OUTBREAK - Modify Outbreak Filters policy
[1> antispam

Choose the operation you want to perform:

- EDIT - Edit Anti-Spam policy

- DISABLE - Disable Anti-Spam policy
[1> edit

Begin Anti-Spam configuration

Some messages will be positively identified as spam.

(No content filters have been created)

(Disables all policy-related actions)

Some messages will be

identified as suspected spam. You can set the IronPort Anti-Spam Suspected Spam Threshold
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below.
The following configuration options apply to messages POSITIVELY identified as spam:
What score would you like to set for the IronPort Anti-Spam spam threshold?

[90]> 90
1. DELIVER
2. DROP

3. BOUNCE

4. IRONPORT
What do you
[1]1> 2

Do you want to archive messages identified as spam? [N]>

Do you want to enable special treatment of suspected spam? [Y]> y

What score would you like to set for the IronPort Anti-Spam suspect spam threshold?
[50]1> 50

The following configuration options apply to messages identified as SUSPECTED spam:
1. DELIVER

2. DROP

3. BOUNCE

4. IRONPORT QUARANTINE

What do you want to do with messages identified as SUSPECTED spam?

[1]1> 4

Do you want to archive messages identified as SUSPECTED spam?
1. PREPEND

2. APPEND

3. NONE

Do you want to add text to the subject of messages identified as SUSPECTED spam?
[11> 1

What text do you want to prepend to the subject?

[ [SUSPECTED SPAM] ]> [quarantined: possible spam]

QUARANTINE
want to do with messages identified as spam?

[N]> vy

Do you want to add a custom header to messages identified as SUSPECTED spam? [N]> y
Enter the name of the header:

[1> X-quarantined

Enter the text for the content of the header:

[1> true

Anti-Spam configuration complete

Policy Summaries:

Anti-Spam: IronPort - Drop

Suspect-Spam: IronPort - Quarantine - Archiving copies of the original message.
Anti-Virus: McAfee - Scan and Clean

Content Filters: Off (No content filters have been created)

Outbreak Filters: Enabled. No bypass extensions.

Choose the operation you want to perform:

- ANTISPAM - Modify Anti-Spam policy

- ANTIVIRUS - Modify Anti-Virus policy

- OUTBREAK - Modify Outbreak Filters policy

[1>

Name Anti-Spam:| Anti-Virus:| Advanced Malware |[Graymail:|Content Outbreak
————————————————————————— Protection: -———-—--————|Filter: Filters:
DEFAULT| Ironport |[Mcafee N/A N/A Off Enabled

Choose the operation you want to perform:
- NEW - Create a new policy
- EDIT - Edit an existing policy
- PRINT - Print all policies

- FILTERS

[1>

mail3.example.com> commit
Please enter some comments describing your changes:

- Edit content filters
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[1> configured anti-spam for Incoming Default Policy

Do you want to save the current configuration for rollback? [Y]> n

Changes committed: Fri May 23 11:42:12 2014 GMT
BREF—LDRY) —DERK

Incoming Mail Policy Configuration

avv R sEH |

Name: |Anti-Spam:|Anti-Virus:|Advanced Malware |[Graymail:|Content Outbreak
————————————————————————— Protection: -————-----| Filter: Filters:
DEFAULT| Ironport |Mcafee N/A N/A Off Enabled

Choose the operation you want to perform:
- NEW - Create a new policy

- EDIT - Edit an existing policy

- PRINT - Print all policies

- FILTERS - Edit content filters

[1> new

Enter the name for this policy:

[1> sales_team

Begin entering policy members. The following types of entries are allowed:

Username entries such as joe@, domain entries such as @example.com,

sub-domain

entries such as @.example.com, LDAP group memberships such as ldap (Engineers)

Enter a member for this policy:

[1> ldap(sales)

Please select an LDAP group query:

1. PublicLDAP.ldapgroup

[11> 1

Is this entry a recipient or a sender?
1. Recipient

2. Sender

[11> 1

Add another member? [Y]> n

Would you like to enable Anti-Spam support? [Y]> y
Use the policy table default? [Y]> n
Begin Anti-Spam configuration

Some messages will be positively identified as spam. Some messages will be
identified as suspected spam. You can set the IronPort Anti-Spam Suspected Spam Threshold

below.

The following configuration options apply to messages POSITIVELY identified as spam:
What score would you like to set for the IronPort Anti-Spam spam threshold?

[90]> 90

1. DELIVER

2. DROP

3. BOUNCE

4. IRONPORT QUARANTINE

What do you want to do with messages identified as spam?

[1]1> 2

Do you want to archive messages identified as spam? [N]> n

Do you want to enable special treatment of suspected spam? [Y]> y

What score would you like to set for the IronPort Anti-Spam suspect spam

threshold?
[50]> 50

The following configuration options apply to messages identified as SUSPECTED

spam:
1. DELIVER
2. DROP
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3. BOUNCE
4. IRONPORT
What do you

QUARANTINE
want to do with messages identified as SUSPECTED spam?

[1]1> 4
Do you want to archive messages identified as SUSPECTED spam? [N]> n
1. PREPEND
2. APPEND
3. NONE
Do you want to add text to the subject of messages identified as SUSPECTED
spam?
[1]1> 3
Do you want to add a custom header to messages identified as SUSPECTED spam? [N]> n
Anti-Spam configuration complete
Would you like to enable Anti-Virus support? [Y]> y
Use the policy table default? [Y]> y
Would you like to enable Outbreak Filters for this policy? [Y]> y
Use the policy table default? [Y]> y
Incoming Mail Policy Configuration
Name Anti-Spam:| Anti-Virus:| Advanced Malware| Graymail:|Content Outbreak
————————————————————————— Protection: ————--———--|Filter: Filters:
sales team IronPort |Default Default Default Default Default
DEFAULT Ironport |Mcafee N/A Off Off Enabled
Choose the operation you want to perform:
- NEW - Create a new policy
- EDIT - Edit an existing policy
- DELETE - Remove a policy
- PRINT - Print all policies
- SEARCH - Search for a policy by member
- FILTERS - Edit content filters
- CLEAR - Clear all policies
[1>
Wi, 2= V7 F—h BADEA—NVZEH) ORIV —%/Ek L, dwg 7 7 A
NET T RTUAT T 4NE Ax % OMBEINTIEELET,
IVUZT YT F—LOKY —DIER
Incoming Mail Policy Configuration
Name Anti-Spam:| Anti-Virus:|Advanced Malware| Graymail:|Content Outbreak
————————————————————————— Protection: ————-—-———--|Filter: Filters:
sales team IronPort |Default Default Default Default Default
DEFAULT Ironport |Mcafee N/A Off Off Enabled

Choose the operation you want to perform:
- NEW - Create a new policy
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- EDIT - Edit an existing policy

- DELETE - Remove a policy

- PRINT - Print all policies

- SEARCH - Search for a policy by member

- FILTERS - Edit content filters

- CLEAR - Clear all policies

[1> new

Enter the name for this policy:

[1> engineering

Begin entering policy members. The following types of entries are allowed:
Username entries such as joe@, domain entries such as @example.com, sub-domain entries
such as @.example.com,

LDAP group memberships such as ldap (Engineers)
Enter a member for this policy:

[1> bob@example.com

Is this entry a recipient or a sender?

1. Recipient

2. Sender

[11> 1

Add another member? [Y]> y

Enter a member for this policy:

[1> fredRexample.com

Is this entry a recipient or a sender?

1. Recipient

2. Sender

11> 1

Add another member? [Y]> y

Enter a member for this policy:

[1> joeRexample.com

Is this entry a recipient or a sender?

1. Recipient

2. Sender

[11> 1

Add another member? [Y]> n

Would you like to enable Anti-Spam support? [Y]> y
Use the policy table default? [Y]> y

Would you like to enable Anti-Virus support? [Y]> y
Use the policy table default? [Y]> y

Would you like to enable Outbreak Filters for this policy? [Y]> y
Use the policy table default? [Y]> n

Would you like to modify the list of file extensions that bypass
Outbreak Filters? [N]> y

Choose the operation you want to perform:

- NEW - Add a file extension

[1> new

Enter a file extension:

[1> dwg

Choose the operation you want to perform:

- NEW - Add a file extension

- DELETE - Delete a file extension

- PRINT - Display all file extensions

- CLEAR - Clear all file extensions

[1> print

The following file extensions will bypass Outbreak Filter processing:
dwg

Choose the operation you want to perform:

- NEW - Add a file extension

- DELETE - Delete a file extension

- PRINT - Display all file extensions

- CLEAR - Clear all file extensions

[1>

Incoming Mail Policy Configuration
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Name Anti-Spam:| Anti-Virus:| Advanced Graymail: | Content Outbreak
————————————————————————— Malware -———-—-————|Filter: Filters:

Protection: | = |---------— | o-moo——————
sales_team|IronPort |[Default Default Default Default Default
engineering| Default Default Default Default Default Enabled
DEFAULT Ironport |Mcafee N/A Off Off Enabled
Choose the operation you want to perform:

- NEW - Create a new policy

- EDIT - Edit an existing policy
- DELETE - Remove a policy

- PRINT - Print all policies

- SEARCH - Search for a policy by member
- MOVE - Move the position of a policy

- FILTERS - Edit content filters
- CLEAR - Clear all policies

[1>

WA, [ZA8 A —NARE AR Y > — (Incoming Mail Overview policy) 17— 7 /VCiHT 5 3 >0
BLwar Ty 74 a2 2ERLET,

CLI TliX. policyconfig =~ > RO filters 7 a~> RiX [ZEa 7 Y 7 44 (Incoming
Content Filters) ]GUI ~— Y LRI UBREZ R H £ T, CLITa vy 7Y 74V Z 2{ERT 5 &
XL, save M7 a~vy REMEHLTT 4 L Z4-1F L. policyconfig 2~ > RIZJR D MEEH

HYET,

%9, scan for confidential = > 7 Y 7 4 L H BAERKR L E T,

scan_for_confidential 23 > 7> 7 4 L2 DERL

Incoming Mail Policy Configuration

Name Anti-Spam:| Anti-Virus:| Advanced Graymail: |Content Outbreak
————————————————————————— Malware -———-—-——-——-|Filter: Filters:
Protection: | = |---------— | —---——————-—
sales team|IronPort |Default Default Default Default Default
engineering| Default Default Default Default Default Enabled
DEFAULT Ironport |Mcafee N/A Off Off Enabled

Choose the operation you want to
- NEW - Create a new policy
- EDIT - Edit an existing policy

perform:
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- DELETE - Remove a policy

- PRINT - Print all policies

- SEARCH - Search for a policy by member
- MOVE - Move the position of a policy

- FILTERS - Edit content filters

- CLEAR - Clear all policies

[1> filters

No filters defined.

Choose the operation you want to perform:
- NEW - Create a new filter

[1> new

Enter a name for this filter:

[1> scan_for_confidential

Enter a description or comment for this filter (optional):
[1> scan all incoming mail for the string 'confidential'

Filter Name: scan_ for confidential
Conditions:

Always Run

Actions:

No actions defined yet.

Description:

scan all incoming mail for the string 'confidential'
Choose the operation you want to perform:
- RENAME - Rename this filter

- DESC - Edit filter description

- ADD - Add condition or action

1> add

Condition

Action

11> 1

Message Body Contains

Only Body Contains (Attachments are not scanned)
Message Body Size

Subject Header

Other Header

Attachment Contains

Attachment File Type

Attachment Name

9. Attachment MIME Type

10. Attachment Protected

11. Attachment Unprotected

12. Attachment Corrupt

13. Envelope Recipient Address

14. Envelope Recipient in LDAP Group
15. Envelope Sender Address

16. Envelope Sender in LDAP Group
17. Reputation Score

18. Remote IP

19. DKIM authentication result

20. SPF verification result

[11> 1

[
1.
2.

[
1
2
3
4
5
6
7
8

avy R sEH |

Enter regular expression or smart identifier to search message contents for:

[1> confidential

Threshold required for match:

11> 1

Filter Name: scan for confidential
Conditions:

body-contains ("confidential", 1)

Actions:

No actions defined yet.

Description:

scan all incoming mail for the string 'confidential'
Choose the operation you want to perform:
- RENAME - Rename this filter
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- DESC - Edit filter description

- ADD - Add condition or action

- DELETE - Delete condition or action

[1> add

1. Condition

2. Actlon

[11>

1. Bcc

2. Notify

3. Redirect To Alternate Email Address

4. Redirect To Alternate Host

5. Insert A Custom Header

6. Insert A Message Tag

7. Strip A Header

8. Send From Specific IP Interface

9. Drop Attachments By Content

10. Drop Attachments By Name

11. Drop Attachments By MIME Type

12. Drop Attachments By File Type

13. Drop Attachments By Size

14. Send To System Quarantine

15. Duplicate And Send To System Quarantine

16. Add Log Entry

17. Drop (Final Action)

18. Bounce (Final Action)

19. Skip Remaining Content Filters (Final Action)
20. Encrypt (Final Action)

21. Encrypt on Delivery

22. Skip Outbreak Filters check

[11> 1

Enter the email address(es) to send the Bcc message to:
[1> hrRexample.com

Do you want to edit the subject line used on the Bcc message? [N]> y
Enter the subject to use:

[$Subject]> [message matched confidential filter]
Do you want to edit the return path of the Bcc message? [N]> n

Filter Name: scan_ for confidential

Conditions:

body-contains ("confidential", 1)

Actions:

bcce ("hr@example.com", "[message matched confidential filter]")
Description:

scan all incoming mail for the string 'confidential'
Choose the operation you want to perform:

- RENAME - Rename this filter

- DESC - Edit filter description

- ADD - Add condition or action

- DELETE - Delete condition or action
SAVE - Save filter
1> add

[

1. Condition

2. Action

[1]1> 2

1. Bcc

2. Notify

3. Redirect To Alternate Email Address
4. Redirect To Alternate Host

5. Insert A Custom Header

6. Insert A Message Tag

7. Strip A Header

8. Send From Specific IP Interface
9. Drop Attachments By Content

10. Drop Attachments By Name

11. Drop Attachments By MIME Type
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12. Drop Attachments By File Type
13. Drop Attachments By Size
14. Send To System Quarantine

15. Duplicate And Send To System Quarantine

16. Add Log Entry
17. Drop (Final Action)
18. Bounce (Final Action)

19. Skip Remaining Content Filters (Final Action)

20. Encrypt (Final Action)

21. Encrypt on Delivery

22. Skip Outbreak Filters check
[1]1> 14

1. Policy

[11> 1

Filter Name: scan for confidential
Conditions:

body-contains ("confidential", 1)
Actions:

bcc ("hr@example.com", "[message matched confidential filter]")

quarantine ("Policy")

Description:

scan all incoming mail for the string
Choose the operation you want to perform:
- RENAME - Rename this filter

- DESC - Edit filter description

- ADD - Add condition or action

- DELETE - Delete condition or action

- MOVE - Reorder the conditions or actions

- SAVE - Save filter
[1> save
Defined filters:

confidential'

avv R sEH |

1. scan_for confidential: scan all incoming mail for the string 'confidential'

Choose the operation you want to perform:
- NEW - Create a new filter

- EDIT - Edit an existing filter

- DELETE - Delete a filter

- PRINT - Print all filters

- RENAME - Rename a filter

[1>

no_mp3s 3 & U ex_employee I T Y 7 4 ILZ DIERL

Choose the operation you want to perform:
- NEW - Create a new filter

- EDIT - Edit an existing filter

- DELETE - Delete a filter

- PRINT - Print all filters

- RENAME - Rename a filter

[1> new

Enter a name for this filter:

[1> no_mp3s

Enter a description or comment for this filter

[1> strip all MP3 attachments
Filter Name: no_mp3s
Conditions:

Always Run

Actions:

No actions defined yet.
Description:

strip all MP3 attachments

Choose the operation you want to perform:
- RENAME - Rename this filter

- DESC - Edit filter description

(optional) :
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- ADD - Add condition or action
[1> add

1. Condition

2. Actlon

[11>

1. Bcc

2. Notify

3. Redirect To Alternate Email Address
4. Redirect To Alternate Host

5. Insert A Custom Header

6. Insert A Message Tag

7. Strip A Header

8. Send From Specific IP Interface
9. Drop Attachments By Content

10. Drop Attachments By Name

11. Drop Attachments By MIME Type
12. Drop Attachments By File Type
13. Drop Attachments By Size

14. Send To System Quarantine

no_mp3s 3 & U ex_employee 2> T2 7 4 LE DR .

15. Duplicate And Send To System Quarantine

16. Add Log Entry
17. Drop (Final Action)
18. Bounce (Final Action)

19. Skip Remaining Content Filters (Final Action)

20. Encrypt (Final Action)

21. Encrypt on Delivery

22. Skip Outbreak Filters check
[1]> 12

Enter the file type to strip:
[1> mp3

Do you want to enter specific text to use in place of any stripped attachments?[N]> n

Filter Name: no mp3s

Conditions:

Always Run

Actions:
drop-attachments-by-filetype ("mp3")
Description:

strip all MP3 attachments

Choose the operation you want to perform:
- RENAME - Rename this filter

- DESC - Edit filter description

- ADD - Add condition or action

- SAVE - Save filter

[]1> save

Defined filters:

1. scan_for confidential: scan all incoming mail for the string 'confidential'

2. no mp3s: strip all MP3 attachments
Choose the operation you want to perform:
- NEW - Create a new filter

- EDIT - Edit an existing filter

- DELETE - Delete a filter

- PRINT - Print all filters

- MOVE - Reorder a filter

- RENAME - Rename a filter

[1> new

Enter a name for this filter:

[1> ex_employee

Enter a description or comment for this filter (optional):

[1> bounce messages intended for Doug
Filter Name: ex employee

Conditions:

Always Run

Actions:

No actions defined yet.
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Description:

bounce messages intended for Doug

Choose the operation you want to perform:

- RENAME - Rename this filter

- DESC - Edit filter description

- ADD - Add condition or action

[1> add

1. Condition

2. Actlon

[11>

1. Message Body Contains
2. Only Body Contains (Attachments are not scanned)
3. Message Body Size
4. Subject Header

5. Other Header

6. Attachment Contains
7. Attachment File Type

9. Attachment Name

10. Attachment MIME Type

11. Attachment Protected

12. Attachment Unprotected

13. Attachment Corrupt

14. Envelope Recipient Address
15. Envelope Recipient in LDAP Group
16. Envelope Sender Address

17. Envelope Sender in LDAP Group
18. Reputation Score

19. Remote IP

20. DKIM authentication result

21 SPF verification result

[1]> 13

Enter regular expression to search Recipient address for:
[1> doug

Filter Name: ex employee

Conditions:

rcpt-to == "doug"

Actions:

No actions defined yet.

Description:

bounce messages intended for Doug
Choose the operation you want to perform:
- RENAME - Rename this filter

- DESC - Edit filter description

- ADD - Add condition or action

- DELETE - Delete condition or action
[1> add

1. Condition

2. Action

[ 2

1 cc

2. Notify

3. Redirect To Alternate Email Address
4

5

6

7

8

\%

1]

w

Redirect To Alternate Host

Insert A Custom Header

Insert A Message Tag

Strip A Header

Send From Specific IP Interface
9. Drop Attachments By Content
10. Drop Attachments By Name
11. Drop Attachments By MIME Type
12. Drop Attachments By File Type
13. Drop Attachments By Size
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15. Send To System Quarantine

16. Duplicate And Send To System Quarantine

17. Add Log Entry

18. Drop (Final Action)

19. Bounce (Final Action)

20. Skip Remaining Content Filters (Final Action)

21. Encrypt (Final Action)

22. Encrypt on Delivery

23. Skip Outbreak Filters check

[1]1> 2

Enter the email address(es) to send the notification to:

[1> joe@example.com

Do you want to edit the subject line used on the notification? [N]> y
Enter the subject to use:

[1> message bounced for ex-employee of example.com

Do you want to edit the return path of the notification? [N]> n

Do you want to include a copy of the original message as an attachment to the
notification? [N]> y

Filter Name: ex employee

Conditions:

rcpt-to == "doug"

Actions:

notify-copy ("joe@example.com", "message bounced for ex-employee of
example.com")

Description:

bounce messages intended for Doug

Choose the operation you want to perform:

- RENAME - Rename this filter

- DESC - Edit filter description

- ADD - Add condition or action

- DELETE - Delete condition or action
SAVE - Save filter
1> add

[
1. Condition

2. Actlon

[11>

1. Bcc

2. Notify

3. Redirect To Alternate Email Address
4. Redirect To Alternate Host

5. Insert A Custom Header

6. Insert A Message Tag

7. Strip A Header

8. Send From Specific IP Interface

9. Drop Attachments By Content

10. Drop Attachments By Name

11. Drop Attachments By MIME Type

12. Drop Attachments By File Type

13. Drop Attachments By Size

15. Send To System Quarantine

16. Duplicate And Send To System Quarantine

17. Add Log Entry

18. Drop (Final Action)

19. Bounce (Final Action)

20. Skip Remaining Content Filters (Final Action)
21. Encrypt (Final Action)

22. Encrypt on Delivery

23. Skip Outbreak Filters check

[1]> 18

Filter Name: ex employee
Conditions:

rcpt-to == "doug"
Actions:
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notify-copy ("joel@example.com",
example.com")

bounce ()

Description:

bounce messages intended for Doug

Choose the operation you want to perform:
- RENAME - Rename this filter

- DESC - Edit filter description

- ADD - Add condition or action

"message bounced for ex-employee of

- DELETE - Delete condition or action

- SAVE - Save filter

[1> save

Defined filters:

1. scan_for confidential: scan all incoming mail for the string 'confidential'

2. no mp3s: strip all MP3 attachments

3. ex _employee: bounce messages intended for Doug

Choose the operation you want to perform:

- NEW - Create a new filter

- EDIT - Edit an existing filter

- DELETE - Delete a filter

- PRINT - Print all filters

- MOVE - Reorder a filter

- RENAME - Rename a filter

[1>

Incoming Mail Policy Configuration

Name Anti-Spam:| Anti-Virus:| Advanced Graymail:|Content Outbreak

————————————————————————— Malware ——————-—-—-——|Filter: Filters:
Protection: | = |-==-—-—-—= | --————————=

sales_team|IronPort |[Default Default Default Default Default

engineering| Default Default Default Default Default Enabled

DEFAULT Ironport |Mcafee N/A Off Off Enabled

Choose the operation you want to perform:
- NEW - Create a new policy

- EDIT - Edit an existing policy

- DELETE - Remove a policy

- PRINT - Print all policies

- SEARCH - Search for a policy by member
- MOVE - Move the position of a policy

- FILTERS - Edit content filters

- CLEAR - Clear all policies
[1>

BEORYO—IZ®T 20TV T4ILEDA R—TILE

WIRTDOE, ) —ER) > —% A RX—T NI L T—HDORY) > —Dars oY 7 4 V272
JEA R—TINNCT B HFIETT,

Incoming Mail Policy Configuration
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Name Anti-Spam:| Anti-Virus:| Advanced Graymail:|Content Outbreak
————————————————————————— Malware -———-—-————|Filter: Filters:
Protection: | = |---------— | o-moo——————
sales_team|IronPort |[Default Default Default Default Default
engineering| Default Default Default Default Default Enabled
DEFAULT Ironport |Mcafee N/A Off Off Enabled
Choose the operation you want to perform:
- NEW - Create a new policy
- EDIT - Edit an existing policy
- DELETE - Remove a policy
- PRINT - Print all policies
- SEARCH - Search for a policy by member
- MOVE - Move the position of a policy
- FILTERS - Edit content filters
- CLEAR - Clear all policies
[1> edit
Name Anti-Spam:| Anti-Virus:| Advanced Graymail:|Content Outbreak
————————————————————————— Malware —-—————-——-——| Filter: Filters:
Protection: | | -—m—m————— | -—————————=
L|sales_team|IronPort |Default Default Default Default Default
2| engineering| Default Default Default Default Default Enabled
3| DEFAULT Ironport |Mcafee N/A Off Off Enabled

Enter the name or number of the entry you wish to edit:
[1> 3

Policy Summaries:

Anti-Spam: IronPort - Drop

Suspect-Spam: IronPort - Quarantine - Archiving copies of the original message.
Anti-Virus: McAfee - Scan and Clean
Graymail Detection: Unsubscribe -
Content Filters: Off

Outbreak Filters: Enabled. No bypass extensions.
Choose the operation you want to perform:

- ANTISPAM - Modify Anti-Spam policy

- ANTIVIRUS - Modify Anti-Virus policy

- GRAYMAIL - Modify Graymail policy

- OUTBREAK - Modify Outbreak Filters policy

- FILTERS - Modify filters

[1> filters

Choose the operation you want to perform:

- ENABLE - Enable Content Filters policy

[1> enable
1.

Disabled

scan for confidential
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2. no_mp3s

3. ex_employee

Enter the filter to toggle on/off, or
[1>1

1. Active scan_for confidential

2. no_mp3s

3. ex_employee

Enter the filter to toggle on/off, or
[1> 2

1. Active scan_for confidential

2. Active no_mp3s

3. ex_employee

Enter the filter to toggle on/off, or
[1> 3

1. Active
2. Active
3. Active
Enter the
[1>
Policy Summaries:

Anti-Spam: IronPort - Drop

Suspect-Spam: IronPort - Quarantine - Archiving copies of the original message.
Anti-Virus: McAfee - Scan and Clean

Graymail Detection: Unsubscribe - Disabled

Content Filters: Enabled. Filters: scan for confidential, no_mp3s,
Outbreak Filters: Enabled. No bypass extensions.

Choose the operation you want to perform:

- ANTISPAM - Modify Anti-Spam policy

- ANTIVIRUS - Modify Anti-Virus policy

- GRAYMAIL - Modify Graymail policy

- OUTBREAK - Modify Outbreak Filters policy

- FILTERS - Modify filters

[1>

Incoming Mail Policy Configuration

press enter to finish:

press enter to finish:

press enter to finish:
scan_for confidential
no_mp3s

ex_employee

filter to toggle on/off, or finish:

press enter to

ex_employee

Name Anti-Spam:| Anti-Virus:| Advanced Graymail: | Content Outbreak
————————————————————————— Malware -————-----| Filter: Filters:
Protection: | [ ---------— | o-mmo——————
sales_team|IronPort |Default Default Default Default Default
engineering| Default Default Default Default Default Enabled
DEFAULT Ironport |Mcafee N/A Off Enabled Enabled

Choose the operation you want to perform:
- NEW - Create a new policy

- EDIT - Edit an existing policy
- DELETE - Remove a policy

- PRINT - Print all policies

- SEARCH - Search for a policy by member
- MOVE - Move the position of a policy

- FILTERS

- Edit content filters

- CLEAR - Clear all policies

[1> edit
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Name Anti-Spam:| Anti-Virus:| Advanced Graymail:|Content Outbreak
————————————————————————— Malware ——————————| Filter: Filters:
Protection: | = |-=--—mmm— | --mmmmm————

L|sales_team|IronPort |[Default Default Default Default Default

2| engineering| Default Default Default Default Default Enabled

3| DEFAULT Ironport |Mcafee N/A Off Off Enabled

Enter the name or number of the entry you wish to edit:

[1> 2

Policy Summaries:

Anti-Spam: Default

Anti-Virus: Default

Graymail Detection: Unsubscribe - Default

Content Filters: Default

Outbreak Filters: Enabled. Bypass extensions: dwg

Choose the operation you want to perform:

- NAME - Change name of policy

- NEW - Add a new member

- DELETE - Remove a member

- PRINT - Print policy members

- ANTISPAM - Modify Anti-Spam policy

- ANTIVIRUS - Modify Anti-Virus policy

- GRAYMAIL - Modify Graymail policy

- OUTBREAK - Modify Outbreak Filters policy

- FILTERS - Modify filters

[1> filters

Choose the operation you want to perform:

- DISABLE - Disable Content Filters policy (Disables all policy-related

actions)
- ENABLE - Enable Content Filters policy
[1> enable

1. scan_for confidential

2. no_mp3s

3. ex_employee

Enter the filter to toggle on/off, or press enter
[1>1

1. Active scan_for confidential

2. no_mp3s

3. ex_employee

Enter the filter to toggle on/off, or press enter
[1> 3

1. Active scan_for confidential

2. no_mp3s

3. Active ex_employee
Enter the filter to toggle on/off,
(1>

Policy Summaries:
Anti-Spam: Default
Anti-Virus: Default
Graymail Detection:

or press enter

Unsubscribe - Default

to finish:

to finish:

to finish:

Content Filters: Enabled. Filters: scan_for confidential, ex employee

Outbreak Filters: Enabled. Bypass extensions: dwg
Choose the operation you want to perform:

- NAME - Change name of policy

- NEW - Add a new member
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- DELETE - Remove a member

- PRINT - Print policy members

- ANTISPAM - Modify Anti-Spam policy

- ANTIVIRUS - Modify Anti-Virus policy

- GRAYMAIL - Modify Graymail policy

- OUTBREAK - Modify Outbreak Filters policy
- FILTERS - Modify filters

1>

Incoming Mail Policy Configuration

Name: Anti-Spam:| Anti-Virus:| Advanced Graymail: | Content Outbreak
————————————————————————— Malware -————-----| Filter: Filters:
Protection: | = [---------- | o-ooo—————o
sales_team|IronPort |Default Default Default Default Default
engineering| Default Default Default Default Enabled Enabled
DEFAULT Ironport |Mcafee N/A Off Enabled Enabled

Choose the operation you want to perform:
- NEW - Create a new policy

- EDIT - Edit an existing policy

- DELETE - Remove a policy

- PRINT - Print all policies

- SEARCH - Search for a policy by member
- MOVE - Move the position of a policy

- FILTERS - Edit content filters

- CLEAR - Clear all policies

(1>

Note

ZOCLIZIE, HxDORY —IZH L3 Ty 7 4 v EBINT HHEEH V 8 A,
filters %7 =1~ > R CiX, policyconfig 2~ > RD 1 O2DH 77 v arhbdT XTOaArys v
VI 4NEEERTHI LT, 20O, ZOHRITIE drop_large_attachments 3Bl
AW L TWET,

TIAILEDRER) O—DDLP KR > —

I, TTHNVEFDORERY S —TDLP R v —% A 32 —T W T L5 HEEZRLET,

mail3.example.com> policyconfig

Would you like to configure Incoming or Outgoing Mail Policies?
1. Incoming

2. Outgoing

[1]1> 2

Outgoing Mail Policy Configuration

Name: |[Anti-Spam:|Anti-Virus:|Advanced Malware|Graymail:|Content Outbreak DLP:
————————————————————————— Protection: -——-—-—-————|Filter: Filters: -
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DEFAULT| N/A N/A N/A Off Off Off Off

Choose the operation you want to perform:
- NEW - Create a new policy

- EDIT - Edit an existing policy

- PRINT - Print all policies

- FILTERS - Edit content filters

[1> edit
Name: |Anti-Spam:|Anti-Virus:|Advanced Graymail: [ Content Outbreak DLP:
————————————————————————— Malware -——-—---—-——|Filter: Filters: -
Protection: [ = |---------— fo-m—om————o
1| DEFAULT| N/A N/A N/A Off Off Off Off

Enter the name or number of the entry you wish to edit:
[1> 1

Policy Summaries:

Anti-Spam: Off

Anti-Virus: Off

Graymail Detection: Unsubscribe - Disabled

Content Filters: Off (No content filters have been created)
Outbreak Filters: Off

DLP: Off

Choose the operation you want to perform:

- ANTISPAM - Modify Anti-Spam policy

- ANTIVIRUS - Modify Anti-Virus policy

- GRAYMAIL - Modify Graymail policy

- OUTBREAK - Modify Outbreak Filters policy

- DLP - Modify DLP policy

[1> dlp

Choose the operation you want to perform:

- ENABLE - Enable DLP policy

[1> enable

1. California AB-1298

2. Suspicious Transmission - Zip Files

3. Restricted Files

Enter the policy to toggle on/off, or press enter to finish:
(1> 1

1. Active California AB-1298

2. Suspicious Transmission - Zip Files

3. Restricted Files
Enter the policy to toggle on/off, or press enter to finish:

[1> 2

1. Active California AB-1298

2. Active Suspicious Transmission - Zip Files

3. Restricted Files

Enter the policy to toggle on/off, or press enter to finish:
[1>3

1. Active California AB-1298

2. Active Suspicious Transmission - Zip Files

3. Active Restricted Files

Enter the policy to toggle on/off, or press enter to finish:
[1>

Policy Summaries:

Anti-Spam: Off

Anti-Virus: Off
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Graymail Detection: Unsubscribe - Disabled

Content Filters: Off (No content filters have been created)
Outbreak Filters: Off

DLP: Enabled. Policies: California AB-1298, Suspicious Transmission - Zip
Files, Restricted Files

Choose the operation you want to perform:

- ANTISPAM - Modify Anti-Spam policy

- ANTIVIRUS - Modify Anti-Virus policy

- GRAYMAIL - Modify Graymail policy

- OUTBREAK - Modify Outbreak Filters policy

- DLP - Modify DLP policy

1>

—JEEA—IILFEFY—FIL XY RN T—ODEA—ILTHEIEHN SN A vE—CF KOy T EBER) O—
DYERL

mail.example.com> policyconfig

Would you like to configure Incoming or Outgoing Mail Policies?
1. Incoming

2. Outgoing

[1]1> 1

Incoming Mail Policy Configuration

Name: |Anti-Spam:|Anti-Virus: Advanced Malware |Graymail:|Content Filter:|Outbreak
————————————————————————— Protection: e [ttt Filters:

DEFAULT| Of £ N/A N/A Off Off N/A

Choose the operation you want to perform:
- NEW - Create a new policy

- EDIT - Edit an existing policy

- PRINT - Print all policies

- FILTERS - Edit content filters

[1> edit
Name: |Anti-Spam:|Anti-Virus:|Advanced Malware |Graymail:|Content Outbreak
————————————————————————— Protection: -————--—--—-|Filter: Filters:
1| DEFAULT| Of £ N/A N/A Off Off N/A

Enter the name or number of the entry you wish to edit:
(1> 1

Policy Summaries:

Anti-Spam: Off

Graymail Detection: Off

Content Filters: Off (No content filters have been created)
Choose the operation you want to perform:

- ANTISPAM - Modify Anti-Spam policy

- GRAYMAIL - Modify Graymail policy

- FILTERS - Modify filters

[1> graymail

Choose the operation you want to perform:

- ENABLE - Enable Graymail policy

[1> enable
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Begin Graymail configuration
Do you want to enable Safe Unsubscribe? [N]> y

Do you want to perform Safe Unsubscribe action only for unsigned messages

[yi>

Do you want to enable actions on messages identified as Marketing Email? [N]>

Do you want to enable actions on messages identified as Social Networking Email?

1. DELIVER
2. DROP
3. BOUNCE

What do you want to do with messages identified as Social Networking Email?

[11> 2
Do you want to archive messages identified as Social Networking Email?

[N]>

Do you want to enable actions on messages identified as Bulk Email? [N]> vy

1. DELIVER
2. DROP
3. BOUNCE

What do you want to do with messages identified as Bulk Email?
11> 2
Do you want to archive messages identified as Bulk Email? [N]>
Graymail configuration complete.
Policy Summaries:
Anti-Spam: Off
Graymail Detection: Unsubscribe - Enabled
Social Networking mails : Drop
Bulk mails : Drop
Content Filters: Off (No content filters have been created)
Choose the operation you want to perform:
- ANTISPAM - Modify Anti-Spam policy
- GRAYMAIL - Modify Graymail policy
- FILTERS - Modify filters
1>

kg
it

mail.example.com> policyconfig

Would you like to configure Incoming or Outgoing Mail Policies?
1. Incoming

2. Outgoing

[11> 1

Incoming Mail Policy Configuration

Name: |Anti-Spam:|Anti-Virus:|Advanced Malware |[Graymail:|Content Filter: Outbreak
————————————————————————— Protection: —mmmmmm | e Filters:
DEFAULT| Of £ N/A N/A Off Off N/A
Choose the operation you want to perform:
- NEW - Create a new policy
- EDIT - Edit an existing policy
- PRINT - Print all policies
- FILTERS - Edit content filters
[1> edit
Name: |Anti-Spam:|Anti-Virus:|Advanced Malware |Graymail:|Content Outbreak
————————————————————————— Protection: -——---———-|Filter: Filters:
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DEFAULT| Of £ N/A N/A Off Off N/A

Enter the name or number of the entry you wish to edit:

[1>1

Policy Summaries:

Advanced Malware Protection: Malware Action - drop , Message Error Unscannable Action -
deliver , Rate Limit Unscannable Action - deliver , AMP Service Not

Available Unscannable Action - deliver , File Analysis Action - Deliver , Mailbox Auto

Remediation (MAR) - Disabled

Content Filters: Off

Outbreak Filters: Off

Choose the operation you want to perform:

- OUTBREAK - Modify Outbreak Filters policy

- ADVANCEDMALWARE - Modify Advanced Malware Protection policy
- FILTERS - Modify filters

[1> advancedmalware

Choose the operation you want to perform:

- EDIT - Edit Advanced-Malware protection policy

- DISABLE - Disable Advanced-Malware protection policy (Disables all policy-related
actions)

[1> edit

Begin AMP configuration
Do you want to enable File Analysis? [Y]>

Do you like the system to automatically insert an X-header with the anti-malware scanning
results? (Recommended for trouble-shooting) [Y]>

Unscannable Message Handling

Current actions to take if any of the attachments could not be scanned due to message
errors:

- WARNING: Delivering Unscannable due to Message Errors messages normally

- Prepending subjects with " [WARNING: ATTACHMENT UNSCANNED]"

- Archiving copies of the original message.

Do you want to edit the actions for Unscannable Message due to message errors? [N]> yes

Current actions to take if any of the attachments could not be scanned due to rate limit
hit:

- WARNING: Delivering Unscannable due to Rate Limit messages normally

- Prepending subjects with " [WARNING: ATTACHMENT UNSCANNED]"

- Archiving copies of the original message.

Do you want to edit the actions for Unscannable Message due to rate limit hit? [N]> yes

Current actions to take if any of the attachments could not be scanned due to AMP Service
not available:
- WARNING: Delivering Unscannable due to AMP Service Not Available messages normally
- Prepending subjects with " [WARNING: ATTACHMENT UNSCANNED]"
- Archiving copies of the original message.
Do you want to edit the actions for Unscannable Message due to AMP Service not available?
[N]> yes
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maill.example.com > policyconfig

Would you like to configure Incoming Mail Policy or Outgoing Mail Policies or
Match Headers Priority?

1. Incoming Mail Policies
2. Outgoing Mail Policies
3. Match Headers Priority
[1]1> 3

Match Headers Priority Configuration
Priority: Headers:

Pl Envelope Sender

Choose the operation you want to perform:

- ADD - Add match priority for headers

- EDIT - Edit an existing match priority for headers

- REMOVE - Remove an existing match priority for headers
[1> add

Choose headers for priority 2
Add header "From" Header:

1. Yes
2. No
[11> 1

Add header "Reply-To" Header:

1. Yes
2. No
[11> 2

Add header "Sender" Header:

1. Yes
2. No
[1]1> 2

Match Headers Priority Configuration

Priority: Headers:

Pl Envelope Sender

P2 "From" Header
quarantineconfig

5
VAT LADRBEERE L ET,

ER7E

e 2o~ R lcommit] NNETY,
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NYF AR Zoa~vy RNy FEXREZVR—FLTWEEA,

mail3.example.com> quarantineconfig
Currently configured quarantines:

# Quarantine Name Size (MB) % full Messages Retention Policy
1 Outbreak 3,072 0.0 1 12h Release
2 Policy 1,024 0. 497 10d Delete
3 Virus 2,048 empty 0 30d Delete

2,048 MB available for quarantine allocation.

Choose the operation you want to perform:

- NEW - Create a new quarantine.

- EDIT - Modify a quarantine.

- DELETE - Remove a quarantine.

- OUTBREAKMANAGE - Manage the Outbreak Filters quarantine.

[1> new

Please enter the name for this quarantine:

[1> HRQuarantine

Retention period for this quarantine. (Use 'd' for days or 'h' for hours or 'm' for
'minutes'.):

[1> 15d

1. Delete

2. Release

Enter default action for quarantine:

[1]1> 2

Do you want to modify the subject of messages that are released because
"HRQuarantine" overflows? [N]>

Do you want add a custom header to messages that are released because
"HRQuarantine" overflows? [N]>

Do you want to strip all attachments from messages that are released
because "HRQuarantine" overflows? [N]>

Do you want default action to apply automatically when quarantine space fills up? [Y]>
Currently configured quarantines:

# Quarantine Name Size (MB) % full Messages Retention Policy
1 HRQuarantine 1,024 N/A N/A 15d Release
2 Outbreak 3,072 0.0 1 12h Release
3 Policy 1,024 0.1 497 10d Delete
4 Virus 2,048 empty 0 30d Delete

(N/A: Quarantine contents is not available at this time.)
1,024 MB available for quarantine allocation.

Choose the operation you want to perform:

- NEW - Create a new quarantine.

- EDIT - Modify a quarantine.

- DELETE - Remove a quarantine.

- OUTBREAKMANAGE - Manage the Outbreak Filters quarantine.

a—P— OB BT BEMIC Ty) SEY NEV) EExD L, a—F—FHBMIHS N,
Z—P— U R NEFHETEET, ZhICEY ., BEEEICBET DO BRI % 72 < T IRk
(2t LT O 2 — P — 2 BN E MR T & E T, o F—E 2 v 3 v D
BEFREATT DT, ZoF a7~ ([>) T Enter 2 LE T,

. CiscoE A —)L X2 )T 4 7TS5AF7 2 AMIT Async0S13.04CLI ) 77 LU RAHA K (AVTFUREA)



I av vk 5EH

\}

scanconfig .

Note

scanconfig

B2k

ER7E

1

VAT AR A N =P —F i IA R —F 2= —MER STV A AR, 2 — Y —
~ORBEEZT 2T 7 A2 NER SN ET,

FEEfE oD = —4— U X MZiX, Operators 7 /L—7 it X Guests TN—T BT 52— —721F

NEaEEd, Administrators 7 /L — 7RO 1—H— BB LTI R_RTCDOT 7 & A
BaRHET, l*ﬁ*JXF%Aﬁﬁék% i #AT@ﬁmv/W&xkn%# D
T TRt O = —H— U X MZHEENTWND . NEW 2= RIFEHART L0 £3, [F

Bz, HIBROX G E 0D 2 —H— @ﬁﬁbﬁ%%ﬁ\M1HE27/FiﬁmTTE@Ui
ﬁ—o

W77 ANDAF Y R —HHELET,

MEE : Z0a<y Kt Tcommit] 2SMHEE T,

JIAAER  Zoa<vw N, I R_RTCO~Y U EF—F (P T7RF, J)—T, =) T
HTxE9,

NyF a<wr B Zoawy RNy FERE2FR—FLTHET,

Z OFITIX, scanconfig 2~ RTLUUTD/NRT A —FEHELET,
s video/*, audio/*, image/* ® MIME % A FIAFX v 7INET (2T U VT AF ¥ &S
nFEHAL)
« XA NENTE (FIRNGR) T—hATHRG7 74013, BRRK10L-LETAT Y &N
9, (F7H/AME5LL)
s AX X VENDIRMN T 7 ANDERKRT A XF, 25MBTY, ZHLEDKEWT 7 A 0iET
RCAFxF vy 7INET, (F74/ME5MB) .
c RX2 AV NDAZT =N ARy INET,
T FANDAT Y L DEA LT T M, 180 PICHRESNET,
«c AX X UINRPOTLHWMN T 7 AT, BB =B LW ERRINNET, (T
7+ v EOEE) .
« 7= TF A FDOALR MIME 4 A 7D plain/text % 7213 plain/html #3531 & 5 7E &
NTOWRWEAIL, ASCII = a— RRMERA S ET,
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Note

- L

[assume the attachment matches the search pattern] % Y] IZEETH &, AF vy U TEXRNVA >
T—VEA =T TN HF =Ko Ttrue RSN E T, kD, BEEC-HK
LA vt —VOER LY, PHRAOEIERELET LDV ET, ZOXIRA vy E—
ik, ar T UYNRELL AF Y U TERNENHIBBTRESLTOWE L, ZORET
DLP A % ¢ (i H S EE A,

mail3.example.com> scanconfig

There are currently 5 attachment type mappings configured to be SKIPPED.
Choose the operation you want to perform:

- NEW - Add a new entry.

- DELETE - Remove an entry.

- SETUP - Configure scanning behavior.

- IMPORT - Load mappings from a file.

- EXPORT - Save mappings to a file.

- PRINT - Display the list.

- CLEAR - Remove all entries.

- SMIME - Configure S/MIME unpacking.

[1> setup

1. Scan only attachments with MIME types or fingerprints in the list.
2. Skip attachments with MIME types or fingerprints in the list.

Choose one:

[2]> 2

Enter the maximum depth of attachment recursion to scan:

[5]> 10

Enter the maximum size of attachment to scan:

[5242880]> 10m

Do you want to scan attachment metadata? [Y]> y

Enter the attachment scanning timeout (in seconds) :

[30]> 180

If a message has attachments that were not scanned for any reason (e.g.
because of size, depth limits, or scanning timeout), assume the attachment matches the
search pattern? [N]> n

If a message could not be deconstructed into its component parts in order to remove
specified attachments, the system should:

1. Deliver

2. Bounce

3. Drop

[11>

Configure encoding to use when none is specified for plain body text or
anything with MIME type plain/text or plain/html.

US-ASCII

Unicode (UTF-8)

Unicode (UTF-16)

Western European/Latin-1 (ISO 8859-1)

Western European/Latin-1 (Windows CP1252)

Traditional Chinese (Big 5)

Simplified Chinese (GB 2312)

Simplified Chinese (HZ GB 2312)

9. Korean (ISO 2022-KR)

10. Korean (KS-C-5601/EUC-KR)

11. Japanese (Shift-JIS (X0123))

12. Japanese (IS0-2022-JP)

13. Japanese (EUC)

[1]1> 1

Scan behavior changed.

There are currently 5 attachment type mappings configured to be SKIPPED.
Choose the operation you want to perform:

- NEW - Add a new entry.

W J oy b W
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- DELETE - Remove an entry.

- SETUP - Configure scanning behavior.
- IMPORT - Load mappings from a file.
- EXPORT - Save mappings to a file.

- PRINT - Display the list.

- CLEAR - Remove all entries.

- SMIME - Configure S/MIME unpacking.

[1> print

1. Fingerprint Image
2. Fingerprint Media
3. MIME Type audio/*
4. MIME Type image/*
5. MIME Type video/*

Bl : A XY UTELEWAYE—SDAYE—UNEBT7HS 3 VDERTE

W DOFITIL, scanconfig > setup A ¥ REfFEH LT, ™77 A VOB L7728
12, BT UV AXF Yy TILL o TAF Y EINBRNWA =V DA vV T 7 a v %
AL, BELET,

mail3.example.com> scanconfig

There are currently 5 attachment type mappings configured to be SKIPPED. Choose the
operation you want to perform:

- NEW - Add a new entry.

- DELETE - Remove an entry.

- SETUP - Configure scanning behavior.

- IMPORT - Load mappings from a file.

- EXPORT - Save mappings to a file.

- PRINT - Display the list.

- CLEAR - Remove all entries.
-[1>SMIMEsetup- Configure S/MIME unpacking.
[1 > setup

1. Scan only attachments with MIME types or fingerprints in the list.
2. Skip attachments with MIME types or fingerprints in the list.

Choose one: [2]>
Enter the maximum depth of attachment recursion to scan: [5]>
Enter the maximum size of attachment to scan: [5242880]>

Do you want to scan attachment metadata? [Y]>
Enter the attachment scanning timeout (in seconds): [30]>

If a message has attachments that were not scanned for any reason (e.g.
because of size, depth limits, or scanning timeout), assume the attachment matches the
search pattern? [N]>

In case of a content or message filter error, should all filters be bypassed? [Y]>
Assume zip file to be unscannable if files in the archive cannot be read? [0]>

If a message could not be deconstructed into its component parts in order
to remove specified attachments, the system should:

1. Deliver
2. Bounce
3. Drop
[11>

Configure encoding to use when none is specified for
plain body text or anything with MIME type plain/text or plain/html.
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US-ASCII

Unicode (UTF-8)

Unicode (UTF-16)
Western European/Latin-1 (ISO 8859-1)
Western European/Latin-1 (Windows CP1252)
Traditional Chinese (Big 5)
Simplified Chinese (GB 2312)
Simplified Chinese (HZ GB 2312)
Korean (ISO 2022-KR)

Korean (KS-C-5601/EUC-KR)

Japanese (Shift-JIS (X0123))
Japanese (IS0-2022-JP)

Japanese (EUC)

W Joy b Ww N

e e S ST Vo)
W N~ O

[1> Do you want to enable actions on unscannable messages due to an extraction failure?
y/n [Y]> Yes

1. Drop Message

2. Deliver As Is

3. Quarantine

Action applied to original message: [2]> 2

Do you want to deliver mail to an alternate mailhost ? [N]> yes
Enter the mailhost to deliver to: []> mail.example.com

Do you want to redirect mail to an alternate email address ? [N]> yes

Enter the address to deliver to:
[1> user@mail.example.com

Do you want to add a custom header? [N]> yes
Enter the header name: []> Unscannable Messages

Enter the header content:
[1> Actions taken on Unscannable Messages

Do you want to modify the subject? [N]> yes

1. Prepend
2. Append

Select position of text: [1]> 1

Enter the text to add:
[ [WARNING: UNSCANNABLE EXTRACTION FAILED]]> [WARNING: UNSCANNABLE FILE EXTRACTION FAILURE]

HIBRT DA v = Ay =DV A NEEZRLET,

He® : ZDa<y Kt Tcommit] 2AH3ETI,
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textconfig

B2k

ER7AE

1

w

ISRBEM . Zpavy N, TR_RTOY >y F—F (5 R&, TA—F <) T
HATxE7,

NyF avw R Zoavwy IRy FELXSEZSR—-FLTHERA,

mail3.example.com> stripheaders

Not currently stripping any headers.

Choose the operation you want to perform:
- SETUP - Set message headers to remove.
[1> setup

Enter the list of headers you wish to strip from the messages before they are delivered.
Separate multiple headers with commas.
[1> Delivered-To

Currently stripping headers: Delivered-To

Choose the operation you want to perform:

- SETUP - Set message headers to remove.
[r>

mail3.example.com>

DLP, "y A BEE{LBHMEEZD, TVITUANATI—h T T L—h, AvbE—U%
EHIE, @AT L — R EDOTXRA N ) V=R 2R ELET,

MeE : Zoa< K lcommit] NHEETI,

JGAREE . Zoavwr RiE, TRTOYEFT—F (WFRE, T—F, =) Tff
ATxE7,

NyF avwrs R Zoavy Ry FELZSR—FLTWEEA,

textconfig -> NEW AL CTF* A~ U Y —RX%Z/E L. textconfig > delete %
HHLTTFA N Y Y —2%HIBRLET,

mail3.example.com> textconfig

Choose the operation you want to perform:

- NEW - Create a new text resource.

- IMPORT - Import a text resource from a file.

[1> new

What kind of text resource would you like to create?
. Anti-Virus Container Template

. Anti-Virus Notification Template

DLP Notification Template

. Bounce and Encryption Failure Notification Template
. Message Disclaimer

. Encryption Notification Template (HTML)

o U1 b W N
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7. Encryption Notification Template (text)

8. Notification Template

[1]1> 5

Please create a name for the message disclaimer:
[1> disclaimer 1

Enter the encoding for the message disclaimer:
1. US-ASCII

Unicode (UTF-8)

Unicode (UTF-16)

Western European/Latin-1 (ISO 8859-1)

Western European/Latin-1 (Windows CP1252)
Traditional Chinese (Big 5)

Simplified Chinese (GB 2312)

Simplified Chinese (HZ GB 2312)

9. Korean (ISO 2022-KR)

10. Korean (KS-C-5601/EUC-KR)

11. Japanese (Shift-JIS (X0123))

12. Japanese (IS0-2022-JP)

13. Japanese (EUC)

[11>

Enter or paste the message disclaimer here. Enter on a blank line to end.
This message was sent from an IronPort(tm) Email Security appliance.

W ~J oy U b W

Message disclaimer "disclaimer 1" created.
Choose the operation you want to perform:
- NEW - Create a new text resource.

- IMPORT - Import a text resource from a file.
- EXPORT - Export text resource to a file.
- PRINT - Display the content of a resource.

- EDIT - Modify a resource.

- DELETE - Remove a resource from the system.

- LIST - List configured resources.

[1> delete

Please enter the name or number of the resource to delete:
[1>1

Message disclaimer "disclaimer 1" has been deleted.

Choose the operation you want to perform:

- NEW - Create a new text resource.

- IMPORT - Import a text resource from a file.

[1>

textconfig -> EDIT il L CBEFOT XA M VY —REELELET, = a—K&z%E
LD, BIRLETXA RN VY —ZADOTF XA MAEHR LY TEXET,

THERANYY—RDA VR—F

TXANT 7 ANETXARNY Y —=AL LTA A= T 5IZIE, textconfig -> IMPORT
EWALET, AR —bFE7FX LT 7 A ML, 77T AT A O configuration 7 1 L
7 MUIAHET 2R ERH Y £,

mail3.example.com> textconfig

Current Text Resources:

1. footer.2.message (Message Footer)

Choose the operation you want to perform:

- NEW - Create a new text resource.

- IMPORT - Import a text resource from a file.
- EXPORT - Export text resource to a file.

- PRINT - Display the content of a resource.
- EDIT - Modify a resource.

- DELETE - Remove a resource from the system.
- LIST - List configured resources.
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[1> import

What kind of text resource would you like to create?
1. Anti-Virus Container Template

2. Anti-Virus Notification Template

3. DLP Notification Template

4. Bounce and Encryption Failure Notification Template
5. Message Disclaimer

6. Encryption Notification Template (HTML)

7. Encryption Notification Template (text)

8. Notlflcatlon Template

[11>
Please create a name for the notification template:
[1> strip.mp3files

Enter the name of the file to import:

[1> strip.mp3.txt

Enter the encoding to use for the imported file:

1. US-ASCII

[ list of encodings ]

[11>

Notification template "strip.mp3files" created.
Current Text Resources:

1. disclaimer.2.message (Message Disclaimer)

2. strip.mp3files (Notification Template)

Choose the operation you want to perform:

- NEW - Create a new text resource.

- IMPORT - Import a text resource from a file.

- EXPORT - Export

PRINT - Display
EDIT - Modify a
DELETE - Remove

text resource to a file.
the content of a resource.
resource.

a resource from the system.

LIST - List configured resources.

[1>

TXARNVY—=RAZTHARNT77A4E LTZ7 AKR— T 51X, textconfig -> EXPORT

PHEHLET, TFA N T AT, TS

nE7,

Z A7 A L@ configuration 7 1 L7 kU IZ/ERK S

mail3.example.com> textconfig

Current Text Resources:

footer.2.message (Message Footer)
strip.mp3 (Notification Template)
Choose the operation you want to perform:
NEW - Create a new text resource.

1.
2.

1.

[

File written on machine

IMPORT - Import
EXPORT - Export
PRINT - Display
EDIT - Modify a
DELETE - Remove

a text resource from a file.
text resource to a file.

the content of a resource.
resource.

a resource from the system.

LIST - List configured resources.
[]> export
Please enter the name or number of the resource to export:
(1> 2
Enter the name of the file to export:
[strip.mp3]> strip.mp3.txt

Enter the encoding to use for the exported file:

US-ASCII

list of encoding types |
[11>

"mail3.example.com" using us-ascii encoding.
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Current Text Resources:

1. footer.2.message (Message Footer)

2. strip.mp3 (Notification Template)

Choose the operation you want to perform:

- NEW - Create a new text resource.

- IMPORT - Import a text resource from a file.
- EXPORT - Export text resource to a file.

- PRINT - Display the content of a resource.
- EDIT - Modify a resource.

- DELETE - Remove a resource from the system.
- LIST - List configured resources.

(1>

OFx>JE75—k

alertconfig

Bk

ER7E

ZZCHL KO CLL Ay RIZon TRl LET,

» alertconfig, on page 264

« displayalerts, on page 265
* findevent, on page 266

* grep, on page 268

* logconfig, on page 269

* rollovernow, on page 276
» snmpconfig, on page 277
* tail, on page 278

BIFA—NVTI—FERELET,

WEE : Zoa<y Kt lcommit] DSMLET,

JIIARER  Zpavw Rt TRTOYYUEFT—R (UTRE, TA—TF, w2 v) Tff
HTx$9,

NRyF aw R Zoavy RNy FEXREZPR—FLTWEFTA,

Bl FHLWT 53— FDIERK

ZOFITIE, LT T — h2(E#E (alertadmin@example.com) Z{ERL L, H A2 Critical T
HH, VAT A, N—RuxzT BELOT 4L M) AN—RXANKEOT T — N aZIT D X
INCHELET,

maill.example.com> alertconfig

Not sending alerts (no configured addresses)

Alerts will be sent using the system-default From Address.
Cisco IronPort AutoSupport: Disabled
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Choose the operation you want to perform:
- NEW - Add a new email address to send alerts.
- SETUP - Configure alert settings.
- FROM - Configure the From Address of alert emails.
[1> new
Please enter a new email address to send alerts.
(Ex: "administrator@example.com")
[1> alertadmin@example.com
Choose the Alert Classes. Separate multiple choices with commas.
All
System
Hardware
Updater
Outbreak Filters
Anti-Virus
Anti-Spam
Directory Harvest Attack Prevention
. Release and Support Notifications
11> 2,3,8
elect a Severity Level. Separate multiple choices with commas.
All
Critical
Warning
Informatlon
1>
endlng alerts to:
alertadmin@example.com
Class: Hardware - Severities: Critical
Class: Directory Harvest Attack Prevention - Severities: Critical
Class: System - Severities: Critical
Initial number of seconds to wait before sending a duplicate alert: 300
Maximum number of seconds to wait before sending a duplicate alert: 3600
Maximum number of alerts stored in the system are: 50
Alerts will be sent using the system-default From Address.
Cisco IronPort AutoSupport: Disabled
Choose the operation you want to perform:
- NEW - Add a new email address to send alerts.
- EDIT - Modify alert subscription for an email address.
- DELETE - Remove an email address.
- CLEAR - Remove all email addresses (disable alerts).
- SETUP - Configure alert settings.
- FROM - Configure the From Address of alert emails.
1>

1.
2.
3.
4.
5.
6.
7.
8.
9
[
S
1.
2.
3.
4.
[1
S

displayalerts

R
T IPIAT VAN R EINT-BEEOnlOT 79— 2FRLET,

ERAE
MeE - oo~ R lcommit] (THEHY FH A,

JGAREE . Zoavwy RiE, TRTOY U EFT—F (WFRE, T—F, =) Tff
ATxE7,

NyF avwrs R Zoavy Ry FELZ S R—FLTWEEA,
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> displayalerts

Date and Time Stamp Description

10 Mar 2015 11:33:36 +0000 The updater could not validate the server certificate.
Server certificate not validated - unable to get local issuer

certificate

Last message occurred 28 times between Tue Mar 10 10:34:57 2015 and Tue Mar 10 11:32:24
2015.

10 Mar 2015 11:23:39 +0000 The updater has been unable to communicate with the update
server for at least 1h.

Last message occurred 8 times between Tue Mar 10 10:29:57 2015 and Tue Mar 10 11:18:24
2015.

10 Mar 2015 10:33:36 +0000 The updater could not validate the server certificate.
Server certificate not validated - unable to get local issuer
certificate

Last message occurred 26 times between Tue Mar 10 09:33:55 2015 and Tue Mar 10 10:29:57
2015.

10 Mar 2015 10:23:39 +0000 The updater has been unable to communicate with the update
server for at least 1h.

Last message occurred 9 times between Tue Mar 10 09:26:54 2015 and Tue Mar 10 10:22:56
2015.

A=y T ANDARy MR LUET

M€ - 2o~ KIZ lcommit] (THEH Y FH A,

JIAREH  Zoa<wr NI, IRTOY =R (PTRE, TA—T <) T
Ac&EEd,

NyF awrR: Zoa<wy RNy IFEXREZTR—FLTWHWEREA,

Bl : ToRO—TEEBICLHIBRE

mail.example.com> findevent

Please choose which type of search you want to perform:
1. Search by envelope FROM

2. Search by Message ID

3. Search by Subject

4. Search by envelope TO

[1

1> 1
Enter the regular expression to search for.
(>
Currently configured logs:

Log Name Log Type Retrieval Interval

1. mail logs IronPort Text Mail Logs Manual Download None
Enter the number of the log you wish to use for message tracking.
[1]1> 1
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Please choose which set of logs to search:
1. All available log files

2. Select log files by date list

3. Current log file

[3]1> 3

No matching message IDs were found

Bl: AyE—TIDICELEER

mail.example.com> findevent

Please choose which type of search you want to perform:
1. Search by envelope FROM

2. Search by Message ID

3. Search by Subject

4. Search by envelope TO

[11>

Enter the Message ID (MID) to search for.

(> 1
Currently configured logs:
Log Name Log Type Retrieval Interval
1. mail logs IronPort Text Mail Logs Manual Download None
Enter the number of the log you wish to use for message tracking.
[1]1> 1

Please choose which set of logs to search:
1. All available log files

2. Select log files by date list

3. Current log file

[3]1>1

Bl - HRICKDHEE

mail.example.com> findevent

Please choose which type of search you want to perform:
1. Search by envelope FROM

2. Search by Message ID

3. Search by Subject

4. Search by envelope TO

[11>

Enter the regular expression to search for.

[]> "
Currently configured logs:
Log Name Log Type Retrieval Interval
1. mail logs IronPort Text Mail Logs Manual Download None
Enter the number of the log you wish to use for message tracking.
[1]1> 1

Please choose which set of logs to search:

1. All available log files

2. Select log files by date list

3. Current log file

[3]1> 2

Available mail log files, listed by log file start time.

Specify multiple log files by separating with commas or specify a range with a dash:
1. Thu Feb 19 05:18:02 2015

[11>

No matching message IDs were found
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Bl : ToORO—TZEBIZLDIBRE

grep

B

ERAE

mail.example.com> findevent

Please choose which type of search you want to perform:
1. Search by envelope FROM

2. Search by Message ID

3. Search by Subject

4. Search by envelope TO

[1

1> 4
Enter the regular expression to search for.
(>
Currently configured logs:
Log Name Log Type Retrieval Interval
1. mail logs IronPort Text Mail Logs Manual Download None
Enter the number of the log you wish to use for message tracking.
[11> 1

Please choose which set of logs to search:
1. All available log files

2. Select log files by date list

3. Current log file

[3]1> 3

No matching message IDs were found

0y 77 ANLNNDOT XA NEBRRLET,

M€ - 2o~ KIZ lcommit] (THEH Y FH A,

JIAREM . Zoa<w s RiZ<wY r B— R TORMERATEET, 51T, Z0avwr Rignm
TAVIEAN (22— =Bl Lizvyy) TORMEATEEST, ZDavy RedEHRd
HITIE, B—HIL T 7 A VAT AT VB ATELHLERH Y 77,
NyF aw s F: Zoawy NERNyFEXREZ T R—FLTWERA,

grep 2~y REfET oL, v 7HOXTHNZHRRTEET, grepa~ > FEFTTH L&
X, ROELEHEHLET,

grep [-C count] [-e regex] [-1] [-p] [-t] [regex] log name

Note

FER AT, -eregex /o ld regex F AN T HHMERH D £77,

grep 2~V REFATT L L EITIE, ROA T a v EMHEHLET,
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grep D

logconfig

B L]

ER7E

Table 11:grep A3 > KA T3

grep D15 .

73y £%BA (Description)

. Romotzgrep XA —2Dar T XA NaRTEDOITEFR
RLET, BT DITHEATILET,

B EHERBEZ AT LET,

;) RICF L /NSCFD KR 2 R L FE T,

. HNZE_R—T 2 BMLET,

. grep Av L Ran 7 77 ANVORRBECETLET,

regex IEHIRBAZ AT L LT,

Wiz, TorF AR aZ7ORTXFES| lclean) £7-1% lviral] ZHRT 502 R_LET, 2

D grep 2~ RNiZldregex REN G ENTWET,

mail3.example.com> grep "CLEAN\\|VIRAL" antivirus

Fri Jun 9 21:50:25 2006 Info: sophos antivirus - MID 1 - Result
Fri Jun 9 21:53:15 2006 Info: sophos antivirus - MID 2 - Result
Fri Jun 9 22:47:41 2006 Info: sophos antivirus - MID 3 - Result
Fri Jun 9 22:47:41 2006 Info: sophos antivirus - MID 4 - Result
Fri Jun 9 22:47:41 2006 Info: sophos antivirus - MID 5 - Result
Fri Jun 9 22:47:41 2006 Info: sophos antivirus - MID 6 - Result
Fri Jun 9 22:47:42 2006 Info: sophos antivirus - MID 12 - Result
Fri Jun 9 22:53:04 2006 Info: sophos antivirus - MID 18 - Result
Fri Jun 9 22:53:05 2006 Info: sophos antivirus - MID 16 - Result
Fri Jun 9 22:53:06 2006 Info: sophos antivirus - MID 19 - Result
Fri Jun 9 22:53:07 2006 Info: sophos antivirus - MID 21 - Result
Fri Jun 9 22:53:08 2006 Info: sophos antivirus - MID 20 - Result

Fri Jun 9 22:53:08 2006 Info: sophos antivirus - MID 22 - Result
mail3.example.com>

0y 7y AN~DT I ERAERELET,

W : Zoa< Rt lcommit] DSMLET,

'CLEAN"'
'CLEAN"'
'CLEAN"'
'CLEAN"'
'CLEAN"'
'CLEAN"'
'CLEAN"'
'VIRAL'
'VIRAL'
'VIRAL'
'VIRAL'
'VIRAL'
'VIRAL'

JIIARER  Zpavw RiE, TRTOYYUET—R (TR, TA—TF, w2 ) CTff

MATEET,
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NyF avwrs R Zoavy Ry FELZ SR —FLTWEEA,

FIP v andHIJR91) T 320046

WOHFITIL, logeconfig =~ R&MiH LT, myDeliveryLogs & FEITIL 58 LWELE = 7 %
RELET, RIZ, BZBFTPIZE>TYE—FRAMIT v asnD L IICRELET,

mail3.example.com> logconfig
Currently configured logs:

1. "antispam" Type: "Anti-Spam Logs" Retrieval: FTP Poll

2. "antivirus" Type: "Anti-Virus Logs" Retrieval: FTP Poll

3. "asarchive" Type: "Anti-Spam Archive" Retrieval: FTP Poll

4. "authentication" Type: "Authentication Logs" Retrieval: FTP Poll
5. "avarchive" Type: "Anti-Virus Archive" Retrieval: FTP Poll

6. "bounces" Type: "Bounce Logs" Retrieval: FTP Poll

7. "cli logs" Type: "CLI Audit Logs" Retrieval: FTP Poll

8. "encryption" Type: "Encryption Logs" Retrieval: FTP Poll

9. "error logs" Type: "IronPort Text Mail Logs" Retrieval: FTP Poll

10. "euq logs" Type: "IronPort Spam Quarantine Logs" Retrieval: FTP Poll
11. "euqgui logs" Type: "IronPort Spam Quarantine GUI Logs" Retrieval: FTP Poll
12. "ftpd logs" Type: "FTP Server Logs" Retrieval: FTP Poll

13. "gui logs" Type: "HTTP Logs" Retrieval: FTP Poll

14. "mail logs" Type: "IronPort Text Mail Logs" Retrieval: FTP Poll

15. "reportd logs" Type: "Reporting Logs" Retrieval: FTP Poll

16. "reportqueryd logs" Type: "Reporting Query Logs" Retrieval: FTP Poll
17. "scanning" Type: "Scanning Logs" Retrieval: FTP Poll

18. "slbld logs" Type: "Safe/Block Lists Logs" Retrieval: FTP Poll

19. "sntpd logs" Type: "NTP logs" Retrieval: FTP Poll

20. "status" Type: "Status Logs" Retrieval: FTP Poll

21. "system logs" Type: "System Logs" Retrieval: FTP Poll

22. "trackerd logs" Type: "Tracking Logs" Retrieval: FTP Poll

23. "updater logs" Type: "Updater Logs" Retrieval: FTP Poll

Choose the operation you want to perform:

- NEW - Create a new log.

- EDIT - Modify a log subscription.

- DELETE - Remove a log subscription.

- SETUP - General settings.

- LOGHEADERS - Configure headers to log.

- HOSTKEYCONFIG - Configure SSH host keys.

[1> new

Choose the log file type for this subscription:

1. IronPort Text Mail Logs
2. gmail Format Mail Logs
3. Delivery Logs

4. Bounce Logs

5. Status Logs

6. Domain Debug Logs

7. Injection Debug Logs

8. SMTP Conversation Logs
9. System Logs

10. CLI Audit Logs

11. FTP Server Logs

12. HTTP Logs

13. NTP logs

14. LDAP Debug Logs

15. Anti-Spam Logs

16. Anti-Spam Archive

17. Anti-Virus Logs

18. Anti-Virus Archive

19. Scanning Logs

20. IronPort Spam Quarantine Logs
21. IronPort Spam Quarantine GUI Logs
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22. Reporting Logs

23. Reporting Query Logs
24 . Updater Logs

25. Tracking Logs

26. Safe/Block Lists Logs
27. Authentication Logs
[1]1> 8

Please enter the name for the log:
[1> myDeliveryLogs
Choose the method to retrieve the logs.

1.
2.
3.
4.

FTP Poll
FTP Push
SCP Push
Syslog Push

[1]1> 2

Hostname to deliver the logs:

[1> yourhost.example.com

Username on the remote host:

[1> yourusername

Passphrase for your user:

[1> thepassphrase

Directory on remote host to place logs:
[1> /logs

Filename to use for log files:
[conversation.text]>

Maximum time to wait before transferring:

[3600]>

Maximum filesize before transferring:

[10485760]1>

Currently configured logs:

1. "antispam" Type: "Anti-Spam Logs" Retrieval: FTP Poll

2. "antivirus" Type: "Anti-Virus Logs" Retrieval: FTP Poll

3. "asarchive" Type: "Anti-Spam Archive" Retrieval: FTP Poll

4. "authentication" Type: "Authentication Logs" Retrieval: FTP Poll

5. "avarchive" Type: "Anti-Virus Archive" Retrieval: FTP Poll

6. "bounces" Type: "Bounce Logs" Retrieval: FTP Poll

7. "cli logs" Type: "CLI Audit Logs" Retrieval: FTP Poll

8. "encryption" Type: "Encryption Logs" Retrieval: FTP Poll

9. "error logs" Type: "IronPort Text Mail Logs" Retrieval: FTP Poll

10. "euq logs" Type: "IronPort Spam Quarantine Logs" Retrieval: FTP Poll
11. "euqgui logs" Type: "IronPort Spam Quarantine GUI Logs" Retrieval: FTP Poll
12. "ftpd logs" Type: "FTP Server Logs" Retrieval: FTP Poll

13. "gui logs" Type: "HTTP Logs" Retrieval: FTP Poll

14. "mail logs" Type: "IronPort Text Mail Logs" Retrieval: FTP Poll

15. "myDeliveryLogs" Type: "SMTP Conversation Logs" Retrieval: FTP Push - Host
yourhost.example.com

16. "reportd logs" Type: "Reporting Logs" Retrieval: FTP Poll

17. "reportqueryd logs" Type: "Reporting Query Logs" Retrieval: FTP Poll
18. "scanning" Type: "Scanning Logs" Retrieval: FTP Poll

19. "slbld logs" Type: "Safe/Block Lists Logs" Retrieval: FTP Poll

20. "sntpd logs" Type: "NTP logs" Retrieval: FTP Poll

21. "status" Type: "Status Logs" Retrieval: FTP Poll

22. "system logs" Type: "System Logs" Retrieval: FTP Poll

23. "trackerd logs" Type: "Tracking Logs" Retrieval: FTP Poll

24. "updater logs" Type: "Updater Logs" Retrieval: FTP Poll

SCP Ty angdHITRY)TL a3 DH

WDOHITIL, logeconfig 2~ F&fEH L T, LogPush EFEIN 2 LWEMER 723 E L
9, ZOrZE, SCPIZLS>TIPT RUAA10.1.1.1 ® Y E— K AR MIa—H%— logger
LT yvadsit, 747 Y tmp IR fFSND K OICRE L E T, v VG108 SCP
72 ThHYE 1L logeconfig 2~ 2 Kb HENIZ ssheconfig =~ RO &4
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HZEICEELTLEEY,  (FRA MXF—0OFMIZ OV TIE Configuring Host Keys|  =-—

W% —DFEHIZ DOV CIE [Managing Secure Shell (SSH) Keys] %

['User Guide for AsyncOS

for Cisco Email Security Appliances] T L T 72&Wy, ) F/2, IPT RLAZKRR M7 1

VTR CHEATELZ LICEELTLIEE N,

mail3.example.com> logconfig
Currently configured logs:

1. "antispam" Type: "Anti-Spam Logs" Retrieval: FTP Poll

2. "antivirus" Type: "Anti-Virus Logs" Retrieval: FTP Poll

3. "asarchive" Type: "Anti-Spam Archive" Retrieval: FTP Poll

4. "authentication" Type: "Authentication Logs" Retrieval: FTP Poll
5. "avarchive" Type: "Anti-Virus Archive" Retrieval: FTP Poll

6. "bounces" Type: "Bounce Logs" Retrieval: FTP Poll

7. "cli logs" Type: "CLI Audit Logs" Retrieval: FTP Poll

8. "encryption" Type: "Encryption Logs" Retrieval: FTP Poll

9. "error logs" Type: "IronPort Text Mail Logs" Retrieval: FTP Poll

10. "euq logs" Type: "IronPort Spam Quarantine Logs" Retrieval:

11. "euqgui logs" Type: "IronPort Spam Quarantine GUI Logs" Retrieval:

12. "ftpd logs" Type: "FTP Server Logs" Retrieval: FTP Poll
13. "gui logs" Type: "HTTP Logs" Retrieval: FTP Poll

14. "mail logs" Type: "IronPort Text Mail Logs" Retrieval: FTP Poll

15. "reportd logs" Type: "Reporting Logs" Retrieval: FTP Poll
16. "reportqueryd logs" Type: "Reporting Query Logs" Retrieval:
17. "scanning" Type: "Scanning Logs" Retrieval: FTP Poll

18. "slbld logs" Type: "Safe/Block Lists Logs" Retrieval: FTP Poll

19. "sntpd logs" Type: "NTP logs" Retrieval: FTP Poll

20. "status" Type: "Status Logs" Retrieval: FTP Poll

21. "system logs" Type: "System Logs" Retrieval: FTP Poll
22. "trackerd logs" Type: "Tracking Logs" Retrieval: FTP Poll
23. "updater logs" Type: "Updater Logs" Retrieval: FTP Poll
Choose the operation you want to perform:

- NEW - Create a new log.

- EDIT - Modify a log subscription.

- DELETE - Remove a log subscription.

- SETUP - General settings.

- LOGHEADERS - Configure headers to log.

- HOSTKEYCONFIG - Configure SSH host keys.

[1> new

Choose the log file type for this subscription:

1. IronPort Text Mail Logs
2. gmail Format Mail Logs
3. Delivery Logs

4. Bounce Logs

5. Status Logs

6. Domain Debug Logs

7. Injection Debug Logs

8. SMTP Conversation Logs
9. System Logs

10. CLI Audit Logs

11. FTP Server Logs

12. HTTP Logs

13. NTP logs

14. LDAP Debug Logs

15. Anti-Spam Logs

16. Anti-Spam Archive

17. Anti-Virus Logs

18. Anti-Virus Archive

19. Scanning Logs

20. IronPort Spam Quarantine Logs
21. IronPort Spam Quarantine GUI Logs
22. Reporting Logs

23. Reporting Query Logs

FTP Poll
FTP Poll

FTP Poll
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24 . Updater Logs

25. Tracking Logs

26. Safe/Block Lists Logs

27. Authentication Logs

[1]1> 3

Please enter the name for the log:
[1> LogPush

Choose the method to retrieve the logs.
1. FTP Poll

2. FTP Push

3. SCP Push

[1]1> 3

Hostname to deliver the logs:

[1> 10.1.1.1

Port to connect to on the remote host:
[22]>

Username on the remote host:

[1> logger

Directory on remote host to place logs:
(1> /tmp

Filename to use for log files:

[delivery.log]>

Maximum time to wait before transferring:

[3600]>

Maximum filesize before transferring:

[10485760]>

Protocol:

1. SSH1

2. SSH2

[2]> 2

Do you want to enable host key checking? [N]> y

Do you want to automatically scan the host for its SSH key, or enter it

manually?

1. Automatically scan.

2. Enter manually.

[11> 1

SSH2:dsa

10.1.1.1 ssh-dss
AAAAB3NzaClkc3MAAACBALWGi4I1WLDVNdbIWESArt9LVE2ts5yE9IBTSdUwLvog0G3FRgifrce92zgyHtc/
ZWyXavUTIM3Xd1bpiEcscMo2XKpSnPPx21y8bakpJdsSCOcM8zZMDinOPm8ghiwHXYh 7oNEUJCCPnPxAy441r1J5Yz4x9e ToALpOdHUOGR
+J 1INAAAAFQDO1 5GY /X9P1 DM3fPMVEX 7wcO0ed 1 wAAATBICGMIEF P1IWIAGr 1 RtbowZP5ZWZ t VDT LhdXz ) 104+oB4hBR7DKuc80+naAFnThyH/
JBRINLIVE 7 QM5eeKIoXzuIEK37Zw] 30Yef PoBoc?01 I ROSJIYx1WhYz,/ rocodNI BnFAshl 2mtc3tde] 178000 twaQA4wKO1 Sk3z0NSPAAATAT CRYat 3y+Blv/
V6wdE6BBk+OULv3eK38gafui pAlBxkGIGOGEQ1 8nss82oznwinBy /I TROFhAVMBMI X TFAVEY00sARr 1 ZtuUJC1 QEOvCoh INA3YNa i s2CSoEKBEA TOTE 6+
SX2RNpcUF3Wg5ygw92xtqQPKMcZe LtK2ZJRKhC+Vw==

Add the preceding host key(s) for 10.1.1.12? [Y]> vy

Currently installed host keys:

1. 10.1.1.1 1024 35 12260642076447444117847407996206675325...3520565607

2. 10.1.1.1 ssh-dss AAAAB3NzaClkc3MAAACBALWGi4I1WLDVndbIwE. ..JRKhC+Vw==

Choose the operation you want to perform:

- NEW - Add a new key.

- EDIT - Modify a key.

- DELETE - Remove a key.

- SCAN - Automatically download a host key.

- PRINT - Display a key.

- HOST - Display this machine's host keys.

[1>

Maximum filesize before transferring:

[10485760]1>

Protocol:

1. SSHI

2. SSH2

[2]1> 2

Do you want to enable host key checking? [N]> y

Currently installed host keys:
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Choose the operation you want to perform:

- NEW - Add a new key.

- SCAN - Automatically download a host key.

- HOST - Display this machine's host keys.

[1> scan

Choose the ssh protocol type:

1. SSHl:rsa

2. SSH2:rsa

3. SSH2:dsa

4. All

[4]1> 4

SSHl:rsa

10.1.1.1 1024 35
122606420764474441178474079962066753259278682648965870690129496065430424463013457294798980627829828033793152226
4486945143162182728144539869316125082823280088157400721099756323564 7853212881 6187806830746328234327 7781001311281 766 7266624451119
1783747965898000855947022484692079466697707373948871554575173520565607

Syslog 7y a0 H TRV YT 3 nf

OB TIL, logconfig =~ R&AiH LT, MailLog SyslogPush & FEIZAL 5 $r L EE =

THBRELET, Zor 7%, UDP ZHHLTIP 7 KL A2310.1.1.2 @ U E— | syslog ¥—
N=Z A=) T72 VT4 TTyvadi, FIEDT 4 L7 MVITRFESND KD ITRE
Li‘é—o

mail3.example.com> logconfig

Currently configured logs:

"antispam" Type: "Anti-Spam Logs" Retrieval: FTP Poll
"antivirus" Type: "Anti-Virus Logs" Retrieval: FTP Poll
"asarchive" Type: "Anti-Spam Archive" Retrieval: FTP Poll
"authentication" Type: "Authentication Logs" Retrieval: FTP Poll
"avarchive" Type: "Anti-Virus Archive" Retrieval: FTP Poll
"bounces" Type: "Bounce Logs" Retrieval: FTP Poll

"cli logs" Type: "CLI Audit Logs" Retrieval: FTP Poll
"encryption" Type: "Encryption Logs" Retrieval: FTP Poll

9. "error logs" Type: "IronPort Text Mail Logs" Retrieval: FTP Poll
10. "euq logs" Type: "IronPort Spam Quarantine Logs" Retrieval: FTP Poll
11. "euqgui_ logs" Type: "IronPort Spam Quarantine GUI Logs" Retrieval: FTP Poll
12. "ftpd logs" Type: "FTP Server Logs" Retrieval: FTP Poll

13. "gui_logs" Type: "HTTP Logs" Retrieval: FTP Poll

14. "mail logs" Type: "IronPort Text Mail Logs" Retrieval: FTP Poll
15. "reportd logs" Type: "Reporting Logs" Retrieval: FTP Poll

16. "reportqueryd logs" Type: "Reporting Query Logs" Retrieval: FTP Poll
17. "scanning" Type: "Scanning Logs" Retrieval: FTP Poll

18. "slbld logs" Type: "Safe/Block Lists Logs" Retrieval: FTP Poll
19. "sntpd logs" Type: "NTP logs" Retrieval: FTP Poll

20. "status" Type: "Status Logs" Retrieval: FTP Poll

21. "system logs" Type: "System Logs" Retrieval: FTP Poll

22. "trackerd logs" Type: "Tracking Logs" Retrieval: FTP Poll

23. "updater logs" Type: "Updater Logs" Retrieval: FTP Poll

Choose the operation you want to perform:

- NEW - Create a new log.

- EDIT - Modify a log subscription.

- DELETE - Remove a log subscription.

- SETUP - General settings.

- LOGHEADERS - Configure headers to log.

- HOSTKEYCONFIG - Configure SSH host keys.

[1> new

Choose the log file type for this subscription:

1. IronPort Text Mail Logs

2. gmail Format Mail Logs

3. Delivery Logs

0 Joy b w N
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Bounce Logs

Status Logs

Domain Debug Logs

Injection Debug Logs

SMTP Conversation Logs

9. System Logs

10. CLI Audit Logs

11. FTP Server Logs

12. HTTP Logs

13. NTP logs

14. LDAP Debug Logs

15. Anti-Spam Logs

16. Anti-Spam Archive

17. Anti-Virus Logs

18. Anti-Virus Archive

19. Scanning Logs

20. IronPort Spam Quarantine Logs
21. IronPort Spam Quarantine GUI Logs
22. Reporting Logs

23. Reporting Query Logs

24 . Updater Logs

25. Tracking Logs

26. Safe/Block Lists Logs

27. Authentication Logs

[1]1> 1

Please enter the name for the log:
[1> MailLogSyslogPush

Log level:

1. Critical

2. Warning
3. Information
4. Debug
5
[

@0 J oy U b

. Trace
31> 2
Choose the method to retrieve the logs.
1. FTP Poll
2. FTP Push
3. SCP Push
4. Syslog Push
[1]1> 4
Hostname to deliver the logs:
[1>10.1.1.2

Which protocol do you want to use to transfer the log data?
1. UDP
2. TCP
[11> 1

Which facility do you want the log data to be sent as?
auth
authpriv
console
daemon
ftp
localoO
locall
localz
9. local3
10. local4
11. localb
12. localé6

O Joy b w N

CiscoE A —)L X2 )T 4 7TS5A4A 72 AMIT Async0S13.04CLI ) 77 LU RAHA K (AVTFUREA) .



avv R sEH |
. rollovernow

13. local?’
14. mail

15. ntp

16. security
17. user
[14]> 14

Currently configured logs:
1. "MailLogSyslogPush" Type: "IronPort Text Mail Logs" Retrieval: Syslog Push -
Host 10.1.1.2

rollovernow

&t BA
Ry 7y A NER—)L A== LET,
ERARGE
e . Zoa~r K2 Tcommit) ZMEH D FHA,
JIARER . ZDavr Niivvr E— RTOAEHATEET,
NYFARE: Zoavy RNy FERE R — L TWERA,

l

mail3.example.com> rollovernow
Currently configured logs:

1. "antispam" Type: "Anti-Spam Logs" Retrieval: FTP Poll

2. "antivirus" Type: "Anti-Virus Logs" Retrieval: FTP Poll

3. "asarchive" Type: "Anti-Spam Archive" Retrieval: FTP Poll

4. "authentication" Type: "Authentication Logs" Retrieval: FTP Poll
5. "avarchive" Type: "Anti-Virus Archive" Retrieval: FTP Poll

6. "bounces" Type: "Bounce Logs" Retrieval: FTP Poll

7. "cli logs" Type: "CLI Audit Logs" Retrieval: FTP Poll

8. "encryption" Type: "Encryption Logs" Retrieval: FTP Poll

9. "error logs" Type: "IronPort Text Mail Logs" Retrieval: FTP Poll

10. "eug logs" Type: "IronPort Spam Quarantine Logs" Retrieval: FTP Poll
11. "euqgui_logs" Type: "IronPort Spam Quarantine GUI Logs" Retrieval: FTP Poll
12. "ftpd logs" Type: "FTP Server Logs" Retrieval: FTP Poll

13. "gui_logs" Type: "HTTP Logs" Retrieval: FTP Poll

14. "mail logs" Type: "IronPort Text Mail Logs" Retrieval: FTP Poll

15. "reportd logs" Type: "Reporting Logs" Retrieval: FTP Poll

16. "reportqueryd logs" Type: "Reporting Query Logs" Retrieval: FTP Poll
17. "scanning" Type: "Scanning Logs" Retrieval: FTP Poll

18. "slbld logs" Type: "Safe/Block Lists Logs" Retrieval: FTP Poll

19. "sntpd logs" Type: "NTP logs" Retrieval: FTP Poll

20. "status" Type: "Status Logs" Retrieval: FTP Poll

21. "system logs" Type: "System Logs" Retrieval: FTP Poll

22. "trackerd logs" Type: "Tracking Logs" Retrieval: FTP Poll

23. "updater logs" Type: "Updater Logs" Retrieval: FTP Poll

24. All Logs

Which log would you like to roll over?

[1> 2

Log files successfully rolled over.

mail3.example.com>
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snmpconfig

B2LL]

ERAE

11

snmpconfig .

SNMP Z&ELET,

M€ : Zoa< KX lcommit] 2NHHEETY,

PIGRRER . Zpa<vy N, N TOYIYrE—F (#9R&2, F—F <) T
ATxEd,

NyF avwrs R Zoavy Ry FEAZ S R—FLTWEEA,

WOFITIE, snmpeonfig 2~ > REMH LT, A— k161 @ [PublicNet] 1 % —7 = A AT
SNMP %A 2 —TMIZ L TCWET, N—=T g 3DRAT7 L—ANB AT S, HERDT-OIZHE
ANENTVET, VAT AL, A=V ar | BLO2 ERAWHET D X ICHESNTE

D, ZHHEDOR—=T a1 BLO2050 GETERIZH L TaIa=F 1 AU 7 public
NDAHTENTHET, FT v ¥ —%4 v b snmp-monitor.example.com 28 A ] I TWET, i
BlZ, VAT LOYFT L EAEEIFERB AT S TWET,

mail3.example.com> snmpconfig

Current SNMP settings:

SNMP Disabled.

Choose the operation you want to perform:

- SETUP - Configure SNMP.

[1> setup

Do you want to enable SNMP? [N]> y

Please choose an IP interface for SNMP requests.
1. Data 1 (192.168.1.1/24: buttercup.run)

2. Data 2 (192.168.2.1/24: buttercup.run)

3. Management (192.168.44.44/24: buttercup.run)

(11>
Enter the SNMPv3 passphrase.

>

Please enter the SNMPv3 passphrase again to confirm.
>

Which port shall the SNMP daemon listen on?

[161]>

Service SNMP V1/V2c requests? [N]> y

Enter the SNMP V1/V2c community string.

[1> public

From which network shall SNMP V1/V2c requests be allowed?
[192.168.2.0/24]>

Enter the Trap target (IP address). Enter "None" to disable traps.
[None] > snmp-monitor.example.com

Enterprise Trap Status

1. RAIDStatusChange Enabled
2. fanFailure Enabled
3. highTemperature Enabled
4. keyExpiration Enabled
5. linkDown Enabled
6. 1linkUp Enabled
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7. powerSupplyStatusChange Enabled
8. resourceConservationMode Enabled
9. updateFailure Enabled

Do you want to change any of these settings? [N]> y

Do you want to disable any of these traps? [Y]>

Enter number or numbers of traps to disable. Separate multiple numbers with commas.
[1>1,8

Enterprise Trap Status

1. RAIDStatusChange Disabled
2. fanFailure Enabled
3. highTemperature Enabled
4. keyExpiration Enabled
5. linkDown Enabled
6. linkUp Enabled
7. powerSupplyStatusChange Enabled
8. resourceConservationMode Disabled
9. updateFailure Enabled

Do you want to change any of these settings? [N]>

Enter the System Location string.

[Unknown: Not Yet Configured]> Network Operations Center - west; rack #31, position 2
Enter the System Contact string.

[snmp@localhost]> Joe Administrator, x8888

Current SNMP settings:

Listening on interface "Data 1" 192.168.2.1/24 port 161.

SNMP v3: Enabled.

SNMP v1/v2: Enabled, accepting requests from subnet 192.168.2.0/24.
SNMP v1/v2 Community String: public

Trap target: snmp-monitor.example.com

Location: Network Operations Center - west; rack #31, position 2
System Contact: Joe Administrator, x8888

mail3.example.com>

07 77 A NVDEERS IR R LET, il 2w RIZiE, BT 507 04RTE
13E B %37 A —H il 9 7213 tail mail logs & L THRETHZ &L TEET,

FE® : ZDa<y KIZ Tcommit] 1ZMEH D FH A,

JIGAREM . Zoa<vw s RiIwY ry B— R TORMERATEET, 51T, Z0avwy Nignm
TAYEHRAN (—HF—Bul (o Lviy) TORMEATEET, Z0a~vy REFEHRT
HIWE, a—HI T AN VAT AT IV EATELHLERH Y 17,

NYyFaAvo R Zoavry NIy FELXREZR—F L TOHEREA,

mail3.example.com> tail

Currently configured logs:

1. "antispam" Type: "Anti-Spam Logs" Retrieval: FTP Poll

2. "antivirus" Type: "Anti-Virus Logs" Retrieval: FTP Poll

3. "asarchive" Type: "Anti-Spam Archive" Retrieval: FTP Poll

4. "authentication" Type: "Authentication Logs" Retrieval: FTP Poll
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5. "avarchive" Type: "Anti-Virus Archive" Retrieval: FTP Poll

6. "bounces" Type: "Bounce Logs" Retrieval: FTP Poll

7. "cli logs" Type: "CLI Audit Logs" Retrieval: FTP Poll

8. "encryption" Type: "Encryption Logs" Retrieval: FTP Poll

9. "error logs" Type: "IronPort Text Mail Logs" Retrieval: FTP Poll

10. "euq logs" Type: "IronPort Spam Quarantine Logs" Retrieval: FTP Poll

11. "euqgui_logs" Type: "IronPort Spam Quarantine GUI Logs" Retrieval: FTP Poll

12. "ftpd logs" Type: "FTP Server Logs" Retrieval: FTP Poll

13. "gui_logs" Type: "HTTP Logs" Retrieval: FTP Poll

14. "mail logs" Type: "IronPort Text Mail Logs" Retrieval: FTP Poll

15. "reportd logs" Type: "Reporting Logs" Retrieval: FTP Poll

16. "reportqueryd logs" Type: "Reporting Query Logs" Retrieval: FTP Poll

17. "scanning" Type: "Scanning Logs" Retrieval: FTP Poll

18. "slbld logs" Type: "Safe/Block Lists Logs" Retrieval: FTP Poll

19. "sntpd logs" Type: "NTP logs" Retrieval: FTP Poll

20. "status" Type: "Status Logs" Retrieval: FTP Poll

21. "system logs" Type: "System Logs" Retrieval: FTP Poll

22. "trackerd logs" Type: "Tracking Logs" Retrieval: FTP Poll

23. "updater logs" Type: "Updater Logs" Retrieval: FTP Poll

Enter the number of the log you wish to tail.

[1> 19

Press Ctrl-C to stop.

Sat May 15 12:25:10 2008 Info: PID 274: User system commit changes: Automated Update for
Quarantine Delivery Host

Sat May 15 23:18:10 2008 Info: PID 19626: User admin commit changes:

Sat May 15 23:18:10 2008 Info: PID 274: User system commit changes: Updated filter logs
config

Sat May 15 23:46:06 2008 Info: PID 25696: User admin commit changes: Receiving suspended.
Sat May 15 23:46:06 2008 Info: PID 25696: User admin commit changes: Suspended receiving.
Sat May 15 23:46:35 2008 Info: PID 25696: User admin commit changes: Receiving resumed.
Sat May 15 23:46:35 2008 Info: PID 25696: User admin commit changes: Receiving resumed.
Sat May 15 23:48:17 2008 Info: PID 25696: User admin commit changes:

Sun May 16 00:00:00 2008 Info: Generated report: name b, start time Sun May 16 00:00:00
2004, size 2154 bytes

~C

mail3.example.com>

o
LR— bk
ZIZ T KO CLL 2= RIZOW T L ET,
* reportingconfig, on page 279

reportingconfig

reportingconfig 2~ > KD{EMA
reportingconfig 7' A =2 —TlX, LFOV 7 a~r REEHTE £,

Table 12: reportingconfig %+ 72 < > K

‘X B9 (Description) FRASEY T 4
filters X2 VT AERT T TAT L ADT 4 | M-Series D
WA B BELET,
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B £5%BA (Description) FRASEY T4
alert_timeout LR — b F—F BEUETX 72) - -3 | M-Series D %
BT 77— M EZITRD £ TORM A
BELET,
domain RAAL LV LAR—FRELZHETELET, |M-Series DA
mode X2 VT A EET ST AT L ADH | C-Series. M-Series

REFR L R—T 4 T2 L F
T TIA T v ADRJERRE -
e =NV R—TFT 4 T F—T

JUZLET,
mailsetup TITIAT LV ADLR— M EFRELE | C-Series D~
TO

ER7GE

MeE : 0o~ KX lcommit] N TI,
Bl : LIR—T 42T TZ4IL32DA4 %x—T)LiE (M-Series DH)

mail3.example.com> reportingconfig

Choose the operation you want to perform:

- FILTERS - Configure filtering for the SMA.

- ALERT TIMEOUT - Configure when you will be alerted due to failing to get reporting
data

- DOMAIN - Configure domain report settings.

- MODE - Enable/disable centralized reporting.

[1> filters

Filters remove specific sets of centralized reporting data from the "last year" reports.

Data from the reporting groups selected below will not be recorded.

All filtering has been disabled.

1. No Filtering enabled

2. IP Connection Level Detail.

3. User Detail.

4. Mail Traffic Detail.

Choose which groups to filter, you can specify multiple filters by entering a comma
separated list:

[1>2, 3

Choose the operation you want to perform:

- FILTERS - Configure filtering for the SMA.

- ALERT TIMEOUT - Configure when you will be alerted due to failing to get
reporting data

- DOMAIN - Configure domain report settings.

- MODE - Enable/disable centralized reporting.

[1>

FAA > L7R— k@ HAT REJECT 1E¥RD 1 *— 7 JLIL (M-Series D &)

mail3.example.com> reportingconfig
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B4 LTI FF5— k04 R—T it (M-Series D) ]

Choose the operation you want to perform:

- FILTERS - Configure filtering for the SMA.

- ALERT TIMEOUT - Configure when you will be alerted due to failing to get reporting
data

- DOMAIN - Configure domain report settings.

- MODE - Enable/disable centralized reporting.

[1> domain

If you have configured HAT REJECT policy on all remote appliances providing reporting
data to this appliance to occur at the message

recipient level then of domain reports.

Use message recipient HAT REJECT information for domain reports? [N]> y

Choose the operation you want to perform:

- FILTERS - Configure filtering for the SMA.

- ALERT TIMEOUT - Configure when you will be alerted due to failing to get reporting
data

- DOMAIN - Configure domain report settings.

- MODE - Enable/disable centralized reporting.

1>

BALT IO TZ5—brDA 23— JLIE (M-Series DH)

mail3.example.com> reportingconfig

Choose the operation you want to perform:

- FILTERS - Configure filtering for the SMA.

- ALERT TIMEOUT - Configure when you will be alerted due to failing to get reporting
data

- DOMAIN - Configure domain report settings.

- MODE - Enable/disable centralized reporting.

[1> alert timeout

An alert will be sent if reporting data has not been fetched from an appliance after 360
minutes.

Would you like timeout alerts to be enabled? [Y]> y

After how many minutes should an alert be sent?

[360]> 240

Choose the operation you want to perform:

- FILTERS - Configure filtering for the SMA.

- ALERT TIMEOUT - Configure when you will be alerted due to failing to get reporting
data

- DOMAIN - Configure domain report settings.

- MODE - Enable/disable centralized reporting.

[1>

BFA—LEF1UT 1 FIFATURTO—REBLK— OB

mail3.example.com> reportingconfig

Choose the operation you want to perform:

- MAILSETUP - Configure reporting for the ESA.

- MODE - Enable centralized or local reporting for the ESA.
[1> mode

Centralized reporting: Local reporting only.

Do you want to enable centralized reporting? [N]> y

Choose the operation you want to perform:

- MAILSETUP - Configure reporting for the ESA.

- MODE - Enable centralized or local reporting for the ESA.
(1>

LAR—T 429 T—2I2x9 DR EEHDOFIBRDERE (C-Series DH)

mail.example.com> reportingconfig
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Choose the operation you want to perform:

- MAILSETUP - Configure reporting for the ESA.

- MODE - Enable centralized or local reporting for the ESA.

[1> mailsetup

SenderBase timeout used by the web interface: 5 seconds

Sender Reputation Multiplier: 3

The current level of reporting data recording is: unlimited

No custom second level domains are defined.

Legacy mailflow report: Disabled

Choose the operation you want to perform:

- SENDERBASE - Configure SenderBase timeout for the web interface.

- MULTIPLIER - Configure Sender Reputation Multiplier.

- COUNTERS - Limit counters recorded by the reporting system.

- THROTTLING - Limit unique hosts tracked for rejected connection reporting.
- TLD - Add customer specific domains for reporting rollup.

- STORAGE - How long centralized reporting data will be stored on the C-series before
being overwritten.

- LEGACY - Configure legacy mailflow report.

[1> storage

While in centralized mode the C-series will store reporting data for the M-series to
collect.

If the M-series does not collect that data then eventually the C-series will begin to
overwrite the oldest data with new data.

A maximum of 24 hours of reporting data will be stored.

How many hours of reporting data should be stored before data loss?

[24]> 48

SenderBase timeout used by the web interface: 5 seconds

Sender Reputation Multiplier: 3

The current level of reporting data recording is: unlimited

No custom second level domains are defined.

Legacy mailflow report: Disabled

Choose the operation you want to perform:

- SENDERBASE - Configure SenderBase timeout for the web interface.

- MULTIPLIER - Configure Sender Reputation Multiplier.

- COUNTERS - Limit counters recorded by the reporting system.

- THROTTLING - Limit unique hosts tracked for rejected connection reporting.
- TLD - Add customer specific domains for reporting rollup.

- STORAGE - How long centralized reporting data will be stored on the C-series
before being overwritten.

- LEGACY - Configure legacy mailflow report.

1>

Senderbase

ZIZTIE. ROCLL vy RIZoWTHHLET,

* sbstatus, on page 282
* senderbaseconfig, on page 283

shstatus

BILL]

SenderBase 7 =V —D AT — X A& FH R LET,
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ER7AE

1

mans

He® : Zoa<y Kt Tcommit] 2AH43ETI,

JGAREE . Zoawy RiE, TRTOY U EFT—F (WFREZ, T—F, =) Tff
ATxEd,

NyF avwrs R Zoavy Ry FELZdR—FLTWEEA,

mail3.example.com> sbstatus

SenderBase host status

Status as of: Tue Oct 21 10:55:04 2003
Host up/down: up

T 7T A4 T AW SenderBase il — B R ICHEE T X AW A, DFE D O —EA~DEH
MR L2 o Te G 1d, RO LI ICFRINET,

mail3.example.com> sbstatus
SenderBase host status
Host up/down: Unknown (never contacted)

senderbaseconfig

ait B

ER7E

1

SenderBase DHERIA TR TE L £

MeE : Z0a<y Kix Tcommit] 2SMHEE T,

JIAAER  Zoa<w L Nt T R_RTO~Y U EF—F (W T7RF, J—T, =) T
HTx£9,

NyF avr K Zoavy REAy FHBREFHE— F LTWEEA,

mail3.example.com> senderbaseconfig

Share statistics with SenderBase Information Service: Enabled
Choose the operation you want to perform:

- SETUP - Configure SenderBase Network Participation settings
[1> setup

Do you want to share statistical data with the SenderBase Information Service
(recommended) ? [Y]>

Share statistics with SenderBase Information Service: Enabled
Choose the operation you want to perform:

- SETUP - Configure SenderBase Network Participation settings
[1>
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B sezrsxqoLea7—savoqnayy

EEHERAAM LEAT—S32 2412005

sdrconfig

tBA

anh

ER7AE

1

ZZ T, RO CLL 2w RIZOW T L £,
« sdrconfig (284 ~<—)
s sdradvancedconfig (285 ~—73”)
e sdrstatus (286 ~—3)
« sdrdiagnostics (287 ~X—3)

s sdrupdate (286 ~X—7)

« FHBH (284 —)
fERJTIE (284 X—2)

o 5] (284 ~X—30)

sdrconfig A< REMHT5 &, BT A — V=T A TSDR 7 4 /v& 1 V&%ﬁ’;‘j”zf
TET,

FEE : Za< 2 RiL lcommit) NHFTI,

DISRRAEE: ZDavw NI, I RTCOY U FT— K (UTRE, T)A—TF, =) T
HATx%9,

NYF AT R Zoavy RNy TFEREYR—FLTHET, FEMIZ OV T, help
sdrconfig A~ KEADLT, 1714 ~NVTEZRLTL 720,

YKUD@JT\ sdrconfig I ¥ KREfEHT 5 L. A= — b 7 x4 TSDR7Z 4 V41 N/
ERMICTEET,
mail.example.com > sdrconfig

Would you like to enable sender domain reputation check? [N]> yes

SDR uses headers such as 'Envelope-From:', 'From:' and 'Reply-to' to determine the
reputation of the message.

In addition, it also uses the results of the email authentication mechanisms such as
SPF, DKIM, and DMARC

to decide the reputation.

The following additional attributes of the message can also be included in the Sender
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sdradvancedconfig .

Domain Reputation
check to improve the efficacy:

- Username part of the email address present in the 'Envelope-From:', 'From:' and
'Reply-To:' headers.
- Display name in the 'From:' and 'Reply-To:' headers.

Do you want to include these additional attributes of the message for the Sender Domain
Reputation check? [N]> yes

Sender Domain Reputation (SDR) is a new feature in AsyncOS 12.0 that sends certain

telemetry data to Cisco.

If you choose to enable the 'Additional Attributes' function in SDR, that telemetry data
will include

the processing of personal data as described in the Cisco ESA Privacy Data Sheet
(https://www.cisco.com/c/en/us/about/trust-center/solutions-privacy-data-sheets.html)

and the

Cisco Online Privacy Statement
(https://www.cisco.com/c/en_in/about/legal/privacy-full.html).

To enable the "Additional Attributes" feature in SDR, you must agree to the Cisco Content
Security Supplemental

End User License Agreement
(https://www.cisco.com/c/en/us/about/legal/cloud-and-software/software-terms.html) .

By selecting Yes, you agree to be bound to the Cisco Content Security Supplemental End

User License Agreement
(https://www.cisco.com/c/en/us/about/legal/cloud-and-software/software-terms.html) .

I accept the Cisco Content Security Supplemental End User License Agreement. [N]> yes

sdradvancedconfig

L

ERAE

P (285 X—2))
MR JE (285 —)
o 5l (286 ~2—3)

sdradvancedconfig 2~ ]\%{iﬂqjﬁé Lk N %‘é%)& ‘_‘/1//7_ k '7 = A % SDR —E & ili’%fﬁﬁ“
LG EICRE R T A — 2 BB ETEET,

BT : Zoa<r KL lcommit] ASLIETT,

PDSAREEE: Zoav U NE, IXTOXYrE—F (7%, Jr—7 w3 ) THE
HT&EET,

NYF AT ER: Zoavwy RERNyFEXEZYFR— L TWET, FEHIZOWVTIL, help
sdradvancedconfig 2~ REZAJTIL T, £ T4 ~NVTESRL T TZEN,
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sdrstatus

B2k

ER7E

1

sdrupdate

avy R sEH |

/4L IeN sdradvancedconfig 2~ FEffATsLE, EFA—NY—F T A%SDR I —T
AN T DY B AN T A — 2 ZRETEET,

mail.example.com > sdradvancedconfig

Enter SDR query timeout in seconds [5]> 3

Enter the Domain Reputation service hostname [v2.beta.sds.cisco.com]>

Do you want to verify server certificate? [Y]>

Enter the default debug log level for RPC server: [Info]>

Enter the default debug log level for HTTP Client: [Info]>

Do you want exception list matches based on envelope-from domain only? [Y]>

A (286 ~—)
A (286 X—)

o 5l (286 ~2—3)

sdrstatus 2 ¥ o REFHTHE. SDR 2V R—R FOBED A=V g VB RRTEXET,

FEE : 2Oz~ NIZ commit [TMLEH Y A,
HDSRAEE . Zoavw N~y T— R TORMEATE £9,
NYyFaAIVEF: Zoa<y RNy TFELESR—FLTOWERA,

OB T, sdrstatus 2~ R&EFHATHE, SDR 2R R—3R 2 hOBEONN—T 9 BFER
TXFET,

mail.example.com> sdrstatus

Component Version Last Updated
SDR Client 1.0 2 Jul 2018 04:22 (GMT +00:00)

WA (287 ~—20)
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sdrdiagnostics

B2k

ER7GE

1

E N |

fEMFE (287 X—)
o fHl (287 ~L—3)

sdrupdate I~ NZEFEHT5 L. SDR = VIR—FR b %?@TE%}T% 7,

EE : 20z~ NIZ commit lZIMEH Y £H A,
DSRRAEHE  Zpa~vwr NiE~wyr T— R TCORMEATX £,
NYF AT ER: Zoa~vy RNy FEXREZ P R—F L TWERTA,

DB T, sdrupdate I< > REMFHTHE, SDR a2V R—3 v hEFEITEHTEET,

mail.example.com > sdrupdate

Requesting update of Sender Domain Reputation component.

« WHBH (287 —3)
fERJTIE (287 X—)

« 5l (287 ~X—)

sdrdiagnostics I~ 2/ KEFEHTBHE, A=A —bU=xA2 SDR ¥—E R ZHFE S
TWAMNE I DEMRTEET,

FEE : ZOa~ 2 NI commit [TMLEH Y FH A,
HDSRAEE . Zoavw N~y T— R TORMEATE £9,
NYyFaAIVEF: Zoaxwy RNy TFELESR—FLTWHERA,

ROBIT, sdrdiagnostics A< REFHTLHE, BT A— VT — T =1 SDR F—E X
WSV TV DA N E D AR TE £ T,

mail.example.com > sdrdiagnostics

1. Show status of the domain reputation service
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B v xoames

(11> 1

Connection Status: Connected

A—ILARy I XOBEEEE

marstatus

Bk

ER7E

1

marupdate

ZIZTIE, RO CLI 2~y RIZOWTRHBLET,
 marstatus (288 ~—7°)

« marupdate (288 ~—3)

« 3P, on page 288
o fifi F§ )57, on page 288

« 151, on page 288

marstatus 2 ¥ F%{ﬁﬁﬁ#é t\ MAR:I‘/ZKD‘_‘;?‘:/ ]\@fﬁﬁ:@/“ﬁ“/\\a V%%%Tg‘i#o

fEE : Z0Oa~ 2 FNIZ commit [TMHEDH Y FH A,
HSRRAEE . —a~v L NEviy BE— R TOMEHATE E7,
NYF AT R Zoa<vwy RNy TFEXREZYR—-—FLTWHWEEA,

OB TIE, marstatus I~ REMFEHL T, A— ARy 7 AOHEEE a2 KR—3 FDOH
FEON—=Va VEFRTEET,

mail.example.com> marstatus

Component Version Last Updated
Mailbox Remediation 1.0 29 Jun 2019 04:22 (GMT +00:00)

i, on page 289
« ffi 1 7%, on page 289

« {4, on page 289
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E N |

marupdate ¥ NZ2FERT5 L. MAR :1‘/7\1_:*‘*3/ b%?%ﬁfﬁ%ﬁf% 357;*0

ER7AE

EE : =

D a< FiZ commit (ZTLEH D FH A,

HSRAEW: ZDa~vr NiE~vyy T— R TORMEHTE £1,
NYyFaAvo R Zoa<wry NIy FEXREZR—F L TOHERA,

l

W DOFITIL, marupdate I ¥ FEFEHAL T, A—Ry 7 AOHEEEa L R—>* h&F
BTEHFTEET,

mail.example.com > marupdate

Requesting update of Mailbox Remediation component.

AX— YT Y97 SA4AtEUIUY

ZIZTIE, RO CLI 2= RIZOWTEH L ET,

s license_smart (289 ~X—73)

« show license (293 ~=—72)

license_smart

Wi

(290 ~=—3)

fEMTTE (290 ~—2)

« ol
« il
« il
« il -
il
« il :
« ol
« il

A<v—h =Yz b —ERPR— FOEE (290 2—)
A~v—h 748 ADHEHL (290 X—)

Smart Software Manager ~D7 77 A 7 L ADAEE (290 ~—)
Z<w—h FAV L ADAT—H A (291 =—)

A=K TA B ADAT =2 ZDOHE (291 ~—)
Av—hk N7 AKR—bFURL OFE (291 <—)

TA B ADER (292 X—)

FAvLZADY Y —Z (292 <—)
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BB

Bk

A= YT =T T4k AEREDORE

FERAZE
WEE : Z0a< 2 FiL lcommit] NHLEETY,

DSRAEE : Z0a~v NI~y T— R TCORMFEATEET, Z0avr KiI7 T AH
T—-FBIOINVN—T F— 2P HR—F L TWWETA,

NYF IR Zoa<wry RNy TFEBRXEh R — L TWET, HEMIZOWVTIL, nelp
license smart A¥ Y REANL T, A1 T4 ~LTE2ZRLTIEIN

fHl: AR— b I—2xz 2 b H—EXAR—FDERE

mail.example.com> license_smart

Choose the operation you want to perform:

- ENABLE - Enables Smart Licensing on the product.

- SETAGENTPORT - Set port to run Smart Agent service.
[1> setagentport

Enter the port to run smart agent service.
[65501]>

Bl : RR— bk A4 ADERIE

mail.example.com> license_smart
Choose the operation you want to perform:
- ENABLE - Enables Smart Licensing on the product.
[1> enable
After enabling Smart Licensing on your appliance, follow below steps to activate the
feature keys (licenses):
a) Register the product with Smart Software Manager using license smart > register command
in the CLI.
b) Activate the feature keys using license smart > requestsmart license command in the
CLI.

Note: If you are using a virtual appliance, and have not enabled any of the features in
the classic licensing mode; you will not be able to activate the licenses, after you
switch to the smart licensing mode. You need to first register your appliance, and then

you can activate the licenses (features) in the smart licensing mode.

Commit your changes to enable the Smart Licensing mode on your appliance. All the features
enabled in the Classic Licensing mode will be available in the Evaluation period.

Type "Y" if you want to continue, or type "N" if you want to use the classic licensing

mode [Y/N] []1> vy

> commit

Please enter some comments describing your changes:
(1>

Do you want to save the current configuration for rollback? [Y]>

{5 : Smart Software Manager ~D7 754 7 > A D&%

mail.example.com> license_smart

To start using the licenses, please register the product.
Choose the operation you want to perform:

- REGISTER - Register the product for Smart Licensing.

- URL - Set the Smart Transport URL.

- STATUS - Show overall Smart Licensing status.
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#l: 23—t 54222027 —452 ||

- SUMMARY - Show Smart Licensing status summary.

[1> register

Reregister this product instance if it is already registered [N]> n

Enter token to register the product:

[1> ODR1OTM5MJjItOTQzOS00YjYOLWEXZTUtZTdmMmY30OGNINDZMLTE1MzM3Mzgw%0AMDEZNTR
8W1pCQ1l1MbGVMQOWRxOXhuenN4OWZDdktFckJILQzF5V3VIbzkyTFgx$0AQWcvaz0$3DS0A

Product Registration is in progress. Use license smart > status command to check status
of registration.

Bl : AR— bk SAEVADAT—H2 R

mail.example.com> license_smart

To start using the licenses, please register the product.

Choose the operation you want to perform:

- REQUESTSMART LICENSE - Request licenses for the product.

- RELEASESMART LICENSE - Release licenses of the product.

- REGISTER - Register the product for Smart Licensing.

- URL - Set the Smart Transport URL.

- STATUS - Show overall Smart Licensing status.

- SUMMARY - Show Smart Licensing status summary.

[1> status

Smart Licensing is: Enabled

Evaluation Period: In Use

Evaluation Period Remaining: 89 days 23 hours 53 minutes

Registration Status: Unregistered

Virtual Account: Not Available

Smart Account: Not Available

License Authorization Status: Evaluation Mode

Last Authorization Renewal Attempt Status: No Communication Attempted
Product Instance Name: mail.example.com

Transport Settings: Direct (https://smartreceiver.cisco.com/licservice/license)

Bl : AR—F SAEVADRAT—R2 ADHE

mail.example.com> license_smart

To start using the licenses, please register the product.
Choose the operation you want to perform:

- REGISTER - Register the product for Smart Licensing.

- URL - Set the Smart Transport URL.

- STATUS - Show overall Smart Licensing status.

- SUMMARY - Show Smart Licensing status summary.

[1> summary

FeatureName LicenseAuthorizationStatus
Mail Handling Eval
Email Security Appliance Bounce Verification Eval
Email Security Appliance Outbreak Filters Eval

Bl : R"— b+ FS 2 RHR— ~ URL DERTE

mail.example.com> license_smart

Choose the operation you want to perform:

- REQUESTSMART LICENSE - Request licenses for the product.

- RELEASESMART LICENSE - Release licenses of the product.

- REGISTER - Register the product for Smart Licensing.

- URL - Set the Smart Transport URL.

- STATUS - Show overall Smart Licensing status.

- SUMMARY - Show Smart Licensing status summary.

[1> url

1. DIRECT - Product communicates directly with the cisco license servers
2. TRANSPORT GATEWAY - Product communicates via transport gateway or smart software
manager satellite.

Choose from the following menu options:
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[1]> direct

You must enter a value from 1 to 2.

1. DIRECT - Product communicates directly with the cisco license servers

2. TRANSPORT GATEWAY - Product communicates via transport gateway or smart software
manager satellite.

Choose from the following menu options:

[11> 1

Note: The appliance uses the Direct URL
(https://smartreceiver.cisco.com/licservice/license) to communicate with Cisco
Smart Software Manager (CSSM) via the proxy server configured using the updateconfig
command.

Transport settings will be updated after commit.

Bl 24t RDEXK
A\

GE) T 7 IA T ADaZ—F =L, TA BV AZEREIIY )V —RT D556, 207774
T ARG HMEN DY £,

mail.example.com> license_smart

Choose the operation you want to perform:

- REQUESTSMART LICENSE - Request licenses for the product.
- RELEASESMART LICENSE - Release licenses of the product.
- REGISTER - Register the product for Smart Licensing.

- URL - Set the Smart Transport URL.

- STATUS - Show overall Smart Licensing status.

- SUMMARY - Show Smart Licensing status summary.

[1> requestsmart license

Feature Name License Authorization Status
1. Email Security Appliance Sophos Anti-Malware Not Requested
2. Email Security Appliance PXE Encryption Not requested

Enter the appropriate license number (s) for activation.

Separate multiple license with comma or enter range:

[1>1

Activation is in progress for following features:

Email Security Appliance Sophos Anti-Malware

Use license smart > summary command to check status of licenses.

Bl SA4E ADYY J—R

mail.example.com> license_smart

Choose the operation you want to perform:

- REQUESTSMART LICENSE - Request licenses for the product.
- RELEASESMART LICENSE - Release licenses of the product.
- REGISTER - Register the product for Smart Licensing.

- URL - Set the Smart Transport URL.

- STATUS - Show overall Smart Licensing status.

- SUMMARY - Show Smart Licensing status summary.

[1> releasesmart license

Feature Name License Authorization Status
1. Email Security Appliance Anti-Spam License Eval
2. Email Security Appliance Outbreak Filters Eval
3. Email Security Appliance Graymail Safe-unsubscribe Eval
5. Mail Handling Eval
6. Email Security Appliance Sophos Anti-Malware Eval
7. Email Security Appliance PXE Encryption Eval
8. Email Security Appliance Advanced Malware Protection Eval
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show_license .

Enter the appropriate license number (s) for deactivation.
Separate multiple license with comma or enter range:

(1>

show license

P (293 X—20)
ffi] c A=— KN FA VL ADAT—H A (293 ~2—)

fil: A~ —F FA B ADAT—H ZADOHE (293 ~2—)

Bl
A<— K~ FTA BV ADAT =R AL AT —Z Z2AOMEL>FRRLET,

Bl : AR— bk SAEVADAT—H2 R

mail.example.com> showlicense smart

Choose the operation you want to perform:

- STATUS- Show overall Smart Licensing status.

- SUMMARY - Show Smart Licensing summary.

[1> status

Smart Licensing is: Enabled

Evaluation Period: In Use

Evaluation Period Remaining: 89 days 23 hours 53 minutes

Registration Status: Unregistered

Virtual Account: Not Available

Smart Account: Not Available

License Authorization Status: Evaluation Mode

Last Authorization Renewal Attempt Status: No Communication Attempted
Product Instance Name: mail.example.com

Transport Settings: Direct (https://smartreceiver.cisco.com/licservice/license)

Bl : AX— bk S4BV RADAT—2 ADBE

mail.example.com> showlicense smart

Choose the operation you want to perform:

- STATUS- Show overall Smart Licensing status.
- SUMMARY - Show Smart Licensing summary.

[1> summary

FeatureName LicenseAuthorizationStatus
Mail Handling Eval
Email Security Appliance Bounce Verification Eval
Email Security Appliance Outbreak Filters Eval

SMTP Y—E X DX TE
ZIZTHEH. OCLL a=y RIZOWTCHA L £,

» callaheadconfig, on page 294
* listenerconfig, on page 295
* localeconfig, on page 325
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 smtpauthconfig, on page 327

callaheadconfig

BILL]

ER7AE

1

SMTP 22— /LT~y K a7 7 A V&8N, e, 38R LET

MeE : oo~ KX lcommit] NHEETI,

avv R sEH |

JGAREE . Zavwr RiE, TRTOYEFT—F (WFREZ, T—F, =) Tff

MT&EET,

NyF avwrs R Zoavy Ry FELZ S R—FLTHEEA,

WIZ, BAEHRA FOFH LWSMTP 2— LT~y K a7 7 A )VEERT A0 %25~ LET,

> callaheadconfig

No SMTP Call-Ahead profiles are configured on the system.

Choose the operation you want to perform:
- NEW - Create a new profile.
[1> new
Select the type of profile you want to create:
1. Delivery Host
2. Static Call-Ahead Servers
[1]1> 1
Please enter a name for the profile:
[1> delhostO1
Advanced Settings:
MAIL FROM Address: <>
Interface: Auto
Timeout Value: 30

Validation Failure Action: ACCEPT
Temporary Failure Action: REJECT with same code
Maximum number of connections: 5
Maximum number of validation queries: 1000
Cache size: 10000
Cache TTL: 900
Do you want to change advanced settings? [N]> n
Currently configured SMTP Call-Ahead profiles:
1. delhost0l (Delivery Host)
Choose the operation you want to perform:
- NEW - Create a new profile.
- EDIT - Modify a profile.
- DELETE - Delete a profile.
- PRINT - Display profile information.
- TEST - Test profile.
- FLUSHCACHE - Flush SMTP Call-Ahead cache.
1>

WIZ, 2= T~y R P —_"—DFH LW SMTP =2 — /L7~y R a7 7 A )LEVEkd 565 %

~LET,
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listenerconfig .

> callaheadconfig
Currently configured SMTP Call-Ahead profiles:
1. delhost0l (Delivery Host)
Choose the operation you want to perform:
- NEW - Create a new profile.
- EDIT - Modify a profile.
- DELETE - Delete a profile.
- PRINT - Display profile information.
- TEST - Test profile.
- FLUSHCACHE - Flush SMTP Call-Ahead cache.
[1> new
Select the type of profile you want to create:
1. Delivery Host
2. Static Call-Ahead Servers
[1]1> 2
Please enter a name for the profile:
[1> Static
Enter one or more Call-Ahead servers hostname separated by commas.
[1> 192.168.1.2
Advanced Settings:
MAIL FROM Address: <>
Interface: Auto
Timeout Value: 30

Validation Failure Action: ACCEPT
Temporary Failure Action: REJECT with same code
Maximum number of connections: 5
Maximum number of validation queries: 1000
Cache size: 10000
Cache TTL: 900
Do you want to change advanced settings? [N]> n
Currently configured SMTP Call-Ahead profiles:
1. Static (Static Call-Ahead Servers)
2. delhost0l1 (Delivery Host)
Choose the operation you want to perform:
- NEW - Create a new profile.
- EDIT - Modify a profile.
- DELETE - Delete a profile.
- PRINT - Display profile information.
- TEST - Test profile.
- FLUSHCACHE - Flush SMTP Call-Ahead cache.
[1> print
Select the profile you want to print:
1. Static (Static Call-Ahead Servers)
2. delhost0l1 (Delivery Host)
[11>

listenerconfig

&R
listenerconfig A~ ]“Tbj:\ U Xﬂ‘*‘%ﬂzﬁkx {fﬁﬁ\ ‘ﬁ"”i%f% i‘ﬂ“o AsyncOS TIL, A v
T —UEZEL, ZERA IRy NU—=Z ONEEZI1TA ¥ —F% v b EOANEROZEED
WTNIZ) L—TFT 237 ODKREERET I LERNL Y £,
INHOXRERDFMITIV AT —CERINET, INLOFLER—FFEINTA— LT —
R —NERZSIN, BHINET, VAFT—TIE, T7IA TV ATEA—NEEET DLV
AT LEBETLHHIEbERINET,
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Table 13: listenerconfig 21 < > F

avy R sEH |

Al

U 2AF =i, RIS TE L L IC—BDOARIZ T T2
SV, VA FT—HIZERT 2AH1TTIL, KCFE/NCFRXG] S
AVET, AsyncOS TlE, HED Y ZAF—IZF—DAFI 1T 5 Z
LlITEEEA,

PAH—=TxARA

UAF—IZIPA v F—T = AZHED Y ToHRET, VAF—%
TERR LEI Y B CAHENZ, systemstartup 2 > K 7213 interfaceconfig
av s REFEHLT, TXTOIPA U F—T = A RAERET DA
ERbH ET,

A—)L 7 han

BT A—NVOZEIHFHEND A=/ 7o ha/LTHY ., ESMTP
& QMQP DWW T,

IP AR— |k

U A F—~OEEGIMEAT DEEDIP R — b, T 7 4L T,
SMTP TidAR— h 25 ZfEH L. QMQP Tl — k628 ZfH L+
ﬁ‘o

YARAF—F AT
X7 Y v 7 (Public)
75 A4 ~_X— K (Private)

TR

NIV 7 VAF—BLORTTAR—F I RF =L, FEAED
BEHEREINET, —xmic, 7794 X—hK~ VA F—1FT7 T4
N—k (NE) xy hU—ZIERESET, STV v 7 U RF—
Wi, A=y MERHDE A —NVDOZEDTODT 7 + /v
FOEHERH Y F5,

TANELIFI NI TN a—T 4V TOHIT [ 7 FR—)1)
YAF—%EHATEET, VIR — U AT —DERRHC, 2>
T—UEHIBRT DRNCZEDA v E—T%T 4 AT IZEEIADLNE
IMEERLET, GEHIZ W TIE [ User Guidefor AsyncOSfor
Cisco Email Security Appliances ]| @ [Testing and Troubleshooting |
DEEZZHLTITEIN,

ER7GE

MeE : Z0a<y Kt Tcommit] 2SHEE T,

JIAAER  Zoa<w L Nt T R_RTCOY U EF—F (P TRAF, J—T, =) T

HATEET,

NyF awy B Zoawy Ry FEREFH— F LTOET,

Ny FRER . —f&RI7Z listenerconfig

listenerconfig 2~ ROy FEXEZMEHT L L, FFEDA X —7 = A4 XKL TY
AF—% BB L OHEIFRTE £97, listenerconfig =~ > ROy FEA T, U AF—0D HAT
BLXORAT #RETHI L HTEET,

cHFLWNY R F—DBEN
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listenerconfig new <name> <public|private|sinkhole|sinkholequeueing>

<interface name> <smtp|gmgp>

U ZF—DHI

listenerconfig delete <name>|

Ny FRH - HAT

KIZ, listenerconfig D /3w TN A H L C HAT BIHEOKFEIEE L2 FEIT T 5012 R LET,
FIE DM SOV TIE, kD : listenerconfig 91 & Eifili : HAT #2 B L T2 &0,

o HAT ~OHF LWk EH 7 L —7 D8

listenerconfig edit <name> hostaccess new sendergroup <name> <host list> <behavior>
[options [--comments]

HAT ~DF LR Y 3 —D38

listenerconfig edit <name> hostaccess new policy <name> <behavior> [options]

EEHIN—T~DF LW AN U R MBI

listenerconfig edit <name> hostaccess edit sendergroup <name> new <host list>

BAFA 7 V=T 0B DA b ORI

listenerconfig edit <name> hostaccess edit sendergroup <name> delete <host>

EEHEIN—T U A NTOERANOBE)

listenerconfig edit <name> hostaccess edit sendergroup <name> move <host>
<host-to-insert-before>

PEZE T N—TDORY L —DEF

listenerconfig edit <name> hostaccess edit sendergroup <name> policy <behavior>
[options]

EEH I V=T VA RDOHH

listenerconfig edit <name> hostaccess edit sendergroup <name> print

EEZEIN—TLLDOEE
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listenerconfig edit <name> hostaccess edit sendergroup <name> rename <name>

HAT RV > —DftE

listenerconfig edit <name> hostaccess edit policy <name> <behavior> [options]

HAT 76 DEEE 7 V—7 DN

listenerconfig edit <name> hostaccess delete sendergroup <name>

AU —DHIK

listenerconfig edit <name> hostaccess delete policy <name>

HAT TOEEHR 7 V—T DBE)

listenerconfig edit <name> hostaccess move <group> <group-to-insert-before>

HAT T 7 #/V s v a VOER

listenerconfig edit <name> hostaccess default [options]

RARNTI7E®A T—T VDT

listenerconfig edit <name> hostaccess print

sHAT Du—H)V a B—DA AR — K

listenerconfig edit <name> hostaccess import <filename>

TTIA T ANSDHAT Dat—DxT 7 AR— k

listenerconfig edit <name> hostaccess export <filename>

cHAT M52 —P—EHFEDT X TCOREEZFEIN—TBILORY —&HIk

listenerconfig edit <name> hostaccess clear

FEDEEEZE 7N —TI2o0 T, REHEOHIELZEMNL £,

listenerconfig edit incoming hostaccess edit sendergroup ALLOWED_LIST
country add India Nepal Cyprus

cBFEDKEHE 7NV —TIZONT, REEOHFEZHIRL £
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Ry 7z AT

listenerconfig edit incoming hostaccess edit sendergroup ALLOWED_LIST
country delete Cyprus

HEEDEEE I N—TITONWT, EEEOHSEAZEHIRIL E9,

listenerconfig edit incoming hostaccess edit sendergroup ALLOWED_LIST

country print

Table 14: listenerconfig 51 44{i& : HAT

515

358

<behavior>

[Accept] . [Relay] . [Reject] . [TCPRefuse] . F72iZ

[Continue| , EEH /7 NV—7THHT 2EMELZIEIRT 5 & 21T,
“Policy: FOO” (“FOO” EAR U v —4) &\ ) B TEMOEIE § 8-IR
TEET,

<filename>

RANTI7RBAT—TNLDOA AR —FRBIRT 7 AR— AT
D77 ANV,

<group>

EEE IV — 7O <name>,

<host>

<host list> D 1 DO T 4T A,

<host_list>

BT 2R AREANLET, RAMIKRDEIBRT7+—~ > MIT
TET,

CIDR 7 F LA (10.1.1.0/24)

IP7 R L AP (10.1.1.10 ~ 20)
P47 x> (10.2.3)

ARA M4 (crm.example.com)

#5rAR A M4 (example.com)
SenderBase #F i A = 7 i (7.5:10.0)

SenderBase % UV —72 A —7F—IDS (SB0:12345)

Remote blocked _list queries (dnslist[query.blocked list.example]
Note BEOBA NEfRETL25A1E, Vo~ TXED £7,

<pame>

REHZITN—TEIIRY > —D4TT, HAT 7-9UL, XFE-1X
THECBAT A2 MENH Y | ZDRITEEDEDO LT, BT, Tk,
FFINA T UoEBMLUET,

[options]

--max_size

BRA =V AR, FRIZ, BARFa AL FOGAITk, AH
NA FOBEEIM EZBIMLET, BALDBNA FOGEE, KEOXT
IIARETY,
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518

Bl

--max_ conn

1 DORA R D BHESL T & 2 Hefoe D e KA

--max_msgs

BiHT20 O KA vE—T%,

--max_rcpt

A= 0 O KRZIEER,

--override

SMTP NF—DR A MM % E#EE LES, “No” £7213 SMTP /3 F—
XFA,

--cust_acc

7 AL 5 SMTP Z I AU 2 HE L £ 97, “No” 7213 SMTP %1}
AU ST,

--acc_code

HAH I SMTP ZIF ANUSE a— R, T 74V ME 220 TT,

--cust_rej

HAH L SMTP HERISEAZIEE L ET, “No” £721% SMTP HEFISE
LA,

--rej_code

H A K N SMTP HEG)IGE 2 — R, T 7 4V ME 554 T9,

--rate_lim

RANHEAO L — MlRZ A X —7 /LI LET, “No”, “default”, £
oI A DT EDOZEHED 1D R EEEL £,

--cust_lim

B AL I SMTP HIRBIRGSE A v —V 2 E L £, “No” £721%
SMTP &S ECTH], T 7 4/ M Nol T,

--lim_code

H A K I SMTP i[RI E 22— R, 7 7 4 /L MiE 452 T,

--use_sb

57 )V 7 u—Hl#NZ SenderBase i LE4,  [Yes) .
NoJ . F72i% ldefault] ,

--as_scan

anti-spam A X ¥ > & A F—7 /I LET, “Yes”, “No”, “Default”,

--av_scan

TUFTANAAF Yy AR =TV LET, “Yes”., “No”.
“Default”,

--dhap

F 4T MY A= NKERLIENo”, “default”. F721% U E— &
A NS DN ZEEHD | - DI KB ERE LT,

--tls

PR—=FEINTVERA, TLSERETDHICIE, A=a— TV AT 2%
EFLET,

--sig_bits

IP7 RLAOHEE Y M, 0~32, [NoJ . F£721% Tdefault] .

--dkim_signing

DKIM B4 % A R—7 /M LET, “Yes”, “No”, “Default”,

--dkim_verification

DKIM #iiE A A F—7 /W LE T, “Yes”, “No”, “Default”,

—dkim_verification profile
<name>

DKIM AL & 7 7 A VD& R, DA T a i, --dkim verification
Dz [Yes) ICRRE LTEHAICORBEHENET,
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5% &5 BA
--spf SPF Ak % A X — 7 /W2 LE T, “Yes”. “No”, “Default”,
--spf_conf_level SPF ji#E & L ~Ul, “—spf Yes” DHEICOAER L E$, “spf only”,

“sidf compatible”, “sidf strict”,

--spf_downgrade pra |SPF PRA #MiFEf A4 v 7 L— KL Ed, [l-spfYes] BILO
[--spf conf level sidf compatible] DHFAIZDAFEH L £3, “Yes”,
“NO_”

--spf_helo_test SPFHELO 7 A b, [--spfYes] 3L l--spf conf level
sidf compatible,] F721% [--spf conf levelspf only] DOEFEITEHA L FE
—a—o “Yes”\ “NO”O

--dmarc_verification DMARC it & A X —7 M LE9, “Yes”, “No”. “Default”,

~dmarc_verification_profile | DMARC WGE~7" &1 7 7 A VD4R, Z DA T 3 Uik,
<name> --dmarc_verification D% [Yes] ([ZERE LA ICOAmEH IV E
—é—o

--dmarc_agg_reports DMARC &t LA — FOFEE, “Yes”. “No”, “Default”, Z DA
v 3 VX, --dmarc_verification D% [Yes| IZFXE L 725 E 12D A
MaInE7d,

Ny FR:HK : RAT

WIZ, listenerconfig /N v FHEA A2 H L CRATBLEO K FEMEEE2 FAT4 202 RLET, 5
BUTEET 23OV T, RDFE : listenerconfig 51 & $2fE : RAT 22 L T 72 &0y,

« RAT ~DH LWVZAEH OB

listenerconfig edit <name> rcptacess new <rat addr> [options]

RAT NDZZAEH DitE

listenerconfig edit <name> rcptacess edit <rat_ addr> [options]

RAT 7 b DEARE DHIER

listenerconfig edit <name> rcptacess delete <rat addr>

RAT D=2 v —DH )

listenerconfig edit <name> rcptacess print
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avy R sEH |

e 2 —HNVRAT DT T TFAT L A~DA R— |

listenerconfig edit <name> rcptacess import <filename>|

RAT D7 AR— K

listenerconfig edit <name> rcptacess export <filename>|

T I FNVNT I RADI VT

listenerconfig edit <name> rcptacess clear <default access>

Table 15: listenerconfig 5 44{i& : RAT

51%

£%B8 (Description)

<rat_addr>

BMTL5RA M2 AN LET, RAMIKOLSIRT7+—< v MZ
TEET,

CIDR 7 FL- A (10.1.1.0/24)

ARA M4 (crm.example.com)

5 AR A M4 (Lexample.com)

2 —H—4 (postmaster@)

SERRET A —/N T R A (joe@example.com, joe@[1.2.3.4])
Note BEDRA NERET 2HE1E. hor~TREY £7,

<options>

--action

7 RVRICEHAT DT 7 a3y, TAccept] 71X [Reject] D EH
Bh, T 74V ME [Accept] T,

--cust_resp

HAH LSMTP ILE ZFRE LET, “No” £721F SMTP 52 i) ATULZ
LTH,

--resp_code

JAH I SMTP JH& 22— R, “Accept” DAL 250 287 7 4V b
“Reject” DAL 550 237 7 4+ /v T,

--bypass_rc

ZAEMIE A NANALET, T 74/ ME NoJ TT,

--bypass_la

LDAPHER 7 = U —% A XA LET, [Yes] £721X NoJ &L
57,

--bypass_ca

SMTP Z— /LT~y RENRLNRZALET, T 74/ MI[W i
(No) ] T,
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Bl - 1) RF—dEN

WOBITIE, listenerconfig 2~ > REZMHA LT, = H—F T4 X7 — b7 = A BRICKLER
B U AF—IZfHIT& %, OutboundMail & PRI DH LW T A X— | U 2F—ZAERR L F
T, (E:ZDOFT7A—hK UZXF—iX, GUI ® System Setup Wizard ¥ 7z (3 CLI D
systemsetup 2 v RZFATT 5 L EITEMTLHZ LB TEET)

TIGAR—K JRF— XA THEERL, £4Hi% OutboundMail IZFERELET, ZDU A F—

IZ. PrivateNetIP f v Z—7 = A A2 ETHR— K250 SMTP & L& L TEfET 5 X
FZHWELET, 2OV RF—OFRARNTIZERARI>—DF 74V MERZITANONE
—é—o

mail3.example.com> listenerconfig

Currently configured listeners:

1. InboundMail (on PublicNet, 192.168.2.1) SMTP TCP Port 25 Public
Choose the operation you want to perform:

- NEW - Create a new listener.

- EDIT - Modify a listener.

- DELETE - Remove a listener.

- SETUP - Change global settings.

[1> new

Please select the type of listener you want to create.
1. Private

2. Public
3. Sinkhole
[2]1> 1

Please create a name for this listener (Ex: "OutboundMail"):

[1> OutboundMail

Please choose an IP interface for this Listener.

1. Management (192.168.42.42/24: mail3.example.com)

2. PrivateNet (192.168.1.1/24: mail3.example.com)

3. PublicNet (192.168.2.1/24: mail3.example.com)

[11> 2

Choose a protocol.

1. SMTP

2. QMQP

[11> 1

Please enter the TCP port for this listener.

[25]> 25

Please specify the systems allowed to relay email through the IronPort C60.
Hostnames such as "example.com" are allowed.

Partial hostnames such as ".example.com" are allowed.

IP addresses, IP address ranges, and partial IP addresses are allowed.
Separate multiple entries with commas.

[1> .example.com

Do you want to enable rate limiting for this listener? (Rate limiting defines the maximum
number of recipients per hour you are

willing to receive from a remote domain.) [N]> n

Default Policy Parameters

Maximum Message Size: 100M

Maximum Number Of Connections From A Single IP: 600
Maximum Number Of Messages Per Connection: 10,000
Maximum Number Of Recipients Per Message: 100,000
Maximum Number Of Recipients Per Hour: Disabled

Use SenderBase for Flow Control: No

Spam Detection Enabled: No

Virus Detection Enabled: Yes

Allow TLS Connections: No

Allow SMTP Authentication: No
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Require TLS To Offer SMTP authentication: No

Would you like to change the default host access policy? [N]> n
Listener OutboundMail created.

Defaults have been set for a Private listener.

Use the listenerconfig->EDIT command to customize the listener.
Currently configured listeners:

1. InboundMail (on PublicNet, 192.168.2.1) SMTP TCP Port 25 Public
2. OutboundMail (on PrivateNet, 192.168.1.1) SMTP TCP Port 25 Private
Choose the operation you want to perform:

- NEW - Create a new listener.

- EDIT - Modify a listener.

- DELETE - Remove a listener.

- SETUP - Change global settings.

[1>

Bl EZEEDOHEEEEEETIL—TITEMT %

ROFITIL, listenerconfig 2~ > REEHL TV AF—2EHLET, 20U 27—, FE
DFEEITN—TIZONTEEEOHFEEZBMLET,

mail3.example.com> listenerconfig

Currently configured listeners:

1. InboundMail (on PublicNet, 192.168.2.1) SMTP TCP Port 25 Public
2. OutboundMail (on PrivateNet, 192.168.1.1) SMTP TCP Port 25 Private
Choose the operation you want to perform:

- NEW - Create a new listener.

- EDIT - Modify a listener.

- DELETE - Remove a listener.

- SETUP - Change global settings.

[1> edit

Enter the name or number of the listener you wish to edit.

[1>1

Name: InboundMailhostacce

Type: Public

Interface: PublicNet (192.168.2.1/24) TCP Port 25

Protocol: SMTP

Default Domain:

Max Concurrency: 1000 (TCP Queue: 50)

Domain map: disabled

TLS: No

SMTP Authentication: Disabled
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Bounce Profile: Default

Use SenderBase For Reputation Filters and IP Profiling: Yes
Footer: None

LDAP: off

Choose the operation you want to perform:

- NAME - Change the name of the listener.

- INTERFACE - Change the interface.

- LIMITS - Change the injection limits.

- SETUP - Configure general options.

- HOSTACCESS - Modify the Host Access Table.

- RCPTACCESS - Modify the Recipient Access Table.

- BOUNCECONFIG - Choose the bounce profile to use for messages injected on this listener.
- MASQUERADE - Configure the Domain Masquerading Table.

- DOMAINMAP - Configure domain mappings.

[1> hostaccess

Default Policy Parameters

Maximum Message Size: 10M

Maximum Number Of Concurrent Connections From A Single IP: 10
Maximum Number Of Messages Per Connection: 10
Maximum Number Of Recipients Per Message: 50
Directory Harvest Attack Prevention: Enabled
Maximum Number Of Invalid Recipients Per Hour: 25
Maximum Number Of Recipients Per Hour: Disabled
Use SenderBase for Flow Control: Yes

Spam Detection Enabled: Yes

Virus Detection Enabled: Yes

Allow TLS Connections: No

Allow SMTP Authentication: No

Require TLS To Offer SMTP authentication: No
DKIM/DomainKeys Signing Enabled: No

DKIM Verification Enabled: No
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SPF/SIDF Verification Enabled: No
DMARC Verification Enabled: No
Envelope Sender DNS Verification Enabled: No
Domain Exception Table Enabled: No
Accept untagged bounces: No

There are currently 4 policies defined.
There are currently 5 sender groups.
Choose the operation you want to perform:
- NEW - Create a new entry.

- EDIT - Modify an entry.

- DELETE - Remove an entry.

- MOVE - Move an entry.

- DEFAULT - Set the defaults.

- PRINT - Display the table.

- IMPORT - Import a table from a file.
- EXPORT - Export the table to a file.
- CLEAR - Remove all entries.

[1> edit

1. Edit Sender Group

2. Edit Policy

[11>1

Currently configured HAT sender groups:

1. ALLOWED LIST (My trusted senders have no anti-spam scanning or rate

2. BLOCKED_ LIST (Spammers are rejected)

3. SUSPECTLIST (Suspicious senders are throttled)

4. UNKNOWNLIST (Reviewed but undecided, continue normal acceptance)

5. MyList

6. (no name, first host = ALL) (Everyone else)

Enter the sender group number or name you wish to edit.

[1> 1
Choose the operation you want to perform:

- NEW - Add a new host.

avy R sEH |

limiting)
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- DELETE - Remove a host.

- COUNTRY - Add and delete countries.

- POLICY - Change the policy settings and options.
- PRINT - Display the current definition.
- RENAME - Rename this sender group.

[1> country

Choose the operation you want to perform:
- ADD - Add countries

[1>ADD

1. Afghanistan [af]

2. Aland Islands [ax]

3. Albania [al]

4. Algeria [dz]

5. American Samoa [as]

6. Andorra [ad]

7. Angola [ao]

8. Anguilla [ai]

Enter the indices separated by commas or specify the range.
[1>1,4,8

Choose the operation you want to perform:

- NEW - Add a new host.

- DELETE - Remove a host.

- MOVE - Reorder the hosts.

- COUNTRY - Add and delete countries.

- POLICY - Change the policy settings and options.
- PRINT - Display the current definition.

- RENAME - Rename this sender group.

[1> country

Choose the operation you want to perform:

- ADD - Add countries

- DELETE - Delete countries
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- PRINT - Print countries
[1> print

Afghanistan [af]

Algeria [dz]

Anguilla [ai]

Bl : TORAR—bEEIVAS UR—FMIKBVRF—DRA ST EAT—T)L (HAT)

DHREIARX

ATy I

listenerconfig 2~ KOH 7 a~<w 2 KOEL TlE, 7—HDA VR —h ez AFR—MIL-
TRHERRELAENTEDLD, CLLICT 22D LT OANTH2MERD D A,

ZOFNETIE, CLIZEEALT, 774/ V&2 AR —FL, BEZMATA AR —FrT5HZ
LIZXY, VAF—DOFRANT7H®AT—T/) (HAT) #EHL %7, HATCLI =7 4 ¥ £
X GUIZERALCY AT —OHAT 2 W AX <A XATHZEHTEET, FFMIZONTIL,

[User Guide for AsyncOSfor Cisco Email Security Appliances ] @ [Configuring the Gateway to
Receive Mail] & [Using Mail Flow Monitor] DOZFEAZ S LT Z X0,

TIAR—hEA R ML TEE L, VAT —OHAT Z W AX~A AT HITIE :

Procedure

listenerconfig @ hostaccess -> export %7 a2~ R&ZEH LT, 77 4/L O HAT % 7 7 A /LI
T AR—NLET,

wOFITIX, X7 Y » 7 U Z2F— InboundMail ® HAT ZH ) L, & 512 inbound HAT.txt &\
YT AN AFR—FLET,

Example:

mail3.example.com> listenerconfig

Currently configured listeners:

1. InboundMail (on PublicNet, 192.168.2.1) SMTP TCP Port 25 Public
2. OutboundMail (on PrivateNet, 192.168.1.1) SMTP TCP Port 25 Private
Choose the operation you want to perform:

- NEW - Create a new listener.

- EDIT - Modify a listener.

- DELETE - Remove a listener.

- SETUP - Change global settings.

[1> edit

Enter the name or number of the listener you wish to edit.

[1>1

Name: InboundMail

Type: Public

Interface: PublicNet (192.168.2.1/24) TCP Port 25

Protocol: SMTP

Default Domain:

Max Concurrency: 1000 (TCP Queue: 50)

Domain map: disabled

TLS: No
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SMTP Authentication: Disabled

Bounce Profile: Default

Use SenderBase For Reputation Filters and IP Profiling: Yes
Footer: None

LDAP: off

Choose the operation you want to perform:

- NAME - Change the name of the listener.

- INTERFACE - Change the interface.

- LIMITS - Change the injection limits.

- SETUP - Configure general options.

- HOSTACCESS - Modify the Host Access Table.

- RCPTACCESS - Modify the Recipient Access Table.

- BOUNCECONFIG - Choose the bounce profile to use for messages injected on this listener.
- MASQUERADE - Configure the Domain Masquerading Table.

- DOMAINMAP - Configure domain mappings.

[1> hostaccess

Default Policy Parameters

Maximum Message Size: 10M

Maximum Number Of Concurrent Connections From A Single IP: 10
Maximum Number Of Messages Per Connection: 10
Maximum Number Of Recipients Per Message: 50
Directory Harvest Attack Prevention: Enabled
Maximum Number Of Invalid Recipients Per Hour: 25
Maximum Number Of Recipients Per Hour: Disabled
Use SenderBase for Flow Control: Yes

Spam Detection Enabled: Yes

Virus Detection Enabled: Yes

Allow TLS Connections: No

Allow SMTP Authentication: No

Require TLS To Offer SMTP authentication: No
DKIM/DomainKeys Signing Enabled: No

DKIM Verification Enabled: No

SPF/SIDF Verification Enabled: No

DMARC Verification Enabled: No

Envelope Sender DNS Verification Enabled: No
Domain Exception Table Enabled: No

Accept untagged bounces: No

There are currently 4 policies defined.

There are currently 5 sender groups.

Choose the operation you want to perform:

- NEW - Create a new entry.

- EDIT - Modify an entry.

- DELETE - Remove an entry.

- MOVE - Move an entry.

- DEFAULT - Set the defaults.

- PRINT - Display the table.

- IMPORT - Import a table from a file.

- EXPORT - Export the table to a file.

- CLEAR - Remove all entries.

[1> print
SBLOCKED
REJECT {}
STRUSTED
ACCEPT {
tls = "off"
dhap_limit = 0
max_rcpts_per hour = -1
virus_check = "on"
max msgs_per_session = 5000
spam check = "off"
use sb = "off"

max message_size = 104857600
max rcpts per msg = 5000
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max_concurrency = 600
}
$ACCEPTED
ACCEPT {}
STHROTTLED
ACCEPT {
tls = "off"
dhap_limit = 0
max_rcpts per hour = 1
virus_check = "on"
max msgs_per_session = 10
spam_check = "on"
use_sb = "on"
max message_size = 1048576
max rcpts_per msg = 25
max_concurrency = 10

}
ALLOWED LIST:

no anti-spam or rate limiting)

continue normal acceptance)

STRUSTED (My trusted senders have
BLOCKED_LIST:

SBLOCKED (Spammers are rejected)
SUSPECTLIST:

STHROTTLED (Suspicious senders are throttled)
UNKNOWNLIST:

SACCEPTED (Reviewed but undecided,
ALL

SACCEPTED (Everyone else)

Default Policy Parameters

Allow TLS Connections: No

Allow SMTP Authentication: No

Require TLS To Offer SMTP authentication:
Maximum Concurrency Per IP: 1,000
Maximum Message Size: 100M

Maximum Messages Per Connection: 1,000
Maximum Recipients Per Message: 1,000
Maximum Recipients Per Hour: Disabled
Use SenderBase For Flow Control:
Spam Detection Enabled: Yes
Virus Detection Enabled: Yes
There are currently 4 policies defined.
There are currently 5 sender groups.
Choose the operation you want to perform:
- NEW - Create a new entry.

- EDIT - Modify an entry.

- DELETE - Remove an entry.

- MOVE - Move an entry.

- DEFAULT - Set the defaults.

- PRINT - Display the table.

- IMPORT - Import a table from a file.

- EXPORT - Export the table to a file.

- CLEAR - Remove all entries.

[]> export

Enter a name for the exported file:

[1> inbound.HAT. txt

Yes

No

File written on machine "mail3.example.com".

Example:

avv R sEH |

a<w RIA4 A H—=T x4 A (CLI) OHEET, 7 7 A /L inbound HAT.txt & BUfS: L £ 7,
THXANZT 4 X EHALT, 2077 AMTH LWHAT = b 2ER LT,
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ZOHITIX, HATIWO ALL = U ORI FO= > Y ZBINLET,

spamdomain.com REJECT
.spamdomain.com REJECT
251.192.1. TCPREFUSE
169.254.10.10 RELAY

s EHMD2oOOx= MU X, R AA  spamdomain.com 35 & O spamdomain.com D7 R A A
VDY E—F KRR NSO EZ TR TS LET,

«3O0HDZ U RUIE, IPT RLUAN251.192.1X THDHHEA SO AIHE L ET,
c4dOHOZ MNJIZE-T, IPT7 R AD3169.254.10.10 THH U E— FAHRA M, 1~
B =% hADTRTOREBFA—MIONWT, TFIFAT L AESMTP Y L—& LT
HCTEET

Note HAT A CONL— LV OIAFFITEELERERLET, VAT —ICHERL LS &F
HARANZTEIT, HATIZ LD D FAIEFRICHAAENET, #ick A MIL—
NWIR—ET D86, TOHEFICH L TTSICT 7 v a UNFEITINE T, HAT
TE, TRCODAX L = Y &2 ALL A A MNEFRL D BICEET 24BN D
WEJ, HATCLI =7 4 # £721X GUI ZfEH L CTU AT —D HAT 2 W A ¥~ A
AFHZ b TEET, FEMIOVWTIX,  [User Guidefor AsyncOSfor Cisco Email
Security Appliances ] @ [Configuring the Gateway to Receive Mail| & [Using Mail
Flow Monitor] DFEAZZMM L T &V,

T ANERFLTA V¥ —7 = A AD configuration 7 4 L7 b UIZEEL, KR — hTX
HEHCLFET, GEHIZOWTIE, B [T I9A T A~DT 7 A 25 L T
SV, )

listenerconfig ¢ hostaccess -> import 7 a2~ > R&EMHH L C, WMEFADFA N T 7R T—
TN Ty ANEA R —FLET,

WOHITIE., FREF D 7 7 A /L inbound. HAT.txt % InboundMail YV 2 F— HAT |21 > R —
FLET, print 7 a<wr REeEALTHLL= MU EH S LET,

Example:

mail3.example.com> listenerconfig

Currently configured listeners:

1. InboundMail (on PublicNet, 192.168.2.1) SMTP TCP Port 25 Public
2. OutboundMail (on PrivateNet, 192.168.1.1) SMTP TCP Port 25 Private
Choose the operation you want to perform:

- NEW - Create a new listener.

- EDIT - Modify a listener.

- DELETE - Remove a listener.

- SETUP - Change global settings.

[1> edit

Enter the name or number of the listener you wish to edit.

(1> 1

Name: InboundMail

Type: Public

Interface: PublicNet (192.168.2.1/24) TCP Port 25

Protocol: SMTP

Default Domain:

Max Concurrency: 1000 (TCP Queue: 50)

Domain Map: Disabled
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TLS: No

SMTP Authentication: Disabled

Bounce Profile: Default

Use SenderBase For Reputation Filters and IP Profiling: Yes
Footer: None

LDAP: Off

Choose the operation you want to perform:

- NAME - Change the name of the listener.

- INTERFACE - Change the interface.

- LIMITS - Change the injection limits.

- SETUP - Configure general options.

- HOSTACCESS - Modify the Host Access Table.

- RCPTACCESS - Modify the Recipient Access Table.

- BOUNCECONFIG - Choose the bounce profile to use for messages injected on this listener.
- MASQUERADE - Configure the Domain Masquerading Table.

- DOMAINMAP - Configure domain mappings.

[1> hostaccess

Default Policy Parameters

Allow TLS Connections: No

Allow SMTP Authentication: No

Require TLS To Offer SMTP authentication: No
Maximum Concurrency Per IP: 1,000
Maximum Message Size: 100M

Maximum Messages Per Connection: 1,000
Maximum Recipients Per Message: 1,000
Maximum Recipients Per Hour: Disabled
Use SenderBase For Flow Control: Yes
Spam Detection Enabled: Yes

Virus Detection Enabled: Yes

There are currently 4 policies defined.
There are currently 5 sender groups.
Choose the operation you want to perform:
- NEW - Create a new entry.

- EDIT - Modify an entry.

- DELETE - Remove an entry.

- MOVE - Move an entry.

- DEFAULT - Set the defaults.

- PRINT - Display the table.

- IMPORT - Import a table from a file.
- EXPORT - Export the table to a file.
- CLEAR - Remove all entries.

[1> import

Enter the name of the file to import:
[1> inbound.HAT. txt

9 entries imported successfully.
Default Policy Parameters

Allow TLS Connections: No

Allow SMTP Authentication: No

Require TLS To Offer SMTP authentication: No
Maximum Concurrency Per IP: 1,000
Maximum Message Size: 100M

Maximum Messages Per Connection: 1,000
Maximum Recipients Per Message: 1,000
Maximum Recipients Per Hour: Disabled
Use SenderBase For Flow Control: Yes
Spam Detection Enabled: Yes

Virus Detection Enabled: Yes

There are currently 4 policies defined.
There are currently 5 sender groups.
Choose the operation you want to perform:
- NEW - Create a new entry.

- EDIT - Modify an entry.

. CiscoE A —)L X2 )T 4 7TS5AF7 2 AMIT Async0S13.04CLI ) 77 LU RAHA K (AVTFUREA)



I av ok 5EH
Bl THRE— FBEUA UR— Mk BYRF—ORR FFHERF—TL HAD) Ohzs31X [

- DELETE - Remove an entry.
- MOVE - Move an entry.
- DEFAULT - Set the defaults.
- PRINT - Display the table.
- IMPORT - Import a table from a file.
- EXPORT - Export the table to a file.
- CLEAR - Remove all entries.
[1> print
SACCEPTED
ACCEPT
STHROTTLED
ACCEPT {
spam_check = "on"
max _msgs_per session = 10
max_concurrency = 10
max_rcpts per msg = 25
max_rcpts per hour = 1
dhap_limit = 0

virus_check = "on"
max _message size = 1048576
use_sb = "on"
tls = "off"

}

STRUSTED

ACCEPT {
spam_check = "off"
max _msgs_per session = 5000
max_concurrency = 600
max_rcpts per msg = 5000
max_rcpts per hour = -1
dhap_limit = 0
virus_check = "on"
max_message size = 104857600
use_sb = "off"
tls = "off"

}

$BLOCKED
REJECT

ALLOWED_ LIST:
STRUSTED (My trusted senders have no anti-spam scanning or rate limiting)
BLOCKED LIST:
SBLOCKED (Spammers are rejected)
SUSPECTLIST:
STHROTTLED (Suspicious senders are throttled)
UNKNOWNLIST:
SACCEPTED (Reviewed but undecided, continue normal acceptance)
spamdomain.com
REJECT (reject the domain "spamdomain.com")
. spamdomain.com
REJECT (reject all subdomains of ".spamdomain.com")
251.192.1.
TCPREFUSE (TCPREFUSE the IP addresses in "251.192.1")
169.254.10.10
RELAY (RELAY the address 169.254.10.10)
ALL
SACCEPTED (Everyone else)
Default Policy Parameters

Allow TLS Connections: No

Allow SMTP Authentication: No

Require TLS To Offer SMTP authentication: No
Maximum Concurrency Per IP: 1,000

Maximum Message Size: 100M

Maximum Messages Per Connection: 1,000
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Maximum Recipients Per Message: 1,000
Maximum Recipients Per Hour: Disabled
Use SenderBase For Flow Control: Yes
Spam Detection Enabled: Yes

Virus Detection Enabled: Yes

There are currently 4 policies defined.
There are currently 5 sender groups.
Choose the operation you want to perform:
- NEW - Create a new entry.

- EDIT - Modify an entry.

- DELETE - Remove an entry.

- MOVE - Move an entry.

- DEFAULT - Set the defaults.

- PRINT - Display the table.

- IMPORT - Import a table from a file.
- EXPORT - Export the table to a file.
- CLEAR - Remove all entries.

(>

A R— MMEICIT, RELEFEEZAENCT LD, T commit 2~ REFITLET,

Bl AEAF—DN—RX B LU S/MIME DESIE ERRIED A *—T )Lt
WOHNE, TRROZ E#1TH HiEERLET,

« 55 SIMIME B4 HE A v =V NOAMF—%2 G (—~_AK) LET,
o SIMIME D54k L WiiEaE A4 2 — 7 W LE T,

mail.example.com> listenerconfig

Currently configured listeners:

1. MyListener (on Management, 172.29.181.70) SMTP TCP Port 25 Public
Choose the operation you want to perform:

- NEW - Create a new listener.

- EDIT - Modify a listener.

- DELETE - Remove a listener.

- SETUP - Change global settings.

[1> edit

Enter the name or number of the listener you wish to edit.
[1>1

Name: MyListener

Type: Public

Interface: Management (172.29.181.70/24) TCP Port 25
Protocol: SMTP

Default Domain: <none configured>

Max Concurrent Connections: 50 (TCP Queue: 50)
Domain Map: Disabled

TLS: No

SMTP Authentication: Disabled

Bounce Profile: Default

Use SenderBase For Reputation Filters and IP Profiling: Yes
Footer: None

Heading: None

SMTP Call-Ahead: Disabled

LDAP: Off

Choose the operation you want to perform:

- NAME - Change the name of the listener.

- INTERFACE - Change the interface.

- CERTIFICATE - Choose the certificate.

- LIMITS - Change the injection limits.
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- SETUP - Configure general options.

- HOSTACCESS - Modify the Host Access Table.

- RCPTACCESS - Modify the Recipient Access Table.

- BOUNCECONFIG - Choose the bounce profile to use for messages injected on this listener.
- MASQUERADE - Configure the Domain Masquerading Table.

- DOMAINMAP - Configure domain mappings.

[1> hostaccess

Default Policy Parameters

Maximum Message Size: 10M

Maximum Number Of Concurrent Connections From A Single IP: 10

Maximum Number Of Messages Per Connection: 10

Maximum Number Of Recipients Per Message: 50

Directory Harvest Attack Prevention: Enabled

Maximum Number Of Invalid Recipients Per Hour: 25

Maximum Number Of Recipients Per Hour: Disabled

Maximum Number of Recipients per Envelope Sender: Disabled
Use SenderBase for Flow Control: Yes

Spam Detection Enabled: Yes

Virus Detection Enabled: Yes

Allow TLS Connections: No

Allow SMTP Authentication: No

Require TLS To Offer SMTP authentication: No
DKIM/DomainKeys Signing Enabled: No

DKIM Verification Enabled: No

S/MIME Public Key Harvesting Enabled: No

S/MIME Decryption/Verification Enabled: No

SPF/SIDF Verification Enabled: No

DMARC Verification Enabled: No

Envelope Sender DNS Verification Enabled: No

Domain Exception Table Enabled: No

Accept untagged bounces: No

There are currently 4 policies defined.

There are currently 5 sender groups.

Choose the operation you want to perform:

- NEW - Create a new entry.

- EDIT - Modify an entry.

- DELETE - Remove an entry.

- MOVE - Move an entry.

- DEFAULT - Set the defaults.

- PRINT - Display the table.

- IMPORT - Import a table from a file.

- EXPORT - Export the table to a file.

- RESET - Remove senders and set policies to system default.
[1> default

Enter the default maximum message size. Add a trailing k for kilobytes, M for megabytes,
or no letter for b

[10M]>

Enter the maximum number of concurrent connections allowed from a single IP address.
[10]>

Enter the maximum number of messages per connection.

[10]>

Enter the maximum number of recipients per message.

[50]>

Do you want to override the hostname in the SMTP banner? [N]>

Would you like to specify a custom SMTP acceptance response? [N]>
Would you like to specify a custom SMTP rejection response? [N]>
Do you want to enable rate limiting per host? [N]>

Do you want to enable rate limiting per envelope sender? [N]>

Do you want to enable Directory Harvest Attack Prevention per host? [Y]>
Enter the maximum number of invalid recipients per hour from a remote host.
[25]>

Select an action to apply when a recipient is rejected due to DHAP:
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1. Drop
2. Code
[11>

Would you like to specify a custom SMTP DHAP response?
Enter the SMTP code to use in the response. 550 is the standard code.

[550]>

Enter your custom SMTP response. Press Enter on a blank line to finish.

custom_re sponse

Would you like to use SenderBase for flow control by default?

Would you like to enable anti-spam scanning? [Y]>
Would you like to enable anti-virus scanning? [Y]>
Do you want to allow encrypted TLS connections?

1. No

2. Preferred

3. Required

4. Preferred - Verify

5. Required - Verify

[11>

Would you like to enable DKIM/DomainKeys signing? [N]>

Would you like to enable DKIM verification? [N]>

Would you like to enable S/MIME Public Key Harvesting?

Would you like to harvest certificate on verification failure?

Would you like to harvest updated certificate? [Y]>

Would you like to enable S/MIME gateway decryption/verification?

Select the appropriate operation for the S/MIME signature processing:

1. Preserve

2. Remove

[11>

Would you like to change SPF/SIDF settings? [N]>
Would you like to enable DMARC verification? [N]>

Would you like to enable envelope sender verification?
Would you like to enable use of the domain exception table?

Do you wish to accept untagged bounces? [N]>
Default Policy Parameters

Maximum Message Size: 10M

Maximum Number Of Concurrent Connections From A Single IP:

Maximum Number Of Messages Per Connection: 10
Maximum Number Of Recipients Per Message: 50
Directory Harvest Attack Prevention: Enabled
Maximum Number Of Invalid Recipients Per Hour: 25
Maximum Number Of Recipients Per Hour: Disabled

Maximum Number of Recipients per Envelope Sender: Disabled

Use SenderBase for Flow Control: Yes

Spam Detection Enabled: Yes

Virus Detection Enabled: Yes

Allow TLS Connections: No

Allow SMTP Authentication: No

Require TLS To Offer SMTP authentication: No
DKIM/DomainKeys Signing Enabled: No

DKIM Verification Enabled: No

S/MIME Public Key Harvesting Enabled: Yes
S/MIME Decryption/Verification Enabled: Yes
SPF/SIDF Verification Enabled: No

DMARC Verification Enabled: No

Envelope Sender DNS Verification Enabled: No
Domain Exception Table Enabled: No

Accept untagged bounces: No

There are currently 4 policies defined.
There are currently 5 sender groups.

avv R sEH |

[N]> y
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Choose the operation you want to perform:

- NEW - Create a new entry.

- EDIT - Modify an entry.

- DELETE - Remove an entry.

- MOVE - Move an entry.

- DEFAULT - Set the defaults.

- PRINT - Display the table.

- IMPORT - Import a table from a file.

- EXPORT - Export the table to a file.

- RESET - Remove senders and set policies to system default.

(1>

{5 - HAT DEFH/ N D A —4

WDFETIE, HAT IS A =X O EER L COET, ROMEIZEMTHY | #HITKk &
BILTHFa S FTETH, BICM ZBMLTAI AL, hTETZENRTEET, XFD
RUMEIZAA RERARSNET, TAZ U ZZ PN T A —FE, IROFITRTLEEHE ST
Y AR—FLTWET,

Table 16: HAT 340/85 * — 2 DI

NS A—=5 378 & e
Pt 120 O R A v E—U% , x5
max msgs_per_session 1000
Aye—UHIc ) ORRZIEH e
max_rcpts per msg 10000
1k
= N — =z =
BRAy =T YA max message_size S 1048576
20M
Z DY AF—IZFFRI S T RK IR &
%&ﬁﬁé& max_concurrency 1000
SMTP /N F— = — | &
smtp_banner code 220
SMTP /37— T FZ | (*) pe Sl
smtp_banner_ text Accepted
SMTP /38— = — I G
smtp_banner code 550
SMTP i F— T F A |k (%) sl ,
smtp_banner text Rejected
SMTP/NF—7R A M & EEEX on | off | default
use override hostname default
. pE]l
override hostname newhostname
TLS % 1 FH on | off | required
tls on
ANRDLKER AT v > OfFE on | off
spam_check off
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. listenerconfig ~ @ bypass_ca 5|4{0:&/0

NFA—=4 BX B ED B!
Sophos 7 A /LA A ¥ % L Dffi . on | off
virus check off
1 B H 70 ORKRZIEEK G
max rcpts per hour 5k
IE:‘I_]_:FH%&)?C HO=T—=— ]\O)%k max rcpts per hour code ﬁ% 452
2R - -7
1 K720 DT F X b DR KREZE pe=ll
" max rcpts per hour text Too
%?;& (*) manyrecipients|
SenderBase D1 on | off
use_sb on
SenderBase L' B =7 —3 5 A3y -10.0 ~ 10.0
R, sbrs[valuel sbrs[-10:-7.5]
DEFR :value2
]
T a4 Lo NV ESBCRD AL - 1 R dhap Limit Cies 5o
W72 DRI Z AR RKEL -

listenerconfig ~ () hypass_ca 5|3{M&/N
/}’L{@ﬁufﬂi\ listenerconfig ~D bypass_ca ’gl%{@ﬁﬂﬂ%ﬁ% [_/‘/Cl/\ij—o

esa.example.com (SERVICE)> help listenerconfig.

rcptaccess_options are the following:
new <rat addr> [options]
edit <rat_addr> [options]
delete <rat addr>
print
import <filename>
export <filename>
clear <default access>

default access - Default access for empty RAT. Either "ACCEPT"
or "REJECT".

rat addr - Hostnames such as "example.com" and "[1.2.3.4]" are
allowed. Partial hostnames such as ".example.com"
are allowed. Usernames such as "postmaster@" are
allowed. Full email addresses such as
"joe@example.com" or "joe@[1.2.3.4]" are allowed.
Separate multiple entries with commas.

options - Various options to modify a host access policy:

--action Action to apply to address(es). Either
"Accept" or "Reject". Default is "Accept".

--cust_resp Specify a custom SMTP response. "No" or SMTP
acceptance response string.

--resp_code Custom SMTP response code. Default is 250 for
"Accept" actions, 550 for "Reject".

--bypass_rc Bypass receiving control. Default is "No".

--bypass_la Bypass LDAP Accept queries for this Recipient. Default is "No".
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--bypass_ca Bypass SMTP Call-Ahead. Default is "No".

5] : SPF 5 & U SIDF D& E

JAF—DHRARNT VAT —TINDF 7 4V NOFRELET HEE. U AF—0 SPF/SIDF %
WL~ vl 7T T AT AN SPF/SIDF MGIERE RAZEEDSNTIATT L SMTP 727 &3
(ACCEPT £ 721X REJECT) Z&EIRT&EJ, 7T ITAT UV ANA v b=V EETHHAI
HEET 2 SMTP IR ELZERTHIEHTEET,

HEPLL ~ L2 UC, 774 7 AIZ HELOID, MAIL FROMID, F£7-1Z PRAID 2% L T
Frv I EBEITLET, T ITA4T AR, RO ID F = v 7 D4 SPF/SIDF HEfsE S %t
L. By ara81i71 5 (ACCEPT) 7>, By a & T35 (REJECT) »EHIFETE
‘ij‘o

* [None], 1HHRDORLEDD, MFEEFETTEEHA,

o [Neutral], RAAFEEIE. 7747 MUBEESNTZID AT 2HERNH LN E
IMETH—FLERA,

s [SoftFaill, R AA VFIAHEIL, HRA MDRE S ID 28 3 DHERA e\ & S 03,
WiEaxhed-neEELTOET,

c[KBR): ZTIA T NI FBESNIZID TA—ILEZXETIHRENDH Y XA,

s [TempError], MRFEHIZ—IFA72 =T —NRAELE LT,

e [PermError], ARFEHFITKFEIIIR =T =235 AL £ LTz,

TTIAT A, A v E—1IZ Resent-Sender: F 7213 Resent-From: ~ v ¥ —WBIEET 254
{2, PRAID O Pass % None (2 & 7 > 7' L— K4 % X 5| SIDF AHAUENL L ~L &2 3% 7E LT
WZRWR D | Pass fiERDA v —V%RZIFANET, 77747 2 AZPRA F = 7 T None
M SNI-GAITHEESNTZSMTP 77 > a v EFITLET,

IDFzy I LTSMIP T 7 ¥ ara2EFRzRLTCWRWES, 77747 AL Fail 5T
TRCORKIEERZ BEMNICZIT ANE T,

A X =T NMCENT-WTRDID F = v 7 O ID KRN REIECT 7 7 ¥ a - —#+ 548
BT TIAT U ATy v a v BT LET, & xE, EHE X, 73CO HELOID
F v IfERIZESNTA v =V EZITAND LIV AT —%3E LET 2, MAILFROM
IDF = 7nb6DFaill fERICKH L THIA v =V ERTLHLIIC) AT —2RETDHEL
£, AvE—UYNHELOID Fx= v ZIZRIMLTYH, 77747 2 AXZOREREZZIT AN
L7280, ByvaryBNEITLET, RIZ, AvE—Y RN MAILFROMID F = v 7 TRIEL 72
BE, VAFT—l3ty a2 T L, REIECT 72 ¥ 2D STMP JGE# KL £,

SMTP J&EIE, 77T A 77 > Z)% SPF/SIDF MiGERRICIE SN T A v v — V2G4 2581
KT a— REFE A yE—TF, TempError #f5RI1%, MOMGERER & 72 5 SMTP IGE %K
L %9, TempError D&, 7 7 4/V FDOIGET— RIZ451 T, 774NV MDA v E—Y 7%
A NZ T#4.4.3 Temporary error occurred during SPF verification]| T9°, O X TOMGERERT
X, T 74N FOIRET—RIX550 T, 774V hDAyE—Y FF A NI [#5.7.1 SPF
unauthorized mail is prohibited | T3, TempError > DO FRFEAE I B DOJSEa— K& A vtE—
VITRAMERETEET,
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B

X JE

f£E C. Neutral, SoftFail, F721% Fail #FEMRERIZX L CREIECT 77 ¥ a U RNETEINT-H
B2 SPEARXT U vy RAAL UG, = RA—FT  OIREZET I, 7774 T A
ERETDHIENTEET, 774NV NT, 77747 LV RAFTRDIGEZRLET,
550-#5.7.1 SPF unauthorized mail is prohibited.

550-The domain example.com explains:

550 <Response text from SPF domain publisher>

Z A5 @D SPF/SIDF 5% iE & A % — 7 /W T HITIE, listenerconfig->edit 7 =~ > R&fiH L,
U2 F—%BIR L E9, KIZ, hostaccess ->default 7 a~ o REFEHL T, A KT 7B
T—TNDT 7+ NOREERELET, KOT 17 MZyes & 2T, SPF #iliHl &% E
LET,

Would you like to change SPF/SIDF settings? [N]> yes

Would you like to perform SPF/SIDF Verification? [Y]> yes|

RANTI7®AT—T/NTIL, KO SPF filfHGREZMHEHTE £,

Table 17: SPF #|fE15% &

FEHL AL fE AT RE7: SPF HHE% E

SPF @7 (SPF Only) *HELOID F = v 7 ZF(TT 50 E 5

RO ID F = v 7 OFERITEESNTIEITEND SMIP 77 23 >

*HELOID (A R*—7/LDGH)

« MAIL FROM ID

*REJECT 77 ¥ a Uk L TR END SMTP [EE a2 — RE T H R
~

« HNLORGEESY A L7 D K

SIDF H.ff2 (SIDF *HELOID = v 7 Z#F(TT250E 95 »n

Compatible) e A v —3|T Resent-Sender: F 7213 Resent-From: ~~ v % — B {FEAE
T HEEIT, MFEET PRA ID O Pass i 5% None (& 7 7/ L —
RT20E 9

cRDOID F = v 7 OFERIZFESNTIITEND SMTP 77 2 a >

*HELOID (A R—7/LDGHE)

« MAIL FROM ID

* PRA Identity

*REIECT 77 ¥ a I LTRSS SMTP &2 — R ETF &
I

« WHNLOBGEES A LT 7 b
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EWLA)L AT EE%: SPF &S E

SIDF j#% (SIDF RO ID F = v 7 OFERIZEESNTIITEND SMIP 77 3 >

Strict) « MAIL FROM ID

* PRA Identity

* SPFREJECT 77 ¥ a Y OIEEITIRESND SMTP [EE a3 — LT
F X b

« BHNLOREES A L7 D K

Wz, s—H—7% SPF Only #fil L ~L % L C, SPF/SIDF MAEZ % Ed D Hlz R~ L ET,

T7TAT AL HELOID F = v 7 #5417 L, None 35 & O Neutral fRFEASE R 251 A, &
DOOFERAZERLET, SMIP7 27> a D CLI 7y 7 MITRTHOID XA FTRLT
4, =—PIEIMAILFROMID ® SMTP 77 ¥ a v 2 EF LEHA, 7T T7A T AL, £D
ID OF R TOMRERERE BB ANE T, 77747 AL TD REJECT fHiC
LT, 774NV POHELRI—RETFARNEERALET,

15 : SPF/SIDF 2% 7€

Would you like to change SPF/SIDF settings? [N]> yes

Would you like to perform SPF/SIDF Verification? [N]> yes

What Conformance Level would you like to use?

1. SPF only

2. SIDF compatible

3. SIDF strict

[2]1> 1

Would you like to have the HELO check performed? [Y]> y

Would you like to change SMTP actions taken as result of the SPF verification? [N]> y
Would you like to change SMTP actions taken for the HELO identity? [N]> y
What SMTP action should be taken if HELO check returns None?

1. Accept

2. Reject

[11> 1

What SMTP action should be taken if HELO check returns Neutral?

1. Accept

2. Reject

[1]1> 1

What SMTP action should be taken if HELO check returns SoftFail?

1. Accept

2. Reject

[1]1> 2

What SMTP action should be taken if HELO check returns Fail?

1. Accept

2. Reject

[1]1> 2

What SMTP action should be taken if HELO check returns TempError?

1. Accept

2. Reject

[1]1> 2

What SMTP action should be taken if HELO check returns PermError?

1. Accept

2. Reject

[1]1> 2

Would you like to change SMTP actions taken for the MAIL FROM identity? [N]> n
Would you like to change SMTP response settings for the REJECT action? [N]> n
Verification timeout (seconds)

[40]>
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{51

Wz, VAF—DFT 74/ FDRY — 8T A—HZ|ZSPF/SIDF BENED L HITEREND
MERLET,

T 74 R — N5 A —%3 D SPF/SIDF

SPF/SIDF Verification Enabled: Yes
Conformance Level: SPF only
Do HELO test: Yes
SMTP actions:
For HELO Identity:
None, Neutral: Accept
SoftFail, Fail, TempError, PermError: Reject
For MAIL FROM Identity: Accept
SMTP Response Settings:
Reject code: 550
Reject text: #5.7.1 SPF unauthorized mail is prohibited.
Get reject response text from publisher: Yes
Defer code: 451
Defer text: #4.4.3 Temporary error occurred during SPF verification.
Verification timeout: 40

51 : DMARC fREEDH 1L

KIZ, DMARC WAk BT 56127~ LET,

mail.example.com> listenerconfig

Currently configured listeners:

1. Listener 1 (on Management, 172.29.181.70) SMTP TCP Port 25 Public
Choose the operation you want to perform:

- NEW - Create a new listener.

- EDIT - Modify a listener.

- DELETE - Remove a listener.

- SETUP - Change global settings.

[1> edit

Enter the name or number of the listener you wish to edit.
[1>1

Name: Listener 1

Type: Public

Interface: Management (172.29.181.70/24) TCP Port 25
Protocol: SMTP

Default Domain: <none configured>

Max Concurrent Connections: 300 (TCP Queue: 50)

Domain Map: Disabled

TLS: No

SMTP Authentication: Disabled

Bounce Profile: Default

Use SenderBase For Reputation Filters and IP Profiling: Yes
Footer: None

Heading: None

SMTP Call-Ahead: Disabled

LDAP: Off

Choose the operation you want to perform:

- NAME - Change the name of the listener.

- INTERFACE - Change the interface.

- CERTIFICATE - Choose the certificate.

- LIMITS - Change the injection limits.

- SETUP - Configure general options.

- HOSTACCESS - Modify the Host Access Table.

- RCPTACCESS - Modify the Recipient Access Table.

- BOUNCECONFIG - Choose the bounce profile to use for messages injected on this listener.
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- MASQUERADE - Configure the Domain Masquerading Table.
- DOMAINMAP - Configure domain mappings.

[1> hostaccess

Default Policy Parameters

Maximum Message Size: 20M

Maximum Number Of Concurrent Connections From A Single IP: 10

Maximum Number Of Messages Per Connection: 10

Maximum Number Of Recipients Per Message: 50

Directory Harvest Attack Prevention: Enabled

Maximum Number Of Invalid Recipients Per Hour: 25

Maximum Number Of Recipients Per Hour: Disabled

Maximum Number of Recipients per Envelope Sender: Disabled
Use SenderBase for Flow Control: Yes

Spam Detection Enabled: Yes

Virus Detection Enabled: Yes

Allow TLS Connections: No

Allow SMTP Authentication: No

Require TLS To Offer SMTP authentication: No
DKIM/DomainKeys Signing Enabled: No

DKIM Verification Enabled: No

SPF/SIDF Verification Enabled: No

DMARC Verification Enabled: No

Envelope Sender DNS Verification Enabled: No

Domain Exception Table Enabled: No

Accept untagged bounces: No

There are currently 4 policies defined.

There are currently 5 sender groups.

Choose the operation you want to perform:

- NEW - Create a new entry.

- EDIT - Modify an entry.

- DELETE - Remove an entry.

- MOVE - Move an entry.

- DEFAULT - Set the defaults.

- PRINT - Display the table.

- IMPORT - Import a table from a file.

- EXPORT - Export the table to a file.

- RESET - Remove senders and set policies to system default.
[1> default

Enter the default maximum message size. Add a trailing k for kilobytes, M for megabytes,
or no letter for bytes.

[20M] >

Enter the maximum number of concurrent connections allowed from a single IP address.
[10]1>

Enter the maximum number of messages per connection.

[10]>

Enter the maximum number of recipients per message.

[50]>

Do you want to override the hostname in the SMTP banner? [N]>

Would you like to specify a custom SMTP acceptance response? [N]>
Would you like to specify a custom SMTP rejection response? [N]>

Do you want to enable rate limiting per host? [N]>
Do you want to enable rate limiting per envelope sender? [N]>
Do you want to enable Directory Harvest Attack Prevention per host? [Y]>

Enter the maximum number of invalid recipients per hour from a remote host.
[25]>
Select an action to apply when a recipient is rejected due to DHAP:

1. Drop
2. Code
[11>

Would you like to specify a custom SMTP DHAP response? [Y]>

Enter the SMTP code to use in the response. 550 is the standard code.
[550]>

Enter your custom SMTP response. Press Enter on a blank line to finish.
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Would you like to use SenderBase for flow control by default? [Y]>

Would you like to enable anti-spam scanning? [Y]>

Would you like to enable anti-virus scanning? [Y]>

Do you want to allow encrypted TLS connections?

1. No

2. Preferred

3. Required

4. Preferred - Verify

5. Required - Verify

[11>

Would you like to enable DKIM/DomainKeys signing? [N]>

Would you like to enable DKIM verification? [N]>

Would you like to change SPF/SIDF settings? [N]>

Would you like to enable DMARC verification? [N]> Y

Select the DMARC verification profile to use:

1. DEFAULT

11> 1

Would you like to send aggregate reports? [N]> Y

Note: DMARC reports should be DMARC compliant.
Secure delivery is recommended for delivery of DMARC reports.
Please enable TLS support using the “destconfig’® command.

Would you like to enable envelope sender verification? [N]> Y

Would you like to specify a custom SMTP response for malformed envelope senders? [Y]>

Enter the SMTP code to use in the response. 553 is the standard code.

[553]>

Enter your custom SMTP response. Press Enter on a blank line to finish.

Would you like to specify a custom SMTP response for envelope sender domains which do

not resolve? [Y]>

Enter the SMTP code to use in the response. 451 is the standard code.

[451]>
Enter your custom SMTP response. Press Enter on a blank line to finish.

Would you like to specify a custom SMTP response for envelope sender domains which do
not exist? [yi>

Enter the SMTP code to use in the response. 553 is the standard code.

[553]>

Enter your custom SMTP response. Press Enter on a blank line to finish.

Would you like to enable use of the domain exception table? [N]>

Do you wish to accept untagged bounces? [N]>

Default Policy Parameters

Maximum Message Size: 20M
Maximum Number Of Concurrent Connections From A Single IP: 10
Maximum Number Of Messages Per Connection: 10
Maximum Number Of Recipients Per Message: 50
Directory Harvest Attack Prevention: Enabled
Maximum Number Of Invalid Recipients Per Hour: 25
Maximum Number Of Recipients Per Hour: Disabled
Maximum Number of Recipients per Envelope Sender: Disabled
Use SenderBase for Flow Control: Yes
Spam Detection Enabled: Yes
Virus Detection Enabled: Yes
Allow TLS Connections: No
Allow SMTP Authentication: No
Require TLS To Offer SMTP authentication: No
DKIM/DomainKeys Signing Enabled: No
DKIM Verification Enabled: No
SPF/SIDF Verification Enabled: No
DMARC Verification Enabled: Yes

DMARC Verification Profile: DEFAULT

Aggregate reports: Yes
Envelope Sender DNS Verification Enabled: Yes
Domain Exception Table Enabled: No
Accept untagged bounces: No
There are currently 4 policies defined.
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BILL]

ERAE

There are currently 5 sender groups.
Choose the operation you want to perform:
- NEW - Create a new entry.

- EDIT - Modify an entry.

- DELETE - Remove an entry.

- MOVE - Move an entry.

- DEFAULT - Set the defaults.

- PRINT - Display the table.

- IMPORT - Import a table from a file.

- EXPORT - Export the table to a file.

localeconfig .

- RESET - Remove senders and set policies to system default.

[1>

Name: Listener 1

Type: Public

Interface: Management (172.29.181.70/24) TCP Port 25
Protocol: SMTP

Default Domain: <none configured>

Max Concurrent Connections: 300 (TCP Queue: 50)
Domain Map: Disabled

TLS: No

SMTP Authentication: Disabled

Bounce Profile: Default

Use SenderBase For Reputation Filters and IP Profiling:
Footer: None

Heading: None

SMTP Call-Ahead: Disabled

LDAP: Off

Choose the operation you want to perform:

- NAME - Change the name of the listener.

- INTERFACE - Change the interface.

- CERTIFICATE - Choose the certificate.

- LIMITS - Change the injection limits.

- SETUP - Configure general options.

- HOSTACCESS - Modify the Host Access Table.

- RCPTACCESS - Modify the Recipient Access Table.

Yes

- BOUNCECONFIG - Choose the bounce profile to use for messages injected on this listener.

- MASQUERADE - Configure the Domain Masquerading Table.
- DOMAINMAP - Configure domain mappings.
[1>

Currently configured listeners:

1. Listener 1 (on Management, 172.29.181.70) SMTP TCP Port 25 Public

Choose the operation you want to perform:
- NEW - Create a new listener.

- EDIT - Modify a listener.

- DELETE - Remove a listener.

- SETUP - Change global settings.

[r>

mail.example.com>

ZERAISOBREMAZRELET,

MeE : Zoa< KX lcommit] NHFETI,
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JIGRAREM . Zpa<vy N, T_XTO~Y L ET—F (FF9R&, TA—F <) T
HATxE7,

NyF azwsR: Zoavy NIy FEREYR—FLTHEREA,

mail3.example.com> localeconfig

Behavior when modifying headers: Use encoding of message body

Behavior for untagged non-ASCII headers: Impose encoding of message body

Behavior for mismatched footer or heading encoding: Try both body and footer or heading
encodings

Behavior when decoding errors found: Disclaimer is displayed as inline content and the

message body is added as an attachment.

Choose the operation you want to perform:
- SETUP - Configure multi-lingual settings.
[1> setup

If a header is modified, encode the new header in the same encoding as the message body?

(Some MUAs incorrectly handle headers encoded in a different encoding than the body.
However, encoding a modified header in the same encoding as the message body may cause
certain

characters in the modified header to be lost.) [Y]>

If a non-ASCII header is not properly tagged with a character set and is being used or

modified,

impose the encoding of the body on the header during processing and final representation
of the message?

(Many MUAs create non-RFC-compliant headers that are then handled in an undefined way.
Some MUAs handle headers encoded in character sets that differ from that of the main

body in an incorrect way.

Imposing the encoding of the body on the header may encode the header more precisely.
This will be used to interpret the content of headers for processing, it will not modify
or rewrite the

header unless that is done explicitly as part of the processing.) [Y]>

Disclaimers (as either footers or headings) are added in-line with the message body

whenever possible.

However, if the disclaimer is encoded differently than the message body, and if imposing
a single encoding

will cause loss of characters, it will be added as an attachment. The system will always
try to use the

message body's encoding for the disclaimer. If that fails, the system can try to edit

the message body to

use an encoding that is compatible with the message body as well as the disclaimer.
Should the system try to

re-encode the message body in such a case? [Y]>

If the disclaimer that is added to the footer or header of the message generates an error
when decoding the message body,

it is added at the top of the message body. This prevents you to rewrite a new message
content that must merge with

the original message content and the header/footer-stamp. The disclaimer is now added

as an additional MIME part

that displays only the header disclaimer as an inline content, and the rest of the message
content is split into

separate email attachments. Should the system try to ignore such errors when decoding

the message body? [N]>
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smtpauthconfig

B2LEL]

ER7AE

1

smtpauthconfig .

Behavior when modifying headers: Use encoding of message body

Behavior for untagged non-ASCII headers: Impose encoding of message body

Behavior for mismatched footer or heading encoding: Try both body and footer or heading
encodings

Behavior when decoding errors found: Disclaimer is displayed as inline content and the

message body

is added as an attachment.

Choose the operation you want to perform:
- SETUP - Configure multi-lingual settings.
[]> mail3.example.com

SMTP RBEAFRER I MEE T a7 7 A VAR ELET,

MEE : Z0a<y Kix Tcommit] 2BSHEE T,

JIIARER  Zpavr R, TRTOYYUEF—R (TR EZ, TA—TF =) Tff
HTExE9,

NyF avr K Zoavy FEAy FRBREFHE— F LTWEEA,

ROBITIL, smtpauthconfig =~ F&fEH] LT, % —3— [smtp2.example.com] DHL
WIRIEN—2D T 1 7 7 A Va2 fERR L £ T,

mail3.example.com> smtpauthconfig

Choose the operation you want to perform:

- NEW - Create a new SMTP Auth profile

[1> new

Choose the type of profile you wish to create:

- FORWARD - Create an SMTP Auth forwarding server group profile
- OUTGOING - Create an outgoing SMTP Auth profile

[1> forward

Enter a name for this profile:

[1> forwarding-based

Please begin entering forwarding servers for this group profile.
Enter a hostname or an IP address for the forwarding server:
[1> smtp2.example.com

Enter a port:

[25]>

Choose the interface to use for forwarding requests:

1. Auto

2. Data 1 (192.168.1.1/24: mail3.example.com)

3. Data 2 (192.168.2.1/24: mail3.example.com)

4. Management (192.168.42.42/24: mail3.example.com)

[11>

Require TLS? (issue STARTTLS) [Y]> y

Enter the maximum number of simultaneous connections allowed:
[10]1>
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Use SASL PLAIN mechanism when contacting forwarding server? [Y]>
Use SASL LOGIN mechanism when contacting forwarding server? [Y]>
Would you like to enter another forwarding server to this group? [N]>
Choose the operation you want to perform:

- NEW - Create a new SMTP Auth profile

- EDIT - Edit an existing SMTP Auth profile

- PRINT - List all profiles

- DELETE - Delete a profile

- CLEAR - Delete all profiles

[r>

mail3.example.com> commit

Please enter some comments describing your changes:

[1> created SMTP auth profile

Do you want to save the current configuration for rollback? [Y]> n
Changes committed: Fri May 23 11:42:12 2014 GMT

Note

FEHFH D L —H —|Z1X. RELAY HAT RV > — R &N E T,

1 >07 a7 7 A NVHTHEEOEXRY—REEETAHI EHTEET, SASL A V=X A
CRAM-MDS5 & DIGEST-MD5 13, 7794 7 v A LHath— _"—OTIIHR—FSnEH
Ao

DATLDEY N T YT

systemsetup

Bk

ER7E

l

VEDS AT A 'y hT v 7BIRV AT LAOEA VA b—/L,

e Zoa< i lcommit] NUNETY,

JIARER  Zpa<wr NI, TRTOY U ET—R (WTRE, TL—TF, <) T
HATx%7,

NyF aw s F:Zoavwy RNy FERXREZ T R—FLTWWERA,

mail3.example.com> systemsetup

WARNING: The system setup wizard will completely delete any existing
'listeners' and all associated settings including the 'Host Access Table' -
mail operations may be interrupted.

Are you sure you wish to continue? [Y]> y

Before you begin, please reset the administrator passphrase to a new value.
0ld passphrase:

New passphrase:
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Retype new passphrase:

* Kk Kk Kk Kk

You will now configure the network settings for the IronPort C100.

Please create a fully qualified hostname for the IronPort C100 appliance

(Ex: "ironport-Cl00.example.com") :

[1> ironport-C100.example.com

* Kk k ok ok

You will now assign an IP address for the "Data 1" interface.

Please create a nickname for the "Data 1" interface (Ex: "Data 1"):

[1]> Data 1

Enter the static IP address for "Data 1" on the "Data 1" interface? (Ex:
"192.168.1.1"):

[1> 192.168.1.1

What is the netmask for this IP address? (Ex: "255.255.255.0" or "Oxffffff0o0"):
[255.255.255.0]>

You have successfully configured IP Interface "Data 1".

* Kk Kk Kk Kk

Would you like to assign a second IP address for the "Data 1" interface? [Y]> n
What is the IP address of the default router (gateway) on your network?:
[192.168.1.1]> 192.168.2.1

KKK KK

Do you want to enable the web interface on the Data 1 interface? [Y]> y

Do you want to use secure HTTPS? [Y]> y

Note: The system will use a demo certificate for HTTPS.

Use the "certconfig" command to upload your own certificate.

* kK KKk

Do you want the IronPort Cl00 to use the Internet's root DNS servers or would
you like it to use your own DNS servers?

1. Use Internet root DNS servers

2. Use my own DNS servers

[1]> 2

Please enter the IP address of your DNS server.

[1> 192.168.0.3

Do you want to enter another DNS server? [N]>

You have successfully configured the DNS settings.

* Kk k Kk k

You are now going to configure how the IronPort Cl1l00 accepts mail by creating a
"Listener".

Please create a name for this listener (Ex: "MaillInterface"):

[1> InboundMail

Please choose an IP interface for this Listener.

1. Data 1 (192.168.1.1/24: ironport-Cl00.example.com)

[1]1> 1

Enter the domain names or specific email addresses you want to accept mail for.
Hostnames such as "example.com" are allowed.

Partial hostnames such as ".example.com" are allowed.
Usernames such as "postmaster@" are allowed.

Full email addresses such as "Jjoel@example.com" or "joe@[1.2.3.4]
Separate multiple addresses with commas.

[1> example.com, .example.com

Would you like to configure SMTP routes for example.com, .example.com? [Y]> n
Please specify the systems allowed to relay email through the IronPort C100.
Hostnames such as "example.com" are allowed.

Partial hostnames such as ".example.com" are allowed.

IP addresses, IP address ranges, and partial IP addresses are allowed.
Separate multiple entries with commas.

[]> example.com, .example.com

Do you want to enable filtering based on SenderBase Reputation Service (SBRS)
Scores for this listener? (Your selection will be used to filter all incoming
mail based on its SBRS Score.) [Y]> y

Do you want to enable rate limiting for this listener? (Rate limiting defines
the maximum number of recipients per hour you are willing to receive from a
remote domain.) [Y]> y

Enter the maximum number of recipients per hour to accept from a remote domain.

"

are allowed.
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[1> 1000
Default Policy Parameters

Maximum Message Size: 10M
Maximum Number Of Concurrent Connections From A Single IP: 10
Maximum Number Of Messages Per Connection: 10
Maximum Number Of Recipients Per Message: 50
Directory Harvest Attack Prevention: Enabled
Maximum Number Of Invalid Recipients Per Hour: 25
Maximum Number Of Recipients Per Hour: 1,000
Maximum Recipients Per Hour SMTP Response:
452 Too many recipients received this hour
Use SenderBase for Flow Control: Yes
Spam Detection Enabled: Yes
Virus Detection Enabled: Yes
Allow TLS Connections: No
Allow SMTP Authentication: No
Require TLS To Offer SMTP authentication: No
DKIM/DomainKeys Signing Enabled: No
DKIM Verification Enabled: No
SPF/SIDF Verification Enabled: No
DMARC Verification Enabled: No
Envelope Sender DNS Verification Enabled: No
Domain Exception Table Enabled: No
Accept untagged bounces: No
Would you like to change the default host access policy? [N]> n
Listener InboundMail created.
Defaults have been set for a Public listener.
Use the listenerconfig->EDIT command to customize the listener.
* KKK Kk
Do you want to use Anti-Spam scanning in the default Incoming Mail policy? [Y]> y
Would you like to enable IronPort Spam Quarantine? [Y]> y
IronPort Anti-Spam configured globally for the IronPort Cl00 appliance. Use the
policyconfig command (CLI) or Mail Policies (GUI) to customize the IronPort
settings for each listener.
IronPort selected for DEFAULT policy
* Kk k ok ok
Do you want to use Anti-Virus scanning in the default Incoming and Outgoing
Mail policies? [Y]> y
1. McAfee Anti-Virus
2. Sophos Anti-Virus
Enter the number of the Anti-Virus engine you would like to use on the default
Incoming and Outgoing Mail policies.
[1> 2
Sophos selected for DEFAULT policy
* Kk Kk Kk Kk
Do you want to enable Outbreak Filters? [Y]> y
Outbreak Filters enabled.
Outbreak Filter alerts are sent when outbreak rules cross the threshold (go above or
back down below),
meaning that new messages of certain types could be quarantined or will no longer be
quarantined, respectively.
Allow the sharing of limited data with SenderBase? [Y]> y
You have successfully configured Outbreak Filters and SenderBase.
* kK KKk
You will now configure system alerts.
Please enter the email address(es) to send alerts.
(Ex: "administrator@example.com")
Separate multiple addresses with commas.
[1> administrator@example.com
Would you like to enable IronPort AutoSupport, which automatically emails
system alerts and weekly status reports directly to IronPort Customer Support?
You will receive a complete copy of each message sent to IronPort.
(Recommended) [Y]> y
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* Kk Kk Kk Kk

You will now configure scheduled reporting.

Please enter the email address(es) to deliver scheduled reports to.
(Leave blank to only archive reports on-box.)

Separate multiple addresses with commas.

[1> administrator@example.com

* Kk k ok ok

You will now configure system time settings.

Please choose your continent:

1. Africa

2. America

11. GMT Offset

[11]1> 2

Please choose your country:
1. Anguilla

47. United States

48. Uruguay

49. Venezuela

50. Virgin Islands (British)
51. Virgin Islands (U.S.)
[1> 47

Please choose your timezone:
1. Alaska Time (Anchorage)

26. Pacific Time (Los_Angeles)

[1> 26

Do you wish to use NTP to set system time? [Y]> y

Please enter the fully qualified hostname or IP address of your NTP server, or
press Enter to use time.ironport.com:

[time.ironport.com] >

KKK KK

Would you like to commit these changes at this time? [Y]> y

Congratulations! System setup is complete.

For advanced configuration, please refer to the User Guide.

URL D 1 LB Y)Y

ZIZTIE. ROCLL vy RIZoOWTEHHLET,

* aggregatorconfig, on page 331

« urllistconfig, on page 332

» webcacheflush, on page 333

* websecurityadvancedconfig, on page 333
* websecurityconfig, on page 337

» websecuritydiagnostics , on page 337

aggregatorconfig

Bk

TFGAT VY ATYRAADT I Y F =B —_eDT RLAZBRELET, ZOF—_—I,
UI4 h&ENFEURL &, Fa—F—07 V) yZ BT ohEzT 7 v ay (., 7ay
7. FTEAR) 227 ) v s Lty R a—F—0iEMaiit UE4,
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ERAE
He® : Z o<y Kt Tcommit] 2AH43ETI,

JGAREE . Zoawy RiE, TRTOYEFT—F (WFRE, T—F, <) Tff
ATxEd,

Ry F avr R Zoavy Ry FRREFH— FLTOEEA,
1

mail.example.com> aggregatorconfig

Choose the operation you want to perform:

- EDIT - Edit aggregator configuration

[1> edit

Edit aggregator address:

[aggregator.organization.com]> org-aggregator.com

Successfully changed aggregator address to : org-aggregator.com

urllistconfig

5 ER
URL 7 4 V2 U o THEREIZ K » CRMI SN2 W URL OFF Y XA MR EEZIFA o FA— L
F9, COVANI, TUNT LAY 74 VEZERICIMERASNET A,

ERAE
W : ZOa< Rt Tcommit] 73BT,

JGAREE . Zoavwy RiE, TRTOY U E—F (WFRE, T—F, =) Tff
ATxEd,

NyF avwr RN Zoavwy NNy FEXREZ PR —FLTHET,
151

> urllistconfig

No URL lists configured.

Choose the operation you want to perform:
NEW - Create a new URL list-

[1> new

Do you want to import a URL list?

[N]>

Enter a name for the URL list

[1> sample

Enter the URL domains that need to be skipped from scanning for URL Filtering.
Enter one URL domain per line and '.' to finish.

cisco.com
ironport.com/*
*.example.com
10.2.4.5/24
[2001:DB8::1]

URL list sample added.
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wehcacheflush

BILL]

ER7AE

1

webcacheflush .

There are currently 4 URL lists configured.

Choose the operation you want to perform:

- NEW - Create a new URL allowed list.

- EDIT - Modify an existing URL allowed list.

- DELETE - Delete an existing URL allowed list.

[1>EDIT

Choose the operation to edit the URL allowed list:

- IMPORT - Import a file into an existing URL allowed list
- EXPORT - Export an existing URL allowed list into a file
- RENAME - Rename an existing URL allowed list

[1>IMPORT

Assign new name to the imported list? (By default, name stored in the
file will be applied to the list)

[N] > Y

Enter name of the list > new_list

Enter filename to import from > URLfile

NOTE: These files will be stored in /pub/configuration

URL list “new list” added.

URL 7 4 VE ) V THRETHA SN F vy v Y22 7T vy alEd, YAID Web bF =
V74— REOWBEIHEHINIAEHELZEFT LZGAIEL. Zoa~vr REEHLET,
W, YA PR — I BIREINTESGARICDOR, Zoav s REFEHLET,

e Zoa<y P Tcommit] ZS4EH Y FHA,
JITALAEBH . Zavw L RlIvyy BE— R CORMEHTX E5,
NyFavwrR:Zoavwy RNy FEXREZPR—-FLTWEETA,

> webcacheflush
Web Security cache has been flushed.

websecurityadvancedconfig

EILL]

WOHOURL 7 4 NE ) T OFEMREEZRELET,
«[URLV> 77 v 7 ®OXA L7~ (URLLookup Timeout) ]: URL THEED KA A 4 D
IP 7 RUARZERT H7-DIZH 05 I,

«[URLFx ¥ v ¥ 2%+ X (URL CacheSize) ]: URL 7 4V Z ) T HERET H-OICMNE
72 URL D%,
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« [DNS/V > 7 7 v 7 DOH5h{l (Disable DNS Lookup) ] : DNS /L v 7 7 v FIX KA A 4%

IP7 RUVRIZHR L, TV A NUEHROBEFITHND R Z TR L ET,

s [AvEBE—VARILTAFX ¥ 95 URL DK (Maximum number of URLS to scan in message

body) ]: Ay E—VARXELIIA v E—VIRFT 7 AV TAF ¥ > &5 URL DK
o

o[ A 44 (Hostname) ]: WebtFx = VU7 4 h—ERADKR M,

o [RAFEY 7 = A D L ZVME (Threshold Value for Outstanding Requests) ] : AL D Y 7

TR RO LEVVHE,

o [P— N —FEHEDORGE (Verify Server Certificate) ]: N A A > O — N—ZEBEZMRGE L

£

o [ PTHERERIME  (Time-to-live Value) 1: 777 A 7V AN URL L E 27— g » H—F

AMBURLDLVE 27— a ralifGLick, URL LE 27— g UiEFy v =Tk
FrENnET, 7740 FOFHEATREREFEIL, URLL 27— a3 U RF v v v a2 NIk
BEnsBHERLET, ZOfIZ, URLLE 27— g0y =Rk T EEXX
noagEENH Y £9,

e [A v E—YHNOURLT ¥ A h LHREFOE X #1%2  (Rewrite URL text and HREF in the

message) | FERICEEIWI DML URLEZ A v E—VRLIIRRT H0, HEEHZ 672
URL # HTML £ vt —3® HREF ICDHFRT HMNERBIRTE £,

e B~ #— (Additional Header) ] : %EIZIG U T, A v bE—VICHAZ L~y X —%

GOET,

* [RPCH—/"—DF 7 4 /)L b1 7 L)L (Default Log Level for RPC Server) ] : RPC #—/3—

DF 7L ad L,

*[URLF¥ ¥ v = D7 74/ ka7 L~yb (Default Log Level for URL Cache) ] : URL ¥ % v

SaDTF T d L,

« [HTTPZ A4 7> DT 7 4/ b a7 L)L (Default Log Level for HTTP Client) ] : HTTP

PIFGAT U NDTF T4 g s L,

Note

NoTNYa—TFT 4 VTOETHA LT U MEEEERTHLELMNEI, AP R— M
SRR TBEASICORZOawy REfHLET,

A LT D ML, URL Ol OB 7 Y 2t 527 70 F — 2 L 0dEHO»
HALOE T,
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1

mans

He® : Zoa<y Kt Tcommit] 2AH43ETI,
JTARER  ZDavy Rii~vyy T— R TOMEATEET,
NyF awrRN: Zoa<wy RNy IFEXREPR—FLTWET,

Ny FERIZHOWTIL, CLIA VT4 2 ~IVTEZB LT EEN,

> websecurityadvancedconfig

Enter URL lookup timeout (includes any DNS lookup time) in seconds:
[15]>

Enter the URL cache size (no. of URLS):

[1215000]1>

Do you want to disable DNS lookups? [N]>

Enter the maximum number of URLs that should be scanned:
[100]>

Enter the Web security service hostname:

[example.com] >

Enter the threshold value for outstanding requests:
[20]>

Do you want to verify server certificate? [Y]>

Enter the default time-to-live value (seconds):

[30]>

Do you want to include additional headers? [N]>

Enter the default debug log level for RPC server:

[Info]l>

Enter the default debug log level for SDS cache:
[Info]l>

Enter the default debug log level for HTTP client:
[Infol>

il : EMEURLDO URL 7 1 LAY VT DERE

RO TIX, websecurityadvancedconfig 2< Y RaAfEH LT, MM URLDURL 7 4 V& U
TEAIMILUET,

maill.example.com> websecurityadvancedconfig

Enter URL lookup timeout (includes any DNS lookup time) in seconds: [5]>

Enter the URL cache size (no. of URLs): [810000]>

Do you want to disable DNS lookups? [N]>

Enter the maximum number of URLs that should be scanned: [100]>

Enter the Web security service hostname: [v2.sds.cisco.com]>

Enter the threshold value for outstanding requests: [50]>

Do you want to verify server certificate? [Y]>

Do you want to enable URL filtering for shortened URLs? [Y]> yes
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For shortened URL support to work, please ensure that ESA is able to connect to the
following domains:

bit.ly, tinyurl.com, ow.ly, tumblr.com, post/ly ...

Enter the default time-to-live value (seconds): [30]>

Do you want to rewrite both the URL text and the href in the message?

Y indicates that the full rewritten URL will appear in the email body.

N indicates that the rewritten URL will only be visible in the href for HTML messages.
[N]>

Do you want to include additional headers? [N]>

Enter the default debug log level for RPC server: [Info]>

Enter the default debug log level for URL cache: [Info]>

Enter the default debug log level for HTTP client: [Info]l>

Bl : AvtE—CDRAT7AILDURLIZHT 52X F ¥ UHIRDERE

R OB TIX, websecurityadvancedconfig 2~ REMFHL T, A vE—VOUMN 77 A VNT
AF ¥ Cx 2% URL O REAEHELET,

maill.example.com> websecurityadvancedconfig

Enter URL lookup timeout (includes any DNS lookup time) in seconds: [5]>

Enter the URL cache size (no. of URLs): [810000]>

Do you want to disable DNS lookups? [N]>

Enter the maximum number of URLs that can be scanned in a message body: [100]>

Enter the maximum number of URLs that can be scanned in the attachments in a message:
[25]>

Enter the Web security service hostname: [v2.sds.cisco.com]>

Enter the threshold value for outstanding requests: [50]>

Do you want to verify server certificate? [Y]>

Do you want to enable URL filtering for shortened URLs? [Y]>

Enter the default time-to-live value (seconds): [30]>

Do you want to rewrite both the URL text and the href in the message?
Y indicates that the full rewritten URL will appear in the email body.
N indicates that the rewritten URL will only be visible in the href for HTML messages.
[N]>

Do you want to include additional headers? [N]>

Enter the default debug log level for RPC server: [Info]>

Enter the default debug log level for URL cache: [Info]>

Enter the default debug log level for HTTP client: [Info]>
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websecurityconfig

£2BA (Description)

URL 7 A WE Vv T OHAHE (URLLVE 27— arBLONURL AT T UHEE) 2REL
F7,

WE . AFPAEEHIIEAE)I T, Cisco TAC 705 Yes [T 5 Z E R INTWARWEY | FEA
EORELZEREINZEZITNo ZEIRL TLZE0,

ER7AE

MeE : 0o~ KX lcommit] NHFETI,

JIGAREE  Zoavwr RiE, TRTOSYE—FR (WTREZ, T—F, <) Tff
ATxEd,

NyFavwr R Zoavy RigXNyFEREZYR—FLTWET, FEICOWTIEL, CLID
A5y ~TEBRLTLLEIY, 20a<wy ROAL Iy ~VFIZT 7| AT BIZ
X, help a2~ REFEHLET,

1

mail.example.com> websecurityconfig

Enable URL Filtering? [N]> y

Do you wish to enable Web Interaction Tracking? [N]> y
Web Interaction Tracking is enabled.

Do you want to add URLs to the allowed list using a URL list? [N]> vy
1. urllistl

2. urllist2

3. No URL list

Enter the number of URL list

11> 1

URL list 'urllistl' added

mail.example.com> websecurityconfig

URL Filtering is enabled.

URL list 'urllistl' used.

System provided certificate used.

Web Interaction Tracking is enabled.

websecuritydiagnostics
B7LL]
URL 7 4 % U o 7 \C BT 5 Bt 2 2 L E 5

ER7AE

MEE : Z0a<y R lcommit] 1IMEH D FH A,
IS AREE . T Da<vy Riivyy T— R TCOMEHATEE9,
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userconfig

B2k

ER7GE

NyF avwrs R Zoavy Ry FELZ SR —FLTWEEA,

mail.example.com> websecuritydiagnostics
Cache Size: 254
Cache Hits: 551
Response Time
Minimum: None
Average: 0.0
Maximum: None
DNS Lookup Time
Minimum: 9.4198775
Average: 10.1786801765
Maximum: 10.544356

ZIZTIE, RO CLL 2~ RIZOWTHIALET,
* userconfig, on page 338
« passphrase F 721 passwd, on page 344
* last, on page 344
» who, on page 345
» whoami, on page 345

A—=P=THT b EAEROTREY — A~DER 2 BB L £,

MeE : oo~ KX lcommit] NHFTI,

JIAFER . ZDa<w L NI TAX E— R TORFEHTEET,
NyFavwr R:Zoavy RNy FELEZSR—FLTWnET,

avv R sEH |

ZEAMIZ DWW TIE, CLIOD

AT ~NTEBRBLTLESY, Z0Oa<wy ROAL 54y ~VAIT 72 RT3

%, help 2~ REEHLES, f:

mail.example.com> userconfig help

Hl:FHLDA—HF—TFTho FOERK
KIZ, Help Desk User 2 —/L &R0 LW 2—%— T 7> FOERKRBI 2~ L ET,

mail.example.com> userconfig
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Users:

1. admin - "Administrator" (admin)

External authentication: Disabled

Choose the operation you want to perform:

- NEW - Create a new account.

- EDIT - Modify an account.

- DELETE - Remove an account.

- POLICY - Change passphrase and account policy settings.

- PASSPHRASE - Change the passphrase for a user.

- ROLE - Create/modify user roles.

- STATUS - Change the account status.

- EXTERNAL - Configure external authentication.

- DLPTRACKING - Configure DLP tracking privileges.

- URLTRACKING - Configure URL tracking privileges.

[1> new

Enter your Passphrase to make changes:

Enter the new username.

[1> helpdesk

Enter the full name for helpdesk.

[1> HELP DESK

Assign a role to "helpdesk":

1. Administrators - Administrators have full access to all settings of the system.
2. Operators - Operators are restricted from creating new user accounts.

3. Read-Only Operators - Read-Only operators may only view settings and status information.
4. Guests - Guest users may only view status information.

5. Technicians - Technician can only manage upgrades and feature keys.

6. Help Desk Users - Help Desk users have access only to ISQ and Message Tracking.
[1]1> 6

Would you like to get a system generated passphrase? [N]>

Enter the passphrase for helpdesk

(1>

Please enter the new passphrase again:
Users:

1. admin - "Administrator" (admin)

2. helpdesk - "HELP DESK" (helpdesk)

External authentication: Disabled

Choose the operation you want to perform:

- NEW - Create a new account.

- EDIT - Modify an account.

- DELETE - Remove an account.

- POLICY - Change passphrase and account policy settings.
- PASSPHRASE - Change the passphrase for a user.

- ROLE - Create/modify user roles.

- STATUS - Change the account status.

- EXTERNAL - Configure external authentication.

- DLPTRACKING - Configure DLP tracking privileges.
- URLTRACKING - Configure URL tracking privileges.
(>

{5 : RADIUS H—/N\—ZNEEFLAICEY LTy T

WIZ, RADIUS #— = 2SRRI E v b7 v 7T 544" LET, RADIUS $—~—%
Ty b7y 7T HICE FA M K- b BROEAARTL—XEA L, BT 0 b=
/W& LT CHAP & PAP D EH L 2T 202 HELET,

mail.example.com> userconfig

Users:
1. admin - "Administrator" (admin)
2. hdesk user - "Helpdesk User" (helpdesk)

External authentication: Disabled
Choose the operation you want to perform:
- NEW - Create a new account.
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- EDIT - Modify an account.

- DELETE - Remove an account.

- POLICY - Change passphrase and account policy settings.
- PASSPHRASE - Change the passphrase for a user.

- ROLE - Create/modify user roles.

- STATUS - Change the account status.

- EXTERNAL - Configure external authentication.

- DLPTRACKING - Configure DLP tracking privileges.

- URLTRACKING - Configure URL tracking privileges.

[]> external

Choose the operation you want to perform:

- SETUP - Set up global settings.

[1> setup

Do you want to enable external authentication? [N]> Y
Please enter the timeout in seconds for how long the external authentication credentials
will be cached. (Enter '0' to disable expiration of
authentication credentials altogether when using one time passphrases.)
[0]> 30

Choose a mechanism to use:

LDAP is unavailable because no LDAP queries of type EXTERNALAUTH are configured
1. RADIUS

11> 1

Configured RADIUS servers:

- No RADIUS servers configured

Choose the operation you want to perform:

- NEW - Add a RADIUS server configuration.

[1> new

Please enter host name or IP address of the RADIUS server:
[1> radius.example.com

Please enter port number of the RADIUS server:

[1812]1>

Please enter the shared passphrase:

>

Please enter the new passphrase again.

>

Please enter timeout in seconds for receiving a valid reply from the server:
[5]1>

1. CHAP

2. PAP

Select authentication type:

[2]1>

Configured RADIUS servers:

Host Port Timeout (s) Auth type
radius.example.com 1812 5 pap

Choose the operation you want to perform:

- NEW - Add a RADIUS server configuration.

- EDIT - Modify a RADIUS server configuration.

- DELETE - Remove a RADIUS server configuration.

- CLEAR - Remove all RADIUS server configurations.

1>

Bl HEDLI—HY— O—)LIcxT 2 - ERDBIADEHEL

/j{@ﬁdfﬂi\ twofactorauth '3‘7 o< F%{iﬁﬁ LT, fﬁﬁ@lb‘qj‘b‘ Ij‘—‘/l/(:;d‘ LT:E?%
AEE AN L ET,

mail.example.com> userconfig
Users:

1. admin - "Administrator" (admin)
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2. hdesk user - "Helpdesk User" (helpdesk)

External authentication: Disabled

Two-Factor Authentication: Disabled

Choose the operation you want to perform:

- NEW - Create a new account.

- EDIT - Modify an account.

- DELETE - Remove an account.

- POLICY - Change passphrase and account policy settings.

- PASSPHRASE - Change the passphrase for a user.

- ROLE - Create/modify user roles.

- STATUS - Change the account status.

- EXTERNAL - Configure external authentication.

- TWOFACTORAUTH - Configure Two-Factor Authentication.

- DLPTRACKING - Configure DLP tracking privileges.

- URLTRACKING - Configure URL tracking privileges.

[1> twofactorauth

Choose the operation you want to perform:

- SETUP - Set up global settings.

- PRIVILEGES - Configure Two-Factor Authentication based on User Role Privileges.
[1> setup

Do you want to enable external authentication? [N]> y

Choose the operation you want to perform:

- NEW - Add a two-factor authentication server configuration.

- EDIT - Modify two-factor authentication server configuration.
- DELETE - Remove a two-factor authentication server configuration.
- CLEAR - Remove all two-factor authentication server configurations.
[1> new

Please enter host name or IP address of the RADIUS server:

[1> radius.example.com

Please enter port number of the RADIUS server:

[1812]1> 1800

Please enter the shared passphrase:
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>

Please enter the new passphrase again.

>

Please enter timeout in seconds for receiving a valid

[5]1> 10
1. CHAP
2. PAP

Select authentication type:

(21> 2

Choose the operation you want to perform:

- SETUP - Set up global settings.

- PRIVILEGES - Configure Two-Factor Authentication

[1> privileges

Role Privileges:

Choose the operation you want to perform:

1.

(1>

Add

1

Select Predefined Roles to allow the privileges

Enter the numbers (comma separated) to add privilege.

(1>

Administrators
Guests

Help Desk Users
Operators

Read-Only Operators

Technicians

1

Role Privileges:

Predefined:

Administrators

Choose the operation you want to perform:

1.

2.

Add

Delete

avv R sEH |

reply from the server:

based on Role Privileges.
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mail.example.com > userconfig

Users:

1. admin - "Administrator" (admin)

External authentication: Disabled

Two-Factor Authentication: Disabled

Choose the operation you want to perform:

- NEW - Create a new account.

- EDIT - Modify an account.

- DELETE - Remove an account.

- POLICY - Change passphrase and account policy settings.

- PASSPHRASE - Change the passphrase for a user.

- ROLE - Create/modify user roles.

- STATUS - Change the account status.

- EXTERNAL - Configure external authentication.

- TWOFACTORAUTH - Configure Two-Factor Authentication.

- DLPTRACKING - Configure DLP tracking privileges.

- URLTRACKING - Configure URL tracking privileges.

[1> external

Choose the operation you want to perform:

- SETUP - Set up global settings.

[1> setup

Do you want to enable external authentication? [N]> y

Please enter the timeout in seconds for how long the external authentication credentials
will be cached.

(Enter '0' to disable expiration of authentication credentials altogether when using one
time passphrases.)

[0]> 10

Choose a mechanism to use:

LDAP is unavailable because no LDAP queries of type EXTERNALAUTH are configured

1. RADIUS
2. SAML
[1]1> 2

Please enter the external group name to map (group names are case-sensitive):

[1> member-of

Assign a role to "member-of":

1. Administrators - Administrators have full access to all settings of the system.
2. Operators - Operators are restricted from creating new user accounts.

3. Read-Only Operators - Read-Only operators may only view settings and status information.
4. Guests - Guest users may only view status information.

5. Technicians - Technician can only manage upgrades and feature keys.

6. Help Desk Users - Help Desk users have access only to ISQ and Message Tracking.
[1]1> 1

Mapping for "member-of" to Administrators created.

Please enter group attribute to be matched in saml attributes:

[[1]1> Group Name

Choose the operation you want to perform:

- SETUP - Set up global settings.

- GROUPS - Configure external group mapping.

[1> groups

There are currently 1 mappings configured.

Choose the operation you want to perform:

- NEW - Create a new mapping.

- EDIT - Edit destination of an existing mapping.

- DELETE - Remove a mapping.

- CLEAR - Clear all mappings.

- PRINT - Display all mappings.

[r>
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. passphrase & 7= (& passwd

passphrase & 7= (& passwd

a8

ER7AE

1

last

B

ER7E

l

\}

NAT V=R KR LET,

MeE : 0o~ KX lcommit] NHLFETI,
JIARER  ZDa~v L Ri TAX T— R TCORMEHTEF T,

Note

passwd v RiE, vV E—RLMMEHTERWS AN 2a—F =3 EHTE 5L 51275
T2ODORHI T, FARN 2—HF =R TRAXHNO~ > ECTpasswd 2~ REFETTH L,
BERA v —VEERENT, 2= —DF— REEREPICT T AL LYULOT—ZIZH L
THEIEMTONE T, thoT R TO2—F—Zxf L TL, Eito (hoklREsns a7 4
Xal—raryavry NERLD) BIERTORLET,

NyF avws/ R Zoavwy IRy FELSEZSPR—FLTOERA,

mail3.example.com> passphrase
0ld passphrase: your old passphrase

New passphrase: your new passphrase

Retype new passphrase: your new passphrase
passphrase changed.

last 2~ Rit, VAT AR /A v Lira—Y—%2F R LET, T 74/ KT, VA

TAHIZRTA L L TNDTRTOZ—YF—%2FKRLET,

MeE : Zoa<y N Tcommit] 1IMEHY A,
USAREE . pavy NIviy BE— R TORMFHTXET,
NyFawrR: Zoa<wy RNy ITFEXREZYR—FLTHEREA,

elroy.run> last
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who

L

anh

ER7AE

1

whoami

B L]

ER7E

who .

Username Remote Host Login Time Logout Time Total Time
admin 10.251.23.186 Thu Sep 01 09:14 still logged in 1h 5m
admin 10.251.23.186 Wed Aug 31 14:00 Wed Aug 31 14:01 1m
admin 10.251.16.231 Wed Aug 31 13:36 Wed Aug 31 13:37 Om
admin 10.251.23.186 Wed Aug 31 13:34 Wed Aug 31 13:35 Om
admin 10.251.23.142 Wed Aug 31 11:26 Wed Aug 31 11:38 1lm
admin 10.251.23.142 Wed Aug 31 11:05 Wed Aug 31 11:09 4m
admin 10.251.23.142 Wed Aug 31 10:52 Wed Aug 31 10:53 1m
admin 10.251.60.37 Tue Aug 30 01:45 Tue Aug 30 02:17 32m
admin 10.251.16.231 Mon Aug 29 10:29 Mon Aug 29 10:41 1lm
shutdown Thu Aug 25 22:20

who 2~ Ni&, CLINOG Y AT AIZr A LIcT R TOa—F— s A Uk, 714 F
N, B2 —F =R /A L7z E—F KRR M —ERRLET,

feE  Zoa<r R lcommit] IZMNEHD FH A,

JIARER  ZDa<vy Riiv Yy B R TORMEATEET, IHIT, Z0avwr Nign
TAVERARN (=P —Rar A Lizvyy) TORMEFATEET, Zoa~vy R+
HIZiE, =B T7 AN AT AT I EATEXALERLY £97,

NYyFaAIVF: Zoaxy Ry FELEZSR—-FLTHWERA,

mail3.example.com> who
Username Login Time Idle Time Remote Host What

admin 03:27PM Os 10.1.3.201 cli

whoami =~ > FNi%, Hiffn /A L TWba—HF—Da—HF—LBIRKL L, =2—F—R
BLTWAIIL—T5R R LET,

W : Zoa< Kt lcommit] DSMLET,

JIARER  Zpa<wr NI, TRTOY U ET—R (WTRE, T—TF, <) T
HATx%,

NyF aw s F:Zoavwy RNy FERXRELZ P R—FLTWWERA,

CiscoE A —)L X2 )T 4 7TS5A4A 72 AMIT Async0S13.04CLI ) 77 LU RAHA K (AVTFUREA) .



B »

l

RE7ITS

loadlicense

At B

ER7GE

1
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mail3.example.com> whoami

Username: admin

Full Name: Administrator

Groups: admin, operators, config, log, guest

AT ADEE

* loadlicense, on page 346
» showlicense , on page 347

AT T IF3A TV ADXML 74 B REu—RLET, 77/ Ahbr—RKT5h at—
TV RR=ARNTXET, FHMIZOVTIL, [Cisco Content Security Virtual ApplianceInstallation
Guide] #ZML T 7ESV, ZO R¥ = X M,

http://www.cisco.com/c/en/us/support/security/email-security-appliance/products-installation-guides-list. html

MOAFTEET,
Zoawy NI, BHE RTINSV HRE RO —F—MEH T E7,

HeE : 0o~ R lcommit] (TM4EHY FH A,

JIARZEH  ZDavw s RiZ<wy B — R TORMEATEET, EHIC, Z0a<wr Fignm
TAL U HRAN (—HF—RNu s A Lirviy) TORMEHTEET,

NyF avw R Zoavy MRy FEXRESR—FLTHERA,

mail.example.com> loadlicense

1 Paste via CLI

2 Load from file

How would you like to load a license file?
11> 2

Enter the name of the file in /configurations to import:
[1> <filename>

TERMS AND CONDITIONS OF USE

<Terms and conditions>

Do you accept the above license agreement?
[1> vy

The license agreement was accepted.

The following feature key have been added:
<feature keys>

TT—RN— RV 2T DOREIADRRIINDIZLLHY £,
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I av R SEH
showlicense .

showlicense

Bl
BUEDIIRT 77 A T o AT A B AT 2ERER T LET, MOV TIL, featurekey
avy R+ 5L 000 9,

Zoavwy N BHEE LTIV HREF O —F—MEHTE ET,

ERAE
feE : Zoa< 2 R Tlcommit] TMEHD FHA,
JIABER . Z0avy REv vy E— R TCORMEFATEET, EHIT, Z0avr NEe
JA Y ERAN (=P =RursA(Livwyy) TORMEATEET,
NyF avwr R Zoavwy RNy FEXEZSFR—FLTHET,

Ny FRRK

D a<wy KOS : showlicense

1

mail.example.com> showlicense
company: Example Inc.

org: Widget Division

unit: Portland Data Center

seats: 1000

city: Portland

state: Oregon

country: US

email: mailadmin@example.com
begin date: Tue Dec 6 17:45:19 2011
end date: Mon Sep 1 17:45:19 2014
vln: ABC-123423123

serial: 1003385

M ETHER
ZZTIE, RO CLI =< RIZHOWTEBH L E9,

« geolocationupdate (348 ~—13)

« geolocationstatus (348 ~X—3)
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. geolocationupdate

geolocationupdate

aBA
OB Y A N 2 FHICES L ET,

ERAE

FEE : 2Dz~ N2 lcommit] 1ZMEH D FHA,
HSRAAEE . —pa<wy RiEvyy T— RCOMERATE 7,

NyFAYVE : Zoavy Ay FEREFR—F L TWET, FEMICOW TR, nelp
generalconfig A~¥ Y REANNL T, £ T4 ~NVTEBZRLTITEIN,

l

mail3.example.com> geolocationupdate

Requesting update of Geo Countries List.

geolocationstatus

&t BA
HIFRATEE R Y A NOBIEDONN—V 3 UIRFEREINET,
ERARGE
HE : Zoa~r RiZ Tcommit) 1 Z4EH D FHA,
DZARIEER . ZOoav s NE~vvy E— R COMEHTEET,
NyF AIVE : ZOavy FERNy FEREzYR—F LTI A,

1

mail3.example.com> geolocationstatus
Component Version Last Updated

Geo Countries List 1.0.48 26 Feb 2017 04:22 (GMT +00:00)

7 754 7 > R & Cisco Threat Response & D&

ZZTHL KO CLL 3wy FIeoh Tl LT,

» threatresponseconfig (349 ~X—1)
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threatresponseconfig .

« cloudserviceconfig (350 ~X—2)

threatresponseconfig
A (349 N—)
A (349 X—2)

« Wl : 777 AT AD Cisco Threat Response DA (349 ~=—)

Wl . T ST AT ADE D Cisco Threat Response DL (349 ~=—)

58

threatresponseconfig I ¥ RiZwk o B Eﬁf{%ﬁﬁ Liﬁ—o
« 77 Z 47T AD Cisco Threat Response & HZhZ L £9,

« 77T A7 A5 Cisco Threat Response % NI L £ 7,

ERAE
BEE : 2o~ 2 NiE Tcommit) 24 TT,
VDSRREER . Zoa~v NEIvy v E— R TOHMEMTEET,
NyF AT R Zoavy RNy FERESR—FLTHET,

B . 7754 7> XD Cisco Threat Response DA X1t
IROBITIL, threatresponseconfig 2~ RZMH LT, 777 A 7 A®D Cisco Threat Response
EAMCLET,
maill.example.com> threatresponseconfig

Choose the operation you want to perform:
- ENABLE - To enable the Cisco Threat Response feature on your appliance.
[1> enable

The Cisco Threat Response feature is currently enabled on your appliance.
Use the cloudserviceconfig command to register your appliance with the
Cisco Threat Response portal.

maill.example.com> commit

Please enter some comments describing your changes: []>
Changes committed: Mon Nov 19 10:04:35 2018 GMT

B . 7 TS 47 A 5D Cisco Threat Response D E A 1L

/k@{ﬁljfﬂi\ threatresponseconfig I ¥ I\%ﬂ%)ﬂ LT, 7703/]) T A/ Cisco Threat
Response % #5312 L £,

maill.example.com> threatresponseconfig
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Choose the operation you want to perform:
-DISABLE - To disable the Cisco Threat Response feature on your appliance.
[1> disable

The Cisco Threat Response feature is currently disabled on your appliance.
maill.example.com> commit

Please enter some comments describing your changes: []>
Changes committed: Mon Nov 19 10:04:35 2018 GMT

cloudserviceconfig

Bk

ER7E

B (350 <)
B (350 <—)

f : Cisco Threat Response |27 77 A 7 A% gk (350 ~—2)

5l . 77" A 7 . A% Cisco Threat Response (ZH&ft 95 728 @ Cisco Threat Response H—
N—=DFR (351 X—2)

« ] : Cisco Threat Response 7> D7 7T A 7 2 ADXREMERR (351 ~—)

cloudserviceconfig A~ K3k B E/J/C{%ﬂ% Liﬁ‘o
» Cisco Threat Response T7 77 A 7 A &% 8k L £ 7,
« Cisco Threat Response 7257 77 4 7 A& B EMFER L E T,

« 77747 A% Cisco Threat Response |24/t % 72 % @ Cisco Threat Response H—/3—
IEIRL £ T,

fEE : 2o~y NiZ Tcommit] ZIMEH D FHA,
PDSARREER . Zoa~v N~y E—= R CTOMEHATEET,
NYF ATV R Zoa<vy Ry FERSEVFR—FLTWET,

{5l : Cisco Threat Response [Z7 754 7 > R & &%k

ROBFITIL, cloudserviceconfig 1~ RAMH LT, 777 A 7 A% Cisco Threat Response
THRETEET,

maill.example.com> cloudserviceconfig
Choose the operation you want to perform:
-REGISTER - To register the appliance with the Cisco Threat Response portal.

Enter a registration token key to register your appliance with the Cisco Threat Response
portal.
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5l - 7754 7 > X% Cisco Threat Response |29 % =6 ® Cisco Threat Response H—/\—DER .

[1> de7c55f3ff0absdfsfd4a25aae94dfb064642

The appliance registration is in progress.

5] : 7 754 7 > R % Cisco Threat Response [Z 1%t 9 5 1= $H D Cisco Threat Response H—

IN—DFEIR

WROH| T, cloudserviceconfig A< FEHEHALT, 77747 A% Cisco Threat Response
BT D 72 DI H e Cisco Threat Response Hh—/3— & 83841 L £ 77,

maill.example.com> cloudserviceconfig

Choose the operation you want to perform:

-SETTRS - Set the Threat Response Server to connect to the Cisco Threat Response portal.
[1> settrs

Available list of Threat Response Servers:

1. AMERICAS (api-sse.cisco.com)
2. EUROPE (api.eu.sse.itd.cisco.com)

Enter threat response server to connect to the Cisco Threat Response portal.:
[1> 2

Selected threat response server is api.eu.sse.itd.cisco.com.

Make sure you run "commit" to make these changes active.

maill.example.com> commit

Please enter some comments describing your changes:

[1>
Changes committed: Mon Jum 19 10:04:35 2019 GMT

{5 : Cisco Threat Response D> MD7 TS5 4 7 > A D& xR

BFA—IL

ROBITIX, cloudserviceconfig 2 ¥ > K& L T, Cisco Threat Response 257 77 A7
VADRGRE R L E T,

maill.example.com> cloudserviceconfig

The appliance is successfully registered with the Cisco Threat Response portal.
Choose the operation you want to perform:

-DEREGISTER - To deregister the appliance from the Cisco Threat Response portal.
Do you want to deregister your appliance from the Cisco Threat Response portal?

If you deregister, you will not be able to access the Cloud Service features. [N]> yes

The appliance deregistration is in progress.

45— k9 = A T Safe Print 3% 7 Z & 5K

T+ A —/V7— 7 = A T Safe Print X E AT D 121%, scanconfig > safeprint 7 2~
Y FaeffLES,
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safeprint

B

ER7E

1

avy R sEH |

Bl (352 X—2)
< fERDTE (352 =)

o il (352 ~2—3)

safeprint YT a<v s R, EFA =T — NV = A T SafePrint iX & A AERLT D72 DI L
=7,

fEE : ZOa~2 N Tcommit] DSMLEETY,

PDIRBZER: Z0a~v U FNE, 3 XTOVIrE—RF (U I7RF, =7 v ) T
HTEE7,

NyFAIVEK: Zoavy Ay FERE IR —F L TWET, FEMRICO VT,
scanconfig safeprint = ANT) L <, 4274 \/’\11/7075_’7231%7\ LT < fiéb\o

ROF) T, safeprint Y7 a<w RafEH LT, BFA — )L — K7 = A T Safe Print §
R CE £,

mail.example.com> scanconfig

%

R
i

Choose the operation you want to perform:

- NEW - Add a new entry.

- DELETE - Remove an entry.

- SETUP - Configure scanning behavior.

- IMPORT - Load mappings from a file.

- EXPORT - Save mappings to a file.

- PRINT - Display the list.

- CLEAR - Remove all entries.

- SMIME - Configure S/MIME unpacking.

- SAFEPRINT - Configure safeprint settings.

[1> safeprint

Enter the maximum attachment size that can safe-print.

[5242880]> 2

Enter the maximum number of pages that you can safe print in an attachment.

[10]> 5

Do you want to use the recommended image quality value to safe print an attachment? [Y]>
yes

Do you want to modify the file types selected to safe print an attachment?

[N]> no

Choose the operation you want to perform:

- NEW - Add a new entry.

- DELETE - Remove an entry.

- SETUP - Configure scanning behavior.
- IMPORT - Load mappings from a file.
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EXPORT - Save mappings to a file.

PRINT - Display the list.

CLEAR - Remove all entries.

SMIME - Configure S/MIME unpacking.
SAFEPRINT - Configure safeprint settings.

[r>

Mail.examle.com> commit

Please enter some comments describing your changes:

(>

Do you want to save the current configuration for rollback?
[Y]> Changes committed: Thu Jul 18 14:24:53 2019 GMT

TJ7A4ILiNny S al) R FDER

filehashlistconfig 2~ Rif, WO BHITHA L EI,

e FR—=FENTND T 7 ANy ad A7 (MD5 7215 SHA-256) OWTNND T 7
ANy 2 R EERLET,

HEEDT 7 A NNy 2l BT AR 7 7 AN EGATEA v =V L TCT 7 a
EEITTHEINCa T U T AN ERETDHIODT 7 ANy 2 A NEER L
i‘g—o
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maill.example.com> filehashlistconfig
No file hash lists configured.

Choose the operation you want to perform:
- NEW - Create a new file hash list.
[1> new

Enter a name for the file hash list:
> test file hash list

Enter a description for the file hash list:
> Test File Hash List

Enter the type of the file hash list:
1. MD5 checksum(s) only

2. SHA256 checksum(s) only

3. All of the above

Enter the type of the file hash list:
[3]1> 2

Enter a list of file hashes separated by commas:
(e.g.: 753710fda3dc815e26c£7d2094d417aab6426b38b99f14e9dd53129e37506e45)
> 753710fda3dc815e26c£7d2094d417aab6426b380b99f14e9dd53129e37506e45

File hash list "myhashlist" added.

Choose the operation you want to perform:

- NEW - Create a new file hash list.

- EDIT - Edit an existing file hash list.

- DELETE - Remove a file hash list.

- PRINT - Display the contents of a file hash list.
[1>

maill.example.com> commit

Please enter some comments describing your changes:
[1> Changes committed

Do you want to save the current configuration for rollback? [Y]>

Changes committed: Fri Mar 12 13:57:52 2021 GMT
maill.example.com>
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