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R2:[779 T LAY 7473 (Outbreak Filters) ] * A > R—

Outbreak Filters

Outbreak Filters Overview

Global Status: | Enabled
fdaptive Rules: | Enabled
Maximum Message Size to Scan: | 512K

Receive Emailed Alerts: | No

Edit Global Settings...

Dutbreak Filter Rules
Rule Updates

Rule Type Last Updats Current Yersion
CASE Core Filss Never Updated 3.1.0-012
CASE Utilities Never Updated 3.1.0-012

Wirus Outhresk Rules Mever Updated 20050718_000000

Outhreak Filter Rules (higher number indicates greater risk. 1= lowest threat, 5= highest threat)

We are seeing unusual volume for file extension(s) pif. We are raising the Threat Level to 3. We
wil...

3 OUTBREAK_0003427 |

We are sesing unusual volume for file extension(s) exe. We are raising the Threat Level to 3.

3 OUTBREAK_0003428 we wil...
R cUTBREAK_a0n342s | W2 are seeing unusual velume for file extension(s) zip(exe), zipietexe), We are raising the
5 QUTEREAK_0opasap | V8 are seeing suspicious url(s) propaqsting through multiple sources, We are raising the Threat

Leve...
3 OUTBREAK (003431 X\;E are seeing suspicious url{s) propagating through multiple sources, We are raising the Threat

Rules last updated: wed May 25 22:36:12 2011

Update Rules Mow Clear Current Rules

[7D N7 v A2 7 /0% (Outbreak Filters) | ~—IZIE, [TV M T LA 27 7 42 OWBE
(Outbreak Filters Overview) | EBIED [TV M7 LA 7 7 4 )L Z DJL—/L (Outbreak Filter
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[TV N7 VLA 27 4% D/NL—/b (Outbreak Filter Rules) | &7 v 3 Zif, a2 R—F
Y Oy VAKREZET TRV DU ET) OEFT v 7T — ORI, B B X
ONRN—=T gD ARE, BEL~NVERLIZT O NT LA T T40H L—LDY A RPIRE
ET,

. TOLITLAY T14L%



| 7o9roL1s 2404

7orTL1s 2o nanva—snaEows ]

T RTUA T = DFHMNIHOWTIL, TUNT LAY 740 —b (18X—V) %
ZIRLTLTEEN,

ESPERENS

T I RNT VLAY T4 NEDTa— N)LEREOHRK (15 2—)
T RNTVLAY T4 NH L—)b (18 X—7)

T URNT LAY TANEEREEA—LRY — (19 X—)
T URNTVAT TANIERELET U N7 LA ZIREE (24 =X—2)

TOLITLAY T4L307O—/NLEREDER

ATy T

ATy T2
ATvT3

ATv74

\}

FIE

[E¥=VUF ¢ H—E R (Security Services) ]>[7 7 b7 LA 2 7 4 /L% (Outbreak Filters) ]
270y LET,

[/ b — VR E &t (Edit Global Settings) %27 U v 27 L£9,

BRINCT, REETLET,

T I NRNT VAT T4 NEETa—r LA F—T NI LET,
T ETT AT N—NVDAXy v HA T —T VI LET,

CAFX X UFT DT FANDRRYA R ZRELET (P XA FTANTLZLITHEER
LTLEEEWY)

T ONITVAY TAUNEDT T— e F—T NI LET,
*Web (L ¥T707ary booXr T HAX—TNMILET, Webf XT3 ar FTv
F T ESBLTLEEN,

EHzZEEL, RFLET,

RDBRY

Z OFEEEIL. outbreakconfig CLI =~ > RiZ X > CHAEHAIHE T ( [CLI Reference Guide for
AsyncOS for Cisco Email Security Appliances] #Z M) , ZHZMx 76, FELTHEELET,

G¥)

WebA v X —T =2 A AZEH L TCURLOBX L T E2 A R—TNICTHI LT TEEHT A, CLI
ZHEHALTURL ORX 7 %A RX—TMITHFEICOWTIE, URLOuF > 7 L URL O
Avt—Y NI X OFMOFENME (17 X—) EBRRLTIE I,

ESPEDEYS]
T URNTVUA Y T4 MVEEBEOH ML (16 =X—2)

TYRTLAY T40NE .“


b_ESA_Admin_Guide_12_5_chapter17.pdf#nameddest=unique_723
b_ESA_Admin_Guide_12_5_chapter17.pdf#nameddest=unique_723

TY9RTLAY T404 |

B o010 sonsanmeoame

s T HTT 4T =DM (16 X—)
T RNTULA Y T4NEDT T— DAL (16 2—)

cURLOBFX L7 L URLDA vt — b T wF o ZOFEMOFERE (17 2—)
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17—/ VLR E  (Outbreak Filters Global Settings) |<— D [TV N7 LA 7 7 4 VH ZHENTT
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Adaptive Rules) | DFIZH DR v 7 A% A2 LT, X (Submit) 1227V v 7 LET,

TIORILAY J4L3DT7 53— FOEIE

[7Z— K A=)V (EmailedAlerts) 1 &9 T_XAD WAy 7 A&2F NI LT, 7TV T
A0 TANEEEDT F— oA X—TMILET, TUNT VLAY T4 NEDEF A=V
TI—hDA =T NbIE, BIZTF— o P B A X —T ML, T NI LAY 74
NAZET AT 7= MR EEEIND L HICTHEOOLOTT, EFEFEINDHT 7— B IO
BHRDOEF A= T RUADIREX, [7T7— b (Alerts) 1 X—T D [ AT LEH (System
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URLOOEL T E URLD A v E—2 kS vk romoant [

IZOWTIE, 77—k, SNMP b7 v 7' BIOT U NI LA T 74007 (28X—) &5
LTI,

URLOOFL T EURLD A vE—2 bS5y F U T OFBOEMIE
URL DR 7 DR 7L, A vE—Y b7 v % 7OFMO Z O @ROFRT, 77
b R TEIZI o TWET, ZHUTE, ROA R hoa ZBEgEnEd,

s Ay BE—UHNOREDURL AT T YN URL AT IV 74 0HE—E LTz

Ay E—VHNOEEDURLDL Y 27— g Aa7NURL L E 27—y a3y 7 4/b
HE—E LTz

T I NTULA Y TANFITEHSTAYyE—NORED URL NEXHZ HiL7-

INHDOAXRY b TIEEEHCT HIZIE, a~vr RIA A —7=A A (CLI) T
outbreakconfig =~ > R&MH L £,

ESPERENS

« 5 : outbreakconfig =~ > RZMHH L CURL DX 72/ d25 (17 =)
T RT LAY TAANE —LOER (18 <—)
« B : outbreakconfig =~ > KZ&fH L CURL DuxX> 72102425 (17 5—)

5l : outbreakconfig ¥ > FZFERALTURLORAX VT EHHIZT S
IZ. outbreakconfig =~ RZHEA L CURL DX 7% A 2 —T7 M T B0 Z2 R LET,

mail.example.com> outbreakconfig

Outbreak Filters: Enabled

Choose the operation you want to perform:

- SETUP - Change Outbreak Filters settings.
[1> setup

Outbreak Filters: Enabled

Would you like to use Outbreak Filters? [Y]>
Outbreak Filters enabled.

Outbreak Filter alerts are sent when outbreak rules cross the threshold (go above or
back down below), meaning that new messages of

certain types could be quarantined or will no longer be quarantined, respectively.
Would you like to receive Outbreak Filter alerts? [N]>

What is the largest size message Outbreak Filters should scan?

[524288]>

Do you want to use adaptive rules to compute the threat level of messages? [Y]>

Logging of URLs is currently disabled.

I 7orIL4o 74045 IR
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Do you wish to enable logging of URL's? [N]> Y
Logging of URLs has been enabled.

The Outbreak Filters feature is now globally enabled on the system. You must use the
'policyconfig' command in the CLI or the Email

Security Manager in the GUI to enable Outbreak Filters for the desired Incoming and
Outgoing Mail Policies.

Choose the operation you want to perform:
- SETUP - Change Outbreak Filters settings.

(1>

ToORILAY T4IL3 )L—)L

T N7 VA2 )L—/iE, Cisco Security Intelligence Operations 2> HRITINE T, 77747
VATHLWT Y R TUA T =N E S Tl T oy I B U e—RLET, Z0D
Ty 77— MREAERETEET, FMIONWTL, Ty 77— RFRBLOT v 77— a X
Vo — RFL7200—NREZSZHLTIIZEN,

ESPEDEYS]
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D (DFEV, BEHO YA NVAEDOUESN 7 7 AN ZATRBIETIET VFUANA YT v T =
TOT v 7T —MIEENTWD, LI TTICBETIE R 2> TWb, £HIXZOM D
BA) RNV 9, ZoHEIE. IRODORMEEZFFOA vE—UEIREEL TR LT
b FEHA,

(V= %59<T v 77—k (UpdateRulesNow) 127V v 7352 LICK-T, vAadD
T T T = =\ Ty T = NEINET U RN T LA I NV EFETHX A — KT
xFET,

GE)

(W= n%E59 T v 77—k (Update Rules Now) | ARH Nk, 77 T4 T LV ADBHFDOT &
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BEMZ 57200 CTT, v RAaDT v 7T — M= NCHAARERT v 77— B3R WGE, T
TIALTVAFIZORE BTV 7T HETT U NI LA p—LEF D a— RLEHE
oo
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TORNTUAT T4 NVHERROBREICIE, A=AV R —TLICRETEDLHLONRH Y £9°,
TURNTVUAT ToNEERRIL, T I7AT UV ATA—IV R =T824 F—T7 NV F 2T
TAE=TMITEET, A—NVRI—T8I1Z, FFEDT7 7 ANMERTBLORAS &7
URNT LA T4 H R @@fiﬁl%ﬁ?%fﬁiﬁ—o Z OFREIL. policyconfig CLI 2~ > K
WX > THMAAHRETY ( [CLIReference Guide for AsyncOS for Cisco Email Security Appliances]]
=B

\)

GE) T NTvAT T4 NERERENIET A N AVED BB & A% v > 572912, Anti-Spam £ 7213
Intelligent Multi-Scan A X ¥ %7 774 7 LV AT 0B —rUIA F—T )T HRERH Y F
ﬂ—o

RFEDA— NV R —IZxT DTV RNT LA 74 VEERORELERTHITE, BHT
éﬁU&P‘[7?F7V4774w5(&mmmme]ﬁ@)/ﬁ%ﬁ)/ﬁbiT

FEDA =N RY =T LTCT YV RT LA 7 T4 NFERREA R—T ML, DAZ~A
AFTBIZE [TV NT VAT T 4N EEFINIT D GREE AKX ~<AX) (EnableOutbreak
Filtering (Customize Settings)) | Z &R L £ 7,
A= RY =T LTIRDT U N T AT T 4 VEREETELTEET,
o R R L~
o fic R PR BECR A7 ST
« T AN AVEDE A 2 — T & REEE NI BRI ELE
cNANAFT LT 7 ANALRSDZ AT
Ay E—VEEOLE WA
cHABLTXARNBIOT T N7 LA 7 4 V2445 (Sthreat verdict, $threat category.,
$threat type, S$threat description, 33 & OF Sthreat level 72 &) ZfEH L T4~y X — %%
BLET,
c RDEF A=)~y X —Z IR E T,

* X-IronPort-Outbreak-Status
* X-IronPort-Outbreak-Description

TYRTLAY T40NE .“


b_ESA_Admin_Guide_12_5_chapter35.pdf#nameddest=unique_616
b_ESA_Admin_Guide_12_5_chapter35.pdf#nameddest=unique_616

TY9RTLAY T404 |
B s croLsnpoz:

cEA— N X2 YT 4 77747 AETIX Exchange — 372 EORESEEIT A vE—

CEFRELET,

«URL FHxH#ix

« G DREFEEH
[T NTVLA T T4 NEETNT D (T 74V EDA—LKRY —RELMKK)  (Enable
Outbreak Filtering (Inherit Default mail policy settings)) ] ZIR LT, T 74/ FDA—/L R
VOV TERINTWET U NI LA T4 NVEFEEEERLET, T 74/~ A—)1
RV =TT U RNT LA 7 4 VIR A X —T M LTV AHEIT, ZOMTRTDOA—
NWRY = IAAZA X LIRWRV[E LT Y N T v A7 74NV ZEEXEHLETS,

RECEBE LD, ERZHELET,

ESPEREYS
s fREEL~ LD L WVEORE (20 X—)
o I KPBREELREE (20 X—2)
e 77 ANYEEFZ A T DONRA N (21 2—)
c AvE—UEHE (21 =)

fREEL RNILD L EVVMEDERE
YR RNPBT T N LA 7 OIS 5 [REET 2 &3 L~ (Quarantine Threat Level) ]

LEWEZER L ET, BHFEDNSWIZERBESN D A v =132 <20 0 BFPRIWIE
CRRBES LD A v =3 R0 £7, v Aad, 774/ MED 3 2 H#E L E9,

FEHZ OV, FREEEE L~ LD LEVEREN A K74 (9X—) 2R L T
LA

R KNIREE R
A —YNT U NT LA VRBEC ) TICHEE SRR EZRRELET, VAL AEORMS
TrANEGUAREOD DA v =Y, BIXOT 4 v 7o~y =7 )77 B0,
DB EGLAREOSH 2 A vE—UIxt L TR DR 2 E CE £3, FEV 1AM
DBEBOYETX, A v — U ZREHEINETICHEIRFICEUE 7 5 12 [FREEC BT I A >
t—U%3%ELET (Deliver messages without adding them to quarantine) | = v 7R v 7 A%
T LET,

\}

GE) AV —T[RAvE—VDOEE (MessageModification) %A Rr—7 /W LRWREY | FET AL
AMEDE B Z RBECE A,

CASElL, A vbB— BB L~ NEEI) Y TH L T IR REE 2 HEE L CEd, EXA—
N X2 T4 TFIAT AL, BEE A TNk DR R REER IR 282 72 W R Y
CASE LT 2 GO S O], Rt D A v E— V2R LET,
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PR EX PV |

T7AIHERF R A TDINAINR

BEDT 7 ANEA T ENRANRZATEEICRY V—E2EETEET, XA RNRENTEZT 7 A
NEETFIZ, CASEIZE DA v =V DB L~V OEENSERASNET, 727 L., Bt
T A M TBEYDDBEBFA =N X2 T 4 AT T4 OB T E T,

7 7 A MIEET A RAT DT, [’ 7 7 A VD AX ¥ DA /XA (Bypass Attachment
Scanning) 1 %7 U > 27 L, 77 A NIRRT ZEBRETIIASTI LT, HEETFZEMN (Add

Extension) &7 U v 27 LEF, AsyncOS L, [/ XA /XA T 57 7 A WILIET- (File Extensions

to Bypass) | U A NIRRT A4 T2 KR LET,

INANRZAENDILTEF OV A S BIEF ZHIERT 5121, [N 32T 57 7 A VLT (File
Extensions to Bypass) ] U A FDILIR OO I IFH T A 2227V v 7 LET,

ESPEDEYS]
c T ANYEIET-DNRANRZ c avTF T ANDEAL T (21 =)

T7AIALEFDINANR : AVTF T7AILDEAT

AyE—UKE

T 7 ANMERTHNRA NRATEEAE, arT T 77 ANVHND T 7 AV (Fo & Z1E zip N D .doc
T7AN) bAANATLHIERF DY A MIEENTWIUE, A RS ET, 72& 23,
A NRRFTBIIEADOY A M doc ZBMLIZGEEIE, 2T 774 MIZEENTWVD G
DHLEDT, TXTD doc 7 7 A NV ARA RZEINET,

TIITATVANT 4 v T ORITEIIYNVT =7 Web A b~D VY 77 EIET AL
AMEDEBBDA v —VEAX ¥ T LG, [A vy E—YDER (Message Modification) |
BAFR—T NV LET,

A=Y DB LI HSN T, AsyncOS (FA v E—T AR L, §XTO URL 2 EX
ez T, AvE—U00 Web YA FZBZOETHE CiscoWebEXx =T 4 7T aft
MLTZEHELZ VXAV NTHIENTEET, 7774 T RTA v E—VICREBEFHE
BIMLT, 2—FIA v E—VORNENED LW, FTREIARETHDLZ E28ETHZLHT
%i‘j‘o

HETANAMEDBHEA v —V Z BT 572010, A v —VBRE2 A 32— T T T HHEN
b ET,

FSpEREYS
c A=V EREOEB LIV (22 =)
c Ave—Vols 22°-)
T I RNTVUAY TANKEDETA—IL ~ H— (22 2—)
c RFRFESE A — /L TRA N (23 ~2—Y)
cURL EXMIBILORAAL DA 8 (23 X—2)
BB DORTFEH (24 X—Y)
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B ~oe—czEomLAL

AytE—CEBOEHELAIL

IytE—SnDHg

\}

URARNND [AvB—YDEFE - L~/ (Message Modification Threat Level) ] ® L &\ Vi
ERIRLET, ZOREF, CASEIZL > TRINDBHL IESNT, AvEe—VEE
BT DOMNEIMERELET, HFEWNIWFEERIND A vE—TIFEL R0 BHFERK
EWEEEEIND A v =T R ET, YA, 774/ MED 3 ZHELEL £
D

EEINTEY 7 2 BULIETANAEDERA v = THL~Ny X —DTF A NEEET L
L, A=PICA v =V P REDTDITER SN LB TEET, WAZLTFAME
T RNT AT 74 VEEH ($threat7verdict\ Sthreat category. $threat type.

Sthreat description, 3LUN Sthreat level 72 &) OWTNNETILM G %, b~y F—D
BIE7IT%ICBMLET, BEEHEATDITIE., [BEOF A (Insert Variables) | %27V v 7

L, ZEDOY A IMOHEBRLET,

[#A v E— D4 (Message Subject) | 7 4 —/L R TlX, ZHIFEHESNLERA, 207 41—
NVRICATNILIETFA NDOBRAELITANCAN—REMNTAHZ LT, ZV VT ALDRAyE—T
b, BINTHFANESITHZENTEET BIMT XA NE2A4Y PFLO44 ORNZIEMN
T LG EITEBMT XA SO, AV PFTIVOHEL D% AITENT 2581387 F A FO% A5
ICAR—=ZZBMLET) , 72& 21E., [MODIFIED FOR PROTECTION] & W) T F A MNa AU )
VO ORNENT 5551, ZOBAITEFED A_—2&BNL £,

GE)

[A v E—Y D4 (Message Subject) 17 4 —/L R Cl, US-ASCI X772 &2 iHCTE 9,

FTIbTLAY TA4ILEADEFA—ILAYE—

WD~y B —% A yE—VIBINTEET,

T4+—< v k 451 T ay

(Format)

ANy B—

XiaROQuhel&15| x-TronPort-Outbreak-Status:
Sthreat verdict, level

Sthreat level,

X-TronPort-Outbreak-Status:
level 4, Phish

- Password

cFRTOA v — U TH
(Enable for all messages)
cFETANAET T R T LAY
TOHA%) (Enable only for
non-viral outbreak)
« M%) (Disable)

Yes,

Sthreat category -
Sthreat type

X-IronPort-Outbreak-

XioRbelDwfin| x-TronPort-outbreak-

Description: Description: It may

Sthreat description trick victims into
submitting their
username and
password on a fake

website.
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wamnks—n Az~ [

\}

GE) b~y —ZHSNWTRA =2 T 4 VE Y 7T 58E8E. (RESEE A —/L iR A
FERELT) TUNT LAY T4 NANFTUBINTZA v E—VEEA— L X2 )T 4 T
TIAT VAR L, TNODO~Ny X —|Z—HT a7 74 NFEHEALTA yE—Y
EAXY T HMERDH Y T,

REBBEA—IL KRR+

TORNIT LAY T4NFICEIVBEINEZA v =TI LTarT Y 74058 RXR—2AD
Ax ¥ U EFATTHHEEIL, MWHINTA v E—VEEA— N X2 T4 TTIA4T7 R
WRTEXIICT U RNT v A7 T4 VB ERETHHLENHY £3, Zhux, QWAL TFF7 4
TV T Y TANE AX Y DRIZT IR T VAT T4 VHE AXxy URFETINDTD
T,

[R5 A — /LA A b (Alternate Destination Mail Host) | 7 ¢ —/L RiZ, WEBHED X vE—
EEDICAX Y VT LD ETHREET 7 T4 T ADIPT KLA (IPv4 £721XIPv6)
F72I1ZFQDN Z A L £7,

URLEZMZBIU R AL DDINA /IR

A=V DEBLAANA =V EFOLEWMEEZBZ2HBE. TU NI LA 7 4 LH
HhE ix/t~vm@¢mf®m&%£%@z\_n%®m&%&)/&¢é&1—#%
CiscoWebt X2 T 4 7uX DA T T v aX=JIZ) XA L7 MLET, GEMIZOW

TIE, URLOU XA LTk (55—) 2L TIEEN) , AvE—VOBRE LN
WRBED LEVMELR B X D8, T I9A T U ANRA v E—CORREESITVET, IO IEY
ANAEDT 7 N T LA 7 NEITHFOGA, A vy E—VOREEHITOCIZ, 7TV T LA 7D
AR DDA v E—UNB Y 7 SNDHTXTOEED LU Web A &0 L, D Web
A R RIETH D0 E D T 208/ 2 5 2 £9°, CASE 1%, SIO g4 257 v 75—
NENFZT IR TLA T N—NEHERALTAyE—VEFBAXY L, AvE—UNRT U T
LA O—EThL0EH B LEST, REFMPBEEL L, 77747 RAIA vE—V %R
BE— U 7L 9,

AsyncOS X, WA NAIND RAAL U EBLTWS URL #R&E, A vE—VNOTITO
URL Z#EH X 97,

[URLOFEZH#i % (URL Rewriting) | ClIROA > a v EEHTEET,

C[REBALDA vE—TDHEZR) (Enable only for unsigned messages) |: Z DA 7T = T
£ o T, AsyncOSiF, A vE—VEHEOLEWVEZHIZTOEIDOIRELDA vE—UN
DURLZ#EZHMZ OND LTV ET, 27ZL, BAINILA yE—VITEENEE
Ao URLEEHZITHONT, Y AFZOREDHEMEHLEL £,
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B zeoanzs

BHORAEERIR

TY9RTLAY T404 |

N

() EA—NEX2UT 4 TTI7ATALUSNDOR Y NU—2 ED
P—NE1XT 7T A T > AN DomainKeys/DKIM B4, DAFE %
HYT A, EA— NV X2 VT 4 T7I74 7 AL,
DomainKeys/DKIM-signed A & —3N® URL 2 EX #2720
A=V DBL BB LT HIENTEET,

S/MIME i L THF 5t STV 554 £ 7214 SIMIME 4 73
EENDEE, TTIAT L RIA v =V BB LR
EJcaN

[TRTDAyE—THS) (Enableforallmessages) | : Z DA 7L 3 425> T, AsyncOS
F. AvE—VEREOLEWVMERTGZ TR TXITDOA v E—YHNO URL 2 E &
ZoNDEITHRYFET, BLAINIEAvyE—UbEENE T, AsyncOS BNEL Sz
Ave—VEERTDLE, BAHITEDN Y £,

* [#&%h (Disable) | : ZOA T L aiEZT UV T LAY T 4N FITH L TCURL EXHZ %
Foe—T M LET,

RV —%EFLT, BEDRAAL L ~DURL ZEENLRITEET, RAA U EA N
AT BHIZIE, IPv4 7 RL A, IPv6 7 KL A, CIDR#FH, &R M, SR A M, F7203 8
AA U E[RAAL L DAF ¥ %34 XA (Bypass Domain Scanning) | 7 4 —/L FIZAJ L&
T, O N EZRETLHEIE. Vo~ TRED £7,

A4Axb%4/xék/% X, URL 74 VX U T TERHEND 7 —L R A R
WBRICWETRN, ZOFRTA M) R NEEFBEFRE THEA, mTUA U R MOFEHIZON
Tﬁ\mu74»&uy7®$74mb%@%%%i%LT<Eémo

EX— X2 T4 TTI7A4TLRT, BOLWA =D~y X —0 EEICHERIE
AvE—UFBMLT, 2—FICA v E—VONEZEET LN TEET, ZOMEFHE
i, AvtE—Y0% A FIS U CHIML £ 70 —0 % A MBMEHATE £9,

[ B3 % %98 (ThreatDisclaimer) [V A FBAEMT 260 HEDOT ¥ 2 k2 #IR
B, [A—/LAR Y r— (Mail Policies) |>[7 %A FU YV —A (TextResources) | U7 &7
Vw7 L, [REFHET 7L — b (Disclaimer Template) ] % L CHr LV a5 S8 & {ERL
LEJ, [EFET 7L — b (Disclaimer Template) 121X, 7V b7 LA 7 &BlEHRIZ E'?J
THEENEGEENE T, [EFED S L E2— (Preview Disclaimer) (%27 V v 2745 &,
BHREFHOT V2 —42RRCTEET, DVAXLAREFHEA v E—TTIX Wﬁ%ﬁ%bf
A vl— /@“@Vﬂw\“@@547\%iUWﬁQﬂ%%ﬁrfﬁiToﬁf$@f/
TV OERIZONTE, TFRA L U Y —REHOBEZSZB LTI,

TORILAY D43 HREET I FT LA VIR

TORNTUAT T4V ZERICEV RS A vy =203, 70 T LA ZREET Y Tk
FehEd, ZoREETY 73, Ave—VzRiEdsolEisnsr—n (7Y F7 L
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7orILqomEnE=42u>5 |

A7 N=NDEEET U T LA 71D, THTT 47 =N OEEIT AP ERINE
T) ATHESWT, REET U 70D T RTO A v — D EHIBRE IR DB T~
V—] Ea—0H25Z LZERTIE. Zotodh 6 5IEEEE FRICHEE L £ (REEOBRIES
EOFEMZONWTIX, AV v— UANLA BROT Y M7 LA ZRHEZSRLTIZEWN) |
Y=V —Ea—0OFEMc >N, [TV b7 LA ZBEEE (Outbreak Quarantine) ]335 & ON[/L—
NH= U —IZ X H5EH (Manage by Rule Summary) | E=2— (26 X—Y) 2L X
AN

ESPEREY=]

T U RNT LAV REEOE=2Y T (25 8—)
«[7 7 b7 LA ZIEEE (Outbreak Quarantine) |3 X ON[L—/¥~ U —(Z X 5 H (Manage
by Rule Summary) ] E'=— (26 ~—7)

ToORILAURBMDE=21) T

BYNCRRE SN Y TIZ L AL E=2 ) U T 2B LERAN, BIZUA VAT T
N7 LA 7 DFEREIIRAERD, IERORX v — UL 5 ARENRHLHIE. T Yk
TUA R ) TISEE R D) L e R L £,

ERDOA vy =V NREHE S NG E. 70 M7 LA ZIREEOREIC XK - T, IROWT 0
FBEAELET,

c[REEDOT 74N N T v a B[V Y —R (Release) | IZERE SALTWDHEEIEL, PREF
FIOHAR I & &, FREBEEC Y 74— R_"—Tu— L7k & XA vE— UK
SNET, A= N"—T78B—DDIZA vy E—UBRBINDHENT, IS 7 A VOHIBR,
{4, DA . X-Header DB EWVWST=ZT 7o a VN A= LTEITEND LD
W, TN LA VBEEZRECTEET, ZNOHDOT 7 ¥ a yOFEMIC OV T, FRE
Ay —VICHBMICGEAINDGT 74NV N T 7 ariEBRLTIEXND,
EEEDT 7 4 b T 7 v a VAN [HIER (Delete) 1WCRRE SN TWAEAIL. HFFHIF O
B E &, FRERH ) TR —NR"—Tn— L&A ve—UNHIBRISNE
7
o F—N—Ta—, BEETZ Y T HRNSENDEXZEBITA v E—URNBINENTHGEIT
FAELET, ZoHAEF. AOHRAICIVWA vE—U0D WTFLbRkbEWVWA vE—
OB EEFRY EEA) | BTLWA vV REENZE £ T, A v - V0K
SNTWEFET, = N"—TBa—DDIZA v E—UBRREINDEIZ, 774D
B, 4 DZEE . X-Header DB EWST=2T 73 a U inA v —IICk L TEITEND
Xoc, TUNT LA U RBEERETEET,
REES N TNDE A v =0, LWL —ABRITENATZRNCHEAFT Y INDD, TU
N7 LA JIREEC Y T D A v —UIXAMIIRSUIN DRNCH S NS Z EMFEA LT
7
ZNTH, 774N KNT 7 a UA[HIER (Delete) [WCHESNTWDEAE, 7TV 7 LA
IR ) T A= T A ENEETY, VAL, FEAEOZ—FIIXH LT, T 74V
T2 a a2 [HIER (Delete) [WRELRWZ EAHERELET, 7O R LA ZEEEC ) 7
MHDA Y=V O, X7V NTvA VRO T 74V 8T 7 a L OERIZET S
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TY9RTLAY T404 |

. [79 T LA YmEE (Outbreak Quarantine) 13 &K UV L—ILH <) —IZ& S EHE (Manage by Rule Summary) ] E 21—

FEHIZOWTIE, RBEEA v E—VICHBIICER SN T 74V E T 7 v a 2L T
éb\o

KA, FrLW—nDT v 77— Mo, 77 N7 LA 7 REE=Y TICRHEO T
TV A v —UNHLEAE. FEZTEFDORA =V OB AESESLZ L TEE
To AvE—VORFEHMAZESCT ZEICEY, BB 7O A ANKRELRDIGERH D
72, HEELTLIEIN,

G¥)

AvE—VUBRT U RT LA VRHET Y TICBE > TODBICT VT UA VA AT v Uy (A—
NWARY =T8T 7a—UUlT 48— M ENTEHEIE, Tt 2 A vy '— U0 iR
BMENDENZE ) —ET TFIANAAX Y VEFEARX—TVIZLIEELTH, £D Ay
E—UPRSNTEEDT UV TFUANRA ARy IFEITINERE A,

GE)

TIRNT AT TANANBRBEREIT. TTIF5ATUVATT U FIAINLA ZAX Y L E2A F—TINIT
LA CHBHHATEET, 250, 77 I9A TV ATT UV FANRA AT v I, X—T LT
WAL, TURNT LAY T4 VEZFIETANAEOBR EAX ¥ o TEXEHA,

[ rT LA VR (OutbrealQuarantine) IS & WIL—/LHY <) —IZ & SHEE (Manage
by Rule Summary) ] E 2 —

GUI @ [E=%# (Monitor) ] A ==2—IlHD YA INOREHALEZ 2 Y v 7 T5H2LT, 77Uk
TLA VB Y T ONEEFRTEET, 7V T LA ZREEZIZ, BMOE2—Thb,
7Y NT A TREED [— Y~ ) —IC X5 (Manage by Rule Summary) | U 27 $H 1
iﬁ—o

K3: 79 bTLAYREHD IL—ILY <) —IZkBEE (Manage by Rule Summary) ]') %

Quarantines

Quaran tine Messages Default Action Status Settings

Spam Quaran tine & 2565 | Retain 14 days then Delste

Outbreak o | Retention Varies Ei
[Manage by Rule Sumnmary] Action: Relsase 0% Full

Folicy 0 | Retain 10 days then Delste oseredl)

wirus 0 Retain 30 days then Dalsts D% Fll

EEEE

eI —bEa—DERAICLDT Y N T LA IRREEZ ) THND A v —TIZ%4 51—
IDIZHESWA = T 7 g 0 0FEFT (27 =)
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H3Y— E2—ORAICESTYI R TLA VBT Y FHOA v E— ST BL—LID &SV A vt—S 7o avnzi ||

HI)—Ea1—DEFERICKETIORILA VBRI ZADA vE—JIZ/T B5IL—ILIDICE DNV AYE—DTFY
a3 VDET
V=YV —iZ L 5% H (ManagebyRule Summary) ]V > 27 %7 Y v 27 LT, L—/LIDZ
LT N—=TIESNT=T U N T LA VIRHEONED ) A NaRRLET,
4: 7O RTLAYRMD JL—ILY <) —IZ & DEE (Manage by Rule Summary) ] E 21—

Outbreak Quarantine Summary

Manage by Rule Summary

All
Select Rule ID Number of messages Average message size Total size Capacity
O EXE_BAGL 4 16 KB 0.1 M8 0.0%
4 16 KB

ERNCA v =V EBIRLARAL TH, 2O 2= EDT Y NI LAV E£RET 47T+
TN— T 2T RTOA vy —ITR LT, M AIBR, EI3RFIRTER 23177 %
EOWBRTEFET, £/, MBFLFVA IO Y — N BFETTEET,

Z OFEREIX. quarantineconfig -> outbreakmanage CLI =2~ > Kb bl T& 97, FEMlc oW

TiZ, [CLIReference Guide for AsyncOS for Cisco Email Security Appliances] &M L T 72 &
AN

TORILAY T4ILEZDE=R)2YH

TTIGAT VAN, T RNT AT T ANBEBED R T —< L AB L WNEH A2 E=XT 5
IOV — RN EENTWET,

ESPEREY=]

e TURNTLAY T4N0HE LR—F 272—Y)

T TURNTVAT T4 NZOMELL—/L XK (28 X—)

s T U NT LA JIGEEE (28 X—)

¢« 77—hK,SNMP b7 v 7, BEXOXT U RNTLAT 740K (28 4—)

TIo2bkTULAY T4ILE LIR—F

TFIATVADT I NT AT T A NEDBIEDAT —2 ZAB L OHREICNZ T, FaLDT
TRTULAIRT TN T AT T ANZICE > THRE SN A v B — BT A HRNFRE
NAEZTTNTvA7 7408 LiR— T, ZOBERIZ, [E=% (Monitor) |>[7V F7 L
A 27 7 4% (OutbreakFilters) ]-X—Y CE/rLET, fEMMICONWTIE, EFA— L EX=a
V74 =4 OFZZRLTITEZIN,

TYRTLAY T1LE .“



TorITLA9 2405 |
B 7orovqosnsomEeL—n Rt

TORITLAY T4IL3DBEEIL—IL YR F

WEBIOL—L VXML, TU T A2 7 4V ZEEREOBAEDIRIEIZE] L THELHOfE
Rt LET, ZofHiT, (¥ =2 YT ¢ —E A (Security Services) 1> [TV T LA 7
7 4LV % (Outbreak Filters) | <— TH/RLET,

T hT LAY

TN LA VREEFH LT, TR T LA 7 T4V ZOEB L~V LEVMEIZLY, 7
FZIHFENTWE A=V ETE=XLET, /o, V=NV TELDOEREA v E—TD Y
A MBEHATEET, FEMIZOWTIE, [TV b7 LA 7@ (Outbreak Quarantine) ] 35 X O
=< —Z X 5% (Manage by Rule Summary) | E=— (26 X—) BLUARY
Ve, UANVA, BEIOT U N T LA V7 REEEE SR LTI,

73—k, SNMP 3y T, EXVTIRITLAY T4ILE

T RNTVUA T TV F R, EHIR AsyncOS 77— K E SNMP b7 v 7 &0 225D
Wb A T7O@EMEYR—FLTWET,

SNMP k7 v I, —nDT v 77— BRI LT & ZITER SN E T, AsyncOS O SNMP
T v ZFOFEMONTIE, [CLIZMEALZEHEE=4#] OEESZRLTIEIN,
AsyncOS DT U7 N7 LA 7 7 4 VEABEERIZIZ, 2 2D % A T DT 7 — K (A4 XBLVIL—
V) BDHEESNTOVET,

AsyncOS 77— ME, 77 N7 b A ZBRBE= U 7 O A AN A XD 5, 50, 75, BIWQ
95 ZHZ DT NTAERENET, 95% D LEVMEEZBAT-E S ICAERENDET 77— FOEK
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