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Optional settings for custom header and message delivery.
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2. [#pk (Configuration) ]>[ KA > (Domains) ] %7V v 27 L%,
3. [ R AL &M (Add new domain) 127 U v L%,

B R SLBEVTLAA—LOEE


https://email-submission.cisco.com
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| RALBEVT LA A—LDEE

EotpfshiAve—snsza~onsnE [

4. MO AL 2 AT LT, DB (Add) 1227V v 27 LET,

GE) T BN 2 RAAL 22 ANTTLET, 728 201X, example.con ITBEF A —/L T KL A
user@example.com D KA A 4 TY, MEWNICEED KAAL URHLEEE, BT T
RTCORAAL U ZBIMLET,

RA A > OBMERT postmaster@domain.com ICEEENET, Z 2 T domain.com L= DA
T T TANLIEZRAL L ZRLTWET, 2O RAAL D OEHEIL, BEREZMRE L Tk
WLET,

#% DS postmaster@domain.com M L TWRWN, EITEEEIC postmaster A —/L7R > 7
ANDT TR AMERRWNIGEIIE, A=V T4 8% (TXTDOTTIFAT7 A LT) 1F
Eji LT\ SubmissionPortal@cisco.com iR % postmaster@domain.com 51‘95—1% éﬂé A /“TZ”“‘/%?
BOEF A=V T LAV XA V7 bLET, RIRTOE, FrTLOrA =2 74
NE T,

redirect postmaster: if (rcpt-to == "postmaster@domain.com") AND (mail-from ==

"~SubmissionPortal@cisco.com$") { alt-rcpt-to ("admin@domain.com"); }

Mo THESNEA v E— SOV RINOERET &

ATvT1

ATy T2

FERELIZ DWW TIE, https://www.cisco.com/c/en/us/support/docs/security/email-security-appliance/
200648-ESA-FAQ-How-to-work-with-Cisco-Email-Su.htmlZ 2 L T< 72 &\,

FIE

BMoTHHEESNTEA v E—YDY ZAa~OHEFE 31 2—2) @ NELHBHIZ] DHEIZ
ﬁﬂﬁﬁéﬂ“@\éilllﬁ%iﬁbiﬂ"
o TSN A vy =V E VA ITRET HITIE, ROFEOWTNNEHAL LT,
*CiscoE A=V X2 VT4 777400 (34 ~—2)
¢ VAIEFANVEEBLO N T vy X T RS LOMEH (34 )
MO THHENTZA v =V ORMN T 7 AL L LTOERE (35 =)

O THHSNIA v =V VA THET D & 2RFRILINIZE T A —/Vili s | & £97,
RITTRT OIX, BF A —/VBEOHTT,

EMAIL SUBMISSION AND TRACKING PORTAL

New Spam Submission Processed

Submission ID: cidG50057a17bdc6e2ab8d4d46b77956dfe2
Subject: Exira Tech! Aproveite agora as ofertas do Extra.com.br!
Submitter: SubmissionPortal@cisco.com

ZRLBEVTLLA—L0ER ||
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ZRLBEUVIT LS A—LOEE |
B ciscorr—n X054 T5T0v0ER

A A —VIBHIN 2 R AN 2 e WA, BENRICL TW D AREERH Y 9, 7
TNy a—T 4 T OFNECHONTIE, R—=Z /LT, [~VT7 (Help) |>[F T Ty a—T 4
> 7 OFNE (Troubleshooting Instructions) | % 7 U v 7 LTLEEWY,

RDBRY
HMEZIBYT 51 (36 ~—)

CiscoEA—)LExalT4 T34 DER

Cisco Email Security Plug-In /. Microsoft Outlook Z{# ] L T —¥% (B A — NV EHE LT
Ra—H) Rl THHEENTA v E—VE2 L AT~ |ETELLIICTEHZY—ALTT, 20
77 7' 4 % Microsoft Outlook ®—# & L CREAT 5456, LA— b A== —7 Microsoft
Outlook ® Web A ' #—7 = A ZZIEBIMSINE T, ZOTT T4 DA=a—%FEHL T,
MoTHEENTA vy =V 2 LR—FT&ET,

Z DD IFHR

« IRDO~— /)5 Cisco Email Security Plug-In # 4 7> 02— R CTX £9 :
https://software.cisco.com/portal/pub/download/portal/
select.html?&mdfid=284900944 & flowid=41782&softwareid=283090986,

« FEHIZ OV CIE,  [Cisco Email Security Plug-In Administrator Guide] http://www.cisco.com/c/
en/us/support/security/email-encryption/products-user-guide-list.htmlZ 2 L T 72 &0,

DRAOABFA—IWEEBLVrSvFR VT R—2ILOER

VAABFA—NAEREBLIORN T vF U AR—Z L E, A= VEBER, EoTHHEEINT
A=V ATNJET LI ENTE DL Web X—ADY —/LTF, EHEIL. R—F L
LT, MO 0RE GBI CTX E4,

Y

GE)  BUE, R—ZNZEHL T, o THHINIEANRL Ay —VOHRETETET,

FIE

ATV VRAaDI VT Uy VEFEH LTV AIE LA —NAEEBIO N T v 7 =41
(https://email-submission.cisco.com) (28 74 > L& T,

ATV T2 EBAA—NEEBIONT v X7 R—%)L® [ (Submissions) | % 7 T, [Hr LWLE
(New Submission) %27 U v 27 LET,

ATV T3 BoTHHEINIZAyE—VE2BRINLET, ZNHDOA Yy E—VIXEML BN THHLERH
D, AvE—VOEEHYA XN 1ISMB 281 TUTWIT ER A,

B R SLBEVTLAA—LOEE
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https://software.cisco.com/portal/pub/download/portal/select.html?&mdfid=284900944&flowid=41782&softwareid=283090986
http://www.cisco.com/c/en/us/support/security/email-encryption/products-user-guide-list.html
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https://email-submission.cisco.com

| RALBEVT LA A—LDEE
BoTHEEhAvE—UDBR 7L E LTk ||

ATw T4 [{ERL (Create) 1227V v 27 LET,

RDRERY

Z DD IEHR
VAABFBAA—NEEBIORNT o F TR —H VDOV TIE, RO RF 2 AL M aes
BLTLIEEN,

Ak SHRE

FET A —LEEB IO | https://www.cisco.com/c/en/us/support/docs/security/email-security-appliance
Sy %y s R—x LA ff |/117822-qanda-esa-00.html

HLT, #BoTaHahie
A=k VA TR

TR BT A — /L E(EE I | https://www.cisco.com/c/en/us/support/docs/security/email-security-appliance
VRS v¥ s FK—xz 1 |/200648-ESA-FAQ-How-to-work-with-Cisco-Email-Su.html

DR

A AET A —ILEER L | https://www.cisco.com/c/en/us/support/docs/security/email-security-appliance/
VT v X7 R—z, |200653-ESA-FAQ-Troubleshooting-Email-Submissio.html

DNFTNYa—FT 47

ROTHBEINAYvE—DDRFT 7ML E L TDERE
A=V OATAVIELT, BLFOT FLAIZRFC822IRM 7 7 A & LTEREND
o THEENTAvE—VRIRETEET,
o Rk Z L7 AN 1 spam@access.ironport.com
e AvE—UIFANRLELE LT —27 SN AL TILR VY ham@access.ironport.com
s WkEnTe~—rT 4 7 A v&— ads@access.ironport.com
A=V~ T T4 T A=V LT ENTENT—TT 4T A yE—
U TCIE72 V) not_ads@access.ironport.com
s k&7 4 vV A v — phish@access.ironport.com
Ay —VERET HDOICROESA—NT BT T EONTNPEMERT S & Foliafkiz
B/HZENTEET,
* Apple Mail
* Microsoft Outlook for Mac

* Microsoft Outlook Web App
* Mozilla Thunderbird

ZRLBEVTLLA—L0ER ||
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https://www.cisco.com/c/en/us/support/docs/security/email-security-appliance/200653-ESA-FAQ-Troubleshooting-Email-Submissio.html
spam@access.ironport.com
ham@access.ironport.com
ads@access.ironport.com
not_ads@access.ironport.com
phish@access.ironport.com

B zezewsrarnsz

A

ZRLBEUVT LA A —L0ERE |

IE

Microsoft Outlook 2010, 2013, 2016 for Microsoft Windows i [ L TW A& 1%, it-> CTH¥HE
ENTEA =V EWET L DIZ, Cisco Email Security Plug-In & 72 1% Microsoft Outlook Web
App T 2X4ERH Y 9, T, Windows H D Outlook N ME/p o~y X —%2ZDFE F
WL TAYyE—VEmRETE RO TT, £, IR 7740 E LTIRD A vE— ViRt
THZENTEDLGARIZDHR, BNV T Ty N7 r—LEHLET,

EIEZEMT DL

ATy I

ATy T2
ATvT3

P ORMPT SN BT A —MBHEZ IR T b, Y ASEFA—LRRB LT R T v %
VI RN TREER B LB CE £,

FIE

VAADY VT oYX VEBHL T RAABEFA—NREBIO T vF 7 K—F L
(https://email-submission.cisco.com) (ZH 27 A » L7,

BFA—NVEEBLONT vFx 7 R—#/TC, [i5/F (Submissions) | %7 U v 7 LET,

7 s (IR, FMEID, 4. kEE. BLXOAT—ZR) AL THEEMRBELET,

RDBERY

FEAIZDUNTI,  https://www.cisco.com/c/en/us/support/docs/security/email-security-appliance/
200648-ESA-FAQ-How-to-work-with-Cisco-Email-Su.html. Z 2 L T 72 &0,

BEVLU—BRICBITAEEBDIPT FLADIRE

1 DL ED A =Nk e— 2 b (MX £721E MTA) . 7 4V H H—E A Cisco 7

TIAT VALEFERFA—NEFET LM~ EOROR Yy N =7 Dz DIZEE ST
WBGE. TTIA TV ALEEITR~Y YV DIPT RVAZRETHZ LI TEEEA, b

DIZ, A—UEa—HIVMXMTA D LIRE SN X 91/ 2 F 9, 727 L. IronPort Anti-Spam
F X ¥ Cisco Intelligent Multi-Scan (SenderBase L't =7 — 3 3 > $—E A& H) 1Z9M551E
FOIEMRIP T FLURIUEFLET,

VVa—varid, BRIVV—afMTL2E5T7 7 IA4T U RERET H I L TT, Cisco

TTTAT v ARHE T H TR TONE MX/MTA OARTE P T RLA, BEILIP T RLA

ERETLOOIMEHT 2~y ¥ —%2BELET,

ESPEREY=]

cEEY L—ZH LIRS (37 =)
cHERVL—ZMRTAET T IA4T o ADFKE (38 2—2)

B X SLBEUTLAA—LOEE
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| RALBEVT LA A—LDEE

wiEyL—z@ALrzEs ]

s HEEV L—DMEREICE D X D ITHET L) (44 X—Y)
T O X —ERET LT OHRE (46 X—)

BIE) L—ZEALIRES

WO, ZREV L—0IEFITEANL2HE2 R LET, 2—H0 MXMTA IZXE > TA =R
Cisco 77/ TAT AT L—ZNTWDH72H, IPT KLAT7891 M5 DA—/LIIPT R
210234 026D L5 ICRZET,

6:MXMTAIZ&BA—ILL—: &5

Firewall
IP: 7.8.9.1
/L fr“_\}(r \\'. . = l
, 2 .
\. Internet « Bening
| Machine

-

MX/MTA

IP: 10.2.3.5

Cisco Email Security appliance

RO D2 >DOHZ R LET, ZOFIE, D LEMTHY, Xy NT—TNTORA—/LD
UL —FhEL, Cisco7 7T7AT VA~DOZIFELBNIZEMTE D, 2y T —7 NOBEEY—
NIZRBIT D A—NVONBEHEEZRLET, HIATIE, 7891 0LDA—LANBT 74T U4 —/b
Zimim L, MX B LU MTA TRE I TH DS, Cisco 7 774 7 ACEME SN ET, B
TIE, 7891 MED A=A — R NXTG UV ERFIMOI A TONT T 4 v ve—E T
TIITAT AER S, —HO MX ODWTINICER SN TS, Cisco 7 774 T A
R S E T,

ANRLBEUT LA A—ILDEE .



ZRLBEUT LA A—LDOEE |

B == —zemya77517 208%

7:MXMTAIZ & B A—)L 1) L— : HikiR

IP: 7.8.9.1
. — B
Jf/ 1‘)(,_ \\. / 3;-]16:1;1'13
A —‘-:) B Nacnime

/"
\_ Internet
| _—rT

Hup2/ l e

Hop 1

/// MTA
Hop 1 }

IP: 10.2.3.6 \
a0 =N 0261
|

Mail Filter

Firewall

IP: 10.2.5.1-n

Hop2 —»

-

Cisco Email Security appliance

BEVL—Z2ERTET7ITIAT UV RADEE

EpEREYS
c BV L—HERED A 2 —T L (38 X—Y)
c HIEV L—DBM (39 2—Y)
VL —SNIEAYE=V DA vE—V Ny F— (40 "—)

BIE) L—HEDA R—T Lk
N

GE) nm—HLVMXMTA BN A—/L% Cisco 7 T TAT AU L—F D50, FIEV L—H%EE
EHEMCLTL &N,

FIE

ATY 1 [*y hT—2 (Network) ]1>[#18 VU L — (Incoming Relays) ] &R L 7,
ATw 72 [A%) (Enable) 127V v 7 LET,

. ANRLBEUT LA A—ILDEE



| RALBEVT LA A—LDEE
wzyL—oemn ]

ATYT3 EHEREFLET,

EEY L—MEM
BT AEEY L—E2 BN ET,
CEAXA—N X2 )T 4 TTIATLVALERAYE—V2 ) L—F5%y NU—T7 D%

<y, BXO
e TDOINTEEEZEDIP 7 FLARSFHIND Ny X —,
I L& BHIIC

INHOFHREMEE T THDICHERERT, V—SN7AvE—VDA =T~y
H— (40 X—) BB LT EE,
e TN EEFZEDIP T N AEEEIT A AZ NE 1T Received ~v ¥ —EfEHT B0
EIYDEBRELET,
« WAL D~y X —EFHT L84
VL —ENTEAYE—VDRETLIP T RLAZ AT A EHER~Ny X —Z2RELE
R
¢« £ MX, MTA, F7IZLOMEEICICHER L TV Ao~ ik, ZFEA v E—Y
ICTEDINBEEE D~y X =2 L IP T RLAZBINT A2, O U 2REL
*7,

FIE

ATFYF1 [y hU—2 (Network) ]>[%1EY L — (Incoming Relays) ] Zi&IR L £,

AT9FT2 [VL—oBEM (AddRelay) 127V v 7 LET,

ATY T3 o) L—D4RiE AT LET,

ATy T8 MTA, MX, FHIFERA -2V L —FT2EDICEA— N X2 VT4 TTI7A4T
TR L TV A~ oD IP 7 RLAZ AN LET,

IPv4 £7-131Pv6 7 RL A, BEHECIDR A, /21T P 7 L AKPFHZERACTCE £, 72& 2
X, BFA—NEZZETHIEREOMIA 2Ry FUV—27 O v DICHE L TWAEEIZ, T
TOMTA ZELIP 7 FLA0&M, 728 215102.3.1/8 % 102.3.1-10 Z A1 T5EE0RH D
i‘g—o

IPv6 7 KL ADHE | AsyncOS IFIRDOEAZH R —FLET,
®2620:101:2004:4202::0-2620:101:2004:4202::ff
®2620:101:2004:4202::
®2620:101:2004:4202::23

®2620:101:2004:4202::/64

ZRLBEVTLLA—L0ER ||



ZRLBEUVIT LS A—LOEE |
B o—csntrve—sorvt—vnvg—

ATV TS TOIMNBEREEDIP 7 KL AZH#AIT D~y F—%EELET,

Ny H—F AT HEEIC, KROaa yZ AT H0ETHY A,

a) N~y H— H AT O
AL I~ A— (HESE) F 7213 Received ~v 4 — &R L £ 7,

b) HAX L~y HE—DHH
VL—&ENEZA v =BT L — <V U ERELEA~AY X —LE AT LET,
I Z ™ L ET,
SenderIP
F72E
X-CustomHeader

¢) Received ~» & —0DHE
IP7 FLADFNIEE SN D LFEITLFIN AN LET, PT FLAZHET D TRy
7 BEATLET,

RATYyT6 EEAREFL, RIFLET,

RDERY

WEATH Z &t LET,
« DHAP OEHIED A v —UMBHBEA— 70— R o—5LEF I L—TI12) L—7d
LevrEBMULET, MBIV TEH, ARV L—BLIOT 4 L7 b ~"—_R N E
Bhlk (44 =X—2) 2SR L T EE0,
s h T XU I BIR NI TN a—T 4 VT BREGIZTHITNE, FHENE A~y X —FIR
TEOCT I IAT L ADUFR T ERELET, HT A~ X —2fEETHa S DH
E (46 =) SR LTLLIEE,

BEEIER

e AT —UNANRENEIMARTY T EZODT T T4 T LV ADRENTE 23—=)

JL—EN=A Vv E—SDAvE—U Ay S —
VL —ENTERA =V DIDEEEDHIN A~y X —DH A TRROWNTNNEEHT S &
T TIAT U AERELET,
e HAK L~y H— (4] _—)
* Received ~v Z— (41 ~_—7)

B R SLBEVTLAA—LOEE



| RALBEVT LA A—LDEE

HRABLANYH—

Received ~ 'y 4 —

nasn~vi— |

HAL Do~y X —% AL TCIHOEEEEBTLHREIND HFIETT, TOREHEITE R T
BT, TOHAL ANy X —%BINTHMLERDHY 3, ZO~y X —0OfEIE, JM58
DEEVVDOIPT RLRIIRAZERTHENET,

SenderIP: 7.8.9.1

X-CustomHeader: 7.8.9.1

=7V MXMTA TRER » TRED A=V EZET D56, DAY L~y X =& AT D
ZEW, BRY ViR E A X =T ST HME - OFIETE, 2L I ROKTHE, /SAC
ERNADOWSTNIP T FLA 10235 FTELH—HT, NACHEH2AYy T, SNADIF 1Ay
7T, ZORUTIE, Ry TEPRRLDGEDD DI, DAL L~y X —2fHHLT, &
FYL—=BELSBESND LI ICT 28R H Y £,

8:MXMTAIZL B A—IL Y L—: FERY TH

IP: 7.8.9.1
Firewall
- -
7~ " e N Sending
..f”:”' y - / Machine
wrw C o«

\ 'f‘ - Internet )
7’ —

/
ol

L
o | D

Hop 2 ¥l o

A

/ MTA
Hop 1

3 IP: 10.2.3.6

Cisco Email Security appliance

ESPEREYS
cEEY L—oEM (39—

MX/MTA ZRET DR, BIEIP T RLAZETeH AZ b~y B —DARAI L@ 722
HNWEE. BEV LT, A v E—I0 [Received:] ~y X —ZFFETHZ LIcL-T
EEIP T RLAOHBNZFITT 5L O ICHETEET,  [Received:] ~y X —% 350
EX, 2y hT—7 Ry 7] OBRNEIZETHDHIPT FLADOEAICBYEREL £,
SOFY, BADOFy FIZhHiH~vvy (K MXYMTAZ XD A=V L— : JiBE] 010.2.3.5)
T, Xy NI DOy UPEDORy TEPFEICELWLERD Y 9, 5215 A —/L Cisco
TFIGAT R L TWDES I ~DBORZA RS 2 ENTE LA (T MX/MTA

ZRLBEVTLLA—L0ER ||



. Received ~ v 4 —

ZRLBEUVT LA A —L0ERE |

WCEB A=Y b—: RERYy 7] THHL WD L HIT, BARAEy 7HIZRD) . BA
H o~y L= HTLMLERSGET (DAX L~y X — (41 _—=) 2R
éb\) [e]

FRNT R R LT FIILTANB LI OHITLTRRET D22y NT—7 &y 7 (F7213 Received:
~y A=) ERELET, Sy TiE, EANIC, Ave—UR~vrUofTERIND I EE
FBLET (Cisco 7 FIAT L AL DZEITHR Yy 7L LTAHY Y FENREREA, FEMIZHOW
T, FEHTH A~y X —ZBET L0 7 ORE W6~—) ZZHLTIZIVY) , AsyncOS
X, FBE IR Y TEITHHET 5 Received: ~ v # — N DT RI R CFF 7213 T4 D )
DF NV AL IPDIPT RLAEZZBLET, 72L& 20X, 28y 7 &2BE LHEEIT.
Cisco 7T 7T A T 2 AMBWFT L T2 2D Received: ~v X —Nr S ET, & T
HLHEDRIP T RLA L BONGRWEA, Cisco 7774 7 v ATk~ v v OFEEO P T
NLRZEFEHLET,

WOBFD A=)~y X —DiE, Ay a () & 2Ky 72EBELELGEE, M~ v
DIPT RV AX789.1 TH, 7272L. Ay = () BLOMTRSG S FEEEE LTS EI,
AP T RUAREOHY A, ZOHE, HEY V—HEBIET 1 E—7 1 ThHo L
REN, Bt~y DO IP (1023.5) MEA S ET,

M. MXYMTAZ LB A= Y L— HE5R] OFITERY L—IZkD LB TT,

¢ /XA A 10235 (Received ~v X —=FEHLTC2ARv7) IO

¢« X2 B:10.2.6.1 (Received ~v X —%fEHLT2H )
X MX/MTAZ £ A= Y L—  JERIZAR T L 912, Cisco 7 TA T U AETIZWL 20D
Ry 7EBRTIA v E—VOEFA =N~y X —DFZROFIRLET, 20K, =E
FOZERIZEE LAy E—VTERRIND, SMBNDD~y Z— (Cisco 77 TA4T A
TIHESR) 2R LET, FBET LRy 78T 21T £7,

%= 1:—5E® Received: ~y Z— (/XA A 1)

1 Microsoft Mail Internet Headers Version 2.0

Received: from smemail.rand.org ([10.2.2.7]) by smmail5.customerdoamin.org with
Microsoft SMTPSVC(5.0.2195.6713);

Received: from ironport.customerdomain.org ([10.2.3.6]) by

smemail.customerdoamin.org with Microsoft SMTPSVC (5.0.2195.6713);

2 Received: from mta.customerdomain.org ([10.2.3.5]) by ironport.customerdomain.orgq

with ESMTP; 21 Sep 2005 13:46:07 -0700

3 Received: from mx.customerdomain.org (mx.customerdomain.org) [10.2.3.4]1) by
mta.customerdomain.org (8.12.11/8.12.11) with ESMTP id j8LKkWul008155 for

<joefool@customerdomain.org>

4 Received: from sending-machine.spamham.com (sending-machine.spamham.com [7.8.9.1]
by mx.customerdomain.org (Postfix) with ESMTP id 4F3DA15AC22 for

<joefoolcustomerdomain.org>

B R SLBEVTLAA—LOEE



| RALBEVT LA A—LDEE

Received N 54— .

5 Received: from linuxl.thespammer.com (HELO linuxl.thespammer.com) ([10.1.1.89]
by sending-machine.spamham.com with ESMTP;
Received: from exchangel.thespammer.com ([10.1.1.111]) by linuxl.thespammer.com
with Microsoft SMTPSVC(6.0.3790.1830);
Subject: Would like a bigger paycheck?
Date: Wed, 21 Sep 2005 13:46:07 -0700
From: "A. Sender" <asend@otherdomain.com>
To: <joefool@customerdomain.org>
EiRoFRDOAE

«Cisco 7T 7 TAT VAT, TNHDO~Ny X —EMELET,

*Cisco 7 T TAT UV ANA v —VEZEFELET Ry LTHT Y Sy
cHHOF T (BEEV L) .

2Ry 7, ZHUE, EEMMTA T, IPT7 FL A% 7.89.1 T,

*Cisco 777 A4 7 > AT, T 5D Microsoft Exchange ~ v # —Z 17 L £ 7,

ORI, I~y F—% <, AILEFA—NV A=V D~y F—2RLET

5= 2: —E® Received: ~ 5 — (/XX Al 2

Received: from mta.customerdomain.org ([10.2.3.5]) by ironport.customerdomain.ord|

with ESMTP; 21 Sep 2005 13:46:07 -0700

Received: from mx.customerdomain.org (mx.customerdomain.org) [10.2.3.4]1) by
mta.customerdomain.org (8.12.11/8.12.11) with ESMTP id j8LKkWulO008155 for

<joefool@customerdomain.org>;

Received: from sending-machine.spamham.com (sending-machine.spamham.com [7.8.9.1]
by mx.customerdomain.org (Postfix) with ESMTP id 4F3DA15AC22 for

<joefoo@customerdomain.org>;

WO IZ, GUI D [V L—@iENN (Add Relay) | X— Y TiXE INT/NA A (FR) OFEFEY
L—% R~ LET,

il
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ZRLBEUVT LA A —L0ERE |
B o==v—receoss g8y an

9:Received ~y F— {1 E CHRESNI=FEY L—
Add Relay

Incoming Relay
Mame: (2 | [IncomingRelayOne

1P Address: (7) |1D‘2.3.5

Header: [ ) Specify a custorn header

(@) | Parse the "Received” header
Begin parsing after: 'é,‘ I[
Hop: @ | 37w

BEEIE B
c EEY L—oEin (39 X—3)

BEYL—DEEEICED KD IZEET HM
cHERVL—LT g E (44 5—2)
« #EY L—, HAT, SBRS BLOEEH I/ L—TF (44 <—)
cHEBEVL—BXOT 4 L7 FY =R NKERIE (44 X—2)
CERV BRI —2 (@53=Y)
BRIV L—LE AN X2 T4 E=F (LA—F)  @53—)
CEEIVL—RBIUOA =Y b T uF T (45 X=)
cEEVL—buX s (45 5—D)

BEEJVL—&ETaILE

HfE U V—HEBETIE, SenderBase LB 27—t a v F—ERACHET LS ESERT 4L
JL—/V (reputation, no-reputation) [ZI1E L V> SenderBase L' B =7 — 3 v X2 a7 A4 L E
R

EIE) L—. HAT. SBRS 5 &K UEEEYIL—T

HAT RV > — 70 —71%, FHEY L= 0 OERITBEIIFEH L CWERA, 2L, &HE
U L—#%BETld SenderBase L' B 25— g v RAaT7 2T A0, Avke— T4 08B
F O $reputation ZEUZ L > THAT RV o — VL —THEA v I 2 L— hTE £ T,

BEVL—BIUVTA LY b N—RR MKERILE

VE—RKRARMY, Xy FU—7 ETHERBI L—L L THEDLDRL TS MX £72IIMTA I A >~
=V EELHETT 4 L7 NV EBKESIEERB LGS, TS IAT A, T4V b
U ERSIEERG 1L (DHAP) 234 R — T MR E SN A—/V 7a— R o —EROREH S
A=A L—RED B TENTNDE, ZOEREV L—b0ERE Fuy 7 LET, Zh
. V=03 _RTORAvE—I0, EHORA =GO EA—L X2 )T 0 77
TAT VARSI OVEIBIELET, T7I7A4 7 ALV E— b HRA NBHBEBETHD
ERERTET, AEY L—L L THRAEET 5 MX 721X MTA 1T ITTAR A M b A — V&% (5

B R SLBEVTLAA—LOEE



| RALBEVT LA A—LDEE

wruL—ssvrL—2

LETET, ZOMEEFEREL T, HEVL—0bA vE—U%2(E LEST A 7252 DHAP @
HEHIRD A v =V N D A=/ 7u— KR —Z2RKEEI/ V-T2V L—%BIMLET,

EEJL—BELUFL—X

F—2F, HETLIP T RFLADLE 2T — gy 2a70fb0iz, REOBEEFEIL—D
SenderBase L Yo —3 g Za7 K LET,

BEYVL—E¢EEFA—ILEXaAYTa0 EZH (LAR—F)
EIEY L— 2 AT A5

cEL AN X2V T 4 T=H LR— MR IP B X O MX/MTA O 5 DT — 2 /3
GENET, 7L 2T SMB~ (IP7.8.9.1) B HNE MX/MTA (IP 10.2.3.4) %4 L
TSHEDOEA A —NVNEESNTZHE. [A—/V 7 a—%~< Y — (Mail Flow Summary) ]I
X, IP7.89.1 D SEHD A vE—TIZA T, WERY L— MX/MTA (IP 10.2.3.5) 75
DSEHDORA =V NEREINET,

*SenderBase L' B 27— g RAaV|TEFA— N X2 T4 =X LAR—FTIELL
WESHERAL, BEEINV—TNELLBREISNEWEAELH Y 7,

BEUL—BEUAvE—T FSyFLy

BEVL—2EHATHE, Avk—Y FT v ZOREMN—IIT, TOIBEFEED P T
RLABL OV E 27 —varyr 2a7ofRb0i, AvkE—YDUL—DIPT7 FLABIOW
U L —fl SenderBase L B2 77— a3 RAaT7 RNERENET,

BEEUL—EBXT

WD a7 ORFIC, BIEH D SenderBase i A = 7 1%, YW IITHIORINE T, TDE%, HE
U L—DMBENTHIN T, IE LW SenderBase L' =7 —3 3> ZAa 7 N5{THRICRENET,

1

Fri Apr 28 17:07:29 2006 Info: ICID 210158 ACCEPT SG UNKNOWNLIST
match nx.domain SBRS rfc1918

Fri Apr 28 17:07:29 2006 Info: Start MID 201434 ICID 210158

Fri Apr 28 17:07:29 2006 Info: MID 201434 ICID 210158 From:
<joe@sender.com>

Fri Apr 28 17:07:29 2006 Info: MID 201434 ICID 210158 RID 0 To:
<mary@example.com>

Fri Apr 28 17:07:29 2006 Info: MID 201434 IncomingRelay(senderdotcom): Header
Received found, IP 192.192.108.1 being used, SBRS 6.8

Fri Apr 28 17:07:29 2006 Info: MID 201434 Message-1D
'<7.0.1.0.2.20060428170643.0451be40@sender.com>"'

Fri Apr 28 17:07:29 2006 Info: MID 201434 Subject 'That report...'

ZRLBEVTLLA—L0ER ||
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B =s=zvr—cx—nny

8 Fri Apr 28 17:07:29 2006 Info: MID 201434 ready 2367 bytes from
<joe@sender.com>

9 Fri Apr28 17:07:29 2006 Info: MID 201434 matched all recipients for per-recipient
policy DEFAULT in the inbound table

10 Fri Apr 28 17:07:34 2006 Info: ICID 210158 close

11 Fri Apr 28 17:07:35 2006 Info: MID 201434 using engine: CASE spam negative

12 Fri Apr 28 17:07:35 2006 Info: MID 201434 antivirus negative

13 Fri Apr 28 17:07:35 2006 Info: MID 201434 queued for delivery

BEYL—EA—)LOY
WoHNE, EEFEYV L—EHRzrEate, — e s 2 NV ERLET,

Wed Aug 17 11:20:41 2005 Info: MID 58298 IncomingRelay (myrelay): Header Received found,
IP 192.168.230.120 being used

AT BNV E—ZHET HO0TDERTE

Cisco 77/ T7A T VAT, AvE—URZEINTREETHEL T e~y X =720 i
LET, Lo T, m—R A TBEMINDBMD~ #— (Microsoft Exchange D~ % —
mE) R, Cisco T T TAT U ANA b=V %ZET DL EITBIMT 2BMD~y Z—(%,
WIS ERE A, EHIND Ny X —ERET D HEO 120, AT 5~y & —% AsyncOS
BEXTICEZDLEIORETDHILTT,

Ny A =D XU TREERETHINE, aX 707 a— LR EEZSRLTLIEE N,

E-ARYGTIL—ILDOTY TT—

fEFHFFERRICRIET D & fH® Cisco Anti-Spam 35 X T Cisco Intelligent Multi-Scan /L— /L
DT T T — MR TEET,

FIE

AT T [BEX =2V T 4P —E A (Security Services) ]> [IronPort Anti-Spam] % %R L F 9,
Eet e

AT9 T2 [BXa2 VT 4P —EAZ (Security Services) ]>[IMSE LU/ LA A—/L (IMS and Graymail) ]
IR L E T,

RTw T3 L—/LOFEH (RuleUpdates) | &7 > a v zFrL, RETHVET,
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b_ESA_Admin_Guide_12_5_chapter40.pdf#nameddest=unique_687

| RALBEVT LA A—LDEE

PR PPN |

B #J (To)

FHRTEHR

AN

HAR=F b

DEHFDOERINZHONTS
A==

X [E

T T— RBRFEAT IS TWHRND, F— 3
SN TWARWEAT.
W) SCTFHINFEREINE T,

[Never Updated] &

Ty T — S AMER RIREN L D A HERR

% BT

T T L— RRAFRRER G ATV — L

[543 <HEH (UpdateNow) 127 U w7 LET,

RDBRY
HEEE

*H—ER Ty 7T}
cTnX L P —NERh LT v 7T — b
T YT T L—FBLOT v T b EY T — R 52O —\GRIE

ANLXEREDT R +

B#Y BREFIR FEHRIERR

%&LE%?X I L |x-advertisement: spam "™ >/ 57\__ :@’\/57‘—%{#“‘139315 L7=7 AR A b4

E RN ZHEALT, REEZT AP LE |EB—II2IE, CiscoAnti-Spam (2 L > T7 T
R TIMFEESH, A—NRY I —T6 LT
— . ELTET 7 ay (ANLRERY —n
F2 R EHMELT, C = R
Anti Span “CH B R QIe—v) ) BEFSREZLE

) RWTEET,

X-Advertisement: spam & V)9 TE
XD X-Header #5129 TP
Ave—TEANLTHDL ER
MLUET,

WDONWTNDE Z D~y X —IZEHLF
T

c DNy H—HFULT AN AyE—Y
ZE[ETHSMTP 2~ K& L E
9, Cisco Anti-Spam %7 A 5 7-®
DT T FAT v ANDA—LiEE (
48 N—) HZHL T 7EE,
strace 272 REFEHA LTI DO~y F—
EaHET, TANAvE—U%HH
LI A— L 7a—DF Ny 7 b L—
AHBRLTLLEE N,
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ZRLBEUVT LA A —L0ERE |
. Cisco Anti-Spam 2 TR b F 512D T T54 7 U AAD A —)LiEE

S BRIEFIR EZIEE

ANRBXRE | A o H—Fy NS EBEAYO | BT R IERO RGO T 7 v —F 0
DO E | A= A Y —AEFH L TR —EIZoOWTIE, AL OAIMEE T

At L £ i 2 AP L9 A RTERWGE 49 ~—Y) 2L
TLEEN,
ESPEREY=]

* Cisco Anti-Spam =7 A N T 572D T T A4 T U A~D A —)LikfE (48 X—2)
o ANAMKIROGINEE T A N TERWHE (49 X—)

Cisco Anti-Spam T R b § 51=DT T34 T 2V AND *—)LiE(E
[ L& BHIIC
ANLKIREEDT A K 2 SMTP OfEH A (49 X—2) OB E#HERL T 7ZI0Y,

FIE

ATwF1 A—/)L R —T Cisco Anti-Spam Z H N L £ T,
AT v T2 X-Advertisement:spam & W)~y X —EETeT A NE A —ILEZDA—)LRY U —IZE&EN
TN —HICEELET,

Telnet TSMTP 2= REHEHA LT, 7V7EATEARAT RLAIZZDAvE—U%2EELE
—§—O

ATFYT3 R, TARNTHI U RDA—ILR Y 7 AEZTRT, A=V R —IIRELEET Vv ay
WCHEASWTT AR Ay E—URELLBEESNT-Z 2R LET,

/R - N =
MEATHEE SN TN D,
CBIMNDA AL I~y Z—=DNBEMEN TN D,
c AvbE—=UNRRET FLAICEME Shi,
s AvbE—=UN ey I,
EEEE
o ANLHRREDT A b o SMTP OFEAH] (49 ~—)
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ANLXARFREDT A b - SMTP D fERHI

COBITIE, TARNT FLADA v — V% RETHEIICA—L K L —EFREL, HAT
TF A MESRE T T ALERD D ET,

# telnet IP_address_of IronPort Appliance_ with_ IronPort Anti-Spam port
220 hostname ESMTP

helo example.com

250 hostname

mail from: <test@example.com>

250 sender <test@example.com> ok

rcpt to: <test@address>

250 recipient <test@address>
ok

data
354 go ahead

Subject: Spam Message Test

X-Advertisement: spam

spam test

250 Message MID accepted
221 hostname

quit

ANLHARDANEZT A FTSREWGE

IronPort Anti-Spam & Cisco Intelligent Multi-Scan D /L—/ UL, {EFE 72 A S AKEE AL 72 dicd
lTBEMSH, WENKKET 2 &3 ITHIRUINIZ R 5720, ROFIEDOWTrEHH LT
BMEET A P LARNTLIZE N,

s B EENTD, BEEINTA—NVELITII Y N T U R R=ZA NENTZANRL A vk —
DN X BT,

W p o~y A—, BERIIP, V7 =F v R E R WA=V EERT D & RN RIERE
W20 £,

o [HEGFEDENWANL] PITE2T A M5,

SBRS, 77 w7 URAF, Avb—V 74N EZREEERALT H#HHEERNANSL] &
B kR< & 2EROBHEN/ELS 20 5,
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