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NED L THENTHET,

RETXRAMA—)L OFT DM

1

Mon Apr 17 19:56:22 2003 Info:
New SMTP ICID 5 interface Management (10.1.1.1)
address 10.1.1.209 reverse dns host remotehost.com verified yes

Mon Apr 17 19:57:20 2003 Info:
Start MID 6 ICID 5

Mon
MID

Apr 17 19:57:20 2003 Info:
6 ICID 5 From: <sender@remotehost.com>

Mon
MID

Apr 17 19:58:06 2003 Info:
6 ICID 5 RID 0 To: <mary@yourdomain.com>
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5

Mon Apr 17 19:59:52 2003 Info:

MID 6 ready 100 bytes from <sender@remotehost.com>
6

Mon Apr 17 19:59:59 2003 Info: ICID 5 close
7

Mon Mar 31 20:10:58 2003 Info:

New SMTP DCID 8 interface 192.168.42.42 address 10.5.3.25
8

Mon Mar 31 20:10:58 2003 Info:

Delivery start DCID 8 MID 6 to RID [O0]
9

Mon Mar 31 20:10:58 2003 Info:

Message done DCID 8 MID 6 to RID [0]
10

Mon Mar 31 20:11:03 2003 Info: DCID 8 close

ROFZz, fkOw 7 77 A NEGHARDTODTA FE LT, HHLTIES,

R6:THER I A—)L OTOHIOEE

185 AR

1 VAT AR L TH LWEEENBR SN, 1Y =2 3 ID (ICID)
BB THNE L, BFEITEHIPA L ¥ —T oA ATZ(ES, 10.1.1.209

UE—F RAPMTHMSNE L,

(5] 23

2 7747 8B MAILFROM 2= > RINFATENTH, A vE—VICA vE—
YID (MID) T6) 23EIVHTHNE LT,

3 EEHET FUABEIS L., 2P AL ET,

4 ZAEFENHEB S, ZEHID RID) (0] AEV Y THNE LT,

5 MID 5 BT AL, T 4 AZICEZIAEN, AKRINET,

6 ZECHII L, ZAGHRNR 7 m— A LET,

7 WIZ, AyE—VEET BB ARG ENET, 192.168.42.42 75 10.5.3.25 ~D
BfEIC, BlfEHEHE ID (DCID) 8] 23EIV B THAILE LT,

8 RID 0] ~DA v —VEUEHNBMILE Lz,

9 RID 0] ~® MID 6 DEHMFICHEI L % L7z,

10 BfEHHN 7 n— X L ET,

TEXERAMA—=)LOT TV DA

Wiz, SEIERRIICESW NS oo a s ) ERLET,

o m
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Ayt—SDA T arE LU

Jillll

I NDZEBIZHTEIAE—UNEA— N X2 T 4 TTFIAT LRI V=7 S
NET, Avt—TIFEBICEEINET,

Wed Jun 16 21:42:34 2004 Info:
(1.2.3.4)

Wed Jun 16 21:

Wed Jun 16 21:

Wed Jun 16 21:

Wed Jun 16 21:

Wed Jun 16 21:

Wed Jun 16 21:42:

Wed

Wed

Wed

Wed

Wed

Wed

Wed Jun 16 21:42:
[("X-SBRS"',

Jun

Jun

Jun

Jun

Jun

Jun

16

16

16

16

16

16

21:

21:

21:

21:

21:

21:

42:

42:

42:

42

42

42:

42:

42:

42:

42:

42:

34 2004 Info:

35 2004 Info:

35 2004 Info:

36 2004 Info:

38 2004 Info:
'<37gva9$5uvbhe@mail.example.com>"

38

38

38

38

38

38

38

38

2004

2004

2004

2004

2004

2004

2004

2004

'None') ]

Wed Jun 16 21:42:38
<37gva9$5uvbhe@mail

Wed Jun 16 21:42:43

EEGTA vE— DR

HLERL = A

Mon Mar 31

63.251.108.

Mon Mar 31

Mon Mar 31

Mon Mar 31

20:
110

20:

20:

20:

10

10

10

11:

:58

:58

:58

03

wt—UBE (IN—F/\DUR)

DANDZEENEESNTEAvE—YNEA— L X2 VT 4 TTIAT AL P
MENFET, BUERHC, SBHEARA MR SXX =T —%2BKLET, 20T —F, AvE—T%
WTNOZEHFICODEETERWI LR RLET, 77747 A, HEFIZEM LT,
Fa—nLEINLDZEZEFHIRLET,

2004

Info:

Info:

Info:

Info:

Info:

Info:

Info:

Info:

Info:

New SMTP ICID 282204970 interface mail.example.com

address 2.3.4.5 reverse dns host unknown verified no

ICID 282204970 SBRS None

Start MID 200257070 ICID 282204970

MID 200257070 ICID 282204970 From: <someone@foo.com>

MID 200257070 ICID 282204970 RID 0 To: <user(@example.com>

MID 200257070 Message-1ID

MID 200257070 Subject 'Hello'

MID 200257070 ready 24663 bytes from <someone@foo.com>
MID 200257070 antivirus negative

MID 200257070 queued for delivery

New SMTP DCID 2386069 interface 1.2.3.4 address 1.2.3.4
Delivery start DCID 2386069 MID 200257070 to RID [0]
ICID 282204970 close

Message done DCID 2386069 MID 200257070 to RID [0]

MID 200257070 RID [0] Response 2.6.0

.example.com> Queued mail for delivery

2004

2003

2003

2003

2003

Info:

Info:

Info:

Info:

Info:

DCID 2386069 close

New SMTP DCID 5 interface 172.19.0.11 address

Delivery start DCID 5 MID 4 to RID [O0]
Message done DCID 5 MID 4 to RID [O0]

DCID 5 close
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Mon Mar 31 20:00:23 2003 Info: New SMTP DCID 3 interface 172.19.0.11 address
64.81.204.225

Mon Mar 31 20:00:23 2003 Info: Delivery start DCID 3 MID 4 to RID [0, 1]
Mon Mar 31 20:00:27 2003 Info: Bounced: DCID 3 MID 4 to RID 0 - 5.1.0 - Unknown address

error ('550', ['<george@yourdomain.com>... Relaying denied']) []
Mon Mar 31 20:00:27 2003 Info: Bounced: DCID 3 MID 4 to RID 1 - 5.1.0 - Unknown address
error ('550', ['<jane@yourdomain.com>... Relaying denied']) []

Mon Mar 31 20:00:32 2003 Info: DCID 3 close

VIR INHYURADBDIEREGEE

scanconfig A< > KD A4

AVE—VIREA—N X2 VT A TTITAT LRI V27 PERET, RYIOREHR
7T, AvE—VEY T b ATLALT, ZOHORIEF 2 — I AL BIET, 2EDORIT
TAybB—VIFEFICEESNE T,

Mon Mar 31 20:10:58 2003 Info: New SMTP DCID 5 interface 172.19.0.11 address
63.251.108.110

Mon Mar 31 20:00:23 2003 Info: Delivery start DCID 3 MID 4 to RID [0, 1]

Mon Mar 31 20:00:23 2003 Info: Delayed: DCID 5 MID 4 to RID 0 - 4.1.0 - Unknown address
error ('466', ['Mailbox temporarily full.']) []

Mon Mar 31 20:00:23 2003 Info: Message 4 to RID [0] pending till Mon Mar 31 20:01:23
2003

Mon Mar 31 20:01:28 2003 Info: DCID 5 close

Mon Mar 31 20:01:28 2003 Info: New SMTP DCID 16 interface PublicNet address 172.17.0.113
Mon Mar 31 20:01:28 2003 Info: Delivery start DCID 16 MID 4 to RID [0]

Mon Mar 31 20:01:28 2003 Info: Message done DCID 16 MID 4 to RID [0]

Mon Mar 31 20:01:33 2003 Info: DCID 16 close

yt— A%y R

scanconfig 2 ~¥ > REZEH LT, A v E—VOBRERL DR TERWEESE (/M7 74 V%
HIBRT 256) OV AT AOEMERIRECTX£9, 47 3 i, Deliver, Bounce, F7-i%
Drop T,

‘/kﬂi\ scanconfig % Deliver &:%&ﬁ&“ L72TF AR A= 1 7@1?”;5_’% Ljﬁj—o

Tue Aug 3 16:36:29 2004 Info: MID 256 ICID 44784 From: <test@virus.org>

Tue Aug 3 16:36:29 2004 Info: MID 256 ICID 44784 RID O To: <joelexample.com>

Tue Aug 3 16:36:29 2004 Info: MID 256 Message-ID '<137398.Q@virus.org>'

Tue Aug 3 16:36:29 2004 Info: MID 256 Subject 'Virus Scanner Test #22'

Tue Aug 3 16:36:29 2004 Info: MID 256 ready 1627 bytes from <test@virus.org>

Tue Aug 3 16:36:29 2004 Warning: MID 256, Message Scanning Problem: Continuation line

seen before first header

Tue Aug 3 16:36:29 2004 Info: ICID 44784 close

o m
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Tue Aug 3 16:36:29 2004 Info: MID 256 antivirus positive 'EICAR-AV-Test'
Tue Aug 3 16:36:29 2004 Info: Message aborted MID 256 Dropped by antivirus

Tue Aug 3 16:36:29 2004 Info: Message finished MID 256 done

RIT, scanconfig % drop WCRELTZTX AN A= a7 oflzrLET,

Tue Aug 3 16:38:53 2004 Info: Start MID 257 ICID 44785

Tue Aug 3 16:38:53 2004 Info: MID 257 ICID 44785 From: test@virus.org

Tue Aug 3 16:38:53 2004 Info: MID 257 ICID 44785 RID O To: <joelexample.com>
Tue Aug 3 16:38:53 2004 Info: MID 257 Message-ID '<392912.@virus.org>"'

Tue Aug 3 16:38:53 2004 Info: MID 25781 Subject 'Virus Scanner Test #22'

Tue Aug 3 16:38:53 2004 Info: MID 257 ready 1627 bytes from <test@virus.org>

Tue Aug 3 16:38:53 2004 Warning: MID 257, Message Scanning Problem: Continuation line
seen before first header

Tue Aug 3 16:38:53 2004 Info: Message aborted MID 25781 Dropped by filter 'drop_ zip c'
Tue Aug 3 16:38:53 2004 Info: Message finished MID 257 done

Tue Aug 3 16:38:53 2004 Info: ICID 44785 close

AT 7ANEEL A YvE—D

ZOBITIE, M7 7 A VA OB BN D L 51T, & [Message Body Contains| % 7
TLea Ty T4 NERRESHTWVET,

Sat Apr 23 05:05:42 2011 Info: New SMTP ICID 28 interface Management (192.0.2.10)
address 224.0.0.10 reverse dns host test.com verified yes

Sat Apr 23 05:05:42 2011 Info: ICID 28 ACCEPT SG UNKNOWNLIST match sbrs[-1.0:10.0]
SBRS 0.0

Sat Apr 23 05:05:42 2011 Info: Start MID 44 ICID 28

Sat Apr 23 05:05:42 2011 Info: MID 44 ICID 28 From: <senderl@example.com>

Sat Apr 23 05:05:42 2011 Info: MID 44 ICID 28 RID 0O To: <recipientl@example.org>
Sat Apr 23 05:05:42 2011 Info: MID 44 Message-ID '<000001lcba32e$f24ff2e0$d6efd8alS@com>"
Sat Apr 23 05:05:42 2011 Info: MID 44 Subject 'Message 001'

Sat Apr 23 05:05:42 2011 Info: MID 44 ready 240129 bytes from <senderl@example.com>
Sat Apr 23 05:05:42 2011 Info: MID 44 matched all recipients for per-recipient
policy DEFAULT in the inbound table

Sat Apr 23 05:05:42 2011 Info: ICID 28 close

Sat Apr 23 05:05:42 2011 Info: MID 44 interim verdict using engine: CASE

spam negative

Sat Apr 23 05:05:42 2011 Info: MID 44 using engine: CASE spam negative

Sat Apr 23 05:05:43 2011 Info: MID 44 attachment 'Banner.gif'

Sat Apr 23 05:05:43 2011 Info: MID 44 attachment '=D1=82=D0=B5=D1=81=D1=82.rst'

Sat Apr 23 05:05:43 2011 Info: MID 44 attachment 'Test=20Attachment.docx’

Sat Apr 23 05:05:43 2011 Info: MID 44 queued for delivery

3OO T 7 A 27 AN Unicode Th 2D Z LITIERE L TL 72& VY, Unicode & #K R TE
RVIRAR TIE, 2D &L 9 RUHT 7 7 A /Ui quoted-printable FE R CRR SV E T,
DANE DHR— MK BIEEGA vE—VEIE

IADZEBICTEIA v =N T I IA T RAZRBIELES, 7747 A%, DNSH¥—
NNBLEEIDNSMX L 2— K, DNSAL a2— R, TLSAL 22— RK%Z U 72 h L%¥9, DANE
% [#4Z1 (Mandatory) ] LBRL TWDHE, TLSA L 3 — RVZEHED KA A 0 X509 FE

.
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BIEDEIZH L THEESNE T, TLSA L a2 — FORKIEIZHII LIZhE. A v B —UNZEH
RS S E 9,

Tue Nov 13 12:13:33 2018 Debug: Trying DANE MANDATORY for example.org
Tue Nov 13 12:13:33 2018 Debug: SECURE MX record(mail.example.org) found for example.org

Tue Nov 13 12:13:33 2018 Debug: DNS query: Q('mail.example.org', 'CNAME')

Tue Nov 13 12:13:33 2018 Debug: DNS query: ON('mail.example.org', 'CNAME',

'recursive nameserver(.parent')

Tue Nov 13 12:13:33 2018 Debug: DNS query: QIP ('mail.example.org',6 'CNAME','8.8.8.8"',60)
Tue Nov 13 12:13:33 2018 Debug: DNS query: Q ('mail.example.org', 'CNAME', '8.8.8.8")
Tue Nov 13 12:13:34 2018 Debug: DNSSEC Response data([], , 0, 1799)

Tue Nov 13 12:13:34 2018 Debug: Received NODATA for domain mail.example.org type CNAME
Tue Nov 13 12:13:34 2018 Debug: No CNAME record (NoError) found for domain(mail.example.orgq)
Tue Nov 13 12:13:34 2018 Debug: SECURE A record (4.31.198.44) found for

MX (mail.example.org) in example.org

Tue Nov 13 12:13:34 2018 Info: New SMTP DCID 92 interface 10.10.1.191 address 4.31.198.44
port 25

Tue Nov 13 12:13:34 2018 Info: ICID 13 lost

Tue Nov 13 12:13:34 2018 Info: ICID 13 close

Tue Nov 13 12:13:34 2018 Debug: DNS query: Q(' 25. tcp.mail.example.org', 'TLSA')

Tue Nov 13 12:13:34 2018 Debug: DNS query: ON(' 25. tcp.mail.example.org', 'TLSA',
'recursive nameserver(.parent')

Tue Nov 13 12:13:34 2018 Debug: DNS query: QIP

(' 25. tcp.mail.example.org', 'TLSA','8.8.8.8',60)

Tue Nov 13 12:13:34 2018 Debug: DNS query: Q (' 25. tcp.mail.example.org', 'TLSA',
'8.8.8.8")

Tue Nov 13 12:13:35 2018 Debug: DNSSEC Response data(['0301010c72ac70b745ac19998811b13
1d662c9ac69dbdbe7cb23e5b514b56664c5d3d6'], secure, 0, 1799)

Tue Nov 13 12:13:35 2018 Debug: DNS encache ( 25. tcp.mail.example.org, TLSA,
[(2550119024205761L, O,

'SECURE', '0301010c72ac70b745ac19998811b131d662c%ac69dbdbe7cb23e5b514b56664c5d3d6') 1)
Tue Nov 13 12:13:35 2018 Debug: SECURE TLSA Record found for MX (mail.example.org) in
example.org

Tue Nov 13 12:13:36 2018 Info: DCID 92 Certificate verification successful

Tue Nov 13 12:13:36 2018 Info: DCID 92 TLS success protocol TLSvl.2 cipher

Tue Nov 13 12:13:36 2018 Info: DCID 92 TLS success protocol TLSvl.2 cipher
ECDHE-RSA-AES256-GCM-SHA384 for example.org

Tue Nov 13 12:13:36 2018 Info: Delivery start DCID 92 MID 23 to RID [0]

SEAEDRIERKICE B A vE—DEIEDERK

I ANDZEEICHTO2A Yy E—UNT T ITA T RICHELET, 7747 AL, DNSH—
NIBLAEIRDNSMX L2 — R, DNSA L a2— R, TLSALa— &Y 27X s LEJ, DANE
% [Z7H (Mandatory) ] LR L TV DG, TLSA L a— RBZ[EED KA A D X.509 FE
HEOMEIZS L THGEES N E T, REAEORGEIZRT 5L, A vbE—URRIEERFEINE
T BRIRTLSA LA — FBRRONLRNES, AvE—VEIAT A ERET,

Wed Nov 14 05:52:08 2018 Debug: DNS query: QON('serverl.example.net', 'CNAME',
'recursive nameserver(.parent')

Wed Nov 14 05:52:08 2018 Debug: DNS query: QIP
('serverl.example.net', 'CNAME', '10.10.2.184"',60)

Wed Nov 14 05:52:08 2018 Debug: DNS query: Q ('serverl.example.net', 'CNAME',
'10.10.2.184")
Wed Nov 14 05:52:08 2018 Debug: DNSSEC Response data([], , 0, 284)

Wed Nov 14 05:52:08 2018 Debug: Received NODATA for domain serverl.example.net type CNAME
Wed Nov 14 05:52:08 2018 Debug: No CNAME record(NoError) found for

domain (serverl.example.net)

Wed Nov 14 05:52:08 2018 Debug: Secure CNAME (serverl.example.net) found for

MX (someone.cs2.example.net)

in example.net

Wed Nov 14 05:52:08 2018 Debug: SECURE A record (10.10.1.198) found for

| ns
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.

MX (someone.cs2.example.net)

in example.net

Wed Nov 14 05:52:08 2018 Info:

port 25
Wed Nov 14 05:52:08 2018
for

MX (someone.cs2.example.net)

Wed Nov 14 05:52:08 2018
Wed Nov 14 05:52:08 2018
example.net
Wed Nov 14 05:52:08 2018
trusted
Wed Nov 14 05:52:08 2018
name (someone.cs2.example
in example.net
Wed Nov 14 05:52:08 2018
Wed Nov 14 05:52:08 2018
in example.net
Wed Nov 14 05:52:08 2018
Wed Nov 14 05:52:08 2018
DHE-RSA-AES128-SHA256
for example.net
Wed Nov 14 05:52:
Wed Nov 14 05:52:
Wed Nov 14 05:52:
Wed Nov 14 05:52:

08
08
08
08

2018
2018
2018
2018

14
14
.net
14 06:
14 06:

06:
06:

36:
36:

22
22

2018
2018

Wed Nov
Wed Nov
example
Wed Nov
Wed Nov

36:
36:

22
22

2018
2018

'recursive nameserver(.parent')

Wed Nov 14 06:36:22 2018

('someone.cs2.example.net', 'CNAME', '10.10.2.184",60)

Wed Nov 14 06:36:22 2018
'10.10.2.184")

Wed Nov 14 06:36:22 2018
3525)

Wed Nov 14 06:36:22 2018
[(2692348132363369L, O,
'SECURE', 'mail.example2
Wed Nov 14 06:36:22 2018
Wed Nov 14 06:36:22 2018

'recursive nameserver(.parent')

Wed Nov 14 06:36:22 2018

('mail.example2.net','CNAME','10.10.2.184",60)

Wed Nov 14 06:36:22 2018 Debug: DNS query: Q

Wed Nov 14 06:36:22 2018
Wed Nov 14 06:36:22 2018
Wed Nov 14 06:36:22 2018

Debug:
Debug:
Debug:

domain (mail.example2.net)

Wed Nov 14
MX (someone.
in example.net

Wed Nov 14 06:36:22 2018
MX (someone.
in example.net

Wed Nov 14 06:36:22 2018
name (someone.cs2.example

06:36:22 2018

port 25

Wed Nov 14 06:36:36 2018 Debug: DNS query: Q(' 25. tcp.someone.cs2.example.net',

.net)
Wed Nov 14 06:36:22 2018 Info:

Debug:

cs2.example.net)

Debug:

cs2.example.net)

Debug:

DNSSEC Response data([], , 0, 225)

New SMTP DCID 102 interface 10.10.1.191 address 10.10.1.198

in

Debug: Fetching TLSA records with CNAME (serverl.example.net)
in example.net

Debug: DNS query: Q(' 25. tcp.serverl.example.net', 'TLSA')
Debug: SECURE TLSA Record found for MX(serverl.example.net)
Debug: DCID 102 All TLSA records failed for certificate not
Debug: Fetching TLSA records with initial
.net)
Debug: DNS query: Q(' 25. tcp.someone.cs2.example.net', 'TLSA')
Debug: SECURE TLSA Record found for MX (someone.cs2.example.net)
Info: DCID 102 Certificate verification successful
Info: DCID 102 TLS success protocol TLSv1.2 cipher
Info: Delivery start DCID 102 MID 26 to RID [O0]
Info: Message done DCID 102 MID 26 to RID [0]
Info: MID 26 RID [0] Response 'ok: Message 31009 accepted'
Info: Message finished MID 26 done
Debug: Trying DANE MANDATORY for example.net
Debug: SECURE MX record(someone.cs2.example.net) found for
Debug: DNS query: Q('someone.cs2.example.net', 'CNAME')
Debug: DNS query: ON('someone.cs2.example.net', 'CNAME',
Debug: DNS query: QIP
Debug: DNS query: Q ('someone.cs2.example.net', 'CNAME',
Debug: DNSSEC Response data(['mail.example2.net.'], secure,
Debug: DNS encache (someone.cs2.example.net, CNAME,
.net')])
Debug: DNS query: Q('mail.example2.net', 'CNAME')
Debug: DNS query: ON('mail.example2.net', 'CNAME',
Debug: DNS query: QIP

('mail.example2.net', 'CNAME', '10.10.2.184")

Received NODATA for domain mail.example2.net type CNAME

No CNAME record(NoError) found for

Secure CNAME (mail.example2.net) found for

INSECURE A record (10.10.1.197) found for

Fetching TLSA records with initial

in example.net
New SMTP DCID 104 interface 10.10.1.191 address 10.10.1.197

'TLSA'")

Wed Nov 14 06:36:36 2018 Debug: SECURE TLSA Record found for MX (someone.cs2.example.net)

in example.net
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Wed Nov 14 06:36:36 2018 Debug: DCID 104 All TLSA records failed for certificate not
trusted

Wed Nov 14 06:36:36 2018 Info: MID 27 DCID 104 DANE failed for the domain example.net:
DANE Certificate verification failed

Wed Nov 14 06:36:36 2018 Info: Failed for all MX hosts in example.net

G TLSA LO—RIZ&k D A vtE—DEIEDXRK

ILADZEBEIHT DA E—UNT T T4 T AZBELET, 7747 AX, DNS P —
NINBZARRDNSMX La— R, DNSALoi— R, TLSAL =i— % U 7= Zx h L¥9, DANE
% [%ZH (Mandatory) ] &3EBIRLTWDHE, TLSA L a— RRZIEHD KA A 20D X.509 dik
BZEOMICH L CHREIESNE T, EERTLSAL 2 — RBRHOMA L, BIFEAvE—Y 0
BRFRITEINDD, AvE—UBRRAT o 2A3nNET,

Tue Aug 7 05:15:18 2018 Debug: Trying DANE MANDATORY for example-dane.net

Tue Aug 7 05:15:18 2018 Debug: SECURE MX record (someone.example-dane.net) found for
test-tlsabogus.net

Tue Aug 7 05:15:18 2018 Debug: DNS query: Q ('someone.example-dane.net', 'CNAME')

Tue Aug 7 05:15:18 2018 Debug: DNS query: QN ('someone.example-dane.net', 'CNAME',
'recursive nameserver(O.parent')

Tue Aug 7 05:15:18 2018 Debug: DNS query: QIP
('someone.example-dane.net', '"CNAME', '10.10.2.183"', 60)

Tue Aug 7 05:15:18 2018 Debug: DNS query: Q ('someone.example-dane.net', 'CNAME',
'10.10.2.183")

Tue Aug 7 05:15:18 2018 Debug: DNSSEC Response data ([], , 0, 300)

Tue Aug 7 05:15:18 2018 Debug: SECURE A record (10.10.1.198) found for MX
(someone.example-dane.net)

in example-dane.net

Tue Aug 7 05:15:18 2018 Info: ICID 32 close

Tue Aug 7 05:15:18 2018 Info: New SMTP DCID 61 interface 10.10.1.194 address 10.10.1.198
port 25

Tue Aug 7 05:15:18 2018 Debug: DNS query: Q (' _25. tcp.someone.example-dane.net', 'TLSA')
Tue Aug 7 05:15:18 2018 Debug: DNS query: ON (' 25. tcp.someone.example-dane.net', 'TLSA',

'recursive nameserver(O.parent')
Tue Aug 7 05:15:18 2018 Debug: DNS query: QIP

(' _25. tcp.someone.example-dane.net', 'TLSA','10.10.2.183"', 60)
Tue Aug 7 05:15:18 2018 Debug: DNS query: Q (' _25. tcp.someone.example-dane.net', 'TLSA',
'10.10.2.183")
Tue Aug 7 05:15:18 2018 Debug: DNSSEC Response data
(['03010160b3f16867357cdfef37bbbacd687af54f
225e3bfa945e1d37b£fd37bd4eb6020'], bogus, 0, 60)
Tue Aug 7 05:15:18 2018 Debug: DNS encache (_25. tcp.someone.example-dane.net, TLSA,
[(11065394975822091L,

0, '"BOGUS', '03010160b3£f16867357cdfef37bbbacd687af54£225e3bfa%945e1d37bfd37bd4eb6020")])
Tue Aug 7 05:15:18 2018 Debug: BOGUS TLSA Record is found for MX (someone.example-dane.net)

in example-dane.net

Tue Aug 7 05:15:18 2018 Debug: Trying next MX record in example-dane.net
Tue Aug 7 05:15:18 2018 Info: MID 44 DCID 61 DANE failed: TLSA record BOGUS
Tue Aug 7 05:15:18 2018 Debug: Failed for all MX hosts in example-dane.net

TLSA La— KRR DAL HNERICKREMEE TS DO—IL/\v I T3

IANDZEEIHTHIA v E—=VNT T IAT L ACEZELET, 7747 A%, DNSH—
NI ERIRDNSMX L2 — R, DNSAL =2— R, TLSAL 22— R% U 7 =2 F L7, DANE
Z PRI IGE (Opportunistic) | &I L CTWAHA, TLSA L a— RNZIEED KA A D
X.509 GEEOMEIZH L THREESNE T, ZEHED RAAL D TLSA L a— RR RO B 720
Bt SMTP 1 o3t —3 g OB SARITIRIHIGE R O TLS 2MEH vk,

| ns
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Wed Sep 12 06:51:32 2018 Debug: Trying DANE OPPORTUNISTIC for example-dane.com

Wed Sep 12 06:51:32 2018 Debug: SECURE MX record (mx.example-dane.com) found for
digitalhellion.com

Wed Sep 12 06:51:32 2018 Debug: DNS query: Q ('mx.example-dane.com', 'CNAME')

Wed Sep 12 06:51:32 2018 Debug: DNS query: ON ('mx.example-dane.com', 'CNAME',
'recursive nameserver(.parent')

Wed Sep 12 06:51:32 2018 Debug: DNS query: QIP ('mx.example-dane.com',

'CNAME', '8.8.8.8"',60)

Wed Sep 12 06:51:32 2018 Debug: DNS query: Q ('mx.example-dane.com', 'CNAME', '8.8.8.8")
Wed Sep 12 06:51:32 2018 Debug: DNSSEC Response data ([], , 0, 1799)

Wed Sep 12 06:51:32 2018 Debug: Received NODATA for domain mx.example-dane.com type CNAME
Wed Sep 12 06:51:32 2018 Debug: No CNAME record (NoError) found for domain
(mx.example-dane.com)

Wed Sep 12 06:51:32 2018 Debug: SECURE A record (162.213.199.115) found for MX
(mx.example-dane.com)

in example-dane.com

Wed Sep 12 06:51:32 2018 Info: ICID 1 lost

Wed Sep 12 06:51:32 2018 Info: ICID 1 close

Wed Sep 12 06:51:33 2018 Info: New SMTP DCID 2 interface 10.10.1.173 address
162.213.199.115 port 25

Wed Sep 12 06:51:33 2018 Debug: DNS query: Q (' 25. tcp.mx.example-dane.com', 'TLSA')
Wed Sep 12 06:51:33 2018 Debug: DNS query: QN (' 25. tcp.mx.example-dane.com', 'TLSA',
'recursive nameserver(.parent')

Wed Sep 12 06:51:33 2018 Debug: DNS query: QIP

(' _25. tcp.mx.example-dane.com','TLSA','8.8.8.8', 60)

Wed Sep 12 06:51:33 2018 Debug: DNS query: Q (' 25. tcp.mx.example-dane.com', 'TLSA',
'8.8.8.8")

Wed Sep 12 06:51:34 2018 Debug: DNSSEC Response data ([], , 3, 1798)

Wed Sep 12 06:51:34 2018 Debug: Received NXDomain for domain 25. tcp.mx.example-dane.com'
type TLSA

Wed Sep 12 06:51:34 2018 Debug: No TLSA record (NXDomain) found for MX
(mx.example-dane.com)

Wed Sep 12 06:51:34 2018 Debug: Falling back to conventional TLS for MX
(mx.example-dane.com)

in example-dane.com

Wed Sep 12 06:51:34 2018 Info: MID 1 DCID 2 DANE failed for the domain example-dane.com:
No TLSA Record

Wed Sep 12 06:51:34 2018 Info: DCID 2 TLS success protocol TLSv1.2 cipher
ECDHE-RSA-AES256-GCM-SHA384

Wed Sep 12 06:51:35 2018 Info: Delivery start DCID 2 MID 1 to RID [0]

EEEOHKERIEDVTRZELLAYE—D
ZOBITIE, B, ZESNEA v - VREEORIER 7~ T OEICE SO THRRS
NTHETS,

Thu Apr 6 06:50:18 2017 Info: ICID 73 ACCEPT SG WHITELIST match country[us] SBRS -10.0
country United States

Ayt—CHRAT7AILADRRNURLEA URL R v U&IBRZ#BZ TLNS
ZOPITIEH, 27X URL A% ¥ VOHIREHB 2T, A v2—Y DA 7 74 LIND URL O
PR LTWET

Wed Nov 8 13:35:48 2017 Info: MID 976 not completely scanned by SDS.
Error: The number of URLs in the message attachments exceeded the URL scan limit.




Ay t—SRXAOEK URLEA URL 2%+ LR B2 TS [

Au—TUARAXADZKURLEA URL X &+ UHIRZEBZ TS

ZOBITIE, 27X URL Ax ¥ OHIREZB 72, A vE—OARITNO URL 0% LT
Wk,

Wed Nov 8 13:37:42 2017 Info: MID 976 not completely scanned by SDS.
Error: The number of URLs in the message body exceeded the URL scan limit.

Cisco 7OX S H—NIZYUSA LY FESNDEEDHH5EHE URL

WOBITIE, HDHEAMURIA, URLLE 27— a3y 2a7 RN 3 ThHEOEERHL LD
& L T~—72 &}, Cisco Security Proxy — N2 U XA L7 F &zl nn JIZR RS T
WET,

Tue Nov 7 10:42:41 2017 Info: MID 9 having URL: http://ow.ly/Sb6030fJvVn has been expanded
to http://bit.ly/2frAllx

Tue Nov 7 10:42:42 2017 Info: MID 9 having URL: http://bit.ly/2frAllx has been expanded
to http://thebest0l.wayisbetter.cn/?cMFN

Tue Nov 7 10:42:42 2017 Info: MID 9 URL http://thebestOl.wayisbetter.cn/?cMFN has

reputation -3.854 matched Action: URL redirected to Cisco Security proxy

Tue Nov 7 10:42:42 2017 Info: MID 9 rewritten to MID 10 by

url-reputation-proxy-redirect-action filter 'aa'

Ayt—CADER UL ZERFATE G

ZOFITIE, L, A v E—UICEENDEHM URL 2 FEBEO URLICEBE TE Zano7-2 &
ZRLET,

Mon Oct 30 10:58:59 2017 Info: MID 36 having URL: http://ow.ly/PO0Kw30fVst3 has been
expanded to http://bit.ly/2ymYWPR

Mon Oct 30 10:59:00 2017 Info: MID 36 having URL: http://bit.ly/2ymYWPR has been expanded
to http://ow.ly/cTS730£fVssH

Mon Oct 30 10:59:01 2017 Info: MID 36 having URL: http://ow.ly/cTS730fVssH has been
expanded to http://bit.ly/2xK8PD9

Mon Oct 30 10:59:01 2017 Info: MID 36 having URL: http://bit.ly/2xK8PD9 has been expanded
to http://ow.ly/1WO0i30£fVssl

Mon Oct 30 10:59:02 2017 Info: MID 36 having URL: http://ow.ly/1W0i30fVssl has been
expanded to http://bit.ly/2ggHv9e

Mon Oct 30 10:59:03 2017 Info: MID 36 having URL: http://bit.ly/2ggHv9e has been expanded
to http://ow.ly/4£S030£fVsgx

Mon Oct 30 10:59:04 2017 Info: MID 36 having URL: http://ow.ly/4£S030fVsgx has been
expanded to http://bit.ly/2hKEFcW

Mon Oct 30 10:59:05 2017 Info: MID 36 having URL: http://bit.ly/2hKEFcW has been expanded
to http://ow.ly/NyH830fVsg6

Mon Oct 30 10:59:06 2017 Info: MID 36 having URL: http://ow.ly/NyH830fVsg6 has been

expanded to http://bit.ly/2ysnsNi

Mon Oct 30 10:59:06 2017 Info: MID 36 having URL: http://bit.ly/2ysnsNi has been expanded
to http://ow.ly/JhUN30£fVsnL

Mon Oct 30 10:59:07 2017 Info: MID 36 having URL: http://ow.ly/JhUN30fVsnL has been

expanded to http://bit.ly/2hKQOmAe

Mon Oct 30 10:59:07 2017 Info: MID 36 URL http://bit.ly/2hKQOmAe is marked malicious due
to : URL depth exceeded

Mon Oct 30 11:04:48 2017 Warning: MID 40 Failed to expand URL http://maill.example.com/abcd
Reason: Error while trying to retrieve expanded URL

Mon Oct 30 11:04:48 2017 Info: MID 40 not completely scanned for URL Filtering. Error:

Message has a shortened URL that could not be expanded




B rvt—caHorLcoEEOHS RLODY TV Ry

AytE—URMAT

7AILTHDEEODHAURLOOST T RY)

ZOBITHE, LEaT—vay AaT R 95 T, EEOHDLA vE—VORNT 7 A MTE
FN5H URL 30 FIZR RSN TWET,
Mon Nov 6 06:50:18 2017 Info: MID 935 Attachment file 1.txt URL http://jrsjvysqg.net has

reputation -9.5 matched
Condition: URL Reputation Rule

BETIS—MAEEATRAF Yy AR ET—V SNz A vtE—D

ZOBITIE, B 73RN T 7 A A T =B Ta s T Y AFy FUICL o TAF U &
NIRNA Y=V 2R L TWET,

Tue Oct 24 08:28:58 2017 Info: Start MID 811 ICID 10

Tue Oct 24 08:28:58 2017 Info: MID 811 ICID 10 From: <sender@example.com>

Tue Oct 24 08:28:58 2017 Info: MID 811 ICID 10 RID 0 To: <recipient@example.com>
Tue Oct 24 08:28:58 2017 Info: MID 811 Message-ID '<example@cisco.com>'

Tue Oct 24 08:28:58 2017 Info: MID 811 Subject 'Test mail'

Tue Oct 24 08:28:58 2017 Info: MID 811 ready 5242827 bytes from <user2@sender.com>
Tue Oct 24 08:28:58 2017 Info: MID 811 matched all recipients for per-recipient policy
DEFAULT in the inbound table

Tue Oct 24 08:28:59 2017 Info: MID 811 attachment 'gzip.tar.gz'

Tue Oct 24 08:28:59 2017 Info: MID 811 was marked as unscannable due to extraction
failures. Reason: Error in extraction process - Decoding Errors.

Tue Oct 24 08:28:59 2017 Info: ICID 10 close

Tue Oct 24 08:28:59 2017 Info: MID 811 gquarantined to "Policy" (Unscannable: due to
Extraction Failure)

Tue Oct 24 08:28:59 2017 Info: Message finished MID 811 done

RFC ERMNERTAF ¥ UARA EX—I SN A vE—D

ERERITYSA

ZOFITIE, B IERFCGERDPFN TR LT oY AF v FICL o TAF Y U ENARNVA vE—
CHERLTNET,

Tue Oct 24 08:23:26 2017 Info: Start MID 807 ICID 6

Tue Oct 24 08:23:26 2017 Info: MID 807 ICID 6 From: <sender@example.com>

Tue Oct 24 08:23:26 2017 Info: MID 807 ICID 6 RID 0 To: <recipient@example.com>

Tue Oct 24 08:23:26 2017 Info: MID 807 Subject ‘Test Mail'

Tue Oct 24 08:23:26 2017 Info: MID 807 ready 427 bytes from <sender@example.com>

Tue Oct 24 08:23:26 2017 Info: MID 807 matched all recipients for per-recipient policy
DEFAULT in the inbound table

Tue Oct 24 08:23:26 2017 Info: MID 807 was marked as unscannable due to an RFC violation.
Reason: A Unix-From header was found in the middle of a header block.

Tue Oct 24 08:23:26 2017 Info: MID 807 queued for delivery

Tue Oct 24 08:23:26 2017 Info: ICID 6 close

fEhf-AvE—Clcxds b0 T2~

VIANIFAVI NT 7 arizEO—HOKE (altrept-to 7 4 V¥, T 2 F A/SARCPT

USA b bec) T2 LA, ToFIANR UFAL LI a i) lILhoT, %ﬁu\xy
T—UMERSINET, B ICHZE L CREREZMEE L., LEIZG T TMID X, &
TIETDCID ZBM L E3, RO K H 7> b Y RA[RETT,

Tue Jun 1 20:02:16 2004 Info: MID 14 generated based on MID 13 by bcc filter 'nonetest'

ER



2nLmgTy7IcREsnEve—2 ||

Tue Jan 6 15:03:18 2004 Info: MID 2 rewritten to 3 by antispam

Fri May 14 20:44:43 2004 Info: MID 6 rewritten to 7 by alt-rcpt-to-filter filter
'testfilt'

lrewritten] T2k UIZ2OWTIE, 7 7 INTH LWMID O 2 R T1TDRICE R I35 81
HEBHLTLEEN,

ANLRHEI)TICSEES N AVE—D

Ay — VR REEEBICEET S L. A—/L 1 7/ Tl, RPC #ki 4 #%04 5 RPC 5#: ID
(RCID) ZHHA LT, MEEEEE s oM oBINESNET, ROA—/L a7/ Tid, A4
LLTE TN oA v =R A RAREICEESNLTWVWET,

Wed Feb 14 12:11:40 2007 Info: Start MID 2317877 ICID 15726925

Wed Feb 14 12:11:40 2007 Info: MID 2317877 ICID 15726925 From: <HLD@chasehf.bfiO.com>
Wed Feb 14 12:11:40 2007 Info: MID 2317877 ICID 15726925 RID 0O To:
<stevel@healthtrust.org>

Wed Feb 14 12:11:40 2007 Info: MID 2317877 Message-ID
'<WITHO5606E5811BEA0734309D4BAF0.323.14460.pimailer44.DumpShot.2@email.chase.com>"

Wed Feb 14 12:11:40 2007 Info: MID 2317877 Subject 'Envision your dream home - Now make
it a reality'

Wed Feb 14 12:11:40 2007 Info: MID 2317877 ready 15731 bytes from <HLD@chasehf.bfiO.com>

Wed Feb 14 12:11:40 2007 Info: MID 2317877 matched all recipients for per-recipient
policy DEFAULT in the inbound table

Wed Feb 14 12:11:41 2007 Info: MID 2317877 using engine: CASE spam suspect

Wed Feb 14 12:11:41 2007 Info: EUQ: Tagging MID 2317877 for quarantine

Wed Feb 14 12:11:41 2007 Info: MID 2317877 antivirus negative

Wed Feb 14 12:11:41 2007 Info: MID 2317877 queued for delivery

Wed Feb 14 12:11:44 2007 Info: RPC Delivery start RCID 756814 MID 2317877 to local
IronPort Spam Quarantine

Wed Feb 14 12:11:45 2007 Info: EUQ: Quarantined MID 2317877

Wed Feb 14 12:11:45 2007 Info: RPC Message done RCID 756814 MID 2317877

Wed Feb 14 12:11:45 2007 Info: Message finished MID 2317877 done

NEBEBRB T 4 — FDA—)L O5 DO

A= aZiZiE, ZIEA - TRBEINEZEBE, TOX 78 A =T L TEITS
NieT7 7y a il TAERNEENET, FEAEOERIT [EH (Info) [ EX [Ty
27" (Debug) ] L~L T,

Thu Jun 7 20:48:10 2018 Info: MID 91 Threat feeds source 'Sl' detected malicious URL:
'http://digimobil.mobi/"' in attachment (s): malurl.txt. Action: Attachment stripped

SDR7 LAYV o@nsg T ) Ol

SDR 7 4 V& U ZIEHIIA — /L a7 EBEEAENET, T LA EOFHRIL [1EH (Info) ]
F721X [T /37 (Debug) ] LV TT,

o m



B ez o Lea7—vaoniEoss

EEHFRAAL L LEaTF—3 3 OFIAFO I

FEEZERAAL L LEaT—3arDUV I A NDEA LT T

EEHERAAL L LT — g L OESRKAA L

EEFRAALLDLE2T— 3 v O—kHrTS —

EEBERAMY LEAT—Y 3 VDOFBIAORK

Zoplov 7, SDR — BRI T HBROFRIERM D 72 81T SDR IZHEHEDWTT 4 L HF AL
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Mon Jul 2 08:57:18 2018 Info:

224.0.0.10 reverse dns host

Mon Jul 2 08:57:

enabled

Mon
Mon
Mon
Mon
Mon
Mon

Jul
Jul
Jul
Jul
Jul
Jul

country
08:
08:
08:
08:
08:
08:

2

DN N

2

57:
57:
57:
57:
57:
57:
Reputation. Reason:

V)a—3y

CLI T sdradvancedconfig I~ Y/ RafEf+ 5L, CiscoEA— 1 EFX2UT 4 F—FUxA
% SDR H— B AT T DBRIC LIRS T A —H AR ETE LT,

18

2018 Info:

not enabled

18
18
18
18
18
19

2018 Info:
2018 Info:
2018 Info:
2018 Info:
2018 Info:
2018 Info:

New

SMTP ICID 3 interface Management (192.0.2.10) address

unknown verified no
ICID 3 ACCEPT SG UNKNOWNLIST match sbrs[none] SBRS not

Start MID 3 ICID 3

MID

3 ICID 3 From: <senderl@example.com>

3 ICID 3 RID 0 To: <recipientl@example.com>

3 Message-ID '<000001lcba32e$f24ff2e0$d6efd8al$@com>"
3 Subject 'Message 001'

3 SDR: Message was not scanned for Sender Domain

Authentication failure.

EEERAAMV LEAT—23 VDY I IR MDRAALT b

ZofFlor 7%, SDRYP—EREEETIEEDOY /A N XA LT 7 D=9 SDR IZHS
WT T A NVEZBENR o A v —V%F R L TWVET,

Mon Jul 2 09:00:13 2018 Info:

224.0.0.10 reverse dns host

New

SMTP ICID 4 interface Management (192.0.2.10) address

unknown verified no
ICID 4 ACCEPT SG UNKNOWNLIST match sbrs[none] SBRS not

Start MID 4 ICID 4

Mon Jul 2 09:00:13 2018 Info:
enabled country not enabled

Mon Jul 2 09:00:13 2018 Info:

Mon Jul 2 09:00:13 2018 Info: MID
Mon Jul 2 09:00:13 2018 Info: MID
Mon Jul 2 09:00:13 2018 Info: MID
Mon Jul 2 09:00:13 2018 Info: MID
Mon Jul 2 09:00:13 2018 Info: MID
Reputation. Reason: Request timed

J)a— 3>

SDRU VT A RNEA LT T MIRDHE, AvE—URNAXy R LTv—27 S, &HE
LT 7 varnAve—JIcEAInNET,

ZEEBRAMY LEAT—Y a3 VDEYERA

Zofloa X, CiscoEA—N X2 UT 4 7 — bUxA TEZZ SDR F—E X RA FA
RIEINTZTZOIZ SDRIZHESNWT 7 4 VA EI N oz A vE—URNERRLTWET,

4 ICID 4 From: <senderl@example.com>

4 ICID 4 RID 0 To: <recipientl@example.com >

4 Message-ID '<000001cba32e$f24ff2e0$doefd8alsS@com>"
4 Subject 'Message 001'

4 SDR: Message was not scanned for Sender Domain
out.


b_ESA_Admin_Guide_12_5_chapter13.pdf#nameddest=unique_567
b_ESA_Admin_Guide_12_5_chapter13.pdf#nameddest=unique_568
b_ESA_Admin_Guide_12_5_chapter13.pdf#nameddest=unique_569
b_ESA_Admin_Guide_12_5_chapter13.pdf#nameddest=unique_570

REEFALOLELT—avn—munzs— [

Mon Jul 2 09:04:08 2018 Info: ICID 7 ACCEPT SG UNKNOWNLIST match sbrs[none] SBRS not
enabled country not enabled
Mon Jul 2 09:04:08 2018 Info: Start MID 7 ICID 7

Mon Jul 2 09:04:08 2018 Info: MID 7 ICID 7 From: <senderl@example.com >

Mon Jul 2 09:04:08 2018 Info: MID 7 ICID 7 RID 0 To: <recipientl@example.com >

Mon Jul 2 09:04:08 2018 Info: MID 7 Message-ID '<000001cba32e$f24ff2e0$d6efd8alS@com>"
Mon Jul 2 09:04:08 2018 Info: MID 7 Subject 'Message 001'

Mon Jul 2 09:04:08 2018 Info: MID 7 SDR: Message was not scanned for Sender Domain
Reputation. Reason: Invalid host configured.
V)a—3y

CLI T sdradvancedconfig I~ 2/ f‘é”@iﬁﬁjﬂﬁ L. CiscoEA— )L EXx=2UT 4 F— K 7 A
% SDR Y —E R |ZHHR T ABRICHNE RN T A —F R ETEET,

EEFERFAMOOLEAT—23 00— RHGEITS—

Zoflor 7%, AR T —D7®HIZ SDRIZESNT T 4 VAN I N2 hoTc A vt —
VEFRLTVET,

Mon Jul 2 09:00:13 2018 Info: New SMTP ICID 4 interface Management (192.0.2.10) address
224.0.0.10 reverse dns host unknown verified no

Mon Jul 2 09:00:13 2018 Info: ICID 4 ACCEPT SG UNKNOWNLIST match sbrs[none] SBRS not

enabled country not enabled

Mon Jul 2 09:00:13 2018 Info: Start MID 4 ICID 4

Mon Jul 2 09:00:13 2018 Info: MID 4 ICID 4 From: <senderl@example.com >

Mon Jul 2 09:00:13 2018 Info: MID 4 ICID 4 RID O To: <recipientl@example.com >

Mon Jul 2 09:00:13 2018 Info: MID 4 Message-ID '<000001cba32e$f24ff2e0$d6efd8alS@com>"
Mon Jul 2 09:00:13 2018 Info: MID 4 Subject 'Test mail'

Mon Jul 2 09:00:13 2018 Info: MID 4 SDR: Message was not scanned for Sender Domain

Reputation. Reason: Unknown error.

J)a— 3y

AR T —NRBETIHE, AvE—URAXFY U ARA[E L Tv—7 3N, BRELET Vv 3
VR A v —IICHEBAENET,

BiEO Y DEA

BlfE 2 7121, AsyncOS D 7 A — /VELMEEIMEICE T 2 EE R EFRATE SN E T, vl Ay
E—IF A7 —hL R TT, 2F0, HETLITXTOHFERPRER S A v — VIS5 S
NHOT, 2—Hix, BEOERGEFITICET 2 HRICOVWTHIOR Z X vt — V2SI 54
ERHY A,

5w 7123, ZEHE L OET A —VEREEEICEE S 5T~ TolwRpAERSNES, T
NTOERIT, REICLAT U hEN, VAT 2—T 4 U T o 2L TERL
eI, NTXDHAMY BRI e 0 3, By —/E, ROGFHFICH £7,
https://supportforums.cisco.com/document/33721/cisco-ironport-systems-contributed-tools

BfEm 71k, U Y —2ADNFEMEERDOTDIZAA T VBT SN TIEESINE T, ROK
2. BfEe ZICiiE s o EwmE R LE T,



https://supportforums.cisco.com/document/33721/cisco-ironport-systems-contributed-tools
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x 7:BRIED T DHEER
et BILL]
Blfg AT — 4 A success (A v E— VX EFICESFESE L) F£7zidbounce (A v E—
(Delivery status) IN—RK Ry 2ENELTE)
Del_time A I ]
Inj_time AV = a U, del time - inj_time = time Z{F# A v E— UM
F o2 — T E o TV EFH
Bytes Ayb—Y B AR
Mid AvE— 1D
Ip ZAEERA NP, ZIEEA =V EZEELIFINANV AL A RO
IP7 FLA
#%f55C (From) Envelope From (Envelope Sender & 7213 MAIL FROM & L CH ALV E
¥
Source_ip EETLHRABNIP, BEEAVE—VDRAIDIP T RL A
= — R (Code) ZAEHRA R D D SMTP G = — R
BfE (Reply) ZAEHEHRA RNLD SMTP oA v E—
Rept Rid ZAEH ID, ZEE IDIX<0> 7 DiaE v £7, HHOZEENEEIN
oAy —VITiE, EROZEFID BFEET,
=%fz# (To) TrRo—TEEY
Attempts B3 TR
BlfE AT — & A bounce ThH -7z

T ROBIMFRAESS 7 7ICFRSNES
* 8:EED T DAY U A EH

#rat SitER
L (Reason) BL A5 B D SMTP IR 2519~ % RFC 1893 Enhanced Mail Status Code DR
a— K (Code) ZARH R A RDD D SMTP 54 22— |

=~ 7 — (Error)

ZEZRA RSO SMTP JEE A v —
= O et = 1
~ H—

LTWAEE (AvtE—Y N~y X —Dux L u
MERIEME T ROBICER RS NET

(63 =) &ZM) |




sEos o runs [

R I:EEANTDANY F—IER

et Bl
BRT — X B ZICFEER SN D~y X —DIRE Y 2" $ XML % 7

(Customer data)

~v X —4%4 (Header | ™~ ¥ — DL Hij
Name)

fiE B RS LD~y X — DN

BIEOS T Y DO
ZITE, SESERBGERS v N OBl ERLET,

EELA Y-8 E

Mon Mar 31 20:10:58 2003 Info: New SMTP DCID 5 interface 172.19.0.11 address
63.251.108.110

Mon Mar 31 20:10:58 2003 Info: Delivery start DCID 5 MID 4 to RID [O0]
Mon Mar 31 20:10:58 2003 Info: Message done DCID 5 MID 4 to RID [0]

Mon Mar 31 20:11:03 2003 Info: DCID 5 close

BEAT—2RNYTR
<bounce del time="Sun Jan 05 08:28:33.073 2003" inj_ time="Mon Jan 05 08:28:32.929 2003"
bytes="4074" mid="94157762" ip="0.0.0.0" from="campaignl@yourdomain.com"
source ip="192.168.102.1 "reason="5.1.0 - Unknown address error" code="550"

error="["Requested action not taken: mailbox unavailable"]">

<rcpt rid="0" to="user@sampledomain.com" attempts="1" />

</bounce>

AJAyE—ffEDEREQNT TV MY
<success del time="Tue Jan 28 15:56:13.123 2003" inj time="Tue Jan 28 15:55:17.696 2003"
bytes="139" mid="202" ip="10.1.1.13" from="campaignl@yourdomain.com"
source ip="192.168.102.1" code="250" reply="sent">
<rcpt rid="0" to="user@sampledomain.com" attempts="1" />
<customer data>

<header name="xname" value="sh"/>

</customer data>




B s vozxosomm

</success>

NI UZ O DOER

N2 a7 ZE, N CASNEAEZEEIHET 2T ToFgp RSN ES, KOK

2. N R nZiliEsn s ERE R LET,

£ 10:/37 X OY O#fEHER

et

BLL]

BA DAL LT

N A AN DR

17 L~ (Log
level)

TONRT R a SO L

NG ABAT
(Bounce type)

Bounced ¥ 721d Delayed (/»— RN U RFET|IY 7 MR R0 E)

MID/RID

Aot —YIDBLORES ID

#{E7C (From)

T R —SEES

{54 (To)

T Rn— TR

M (Reason)

BUE D SMTP B2 %4 % RFC 1893 Enhanced Mail Status Code DR

A ZEFERAINPLD SMTP oA a— RBLOA vkb—

Fo, B ICRETHA v =V YA XEREL TS, ATAY S —2FHELTNDE (A v
=T Ny =X (63—=V) B5MH) HE. AvE—UBIO0y X —IFHRITIA
U AEROBICERENE T,

R O5DAY F—I1ER

Ny H— ANYF—BBLUVANYE—DIAVTUY,
Av—v RN END A vE—VDarT Y,
(Message)

NoZ287 T M) Ofl

VI RN UREINTZREE (/YR 24 7 =Delayed)

Thu Dec 26 18:37:00 2003 Info: Delayed: 44451135:0
From:<campaignl@yourdomain.com> To:<user@sampledomain.com>

Reason: "4.1.0 - Unknown address error" Response: " ('451"',
['<user@sampledomain.com> Automated block triggered by suspicious




N—FRYURENEBEE (YR 54 T =Bounced) [

activity from your IP address (10.1.1.1). Have your system administrator
send e-mail to postmaster@sampledomain.com if you believe this block is

in error'])"

N—BFENY R EN-2EE (92 R 24 7 =Bounced)

Thu Dec 26 18:36:59 2003 Info: Bounced: 45346670:0 From:<campaignl@yourdomain.com>
To:<user2@sampledomain.com>

Reason: "5.1.0 - Unknown address error" Response: " ('550', ['There is no such active
account.'])"

AytE—UARXELUVATAY T —FED/NND R DY
Wed Jan 29 00:06:30 2003 Info: Bounced: 203:0 From:<campaignl@yourdomain.com>
To:<user@sampledomain.com>

Reason:"5.1.2 - Bad destination host" Response: " ('000', [])" Headers: ['xname:
userID2333']' Message: Message-Id:

<lu5jak$6b@yourdomain.com>\015\012xname: userID2333\015\012subject:
Greetings.\015\012\015\012Hi Tom:"

)

GE) T X2 FIFH015\012 1%, SfTE2ELET (CRLE 2 Y) .

AT—R2Z20O5DFEH

AT —H A a7 \Z&, status, status detail, 35 & U dnsstatus 72 & D CLI A7 —HX A 2w KT
Bl S 7o v 27 AEEHE AT S E T, RREIIEIZ. logeonfig D setup 7 =~ N
FEHALTHRELET, AT7T—FX AR TULR—RENDIU U FELFL— MNE miEA T >
ANty b ENTZREN S O T,

AF—ARZR O5DEHEY
ORI, AT—HA BT F~ve | —HTDHVRAT AEHEREZRLET,

R 12: AT—42 X AT O#fEHER

#rat ZtEA

CPULd CPU fifi Jfj =

DskIO Disk I/O fifi FH =

RAMULil RAM fifi F 3

QKUsd RIS TS F 22— (Fr/3Af HAL)




B x7—szxo0s0mzamy

et & EA

QKFre ZENTNDFa— (FrsSA FHT)
CrtMID Avw¥— 1D (MID)

CrtICID A V=7 v a ki ID (ICID)
CRTDCID FLf5 ¢ ID (DCID)

InjBytes AoVl FENTZA v E—=VDEFYA X (/A FEALD)
InjMsg AoVl FENTEA Y=Y
InjRcp AoV = FNENTZES
GenBncRep AR E NIz v A EH

RejRep BRIz EE

DrpMsg Ky 7IhicAyte—v
SftBncEvnt JT R NRTUARAEINTA R b
CmpRcp SET LT EE

HrdBncRep N— R AT RENT-ZIEE
DnsHrdBnc DNS /— R X7 &

5XXHrdBnc S5XX /N— R X7 R

FltrHrdBnc T AIVE N— R N7
ExpHrdBnc IR/ N— K N7 &

OtrHrdBnc F DD N— R R R

DIvRcp BlfE SN2 EH

DelRcp HIBR S 7oz fZd

GlbUnsbHt 7 a—sVEEEIEY 2 N ED—EK
ActvRcp TIT 4 T ZEE

UnatmptRcp RATZAEH

AtmptRcp RITREE

CrtCncln BUE DA 1E Bl

CrtCncOut HAEDOFE ekt




27—52z 050y [

HrEt ZtEA

DnsReq DNS R

NetReq X U — 7 Bk

CchHit ¥Fyviabyh

CchMis Froia IR

CchEct Xy v afilst

CchExp X v v v =2 RN

CPUTTm TN = a CHMEN L72 G EF CPU RFfH

CPUETm T r—a UBREA AT b ORI

MaxIO A= T RIKT 5 1 BHTZ0 ORKRT 1+ A7 10 @i

RamUsd FO B THEHDAEY (A FHAL)

Swin 2T T ENTZAEY,

SwOut ATy TT 7 NS AEY,

SwPgIn N=U AU EINTEAEY,

SwPgOut N=UT U SN AEY,

MMLen VAT LRDOGEEA v E— U

DstInMem AEVNOSEEA TV =7 MK

ResCon UV — Z RO tarpit . (KED T AT LAARICL Y . HEA—LDZ
FAND Z OBEIETEIE L ET)

WorkQ T—7 Xa—llhHHBED A vE—I%

QuarMsgs RY—, TANA IO Outbreak [EEEIC 5 B8 4 D A v —I%K

(BEEORHEZ Y TITFET HA v E—VIF—ELT Iy FEhvE

ED)

QuarQKUsd RY— TANA, BELO Outbreak FEEfE A v & — 2L » THA &
nNs5¥xnm/ o k

LogUsd HEINA e Y S—F ¢ a OEE

BMLd TUFTAINA AF Y L THEAESNS CPU DEIG

SophLd Sophos 77 > F AL A% v TR S5 CPU OFIE
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et

B

McaflLd

McAfee 7> F U A VA A% v Tl &N 5 CPU OEIG

CASELd

CASE A% ¥ U CEA &5 CPU DEIG

TotalLd

CPU O &FHHEE &

LogAvail

0y 7y AVHHATEDT 4 A7 AN—R

EuQ

ARLBEENOHEE A v — U

EuqRls

AS LGEEER Y 2 —NOHEE A > & — T8

RptLD

LiR— ks DWLE o CPU Afaf

QtnLd

FREEALER FR > CPU A fHf

EncrQ

W EDOF 2 —HNOA v E—

ATF—H/Z2 0504

Fri Feb 24 15:14:39 2006 Info: Status: CPULd 0 DskIO 0 RAMUtil 2 QKUsd 0 QKFre 8388608

CrtMID 19036 CrtICID 35284 CrtDCID 4861

InjMsg 13889 InjRcp 14230 GenBncRcp 12 RejRcp 6318 DrpMsg 7437 SftBncEvnt 1816 CmpRcp

6813 HrdBncRcp 18 DnsHrdBnc 2 5XXHrdBnc

15 FltrHrdBnc O ExpHrdBnc 1 OtrHrdBnc O DlvRcp 6793 DelRcp 2 GlbUnsbHt O ActvRcp 0

UnatmptRcp 0 AtmptRcp 0 CrtCncIn 0 CrtCncOut

0 DnsReqg 143736 NetReq 224227 CchHit 469058 CchMis 504791 CchEct 15395 CchExp 55085

CPUTTm 228 CPUETm 181380 MaxIO 350 RAMUsd

21528056 MMLen 0 DstInMem 4 ResCon 0 WorkQ 0 QuarMsgs 0 QuarQKUsd 0 LogUsd 3 AVLd 0 BMLd
0 CASELd 3 TotallLd 3 LogAvail 17G EuQ O

EugRls 0

KAAY TNy OFDEA
RAAL Y TRy 7 o, EXA— NV EXa )T 4 TFIAT LV ALIREDZELFRA M

D SMTP ZFETD I TAT v b EF—"OBEPRERINET, Zou s A4 7I3FEIC, FF
EDOZEHEFA MIETAMEOT Ny IR S NET,

R 13: ALY Ty T O OfEHER

et

Bl

BANAR T

N A AN R DR

TR A T OFEMLAL

#{E75C (From)

TrRu—TEEE

=% (To)

TrNu—TZEE




kxsvFiysazon [

#Et SRER

A (Reason) B{EHF D SMTP &% % RFC 1893 Enhanced Mail Status Code D fi
poN

& ZIEEBRABINLD SMTP JRE a2 — FEBLOA vtE—Y

FAA Y TNy T T D

Sat Dec 21 02:37:22 2003 Info: 102503993 Sent: 'MAIL FROM:<daily@dailyf-y-i.net>'
Sat Dec 21 02:37:23 2003 Info: 102503993 Rcvd: '250 OK'

Sat Dec 21 02:37:23 2003 Info: 102503993 Sent: 'RCPT TO:<LLLSMILE@aol.com>'

Sat Dec 21 02:37:23 2003 Info: 102503993 Rcvd: '250 OK'

Sat Dec 21 02:37:23 2003 Info: 102503993 Sent: 'DATA'

Sat Dec 21 02:37:24 2003 Info: 102503993 Rcvd: '354 START MAIL INPUT, END WITH "." ON A
LINE BY ITSELF'

Sat Dec 21 02:37:24 2003 Info: 102503993 Rcvd: '250 OK'

A3y TNy aAvnNEA

AoVl vary TRy a I, EA— L EFa VT4 TTFIAT AL, VAT A
B L CVWDIREDAR A MO SMTP RGNk SNET, A1V =rvar Ty ay
I, A Z—Fy " bERERETE 7 TAT U NEEA—NL X2 VT4 TTI7A4T
AOWEICETAMEEZ N T IN Y a—T 4 T HDICESE BT, 2o s TiE, 2o
DY AT A TEEINTZTRTONRAS MPBFEE S, BA R M2 4] 38 s X
En [ZfE] IS ET,

T ARA NOSTELXIEETAHITIE. IPT RLA, IPHEH., A& M., FHIEESF A
LEBETAHMLENHY E9, IPEHHANTEHRL TS IP T RLUARTNCRERSINET,
WA RAALHADRA MBT_RCEEFEINET, VAT AT, BHELTWAIP T FLAIZxt
LTYUNR—ADNS/LA Y I T v FZHETLT, AANRIZERL F4, DNSIZXsd 5 PTR L
I—RPRBRWIP T RL R, AR RAIC—ELEEA,

T 2y a VERLEEETALENRDY 7,

ATzl vary TRy T v TNOZITICE, RORITRTIERNEENET,

RMU: Ao a3y TNV Y 0T OHEIER

et Bl

BA DAL T AR DNRE S TR

ICID AVl varERIDIX, Bloa s 7200 F g TR UHE
BEIZBEAT T A Z & TE AEAHAT T,
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/=R XL

#Et Bl

Sent/Received Sentto] & ESNT-ATIE. BEAR A MIEEENTEZEEDO AL T
T, [Revdfrom) &EREEINTZATIE. A A M BZE LIZERON
£ R T

[P7 KL A (IP
Address) ]

PR A RO IP 7 R LA,

3 T/ANyS OT0H

Wed Apr 2 14:30:

ESMTP\015\012"

Wed Apr 2 14:30:

mail.remotehost

Wed Apr 2 14:30:

postman.example

Wed Apr 2 14:30:
FROM:<sender@remotehost
Wed Apr 2 14:30:
<sender@remotehost.com>
Wed Apr 2 14:30:

TO:<recipient@example.com>\015\012"

Wed Apr 2 14:30:

<recipient@example.com> ok\015\012"'

Wed Apr 2 14:30:

Wed Apr 2 14:30:
Wed Apr 2 14:30:

04 2003 Info: 6216 Sent to '172.16.0.22': '220 postman.example.com

04 2003 Info: 6216 Rcvd from '172.16.0.22': 'HELO

.com\015\012"

04 2003 Info: 6216 Sent to '172.16.0.22': '250

.com\015\012"

04 2003 Info: 6216 Rcvd from '172.16.0.22': 'MAIL
.com>\015\012"

04 2003 Info: 6216 Sent to '172.16.0.22': '250 sender
ok\015\012"

04 2003 Info: 6216 Rcvd from '172.16.0.22': 'RCPT

04 2003 Info: 6216 Sent to '172.16.0.22': '250 recipient

04 Info: 6216 Rcvd from '172.16.0.22': 'DATA\015\012'

04 2003 Info: 6216 Sent to '172.16.0.22': '354 go ahead\015\012"'

04 2003 Info: 6216 Rcvd from '172.16.0.22': 'To:

recipient@example.com\015\012Date: Apr 02 2003 10:09:44\015\012Subject: Test

Subject\015\012From:

Wed Apr 2 14:30:

message'

Wed Apr 2 14:30:

Wed Apr
Wed Apr
postman.example

ATLATDOER

£ 15: R T L O5 D#EHER

2 14:30:
2 14:30:
.com\015\012"

04 2003 Info:
04 Info: 6216 Sent to

04 Info: 6216 Rcvd from
04 2003 Info: 6216 Sent to

6216 Rcvd from

'172.16.0.22":

'172.16.0.22":

Sender <sender@remotehost.com>\015\012"

'172.16.0.22":

'172.16.0.22":

'This is the content of the

'250 ok\015\012"

'QUIT\O015\012"
'221

et Bl
BA DAL T 8 S ERE ST REA)
Avt— B ZIZRRER ST A N b




RT L AT D
WD AT A a7 ORI, commit #E(T L7m2—VDLHTEATTESNZaxry MegTe, W

<OMD commit =2 U ZRLTWET,

CLEZEO S DEH

CLEEZER T Dl

FCIN-ULN |

Wed Sep 8 18:02:45 2004 Info: Version: 4.0.0-206 SN: XXXXXXXXXXXX-XXX

Wed Sep 8 18:02:45 2004 Info: Time offset from UTC: 0 seconds

Wed Sep 8 18:02:45 2004 Info: System is coming up

Wed Sep 8 18:02:49 2004 Info: bootstrapping DNS cache

Wed Sep 8 18:02:49 2004 Info: DNS cache bootstrapped

Wed Sep 8 18:13:30 2004 Info: PID 608: User admin commit changes: SSW:Password

Wed Sep 8 18:17:23 2004 Info: PID 608: User admin commit changes: Completed Web::SSW
Thu Sep 9 08:49:27 2004 Info: Time offset from UTC: -25200 seconds

Thu Sep 9 08:49:27 2004 Info: PID 1237: User admin commit changes: Added a second CLI
log for examples

Thu Sep 9 08:51:53 2004 Info: PID 1237: User admin commit changes: Removed example CLI
log.

= 16: CLIBEE O J O#fFHER

frEt B

HADNAR T

ISA DRSS VTR

PID

av Y RBANENTRHFEDOCLIEYy a7 ak A ID,

A=Y

AwvtE—=I1I, ANWENZCLla~ > K, CLIHT (A==2—,
BE) L BIOERENDS 0T N THERENET,

IES

WD CLI A v 7 Ofli%, who 3 X O textconfig CLI =< > K28 AF) & 7= PID 16434 D1E

R LTHNET,

Thu Sep 9 14:35:55 2004 Info: PID 16434:
'\nmail3.example.com> '

Thu Sep 9 14:37:12 2004 Info: PID 16434:

'\nUsername Login Time Idle Time Remote
\nadmin Wed 11AM 3m 45s
0s 10.1.3.14 cli\nmail3.example.com> '

Thu Sep 9 14:37:18 2004 Info:

PID 16434:

User admin entered 'who'; prompt was

User admin entered
Host What\n
10.1.3.14 taill\nadmin 02:32PM

'textconfig'; prompt was

User admin entered ''; prompt was '\nThere are

o m



B rrv—noromm

no text resources currently defined.\n\n\nChoose the operation you want to perform:\n-
NEW - Create a new text resource.\n- IMPORT - Import a text resource from a file.\n[]>

FTIP H—/\ OS5 DEA

=R 17: FTPH—/\ 05 O#fictIEHR

et

Bl

HALNAR T

2SA B DRSS VTR

ID

#5¢ ID, FTP #%6i = & ORIE D ID

Auv—v

g TR yE— I a Nt vl T AN AT —FAE
W, ELIEFTPERE®R (n/ A, Ty 7ue—K, ¥ura—R, &
TT 7 ReE) 120 F9,

FTP H—/x O 5 45l

WD FTP ¥—8 1 ZOFNIciE, #k: (ID:1) NS TWET, SEEFEOIP 7 FLAD

Eo 77T 4T 4

(Z7ANDT vyTr—RKEAxyrao—FK) B s 7y A rREN

TWET,

Wed Sep 8 18:03:06 2004 Info: Begin Logfile

Wed Sep 8 18:03:06 2004 Info: Version: 4.0.0-206 SN: O00065BF3BA6D-9WFWC21

Wed Sep 8 18:03:06 2004 Info: Time offset from UTC: 0 seconds

Wed Sep 8 18:03:06 2004 Info: System is coming up

Fri Sep 10 08:07:32 2004 Info: Time offset from UTC: -25200 seconds

Fri Sep 10 08:07:32 2004 Info: ID:1 Connection from 10.1.3.14 on 172.19.0.86

Fri Sep 10 08:07:38 2004 Info: ID:1 User admin login SUCCESS

Fri Sep 10 08:08:46 2004 Info: ID:1 Upload wording.txt 20 bytes

Fri Sep 10 08:08:57 2004 Info: ID:1 Download words.txt 1191 bytes

Fri Sep 10 08:09:06 2004 Info: ID:1 User admin logout
HTTP O 5 OO

H

& 18: HTTP 0 7 O#faHER

et iER

HADAR T

SRR S LT B




wre o s of [

et

Bl

ID

Ty aID

G

Wi~ v DIP7 RL*

i — Y D —H4

Auv—Y

FITINTT I v a T AR, GET=2~ > K, POST2~ > K,
FLRIEVAT A AT =R ARENEGEENDIGENDY £7,

HTTP O % 4l

WO HTTP 1 7 OfillL, EHF 2 —F & GUI OxtEh (VAT ABREY 4 F— RO FET/ L)

R LTWET,

Wed Sep 8 18:17:23 2004 Info: http service on 192.168.0.1:80 redirecting to https port

443

Wed Sep 8 18:17:23 2004 Info: http service listening on 192.168.0.1:80

Wed Sep 8 18:17:23 2004 Info: https service listening on 192.168.0.1:443

Wed Sep 8 11:17:24 2004 Info: Time offset from UTC: -25200 seconds

Wed Sep 8 11:17:24 2004 Info: req:10.10.10.14 user:admin id:iaCkEh2hb5rZknQarAecg POST
/system_administration/system_setup_wizard HTTP/1.1 303

Wed Sep 8 11:17:25 2004 Info: req:10.10.10.14 user:admin id:iaCkEh2hb5rZknQarAecg GET
/system_administration/ssw_done HTTP/1.1 200

Wed Sep 8 11:18:45 2004 Info: req:10.10.10.14 user:admin id:iaCkEh2hb5rZknQarAecg GET
/monitor/incoming mail overview HTTP/1.1 200

Wed Sep 8 11:18:45 2004 Info: req:10.10.10.14 user:admin id:iaCkEh2hb5rZknQarAecg GET
/monitor/mail flow graph?injector=s&width=365&interval=0&type=recipientsin&height=190

HTTP/1.1 200

Wed Sep 8 11:18:46 2004 Info: req:10.10.10.14 user:admin id:iaCkEh2h5rZknQarAecg GET
/monitor/classification graph?injector=&width=325&interval=0&type=recipientsin&height=19

0 HTTP/1.1 200

Wed Sep 8 11:18:49 2004 Info: req:10.10.10.14 user:admin id:iaCkEh2hb5rZknQarAecg GET
/monitor/quarantines HTTP/1.1 200

NTP O DER

£ 19:NTP O 5 O#fHER

et

3518

BA DAL T

AR DRI S VTR




B vroson

NTP O % D45l

et Bl

Ayl— Aot—=lE, =~ Ry NU—2 XA 571 ka2 (SNTP)
7 Y —FzlF adjust: A v E—Y TS NVET,

WONTP 2 ZOHNL, TFIFAT U ANSNIPARA RAD2EDR—Y 7 H7LTWE
TO

Thu Sep 9 07:36:39 2004 Info: sntp query host 10.1.1.23 delay 653 offset -652
Thu Sep 9 07:36:39 2004 Info: adjust: time const: 8 offset: -652us next poll: 4096
Thu Sep 9 08:44:59 2004 Info: sntp query host 10.1.1.23 delay 642 offset -1152

Thu Sep 9 08:44:59 2004 Info: adjust: time const: 8 offset: -1152us next poll: 4096

AE¥v>r OJDFEH

AXxxraZillE, TTXITAT UV ADAF Y =P OFTTO LOG LN COMMON
AyE—UREENTOET, HAHEZ COMMON BXU'LOG 77—k A v —T DY 2
MZOWTIE, VAT AEH] OFEO 77—k 22 L TIEEN,

R20:AF v OFDOHEER

#rEt Bl
BADAR T INA DRI ST

Avg—v Ayt —UlT, WFRODAFT Y =P DT ) r—3 g L DfE
EOEEENETI— b, KBMLETI— b, 3RS T — Ry
VE_:)TT%EEéMTI/\jEﬁ*O

A2 aTnH

Rowv 7 DFIE, Sophos 7 F U A NAIET 2EET T — MG LTWDT I IA4 T A
DIEEZ R L TWET,

Wed Feb 23 22:05:48 2011 Info: Internal SMTP system attempting to send a message to
alerts@example.com with subject 'Warning <Anti-Virus> mail3.example.com: sophos
antivirus - The Anti-Virus database on this system is...' (attempt #0).

Wed Feb 23 22:05:48 2011 Info: Internal SMTP system successfully sent a message to
alerts@example.com with subject 'Warning <Anti-Virus> mail3.example.com: sophos
antivirus - The Anti-Virus database on this system is...'.

Wed Feb 23 22:05:48 2011 Info: A Anti-Virus/Warning alert was sent to alerts@example.com
with subject "Warning <Anti-Virus> mail3.example.com: sophos antivirus - The Anti-Virus
database on this system is...".



7orzisosomm ]

T UFARINL BT DFER

xR 21: 7 OF RRL OF O#EHER

et Bl

HADRZ T |\ NA P DREE S VTR

Ay— A=, TUFARARAT v 7T — FOMEREER (oY F-0%
T UFARBIN— VDT T — MNP UBETHST2NE I DY) THERR
ENnFET,

T UFR/NL OTDOH

DT o F AN T T OHNL, ToFARANZ LD NCE D, ARNAEROT v I T— B
JO'CASE 7 v 75— FOWEREZ R L TWET,

Fri Apr 13 18:59:47 2007 Info: case antispam - engine (19103) : case-daemon: server
successfully spawned child process, pid 19111

Fri Apr 13 18:59:47 2007 Info: case antispam - engine (19111) : startup: Region profile:
Using profile global

Fri Apr 13 18:59:59 2007 Info: case antispam - engine (19111) : fuzzy: Fuzzy plugin v7
successfully loaded, ready to roll

Fri Apr 13 19:00:01 2007 Info: case antispam - engine (19110) : uribllocal: running URI
blocklist local

Fri Apr 13 19:00:04 2007 Info: case antispam - engine (19111) : config: Finished loading
configuration

GuLAA—)LOYDER
#Et B
HABNAR T INA DR E S TR

Aye— Aub—IZlF, T A A= TPy ATF—H A BEREDEHR
NEFENET,

LA A—)LOg o

Tue Mar 24 08:56:45 2015 Info: graymail [BASE] Logging at DEBUG level
Tue Mar 24 08:56:45 2015 Info: graymail [HANDLER] Initializing request handler
Tue Mar 24 08:56:50 2015 Info: graymail [ENGINE] Loaded graymail scanner library

Tue Mar 24 08:56:50 2015 Info: graymail [ENGINE] Created graymail scanner instance

o m



B 779 rzx000mm

Tue Mar 24 08:56:50 2015 Info: graymail [HANDLER] Debug mode disabled on graymail process
Tue Mar 24 08:56:50 2015 Info: graymail [HANDLER] Starting thread WorkerThread 0

TFUOFI9A4ILR O DEA

R2:7UF 94 IILR OF DREHER

et Bl
HADARK LT | XA FONERIE S TR

A y— Ave—ViE, TVFUANAT v T — FNOMERERER (v F
FFIXOANAERDT v 7T — EDRMBETHoT=mE I N E) THERKE
nET,

TFUOFI94I)LR A5 DF

ROT o F A NA 17 ORI, Sophos 7 o FUANAT P AZLD, TANAES (IDE)
LUV VAEROT v 7T — FOMERE R L TVET,

Thu Sep 9 14:18:04 2004 Info: Checking for Sophos Update

Thu Sep 9 14:18:04 2004 Info: Current SAV engine ver=3.84. No engine update needed

Thu Sep 9 14:18:04 2004 Info: Current IDE serial=2004090902. No update needed.

Zon 7 —RRIZDEBUG L ~LIZRET D E, TUVFUANAZ U P URFTED A v—
NWCOWTHEDHEZIR LI-EHEZE T2 D& HE T, DEBUG 2 X Z1ERITITE
TT, HEHOBITEE LT EEN,

AMPT>>> QO /J“ODEH%

AMP =y a 7%, IROZEMNEENFET,
e T7AN L aT—vary = NIERINET 7 ANV L aT—var sl —k
TrAN L aT—Y gy =L RZE SN

o« T ANSHT (7 7 A NI — T 77/1’/1/7%7‘/71:’%]\“52%“(1/‘5%/&\) o 774
VN OARREIL, 7 7 A VT — "I BINE R ZE &N 5 £ CESRICEEE SN E T,

AMPT > O4d Ty hDF
WIZHED T F ) FCHESLS AMP =Yy vy = N oflEZ R LET,

e T AN L aT— a7y AN = O (43 2—)

e T r AN L aT— gy =KL (43 2—2)

e T AN L aT—v gy 7o) —DHHE (43 2—)

e AN L 2T —a =N T AN L 2T =g J ) —IZx LTCEZE
L7725 (44 X—7)




T74IN LEaAT—2avET7ALR Y —OMHE .

CHDIDDT 7 AN T v Ta—=RET 7 ANGHTHEZ (45 X—2)

« T ANBOHRICT v 7 a— REnRn (46 <—)

e Ty AN T v T a—RHIRENENTT 7 A VSN AFT Yy TENTZT 7 AN T v T a—
ko (46 ~—)

« TP ANV —ANDOT T —BFRTT 7 A VI BAF Y T ENFT 7 AT v T a—
k(47 %)

ZELET AN L AT T  THE (47 2—2)

TJ7A4IL LEAT—2a3vETd7A4 L9 — O

Wed Oct 5 15:17:31 2016 Info: File reputation service initialized successfully

Wed Oct 5 15:17:31 2016 Info: The following file type(s) can be sent for File Analysis:
Microsoft Windows / DOS Executable, Microsoft Office 97-2004 (OLE), Microsoft Office

2007+ (Open XML), Other potentially malicious file types, Adobe Portable Document Format
(PDF) . To allow analysis of new file type(s), go to Security Services > File Reputation
and Analysis.

Wed Oct 5 15:17:31 2016 Info: File Analysis service initialized successfully

7741 LEaAT—Y 3y H—n\HARER

Tue Oct 4 23:15:24 2016 Warning: MID 12 reputation query failed for attachment
'Zombies.pdf' with error "Cloud query failed"

774 LEaAT—3> 0 T)—0O#HE

Fri Oct 7 09:44:04 2016 Info: File reputation query initiating. File Name = 'mod-6.exe',
MID = 5, File Size = 1673216 bytes,
File Type = application/x-dosexec

et SR BA

7 7 A4 (File SHA-256 "y > 2 DB 77 A/ LE 2T — gy —NZEEESH

Name) D7 7 A VDL H,
T ANHBERTERWGSE, 77 ANVABRARIATHD ERILLE
7,

MID BT A—INNRATTA U EBRTHEA v E—VOBNERASIND A >
+— 1D,

T AN AR SHA-256 7~ ¥ 2 il I3 7 7 A )V L E 2T —va v F—NCEE S
(File size) nNo77ANOHA X,




. T7ANLEAT—2av Y=o T7A)LLEAT—2a 0 VT —ICHLTRIELEGE

#Et EEA
Tr AN BT SHA-256 N ¥ 2B FN 7 7 AL LE 2T —3 g0 $—NTEES
(File Type) NL77ANDEAT,

WRDT 7 AN ZATRYFR— IR THET,
* Microsoft Windows / DOS Executable
* Microsoft Office 97-2004 (OLE)
* Microsoft Office 2007+ (Open XML)
 TOMDEENH LR H L T 7 AN AT
» Adobe Portable Document Format (PDF)

Fri Oct 7 09:44:06 2016 Info:

File

TJ74IL LEAT—23 0 H—n\0o 74 LEAT—Sa3 0 5T ) —I2 LTRIELEGE

Response received for file reputation query from Cloud.

Name = 'mod-6.exe', MID = 5, Disposition = MALICIOUS, Malware = W32.061DEF69B5-100.S3BX.TG,
Reputation Score = 73, sha256 =
061def69b5c100e9979610£fa5675bd19258b19a7££538b5¢c2d230b467¢c312£19, upload action = 2

et

B

7 7 A V4 (File
Name)

I

SHA-256 N> 2 DR T 7 AL L E 2T —3 3 0 P—N 3%
7 7 A VDA,

T ANHPERTERWGE, 77 ANVABARHATHD ERBLLE
—a‘o

Sho

palll

MID

BAIA—NNRATTA iy DA vy E—VOBBNEHESND A >
-V 1D,

{7 (Disposition)

TrAN L 2T — g AHAMEIZRO LBV T,
« MALICIOUS
« CLEAN
*FILEUNKNOWN : L' E =27 —3 3y Aa7RnEabdiga,
« VERDICT UNKNOWN : {3 FILE UNKNOWN T& D A =27 233
Yo oiEs,

<N
(Malware)

<)L = T D4 I,

LEa2T7r— gy
A a7 (Reputation
score)

T7AN L EaT—yary =R TT77ANMZED LB TEHEND
LEaT—Ygy RAa7r,

7 7 A JUEA 7S VERDICT UNKNOWN OEE . T 754 T A7 7
AN VLEaTF—Ta HErR, LEaTF—Tary 2Aar e LXVEIZ
HOWTHELET,




BHDEHOT AL Ty Ta—keTranHToez |

et B

Toda—RTI |BEDT7 7 ANMIETEIND, 7740 L EaT7—vary—Rko
v =3 > (Upload THIREINDZT vy 7 u— K77 a3 Off :

Action) c0: 7y r— FFHIZERETHIREIIHY FH A,
Ty Fu—FRICT7 s A VEERELET,

GE) TITIAT AT v7Ta—RT7 7 g rofEs ] o
LA 77 ANV ET v 7T ue—KLET,

2 Ty —FRHIZTZ7ANEEELEEA,
3T v T a—FNHICAZT =2 DHEEXELET,

PHDE=ODTI7ANL Ty ITA—KFET 7ML HTAOER

Wed Sep 28 11:31:58 2016 Info: File uploaded for analysis. SHA256:
e7ae35a8227b380ca761c0317e814e4aaa3d04£362c6b913300117241800£0ea

Wed Sep 28 11:36:58 2016 Info: File Analysis is running for SHA:
e7ae35a8227b380ca761c0317e814e4aaa3d04£362c6b913300117241800£f0ea

Fri Oct 7 07:39:13 2016 Info: File Analysis complete. SHA256:
16454aff5082c2e9df43f3e3b9cdbal3c6ael’766416e548c30a971786db570bfc, Submit Timestamp:
1475825466, Update Timestamp: 1475825953, Disposition: 3 Score: 100, run id: 194926004
Details: Analysis is completed for the File
SHA256[16454af£5082c2e9df43f3e3b9%cdba3c6ael’766416e548c30a971786db570bfc]

Spyname: [W32.16454AFF50-100.SBX.TG]

et AR
SHA256 S5 7 7 A VD SHA-256 7~ > = 1D,

BEXA LAY T TTIAT VAL ST T 7 ANDT 7 A NG =T v 7
(Submit Timestamp) 0 — R &z B A &R,

WA A DAL T T AT DT 7 ANGHBET LI BT & B

(Update Timestamp)

{7 (Disposition) Tr7AN L EaT—va VOHEMET, ROERH D £,
cl-NTU=T ORMERL
«2-1E
3w

A a7 (Score) T 7 ANGH =N TT7 7 A MZHD B THNDL 5T A=

‘?o
%47 ID (RunID) T 7 A NG —NPBEFED T 7 A VT DWW T 7 7 A JVIZEN D

HTH%ME (ID) .

o m



B o inammc7y To—rsnnn

et 3

FEA (Details) 7 7 A AT T — S SN IBIIEE, 2 5 TRV
Barld. 7 7 A ST D BB I R TE T L TWDS Z & &R L
i ‘g‘o

ARA 4 (Spy Name) | 7 7 A ABHTHIZT 7 A VAL~ AT = T IREONT2GEE, &
DA I,

TJ7AILDBRHRIZTy FTOo— KEhigly

Wed Sep 14 12:27:52 2016 Info: File not uploaded for analysis. MID = 0 File
SHA256[a5f28f1fed7c2£e88bcdf403710098977fal2c32d13bfbd78bbe27e95b245£82] file
mime [text/plain] Reason: No active/dynamic contents exists

et iEA
MID BIA—N AT T @ d DAy E—VOBBNERSND A v
t— 1D,

77 A/VMIME |77 A/V® MIME %A 7,
(File MIME)

FEH (Reason) LLUFIZRT DL, upload action 23 '1' [T E SN TWALATH, 77 A
IWINT 7 A NG — T v e — RS2 WEHOED 1 5T,
RO )= RTT77ANBTTICT vy 7a— RSN TWD : 77 A ViF
TTITHDOT TIZ7A T AN LTI 7 A MW — N2 T v 7 a—
FERTWET,
o 77 A NI - T 7 A THEITTHROT v r— RO DIT T
TIZEIRI N TWET,
s T AMIT 7 A NG — T TICT v e — R~
e WAR— MG DT 7 A4 )V Z A T TIHRN
o T AN YA XBEHIN . Ty T — R T ANDY A XN T 7 A
W= N LS TREIN TS LEVEEZB X TWET,
e Ty E— R XN ThHoT2
s Ty A NG — DT T —
T IT AT RAr T Y EFEN I T Y BTFEE L TR
s —RFEITIAHT T —

D274 Ty TA—FEIBRNERTI 7AILDHNREy TENF=T 7L 7y TA—F

Tue Jun 20 13:22:56 2017 Info: File analysis upload skipped. SHA256:
b5c7e26491983baa713c%9a2910ee868e£d891661c6a0553b28f17b8fdc8cc3ef, Timestamp[1454782976]
details[File SHA256[b5c7e26491983baa713c9a2910ee868e£fd891661c6a0553b28£f17b8fdc8cc3ef]
file

mime [application/pdf], upload priority[Low] not uploaded, re-tries[3], backoff[986]
discarding ...]

Tue Jun 20 13:22:56 2017 Critical: The attachment could not be uploaded to the




T7ALDHH—NROIS—HREATI 7 LSHNRF Yy TESNf-T 744 Ty TO—F .

File Analysis server because the appliance exceeded the upload limit

#rat Bl

SHA256 5t 57 7 A LD SHA-256 7~ v ¥ = 1D,

Timestamp T 7 AN —RA~D T 7 A VDT v 7 r— R U= B A& B
FEAl (Details) 7 7 A NG =D T —DFHM,

7 5 A /L MIME 77 A LD MIME % A 7,
(File MIME)

7y a— MRS [Ty 7 e — NMESEIANL (Upload priority) ] DfEIZLL T O LY TT,
WAL (Upload « [ (High) ]-PDF 77 A /L % A %R T _RTORR SN 7 7

priority) AN B A TDEA,

«[f& (Low) ]1-PDE 7 7 A )V Z A T DIHDEFE,
PR TEIEL WHDOT 7 A MK L TEITENTT v 7 a— RRITORE,
(Re-tries)

GE) 177 A MK L, JKR3EETT v — RERITTEET,

Ny 747 (x) T FIAT VANT 7 AN =T 7 AN ET v 7Fa—RKLED
(Backoff (x)) ETDORANCHET DMERH LB x) o 2L T IA4T AN
HH7-0DOT7 v7a— RlfRIZELZE IR ELET,

HE (HH) TTIAT U ANT w7 a— NflREER 12720, 7 7 A Vatrh—
(Critical WIS 7 7 ANVET v — RTEEHATLR, (Theattachmentcould
(Reason)) not be uploaded to the File Analysis server because the appliance exceeded the

upload limit.)

T7A4ILDHF—IOIS—ARERERTI7AILDHART Yy TEhE=7 747y Ta—FK

Sat Feb 6 13:22:56 2016 Info:SHA256:
69e17e213732da0d0cbc48ae7030a4a18e0c1289f510e8b139945787£67692a5, Timestamp[1454959409]
details[Server Response HTTP code: [502]]

et B

SHA256 XIS d 5D 7 7 A /LD SHA-256 7~ ¥ = 1D,

Timestamp T 7 AN =R~ DT 7 A NDT v Fa— FRRITENT- A&
IR

FEAH (Details) T 7 A NG =D T —IZBT 5 R,

ZELEI7ZAILL FAORRY T4 THE

Fri Oct 7 07:39:13 2016 Info: Retrospective verdict received. SHA256:
16454aff5082c2e9df43f3e3b9cdbal3c6ael766416e548c30a971786db570bfc, Timestamp: 1475832815.7,

| ns



B < umeosomm

Verdict: MALICIOUS,

Reputation Score: 0, Spyname: W32.16454AFF50-100.SBX.

et

Bl

SHA256

ST 5 7 7 A LD SHA-256 /~ v 3 = 1D,

Timestamp

T AN — "IN T 7 A NLDL NB AT T 4 TIHEESIE
L 7= A HF,

HE

T7ANDY "R AXRT T 4 TRHUEOEIT TEEOH D] £ TE
w1l T,

Reputation Score

T7ANLVEa2T—varyP—NZLoTT7 74 NMIEID S THND
Ltas—3i gy Aar,

Spyname

T A NHTHNZ T 7 A AVNIC< LT 2 T BRSO =880, &
D4R,

ANLIREED T D&

% 23: /8L O OifEER

Bl

AR DEE S TR

#rat
BADARR T
A=Y

Avt—UiF, EfITENnNET 2 ary (Ave—V0REE. RBEE Y
TD ORI E) THRERSNE T,

A/NLfREED 5 D45l

wov 7 OFIE, WD D admin@example.com (2 A v & — (MID 8298624) 73 ifx S Tuy
LT EHERLTVNET,

Mon Aug 14 21:41:47 2006 Info: ISQ: Releasing MID [8298624, 8298625] for all

Mon Aug 14 21:41
queue)

Mon Aug 14 21:41

Mon Aug 14 21:41
queue)

Mon Aug 14 21:41

:47

:47

:47

:47

2006 Info: ISQ: Delivering released MID 8298624 (skipping work

2006 Info: ISQ: Released MID 8298624 to admin@example.com

2006 Info: ISQ: Delivering released MID 8298625 (skipping work

2006 Info: ISQ: Released MID8298625 to admin@example.com



ziumeennsosm i

ZNLIEEEGUI O S D {FEF

= 24: Z/8L GUI O T D#EEHIEHR

et Bl
HADAR T INA R DR ST EEZ

A Y'{Z*‘f/ A wvb— Lj: = #munﬁiﬁk@%ﬁ'?émﬁ_77 D= /VCT%EJZéMSE
—é—o

RN LfREE GUI BT Dl
wow 7O, R LERRE, v /A4y, BIOe 7y hERLTWVWET,
Fri Aug 11 22:05:28 2006 Info: ISQ: Serving HTTP on 192.168.0.1, port 82
Fri Aug 11 22:05:29 2006 Info: ISQ: Serving HTTPS on 192.168.0.1, port 83
Fri Aug 11 22:08:35 2006 Info: Authentication OK, user admin
Fri Aug 11 22:08:35 2006 Info: logout:- user:pqufOtLevyI5StCghCfO session:10.251.23.228

Fri Aug 11 22:08:35 2006 Info: login:admin user:pqufOtL6vyI5StCghCfO
session:10.251.23.228

Fri Aug 11 22:08:44 2006 Info: Authentication OK, user admin

LDAP T/\v 45 O45 DEMA

& 25:LDAP T3y J 0T OfEHER

et SR BA
HADAR T INA R DRI ST B
Ayl— LDAP T 7 A wb—,

LDAP T/\v 4 O M4l
A\

GE) w7 77 ANVORTIE, FrBnElETonEth, Z2TE B 7 rile LTES
WENY LB THATWET,

1 Thu Sep 9 12:24:56 2004 Begin Logfile




B wee 7505 0som

2 Thu Sep 9 12:25:02 2004 LDAP:
Masquerade query sun.masquerade address employee@routing.ga to employeelmail.ga|

3 Thu Sep 9 12:25:02 2004 LDAP:
Masquerade query sun.masquerade address employee@routing.ga to employee@mail.qgal

4 Thu Sep 9 12:25:02 2004 LDAP:
Masquerade query sun.masquerade address employee@routing.ga to employeelmail.ga|

5 Thu Sep 9 12:28:08 2004 LDAP: Clearing LDAP cache
6 Thu Sep 9 13:00:09 2004 LDAP:

Query ' (& (ObjectClass={g}) (mailLocalAddress={a}))' to server sun (sun.ga:389)
7 Thu Sep 9 13:00:09 2004 LDAP:

After substitute, query is ' (& (ObjectClass=inetLocalMailRecipient)
(mailLocalAddress=rroute.d00002b.loc@ldap.route.local.add00002.ga)) "

8 Thu Sep 9 13:00:09 2004 LDAP: connecting to server
9 Thu Sep 9 13:00:09 2004 LDAP: connected
10 Thu Sep 9 13:00:09 2004 LDAP:

Query (& (ObjectClass=inetLocalMailRecipient)
(maillocalAddress=rroute.d00002b.loc@ldap.route.local.add00002.ga)) returned|
1 results

11 Thu Sep 9 13:00:09 2004 LDAP: returning: [<LDAP:>]

AR Dw 7 7 7 A VEGRHRDIZODTA FE LT, BHLTIEIN,

+ 26:LDAP T /Ny J 0T OBIDEE

&S EBA

1 n7 7y ANVBEBSIET,

2 U A —%, B#EIZ Tsun.masquerade] &9 LDAPZ = U —|Z k- T, v XA
3 A1 b— RIZLDAP 24 5 L O ICESH TVET,

4 7 R L A employee@routing.qa 25 LDAP — /S TR I 4L, — B M SivE

T, TORRO~ AL —F 7 R L AL employee@mail.gqa THY, ~AF
V= FOREICEIS>TIDT FLANRA =V Ny F— T\ n—7%
B, EITTOmMAGICEZRAENET,

5 2 — T FE T Idapflush 2 FEFT L TV ET,




t—7yztFnyvsuztnsosR |

Bl

7 =Y —|Z, sunga, H— L3 IZXESNET, 7V —TFT 7L — NI
(&(ObjectClass={g})(mailLocalAddress={a})) T,

{gh 1%, FBIEMZ 4% (rept-to-group F 7213 mail-from-group /L —/V) THE
SENT T N—=THICERENET,

{a} 1E, MUEOT FLRICEHRINET,

ZZTRAN (HIRDEEY) NEITINET, LDAP — IEE S L DHH]
O —TZD LS FT,

T NSO F IR ST WD T, B LE T,

P—NIEEEINDT—#TT,

10

AERLE, FESERICZEIZRVET, DFED, 1 OO L a— RPRRINETH, 7
TY =X 7 4= REERLTWRVWOT, F—FIIRESNEEAL, 2N
HlE, T—FX—RZ—ERHLINEINE I ) —CF =y I T5HE X,
IN—T 72 —=LT 77~ 72V =Dl FICHHINET,

+—2J YR KNTOYY

JR b O DOER

ROFIZ, B=T7 VA MNTuy 27 R nZIlGEsnomatiEmae s LET,

£27:—2VUR/TBYY YR OTOHEER

et

BLL]

BA DAL T A B DNEE ST,

Av—v

Ayb—=UE, 2—VIIERE, FETSNT 7 v a TR INE
‘é—o

t—2JURKNTOyH )X+ DOTOH
W=7V ANTay 7 VAN aZolliL, 7794 T AL -> T2 I LT —#
NR—=ZADAF v TV ay FBIMERENTWAZ EEZRLTWET, HEHADT —FX—X(IZB
MENZEL S RENET,

Fri Sep 28 14:
6.0.0-425 SN:
10800 seconds
Fri Sep 28 14:

Fri Sep 28 16:

Fri Sep 28 18:

22:33 2007 Info: Begin Logfile Fri Sep 28 14:22:33 2007 Info: Version:
XXXKXKXKXKXKXK-XXX Fri Sep 28 14:22:33 2007 Info: Time offset from UTC:
Fri Sep 28 14:22:33 2007 Info: System is coming up.

22:33 2007 Info: SLBL: The database snapshot has been created.

22:34 2007 Info: SLBL: The database snapshot has been created.

22:34 2007 Info: SLBL: The database snapshot has been created.

o m
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Fri

Fri

Sep

Sep

28 20:22:34 2007 Info:

28 22:22:35 2007 Info:

Mon

Mon

Mon

Mon

Mon

Oct

Oct

Oct

Oct

Oct

:16:

:37:

:31:

:32:

:37:

39

37

31

40

2007

2007

2007

2007

2007

LR—T1 27 BT DER

WROFIE, LR— b v ISRk S G RZ R L TWET,

& 28: LR—T 4 VT 0T DHFEHER

Info:

Info:

SLBL: The database snapshot has been created.

SLBL: The database snapshot has been created.

SLBL: The database snapshot has been created.

SLBL: The database snapshot has been created.

Warning: SLBL: Adding senders to the database failed.

Warning: SLBL: Adding senders to the database failed.

Info:

SLBL: The database snapshot has been created.

et

Bl

BADAZ LT

A RIRRELE S,

AvE—

B

Ay—UlE, 2a—YREERE, FITSNLT 7 v a TS E

Lik—F 4 >4 g4l
WDOLR—FT 47 aZ7oflit, FHRe 7 L-VICRESNTET 7947 v AR LTWE

B

Wed
Wed
Wed
Wed
Wed
Wed
Wed
Wed
Wed
Wed

Wed

Oct

Oct

Oct

Oct

Oct

Oct

Oct

Oct

Oct

Oct

Oct

3 13:

39:

:39:

:40:

:40:

:40:

:40:

:40:

:40:

:40:

41

41

53

53

02

53

53

53

53

53

53

02

53

2007

2007

2007

2007

2007

2007

2007

2007

2007

2007

2007

Info:

Info:

Info:

Info:

Info:

Info:

Info:

Info:

Info:

Info:

Info:

Period minute using 0 (KB)

Period month using 1328 (KB)

Update 2 registered appliance at 2007-10-03-13-40
Pages found in cache: 1304596 (99%). Not found: 1692
Period hour using 36800 (KB)

Period day using 2768 (KB)

Period minute using 0 (KB)

Period month using 1328 (KB)

HELPER checkpointed in 0.00580507753533 seconds
Update 2 registered appliance at 2007-10-03-13-41

Pages found in cache: 1304704 (99%). Not found: 1692



vi—7+v5szy—nsoum ||

Wed Oct 3 13:41:53 2007 Info: Period hour using 36800 (KB)
Wed Oct 3 13:41:53 2007 Info: Period day using 2768 (KB)
Wed Oct 3 13:41:53 2007 Info: Period minute using 0 (KB)
Wed Oct 3 13:41:53 2007 Info: Period month using 1328 (KB)

Wed Oct 3 13:42:03 2007 Info: Update 2 registered appliance at 2007-10-03-13-42

LR—T4 2T 9T)— O DER
WDOFRIZ, VER—TFT 47 7 —aZ|litdksndHitERERLET,

£R29:LR—FT 42T 1) — 0y O#iHER

et Bl

HADAR T INA I IREE S TR,

Ay— Avl—Uid, 22—V L, FITENTET I v a o THEREINE
—3‘0

LR—TF 425 0T)— Ognfl

WDVIN—=FT 47 72 V—a o, 7774 T AL >T, 200048 H 29 AHnnd
A0 ETOWMTHEADREA—IN T T4 w7 V7o —NETENTWVWHILERL
TWET,

Tue Oct 2 11:30:02 2007 Info: Query: Closing interval handle 811804479.
Tue Oct 2 11:30:02 2007 Info: Query: Closing interval handle 811804480.
Tue Oct 2 11:30:02 2007 Info: Query: Closing query handle 302610228.

Tue Oct 2 11:30:02 2007 Info: Query: Merge query with handle 302610229 for
['MAIL OUTGOING TRAFFIC SUMMARY.

DETECTED SPAM', 'MAIL OUTGOING TRAFFIC SUMMARY.DETECTED VIRUS',

'MAIL OUTGOING TRAFFIC SUMMARY.THREAT CONTENT FILTER',

'MAIL OUTGOING TRAFFIC SUMMARY.TOTAL CLEAN RECIPIENTS',

'MAIL OUTGOING TRAFFIC SUMMARY.TOTAL RECIPIENTS PROCESSED'] for rollup period "day" with
interval range 2007-08-29 to 2007-10-01

with key constraints

None sorting on ['MAIL_OUTGOING TRAFFIC_SUMMARY.DETECTED SPAM'] returning results from
0 to 2 sort ascending=False.

Tue Oct 2 11:30:02 2007 Info: Query: Closing query handle 302610229.

Tue Oct 2 11:30:02 2007 Info: Query: Merge query with handle 302610230 for
['MAIL OUTGOING TRAFFIC SUMMARY.

TOTAL_ HARD BOUNCES', 'MAIL OUTGOING TRAFFIC SUMMARY.TOTAL RECIPIENTS DELIVERED',

'MAIL OUTGOING TRAFFIC SUMMARY.TOTAL RECIPIENTS'] for rollup period "day" with interval
range 2007-08-29 to

2007-10-01 with key constraints None sorting on

o m



B 7535 050mm

7YvIT

7y

—

—_—

> —

['MAIL OUTGOING_TRAFFIC SUMMARY.TOTAL_ HARD BOUNCES'] returning
results from 0 to 2 sort_ascending=False.

Tue Oct 2 11:30:02 2007 Info:

—A2 OJDOER

£30:7v7T—4 O DHEHER

Query: Closing query handle 302610230.

et

BLL]

HALNAR T

R

S,

Av—

A=V, VAT LAY —ERAT v T T — MERDIZH, AsyncOS (2
K57 T T OWRE, ATV a— NV ENTWDHRET v 77— b
D HEF TR SN ET,

c =R AL

wkoa ZOFNE, T34 T 2V ANHHD McAfee 7o F IA NVAERTT v I F— &N T
WAHZ EERLTWVWET,

Fri Sep 19 11:07:
Fri Sep 19 11:07
Fri Sep 19 11:07
Fri Sep 19 11:07
Fri Sep 19 11:07
Fri Sep 19 11:07

Fri Sep 19 11:07:

51

:52

152

:52

152

:52

52

2008

2008

2008

2008

2008

2008

2008

Info:

Info:

Info:

Info:

Info:

Info:

Info:

Starting scheduled update

Acquired server manifest, starting update 11

Server

mcafee

mcafee

mcafee

mcafee

manifest specified an update for mcafee
was signalled to start a new update
processing files from the server manifest
started downloading files

downloading remote file

"http://stage-updates.ironport.com/mcafee/dat/5388"

Fri Sep 19 11:07:52 2008 Info:

2008

Fri Sep 19 11:08:12 2008 Info:

Fri Sep 19 11:08:12 2008 Info:
"mcafee/dat/5388" with method "des3 cbc"

Fri Sep 19 11:08:
Fri Sep 19 11:08:
Fri Sep 19 11:08:
Fri Sep 19 11:08:
Fri Sep 19 11:08:
Fri Sep 19 11:08:

Fri Sep 19 11:08:

17

17

17

18

18

18

18

2008

2008

2008

2008

2008

2008

2008

Info:

Info:

Info:

Info:

Info:

Info:

Info:

Scheduled next update to occur at Fri Sep 19 11:12:52

mcafee

mcafee

mcafee

mcafee

mcafee

mcafee

mcafee

mcafee

mcafee

started decrypting files

decrypting file

started decompressing files
started applying files

applying file "mcafee/dat/5388"
verifying applied files
updating the client manifest
update completed

waiting for new updates
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Ty ITT—

AVES

7vIFr—a o506 |

Fri Sep 19 11:12:52 2008 Info: Starting scheduled update

Fri Sep 19 11:12:52 2008 Info: Scheduled next update to occur at Fri Sep 19 11:17:52
2008

Fri Sep 19 11:17:52 2008 Info: Starting scheduled update

Fri Sep 19 11:17:52 2008 Info: Scheduled next update to occur at Fri Sep 19 11:22:52
2008

2 07 Ol

\:

5

ZOBITIE, BT, B E TV D HEVH T, Sophos Anti-virus FEF 2 SAUTW DNy
2T TR LET,

Fri Mar 10 15:05:55 2017 Debug: Skipping update request for “postx”

Fri Mar 10 15:05:55 2017 Debug: postx updates disabled

Fri Mar 10 15:05:55 2017 Debug: Skipping update request for “postx”

Fri Mar 10 15:05:55 2017 Trace: command session starting

Fri Mar 10 15:05:55 2017 Info: Automatic updates disabled for engine Sophos engine
Fri Mar 10 15:05:55 2017 Info: Sophos: Backup update applied successfully

Fri Mar 10 15:05:55 2017 Info: Internal SMTP system attempting to send a message to
abshastr@ironport.com

with subject ‘Automatic updates are now disabled for sophos’ attempt #0).

Fri Mar 10 15:05:55 2017 Debug: amp feature key disabled

Fri Mar 10 15:05:55 2017 Debug: Skipping update request for “amp

Fri Mar 10 15:05:55 2017 Debug: amp feature key disabled

O4I1Z20L\T

FZwFd 7 m7iE, AsyncOS OFEF A —/VEMEIZEAT 2 ®RPAFERSNET, v Xy
T—=ViE, A e ZICERERSNIZA v =YD Ty FTT

coovRo T uliFz AveE—Y bIovR T TR REERT DD, TTI7A4T
ADA =Y NI oF oV avR—32 NCHEAINET, v 77 A VET—HFRN—X
DIERR 7 BB ATHESINDIDT, b T7vFrraii—@toboic/rn 4, FT7vxs
7 a7 OFRIT, N DHAID T2 B & LTEsREHI e > T ER AL

Ciscotx 2 VT 4 EHT 7T T LV AEMHTEHZ LT, BHOEA— N X2V T 4T
FGATUAMDLD T v F U TEROF RS TEXET,

REEO T DFER

PREET L, BRI L a—Y v LRI LTm e S RTINS N E T,

o m



B =zzcs0m

i 31: urL\nIE m} 7 @‘ffﬁd"fﬁi&

B

s

XA R DNEE S TG,

et
A DAL T
Ayl—v

Aov—UF, TTIAT LRIl LEHELEa—FDa—H
#L, TO—PFREFICRIESNTZNE I NEWV ) FR TR SN E
7,

FREEO T Dl

wor 7 ORI,
TWET,

Wed Sep 17 15:16
Wed Sep 17 15:16
Wed Sep 17 15:16

Wed Sep 17 15:18

Wed Sep 17 16:26:

Wed Sep 17 16:28

Wed Sep 17 20:59

Wed Sep 17 21:37:

fadmin] . ljoe] . BLW ldan) tWH2—HicLrr 1 il fTE2RL

:25

:25

:25

:21

17

128

: 30

09

2008 Info: Begin Logfile

2008 Info: Version: 6.5.0-262 SN: XXXXXXX-XXXXX

2008 Info: Time offset from UTC: O seconds

2008 Info: User admin was authenticated successfully.
2008 Info: User joe failed authentication.

2008 Info: User joe was authenticated successfully.
2008 Info: User admin was authenticated successfully.

2008 Info: User dan failed authentication.

ELLGWNARI—FAREDZERZBIHERLT 1 VKBDHI

WOFITIE, ANMENTZRER/RNRAT— RO OIC2BERIEn /A4 VRN KR LT-2 e s
IORENTWET,

Thu Mar 16 05:47:47 2017 Info: Trying RADIUS server example.cisco.com

Thu Mar 16 05:48:18 2017 Info: Two-Factor RADIUS Authentication failed.

Thu Mar 16 05:48:48 2017 Info: An authentication attempt by the user **** from
21.101.210.150 failed

BALT O CNEROZERDBIO T A o RBEDH
ZOBITIE, a3 XA LT U MIERT D EEEIER VA L ORRERL TWET,

Thu Mar 16 05:46:04 2017 Info: Trying RADIUS server example.cisco.com

Thu Mar 16 05:46:59 2017 Info: RADIUS server example.cisco.com communication error. No
valid responses from server (timeout).

Thu Mar 16 05:46:59 2017 Info: Two-Factor Authentication RADIUS servers timed out.
Authentication could fail due to this.




—zxzigons 1 omung ]

“ERZBIADOT A DR

ROFITIE, 2 EWHRRFEO R 7 A VBRI LT 2 Epn IR RSN THET,
Thu Mar 16 05:49:05 2017 Info: Trying RADIUS server example.cisco.com
Thu Mar 16 05:49:05 2017 Info: Two-Factor RADIUS Authentication was successful.

Thu Mar 16 05:49:05 2017 Info: The user admin successfully logged on from 21.101.210.150
using an HTTPS connection.

aVvIJq4Xal—LarvEREOSTDOER

a7 4 Fab—rvaVEEe 2, 2= 04, 2 —FREREIT o LR EDY T O
B, BXUOBEEARGET DI LEEIZ2—FNASLIZa A MR R NS BNOE 7 v a v
ROy 74 Xal—vary 7y A VTHRSNET, 2—VREEE2RETLHEOIC, B
FhoOar7 4 Xalb—vary ZrAEEHmlue 7R3 ERsnEd,

aAVvIJ4FaL—YarEERT DO

KDar7 4 Xalb—raV@REa 7ok, VATACRT A TELR— N 2—FEE
#TH7—7mc, 2—¥ (admin) BT AN 22—V ZBEMLIZZ L EZRLTHVET,

<?xml version="1.0" encoding="IS0-8859-1"?>

<!DOCTYPE config SYSTEM "config.dtd">

<l--

XML generated by configuration change.

Change comment: added guest user

User: admin

Configuration are described as:

This table defines which local users are allowed to log into the system.
Product: Cisco IronPort M160 Messaging Gateway(tm) Appliance
Model Number: M160

Version: 6.7.0-231

Serial Number: 000000000ABC-D000000

Number of CPUs: 1

Memory (GB): 4

Current Time: Thu Mar 26 05:34:36 2009

Feature "Cisco IronPort Centralized Configuration Manager": Quantity = 10, Time
Remaining = "25 days"

Feature "Centralized Reporting": Quantity = 10, Time Remaining = "9 days"
Feature "Centralized Tracking": Quantity = 10, Time Remaining = "30 days"

a4




B sszso—rozoor nvomm

Feature "Centralized Spam Quarantine": Quantity = 10, Time Remaining = "30 days"
Feature "Receiving": Quantity = 1, Time Remaining = "Perpetual”

-—>

<config>

WNEZE I — KOOIy a5 DER

ETF R 7%, ETF= Yy AT —H A FKEREICHTAIERDPEENET, FEALED
fEHIL [1EH (nfo) 1 £721L [T /3y 27 (Debug) ] L~V TT,

NEEB 24— KOIT>o2 agnl

Thu Jun 7 04:54:15 2018 Info: THREAT_ FEEDS: Job failed with exception: Invalid URL or

Port Thu Jun 7 05:04:13 2018 Info: THREAT FEEDS: A delta poll is scheduled for the source:
S1

Thu Jun 7 05:04:13 2018 Info: THREAT FEEDS: A delta poll has started for the source: S1,
domain: sl.co, collection: sss

Thu Jun 7 05:04:13 2018 Info: THREAT FEEDS: Observables are being fetched from the source:
S1 between 2018-06-07 04:34:13+00:00 and 2018-06-07 05:04:13.185909+00:00

Thu Jun 7 05:04:13 2018 Info: THREAT FEEDS: 21 observables were fetched from the source:
S1

Thu Jun 7 05:19:14 2018 Info: THREAT FEEDS: A delta poll is scheduled for the source:
S1

Thu Jun 7 05:19:14 2018 Info: THREAT FEEDS: A delta poll has started for the source: S1,
domain: sl.co, collection: sss

ETF Y —XREEDXRK - EHHGaLI a3 B
ZOHITIZ, oL 2 a VANRIRNT, T IA TV ANRHNEER T 4 — K —Ah 5
BT 4 — REeBETCERho-Z e na VIR ENTWET,

Info: THREAT FEEDS: [TaxiiClient] Failed to poll threat feeds from following source:
hailataxii.com, cause of failure: Invalid Collection name

JY)a—vay

Web A > H—7 = A AD [A—/LKRY — (Mail Policies) > [MFEH 7 4 — F~Fx—T v
(External Threat Feeds Manager) ] N=IIBET 55, CLIT threatfeedsconfig > sourceconfig
VT avr REfERL T, RELAMBER 7 +— F Y —ADEMRa L va v Bu2w AL
e

ETF Y —RBREDKK -HTTP TS5 —

ZOBEITIL, HTTP =T —NFKR T, 77 IFA T UV ARG T 4 — R ) — AN 7 —
REBRGETERD o722 R IR ENTWVWET,

Info: THREAT FEEDS: [TaxiiClient] Failed to poll threat feeds from following source:
hailataxii.com , cause of failure: HTTP Error




ETF vy —x 0% - @7 Rl ]

Vyi)ya—av

Web A > H—7 2 A AD [A—/LKY 2 — (Mail Policies) > [N 7 4 — F~x—T v
(External Threat Feeds Manager) ] “\o‘—?\/@:%@J?é /., CLIT threatfeedsconfig > sourceconfig
VTavr REFAL T, RELIABER T +— F YV —ADIEMRR—) 7 N2 E720F
2—PRIEZ LT v VB AT LET,

ETF V —REXTE D LB - ESh73 URL

ZOFITIEL, EERURLBFET, 7794 T LV ABRINREE T 4 — R ) — AN BT 1 —
RERGTERNST-Z N T RENTWVET,

Info: THREAT FEEDS: [TaxiiClient] Failed to poll threat feeds from following source:
hailataxii.com , cause of failure: HTTP Error

Ja—ay

Web A #—7 = A ZAD [A =R Y — (Mail Policies) |>[MIEB 7 + — F~3— %
(External Threat Feeds Manager) |~—IZB @) 57>, CLI T threatfeedsconfig > sourceconfig

VT avs R LT, RELTAMBER T  — F Y —ADIEMERFB A M T2l3R— &

FEANNLET,

O 34X TL 3y

e TR Y T arDFRE (59 X—)
cGUITOR Y $ T 27U T a ol (61 =2—)
XL T DT —NETE (62 8—)

e W T ATV F g rDa—LF—— (64 _2—3)
e RA BN F—DOFE (69 ~—)

O H$JRU)TLavDEE

[T AT L H (System Administration) D[R 27 %7 A2 J 7L 3 (LogSubscriptions) ]3—
Y (F72IXCLI @ logeonfig A~ F) ZMHL T, m 7/ 727V Fva 2R ELE
T, 0 YT RAT VT ailioT, =7 —%E8 AsyncOS 7 7 7 4 BT 4 DIEHRZIRAT
ToEr7 Ty ANBMERENET, v VT AT Y T aid, BUEEShS . 380
A a—ZIRE (Fyia) SNEPOLELLINTT, I, v TR ) Tar
WZITRDJEHER B D £,

®32:00 774 ILDEH

E1% (Attribute) EL: ]

a7 %A~ (Log FEERENAEROIA T, vl VTR )T a DR EERL
type) FT, IOV TIE, £ e 47 22RLTITEEN,

1 74 (LogName) |SHBOSHRIHERT 207 3727 ) Fa D=y 7 x—2A,

o m



| BEERY

A4g L)L

Et% (Attribute) Hl:)

7 7 A% (File FAATICEZAD L ED T 7 A NVOWHL A SN ET, #5%D

Name) EXA—NEX2VT AT ITIATUVAZERHLTCWAES, al/ 7y
ANEAERUIZV AT D& 5720, 0l 77 AN EEAICT
LHENRH Y F9,

T ANY A e — | T 7 A NDFRRYA X, ZOV A RZRETDHE, u—1 7 F—
LA —3— (Rollover | X"—XNFE7,
by File Size)

Bk e—nd—| 77 A LDu— LA —_"—ORRRREEZRELET,
»3— (Rollover by
Time)

L— IR (Rate FRE L7-FrR#EPH (RDHANL) NTO, v/ 774 r0u 7itiEkdins
Limit) AR NORKEEFRELET,

77 4V b ORFEEEOMEIX 10 BT,

77 LUl (Log By TRV T ar TEIEMO LNV ERELET,
level)

55 (Retrieval Ol Y TR VT arBDEA—N X2 T4 TTIAT LV AD
method) LGN HFiEEERLET,

R LI LT, ISR SRS HRESRE L ET, v 7l SO0 L0
WP ERETEET, FHL-EETEERET VB S 77 A ARERSH, V2T
LDONT =< AMETFT LET, ML~V OEWREICIT, 55 L UL ORI E IR EE
ENDTRTOAyE—VL, FOMDAvE—V b EENET, FEMLLE EFBIF L,
VAT LDNNT F—~ U RIE T LET,

GE)

og Leybid, TRTORX—L a s #4712 L CRIRTE £17,

£33:00 LA

o4y LR i BA

70T 4 L PR AL DR BIRWERE, =7 ZiIciEiksnEd, ZORE
(Critical) T DE, RITF =~V ARETOMOEERT /T A BT 4 2E=H TX
FHAN, v T ANABTIZIERAR A XZE LR RV ET, 2
Dr s LUV, syslog LLd TAlert] &[R4 T9,




suicons 4I7zoy 7 avots ]

a4y LKL SR BA

=g VAT A Ko THER SN TR TOT T — LB, ZOREICTDHE.
NI F = P AREDOMDEERT 7T 4 BT 4 2 E=FTEEHA, &
DOu g LLiE, syslog oL [Warning] & [R% T,

15 f??l?(%xﬂifli VAT AOBENLOTENR X ¥ T F v ShE T, iz
X, B4 —7 R ER AT 72 £ C9, Information L~ULiE, v 7 IZHE
ﬁéﬂ%’) RETT, ZOrs oYLk, syslog L~ lnfo) & [RI&ET
D

FNRy T T 7 —DFKRZF~D & Z(E, Debug 7 oYL LES, Z O

(Debug) EX—FCHEHL, B TT 7408 LYULVIZRELET, Zor s LR

VX, syslog LD [F/3 7 (Debug) ] & RS T,

N L—Z (Trace) |Trace @7 L~LiL, BIREICOAMERINET, ZOLLEHEHT5
L VAT LADONRT = VARKEK T TL20T, #ERINETA,
ZouZ LeyLiL, syslog LUV O [F23> 7 (Debug) | & [FI%E T,

GUITORT TRV )T a DERK

ATy T

ATvT2
ATvT3

ATvT4

ATy T5

ATvT6
ATy 17

FIE

[T AT LB (System Administration) |>[R” 7 %7 22 U 73 =3 (LogSubscriptions) ] % i
RLUET,

(v 7% T 27 U7 a %8B (Add Log Subscription) %227V v 27 LET,

RS BATEERL, nr (7 T4 NI uy 7y A VAKOLRTEZ AT LE
D

AsyncOS 3u 7 7 7 A v a — VA —_—F 5H/OFKT 7 A )V A4 X BLOr—/LAF—
N—HORHIFREZIELET, 77 A NVDOR— LA —"—DFFMIZONTIE, =7 TR
V7 varom—nF—s— (64 =) 2ZHLTIEI,

0y LoV EEIR L ES, MHRTRESR A T Y 3 vlE, [Z U T 4 AL (Critical) ], [E45
(Warning) . [f&# (Information) ]. [7 /3> 2 (Debug) ]. F72iZ[ L —A (Trace) ] T
7

27 ORGHEZRELET,

EHzEEL RIFLET,




B orvozouivavoms

Ay IR Toavnkws

FIE

ATy T [VAT LEH (System Administration) |>[2 7 %7 227 U 72 =2 > (LogSubscriptions) ] % %
RLUET,

ATy T2 [m73%E (LogSettings) | # 7 A TRZDARTEZ Vv LET,

RT9T3 a7 R27 VT va a2 ERHLET,

ATy T4 BREEFEL, RIFLET,

- Y Y & = ==
AxX>0 DY A—/NILEETE
VAT AL, THXAN A= S BLURRAT =X A 0 SRICY AT LORIE & E IR
LET, [AT LEE (System Administration) [>[2 7 %7 X7 U7 a3 (Log
Subscriptions) ]X—T D [7 v —/ NLERE (Global Settings) | 27 v a U ldH D [RE & mE
(Edit Settings) ] AH L (F721X. CLI D 1ogconfig -> setup A< F) ZFEHAL T, &kDOIE

WERELET,
« VAT LOPEBEE, Zhud, AT ABHE RS S T I (RVELNL) T
j‘o

e Ay —UID Ny X —FFET DHNE DD,
e UE— MNnERTF—F A a— REZEETH0E I D,
DAY= DY TV b Ny B —FFETDHNE DD,
AU liZa JIlRET O~y X —D Y A |,
TR_RTOu I, KO3 OOF — X A LE TR TEx ¥ T,
1. AvytE—21ID

ZOF T arERETDHE, AIRBGHRIITRTOAYE—VDA Yy E—V DNy X —
Na ek EnNET, 20X vtE—T DT, ZIELEA v E—UNOREINHE
&L AsyncOS HIRTARENLHERH Y £3, WITHlZRLET,

Tue Apr 6 14:38:34 2004 Info: MID 1 Message-1ID Message-ID-Content

2. UE— MR

DX T arERETHE., ARAESIITRTOA Yy E—VD ) B— MNEERT—4
A a— RKpnZiciskshEd, wichlzrsLE9,

Tue Apr 6 14:38:34 2004 Info: MID 1 RID [0] Response 'queued as 9C8B425DA7'




ryt—vAvi—nnxyy |}

U E— MSESTFHNL, SMTP B 23— g VEMEFD DATA 2~ > RO EHIC=
EEND, ARFHAWMDZEDTELTFAPNTYT, ZOFITIL, BfiA A Fdddataz~
Y REFETLIEHEDO Y T— MOED,  Tqueued as 9C8B425DAT7| L7210 7,

[...]

250 ok hostname

250 Ok: queued as 9C8B425DA7

XFHNDFEIAIC & 2 22 AT (B LT, 250I6F DBEITOK XLF) 1FBREINET,
XFHNDORRBIZONTIE, ZALTPRBRESNET, AT EXA—AEXa T4 7T
TITA T U AXT 7 4V T, DATA =2+ > Rkt LT 250 Ok: Message MID accepted & U
ILFHNITISELET, LEEB->T, VE—FNFAIBBIOE A=V tXa T4 T
TAT U ATHDHEAIX, SUFF] [Message MID accepted] 237 ZIZFEEk SV E T,

3. AV YT o4

IDF T arEAX—TNCTDRLE, A vE—VOIOY T2 Ny —pna
RSN E T,

Tue May 31 09:20:27 2005 Info: Start MID 2 ICID 2

Tue May 31 09:20:27 2005 Info: MID 2 ICID 2 From: <mary@example.com>
Tue May 31 09:20:27 2005 Info: MID 2 ICID 2 RID 0 To: <joe@example.com>
Tue May 31 09:20:27 2005 Info: MID 2 Message-ID '<44e4n$2@example.com>'

Tue May 31 09:20:27 2005 Info: MID 2 Subject 'Monthly Reports Due'

Ayt—UAyF—nOxy

\}

BRI EoTUE, AvE—VURVATAEBERTHLEIC, AvE—VDONy X —DFEELN
KREGLETOIVLENDY £, [0V TR7 VT a0 a— %€ (Log Subscriptions
Global Settings) ]-<—" (721X, CLI @ logconfig -> logheaders %7 2~ K) |2, Fték7T D
Ny B —HEELES, EA—A X2 VT4 T T IAT R, FBESHIA vE—Y Yy
H—%TFXARN A= nmr BER7, BEORNY 2 o ZIZ5G8EKLET, ~v ¥ —D0RFE
THHG. VAT NIy X —DOARTEEETERLE T, ~y X —DFELRWERIE, 72
Wb REER S ILE T A

GE)

VAT AR, n X TIHRE Llesy F—ICBRAR < A v — VORI RERE, A v
T=VIFET DT RTONy X —Z 7 i L E T,

SMTP & | 2 L{Z-2V T RFC &, http://www.fags.org/rfcs/rfc2821.html IZH YV £, T D
RFC IZ1F, 2 =W ERO~y ¥ —=PHESNHTHET,

logheaders 2~ RZEH L Ty ¥ =2 758 T 2 X OICREL TWDGHE, ~y ¥ —
BRI GEREROBICRRINET,

o m



B cuzsEALEox oy n—sugEOsE

KRMU:~yHF—n0OY (Log Headers)

ANYH— I ANYE—DEH]
£

i 1 ISR S LD~y X — DA

=& Z2iE, v ZICiek T 5~y X — & LT ldate, x-subject] ZHRETHE. A—/L B ZITRD
ITNERRSINET,

Tue May 31 10:14:12 2005 Info: Message done DCID 0 MID 3 to RID [O0]
[('date', 'Tue, 31 May 2005 10:13:18 -0700'), ('x-subject', 'Logging this header')]

GUIZERLE=-0F T D7 A—/\LERTEDHERR

ATy T
ATvT2

ATvT3
ATy T4

ATy TH
ATvT6

O $JXY

FIE

[ AT LEP (System Administration) [>[2 7% 7 27 U 773 =5 - (LogSubscriptions) ] % &
WLET,

[ a— 3 LE%E (Global Settings) (27 v a v E TR u—/L LET,

[REDHE (Edit Settings) 1% 27 U v 27 LT,

VAT APEBEE, A=A B lIlA =Y ID ANy X —E M ENE I D, UE— MNEEE
Mz BNEID, BEOEA Yy E—VDOILOY TV 27 N~y X —%MZD0E D NEEDT
HataE LET,

0 Nz AFOMD~y X —% AN LET,

EEEZFEEL, IRMFELET,

)7 arpa—)LA—/\—

TITIGAT A EOR T Ty ANBRELBRYTERVWEDICTHEDIC, =v7 77 AN
2—YPIEDRKT 7 A VYA ZETITRFRIFEIRICET 5 &0 AsyncOS 1L [m—/LA—/3—]
EERITLTRY Z7ANET—HAT L, FET60 7 7—2HOHLWT 7 A VEER L
F9, n BT R7 YT g VHICERINTERGHIEICE ST, e s 7y A LT
BOEDIZT TI7AT VA LIRESND ), EIMBOary Ea—2IliEShET, 7
TIAT AL u T 77 A NERST D HEOFMIC WX, v B HE (10 <—
V) EZRL TSI,

AsyncOS 1, B 77 A NVE 0 — LA —N—F B L EITRDOT 7 a2 FITLET,

e 0 — LA —NR—=DH A DAL T L saved (RAEHEH) ZRTXFE Is) YEEFZMFHL
T, BfEOu 7 77 A VOLRIEEE LET,



Jrangaxizgpa—nt—rn— [

cLwvwe s 77 A VEER L. Teurrent] OILEAZHEHAL T, FOT7 7 A Va2 &
LCHELET,

LS RFEENTEn Y 77 A0 )E— b BAMIEERLET (Fyva X—20HG
FiEER L THWAEE) .

c[MUH TRV T arhb, DENCKRKR LI 77 A V2T RTERELET (7Y
Vo R—=2ORSEFIEEER L TOWAEE)

ARIFTRET 7 ANORKRERBZ T HET, v 7P T A7V T a v NORLEWT 7 A
NEHIRLEST (R—U 7 R—=20REHEEZER L TWLE5EE)

ng P TR FarDu—LA—_"—0FEIL. GUID [V AT LEH (System
Administration) ]>[w Z %7 A7 U7 3 (Log Subscriptions) ]~—3, F721E CLI D
logconfig 2~ > REHHAL T, V7 A7 VT a  BERELIIRET DL ZICERLE
To BT T ANDR—NVF = =% ) T —F5OIMHEHTE 52 0O EIFKRD &
BYTH,

KT AN A R,
- WD T B,

T7A4IL YA XIT&BHO—)LA—/\—

AsyncOSiX, a7 77 A NTHEHENDT 4 AZEENEL D TERNE I IZT 57201,
BR77ANV A RXE LTS 77 AV Ea— A —_"—LET, B— A —1—D7=d
DIRKRTZ7 7 AN VA XEERTDHEIT. AT A FERTmEXFa A MaeRTkOY

T4 I ARFERHLET, mE2iE. v s 77 AN 10MBIZELZ S AsyncOS (25> T
0= LA —N"—=ZNB5 LT HHEEIE. om) EASILET,

BEZlIck Y A—ILA—/—

H— A== Z B EITSND KO ICA T Y a— T 25813 ROWT IO RHH
PRZER T& £,

«[# L (Nome) |o AsyncOSIZ, B2 77 A NDBEREKT 7 A/ VA RZELZHEIZOHR
LA == FTLET,

o [ R 2 LE5REIEME (Custom Time Interval) |, AsyncOS!Z., PARTO B —/LA— X—InbHE
E SRR L eI — A — =% FTLE T, ATV a—LAgEShloe—
WA —=R=DTeO DAL LORHIFRZERT 512iE, d. hy BEEmzEzYVT7 47
AL LTHEHLT, r—A—"—[D R, KK BXO98EADLET,

« [BRA—)LA—/\— (Daily Rollover) ], AsyncOS (. & H¥EE I N7-HZIZ v —/LA4—

N—=%FTLET, AEOB— LA —"—28R L5613, 24 BRI (HH:MM)
2 LT, AsyncOS N — /LA — \—%FfTT 2L &2 AT LET,
GUI ClE, [H& e —/LA—,3— (Daily Rollover) | 47> a > OAanfgft S Ed, CLI
@ logeonfig =~ > &AL CHEM O — VA —"—52RETHHAIEL. [ERke—1
F—s3— (WeeklyRollover) 147 Y gy Z@RL, 7AF Y A2 (%) ZfEH L T AsyncOS
DT RCOERICE =V —R"—2FTTHT L Z2HELET,

s [BXRO—)LA—/3— (Weekly Rollover) |. AsyncOS (%, 1 -DLL EOWE A OFEE S V72 kf
N — VA== FTLET, 7oL 2L, HEKER & GREHOFRT0: 0021 2

| ns



B sacsvo—nt—n—

T A NER— A= —F 5 L )T AsyncOS R ETE £9, WENL OB —/LA—/3—
EERETHICIE, o= A — =% FTTHMH & 24N (HHMM) OREZ] % 38R
Liﬁ—o

CLIZBEHLTCWAEAIZE, Fyva () 2HEALTCHOEEEIEET S0, 7TAX U X
7 (%) AL TT_NTORAZIEET S 0. £SR3y~ () 2FEHLTESEDR &
B AR5 2 LN TE £,

WDOFIZ, CLIZFEMAL T, KiEEH &4&HEHDFHFT0:00 (00:00) ([cvn s T2 7 ) e
VDT AN ER— )V —N—F B HEERLET,

= 35:CLITOREBEMLOOY O— LA —N—DHF

Do you want to configure time-based log files rollover? [N]> y

Configure log rollover settings:

1. Custom time interval.

2. Weekly rollover.

[11> 2
1. Monday
2. Tuesday

3. Wednesday

4. Thursday

5. Friday

6. Saturday

7. Sunday

Choose the day of week to roll over the log files. Separate multiple days with comma,

or use "*" to specify every day of a week.
Also you can use dash to specify a range like "1-5":

[1> 3, 5

.



+oFIrRTons 4725y Fvavon—nt—ri— ||

Enter the time of day to rollover log files in 24-hour format (HH:MM).
You can specify hour as "*" to match every hour, the same for minutes.
Separate multiple times of day with comma:

[1> 00:00

AVTIVETORYT TR )T avDA—ILF—N—

GUIZERLTe Y 727 ) Fara2-rbica— it —_"—3+5120d. ROFIEEHE
1ITLET,

FIE

AT T [VAT LEH (System Administration) |>[12 7 %7 A2 U 7L 3 > (Log Subscriptions) ]-<—
VT, B A== on T OHMDOTF =y IRy I A F T LET,

ATFY T2 AEET, [TT (AI) | F=v 7Ry 7 ZA%F LT, T_TO1RJ &0 —/LA—"—%4
L CEIRTEET,

ATV T3 m— A — =Gl LTI OE TR V28R 5 & [4F < n—/A4— 3— (Rollover
Now) |RF U BAX—=TMZ72 0 3, [47 < r—/LA—3— (RolloverNow) |R¥ %7
Yy 27 LT, BRLZu 20— F—"—LF7,

GUI TOmEDAT TV ) DERTR
& Lo BRI

GUIZ N L Tr 7 Z2FERT DI, AL Z—T7 A ATHTTP £7-/X HTTPS +—b 2 %
A X =TV LTBLBRERHY £,

FIE

ATy T [VAT LB (System Administration) |>[12 797 A2 U 7L 3 > (Log Subscriptions) ] %%
RLET,

ARTF9 T2 7—TrD[uZ 7574/ (LogFiles) | BT LTl T A7 YTy arzZ@RLET,

ATYvT3 P A LET,

ATV T4 0l 77 ANVDODNTNNEEIRL T, 77 UVICERTIN, F20ET7 4 AZIRFELET,




B cucossnns o ryoxs @ilaws k)

CLITO&EDNDRT TV ) DFERR (taill AT R)

15

AsyncOS (X, 77 I7A4 T LV ACHESNT-0 7 OKFT M) 2FRT 5 il 2~ KEaH
AR—=FLTWET, tail I~ FEFEITL THAERESN TN DH R/ OFFERINT L L, £
OuINERINET, Cul+ CEZH LT, tall 2w FEKETLET,

WORFITIL, tail 2~ REEHL TV AT LA vl 2R LET, (207X commit =+
YRIZEAZ—HFDOI AL MEFHTEIRLET) , tail 22 RiX, tailmail logs D L 912, &
R T OARTENRTA—ZE L THRETHIELTEET,

mail3.example.com> tail

Currently configured logs:

1. "antispam" Type: "Anti-Spam Logs" Retrieval: Manual Download

2. "antivirus" Type: "Anti-Virus Logs" Retrieval: Manual Download

3. "asarchive" Type: "Anti-Spam Archive" Retrieval: Manual Download

4. "authentication" Type: "Authentication Logs" Retrieval: Manual Download
5. "avarchive" Type: "Anti-Virus Archive" Retrieval: Manual Download

6. "bounces" Type: "Bounce Logs" Retrieval: Manual Download

7. "cli logs" Type: "CLI Audit Logs" Retrieval: Manual Download

8. "encryption" Type: "Encryption Logs" Retrieval: Manual Download

9. "error logs" Type: "IronPort Text Mail Logs" Retrieval: Manual Download

10. "euq logs" Type: "IronPort Spam Quarantine Logs" Retrieval: Manual Download

11. "euqgui logs" Type: "IronPort Spam Quarantine GUI Logs" Retrieval: Manual Download

12. "ftpd logs" Type: "FTP Server Logs" Retrieval: Manual Download

13. "gui logs" Type: "HTTP Logs" Retrieval: Manual Download

14. "mail logs" Type: "IronPort Text Mail Logs" Retrieval: Manual Download

15. "reportd logs" Type: "Reporting Logs" Retrieval: Manual Download

16. "reportqueryd logs" Type: "Reporting Query Logs" Retrieval: Manual Download
17. "scanning" Type: "Scanning Logs" Retrieval: Manual Download

18. "slbld logs" Type: "Safe/Block Lists Logs" Retrieval: Manual Download

19. "sntpd logs" Type: "NTP logs" Retrieval: Manual Download

20. "status" Type: "Status Logs" Retrieval: Manual Download

21. "system logs" Type: "System Logs" Retrieval: Manual Download

22. "trackerd logs" Type: "Tracking Logs" Retrieval: Manual Download
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23. "updater logs" Type: "Updater Logs" Retrieval: Manual Download

Enter the number of the log you wish to tail.
[1> 19
Press Ctrl-C to stop.

Mon Feb 21 12:25:10 2011 Info: PID 274: User system commit changes: Automated Update for
Quarantine Delivery Host

Mon Feb 21 23:18:10 2011 Info: PID 19626: User admin commit changes:

Mon Feb 21 23:18:10 2011 Info: PID 274: User system commit changes: Updated filter logs
config

Mon Feb 21 23:46:06 2011 Info: PID 25696: User admin commit changes: Receiving
suspended.

~"Cmail3.example.com>

=X TE

logconfig -> hostkeyconfig W7 A~ REHFHL T, EX— N EXa2 VT4 T ITAT A
Moo —Nicu 7% 7y adH &I, SSHTHEHTOARA N —2EH L E£9, SSH
P NTIE, EX— L RBF—D 2 DDFRA N F—R3NETT, AR b F—1% SSH
P—NZHY, VE— VU POEARA 2 T TEERA, ABFA b F—1X, SSHY—
NWENFETODMEOHLED I FAT o F v VICBESNNET,

GE)

I— B X —FEHET AT, EX2T vzl (SSH) F—0EBHAZZBWR LT EE N,

hostkeyconfig YT aw Rizk - T, R DOKEHE )gﬂ%/?éhij_o

£ AKX F—OEER: YTV FOY Rk

avw vk |EBA

(Command)

HEAER L —%BinL £9,
(New)

TmiE BFEOX—%2EHLET,
(Edit)

IR BEFOX—%HIBR L £,
(Delete)

AXyr |[HAANF—ZEIHMICFYB—RLET,
(Scan)
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avv k| EBA

(Command)

=il F—EFRKRILET,

(Print)

RA R VAT ARANF—ZFRLET, 2T, VE—F AT LD [known hosts]
77 A NVICEREINDIETT,

T4 H— | VAT EAFRARNF—D T4 H—TV v " EFERLET,

7 b

(Fingerprint)

o VEeE—h =30 ul %27y adT AU AT AT HT Y NOREF—2FRL

(User) F4., 2T, SCP oy a 727 Y P a v ERETHEXICHRRTIND

F—LELCTT, ik, VE— bk A7 LD lauthorized keys| 7 7 A /VIZHED
BEINLHETT,

R OFITIL,

AsyncOS IZ L > THRA M F—=NAF v S, AR MBS ET,

mail3.example.com> logconfig

Currently configured logs:

[ list of logs ]

Choose the operation you want to perform:

- NEW - Create a new log.

- EDIT - Modify a log subscription.

- DELETE - Remove a log subscription.

- SETUP - General settings.

- LOGHEADERS - Configure headers to log.

- HOSTKEYCONFIG - Configure SSH host keys.

[1> hostkeyconfig

Currently installed host keys:

1. mail3.example.com ssh-dss [ key displayed ]

Choose the operation you want to perform:

- NEW - Add a new key.

- EDIT - Modify a key.

- DELETE - Remove a key.

- SCAN - Automatically download a host key.

- PRINT - Display a key.



- HOST - Display system host keys.

- FINGERPRINT - Display system host key fingerprints.
- USER - Display system user keys.

[1> scan

Please enter the host or IP address to lookup.
[1> mail3.example.com

Choose the ssh protocol type:

1. SSHl:rsa

2. SSH2:rsa

3. SSH2:dsa

4. All

[4]1>

SSH2:dsa

mail3.example.com ssh-dss

[ key displayed ]

SSH2:rsa

mail3.example.com ssh-rsa

[ key displayed ]

SSHl:rsa

mail3.example.com 1024 35

[ key displayed ]

Add the preceding host key(s) for mail3.example.com? [Y]>
Currently installed host keys:

1. mail3.example.com ssh-dss [ key displayed ]

2. mail3.example.com ssh-rsa [ key displayed ]

3. mail3.example.com 1024 35 [ key displayed ]

Choose the operation you want to perform:

- NEW - Add a new key.

- EDIT - Modify a key.

- DELETE - Remove a key.

- SCAN - Automatically download a host key.

- PRINT - Display a key.

Azt x—ozE W




B rx+x—onx

- HOST - Display system host keys.

- FINGERPRINT - Display system host key fingerprints.

- USER - Display system user keys.

[r>

Currently configured logs:

[ 1list of configured logs ]

Choose the operation you want to perform:
- NEW - Create a new log.

- EDIT - Modify a log subscription.

- DELETE - Remove a log subscription.

- SETUP - General settings.

- LOGHEADERS - Configure headers to log.
- HOSTKEYCONFIG - Configure SSH host keys.

(1>
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