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AT A EHAFTREAR BN URL R A A VN CE D LI LET,

{5 : %5%8 URL @ URL 27 1 LA 1) 5 DAL

ROBFITIX, websecurityadvancedconfig 2< ¥ R&AfEH LT, HHEURLDURL 7 4 V& U

TEHMNILUET,

mail.example.com> websecurityadvancedconfig

Enter URL lookup timeout (includes any DNS lookup time) in seconds:
[5]>

Enter the URL cache size (no. of URLs):
[8100001>

Do you want to disable DNS lookups? [N]>

Enter the maximum number of URLs that should be scanned:
[100]>

Enter the Web security service hostname:
[v2.sds.cisco.com]>

Enter the threshold value for outstanding requests:
[50]>

Do you want to verify server certificate? [Y]>

Do you want to enable URL filtering for shortened URLs? [Y]> yes

For shortened URL support to work, please ensure that ESA is able to connect to the
following domains:

bit.ly, tinyurl.com, ow.ly, tumblr.com, post/ly ...

Enter the default time-to-live value (seconds):
[30]>

Do you want to rewrite both the URL text and the href in the message? Y indicates that
the full rewritten URL will appear in the email body.

N indicates that the rewritten URL will only be visible in the href for HTML messages.
[N]>

Do you want to include additional headers? [N]>

Enter the default debug log level for RPC server:
[Info]l>

Enter the default debug log level for URL cache:
[Info]l>

Enter the default debug log level for HTTP client:
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X

defang url in message: if (url-external-threat-feeds (['etf sourcel'],
<'URL_whitelist'>,
<'message attachments'> , <'message body subject’> ,))

{ url-etf-defang(['etf-sourcel'], "", 0); } <’URL whitelist’> ,
<’Preserve signed’>)}

5| # D EHER
* ‘url-external-threat-feeds’ |, URL VE 27— 3 D/ —/)LTT,

s v‘etf sourcel’ [, A v E—VFERIIA v E—VORMN T 7 A NVOEEDOH S URL
THREDIHEH SN D ETF Y — AT,

 “URL_whitelist’ (X, URLARY A FU X RDARITY, URLAT A FU A FDBFEEL 720
BAEEF ™) LRRSINET,

* 'message attachments' =S vl =Y OUt 7 74)/1/@@%@3?)6 URLZF = v 7 7T%
COIERLES, AvE—VORMT 7 A VOEEOH % URL 2T 512131 OfF
EEHLET,

* 'message body subject' I, A /‘{Z“‘f/jﬁjztﬁ:% @E%@%é URL #F = /7#6 7=
WIHERALEST, Ave—YORLEHADOEEDH D URL 2T 212131 OfE &4
HLET,
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G AvbB—VORXL, 4, W77 A NVOEZEOH D URL 2
H 21213, OfEEFEHR L3,
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* url-etf-strip(['etf _sourcel'],"None", 1)
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* url-etf-defang-strip(['etf_sourcel'], "None", 1, "Attachment removed")
* url-etf-defang-strip(['etf_sourcel'], "None", 1)
* url-etf-proxy-redirect(['etf _sourcel'], "None", 1)
* url-etf-proxy-redirect-strip(['etf_sourcel'], "None", 1)
surl-etf- 7' 2 % - U XA L7 bostrip(['etf_sourcel'],"None", 1,"Attachment removed")
* url-etf-replace(['etf_sourcel'],"", "None", 1)
* url-etf-replace(['etf_sourcel'], "URL removed", "None", 1)
* url-etf-replace-strip(['etf sourcel'], "URL removed ", "None", 1)
* url-etf-replace-strip(['etf _sourcel'], "URL removed*", "None", 1, "Attachment removed")
* ‘Preserve signed’ X, ‘1" F/2IF 0 THRINET, ‘ViX, ZOT 7 arBDRELD

%yﬁ%?@ﬁﬁﬁ%éﬂélk%TLMWﬁ_@77/aVﬁﬁ&f®%yt%yu
WHEND ZL2RLET,

DLTFOFITIE, ETEZ PNl o TA v = 00N 7 7 A )V TEEZEDOH S URL R
B ENTHA, 7 7 AR BREINET,

Strip Malicious_URLs: if (true) {url-etf-strip(['threat feed source'], "", 0);}
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e AvE—=Y FT R UTRENNIIRSTWVDLRLERDY £,
T IRNTVLAY TANEZBIWELIL, URLLE 27— a3 LIZURL AT IV
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