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T, ZOREIL. CLI D listenerconfig > setup I~ RNPHER
EESNET, IOV THE, CLIZMH L TY A —2 1T
HZEICEDEEREROD Y A= T HEBRLTLEE N,

« TCPREFUSE, TCP LU CHEHIIE L SN E T,

« 1) L— (RELAY) , #F3FFaESnE T, T X TOZEEOZEITFTFAISN, ZEET
7B AT—7NLTHIRENER A,

« ##%% (CONTINUE) , HAT N~ v B2 7 BN S, HAT OBk S £, &
8673, CONTINUE TWEktDO T MV IC—ET 2546, Kbtz IR
i & E9, CONTINUE /L—/Li, GUI TO HAT OFREEBEZH T D20 S
FT, IOV TE, A v E—VHOREE I N—TOER (17 X—) 221
TLEEN,

ESPEREENS

« HAT 225D (10 X—720)

HAT ZHDEX

RORTHE, A= 70— R —ICH LTERSND N AL L SMTP B LU L— RMilRS
T LB DEDL L THHATEAEH Oy FEERLET, BELOKRLTFE/NLT
Bl EEA (OF Y, $group & $Group LR L TT) .

B AR 7R TF-ILEFERALEEHEHTT SRR FOER
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nat zxomR

® 5:HATEHDEX

Pkl EZ (Definition)
$Group HAT NO—F LR EE 7V —T7 D4R CTESH ONET, BE

FHITN—TIZHRID 2GS, None] BNERINET,

$Hostname TIITAT VAL > THRAESNTZGEICDOHR, VE—F KA M
TEXHBEIONET, IPT RLADWB| X DNS/L v 7 T v TN
L7 DODRA MNPIREINZ2WNGE,  None) WERRINET,

WBIEDNS/V Y 77 v TN R L7256 (DNSH— 2RI T 7
WA, DNS — 3R E STV RWEA) . [Unknown] 73
FREINET,

$OrgID SenderBase fHf% ID (EEfE) CTES#H ONET,

T T AT A D SenderBase #i#k ID & HufS T X 72\ >, SenderBase
Ltar—yay h—EARNHEEZRI 2o 7-54. [None] 133

RENET,
$RemotelP VE—F 7347 DIPT FLATEEHZ bR ET,
$HATEntry VE—hIITAT IR LIZHATOT Y M) CEEHI ONE
7

ESPEREENS

« HAT 280 (11 ~X—)
s HAT 2%t 2 kb (12 2—2)

HAT Z 3 D F
S
GE)

INBOERKIE, 7=V TORA—NZEOBRE] OETHUT HEERHAT /N7 A—
i smtp_banner_text s max_rcpts per hour text kﬁ?ﬁﬁf%’f i'@‘o

IHOEKEMEA L, STRUSTED R Y ¥ —W TR A] SR D I A X I SMTP 23—
BFX 2 a2 GUI THRETEX 7,

[ 2: HAT =50 FH

Rate Limiting: Max. Recipients Per Hour: @ Unlimited

@]
Max. Recipients Per Hour Code: 452

Man. Recipients Per Hour Text: | [Tee many recipients received this hour from
Host: $hostname

F7-1%. CLIT]RDO L HIZ AN LET,

KRR F7HOER F—ILEFERALEEGEEZHTT 22 FOEE ]



B wvzuoszr

HAT Z# DT X k

KRR F7OER T—ILEFERALEEGEHTT 20 FOEE |

Would you like to specify a custom SMTP response? [Y]> y

Enter the SMTP code to use in the response. 220 is the standard code.

[220]> 200

Enter your custom SMTP response. Press Enter on a blank line to finish.

You've connected from the hostname: $Hostname, IP address of: $RemoteIP, matched the
group: $Group,
$HATEntry and the SenderBase Organization: $0rgID.

INEDOEEET A NT AL, BEHOEETEXAYIVOIPT NV A%, T34 T &
FDOU ZF—0 $SWHITELIST EEFE L —FIBMLET, 20%, FO~I 0D telnet T
B LET, SMTIPIGEH CTEROE S AR TEET, RITHIZRLET,

# telnet
IP address of Email Security Appliance port

220 hostname
ESMTP

200 You've connected from the hostname: hostname
, IP address of: IP-address of connecting machine
, matched the group: WHITELIST, 10.1.1.1 the SenderBase Organization: OrgID

EEFHADEEZIIN—TEA—)L7A—FR) O—NDiE

BN
+¥d

ROKTIE, N7V w7 VAT —OFERFICRE SN D ERFEHDKREE I/ NV—T L AL
Tu—RY—2URAFLET,

B AAF70€RT—ILEERLEEGESFTT SRR FOEE



| RRF7HER F—TLEFERALEBREHTT ZHR FOER
TEFHOREEIN—TEr—L 70— Ky —nER ||

£6:183TY vy JRFT—ADEREHDEEEIN—TEA—)L 7A— KR P —

EREHDXEEEY |HHA TIAIETEHRESNSD
-7 A—J)LA—FR)—
WHITELIST 1E4HT %1553 % WHITELIST ®%{2% |$STRUSTED

TN—TBEMLES, A—L7r—K
Y o —$TRUSTED (X, {F#HTX H4EH
MHDEFA—NLDL— MiRZ A R—
THET, TNHLDOREENSORNE
BT VT ANRANEZIEIT VT UL IR Y
TR 2T TAX Y LIBRWGAICERE
LET,

BLACKLIST BLACKLIST %% 7 /v — 7 ND¥%E#H |$SBLOCKED
TS ENET (A= T7a—RY —
$BLOCKED T% i S72/3T7 A —H T X
) ., ZOTN—TITEEFEEZBINT D
& . SMTP HELO =t~ > KT 5XX SMTP
JSEDIR S IV, ENHDRA R HOHE
BSES SN E T,

I KRR F7HOER F—ILEFERALEEGEEZHTT 22 FOEE ]
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B ezrsosEssL—Tex—L 70— Kys—nEsR

EREHDEEEY |3HA TIHIETHRESND
=7 A—)Loa— R —
SUSPECTLIST ¥%1E# 7 v —7 SUSPECTLIST (2%, #% |STHROTTLED

BA—NOEEZ ATy N 75 (K
FTEH2) A= 7a—RY o —NEF
NTWET, EHEEDED LWGE, &
153 7' v —=7 SUSPECTLIST (ZiBI9 %
LT, A= Ta—RY =LK
DO ENERENET,

e L— MEIRICED ., By ardiz
DORRA Y=, Avte—3
b2V DRKRZAEEE, KA vtE—
AR, VE— KA NNDLRZT
1T % e KIFIRFEER e BB HIl IR S v
7

s JE— KRR MDLLORRHZY D
BRZEERI20ICHRESHET,
ZORGEN, EHFTREI R R DA T v
N7 THDHZEICHEELTLE
SV, ZORTFA=ERNFLTED
BAE, B b7 OZEE A
RTENTEET,

c AV EBE—VONEFIXT U TF AL A
XYL ZVET T TAINA R
Frr VN LEoTAF Y &
NET (THDDOHRENR T AT AT
A FZ—T NN TWVDES) .

c EEHICHEHT 2REMEREHG L2
IZ. SenderBase L' B 27— 3
P—BERZHK LTI =Y —NFEITS
NnET,

B AR 7R TF-ILEFERALEEHEHTT SRR FOER



| RRF7HER F—TLEFERALEBREHTT ZHR FOER
TEFHOREEIN—TEr—L 70— Ky —nER ||

EEREHDEEEY |HA FIAIFTHERESND
=7 A—)L70—KRY—
UNKNOWNLIST (5% 7 L —7 UNKNOWNLIST /%, % |$SACCEPTED

EDOEEHICH L THEAT DL A= 7

00— R Y =R RE S TR WA ICfH
FTT, ZOTN—TDA—)L 710 —K
Vo —TlE, 2O NV—FDEEEICH
WT A= LSFFA SALE T, Anti-Spam
V7T 2T (VAT LATA F—T I
o TNDER) TV FUAILA R

Fyr TV, B SenderBase L

Bar—ary —bERETXTHEHL
T, EEHELA v E—VORNEICHET S
FEAME A BUST A Z MR RSN E T,
ZOIN—TIET HEEE T HL—
IR ST 7 4V MEZMEH L TA x—
TRV ET, UANVAAF Yy T
CUDFEHINCOWTIX, YA LA AF
VEBLTLZEYY, SenderBase L b o
F—3 gy P—ERDFERNC OV TIL,
SenderBase L 27— 3 —E A%
ZHRLTL I,

ALL ZOMMT R TOREHEICEA S DT 7 + | SACCEPTED
v NDOREEF T NV—T FERICOWTIE,
F 74/ FHAT = b U (3 3—Y)
EBZBLTLEEN,

RORTIE, TTA =1 U AT —DERRHICRE SNDERFHDREE I N—T A=)
Tu— R —2URAFLET,
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B :=z2y1—Thooxve—vorRkonE

KRR F7OER T—ILEFERALEEGEHTT 20 FOEE |

R7:T5AR—F YRFT—HADERBEHADEEEFEIIN—TEA—)L 70—K) I—

-7

BEHDREET

SR AA FTIHILETHESIND
A—)L JO— KRy —

RELAYLIST

kA TR D BN B D Z & 2y | SRELAYED
TWAHIE(EH % RELAYLIST %28 7
N—TIEMLET, A—/L 77— K
) 2 — $SRELAYED . {745
EEENODEBEAA—NLDL— MR
1Th7. TNOLDOEEENLONEET
VFANRL AFX Y m U FEIRT
VFTANAY T NI 2T TAFY L
WG ARICERELET,

(G¥)  RELAYLIST &/ L—7IZ
XV AT LEEY 4 P — REE
ITLIEEIZEFA—LDY
L= END VAT AINE
FhFET,

ALL

ZOMT_RCOXEHFICEHA S ST | SBLOCKED
7N NOEEE I NV—T, FEIZON
T, 574/ NHAT=> FY (3

N—=) EZRLTIEIN,

\}

GE) A=V Ry b FR—=F R 2OV T TIAT VA ETTNADY AT AREY 4 VW — K& ELT
THEVADY AT =G EAEKT D Lo e E T, £o, Wl AT AHD A =L O

—IT SN HSRELAYED A —/L 7 —RU T —bEENDH AT Y v 7 U A7 —ZAER

L9, 220ULEDAS =Yy FiR—= b 2EOT 7T 47 2 AFT /IO TIE, RELAYLIST
EEH 7 V—TF & SRELAYED A —/L 77— R U > —NT T4 _X— K J 2 F—1FICFRE

hi‘j—o

rilz
illlll

HEIN—THhoDAvtE—2DREBEONIE

UAF=NWEEEPODA v =V &S 5 HEERET DITIE, [A—VRY — (Mail
Policies) ]>[HATHEZE (HAT Overview) | & [A—/L 7 v —7K U »— (Mail Flow Policy) ]-%—
UTITWET, L, BREFINV—T LA Tu— R —%Ek, wmE. BLOHIER
THZEIZEVITVET,

ESPEREY=]

e Ayt —UHMHOREEZE S L—T DR (17 2—)
cFEOREE I N—T ~DEEHEDBEM (18 =2—)

B AAF70€RT—ILEERLEEGESFTT SRR FOEE
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*ye—vnBoxEssL—Toks ||

c BB D T2 0ICFEATT D — LV OIEF O~ Z (18 <—)

XEZEOBE (19 ~—)

e A= 77— R V—EFEHALEEFA—NVREEDT VA NL—ILDEHE (9 <—
V)

e A= 77— R Y —DFT 7 x/V MEDER (27 X—)

Ayt —CNBOREEEFETIL—TDER

ATy T
ATvT2
ATvT3
ATvT4
ATy 75
ATvT6

ATy T17

ATvT8
ATvT9

ATy 710
ATy TN

ATv 712
ATy 713
ATv 714

FIE

[A—/ViR U 2 — (Mail Policies) ]>[HATHEZE (HAT Overview) | ~<—ICBEIL £,

[V AF— (Listener) ] 7 4 — /L RCHRET DV A F—% IR L £,

[E(5#H 7 Vv—T7%31BI (Add Sender Group) ] %7 VU v 7 LE7,

EEEHEIN—TDHRIEANTILET,

BEZEIN—TDY X MIEET DIEF 2RI L 7,

ER) 72 z2E, BHEHEIN—TELIFTZOREICONTOFERLEDAA L NEATILE

D

COREEIN—TEHH#EHTHA— Tuo— KR —Z @R L7,

GE) ZOZN—TICHEATREA— L T7a—K) —PbhbRWES (FEEEA—
N7 — RY —=PFEELIRWEGR) 1. 7 74/ @ [CONTINUE (no policy).
A=) 7a— R o—EFEHLET,

(f£E) DNS U A hZEIR L £,

({ERE) SBRS IZIEWAZ2WEEEZEOET, T4 Tnonel EMHIH, —RIZEEVDRH D
ZEEEWLET

(IE) DNS U R FHE AN LET,
({EE) A I DNS ML E 2 gk L E 7,

RN OWTIE, RREEOREE~DO LY gk Ao v N UV ITREDEIT 38 —) %
ZHRLTL7EEN,

(& (Submit) 1227V v 7 LT, REHINV—T&1ERLET,
LB LI EE I —T %2 ) v 7 LT,
[EfE# %BM (AddSender) | #7 Vw7 LT, B#EHI/N—TITEEEZEBMLET,

CEEEDIP T FLAZBIMLET, [IP7 R A (IP Addresses) ] #7#IR L CIPv4 7 KL
AL IPV6 7 KLU A, F2IAA M EBINL, BHAEZXEELET,

EEHIL IPT FLABLOER VAO—EO®EHZ GO L Z ENTEET,
REFEOEEZEBEMLUET, [HMEMMIEEHR (Geolocation) 1ZZIRL, BHEEEFLET,

KRR F7HOER F—ILEFERALEEGEEZHTT 22 FOEE ]
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B s=ozEzsL—T~oxEaoEm

ATy T EHEzZEEL, RFLET,

RDZERY
REEIE B
U RAF—DEEZF LT — gy T4NE YT 2a7 oL X VMEORRE

BEODEEETIN—T~DEEFEEFEDIENM

FIE

ATYT1 RAAL U IP, 73Xy NT—F A —F =707 7 AN RX=UT, [KEE I L—TITBEM
(Add to Sender Group) 1V > 7 %27 Vv 7 LET,
ATYT2 HEVAF—IK L TEBSNTVDLY R IDLEEE I/ NV—TFE2RIRL £,
ATv T3 BEHEEEL, RELET,
GE) RAAL U HFEE T N—TITENT 5 L ERRITIT2 2O FAA U2 GULIZHR RS
nEd, & ifi\ NAA Y example.net %38 L/f:i}‘;?/ﬁ\\ [%@%‘7‘/1/%7%:5531]
(Add to Sender Group) ]“\O"“‘/a:%i\ example.net cli .example.net ﬁ\aﬁﬁﬂéﬂi‘ﬂ
220D MY NRHB I E T, example.net DV T KAAL UHNOTRTHOKRA RN
BEHEIIN—TITBMENET, FMCO VTR, BEEZ V-7 (42—
V) BERLTLEIN,
BEHEINV—TITBEIMLE D E LTV EEEED 1 DL ENZDEREERE 7 V—7I1F
TIAFIET HEEE L EET 256, EET L EEFITBNINT, HERA Y E—Y
DERARSINET,

ATy T4 [fR1F (Save) 127V v 7 LTEEHFEZBIMNML, [ZEA—/LOME (Incoming Mail Overview) ]
NR=VNWREY F£7,

RDBRY
ESPEREY=]

S ANDTANENEDT T TA4T P AERA v — VO
c A= VRARINE I DAY T BIDDT T TAT v ADRE Nk

EEEROE-OIZETTBHIL—ILDIEFDOHRE X

UAT—IZEEGE I N—T BN 5L, REEIN—T DN 2 RET 208 HY £,

B AAF70€RT—ILEERLEEGESFTT SRR FOEE
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ATy T

sezorz ]

YAF—IZERELE D &R T LI, HATIZ S TANBEHICHEAAENE T, Bk
JER A MINV—AN—BT 8556, TOHEHRICKH L TTIZT 7 v a VBREITINET,

FIE

[A—/AARY 2 — (Mail Policies) ]>[HATHEZ (HAT Overview) | ~— ICBEIL £7,

ATw T2 [UAF— (Listener) | 7 4 —/V R THRETDH U A7 —Z2 @R L £,
ATy T3 [EHE%#ME (EditOrder) 1227 U v 27 LET,
ATw T4 HAT DEEEH I N —TDBEFOITOH LWEFRZ A L £,

VANIT 7 4V FOIEFEMEFRT D Z L 2 HESE L £9 (RELAYLIST (ff@D/N— Ko =7
FEFLDA) . WHITELIST. BLACKLIST. SUSPECTLIST. UNKNOWNLIST) .

RATYyTEs EHRAREL, RFLET,

EEEDRR

A—J)L 78—

&

ATy T2
ATvT3

[HATHEZE (HAT Overview) | ~— 0 EHICH 5 [EEH /5% (Find Senders) | 7 4 —/L N
T XA NEANTHZETEEEEMRETEET, MBETHTIFANE AN LIRHE (Find) ]
7 Vv LET,

R —2FRALEEEA Y E—CDIL—ILDESE
A=) 7a— R —%ERTDENINC, RONV—1LEHTA RTAL 0 HBEBEL TSN,

[F7 4V FEMEM (UseDefault) |47 ar REVRNALOBE, R —DF 7 4 )b
MEZXZ V—RRINET, 7740V MiEEZ EEXTDHITE, On) AT vary RE %
BINL THBEE 723 ER A R — 7 M L, Bl T 7 B AFBRIC - Tz AR L E

T, TN MEFERTAHICE, A= 70— F)o—OF 740 MEOEH (27

N—=) EZRLTIEIN,

—HDRT A= IFEDOFREEMBIKTF LET (e 21X, 74 L7 MY ERKED
REEITOITIE, LDAP 72787 b 72V —%FHEL TBLERHY ET) .

FIE

[A—/LAR Y I — (Mail Policies) ]>[A—/L7 B —7KR YU — (Mail Flow Policies) ] ~— Il
HLET,

KU o —%80 (AddPolicy) 1%7 Y v/ LET,

ROEKTHHAT HEREATILET,

KRR F7HOER F—ILEFERALEEGEEZHTT 22 FOEE ]
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B oo xus—spRLEEEAvE—SOL—LOES

£8:A—)LTJAO—KRYI—IRFA—4

INSA—4

BLL]

3

KA V=Y W
A X (Maximum
message size)

DV RAFT=DFHFATHA BV DHRRTA X, KA Y=V A
A Of/MEIF 1 KB T,

H—1IP 226 DK
[ELEEES 770
(Maximum
concurrent
connections from a
single IP)

B—OIPT FLANSL IOV AT —IZ8kT 5 2 &N SN b & KIA
RFREE R,

Bt o 7= 0 DK

VE—FERAINLOEFICH LT, 2OV A F—%2BLTEETED

A w—U BRA v =T,

Av—=UHE0 | ZORAIDLHEANIND A v—THiz ) OZEHDORKE,
DI KZAZH

SMTP /\F—

TJ A K I SMTP N

F—a—
(Custom SMTP

Banner Code)

ZDY AT — L OB S LT & FITRESND SMTP 22— |,

T A K I SMTP N

F—T7FA b
(Custom SMTP

Banner Text)

DY A F—E DN SN & X ITREND SMTP 3 — 5 % %

]\O
GE)  ZO7 4=V FIZIE—HOEHEMEH TE 9, FHMicoNT

IZ. HAT Z# o (10 2—2) 2B LT EE W,

73 A% I SMTP $E
HNRF— a— K

(Custom SMTP
Reject Banner
Code)

OV AF—IC L0 BEENES SN L EFITIREND SMTP =2 — K,

71 A K I SMTP 4H

HENF— T F A
(Custom SMTP

Reject Banner Text)

ZOY AF—IT LV EHENES SN b X TR &S SMTP NS — T %
A B,

B AAF70€RT—ILEERLEEGESFTT SRR FOEE
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A= I7A—FR)—F#FRALEBEAYvE—CDIL—ILDEE

INTA—4H

Bl

SMTP /) — R A
Ny BEx
(Override SMTP
Banner Host Name)

T 74/ R TIEL, SMTP N —%2 U E— b ARA MIRRTDHEXIT, Y
XT~@4V5~714KK%@HH%MTP6TXF%#ab%ﬂi
9 (7= & z2iZ. 220-hostname ESMTP) . WCEIR B RA N2 AT
HTET, ZONST—%2ERTEES, £/, KA M T 41—V REZE
HOEXIZTDHZET, RAMENAT—IZFRLARNWI EHTEET,

- >
— —

R D L— FHIR

1R 72 0 DK
ZfREE (Max.
Recipients per
Hour)

ZOYAF=R1EDOYET—F KA MDOOLZET DL, KEHTY DK
ZIEFER, FEHIPT FLASHT Y OZEHOEIL, 7 e — VLB
SINFET, HYAF—FHL— MRO LEWEZBEIFLET, 72720
TRTCOY AT —[FH—DOh v Xz L THRAET 5 DT, HLWT%
LA (GEEH) PEEOY A F—cEiisivd & L— MilRZE X 25 ]
REERE 2D £,

G¥) ZDT 4 =)V NIZIT—HOEEEZERTE £, FHMICONT
bi}mrwﬁ@%i (10 =) Z2ZHLTILEEN,
K2 — RdH7z v |[HRA B, Z0 ) 7\7L WXL TER SN TV AR &HT7- 0 DR KRZE
DERZEHER | BBREBAIHEICEIND SMTP 21— R,
(Max. Recipients
per Hour Code)
1R 720 DK | R A M, 2OV A F—IZx L TERE SN TV DR H T OfRRZ(E
ZEFEBOBRT | BREBATZHEICRIND SMTP N — T X% X |,
F A (Max.
Recipients Per Hour
Exceeded Text)

EEEZED L— IR

R HMR&H 720 D

RRZAEEK
(Max. Recipients

per Time Interval)

DYV AF—RRA—NEEEZT FLAZESNT—FH R R —7F
EEENOZETHHRE LY ORKZEELR, RRXZEHERLS
o —/VUZIBIF SN E T A, KU AT —135 L— MEIRO L 2 WEE B
BrLES, 7272 L, §_XTOY RAF—[TH—Dh 7 ZIZx L THRIET
HZDOT, RUA—ILREEET RLANLD A v —IU BN EHD Y 2F—
WCEoTEESND L L— MIRZEZ 2 RN R < 20 £,

T 7 A FOIRRZAGEBAEEN T 270, BEHIROZAZH 279 50,
EFHORANZEERELRET 2 MERL £,

DA =N T —KRY) o —ZL>TTF 74V N THRHENS, RKZIE
EHLEERMRERET DT 74V DA =L T u— R o —RiE A&
ALET, MBI T 740 oA=L 7a—FKY o—%fHLTL
NEETEEH A,

KRR F7HOER F—ILEFERALEEGEEZHTT 22 FOEE ]
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B oo xus—spRLEEEAvE—SOL—LOES

INTGA—4H

Bl

EIEEZE D L — Rl
(R =7 — a—
K (Sender Rate
Limit Exceeded Error
Code)

SMTP 22— RijZ, = _RuE—FRNZ0 U 2 F—ITxf L TER S /- R
ElEOBR RKZEEREBZ-HAICEEINET,

EEHDL— M
(BT Z— 7%
A~ (Sender Rate

SMTP N F— FF 2 ME, =o_Re—7OEEHZNZDOY 2 F—IZx L
TEZRINT-EMBORKRZEER LB A T-HEICEINET,

Limit Exceeded Error
Text)
31144 FBEODT. Na—7EEEEERINTND L— MR GHERT 55

BlE, T R —TREEEEGLT FLA YA MERBIRLET, 7
MZONWTIX, BREERL—AL~OEEET KA VX NOfEM (29
N—=) EZRLTLLEEN,

7 O0—%l{# (Flow Control)

Use SenderBase for
Flow Control

Z DY AF—IZ%F B SenderBase [HF I —EATDH MR 24 1x—7
I LET,

IP 7 N L 2O
P N—T1b

(FH#he M
0~32) (Groupby
Similarity of IP
Addresses:
(significant bits
0-32))

JAF—DHRA N T 7EZT—7 (HAT) WO R~ & KPR
CIDR 71 v 7 CTEH LSO, IPT7 RLAZLIZERE ALV EZBIEB X
L — MBRTH72DIEH L ET, L— MlBROZ-OIZEEOIPT R
L AE T N—TIbTHT-DOEE Y hO#EH (0~32) ZEFLOD,
ZOFPANDIP T KL AZ LI B DA 7 #2488 L £ 3, [SenderBase
ZMiH (Use SenderBase) | &7 4 B—7 LC T H0LENH Y £4, HAT
Significant Bits DFERIIZ DWW TIX, /v—T ¢ 7B K OBUEEREORK E %
SR LT ZE0,

T4 LY ~)EBSKRERE (DHAP)

T4 L7 NS
WERhIE - 185 &
720 DERIER S
(EP

DOV AF=NYF— KRR NPOZITID W 7225850 1 Fef & 7=
D ORI TT, ZOLXVWEE, RAT i E SMTP 2— /L7~ R

=TT A NAEEORE AR LE T, Tk, B4 LDAP % 1F
FHETCDTZHSMTP oAt — g Pl ke y FENTZAvE—I0
WL, V= Fa2a—HNTARAT L RAENTEA vE—VOAECT ([
fFiF o) A —0 LDAP ARBREICKEINT-LBY) . LDAP T
%7 7= —@ DHAP OFFEDFEMIZOWTIL, LDAP 7 =V |2
THEEEZRLTIE XN,
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| AR E 79 2R F—TLEERALLEREHFTS S8R FOES

A= I7A—FR)—F#FRALEBEAYvE—CDIL—ILDEE

INTA—4H

Bl

yPA=]

T LT NS
P4 : SMTP
*}EfNC DHAP L
TUMEICEIZE LT
Yitr. PEfta R

= 7" (Directory
Harvest Attack
Prevention: Drop
Connection if DHAP
threshold is Reached
within an SMTP
Conversation)

TTITAT AL, W eZ 5 H O LS WEIZET S & AR b ~DHEE
ZRry 7 LET,

Bl — RdH720
DI 72 5H D
RE (Max.
Invalid Recipients
Per Hour Code)

e Fry 75 L SIEMT 23— FEFEELET, 774/ F0D
=— R 550 T

Rl 7% A b H 7=
D DR IR SAZH
DI K (Max.
Invalid Recipients
Per Hour Text)

Koo 7 ULgRIcet L CERAT DT A M2REELET, T 741 1
DT % A MME [Too many invalid recipients] T3,

SMTP %fF&N T
DHAP L & MEIZ
BELGE. B
L =
(Drop Connection
if DHAP threshold is

reached within an
SMTP

Conversation)

SMTP 7 > /83— 9 HICDHAP L EVMEISE LRS5O R v
TERAX—T NI LET,

Refi] =1 — K72 v
DIEN T2 AZH D
AE (Max.
Invalid Recipients
Per Hour Code)

SMTP H >3t —> 3 0 FO DHAP IC X V#kid Fa v 795 & =T
A+ha—FKE2HEELET, T 74/ bDa— KiL 550 TF,

R 7 ¥ A N b7
D DB IR AFE
DRI (Max.
Invalid Recipients
Per Hour Text)

SMTP B >3t —> 3 FO DHAP IC L WV H#kid Fa v 795 & X (Tff
A+s7%A MafEELET,
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B oo xus—spRLEEEAvE—SOL—LOES

INT A—45 Bl

RINLIEH

TYFANRAA | ZOVAFT—=ETT U FANRL ARy VAR LET,
¥+ > (Anti-spam
scanning)

YA IR

TUVFIANAA|ZDY A F—ETTUvFIAINA ZAFY L E2HENNLET,
*

1t & I:Ilb\ﬂ

TLS IOV AF—=ZHTHSMIP I "= a DT AR—b LAF
X2 DT 4 (TLS) OfESG, HELE, MWHZEZREL LT,

[HELE (Preferred) | ZiBINTHE, RAALSUVBLIRNEFA—/NL T FL A
EHRETAHT RLAVRANEZRIRTDHZLIZE ST, FED RAA U F
T EDBE S A—NT RLRAZFEFO RAL Oz —T%EHIC
KLUTTLS ZMAICRETEET, ZOUVARMDRALVELIEET R
AT Do _"a—TEEEN TLS 2 LW EEGR T A »
T—VEERELIOETDHE, TTIAT U ARERAIESE L, KEE
I ONTLS 26 L CREERADIVLERDH D 7,

[7 T4 7T > FiEEORKGE (Verify Client Certificate) ] 47" 3 » 1%,
I IAT v NRIADENRBE. EA— VX2 T4 TTITA4T A
75§1‘—‘Hj@)<‘—/[/77 Vhr—art TLS%@L%%i'@‘é £ k—ﬂfEITL
F9, TLS ?’E EQH/E DX Ty a rEERLUEGAE. 22— E
BT WAL T T IA T AIETLS B Frf L33, = —
#mﬁmﬁﬁﬁé%ﬁoﬁAi i LEd, TLS MAERTE DY
B, ZOF TV arEBEBRT DL, TTIAT ARG AT T DT
OIZENRFEAEN LB/ £,

7 RUA YA SOEROFERINZ OV TR, AR — L ~DOREET
FLA VARO[ (29 =) 2ZRLTIIEEN,

TLS 8D 7 74 7 > MERAEZFERT 3 HFIEIZ WX, 77947
VAMNG D TLS # O SR L T 7E S0,

SMTP 223 )z+ W D ) — h AR A R>H O SMTPERAFA FFA], A1k, 3§
BT £, SMTP #FEICOWTiL, [LDAP /7 =V —] OETEM%E
HEH)% [./i—g«o
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| RRF7HER F—TLEFERALEBREHTT ZHR FOER
A= 7A—RYS—ZFERALEBEEA vE—PDIL—ILDOES

INT A—45 Bl

TLS & SMTP #%GE | TLS IZ SMTP 3B & 2t4 2 X 5 |HMT £4,
DO RHEE S
nTnwaigs 0f
Both TLS and SMTP
Authentication are

enabled)

RAA DV AF—TRAL L F—FIIDKIMEL AN LET, KR
% —/DKIMZ 4, B L—nk)

(Domain
Key/DKIM

Signing)

DKIM#EFF DKIM KRiE% A Fr— 7 WMZ L ET,

S/MIME D185 & &35

S/MIME D151t/ « SIMIME OBt F 7 13aE 2 A2 LEJ,

T * SIMIME OIfGEH., 73 H VBLEHEFET DA v 2 — YD HHEIER
THENERIRLET, NI TV T T EINZAvE—VOEA N
WBL DI PHERFE T2 IFHIBR SN E T,

S/MIME AFF—DIREE

S/MIME ABA & —® | SIMIME ABAF —DONEZ A R —T7 VI LET,

I

WREAET T — W DFHE | B4 SNT-EEA vE—VORIFICEKR LI-5E. A —2IUET 5
BAEOINE NEIMEERLET,

T S E | TSN ART—Z2INETINE ) D EBEIRL £,

DIRAF

SPF/SIDF #&:E

SPF/SIDF#iEED A | Z D Y AF—"TSPF/SIDF B4 % A 3r—7 /W LE9, IOV T,
F—7 At (Enable | BT A — VA B L T EE VN,

SPF/SIDF

Verification)

HEPL L~ L SPF/SIDF Yl L~ /L% 3% E L £ ¥, [SPF]. [SIDF], [SIDFA# (SIDF
(Conformance Compatible) |OWTNNZ BN L £9, FEMIX, EHF A —LGEE SR

Level) LTLIEENY,
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KRR F7OER T—ILEFERALEEGEHTT 20 FOEE |

B oo xus—spRLEEEAvE—SOL—LOES

INTGA—4H

Bl

[Resent-Sender: |
Ed e

[Resent-From:] %
i L7256,
PRA FRAERS R % &
v L—RLZE
7 (Downgrade
PRA verification
result if
'Resent-Sender:' or
'Resent-From:' were

YEL L ~L & U C [SIDFA#: (SIDF Compatible) ] 238N L7844, A v
& — 1T Resent-Sender: ~ v % — % 72 |3 Resent-From: ™~ & — 3MF{ES
5412, PRA Identity BRFEDfE 5 Pass & None (24 7 v 7 L— R4 5
EONERELET, 20TV aidtxa )T o B TEIRLET,

used:)

HELO7 A k HELOID {2 L CT A & ETT L0 E I nERELET ([SPF] B &
(HELO Test) OV [SIDFA#t (SIDF Compatible) ] #EHLL -~V CEH L E9) ,
DMARC &3

DMARCHGED A | 20D U A F—TDMARK Bt % A X —7 /W2 LE T, IOV T,

F—7 /Al (Enable
DMARC

Verification)

DMARC fiEZ &M L T 72 &0,

DMARCHGEY &
77 AN
(Use DMARC

Verification Profile)

DY AF—THHT 5 DMARK BRAE 0 7 7 A VAN L F9,

DMARC” 4 — R
Ny 7 LAR— |

(DMARC Feedback
Reports)

DMARC 37 4 — F Ry 7 LIR—FDOREZA RX—T7 VI LET,

DMARC &7 1 — K3y 7 LA — FOFEMIC OV TIE, DMARC %5t
LAR—hEZHLTSIES N,

(G¥) DMARC 25T 5I21F. 74— FRXy 7 LiIR—F XA vk—
UMN DMARC IZHEIL L TWAMLERH Y 9, ZNHD A v
T —IZDKIM B BT WT WA Z L 2R 50, 713

GI72SPF L a—R&A"T7 U v a0 E RO £7,

BOBLINDUR

BT LT A

A E R
(Consider Untagged

Bounces to be

Valid)

N ZEEE X7 (=T 4 7B L OBUEHEEDRRE ] DFET
B BA X =TT o TS BB ETEHESNES, 7741 b
T, 7T IAT LV ARZ X T DR U AW Bp L, Ny R
BEEDREICIE C T, N AR T D0, DAL L~y X —%iB
LET, 7D NTWIRNWART U RERE 709 2 & 2@ L2
BT TTAT LV AFINT VA A=V EZTFANET,

= N
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| RRF7HER F—TLEFERALEBREHTT ZHR FOER
A—p7a—Kys—o7F7ri rEnEs |

INT A—45 Bl

I oAO—JEIEED DNS &R

EEHEOKIE 322—) ZBBLTLIEEN,

BISNT— L

BINT —T NV fl | EEEMRGE R A A BISNT =T VB LET, FiSNT—T i1 o7
i (Use Exception |IFHEHATEETN, A—N 78— K)o —TLIZ4 X —T7NMICTEE
Table) T BRSOV T, EEHEMREEGISN T —T v 36 ~—) ZZML
TLEENY,

GE) TUFARAEFIFTUFIAILA A% % LN HAT TF 0 — LIS HRh R4
Ay —VAT UV FARLELLET VFUANARF Y o DDIZT T T7A4T AL
FoTZFANOND LFRIFICT7 Z 7T ohET, Ayt —VEFr LERIZT
VFANRENETNEIT VT UANVA AT v ORI NTZGE, Ay E—UlE, U—
J Fa—%HD XTI ERE ATy URRIZRD T,

ATYyT 4 EREEZREL, RIFLET,

=)L 2728—FRYS—DTIHI MEDEE

FIE

ATYT1 [A—/KRY 2 — (Mail Policies) ]>[A—/L 72—/ Y — (Mail Flow Policies) %7 V v 7
LET,

ATwF2 [UAF— (Listener) ] 7 4 —/V RCRET DU AT —2EIR L ET,

AT T3 BRELTIZA—N 70— KR =D FD [T 7 /v hR Y —s37 X—4% (Default Policy
Parameters) |V > 27 %27 Vv 7 LET,

ATYTE ZOYVAF—DTXTDOA—)L 7u—RY > —THHAT L7 7+ MEEERL T T,
TaRT 4 DFEFICONTIE, A=V 78— KU =R LEEEA Yy =YD —LD
EFE (19—) ZBZRLTIEEN,

RATYyTE EHRAREL, RIFLET,

RANTOEX T—TILDOEREDFER

RARNTIZRAT—=T NN EINTWDI TR TOFERE 7 7 A NI AKR—F L, 77
ANV SNTNDBHRA N T 7 BAT—TWUERE Y AT —HOT 77 AT 2 RZA ViR —
FCEET, Z0EE. BEOTRTORA LN T/ ¥R T—7UERITEEXSNET,
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B o7 ~0 AR 7o R FTLBEOT Y AR~ b

ESPEREY=]

T FANAAND HRARNT IR T—TNNREDODTT ZAR—K (28 2—)
cHNET FANINEDKRA N T IVVAT—TIVEEDA HR—F (28 2—)

NBIF7ANAND KRR TOERA T—TIEENDITY AR— k

ATy
ATvT2
ATv73
ATvT4

ATy TH

FIE

[A =R Y 2 — (Mail Policies) ]>[HATHEZE (HAT Overview) | ~—JICBEIL 7,
[V AF— (Listener) | A =a—TCHatET 5V AT —%2BRL 7,
[HAT%# =2 A7 — b (Bxport HAT) 1 %227 Vv 7 LE7,

T AR=PTHHAT D7 7 A NHEANTILET, ZHUE, 7T 74TV ADRET 14 L7
NUIHEREND 7 7 A VDRI D £

EHERFEL, REFELET,

NEIT7AILDEDHRA N TR T—TILEEDA Vik— F

ATv T
ATvT2
ATv7T3
ATvT4

ATy TH

ATvT6
ATy 717

HAT A4 > R— T3¢, BEOTXTOHAT = MY BEED HAT 2 HHIBER SN E T,

FIE

[A—/LAR Y 2 — (Mail Policies) ]>[HATH{Z (HAT Overview) | X—IZBHI L £7,
[UAF— (Listener) | A=a—TCET 5V AT —2RIRNL £7,

[HAT% A > R— b (Import HAT) 1 %27V v 7 LE1,

VAN T 7 A NVERIRLET,

GB) AYA—R"TD77A40MK 77 T4 7 2 AD configuration 7 4 L 7k VIZAFET D
VEERH Y £,

[EfE (Submit) 1227 U v 27 LEd, BAFOTXTOHAT = b Y ZHIBRT 2 2 L 2 /R
HEEA Yy —UNRFRINET,

[ > AR—1 (Import) |27 Vw7 LET,

EHRzRfFLET,

TrANAZ TaXs b 2RETEET, XF H THETIEa A FERRSh,
AsyncOS IZ Lo TG I ET, WITHIZRLET,

# File exported by the GUI at 20060530T215438
$BLOCKED

B AAF70€RT—ILEERLEEGESFTT SRR FOEE
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wEpmL—L~0xEE7 FLR VR oA I

REJECT {}
[ ... 1]

BEEEHGIL—IADEEET7 FLRX )X FOER

A= 7a— R —iF, b— MlROERS, 8L OWHE TLS it /e o oo — 7% (E
FIN—TIHEATDRHEDOREICT RLA VA MEMHATEEY, 7RLVA UANMI, &
FA=NLT RLRA, FAAL Y, B RAALVBIOIPT RLATHRKCTE£4, GUIT[A—
JLAR Y 2— (Mail Policies) 1>[7 RL AU Ak (Address Lists) | D~<— 29I 50, £7=
X CLI @D addresslistconfig A¥ ¥ REZMHL, 7 RLAY A MEERTEET, [T FLRY
Z b (Address Lists) ] DX—Z1%, 7T RVRA VR AT A AL 7o— R —Lit
o, TTT9AT LV ADTRTOT LA VXA INRFRREINET,

FIE

AT9F1 [A—/LKR Y — (Mail Policies) 1>[7 KL AU A b (Address Lists) ] 23R L 9,
AT9 72 [7RLAY A MOBEN (Add Address List) 12727 U v 27 L,

ATV T3 7T RLAURNDARTIZANLET,

ATy T4 7TRLAURNOBHAZANLET,

ATvT5 (EE) 7T RLAURAMCTEERBESFA—N T FLRAEHAT L 2 L 2R/BMT DI, 5
BEFA—/NT RLADIH (Full Email Addresses only) ] ZER L £ 7,

AFYvT6 7T RLZA VX REERTDHICIE. ROFTT L arONTRNERIRLET,

« 7 RLA YR NCHEERBRDE S A—LVT RVAEMHT D Z L 2RBMH T 2561,
[GERFES A —/NVT RLADH (Full Email Addresses only) | Z&IR L 9,

« 7T RVAVURRNCTRAAL VEMEHTDZ L 2RBHT 51X [FAA DA (Domains
only) ] ZiERL £,

« 7 RLAVARRNTIPT RLAZMHT D Z & 2REMNTDEAIEL. [IPT RLADA (IP
Addresses only) ] Z3R L £ 7,
ATYT1 BNTL7 FLRAEZANLET, ROBAEHEHTEET,
* %é&f%%f — )L T R A user@example.com

%E’%)(b—}l/ 7 F‘V}(O)*%B . user@

GE)  [SBREA—NLT FLADHZFHA] (Allow only full Email Addresses) ] % E&R L 7=
Bl EBFA N T RFLRAO—EIFEATEETA,

B AT RLADIPT KL A :e[1.2.3.4)

RAAL DT RTHO2—H : gexample.con

W RAA YDOTRTCO2— @.example.com
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. SenderBase SXFE & A —JL 7A— R o —

ATvT8

SenderBase

RAAVEBIOIP 7 KL AT e CFETHBTAINLENH D Z LITHEE LTI EEN,

No=TELFA—NVT FLAZXYIY FF, HLUMTE2ES>TT RLAZXY554 . AsyncOS
EHEIC= S R 2 o~ TREIGNTY A MIZE#LET,

EHEEFL, RFLET,

HEEA—)ILTJO—FRY I —

TS5 T L ANDEEE S, A—N 7a— R —%EAT A2 (L— MHIERE
FNLHEAELEEENLVWEALRDHD) . VAT —IIROFEEFEHLET,

[4%8 (Classification) |->[%£{E& Y )L—7 (Sender Group) |->[*—/)L7O—7K!) L — (Mail
Flow Policy) | ->[L— F#lIBR (Rate Limiting])

FANZHOWTIE, *y N =T F—F—, AL, IPT RLVATCTEEINDIEEE T L—
7 (5—=) BHRLTLLZEN,

[43% (Classification) | BPETIX., BEMFAAFDIPT FLAZEAL T, TV vr U
AF—=TEAELT) ZESMIPt vy v a v EZEXEE I/ N—TICHELET, BEEHI7V—TIC
BhEfI T bz A—b 7a— RY =ik, L— MillRZ2A X =T NMIZT DT A—=E013H
HHENRHVET, L—MMIRICED, By a bV ORRAyE—VH AvE—Uh
720 DERRZEER, RAvE—Y A4 X UE—F KRR SDBZITT 5 R KIFRHE
BAHIRSVET,

HE, ZO7avATIE, FHETHAROEEE I N—TOEEEHFIR L TCZEEE T

FLET, M URMEICEBOEEEND A —LEZE LT-EA. TXTOREEIHT D%
FEOEFHEDHIRE E i = E T,

ZOH T NHEZE, RISRTWL ORISR H D 97,

o X MU= F—F =l ko THEENTONZ54. SenderBase L B 27— 3 2 ¥ —
ERICE o TCT FLADKRE R T oy 7 /NSy y 7 ICHEBNCHE S ET,

TOEIBNERZET ey 7 LT, ZEHFLEZEFEL— MIRO D 7> FRB& 2T
NET GEF. 24CIDR 72w 7 LREILTTR, LTLBRLETEHDY FHA) .

« HAT Significant Bits e 2 H T 258 IC W T L9, Z0%HE, AU > —ICBE
HF BAL7z significant bits /X7 A —Z Z@HA LT, RERT v 7 OT7 RLVAP/NIRT
2y IR ET,

ZDONRTGA=ZF [ A=) T7r—KRY — (Mail Flow Policy) ]->[L— h#ilfR (RateLimiting) ]
Trx—RIZEELTWET, HEZFIN—TDIP 7 FLADOSFITHEHAT 2 Thetwork/bits |
CIDR ZFitiElX.  Ibits] 7 4 —V K ETR AR £97,

F 7 /) FTIE, SenderBase L' B 2T — gy T4 NNEZBIRNIP e 77 A) T OV R—
23, TV w7 VRAF—IZH LTUIA X —T NV T, T4 _R—k JRAF—{ZH LTIET 4
v —7 N Cd,
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SenderBase 7 T DZ A LTI b .

ESPEREY=]

e SenderBase 7 = U DX A L7 7 b (31 X—)
« HAT Significant Bits #g2 (31 ~—)

SenderBase 7V T ) DR A LT k

VAF—%RET DA, SenderBase L B 2T —2 g U —ERATr/ Y —2 7 LI=ER%E
TTIAT VAN Yy v 2T HElERETCEET, TO%, A= 77— KR —%%
ET DA, SenderBase & A F—T /I L, A—AO7ua—% 1) XA F—|ZHIEITE F9,

A=) 77— R —ZRETIHHE. [7 o —#lf#liZSenderBase#f# il (Use SenderBase for

Flow Control) ] REZMBEHALIZGUI DA —)L 7a— KR o—n, £721% listenerconfig >
hostaccess > edit 2~ K& L7 CLI T SenderBase % *“‘7\\714: L/i—é—o

HAT Significant Bits ##E

HAT

RE

\}

AsyncOS  3.83 U U —ALIFETIZ, K& CIDR 72 v 7 NDO U AF—DKRA N T 7 A

T—7) (HAT) OKREEHEIN—T = NI EEHLRNL, IP T RUAHBLTEZ(EA—/L
DBHB IO L — MiIREZFITTE £, & 2E, BEEEAKRA N 110.1.1.024) & —%
LIESa,. T_XTORNT T4 v 7 21 OORERA T ZIZENTHOTIEARL, ®PFANOE
BOT RLURICRLTH T o RERESNET,

GE)

HAT 7R Y 2 —® significant bits 473 3 2G4 5L, HAT 7 v —HliElA4 7> a >0

[User SenderBase| # MW 3 2MENRH Y F9 (F721E, CLI DA, listenerconfig ->
setup 2% K C SenderBase 1H# T — B A ZH NI T 572 DEM [Would you like to enable
SenderBase Reputation Filters and IP Profiling support?| {Zno &[HIZELEF) ., DF V| Hat
Significant Bits f§HE & SenderBase IP 7’11 7 7 A U > 7 YR — kDA F— 7 NWAVITHE AIZHEMAY
<7,

FEALDEE., ZOMEZFHL TEEEISNV—T2E<EHZL (DFH., [110.1.1.0/24]
L 110.1.0.0/16)] DX H72IP T RLADKE 2T NV—") [ IPT FLAD/NIR T N—TFIT
A—)L 7o— L— MilRZE<EHA L £,

HAT Significant Bits #§6EIZX, RO L H R AT LD R—F 2 MIXIELET,

*HAT &%7E (31 ~—)
« Significant Bits HAT AR U > — 47> 3 > (32 X—2)
AV T a IR (32 =)

HAT OREICIE. BEZFIN—T A= 70— K —D 2 ODESNH Y T4, L=H
TN—TDHRETIT., BEEZEDODIPT FLAD 5] GEEEHEISLV—TICAND) FEYE
ELET, AL 77— R —FETIFIPT FLANLDOSMTP v a v OEHFES
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B sionificantBis HAT Ky o — T3>

EELET, ZOMRELXFEHATLE,. IPT FL AT ICIDR 7 v 7 THEENT-] (2t z
X, 10.1.1.024) EEHF I/ N—TL720 HxDHRA R (32) ELTHBEISNET, i
[signficant_bits] AR Y o —REZMLH L TFEITSNET,

Significant Bits HAT /K1) > — F+ T 3 >

HAT #%3C Tl signficant bits X EA > a VA TEEI, ZOKREIX, [A—AFY —
(Mail Policies) ]>[A—/L7 a—7R YU 2 — (Mail Flow Policies) ] f\*—‘/O) GUI IZRRrENFE
j—o

7 U_ﬁ?ﬂﬁﬂ SenderBase #9547 2 3 > [OFF] 1272 > TWAh, 22X [T 4 V72 b
HESBCEEELf (Directory Harvest Attack Prevention) | 23 R — 7 /WZ72 > TV B4
@@ﬂmﬁMJ@M\%ﬁbf“é%@%@ETvaﬂﬁ%éh\%%%KCDR%%%
73, HAT NDOERFHDIREE I N—T L —BIEL-OD =7 o LTHEHESET,
CIDR 7 m v 7 CHENT—FLOE Y ME, XFHOEKRRIC TBefE) 2 Ed, £
DD, BN IP T R LA 1.2.3.4 B RESL S 4L, significant_bits 473 = 78 24 IZRRGE S 1L
TR =L T DA, MREELLTAELUSCIDR 70 v 7% 1.23.02412720 £¢, ZD
BREZMEH T2 &, HATREEH 7 V—7 =2 b U (72 & 20E, 10.1.1.024) 1ZiF, 71—
HoYToHNERY —HNOFHE Yy b= bY (ERROBITIE, 32) LXK OR b
T—J7HHE >y b (24) DIFETDHREEMER H Y £,

listenerconfig 2% ROFEMIZ OV TiL, [CLI Reference Guide for AsyncOS for Cisco Email
Security Appliances] ZZM L T 7230,

4oy 3 UilHEHEAR

Aozl valilflav 2Rty FSNTEGAICHETE 57 e — R LREA T v a v

N ET, gﬁ@m7lvxmﬁ7/&%£ﬁbfwé#% BV =RV AT DDA

BB XV 2k 20E, 60 SE TR 1S ORET) Vey b5 K0 ICEE

LETd, ZHICED, T—2REBERERYV A XIZETHERLEZY, VAT LAONRT y—<
AN BE 20T 52 L x2EEETEET,

BEOT 7 4V MEIZ3600 70 (1FFR]) T3, /150 (60F0) MK 4R (14,400 D)
FTCOHMERRECTEET,

GUIT/Zr— LREEZFEH L CZoOYMZFRELET GElIcO VWX, VAF—D 7 a—
FIVEREEBR LT IZEW) |

F7-. CLI ® listenerconfig -> setup A~ REMEHA L TZOWEZHRET 2L TEE
9, listenerconfig 2% ROFEANZ SV TCiX, [CLI Reference Guide for AsyncOS for Cisco
Email Security Appliances] ZZH L T 72 &0,

EIEEHEDWEE
ZRBRHER 0 A — 1T, < OFE . DNS TR TERWR AL UEITIP T FL R &£
DEEFEICL > TEEENT T, DNSHIEE X, XEHICHETIEHE T AEREZEG L, <

TUHES CTA =NV EBWETHZ E2BWRLET, SMTP 7o\t — 3 OFHZIEIEERAE
(FEEEDIPT RLADDNS NV I T v ACESEGRO T 4 NZ ) 7)) B1TH 2 LI,

B AR 7R TF-ILEFERALEEHEHTT SRR FOER
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| AR E 79 2R F—TLEERALLEREHFTS S8R FOES
sEaga A2

TITIGAT UV ALEDA—NV RAT T4 BN LTUBEIND Yy 7 A—LOEEZRE LT Z
LB BB ET,

RIRAEDEEFEE N D A —/VIZHEBIPNZEESINE T, D VIZ, AsyncOSITIE, FMRFED L
BEDPLDA—NVEUIT 5 HERRET DEEERERENH Y 3, 7L 21X, SMTPH
=T g VORNIRIBGEDEEENOOT X TOA— LV EZHEINIC T ry 7 LTI2D | KR
FEDEEZEZ AT Yy NV VT LTV T ALT I IAT UV AEHETEET,
LEEBHIEREEIL. ROz R—x 2 N THERINET,

s FERR A FDREE (Verification of the connecting host) . Z#LiZ, SMTP 7> Ntk — =
VORNIFEITEINE T, FEMICOWTIE, HEEMGE : mA N 333—) 2L T
<TEEW,

s TURNO—TREEED KA AL UESDIREE (Verification of the domain portion of the envelope
sender) , ZAULSMTP h >3t — g O CTIEITEINET, M VTR, HEH
RREE . o X —7%EE (4—V) Z2RLTIEIN,

HEIEE

 EEHMEE R AN (33 %—2)

 BHEFMEE . = R_Ru—THEHE (34 —)

o EEHEMEEDFELE — FER] (36 X—)

c RIBFFEEEN LD A v E—VDHET A (40 =2—2)
cEEERIELE XS (41 =)

EEEREL : /RR b

BEEDRBEEE 2 2FHICIZEEFSEFRL0RH Y 4, =& 21E. DNS Y —RN [F
VI OERIFRE LW, RAAL URFELRNZ ERNEZONET, EEHEIN—TDEA
I DNS MiEFERE TlZ, SMTP I v /3t —3 3 VORI RRIEOEEEZE 2D L., SE8Fh
FEORMBIEDOLEEZ SEIEREFEEIN—TIZEDDLZENTEET,

TFTAT A, BHIFEA—ITOWT, DNS Zil U CHEio A A hDOEETT B A A v &Gk
Lo ELET, ZORBiERHL, SMTP I v\t —3 3 VORNCEITENE T, ¥ 7 /LDNS/IL
IT v TDETICE T, VE—FERAMDIPT RLR (DX, FAALY) BDEESN,
FIMEPBEESNVE T, ¥ T7/VDNS /vy 7 7 v 1%, HEiiAR A RO TP T R L A IZxid i
5lZ% DNS (PTR) Vw7 7 w7 L ZiUlHki< PTR v 7 7 v 7 FEFRIZx3 % IE5| % DNS

(A) Wy I ToTnbi0Ed, 0%, TT7I7AT UV ATANY I T v 7OREEN PTR
N DT v TORERLE BT INEIDETF =7 LET, PIRAVY I T v T ERITANLY
ITy TBNRT D0, FERD B LR WIGE, VAT ALIP T L ADH A LT HAT
WOz b ZRE L, FEFIIRBRGEE AR IET,

RBFEOREHE L, WONT TV ICHESLET,

e BRI A R PTR L =2 — K723 DNS IZ/ETE L7200,

« DNS O — B 2fEEIC LV Bt AR A RO PTR L a— RDJ)L v 7 7w SR LT,

s BT AR A hOWiI5| & DNS /by 7 7 7 (PTR) MIEFIE DNS Vv 77 v 7 (A) 1Z—
L2,
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B oessa o~ o—JiEs

EEH 7 V—T7 O [HifiA A N ODNSHRGE (Connecting Host DNS Verification) ] & E Z{#H L
T, RBGEDOREE T 2L HRETE £9 (F(FH 27 /b—7 SUSPECTLIST Z i ] L 7=
KBEEDREZEN DA vy =D 2Ry N v 37T2—) 28R) |

TRCOEEE I N—TDEEHE T N—TRETHA NDNSHRGEZ A F— 7 /T TE LT,
ARA N DNS BRGER EZERFE 7N —ITEMT D E W) T Lk, ZDO 7 N —TITRIRIEDE
BEEEDDZEICRDEVI RICERELTLLESVY, 2F D ANRNARLZOMOMEH 2 A —
ANEENDZ LIZRVET, 20D, TNHLOREIF, EEREFEZESE IRy UV
TEBEEZEITN—TITH L TOIRA RZ—TNMITHZ AR LET, -8 213, BEES
JL—=7 WHITELIST |Z%f L T DNS #GEZ AT D &, RIRFEDEEFEND D A —/LD5
WHITELISTHOEHE TE 53X EENOLDA— L ERL LI IHbN D Z L2 ERLET (X —
78— R —DOFENTIIN LT, TV T ANRLEREZT VT IANA T2, Lb—
NEIPRZ & DA SRR B G BET)

EEBRIL: ToANO—TXESE

TR —FREERIEAEHT L, mo RN — TR EFHED R A A L) DNS TREE S
NET (o _Xa—TEEEDO KA UBRFREND D, o X —TEEFEEDRAAL DA
b= REZIEIMX L 2— R2XDNSISAFET 570 o N AA &, DNS THERFRATN X A A
7 U M ETIT DNS R OfEE EO—RF R T —RENEAE Lo E R T EE A,
L, RAALS BV 7T o7 L LD ELTZE X ICHAMEZ: Tdomaindoesnotexist] AT —
HAPIRINT-GE, RAAL VITFEELETEA, ZORENSMTP I N\t—2 g O THE
ITENDDITH L, A DNS HFEIZ A " —2 a U AR SN DRICEIT S, kT
SMTP H— "D P 7 RLAIZ#HA SN E T,

R AsyncOS 1, EEEZFDT RLAD FAAL NI L TMX ba— R 7 —2FTLE
9, RIT AsyncOS 1, MX L a— RO/ 77 v TORERIZIESNT, ALa—FoiLy
7 v T EITVWET, DNS ¥ —237% INXDOMAIN] (2D RAA DL a— RN ZiRL
72854, AsyncOSITED RAAL UNFELZWE D E LTHRWET, Zihud FELRV R X
AT _Xa—EEE] BT IVICHEINET, NXDOMAIN (&, /L— F x—2A H—
WNIRZD RAAL VO A— L —NERE L TWRNWZ EEZERT2HERH Y £,

7272 L DNS #—/37% [SERVERFAIL] % iR L7258, DNS H— NF EZERRN R AL D
TR —7EEE] BT AVITHEENET, SERVFAIL IE, R AA U BFE LRV,
DNS Tl a— ROy 77 v PR RN BEL TNWDH 2 EaR LET,
AN =T EDREIR A —VIEEHDMER T 2 )72 TIEIL,. MAIL FROM ff#lt (=2~
7 EEEN) EREL, XTI SN RBREEOREE N LD A — AR I D K DI
THZETT, 2L Y, MAILFROM 7 RL RICEE SN T A X v =T REMER
REICR D72, BIENAELDAREMRH Y £+, = Nn—7REFEMRIELENT5 L. RE
RO (7272 LZEHTIEZRV) MAILFROM 25642 X577 I9A4 TV AR ETE £
—g‘o
HEA—N Tr—RY =T, RO ELEPAHRETT,

e TR —FEEH D DNS HEEE A R—T T 5,
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| RRF7HER F—TLEFERALEBREHTT ZHR FOER
BHEALD, FIHLE BAq v, FELRKEOMALFROM ]

s RERERO T "o —TEGFHICHF L, BAZ LSMTP a2 — R ESEEES, =
10— 7 EEH O DNS BiGEE A 1 —7 W Lize, RERERO= No —7 % (EH 1T
Tuay s EInET,

s RSN NWZ R — T REHR R AL K LAY MREEET,

e DNSIZHFIE LWV o N — T REH R AL NIK LI A S DREEIET,

KRBT — TNV 2 LT, RALVERIET RLADY R RZBMHL, ZZ0 b0
A—)L& BENCHF A E3ERT D 2 e TE 4 GHMEERENN T —7 v 363—)
BRI . BEZRIGSNNT — T R, =N a— FEEFEREE & TS L TA X — T T
XFET, FOD, X BINT—T NV TIRRE LIZFNRT RULARL RA L &, =X
O—TEEERAEA X =TT D ERIEETEET, /o, W RAAS V2T T A
M RALUINED A=V, MO HFETHRIES N WGE THHEICHI T2 TEET,

LA EDARNIRREEDREE D LZE SNETH, RRGEOEFEEND DA —/L &)
(T2 Z ERRERIERH Y 7, &2, TXTOERDOE %f—w%mﬁw/77/
T TRAETZ 2D TlEd v A, —HAY72 DNS YV — ORJEIC LV X EEEZRFETE 7
WZERHY ET,

RIRFEDEZE DD D A —LEENRB SN HE . EEERAEHI T — 7»&%~w7m~
R v—Dx o _Na—7EEH DNS MGk EZfHEH LT, %ﬂ?ﬁ/ﬂt ENZ I

N —7REENGEESNET, & 2E, DNSITFEELR W) @&éﬂﬁwéﬁﬁb%
AVPDEDA—NLVEZZT T TRy NV U TTHZENRTEET, WoltAFDA—VEE
FAHF 2%, MAIL FROM OFEXNARIER A vE— 1, BAZ~ A XA[EEZR SMTP =2 — K &
JIRETHERENET, ZHIESMTP It — g v OPTEITENET,

FEDOA—L 7a—RY) —Zx L, A= 7a—RY > —FETT, mo_Xo—7F%EH
®D DNS #REE (R A A APINT =T N aGTy) A F—T7 M TEET, ZHZiE, GUI £7-
I% CLI (listenerconfig -> edit -> hostaccess -> < policy > ) %{ﬁﬂ% Lij‘o

ESPEREY=]

W RAAL L, TT AN RAAL L, REZRFERD MAIL FROM (35 ~X—)
o JAK I SMTP 22— R LS (35 2—)
c EEHRFE : T _u—TEEE (34 —)

By EAL, TIHILE FAAL 2, FRIELER D MAIL FROM

TR —FREERIEEA 2= T B, U AF—DSMTP 7 KL Affffit 7 a ¢
W RAAL L OFAIZT 48— MZT DL ([F—=FU A TOA—NZEORE] DFED
[SMTP 7 RV A ftiA 7> a v ) OEESK) | 2OV AT =0T 74/~ FAA URIET
RSN £7,

ZALH OFERBIZ AT HEAY T,

ARZLSMTP O— R ERE

TN —TEEHEOERNRIER A v — DNSIZIEE LRV o —71%{E# . DNS
) — TR T XUV (DNS P—A_"RF T LTNAHRY) mo_a—7FEEHITR L,
SMTP =2— R LIGEA v E—VHEETEET,
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B z=zsmpns—on

SMTP ﬁ;%&zéi%ﬁ SEnvelopeSender é’é\&bé Z <E 75‘(% ijqo :ﬂ(i\ 73 A ’7 AFE%%%@
THLEIZZ R —TREEOMICEMINET,

—#%1Z1X Domain does not exist] fifi FlIKFEHI TI 2N, TN % —BFRREIZ T A Z LT
T, TOLI R —RAEW S iz, RSP =2—ViF, =593 —a3— K27 74V ED
S5XX 036 AXX ICEHETE £,

EIEEREEFISNT—T I

REERIEFIINT —T N 1Z. SMTP I 3 — g I HBEIFICHF T £ 213G SN D R A
AVERIFEFA—NAT RLADY A MTY, £/, HELEIND RAL NZONWT, A7V
YOSMTP 22— KR ERIGEZRETHZ L TEET, 7T I7A4 TV ADHT- 0 OEEEMFE
GINT —T L1 DOHRTHY . A=) 7a— R —TL 124 F—T M ENFET,

EEERGEFINT —T T, OB THDL L OO0, BRBRELWRAL VEITET
A—ILT RLAZVARL, ZINLDA—LEHEETIEODIEATEET, HExiE #
AV IE LU MAIL FROM pres@whitehouse.gov & &[EEMRAEHISN T — T /KA L. HENIC
ERTDEIICHETEET, £/, WERAAL T AN RAAL VY, HEINICHT D
RALZVAMTDZEHTEET, ZHUL, ZEET 7 EAT =70 (RAT) Tithihb
TR —7%EHE (SMTPRCPTTO =2~ ) AL TVWET,

EIEERFERIINT — 7 %, GUID [ A —/LiR Y 3— (Mail Policies) ]>[#14+7—7"/L (Exception
Table) 12— (F721% CLI @ exceptionconfig ¥ F) TEFEI NIz, GUI (A —/L 7
7 — R Y ¥ — ACCEPTED Z i L 7= RMGEEEE ~DEFEA v E—TVDER (38 —)
ZZM) F 721X CLI ( [CLI Reference Guide for AsyncOS for Cisco Email Security Appliances) %
ZH) TRY - EITEMEENET,
PAEERZIINT — T A D N OREIRD LB Y TT,

BISNT —T N DEFIZONWTUTIEEEDE L A —/V T R RSV EBZ R — 05
DAMEEEEF ORI 39 2—) 2B T E,

EEERIIDER — HTEH
ZIZTHE, RA N EZ o Re =T R EFRIEO AN TR R FZEDH E R LT,

ZOFITIE, KA MEEERIEAEZEET D & X0, BEDREE /v —7 SUSPECTLIST &
A=) 7a— R —THROTTLED {2 &V, #5|Z DNS Vv 7 7 v 7FR—E LWk
RARNLEDA—=AN ATy M) T ENET,

B LWikEH 27— (UNVERIFIED) &# LW A—/L 7 a—7R U~ (THROTTLEMORE)
PERR SN ET, BAFSNARWVERITTARA bSO A —/LiE, SMTP 123t — 3 VORIIC
Zuy b v r7anEd (%EF#F 7 /V—7 UNVERIFIED & L 0 AR A —1 70— iKY

v — THROTTLEMORE M S x9)

A—)L 71— R I — ACCEPTED IZ%] L T o _Xu— 7 EEFRIENA 32— M ENE
KR

ROFIZ, FEEBRELZ FET L OO RINLIREEZ R LET,
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| "R R 7O ER F—TLEFERLEEHEHTT 5K FDOER
$%{5% & )L— 7 SUSPECTLIST % {8/ L - R RIEDREE N 5D 2 v—vozay ry>y [

R IGEEER - HESIHHTE

EEEIIN—T R o— a2Hd
UNVERIFIED THROTTLEMORE SMTP B >3t —3 3 > DFi,
SUSPECTLIST THROTTLED %;ﬁ%ﬁfﬁd‘ Z I\ D PTR L 22— ]\‘7‘7]3‘ DNS c:ﬁﬁ L fcil/ N,

Pt AR A b D5l & DNS Vv 7 7 » 7 (PTR) 23IES| & DNS
o 7T o7 (A) IT—F L7,

ACCEPTED SMTP 1 v 3t —3 3 v DT o _a— 7B EE ML,
- TR ANIE 72 MAIL FROM:,

- T a— 7 EEFE D DNS ICATE L7220,

- T m— 7 EEFE DY DNS THER S 7200,

ESPEREYS
« E{5# 7 V—7 SUSPECTLIST # il L7=RIRGEDXEFEENOL DA vE—Y DA v M
7 (37 =)
« RRGEDEEE~DO LY Bk /2 A v M) U TREDFET (38 X—)
e A—)L 71— R U 2 — ACCEPTED Z#fiH L7Z RHGEEEEE ~DEEA v —VDES

(38 2—7)
s EEFEHDET A=V T R ARIZESW T REET R — /L6 ORRAEEEE DRI (
39 X—3)

 FEFRIHIIIT —TANTOT FL2ADME (39 2—)

EIEE U IL— T SUSPECTLIST ZF A L - R RFEEDEEENSDAvE—DDRAY 1)
s

FIE

RAT9T1 [A—/LAKY — (Mail Policies) ]>[HATHEZ (HAT Overview) ] Z38R L E7,
ATy T2 FEEHEINV—FDY A T[SUSPECTLIST] #7 VU v 7 L%,

AT T3 [RELMmE (Edit Settings) %27V v 27 LET,

ATy T4 VARG [Ay hb (THROTTLED) ] ARV r—Z@IR L £,

AT w75 [ A N ODNSKFE (Connecting Host DNS Verification) | O @ [#2fi748 A b 5| X DNSH
& (PTR) MHRZEDNSHZE (A) & —E L 72\ (Connecting host reverse DNS lookup (PTR) does
not match the forward DNS lookup (A)) | F = v 7Ry 7 A4 LET,

ATYT6 BEHEEZFEL., RFLET,
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B ssiozEs~0sviEsR0y YL IREORS

Wigl& DNS Vw7 T » IR L2 B G H 138(5# 7/ /L — 7 SUSPECTLIST iZ—% L., A—
)b 7a— RV —THROTTLED ®F 7 /v b 77 v a UINFEITENFET,

RIBEDEEE~DLYBELGZRAY ) U TEEDET

ATy T

ATy T2

FIE

FT LW A—L T — R —ZAE L (2 OfFITIE THROTTLEMORE & W 5 4 Fij Z £+

JET) . KVEEAR Ay Y U TREXZITVET,

a) [A—/N7wr—3RY I — (Mail Flow Policies) |-X—C [ Y > —%EM (AddPolicy) | %
77Uy LET,

b) A= T7u— R Y —O4HTE AT L, [HREIE (Connection Behavior) ] & L T [#GR
(Accept) ] ZIEIRL £,

) A—n&HAuy M) U TTHEICHRY) —EFELET,

d) EHEEZEEL, RFLET,

WIZ, BT LWIMEHE 7 V— T %AE L (Z O TiE, UNVERIFIED & W ) AR AT ET) |

THROTTLEMORE R U ¥ —Z MM+ 5 X I ITHEL 7,

a) [HATH#EZE (HAT Overview) | X— T [HEH 7 /L— 7% B (Add Sender Group) ] % 7
Uy Z LET,

b) U A :2 % [THROTTLEMORE] 7R U > —Z 38R L 9,

c) [ A N ODNSHFE (Connecting Host DNS Verification) |H' @ [##5t75 A N OPTRL =1 —
R2SDNSIZTFEE L £+ A (Connecting host PTR record does not exist in DNS) ] F = v 7 7R v
g A AT LET,

d) ZHZHEEL, RELET,

A—)L 28— 7R 2 — ACCEPTED Z A L = RIFFLEEBE~NDEEA Vv E—CDEE

ATy T

ATy T2

ATvT3
RTv74

FIE

[A—/ViR U 2— (Mail Policies) ]>[A—/L 71—/ Y 2 — (Mail Flow Policies) ] % %R L %

D

[A—/N7r—R Y — (Mail Flow Policies) ] ~X— T, A—/b 7ua— KU I — KR
(ACCEPTED) &7 VU v 27 LET,

[E1E#H OFFE (Sender Verification) | £ 27 v a v EFTAZa— L LET,

[ _Xu—7 %58 DNS OfFE (Envelope Sender DNS Verification) |27 v 2 »C, &%

fTLET,
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EEBEOET A —IL 7 FLRICESVEREEREL—Lh snxgiEzEEoks [

c[On] Z@INL, ZDA—)L 70— RY —IZ6T DT Xa—TF%EEH D DNS Wik % A
F—=T ML ET,
¢« WAZILSMTP 2 — R EJSELZEFRTHI L HLTEET,

AT TS [RAAL IS T—T7 VDM (Use Domain Exception Table) ][22 ¥ 2 > T[4 (On) |%i#&
RLT, RAALPINT =T N EHHLET,

ATvT6 EREzEEL, RFELET,

EEEBDEFA—IL T FLRIZEDVEREEFRIIL—ILA b DRIFILEEE DR

FIE

AT9T1 [A—/LAKY T — (Mail Policies) > [f514+7—7 /L (Exception Table) ] &R L £ 7,

GE) s T —7 i, (BT —7 v %R (Use Exception Table) ] 23 A R — 7 T EE
ENTNDHTRTOA— NV Tr—RY =l a—VYUTEHINET,

RATY T2 [A—NR Y — (Mail Policies) |>[f#F7—7 /L (Exception Table) ]3—C[ KA A L4+
Z 3B/ (Add Domain Exception) 1 %2 U v 27 LE7,

AT T3 BEFA—NT RLAEZASNLET, BERRT FL2 (pres@whitehouse.gov) . 4Hi (user@) .
KA A > (@example.com ¥ 721% @.example.com) . £7IXIP T RV RA%EMAH v a THALET
RU A (user@[192.168.23.1]) Z AJ)JTE £,

ATYTE ZOT RLANLDRA vt —V&FATH0MEGT 50 EHRELET, A—AVEEST LY
By SMTP 22— R LN AZ LSEERIRET HZ L HTEET,

ATY TS BHEEFREL, RIFLET,

FEEBRIAFNT—TILATOT FLADERER

FIE

AT 91 BT —7 v (Exception Table) |- X— D[R AA B4k DFE (Find Domain Exception) ]t
Jva N lEBEFA—INVT RLAEZATILET,

ATwF2 #H% (Find) 1227V v LET,

T=TAHRONWTNNOT VT FUAR—ELSGE, RO —EB Lz MY RER
ShET,
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B ssasezroosvt—somETa -

RKBEEEEINLDAVYE—VDNHRETA
TN TCEEERIIRTCEET LD, 77947 A0EER R TEX £ 1,
DNS BIHEOREDT A MI, AEOHFAZBE A TWVD I LITERE LTI EI,

ESPEREYS
¢ TERMNARIE MAIL FROM 35EE T RLADT A b A vE—Y0%EE (40 2—)
e EEFBRIEN —NNBENT AT RLANLED A vE—U0OFEE (40 ~2—)

BXMNFIEL MAILFROM EEEZT FLADTR b A ytE—UDiE(E

THROTTLED RV v —D X EXE/RDNS B DR TEET A M THZ LT LWEARD Y £
T3, R ARIEZ MAIL FROM B E A T A I\T%iﬁ“

FIE

ATFYT1 T IFA T A~D Telnet B v 3 v wHXFET,
AFv T2 SMIPa~< F&EEHA LT, JTBRAREZRMAILFROM (FAA 72 LD ladmin) 72 &) &1l
HALET AN Ave—U2FELET,
GE) TN FAAL VEERT DN, A=V EaEZREGT D EXITES RAAL 2R
AT DL T I IAT v A %3 Ebt G0, T KU RENT %A F—T ML
AR (5= N2 TOA—NZEORE] OEEZSM) | AL B0
F%%V@%ﬁﬁEL<ﬁwﬁ%%%w%¢W KE. ZIETERVWEAERH Y £
7,

ATYT3 Avb—UREGIND I LE2MHRALET,

# telnet IP_address of Email Security Appliance port
220 hostname ESMTP

helo example.com

250 hostname

mail from: admin

553 #5.5.4 Domain required for sender address

SMTP =— R &SN, A—/)L 7ua— KR Y 3 — THROTTLED O =T > X1 — 75 H MR iE
7fﬁ%iﬁl/fi%;0)6:i£<37fb\%>;_&:%Eﬁﬁwul,jiifo

EEBRIEIL—IHDSENT BT ELAMLDA v E—CDEE

EEERGEHISNNT — T NVHIE SN TNDEF A=V T RLANLD A=V L, =
0 — 7 EEERFENFATEIN/RNZ L 2HERT 12, ROFINEEZFEITLET,
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ATv T
ATvT2
ATvT3
ATvT4

ATy TH

I EDZA |

FIE

7 R L A admin@zzzaaazzz.com %, {47 — 7 /VIZEIE TAllow] TEML ET,
EHEERIFLET,

TTTAT U AND Telnet ¥ 23 VEHE T,

SMTP =2~ REMA LT, #MEFMREHIINT —T VAT LIZEF A=V T KL A
(admin@zzzaaazzz.com) 76T AN A v —TUEERFLET,

Ay —URHFRIND T EaRLET,

# telnet IP_address_of Email Security Appliance port
220 hostname ESMTP

helo example.com

250 hostname

mail from: admin@zzzaaazzz.com

250 sender <admin@zzzaaazzz.com> ok

ZOESA—NT FLAZEEEBREBINT —T VI OHIRT 5 &, 2o "a—7REEHEDOF
AA ERSTD DNS THERES N2V e, ZDOREENLD A —VBREGSNET,

EEERIEEOX DT

wowv 7 o Uik, BMEERIEO W EIZ R L ET,

BEIER
« TN n—FREFEHRIE (41 X—2)

I oAO—TJEEERI

BRARRERT L Ro—TEEE

Thu Aug 10 10:14:10 2006 Info: ICID 3248 Address: <user> sender rejected, envelope sender]
domain missing

R A A NFFE L7V (NXDOMAIN)

Wed Aug 9 15:39:47 2006 Info: ICID 1424 Address: <user@domain.com> sender rejected,
envelope sender domain does not exist

R A A 2 DMFER S 37evy (SERVFAIL)

Wed Aug 9 15:44:27 2006 Info: ICID 1425 Address: <user@domain.com> sender rejected,
envelope sender domain could not be resolved
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