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AT9 1 [A—/LAKY 2— (Mail Policies) 1>[7 %A kU ¥ —A (TextResources) [IZBEIL ET,
RT9T2 [TFHFAR Y Y—R%BN (Add Text Resource) | %27 UV v 7 LET,

ATv T3 [4A] (Name) ] 74— /L RIZTF AL U Y —ADLAHIZ AT LET,

AT T8 [ZAT (Type) | 74—V EDLTXARN Y Y —2DHA TR LET,

AT TS [TFAF (Text) | £7X [HIMLB L O L—27 % A b (HTML and Plain Text) | O EH 5
MDT 4=V RIZ, AvE—Y THFAMNEANLET,

TEARNY Y —=ZARNT VL= THRANRA =V OLREHFATIHHEIL, [TF AP (Text) ]
T4 REHALEY, TFAF U Y—ZARHIMLEBLIOT L —2 THF AN A vb—T0
W5 ZFFA T 5541, [HTIMLEB X OV L—2r7 % 2 b (HTML and Plain Text) | 7 —/V K
ZRERALET,

ATvT6 EREzEEL, RFELET,

RDBERY
BhEEE
*HIML X—2D7 %Ak U Y —=Z2OHE (14 X—2) |

THFERAK)Y—XDHIK
=Y F-Y:[1] b
TEARN U Y —=ZADOHIBROREBICEE LT EEN,

TEFALJY—=R




| 7%zxFUY—2
Fxz b yy—zoqok—+ ||

CHIBRENTZT AN Y Y —=RAEBRLTVWAETRTORA Y=Y 70 VH T, B L
T~—7 &hE7,

cHIBRENTZT AN Y Y=L TWDHETRTOaAryTY 7 4T R2—T v
DEFEITRY ETH, SHEL S SNET,

FIE

ATYT1 [A—/NKRY — (Mail Policies) 1>[7 F A kU ¥ —A (TextResources) |- X—\ZBEIL., Hl
bR 257F%A MU Y—ZAD[HIFR (Delete) [FNZHDHITIFTA 2% 7 Vv LET, MR
Ay —VNERRINET,

ATv T2 [HIER (Delete) 127V v 27 LT, 7FA b UY—XZHIFRLET,

ATV T3 BEREEEGFLET,

TEFERARYVY—ZADA viR— bk
[Z L& BHEIIC

A= T DT 7 AN, TTT7AT 2 AD configuration 7 « L7 b VICHFET DH I & &
FHLET,

FIE

AT9F1 [A—/LKY 2 — (Mail Policies) ]>[7 % A b U ¥ —R (TextResources) |~ —IZHBHE)L .
[7F AR Y—RADA R — K (Import Text Resource) | %227 U v 7 LET,

RART9T2 A VAR= T D77 A NVEBRLET,

ATy T3 mra— &R ELET,

ATY T4 [Next|]Z27 Vv 7 LET,

ATYTE LHIZERIRL, 7F AN VY —R XA TEFEBIONRIRL £,
ATV T6 EHEEFEEL, RIFLET,

TEFAMYY—ZADITHY RAKR—F
F L& BHII

TXANYY—=REZ I AR— T DEHT. TXRAN T 7 ANNNT FIAT U AD
configuration 7 1 L' 7 h VITHERL S 41D Z LITIER L TL7EE W,

TEFARDY—=R
I



A
B iir—zo7x by yv—zoBE

FIE

ATYFT1 [A—=/KRY T — (Mail Policies) ]>[7 %A kU ¥V —A (Text Resources) | ~X—I\ZBEIL .
[TFA MY Y—RADxT 7 AR —F (Export Text Resource) | %27 U v 7 LET,

ATYT2 2V AR—=FFLHT7FAL VY —RERIRLET,

RTVT3 TXANVI—ADT 7 A NZEATTLET,

RATF9T4 TXAR Ty A Dy a— REREERLET,

RT9 TS [#E (Submit) 1227 Vv 27 LTTF AN VY —REELT ¥ AN 77 A /L% configuration
T4 L7 FUIHER L £,

HIMLR—ZXDTFRA L )YV —ZXADHE

BEFHERLED—HOTF AL UY=L, HIML X—AD A vt —VBIRNT L —r 7%
AR AyE—VOWFEHEHRLTERTEET, HIML X—RAD A vtE—V LT L —2 7%
AR A=V EGLTXARN VY —ZANEF A= A vb—VIZHEHAINTZHEA.
HTIMLRXR—ZADTFA KR YV —ZA X o—VFEFA—NAvE—VDTF R FEIFHTIML
e ﬁ%éh TU—V TFXFAN AvE—VEFEFA—N A vE—VOTFANERLEZS
L— R S ET,

HTML RX—ADT ¥ A h V=A% BIMEIIWET 254, GULIZIE, HTML =— R%&F

TR ETIZY v T THXRAMDODANEARIZTEY v F TF R MEEREGENET,

HTML R—ZDTF A kI V—2AZ BB L OWRET 81T, ROBICEEL T EE W,
cHIML RN—2 g U NZEASNWT, AvE—V0FL—0 TF A A=V g U2 HEIRICA
BT AL yBINTXET, F01E. FL—r TFA A=V g U AERNICERTEET,
e[Z—Rt=2— (CodeView) |RZ %7 Vw7 FHZLICLD, VyTF THFANZT 4
X & HTML 2— R #8252 LR TEET,
-U/%7%2b17451#f %ém&wHMﬁnwﬁ%GMTAﬁié X, o—
REa2—ZV X, HIML=2— REZFETAN LET, & 2T, T, <:|.mg src>

HTML % 7 ZfH L CHE Y — NZH DA A — /774w~@ﬂ%%ﬁkfé BT
l/\\i—g—o

BEEIER
cHIML XR—ADTF AN UV —ZADA U AR— " BIRZTZ AR—T (14 2—)

HIMLRA—XDTFHFRA b+ JY—RADA VR—FELUVIT Y RR—

HIML X—ADTFA K VIV —RETHAN T7A NI AKR—=F LD, TFAF T 7
A NS HTML X—ADTFA N YUY —R%&AHR—FL7EYTEXET, HIML X—ADT
FARNVY—=RET 7 A M AR— T H5E, 77 A VCETFA RN Y Y —ZADHK N —
Da NIKTHRDE v a N EENET,

* [html version]

B 7¥xtyv—2x
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* [text version]

InNbDt s v a VOIEFITHEETIEISH Y A,
el T AR= RSN T7 7 A MUT ROTHRARDBEENDZENHY £,

[html version]

<p>Sample <i>message.</i></p>
[text version]

Sample message.

HIML R—ZDTF A K ) VY —2%2 T 7 ZAR—FBLOA VR— b 5841%. koL—L
ETARTANTHELTIEEN,
e L= TXARN A yE—UNHIML N—Y 3 b BEIRIZ AR & 5 HTML ~X— &
DTHFAN VI —=R%x ) AR— T 556, =7 AR—bFIN7 7 AT
[text version] 1 &7 3 /75\2.35“&“&‘/\/0
e TXARNTrANNBA AR — T 5 EE [html version] EZ ¥ 3 > FD3XTDHTML
a— FEERENTEZTF AR VY —ZADOHIML A v —II2EBEnEd (FFA LV
V—A A A THHIML X v tE—2%2 Y R— T 5848) . FERC, [text version] 7
ary FOTRTOTHFAMI, fERENTEZTFAN Y Y—ADT L=V TF AR Ay
VI EBmENET,
cHTML R—ZAD7 ¥ Ak U YV —=2%EfT H72DIT, 2D, FIIFFIEL RN
[html version] 1 &8 3 /%5@774/1/%)‘%4) VIR—NTDBHAE. TIATUARX
[text version] I arOTFAMNFEHALTCHIMLBIOR L —0 TF A Xy
=M EERLET,

TEARYY—ADER

TRCOAATDOTHAN VY=L, [TFA IV —R (TextResources) ] ~~— T F7=i%
CLI @ texteonfig =~ > &AL T, RUFETERSNET, —EERIND L. &F A
TTERRELEON G E LET, REFET VT L— MBI OEAT T L— M, T B
O 2F =Tl ESNET, —H. TUFUANRERT T L— I, A—LVRY—8
FOT o FUANAREETHEM S ET,

FEIE B
cHBHRET LS L—F (16 %—2)
c MEFRHAY T LT a— R (19 =)
cBEIT T L— R (21 X—2)
T UFUANARBET T L— (22 %—Y)
-N?yx@ﬁﬁiwwmm%ﬁﬁﬂ%yfv~b(%&—9)
e bimET > 7L — bk (27 ~2—)

TEREYY—X .



A
B s=ss5o70—1+

E — O
BEFRETIL—F
TTIAT VAT, VAFT—DZE L ERITTRTORA =0T %A O EE-IT

T (N F—FlF 7 v ¥ —) T 74N PORBFERELZBINTEET, ROFEEMFHL
T TTIAT UV ATAy E—=VICHRBEFHZBINTE LT,

M U X’j“_‘ﬁ‘%\ GUIifTJi listenerconfig a~ k%1ﬁﬂqj—éj§/£ (U 7\%‘—7\7)‘%@%%
FIET XA FOBN (16 X—) 238

e LT Y T 4 )VH T U3 Add Disclaimer Text AT A HE (a7 74
NEDT 7 a ksl

e Ay —Y T4 )NH TV 3 add-footer () T 5515 (D TUsing Message Filters
to Enforce Email Policies] D& &) |

« T —HWRMIET v Ty A NVEHERT L HE (T BEIKOBIEESR)

A=V OHMNNT 4 v T EIEY AT =2 T OB TH DS ATREN N H D Z L A —
PICHEHT DRI T T T LA T T4 NZIZKH L TA v =V DBEEEZEHT 5 HE (A
Y=V OEEREBR) , TOXA TOBRMTBNENSHREFEIL, TF A o _EICBEN

SNET,
el 2T, BENDPOLFEEINDIHZA v E—VICEFHEES X, oA vyE—Y 3% E
FHAEMIMTE £,

GREFEFHET XA MEFEAT L0, RFEFHT T L— MAERT 2L ERH Y £, GUIT
[7 %A KU Y—A (TextResources) | X—VZMFH (FFA K U Y—2ADEM (123—)
% 5H) F7203 textcontig 2~ R&fEA ( [CLI Reference Guide for AsyncOS for Cisco Email
Security Appliances] Z#Z M) LT, T 2567 XX FXFH Ot v M E{ERRB LOEBE L £
7

ESPERENS

« T A NEIPEORBFREREOEM (17 X—2)
c UAF—DOHORFHEET A FOBEM (16 ~<—)
CGBERIEB LT ANE T a v B (17 °—)

JAF—MoDREFETF X FDIEM

HERFET XA Y—RAEBER LG, VAFT—TZETILIA =TT 257F A b
LFHNEER L ET, REFETXA M2 A vE—VO L ERII FHIGBNTEET, 20
HREIX, X7V w7 (SR R) VAF—=LTTA_—F (T MRTUR) URF—D
wFC R TE T,

THAPMBIOHTIML M OER SN D A vE—Y (Microsoft Outlook Tik, Z DX A 7D A v
t— % Imultipartalternative] &FONET) ZERETIHE. 7774 T AL, AvbE—V
DT OB BEFHEAZ T LET, 2L, AvE—URBAFEHLOI LT Y Th
D%t BADEN 2o a T UoVIFERSNEE A, DY, REFRARY I
X - T [Content-Disposition inline attachment | & V> 9 #i X— F2MER SN FE T, <L F3— |
A =DM OV T, Using Message Filters to Enforce Email Policies] MDF?D [Message
Bodies vs. Message Attachments] #ZMB L T 7230y,

B 7¥xtyv—2x
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JensansorasEnen [

T4 LA LDEREERIEDIEM

T A4IVH T U a Y add-footer () FETNII LT U T4 NE T I g fﬁ%%?%%ﬁ:jt@@
mny ZHEHL T, Ay =V OREFHIFFEDERT AT XA MLFHNZMT 5 &R T
TET, HERIE RDORA =V T 4 VHZ L—)LT, LDAPYZ L—7 [Legal] (2§ T 52—
PINHFEEINDTRXTDA vy E—VIT, legal.disclaimer &V D T F A MUFHIZAHINL £
D

Add-Disclaimer-For-Legal-Team:
if (mail-from-group == 'Legal')
{

add-footer ('legal.disclaimer');

}

REFEEIVIANETOLaVEH

A=Y T4NE T va B REFERTHZ b TEET GEIZOWTIX,  [Using
Message Filters to Enforce Email Policies] MDF(Z& % [Action Variables] Z#Zf L T 7230Y)

HHEFHT 7 L— MIX, OB EFHTEET,

RIUTUFIANABHNEHR

A% BEEHZ HE

$To A=V DTo~y X —IlEZHIONET (o _Xe—7ZEFHIC
TEEHBE SNFEEAL) .

$E(ZIE (From) | A vE—VOFrom: ~y X —ICBEEHZ HNET (2o _n—7%EH
ICIEEEHRZ ONEEA) .

$Subject LD A =V DOHHICEZHRIONET,
$HA (Date) BAEO B (MM/DD/YYYY JER) ICEE#HZ H5nE1,
$HEZI (Time) BAEDRZ (o — b UBEEHE) ICEE B2 ONET,

$GMTimestamp BIEORZIB L O HA (GMT) ICEEXHZAONES, B AL Ay
£ — D Received: T CHR.LN BB L FRETT,

$MID A=V N TN 5720 ERT LAy &= ID (MID) (T
THZ HLIVET, RFC822 Message-Id] OfE & (X872 57 0FE L T<
72&Wy ( [Message-1d) ZHuf59 % 121% $Header ZfEH L £7)

$ 7 N—7 A= DA T2y MNEIZ, EREDP BT IHEEEIIN—T DL
BICEEHZ OGN ET, BEEINV—TICLBINROEESIE. XTS5
[>Unknown<| 2MEAINET,

Fxzruv—2 I}



B a=sEssvo 8700 a08%

A

pF

BEEHASIE

$Policy

Ay —=VDA Ty MFRZ, FEFIZHEH LZHAT R O —04
BICEEHZ DNFET, FHICEBINTWVAERY U—A4MEA ST
WRWEEA, T4 [>Unknown<) MR AINET,

$Reputation

PEEH D SenderBase L' B =T — a3y AaTICBEEXHBmIONET, L
Bar—yay 2aT7 B3 0EA1E /None] ICEIH# 5NET,

$filenames

A=V T 7 ANDT 7 ANHDA L~ KYIY A MIES L
LbIHET,

$filetypes

A=V DRNT 7 ANDT 7 AN EZA TR T I~ U A b
CEEHEX ONET,

$filesizes

AvE—=—VDORNT 7ANYA XD~ XYY U A MIESHZ LN
£,

$remotehost

A=V HEEA—N X2 T4 T IAT LV ARTEEFE LIV AT
LADRA NHICEZHZ O ET,

$AllHeaders

Ay —U Ny |lEEXHBIZONET,

$EnvelopeFrom

A yt—UDxrNu—7%EH (Envelope From, <MAILFROM>) |Z
BEEMZONET,

$BRA b Rr— 2D

EA—NEXFa2aUT 4 T T IAT LV ADRA MLIZEEHBL ONET,

$header[‘string ’]

DA =D BT O~y X =R EENLHE. I T E~y
F—DEICE S ONET, “HIA/FMIHSNLIBEbHD £
‘a‘o

$enveloperecipients

Ay —vDOx X —7ZFH T T (Envelope To, <RCPT TO>)
ICEEHMZ ONET,

$bodysize

AvE—VOF AR (N4 N ICEEXHRZONET,

$FilterName

WD 7 ¢ L Z DAFTEZIR L ET,

$MatchedContent

AF ¥ 7 4 )H Jb—)L (body-contains 72 ED T 4 LK JL—)LR
TV T4 vatVEER) ERN) - LIENEERLET,

$DLPPolicy

BN H -7 Email DLP AR U o —DARNIE X2 b E T,

$DLPSeverity

ENROBEREICESHRL GNET, EIXME Low) 1. [F (Medium) ],
[m (High) 1. £72X [EX (Critical) ] DWFHTI,

$DLPRiskFactor

A=V OWENRO) AJERAaTICESHBZzZONET (X277
0~ 100) ,

B 7¥xtyv—2x



| 7#xryy—2
C3 S POPP T T EERNCEN

A% BEEHZ HE

$threat category T4 T UANA FER, AT T REDT O NI LAY T 4
WEBEOZ A TIZEEHBRZ HNET,

$threat_type T RNT AT TANEEEDTIVOYThHTF IV ICEEXHBmZONE
T ez, Fr VT a5k, SBEBNOT 4 v T AOEB| 2
EnH0 ET,

Sthreat_description |7 KT LA 7 T 4 LA FBEOFTHICEE L L ET,

$threat level A=V OBE LIV (AaT 0~5) ICEXHBmZONET,

$threat verdict [(AvE—VDOEE-ZE L~ (Message Modification Threat Level) ] L
SUVMEICE T, NIV 2 Tz c@EsHmzohEd, Ay
TV EEND VA NAELIZIIETA NV ADER L VRN (A vE—
O B L~ (Message Modification Threat Level) ] L & U MELL
FEOHAE, ZOEHOMIE NI ICBREINET,

A=V T4 NI TV a Y EREREFHTHEMATLICIE, (GUID[THFARY Y —2A
(TextResource) ]-¥—F /i texteonfig 2~ > KnD) A vbv—VOREFHEERL, £
Bz LET,

add-footer() 77 32 " Cld, 7w ¥ —% inline attachment, UTF-8 coded attachment, quoted
printable attachment & L CENT 5 Z & T, IEASCUTF A h&HR— M LET,

REFHERAIVTEEH T O—FAK

AsyncOSIZ1E, B7p X Fxra— N EZBDRBEFREAY T OMELEE T 57-DIZfE
HENDBEEPGFIELET, 7 740 FTIEL, AsyncOSIXET A —/V X vE—T DRI/ —
FICHFTEND Ko, AEFHEZRE LE T, localeconfig 2~ RN TEE LT EME
ZREH LT, Kiﬂ%F&ﬁf%@@I/ﬂ%%ﬁﬁ#ﬁ&é%Q@QW% RECEET,
HD/S— ENEAERSNDEF AN A E—VEERTHI LT, ZORENHME LT
Y ET,

To: joe@example.com ~y A —
From: mary@example.com

Subject: Hi!

<ZE[1T>

Hello! A — |
ZDAyE—=VE ATy | BADORES— b
yEanFE L,

Example.zip 2 FHOWS/I—h

TEREYY—X .



A
B sszmxsoTemgoa— st

ROIDZEATTICHES A v B—=YOAIITIE, ZOMIMEASA— EREERTWDHEARHY &
To ZLOBAE BROS— ME TR E2id 7% 2 b EEER, 2 BB LUBEO S— b
X 7 ZyFA b LFRHIRET,

GEFEL (78 v F AL b (FROF) £3ALO—#HE LT, BEA—MIEDS T
LRTEET,

To: joe@example.com ~y B —
From: mary@example.com

Subject: Hi!

<ZEH{T>

Hello! ALt— k

DAy E—=VEFAF Y | ALTED 6N HREFE
ranx Lz,

Example.zip A OWS73— k-

—RIIZ, A=V OARLEREFHEOM T a— RFXOR—ENRZ 5 L, mEFH
DARZLIZEEN A T7A40) lROTH v F A RE LTEENRNEL ST, AsyncOS (%
A=K ERA v E—VDOARALEF Ly a— R T ra—RLESELET, oF
D, REFHEAXOT Y 2 — AR T 256, FRITREFEFHEOTF A MT (KX
D) AV TANIERTEDLLFENGENTVAHEHEEIT., AEFHIIA VT4 GO LNE
9, 7= & Z21E. US-ASCI XF DA% & 1IS0-8859-1 = a— RE& = EFHENER SN D
AR H D T, RIS, ZORBEFHFIME RS T4 ) ITERINET,

7277 L, AEFENPALEMAEDEONRWVIEA. localeconfig 2 <2 REMFH L, AT
FANERAEELFER L CRBFFHEO= a— FHRE —EHEE5 L 912 AsyncOS 3% E
THZET, REFHEHIA Y E—ORLITEHEDDH 2 ENTE FT,

example.com> localeconfig

Behavior when modifying headers: Use encoding of message body

Behavior for untagged non-ASCII headers: Impose encoding of message body

Behavior for mismatched footer or heading encoding: Try both body and footer or heading
encodings

Behavior when decoding errors found: Disclaimer is displayed as inline content and the

message body is added as an attachment.

Choose the operation you want to perform:

- SETUP - Configure multi-lingual settings.

[1> setup

If a header is modified, encode the new header in the same encoding as the message body?
(Some MUAs incorrectly handle headers encoded in a different encoding than the body.
However, encoding a modified header in the same encoding as the message body may cause
certain

characters in the modified header to be lost.) [Y]>

If a non-ASCII header is not properly tagged with a character set and is being used or

B 7¥xtyv—2x
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modified,

impose the encoding of the body on the header during processing and final representation
of the message?

(Many MUAs create non-RFC-compliant headers that are then handled in an undefined way.
Some MUAs handle headers encoded in character sets that differ from that of the main

body in an incorrect way.

Imposing the encoding of the body on the header may encode the header more precisely.
This will be used to interpret the content of headers for processing, it will not modify
or rewrite the

header unless that is done explicitly as part of the processing.) [Y]>

Disclaimers (as either footers or headings) are added in-line with the message body

whenever possible.

However, if the disclaimer is encoded differently than the message body, and if imposing
a single encoding

will cause loss of characters, it will be added as an attachment. The system will always
try to use the

message body's encoding for the disclaimer. If that fails, the system can try to edit
the message body to

use an encoding that is compatible with the message body as well as the disclaimer.
Should the system try to

re-encode the message body in such a case? [Y]>

If the disclaimer that is added to the footer or header of the message generates an error
when decoding the message body,

it is added at the top of the message body. This prevents you to rewrite a new message
content that must merge with

the original message content and the header/footer-stamp. The disclaimer is now added

as an additional MIME part

that displays only the header disclaimer as an inline content, and the rest of the message
content is split into

separate email attachments. Should the system try to ignore such errors when decoding
the message body? [N]>

Behavior when modifying headers: Use encoding of message body

Behavior for untagged non-ASCII headers: Impose encoding of message body

Behavior for mismatched footer or heading encoding: Try both body and footer or heading
encodings

Behavior when decoding errors found: Disclaimer is displayed as inline content and the

message body

is added as an attachment.

Choose the operation you want to perform:

- SETUP - Configure multi-lingual settings.

[1>

localeconfig 2% ¥ ROFEMIZ-OUWTIL, [Configuring the Appliance to Receive Mail | D %
ZHLTEEN,

BHITTL—k
BENT 7 L— M, notify() BL P notify-copy() 74 NVX T 7 v a rTHAINE
T WHIT T L— MIE, T TFUA NV ARSIV ER DT o F U A L AR O ZEHL
ZETIEASCH THF A RBLOT 7 v a VEREEZD D Z LN TEET ( [Using Message
Filters to Enforce Email Policies] D23 % [Action Variables] #Z[f) . 7= & z2 X,
$Allheaders 7 7 > a VEHEHH LT, TORA v =D~y X —%EZHD I LN TEE
T, WHAHOFrom: 7 RLAZRETEET, 77747V AILAEKRIND A v E—VDIRIE
T RLADREEZSRLTIEIN,

TEFARDY—=R
I
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FEALYY—2 |

B o5y zEnroii—r

WET T L= REAER LT, 2T Y T4 A BEORA v = T4 W ENLHBHS
B ENTEET, ORI, Tgrapewatchers@example.com| [ [lgrape text] BENH L[
N2 LI notify-copy() 7ANHE T/ a v wELizarys7 Y 7 4 X ERLTHD
i j‘o

B1:a270Y 742128 5BHMDHE

Edit Content Filter

Edit Filter

Name: Igrapecheck

Currently used by policies: | DEFAULT

Description: | [Locking for grapes.

Order:

Apply filter: | &) If one or more conditions match

O Only if ALL conditions match

Conditions

| Select New Condition... v| | Add Condition i

Condition Delete
body-contains("grape") i
| Select New Action... R | | Add :';Cticl}i!
Action Delete
Inutify—copy ("grapewatchers@example.com", "Found one!", "", "grape_tex‘t")l i
[Concel | [Suormic

FUOFIAIINRBHMTTL—F
T UFTANAREAT T L— iR, RO2ODEATHRHY 97,

T UFVANRBRMTYITL—k, TUoFUANRBMT T L— M, EDOA Y E—
DT AL ABENCHAT SN TOARWEAICHER SN ET,
T UFIANRAVTF TUTL—b, 2T F T UTL— I, TDORA v E—URE
7740 LTEGESNABRICER S ET,
TUFTANARBMT T L — NI, TANVEZDORDVICT o FIOANAT DTSN
HUAME, EARMICEMT 7 L— R ERRRICER SV ET, A=A U —OfREFICER
THHAY DBHMERRETEET, VA NAXRBEIHAO From: 7 RUAZRETEXET, if
ANZDONWTIE, 7T IA TV RIZERSINDA v E—VDRET RULAORELZZRL T
0,

REETE B
AR KT TF A )NARBIMT T L— b (22 %—)

NRBLTFTUOFI9A4IINARBHINTTL—
WORE, DAZDL T T IAINVABHPEEINTZ A= R —%FRLTWET,

B 7¥xtyv—2x
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B2: A=) RYS—TOFTUvFIAINRAVTH T TL— FOEMF

¥irus Infected Messages:

Action Applied to Message: |De||ver as Attachrment (RFCE22) to New Message v

Archive Original Message: | ¢~ o &~ ves

Modify Message Subject: | o~ Mo I Prepend C sppend

[warNING . VIRUS DETECTED]|

= Advanced Add Custorn Header to Message: | & 4  Yes

Header: 1 l i

Value: [ ]

Container Motification: | | anti_virus_container

Preview Message Body =

(see Mar! Folicies = Text Resources = Anti-lirus Container
Template)

ESPEREYS
s T T A NVABEIEE (23 X—)

T UOF I I RBINEL

T A VARTRGEINZVER T DR, ROFRICFTEHIN WD RMER AR T £,

RA:TOFIAILRBREHR

A% BEfz 5E

$To A=V DTo~yF—IlEZXHBZONET (oo —T7%(F
FIZITEZBZONETA)

$1%{E5¢ (From) A E—I0 From: ~y X —|CBXWHZ b ET (oo —7%
BHRICIBZHBZONERA) &

$Subject DA v E—VOHICES R ONET,

$AV_VIRUSES A=V THERLENEZTRTOIALZADY X MIEXHZ bR
£7,

% : “Unix/Apache.Trojan”, “W32/Bagel-F”

$AV_VIRUS _TABLE | ,S%— | =& |Z MIME-Part/Attachment £ & 7 A )L 2 %595 — 7 /LT
EEX#HZOHNET,

5] : “HELLO.SCR” : “W32/Bagel-F”

<unnamed part of the message> : “Unix/Apache.Trojan”

$AV_VERDICT TUTFIANADHEIZEZ R bIET,

Fxzruv—2 I}



B 77y zmazy

A

pF

BEEHASIE

$SAV_DROPPED TABLE

Ry Z7ENERF 77 ANVDTF—TcEE B bET, 1T
X, N—=FEREE T 7 ANE ER~NIMNET DA NVADY A B
WL DR EnET,

5l : “HELLO.SCR” : “W32/Bagel-, “W32/Bagel-d” “Love.SCR” :
“Netsky-c”, “W32/Bagel-d”

$AV REPAIRED VIRUSES

HEEABIOEESNIZTNTOUAVAOY A MIESHZ OILE
¥

SAV_REPAIRED TABLE

EABIMMEEINZTRXRTONR—=V LT AL ILADT —TIVIE X
#az HuE 9, #l : "HELLO.SCR" : "W32/Bagel-F"

$AV_DROPPED PARTS

Fay7EINkE77ANVAD) A MIBEBEHBRZONET,
5] . “HELLO.SCR?”, “CheckThisOut.exe”

SAV_REPAIRED PARTS

BEEINZT7 7 ANELELIZI = DU A MIEEHZ ONLET,

$AV_ENCRYPTED PARTS

KB ESNT-T7 7 A NLEIT— DY A MIEXHL ORET,

SAV_INFECTED PARTS

TANAEBGL T 7 ANDT 7 ANELOH <R A MIES
Wz bNET,

$SAV UNSCANNABLE PARTS

AXx VTCERPOTET 7 ANGERIFN—FDY X NIESHZ
LIET,

$HfF (Date)

BIED BT (MM/DD/YYYY B0 Ic@E#z onE,

$HFZ] (Time)

BUEDKRZ] (v — 1 VIFEH) ICESHBA O ET,

$GMTimestamp

BAEOKZAB I OHAMN (GMT) CEEH2oNnNET, EFA—L
A v t—0 Received: ITTR.ONATER L FETT,

$MID

A= aNE TR 2 72O T 5 A vy E— ID (MID)
WCE X2 5E T, RFC822 Message-I1d] DfE & (387257 DiE
BELTL7ZEW ( [Message-1d] A HfGd 5121 $Header i H L %
+) .

$7—7

AvE—VDA Ty NIZ, EREN T LHEEEINV—T
DELBNZEZEZ ONET, BEHF I NV—TILBIN WSS
54| [>Unknown<] A INET,

$Policy

Ave—YDA Ty MFIZ, EEFICHEH LZZHATRY v—0
LANCEESHBZONET, FRICEZESNTVDR Y —4 0 EH
TN TWRWEAS . CF5 [SUnknown<| 2MEAINET,

B 7¥xtyv—2x
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Ny RENS & vEStxmEnT > TL—+ [

% BEEHZ 51E

$Reputation EEFDSenderBase L' E' 2T — g 2AaT | lEEXHE 5NET,
LE 2T —ay Aa7BR0EAIE None) ICEXHL HLE
‘a—o

$filenames A=V DRMN T 7 ANDT s ANLDT <X R MZEE
Wz HihET,

$filetypes A= T T ANDT AN ZA TR T <~ X0 Y
A NMIEXHBZONET,

$filesizes AvE—VORMN T AN YA RADOH <KD U R MIEXHZ
bIET,

$remotehost A=V HEEA—N X2V T 4 TTITAT L ATEE LIV A
TLDRAMICEESEZ OET,

$AllHeaders Ay —U ~oX—CEEH ONET,

$EnvelopeFrom AvtE—vDxrNu—7%EFE (EnvelopeFrom, <MAILFROM>)
WCEEHRZONET,

$AR A hp— A EX—N X2 T4 TTIAT LV ADKA NRICEESHBZ OGN E
‘a—o

GE)

PR TR TN LT 2 KR LERA, 7o 2T, 7F AR U Y—ZT I$to] & [$To) I
F%TY, DAy =T [AV_| BEIRZEDSEE . 55 <None> THEZMZ HNET,

FXAP YV RAEEE LB, [A—AFY > — (Mail Policies) ]> [£Z{EA—LH Y 2 —
(Incoming/Outgoing Mail Policies) ]>[7 A /L AX IR E & ffide (Edit Anti-Virus Settings) ]-<—
VFE72lE policyconfig -> edit -> antivirus I~ REFEHAL T, BEINZA Y
=V AF Y U TERDOTLA BV, Wb hic A vye— 3TV A V205
DAy E—=IICX LT, TOA Y E—UNRFC822DT ¥ v F AL MELTEEND LI I
ELET, FMICONTIE, WRAZ LT 77— MEHMOEREESZRL T LI,

NI VRABHE L VESERBEMNTTL—

N AR X OB LRRGER T T L— NI, NU U RBMB LA v — PR B bk
RORE TR S o LAMT, AR @EmT o 7L — F ERBICERENE T, Bt m
Ty ANVERERIZ, RUVA T T s A IVBION AL L Ay — UK B IBOR N & R
ELTWIEEAIGEETIH AL L Ny RBAERECTEET,

WOKE, RO A T 77 A )VTHRESNTEAY VA BHT 7L — 2R L TOET,

Fxzruv—2 I}
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Send Delay Warning Messages:
© Use Default (Na) @ ves O Mo

Message Composition

Message Subjecti  [message failed

Matification Template:

Preview Message =

Minirnum Interval Between Messages: |l4400 hsecorids

Maximum Mumber of Messages to Send: Il 1

N

GE) HAZLTUTL—bEHERATH85E1X, RFC-1891 @ DSN #ff L T 72 &0,

WOXNE, b7 a7 7 A L THRE SN bRT 7L — F 2R L TWET,
4:8ES 707 7 4 L OBEEL L BEL DI

Notification Settings

Use spstern generated notifications by default or create custorn notification templates can be configured in Mail Policies = Text Resources

HTML Motification: [ Systemn Generated
Preview Message =

Text Motification: | System Generated
Preview Message

Encryption Failure Notification: | :
B Messags Subject:  [[ENCRYPTION FAILURE]

Message Body: MaxSize v

Preview Message =

BEEE
« N AR LU AL A S (26 ~—2)

NV RABHE S VESERBBEER

N AR E T IERE SRR AN 2 RS D BR IS, IROFRITFEH S 41T 2 il a8 5z ]
TEET,

=5 U RBHEY
Az BEHZ 5E
$Subject DA v E—T D4,

$HfF (Date) HAEO AT (MM/DD/YYYY ER) @B ONE T,

$HFZ) (Time) BAEORZ (m— VBT ICE &Sz onEd,

$GMTimeStamp BUEDOR LB L HAT (GMT) ICE X2 bnET, AL Ay
£ — D Received: 1T TR LD EA L FIEETT,

B 7¥xtyv—2x
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A% BEEHZ HE

$MID A= ENE TS D7D AT S A v E—2 ID (MID) (12
BEEHZ 5N E 9T, RFC822 [Message-Id] DfE & 1XE/ D72 0FEE L
TL7ZEW ( [Message-1d) #HfF3 2 (2% $Header I L £7)

$BouncedRecipient | L R XNEZEZFOT KL A,

$BounceReason EH A,

$remotehost AvE—VEEA—N X2 VT 4 TTITAT LV ACERFE LIZV AT
LDHRA MITEEHRAONET,

LB T TL— K

B b T 7 L— NI, 77U MUY RETF A — V&R 5{ET % L 912 Cisco BT A —/L

WAz E LIBRICER S g3, Z oA T, ‘F%rjﬁﬁ FleEniz A v —VE%E
LicZ tzmmL, Ay e—VrHOFIEEZFAL TWET, B LA vyt —T L —FEICEE
THHAL LA B AR E CEET, B %M7m774w%¢&Té 1%, HTML B
FOTFF A MEROH OB S L@MAIRE LET, 20D, BAX LT 7 7 A VEER
T 55T, TF A MEXB LOHTIML IBEXOW F OB 2 ERT 208X H D 77,

| Fs¥ztuv—2
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