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B, ZORMEEEHALET,
GE) 77 ANR—2ADEKME (T2t 2, 7 74 VON
K) REME (e 21F, 2T UV R AR T A LD
X)) 1%, (E#HETAHMIMEERZET) RIERAvyE—TUT
IFEMEL EHE A,
VAR Ay —UNER LZETERSNIZLONE ) hE B LET,

NEERFMEZEHT 2 &, BRI EOENSDEEA v E—D

A TEEI,

GE) fIEERo T Y TN B BT AN, TTIAT
A TCANRLIET DU 2 HIC LET,
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V74 = b2 A ORERITIFEEEH AL LEaT—vay
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BT T4 NNEITE, R 1 ODT 7L a v EEETALERNHY F3,

T va i, EFIZHENA v =T TEITINDTZD, I T Y T4 NEOEEOT I
VarEEETLEE. T/ varDEFEEELET,

Attachment Content 551, Message Body ¥ 7213 Attachment {1, Message AR, £721%
Attachment NAEGMF L —ET DA v =Tk LTRREET 7 > a v ARELIESA. REES
Ay E—VNO—HLIENEEZR R TEET, AvE—VARLERTTLHE, —HLTEAE
N CHRAR TINE T, £/, $MatchedContent 77 > a VB EFEH LT, —F L7zHN
BeArvb—VOHAIIEZDLLRTEEY, FMZOVWTE, I 7FAFYY—X] OFE
AL TLTEEN,

TANE ZEIZERTEDLRET 72 a TP T T, KT 7y avid, U A MoKk
DT 7varTy, NyrALBE BEXONaey 73 &ET7a 0T, aryry
TANEDT v a AT D86, GUIBLOCLIC KLY, T 7 v a v 2S8Rl i
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T a B 21 =) bBRLTLIEEN,
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[KF 54—/ (Encryptionrule) ]: A vt —T & FEIZK LT 5
M, TLSH&fge & Ir L 7o E 5T 8 e NS R L 7235 G 72 (b L
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TLIEENY,
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BESINEF LT e 7 7 ANVEHLTA vy =25k L,
AvE—VEEEFELET, ZOT 27 ¥ aid, Cisco BfBLT 77
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WRIZ L > TR 7 7 A
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A=V DT RTCOBN 77 ANV E Fny T LET, T—hA7
T 7 AN (zip, tar) 1E, TUITEENLTWVD T 7 A /L DWT I
EHEBRE —HT 258 R ey 7SnEd,

[AY— FEAIFZE#EL (Contains smart identifier) | : f5E S 172
Av—=FIDEGDA v E—VOTRTORM 77 A VE Fr v T
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Ak, A=K IDERIZaL TV F 47 aF U o—EEEIC
L THETE LT,
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[77ANZ AT (Filetype) |: A v E—YDRM 7 7A4LD D5,
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VHEE BT DA A—VEN T ANV E Ry T LET, AR

A A—THPEIEIZIZ, B Ly (Suspect) ], [AiEH]
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Inappropriate) ], [A % ¥ A (Unscannable) | 7213 [1EH
(Clean) 1 3& Y £,

NEEB T4 —F, ETF= L VUL TEEDH LT 7 AL L
THHEENTEAYE—VOFTRTORA v E—VHRG 7 74 0% R
oy 7 LET,

T7ANL Nyt )R EFBRLET, (LE) CiscoE A —
WX VT4 = oA TEHEREERE LW ET A FY X |
TrAN Ny 2D A NEFEIRLET,

FERIZOWTIE, AMIEE T « — K& 35 CiscoE A —/L &
2T A T—= "I ADRELZSHRLTLIEEN,
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EEELET, 7 7 A0 7 v &2 —1F, iz A vE—2108
MENH72F T,
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EEWVAT AL TERIND A vy E—V DI T LTT,
A MIME attachment of type
<application/vnd.ms-excel> was removed here by a

drop-macro-enabled-attachments filter rule on the
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(URL Reputation)
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YV TDERTA MY A NOIEREZSZRL TS ZEWN,
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ALCT 7y arvsEELET,

GE)  S/MIME z={FEH L TH 5L STV 54 F 7213 SIMIME
BUANEGEENDIHE., TTITAT LV AIA =V %8
BEIRE IR LET,

URL #7 =Y (URL
Category)

AvE—VICEENAURLOER : 7 4V Z TOURLLE 27—

YarvERIZURL AT IV DOT 7 v a O HBIOURL T =2

VIZOWTEZRLTLZIN,

(G¥)  SMIME ZfiH L TH St S TV 5356 £ 7213 SMIME
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[FIZEE (Below) | : A vE—Y FEICSHEFEABML £
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EZoarT Uy TANE T a BT ISR, hEE
HT7 XA M2 T TIER L TWARERSH D £7°,

FEANZOWTIE, REFET VL — 2SR LT EEN,

TUONT VLAY T 4 VH

A=K LTT I RNT VLAY TA4NZITLDATY VB A

WCEDAF Y L DONRA N | F T LET,
A
DKIM Z4, D3 A 732 Ay —2% LT DKIM B4 %2 /54 XA LET,

ab— (Bee:) %3

[EEFA—/LT KL A (Email addresses) ]: FEEZIEHITA v tE—
CHEELTa—LET,

[#44 (Subject) |: 2 —SNT=A v =YWL EBNL £,
[UA—2/8R (72 3>2) (Return path (optional)) ]: U % —
YRAEEELET,

[RBA—ILRR b (FF3>) (Alternate mail host
(optional)) | : VA — /L KRR MEHRELET,

[B%D (Notify) | : fRESNTZZEHICZOA v E—VEWmE L E
T, A7V a s TERERBLOERERICEMTEET,

[#4 (Subject) |: 2 —SNT=A v E—TYOULEBINL T,
[VA—2iRR (#F<3>) (Return path (optional)) | : U & —
Y SAERRELET,

[7 > 7 L— M (Usetemplate) |: fERL7=7 7' L— Rinb T
U — NEBEIRLET,

(AU VTN A=V &R 7 740 E LTEDET (Include
original message as an attachment) ]: 4 VU UF L X v — T & RAF
TrANELTEBMLET,

CAEER/ Al

BFA—ITRLRAYE—VOZELLIEEBETA—IL T N
ACEFELET,
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RAFEEHR R MR
- VEEE

[A—/LR A K (Mailhost) ]: A v &—Y D55 A —/L KA %45
EA—ILVIRAMIERLET,

GE) TOTIvaNE, TUyFARA ARy Dl
DANKE L THEINTEA v =V DR S e v X
HFCLET, o7 s v, BEEEESIC LT, 5
EA—IVKRAMIEELET,

IPA Y H—=T = AND
S

[RDIP A 2B —T x4 AMBE(E (Send from IP interface) | : 45
EPA L Z—T oA APHEGFELET, [IPA 2 F—T A A0
%1% (Deliver from IP Interface) 177 v a »idk, Avt—TD Y —
ARARNEREY —AZERLET, Y—A KA RMNI, AvE—
UHEESNDIP A v H—T oA ATHER S NE T,

~y Z—DkrE

[Ny A —4% (Header name) | : fEE~ v X — & BERNIZA vE—
UInHHEIRLET,

~v B —DBNNARE

AE—DITH LAY S —EBAEEREDAY T —ZEXEL
£,

[~> ¥ —4% (Headername) | : F#lE 72 IIBEF D~ ¥ —D4HI,

FrLWLWAY S —DIEFIETE (Specify value of new header) | : 7 L
WSy X —DEEEMERIC A v B—VICHALE T,

[BEEDA Y A —DEDHIZ{HA (Prepend to the Value of Existing
Header) | : BMERTICEEFE D~y X —ORNEZBEM L 7,

[BEFEDAN Y A —DEDH A (Append to the Value of Existing
Heade) | : BERNZBEAF DO~y X — D% AIMEZBINL £7,

[BEAE D~ X —DEN S5 L CEH# (Search & Replace from the
Value of Existing Header) | : [f58%f4¢ (Searchfor) |17 1 —/L RIZ,
BEFD~y X —TEZWZ HE2 ROT 5120 DMBRTEAZ AT LE
T, Ny X —ICHHAT HE%E [IRTEHE (Replace with) ] 7 4 — /b
NIZADLET, EERBETLHOICERBRREZFEHTEET,
~y X = bEZHIRT 235461, IR TERR (Replace with) ]

T A=V REZEAOEFICL T E SN,

a3 A — LD HY

BREINZ A v E—U 25 From: ~y X —%HIRL, = Xo—7
REHFCEESHBRIET,

BEEA =L OB ZZR L TIEE0,

aAVTFIUY T4IILE .
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=V EITRHDHA Y E—VICRETHZENTEET, AvE—
CHETIIZEFENTIEEREINEYA, DLPRY > —TO A vE—
T ETOERIZONTIE, T—HBRIEORY —%25H LT
{TEEW,

n 7 T kY OBN

HAR <A XINT=ZT F A F% INFO L~ C IronPort 7 % A
A= a ZIHHALET, ZOTFAMIUIT 7 v a VEKE M
AT e0nTEEd, 7 o M) igAvtE—Y b T
WCHbRRESNET,

BZ D S/IMIME 24 /Ik%
=it

EEWFIZ A~ B — 0 SIMIME B4 £ 7213 2k EIT L E7,
A o —UIIIR OB ZHEA, TN T OMLENSE T LIRS T
BLETIIRF S fEENT, BESNET,

SMIMEZEETO 774 FEESNIZSMIMEEE T 07 7 A /L
A LT, SMIME B4 £ 721305 5L & 3T L E7, SMIME %
FE7a 77 A NVOEREZM LT ZEN,

AL LT SRR
G T 7 v 3 >)

A=V At LI UEMRE L. TORDEREDLEZ 2% v 7
LET,

(K5 5{b/Lb— L (Encryptionrule) ]: A »E—U%HFICK 5{bT 25
M, TLSH&E & 1 L 7o B3 T8 e N R L 7235 B 72 (b L
F9, FEMIZOWTIE, TLSHER AR S bRV ITHEHEZSRL
TLTEEN,

[[ES1 707 74 /L (Encryption Profile) | : i€ S -1~
D77 ANEFERALTA =2 L L, A vE—V%EISL
9, ZOT7 7 a3 lE, Cisco kT 7T A4T7 L AETITARA
Fy R F—H—b LA LET,

(4 (Subject) | : BsB{b SN A v —VDML T, T 741
METX $Subject T,

S/MIME &4 /i 74k (B
BT ay)

SMIME B4 7213 F b2 FIT L TA v E—U2REL, 0%
OFIIAF T LET,
SMIMEZEETO 7 7ML : FEESNIZSMIMEEZE T 07 7 A /L

A LT, SMIME B4 £7213R 51L& 3T L E7, SMIME %
BT 77 A NVOEREZRL T ZE N,

NG URAT D (T 7
vay)

Ay E—VEFMEEIIRLET,
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BODaLT LY T 40
R Ax T (F&T 0
g y)

Ay =V ERROMBEEICEFE L, TOROERD2 T Y
TANEEAFy T LET, REIDGLT, A vE—URZEHIC
B SN2, MEENFEITSNDD 7Y T LA 7 74 NFIT
Lo AF Y VBB SNET,

Ka v 7323 (&&KT7T7
g y)

Aoyt—ThR Fuey 7 U CHEELET,

ESPERENS

T varER (21 =)

THOaAaVEHN
AT T UNARICI VAP INA A v E—IZBINER A~y ZF—I2iX, T 7 arFET

RRZA Y O F N A o=V OERICBEBNICERINAEREZED L ENTEET, b
DEFERIEENLT 7 v a VEBEMNEINET, T I7A TV ATIRIROT 7 > a BN

R—hFSNTWVET,

R3I: TV aVEHR

T X HoL:l
TRTDO~y X — (Al Aoyt—V Ny X —lEXBRIONET,
SAllHeaders
Headers)
Xi%%f(mWSR)smdﬁm A=Y AKX (N4 NEALD) ICE X
! ZbhET,
Hf (Date) N WAED AT (MM/DD/YYYY FER) ICE X #

ABIET,

Ny 7FEhie7 7 AV
4, (Dropped File Name)

Sdropped filename

EITIC Fe y PENET7 7 AN DIER L
£,

Fay7Enl7 74V
4 (Dropped File Names)

Sdropped filenames

$filenames & [AEEIZ. ey FEni=7 71
DY AMEFRRLET,

Ny 7ENT 7 AV
% A 7 (Dropped File
Types)

Sdropped filetypes

$filetypes & [FIERIC, Rmy Il 7 AV
ZATD) A NeRRLET,

TrRn—7%EE
(Envelope Sender)

Senvelopefrom
or
Senvelopesender

Avt—YDOxrNu—7%EH (Envelope
From, <MAILFROM>) |Z@E&#ix HiILET,

aAVTFIUY T4IILE .
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ZH

B

B

TN T EEE

(Envelope Recipients)

SEnvelopeRecipients

A=V Dx N —TZEHT T
(Envelope To, <RCPTTO>) ICEE#z b
i‘g—o

7 7 A V4 (File Names)

A=V DORMN T 7 ANDT 7 ANZBDH

Content)

Sfilenames ‘/‘VIXJQJUX H:E%?ﬁ&i%ﬂi#o

77 AN A X (File Sfilocise Ay —=VOUMT 7 AN YA XD~ X

Sizes) BN U R NMIBEEHZONET,

77 A N4 A7 (File Sriletypes A=V 7 7ANDT AN EA TS

Types) . EAT Lo KEI0 )R MBS R bE
j—O

7 4 V54 (Filter Pl teriane MBI ND T 4 VEDAFNCEEEZ HILE

Name) T,

GMT H i SCMTimeston BEORZB I OB (GMT) ([CEE#Z5

(GMTimeStamp) ° nNEd, BV A—/ A vE—T D Received:
ITTRLNDEX L FEETT,

HAT 27 /—74 (HAT . A= DA 0Vl MRS, EEEN—

Group Name) ° Bt HREE I A— T OLNCEE R bR
¥4, FEZ I N—FITLBIN VRS,
54 [>Unknown<] A INET,

A—L7a—KY — soos A= DA Vs MR, RIEEICHE

(Mail Flow Policy) o FAL7=HAT R U S — D4R E XL HivE
T, FANCERZR SN TWBERY > —& 0
SN TWARWES. XF4] [>Unknown<] 78
FASINET,

—EH L7-NE (Matched aAVFUY AR T4 NEE N H— LT

SMatchedContent

1S EoEICES A ONET, &Lk
NEIZ, a7y T r7vatl)~vwyF,
A~— MID E7ZFIEMERI L O—BIZ2 Y F
EE

-~ % — (Header)

SHeader['string
']

DAy E—=DIC BT D~y X —=NEGEN
L6, SIHFHT &~y X —DEICE S 2
bihvEd, “HIIAMFMEHSL5ELH
DET,

HRARR— LA

SHostname

EA— N X2 UT 4 T34 T L ADHEA
MRICEE#Z HNET,

. aAvFUY I4I1LAE
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avFUvicES A ve—snT4 sy vnE ]

=H 558 EiEA
WER A >~ & —1D - A=Y N THNT H7-DIEHT 5
(Internal Message 1D) AvE—YID (MID) ICEXHIONET,
RFC822 Message-Id] O & 1 L7 % 7= 81k
B LT EE W ( [Message-1d] #HUSGT %
21X $Header 2 L ET) .
=8 U A7) — (Receiving SRecuListencr Aot—VEZELIZVAFT—D=y J 32—
Listener) LITEESHZ ONET,
ZEAHE—T 2 R srecuTnt AvE—VEZE LAV E—T 2 AD=y
(Receiving Interface) IR —LICESWAONET,
VE—HFIPT FL A A=V HEEA—NEXF2UT 4 TTTA
SRemoteIP R — .
(Remote IP Address) TUACEE LIV AT ADIPT RLAILE
M| ONET,
VE—RHKART KL X o enotenot Ao —=VET T ITAT LV RZEFE LTIV R
(Remote Host Address) TLADRA NGIZEEHZ HILET,
SenderBase L &= 7 — cRepntats HEEEZE D SenderBase L B 27— g Aa T
vay Aar e ICEERAOLNETS, LEaT—var =
TNV GA L [Nonel ICEEHZ OLNE
R
Subject ssupject A=V DOHAITEEMZONET,
K% (Time) , BTEDOWEL] (1 —H UIERE) ICE x5
STime
nNE7,
Timestamp STimest BUEDORZ L AAT (m— I VIRefEY) 12
: BBz ONET, EFA—L Ry E—TD
Received: 1T TR 6N A & [FEE T,

AVTFIOVIZEDCAYE—SDT7 0L YOG FE

REEIER
c LT U T 4 VE DR (24 ~—0)
T TNV N TOTRTCOZEZFDa T LY T4 NVEDAFZ—T I (25 2—)
MEEDA—W TN —F IR T HA = A~ADa T 7 4V EZOEA (26 3—)
cGUI TOar T 7 4 NHOFRTEICHTHEESRE (26 X—)

aAVTFIUY T4IILE .
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VTV T4ILEDIER

ATy T
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