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AaBbCcl23 ~=a T VDX A My, HU| [QuickStart Guide] #ZH L T 2 &
VVEEAOHEER. SRR |V,

e A~y RIA B (% - - “
TIGAT R, RGN Bk

N -

RORRICRISES RO v o g v T e 22—

SELLN
L) o WCEIRTZ DM ENH Y £,

Before you begin, please reset your
passphrase to a

new value.

0ld passphrase: ironport

New passphrase: your new passphrase

FLLARTL—X
your_new passphrase TN L ET,

E&E!)V—2R

'H

EA=NEX2UT 4 TTI747 0 AOBEERHE, RO URL B AFTEET,
http://www.cisco.com/c/en/us/support/security/email-security-appliance/tsd-products-support-series-home.html
ES

FTLyY R=2

VA aryyFrY X a U7 o 8RICETAERIZONWTO T Ly Y R—R 2T VAT D
IZiE, UTOHmMEZRL T30,

http://www.cisco.com/web/ironport/knowledgebase.html

YA MZT 7 A BI20 Cisco.com D —H ID BSMNELTT, Cisco.com D —H ID % B
HTRWEAIE. [Cisco 7172 FOBEER] 2R LT &0,

SRaAYR—b+aZIa=Fg

VAAYR—F aia=T i, YRAIOBEK, SN—FF— BIOIEEEDAF T A
T4+ —TFLTT, ar7oYXa )7 ICBT 5 KIRMESS. FFED v A I
HEMERICOWTEELE I LERILET, 207+ —F A Ny 72 &L CTER LTz
., o —FLEREILF LY TEET,
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http://www.cisco.com/c/en/us/support/security/email-security-appliance/tsd-products-support-series-home.html
http://www.cisco.com/c/en/us/support/security/email-security-appliance/tsd-products-support-series-home.html
http://www.cisco.com/c/en/us/about/corporate-strategy-office/acquisitions/ironport.html

| ELoic

Feoiz

WO URL MG, EA—NL X2 T4 TTI7A4T L ADVAAYR—F aIa=74127
7R LFET,

https://supportforums.cisco.com/community/netpro/security/email

HRBEI—HR—F

PR— b 22T 5120 ROGEEZHER LTI ZEN,

KE - Call 1 (408) 526-7209 % 721 Toll-free 1 (800) 553-2447

KIEAV ¢ http://www.cisco.com/en/US/support/tsd_cisco worldwide contacts.html [ 55
PR — h¥A |k http://www.cisco.com/en/US/products/ps11169/serv_group home.html [F=5E]

VeI —Fi3thor 77 4 v bR — b 2BA LSS, WEICET 23R — Mo T
X, B2V 7 —5 LIV 7 T4 VICBRIWSbELZE N,

Cisco 7 ho > D EER
Cisco.com DEED VY V—A~T 7 AT HITIE, YAaDT U FBRKLETT,

Cisco.com D= —H ID ZI5FFH TRUWE X, https:/tools.cisco.com/RPF/register/register.do%20
THIKTEET,

R_aFIIICEATET1— KNy D

T =HNw=a T F—AF, B2 T VOBGEIIED TWET, T A FOREN
TINELEL, BOUFOEFA—LVETBALEIEIVY,

contentsecuritydocs@cisco.com

A=V OBLITIC, ZTO~=aTNDHA "LEZ A R RXR=VIZHR#H I TWHRITH
ZRRAL I,
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https://tools.cisco.com/RPF/register/register.do%20

Feoic |
- IR
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Irh-1 =
5 2

CLOAvy Y VI7LUR AR

ZOFEF, WO THMEINTHET,

WOREMEHAT S E, BBO CLI 2~ & RoOF, ZORERFH & C-Series. X-Series.
M-Series D477 v b7 +— A TEITARRINE 2 ME MR TE £ 7,

*CLI 2~ K (fEENRERED)  (1~—=)
*CLL 2~ R (EEPBERLD) (8 —)

CLlav > F (FEEMNATELLD)

Claw > K B2l ETAREG TSy b T+ —L4
ampstatus (36 X— | ZFEFIFERT 7 AL LE 2T —T 3 | C-Series, X-Series
) BROOHTa A= bON—T 3
vEFRRLET,
antispamstatus (37 | Anti-Spam A7 —X A& KR LEF, |C-Series, X-Series
)
antispamupdate (38 | A/XLEFEEZFETEH L ET, C-Series, X-Series
)

antivirusstatus (47 | Anti-Virus A7 —# A& Fr L E7, C-Series. X-Series
)

antivirusupdate (47 | VANV AEFRE TFETEHLET, C-Series, X-Series
)

archivemessage (165 | ¥ 2 —NDOH WA vE—T% 7T —0 1 |C-Series, X-Series
~—=2) TLET,

bouncerecipients (170 | ¥ = —0H A v E&—T % /N7 A LE |C-Series, X-Series, M-Series
=) 7
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B cua<or @ErFEnto)

Loy YI7LVRACF |

CLla<w >k

B

clearchanges % 72 %
clear (49 <—7Y)

=
EHEE27 VT LET,

EITAREG T Iy b T4+ — L4
C-

Series,

X-Series, M-Series

commit (48 ~X— EHEMELET, C-Series. X-Series. M-Series
)
commitdetail (49 Btk DREEIZET 258G A &K~ L | C-Series. X-Series
~N—=3) e
contentscannerstatus (| 27 Y AF% ¥ F X—T g 54 | C-Series. X-Series
153 _—7) FRLET,
contentscannerudpate | =5 Y A ¥y F =V OFENE | C-Series. X-Series
(153 ~—) AEERLET,
date (105 X—v) |BEOHE2FRLET C-Series. X-Series. M-Series
daneverify (106 ~3— | F§7E S 7= K A A > D DANE 739 78— | C-Series, X-Series
V) FENTWENE I DEHERLET,
deleterecipients (172 |F =2 —MbH A vE—UZHIBRL 9, |C-Series, X-Series, M-Series
)
delivernow (174 _X— | X v — DAY 22— )L & HIREEL{E | C-Series. X-Series. M-Series
) FCHHRELET,
diagnostic (106 ~— |RAID 7 4 A7, X hU—2 F ¥ v |C-Series, X-Series, M-Series
V) va, BEXOSMTP #fixF =7 L
9, Ay MU= Fx v ams
TLET,
dig (83 ~—) DNS #— LTl a— K%/ v 7 7 v |C-Series, X-Series
FLET
displayalerts (257 TTTAT U ANGIEE SN RK%ED | C-Series, X-Series, M-Series
~_—3) nf@o7 7 — 2RI LET
dlpstatus (62 ~X— |DLP =2 ¥ D/NN— 3 EH C-Series, X-Series
V)
dlpupdate (62 ~2— |DLP =P % HH L £7, C-Series, X-Series
)
dnsflush (89 ~— DNS ¥ v ambd _XTOHI I [C-Series, X-Series, M-Series
V) 7 U7 LET,
dnslisttest (91 ~X— |DNSX—Z D X kb —E 2D DNS |C-Series. X-Series
V) NPT T ETARNLET,
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CLla<w> K

(FEENTELZLD)

CLla< > K &R ETAEEGE TSV b T+ —L
dnsstatus (91 ~~— |DNS #FHEHREZ R~ L E T, C-Series, X-Series, M-Series
V)
domainrepconfig (64 | KA A s U X~ DOIERL C-Series, X-Series
)
ecstatus (114 ~<— | FEAEZ TSI 5 DI 2 %4k | C-Series
V) TAT L hON=V a R LET
ecupdate (114 ~— |FEEZ ST 5 DICEMAT 2 %46k~ | C-Series
V) TAT VM EEHLET
encryptionstatus (118 |[PXE =¥ & RAA w2 |C-Series, X-Series
~N—=2) T ANDN—=Va U EFRRLET,
encryptionupdate (118 |PXE = P OB F 2 ER L £, C-Series, X-Series
)
enginestatus (1192— |7 77 A 7 L A L CA x—7/)LiZ7e - |C-Series, X-Series
V) TWLTRTOZ P DAT—HF A
& CPUEMREZFRLET,
featurekey (120 ~X— | A7 AEREX — 2 FE L £ 7, C-Series, X-Series, M-Series
V)
findevent (257 ~— |[A—)L 1/ 77 A )LDA X & FF | C-Series, X-Series. M-Series
V) LET
geolocationupdate (| HIFRAZEER Y A &2 FEYyCTHEH L E | C-Series, X-Series
336 <—Y) B
geolocationstatus (337 | HUERZ {EIEHR U 2 b DBIFED/S— 3 | C-Series. X-Series
=) YIRFIRESNET,
howtoupdate (92 How-To =t AR —>R > | % F#) THET L | C-Series, X-Series
=) E3cn
howtostatus (93 ~X— |How-To = >R —FR > hDBIED/N— | C-Series, X-Series
V) VaURERREINET
graymailstatus (40  |BEFFD 7 LA A —)L L— L DFEMI % | C-Series, X-Series
=) RLET
graymailupdate (41 |FEYTT LA A —)L )L—/ L& T H L E |C-Series, X-Series
~N—) kA
grep (259 ~X—) (s Ty ANVNOTFA N EFRFE L E |C-Series, X-Series, M-Series

R
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Loy YI7LVRACF |
B cua<or @ErFEnto)

CLila<w>Fk SR AR RITAREE TSy O+ —L4

healthcheck (122 X—|E X —/L%®F% =2V T 1 777 A 7 A |C-Series. X-Series

V) DOIRREZ MR L E T

help £721Xh £721% |~ C-Series, X-Series, M-Series

2 (50 ~=—7)

hostrate (183 X— |$FEDKA MDT 77 4 ©F 1 %E= |C-Series, X-Series, M-Series

V) 2 LET,

hoststatus (184 ~X— |[HFEDKA N D AT —HX A% Bif5: L |C-Series. X-Series. M-Series

) 7,

last (333 _X—) VAT LI A v Lz —H% % | C-Series. X-Series. M-Series
FRLET,

ldapflush (158 ~— | F ¥ v I = I TV D LDAP OfE R % | C-Series, X-Series

‘:)) 7 ‘3 b4 :‘/:L l/ \i ?—0

ldaptest (158 ~X— |1 2D LDAP 7 =V — 7 A F & 51T L | C-Series, X-Series

) =

loadlicense (334 X— (AT T TA T LA TFA B A0 — |TXRCOEBT 54T A

V) FLET

mailconfig (53 ~<— |BIEDERELE A —/L T KL AT |C-Series, X-Series, M-Series

) fELET,

nslookup (199 ~X—
)

F— LY —RZRNE bR ET,

C-Series,

X-Series, M-Series

netstat (2002—<°)

Py NU— TR, V=T 4 T T —
TN, BXORy NU—F 4 H—
Tz A AEFERE R R LET,

C-Series.

X-Series, M-Series

outbreakflush (216 |F ¥ v = SN TWNBHEAE/NL—/L %7 |C-Series, X-Series

=) U7 LET,

outbreakstatus (217 |BIEDT 7 b7 LA 7 )JL—/)L % Fx L | C-Series, X-Series

~—=) £

outbreakupdate (218 | 7 A LV AJEYL T ¢ )L H JL— L% FH L | C-Series, X-Series

=) w8

oldmessage (186 X— |F¥ 2 —NDOH WA »E—TDY A K% |C-Series, X-Series

V) FrRLET,

packetcapture (201 | b U — 7 &M TEZ(E &4172/37 » | C-Series, X-Series, M-Series

Re)

MR LTHERRLET,
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CLlav >k (EEASTELLOD)

CLilav> K FREA ETRRER TSy T4+ — L4

passphrase ¥ 7213 INAT L —REETT5H C-Series, X-Series, M-Series

passwd (332%—Y)

ping (203 ~—%) | xRy FU—727 &RZ MIx LT ping % | C-Series, X-Series, M-Series
1TLET,

ping6 (204 <—<7) |IPV6 i35y NV —2 75 A MZ |C-Series, X-Series, M-Series
ping ZF{TLET

quit E720T q F2T (KT LET, C-Series, X-Series. M-Series

exit (51 X—)

rate (186 ~X—7°) A=V DAN—T hEFE=H L |C-Series, X-Series, M-Series
7,

reboot (126X—2°) |V AT AZHERH L E7, C-Series, X-Series. M-Series

redirectrecipients (187 | X TD A v —V %HF DY L — /KA |C-Series, X-Series

=) MZUXA L7 FLET,

removemessage (188 | ITWVREMED A vt —T% F = —0>5 |C-Series, X-Series

=) HIFR L E9,

repengstatus (126 LEa2T—vay M/ — g | C-Series, X-Series, M-Series

~N—3) VIEHMAER L ET

resetconfig (53 ~X— | LMD T 7 /L FE%EICKE LE | C-Series, X-Series, M-Series

V) 7

resetcounters (188 VAT LNDTXTOHI T HF % ¥ |C-Series, X-Series, M-Series

/\Ow\:/\‘) ]\ L/i —g«o

resume (127-X—2) | ZELEGEEZFHHLET, C-Series, X-Series, M-Series

resumedel (127 ~— |EfE 2B L £, C-Series, X-Series. M-Series

V)

resumelistener (128 |Z{EZ B L £, C-Series. X-Series. M-Series

)

revert (128 X—) |[LIRTDOY J—RIZRELFET C-Series, X-Series, M-Series

rollovernow (267 X— | v 77 A V&0 —/)L 4 —/N—1L_F |C-Series, X-Series, M-Series

V) £

saveconfig (54 X— |REEZT 4 AV ITRFLE T, C-Series, X-Series, M-Series

V)
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B cua<or @ErFEnto)

CLila<w>Fk SR AR RITAREE TSy O+ —L4
sbstatus (274 ~X— SenderBase 7 = VU — D AT —H A% |C-Series. X-Series
V) ~LET,
sdrstatus (277 ~X— |SDR = ' R—% > b DHIED/S— 3 | C-Series. X-Series
) VEFRRLET
sdrupdate (278 ~X— [SDR 1> 7R—3 > k% FEJ CTHEH L £ | C-Series, X-Series
V) ER
sdrdiagnostics (278 |CiscoE A—/L&F% =217 ¢ & — b 7 = | C-Series, X-Series
R_—=) A 73 SDR H— B AT STV D)
EONEMRLET
settime  (129—) |V AT A 7y 7 ZFH)THRELE | C-Series, X-Series, M-Series

‘é—o

showmessage (189 |F =2—HNOHWEREAED A v&— % |C-Series, X-Series
A=) TR LET,
showconfig (55 ~— | TN TOREMETFLET, C-Series, X-Series, M-Series
V)
showlicense (335 BT FI7A4T o ADTA B AER | TXTORBT FI7A47 R
~N—) ERFLET
show license (283 |A~—h FA4 B ADAT—H A L A |C-Series. X-Series. M-Series
) T AOPMEEFRLET,
showrecipients (190 |F =2 —HND X v —T%ZFFH A A N |C-Series, X-Series
N—) 5] % 7213 Envelope From 7 K L A B2 3

R DL, TRTOA Yy E—VEERR

LEd,
shutdown (130 ~<X— |V AT A% v v > h& U L THEP % |C-Series, X-Series, M-Series
) v £,
slblconfig (43 X— | =7 U X N7 v 7 U R FORENM|C-Series. X-Series
V) ERELET
status (135 3—77) | A7 L AT —H A (System status) C-Series, X-Series, M-Series
supportrequest (136 |Cisco TAC IZ A v E—T %185 L£J | C-Series, X-Series, M-Series
supportrequeststatus (| AR — NERDF—T — KD /N— 5 | C-Series, X-Series, M-Series
138 X—2) U ERRLET
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CLlav >k (EEASTELLOD)

CLla<w > K &R ETARELR TSy b7+ —L4
supportrequestupdate | 4R — FBER D F— T — RO FEHFH | C-Series. X-Series. M-Series
(139 ~—2) AERLET

suspend (139 ~— | ZfF LBUEZ L 7, C-Series, X-Series, M-Series

V)

suspenddel (140 ~— | B fE 2 HHlbr L £ 97, C-Series, X-Series, M-Series

V)

suspendlistener (140 |5215 % F1r L £ 7, C-Series, X-Series, M-Series

)

systemsetup (318 X— | g fJID T AT LFKIE, C-Series, X-Series

V)

tail (270 ~—27) 07 77 A VDR A R IIZZ | C-Series, X-Series, M-Series
RLET

techsupport (142 ~~— | CiscoTAC 233 AT LI T 78 A T& % | C-Series, X-Series, M-Series

) EolcLET

telnet (213 X—7) | UE—F FA MIEH L ET, C-Series, X-Series, M-Series

threatfeedstatus (58 |ETF =2 ¥V DBAED/R— 3 % F |C-Series, X-Series

~N—Y) RLET

threatfeedupdate (59 |ETF =2 P 2 FE#THEHF L ET C-Series, X-Series

)

tlsverify (143 ~X— | UE— N R A NZxFT 5 F{5 TLS #f¢ | C-Series. X-Series

) ZESL L, TLS #ktDMEZ 7 /X 7
]\/\i—a—o

tophosts (192 ~— | F 2 —DH A ZADJAIZ EALDFR A k% | C-Series, X-Series, M-Series

V) FrLET,

topin (193 ~<—3°) | HEEHOBDNEIZ EALOAKR A F % F | C-Series, X-Series, M-Series
RLUET,

trace (143 X—) | AT LABEETHA v — 0D 71— |C-Series, X-Series, M-Series
ZaBEF L E9,

traceroute (214 ~X— | UE— F R A h~DF v F U —7 /L— |C-Series, X-Series, M-Series

V) MR RLET,

traceroute6 (214 ~X— [IPV6 ZfEHFT 5 UV E— F &R A h~0D |C-Series, X-Series, M-Series

)

Xy hT—2 L—beFRLET,
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CLia~vw>

CLUoAyo YIFLURAAFE |

CLla<w >k

Bl

RITAREE TSy O+ —L4

tzupdate (146 ~—
)

BA LS = — L EHHLET,

C-Series, X-Series. M-Series

updatenow (150 ~=—
V)

FTANTOarR = hEEHLET,

C-Series, X-Series. M-Series

upgrade (152 ~X—

V)

ToTTL—ReAf A =L LET,

C-Series, X-Series. M-Series

version (151 <—3)

VAT LADON—U g UNEREFRLUE
ER

C-Series, X-Series. M-Series

wipedata (152 X— |T 4 A7 Da7T 77 A /V%&EHE L, fic |C-Series, X-Series, M-Series
V) ‘DA T X TBRMED AT —F A &

WBLET
webcacheflush (323 |URL 7 4 v Z U o ZHERE T 4% | C-Series. X-Series, M-Series
=) Xyviak7T7valET

websecuritydiagnostics
(327 =)

URL 7 4 V& U > 7 OBWikeHE R 2
FRLET

C-Series, X-Series. M-Series

who (333 X—7Y)

R7A RO =FDY A N ERRL
i‘j‘o

C-Series, X-Series. M-Series

whoami (334 ~*—

)

HIEO2—HFID ZFERLET,

C-Series, X-Series. M-Series

workqueue (194 ~X—

V)

B3} o —D—FHEIL AT — X 25
RBXOEELET,

C-Series, X-Series

F (FEENDEZLD)

CLila<w> K

At B

RITARER TSy I+ —L4A

addressconfig (95
)

AT LNTCHERKTDHA—/LDFrom: 7 K
VAEHRELET,

C-Series, X-Series. M-Series

addresslistconfig (161
)

TRVA YR PERELET,

C-Series, X-Series

adminaccessconfig  (
96 ~—27)

Xy NT—27 TR URRENF—
nJA4ERELET,

C-Series, X-Series
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CLla<w> K

(FEENBERZLD)

CLla<w >k

A

aggregatorconfig (
322 ~2—3)

VAADT T Y=L P—RDT KL
AEFELET

Series,

EITAREG T Iy T4+ — L4
C-

X-Series

alertconfig (256 ~—
V)

WFA—L T T— FERELET

C-Series,

X-Series, M-Series

aliasconfig (162 X— | A —/L A U T A% ELET, |C-Series, X-Series

V)

altsrchost (166 ~X— | Virtual Gateway ™ O~ &' 7 %2 5% € L | C-Series, X-Series

V) E3rn

ampconfig (26 X— |&HELR~ LT = THHERE L ET C-Series, X-Series, M-Series

)

(74N LEaT—T g B0y
Hr)

antispamconfig (36 |Anti-Spam RV v — %R E L 7, C-Series, X-Series
o)
antivirusconfig (45 |Anti-Virus AR Y v — %R E L 7, C-Series, X-Series
)
bounceconfig (167 |37 v ZADEHWEZFRE L £, C-Series, X-Series, M-Series
)
bveonfig (171 ~X— | FEA =N OF—REMEEZE L, ML) | C-Series, X-Series
) PR ADIER I IEZ R E L E T,
callaheadconfig (284 |SMTP =2—/L 7~ R 7’17 7 A /L% |C-Series, X-Series, M-Series
N—) BN, RE. EIFHIBRLES
certconfig (101 X— | E¥ = U T ¢ OFEIFE L F— %3 E L £ | C-Series, X-Series, M-Series
V) 7
clusterconfig (60 7T AZEEOREEFITLET, C-Series, X-Series
)
deliveryconfig (174 | A—NVEMEEZREL 7 C-Series, X-Series
)
destconfig (175 ~— |[iX{EJc 2> b r—/L (Destination C-Series, X-Series
V) Controls) | 7— 7 NDAT > a &%
ELET,
dictionaryconfig (218 | =2 > 72 F 4 7 2 aF U %3 E L |C-Series, X-Series, M-Series

~e)

j_o

Async0S 12.1 for Cisco Email Security Appliances CLI ') 77 L X #i4 K (—EEA) [}



B o~k @EruEsL0)

CLUoAyo YIFLURAAFE |

DFFES

CLla< >R EHBA ETAEEGE TSV b T+ —L
diskquotaconfig (1127 4 A7 ODRFRBEEZRE L ET C-Series, X-Series, M-Series
)
dmarcconfig (78 DMARC DR EE Z 7% E L £ 7 C-Series, X-Series
)
dnsconfig (85— |DNSDOt v b7 v 7 EFELET, C-Series, X-Series
V)
dnshostprefs (90 IPv4/IPv6 DNS Z 3% E L £ C-Series, X-Series, M-Series
)
dnslistconfig (90 DNS U A b = 2D YR — &% JE | C-Series, X-Series
R y) I_/ i ‘ﬂ—o
domainkeysconfig ( |DomainKeys D% AR — &% E LE7, |C-Series, X-Series
67 X—3)
ecconfig (113 ~— |FEAFZHUGT 2 DI T 586k 7 | C-Series. X-Series, M-Series
V) AT PaeRELET
encryptionconfig ( |FE A — /K E{LERELET, C-Series, X-Series
115 =)
etherconfig (196 ~— | A —H% R v FOFREMAKE L T, |C-Series, X-Series, M-Series
V)
exceptionconfig (222 | KA A L fsNT —7 Va2 E L £, |C-Series, X-Series
)
featurekeyconfig (121 [#EBEF—% HENWUIZTF = v 7 L, ®#H L | C-Series, X-Series. M-Series
=) E9
filters (223 X—3) | A v —VWEA T 3 VA E L E | C-Series, X-Series
75
generalconfig (122 | 7T UWRRIER ED—MRM72E%E & 1T\ | C-Series, X-Series, M-Series
=) ESca
healthconfig (123 |77 T4 7 AD I E I E 7021 37 | C-Series, X-Series, M-Series
N—) A—=ZDLEVMEZRELET
imageanalysisconfig ( | IronPort A A — V3T DR%EE % 7% i€ L | C-Series, X-Series, M-Series
185 X—2) E3h
imsandgraymailconfig | Cisco Intelligent Multi-Scan (IMS) . 2 | C-Series. X-Series. M-Series
(39 <—v) LA A=V 36 KOV 7 B ki
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cwavy rk @EEsnEnto) |

CLa<>F A ETARELGE T Ty b4 — L
incomingrelayconfig | %(ZV L —ZREL 7. C-Series, X-Series

(41 =)
interfaceconfig (197 | A —H% Ry FIP 7 FL A& E L E | C-Series, X-Series, M-Series
=) D
ldapconfig (154 ~— |LDAP H— _ZFHE L E T, C-Series, X-Series
)
license smart (279 |A~—hk Y7 bU =T TA & AHE | C-Series, X-Series, M-Series
~N—) DEE
listenerconfig (285 |A—/V URF—%RELET, C-Series, X-Series
)
loadconfig (51 X— |RE7 7 A hEr—RLET, C-Series, X-Series, M-Series
)
localeconfig (316 SO EMZRE LET, C-Series, X-Series
)
logconfig (261 <X— | @/ 77 A N ~DT 7 A% E LE |C-Series, X-Series, M-Series
V) R
ntpconfig (124 ~— |NTP & A & —ZFEL E7, C-Series, X-Series, M-Series
V)
outbreakconfig (215 |JE&Y7 4 VX R E L E7, C-Series, X-Series
)
policyconfig (224 |ZAEHEHWALE 21T HEHEX—RADRY  |C-Series, X-Series
) V—mRELET,
portalregistrationconfig | 7 "% 4 77 . Z|{Z Spam Submission C-Series, X-Series

(125 =—) Tracking Portal ? %k ID 25 E L £77,
quarantineconfig (247 | ¥ AT A DMREEZ#HE L £7, C-Series, X-Series
)
reportingconfig (271 | LAR—F 1 7 OFREMZFRE L £ 3, | C-Series, X-Series, M-Series
)
rollbackconfig (50 | LARTICHEE SNTZERED 1 Dl r—/ b |C-Series, X-Series, M-Series
~N—=) Ny 7 LET
routeconfig (204 X—|IP L —T 4 > 7 T—T N ERE LE |C-Series, X-Series, M-Series
) R
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CLa<>F A ETAREGE T Ty F 74— L
scanconfig (248 X— |IRfF 7 7 A VD AF ¥ > KU I — % | C-Series. X-Series
V) ELET,
sdrconfig (275 ~<— |CiscoE A—/LEF¥ =2 U7 ¢ 7 — h 7 = | C-Series, X-Series
) A TSDR 7 4 V2V 7 aA5ME LT

i LET
sdradvancedconfig ( |CiscoE A—/LE¥ = U7 ¢ 7 — K~ 7 = | C-Series, X-Series
276 X—2) A % SDR #— b R T D5 EITFH

HNT A =2 2 E LET
senderbaseconfig (| SenderBase D#&ftax EH# 7% & L £ 9, |C-Series, X-Series
274 X—)
setgateway (207 X— |7 74/ kN F— U= A (Jb—%#) % |C-Series, X-Series. M-Series
V) ELET,
sethostname (207 |~ I VDA ZHREL £, C-Series, X-Series, M-Series
)
settz (130 X—3) |m—HW XA L V=2 mFHELET, |C-Series. X-Series. M-Series
sievechar (159 ~X— |RFC 3598 |ZHIE S 41TV 5 Sieve B | C-Series, X-Series
) A=V T4 NE Y T DL TFEFREL

iﬁdo
smimeconfig (64 S/MIME DFEREZ 7% E L £ 7 C-Series, X-Series, M-Series
)
smtpauthconfig (317 | SMTP Auto 7'v 7 7 A )L % E L £ 7, | C-Series, X-Series
~)
smtproutes (208 ~~— | KHEHI7R KA A HREZ R E LE T, | C-Series, X-Series, M-Series
V)
snmpconfig (268 ~<— | SNMP D% E C-Series, X-Series, M-Series
V)
sshconfig (132 ~X— |SSH ¥ —%#ZTEL £ C-Series, X-Series, M-Series
)
sslconfig (210 ~*— |SSL O EMHEHE L E T, C-Series. X-Series. M-Series
V)
sslv3config (212 ~3—|SSLv3 D& %M/l C-Series, X-Series, M-Series
)
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cwavy rk @EEsnEnto) |
Cla<w>F BLL] EITAREG T Iy T4+ — L4
stripheaders (252 HIBRT 2 A v&— ~v X —%F%E L |C-Series, X-Series

tepservices (141 ~—
V)

Tut Ao T ILTWA 7 7 AV
BT A ERERRLET

C-Series,

X-Series, M-Series

textconfig (252 X— |7 FA K UV —2EZFZELET, C-Series, X-Series
V)
threatfeedconfig (56 |CiscoE A —/L X = U7 ¢ 7— b 7 = | C-Series, X-Series
~—=) A TETF = VU ZHME L TREL
E3rn
trackingconfig (145 | FT7 v X 7 VAT A& ELET | C-Series, X-Series, M-Series
)
unsubscribe (193 7a—sUEEE IR Y A R EBEH L E | C-Series, X-Series, M-Series
~—=) R
updateconfig (146 | VAT AHH/NT A—HZFELET, |C-Series, X-Series
)

LDAP (154~2—2)

VATANT T T L= R RT A= %
WELET FElLshloa~v R

urllistconfig (322

Re)

472 URL DA T A MU R RNEFREL
T

C-Series,

X-Series. M-Series

userconfig (328 ~X—

Z—F 77“7'7:/}‘&571‘%5@;1@;1E/ A

C-Series,

X-Series, M-Series

V) ~OEEfe R BB L £,

websecurityadvancedeonfig| URL 7 ¢ /L & U o 7 DFEMEE E % 7% € | C-Series, X-Series, M-Series
(324 ~—7) LET

websecurityconfig ( |URL 7 4 L& U 7 D7 a—/ )L iE | C-Series, X-Series, M-Series

326 X—730)

ERELET

Async0S 12.1 for Cisco Email Security Appliances CLI ') 77 L X #i4 K (—EEA) [}



CLUoAyo YIFLURAAFE |
B o~k @EruEsL0)

[l AsyncOS 12.1 for Cisco Email Security AppliancesCLI ') 77 LV R 4 K (—fFEA)



VAN

>,

=9=
=% =R

IR A A2 —T 4 ADPE

ZOFEF, WO THMEINTHET,

e AU RIA L A H—T A A (CLI) ~DOT7 7EA (153—)
c AU RIA U AU E—T oA ZADETE (16 2—)
cHHCLIa~r R (19 2—)

e NRNyF aw K (21 _—)

124203 —Tx4 X CLH) ~ODTF7IV 1R

av U RIA Y AU F—T oA AZIE, SSH £ 7213 Telnet DV — B AN A R—T JVIFETE S
NTWBIPA ¥ —T7 A ATSSH F721% Telnet B, F2iZ V7V AR —FTATI =
L—yary V7 =T EERLTT 7 vATEET, THEMEOT 7 4L h T, &H
A= MISSHE LN Telnet PHESNTWVWET, ZNHOH—ERET 4 E—TMZT DI
IZ. interfaceconfig =~ > RZ&EFEH L E7,

CLINDT 7B RE, TTI7AT U ADO®y N7 v TSR U BB U L - TR
DEYT, THBHWKEOT 740 b 2—VPABIORAT7 L—XE2RITRLET, H¥IL, admin
22— T AT MEFNCLIET 7 EATEET, admin 7 WV hEHLTavy K74
AVHE—=T oA RAHET VAL 2T, SEIERFAL-LOMOL—F ZBINTE
FI VAT LY N v U 4P —RT, admin7 H V> FORAT L —XE2EHETLH L)
FRENFET, admin T H T hD/SAT L— XX, passphrase 2~ K& LT, {EED
KRR CEBERERET D2 TEET,

A=Yy M LTERT 25613, THHAROT 7 4L NPT KL AD 192.168.42.42
%EmLT%Hﬁ//a/iti%mﬁawqy%%%bif SSH i, A— b 22 &M
THEICHESNTHET, Telnet 1T, N—F 23 ZFHATH2L9CRESNTVES, F
ROZ—VFHLEANRTL—XEB AN LET,

VTN AN LT T A5AIE. S—Y T a B a—F D) TV r— T LN
ENTWHBER—FEFEAL TR vy a VEBBLES, SEMIc oW T, [Setupand
Installation] DEEZZH L TL IV, FTRDO2—FLHLLERATL—XE AN LET,

TROZ—PEBLONRATL—=XEZ AN LT I IA T A7 A LET,
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B sesso7or0a—8L5270—%

TEHAEBEOTIAIIL N A—HFLZENRRXTL—X

m BV N

av> k7o

« = —%4 : admin
¢ /XA 7 L —X : ironport

RITH 2R L ET,

login: admin

passphrase: ironport

A2 A3 —T x4 ADKRECE
Z 2T, AsyncOS CLI D/b—/b 8 L ORFUEIZHOW T L E T,
>k

K Efroa<wy R 7Zar7 hMi, ZREMAA MICENTRRD () 5 A2—2 12
THERINET, RIZBlEZRLET,

mail3.example.com>|

TTIAT o ANETEHMEZHFH L2 9 2AFZO—LE L THRESNTWEEE, CLIO
Ta T IRBREDOE— RERT IIICEEINE T, RIHEZRLET,

(Cluster Americas) >

ER S

(Machine los_angeles.example.com)
>

SR W T, —W HA KD [Centralized Management| % £ L T 72 &0,

avy REFETTLHE, CLIICE D 22—V DOANNERENET, CLI Ba—HF D AT) % 7%
LTWAEAIE, a~r 77 e LT, Ahya () THENREZT 740 BATED
BIZKRY () EREREINET, T 74NV FOANERRWGE, a~vr K 7Frr 7 b
DT aANIZZETT,

RITHI 2R L ET,

Please create a fully-qualified hostname for this Gateway]
(Ex: "mail3.example.com") :

(1>

mail3.example.com
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T 7 FIN NREND DY
2Bl Z R LU ET,

Ethernet interface:
1. Data 1

2. Data 2

3. Management
[11>

F 7 4V MR
i—a_o

Ethernet interface:
1. Data 1

2. Data 2

3. Management

[1]> (type Return)

T2 FDEX

AUETITT 4T = RTIHEL TWADEA, CLIa~ Yy RESUTE—Da~ 2 R BRI

NET, ZAAR=ZRZEGET, 5T A=Z LD FEA

BlE, a~r R7a P Mol y alNiz

mail3.example.com> systemsetup

ERY R

avvroix [

WRENFERINET, K

ENFREINDHEAICRetumE AS)THE, T74V MaEEASILTZZ &2

o WITHIZRLET,

AN TEHBEHOBIRE N HHBE, a~vr Ik TUIFEME VA MR LET, 7o
VN CEIRTAEEEAN LET,

RITHI 2R L ET,

1.
2.
3.
4.
5.
[

Log level:

31>

Error

Warning
Information
Debug
Trace

Yes/No UV T 1) —

yes £72lEno DA T v a Lin DG, BRIET 740 ME (v aNFR) 21 THFRS

ET, Y. N. Yes, £721Z No T

i

BlERLET,

TIRETEEY, RKXFL/NXLFORFNTIH Y £ A,
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. HJav R

Do you want to enable FTP on this interface? [Y]>
n

HJav R

avw U Rk TiE, Y7 avr ReEHT25608H0 £3, 7 a3~ RiZid, NEW,
EDIT, B3 X O'DELETE 72 EOma R H Y £9°, EDIT 383X DELETE OREDLA. b
DA<y RN, VAT ALATTITICEESIN TS La—RDU X &R L E7,

I &R L ET,

mail3.example.com> interfaceconfig

Currently configured interfaces:

1. Management (192.168.42.42/24: mail3.example.com)
Choose the operation you want to perform:

- NEW - Create a new interface.

- EDIT - Modify an interface.

- GROUPS - Define interface groups.

- DELETE - Remove an interface.

(1>

YT av RRNMPB AL a<wy FICEDIZE, 2207 17 TEnter £ 7214 Return % A 77
LET,

IRy—T

YT a<wr FRNTIHEH, WOTH Crl+C F—AR— K v a— by A LT, T <ickx EAL
D CLIZRD Z ENTEFET,

B

CLIIZ., Ty arFIANTATRTCOa~y ROBREAREELET, BEH Lo~
RDOFATY A FE A7 B—LT 5120, F—R— FOItB IR ORAIF—%2MHT 50, Ctul+P
X — L CtrltN F—ZHLEbETHEA L ET,

mail3.example.com> (type the Up arrow key)

mail3.example.com> interfaceconfig (type the Up arrow key)

mail3.example.com> topin (type the Down arrow key)
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v rowx |

aOv Y KO

anh
Xd

il

Rat
i

ATy T
ATv T2
ATvT3

\}

av LRI v A E—T oA AF, a~vr FOMEEYFR—NLET, HDa~ ROYEHE
BLFEZANLTTabF—%2 AT HE, CLIIKE>T—EDa~xry ROX MY v 70l S
NET, ANULELENEEDOa~ L R4 T 556, CLIIZZOE Y M2 3612 TKRYIA
B FET, I ERLET,

mail3.example.com> set (type the Tab key)

setgateway, sethostname, settime, sett:z

mail3.example.com> seth

(typing the Tab again completes the entry with sethostname)

CLIDEREB LT 7 A4 L OMSEHERE TlX, Enter £7/21%X Return Z A ) L CTa~ v K& @4
HUENHY FT,

BIA—NVOBHEOMELY T D L, RECELETEET,
REERIL, ROWLHZAT O FTIIADNIRY FE A,

FIE

a2 R a7 hTCcommit 2~ REFITLET,
commit 2~ FIZHLERATMEEZRELE T,
CLI T commit LB DR Z 52 TEL Y F 97,

RDBRY

EE SN TWVRWVEREICH T H2EFIIREHEINE T, commit 2~ RRFEITINDETIE
HRNZ20 FH A

G¥)

—ED < Rid commit 2~ FEFEIT LA THLAEMDIRY 3, EREEZFTT DRI
TEXITOMLERNHLa~Y ROBEIZOWTIE, CLIZA Y2 U 77 LR A4 K (1
N—=) BB LTLEEN,

CLIty a1, VAT LDV v v MU FHilgd), EE, £/-idclear 2~ KD
FATIZED . MESNTWARWEFIZZ Y 7T ENE T,

SNECL TR

eI varTiE BEOHEERIZIZ VT, ~T~OT 78R, BEIRavwr R4 v
AEB—T A ADKTIMHEHAT D~y RIZOWTHIALET,
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REXEDHETE

T TAT AT D EE L DORIFITIEL, commit 2~v 2 RAEETYT, FELEDEL
I, commit 2~ REANTEHETHENIRY FHA (BERENEEZBNTT 5 7HIC commit
A~y AT 220ER 2w a~sry FEDEHY £7) o commit =2~ NiE, commit =<
v REFiL clear 2~ RPRBICRITSN TOOITONERELTICEH INET, axv
e UTHRR2SS UFE2FEATEET, BEARIL, XA LAZ T L HICHEREZ TS %
T, EESNTZLDLE LTRODLNERT A,

commit 2 <2 RDHED I AL MDD AINIEETT,

mail3.example.com> commit
Please enter some comments describing your changes:
[1> Changed "psinet" IP Interface to a different IP address

Do you want to save the current configuration for rollback? [Y]>
n

Changes committed: Fri May 23 11:42:12 2014 GMT

)

G¥)

BEAZIEFICHEET A%, Koo~ R o7 MR TWARERH Y £4, o<
VRIAVEED 1 DD LYLIZEBEIT AR, D7 a7 B TReturn Z AN LET,

RELENI T

clear =~ RiZ, commit F 7= 1% clear =~ > RO BICFETINZLURICEREICH L TfThbi
FEEET XTIV T LET,

mail3.example.com> clear
Are you sure you want to clear all changes since the last commit? [Y]>
Y

Changes cleared: Mon Jan 01 12:00:01 2003
mail3.example.com>

ATV ERSAVAVA—DT AR Y 3 VDRT

Quit Av > REFETTLHLE, CLIT XV r—varnbu 7y MLET, EIN TR
RELHLZZ V7 ENET, quit 3< 2 NEZEFA—VEBECIEELEYA, 7T 7 M

ns/ 7y A MIEEEINET (exit DAL, quit DA ERTTT) |

mail3.example.com> quit

Configuration changes entered but not committed. Exiting will lose changes.
Type 'commit' at the command prompt to commit changes.

Are you sure you wish to exit? [N]> ¥

[l AsyncOS 12.1 for Cisco Email Security AppliancesCLI ') 77 LV R 4 K (—fFEA)



| 27vFSAv 408 -T2 M ROBE
v k51 1v8—T42cn~LT0R%E ||

ARV KRSAAVB—TTAATOANILTOBRE

helpa~> REFETTHE, FHAERTXRTOCLIa~ Yy RBRFREN, K2~ ROFH
R EBRCTEET, help 2~ RiZ, 2~ K 7Far 7 FThelp & AT 2h, BRI
() Z1O>ABDLTHEITTEET,

mail3.example.com> help|

N I >

INYTF AT R
AsyncOS 1INy F a<> FEXE R — KL TnD72H, O CLI 2~ R&EH LW -—
ITCLIEATHEITTCEET, ZoRREHEAT L E, X AT OFATITHER AN ZHIETE,
LT HBEX A7 ZfRICAILTE E T, Ny T a<w RTlX, SSHZ 747 b &l
HALTa~r FEYE—FTETTAILELTEET, ZHNIZEY, CLIZ<w2> RDORZ YT
FEVERE L. ThE —EICEBOT 794 T U ATEITTAHZ LB T 7,
TRTOa~vy RBAy FLRAETEOH Y FHANR, TRTONyF a~vr N, 3y F
a<w U RELTHEITTEET,
Ny Fa<wy RO, HATsa~r Rick-oTRAY E4, i+ 5a~r FoRLO
AT HOWTIE, I~ R 2E20 25 8—) O%Y4T5 CLIOFIZSR LT IFEN,

INYF a2 K4

ROPITIZ, FEH 7 /V—7DOREDLISTAERR SV E T, S HIZ, TOREDLISTAARY ¥ —
THROTTLED (2B A1) S, 2%{5%# [possible spammer.com| NEEH 7 — 71BN S U
i ﬁqo

ZOT Vv a vk CLI TEITT 454 ¢

example.com> listenerconfig

Currently configured listeners:

1. IncomingMail (on Management, 192.168.42.42/24) SMTP TCP Port 25 Public

2. OutgoingMail (on Data 2, 192.168.40.42/24) SMTP TCP Port 25 Private

Choose the operation you want to perform:

- NEW - Create a new listener.

- EDIT - Modify a listener.

- DELETE - Remove a listener.

- SETUP - Change global settings.

[1> edit

Enter the name or number of the listener you wish to edit.
[1> IncomingMail

Choose the operation you want to perform:
- NAME - Change the name of the listener.
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- IEEEDY]

- INTERFACE - Change the interface.

- LIMITS - Change the injection limits.

- SETUP - Configure general options.

- HOSTACCESS - Modify the Host Access Table.

- RCPTACCESS - Modify the Recipient Access Table.

- BOUNCECONFIG - Choose the bounce profile to use for messages injected on this listener.
- MASQUERADE - Configure the Domain Masquerading Table.

- DOMAINMAP - Configure domain mappings.

[1> HOSTACCESS

There are currently 4 policies defined.
There are currently 5 sender groups.

Choose the operation you want to perform:

- NEW - Create a new entry.

- EDIT - Modify an entry.

- DELETE - Remove an entry.

- MOVE - Move an entry.

- DEFAULT - Set the defaults.

- PRINT - Display the table.

- IMPORT - Import a table from a file.
- EXPORT - Export the table to a file.
- CLEAR - Remove all entries.

[1> NEW

1. New Sender Group
2. New Policy

11> 1
Enter a name for this sender group. (optional)

[1> REDLIST

Enter the hosts to add. CIDR addresses such as 10.1.1.0/24 are allowed.
IP address ranges such as 10.1.1.10-20 are allowed. IP subnets such as
10.2.3. are allowed.

Hostnames such as crm.example.com are allowed.

Partial hostnames such as .example.com are allowed.

Ranges of SenderBase Reputation scores such as SBRS[7.5:10.0] are
allowed.

SenderBase Network Owner IDs such as SBO:12345 are allowed.
Remote blacklist queries such as dnslist[query.blacklist.example] are
allowed.

Separate multiple hosts with commas
[1> possible spammer.com

Select a behavior for this entry.
1. Accept

2. Relay

3. Reject

4. TCP Refuse

5

6

. Continue
. Policy: ACCEPTED
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7. Policy: BLOCKED
8. Policy: THROTTLED
9. Policy: TRUSTED
[1]> 8

Enter a comment for this sender group.

(1>

There are currently 4 policies defined.
There are currently 6 sender groups.

RU7 27> ar%CLILNyF avwy RTETT LS

example.com> listenerconfig edit IncomingMail hostaccess new sendergroup
REDLIST possible spammer.com Policy: “THROTTLED”
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av kR SZEH

oL, WOBETHRSNWTVET,

s VA MDHHRTT (26 ~—)

cEmER~NLT = TR (26 2—)

e ANRNNET LA A= LB (36 °—)

T UTFUANA (45 3—2)

e AL R T A LDBER (48 N—2)

e T 4 Fal—valy TrA/OER (51 X—)

o« ANERER T 4 — REWME T 5 CiscoEA— L X2 UTF 4 F—FT oA ORE (56 %—
V)

VT AZDEE (60 ~—)

s T—HHEIOPIE (62 X—)

o RAALUBIINY X B (63 X—2)

*SMIME EF* =2 U7 ¢ H—ER (64 ~—7)

s RAAL Y F— (66 X—)

* DMARC #RGE (77 =X—)

*DNS (82 %—Y)

cHow-To V4 Y= bl L7m2—W =7 A = 2058k (92 X—)

o —fRIIREBY N T TN a—T 4 7 (93 —Y)

eI T Y AFy L (153 X—V)

+ LDAP (154 ~=—7)

« A—VEMEDORE/E=Z ) T (160 ~<—)

c Xy NU—F U ITREERXY NU—27 YV —)L (195 X—7)

cTURNTVLAT T4 NHE (2153—)

ARV T—DmH (218 N—)

e X LTI —h (255 °%—)

e LAR—F (271 =)

* Senderbase (274 ~X—)

CEEHBIRAAL L L aT—ary T4 B YT (275 8—)

A — M YT NU=T TARLUT (279 =)
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B xrozss

avo R sEh |

¢ SMTP #—E ZDFHE (283 ~<—)

c VAT LDEy N T v (318 N—Y)
«URL 7 4 VH V7 (321 —2)

e Z—YEH (327 X—Y)
ARIET ST A T U ADEE (334 R—7)
« (LEEHR (336 —)

U Z I\ @n)bﬁjj—

ATvT1

ATvT2
ATvT3

<y RITEIICHAE 1 2B EOFEAGIPRENTHET, HEWE] o, UTFToa~
v RBHEIZOWTOFHARL Y £17,

FIE

FDawy RN, 77947 A ETcommit 2~ REEITLTHETHILENRSHDINE D
73,

ZOavy RIFFEDE—F (A%, IV—7 Flid~v ) TORIATARED,
FDavy RenNy TR TETTE D0,

EPEBHOFEMIZOWTIL,  [User Guide for AsyncOS for Cisco Email Security Appliances)] %%
L TLSIEEN,

Ny FREROFEMIONTIE, a~r RIA v A v F—T oA ADOME (15 3—) Z25MR
LTLEENY,

BELTILY T 7IHHE

ampconfig

ER7E

e ampconfig (26 ~<—)
« ampstatus (36 ~X—7)

TrAN LT —ary T ANANEY T T 7 A LS5 HTCisco TAC DOFRE R L CEEA 7
a v EERLRNWTLEEN,

e Zoa~<y i lcommit] NVNETY,
JIGAREM . Zoa<w s KL, T RTCO~Y U ET—RK (TR F, IJ—F, <) T
HTx%E9,
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I av vk 5EH

w

NyF avwr R Zoavy RNy FEREZYHR— L TWET, FHMIZO0V T, help
ampconfig I~ RE AN LT, AT ~NTEZBRLTLEEN,

c T AN L aT— a7 A NS OEE (27 =—)
c T AINGBHHAD T 7 AV Z A T DOFEN (28 X—)

RXT V7 ITRDT 7 AN — AT HODE A~ X2 )T 4 T
FGAT VADHEE (29 —)

e (XTU T VTR T ANDH Y —CEADI) TTI7AT AT N—TFOHFRE (30
)

TV IADT 7 ANGN Y —REEHT OO EA =N X2 VT 4 TTITAT
VADEE (31 =)

e F T VLIADT AN LV aT—vary —REEHTAEEODE A= tF 2l
FATTIAT LV ADOHE (32 2—)

eI —HN T ANDLE 2T —al Ty aDI YT (33 X—)
s T AN L aT—va VHEMBEO X v v v a Al oRE (33 X—)
e 77 AN VL N a AT T 4T T I — hOMif] (34 X—)
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mail.example.com> ampconfig

File Reputation: Disabled

Choose the operation you want to perform:

- SETUP - Configure Advanced-Malware protection service.
[1> setup

File Reputation: Disabled

Would you like to use File Reputation? [Y]>

Would you like to use File Analysis? [Y]>

File types supported for File Analysis:

1. Microsoft Executables

Do you want to modify the file types selected for File Analysis? [N]>
Specify AMP processing timeout (in seconds)

[120]>

Async0S 12.1 for Cisco Email Security Appliances CLI ') 77 LY X #4 F (—iEA) |}




avo R sEh |
B o ommooransqTnER

Advanced-Malware protection is now enabled on the system.

Please note: you must issue the 'policyconfig' command (CLI) or Mail
Policies (GUI) to configure advanced malware scanning behavior for
default and custom Incoming Mail Policies.

This is recommended for your DEFAULT policy.

File Reputation: Enabled

File Analysis: Enabled

File types selected for File Analysis:

1. Microsoft Executables

Choose the operation you want to perform:

- SETUP - Configure Advanced-Malware protection service.

- ADVANCED - Set values for AMP parameters (Advanced configuration).
- CLEARCACHE - Clears the local File Reputation cache.

(1>

T7A4IVDHAD T 7A4IL 34 TDEIR

mail.example.com> ampconfig

File Reputation: Enabled

File Analysis: Enabled

Appliance Group ID/Name: Not part of any group yet

Choose the operation you want to perform:

- SETUP - Configure Advanced-Malware protection service.

- ADVANCED - Set values for AMP parameters (Advanced configuration).

- SETGROUP - Add this appliance to the group of appliances that can share File Analysis
reporting details.

- CACHESETTINGS - Configure the cache settings for AMP.

[1> setup

File Reputation: Enabled
Would you like to use File Reputation? [Y]> yes

Would you like to use File Analysis? [Y]> yes
Do you want to modify the file types selected for File Analysis? [N]> yes

Enter comma separated serial numbers from the list of groups to select file types
associated with the group.

Archived and compressed
Configuration

Database

Document

Email

Encoded and Encrypted
Executables [partly selected]
Font & Graphics and Images
Microsoft Documents

O 0 J o U b WN -
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10. Miscellaneous

11. Multimedia

[1>9

File types belonging to the group "Microsoft Documents":

1. Access.Extension.1l4 (mda)

2. Access.MDBFile (mdb)

3. Access.MDEFile.14 (mde)

4. Access.Shortcut.DataAccessPage.l (maw)
5. Access.Shortcut.Form.1 (maf)

[

Choose the operation you want to perform:

- PRINT - Print the file types for File Analysis

- ADD - Add the file type(s) for File Analysis

[1> add

Choose the file type(s) to be added for File Analysis from the list
File types that are not selected for File Analysis from group "Microsoft Documents":
1. Access.Extension.14 (mda)

2. Access.MDBFile (mdb)

3. Access.MDEFile.14 (mde)

4. Access.Shortcut.DataAccessPage.l (maw)

5. Access.Shortcut.Form.1 (maf)

[

[1> 1-3, 5

Choose the operation you want to perform:

- PRINT - Print the file types for File Analysis

- DELETE - Delete the file type(s) for File Analysis

- ADD - Add the file type(s) for File Analysis

[1> print
File types belonging to the group:
Access.Extension.14 (mda) [selected]

Access.MDBFile (mdb) [selected]
Access.MDEFile.1l4 (mde) [selected]
Access.Shortcut.DataAccessPage.l (maw)
Access.Shortcut.Form.1 (maf) [selected]

o U b W N

Choose the operation you want to perform:

- PRINT - Print the file types for File Analysis

- DELETE - Delete the file type(s) for File Analysis
- ADD - Add the file type(s) for File Analysis
Specify AMP processing timeout (in seconds)

[120]>

Advanced-Malware protection is now enabled on the system.

Please note: you must issue the 'policyconfig' command (CLI) or Mail Policies (GUI) to
configure advanced malware

scanning behavior for default and custom Incoming Mail Policies.

This is recommended for your DEFAULT policy. File Reputation: Enabled

File Analysis: Enabled

Appliance Group ID/Name: Not part of any group yet

Choose the operation you want to perform:

- SETUP - Configure Advanced-Malware protection service.

- ADVANCED - Set values for AMP parameters (Advanced configuration).

- SETGROUP - Add this appliance to the group of appliances that can share File

Analysis reporting details.

- CACHESETTINGS - Configure the cache settings for AMP.
(1>

TNV DSORDI7ANUNDHI—NEFRTLE-ODEA—)LEXa)T4 7
TSAT7UOADETE

mail.example.com> ampconfig
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File Reputation: Enabled
File Analysis: Enabled
File types selected for File Analysis:
Microsoft Windows / DOS Executable
Appliance Group ID/Name: Not part of any group yet
Choose the operation you want to perform:
- SETUP - Configure Advanced-Malware protection service.
- ADVANCED - Set values for AMP parameters (Advanced configuration).
- SETGROUP - Add this appliance to the group of appliances that can share File Analysis
reporting details.
- CLEARCACHE - Clears the local File Reputation cache.
[1> advanced
Enter cloud query timeout?
[15]>
Choose a file reputation server:
1. AMERICAS (cloud-sa.amp.sourcefire.com)
2. Private reputation cloud
[11>
Enter cloud domain?
[cloud-domain.com]>
Do you want use the recommended analysis threshold from cloud service? [Y]>
Enter analysis threshold?
[50]>
Enter heartbeat interval?
[15]>
Do you want to enable SSL communication (port 443) for file reputation? [N]>
Do you want to suppress the verdict update alerts for all messages that are
not delivered to the recipient? [N]>
Choose a file analysis server:
1. AMERICAS (https://americas-fa.com)
2. Private Cloud
[11>

(INTYYG 95 H R D74 —ERDH) FTSATURTIL—TDHTE

MENDOT 7T A4 T AN RICEE SN 7 7 A VICET 5 7 7 7 RNOFEM 7 o
Bh HEOTRToar Ty vXxa V54 7794 TV ATERTAIZIE., TCTOT
TIAT LV ALERUT IIAT VA TN—TIFEETHHEND Y 7,

FEHEZ DWW TCIE, =—% 714 K® [File Reputation Filtering and File Analysis| #ZM L T 72
SV,

mail.example.com> ampconfig

File Reputation: Enabled

File Analysis: Enabled

File types selected for File Analysis:

Microsoft Windows / DOS Executable

Appliance Group ID/Name: Not part of any group yet

Choose the operation you want to perform:

- SETUP - Configure Advanced-Malware protection service.

- ADVANCED - Set values for AMP parameters (Advanced configuration).

- SETGROUP - Add this appliance to the group of appliances that can share File Analysis
reporting details.

- CLEARCACHE - Clears the local File Reputation cache.

[1> setgroup

Does your organization have multiple Cisco Email, Web, and/or Content Security Management
appliances? [N]> Y

Do you want this appliance to display detailed analysis reports for files uploaded to
the cloud from other appliances in your organization,

and vice-versa?
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[Y]> Enter an Analysis Group name. This name is case-sensitive and must be configured
identically on each appliance in the Analysis Group.
[1> FA Reporting
Registration is successful with the group name. This does not require commit
File Reputation: Enabled
File Analysis: Enabled
File types selected for File Analysis:
Microsoft Windows / DOS Executable
Appliance Group ID/Name: FA Reporting
Choose the operation you want to perform:
- SETUP - Configure Advanced-Malware protection service.
- ADVANCED - Set values for AMP parameters (Advanced configuration).
- VIEWGROUP - view the group members details.
- CLEARCACHE - Clears the local File Reputation cache.
[r>

G¥)

TTIAT VAT N—TDFERIL, setgroup V7 a~ REEHATEERFA, Z—T%1
SMOBHA TERTLMENS DAL, Cisco TAC T — A2 BERHV £¥, 777
AT VAT N—TOFEMIL, viewgroup T a v REMH L TR R TEET,

FUTLIADI7ANGHY—NEFERTEEODEA—IL X2 YTATTSA7

DADEKRTE

mail.example.com> ampconfig
File Reputation: Enabled
File Analysis: Enabled
File types selected for File Analysis:
Microsoft Windows / DOS Executable
Choose the operation you want to perform:
- SETUP - Configure Advanced-Malware protection service.
- ADVANCED - Set values for AMP parameters (Advanced configuration).
- SETGROUP - Add this appliance to the group of appliances that can share File Analysis
reporting details.
- CLEARCACHE - Clears the local File Reputation cache.
[1> advanced
Enter cloud query timeout?
[15]>
Choose a file reputation server:
1. AMERICAS (cloud-sa.amp.sourcefire.com)
2. Private reputation cloud
[1]1>
Enter cloud domain?
[a.immunet.com]>
Do you want use the recommended analysis threshold from cloud service? [Y]>
Enter analysis threshold?
[50]>
Enter heartbeat interval?
[15]>
Do you want to enable SSL communication (port 443) for file reputation? [N]>
Do you want to suppress the verdict update alerts for all messages that are
not delivered to the recipient? [N]>
Choose a file analysis server:
1. AMERICAS (https://panacea.threatgrid.com)
2. Private Cloud
[1]1> 2
Enter file analysis server url?
[1> https://mycloud.example.com
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Certificate Authority:
1. Use Cisco Trusted Root Certificate List
2. Paste certificate to CLI
[11>
File Reputation: Enabled
File Analysis: Enabled
File types selected for File Analysis:
Microsoft Windows / DOS Executable
Choose the operation you want to perform:
- SETUP - Configure Advanced-Malware protection service.
- ADVANCED - Set values for AMP parameters (Advanced configuration).
- SETGROUP - Add this appliance to the group of appliances that can share File Analysis
reporting details.
- CLEARCACHE - Clears the local File Reputation cache.
[1>

AUOTLIRADI7AIIL LEATF—3 0 b—NE2FERTEE-OHDEA—)L X2
TATITSATUVADETE

mail.example.com> ampconfig
File Reputation: Enabled
File Analysis: Enabled
File types selected for File Analysis:
Microsoft Windows / DOS Executable
Appliance Group ID/Name: Not part of any group yet
Choose the operation you want to perform:
- SETUP - Configure Advanced-Malware protection service.
- ADVANCED - Set values for AMP parameters (Advanced configuration).
- SETGROUP - Add this appliance to the group of appliances that can share File
Analysis reporting details.
- CLEARCACHE - Clears the local File Reputation cache.
[1> advanced
Enter cloud query timeout?
[15]>
Choose a file reputation server:
1. AMERICAS (cloud-sa.amp.domain.com)
2. Private reputation cloud
[11> 2
Enter AMP reputation server hostname or IP address?
[1> myamp.domain.com
Paste the public key followed by a . on a new line

MIGEMAOGCSqGSIb3DQEBAQUAA4GNADCBiIQKBgQCqGKukO1De72zhzj6+H0qt jTkVxwTCpvKedeCz0
FPqriOcb2JZfXJ/DgYSF6vUpwnIG8wVQZKjeGcjDOL5UlsuusFncCzWBQ7RKNUSesmQRMSGkVb1 /
3j+skzZ6UtW+5u091HNsj6tQ51s1SPrCBkedbNfOTp0GbMIDYR4e9T04ZZwIDAQAB

Enter cloud domain?
[immunet.com]>
Do you want use the recommended analysis threshold from cloud service? [Y]>
Enter heartbeat interval?
[15]>
Do you want to enable SSL communication (port 443) for file reputation? [N]>
Choose a file analysis server:
1. AMERICAS (https://threatgrid.com)
2. Private analysis cloud
[1]1>
File Reputation: Enabled
File Analysis: Enabled
File types selected for File Analysis:
Microsoft Windows / DOS Executable
Appliance Group ID/Name: Not part of any group yet
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Choose the operation you want to perform:

- SETUP - Configure Advanced-Malware protection service.

- ADVANCED - Set values for AMP parameters (Advanced configuration).

- SETGROUP - Add this appliance to the group of appliances that can share File
Analysis reporting details.

- CLEARCACHE - Clears the local File Reputation cache.

[1>

A—AIL I7A4ILDLEaAT—23ay Fyyady )7

mail.example.com> ampconfig
File Reputation: Enabled
File Analysis: Enabled
File types selected for File Analysis:
Microsoft Windows / DOS Executable
Choose the operation you want to perform:
- SETUP - Configure Advanced-Malware protection service.
- ADVANCED - Set values for AMP parameters (Advanced configuration).
- SETGROUP - Add this appliance to the group of appliances that can share File Analysis
reporting details.
- CLEARCACHE - Clears the local File Reputation cache.
[1> clearcache
Do you want to clear File Reputation Cache? [N]> y
Cache cleared successfully.
File Reputation: Enabled
File Analysis: Enabled
File types selected for File Analysis:
Microsoft Windows / DOS Executable
Choose the operation you want to perform:
- SETUP - Configure Advanced-Malware protection service.
- ADVANCED - Set values for AMP parameters (Advanced configuration).
- SETGROUP - Add this appliance to the group of appliances that can share File Analysis
reporting details.
- CLEARCACHE - Clears the local File Reputation cache.
[1>

774N LEAT—Ya VHERREDT v v ¥ 1 AIHRORTE

N

W DOFITIL, modifytimeout Y7 a<v FEFEHALT, BEOHLTZ77ANLDFY v 2HE)
MM AsRELET,

GE)

Xy o AT 15000 7T BOMIZEREL TS EEW,

mail.example.com> ampconfig
File Reputation: Enabled
File Analysis: Enabled
File types selected for File Analysis:
Microsoft Windows / DOS Executable
Appliance Group ID/Name: Not part of any group yet
Choose the operation you want to perform:
- SETUP - Configure Advanced-Malware protection service.
- ADVANCED - Set values for AMP parameters (Advanced configuration).
- SETGROUP - Add this appliance to the group of appliances that can share File Analysis
reporting details.
- CACHESETTINGS - Configure the cache settings for AMP.
[1> cachesettings
Choose the operation you want to perfrom:
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- MODIFYTIMEOUT - Configure the cache expiry period based on File Reputation disposition.
- CLEARCACHE - Clears the local File Reputation cache.

[1> modifytimeout

Choose the operation you want to perform:

- CLEAN - Configure the cache expiry period for clean files.

- MALICIOUS - Configure the cache expiry period for malicious files.

- UNKNOWN - Configure the cache expiry period for unknown files.

[1> malicious

Specify the cache expiry period for this file disposition (use 'd' for days, 'h' for

hours, or 'm' for minutes). If you
specify a value without a unit, it is always treated as days.
[1d]> 5d

TJ74I)L L ARRYG T 4T 75— bOHIF

mail.example.com> ampconfig

File Reputation: Enabled
File Analysis: Enabled
Appliance Group ID/Name: Not part of any group yet

Choose the operation you want to perform:

- SETUP - Configure Advanced-Malware protection service.

- ADVANCED - Set values for AMP parameters (Advanced configuration).

- SETGROUP - Add this appliance to the group of appliances that can share File Analysis
reporting details.

- CACHESETTINGS - Configure the cache settings for AMP.

[1> advanced

Enter cloud query timeout?
[15]>

Choose a file reputation server:

1. AMERICAS (cloud-sa.amp.domain.com)
2. Private reputation cloud

[11>

Do you want use the recommended reputation threshold from cloud service? [Y]>

Enter heartbeat interval?
[15]>

Do you want to enable SSL communication (port 443) for file reputation? [N]>

Do you want to suppress the file retrospective verdict alerts for the messages that are
not delivered to the recipient
[N]> yes

T 74 IILY¥T D Cisco AMP Threat Grid 7 S X2 1) V5 DERE

mail.example.com> ampconfig

File Reputation: Enabled
File Analysis: Enabled
Appliance Group ID/Name: Not part of any group yet

Choose the operation you want to perform:

- SETUP - Configure Advanced-Malware protection service.

- ADVANCED - Set values for AMP parameters (Advanced configuration).

- SETGROUP - Add this appliance to the group of appliances that can share File
Analysis reporting details.

- CACHESETTINGS - Configure the cache settings for AMP.
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[1> advanced

Enter cloud query timeout?
[15]>

Choose a file reputation server:

1. AMERICAS (cloud-sa.amp.cisco.com)

2. AMERICAS (Legacy) (cloud-sa.amp.sourcefire.com)
3. Private reputation cloud

[11>

Do you want use the recommended analysis threshold from cloud service? [Y]>

Enter heartbeat interval?
[15]>

Do you want to enable SSL communication (port 443) for file reputation? [N]>

Do you want to suppress the verdict update alerts for all messages that are not
delivered to the recipient? [N]>

Choose a file analysis server:

1. AMERICAS (https://panacea.threatgrid.com)
2. Private analysis cloud

[1]> 2

There are no private analysis servers configured.

Choose the operation you want to perform:
- NEW - Configure a new private analysis server.
[1> new

Enter the file analysis server hostname or IP or URL.
[1> 192.1.10.20

Serial Number Private Analysis Server

1 192.1.10.20

Choose the operation you want to perform:

- ADD - Add a new private analysis server to the cluster.

- EDIT - Edit a private analysis server in the cluster.

- DELETE - Delete a private analysis server from the cluster.
[1> add

Enter the new private analysis server hostname or IP address or URL to the
cluster.
[1> 192.1.10.30

Serial Number Private Analysis Server
1 192.1.10.20
2 192.1.10.30

Choose the operation you want to perform:

- ADD - Add a new private analysis server to the cluster.

- EDIT - Edit a private analysis server in the cluster.

- DELETE - Delete a private analysis server from the cluster.

[1>
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Bl
& F &£ 72 Advanced Malware Protection (7 7 A /L L B 2T —3 3 VB I OOH) 2 v R—%
YhON—=Ta v ERRLET,

ERAE
feE : ZDa~ RIZ lcommit) (ZXEH D Ed A,
VIRFER . Zoavr NEIxwyry T FTORMEATEET,
NyF avwrs R Zoavy RNy FEAZ S R—FLTWEEA,

1

mail.example.com> ampstatus

Component Version Last Updated
AMP Client Settings 1.0 Never updated
AMP Client Engine 1.0 Never updated

ANLET LA A—ILDOERE

ZITHEH, ROav Y RIZHOWTHBALET,
« antispamconfig (36 ~—73)
« antispamstatus (37 ~X—73)
« antispamupdate (38 ~—2)
« imsandgraymailconfig (39 ~—2)
« graymailstatus (40 ~—3)
« graymailupdate (41 ~X—3)
« incomingrelayconfig (41 ~X—1)

s slblconfig (43 ~X—7)

antispamconfig

BTl
Anti-Spam R Y > —ZHE L ET,
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antispamstatus
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mans

He® : Zoa<y Kt Tcommit] 2AH43ETI,

JGAREE . Zoawy RiE, TRTOY U EFT—F (WFREZ, T—F, =) Tff
ATxEd,

NyF avwrs R Zoavy Ry FELZdR—FLTWEEA,

RIZ, Anti-Spam BERED R EHI 2~ L E T,

mail3.example.com> antispamconfig

IronPort Anti-Spam scanning: Disabled

Choose the operation you want to perform:

- SETUP - Edit IronPort Anti-Spam settings.

[1> setup

IronPort Anti-Spam scanning: Disabled

Would you like to use IronPort Anti-Spam scanning? [Y]> y

The IronPort Anti-Spam License Agreement is displayed (if you have not already accepted
it).

Do you accept the above IronPort Anti-Spam license agreement? []> ¥

Increasing the following size settings may result in decreased performance. Please consult
documentation for size

recommendations based on your environment.

Never scan message larger than: (Add a trailing K for kilobytes, M for megabytes, or no
letters for bytes.)

[1M]>

Always scan message smaller than: (Add a trailing K for kilobytes, M for megabytes, or
no letters for bytes.)

[512K]>

Please specify the IronPort Anti-Spam scanning timeout (in seconds)

[60]>

Would you like to enable regional scanning? [N]>

IronPort Anti-Spam scanning is now enabled on the system. Please note: you must issue
the 'policyconfig' command (CLI)

or Mail Policies (GUI) to configure

Cisco IronPort scanning behavior for default and custom Incoming and Outgoing Mail
Policies. This is recommended for your DEFAULT policy.

IronPort Anti-Spam scanning: Enabled

Choose the operation you want to perform:

- SETUP - Edit IronPort Anti-Spam settings.

[1>

Anti-Spam A7 — X 2K R LET,

feE  Zoa< R Tcommit] ZMEHD EHA,
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mail3.example.com> antispamstatus
Choose the operation you want to perform:
- IRONPORT - Display IronPort Anti-Spam version and rule information.

- MULTISCAN - Display Intelligent Multi-Scan version and rule information.
[1> ironport

Component Last Update Version

CASE Core Files Never updated 3.4.0-013

CASE Utilities Never updated 3.4.0-013
Structural Rules Never updated 3.3.1-009-20141210_ 214201

Web Reputation DB Never updated 20141211 111021
Web Reputation Rules Never updated 20141211 111021-20141211 170330
Content Rules Never updated unavailable
Content Rules Update Never updated unavailable

Last download attempt made on: Never

antispamupdate

a8

ER7E

15

Anti-Spam /L—/L 33 L ORHET 5 CASE = 7R — o h ORIRFE 2 FEY CER L7, Intelligent
Multi-Scan (IMS) 23# 3% Anti-Spam /L —/LF L TN CASE 2 R—% > b bxtS b 7e v £
T 2L IMS MEAT 59— R /8—F A BT L F AL T DU IRBA T,

e Zoa< R Tlcommit] XN EHD EHA,

JITALER  ZDavwr RiE~vyr T— R TORMEHATEET, &EHIZ, Zoa~vy Fidn
TAYFRARN (—FRar A Limviy) TOLMEATEET,

NRyF aw s R:Zoavwy RNy FEXREZPR—FLTWEFTA,

mail3.example.com> antispamupdate

Choose the operation you want to perform:

- MULTISCAN - Request updates for Intelligent Multi-Scan
- IRONPORT - Request updates for IronPort Anti-Spam

[1> ironport
Requesting check for new CASE definitions
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imsandgraymailconfig
B (39 <)
CEER (39 =)
« 5l (39 —2)

A
Cisco Intelligent Multi-Scan (IMS) | 7' LA A —/ Ui, 8 X VLR BEMEIR O E,

)

GE) « Cisco Intelligent Multi-Scan, 2" L A A —/LigHl, 8L OERRBEERTA v —Y 2% ¢
D L/%b\’fﬁ%‘f%’ﬁﬁiﬂj*é@:bi\ imsandgraymailconfig > globalconfig #7 a< ]\%—f{ﬁ
ALET, 25D 7 — L% &L, Cisco Intelligent Multi-Scan & 7' LA A — /L,
B LOL MR OM ST OB E L@ T,

s LA A ‘—/l/*ﬁﬂj L ﬁ/}iii@ﬂ%f?ﬂ:@ﬂ‘f ) y_gﬁﬁ%gﬁﬁg?‘*é W, policyconfig I~
REMEHLET, sFCOVWTIE, 4EEA—LFITY -2 %L Ry NU—T DE A —
NTHDLEHRNENT-A v E—VE2 Ry T T55ER) o —0EKR 243 3—) 25
LTS IEEN,

ERAE
Ay b: o<y R lcommit] 2SMHETT,
PDSRAER . Z0av L RiE, I R_RTCOY U EF—F (TAH, TA—7, <~ v) TfF
HATxET,
NYFAIVER : Z0avr RiEZ LA A= VR EONy FEAXE R — L TWET, §EH
IZ DWW, helpimsandgraymailconfig avY REANLT, AT ~VTE2ERLTL
72 &0,

1
WIZ, T LA A=) & 2788k Es X OMntelligent Multi-Scan D% E D H &R LE T,

mail3.example.com> imsandgraymailconfig

Choose the operation you want to perform:

- GRAYMAIL - Configure Graymail Detection and Safe Unsubscribe settings
- MULTISCAN - Configure IronPort Intelligent Multi-Scan.

- GLOBALCONFIG - Common Global Configuration settings

[1> graymail

Graymail Detection: Disabled

Choose the operation you want to perform:

- SETUP - Configure Graymail.

[1> setup

Would you like to use Graymail Detection? [Y]> y
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Would you like to enable automatic updates for Graymail engine? [Y]> y

Graymail Safe Unsubscribe: Disabled
Would you like to use Graymail Safe Unsubscribe? [Y]> y

Graymail Detection and Safe Unsubscribe is now enabled. Please note: The global settings
are recommended only for your DEFAULT mail policy. To configure policy settings, use
the incoming

or outgoing policy page on web interface or the 'policyconfig' command in CLI.

[]> multiscan
IronPort Intelligent Multi-Scan: Disabled

Choose the operation you want to perform:
- SETUP - Edit Intelligent Multi-Scan settings.
[1> setup

IronPort Intelligent Multi-Scan scanning: Disabled
Would you like to use IronPort Intelligent Multi-Scan scanning? [Y]> y
Would you like to enable regional scanning? [N]> n

Intelligent Multi-Scan scanning is now enabled on the system. Please note: you must issue
the 'policyconfig' command (CLI) or Mail Policies (GUI) to configure

Intelligent Multi-Scan scanning behavior for default and custom Incoming and Outgoing

Mail Policies. This is recommended for your DEFAULT policy.

IronPort Intelligent Multi-Scan: Enabled
[1> globalconfig

Choose the operation you want to perform:
- SETUP - Configure Common Global settings

[1> setup

Increasing the following size settings may result in decreased performance.
Please consult documentation for size recommendations based on your environment.

Never scan message larger than: (Add a trailing K for kilobytes,
M for megabytes, or no letters for bytes.)
[1M]>

Always scan message smaller than: (Add a trailing K for kilobytes,
M for megabytes, or no letters for bytes.)

[512K]>

Timeout for Scanning Single Message (in seconds) :

[60]>
[1>

BEFD 7 LA A—JL L— L DA TR LET,

Mg 2o~ R lcommit] (TMEHD FH A,
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graymailupdate

B7LL]

ER7AE

1

incomingrelayc

B

ER7AE

w

IR Zpavy NI, TRTOYI U E—F (2%, TA—F <) Tff
HT&Exd,

NYyFaAIVF: Zoaxwy Ry TFELESR—-FLTWERA,

mail.example.com> graymailstatus

Component Version Last Updated
Graymail Engine 01.378.53 Never Updated
Graymail Rules 01.378.53#15 Never updated
Graymail Tools 1.0.03 Never updated

FECTI LA A= L— LOFEHFHEZERLET,

Mg Zoa< K lcommit] (THEHY FH A,

JIGAREE . Zoavr RiE, TRTOSYET—R (WTRE, T—F, <) Tff
ATxE7,

NYF ATV E: Zoa<xy RNy FERXEZYS R —FLTWEFA,

mail.example.com> graymailupdate

LT LA A= VRFHOBEZZRLET,

onfig

incomingrelayconfig =~ Ri&, HEY L —HiEE A X — 7 /LIC L TRET D72 OICfE
ALET, ROFITIE, FTEEY L—HiEE A X—7 /LI, 220U L—%EBIMLTHb,
—HEERL, b9 —HEHIBRLTWET,

MeE : o< KX lcommit] NHEETI,

JIGAREE . Zoavwr RiE, TRTOSYE—R (WTREZ, T—F, <) Tf
ATxEd,

NyF avwrRN:Zoa<wy NNy ITFEXEPR—FLTWEREA,
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mail3.example.com> incomingrelayconfig

Incoming relays: Disabled

Choose the operation you want to perform:

- SETUP - Edit update configuration.

- RELAYLIST - Configure incoming relays.

[1> setup

This command helps your Cisco IronPort appliance determine the sender's

originating IP address.

You should ONLY enable this command if your Cisco IronPort appliance is NOT

directly connected to the Internet as the "first hop" in your email

infrastructure.

You should configure this feature if other MTAs or servers are configured at

your network's perimeter to relay mail to your Cisco IronPort appliance.

Do you want to enable and define incoming relays? [N]> y

Incoming relays: Enabled

Choose the operation you want to perform:

- SETUP - Edit update configuration.

- RELAYLIST - Configure incoming relays.

[1> relaylist

There are no relays defined.

Choose the operation you want to perform:

- NEW - Create a new entry

[1> new

Enter a name for this incoming relay (Ex: "first-hop")

[1> first-hop

Enter the IP address of the incoming relay. IPv4 and IPv6 addresses are supported.
For IPv4, CIDR format subnets such as 10.1.1.0/24, IP address ranges such as 10.1.1.10-20,
and subnets such as 10.2.3. are allowed.

For IPv6, CIDR format subnets such as 2001:db8::/32 and IP address ranges such as
2001:db8::1-2001:db8::11 are allowed.

Hostnames such as crm.example.com and partial hostnames such as .example.com are allowed.
[1> 192.168.1.1

Do you want to use the "Received:" header or a custom header to determine the originating
IP address?

1. Use "Received:" header

2. Use a custom header

[11> 1

Within the "Received:" header, enter the special character or string after which to begin
parsing for the originating IP address:

[from]> [

Within the headers, enter the position of the "Received:" header that contains the
originating IP address:

[11> 1

There is 1 relay defined.

Choose the operation you want to perform:

- NEW - Create a new entry

- EDIT - Modify an entry

- DELETE - Remove an entry

- PRINT - Display the table

[]> print

Incoming Header Match

relay name: IP address: to parse: after: Hops:
first-hop 192.168.1.1 Received [ 1

There is 1 relay defined.

Choose the operation you want to perform:
- NEW - Create a new entry

- EDIT - Modify an entry

- DELETE - Remove an entry

- PRINT - Display the table

[1> new
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slblconfig

BILL]

Y

slblconfig .

Enter a name for this incoming relay
[1> second-hop
Enter the IP address of the incoming relay. IPv4 and IPv6 addresses are supported.
For IPv4, CIDR format subnets such as 10.1.1.0/24, IP address ranges such as 10.1.1.10-20,
and subnets such as 10.2.3. are allowed.
For IPv6, CIDR format subnets such as 2001:db8::/32 and IP address ranges such as
2001:db8::1-2001:db8::11 are allowed.
Hostnames such as crm.example.com and partial hostnames such as .example.com are allowed.
[1> 192.168.1.2
Do you want to use the "Received:" header or a custom header to determine the originating
IP address?
Use "Received:" header
Use a custom header
1> 2
Enter the custom header name that contains the originating IP address:
[1> x-Connecting-IP
There are 2 relays defined.
Choose the operation you want to perform:
- NEW - Create a new entry
- EDIT - Modify an entry
- DELETE - Remove an entry
- PRINT - Display the table

(Ex: "first-hop")

1.
2.
[1

[1> print

Incoming Header Match

relay name: IP address: to parse after Hops
first-hop 192.168.1.1 Received [ 1
second-hop 192.168.1.2 x-Connecting-IP n/a n/a

There are 2 relays defined.

Choose the operation you want to perform:
- NEW - Create a new entry

- EDIT - Modify an entry

- DELETE - Remove an entry

- PRINT - Display the table

[1> delete

1. first-hop: 192.168.1.1

2. second-hop: 192.168.1.2

Enter the number of the entry you wish to delete:
[1]1> 1

Incoming relay "first-hop" deleted.

There is 1 relay defined.

Choose the operation you want to perform:
- NEW - Create a new entry

- EDIT - Modify an entry

- DELETE - Remove an entry

- PRINT - Display the table

(>

T F~:L,~fﬁg){zh~j7]);i [ NAst Va4 !);(]‘%fggﬁzL/jiiro

G¥)

=7V AN Tyl VA RNEGULZER LT V94TV ATAR—TNIL, ZDha~v

Y REFATTOMENRD Y £,

Async0S 12.1 for Cisco Email Security Appliances CLI ') 77 L X #i4 K (—EEA) [}



avv R sEH |
B &mrz

ER7AE

WEE : Z0a<y R lcommit] IZMEH D FH A,

NyF awr R Zoawy Ry TFERXER—FLTWET,
NYFEK -4 R—F
Ny FRK

TR a—Vot—TVANTry I VAR TRXTOZ U M) %, HEDT 7 A VOBIED
TR LEEHLET,

slblconfig import <filename> <ignore invalid entries>

s filename : A >R — b TDMENH DT 7 A NVDLYLETL, T ANME TTIAT LV AD
/configuration 7 4 L' 7 N UICKANT HMLERH Y £,

- ignore invalidentries : MR T MU Z BB 50 E I aFEELET, [T (Yes) |
F721% vz (No) J .

NYyFERA-TH9AR—F

TR a2—HFDE—T VAN Ty I VA MNTRTOZL NI ETTI3AT U ADT 74V
=7 AR — s LET,

slblconfig export]

TS TAT AL, ROm4 A ZEH LT /configuration 7 ¢ L2 kU IZ CSV 7 7 A V&R
FLET,

slbl<timestamp><serial number>.csv.
Bl: t—2URKNTAYI VAT )DL VR—F

mail.example.com>

slblconfig

End-User Safelist/Blocklist: Enabled

Choose the operation you want to perform:

- IMPORT - Replace all entries in the End-User Safelist/Blocklist.
- EXPORT - Export all entries from the End-User Safelist/Blocklist.
[r>

import

Currently available End-User Safelist/Blocklist files:

1. slbl.csv

Choose the file to import from.

[1]1>

1

Do you want to ignore invalid entries? [Y]>

Y

End-User Safelist/Blocklist import has been initiated...
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Please wait while this operation executes.

End-User Safelist/Blocklist successfully imported.

Choose the operation you want to perform:

- IMPORT - Replace all entries in the End-User Safelist/Blocklist.
- EXPORT - Export all entries from the End-User Safelist/Blocklist.
[1>

VFIAIAR

antivirusconfig

i

ER7E

l

\}

ZIZTIE, RO CLI 2= RIZOWTEH L ET,

« antivirusconfig (45 ~<—737)
s antivirusstatus (47 ~X—)

« antivirusupdate (47 ~—2)

Anti-Virus N U > — &R ELE T,

e Zoa~< 2 i lcommit] NUNETY,

JIAREM . Zoa<w s KL, T R_RTCO~Y U ET—RK (92 F, IJ—F, <~ v) T
HTxET,

NyF avwryR:Zoavy NIy TFEXRETR—FLTWERA,

ROFITIX, antivirusconfig 2~V R&fEHA LT, AT A ET Sophos TAJVARAF ¥ &
ARXR—=T ML, ZALT U MEZOMIZTRELTWES, 7Ty 7 TF—h = Ty 77—
FHME, BLOF T a 07w Xy —_"ERET L HIEIZOW T, updateconfig (146
N—=) ERBRLTIEEN,

GE)

systemsetup I~ I“@gﬂé?fﬁﬂ—ﬂc:j/f N \/1}77%% I—ij‘ Lo T2 7/71: . antivirusconfig 2 ¥
VREPIODTETTLEEZCTA B ARKNERERINET, T4 B AZMITRE L2RT
FUZX, Sophos VA NVA AF vy U UNEIT T TA T VATA F—T MR /A,

mail3.example.com> antivirusconfig

Choose the operation you want to perform:
- SOPHOS - Configure Sophos Anti-Virus.

- MCAFEE - Configure McAfee Anti-Virus.
[1> sophos
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Sophos Anti-Virus: Disabled

Choose the operation you want to perform:

- SETUP - Configure Sophos Anti-Virus.

[]> setup

Sophos Anti-Virus scanning: Disabled

Would you like to use Sophos Anti-Virus scanning? [Y]> y
(First time users see the license agreement displayed here.)

Please specify the Anti-Virus scanning timeout (in seconds)
[60]> 60

Would you like to enable automatic updates for Sophos engine? [Y] > Y
Sophos Anti-Virus scanning is now enabled on the system.

Please note: you must issue the 'policyconfig' command (CLI) or Mail

Policies (GUI) to configure Sophos Anti-Virus scanning behavior for default and custom
Incoming and Outgoing Mail Policies.

This is recommended for your DEFAULT policy.

Sophos Anti-Virus: Enabled
Choose the operation you want to perform:

- SETUP - Configure Sophos Anti-Virus.
[1>

Anti-Virus IDE QD R

AsyncOS Tlx, 77 IA TV ANL 7 a— R LT v FUANVA 7 =F v (IDE 7 7 A
V) DFFEMIRAT —Z A &R TEET, ZOEMAZR T 5I21EL, antivirusconfig ->
detail ¥ 7 a~wy FEMHLES, KICHEZRLET,

mail3.example.com> antivirusconfig
Choose the operation you want to perform:
- SOPHOS - Configure Sophos Anti-Virus.

- MCAFEE - Configure McAfee Anti-Virus.
[1> sophos

Sophos Anti-Virus: Enabled

Choose the operation you want to perform:
- SETUP - Configure Sophos Anti-Virus.

- STATUS - View Sophos Anti-Virus status.
- DETAIL - View Sophos Anti-Virus detail.
[1> detail

Sophos Anti-Virus:

Product - 3.87

Engine - 2.25.0

Product Date - 01 Nov 2004

Sophos IDEs currently on the system:

'Mkar-E.Ide' Virus Sig. - 23 Dec 2004 01:24:02
'Rbot-Sd.Ide' Virus Sig. - 22 Dec 2004 19:10:06
'Santy-A.Ide’ Virus Sig. - 22 Dec 2004 06:16:32
'Bacbanan.Ide’ Virus Sig. - 21 Dec 2004 18:33:58
'Rbot-Sb.Ide' Virus Sig. - 21 Dec 2004 14:50:46
'Rbotry.Ide' Virus Sig. - 21 Dec 2004 06:13:40
'Sdbot-Si.Ide’ Virus Sig. - 20 Dec 2004 20:52:04
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'Oddbob-A.Ide’ Virus Sig. - 19 Dec 2004 23:34:06

'Rbot-Rw.Ide' Virus Sig. - 19 Dec 2004 00:50:34

'Wortd.Ide' Virus Sig. - 18 Dec 2004 07:02:44

'Delf-Jb.Ide' Virus Sig. - 17 Dec 2004 22:32:08
[...command continues...]

antivirusstatus

R
Anti-Virus A7 — X A& FKRLET,

ERAE
B - oo~ R lcommit] (THEHY FH A,

JGAREE . Zoavwy RiE, TRTOYEFT—F (WFRE, T—F, =) Tff
ATxEd,

NyF avwrs R Zoavy Ry FELZdR—FLTWEEA,

1

mail3.example.com> antivirusstatus
Choose the operation you want to perform:

- MCAFEE - Display McAfee Anti-Virus version information
- SOPHOS - Display Sophos Anti-Virus version information
[1> sophos
SAV Engine Version 3.85
IDE Serial 2004101801
Engine Update Mon Sep 27 14:21:25 2004
Last IDE Update Mon Oct 18 02:56:48 2004
Last Update Attempt Mon Oct 18 11:11:44 2004
Last Update Success Mon Oct 18 02:56:47 2004

antivirusupdate

2t A
U A N AERE FHTHEHLET

ERAE
MEE : ZOa<y KIZ Tcommit] 1ZMEH D FH A,

JITALER  ZDavwy R~y T— R TORMEHATEET, &EHIZ, Zoa~vy Fidn
TAYFRARN (—FRa A Limviy) TOMERTEET,

NyF aw s F:Zoavwy RNy FEREZ PR —FLTWWERA,
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commit

B
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1
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mail3.example.com> antivirusupdate

Choose the operation you want to perform:

- MCAFEE - Request updates for McAfee Anti-Virus
- SOPHOS - Request updates for Sophos Anti-Virus
[1> sophos

Requesting update of virus definitions
mail3.example.com>

74 DEHE

T, KO CLL 3wy Rz oW TH L £,

e commit (48 ~—2)

« commitdetail (49 ~<—3)

« clearchanges ¥ 7213 clear (49 ~<X—)
shelp 7213 h £721% 2 (50 <—)
s rollbackconfig (50 ~X—737)

e quit £7213 q FolT exit (51 ~X—)

EHEMELET, commit 2~ FOED AL NOANMMEETT,

B 7 L

JGAREE . Zoavr RiE, TRTOY U EFT— R (WFRE, T—F, =) Tff
ATxEd,

NyF avwrs R Zoavy Ry FELZR—FLTWEEA,

mail3.example.com> commit

Please enter some comments describing your changes:

[1> Changed "psinet" IP Interface to a different IP ad dress

Do you want to save the current configuration for rollback? [Y]> n
Changes committed: Fri May 23 11:42:12 2014 GMT
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commitdetail .

commitdetail

aBA
etk DWEEIC T % R 2 L 29

ERAE
Fe® : Za<y K Tcommit] 1ZMEH D FHA,

JIGALEH  Zoa<vy N, T R_RTCOY U E—FK (PTRZ, IA—F, <) T
ATc&EEd,

NyF awrR: Zoa<wy RNy ITFEXEZR—FLTWHWEREA,
151

mail3.example.com> commitdetail
Commit at Mon Apr 18 13:46:28 2005 PDT with comments: "Enabled loopback".
mail3.example.com>

clearchanges & 7=Id clear

5ER
clear 2~ Ki%, commit F721% clear 2~ 2 NRRBIZEIT SINZLIEICER TR L Tird
NEEEET XTIV T LET,

ERAE
FE® : Z0Oa<y K lcommit] 1ZMEH D FH A,

JIGAREM . Zoa<w s RiE, TR_RTCO~Y U ET—R (UF92F, IJ—F <~ v) T
AcExd,

NYyFaAvo R Zoa<wry NIy FELXSEZ TR —F L TOHERA,
151

mail3.example.com> clear

Are you sure you want to clear all changes since the last commit? [Y]> y
Changes cleared: Mon Jan 01 12:00:01 2003

mail3.example.com>
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help EZ7z1d h F7=(X?

&R
help 2~ RZFEITT 5 L, EHAERERTXTOCLI a2~y RRERIN, Fa~r ROff
HAHHEZSBTEET, helpa~r Nid, o~ R 7a 7 M Thelp & AT 570, 56/
) Z1HOADLTHETTEET,

FERAE
Mg : 0o~ R lcommit] (THEH FH A,

JIGAREE . Zoavwr RiE, TRTOSYE—FR (WTRE, T—F, <) Tff
ATxEd,

NYyFaAIVF: Zoaxwy Ry FELEZSR—-FLTOWERA,
151

mail3.example.com> help
Displays the list of all available commands.

rollbackconfig

rollbackconfig =~ FZEMT 5L, EHANHME LIZI0DRED I B 1DE2E—/L 3y
7 TCEET,

ERRGE
fe® : Zoa~y Rk lcommit) BAMETT,
JITARER  ZDav s RiFvyy E— RTOMEATEET,
NyFAIVKR: Zoavr IRy FELEF AR — ML TWEREA,

1

mail.example.com> rollbackconfig
Previous Commits:

Committed On User Description
1. Fri May 23 06:53:43 2014 admin new user
2. Fri May 23 06:50:57 2014 admin rollback
3. Fri May 23 05:47:26 2014 admin
4. Fri May 23 05:45:51 2014 admin edit user
Enter the number of the config to revert to.
[1> 2
Are you sure you want to roll back the configuration? [N]> y
Reverted to Fri May 23 06:50:57 2014 admin rollback

Do you want to commit this configuration now? [N]> y
Committed the changes successfully
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quit F 7= (3 q F7F=[E exit .

quit £ =& q F 7= exit

a8

ER7AE

1

quit 2~ REETTHE, CLIT Y r—yarhbulZ 77 hLET, BESH TV
WEREATITZ V7 ENET, quit 2~ NEEFA—EECIIEELEYA, »TT D
MIvZ 77 A MCEERENET (exit DAL, quit DAL ERLTTY)

MeE - oo~ R lcommit] (TMHEH FH A,

JIGAREE . Zoavwr RiE, TRTOSYE—R (WTREZ, T—F, <) Tf
ATxEd,

NYyFaAIVF: Zoa<xy Ry FELEZSR—FLTWERA,

mail3.example.com> quit

Configuration changes entered but not committed. Exiting will lose changes.
Type 'commit' at the command prompt to commit changes.

Are you sure you wish to exit? [N]> ¥

a4 XaL—23r 774 ILOEE

loadconfig

BILL]

\}

ZITHE RO CLE Z v FIZOWTHALET
« loadconfig (51 ~<—%)
« mailconfig (53 ~<X—3)
s resetconfig (53 ~<X—)
« saveconfig (54 ~—)
» showconfig (55 ~—73)

a7 4 Fal—ary ITrAfEu— R LET,

GE)

7 T AZESNIZ= T ~ORED T — FE GUI 2T 2 58I OB R—FShET,
FNEIZ WU, [User Guide for AsyncOS for Cisco Email Security Appliances] %ML CTL 72
é 1( \O
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He® : Z o<y Kt Tcommit] 2AH43ETI,

JGAREE . Zoawy RiE, TRTOYEFT—F (WFRE, T—F, <) Tff
ATxEd,

NYF AR Zoa~vy RNy FEXLEZVPR—FLTWERTA,

ZOBTIEH, FTLnar T 4 FXFal—yary Iy AEa—RERnb A R—FLE
7,

mail3.example.com> loadconfig

1. Paste via CLI

2. Load from file

[11> 2

Enter the name of the file to import:

[1> changed.config.xml

Values have been loaded.

Be sure to run "commit" to make these settings active.
mail3.example.com> commit

Please enter some comments describing your changes:
[1> loaded new configuration file

Do you want to save the current configuration for rollback? [Y]> n
Changes committed: Fri May 23 11:42:12 2014 GMT

TOFITIE, HLWwar T 4 Xalb— gy IrAEavy R T4 U AZEELY £
(ZZEEATTCul+D T LBV a~ > R TLET) . RIZ, VAT ALY M T v
AP —FREHHLT, 774V EFDFRA M, IPT FLA, BIOS— My oA EREET
LET, mEIC, EELHELET,

mail3.example.com> loadconfig
1. Paste via CLI
2. Load from file
[11> 1
Paste the configuration file now.
Press CTRL-D on a blank line when done.
[The configuration file is pasted until the end tag
</config>
Control-D is entered on a separate line.]
Values have been loaded.
Be sure to run "commit" to make these settings active.
mail3.example.com> systemsetup
[The system setup wizard is run.]
mail3.example.com> commit
Please enter some comments describing your changes:
[1> pasted new configuration file and changed default settings via
systemsetup
Do you want to save the current configuration for rollback? [Y]> n
Changes committed: Fri May 23 11:42:12 2014 GMT
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mailconfig

B2LL]

ERAE

1

\)

mailconfig .

WEET A MT HBEIL, mailconfiga~ > REMAL T, systemsetup a<y RCERRL
TEZDNY DUV AT LRET —F BT A MEFA— N ELELICRETEET,

Fe® : Zoa<y K2 Tcommit] 1ZMEH D FH A,

PIGRARER . Zpa<vy N, X TOYrE—F (F9R&2, TA—F <) T
ATxE7,

NYyFaAv R Zoavry NIy FEXREZR—FLTOERA,

mail.example.com> mailconfig

Please enter the email address to which you want to send the configuration file.
Separate multiple addresses with commas.

[1> user@example.com

Choose the passphrase option:

1. Mask passphrases (Files with masked passphrases cannot be loaded using loadconfig
command)

2. Encrypt passphrases

3. Plain passphrases

[1]1> 2

The configuration file has been sent to user@example.com.

FIRARIBEZR A —LiR w7 AR EZEEL T, VAT LTHRY hU—7 RIZETFA—ILVEEE
TEAHZ L EMERLET,

GE)

resetconfig

i

X2 VT 4 BT B0, TTT7A4T v ADMET — X O34k % fipsconfig =~ > K
TA F—T WM LTS EA . Plain passwords 47 > a VA TE 8 A,

TTTAT AR ET DR, Hjﬁﬁ@?ﬂ@%?Tﬁ‘\&)ﬁ TR B NGAER S D
7, resetconfig =T~ ML, X TDF Efﬁ%ﬂjﬁﬂ%ﬁ@%ﬂﬂﬁﬁ VY bLET, Z0=
~ Y REFATT 2 EITRERWZD, 2=y NEBEIT 560, REOMBEZ RRT 5 i
%®$&kbf®&ﬁ%bf<ﬁéwomWwMgﬂv/F@%ﬁ% CLLIZH#E L T D
systemsetup 2~ R&FE(TT5HZ L AHEREL £,
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GE)  resetconfig A~ Rit, T IA TV ANFT T T4 RIEICH D & XIZOHBMELET,
resetconfig 2~ RMWE T 5 &, systemsetup 2~ REFHRITTHHITH-THLT I T4
T U ARIHENCA T A RREIZIR Y £37, resetconfig =~ REFEITT HRNICE A —/V
DOFEENHWr ST EE 13X, resetconfig 2~ > RNFE T Lz & SITE T A —/VOERE DI HRIT
ShET,
fBIR  resetconfig 2~ REFE(TTHE, TRTOFXR Y hT—FFENHMEET 7 4+ /L MEIZKE D £
To BRIZL > TE, CLINGYWISh, 77747 AR T DO Lz —E A
(FTP, Telnet, SSH., HTTP, HTTPS) M7 4 & — 7 /LI &, userconfig 2~ > K THERL L 7=
BNO2—F T H o bBEIBRENET, Z0a<wr NiE, YITA A F—T oA A%l
MT 20, E£72ET 740 FO Admin 21— T 7 2 FINBEBR— F EOT 7 40 FiRE
ZAEH LT CLLICHE#R CE RWEa il Lan Tl Eany,
ERRGE
e Zoa<y NI Tcommit] IX4EHY XA,
JIZAREH  ZDav s RFv vy E— R TOMEATEET, IHIZ, ZOavy Ninr
TAURAN (=R s A Liz~vyy) TORMEATEET, Zoa~r Ra#HAT5
WZiE, 2= IV T 7 AN VAT HIT IV EATELDLERDH Y £,
NyF aARUE: Zoavy FEAy FERESR— LT ERA,
l
mail3.example.com> suspend
Delay (seconds, minimum 30) :
[30]> 45
Waiting for listeners to exit...
Receiving suspended.
Waiting for outgoing deliveries to finish...
Mail delivery suspended.
mail3.example.com>
resetconfig
Are you sure you want to reset all configuration values? [N]> Y
All settings have been restored to the factory default.
saveconfig

B

saveconfig =~V NI, —BEDO7 7 A NVALEEHLCary74X¥al—vary 77 (V%
configuration 7 4 L' 7 h VIZIRIFL £ 7,
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\}

mans

G¥)

ERAE

1

\}

TR LTERREOSE ., Zoavy NiX, B8R/ TAIREERFLET, 77 A2k
Lz~ Comavwy REFETTAICE, 2074 X2l —aryET— K27 TAXIZEE
Li‘g—o

M€ - 2o~ K lcommit] (THEH Y FH A,

JIGAREH  Zpavy NI, TRTOYE—R (T2 Z, IA—F, <2 v) TF
ATc&EEd,

NYyFaAIV R Zoavy RNy FEXLEZSR—FLTOERA,

WOBITIE, a7 4Xalb—ar 774 NVD/RAT L—X IS &4, configuration
TALZ PVIRIFESNET,

mail.example.com> saveconfig

Choose the passphrase option:

1. Mask passphrases (Files with masked passphrases cannot be loaded using loadconfig
command)

2. Encrypt passphrases

[1]1> 2

File written on machine "mail.example.com" to the location
"/configuration/Cl100V-4232116C4E14C70C4C7F-7898DA3BD955-20140319T050635.xml1".
Configuration saved.

GE)

showconfig

Bk

ER7E

VT 4 BRIET BB, T T IA T AOHET — 2 Ol BL% fipsconfig =~ > I
TA F—T WM LTV 5 EA . Plain passwords 47 > a VA TE 8 A,

showconfig 2~ NiE, BIEOREABHEIZH I LET,

e oo~y R Tcommit] IZMEHD FH A,

JIGRARER - Zpavy RNE, TRTOYyEFT— R (oA, TA—TF <) Tff
HT&xET,

NYyFaAvo R Zoavwy IRy FELXEZR—F L TOHEREA,
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ROFITIE, BEN CLIICEK RSN, REDNAT L—=AFH S LS THET,

mail.example.com> showconfig

Choose the passphrase display option:

1. Mask passphrases (Files with masked passphrases cannot be loaded using loadconfig
command)

2. Encrypt passphrases

3. Plain passphrases

[1]1> 2

<?xml version="1.0" encoding="ISO0-8859-1"7?>

<!DOCTYPE config SYSTEM "config.dtd">

<l--
Product: Cisco Cl00V Email Security Virtual Appliance
Model Number: C100V
Version: 9.0.0-038
Serial Number: 4232116C4E14C70C4C7F-7898DA3BD955
Number of CPUs: 2
Memory (MB): 6144
Current Time: Wed Mar 19 05:30:05 2014
-—>
<config>
<l--

R R R R R R R R R R I I R I R R R R R R R R R R R R R R I R R R I I E h E h h E E E 3 b b b E IE b b 3 b

* Network Configuration *
ER R R R R R R R R R I I R I R R R R R R R R E R I R R R R R R E R I E E h b E E E b b h E E E Sk b b b b

-->[The remainder of the configuration file is printed to the screen.]

G¥)

X2 )T 4 BIET D0, T T7A T 2 ADOKET — 4% Ol 51t % fipsconfig 2~ > K
TA =TI LT 54 Plain passwords 47" > a3 VFEH T A,

NERERL D 4« — FZHE S HCiscoEA—)LtEX 1) T+«
F—FrY91T A DKE

s threatfeedconfig (56 ~*—7)
s threatfeedstatus (58 ~X—1)

s threatfeedupdate (59 ~X—77)

threatfeedconfig

S (57 =)
fEAE (57 =)

o il ANERERL T 4 — RV — 20BN (57 2—)
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58

anh

Threatfeedconfig 2~ NIZIRDOEMTHEHINET
*CiscoEA— N EX2 T 4 '~ UV x2A TCETF V0 2HMELET,
*CiscoBEA—L X227 45— V= TETF V—RAEZRELET,

ERE
BT : Z0a<r KL lcommit] 2ASLETT,

HDISRAEIR: Zoavwr NI, T _XTCOYrFT—FK (UFREZ, TL—7F, <) T
HTXxE9,

NYyFaAv R Zoavy NIy FELXLEZ R —F L TOERA,

Bl ABER T —F T UDEMIE

WOBIT, setup V7 a~r REFEMATHE, CiscoEA—VEF¥2 VT 4 #F— 7 xA CTETF
TV ERIMETEET,

mail.example.com> threatfeedconfig

Choose the operation you want to perform:
- SETUP - Configure External Threat Feeds.
- SOURCECONFIG - Configure an external threat feed source.

[1> setup

External Threat Feeds: Enabled

Would you like to use External Threat Feeds? [Y]> yes

Do you want to add a custom header to the message in the case of an External Threat Feeds
Lookup Failure? [N]> yes

Enter the header name:

[X-IronPort-ETF-Lookup-Failure]>

Enter the header content:

[true]>

Choose the operation you want to perform:

- SETUP - Configure External Threat Feeds.

- SOURCECONFIG - Configure an external threat feed source.

[1>

Bl NEREE D « — F V—ARDIEM

ORI T, sourceconfig W7 a~ REMHHTHE, CiscoEA— N X2 T 0 F—FUx
A CETF Y — A% BINTE %7,

mail.example.com > threatfeedconfig

Choose the operation you want to perform:

- SOURCECONFIG - Configure an external threat feed source.
[1> sourceconfig

Choose the operation you want to perform:

- ADD - Add a Source.

- LIST - List out all the sources.

- DETAIL - Get detailed information about a source.
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- EDIT - Edit a source.

- SUSPEND - Suspend a source.

- RESUME - Resume a source.

- DELETE - Delete a source.

[1> add

Choose the operation you want to perform:

- POLL URL - Add an external threat feed source using the polling path and collection
name.

[1> poll url

Enter a name for the external threat feed source:

[1> test_source

Enter a description for the external threat feed source (optional):

[1> test_source

Enter the host name for the external threat feed source:

[1> hailataxii.com

Enter the polling path for the external threat feed source:

[1> /taxii-data

Enter the collection name for the external threat feed source:

[1> guest.Abuse_ ch

Enter the polling interval:

The polling interval can be an alphanumeric value that consists of a combination of
minutes, hours, or days followed by 'm','h' or 'd' suffixes. The numeric

values that are not entered with a suffix are considered as minutes by default. The
minimum value is 15 minutes.

[60m]> 30

Enter the age of the threat feed:

The value for the age must be between 1 and 365 days. Enter the age of the threat feed
that you want to fetch from the TAXII server. For example, if the age

is 30 days, the appliance fetches all threat feeds whose age is up to 30 days only.
[301> 20

Enter the time span for each poll segment:

The age of threat feeds for a poll can be split into different poll segments based

on the time span entered.

The minimum time span for a poll segment is 1 day. The maximum time span for a

poll segment is the value entered in the 'Age of Threat Feeds' field.

For example, if the age of the threat feeds is 30 days and the TAXII server has a fixed
limit on

the age of threat feeds (for example, '20 days'), enter the fixed limit, which must be
less than

the age of the threat feeds configured on your appliance.

[30]1> 5

Do you want to use HTTPS? [Y]> yes

Enter the polling port:

[443]> 443

Do you want to use a proxy server for the threat feed source? [N]> no

Do you want to configure user credentials for the external threat feed source? [Y]> no
test_source successfully added.

threatfeedstatus

At (59 R—)
ML (59 ~—2)

il BB T 4 — R = D OBIEONR—T 3 U DOFERR (59 X—)
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& BA
threatfeedstatus 2~ o REFEHAT AL, ETFZ PV DOBEDONR—Tg VAR RTE F9,
ERE

FEE : 2Dz~ NIZ commit 1ZM43EH Y £ A,

PDSRAER . Zoa~vr NI, I R_XTCO~VV > E—R (FTRAE, IN—7, v ) Tff
Ac&EEd,

NYF ARV K ZOavy FENy FEREZYR—FLTHEEA,

Bl ABEBERH T4 —F TP VD|ED/N—2 3 VDR

WODOH] T, threatfeedstatus 2~ RZfEHAT 5 L, ETF = YV OBEDONR— g U 2R

TEET,

mail.example.com> threatfeedstatus

Component Version Last Updated

External ThreatFeeds 1.0.0-0000001 2 Jul 2018 04:22 (GMT +00:00)

threatfeedupdate
CHT (59 5— )
A (59 )
Bl SNEIK T 4 — K =V OFEBEG (59 X—)

&EA
threatfeedupdate I~ K&fEH3 5 &, ETF I‘/?/V%%@JTE%ET% iTo

EAZE
FEE : Zoa~< 2 NiZ commit IV EDH Y £H A,

HSRAEE : —Da<vr NI, $R_RTOI U ET—RF (53R, T—7F, < v) T
Ac&EEd,
NYF AT R Zoa<wr RNy FEXREZR—FLTWEFA,

Bl : NERBE 74— IO UDFENEH
ORI T, threatfeedupdate 2¥ 2 REMFHTH L, ETF = VU2 FEITHEH CXE T,

mail.example.com > threatfeedupdate

Requesting check for new External Threat Feeds updates.
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DS5RAIDEE

T, RO CLI 2= RIZOWTEH L ET,

s clusterconfig (60 ~<—13)

clusterconfig

Bl
clusterconfig =~ N, 7 7 AXEHEORELIEET DO LET, 77 AZIT
J& L T~ T clusterconfig & F4T L7236 1E, BEfFO 7 7 A ZIZSNT 50, FHLw
I T AR ENERT DI ERINTE £,

clusterconfig 2~ FiZiX, ROV T a~r FAAESNTWET,
EVSARE aATUKR
Woa<wy NiE, Z7I3AZITBLTOWARWESICHERTEE1,

s clusterconfignew <name> : f8E S ARITH LWY T AX B{ER LET, ZO~ I 03,
ZD7 T AZBEIO MainGroup) EFMEHINDT 74N DT TAZ T)V—TD AN
B0 ET,

<name> : H LW\ T A X DA,

* clusterconfig join [--port=xx] <ip_of_ remote_ cluster>
[<admin_password>]<groupname>: ZD~ & 7 T AZ|TEMLET,
51D
<ip_of remote_cluster>: 7 7 AZNDRHO~ D IP T KL A,
<admin_password > : 7 7 A Z D admin /XA U — R, CCS ZH LTV 7 AX BT D
Ba.

ZDONRTA—=ZEIRET HLETH Y A,
<groupname> : T 5 7 /V—F DA H,
<port> : FEfE T H YV E—h = DR— K (F7 4V ME22) .

* clusterconfig prepjoin print

DT CCSAR— MREATY T AZIZEBIMEIEE1-0DOUEGICLERIFEREF L
F9,

P93RB ATk
RDOa~ X, 77 AZITRLTOW LB TE £,
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« clusterconfig addgroup <groupname> : H L\ 7 T A X F—T B L ET, ZA—71%
AUNPEENTORWEDREETIER S E T,
» clusterconfig renamegroup <old_groupname> <new groupname> : 7 7 A ¥ 7 )L — T D4 %

» clusterconfig deletegroup <groupname> [new_groupname] : 7 7 A ¥ J L —7F&HIEEL £7,

<groupname> : HIfR$ % 27 7 X &% 7 —T D4,
<new_groupname> : JTD 7 IV —T D~ U EIBINT DI T AL T)—T,

« clusterconfig setgroup <machinename> <groupname> : ¥ ' U WNET 5 7N — T ERE (£
IIEHE) LT,
<machinename> : FXET D~ ¥ D4R,
<groupname> : ¥ ¥ U EKIET DI N—T,

» clusterconfig removemachine <machinename> : 7 7 A& b~ U AHHIFR L £,

« clusterconfig sethame <name> : 7 7 A ¥ DA R Z 5 E SV BINCEE LET,

* clusterconfig list : BITEY 7 AZIZB L TCWVWAH TR TOV VU EERRLET,

» clusterconfig connstatus : BIfE7 7 AZIZFE L TWAHTRTOV I E2FpR L, YISz
v DN—T 4 VT DA BN E T,

« clusterconfig disconnect <machinename> : ~ ¥ & —HFIIZ 7 7 A X LUK L £97,
<machinename> : BIWr7~ %~ > D44,

» clusterconfig reconnect <machinename> : [disconnect] =~ NiZ L -> THIMrs LTz~
vk OERiEETLET,

» clusterconfig prepjoin new <serial number> <hostname> <user key> : CCS A" — MR T2 7 A

ZIZBMTHHLVEA M&ZBIMLET,

<serial_number> : BT 5~ DY T AER,

<hostname> : JBINT 5~ L DARA MM,

<user key> : B/~ 5 [prepjoin print] =~ NI &> CTHS &7z SSH = —
%

» clusterconfig prepjoin delete <serial numberfhostname> : IBIIXIZR & L THE I N TV A A
k% [prepjoinnew] =~ RGHIBRLET, ZONTFA—=FPNE L 2L O1E, % TR
ARNZBMLARNWZ LIZ LS ERT T, AA MPEFICT ZAZIZBNSD &, €
DR A O prepjoin fHE#HA HBEFIZHIPR S AL E T,
ERAE

e : O~ RIZ Tcommit) (Z4EH Y EHA,

JIABER  ZOavy NI TAZ E— R TORMATE £,

NyFaAIVEK: Zoavy FERNyFERE P R—FLTWEEA,
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l

clusterconfig =~ > K & ZOEHAFIEOFHBINZOWTIL, [ User Guide for AsyncOS for Cisco Email
Security Appliances] #ZM L T 72 &0,

T—REKRDILE

2T, ROCLL vy RIZoWTHHALET,

s dlpstatus (62 ~X—73")
s dlpupdate (62 ~—3)

dipstatus
DLP = ¥ DERA—T 5 EHR,
A\

(GE)  dilpstatus =~ RZEHT SHEIIZ, GUI O DLP Global Settings ~~— T DLP Za%/E L Tk
SBRERHY £,

FERAE
Mg oo~ R lcommit] (THEHY FH A,

JIARER . ZDa<w R, VIAZ, T—TF, £~ 08T — N CTHEATEF
j—o

NYyFaAIVF: Zoaxwy RNy TFELESR—FLTWHERA,

1
mail.example.com> dlpstatus
Component Version Last Updated
DLP Engine 3.0.2.31 Never updated
dipupdate
B
DLP = Vv HHLET,

(¥) dlpupdate =~ R&fEMHF 5HHIIZ. GUI @ DLP Global Settings ~<—3"C DLP Z % E L Tk
SWHERHY FT,
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ER7AE

Ny FER

1

mans

FeE  Zoa<r R lcommit] IZMNEHD FH A,

JIAZER  Zoa<vy N 7 IRE IV—T FREFT I UOFE— FTHATEE
R

Ny F AT kR Zoa~vy RNy FEXREZ Y R—FLTWET,

EEMMEHENRWIES TY dlpupdate =~ > KON FIEAA DLP — > 2 0 & JiH B9 8
LET,

dlpupdate [force]

mail.example.com> dlpupdate
Checking for available updates. This may take a few seconds..

Could not check for available updates. Please check your Network and Service Updates
settings and retry.

Choose the operation you want to perform:

- SETUP - Enable or disable automatic updates for DLP Engine.
[1> setup

Automatic updates for DLP are disabled

Do you wish to enable automatic updates for DLP Engine? [N]> y
Choose the operation you want to perform:

- SETUP - Enable or disable automatic updates for DLP Engine.

1>

FAA ISR B

ZZTHL KO CLL vy RIZon TR LET,

+ domainrepconfig (64 ~X—73")
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. domainrepconfig

domainrepconfig

2558
domainrepconfig I ]\%@{'ﬁﬁjﬂé L. AL ‘/{ﬁﬂﬂ‘ DI %‘fﬁzﬁkf:é‘ ijﬂo

EAZE
FEE : Zoa< 2 FiL lcommit) NHLEETY,

HDISRAER: Z0a<vwr NI, T _XTCOYrFT—FK (UFREZ, TL—7F <) TfF
HATxET,

NYyF AT R Zoa<wy RERNyFERXEZFFR— L TWET, FEHIZOWVWTIL, help
domainrepconfig A< 2 REATTLT, 41T ~TERRLTL fiéb\o

1
/j{@ﬁuf\ domainrepconfig ¥ }‘gfﬁfﬁﬁjﬂé L . RAA \/WJ% U b %VEEJZT% iTo
mail.example.com> domainrepconfig

Would you like to configure an exception list for Sender Domain Reputation and
External Threat Feeds functionality? [N]> yes

Select the domain only address list to to be used for Sender Domain Reputation
and External Threat Feeds functionality

1. addr list

[1]1> 1

SMIMEtX21!) T4 HY—EX

smimeconfig
Bl

RETeT7 A0, BAF—ORERLE. SMIME OFRELZHRELET,
ERAE

Me® : ZDa<y Kt Tcommit] 2AMHEETI,

JIAAER  Zoa<w R, 3 R_CTO~ U EF—F (P T7RAF, J—7, =) T
HTx £,

NyF avr P Zoavy Ay FEREFR— L T0EEA,
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c B LK BALDTZODEET 1 T 7 A VDIER (65 X—)
« B SAL DA F—DBEM (66 =X—)

EREBSED-ODEETOT 71 LD
KOFITIX, SIMIME ZET2EZA B LU LA v B =V ORET 07 7 A L2 BTk

R L TWET,

mail.example.com> smimeconfig

Choose the operation you want to perform:

- GATEWAY - Manage S/MIME gateway configuration.
[1> gateway

Choose the operation you want to perform:

- VERIFICATION - Manage S/MIME Public Keys.

- SENDING - Manage S/MIME gateway sending profiles.
[1> sending

Choose the operation you want to perform:

- NEW - Create a new S/MIME sending profile.

- EDIT - Edit a S/MIME sending profile.

- RENAME - Rename a S/MIME sending profile.

- DELETE - Delete a S/MIME sending profile.

- IMPORT - Import a S/MIME sending profile from a file
- EXPORT - Export a S/MIME sending profile to a file
- PRINT - Display S/MIME sending profiles.

[1> new
Enter a name for this profile:

> hr_sign_and encrypt

1. Encrypt

2. Sign

3. Sign/Encrypt

4. Triple

Enter S/MIME mode:

[2]1> 3

1. smime signing

Select S/MIME certificate to sign:

[11>

1. Detached

2. Opaque

Enter S/MIME sign mode:

[11>

1. Bounce

2. Drop

3. Split

Enter S/MIME action:

11> 3

Choose the operation you want to perform:

- NEW - Create a new S/MIME sending profile.

- EDIT - Edit a S/MIME sending profile.

- RENAME - Rename a S/MIME sending profile.

- DELETE - Delete a S/MIME sending profile.

- IMPORT - Import a S/MIME sending profile from a file
- EXPORT - Export a S/MIME sending profile to a file
- PRINT - Display S/MIME sending profiles.

[1> print

S/MIME Sending Profiles

Name Certificate S/MIME Mode Sign Mode Action

hr sign a smime signing Sign/Encrypt Detached Split

Choose the operation you want to perform:
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- NEW - Create a new S/MIME sending profile.

- EDIT - Edit a S/MIME sending profile.

- RENAME - Rename a S/MIME sending profile.

- DELETE - Delete a S/MIME sending profile.

- IMPORT - Import a S/MIME sending profile from a file
- EXPORT - Export a S/MIME sending profile to a file

- PRINT - Display S/MIME sending profiles.

(1>

BES{ED ARy —nEm

WIZ, A=V OREEALDT=DIZ, T T4 T v AZZEH D S/MIMEGEHAED /AR ¥ —%
BT 562 R~LET,

mail.example.com> smimeconfig

Choose the operation you want to perform:

- GATEWAY - Manage S/MIME gateway configuration.

[1> gateway

Choose the operation you want to perform:

- VERIFICATION - Manage S/MIME Public Keys.

- SENDING - Manage S/MIME gateway sending profiles.

[1> verification

Choose the operation you want to perform:

- NEW - Create a new S/MIME Public Key.

- IMPORT - Import the list of S/MIME Public Keys from a file.
[1> new

Enter a name for this profile:

> hr signing

1. Import

2. Paste

Choose one of the options for the certificate introducing:
[2]1>

Paste public certificate in PEM format (end with '.'):

MIIDADCCAlygAwIBAGIBDTANBgkqhkiGIwOBAQUFADCB1ELMAKGALIUERBhMCSU4x
CzAJBgNVBAG. . .

C=IN, ST=KA,L=BN, 0=Cisco,0U=stg,CN=cert for enc,emailAddress=admin@example.com
Choose the operation you want to perform:

- NEW - Create a new S/MIME Public Key.

- EDIT - Edit a S/MIME Public Key.

- RENAME - Rename a S/MIME Public Key.

- DELETE - Delete a S/MIME Public Key.

- IMPORT - Import the list of S/MIME Public Keys from a file.

- EXPORT - Export the list of S/MIME Public Keys to a file.

- PRINT - Display S/MIME Public Keys.

[1> print

S/MIME Public Keys

Name Emails Domains Remaining
hr signin admin@vm30bsd0008.ibga dns.vm30bsd0008.1ibga 145 days

ALY F—
ZZTIE, D CLI a< RIZHOW T L9,

+ domainkeysconfig (67 ~X—1)
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domainkeysconfig .

domainkeysconfig

B2LL]

DomainKeys/DKIM O R — k&R E L 7,

ERAZE
M€ : Zoa< KX lcommit] 2NHHEETY,

ISRABEM . Zpavy NI, TR_RTOIYEFT—F (UFREZ, TA—F, <) T
ATxEd,

NyF avws N Zoavwy NNy FEXREZPR—FLTHET,
A

GE) X2V T7 (kD7D FIPSE—RNTODT I T4 T ADWET — 2 DR 5t 2 GRNCT 5
&L MEF—2RRTE R0 £, BEF—2RET L2581, BFOMET—2 ANT
D0 EATH LOBE X — 2B TE £7,

NyFEKX: BLTO774)L

domainkeysconfig =~ > ROy FRAIL, BAT 07 7 A VO, Rk, E72IXHIERTRE
HAT&EET,

» DomainKeys/DKIM &4 71 7 7 A L DB

domainkeysconfig profiles signing new <name> <type> <domain> <selector> <user-list>
[options]

% 1:domainkeysconfig D& L VER 7O T 7 4 LB

5% EBA

<name> RAAL Y T a7 7 A4 VD4R,

<type> RAAL L DE AT, dk 7213 dkim TY,

<domain> RAAL TR T 7 ANDRAL Y T 4 —/V F, ZhlE, DomainKeys &4 D
dZ 7% LEd,

<selector> RAAS v Ta7ZryA NV X 74—V R, Zid, DomainKeys &4 D

s 7 &L ET,

<user-list> KA Ty AV a—FOhr<XKEY Y 2 b, 2—FiF, HEO R
AT T 7 ANEER L TEFA—NIBLTIVNENSLINE D0k
HIMTT B0, EFA—NLT RLRALORAIHFERHINET, TXTHOFR
Ay a—W LI, FilhdF—U—Fal 2EHLET,
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51% L

[options]

--key_name B IAER T 205 X — D4,

--canon DK TE4T 5 & XITHHTERELL T ALY X, BHEFR— ST
%7 3 U X AE simple & nofws TJ, 7 7 4 /L b X nofws T3,

--body canon |DKIM TE4T 2 & AT LH, ALOEET L TY XL, BIEHSR—

FENTWDH T LT U XA simple & relaxed T9°, 7 7 4 /v b simple T
D

--header canon

DKIM TEX T 5 L SITHMAT D, ~y X —OIFHERT VT Y X4, BUEY
A= R ENTNWET /LAY X AL simple & relaxed TJ, 7 7 A /b b simple
T

--body length

BLOHBIZHERT S, L LIEATONA ML, DKIMZ' 27 7 A LT
ORFERLET, ZOEIE, HHATHEBLDIZ IRV ET, T 740
FCIEERH S EE A,

--headers_select

B D~y X — 2 BIRT 5 HEERELET, DKIMZ BT 7 A )L TOHE
ML E, all, standard, standard and custom OWF AT, all (LT T
DIFFIE~ Y X —ITEALTHZ L2 EWRLE T, standard(X, Subject, From,
To. Sender, MIME 72 E DBEFID~ > ¥ —OHRAERDOE v MIELTHZ
L ZER L E 7, standard and custom (X, BEEID~ v ¥ —F L N2 —HEH
D~y X =Dty MIBEATDHZLEEWRLET, 7 74/ M standard T
R

--custom_headers

BHT DNy X —D2—FEFE Y >~ b, headers select 7 standard_and custom
DEEIZ, DKIMZ' 07 7 A VTOBRMEH L ET, 774/ MIZEOE v b
T

--i_tag

BN Z T2 BN oME S PEEELE T, AETE HEIT yes £72iF
no T4, 7 74/L MMEyes TT,

--agent_identity

=P FELEFZ—TFORDOVIZZDOA v E—VIZBLTHREAD ID, 1
SIEEOE T A— /LT RLVATTR, a—EoI3EKE L THENENE
Hh, TOT RLUAD KAA G IE, <domain> £721XZ DT KA A >
ETHARENRDY £T, ZOFT T a3 0E, i tag DEE yes IZERE L T
HZEBCOREHENET, T 74N ME, e—hVESEZEICLT, £D
#%IZ @ & <domain> At} TRLik L72fE T,

--q_tag BRI qF 72 BMNT 20 E 2 0ERELE T, HHETE DHMEIT yes 7213
no T4, 774/ MIyes TT,
--t_tag BN Z T HBNT 2N EIPERELET, HETE HfEI yes £721%

no T4, 7 74/L MEyes TT,
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--X_tag BRI Z T HBIMNT 2N EIDERELE T, HETE DT yes £721%
no T4, 774/ MEyes TT,

--expiration_time | -4, 23 K503 5 £ TOREHE () T3, DKIM7' 27 7 A L TOREHR L E
T, ZOMHEIF. BLADOxZ Tt ZTOEIRYET, 0L T a i,
-x_tag DfE% yes IR E L TWAGAICOABHEINET, 77 4/L M
31536000 ¥ (1 4F) T,

--z_tag BAC z 2 TR BINTHENEIDERELET, FEETE AT yes T721Z
no C9, 774/ iEno TI,

BT T 7 A IVOFRE

domainkeysconfig profiles signing edit <name> [signing-profile-options]

BHTO T ANDE T g

* rename <name>

* domain <domain>

* selector <selector>

* canonicalization <canon>

» canonicalization <header canon> <body canon>
* key <key name>

* bodylength <body length>

* headerselect <header select>

* customheaders <custom_headers>
* itag <i_tag> [<agent_identity>]

* qtag <q_tag>

* ttag <t tag>

* xtag <x_tag> [<expiration_time>]
* ztag <z tag>

* new <user-list>

* delete <user-list>

* print

70T
cEHT BT 7 ANOHIEE

domainkeysconfig profiles signing delete <name>|

BT 0T 7 AND TR

domainkeysconfig profiles signing list]

BT T 7 A ILDOEEE T
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domainkeysconfig profiles signing print <name>|

BHTOT 7 ANDT A

domainkeysconfig profiles signing test <name>|

BLTIO T A NLDE—H) T E—DA R— |

domainkeysconfig profiles signing import <filename>|

T TIAT LV ARACHIEL T T 7 A NLDIA—DT T AKR— b

domainkeysconfig profiles signing export <filename>|

TTIAT VA HDHTXTOEL T 7 7 A /LD

domainkeysconfig profiles signing clear]

NyFEK - RIETOT77404)L

« 1 LW DKIM R 7 1 7 7 A )L DOERY

domainkeysconfig profiles verification new <name> <verification-profile-options>|

% 2:domainkeysconfig DIREETO 77 AL AT ay

515

Bl

--name

DKIM fFE 7 1 7 7 A )L DL |,

--min_key size

ZIFAND I/ NF—, FEETEDHF—0DE X512, 768, 1024,
1536, BL 12048 T (HEAZE Y b)) o T 7L ME512 T
7,

--max_key size

ZIF NIRRT —, FEETEHF—DREII1L512, 768, 1024,
1536, B 2048 T (HALIXE Y b) o T 740 FE2048 T
—gqo

--max_signatures num

A=V O TRIETE 2B ORKE, TEOEHERET
EFEY, T 74 MELS5STY,

--key query_timeout

X—J TV —=RNIA LT U NTBHETORRE () T, £&ED
EHEHEETCEET, 774/ NI 10 T,
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--max_systemtime divergence

FAEH OFRFEH & MEEH ORFEF & OMICFFA TE HIEFRWE (7))
T, EEDOIEREZRETEET, 774/ FMd60 TT,

--use_body_length

AKXDREONTA=Z 2RI HmE S EtEELET, HE
T HflIL yes £721E no TJ, 7 74/ Mt yes TT,

--tempfail action

—HFREEOE AL, SMTP DT 7 v a v E2EITLET, fBE
T& ST accept F 7213 reject TI, 7 7 4 /L ME accept TI,

--tempfail_response code

—HFREEN KA LGS, S SN A v 'B—Y O SMTPG
Ba— RTT, FHETEAMTAXX BRXDOEFEFTT, T 7+
M 451 T,

--tempfail_response text

—RFRRBEER 3 L2, IR S A v =Y O SMTPIG
BETHARNTT, 774/ ME,  [#4.7.5Unableto verify signature
- key server unavailable (F#4 ZMGEETE £H A, F— F— A
DM EREA) | T,

--permfail action

KIGHIREEDB BT, SMTPDOT 7 a v 2EITLET, 8L
T& ST accept F 7213 reject TI, 7 7 4 /L ME accept TT,

--permfail response code

KGR EN KA LGS, S SN A v &= O SMTP)G
Ba— RTT, FHETEAMIT XX BROEZSTT, T 7+
& 550 T,

--permfail response_text

KRR ENEAE LA, ES S A v&—Y D SMTP)G
KT X2 NTT, T 740 ML [#5.7.5 DKIM unauthenticated mail
is prohibited (DKIM RFRBFED A — W dEE LS CnWEd) | T
KR

HRFET T T 7 A L OFREE -

domainkeysconfig profiles verification edit <name> <verification-profile-options>|

WMEEZ 1 7 7 A L OHIBE

domainkeysconfig profiles verification delete <name>|

BEEORGFET 07 7 A VOFEE T

domainkeysconfig profiles verification print <name>|

BFEOWGRET 1 7 7 A L O—FFIR

domainkeysconfig profiles verification list
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domainkeysconfig profiles verification import <filename>|

T ITIAT L AZHDLIMIETa 7 7 A IDA R— |k

domainkeysconfig profiles verification export <filename>|

T FIAT AT H DT X TOBERIE T 1 7 7 A L OHIR

domainkeysconfig profiles verification clear

Ny FRRK . BELEX—
B LVES 2 — DIER |

domainkeysconfig keys new <key name> <key-options>|

% 3:domainkeysconfig DEZX— F+ T3y

515 A

-—-generate_key | fiE ¥ —Z K L £, IBETEHF—0DRE S1X512, 768, 1024, 1536, B &
V2048 TT (HALIZE Y 1) o

--use_key fRESNIWEF—2EMLET,

--public_key |5E SN7oEF—I1C BT H AT —ZBUGF L CHEEICE T 572007 7
7', --generate key ZSCICHEE L CWAEEIX, T8 LW £ — 23 ARk S
. BENTENIC BT DR —RERRINET,

« B F— O

domainkeysconfig keys edit <key name> key <key-options>|

WEAFDEL T — DXL E

domainkeysconfig keys edit <key name> rename <key name>|

NP —EREET DI

domainkeysconfig keys publickey <key name>

o F—DHIEE :
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domainkeysconfig keys delete <key name>

TRTOBLF—D—HFIR

domainkeysconfig keys list]

FEDEL X —IET 2T N TOREMOFEIR

domainkeysconfig keys print <key name>|

Q—N Nl BBELF DA R

domainkeysconfig keys import <filename>|

TIIAT VA HHBELFT—DT T AR—]

domainkeysconfig keys export <filename>|

TTIAT LV AZHDTXTOELFT—DOHIFR :

domainkeysconfig keys clear]

NYFERX: F—FEFTO0T7704ILOKRE

s U T ANDELF—DMRIE

domainkeysconfig search <search text>|

Ny FRERK : FO0—/\ILETE

1 -

* 77547 AT DomainKeys/DKIM 0 7 1 —/ S LEE DA

domainkeysconfig setup <setup options>|

BETELAT v a Tk LB T,
« --sign_generated msgs : VAT A TCHERINTEA v E—VIZELTINE I DERELE
9, fHETE D1EIL yes £72iE no TY,
CLIIZKDFALY F—DEETE
TIITATVALED RAAL V F—%RET HIZIX, CLI Cdomainkeysconfig 2~ K&
HALET,
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domainkeysconfig 2~ NiX, [A—/L AR Y I — (MailPolicies) ]->[ KA A > % — (Domain
Keys) | X—YHNOHEEEZTXTHATWET, Z0a~v>y RTE, 70 RAAL Y $—
DNSTXT L2 — R&4AKTH5Z b TEET, 70 AL F—DNSTXT L2— KD
AEROFEIZOWTIL, o7 v RAAL 2 F—=DNSTXT L a— FOER (76 X—V) &%
LT 7EEn,

ZOBITIR, F—EEREL., RAAL Y a7 A VEERLET,

mail3.example.com> domainkeysconfig

Number of DK/DKIM Signing Profiles: 0
Number of Signing Keys: 0

Number of DKIM Verification Profiles: 1
Sign System-Generated Messages: Yes

Choose the operation you want to perform:

- PROFILES - Manage domain profiles.

- KEYS - Manage signing keys.

- SETUP - Change global settings.

- SEARCH - Search for domain profile or key.
[1> keys

No signing keys are defined.

Choose the operation you want to perform:

- NEW - Create a new signing key.

- IMPORT - Import signing keys from a file.
[1> new

Enter a name for this signing key:

[1> testkey

1. Generate a private key

2. Enter an existing key

[1]1>

Enter the size (in bits) of this signing key:
1. 512

2. 768

3. 1024

4. 1536

5. 2048

[31>

New key "testkey" created.

There are currently 1 signing keys defined.
Choose the operation you want to perform:

- NEW - Create a new signing key.

- EDIT - Modify a signing key.

- PUBLICKEY - Create a publickey from a signing key.
- DELETE - Delete a signing key.

- PRINT - Display signing keys.

- LIST - List signing keys.

- IMPORT - Import signing keys from a file.

- EXPORT - Export signing keys to a file.

- CLEAR - Clear all signing keys.

[1>

Number of DK/DKIM Signing Profiles: 0
Number of Signing Keys: 1

Number of DKIM Verification Profiles: 1
Sign System-Generated Messages: Yes
Choose the operation you want to perform:
- PROFILES - Manage domain profiles.

- KEYS - Manage signing keys.

- SETUP - Change global settings.

- SEARCH - Search for domain profile or key.
[1> profiles

Choose the operation you want to perform:
- SIGNING - Manage signing profiles.
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- VERIFICATION - Manage verification profiles.
[1> signing

No domain profiles are defined.

Choose the operation you want to perform:

- NEW - Create a new domain profile.

- IMPORT - Import domain profiles from a file.
[1> new

Enter a name for this domain profile:

[1> Example

Enter type of domain profile:

1. dk
2. dkim
[21>

The domain field forms the basis of the public-key query. The value in
this field MUST match the domain of the sending email address or MUST
be one of the parent domains of the sending email address. This value
becomes the "d" tag of the Domain-Keys signature.

Enter the domain name of the signing domain:

[1> example.com

Selectors are arbitrary names below the " domainkey." namespace. A
selector value and length MUST be legal in the DNS namespace and in
email headers with the additional provision that they cannot contain a

"

" "

"

semicolon. This value becomes the "s" tag of the DomainKeys
Signature.

Enter selector:

[1> test

The private key which is to be used to sign messages must be entered.
A corresponding public key must be published in the DNS following the
form described in the DomainKeys documentation. If a key is not
immediately available, a key can be entered at a later time.

Select the key-association method:

1. Create new key

2. Paste in key

3. Enter key at later time

4. Select existing key

[11> 4

Enter the name or number of a signing key.

1. testkey

[11>

The canonicalization algorithm is the method by which the headers and
content are prepared for presentation to the signing algorithm.
Possible choices are "simple" and "relaxed".

Select canonicalization algorithm for body:

1. simple

2. relaxed

[11> 1

How would you like to sign headers:

1. Sign all existing, non-repeatable headers (except Return-Path header).
2. Sign "well-known" headers (Date, Subject, From, To, Cc, Reply-To, Message-ID, Sender,
MIME headers).

3. Sign "well-known" headers plus a custom list of headers.

[2]1>

Body length is a number of bytes of the message body to sign.

This value becomes the "1" tag of the signature.

Which body length option would you like to use?

1. Whole body implied. No further message modification is possible.
2. Whole body auto-determined. Appending content is possible.

3. Specify a body length.

[11>

Would you like to fine-tune which tags should be used in the

DKIM Signature? (yes/no) [N]>

Finish by entering profile users. The following types of entries are
allowed:

- Email address entries such as "Jjoe@example.com".
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- Domain entries such as "example.com".

- Partial domain entries such as ".example.com". For example, a partial
domain of ".example.com" will match "sales.example.com". This
sort of entry will not match the root domain ("example.com").

- Leave blank to match all domain users.

Enter user for this signing profile:

[1> sales.example.com

Do you want to add another user? [N]>

There are currently 1 domain profiles defined.

Choose the operation you want to perform:

- NEW - Create a new domain profile.

- EDIT - Modify a domain profile.

- DELETE - Delete a domain profile.

- PRINT - Display domain profiles.

- LIST - List domain profiles.

- TEST - Test if a domain profile is ready to sign.

- DNSTXT - Generate a matching DNS TXT record.

- IMPORT - Import domain profiles from a file.

- EXPORT - Export domain profiles to a file.

- CLEAR - Clear all domain profiles.

1>

Choose the operation you want to perform:

- SIGNING - Manage signing profiles.

- VERIFICATION - Manage verification profiles.

1>

Number of DK/DKIM Signing Profiles: 1

Number of Signing Keys: 1

Number of DKIM Verification Profiles: 1

Sign System-Generated Messages: Yes

Choose the operation you want to perform:

- PROFILES - Manage domain profiles.

- KEYS - Manage signing keys.

- SETUP - Change global settings.

- SEARCH - Search for domain profile or key.

1>

BT FALL F—DNSTXT La— FOER

mail3.example.com> domainkeysconfig

Number of DK/DKIM Signing Profiles: 1

Number of Signing Keys: 1

Number of DKIM Verification Profiles: 1

Sign System-Generated Messages: Yes

Choose the operation you want to perform:

- PROFILES - Manage domain profiles.

- KEYS - Manage signing keys.

- SETUP - Change global settings.

- SEARCH - Search for domain profile or key.
[1> profiles

Choose the operation you want to perform:

- SIGNING - Manage signing profiles.

- VERIFICATION - Manage verification profiles.
[1> signing

There are currently 1 domain profiles defined.
Choose the operation you want to perform:

- NEW - Create a new domain profile.

- EDIT - Modify a domain profile.

- DELETE - Delete a domain profile.

- PRINT - Display domain profiles.

- LIST - List domain profiles.

- TEST - Test if a domain profile is ready to sign.
- DNSTXT - Generate a matching DNS TXT record.
- IMPORT - Import domain profiles from a file.
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- EXPORT - Export domain profiles to a file.
- CLEAR - Clear all domain profiles.

[1> dnstxt

Enter the name or number of a domain profile.
1. Example

[11>
The answers to the following questions will be used to construct DKIM text
record for DNS. It can be used to publish information about this profile.

Do you wish to constrain the local part of the signing identities
("i=" tag of "DKIM-Signature" header field) associated with this
domain profile? [N]>

Do you wish to include notes that may be of interest to a human (no
interpretation is made by any program)? [N]>

The "testing mode" can be set to specify that this domain is testing DKIM and
that unverified email must not be treated differently from verified email.
Do you want to indicate the "testing mode"? [N]>

Do you wish to disable signing by subdomains of this domain? [N]>
The DKIM DNS TXT record is:

test. domainkey.example.com. IN TXT "v=DKIMI1;
p=MIGfMAOGCSgGSIb3DQEBAQUAA4GNADCBiQKBgQODX5d0G9J8rXreA/uPtYr51rCTCgR+gqlS5Gm
1£000] AZSUBZBVONKZENr+se 0T+ mYDPOFSUH aOvO HCeunt? FER S3ROF 9ol oI AH5v20CKp/w Tha Py 3aeRSgVEavQ6v IESKSU TCHDFEKVIUIMISY Sstou?
zmm9OrKAHSmM7FwIDAQAR; "

There are currently 1 domain profiles defined.

Choose the operation you want to perform:

- NEW - Create a new domain profile.

- EDIT - Modify a domain profile.

- DELETE - Delete a domain profile.

- PRINT - Display domain profiles.

- LIST - List domain profiles.

- TEST - Test if a domain profile is ready to sign.

- DNSTXT - Generate a matching DNS TXT record.

- IMPORT - Import domain profiles from a file.

- EXPORT - Export domain profiles to a file.

- CLEAR - Clear all domain profiles.

[1>

Choose the operation you want to perform:

- SIGNING - Manage signing profiles.

- VERIFICATION - Manage verification profiles.

[1>

Number of DK/DKIM Signing Profiles: 1

Number of Signing Keys: 1

Number of DKIM Verification Profiles: 1

Sign System-Generated Messages: Yes

Choose the operation you want to perform:

- PROFILES - Manage domain profiles.

- KEYS - Manage signing keys.

- SETUP - Change global settings.

- SEARCH - Search for domain profile or key.

[1>

DMARC #&:E

I, ROCLL vy RIZoOWTCEHHALET,

« dmarcconfig (78 ~~—2)
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dmarcconfig

B2LL]

DMARC OREMBEZHELET,

ERAE

avy R sEH |

M : Zoa< KX lcommit] 2NHHEETY,

JSRABEM . Zpavy NI, TR_RTOYrET—F (UPFREZ, TA—F, <) T

MTEET,

NyF avws N Zoavwy MRy FEXREZPR—FLTHET,

Ny FHK - DMARCHEE A 77 AL

dmarcconfig D/3 v FIEHNUT, BEET v 7 7 A L OFERL, e, HIkR, BLO 7 v — SLEE

DERCHEATEET,

DMARC #EE 70 7 7 4 JLDEM

dmarcconfig profiles new <name> [options]

--rejectpolicy action

518 BrLEL]
<name> DMARC 7’1 7 7 A /L D4R,
[options]

DMARC V22— RROKRY »—n [HESR] oL X
AsyncOS WFEATT HMENHDHA v —Y T 7 v ay,
FREZRMEIX, “reject”, “quarantine”, F 7213 “none” T,

--rejectpolicy response code

HFHEENTEA v E—YDOSMTPISE a— R, 57 4L ME
1 550 T,

--rejectpolicy response_text

EREINTZA v E—VDSMTIPIGET ¥ A K, 774/ b
fEIX “#5.7.1 DMARC unauthenticated mail is prohibited.” T
R

--rejectpolicy quarantine

DMARC MRFEICREL L T2 A v & — T DR,

--quarantinepolicy action

DMARC L z2— FND R Y & —3af D & 12 AsyncOS
WIEATTDMERS DA v =Y T/ v ar, AlfERE
1. “quarantine” ¥ 72 (X “none” T,

--quarantinepolicy quarantine

DMARC FRFFIC R LT A v & — 2 DR,
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--tempfail action

DMARC FEFEFNC — ) 72 EE ST A LT A B — Tt
L C AsyncOS WEITT DM EN LA v —T T/ =
v, FBETE DI “accept” F 721T “reject” T,

--tempfail _response code

—IF R ENBE LG E, HEESNA vy E—T0
SMTP )& 22— K CT9, 7 7 4/ MEIZ 451 T,

--tempfail _response text

—RFRBEENBE LGS, HE S A yE—T0
SMTP J&&T X A M T9, 7 7 4 /L MElL “#4.7.1 Unable
to perform DMARC verification” T,

--permfail action

DMARC HRFEHZ KA 72 B D3R LT A v ' — DIt
LT AsyncOS WEITTHMEN LA vE—T T/ V3
v, FRETE I “accept” F 721T “reject” T,

--permfail response code

KRB ENBAE LG E, HEE SN A vy E—T0
SMTP )& 22— K CT9, T 7 4 /v MEIL 550 T,

--permfail response text

KRB ENBAE LGS, HE SN A yE—T O
SMTPJSET % A R CTY, T 7 4/ MHEIL“#5.7.1 DMARC
verification failed” T,

DMARC HRII 7O 7 7 ILDIRE

dmarcconfig profiles edit <name> [options]

DMARC #EE 70 7 7 1 LD EI&

dmarcconfig profiles delete <name>

9~ TO DMARC DIEEET A 7 7 1 JLDHIRR

dmarcconfig profiles clear

DMARC #&RiET O 7 7 4 ILDEMD R TR

dmarcconfig profiles print <name>

DMARC#REE TR T 7 A4 LD LT RR— b

dmarcconfig profiles export <filename>

DMARCH#EE TR T 741 )LDA iR— b

dmarcconfig profiles import <filename>

JO—NILBREDER

dmarcconfig setup [options]
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--report_schedule AsyncOS 7° DMARC #£it U AR — k& A3 2 IRefH],
--erTor_reports DMARC £&H LA — F A X3 10 MB £ 721X DMARC L =2 —

RORUA & 7 THESNEY A X2 B2 256810, BfExT—
LAR— & RAAL UITEFEICEET S,

--org_name DMARC £tV AR— M EAERKT DT 4T 4, ZHUTIEFA
AR ERETDHDVLENHY £,

--contact_info DMARC 3 LR — " 2Z B o7 RA AL VITEHE D LAR— b
FER LD T 4T 4 CEEEIAHED., BINOEREESE
W GHBEO I A H~— PR — FOFEMR YY) |

--Copy_reports T _TODMARC £ LR— FOa bt —&#ED2— (HEEf
LAR— b DT & RAT T DNE L — e L) ICHELE T, E
FA=NT FL 22 A LET, BROGEITN o~ TRY
£7,

--bypass_addresslist HrEDEEENOZE LA v — 0 DMARC HiEEd A % v
TLET (TRLVRIURR)

GE) SEEREA—NT RLATERESNDET RL& J R
OB EEINTE ET,

--bypass_headers FEED~v X — 7 4 — )V R4 EETe A vt — O DMARC Wik
EAX YT LET, HExlE, AV 7 UVRRNOFEETES
THT—=ZINEDRA v E—2 D DMARC BiiEd A% v 75|
X, ZoxTFvarEFERALET, ~y X —2 AN LET, &
BOBAITH o~ TRE Y £9,

&IZ., DMARC #EE 71 7 7 4 L& E L. DMARCHEE S 12 7 7 A )LD 71— S LR E &
LT 50 E R LET,

mail.example.com> dmarcconfig

Number of DMARC Verification Profiles: 1

Daily report generation time is: 00:00

Error reports enabled: No

Reports sent on behalf of:

Contact details for reports:

Send a copy of aggregate reports to: None Specified

Bypass DMARC verification for senders from addresslist: None Specified
Bypass DMARC verification for messages with header fields: None Specified
Choose the operation you want to perform:

- PROFILES - Manage DMARC verification profiles.

- SETUP - Change global settings.

[1> profiles

There are currently 1 DMARC verification profiles defined.

Choose the operation you want to perform:
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- NEW - Create a new DMARC verification profile.

- EDIT - Modify a DMARC verification profile.

- DELETE - Delete a DMARC verification profile.

- PRINT - Display DMARC verification profiles.

- IMPORT - Import DMARC verification profiles from a file.
- EXPORT - Export DMARC verification profiles to a file.

- CLEAR - Clear all DMARC verification profiles.

[1> new

Enter the name of the new DMARC verification profile:

[1> dmarc_ver profile 1

Select the message action when the policy in DMARC record is reject:
1. No Action

2. Quarantine the message

3. Reject the message

(31> 1

Select the message action when the policy in DMARC record is quarantine:

1. No Action
2. Quarantine the message
[2]1> 2

Select the quarantine for messages that fail DMARC verification (when the DMARC policy

is quarantine).

1. Policy

11> 1

What SMTP action should be taken in case of temporary failure?

1. Accept

2. Reject

11> 2

Enter the SMTP response code for rejected messages in case of temporary
[451]>

Enter the SMTP response text for rejected messages in case of temporary
DEFAULT to use the default response text

'#4.7.1 Unable to perform

DMARC verification.'

[#4.7.1 Unable to perform DMARC verification.]>

What SMTP action should be taken in case of permanent failure?

1. Accept
2. Reject
[1]1> 2

Enter the SMTP response code for rejected messages in case of permanent
[550]>

Enter the SMTP response text for rejected messages in case of permanent
DEFAULT to use the default response text

'#4.7.1 Unable to perform

DMARC verification.'

[#5.7.1 DMARC verification failed.]>

There are currently 2 DMARC verification profiles defined.

Choose the operation you want to perform:

- NEW - Create a new DMARC verification profile.

- EDIT - Modify a DMARC verification profile.

- DELETE - Delete a DMARC verification profile.

- PRINT - Display DMARC verification profiles.

- IMPORT - Import DMARC verification profiles from a file.

- EXPORT - Export DMARC verification profiles to a file.

- CLEAR - Clear all DMARC verification profiles.

1>

Number of DMARC Verification Profiles: 2

Daily report generation time is: 00:00

Error reports enabled: No

Reports sent on behalf of:

Contact details for reports:

Send a copy of aggregate reports to: None Specified

Bypass DMARC verification for senders from addresslist: None Specified

failure.

failure. Type

failure.

failure. Type

Bypass DMARC verification for messages with header fields: None Specified

Choose the operation you want to perform:
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- PROFILES - Manage DMARC verification profiles.

- SETUP - Change global settings.

[1> setup

Would you like to modify DMARC report settings? (Yes/No) [N]> y

Enter the time of day to generate aggregate feedback reports. Use 24-hour format (HH:MM) .
[00:00]>

Would you like to send DMARC error reports? (Yes/No) [N]> y

Enter the entity name responsible for report generation. This is added to the DMARC

aggregate reports.

[1> example.com

Enter additional contact information to be added to DMARC aggregate reports. This could
be an email address,

URL of a website with additional help, a phone number etc.

[1> http://dmarc.example.com

Would you like to send a copy of all aggregate reports? (Yes/No) [N]>

Would you like to bypass DMARC verification for an addresslist? (Yes/No) [N]>

Would you like to bypass DMARC verification for specific header fields? (Yes/No) [N]> y

Choose the operation you want to perform:

- ADD - Add a header field to the verification-bypass list.

[1> add

Enter the header field name

[1> List-Unsubscribe

DMARC verification is configured to bypass DMARC verification for messages containing
the following header fields.

1. List-Unsubscribe

Choose the operation you want to perform:

- ADD - Add a header field to the verification-bypass list.

- REMOVE - Remove a header field from the list.

[1> add
Enter the header field name
[1> List-ID

DMARC verification is configured to bypass DMARC verification for messages containing
the following header fields.

1. List-Unsubscribe

2. List-ID

Choose the operation you want to perform:

- ADD - Add a header field to the verification-bypass list.

- REMOVE - Remove a header field from the list.

1>

Number of DMARC Verification Profiles: 2

Daily report generation time is: 00:00

Error reports enabled: Yes

Reports sent on behalf of: example.com

Contact details for reports: http://dmarc.example.com

Send a copy of aggregate reports to: None Specified

Bypass DMARC verification for senders from addresslist: None Specified

Bypass DMARC verification for messages with header fields: List-Unsubscribe, List-ID
Choose the operation you want to perform:

- PROFILES - Manage DMARC verification profiles.

- SETUP - Change global settings.

[r>

ZIZTIE. ROCLL vy RIZoWTHHALET,

. dig (83 ~—)
« dnsconfig (85 ~—°)
e dnsflush (89 ~—2)
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dig i

* dnshostprefs (90 ~—73”)
s dnslistconfig (90 ~<—73”)
s dnslisttest (91 ~X—13)
s dnsstatus (91 ~X—72)

d
L

DNS — R EClLa—K&Ly 27 v FLET

ER7E

FEE : Z0Oa<y RIZ lcommit] 1ZMEH D FH A,

JIARER  Zpavw Rt TRTOYYUEFT—R (UTRE, TA—TF, =) Tff
HTxF9,

NRyF aw R Zoavy RNy FEXREZVR—FLTWET,
INYFRER
dig=~ > ROy FRRZMHT 2 & (RO CLIa~ > ROTSTORRELFTTE LT,
eDNS YV —NRETCLa—RKE2Ly 7T v 7 LET

dig [options] [@<dns_ip>] [gtype] <hostname>|

DNS — LT, FEESNZIP T L RICKIT DMLy 7 T v 7T H2FEITLET,

dig -x <reverse ip> [options] [@<dns ip>]

bt dig =~ r ROy FRATHHARERA 7> a o TF,

-s <source_ ip> Specify the source IP address.

-t Make query over TCP.

-u Make query over UDP (default).

dns _ip - Query the DNS server at this IP address.

gtype - Query type: A, PTR, CNAME, MX, SOA, NS, TXT.
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B »

hostname - Record that user want to look up.

reverse ip - Reverse lookup IP address.

dns ip - Query the DNS server at this IP address.

1

WOFITIX, V7T w795 DNS B —_ZHHRANZIEE L TV ET,

mail.com> dig @111.111.111.111 example.com MX

; <<>> DiG 9.4.3-P2 <<>> @111.111.111.111 example.com MX

; (1 server found)

;; global options: printcmd

;; Got answer:

;7 —>>HEADER<<- opcode: QUERY, status: NOERROR, id: 18540

;; flags: gr aa rd ra; QUERY: 1, ANSWER: 1, AUTHORITY: 1, ADDITIONAL: 3
;7 QUESTION SECTION:

;example.com. IN MX

;; ANSWER SECTION:

mexample.com. 10800 IN MX 10 mexample.com.

;; AUTHORITY SECTION:

example.com. 10800 IN NS test.example.com.
;; ADDITIONAL SECTION:

example.com. 10800 IN A 111.111.111.111

example.com. 10800 IN AAAA 2620:101:2004:4201::bd

example.com. 300 IN A 111.111.111.111

;7 Query time: 6 msec

;7 SERVER: 10.92.144.4#53(10.92.144.4)
;; WHEN: Fri Dec 9 23:37:42 2011

;7 MSG SIZE rcvd: 143

\}

GE) Zoavwr RE#HT 5L XICDNS Y —NEIRIICHEE L WEEIE, diga~wy Fick-
T Authority ¥ 7 2 = > & Additional ¥ 7 & 5 » DIERBHE VAT E T,

{5l : DNSSEC =+ 7R— 9% DNS H—/ ) TLSA L. O — F DR
KOBIT, TLSA L3 — REBURINICHER L 7,
mail.example.com> dig

Enter the host or IP address to look up.
[1> example.com

Choose the query type:

1. A the host's IP address

2. AAAA the host's IPv6 address

3. CNAME the canonical name for an alias

4. MX the mail exchanger

5. NS the name server for the named zone

6. PTR the hostname if the query is an Internet address,otherwise the pointer to
other information

7. SOA the domain's "start-of-authority" information

8. TLSA TLSA Record
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dnsconfig

B2LEL]

ER7AE

Ny FRRK

dnsconfig .

9. TXT the text information
[1]1> 8

Which interface do you want to query from?

1. Auto
2. Management
[1]1> 2

Please enter the host or IP address of DNS server.

Leave the entry blank to use the default server.

Important! To perform DNSSEC queries, enter the host or IP address of the DNS Server
supporting DNSSEC.

[1> 8.8.8.8

Do you want to make query over TCP? [N]>
Do you want to make a query over DNSSEC? [N]> Y

Please enter DNS key file path.
Leave the entry blank to use the default root keys
[1>

;; RRset to chase:
dane-esa.com. 3562 IN MX 10 mxl.dane-esa.com.

;7 RRSIG of the RRset to chase:

dane-esa.com. 3562 IN RRSIG MX 7 2 3600 20181028045140 20180928045140
43860 dane-esa.com.

K+t0W9a0gDMvxytXfkrms+IEUbK1Ct9XB5mBCCb3bHryvHs0cU6XPxXTJ

XwQ5HUSWuQaCI9MLyCAS5Zn/AX1bzKA7tGtnab0g3CmVKhhRXnIJ+jJht6

nuksUrLKsM6uYmR73DDM/bCC8n08w6nGeGg4 76mmNgETXAPfgSVHNUPP
DSquCG3nNfm8iE9XnG8jCKRPcKhWjROc/vmK6ZzuzFKCtT4QA/L5ANhOwW

z££ZgxRI0m]j 3w8WQdz9eFAWS5e0LFab0oR5719831tyJrQL4pjF17bwKNw
94xhgF1sWWKAC6wpoT64D00000u5TsKxHgS5EwEat10MIMOGHMniCuJcA K3seyQ==

DNS Dty b7 v FHHRELET,

MEE : Z0a<y Kix Tcommit] 2BSHNEE T,

JIIARER  Zpavr R, TRTOYYUEF—R (TR, TA—TF =) Tff
HTXxE9,

NyF awy R Zoawy RSy FEREFH— F LTOET,

dnsconfig 2 KO3y FIG AT 5 &, HKD CLI 2~ FOTRCORIEEFITT
%i‘g—o

e —H N = V=R Fy v 2B BTS20 DNS DERE :
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dnsconfig parent new <ns_ip> <priority>

Ay FOGIHc:
e <ns_ip>: KA Y —SOIP T KA, HHO P T FLAE0 »~ TRY)- THE L %
7
s <priority> : Z D= U OESENESL,
i S A ol

dnsconfig parent delete <ns_ip>|

HETED RAA NERTEHZODNEEDNS £ v v ad

2t
i

dnsconfig alt new <domains> <ns_ip>

\)

GE) A Z—%v FO)—F F—Lh P —REHFEHLTWAESIIFEHTEEEA,

a~v RO51Hc:
e<ns_ip>: R—L F—"DIP T FL A, HEOIPT FLRFH L~ TR > THEL £
K

e <domains> : RKAAL DB ~RYID Y R K,
« BFED R A A > O DNS F ¥ v v = OHIBR:

dnsconfig alt delete <domain>|

AL H—=Fy FONL—h F—h P —REfEHT 572D DNS OFFE :

dnsconfig roots new <ns_domain> <ns_name> <ns_1ip>|

Fo— D P —=RDFH

* <ns_domain> : BSE L CTHEHT 25 KA A L,
* <ns_name> : F— 2L P — DA,
e<ns_ ip>: F—AL P —DIPT KL X,

\}

GB) FAATHT MR — LY —NZfRET LI LT, FED FAAS LY bEESELZ L
MTEET,

N N YoY%
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dnsconfig roots delete <ns_domain> [ns_name]

N

GE)  HIBRT 5 L Z1Tns_name ZFFE LRV E | BLHD RAAL L OFTRTOR— L F— 3[R S
nET,

¢ TRXTODNS HEDHE, BIOA v Z—y hOoL— bk P—RE2HEHTHHDT R
T ADHEEE :

dnsconfig roots

HAED DNS 3% T DFER

dnsconfig print]

151
Ko —HFHEED DNS H— 21, ROERB LT CF,

e RA R
eIPT7 RL X
HERDHD FAA v (R — D R)

dnsconfig A~ FTIX, RD4HDHF T a~vr Rl TE x4,

% 4:dnsconfig A< > FOHJav UK

BX HLi)
FFED KA A AT 58 LU DNS r— " FEzida—7
- JUDNS H— %5800 L £,
delete B — N E 1L e — B L DNS F— R ZHIER L £,
edit {ﬁﬁﬁ%lﬁif:liﬂ%ﬁﬂ/ DNS 'H‘»—/\%ZEQE Li'@’qo
. A v H—F> b Jb— bk DNS —"FE =L —H /L DNS H—
o AU B ET

mail3.example.com> dnsconfig

Currently using the Internet root DNS servers.
Alternate authoritative DNS servers:

1. com: dns.example.com (10.1.10.9)

Choose the operation you want to perform:

- NEW - Add a new server.

- EDIT - Edit a server.
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- DELETE - Remove a server.

- SETUP - Configure general settings.

[]> setup

Do you want the Gateway to use the Internet's root DNS servers or would you like
it to use your own DNS servers?

1. Use Internet root DNS servers

2. Use own DNS cache servers

[11> 1

Choose the IP interface for DNS traffic.

1. Auto

2. Management (10.92.149.70/24: mail3.example.com)

[11>

Enter the number of seconds to wait before timing out reverse DNS lookups.
[20]>

Enter the minimum TTL in seconds for DNS cache.

[1800]1>

Currently using the Internet root DNS servers.
Alternate authoritative DNS servers:

1. com: dns.example.com (10.1.10.9)

Choose the operation you want to perform:

- NEW - Add a new server.

- EDIT - Edit a server.

- DELETE - Remove a server.

- SETUP - Configure general settings.

[1>

HED KA A 2 DORE DNS H—/\DENN

BEDT—)L RAL U EFREE, T _XTCODNS 7 =) —TA U Z—F v hjb— b — %A
ATAEIET T IAT UV AERETEET,

mail3.example.com> dnsconfig

Currently using the Internet root DNS servers.
No alternate authoritative servers configured.
Choose the operation you want to perform:

- NEW - Add a new server.

- SETUP - Configure general settings.

[1> new

Please enter the domain this server is authoritative for. (Ex: "com").
[1> example.com

Please enter the fully qualified hostname of the DNS server for the domain "example.com".
(Ex: "dns.example.com") .

[1> dns.example.com

Please enter the IP address of dns.example.com.
[1> 10.1.10.9

Currently using the Internet root DNS servers.
Alternate authoritative DNS servers:

1. com: dns.example.com (10.1.10.9)

Choose the operation you want to perform:

- NEW - Add a new server.

- EDIT - Edit a server.

- DELETE - Remove a server.

- SETUP - Configure general settings.

[1>

ME®DODNS v vaH—/\DFER
BMEHDODNS v v o —NEHHTILICT IIA4A T U AERETETET,

mail3.example.com> dnsconfig
Currently using the Internet root DNS servers.
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dnsflush .

Alternate authoritative DNS servers:

1. com: dns.example.com (10.1.10.9)

Choose the operation you want to perform:

- NEW - Add a new server.

- EDIT - Edit a server.

- DELETE - Remove a server.

- SETUP - Configure general settings.

[]> setup

Do you want the Gateway to use the Internet's root DNS servers or would you like
it to use your own DNS servers?

1. Use Internet root DNS servers

2. Use own DNS cache servers

[1]1> 2

Please enter the IP address of your DNS server.
Separate multiple IPs with commas.

[1> 10.10.200.03

Please enter the priority for 10.10.200.3.

A value of 0 has the highest priority.

The IP will be chosen at random if they have the same priority.
[0]> 1

Choose the IP interface for DNS traffic.

1. Auto

2. Management (192.168.42.42/24)

3. PrivateNet (192.168.1.1/24: mail3.example.com)
4. PublicNet (192.168.2.1/24: mail3.example.com)

[1]1> 1

Enter the number of seconds to wait before timing out reverse DNS lookups.
[20]>

Enter the minimum TTL in seconds for DNS cache.

[1800]1>

Currently using the local DNS cache servers:
1. Priority: 1 10.10.200.3

Choose the operation you want to perform:

- NEW - Add a new server.

- EDIT - Edit a server.

- DELETE - Remove a server.

- SETUP - Configure general settings.

[1>

dnsflush

&t BA
DNS ¥ ¥ v anbd XTO )27 T LET,
FERAGE
E : ZDa<y K2 Tcommit] 1ZMLEH D EFH A,
JGARER . Zpav Ly NEvyr E— R TOREHTEET,
NYF ARV R Zoavy IRy FELE YR — ML TWEEA,

1

mail3.example.com> dnsflush
Are you sure you want to clear out the DNS cache? [N]> Y
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. dnshostprefs

dnshostprefs

B2LL]

IPv4/IPv6 DNS Z#%E L £7

ERRGE
e . Zoa~y Rt lcommit) BAMETT,
JIALER . ZOavy RiEv vy E— R TOMEATEET,
NYF AIUER: Zoavy RNy FEREFR— L THERA,

l

mail3.example.com> dnshostprefs

Choose the operation you want to perform:
- NEW - Add new domain override.

- SETDEFAULT - Set the default behavior.
[1> new

Enter the domain you wish to configure.
[1> example.com

How should the appliance sort IP addresses for this domain?
1. Prefer IPv4

2. Prefer IPvV6

3. Require IPv4

4. Require IPv6

[2]1> 3

Choose the operation you want to perform:
- NEW - Add new domain override.

- SETDEFAULT - Set the default behavior.
[1> setdefault

How should the appliance sort IP addresses?
1. Prefer IPv4

2. Prefer IPvV6

3. Require IPv4

4. Require IPv6

[2]1> 1

Choose the operation you want to perform:
- NEW - Add new domain override.

- SETDEFAULT - Set the default behavior.
(1>

dnslistconfig

5
DNS U A N H—bE2DOHFR— 2R TELET,
ERAE
WEE  Zoa<y Rt lcommit] 23 MELTT,
JIRABEH  Zoavw s NIy B— R TCORMEATEET,
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1

dnslisttest

B

ERAE

l

dnsstatus

Bk

NYyF AT R Zoa<wr RNy FEXREZSR—FLTWEEA,

mail3.example.com> dnslistconfig

Current DNS List Settings:

Negative Response TTL: 1800 seconds

DNS List Query Timeout: 3 seconds

Choose the operation you want to perform:
- SETUP - Configure general settings.

[1> setup

Enter the cache TTL for negative responses in seconds:
[1800]> 1200

Enter the query timeout in seconds:

[31>

Settings updated.

Current DNS List Settings:

Negative Response TTL: 1200 seconds

DNS List Query Timeout: 3 seconds

Choose the operation you want to perform:
- SETUP - Configure general settings.

(1>

DNS X—ZDY A K —EAXDDNS LY I T v 72T AN LET,

FE® : 2=y K lcommit] 1ZMEH D FHA,
JIALER . ZDavr Riiviry T— R TOMEATE £,
NYFaIV R Zoa<r Ry T ERXESR—F L TWHERFA,

mail3.example.com> dnslisttest

Enter the query server name:

[1]> maild.example.com

Enter the test IP address to query for:
[127.0.0.2]> 10.10.1.11

Querying: 10.10.1.11.mail4.example.com
Result: MATCHED

DNS fFtE#RE R~ L E T,
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e Zoa< R lcommit] THEH Y FH A,
JGARER . Zpa<y Riivwyy T— RCOREHRATEET,
NYF AR KR Zoa~vy RNy FEXREZVR—FLTWETA,

mail3.example.com> dnsstatus
Status as of: Mon Apr 18 10:58:07 2005 PDT

Counters: Reset Uptime Lifetime
DNS Requests 1,115 1,115 1,115
Network Requests 186 186 186
Cache Hits 1,300 1,300 1,300
Cache Misses 1 1 1
Cache Exceptions 0 0 0
Cache Expired 185 185 185

How-To O« xzw FE2FERALEA—Y T HORARY T Y

ADs&a1k

howtoupdate

Bk

A%

1

T, ROCLI a2~y RIZOWTCHIALE9,
« howtoupdate (92 ~X—73)

* howtostatus (93 ~=X—37)

howtoupdate =¥ &/ KEFEHT5 & . How-To =@ VAR—R U N ETFEICTHEHTE *9,

FEE : 2O~ NIZ commit lZIMNEH Y £H A,

HDSREAEE : Zoa<r Rt TR T~y E—F (TR E, TA—F, <~ ) T
HATxFET,

NYFARE: Zoavy REANyFEREZY R — R L TWET, FEMIZOWTIE, help
howtoupdate 2V REANL T, £ T4 ~NWTEBZBLTLEIN,

/j{@fﬁdf\ howtoupdate I ¥ FEFERHT S & . How-To = UAR—x2 b %?@JTE%ET% ES
T

[l AsyncOS 12.1 for Cisco Email Security AppliancesCLI ') 77 LV R 4 K (—fFEA)



I av R SEH
howtostatus .

mail.example.com > howtoupdate

Requesting update of How-Tos component

howtostatus

2 BA
howtostatus 2~ REfFEHT AL, How-Toa v R—F > FOBEDONN—V g V2T RTEE
—éqo

FERE
fEE : ZDa< 2 NiZ commit IZTHLEH Y £H A,
HDSARRAEE . ZDa~v L RiE, TRTOSY L ET—FK (P TRZ, TL—F, <) T
HATx%Ed,

NYF ATV ER: Zoavy RNy FEXREZYR—F L TWET, FEMICOWNTIE, help
howtostatus 2 ¥ REAN LT, £ 74 vV EERLTL 7230,

1

WOHI T, howtostatus 2~ REFEHTH L, How-To 2 R —FR hOBEDNN—T g %
FRTEET,

mail.example.com > howtostatus

Component Version Last Updated
How-Tos 1.0 4 Jul 2018 04:22 (GMT +00:00)

— BB EER/ STV a—TaT
ZIZTIE, RO CLI 2wy RIZOWTEH LET,

» addressconfig (95 ~X—71”)

+ adminaccessconfig (96 ~—1)
» certconfig (101 ~X—73)

o date (105 X—7)

s diagnostic (106 ~=X—1)

» diskquotaconfig (112 ~_X—72)
s ecconfig (113 —7)

s ecstatus (114 ~X—73)

s ecupdate (114 ~X—7)

» encryptionconfig (115 ~X—73")
s encryptionstatus (118 ~X—12)
s encryptionupdate (118 ~X—137)

« enginestatus (119 ~—2)
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« featurekey (120 ~X—73)

« featurekeyconfig (121 ~—73)

s generalconfig (122 ~X—73)

* healthcheck (122 ~X—3)

s healthconfig (123 ~X—73)

* ntpconfig (124 ~<—3)

« portalregistrationconfig (125 ~<—13”)
e reboot (126 ~X—72)

» repengstatus (126 ~X—737)

s resume (127 ~X—7)

s resumedel (127 ~X—7)

s resumelistener (128 ~X—37)

e revert (128 ~<X—737)

« settime (129 ~X—1)

e settz (130 ~—2)

s shutdown (130 ~X—7)

s sshconfig (132 ~X—3)

s status (135 ~X—7)

* supportrequest (136 ~X—137)

« supportrequeststatus (138 ~X—3°)
» supportrequestupdate (139 ~X—737)
* suspend (139 ~X—7)

» suspenddel (140 ~—7)

» suspendlistener (140 ~<—73)

* tcpservices (141 ~—73)

» techsupport (142 ~X—3°)

o tlsverify (143 ~X—3)

s trace (143 ~X—7)

» trackingconfig (145 ~X—3")
s updateconfig (146 ~=X—7)
« updatenow (150 ~—7)
e upgrade (152 ~~—737)

s version (151 ~X—3)

* wipedata (152 ~X—7)

RBT T34 T ADER (334 —) BB L T &0,
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addressconfig .

addressconfig

Bl
addressconfig 2=~ NiE, From: 7 KL A ~o X —%3RET H-DICHEH L £J, From:
7 RL2ADORR, 2=F, BRORAS AZIETEES, FAS CATETS =ty = A
RAAL L OERZEIRT 52 &b TEET, ORI TIE, AsyncOSIT K-> THER ST A —
JVIZ1% addressconfig 2~ R&MH L £7,

* Anti-Virus J# %

ALYV

*« DMARC 7 t — KXy 7 LA"— | (DMARC Feedback Reports)

« % (notify() 3 & N notify-copy() 7 + /v & OEIE)

cTREEA v E— (BRUMRBEEHEREICRIT D Tt —XE] )
« LAR—Fh

s ZDOMDFTRTOAvE—Y

WORFITIL, W@EID From: 7 K L A % Mail Delivery System [MAILER-DAEMON@domain] (5
7 4 /v §) »5 Notifications [Notification@example.com] {[ZZAH L £,

FERAE
MeE : oo~ KX lcommit] NHHFETI,

ISRBEM . Zpavy N, TR_RTOYyF—F (P&, TA—F <) T
HATxE7,

NyF avws R Zoavwy IRy FEXREZSR—FLTOERA,
151

mail3.example.com> addressconfig

Current anti-virus from: "Mail Delivery System" <MAILER-DAEMON@domain>
Current bounce from: "Mail Delivery System" <MAILER-DAEMON@domain>
Current notify from: "Mail Delivery System" <MAILER-DAEMON@domain>
Current quarantine from: "Mail Delivery System" <MAILER-DAEMON@domain>
Current DMARC reports from: "DMARC Feedback" <MAILER-DAEMON@domain>
Current all other messages from: "Mail Delivery System" <MAILER-DAEMON@domain>
Choose the operation you want to perform:

- AVFROM - Edit the anti-virus from address.

- BOUNCEFROM - Edit the bounce from address.

- NOTIFYFROM - Edit the notify from address.

- QUARANTINEFROM - Edit the quarantine bcc from address.

- DMARCFROM - Edit the DMARC reports from address.

- OTHERFROM - Edit the all other messages from address.

[1> notifyfrom

Please enter the display name portion of the "notify from" address
["Mail Delivery System"]> Notifications

Please enter the user name portion of the "notify from" address
[MAILER-DAEMON] > Notification

Do you want the virtual gateway domain used for the domain? [Y]> n
Please enter the domain name portion of the "notify from" address

[1> example.com
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Current anti-virus from: "Mail Delivery System" <MAILER-DAEMON@domain>
Current bounce from: "Mail Delivery System" <MAILER-DAEMON@domain>
Current notify from: Notifications <Notification@example.com>

Current quarantine from: "Mail Delivery System" <MAILER-DAEMON@domain>
Current DMARC reports from: "DMARC Feedback" <MAILER-DAEMON@domain>
Current all other messages from: "Mail Delivery System" <MAILER-DAEMON@domain>
Choose the operation you want to perform:

- AVFROM - Edit the anti-virus from address.

- BOUNCEFROM - Edit the bounce from address.

- NOTIFYFROM - Edit the notify from address.

- QUARANTINEFROM - Edit the quarantine bcc from address.

- DMARCFROM - Edit the DMARC reports from address.

- OTHERFROM - Edit the all other messages from address.

[r>

adminaccessconfig

Bl
WEFRET 54512 adminaccessconfig 2~ R L E7,

EHEORT A A=Y ()

T TFIGAT VADEIA B —T 2 A~D P X—ADT 7 ¥ A,

eWeb A B2 —TxAADI B AV A U7X MEGEIRHE,

« HTTP ZRCTHRA b N~y X —%fEHT 647> a o,

*Webf v H—T 2 ABIOVCLIY Yy a DT IT7 47T XA LT TN,
« g K HTTP ~v» & — A X,

ER7AE

MeE : oo~ KX lcommit] N TI,

JIGRAREM . Zpa<vy N, T_XTO~YrET—F (P59 R&, TA—F <) T
HATxE7,

NyF avwrs R Zoavwy RNy FEREZR—FLTWET,
Ny FRR
adminaccessconfig =~ > ROy FIEX LT 5 L, RO CLIa~ > FOTXTOEL

FATTEFET,
e T RTDIPT RLARIZT 7B REHATH0, ¥EDIP T RL A/ T Xy MNEPHIZT
72 A %IRRT 2 DR

adminaccessconfig ipaccess <all/restrict/proxyonly/proxy>|

HLWIP 7 KU A/YT Ry M OIEN

adminaccessconfig ipaccess new <address>|
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cHEFEDIP 7 RL /Y7 % /&I OfRE

adminaccessconfig ipaccess edit <oldaddress> <newaddress>|

BEFEDIP 7 KU R/ T % b/ PHO BB

adminaccessconfig ipaccess delete <address>|

sIP7 RVA/MYT Ry NGO U X MO T

adminaccessconfig ipaccess print]

BEFEOTRTOIP 7 RV AT Ry h/AHE YRR

adminaccessconfig ipaccess clear

0 7A Ly NF—DHH

adminaccessconfig banner print]

T FIAT VA FIZHA T ANANDEDOa T A NF—DA R— |

adminaccessconfig banner import <filename>|

BEfED T 27 A N F—D YR

adminaccessconfig banner clear|

I ST — 0 )

adminaccessconfig welcome print

T TIAT U ALIZHD T 7 A0SO E NF—DA o F— |k

adminaccessconfig welcome import <filename>|

BEAF DT i /S - — DAl R

adminaccessconfig welcome clear

WIS T — D2 7 AR — |k

adminaccessconfig welcome export <filename>|
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FRESNETaXs O IP T FLADBM

adminaccessconfig ipaccess proxylist new <address>|

T Eh=7ax D IP 7 KL RAOMHRE

adminaccessconfig ipaccess proxylist edit <oldaddress> <newaddress>|

FAESNET XD T B L ADHIR

adminaccessconfig ipaccess proxylist delete <address>|

TRCOBEGFEOTFAINT-7aXx D IP 7 KL ADOYIR

adminaccessconfig ipaccess proxylist clear]

BETLIP T RV R &G Loy X —HOFRIE

adminaccessconfig ipaccess proxy-header <header name>|

Web A v X —T A AD 7 2 AV A k72 MEERFEOH F 7213 ERL

adminaccessconfig csrf <enable|disable>|

Web A 7 =T = AD 7 a0 A A kU7X MEGEREDP AN E D D DORHER

adminaccessconfig csrf print

Web A 2o HZ—TxAADEY gy ZALT T FORE

adminaccessconfig timeout gui <value>|

CLItyvary A LT U NDORE

adminaccessconfig timeout gui <value>|

Bl: 2y bIT—D FHOERX )R MDERTE

EA—N X2 T4 TFIAT VAT V7 8ATHA—HFDOIP 7 FLAEHIETE 7,
a—WL, EELET ZEAVARDIPT RLAZEFHFOTRTOSIUINS, T7I9A4T
ATV BATEET, Ry hT—2 T 782U X NEETHB81%. IP7T FL A, 7%y
F. £721XCIDR7 FLAZRETE £,
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AsyncOS Tlx, BIEO~Y > DIPT RLVARR Yy hU—27 T 78 A U R MIEERL TR
Al EEEZFRKRLET, BUEOY T VD IPT FLARY A MIRWES, ZREAZaI v b
TEETTIAT VARLT 7 BATE R0 E4,

WOFITIX, TTIAT LV ANDFRY NT—7 T I EBR&Z2O50IP7 LAy MIHIBL
i‘j‘o

mail.example.com> adminaccessconfig

Choose the operation you want to perform:

- BANNER - Configure login message (banner) for appliance administrator login.

- WELCOME - Configure welcome message (post login message) for appliance administrator

login.

- IPACCESS - Configure IP-based access for appliance administrative interface.

- CSRF - Configure web UI Cross-Site Request Forgeries protection.

- HOSTHEADER - Configure option to use host header in HTTP requests.

- TIMEOUT - Configure GUI and CLI session inactivity timeout.

- MAXHTTPHEADERFIELDSIZE - Configure maximum HTTP header field size.

[1> ipaccess

Current mode: Allow All.

Please select the mode:

- ALL - All IP addresses will be allowed to access the administrative interface.

- RESTRICT - Specify IP addresses/Subnets/Ranges to be allowed access.

- PROXYONLY - Specify IP addresses/Subnets/Ranges to be allowed access through proxy.

- PROXY - Specify IP addresses/Subnets/Ranges to be allowed access through proxy or

directly.

[]1> restrict

List of allowed IP addresses/Subnets/Ranges:

Choose the operation you want to perform:

- NEW - Add a new IP address/subnet/range.

[1> new

Please enter IP address, subnet or range.

[1> 192.168.1.2-100

List of allowed IP addresses/Subnets/Ranges:

1. 192.168.1.2-100

Choose the operation you want to perform:

- NEW - Add a new IP address/subnet/range.

- EDIT - Modify an existing entry.

- DELETE - Remove an existing entry.

- CLEAR - Remove all the entries.

[1> new

Please enter IP address, subnet or range.

[1> 192.168.255.12

List of allowed IP addresses/Subnets/Ranges:

1. 192.168.1.2-100

2. 192.168.255.12

Choose the operation you want to perform:

- NEW - Add a new IP address/subnet/range.

- EDIT - Modify an existing entry.

- DELETE - Remove an existing entry.

- CLEAR - Remove all the entries.

[1>

Warning: The host you are currently using [72.163.202.175] is not included in the User

Access list. Excluding it will prevent your

host from connecting to the administrative interface. Are you sure you want to continue?
[N]> Y

Current mode: Restrict.

Please select the mode:

- ALL - All IP addresses will be allowed to access the administrative interface.

- RESTRICT - Specify IP addresses/Subnets/Ranges to be allowed access.

- PROXYONLY - Specify IP addresses/Subnets/Ranges to be allowed access through proxy.

- PROXY - Specify IP addresses/Subnets/Ranges to be allowed access through proxy or
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directly.
[1>

Bl: Q742 N\F—DHRE

Z—H SSH, Telnet, FTP, F721Z Web Ul 2vHu 7 A LEH E LRI, Tar 4 R
T—1 EMEENDA vV ERRTDOLICEA—N X2 VT 4 TTIAT UV ALRE
TEFET, v A NF =, CLITRI Ay a7 b EICE RS, GUITr Y A
I NOAEMIERRIND AL <A XFRE/RT HF A NTT, B 7 A N F—%{FH
LT, WX 2V T A ERETLEIT T IA T U ADRA N T T 77 4 AT Dt %2R
IRTEET, &z, HFTLRWT o747 o ADEAEIE T A EAREE LS 2 ER L
720, 2—FRT T T, T L AH LT o 12T 2 iR+ 5 ORI BE 4 5 it 7 et
EVER LT T& £,

0 A N =, 80x25 DY —UIZILE D L D ITH K 2000 LT >TWET, v
A NF—IL, TS T AT AD [data/pub/configuration T 4 L7 M UIZHDH T 7 A VinHA
R—=FTEET, N —ZfF L7, ZRERNRZHEE L ET,

WOFITIL, 77 T7A4 7T 2 AIZr 7 A 73— [Use of this system in an unauthorized manner is
prohibited| ZBIIL £,

mail.example.com> adminaccessconfig

Choose the operation you want to perform:

- BANNER - Configure login message (banner) for appliance administrator login.
- WELCOME - Configure welcome message (post login message) for appliance administrator
login.

- IPACCESS - Configure IP-based access for appliance administrative interface.
- CSRF - Configure web UI Cross-Site Request Forgeries protection.

- HOSTHEADER - Configure option to use host header in HTTP requests.

- TIMEOUT - Configure GUI and CLI session inactivity timeout.

- MAXHTTPHEADERFIELDSIZE - Configure maximum HTTP header field size.

[1> banner

A banner has not been defined.

Choose the operation you want to perform:

- NEW - Create a banner to display at login.

- IMPORT - Import banner text from a file.

[1> new

Enter or paste the banner text here. Enter CTRL-D on a blank line to end.

Use of this system in an unauthorized manner is prohibited.

~D

Choose the operation you want to perform:

- BANNER - Configure login message (banner) for appliance administrator login.
- WELCOME - Configure welcome message (post login message) for appliance administrator
login.

- IPACCESS - Configure IP-based access for appliance administrative interface.
- CSRF - Configure web UI Cross-Site Request Forgeries protection.

- HOSTHEADER - Configure option to use host header in HTTP requests.

- TIMEOUT - Configure GUI and CLI session inactivity timeout.

[1> banner

Banner: Use of this system in an unauthorized manner is prohibited.

Choose the operation you want to perform:

- NEW - Create a banner to display at login.

- IMPORT - Import banner text from a file.

- DELETE - Remove the banner.

[1>
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Bl:Webf>8—TrfRBEVCUEy 3 21679 0%z [

Bl :WebAf B3 —TxARABLUVCLEYSaY BALT I FDETE

Y

WOEITIE, Web A v F—TxA AL CLIEYy Y ary ¥ALT 7 e RFITHRELET,

GE)

CLIty Y a vy ZALT T NI, EXFa7 =L (SSH) . SCP. BILOEE:L U 7 LHH:
AT AEICE T EAISNET, CLIty S ar XA AT MNERCRBEEDRELFH T LD
NEJ, REEZEF LS CITHEE L TZEN,

mail.example.com> adminaccessconfig

Choose the operation you want to perform:

- BANNER - Configure login message (banner) for appliance administrator login.
- WELCOME - Configure welcome message (post login message) for appliance administrator
login.

- IPACCESS - Configure IP-based access for appliance administrative interface.
- CSRF - Configure web UI Cross-Site Request Forgeries protection.

- HOSTHEADER - Configure option to use host header in HTTP requests.

- TIMEOUT - Configure GUI and CLI session inactivity timeout.

- MAXHTTPHEADERFIELDSIZE - Configure maximum HTTP header field size.

[1> timeout

Enter WebUI inactivity timeout (in minutes):

[30]1> 32

Enter CLI inactivity timeout (in minutes):

[30]1> 32

Choose the operation you want to perform:

- BANNER - Configure login message (banner) for appliance administrator login.
- WELCOME - Configure welcome message (post login message) for appliance administrator
login.

- IPACCESS - Configure IP-based access for appliance administrative interface.
- CSRF - Configure web UI Cross-Site Request Forgeries protection.

- HOSTHEADER - Configure option to use host header in HTTP requests.

- TIMEOUT - Configure GUI and CLI session inactivity timeout.

[1>

mail.example.com> commit

Please enter some comments describing your changes:

[1> Changed WebUI and CLI session timeout values

Do you want to save the current configuration for rollback? [Y]>

Changes committed: Wed Mar 12 08:03:21 2014 GMT

certconfig

Bkl

ER7E

GE)

BREEME LT, FLWCLI Yy v a»r Z A L7 0 MIRIEILIED 0 7 A RS 72T Ok
ShET,

X2 VT 4 DFEEEF—EHRELET,

WEE : Zoa<y Rt lcommit] SMHET,
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IR Zpavy NI, TRTOYI U E—F (592 %, TA—F <) Tff

HATx%Ed,
NyF avws R Zoavwy IRy FEXSEZSR—-FLTHERA,

Bl - REBAZ DRE Y £
WOBITIE, FERIE LR — 260 H1 5 Z LI ko> TREFH & 1 > A h—L LET,

mail3.example.com> certconfig
Choose the operation you want to perform:

- CERTIFICATE - Import, Create a request, Edit or Remove Certificate Profiles

- CERTAUTHORITY - Manage System and Customized Authorities

- CRL - Manage Certificate Revocation Lists

[1> certificate

List of Certificates

Name Common Name Issued By Status

Demo Cisco Appliance Demo Cisco Appliance Demo Active
Choose the operation you want to perform:

- IMPORT - Import a certificate from a local PKCS#12 file

- PASTE - Paste a certificate into the CLI

- NEW - Create a self-signed certificate and CSR

- PRINT - View certificates assigned to services

[1> paste

Enter a name for this certificate profile:

> partner.com

Paste public certificate in PEM format (end with '.'):

MIICLDCCAdYCAQAWDQYJKoZIhvcNAQEEBQAwgaAxCzAJBgNVBAYTA1BUMRMWEQYD
VQQIEWPRAWV1bnNsYW5kMQ8wDQYDVQOHEWZMaXNib2ExFzAVBgNVBAOTDk 5 1dXJv
bmlvLCBMZGEUMRgwFgYDVQQLEwW9EZXN1bnZvbHZpbWVudG8xGzAZBgNVBAMTEMIy
dXR1lcy5uZXVyb25pby5wdDEbMBkGCSQGSIb3DQEJARYMc2FtcG9AaWtpLmZpMB4X
DTk2MDkwNTAzZNDIOM1oXDTk2MTAWNTAzZNDIOMlowgaAxCzAJBgNVBAYTA1BUMRMw
EQYDVQQIEwpRAWV1bnNsYW5kMQ8wDQYDVQQHEWZMaXNib2ExFzAVBgNVBAOTDk 51
dXJvbmlvLCBMZGEUMRgwWFgYDVQQLEwWIEZXN1bnZvbHZpbWVudG8xGzAZBgNVBAMT
EmJydXR1lcy5uZXVyb25pby5wdDEbMBkGCSQGSIb3DQEJARYMc2FtcG9AaWtpLmZp
MFwwDQYJKoZ IhvcNAQEBBQADSWAWSAJBAL7+aty3S1iBA/+yxjxv4qlMUTd1k jNw
L41YKbpzzlmC5beaQXeQ2RmGMTXU+mDvuqlItjVHOK3DVPK71TcSGEftUCAWEAATAN
BgkqhkiG9wOBAQQFAANBAFQPEKF jk 6T 6CKTHvaQeEAsX0/8YHPHQH/ 9AnhSjrwuX
9EBcOn6bVGhN7XaXd6sJ7dym9sbsWxb+pJdurnkxjx4=

C=PT, ST=Queensland, L=Lisboa, O=Neuronio,

Remaining

3467 days

Lda.,OU=Desenvolvimento,CN=brutus.partner.com,emailAddress=admin@example.com

Paste private key in PEM format (end with '.'):

MIIBPAIBAAJBAL7+aty3S1iBA/+yxjxv4qlMUTd1kjNwL41YKbpzzlmC5beaQXeQ
2RmGMTXU+mDvuqItjVHOK3DVvPK71TcSGftUCAWEAAQJIBALjkK+jc2+iihI98riEF
oudmkNziSRTYjnwjx8mCoAjPWviB3c742e03FG4/s0iljD9A5alihEOXfUzloenr
8IECIQD3B5+01+68BA/6d76iUNgAAVEdjGTzvxnCxycnxPQydQIhAMXt4trUI3nc
a+U8YL2HPFA3gmhBsSICbg20ptOCnM7hAiEA6Xi3JIQECob8YwkRj29DU3/4WYD7
WLPgsQpwolGuSpECICGsnWH50aeD9t9jbFoSfhJvv0IZmxdcLpRcpslpeWBBALiEA
6/5B8J0GHdJqQ89FHWEG/H2eVVUYu5y/aD6sgcm+0Avg=

Do you want to add an intermediate certificate? [N]> n
List of Certificates
Name Common Name Issued By Status

partner.c brutus.partner.com brutus.partner Active
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Demo Cisco Appliance Demo Cisco Appliance Demo Active 3467 days
Choose the operation you want to perform:

- IMPORT - Import a certificate from a local PKCS#12 file

- PASTE - Paste a certificate into the CLI

- NEW - Create a self-signed certificate and CSR

- EDIT - Update certificate or view the signing request

- EXPORT - Export a certificate

- DELETE - Remove a certificate

- PRINT - View certificates assigned to services

1>

Choose the operation you want to perform:

- CERTIFICATE - Import, Create a request, Edit or Remove Certificate Profiles
- CERTAUTHORITY - Manage System and Customized Authorities

- CRL - Manage Certificate Revocation Lists

[r>

mail3.example.com> commit

Please enter some comments describing your changes:

[1> Installed certificate and key for receiving, delivery, and https

Do you want to save the current configuration for rollback? [Y]> n

Changes committed: Fri May 23 11:42:12 2014 GMT

Bl BCERAZDEK
ROBITIR, BEBATREL R L ET

mail3.example.com> certconfig

Choose the operation you want to perform:

- CERTIFICATE - Import, Create a request, Edit or Remove Certificate Profiles
- CERTAUTHORITY - Manage System and Customized Authorities

- CRL - Manage Certificate Revocation Lists

[1> certificate

List of Certificates

Name Common Name Issued By Status Remaining
partner.c Dbrutus.neuronio.pt brutus.neuronio.pt Expired -4930
days

Demo Cisco Appliance Demo Cisco Appliance Demo Active 3467 days

Choose the operation you want to perform:

- IMPORT - Import a certificate from a local PKCS#12 file
- PASTE - Paste a certificate into the CLI

- NEW - Create a self-signed certificate and CSR
- EDIT - Update certificate or view the signing request
- EXPORT - Export a certificate

- DELETE - Remove a certificate

- PRINT - View certificates assigned to services
[1> new

1. Create a self-signed certificate and CSR

2. Create a self-signed SMIME certificate and CSR
[11> 1

Enter a name for this certificate profile:

> example.com

Enter Common Name:

> example.com

Enter Organization:

> Example

Enter Organizational Unit:

> Org

Enter Locality or City:

> San Francisoc

Enter State or Province:

> CA

Enter Country (2 letter code):
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> US

Duration before expiration (in days):
[3650]>

1. 1024

2. 2048

Enter size of private key:

[21>

Do you want to view the CSR? [Y]> y

MIICrTCCAZUCAQAWaDELMAkKGA1UEBhMCVVMxFDASBgNVBAMTC2V4AYW1lwbGUuUY29t
MRYWFAYDVQQHEw1TYW4gRnJhbmNpc29jMRAWDgYDVQQOKEWd1leGFtcGx1MQswCQYD
VQQIEwWJDQTEMMAOGALIUECxMDb3JnMIIBIjANBgkghkiGOwOBAQEFAAOCAQ8AMIIB
CgKCAQEA+NwamZyX7VgTZka/x1I5HHrN9V2MPKXoLg7FjzUtiIDwznElrKIuJdovw
Svonle6GvEF1UHEjv8B3WobOzk5Ny6btKjwPrBfaY+qgr7rzM41AQKHM+P61+1ZnPU
POSNIRCkLP4XsUuyY6CalWLTiPIgag2fR8Y0JIX/kesZcGOglde66pN+xJIHHYadD
00p0ggi 6SLNfAzJu/HEU/fnSujG4nhF0ZG1l0pVUx4£g33NwZ4wV10XBk3GrOjbbA
ih90zAwfNzxb57amtxEJk+pW+co3uEHLIJIOPdih9SHzn/UVU4hiu8rSQR19sDApp
kfdWcfaDLF9tnQJPWSYoChOUSgCc8QIDAQABOAAWDQYJKOZIhveNAQEFBQADggER
AGiVhyMAZuHSvIyA08kJICmrgO89yRINDUXDDo6IrODVKx4hHTi0OanOPulnsThSvH
7xV4xR35T/QV0U3yPrL6bJbbwMySOLIRTIsUcCwZN]jOELIxMM5EKBM2BOISrs4159g
FhHVejhGlLyyUDLOU82wsSLMgLFH1IT63tzwVmRiIXmAu/1HYci3+vctb+sopnN1
1Y10Iuj+EggWNrRBNnKXLTdXkzhELOd8vZEqGSAfBWy ] Z2mECzC7SG3evakw/0GLk
AilNXHayiGjeY+UfWzF/HBSekSJtQu6hIv6JpBSY/MnYU4t11ExgD+GX31lrudxcd
zDas2rS/Pbpn73Lf503nmsw=

List of Certificates

Name Common Name Issued By Status
example.c example.com example.com Valid
partner.c brutus.partner.com brutus.partner.com Valid

Demo Cisco Appliance Demo Cisco Appliance Demo Active

Choose the operation you want to perform:

- IMPORT - Import a certificate from a local PKCS#12 file
- PASTE - Paste a certificate into the CLI

- NEW - Create a self-signed certificate and CSR

- EDIT - Update certificate or view the signing request

- EXPORT - Export a certificate

- DELETE - Remove a certificate

- PRINT - View certificates assigned to services

[1>

5 : B2 &% S/MIME E & FEEAZE DER

avv R sEH |

Remaining

3649 days
30 days

3467 days

wIT, B A vy E—VDHECES SIMIME GEAEZAERT 5612~ L ET,

vml0esa0031l.ga> certconfig

Choose the operation you want to perform:

- CERTIFICATE - Import, Create a request, Edit or Remove Certifica
- CERTAUTHORITY - Manage System and Customized Authorities

- CRL - Manage Certificate Revocation Lists

[1> certificate

List of Certificates

Name Common Name Issued By Status
Demo Cisco Appliance Demo Cisco Appliance Demo Active
Choose the operation you want to perform:

- IMPORT - Import a certificate from a local PKCS#12 file

- PASTE - Paste a certificate into the CLI

- NEW - Create a self-signed certificate and CSR

- PRINT - View certificates assigned to services

[1> new

1. Create a self-signed certificate and CSR
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2. Create a self-signed SMIME certificate and CSR
11> 2

Enter a name for this certificate profile:
> smime_signing

Enter Common Name:

> CN

Enter Organization:

> ORG

Enter Organizational Unit:

> OU

Enter Locality or City:

> BN

Enter State or Province:

> KA

Enter Country (2 letter code):

> IN

Duration before expiration (in days):
[3650]>

1. 1024

2. 2048

Enter size of private key:

[2]1>

Enter email address for 'subjectAltName' extension:
[1> admin@example.com

Add another member? [Y]> n

Begin entering domain entries for 'subjectAltName'.
Enter the DNS you want to add.

[1> domain.com

Add another member? [Y]> n

Do you want to view the CSR? [Y]> n

List of Certificates

Name Common Name Issued By Status
smime sig CN CN Valid
Demo Cisco Appliance Demo Cisco Appliance Demo Active

Choose the operation you want to perform:

- IMPORT - Import a certificate from a local PKCS#12 file
- PASTE - Paste a certificate into the CLI

- NEW - Create a self-signed certificate and CSR

- EDIT - Update certificate or view the signing request

- EXPORT - Export a certificate

- DELETE - Remove a certificate

- PRINT - View certificates assigned to services

(1>

BUED ARz R LET

MeE - oo~ K lcommit] (THEHY FH A,

date .

Remaining
3649 days
3329 days

JGAREE . Zoavwr RiE, TRTOY U ET—F (WFRE, T—F, =) Tff

MTEET,

NyF avwrs R Zoavy Ry FELZR—FLTWEEA,
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ERx

!l

diagnostic

B7LL]

avv R sEH |

mail.example.com> date
Tue Mar 10 11:30:21 2015 GMT

FiBH (106 ~2—20)
Ml (106 2—)

ol (106 ~2—3)

FBESNTE RAAL LD DANE N R—FENTWEINE I EfHERLET,

FEE : 2D~ NiZ commit lZIMNEH Y £H A,
HSRRAEW . —pav NEvyry T— RTORFHTEET,

NyFaAI K Zoa<vy RNy FRELEFR—FLTWET, FMICOWTIE, nelp
daneverify A< RE AN LT, £V TA L ~NTEBZBLTIZEIN,

DB T, daneverify A~ REFEHTH L, FHEINZ KA A O DANE 4R — %R
TEET,

mail3.example.com> daneverify

Enter the DANE domain to verify against: []> example-dane.net

Trying DANE MANDATORY for example-dane.net

SECURE MX RECORD found for example-dane.net

SECURE A record (10.10.1.198) found for MX(mail.example.com.cs2.test-dane.net) in
example-dane.net

SECURE TLSA Record found for MX(mail.example.com.cs2.test-dane.net) in example-dane.net
TLS connection established: protocol TLSv1.2, cipher DHE-RSA-AES128-SHA256.
Certificate verification successful for TLSA
record(030101329aadl9cfb5a0bb8d3b99c67dd1282a4dcdf67bd9¢c4efc08578657065fe7504)
TLS connection succeeded example-dane.net.

DANE_SUCESS for example-dane.net

DANE verification completed.

diagnostic =~ & RIXIR DT DI L £ 77,

[l AsyncOS 12.1 for Cisco Email Security AppliancesCLI ') 77 LV R 4 K (—fFEA)



| a~> k526
diagnostic 1< > FO{EFA .

cIFSFERA—T 4V T EFEALIE, N~ FU=T Xy NI OREDO RNT TV
Sa—T 4T

« RAID DIRREDTF = v 7

¢ ARP ¥ ¥ v ¥ 2 DFIR

«LDAP, DNS, BEXRARP ¥ v 2D/ U 7T

«SMTP 7 A k A v E—TD%(F

e T FIGAT UV ATHMNI S TVAY—E R =Y DRAT—F ZAOFEE) & E5

diagnostic A< > FDFEMH
diagnostic 7 A =2 —Tl&, ROa~» REHTEET,

% 5:diagnostic 7T 2 K

FIvay $IaTU R FRLFEYT 4

RAID 1. 7 4 A Y MAED FEAT C30 3 LN C60 TDAfifi FH AT HE,

LIATHDO R AT DE=H

3.7 4 A MEERE R DFR

DISK USAGE (Bélk) Y7 =~ Rl Zoa=y FFTTICEESRTONE
7, PV IZ, diskquotaconfig =
~ v REHHLET,

NETWORK FLUSH C-Series, X-Series. M-Series
ARPSHOW
SMTPPING
TCPDUMP

REPORTING DELETEDB C-Series, X-Series, M-Series
DISABLE

TRACKING DELETEDB C-Series, X-Series, M-Series
DEBUG

RELOAD YT a<w KL C-Series, X-Series. M-Series

SERVICES RESTART C-Series. X-Series. M-Series
STATUS

ER7E

e oo~ R lcommit] (TM4EHY FH A,
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avv R sEH |
. Ny FRR

JIALEH  Zavry RiivwY r B— R TORMEATEET, EHIC, Zoavwr Fignm
TAUVIRA N (—=Fhna Ao Lizvyy) TOMEFATEET, ZDa~wr REEHRAT S
IZiE, B— B T2 ANV AT AT IV BEATXALERLY 4,

NyF azxrsR: Zoavy FERNyFERE Y R—FLTHET,

Ny FRR

diagnostic 2~ ROy FEAXEMHT 5L, RAID DREOTF =y 7, Frvians
7. ARP ¥ ¥ v Va2 ODNEDORREFITTEET, NoF av FeELTETTHITE, K
DX AEEHLET,

WOBEDT= DIy FEREEH L E T,
* RAID DJREED T = v 7

diagnostic raid

ARP ¥ ¥ v ¥ 2 DNEDFR

diagnostic network arpshow|

NDP ¥ v ¥ = ODNEDFR

diagnostic network ndpshow]

LDAP, DNS, ARP, BEXUINDP ¥ ¥ v =227 U7

diagnostic network flush

e LAR— K T—F_X—=20D V¥ v b LOHIFR

diagnostic reporting deletedb

LAR— b F—ErOfZML

diagnostic reporting enable

LR— b F—Fr0ENL

diagnostic reporting disable

s FTI XL T TFT=ER=20 Yy M LUHIER
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B AP vy anwEs 7 |

diagnostic tracking deletedb

RANOEIETTOMEICHREZ Y £ b

diagnostic reload|

5l : ARP vy aDRRETUT

ROFITIE, diagnostic A~ RZMIHL T, ARPF ¥ v v a2 ORNFLZR L, X U —

JICEHET TR TCOX Yy vy ark 7Ty 2 LET,

mail.example.com> diagnostic

Choose the operation you want to perform:

- RAID - Disk Verify Utility.

- DISK_USAGE - Check Disk Usage.

- NETWORK - Network Utilities.

- REPORTING - Reporting Utilities.

- TRACKING - Tracking Utilities.

- RELOAD - Reset configuration to the initial manufacturer values.
[1> network

Choose the operation you want to perform:

- FLUSH - Flush all network related caches.

- ARPSHOW - Show system ARP cache.

- NDPSHOW - Show system NDP cache.

- SMTPPING - Test a remote SMTP server.

- TCPDUMP - Dump ethernet packets.

[1> arpshow

System ARP cache contents:

(10.76.69.3) at 00:1e:bd:28:97:00 on em0 expires in 1193 seconds [ethernet]
(10.76.69.2) at 00:1e:79:af:f4:00 on em0 expires in 1192 seconds [ethernet]
(10.76.69.1) at 00:00:0c:9£:£f0:01 on em0 expires in 687 seconds [ethernet]
(10.76.69.149) at 00:50:56:b2:0e:2b on em0 permanent [ethernet]
Choose the operation you want to perform:

- FLUSH - Flush all network related caches.

- ARPSHOW - Show system ARP cache.

- NDPSHOW - Show system NDP cache.

- SMTPPING - Test a remote SMTP server.

- TCPDUMP - Dump ethernet packets.

[1> flush

Flushing LDAP cache.

Flushing DNS cache.

Flushing system ARP cache.

10.76.69.3 (10.76.69.3) deleted

10.76.69.2 (10.76.69.2) deleted

10.76.69.1 (10.76.69.1) deleted

10.76.69.149 (10.76.69.149) deleted

Flushing system NDP cache.

fe80::250:56ff:feb2:e2d%em2 (£fe80::250:56ff:feb2:e2d%em2) deleted
fe80::250:56ff:feb2:e2c%eml (fe80::250:56ff:feb2:e2c%eml) deleted
fe80::250:56ff:feb2:e2b%em0 (£fe80::250:56ff:feb2:e2b%em0) deleted
Network reset complete.
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avwo R sz |
B 5 50— v—ReopsomE

Bl : BlD A —)L Y—/\ & DEFTDIERGE

WOEITIX, diagnostic 2~ RZEH L THIDO A — L P — NP2 T v 7 LET, A—
=BT A NTBHITE, = NIH L TA v E—U R ET D0, ping ZFEITLET,

mail.example.com> diagnostic

Choose the operation you want to perform:

- RAID - Disk Verify Utility.

- NETWORK - Network Utilities.

- REPORTING - Reporting Utilities.

- TRACKING - Tracking Utilities.

- RELOAD - Reset configuration to the initial manufacturer values.
[1> network

Choose the operation you want to perform:

- FLUSH - Flush all network related caches.

- ARPSHOW - Show system ARP cache.

- NDPSHOW - Show system NDP cache.

- SMTPPING - Test a remote SMTP server.

- TCPDUMP - Dump ethernet packets.

[1> smtpping

Enter the hostname or IP address of the SMTP server:
[mail.example.com]> mail.com

The domain you entered has MX records.

Would you like to select an MX host to test instead? [Y]> y
Select an MX host to test.

1. mx00.gmx.com

2. mx01l.gmx.com

[11>

Select a network interface to use for the test.

1. Management

2. auto

[2]1> 1

Do you want to type in a test message to send? If not, the connection will be tested
but no email will be sent. [N]>

Starting SMTP test of host mx00.gmx.com.

Resolved 'mx00.gmx.com' to 74.208.5.4.

Unable to connect to 74.208.5.4.

Bl RVDORETDEIZCT TSATUREEEZ) Y
I, BOBETCOBICT T34 T A0HREE VY T AHZRLET,

mail.example.com> diagnostic

Choose the operation you want to perform:

- RAID - Disk Verify Utility.

- NETWORK - Network Utilities.

- REPORTING - Reporting Utilities.

- TRACKING - Tracking Utilities.

- RELOAD - Reset configuration to the initial manufacturer values.
[1> reload

This command will remove all user settings and reset the entire device.
If this is a Virtual Appliance, all feature keys will be removed,
and the license must be reapplied.

Are you sure you want to continue? [N]> Y

Are you *really* sure you want to continue? [N]> Y

Do you want to wipe also? [N]> Y
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H—ERIVOLNBERDERT—EZ0RT ||

Y—EX IV UDBREFHERT—FADERTR

CLI T diagnostic > services W7 a2~ R&HEHA LT, UTF2ETTxET,

T IIAT VATHMNNI s TWVABY— ATV AFHRE#LET, TS I9AT VA%
HESTAILETIHD A,

T FIGAT LV ATEHENNI o TNBY— R P DRAT— X A EFR LET,

Bl :DLPITVSVDRAT—HRANDRT

OB TIX, services A~V REERAL T, 77 I9A4A TV ATEMNNIR> TS DLP =Y
VDAT—RAEFRLET,

mail.example.com> diagnostic

Choose the operation you want to perform:

- RAID - Disk Verify Utility.

- DISK USAGE - Check Disk Usage.

- NETWORK - Network Utilities.

- REPORTING - Reporting Utilities.

- TRACKING - Tracking Utilities.

- RELOAD - Reset configuration to the initial manufacturer values.
- SERVICES - Service Utilities.

[1> services

Choose one of the following services:

- ANTISPAM - Anti-Spam services

- ANTIVIRUS - Anti-Virus services

- DLP - Cisco Data Loss Prevention services
- ENCRYPTION - Encryption services

- GRAYMAIL - Graymail services

- REPORTING - Reporting associated services
- SBRS - Reputation Engine services

- TRACKING - Tracking associated services

- URLFILTERING - URL Filtering

- EUQWEB - End User Quarantine GUI

- WEBUI - Web GUI

[1> dlp

Choose the operation you want to perform:
- RESTART - Restart the service

- STATUS - View status of the service

[1> status

Cisco Data Loss Prevention has been up for 3s.

5l : Graymail T> 2 U DBEIEH

WROBFITIL, services A~V REHEHLT, 7794 TV AD Graymail TV HEE L
i‘ﬂ‘o

mail.example.com> diagnostic

Choose the operation you want to perform:
- RAID - Disk Verify Utility.

- DISK USAGE - Check Disk Usage.

- NETWORK - Network Utilities.

- REPORTING - Reporting Utilities.
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- TRACKING - Tracking Utilities.

- RELOAD - Reset configuration to the initial manufacturer values.

- SERVICES - Service Utilities.
[1> services

Choose one of the following services:

- ANTISPAM - Anti-Spam services

- ANTIVIRUS - Anti-Virus services

- DLP - Cisco Data Loss Prevention services
- ENCRYPTION - Encryption services

- GRAYMAIL - Graymail services

- REPORTING - Reporting associated services
- SBRS - Reputation Engine services

- TRACKING - Tracking associated services

- URLFILTERING - URL Filtering

- EUQWEB - End User Quarantine GUI

- WEBUI - Web GUI

[1> graymail

Choose the operation you want to perform:
- RESTART - Restart the service

- STATUS - View status of the service

[1> restart

diskquotaconfig

avv R sEH |

LA— bk LEBR, WEE. 22 77 A, Sy k¥ FFr, BEREIL T Fal—T s

YT ANVHDOT 4 A7 EEEID B TERRELITHELET,

Z DMEBEDFEMIZ DWW T, [User Guide for AsyncOS for Cisco Email Security Appliancesl)l % %

BLTLIZEw,

ERAAGE
feE : Zoa~y Rk lcommit) AHETT,
JIGARER . Zpavwy Riivyy B— RCORMEHATXET,
NyF AT R Zoavy RNy FELEFR—FLTOET,

Ny FRRK

diskquotaconfig <feature> <quota> [<feature> <quota> [<feature> <quota>[<feature> <quota>]]|

<feature> DHZMEIL. euq. pvo. tracking, reporting T3,
<quota> D NEIFEEEL T,

1

mail.example.com> diskquotaconfig

Service Disk Usage (GB)
Spam Quarantine (EUQ) 1
Policy, Virus & Outbreak Quarantines 1
Reporting 5
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ecconfig

ER7E

Ny FRR

ecconfig .

Tracking 1 10
Miscellaneous Files 5 30
System Files Usage : 5 GB
User Files Usage : 0 GB
Total 13 54 of 143
Choose the operation you want to perform:
- EDIT - Edit disk quotas
[1> edit
Enter the number of the service for which you would like to edit disk quota:
1. Spam Quarantine (EUQ)
2. Policy, Virus & Outbreak Quarantines
3. Reporting
4. Tracking
5. Miscellaneous Files
1

1> 1

Enter the new disk quota -

[11> 1

Disk quota for Spam Quarantine (EUQ) changed to 1
Service Disk Usage (GB) Quota (GB)
Spam Quarantine (EUQ) 1 1
Policy, Virus & Outbreak Quarantines 1 3
Reporting 5 10
Tracking 1 10
Miscellaneous Files 5 30

System Files Usage : 5 GB
User Files Usage : 0 GB
Total 13 54 of 143
Choose the operation you want to perform:
- EDIT - Edit disk quotas
[r>

URL 7 A V& U » ZHERETHEN T DREAEO PN T o8k 74 7 > haREE 7237
U7 LET,

VAADYR— ENLIERPRWGEIR, Zoavr FEEH LRV TEIN,

x> F UL, <hostname:port> F 7= 1% <IPv4 address:port> DRI T AMERH Y £, A—h
[ A IV G

T 7 H v N = EFEET HITIL, ecconfig server default & AJJ L E 7,

FEE : Zoa<y Rt lcommit] 2SMHET,
PIOARARER  Zpa<vw RNt VIIAZNDOT R TOLYULTHEHTE £,
NYFaIV R Zoa<wry Ry TFBERXEhR—FLTWET,

« T 7 H N NUSNDRERT TA T b = NEIRET DI

> ecconfig server <server name:port>
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1

ecstatus

ER7AE

1

ecupdate

ER7E

avv R sEH |

TITHN OGRS FAT b = _EfEHT 21T

> ecconfig server default

mail.example.com> ecconfig

Enrollment Server: Not Configured (Use Default)

Choose the operation you want to perform:

- SETUP - Configure the Enrollment Server

[1> setup

Do you want to use non-default Enrollment server?

WARNING: Do not configure this option without the assistance of Cisco Support.
Incorrect configuration can impact the services using certificates from the Enrollment
server. [N]> vy

[1> 192.0.2.1

Choose the operation you want to perform:

- SETUP - Configure the Enrollment Server

[r>

URL 7 4 V& U > JHBECH T 2R ELZ BEINICEST 20 ans, B8 747
VROBIEDONSR—T g U ERFRRLUET,

MEE : Z0a<y RIZ lcommit] 1ZMEH D FH A,
JITALER  Zpavy Ridvyy = R TOAFEHTE E7,
NYyFaAIVF: Zoaxwy Ry FELEZSR—-FLTWHWERA,

mail.example.com> ecstatus
Component Version Last Updated
Enrollment Client 1.0.2-046 Never updated

URL 7 4 V2 U > JHERE TR 2REMAEH 2 BB T 2D S D, B2 747
Y hEFETERLES, @%., ZOERIABNATONES, Y RAa0¥R— bpbiER
MIRWNERIE, Z0axy FefRLRnTZEn,

force /X7 A —%# (ecupdate [force]) Z=FEH L7=HE, ZEPHRILINRITH, 27747k
DEFINET,

MEE : Z0a<y K lcommit] 1ZMEH D FH A,
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INY FRRK

1

Ny FRH .

IS RAREE . T Da~<wy Niivi oy T— R TCOMEHATEE9,
NYF AR UK Zoa<wy RNy FERET R —FLTWET,

> ecupdate [force]

mail.example.com> ecupdate
Requesting update of Enrollment Client.

encryptionconfig

ERAE

1

BT A— MG LERELET,

W : ZOa<y Kt Tcommit] 73BT,
JIALEM  Zpavy Riiviy B— R TORMEATEET,
NYyFaAI R Zoavwy NIy FELEZSR—F L TOERA,

WIZ, b7 e 7 7 A VEEETLH 2R L ET,

mail.example.com> encryptionconfig

IronPort Email Encryption: Enabled

Choose the operation you want to perform:

- SETUP - Enable/Disable IronPort Email Encryption

- PROFILES - Configure email encryption profiles

- PROVISION - Provision with the Cisco Registered Envelope Service

[1> setup

PXE Email Encryption: Enabled

Would you like to use PXE Email Encryption? [Y]>

WARNING: Increasing the default maximum message size (10MB) may result in
decreased performance. Please consult documentation for size recommendations
based on your environment.

Maximum message size for encryption: (Add a trailing K for kilobytes, M for
megabytes, or no letters for bytes.)

[10M]>

Enter the email address of the encryption account administrator
[administrator@example.com]>

IronPort Email Encryption: Enabled

Choose the operation you want to perform:

- SETUP - Enable/Disable IronPort Email Encryption

- PROFILES - Configure email encryption profiles

- PROVISION - Provision with the Cisco Registered Envelope Service

[1> profiles

Proxy: Not Configured

Profile Name Key Service Proxied Provision Status
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HIPAA Hosted Service No Not Provisioned
Choose the operation you want to perform:

- NEW - Create a new encryption profile

- EDIT - Edit an existing encryption profile

- DELETE - Delete an encryption profile

- PRINT - Print all configuration profiles

- CLEAR - Clear all configuration profiles

- PROXY - Configure a key server proxy

[1> edit

1. HIPAA

Select the profile you wish to edit:

11> 1

Profile name: HIPAA

External URL: https://res.cisco.com

Encryption algorithm: ARC4

Payload Transport URL: http://res.cisco.com

Envelope Security: High Security

Return receipts enabled: Yes

Secure Forward enabled: No

Secure Reply All enabled: No

Suppress Applet: No

URL associated with logo image: <undefined>

Encryption queue timeout: 14400

Failure notification subject: [ENCRYPTION FAILURE]

Failure notification template: System Generated

Filename for the envelope: securedoc_ ${date}T${time}.html

Use Localized Envelope: No

Text notification template: System Generated

HTML notification template: System Generated

Choose the operation you want to perform:

- NAME - Change profile name

- EXTERNAL - Change external URL

- ALGORITHM - Change encryption algorithm

- PAYLOAD - Change the payload transport URL

- SECURITY - Change envelope security

- RECEIPT - Change return receipt handling

- FORWARD - Change "Secure Forward" setting

- REPLYALL - Change "Secure Reply All" setting

- LOCALIZED_ ENVELOPE - Enable or disable display of envelopes in languages
other than English

- APPLET - Change applet suppression setting

- URL - Change URL associated with logo image

- TIMEOUT - Change maximum time message waits in encryption queue
- BOUNCE_SUBJECT - Change failure notification subject

- FILENAME - Change the file name of the envelope attached to the encryption
notification.

[1> security

1. High Security (Recipient must enter a passphrase to open the encrypted
message, even if credentials are cached ("Remember Me" selected).)
2. Medium Security (No passphrase entry required if recipient credentials are
cached ("Remember Me" selected).)

3. No passphrase Required (The recipient does not need a passphrase to open the
encrypted message.)

Please enter the envelope security level:

11> 1

Profile name: HIPAA

External URL: https://res.cisco.com

Encryption algorithm: ARC4

Payload Transport URL: http://res.cisco.com

Envelope Security: High Security

Return receipts enabled: Yes

Secure Forward enabled: No

Secure Reply All enabled: No

Suppress Applet: No
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URL associated with logo image: <undefined>
Encryption queue timeout: 14400
Failure notification subject: [ENCRYPTION FAILURE]
Failure notification template: System Generated
Filename for the envelope: securedoc_ ${date}TS${time}.html
Use Localized Envelope: No
Text notification template: System Generated
HTML notification template: System Generated
Choose the operation you want to perform:
- NAME - Change profile name
- EXTERNAL - Change external URL
- ALGORITHM - Change encryption algorithm
- PAYLOAD - Change the payload transport URL
- SECURITY - Change envelope security
- RECEIPT - Change return receipt handling
- FORWARD - Change "Secure Forward" setting
- REPLYALL - Change "Secure Reply All" setting
- LOCALIZED_ ENVELOPE - Enable or disable display of envelopes in languages
other than English
APPLET - Change applet suppression setting
- URL - Change URL associated with logo image
- TIMEOUT - Change maximum time message waits in encryption queue
- BOUNCE_SUBJECT - Change failure notification subject
- FILENAME - Change the file name of the envelope attached to the encryption
notification.
[1> forward
Would you like to enable "Secure Forward"? [N]> vy
Profile name: HIPAA
External URL: https://res.cisco.com
Encryption algorithm: ARC4
Payload Transport URL: http://res.cisco.com
Envelope Security: High Security
Return receipts enabled: Yes
Secure Forward enabled: Yes
Secure Reply All enabled: No
Suppress Applet: No
URL associated with logo image: <undefined>
Encryption queue timeout: 14400
Failure notification subject: [ENCRYPTION FAILURE]
Failure notification template: System Generated
Filename for the envelope: securedoc_ ${date}TS${time}.html
Use Localized Envelope: No
Text notification template: System Generated
HTML notification template: System Generated
Choose the operation you want to perform:
- NAME - Change profile name
- EXTERNAL - Change external URL
- ALGORITHM - Change encryption algorithm
- PAYLOAD - Change the payload transport URL
- SECURITY - Change envelope security
- RECEIPT - Change return receipt handling
- FORWARD - Change "Secure Forward" setting
- REPLYALL - Change "Secure Reply All" setting
- LOCALIZED_ ENVELOPE - Enable or disable display of envelopes in languages
other than English
APPLET - Change applet suppression setting
- URL - Change URL associated with logo image
- TIMEOUT - Change maximum time message waits in encryption queue
- BOUNCE_SUBJECT - Change failure notification subject
- FILENAME - Change the file name of the envelope attached to the encryption
notification.

[r>
Proxy: Not Configured
Profile Name Key Service Proxied Provision Status
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HIPAA Hosted Service No Not Provisioned
Choose the operation you want to perform:

- NEW - Create a new encryption profile

- EDIT - Edit an existing encryption profile

- DELETE - Delete an encryption profile

- PRINT - Print all configuration profiles

- CLEAR - Clear all configuration profiles

- PROXY - Configure a key server proxy

1>

IronPort Email Encryption: Enabled

Choose the operation you want to perform:

- SETUP - Enable/Disable IronPort Email Encryption

- PROFILES - Configure email encryption profiles

- PROVISION - Provision with the Cisco Registered Envelope Service

(1>

encryptionstatus

i

ER7AE

1

encryptionstatus 2~ RNiE, EA— LV X274 7774 T VA LOPXExZ TV
ERAA Y =y BT Ty ANDNA—T gt arR—3 MREBICER SN AR AR
ZT—\‘L/SE?—O

fEE : ZDa~<y N2 Tcommit] IZIMEHD FH A,
HSRAAEE . —pa<wy RiEvyy T— RCOMERATX 7,
NYyFaAIV R Zoavy RNy FELEZSR—FLTOERA,

mail3.example.com> encryptionstatus

Component Version Last Updated

PXE Engine 6.7.1 17 Nov 2009 00:09 (GMT)

Domain Mappings File 1.0.0 Never updated
encryptionupdate

B

ERAE

encryptionupdate 2 v RiZ, EA— LV X2 UT 4 T I7A T ALOPXEZ TV
DEFAZTRLET,

FEE : 2Dz~ NIZ lcommit] 1ZMEH D FHA,
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1

enginestatus

B7LL]

ER7AE

1

"N |

DSRAAER . Zpav NI~y E—RTCORMEATEET, &HIZ, 2o~y Ride
TAL Y HRAN (—FRal A Lirviy) TOMEHATEET,

NYyFaAIVF: Zoaxwy Ry TFELESR—-FLTWERA,

mail3.example.com> encryptionupdate
Requesting update of PXE Engine.

enginestatus I~ NiE, 77 I7A TV A LETA R—TMI7go> TNAHERT TV DA
T =4 AL CPUMHREZFRT LD I NET,

Mg : oo~ R lcommit] (THEHY FH A,

JIGARER  Zpavy NI, TRTOYE—R (IR Z, TA—F <=2 v) TF
HAT&xd,

NYF AR Zoavwr RNy FERXE AR — L TWET, FHIZ OV T, help
enginestatus 2~ FEZASJLT, A T4 ~UTEZRLTIEIN,

WOENL, T IAT VA ETAR—T NI RSTNBETRXRTCOT P DAT—H AL CPU
ERARERRTDHHEEZRLTOVET,

vm30esal0086.1ibga> enginestatus

Choose the operation you want to perform:
- GRAYMAIL - View Graymail engine status
- SOPHOS - View Sophos engine status

- CASE - View CASE engine status

- AMP - View AMP engine status

- MCAFEE - View McAfee engine status

- ALL - View status of All engines

[1> ALL

CASE Status: UP CPU: 0.0%

Component Version Last Updated
CASE Core Files 3.5.0-008 Never updated
CASE Utilities 3.5.0-008 Never updated
Structural Rules 3.3.1-009-20141210 214201 Never updated
Web Reputation DB 20141211 111021 Never updated
Web Reputation Rules 20141211 111021-20141211 170330 Never updated
Content Rules unavailable Never updated
Content Rules Update unavailable Never updated
SOPHOS Status: UP CPU: 0.0%

Component Version Last Updated
Sophos Anti-Virus Engine 3.2.07.365.2 5.30 Never updated
Sophos IDE Rules 0 Never updated
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GRAYMAIL Status: UP CPU: 0.0%
Component

Graymail Engine

(GMT +00:00) updated

Version
01-392.68

Last Updated
N10 Nov 2016 07:08

01-392.68#121

Graymail Rules

Never updated

Graymail Tools 1.0.03 Never updated
MCAFEE Status:

Component Version Last Updated
McAfee Engine 5700 Never updated
McAfee DATs 7437 Never updated
AMP Status: UP CPU:

Component Version Last Updated
AMP Client Settings 1.0 Never updated
AMP Client Engine 1.0 Never updated

featurekey 2~ FiE, VAT AL ETHF—|ZL > TA R—T /TR > TNWB TR TOERE &
X —CBE T AEMAE TR LET, o, F—2MH L THEREZ AT L0 B LRE
=Tz LD THIELEHTEET,

AT 77 A T v A2 2T, loadlicense (334 X—37) 8 X WNshowlicense (335 ~2—)
HEM LT EEN,

MeE : 0o~ KX lcommit] NHFTI,
JIARER  Zav Niivyry B R TORMEHATEET,
NYyFaAIVEF: Zoa<wy RNy TFELESR—FLTWVERA,

ZOFITIL, featurekey 2~ FZEH L THLWEREX—%2FT = v 7 LET,

mail3.example.com> featurekey

Module Quantity Status Remaining Expiration Date
Outbreak Filters 1 Active 28 days Tue Feb 25 06:40:53
2014

IronPort Anti-Spam 1 Dormant 30 days Wed Feb 26 07:56:57
2014

Sophos Anti-Virus 1 Active 26 days Sun Feb 23 02:27:48
2014

Bounce Verification 1 Dormant 30 days Wed Feb 26 07:56:57
2014

Incoming Mail Handling 1 Active 20 days Sun Feb 16 08:55:58
2014

IronPort Email Encryption 1 Dormant 30 days Wed Feb 26 07:56:57
2014

Data Loss Prevention 1 Active 25 days Fri Feb 21 10:07:10
2014

McAfee 1 Dormant 30 days Wed Feb 26 07:56:57
2014

Choose the operation you want to perform:
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featurekeyconfig .

- ACTIVATE - Activate a (pending) key.

- CHECKNOW - Check now for new feature keys.
[1> checknow

No new feature keys are available.

featurekeyconfig

B

ER7E

l

featurekeyconfig =~ R Tl HAERF—DF UV n— R EOFXF—DEH
EHBIIT) LOICv v v aRETEET,

WEE : Zoa<y Kt lcommit] SMLET,

JIGAREM . Zoa<w s RiE, TRTCO~Y U ET—R (U592 F, IJ—F, <~ ) T
AcEEd,

NYyF AT R Zoa<wr NIy FELSEZ TR —F L THERA,

Z OHITIL, featurekeyconfig =~ > K% ffiH L T autoactivate 35 JX O autocheck #§RE % A R — 7
MZLET,

mail3.example.com> featurekeyconfig

Automatic activation of downloaded keys: Disabled

Automatic periodic checking for new feature keys: Disabled
Choose the operation you want to perform:

- SETUP - Edit feature key configuration.

[1> setup

Automatic activation of downloaded keys: Disabled

Automatic periodic checking for new feature keys: Disabled
Choose the operation you want to perform:

- AUTOACTIVATE - Toggle automatic activation of downloaded keys.
- AUTOCHECK - Toggle automatic checking for new feature keys.
[1> autoactivate

Do you want to automatically apply downloaded feature keys? [N]> y
Automatic activation of downloaded keys: Enabled

Automatic periodic checking for new feature keys: Disabled
Choose the operation you want to perform:

- AUTOACTIVATE - Toggle automatic activation of downloaded keys.
- AUTOCHECK - Toggle automatic checking for new feature keys.
[1> autocheck

Do you want to periodically query for new feature keys? [N]> y
Automatic activation of downloaded keys: Enabled

Automatic periodic checking for new feature keys: Enabled
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generalconfig

B2LL]

ER7E

avv R sEH |

generalconfig 2~ N&fiHT 5L 77 U FERETEETS,

e Zoa~< 2 i lcommit] NVNETY,

JITARER  ZDa<vy Rt I XTO~Y =8 (FT7AX, IA—T <) TF
HATtxEd,

NyF awr R Zoa<wy Ry TFERE R —F L TWET, FEIZOWTIE, help
generalconfig 2 v REZ AN LT, 410740 ~VT 2L TITEIN,

{5 : Internet Explorer B4 E— FDA—/N\—5 4 FOEE

healthcheck
Bl

ER7AE

KT, [E AT — Fa 4 —"—F 4 FT 2812 RLET,

mail.example.com> generalconfig

Choose the operation you want to perform:

- IEOVERRIDE - Configure Internet Explorer Compatibility Mode Override

[1> ieoverride
For better web interface rendering, we recommend that you enable Internet
Explorer Compatibility Mode Override. However, if enabling this feature
is against your organizational policy, you may disable this feature.
Internet Explorer Compatibility Mode Override is currently disabled.

Would you like to enable Internet Explorer Compatibility Mode Override? [N]y

Choose the operation you want to perform:

- IEOVERRIDE - Configure Internet Explorer Compatibility Mode Override

[1>

EA=N X2 T4 TTIAT 0 AOREEZHBLET, ~NVA Fxv 71k 0BEDR
TR A TDRET—H (BK3IBVH) DOV, TTI7AT 2 ADRENHIH v E
KR

M : Z oo~ R lcommit] (THEH Y FH A,

JGAREE . Zoavy RiE, TRTOYEF—F (WFRE, T—F, =) Tff
ATxEd,

NyF avwrs R Zoavy Ry FEAZSR—FLTWEEA,
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healthconfig
2t BA

ERAE

1

mail.example.com> healthcheck

Analyzing the system to determine current health of the system.

The analysis may take a while, depending on the size of the historical data.
System analysis is complete.

The analysis indicates that the system has experienced the following issue(s)recently:
Entered Resource conservation mode

Delay in mail processing

High CPU usage

High memory usage

Based on this analysis,

we recommend you to contact Cisco Customer Support before upgrading.

CPUMRHER, UV—0 Xa—DRKAvE—VERE, 77794 T AOIF I LM<
SA—HDOLEXVMEEZRELET

W€ : Zoa< KX lcommit] NHEETY,

JSRABEM . Zpavy NI, TR_RTOVEFT—F (PFREZ, TA—F, <) T
ATxEd,

NyF avwrs R Zoavy Ry FEALZ S R—FLTWEEA,

mail.example.com> healthconfig

Choose the operation you want to perform:

- WORKQUEUE - View and edit workgqueue-health configuration.

- CPU - View and edit CPU-health configuration.

- SWAP - View and edit swap-health configuration.

[1> workqueue

Number of messages in the workqueue : 0

Current threshold on the workqueue size : 500

Alert when exceeds threshold : Disabled

Do you want to edit the settings? [N]> y

Please enter the threshold value for number of messages in work queue.
[500]> 550

Do you want to receive alerts if the number of messages in work queue exceeds
threshold value? [N]> n

Choose the operation you want to perform:

- WORKQUEUE - View and edit workgqueue-health configuration.

- CPU - View and edit CPU-health configuration.

- SWAP - View and edit swap-health configuration.

[1> cpu

Overall CPU usage : 0 %

Current threshold on the overall CPU usage: 85 %

Alert when exceeds threshold : Disabled

Do you want to edit the settings? [N]> y

Please enter the threshold value for overall CPU usage (in percent)
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[85]1> 90

Do you want to receive alerts if the overall CPU usage exceeds threshold value?[N]> n
Choose the operation you want to perform:

- WORKQUEUE - View and edit workgqueue-health configuration.

- CPU - View and edit CPU-health configuration.

- SWAP - View and edit swap-health configuration.

[1> swap
Number of pages swapped from memory in a minute : O
Current threshold on the number of pages swapped from memory per minute : 5000

Alert when exceeds threshold : Disabled

Do you want to edit the settings? [N]> y

Please enter the threshold value for number of pages swapped from memory in a
minute.

[5000]1> 5500

Do you want to receive alerts if number of pages swapped from memory in a
minute exceeds the threshold? [N]> n

Choose the operation you want to perform:

- WORKQUEUE - View and edit workgqueue-health configuration.

- CPU - View and edit CPU-health configuration.

- SWAP - View and edit swap-health configuration.

(>

ntpconfig A~ RTIE, Xy hU—2 XA A 7 haj (NTP) ZFEHL T AT A Y
0y EMoarea—xEET 5L 91T, AsyncOS ZXELE T, NTP #4712 T 51
IZ. settime o~ F&MHEHALE7,

feE : Zoa<r N Tcommit] NHUETT,

JIGARER  Zpavy NI, TRTO~Y U EF—R (IR Z, TA—F, <=2 v) TF
AT&EEd,

NyF avwrs R Zoavy Ry FELZSR—FLTWEEA,

mail3.example.com>

ntpconfig

Currently configured NTP servers:

1. time.ironport.com

Choose the operation you want to perform:

- NEW - Add a server.

- DELETE - Remove a server.

- SOURCEINT - Set the interface from whose IP address NTP queries should originate.
- AUTH - Configure NTP authentication.

[1> new

Please enter the fully qualified hostname or IP address of your NTP server.
[1> ntp.example.com

Currently configured NTP servers:

1. time.ironport.com

2. bitsy.mit.edi

Choose the operation you want to perform:
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- NEW - Add a server.

- DELETE - Remove a server.

- SOURCEINT - Set the interface from whose IP address NTP queries should
originate.

- AUTH - Configure NTP authentication.

[1> sourceint

When initiating a connection to an NTP server, the outbound IP address
used is chosen automatically.

If you want to choose a specific outbound IP address,please select

its interface name now.

Auto

Management (172.19.0.11/24: elroy.run)

PrivateNet (172.19.1.11/24: elroy.run)

PublicNet (172.19.2.11/24: elroy.run)

11> 1

urrently configured NTP servers:

time.ironport.com

bitsy.mit.edi

Choose the operation you want to perform:

- NEW - Add a server.

- DELETE - Remove a server.

- SOURCEINT - Set the interface from whose IP address NTP queries should originate.
- AUTH - Configure NTP authentication.

[1> auth

1.
2.
3.
4.
[
c
1
2

Would you like to enable NTP authentication? [N]>yes
Currently configured NTP servers:

1. time.ironport.com

2. bitsy.mit.edi

Authentication is on

Choose the operation you want to perform:

- NEW - Add a server.

- DELETE - Remove a server.

- SOURCEINT - Set the interface from whose IP address NTP queries should
originate.

- AUTH - Configure NTP authentication.

mail3.example.com> commit

Please enter some comments describing your changes:

[1> Added new NTP server

Do you want to save the current configuration for rollback? [Y]> n
Changes committed: Fri May 23 11:42:12 2014 GMT

portalregistrationconfig

Cisco Spam Submission Tracking Portal I%, & A —/ /L& BRE AR & 0O A /X KO 2 18 B
L., M- THBESNEFRA v E— V2 ATRETE D, Web_X—2DY—/LTF, =
DR—=ZNVTIE, FHT LT _XTOT T T4 7 o ADBBREID 2> Z L PLETT,

ek ID 3% EJ HITiE, CLI T portalregistrationconfig 2~ REHHLET, 7
TIAT VANRYT TAZDO—ETRWGSE, BHT2TXTOT 7747 o AZHBOEE
ID #RETLHDLENRHY 7,
R—=BZNLDFHMHONTIL, 22— HA RERITF L TA 2 ~TDT VFANRNLDELS
BLTLEEN,
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reboot

s A

ERAE

1

repengstatus

ait B

He® : Z o<y Kt Tcommit] 2AH43ETI,

avy R sEH |

JGAREE . Zoawy RiE, TRTOYEFT—F (WFRE, T—F, <) Tff

HTEEd,
NyF azws R Zoavy RNy FERZ R — L THEEA,

mail3.example.com> portalregistrationconfig
Choose the operation you want to perform:

- REGISTRATION ID - Set up the Registration ID.
[1> registration_id
Enter the new value of the Registration ID.
[1> registrationidexamplel234

TFIAT A BESHLET,

Fe® : Za<y K2 fcommit] 1ZMEH D FHA,
S ARER - Cpawy Rig~wyvy B— RCORFEHRTXET,
NYF AT KR Zoa~y RNy FEXREZ P R—F L TWERTA,

mail3.example.com> reboot

Enter the number of seconds to wait before abruptly closing connections.
[30]>

Waiting for listeners to exit...

Receiving suspended.

Waiting for outgoing deliveries to finish...

Mail delivery suspended.

LEa2TF—2ay PR —g UEREER LUET,
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resume

Bk

ERAE

1

resumedel

B7LEL]

ER7AE

mans

WEE : Zoa<y R lcommit] IZMEH D FH A,
G ARER . Zpa<y Riivwyy T— RCOREHATEET,
NYyFaAIV R Zoavy RNy FEXLEZSR—F L TOERA,

mail.example.com> repengstatus

Component Last Update Version
Reputation Engine 28 Jan 2014 23:47 (GMT +00:00) 1
Reputation Engine Tools 28 Jan 2014 23:47 (GMT +00:00) 1

ZfE LBMEE BB LE T,

MeE  Zoa<y R Tcommit] 1ZMEH D FH A,
JIABEH  Zavw s RiIvwr B— R TCORMEATEE7,
NYyFaAvo R Zoa<wy IRy FEXREZTR—F L TOHERA,

mail3.example.com> resume

Receiving resumed for Listener 1.

Mail delivery resumed.

Mail delivery for individually suspended domains must be resumed individually.

BefE z AR L £ 9

MEE : Z0a<y R lcommit] 1ZMEH D FH A,
TS AREHE . Zpa<wy Riivwiy B— R TORFEHTXET,
NYyFaAIVEF: Zoa<vwy Ry TFELESR—FLTOWERA,
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mail.example.com> resumedel

Currently suspended domains:

1. domainl.com

2. domain2.com

3. domain3.com

Enter one or more domains [comma-separated] to which you want to resume delivery.
[ALL]> domainl.com, domain?2.com

Mail delivery resumed.

resumelistener

& A
Y AF—TOZFEEHEHLET,

ERAGE
fEE : Zoa< N Tcommit] FH4EHY FHA,
JIAZER  ZOavy RiEvvy E— R TOREHATEET,
NYF AR Zoavy RNy TFERXE R — KL TWERA,

1

mail3.example.com> resumelistener

Choose the listener(s) you wish to resume.
Separate multiple entries with commas.

1. All

2. InboundMail

3. OutboundMail

[11> 1

Receiving resumed.

mail3.example.com>

revert

5EA
DoV ) —RcE LET,
ERAZE

Fe® : Za<y K2 Tcommit] 1ZMEH D FHA,

JSRAREE . Zpavy RiE, TRTOYEF—F (WFRE, T—F, <) Tff
ATxEd,

NYyF ARV K ZOavy FENy FEREZ Y R—F L THEE A,
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seftime

Bk

ER7AE

1

mail.example.com> revert
This command will revert the appliance to a previous version of AsyncOS.
WARNING: Reverting the appliance is extremely destructive.
The following data will be destroyed in the process:
- all configuration settings (including listeners)
- all log files
- all databases (including messages in Virus Outbreak and Policy quarantines)
- all reporting data (including saved scheduled reports)
- all message tracking data
- all IronPort Spam Quarantine message and end-user safelist/blocklist data
Only the network settings will be preserved.
Before running this command, be sure you have:
- saved the configuration file of this appliance (with passphrases unmasked)
- exported the IronPort Spam Quarantine safelist/blocklist database

to another machine (if applicable)
- waited for the mail queue to empty
Reverting the device causes an immediate reboot to take place.
After rebooting, the appliance reinitializes itself and reboots
again to the desired version.

Available versions

1. 9.1.0-019
Please select an AsyncOS version [1]:
Do you want to continue? [N]>

settime =~ N TiX, NTP V—_"ZHH L TWARWESICHZ 2 FEICRETE XY, =
Da<wy REFTTHE, NTPEEIELTTEHTUVAT L 70y 7 &R ETDHNE I 1ER
SIET, BEZIIT MM/DD/YYYY HH:MM:SS DR TA S LE T,

Me® : Za<y K Tcommit] 1ZMEH D FHA,
JSRAREM . —pa<wy Riivwiry B— RTCOMEHATEET,
NYyFaAv R Zoavwry NIy FELXLEZ R —F L TOHERA,

mail3.example.com> settime

WARNING: Changes to system time will take place immediately
and do not require the user to run the commit command.
Current time 09/23/2001 21:03:53.

This machine is currently running NTP.

In order to manually set the time, NTP must be disabled.

Do you want to stop NTP and manually set the time? [N]> Y
Please enter the time in MM/DD/YYYY HH:MM:SS format.

[1> 09/23/2001 21:03:53

Time set to 09/23/2001 21:03:53.
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B2LL]

ERAE

1

shutdown

B7LL]

B—HN B L ERELET,

M : Zoa< KX lcommit] 2NHHEETY,

avy R sEH |

JSRABEM . Zpavy NI, TR_RTOYrET—F (UPFREZ, TA—F, <) T

MTEET,

NyF awrR: Zoa<wy REnNyITFEXLEZR—FLTWHWEEA,

mail3.example.com> settz

Current time zone: Etc/GMT

Current time zone version: 2010.02.0
Choose the operation you want to perform:
- SETUP - Set the local time zone.

[1> setup

Please choose your continent:

1. Africa

2. America

[ ... ]

11. GMT Offset

[2]> 2

Please choose your country:

1. Anguilla

[ ... 1]

45. United States

46. Uruguay

47. Venezuela

48. Virgin Islands (British)

49. Virgin Islands (U.S.)

[45]> 45

Please choose your timezone:

1. Alaska Time (Anchorage)

2. Alaska Time - Alaska panhandle (Juneau)
[ ...]

21. Pacific Time (Los Angeles)

[21]> 21

Current time zone: America/Los_Angeles
Choose the operation you want to perform:
- SETUP - Set the local time zone.

[1>

VAT hEVYy NEU VL TEREYY 9,
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smaconfig

L

B R%

l

mans

WEE : Zoa<y R lcommit] IZMEH D FH A,
G ARER . Zpa<y Riivwyy T— RCOREHATEET,
NYyFaAIV R Zoavy RNy FEXLEZSR—F L TOERA,

mail.example.com> shutdown

Enter the number of seconds to wait before forcibly closing connections.
[30]>

System shutting down. Please wait while the queue is being closed...
Closing CLI connection.

The system will power off automatically.

Connection to mail.example.com closed.

« W (131 =)
« AL (131 =)

ol (131 ~2—3)

smaconfig a< F%{%ﬁﬁﬁ_ékx SMA;J%%%E/\Oﬁ)l‘—&&ﬂF‘—@JEjJD\ ﬁ”%‘é\ iflﬂi%ﬂi\‘%ﬁi
I EMTEET,

fEE : Z0Oa~2 NiE Tcommit] DSMLEETY,

PDISRRAEE . Z0a<v NiE, I _XTO~VYrET—RK (VTR Z, IN—TF, <) TF
HT&EET,

NyFaAv R Zoa<wr NIy FEXREZ R —F L THET,

WROF|TC, smaconfig I ¥ KT A E, a7y X2 VT 40 BT 94T A
(SMA) ICEA—NtXa T 4 7T I3A47 o A RpidFF—2 /A L CGEIL, SMA#E

BLOFEM (KA MMy La—W F—) 2RRTEET,

mail.example.com> smaconfig

Choose the operation you want to perform:

- ADD - Add a new SMA Connection Parameter and Key.
[1> add

Enter the hostname of the system that you want to add.
[1> m380903.1ibga
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Enter the user key of the host m380g03.ibga.
Press enter on a blank line to finish.

SSH2:dsa
10.76.71.107 ssh-dss

SMA host key was added successfully.

Choose the operation you want to perform:

- ADD - Add a new SMA Connection Parameter and Key.

- DELETE - Remove an existing SMA Connection Parameter and Key.
- PRINT - Display all SMA Parameters and Keys.

[1> print
1. Hostname: m380q03 1bqa Keys SSH2 dsalO 76. 71 107 ssh dss

Choose the operation you want to perform:

- ADD - Add a new SMA Connection Parameter and Key.

- DELETE - Remove an existing SMA Connection Parameter and Key.
- PRINT - Display all SMA Parameters and Keys.

[r>

sshconfig

R
SSH & —R_"BIL a2 —V F—REEZHRELET,

ERAGE
e : Zoa<r Rk lcommit) AHETT,
JIARER  ZOav Yy RiE7 7 A% £— R CORERATEET,
NyF avrs R Zoavy NNy FRERE R —F L TWEEA,

15
o 5] : SSH — MK OMmE (132 2—)
il ERET U FOFLWAF—OA A h—L (134 X—2)
o il AKHEIIRT T v 7 VA RNETZIIATYA RURANELTIPT RLRAEZSGHE (134 <—
V)
5l - SSH H— /R DIFEE
WROFNE, SSH Y — & w9 2 T iEOH 2R L TWET,

mail.example.com> sshconfig
Choose the operation you want to perform:
- SSHD - Edit SSH server settings.
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- USERKEY - Edit SSH User Key settings
[1> sshd
ssh server config settings:
Public Key Authentication Algorithms:
rsal
ssh-dss
ssh-rsa
Cipher Algorithms:
aesl28-ctr
aesl92-ctr
aes256-ctr
arcfour256
arcfourl2s8
aesl28-cbc
3des-cbc
blowfish-cbc
castl28-cbc
aesl92-cbc
aes256-cbc
arcfour
rijndael-cbc@lysator.liu.se
MAC Methods:
hmac-md5
hmac-shal
umac-64Q@openssh.com
hmac-ripemdl160
hmac-ripemdl60@openssh.com
hmac-shal-96
hmac-md5-96
Minimum Server Key Size:
1024
KEX Algorithms:
diffie-hellman-group-exchange-sha256
diffie-hellman-group-exchange-shal
diffie-hellman-groupl4-shal
diffie-hellman-groupl-shal
Choose the operation you want to perform:
- SETUP - Setup SSH server configuration settings
[1> setup
Enter the Public Key Authentication Algorithms do you want to use
[rsal, ssh-dss, ssh-rsa]>
Enter the Cipher Algorithms do you want to use
[aes128—ctr, aes1 P—ctr, aes?56—ctr, arcfour256, arcfour1 28, aes128-doc, 3des—doc, blowfish-doc, cast128-doc, aes1 P-doc, aes256-doc, arcfaur,
rijndael-cbc@lysator.liu.se]>
Enter the MAC Methods do you want to use
[hmac-md5, hmac—-shal, umac-64Qopenssh. com, hmac—ripemdl 60, hmac-ripemdl 60@openssh. com, hmac-shal-96, hmac-md5-961>
Enter the Minimum Server Key Size do you want to use
[10241>
Enter the KEX Algorithms do you want to use
[diffie-hel Imen—grovp-exchange-sha?56, di ffie-hel Iman—grovup-exchange—shal, di ffie-hel Imengroupl 4—shal, di ffie-hel Imengroupl ~shal >
ssh server config settings:
Public Key Authentication Algorithms:
rsal
ssh-dss
ssh-rsa
Cipher Algorithms:
aesl28-ctr
aesl92-ctr
aes256-ctr
arcfour256
arcfourl2s8
aesl28-cbc
3des-cbc
blowfish-cbc
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castl28-cbc
aesl92-cbc
aes256-cbc
arcfour
rijndael-cbc@lysator.liu.se
MAC Methods:
hmac-md5
hmac-shal
umac-64@openssh.com
hmac-ripemdl160
hmac-ripemdl60@openssh.com
hmac-shal-96
hmac-md5-96
Minimum Server Key Size:
1024
KEX Algorithms:
diffie-hellman-group-exchange-sha256
diffie-hellman-group-exchange-shal
diffie-hellman-groupl4-shal
diffie-hellman-groupl-shal
Choose the operation you want to perform:
- SETUP - Setup SSH server configuration settings
[r>
Choose the operation you want to perform:
- SSHD - Edit SSH server settings.
- USERKEY - Edit SSH User Key settings
[r>

Bl EBETHO FOHLWAKHF—DA VR =L
WOBITIE, BEEET DT bOFHRARF—%A A =L LET,

mail.example.com> sshconfig

Choose the operation you want to perform:

- SSHD - Edit SSH server settings.

- USERKEY - Edit SSH User Key settings

[1> userkey

Currently installed keys for admin:

Choose the operation you want to perform:

- NEW - Add a new key.

- USER - Switch to a different user to edit.

[1> new

Please enter the public SSH key for authorization.
Press enter on a blank line to finish.

[-paste public key for user authentication here-]
Choose the operation you want to perform:

- SSHD - Edit SSH server settings.

- USERKEY - Edit SSH User Key settings

[r>

Bl KEERE TS VI VA MERIEIRTASA M)A RELTIP7 FLRAZEDEE

avy R sEH |

TTIAT U AETIY ipblockd Y= EANFEIHINTH, KR T T w7 A NEEZZ

RIA I ARELTHEEINSZIP 7 FLRAIRFESNE T,

N

GE)  AsyncOS11.02LAETOD I, IPT RV RZKKHIRT T v 7 VA MEIZIZHRYA R AREL

THHTEET,
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WORFNE, IP T KL RAZKBAZRAT A MU R MELTHET A HEEZRLTWET,

mail.example.com> sshconfig

Choose the operation you want to perform:

- SSHD - Edit SSH server settings.

- USERKEY - Edit SSH User Key settings

- ACCESS CONTROL - Edit SSH whitelist/blacklist
[1> access control

Choose the operation you want to perform:

- WHITELIST - Manage the persistent whitelist
- BLACKLIST - Manage the persistent blacklist
[1> whitelist

Choose the operation you want to perform:
- ADD - Add address (es)

- REMOVE - Remove address (es)

- PRINT - Print addresses

[1> add

Enter an IP address or a comma-separated list of addresses.
Addresses already in the Whitelist will be ignored.
[1> 10.8.85.77

The addresses were successfully added to the Whitelist

ROBNT, IPT FLAZKBHIRT T 7 VA RNE LTHET L HEEZRLTVWET,

mail.example.com> sshconfig

Choose the operation you want to perform:

- SSHD - Edit SSH server settings.

- USERKEY - Edit SSH User Key settings

- ACCESS CONTROL - Edit SSH whitelist/blacklist
[1> access control

Choose the operation you want to perform:

- WHITELIST - Manage the persistent whitelist
- BLACKLIST - Manage the persistent blacklist
[1> blacklist

Choose the operation you want to perform:

- ADD - Add address (es)

- REMOVE - Remove address (es)

- PRINT - Print addresses

[1> add

Enter an IP address or a comma-separated list of addresses.
Addresses already in the Whitelist will be ignored.

[1> 10.8.85.77

The addresses were successfully added to the blacklist

status

B2k

VAT AT —H A FRRLET,
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eE : ZDa~y K2 Tcommit) ZLEH D EFH A,
JIAZEH  ZDav s RiIvvy = FCORENTEET,
NYF AR F: Zoavy RNy FERXE R — KL TWERA,

1

mail3.example.com> status

Status as of: Thu Oct 21 14:33:27 2004 PDT
Up since: Wed Oct 20 15:47:58 2004 PDT (22h 45m 29s)
Last counter reset: Never
System status: Online
Oldest Message: 4 weeks 46 mins 53 secs
Feature - McAfee: 161 days
[....]
Feature - Outbreak Filters: 161 days
Counters: Reset Uptime Lifetime
Receiving
Messages Received 62,049,822 290,920 62,049,822
Recipients Received 62,049,823 290,920 62,049,823
Rejection
Rejected Recipients 3,949,663 11,921 3,949,663
Dropped Messages 11,606,037 219 11,606,037
Queue
Soft Bounced Events 2,334,552 13,598 2,334,552
Completion
Completed Recipients 50,441,741 332,625 50,441,741
Current IDs
Message ID (MID) 99524480
Injection Conn. ID (ICID) 51180368
Delivery Conn. ID (DCID) 17550674
Gauges: Current
Connections
Current Inbound Conn. 0
Current Outbound Conn. 14
Queue
Active Recipients 1
Messages In Work Queue 0
Kilobytes Used 92
Kilobytes Free 8,388,516
Quarantine
Messages In Quarantine
Policy, Virus and Outbreak 0
Kilobytes In Quarantine
Policy, Virus and Outbreak 0

supportrequest
Bk

VAADAAFw—HPFR— NI AvE—VEXMELET, ZOa~vr REEATHICE. T
FGAT VAN B —Fy MZBEFA—INEEETEIVLENHLVET, FTFTTNVTF o bR
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mans

HERICIER S E T, £, YR FEREZBFO T T F 7y MCBE#EMfT 2286 T
TET

TTIAT UV ANS YA T 7 =J)0 YiR— MIE#EY 7823 5121, Cisco.com == —
IDNZDT T TAT  ADH—E RN EE T SN TWHMERH Y £§, Cisco.com 7
27 7 A VCBUEREMT 5TV D —E A DO —F 2 BT 5121E, Cisco.com Profile
Manager (https://sso.cisco.com/autho/forms/CDClogin.html) (27 7 A L TL 723\, Cisco.com
DA—=PFID BRVEEIT, BELTID ZHG L TIIZE W, A TA 2 ~VTDT I D v
r DOBGKZET D EH, BEVNOY V=202 —FH A REBRB LTI EE0,

FE® : Z0a<y KIZ lcommit] 1ZMEH D FH A,

JIAREM . Zoa<vw s RiIwY ry B— R TORMERATEET, 51T, Z0avwr Nigne
TAUVIRA N (=R s Lizvyy) TOMEATEET, ZDa~vr ReERAT5
i, m—AN 77 ANV AT ANIT I BATEHLERHY £7,

NYyFaAv R Zoavry NIy FELEZTR—F L TOERA,

WIZ, BHFOYR—F Fry MIEE LRV R— FEROBIZR L ET,

mail.example.com> supportrequest

Please Note:

If you have an urgent issue, please call one of our worldwide Support Centers
(www.cisco.com/support). Use this command to open a technical support request
for issues that are not urgent, such as:

- Request for information.

- Problem for which you have a work-around, but would like an alternative
solution.

Do you want to send the support request to supportrequest@mail.ga?

[Y]>

Do you want to send the support request to additional recipient(s)?

[N]>

Is this support request associated with an existing support ticket?

[N]>

Please select a technology related to this support request:

1. Security - Email and Web

2. Security - Management

[11> 1

Please select a subtechnology related to this support request:

1. Cisco Email Security Appliance (C1lx0,C3x0, C6x0, X10x0) - Misclassified
Messages

2. Cisco Email Security Appliance (Clx0,C3x0, C6x0, X10x0) - SBRS

3. Cisco Email Security Appliance (Clx0,C3x0, C6x0, X10x0) - Other

4. Email Security Appliance - Virtual

[1]1> 3

Please select the problem category:

1. Upgrade

2. Operate

3. Configure

4. Install

[11>

Please select a problem sub-category:
1. Error Messages, Logs, Debugs
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Software Failure

Interoperability

Configuration Assistance

Install, Uninstall or Upgrade

Hardware Failure

Licensing

Data Corruption

Software Selection/Download Assistance
. Passphrase Recovery
1> 5
Please enter a subject line for this support request:

[1> <Subject line for support request>
Please enter a description of your issue, providing as much detail as possible
to aid in diagnosis:

[1> <Description of issue>

It is important to associate all your service contracts with your Cisco.com profile (CCO
ID) in order for you to receive complete
access to support and services from Cisco. Please follow the URLs below to associate
your contract coverage on your Cisco.com profile.

If you do not have a CCO ID, please follow
the URL below to create a CCO ID.
How to create a CCO ID:
https://tools.cisco.com/RPF/register/register.do
How to associate your CCO ID with contract:
https://tools.cisco.com/RPFA/profile/profile management.do
Frequently Asked Question:
http://www.cisco.com/web/ordering/cs_info/fags/index.html
Select the CCOID
1. New CCOID

[11>
Please enter the CCOID of the contact person :

[1> your name
The CCO ID may contain alphabets, numbers and '@', '.', '-' and ' ' symbols.
Please enter the CCOID of the contact person :

[1> me@example.com
Please enter the name of the contact person :

[1> yourname
Please enter your email address:

[1> me@example.com
Please enter the contract ID:

[1> 1234
Please enter any additional contact information (e.g. phone number) :
1>
Please wait while configuration information is generated...
Do you want to print the support request to the screen?

[N]>

— = WO 00 J o U W

= O .

supportrequeststatus

BILL]

ER7GE

CiscoTAC DY R — FZERTAH7ZHD, iR — FERF—TU — R RX—=D g UIFREFERLE
j—o

TeE  Zoa<r R lcommit] IZMNEHD FH A,
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IR Zpavy NI, TRTOYI U E—F (2%, TA—F <) Tff
HT&Exd,

NYyFaAIVF: Zoaxwy Ry TFELESR—-FLTWERA,

mail.example.com> supportrequeststatus

Component Version Last Updated
Support Request 1.0 Never updated
supportrequestupdate

B7LL]

ER7AE

1

suspend

B7LL]

ER7AE

1

Cisco TAC DY R— FEBERTH7-0D, Y R— FERF—TU— ROFHET v 75— 2 ERK
Li‘a"o

B 0o~ R lcommit] (THEHD FH A,

JIGAREE . Zpavy NI, TRTOYI U E—F (52 %, TA—F <) Tff
HAT&Ed,

NYyFaAIVEF: Zoaxwy RNy TFELESR—FLTOWERA,

mail.example.com> supportrequestupdate
Requesting update of Support Request Keywords.

A5 LBUE 2 T L £,

WEE : Zoa<y RIZ lcommit] IZMEH D FH A,
JGARER . Zpa<y Riivwyy T— RCOREHATEET,
NYF AR KR Zoa~vy RNy FEXREZPR—F L TWERTA,

mail3.example.com> suspend
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Enter the number of seconds to wait before abruptly closing connections.
[30]1> 45

Waiting for listeners to exit...

Receiving suspended for Listener 1.

Waiting for outgoing deliveries to finish...

Mail delivery suspended.

mail3.example.com>

suspenddel

B
(S 2 T L R 9

ERAE
feE : ZDa~ RIZ lcommit) (ZMEH Y A,
JIOARFER . ZDav L NEIv T RTOAEHATEET,
NYF AR Zoavy RNy TFERXE R —FLTHERA,

1

mail.example.com> suspenddel

Enter the number of seconds to wait before abruptly closing connections.

[30]>

Enter one or more domains [comma-separated] to which you want to suspend delivery.
[ALL]> domainl.com, domain2.com, domain3.com

Waiting for outgoing deliveries to finish...

Mail delivery suspended.

suspendlistener

aBEA
TR % P L E T

ERAAGE
e : Zoa~ RIZ lcommit] (IMEH Y WA,
JGARER . Zoav s Niivyry BE— RCOMEHTEET,
NYyF AIVER: Zoavwy Ry FEXEZFR—FLTWEHA,

1

mail3.example.com> suspendlistener

Choose the listener(s) you wish to suspend.
Separate multiple entries with commas.

1. All
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tcpservices

B

ER7E

1

tcpservices .

2. InboundMail

3. OutboundMail

[11> 1

Enter the number of seconds to wait before abruptly closing connections.
[30]>

Waiting for listeners to exit...

Receiving suspended.

mail3.example.com>

TR ALK THMIMNTWDE 7 7 A NCETIHERERRLET,

FEE : ZDa< v KT Tcommit] ITMEH Y FH A,
JIGARER . Zpavw L RiEvyr BE— R TORMERTE £9,
NYyFaAvo R Zoa<wr NIy FEXEZR—F L THERA,

mail.cisco.com> tcpservices
System Processes (Note: All processes may not always be present)

ftpd.main - The FTP daemon

ginetd - The INET daemon

interface - The interface controller for inter-process communication

ipfw - The IP firewall

slapd - The Standalone LDAP daemon

sntpd - The SNTP daemon

sshd - The SSH daemon

syslogd - The system logging daemon

winbindd - The Samba Name Service Switch daemon
Feature Processes

euq webui - GUI for ISQ

gui - GUI process

hermes - MGA mail server

postgres - Process for storing and querying quarantine data

splunkd - Processes for storing and querying Email Tracking data
COMMAND USER TYPE NODE NAME
interface root IPv4 TCP 127.0.0.1:53
postgres pgsql IPv4 TCP 127.0.0.1:5432
gabackdoo root IPv4 TCP *:8123
ftpd.main root IPv4 TCP 10.1.1.0:21
euq webui root Ipv4 TCP 10.1.1.0:83
euq webui root IPv6 TCP [2001:db8::]1:83
gui root IPv4 TCP 172.29.181.70:80
gui root IPv4 TCP 10.1.1.0:80
gui root IPv6 TCP [2001:db8::]1:80
gui root IPv4 TCP 172.29.181.70:443
gui root IPv4 TCP 10.1.1.0:443
gui root IPv6 TCP [2001:db8::]:443
ginetd root IPv4 TCP 172.29.181.70:22
ginetd root IPv4 TCP 10.1.1.0:22
ginetd root IPv6 TCP [2001:db8::]1:22
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techsupport
2R

ERAE

1

avy R sEH |

ginetd root IPv4 TCP 10.1.1.0:2222
ginetd root IPv6e TCP [2001:db8::]:2222
hermes root IPv4 TCP 172.29.181.70:25
splunkd root IPv4 TCP 127.0.0.1:8089
splunkd root IPv4 TCP 127.0.0.1:9997
api_serve root IPv4 TCP 10.1.1.0:6080
api_serve root IPv6e TCP [2001:db8::]1:6080
api_serve root IPv4 TCP 10.1.1.0:6443
api_serve root IPv6e TCP [2001:db8::]:6443
java root IPv6e TCP [::127.0.0.1]1:9999

CiscoTAC NV AT AT VB ATEL LI LET,

M - oo~ K lcommit] (THEHY FH A,
JTARER . ZDavy NiIviy BE— RTOMEATEET,
NYyFaAIV R Zoavwy Ry FEXLEZSR—FLTOERA,

mail3.example.com> techsupport
Service Access currently disabled.
Serial Number: XXXXXXXXXXXX-XXXXXXX
Choose the operation you want to perform:
- SSHACCESS - Allow a Cisco IronPort Customer Support representative to remotely access
your system, without establishing a tunnel.
- TUNNEL - Allow a Cisco IronPort Customer Support representative to remotely access
your system, and establish a secure tunnel
for communication.
- STATUS - Display the current techsupport status.
[1> sshaccess
A random seed string is required for this operation
1. Generate a random string to initialize secure communication (recommended)
2. Enter a random string
[1]1> 1
Are you sure you want to enable service access? [N]> y
Service access has been ENABLED. Please provide the string:
QT22-JQZF-YAQL-TL8L-8Q@2L-95
to your Cisco IronPort Customer Support representative.
Service Access currently ENABLED (0 current service logins).
Tunnel option is not active.
Serial Number: XXXXXXXXXXXX-XXXXXXX
Choose the operation you want to perform:
- DISABLE - Prevent customer service representatives from remotely accessing your system.
- STATUS - Display the current techsupport status.
[1>
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tisverify .

tisverify

B2LL]

Pl TLS Hafi 2 BTG UCHESE Ly 5055 B A A 2B 2 TLS HEt o a 73w 7/ L %
T BESIARENIT DT, MEET D R AL v LSRR A haHEE LET, AsyncOSid, B
(MRFE) TLS BREITHSWT TLS B 2 el L £ 97,

ERAGE
e : Zoa~ Rz lcommit) (ZMHEDH D FHA,
JSARER . Zpavy RiIvyy T— R CORMERTEET,
NYF AR F: Zoavy RNy FERXE R — KL TWET,

Ny FR

tisverify =~ > ROy FRAZMEHT D5 & /KD CLI 2~ FOT X TORELZFIT L,
FEDRA M LD TLS #fi e F= v 7 TE X,

tlsverify <domain> <hostname>[:<port>]

1

mail3.example.com> tlsverify

Enter the TLS domain to verify against:

[1> example.com

Enter the destination host to connect to. Append the port (example.com:26) if you are
not connecting on port 25:

[example.com] > mxe.example.com:25

Connecting to 1.1.1.1 on port 25.

Connected to 1.1.1.1 from interface 10.10.10.10.

Checking TLS connection.

TLS connection established: protocol TLSvl, cipher RC4-SHA.
Verifying peer certificate.

Verifying certificate common name mxe.example.com.

TLS certificate match mxe.example.com

TLS certificate verified.

TLS connection to 1.1.1.1 succeeded.

TLS successfully connected to mxe.example.com.

TLS verification completed.

trace

L

anh

VAT AERBBTAAE—VDO T u—% B LET,
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ERAGE
eE : ZDa~y K2 Tcommit) ZLEH D EFH A,
JSARER . ZDavy RiIvyy T— R CORMENTEET,
NYF AR F: Zoavy RNy FERXE R — KL TWERA,

1

mail3.example.com> trace

Enter the source IP

[1> 192.168.1.1

Enter the fully qualified domain name of the source IP

[1> example.com

Select the listener to trace behavior on:

1. InboundMail

2. OutboundMail

[11> 1

Fetching default SenderBase values...

Enter the SenderBase Org ID of the source IP. The actual ID is N/A.
[N/A]>

Enter the SenderBase Reputation Score of the source IP. The actual score is N/A.
[N/A]>

Enter the Envelope Sender address:

[1> pretend.sender@example.net

Enter the Envelope Recipient addresses. Separate multiple addresses by commas.
[1> admin@example.com

Load message from disk? [Y]> n

Enter or paste the message body here. Enter '.' on a blank line to end.

Subject: Hello
This is a test message.

HAT matched on unnamed sender group, host ALL
- Applying $ACCEPTED policy (ACCEPT behavior) .

- Maximum Message Size: 100M (Default)

- Maximum Number Of Connections From A Single IP: 1000 (Default)
- Maximum Number Of Messages Per Connection: 1,000 (Default)

- Maximum Number Of Recipients Per Message: 1,000 (Default)

- Maximum Recipients Per Hour: 100 (Default)

- Use SenderBase For Flow Control: Yes (Default)

- Spam Detection Enabled: Yes (Default)
- Virus Detection Enabled: Yes (Default)
- Allow TLS Connections: No (Default)
Processing MAIL FROM:
- Default Domain Processing: No Change
Processing Recipient List:
Processing admin@ironport.com
- Default Domain Processing: No Change
- Domain Map: No Change
- RAT matched on admin@ironport.com, behavior = ACCEPT
- Alias expansion: No Change
Message Processing:
- No Virtual Gateway(tm) Assigned
- No Bounce Profile Assigned
Domain Masquerading/LDAP Processing:
- No Changes.
Processing filter 'always deliver':

Evaluating Rule: rcpt-to == "@mail.ga"
Result = False
Evaluating Rule: rcpt-to == "ironport.com"
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N

trackingconfig .

Result = True
Evaluating Rule: OR
Result = True

Executing Action: deliver ()
Footer Stamping:
- Not Performed
Inbound Recipient Policy Processing: (matched on Management Upgrade policy)
Message going to: admin@ironport.com
AntiSpam Evaluation:

- Not Spam

AntiVirus Evaluation:
- Message Clean.
- Elapsed Time = '0.000 sec'
Outbreak Filter Evaluation:
- No threat detected
Message Enqueued for Delivery
Would you like to see the resulting message? [Y]> y
Final text for messages matched on policy Management Upgrade
Final Envelope Sender: pretend.sender@example.doma
Final Recipients:
- admin@ironport.com
Final Message Content:
Received: from remotehost.example.com (HELO TEST) (1.2.3.4)
by stacy.ga with TEST; 19 Oct 2004 00:54:48 -0700

Message-Id:

<3193g9$@Management>

X-IronPort-AV: i="3.86,81,1096873200";
d="scan'208"; a="0:sNHTO"

Subject: hello

This is a test message.

Run through

another debug session? [N]>

GE)

trackingconfig

Bk

ER7E

l

trace Z 192 & 12T, MV T oA v =T D~y X — LRI DOM )% CLLIZE D
LWENDH Y £,

NIRRT VAT LERELET,

MeE : ZDa<y Kt Tcommit] 2AHEETI,

JIIARER  Zpav R, TRTOYYUEFT—R (TR, TA—TF, =) Tff

MTEET,

NRyF aw s R:Zoavwy RNy FEXREZPR—FLTWETA,

mail.example.com> trackingconfig
Message Tracking service status: Message Tracking is enabled.
Choose the operation you want to perform:
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tzupdate
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ERAE

Ny FRRK

1

updateconfig

B

ERAE

avy R sEH |

- SETUP - Enable Message Tracking for this appliance.

[1> setup

Would you like to use the Message Tracking Service? [Y]>

Do you want to use Centralized Message Tracking for this appliance? [N]>
Would you like to track rejected connections? [N]>

Message Tracking service status: Local Message Tracking is enabled.
Rejected connections are currently not being tracked.

Choose the operation you want to perform:

- SETUP - Enable Message Tracking for this appliance.

[1>

HA DS —2 = EFTHLET,

M - oo~ K lcommit] (THEHY FH A,

JIARER  ZDa<vy Ridvy B R TORMEATEET, IHIT, Z0avwr Rign
TAY RARN (—FRa A Lrviy) TOLEHTEET,

NyF avws R Zoavwy MRy FEXREZSPR—FLTHET,

tzupdate 2~ ROy FRERAEZHEMAT L L, BEIBRHEINZ2VGEAETH, 3XTOXA A
V= L VBRI TR S v E T,

tzupdate [force]

mail.example.com> tzupdate
Requesting update of Timezone Rules

VAT LN T A=A ERELET,

M : Zoa< K lcommit] 2NHEETY,

JSRABEM . Zpavy NI, T R_RTOIVEFT—F (PFREZ, TA—F, <) T
ATxEd,
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NyF avwrs R Zoavy Ry FELZR—FLTWEEA,

151
T TR =N EH T T T LB — RTHECT T TAT O AERE
(147 ~<—2)
T T TR = ROFERAEOGIMEEBRFET DL OICT T I A T U AERE (149 3—
)
e T F Y Y NEDBEEEETDLIEIICT I IAT U AEHRE (150 <—)

FTIT—2 H—n\DOoBHIATSLESDVO—FRTELSCTTSATUORERTE

WOFITIX, updateconfig 2~ > REMH LT, 77 ITA T VANV AT Y —"NGT v 77—
NAA=TEFXD =KL, 8=V P — "B AHEZ AsyncOS 7 v 7 7' L— KD U
AREZ T = RRTHL9ICRELET,

mail.example.com> updateconfig

Service (images): Update URL:

Feature Key updates http://downloads.ironport.com/asyncos
Timezone rules Cisco IronPort Servers
Enrollment Client Updates Cisco IronPort Servers
Support Request updates Cisco IronPort Servers
Cisco IronPort AsyncOS upgrades Cisco IronPort Servers
Service (list): Update URL:

Timezone rules Cisco IronPort Servers
Enrollment Client Updates Cisco IronPort Servers
Support Request updates Cisco IronPort Servers
Service (list): Update URL:

Cisco IronPort AsyncOS upgrades Cisco IronPort Servers

Update interval: 5m

Alert Interval for Disabled Automatic Engine Updates: 30d

Proxy server: not enabled

HTTPS Proxy server: not enabled

Choose the operation you want to perform:

- SETUP - Edit update configuration.

- VALIDATE_CERTIFICATES - Validate update server certificates

- TRUSTED CERTIFICATES - Manage trusted certificates for updates

[1> setup

For the following services, please select where the system will download updates from:
Service (images): Update URL:

Feature Key updates http://downloads.ironport.com/asyncos

1. Use Cisco IronPort update servers (http://downloads.ironport.com)
2. Use own server

[11>
For the following services, please select where the system will download updates from
(images) :

Service (images): Update URL:

Timezone rules Cisco IronPort Servers

Enrollment Client Updates Cisco IronPort Servers

Support Request updates Cisco IronPort Servers

1. Use Cisco IronPort update servers

2. Use own server

[1]>

For the following services, please select where the system will download updates from
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(images)
Service

images) :

Cisco IronPort AsyncOS upgrades

1. Use Cisco IronPort update servers
2. Use own server

[11>

For the following services,
available

updates from:

Service (list):

please select where the

Timezone rules

avv R sEH |

Update URL:

Cisco IronPort Servers

system will download the list of

Update URL:

Cisco IronPort Servers

Enrollment Client Updates Cisco IronPort Servers

Support Request updates Cisco IronPort Servers

1. Use Cisco IronPort update servers

2. Use own update list

[11>

For the following services, please select where the system will download the list of
available

updates from:

Service (list): Update URL:

Cisco IronPort AsyncOS upgrades Cisco IronPort Servers

1. Use Cisco IronPort update servers
2. Use own update list
[11>
Enter the time interval between checks for new:
- Timezone rules
- Enrollment Client Updates (used to fetch certificates for URL Filtering)
- Support Request updates
Use a trailing 's' for seconds, 'm' for minutes or 'h' for hours. The minimum
valid update time is 30s or enter '0' to disable automatic updates (manual

updates will still be available for individual services).

[5m]>

When initiating a connection to the update server the originating IP interface
is chosen automatically. If you want to choose a specific interface, please
specify it now.

1. Auto
2. Management (10.76.69.149/24: vm30esa0086.1ibga)
[11>

Do you want to set up a proxy server for HTTP updates for ALL of the following
services:

- Feature Key updates

- Timezone rules

- Enrollment Client Updates

- Support Request updates

- Cisco IronPort AsyncOS upgrades
[N]>
Do you want to set up an HTTPS proxy server for HTTPS updates for ALL of the following
services:

- Feature Key updates

- Timezone rules

- Enrollment Client Updates

- Support Request updates

- Cisco IronPort AsyncOS upgrades

- SenderBase Network Participation sharing
[N]>
Service

(used to fetch certificates for URL Filtering)

(used to fetch certificates for URL Filtering)

(images) : Update URL:

Feature Key updates
Timezone rules

Enrollment Client Updates
Support Request updates

http://downloads.ironport.com/asyncos
Cisco IronPort Servers
Cisco IronPort Servers
Cisco IronPort Servers
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Cisco IronPort AsyncOS upgrades
(list):

Service

Timezone rules

Enrollment Client Updates
Support Request updates
(list):

Service

Cisco IronPort AsyncOS upgrades

Ty ITF—8 b ROEREOENEERIET 5L 517 T54 702 e8E [

Cisco IronPort Servers
Update URL:

Cisco IronPort Servers
Cisco IronPort Servers

Cisco IronPort Servers

Update URL:

Cisco IronPort Servers

Update interval: 5m

Proxy server: not enabled

HTTPS Proxy server: not enabled

Choose the operation you want to perform:

- SETUP - Edit update configuration.

- VALIDATE CERTIFICATES - Validate update server certificates

- TRUSTED CERTIFICATES - Manage trusted certificates for updates

(1>

TYITT—3 H—N\DIAEOENEERIETELSICT IS4 T UORERTE
COF TS a v ERETHE, TTFIGAT VAN AADT v I F—2 — N L@BETHEN
W2, T o 7T —H2 b —"OFEAZEOENERHRINE T, MAHCERLZE/1E. £ e
TIMIFT = RENT, N T v 7T —Xou JIZEEEInET, ki, ZoF7

Tark

RET OB ERLET,

mail.example.com> updateconfig

Service

Feature Key updates

Timezone rules

Enrollment Client Updates
Support Request updates

Cisco IronPort AsyncOS upgrades
(list):

Service

Timezone rules

Enrollment Client Updates
Support Request updates
(list):

Service

Cisco IronPort AsyncOS upgrades

(images) :

Update URL:

http://downloads.ironport.com/asyncos
Cisco IronPort Servers
Cisco IronPort Servers
Cisco IronPort Servers
Cisco IronPort Servers
Update URL:

Cisco IronPort Servers
Cisco IronPort Servers
Cisco IronPort Servers
Update URL:

Cisco IronPort Servers

Update interval: 5m

Alert Interval for Disabled Automatic Engine Updates: 30d

Proxy server: not enabled

HTTPS Proxy server: not enabled

Choose the operation you want to perform:

- SETUP - Edit update configuration.

- VALIDATE CERTIFICATES - Validate update server certificates

- TRUSTED CERTIFICATES - Manage trusted certificates for updates
[1> validate certificates

Should server certificates from Cisco update servers be validated?

[Yes]>
Service

Feature Key updates

Timezone rules

Enrollment Client Updates
Support Request updates

Cisco IronPort AsyncOS upgrades
(list):

Service

Timezone rules

(images) :

Update URL:

http://downloads.ironport.com/asyncos
Cisco IronPort Servers
Cisco IronPort Servers
Cisco IronPort Servers
Cisco IronPort Servers
Update URL:

Cisco IronPort Servers
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Enrollment Client Updates Cisco IronPort Servers
Support Request updates Cisco IronPort Servers
Service (list): Update URL:

Cisco IronPort AsyncOS upgrades Cisco IronPort Servers

Update interval: 5m

Proxy server: not enabled

HTTPS Proxy server: not enabled

Choose the operation you want to perform:

- SETUP - Edit update configuration.

- VALIDATE CERTIFICATES - Validate update server certificates

- TRUSTED CERTIFICATES - Manage trusted certificates for updates
1>

TOXL H—NEDBEEEVT ST IS4 TV RERE

updatenow

BLL]

ER7E

BT e —REFH L TWAEEA. X it EOELITHE T 25 CAFERA
EETTIAT L ABEMNTEET, ZHICEY, TTI9AT A I 7 ax h—N@E%2E
HLET, WIZ, 2O0OF T a 2R ETHHERLET,

Choose the operation you want to perform:

- SETUP - Edit update configuration.

- VALIDATE CERTIFICATES - Validate update server certificates

- TRUSTED CERTIFICATES - Manage trusted certificates for updates
[1> trusted certificates

Choose the operation you want to perform:

- ADD - Upload a new trusted certificate for updates.

[1> add

Paste certificates to be trusted for secure updater connections, blank to quit
Trusted Certificate for Updater:

Paste cert in PEM format (end with '.'):

MMIICiDCCAfGgAwWIBAgIBATANBgkghkiG9wOBAQUFADCBgDELMAKGALUEBhMCSU4x

DDAKBGNVBAGTAOEBUIENM. &« v et e e ee et et e et e et et e e e e e e e ee s

Choose the operation you want to perform:

- ADD - Upload a new trusted certificate for updates.
- LIST - List trusted certificates for updates.

- DELETE - Delete a trusted certificate for updates.
(1>

FTRTOIVATFT LAY —ER A R—FR NOEFEERLE T,

FEE : 2D~y N2 Tcommit] 1ZMEH D FHA,

DSRAABR . Z0a~v NI~y v E—RTORMEATEET, &bz, Zoa~wr Kign
TAYFRARN (—FRar A Limviy) TOLMERTEET,

NYyF AR Zoa<wy NNy FEXEZR—FLTWET,
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updatenow 2~ KONy FREAEFEHT L L, BEDRBRHSINLWEATH, 777947
A EOFTRCOaryR—x bEEHTEET,

updatenow [force]

1

mail3.example.com> updatenow
Success - All component updates requested

version

B

VAT ADONR—T g MNEREFRLET,

ERAGE
e : Zoa<y N Tcommit] IX4EHY FHA,
JITALER  ZDavy Rig~vy B— RTOAFERTEET,
NYyF ARV E : Zoavy NNy FEREZFR—FLTHERA,

l

mail3.example.com> version
Current Version

Product: Cisco C100V Email Security Virtual Appliance
Model: C100V

Version: 9.1.0-019

Build Date: 2015-02-17

Install Date: 2015-02-19 05:17:56

Serial #: 421C73B18CFB05784A83-B03A99E71EDS
BIOS: 6.00

CPUs: 2 expected, 2 allocated

Memory: 6144 MB expected, 6144 MB allocated
RAID: NA

RAID Status: Unknown

RAID Type: NA

BMC: NA
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wipedata

5
TARTDAT Ty ANVEHEEL, &EOIT XU THIEORAT — X R EWHRT HDIT
wipedata 2~ R&fEH L £,

Y

GE) F—H YA RIS C T, HET 7 a i, BN ZE03H0 ., BERTTT5 £ T,
VAT A NRNT = ARG 252 ENHY £,

ERAE
feE : 2D~ RIZ lcommit) (TMEH Y A,
JIALER  ZDavy Rivyy E— RTORBEHATEET,
NYF AR Zoavy RNy TFERXE R —FLTHERA,

l

mail.example.com> wipedata

Wiping data may take a while and can affect system performance till it completes.
Choose the operation you want to perform:

- STATUS - Display status of last command run

- COREDUMP - Wipe core files on disk

[1> coredump

wipedata: In progress

mail.example.com> wipedata

Wiping data may take a while and can affect system performance till it completes.
Choose the operation you want to perform:

- STATUS - Display status of last command run

- COREDUMP - Wipe core files on disk

[1> status

Last wipedata status: Successful

upgrade
2R

upgrade CLI 22~ KL, #HARERT v 77 L— RO U R hE2FRL, 22— EE LT
IN—= 9 T AsyncOS VAT L&k T v TS L— RLET,

ER7E

MeE  Zoa<y R Tcommit] 1Z0EH D FH A,
JIIRAREM . Zpa<wy NiEv iy B— NTCOMMEHATEET,
NyF AIVER: Zoavwy Ry FEXEZFR—FLTWEHA,
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mail3.example.com> upgrade

Upgrades available:

1. AsyncOS (***DON'T TOUCH!***) 4.0.8 upgrade, 2005-05-09 Build 900

2. AsyncOS 4.0.8 upgrade, 2005-08-12 Build 030

45. SenderBase Network Participation Patch

[451>

Performing an upgrade will require a reboot of the system after the upgrade is applied.
Do you wish to proceed with the upgrade? [Y]> Y

ATV RAF:v Y

« contentscannerstatus (153 ~X—73)

» contentscannerudpate (153 ~X—37)

contentscannerstatus

ERAE

1

ATV AF YL U ONRN— g UIERERRLET,

MeE  Zoa<y R Tcommit] 1ZMEH D FH A,
JIRAREH  Zoa<w s RiIvwdy B— R TCORMEATEET,
NYyFaAvo R Zoavwy IRy FELXEZ TR —F L TOHEREA,

mail.example.com> contentscannerstatus

Component Version Last Updated
Content Scanner Tools 11.2.1884.970097 Never updated
contentscannerudpate

ERAE

aTUY AFXy DU OFET v ST — b ERBERLET,  [force] /XT A —F EHfH
T5H &, BHIEAERRE SN THEITINET,

M - oo~ R lcommit] (THEHY FH A,

7 IAZER  ZOavwy REvyr E— R TORMEMTEET, EHIZ, Z0oavr FNiEdn
JA L RAN (=Phnr ALz y) TORMEPTEET,

NYyF AT R: Zoa<wy RNy FEXREZSR—FLTWEEA,
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LDAP

Idapconfig

B
R

avy R sEH |

mail.example.com> contentscannerupdate force
Requesting forced update for Content Scanner.

ZIZTIE, IROCLLa~wy RIZHOWTCERA L E1,

« ldapconfig (154 ~<—3")
« ldapflush (158 ~=—2)
* ldaptest (158 ~X—72)

s sievechar (159 ~X—737)

LDAP Yy — "%EHTELFT,

e 2o~ R lcommit] BNNETY,

JIRARER - Zpavr NI, TRTOYyET—RF (2K, TA—TF <) Tff
HT&xET,

NyFawrR: Zoa<wy REnNyITFEXEZSR—FLTWHWEREA,

B : FTLWLDAP H—/\ O 7 7 A4 JLDERL

W OFITIL, Idapconfig 2~ REMH LT, 77747 U AD/A 2 R L 72 % LDAP —
NEEFR L, ZEHEZ T AL (dapaccept 7 a~> K) | /b—F 4> (ldaprouting 7 =
<~V FR) . vAHL— R (masquerade V7 2~ K) | ANXA[REBEO= R —HF8EE (isqauth
7 avsR) | BEOARKEHOTA YT ZAiE (sqalias 7 a~v o R) o7z —%&i
ELET,

F9°. [PublicLDAP] &\9H = 7 F— A% mldapserver.example.com LDAP ¥ — 2 5 2 &
T, 7Y OEEKIT. R— 13268 (574 /L M) T9, example.com DFEZER— AN EF
S (de=example,dc=com) | ZEEZIT AN, A—AFL—T 17 BLOYAATL—F
Dy Y —=RERINET, ZOBIOr =Y —iF, HIRGIhOA > Z—Fy b FZ7 K
drafi-lachman-laser-ldap-mail-routing-xx.txt CEF% S 4172 inetLocalMailRecipient #8477~ = 7 k
277 A ( [Laser ftkk.] L LTHEBND) ZMHT S, OpenLDAP 7 1 L7 K~ UGKEIZELT
WET, (ZORIFZFDONN—=T 3 03, OpenlDAP DY — A T 4 A M) Ba—3 a3 U IlE
EFNTVET) o ZOHITIE, A—NVOfL—T 47 7 —CTHREINIZEEITHEHT
LA — /LA A NS mailForwardingAddress Th 5 Z EICIEE L TLE &V, 72 —4T
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T, RILFEDCFRRBIENET, ELWVFRPESND L OIT DI, EMEIC—EHLT
WDMENH Y £,

mail3.example.com> ldapconfig

No LDAP server configurations.

Choose the operation you want to perform:

- NEW - Create a new server configuration.

- SETUP - Configure LDAP options.

[1> new

Please create a name for this server configuration (Ex: "PublicLDAP"):
[1> PublicLDAP

Please enter the hostname:

[1> myldapserver.example.com

Use SSL to connect to the LDAP server? [N]> n

Select the authentication method to use for this server configuration:
1. Anonymous

2. Passphrase based

[1]1> 2

Please enter the bind username:

[cn=Anonymous]>

Please enter the bind passphrase:

[1>

Connect to LDAP server to validate setting? [Y]

Connecting to the LDAP server, please wait...

Select the server type to use for this server configuration:
1. Active Directory

2. OpenLDAP

3. Unknown or Other

[3]1> 1

Please enter the port number:

[3268]> 3268

Please enter the base:

[dc=example,dc=com]> dc=example,dc=com

Name: PublicLDAP

Hostname: myldapserver.example.com Port 3268

Server Type: Active Directory

Authentication Type: passphrase

Base: dc=example,dc=com

Choose the operation you want to perform:

- SERVER - Change the server for the query.

- TEST - Test the server configuration.

- LDAPACCEPT - Configure whether a recipient address should be accepted or
bounced/dropped.

- LDAPROUTING - Configure message routing.

- MASQUERADE - Configure domain masquerading.

- LDAPGROUP - Configure whether a sender or recipient is in a specified group.
- SMTPAUTH - Configure SMTP authentication.

- CERTAUTH - Configure certificate authentication.

- EXTERNALAUTH - Configure external authentication queries.

- ISQAUTH - Configure Spam Quarantine End-User Authentication Query.
- ISQALIAS - Configure Spam Quarantine Alias Consolidation Query.
[1> ldapaccept

Please create a name for this query:

[PublicLDAP.ldapaccept]> PublicLDAP.ldapaccept

Enter the LDAP query string:

[ (proxyAddresses=smtp:{a})]> (proxyAddresses=smtp:{a})

Do you want to test this query? [Y]> n

Name: PublicLDAP

Hostname: myldapserver.example.com Port 3268

Server Type: Active Directory

Authentication Type: passphrase
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Base: dc=example,dc=com
LDAPACCEPT: PublicLDAP.ldapaccept
Choose the operation you want to perform:
- SERVER - Change the server for the query.
- LDAPACCEPT - Configure whether a recipient address should be accepted or bounced/dropped.
- LDAPROUTING - Configure message routing.
- MASQUERADE - Configure domain masquerading.
- LDAPGROUP - Configure whether a sender or recipient is in a specified group.
- SMTPAUTH - Configure SMTP authentication.
- EXTERNALAUTH - Configure external authentication queries.
- ISQAUTH - Configure Spam Quarantine End-User Authentication Query.
- ISQALIAS - Configure Spam Quarantine Alias Consolidation Query.
[1> ldaprouting
Please create a name for this query:
[PublicLDAP.routing]> PublicLDAP.routing
Enter the LDAP query string:
[ (mailLocalAddress={a})]> (mailLocalAddress={a})
The query requires one of the attributes below. Please make a selection.
[1] Configure MAILROUTINGADDRESS only - Rewrite the Envelope Recipient (and
leave MAILHOST unconfigured)?
[2] Configure MAILHOST only - Send the messages to an alternate mail host
(and leave MAILROUTINGADDRESS unconfigured)?
[3] Configure both attributes
(> 1
Enter the attribute which contains the full rfc822 email address for the
recipients.
[mailRoutingAddress]> mailRoutingAddress
Do you want to test this query? [Y]> n
Name: PublicLDAP
Hostname: myldapserver.example.com Port 3268
Server Type: Active Directory
Authentication Type: passphrase
Base: dc=example,dc=com
LDAPACCEPT: PublicLDAP.ldapaccept
LDAPROUTING: PublicLDAP.routing
Choose the operation you want to perform:
- SERVER - Change the server for the query.
- LDAPACCEPT - Configure whether a recipient address should be accepted or bounced/dropped.
- LDAPROUTING - Configure message routing.
- MASQUERADE - Configure domain masquerading.
- LDAPGROUP - Configure whether a sender or recipient is in a specified group.
- SMTPAUTH - Configure SMTP authentication.
- EXTERNALAUTH - Configure external authentication queries.
- ISQAUTH - Configure Spam Quarantine End-User Authentication Query.
- ISQALIAS - Configure Spam Quarantine Alias Consolidation Query.
[1> masquerade
Please create a name for this query:
[PublicLDAP.masquerade]> PublicLDAP.masquerade
Enter the LDAP query string:
[ (mailRoutingAddress={a})]> (mailRoutingAddress={a})
Enter the attribute which contains the externally visible full rfc822 email address.
[1> mailLocalAddress
Do you want the results of the returned attribute to replace the entire friendly portion
of the original recipient? [N]> n
Do you want to test this query? [Y]> n
Name: PublicLDAP
Hostname: myldapserver.example.com Port 3268
Server Type: Active Directory
Authentication Type: passphrase
Base: dc=example,dc=com
LDAPACCEPT: PublicLDAP.ldapaccept
LDAPROUTING: PublicLDAP.routing
MASQUERADE: PublicLDAP.masquerade
Choose the operation you want to perform:
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- SERVER - Change the server for the query.

- LDAPACCEPT - Configure whether a recipient address should be accepted or bounced/dropped.
- LDAPROUTING - Configure message routing.

- MASQUERADE - Configure domain masquerading.

- LDAPGROUP - Configure whether a sender or recipient is in a specified group.
- SMTPAUTH - Configure SMTP authentication.

- EXTERNALAUTH - Configure external authentication queries.

- ISQAUTH - Configure Spam Quarantine End-User Authentication Query.
- ISQALIAS - Configure Spam Quarantine Alias Consolidation Query.
[1> isgauth

Please create a name for this query:

[PublicLDAP.isgauth]> PublicLDAP.isgauth

Enter the LDAP query string:

[ (sAMAccountName={u}) ]> (sAMAccountName={u})

Enter the list of email attributes.

[1> mail, proxyAddresses

Do you want to activate this query? [Y]> y

Do you want to test this query? [Y]> y

User identity to use in query:

[1> admin@example.com

Passphrase to use in query:

[1> passphrase

LDAP query test results:

LDAP Server: myldapserver.example.com

Query: PublicLDAP.isgauth

User: admin@example.com

Action: match positive

LDAP query test finished.

Name: PublicLDAP

Hostname: myldapserver.example.com Port 3268

Server Type: Active Directory

Authentication Type: passphrase

Base: dc=example,dc=com

LDAPACCEPT: PublicLDAP.ldapaccept

LDAPROUTING: PublicLDAP.routing

MASQUERADE: PublicLDAP.masquerade

ISQAUTH: PublicLDAP.isgauth [active]

Choose the operation you want to perform:

- SERVER - Change the server for the query.

- LDAPACCEPT - Configure whether a recipient address should be accepted or bounced/dropped.
- LDAPROUTING - Configure message routing.

- MASQUERADE - Configure domain masquerading.

- LDAPGROUP - Configure whether a sender or recipient is in a specified group.
- SMTPAUTH - Configure SMTP authentication.

- EXTERNALAUTH - Configure external authentication queries.

- ISQAUTH - Configure Spam Quarantine End-User Authentication Query.
- ISQALIAS - Configure Spam Quarantine Alias Consolidation Query.
[1>

Current LDAP server configurations:

1. PublicLDAP: (myldapserver.example.com:3268)

Choose the operation you want to perform:

- NEW - Create a new server configuration.

- SETUP - Configure LDAP options.

- EDIT - Modify a server configuration.

- DELETE - Remove a server configuration.

[1>

Bl A O—/NLEREDIETE

ZOFITIE, TLS Bt DFEHE A2 &30 LDAP 7/ 0 — SR EEHEE L £,

mail3.example.com> ldapconfig
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No LDAP server configurations.

Choose the operation you want to perform:
- NEW - Create a new server configuration.
- SETUP - Configure LDAP options.

[]> setup

Choose the IP interface for LDAP traffic.

1. Auto

2. Management (10.92.145.175/24: esxl6-esall.qga)
[11> 1

LDAP will determine the interface automatically.

Should group queries that fail to complete be silently treated as having
negative results? [Y]>

Validate LDAP server certificate? [Y]>

The "Demo" certificate is currently configured. You may use "Demo", but this will not
be secure.

1. partner.com

2. Demo

Please choose the certificate to apply:

[11> 1

No LDAP server configurations.

Choose the operation you want to perform:

- NEW - Create a new server configuration.

- SETUP - Configure LDAP options.

[1>

Idapflush
2R

FY v a2ENTWDHLDAP OfiRE2 7T v 2 LET,

ER7AE

FEXE : ZOa< 2 RIZ Tcommit] ITMEH Y FH A,
G ARER . Zpa<y Riivwyy B— RCOREHATEET,
NYyFaAvo R Zoavy NIy FEXREZSR—FLTOHERA,

l

mail3.example.com> ldapflush

Are you sure you want to flush any cached LDAP results? [N]> y
Flushing cache

mail3.example.com>

Idaptest
2R

1 D2DOLDAP 7 =) — T A MEFEITLET,

[l AsyncOS 12.1 for Cisco Email Security AppliancesCLI ') 77 LV R 4 K (—fFEA)



I av R SEH
mans

ER7AE

WEE : Zoa<y R lcommit] IZMEH D FH A,
G ARER . Zpa<y Riivwyy T— RCOREHATEET,
NYyFaAIV R Zoavy RNy FEXLEZSR—F L TOERA,

1

ZOFITIE, Idaptest 2+ RZEH LT, REFEHD LDAP H— R EDZEEZIT AN
TV —7FETARLET, ZEHET KL A ladmin@example.com| [T Z DT A MIAK L E
T, ZEHT KL A Tbogus@example.com| [T RAKKIZ/A2 D 9,

mail3.example.com> ldaptest
Select which LDAP query to test:
1. PublicLDAP.ldapaccep
[11> 1
Address to use in query:
[1> admin@example.com
LDAP query test results:
Query: PublicLDAP.ldapaccept
Argument: admin@example.com
Action: pass
LDAP query test finished.
mail3.example.com> ldaptest
Select which LDAP query to test:
1. PublicLDAP.ldapaccep
[11> 1
Address to use in query:
[1> bogus@example.com
LDAP query test results:
Query: PublicLDAP.ldapaccept
Argument: bogus@example.com
Action: drop or bounce (depending on listener settings)
Reason: no matching LDAP record was found
LDAP query test finished.
mail3.example.com>

sievechar

Bk

RFC3598 IZHE SN TV D Sieve B A— /N T 4 VX ) TIMHT DX FEHEETIET 4
=7 Mz LE T, Sieve LTFHLLDAP KGR = VU — & LDAP ffiv—F 4 > 7 7 =) —TDOH
HHEINAZLICEB L TR, VAT AOMOEIME., 522RE LA —/LT RL A5}
Extg & LET,

fET&E 53CFIE, - =t/ TT,

ER7AE

M : 0o~ R lcommit] (TMHEH FH A,
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ISRBEM . Zpavy N, TR_RTOY >y FT— K (P59 R&, TA—F <) T
HATxE7,

NYyFaAIVF: Zoavwy Ry TFELESR—-FLTOWERA,

Z OFITI, sievechar 2~ REFEHL T, + 28K —BIWRLDAPHILV—TFT 4 7 7
T ) — T EN D Sieve XFE L TEHZLET,

mail3.example.com> sievechar

Sieve Email Filtering is currently disabled.

Choose the operation you want to perform:

- SETUP - Set the separator character.

[1> setup

Enter the Sieve Filter Character, or a space to disable Sieve Filtering.
(1> +

Sieve Email Filter is enabled, using the '+' character as separator.
This applies only to LDAP Accept and LDAP Reroute Queries.

Choose the operation you want to perform:

- SETUP - Set the separator character.

(1>

A—I)LEAEDRE/IE=Z) T

2T, RO CLL 2=y RIZOWTHBA L £,

+ addresslistconfig (161 ~—7)
« aliasconfig (162 ~—3)

« archivemessage (165 ~X—73)
« altsrchost (166 ~—3°)

* bounceconfig (167 ~<—73)

« bouncerecipients (170 ~X—3")
* bveonfig (171 ~=X—73)

s deleterecipients (172 ~X—73)

s deliveryconfig (174 ~X—3°)

s delivernow (174 ~=X—2)

s destconfig (175 ~=—37)

* hostrate (183 ~—72)

s hoststatus (184 ~X—73)

« imageanalysisconfig (185 ~X—73)
* oldmessage (186 ~X—2)
erate (186 ~X—3)

» redirectrecipients (187 ~X—)
» resetcounters (188 ~X—1)

s removemessage (188 ~X—1)

s showmessage (189 ~X—3")
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« showrecipients (190 ~X—)
o status (135 ~—7)

s tophosts (192 ~X—737)

e topin (193 ~<—2)

s unsubscribe (193 ~X—7)

« workqueue (194 ~<—73)

addresslistconfig

ERER
TRLVAVARERELET,
FERAE
MeE : oo~ KX lcommit] NHFTI,

JIGRARER . Za~v s Rt ¢R_RTO~YY U EFT— R (TR Z, TA—F, =) Tff
HTxF7,

NyF awy K ooawy REAy FERaEdK— k LThET,
Ny FRER

addresslistconfig I~ Koy FHA %A LT, %ﬁ' LWY RL&Rx U X b @{/lzbjz\ E%’T?@
T RLVAVRANOME, TRLVA VA MO—&EHT), TRLA U X MOHIBR, 7 RKLA U A
FOFTHALTWADT L ADOBHERNAHETT,

CHLWT RLR U A DB :

addresslistconfig new <name> --descr=<description> --addresses=<addressl,address2,...>

WEFEOT LR U X kOt

addresslistconfig edit <name> --name=<new-name> --descr=<description>
--addresses=<addressl, address2, ...>

c 7 FLA U RAMDOHIK :

addresslistconfig delete <name>

e 7T FLAYRAMD—EHI :

addresslistconfig print <name>

¢« 7T RLAVANDODHFTHAELTWST FL A0 :

addresslistconfig conflicts <name>
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aliasconfig

B2k

ERAE

Ny FER

maill.example.com> addresslistconfig
No address lists configured.

Choose the operation you want to perform:
- NEW - Create a new address list.
[1> new

Enter a name for the address list:
> add-listl

Enter a description for the address list:
> This is a sample address list

Enter the type of list:

1. Full Email Addresses only

2. Domains only

3. IP Addresses only

4. All of the above

Enter the type of the address list:
[41> 1

Enter a comma separated list of addresses:
(e.g.: user@example.com)
> userl@example.com, user2@example.com

Address list "add-listl" added.

Choose the operation you want to perform:

- NEW - Create a new address list.

- EDIT - Modify an address list.

- DELETE - Remove an address list.

- PRINT - Display the contents of an address list.

- CONFLICTS - Find conflicting entries within an address list.

(1>

ETA—NL AU T RAEHZELET,

e Zoa~< 2 i lcommit] NVNETY,

avv R sEH |

JIAREH  Zoa<wr NI, ITRTOYY U ET—R (OTRE, TA—T <) T

MTEET,

NyF azwry R Zoavy NIy FERAzZYR—hLTHET,

aliasconfig DNy FIEREZEH T DL FrL A VT AT =70, BEFEOTA U7 A
T—INDfRE, BFA—NTA VT ADY A SO, 2 VT AT —=TNDA K=}/
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w

T AR—NEFEITTEET, Ny F avr RE LTETTHIZIE, aliasconfig =2~ > FZK
DA TATI L, UTOEREZRELET,

cHHLWEFA—L =AU T ADIBI

aliasconfig new <domain> <alias> [email addressl] [email address2]

)

GE)  HFIELRW RAA KL T laliasconfignew| 2~ REFATTH L, 2D R AL U HMERK
SINET,

BEEDET A —L T A VT ADME

aliasconfig edit <domain> <alias> <email addressl] [email address2]

EBEAA =L oA )T ADOFRR

aliasconfig print

B—A)N A YT A YRAIDAR—h

aliasconfig import <filename>|

TTIAT L ADZA YT A YANDIZ T ZAR— K

aliasconfig export <filename>|

l

mail3.example.com> aliasconfig

Enter address(es) for "customercare".

Separate multiple addresses with commas.

[1> bob@example.com, frank@example.com, sally@example.com
Adding alias customercare: bob@example.com, frank@example.com, sally@example.com
Do you want to add another alias? [N]> n

There are currently 1 mappings defined.

Choose the operation you want to perform:

- NEW - Create a new entry.

- EDIT - Modify an entry.

- DELETE - Remove an entry.

- PRINT - Display the table.

- IMPORT - Import aliases from a file.

- EXPORT - Export table to a file.
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B »

- CLEAR - Clear the table.
[1> new
How do you want your aliases to apply?
1. Globally
2. Add a new domain context
3. example.com
[11> 1
Enter the alias(es) to match on.
Separate multiple aliases with commas.
Allowed aliases:
- "user@domain" - This email address.
- "user" - This user for any domain
- "@domain" - All users in this domain.
- "@.partialdomain" - All users in this domain, or any of its sub domains.
[1> admin
Enter address(es) for "admin".
Separate multiple addresses with commas.
[1> administrator@example.com
Adding alias admin: administrator@example.com
Do you want to add another alias? [N]> n
There are currently 2 mappings defined.
Choose the operation you want to perform:
- NEW - Create a new entry.
- EDIT - Modify an entry.
- DELETE - Remove an entry.
- PRINT - Display the table.
- IMPORT - Import aliases from a file.
- EXPORT - Export table to a file.
- CLEAR - Clear the table.
[1> print
admin: administrator@example.com
[ example.com ]
customercare: bobGexample.com, frank@example.com, sally@example.com
There are currently 2 mappings defined.
Choose the operation you want to perform:
- NEW - Create a new entry.
- EDIT - Modify an entry.
- DELETE - Remove an entry.
- PRINT - Display the table.
- IMPORT - Import aliases from a file.
- EXPORT - Export table to a file.
- CLEAR - Clear the table.
(1>

RE6:TAYTRAREADIIHK

1k EL:)z]

<domain> TA VT AZEHT D RAAL a2 TF AL, [Global) 1£7m—
SN RAAL v avTHRAMERELET,
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archivemessage .

518

AR

<alias>

RETDHZA VT ADLHI,

Ta—S)V RAL v aryTHFARNTHEATEDA Y T RIKD
LB Td,

"user@domain" : ZDE A —/L 7 RL &,
"user" : AEED RAA DI D2—
‘@domain : =D KAA DT RXTHOZ—,

‘@.partialdomain’ : ZD RAA VELIXZDLEEDOY T RAAL D
FTARTOZ—H,

BEDORAA L 2 TXANTHEHATELA4 U T RTRD LR
T,

‘User’ : ZORAAL Y avTHFA DI D2—W

‘User@domain’ : ZDE A—/L 7 KL A

<email address>

TAVTAE~w v T THEFA—INT LA, 1 OO A
TAEBEOBTLA—IN T RLRAZYy B I TEET,

<filename>

TA VT AT —TNDA VR— T AR—MAFEHTL T 7
A N4,

archivemessage

B2k

Fa—HNOH WAy E—VET—IAT LET,

ER7AE

Me® : Zoa~< 2 RIZ commit ITHLEH Y T8 A,

TS AREE . Zpa<wy Riivwiy B— R TORFEHTXET,

NyF avws R Zoavy MRy FEXREZSR—FLTHERA,

1

KOFETIE, T WA=V T —H AT LET,

mail3.example.com>

archivemessage

Enter the MID to archive.

[01> 47

MID 47 has been saved in file oldmessage 47.mbox in the configuration
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altsrchost

B2LL]

ERAE

1

avy R sEH |

Virtual Gateway™ O~ > B 7A@ E L E T,

M : Zoa< KX lcommit] 2NHHEETY,

PIGRRER . Zpa<vy N, X TOYrE—FR (29 R%2, TA—F <) T
ATxEd,

NyF avwrs R Zoavy RNy FEAZ S R—FLTWEEA,

WOFHITIE, altsrchost 77— 7 A RH T ENT, BEFEO~ v B IR NWI ERNRENET, £+
D, 250 MY MERENET,

s J)—"T" 0 =7 H— 37 A | @exchange.example.com 7> 5 D A —/L X, PublicNet 1 > & —
T ATy B TENET,

« EEHIP T R LA 192.168.35.35 725D A —/ L%, AnotherPublicNet A > ¥ — 7 = A AT
v BT EnEdT,

BT, TERDT- I altsrchost ¥ v B IR EN T, ZEIBIESNET,

mail3.example.com> altsrchost

There are currently no mappings configured.

Choose the operation you want to perform:

- NEW - Create a new mapping.

- IMPORT - Load new mappings from a file.

[1> new

Enter the Envelope From address or client IP address for which you want to set up a
Virtual Gateway mapping.

Partial addresses such as "@example.com" or "user@" are allowed.

[1> Q@exchange.example.com

Which interface do you want to send messages for @exchange.example.com from?
1. AnotherPublicNet (192.168.2.2/24: maild.example.com)

2. Management (192.168.42.42/24: mail3.example.com)

3. PrivateNet (192.168.1.1/24: mail3.example.com)

4. PublicNet (192.168.2.1/24: maild.example.com)

[1]1> 4

Mapping for @exchange.example.com on interface PublicNet created.

Choose the operation you want to perform:

- NEW - Create a new mapping.

- EDIT - Modify a mapping.

- DELETE - Remove a mapping.

- IMPORT - Load new mappings from a file.

- EXPORT - Export all mappings to a file.

- PRINT - Display all mappings.

- CLEAR - Remove all mappings.

[1> new

Enter the Envelope From address or client IP address for which you want to set up a
Virtual Gateway mapping.

Partial addresses such as "(@example.com" or "user@" are allowed.
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[1> 192.168.35.35

Which interface do you want to send messages for 192.168.35.35 from?
1. AnotherPublicNet (192.168.2.2/24: maild.example.com)
2. Management (192.168.42.42/24: mail3.example.com)

3. PrivateNet (192.168.1.1/24: mail3.example.com)

4. PublicNet (192.168.2.1/24: maild.example.com)

[11> 1

Mapping for 192.168.35.35 on interface AnotherPublicNet created.
Choose the operation you want to perform:

- NEW - Create a new mapping.

- EDIT - Modify a mapping.

- DELETE - Remove a mapping.

- IMPORT - Load new mappings from a file.

- EXPORT - Export all mappings to a file.

- PRINT - Display all mappings.

- CLEAR - Remove all mappings.

[1> print

1. 192.168.35.35 => AnotherPublicNet

2. @exchange.example.com -> PublicNet

Choose the operation you want to perform:

- NEW - Create a new mapping.

- EDIT - Modify a mapping.

- DELETE - Remove a mapping.

- IMPORT - Load new mappings from a file.

- EXPORT - Export all mappings to a file.

- PRINT - Display all mappings.

- CLEAR - Remove all mappings.

[r>

mail3.example.com> commit

Please enter some comments describing your changes:

[1> Added 2 altsrchost mappings

Do you want to save the current configuration for rollback? [Y]> n
Changes committed: Fri May 23 11:42:12 2014 GMT

bounceconfig

aBA
NG ADBIEERELET,

FERAE
MeE : Zoa<y Kt Tcommit] 2BSHEETY,
JIAAER  Zoa<w Nt TRTOY U EF—RFN (P TRE, T—T, =) T
HATx%d,
NyFa<wr R:Zoa<sy RNy FERXEZSR—FLTHWET, FFicoVW T, CLID
A TFGA Ly ~NTEBRLTLKEXY, Z0a<vry ROA L5y ~ILVTIZT 7B AT BT
IZ, help a2~ REFEHLET,

1

K DB TIL, bounceconfig =~ R&fH LT, bounceprofile &\ ARID/ANT A F'a
TrANEERLET, 2OTRT77ALTE, N— AT RAINETRTORA vy E—URN
REET R L ATH % bounce-mailbox@example.com!|Zlik(5 I E T, BIEEERX v —
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ITA F—TNTF, SEEH-VELEL o E—UN I OEEINET, BEAvbE—UBOF
7 4V MEIT 4 BRE (14400 7)) T,

mail3.example.com> bounceconfig

Current bounce profiles:

1. Default

Choose the operation you want to perform:

- NEW - Create a new profile.

- EDIT - Modify a profile.

[1> new

Please create a name for the profile:

[1> bounceprofile

Please enter the maximum number of retries.

[100]> 100

Please enter the maximum number of seconds a message may stay in the queue before being
hard bounced.

[259200]1> 259200

Please enter the initial number of seconds to wait before retrying a message.
[60]> 60

Please enter the maximum number of seconds to wait before retrying a message.
[3600]> 3600

Do you want a message sent for each hard bounce? (Yes/No/Default) [Y]> y

Do you want bounce messages to use the DSN message format? (Yes/No/Default) [Y]> y
Enter the subject to use:

[Delivery Status Notification (Failure)]>

Select default notification template:

1. System Generated

2. bounce_english

3. bounce_ russian

[11>

Do you want to configure language specific templates? [N]>

Do you want to parse the DSN "Status" field received from bounce

responses to include in the DSN generated by the appliance?

(Yes/No/Default) [N]>

If a message is undeliverable after some interval, do you want to send a delay warning

message? (Yes/No/Default) [N]> y

Enter the subject to use:

[Delivery Status Notification (Delay)]>

Select default notification template:

1. System Generated

2. bounce english

3. bounce russian

[1]1> 1

Do you want to configure language specific templates? [N]>

Please enter the minimum interval in seconds between delay warning messages.
[14400]> 14400

Please enter the maximum number of delay warning messages to send per
recipient.

[11> 1

Do you want hard bounce and delay warning messages sent to an alternate address, instead
of the sender? [N]> y

Please enter the email address to send hard bounce and delay warning.

[1> bounce-mailbox@example.com

Do you want bounce messages to be signed (Yes/No/Default)? [N]>

Current bounce profiles:

1. Default

2. bounceprofile

Choose the operation you want to perform:

- NEW - Create a new profile.

- EDIT - Modify a profile.

- DELETE - Remove a profile.
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JRAF—~ADNYUR FAT 74 )LOERA .

(1>

mail3.example.com>

JRF—ADINHR TAT7AILDEA

A\

N A TaT7 7 A VEFRELD, listenerconfig -> bounceconfig 2~ R&EfEH L, ¥ %
EETHIEICLY, 20T T 7 A NEL Y AT A TEET,

GE)

NG ATT 7 AME, AvE—VEZELL) AF—ICESNTEATE LT, 7L,
ZDY AT —FA v E—UDRRMEIICED L D ITEUE SN 0TIFBER L EE A,

Z OBFITIE, OutboundMail 77 A X— k U ZF—ZfREL, ZD U ZF—IT bounceprl &\
ING AT Ty A NVEEHLET,

mail3.example.com> listenerconfig

Currently configured listeners:

1. InboundMail (on PublicNet, 192.168.2.1) SMTP Port 25 Public
2. OutboundMail (on PrivateNet, 192.168.1.1) SMTP Port 25 Private
Choose the operation you want to perform:

- NEW - Create a new listener.

- EDIT - Modify a listener.

- DELETE - Remove a listener.

- SETUP - Change global settings.

[1> edit

Enter the name or number of the listener you wish to edit.
[1> 2

Name: OutboundMail

Type: Private

Interface: PrivateNet (192.168.1.1/24) TCP Port 25
Protocol: SMTP

Default Domain:

Max Concurrency: 600 (TCP Queue: 50)

Domain Map: Disabled

TLS: No

SMTP Authentication: Disabled

Bounce Profile: Default

Footer: None

LDAP: Off

Choose the operation you want to perform:

- NAME - Change the name of the listener.

- INTERFACE - Change the interface.

- LIMITS - Change the injection limits.

- SETUP - Configure general options.

- HOSTACCESS - Modify the Host Access Table.

- BOUNCECONFIG - Choose the bounce profile to use for messages injected on this listener.
- MASQUERADE - Configure the Domain Masquerading Table.
- DOMAINMAP - Configure domain mappings.

[1> bounceconfig

Please choose a bounce profile to apply:

1. Default

2. bounceprl

3. New Profile

[1]1> 2

Name: OutboundMail

Type: Private

Interface: PrivateNet (192.168.1.1/24) TCP Port 25
Protocol: SMTP

Default Domain:
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avy R sEH |

Max Concurrency: 600 (TCP Queue: 50)

Domain Map: Disabled

TLS: No

SMTP Authentication: Disabled

Bounce Profile: bounceprl

Footer: None

LDAP: Off

Choose the operation you want to perform:

- NAME - Change the name of the listener.

- INTERFACE - Change the interface.

- LIMITS - Change the injection limits.

- SETUP - Configure general options.

- HOSTACCESS - Modify the Host Access Table.

- BOUNCECONFIG - Choose the bounce profile to use for messages injected on this listener.
- MASQUERADE - Configure the Domain Masquerading Table.

- DOMAINMAP - Configure domain mappings.

1>

Currently configured listeners:

1. InboundMail (on PublicNet, 192.168.2.1) SMTP Port 25 Public
2. OutboundMail (on PrivateNet, 192.168.1.1) SMTP Port 25 Private
Choose the operation you want to perform:

- NEW - Create a new listener.

- EDIT - Modify a listener.

- DELETE - Remove a listener.

- SETUP - Change global settings.

1>

mail3.example.com> commit

Please enter some comments describing your changes:

[1> Enabled the bounceprl profile to the Outbound mail listener
Do you want to save the current configuration for rollback? [Y]> n
Changes committed: Fri May 23 11:42:12 2014 GMT

bouncerecipients

BILL]

ERAE

1

Fa—nbAyE—VENU U ALET,

B - oo~ R lcommit] (THEHY FH A,
JTARER . ZDavy NiIviy E— RTOMEATEET,
NYyFaAIV R Zoavwy Ry FEXLEZSR—FLTOERA,

N URAINDIZEFIL, BEZEEFRANMIEL-T, FhiirAvEe—Y o Xn—70
Envelope From 1TIZHEE SNV FFEDT RUATHAI SN D A v =TV FEHIT L - THRAI S
NET, FE, BEX2—NOTRTOR vy E—V& —EII\T L ATHI L TEET,

REERAMIKENIUR

mail3.example.com> bouncerecipients
Please select how you would like to bounce messages:
1. By recipient host.
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2. By Envelope From address.

3. All.

[11> 1

Please enter the hostname for the messages you wish to bounce.

[1> example.com

Are you sure you want to bounce all messages being delivered to "example.com"? [N]> Y
Bouncing messages, please wait.

100 messages bounced.

Envelope From 7 KL X2k B/\ 0 U R

mail3.example.com> bouncerecipients

Please select how you would like to bounce messages:

1. By recipient host.

2. By Envelope From address.

3. All.

[1]1> 2

Please enter the Envelope From address for the messages you wish to bounce.
[1> mailadmin@example.com

Are you sure you want to bounce all messages with the Envelope From address of
"mailadmin@example.com"? [N]> Y

Bouncing messages, please wait.

100 messages bounced.

FTRT/INYUR

mail3.example.com> bouncerecipients

Please select how you would like to bounce messages:

1. By recipient host.

2. By Envelope From address.

3. All.

[11>

Are you sure you want to bounce all messages in the queue? [N]> Y
Bouncing messages, please wait.

1000 messages bounced.

bvconfig

aBA
NG U ARFEOBREEITVET, Z0a~wr Rid, F—BLONY U RSN B ET A —
NERET DTOIERALET,

ERAE
eE : Zoa~r R lcommit] NNETY,

JIGRAREM . Zpa<vy NiE, TR_RTO~Y L EF— R (592 F, I—F <) T
HTExET,

NYyFaAvo R Zoavy IRy FELXEZR—F L TOHEREA,

1

WIZ, F—REL R RAINTZMWHIRE T A —NVOBREDOH R LET,
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mail3.example.com> bvconfig
Behavior on invalid bounces: reject
Key for tagging outgoing mail: key
Previously-used keys for verifying incoming mail:
1. key (current outgoing key)
2. goodneighbor (last in use Wed May 31 23:21:01 2006 GMT)
Choose the operation you want to perform:
- KEY - Assign a new key for tagging outgoing mail.
- PURGE - Purge keys no longer needed for verifying incoming mail.
- CLEAR - Clear all keys including current key.
- SETUP - Set how invalid bounces will be handled.
[1> key
Enter the key to tag outgoing mail with (when tagging is enabled in the Good
Neighbor Table)
[1> basic_key
Behavior on invalid bounces: reject
Key for tagging outgoing mail: basic_key
Previously-used keys for verifying incoming mail:
1. basic_key (current outgoing key)
2. key (last in use Wed May 31 23:22:49 2006 GMT)
3. goodneighbor (last in use Wed May 31 23:21:01 2006 GMT)
Choose the operation you want to perform:
- KEY - Assign a new key for tagging outgoing mail.
- PURGE - Purge keys no longer needed for verifying incoming mail.
- CLEAR - Clear all keys including current key.
- SETUP - Set how invalid bounces will be handled.
[1> setup
How do you want bounce messages which are not addressed to a valid tagged
recipient to be handled?

1. Reject.
2. Add a custom header and deliver.
[11> 1

Behavior on invalid bounces: reject
Key for tagging outgoing mail: basic key
Previously-used keys for verifying incoming mail:
1. basic key (current outgoing key)
2. key (last in use Wed May 31 23:22:49 2006 GMT)
3. goodneighbor (last in use Wed May 31 23:21:01 2006 GMT)
Choose the operation you want to perform:
- KEY - Assign a new key for tagging outgoing mail.
- PURGE - Purge keys no longer needed for verifying incoming mail.
- CLEAR - Clear all keys including current key.
- SETUP - Set how invalid bounces will be handled.
(>
mail3.example.com> commit
Please enter some comments describing your changes:
[1> Configuring a new key and setting reject for invalid email bounces
Do you want to save the current configuration for rollback? [Y]> n
Changes committed: Fri May 23 11:42:12 2014 GMT

deleterecipients

&5 AA
Xa—MHAvE—UREHIRLET,

ERAE

FE® : Za<y K Tcommit] 1ZMEH D FHA,
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1

W

JTARER  ZDa<vy Rii~vwyy T— R TOMEHATEET,
NYyFaAIUER: Zoavy RNy FELEZR—FLTWWEE A,

TIITATAE, MBS U TCREEEZHIBRT A T-OOFOA 7V a U NHE ST
F9, WIZ, ZEHEFA MIOZEH OHIBR, Envelope From 7 R L A L5 HIBR, BLW
X a2 —HNOTRTOZEHEDOHIROFIZ R L ET,

BE A A UICKkBHIBR

mail3.example.com> deleterecipients

Please select how you would like to delete messages:

1. By recipient host.

2. By Envelope From address.

3. All.

[11> 1

Please enter the hostname for the messages you wish to delete.
[1> example.com

Are you sure you want to delete all messages being delivered to "example.com"? [N]> Y
Deleting messages, please wait.

100 messages deleted.

Envelope From 7 F L X [Z &k Bl

A THIBR

mail3.example.com> deleterecipients

Please select how you would like to delete messages:

1. By recipient host.

2. By Envelope From address.

3. All.

[11> 2

Please enter the Envelope From address for the messages you wish to delete.
[1> mailadmin@example.com

Are you sure you want to delete all messages with the Envelope From address of
"mailadmin@example.com"? [N]> Y

Deleting messages, please wait.

100 messages deleted.

mail3.example.com> deleterecipients

Please select how you would like to delete messages:

1. By recipient host.

2. By Envelope From address.

3. All.

[11> 1

Are you sure you want to delete all messages in the queue? [N]> Y
Deleting messages, please wait.

1000 messages deleted.
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deliveryconfig

B2LL]

ERAE

1

delivernow

B8

ER7AE

avy R sEH |

A—VEEEZRELET,

M : Zoa< KX lcommit] 2NHHEETY,

JSRABEM . Zpavy NI, TR_RTOYrET—F (UPFREZ, TA—F, <) T
ATxEd,

NyF awrR: Zoa<wy REnNyITFEXLEZR—FLTWHWEEA,

ROFITIL, deliveryconfig =~ > FZM A L, [BAE"TREM®H Y (Possible Delivery) ]% A R—
TMILT, T4V DA B2 —T 24 2% [HE) (Auto) [IZERELE T, VAT LAE2ED
RRFEE A v —VRUFIE, 9000 ##52 T,

mail3.example.com> deliveryconfig

Choose the operation you want to perform:

- SETUP - Configure mail delivery.

[1> setup

Choose the default interface to deliver mail.

1. Auto

. AnotherPublicNet (192.168.3.1/24: maild.example.com)
. Management (192.168.42.42/24: mail3.example.com)

. PrivateNet (192.168.1.1/24: mail3.example.com)

. PublicNet (192.168.2.1/24: mail3.example.com)

[1]1> 1

Enable "Possible Delivery" (recommended)? [Y]> y
Please enter the default system wide maximum outbound message delivery
concurrency

[10000]> 9000

mail3.example.com>

g w N

A=Y DAY a—VENKREERICHFELET, =2—WFIE, 1 DOZEHEFA R &,
BUERICHEA Y V2= L ENTNABETRTORA v =D TNNEEIRTEE7,

MEE : Z0a<y R lcommit] 1IMEH D FH A,
TS AREHE . Zpa<wy Riivwiy B— R TORFEHTXET,
NYyFaAIVEF: Zoaxwy Ry TFELESR—FLTWHWERA,
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mail3.example.com> delivernow

Please choose an option for scheduling immediate delivery.
1. By recipient domain

2. All messages

[11> 1

Please enter the recipient domain to schedule for delivery.
[1>foo.com

Scheduling all messages to foo.com for delivery.

destconfig

LIH®D setgoodtable =~ K CY, T—7 /WL, HBfE, sEHET—7V EMEIRTWE
T, ZOT—TNEMALT, HELE FAL COERGHIREZHELET,

destconfig 37 > FD{E A
destconfig ¥ 7 A =2 —TlX, koa~vr REfTcE£7,

% 7:destconfigtr 727 K

X B7L:L

SETUP Ia—rVREEEE LET,

NEW RAA DR LWHIBRZ B L £,

EDIT RAAL L OFIREZETE L ET,

DELETE RAA OHIRAHIER L E7,

DEFAULT FESN TR AL DT 74V FORIREEE LET,

LIST AL EZDHIRDOY A M ZFRLET,

DETAIL 1 OD5EEEITTITOT S M) OFEMEERRLET,

CLEAR T—=TNNETRTCOTY M EHIRLET,

IMPORT NIz 7 4 Fab—a 7y A Npbskfliile Yo
T—=TNEA UR—=FLET,

EXPORT SEdeHfl = R DT —T VA INIa Ly 7 4 Falb— gy
Ty A M ZAR—FLET,

destconfig 2~ RNiZi, FiiCHliHT — 7 NV OEITEHERT DL FTOEREFRE T 2 LN
HYET,

« RAAL Y (ZEHAAR)
o KA A U ~D KRR
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cHEL T L DR KRA v E— U

« ZAZF IR

« VAT AERELIIMEET— T = AL v F
s RAAL T L ORKIRAZBEAL £,

« ZASEHIROBAM (43 HAT)

o N ARRGRE

s ALV THRT O A TuT 7 AL

TR EHIEHT—TIL
WORIC, SEEHET — T ADTy kY R LET,

R 8:FEARKET—TILOT Y B

avy R sEH |

KAA>Y Conn. Rept. Min. Enforce
Limit Limit Prd. MX/DOM

(F7 4L 1) 500 L 1 KAA Y

FOREIN TR KA A OFEEIE 500, 1 K

M7= ) DAFFH RN EHI R

(F7 4 1) 500 ‘@L P ‘MMP

BKRENTWRWRAALS L DA—)V F— T =

A OEREEFENT 500, 1 R 720 OZEE K

VA T R

partner.com 10 ‘500 ‘60 ‘ KX AV

partner.com DT X TDZ — K7 = A 23 10 fH O

a1 SO KRZIEZEIT 500

101.202.101.2 500 ‘ 2L

‘m

‘MMP

IP7 RLADIEE

Ny FRK

desteonfig =~ > KO 3y FIRAEMMT 5 L. BEKRO CLT 2+ FOT TS FT T

SET,
B LWSESERIET — 7 L O 1R

destconfig new <profile> [options]

« BEAF D5 G T — 7 v Ot
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destconfig edit <default|profile> [options]

BEAF D5 Sl T — 77 L D HIER

destconfig delete <profile>|

si Sl = b U O—ERIR

destconfig list]

1 DO EITTXTOZ L b OFEMDER

destconfig detail <default|profilelall>|

PSR T — 7 Vinb 3R Coxz U ZHIER

destconfig clear|

T7ANNEDT —TNLDA R— b

destconfig import <filename>|

F—TNDT 7 A I~DIZT AR— h

destconfig export <filename>|

edit BEPnew Ny F a~ 2 RTIE, BEL EEEEFEAHL CEEZRTZEICED, LTOA
T aryO—MERIIT R TCERETETET, HELR» oA 7 v a i, edit ZFEH L
BEFIEFEINT, new 2 L725EFXT 7 40 MEIZRESNET,

concurrency limit=<int> - The maximum concurrency for a specific host.

concurrency limit type=<host|MXIP> - Maximum concurrency is per host or per MX IP.

concurrency limit apply=<system|VG> - Apply maximum concurrency 1is system wide or by
Virtual Gateway (tm) .

max messages_per connection=<int> - The maximum number of messages that will be sent
per connection.

recipient limit minutes=<int> - The time frame to check for recipient limits in minutes.

recipient limit=<int> - The number of recipients to limit per unit of time.
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use tls=<off|on|require|on verify|require verify> - Whether TLS should be on, off, or
required for a given host.

bounce profile=<default|profile> - The bounce profile name to use.

bounce verification=<off|on> - Bounce Verification option.

{5l - 7 L L destconfig T> ~ ') DYERK

ROFITIE, BIIED desteonfig =2 b U ZWEIZH I LET, 5T, R A A partner.com D
FLWZU MU EERLET, 20O RAAL O TR, KRR 100, 605585720
DZAZHEHRIRMN 50 ICRESNET, LA -> T AT AE FAA 2 partner.com (2% L. 1

IRFRIIZ 100 2 2 D EEft A e, S04 MR DX EEICA v E—VaRELEYA, ZOF
AA NIRRT A T T 7 A UFED Y THNT, TLS HEITHEINEF A, HEIZ, £

HREROTZDICH I Sh, fEEINET,

mail3.example.com> destconfig

There are currently 2 entries configured.
Choose the operation you want to perform:

- SETUP - Change global settings.

- NEW - Create a new entry.

- EDIT - Modify an entry.

- DELETE - Remove an entry.

- DEFAULT - Change the default.

- LIST - Display a summary list of all entries.
- DETAIL - Display details for one destination or all entries.
- CLEAR - Remove all entries.

- IMPORT - Import tables from a file.

- EXPORT - Export tables to a file.

[1> list
1

Rate Bounce Bounce
Domain Limiting TLS Verification Profile
(Default) On Ooff Ooff (Default)

Choose the operation you want to perform:

- SETUP - Change global settings.

- NEW - Create a new entry.

- EDIT - Modify an entry.

- DELETE - Remove an entry.

- DEFAULT - Change the default.

- LIST - Display a summary list of all entries.

- DETAIL - Display details for one destination or all entries.

- CLEAR - Remove all entries.

- IMPORT - Import tables from a file.

- EXPORT - Export tables to a file.

[1> new

Enter the domain you wish to configure.

[1> partner.com

Do you wish to configure a concurrency limit for partner.com? [Y]> y
Enter the max concurrency limit for "partner.com".

[500]> 100

Do you wish to apply a messages-per-connection limit to this domain? [N]> n
Do you wish to apply a recipient limit to this domain? [N]> y
Enter the number of minutes used to measure the recipient limit.
[60]> 60
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Enter the max number of recipients per 60 minutes for "partner.com"
[1> 50

Select how you want to apply the limits for partner.com:

1. One limit applies to the entire domain for partner.com

2. Separate limit for each mail exchanger IP address

[11> 1

Select how the limits will be enforced:

1. System Wide

2. Per Virtual Gateway (tm)

[1]1> 1

Do you wish to apply a specific TLS setting for this domain? [N]> n
Do you wish to apply a specific bounce verification address tagging setting for
this domain? [N]> n

Do you wish to apply a specific bounce profile to this domain? [N]> n
There are currently 3 entries configured.

mail3.example.com> commit

Please enter some comments describing your changes:

[1> Throttled delivery to partner.com in the destconfig table

Do you want to save the current configuration for rollback? [Y]> n
Changes committed: Fri May 23 11:42:12 2014 GMT

Bl : N TATFAILE TLS BB FE

ZOBITIL, FAA 2 newpartner.com (ZH1 LV > destconfig =2 b U ZFRE LFE 9, TLS BN

METT, /2. ZoOHITIE, KAA 2 bounceprl (U AF—~D/NNT7 R T u>7 7 A/LO5

H (169 X—) &) LWH ANy X a7y A /L% KAA L newpartner.com ~D 3 =T
DEFA—ABBIEHIND LIITRELET,

mail3.example.com> destconfig

There is currently 1 entry configured.

Choose the operation you want to perform:

- SETUP - Change global settings.

- NEW - Create a new entry.

- EDIT - Modify an entry.

- DELETE - Remove an entry.

- DEFAULT - Change the default.

- LIST - Display a summary list of all entries.

- DETAIL - Display details for one destination or all entries.

- CLEAR - Remove all entries.

- IMPORT - Import tables from a file.

- EXPORT - Export tables to a file.

[1> new

Enter the domain you wish to configure.

[1> newpartner.com

Do you wish to configure a concurrency limit for newpartner.com? [Y]> n
Do you wish to apply a messages-per-connection limit to this domain? [N]> n
Do you wish to apply a recipient limit to this domain? [N]> n

Do you wish to apply a specific TLS setting for this domain? [N]> y

Do you want to use TLS support?

1. No

2. Preferred

3. Required

4. Preferred(Verify)

5. Requlred(Verlfy)

[11>

You have chosen to enable TLS. Please use the 'certconfig' command to ensure that there
is a valid certificate configured.

Do you wish to apply a specific bounce verification address tagging setting for this

domain? [N]> y

Perform bounce verification address tagging? [N]> y

Do you wish to apply a specific bounce profile to this domain? [N]> y
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Please choose a bounce profile to apply:

1. Default
2. New Profile
[11> 1

There are currently 2 entries configured.
Choose the operation you want to perform:

- SETUP - Change global settings.

- NEW - Create a new entry.

- EDIT - Modify an entry.

- DELETE - Remove an entry.

- DEFAULT - Change the default.

- LIST - Display a summary list of all entries.
- DETAIL - Display details for one destination or all entries.
- CLEAR - Remove all entries.

- IMPORT - Import tables from a file.

- EXPORT - Export tables to a file.

[1> detail

Rate Bounce Bounce
Domain Limiting TLS Verification Profile
newpartner.com Default Req On Default
(Default) On Off Off (Default)

Enter the domain name to view, or enter DEFAULT to view details for the
default, or enter ALL to view details for all:
[1> all
newpartner.com
Maximum messages per connection: Default
Rate Limiting: Default
TLS: Required
Bounce Verification Tagging: On
Bounce Profile: Default
Default
Rate Limiting:
500 concurrent connections
No recipient limit
Limits applied to entire domain, across all virtual gateways
TLS: Off
Bounce Verification Tagging: Off
There are currently 2 entries configured.
[r>
mail3.example.com> commit
Please enter some comments describing your changes:
[1> enabled TLS for delivery to newpartner.com using demo certificate
Do you want to save the current configuration for rollback? [Y]> n
Changes committed: Fri May 23 11:42:12 2014 GMT

EEEE

ZOBITIE, A—IVENERI V—T"7 =7 H—sNexchange.example.com(Z AT v h U 75
B destconfig = b U A{ERKLET, ZONEY— A HO HEHEEE] = ) 2HEE
THZET, NTT7 47 BRI RT DRRIEICIIEGEOINR I NV —T T =7 h— N2 R
2y M) ENET, ZOFITIE, TTIATAE A7 —T7 0 =7 =N
exchange.example.com ([Z%f L, 1 73[IZ 10 28 2 % [RIRFERE 2 fErE 3, 1000 28 2 525 #H
WA=V 2EELEEA, NTURA T 77 A/0E TLS REFRESNER A,

mail3.example.com> destconfig

There are currently 2 entries configured.
Choose the operation you want to perform:
- SETUP - Change global settings.

- NEW - Create a new entry.

[l AsyncOS 12.1 for Cisco Email Security AppliancesCLI ') 77 LV R 4 K (—fFEA)



I av vk 5EH

i

- EDIT - Modify an entry.

- DELETE - Remove an entry.

- DEFAULT - Change the default.

- LIST - Display a summary list of all entries.

- DETAIL - Display details for one destination or all entries.

- CLEAR - Remove all entries.

- IMPORT - Import tables from a file.

- CLEAR - Remove all entries.

[1> new

Enter the domain you wish to configure.

[1> exchange.example.com

Do you wish to configure a concurrency limit for exchange.example.com?
Enter the max concurrency limit for "exchange.example.com".
[500]> 10

Do you wish to apply a recipient limit to this domain? [N]> y
Enter the number of minutes used to measure the recipient limit.
[60]1> 1

cvo—rsngE I}

[Yl> y

Enter the max number of recipients per 1 minutes for "exchange.example.com".

[1> 1000

Select how you want to apply the limits for exchange.example.com:
1. One limit applies to the entire domain for exchange.example.com
2. Separate limit for each mail exchanger IP address

[11> 1

Select how the limits will be enforced:

1. System Wide

2. Per Virtual Gateway (tm)

[11> 1

Do you wish to apply a specific TLS setting for this domain? [N]> n

Do you wish to apply a specific bounce verification address tagging setting for this

domain? [N]> n

Do you wish to apply a specific bounce profile to this domain? [N]> n
There are currently 3 entries configured.

Choose the operation you want to perform:

- SETUP - Change global settings.

- NEW - Create a new entry.

- EDIT - Modify an entry.

- DELETE - Remove an entry.

- DEFAULT - Change the default.

- LIST - Display a summary list of all entries.

- DETAIL - Display details for one destination or all entries.

- CLEAR - Remove all entries.

- IMPORT - Import tables from a file.

- CLEAR - Remove all entries.

[1>

mail3.example.com> commit

Please enter some comments describing your changes:

[1> set up shock absorber for inbound mail

Do you want to save the current configuration for rollback? [Y]> n
Changes committed: Fri May 23 11:42:12 2014 GMT

Bl - S a—/N)LERTE

ZORITIE, TLSEEHRO TLS 77— "B X OGEFAEZRE L £9,

mail3.example.com> destconfig

Choose the operation you want to perform:

- SETUP - Change global settings.

- NEW - Create a new entry.

- EDIT - Modify an entry.

- DELETE - Remove an entry.

- DEFAULT - Change the default.

- LIST - Display a summary list of all entries.
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- DETAIL - Display details for one destination or all entries.

- CLEAR - Remove all entries.

- IMPORT - Import tables from a file.

- EXPORT - Export tables to a file.

[]> setup

The "Demo" certificate is currently configured. You may use "Demo", but this will not
be secure.

1. partner.com

2. Demo

Please choose the certificate to apply:

[11> 1

Do you want to send an alert when a required TLS connection fails? [N]> n

{5l : DANE Y-7R— FZ R L 1= TLS =D B 3L

WOHITIL, FAA 2 newpartner.com DH LV destconfig T2 F UMBEEINTWET, =
Tk, TLS B&fend MEERY) DANE AR — MRV Ak EnTWET,

\)

GE) TLSHYR—F A7 a2 BIRLTDANE a7 2T HMLENH Y 17,

mail3.example.com> destconfig
There are currently 1 entries configured. Choose the operation you want to perform:

- SETUP - Change global settings.

- NEW - Create a new entry.

- EDIT - Modify an entry.

- DELETE - Remove an entry.

- DEFAULT - Change the default.

- LIST - Display a summary list of all entries.

- DETAIL - Display details for one destination or all entries.
- CLEAR - Remove all entries.

- IMPORT - Import tables from a file.

- EXPORT - Export tables to a file.

[1> new

Enter the domain you wish to configure.[]> newparter.com

Do you want to configure a concurrency limit for newparter.com? [Y]>
Enter the max concurrency limit for "newpartner.com".

[500]>

Do you want to apply a messages-per-connection limit to this domain? [N]>
Do you want to apply a recipient limit to this domain? [N]>

Select how the limits will be enforced:

1. System Wide

2. Per Virtual Gateway (tm)

[1]1>

Do you wish to apply a specific TLS setting for this domain? [N]> y
Do you want to use TLS support?

No

Preferred

Required

Preferred - Verify

Required - Verify

Required - Verify Hosted Domains

o U b W N

[2]1> 3
You have chosen to enable TLS.
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hostrate

Bk

ER7E

1

hostrate .

Please use the 'certconfig' command to ensure that there is a valid certificate configured.
Do you want to configure DANE Support? [N]> y

Info:

If you configure DANE as 'Opportunistic' and the remote host does not support DANE,
opportunistic TLS is preferred for encrypting SMTP conversations.

If you configure DANE as 'Mandatory' and the remote host does not support DANE,
no connection is established to the destination host.

If you configure DANE as 'Mandatory' or 'Opportunistic' and the remote host supports
DANE,

it is preferred for encrypting SMTP conversations.

Please choose a DANE option:

1. No

2. Opportunistic

3. Mandatory

[2]> 2

Do you want to apply a specific bounce verification address tagging setting for this
domain? [N]>

BEDKRANDT 7T 4T 4 %=X LET,

WeE  Zoa<y R Tcommit] 1Z0EH D FH A,
JIRAFER . ZDa<vy Niivyry T R TOMEATEET,
NyFAIVEK: Zoavy Ry FEXEZFR—FLTWEHA,

mail3.example.com> hostrate

Recipient host:

[]> aol.com

Enter the number of seconds between displays.

[10]> 1
Time Host CrtCncOut ActvRcp ActvRcp DlvRcp HrdBncRcp SftBncEvt
Status Delta Delta Delta Delta
23:38:23 up 1 0 0 4 0 0
23:38:24 up 1 0 0 4 0 0
23:38:25 up 1 0 0 12 0 0
~C

hostrate =~ > R &{51E9 5121, Ctl+C ZfEH L F9,
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B2LL]

ERAE

l

R EDHRA NGDAT —H A ZEEGLE T,

Fe® : Za<y K Tcommit] 1ZMEH D FHA,

IS ARER . ZDavw Ly NEIviry BE— R TOMEATEET,
NYyFaAvo R Zoavy NIy FEXLEZR—F L TOHERA,

mail3.example.com> hoststatus

Recipient host:
[1> aol.com
Host mail status for: 'aol.com'

Status as of: Fri Aug 8 11:12:00 2003
Host up/down: up
Counters:
Queue
Soft Bounced Events
Completion

Completed Recipients
Hard Bounced Recipients
DNS Hard Bounces
5XX Hard Bounces
Filter Hard Bounces
Expired Hard Bounces
Other Hard Bounces
Delivered Recipients
Deleted Recipients
Gauges:
Queue
Active Recipients
Unattempted Recipients
Attempted Recipients
Connections
Current Outbound Connections
Pending Outbound Connections
Oldest Message No Messages

Last Activity Fri Aug 8 11:04:24 2003
Ordered IP addresses: (expiring at Fri Aug
Preference IPs
15 64.12.137.121 64.12.138.89
15 64.12.137.89 64.12.138.152
15 64.12.137.184 64.12.137.89
15 64.12.138.57 64.12.136.153
15 64.12.138.57 64.12.137.152
15 64.12.138.89 205.188.156.154
15 64.12.136.121 152.163.224.26
15 64.12.138.120 64.12.137.152
MX Records:
Preference TTL Hostname
15 52m24s mailin-01.mx.aol.com

OO O OOk o

o

8 11:34:24 2003)

64.12.138.120
152.163.224.122
64.12.136.57
205.188.156.122

64
64
64
64

.12,
.12,
.12,
.12,
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imageanalysisconfig .

15 52m24s mailin-02.mx.aol.com
15 52m24s mailin-03.mx.aol.com
15 52m24s mailin-04.mx.aol.com

Last 5XX Error:

550 REQUESTED ACTION NOT TAKEN: DNS FAILURE
(at Fri Aug 8 11:04:25 2003)

Virtual gateway information:

example.com (PublicNet 017):
Host up/down: up
Last Activity Wed Nov 13 13:47:02 2003
Recipients 0

example.com (PublicNet 023):
Host up/down: up
Last Activity Wed Nov 13 13:45:01 2003
Recipients

imageanalysisconfig

BILL]

ERAE

1

IronPort 4 A — Y T O EEZHE L ET

MeE : oo~ KX lcommit] NHEETI,

JIGARERE  Zpavy NI, TRTO~Y U E—R (IR Z, IA—F <=2 v) TF
HAc&Exd,

NYyFaAIV R Zoavwy RNy FEXLEZSR—FLTOERA,

mail.example.com>imageanalysisconfig

IronPort Image Analysis: Enabled

Image Analysis Sensitivity: 65

Verdict Ranges: Clean (0-49), Suspect (50-74), Inappropriate (75+)
Skip small images with size less than 100 pixels (width or height)

(First time users see the license agreement displayed here.)

Choose the operation you want to perform:

- SETUP - Configure IronPort Image Analysis.

[1> setup

IronPort Image Analysis: Enabled

Would you like to use IronPort Image Analysis? [Y]>

Define the image analysis sensitivity. Enter a value between 0 (least sensitive) and 100
(most sensitive). As sensitivity increases, so does the false

positive rate. The default setting of 65 is recommended.

[65]>

Define the range for a CLEAN verdict. Enter the upper bound of the CLEAN range by entering
a value between 0 and 98. The default setting of 49 is

recommended.

[49]1>

Define the range for a SUSPECT verdict. Enter the upper bound of the SUSPECT range by
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entering a value between 50 and 99. The default setting of 74 is
recommended.

(741>

Would you like to skip scanning of images smaller than a specific size? [Y]>
Please enter minimum image size to scan in pixels, representing either height or width
of a given image.

[100]>

IronPort Image Analysis: Enabled

Image Analysis Sensitivity: 65

Verdict Ranges: Clean (0-49), Suspect(50-74), Inappropriate (75+)

Skip small images with size less than 100 pixels (width or height)

Choose the operation you want to perform:

- SETUP - Configure IronPort Image Analysis.

[r>

oldmessage

R
AT ALEORBHEWIEREEA vE—COMID Esy A —E R R LET,

ERAGE
e : ZOa~ RIZ commit [TMEH Y FH A,
JIARER . Zoa~vy R~y F— R TOREHTEET,
NyF avwrs R Zoavy NNy FRERE R —F L TWEREA,

£
WOBHTIE, WA=V EFRLET,

mail3.example.com>

oldmessage

MID 9: 1 hour 5 mins 35 secs old

Received: from test02.com ([172.19.0.109]

by test02.com with SMTP; 14 Feb 2007 22:11:37 -0800
From: userl23@test02.com

To: 4031l@example.com

Subject: Testing

Message-Id: <20070215061136.68297.16346@test02.com

rate
RER
AvE—VDAN—Ty hEE=HF LET,

FERAE
MEE : ZDa< 2 K lcommit] 1ZMEH D FH A,
JIARZER  Zpa<vw NIy = R TORMEHATEET,
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NYyF AT R Zoa<wr RNy FEXREZSR—FLTWEEA,
151

mail3.example.com> rate

Enter the number of seconds between displays.

[10]1> 1
Hit Ctrl-C to return to the main prompt.
Time Connections Recipients Recipients Queue
In Out Received Delta Completed Delta K-Used
23:37:13 10 2 41708833 0 40842686 0 64
23:37:14 8 2 41708841 8 40842692 6 105
23:37:15 9 2 41708848 7 40842700 8 76
23:37:16 7 3 41708852 4 40842705 5 64
23:37:17 5 3 41708858 6 40842711 6 64
23:37:18 9 3 41708871 13 40842722 11 67
23:37:19 7 3 41708881 10 40842734 12 64
23:37:21 11 3 41708893 12 40842744 10 79
~C

redirectrecipients

Bk
FRTDA v E—VEMOY L— kA MY ¥4 L7 FLET,

B Aot—U%, Mdevinull 25 ETHZEMMEAAL NV XA LI bTHE, AvE—URK
bivET, A—NEZDIIRRAL NV FZA LT FLTH, CLIWZEBE TR REINEY
o AvE—TBIVEA VLY T DHEIC, ZEM AL BHDE D DSMTP /L — b & R
LTLEEN,

Bl ZODOFRAFNLRED SMTP A=V EZETED LI BENTWARWER FEZITZIPT
RVAIZZEZFEEIAALYZ bTDHE AvE—URANT U RE0, A= Kbiud aRert
NHYFET,

ERAAGE
eE : Zoa~<r K2 Tcommit) [ISHEH Y /A,
JSABER . ZDavy RiEvyy T— R CORMEHTEET,
NYF AR F: Zoavy RNy FERXE R — KL TWET,
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redirectrecipients =~ > ROy FIRAEMHEN T 5 & RO CLI 2~ ROTXTOHREL
FATTEET,

e T RTDA—NLEHDRA ML EZIZIP T RLAZUZEAL LT b LET,

redirectrecipients host <hostname>|

11
WIZ, T_TD A —/L% example2.com ;" A MMV # A L7 b B0 R LET,

mail3.example.com> redirectrecipients

Please enter the hostname or IP address of the machine you want to send all mail to.
[1> example2.com

WARNING: redirecting recipients to a host or IP address that is not prepared to accept
large volumes of SMTP mail from this host

will cause messages to bounce and possibly result in the loss of mail.

Are you sure you want to redirect all mail in the queue to "example2.com"? [N]> y
Redirecting messages, please wait.

246 recipients redirected.

resetcounters
ERER
VAT LEANDTRTCOI T 25y hLET,

ER7AE

MEE : Z0a<y R lcommit] 1IMEH D FH A,
IS AREE . T Da<vy Riivyy T— R TCOMEHATEE9,
NYyFaAIVEF: Zoaxwy Ry FELEZSR—FLTOERA,

1

mail3.example.com> resetcounters
Counters reset: Mon Jan 01 12:00:01 2003

removemessage

5RER
BEDAvyE—VID DA vE—VEERICHIFRLET,
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ER7AE

1

showmessage

Bk

ER7E

l

mans

removemessage 2 v N T, fE¥Fa—, FllT¥a—, s a—HNOA vy E—
COLEHIBRTEET, VAT LADREBIZL-TX, 20X —ICHENTT 7T 4 773
AvE—URNEENTORWEERH D FT,

MEE : Z0a<y RIZ lcommit] 1IMEH D FH A,
JIAKER  ZDavy Riivyy = R TOREHTEET,
NYyFaAIVEF: Zoa<y Ry FELEZSR—FLTWERA,

example.com>
removemessage
Enter the MID to remove.
[1>1
MID 1: 19 secs old
Received: from example2.com ([172.16.0.102])
by test02.com with SMTP; 01 Mar 2007 19:50:41 -0800
From: userl23@test02.com
To: 9526@example.com
Subject: Testing
Message-Id: <20070302035041.67424.53212@test02.com>
Remove this message? [N]> y

BESNTEAYE—IDDOAYyE—V LA vE—VARTERRLET,

WEE : Zoa<y R Tcommit] ITMEH Y FH A,
JSAREE . Zpa<wy NiIviy B— R TORFEHTXET,
NYF AR Zoa<wy RNy FERXREZ P R—FLTWWERA,

example.com> showmessage
MID 9: 1 hour 5 mins 35 secs old
Received: from example2.com([172.19.0.109])
by test02.com with SMTP; 14 Feb 2007 22:11:37 -0800
From: userl23@test02.com
To: 4031l@example.com
Subject: Testing
Message-Id: <20070215061136.68297.16346Q@test02.com>
This is the message body.
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. showrecipients

showrecipients

& BA
Fa—NDOA v E—T%Z(EH A A MIETIZ Envelope From 7 K L ABNCERT D0, §
TDAYE—VZBFRLET,
EARAE
eE : ZDa~<r RIZ Tcommit] ZXEH Y EHA,
JIALER  ZDavy FiIviyy F— RTORERTE LT,
NYF ATV R Z0avy RENy FEREYR—FLTHET,

Ny FER

showrecipients 2~ > ROy FIEXEMHT 5 L RO CLI 2 ROT X TOMREL FE
ITCEET,

RIEERA MTOA v E— S ORE

showrecipients host <hostname>|

Envelope From 7 KL ZATD X v &— T DR

showrecipients [sender options] <sender email>

R ? sender_option Z T £,
--match-case 7 N L A D= — W45 DO KT & /T2 KB LT —,
e T RTDORA v E—VDOMER

showrecipients all

1

KIZ, TRTCOZEFFRA F~DF2—HNOA vE—TOHEZRLET,

mail3.example.com> showrecipients

Please select how you would like to show messages:
1. By recipient host.

2. By Envelope From address.

3. All.

[11> 3

Showing messages, please wait.

MID/ Bytes/ Sender/ Subject
[RID] [Atmps] Recipient

1527 1230 userl23456Q@ironport.com Testing
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status

ER7AE

1

(0]
1522
(0]
1529
(0]
1530
(0]
1532
(0]
1531
(0]
1518
(0]
1535
(0]
1533
(0]
1536
(0]

(0]
1230
(0]
1230
(0]
1230
(0]
1230
(0]
1230
(0]
1230
(0]
1230
(0]
1230
(0]
1230
(0]

9554@example.com
userl23456Q@ironport.com Testing
3059@example.com
userl23456Q@ironport.com Testing
7284@example.com
userl23456Q@ironport.com Testing
8243@example.com
userl23456Q@ironport.com Testing
1820@example.com
userl23456Q@ironport.com Testing
9595@example.com
userl23456Q@ironport.com Testing
8778@example.com
userl23456Q@ironport.com Testing
1703@example.com
userl23456Q@ironport.com Testing
3052@example.com
userl23456Q@ironport.com Testing
5ll@example.com

Mg : 0o~ R lcommit] (TMHEHY FH A,

JIAAER  Zoa<wr Nt TRTOYUEF—RF (P TRE, T—T, =) Tff
HATx%d,

NyF avw R Zoavwy RNy FEXREZSR—FLTHERA,

mail.example.com> status detail

Stat
Up s

us as of:
ince:

(12d 6h 37m 28s)

Last
Syst
Olde

counter reset:
em status:
st Message:

Mon Sep 08 00:01:44 2014 GMT
Tue Aug 26 17:24:16 2014 GMT

Never
Online
No Messages

Feature - IronPort Anti-Spam: 1459 days

Feature - Incoming Mail Handling: Perpetual
Feature - Outbreak Filters: 1459 days
Counters: Reset Uptime Lifetime
Receiving
Messages Received 2 2 2
Recipients Received 2 2 2
Rejection
Rejected Recipients 0 0 0
Dropped Messages 0 0 0
Queue
Soft Bounced Events 0 0 0
Completion
Completed Recipients 0 0 0
Current IDs
Message ID (MID) 2
Injection Conn. ID (ICID) 0
Delivery Conn. ID (DCID) 13

status I}
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tophosts

BILL]

ER7GE

1

avv R sEH |

Gauges: Current
Connections
Current Inbound Conn. 0
Current Outbound Conn. 0
Queue
Active Recipients 2
Messages In Work Queue 0
Kilobytes Used 184
Kilobytes Free 8,388,424
Quarantine
Messages In Quarantine
Policy, Virus and Outbreak 0
Kilobytes In Quarantine
Policy, Virus and Outbreak 0

BIA =N F2—ICHTLBEOHREZIIG L. FEDOZEHRA MIEFEOME (F=2—0
KAL) BHD0E D DEHWT 521X, tophosts 2~ RZEH L E9, tophosts 2~ K
X, F2—HNO 20 DZEEHEDOV A MERLET, VA NMI, 777 4 7%EE. BEH
e, BEHEAZEH., Y7 P ARNTLAAL RN BEON— AT RAINTEZEERE.
S FE I ERBEHERINIC Y — P TEET,

MEE : ZDa<y R lcommit] 1IMEH D FH A,
IS RAREE . T Da<wy Niiviy B— R TCOMEHTXET,
NYF AT E: Zoa<vwry RNy TFEXER— L TWERA,

mail3.example.com> tophosts
Sort results by:
1. Active Recipients

2. Connections Out
3. Delivered Recipients
4. Hard Bounced Recipients
5. Soft Bounced Events
[1]1> 1
Status as of: Fri Mar 13 06:09:18 2015 GMT
Hosts marked with '*' were down as of the last delivery attempt.

Active Conn. Deliv. Soft Hard
# Recipient Host Recip. Out Recip. Bounced Bounced
1* example.com 2 0 0 0 0
2 the.encryption.queue 0 0 0 0 0
3 the.euq.queue 0 0 0 0 0
4 the.euq.release.queue 0 0 0 0 0
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topin

At A

ERAE

l

unsubscribe

ait B

ER7E

HAEHAEDOBDIAIZ LR OF A b &R LET

Fe® : Za<y K Tcommit] 1ZMEH D FHA,

IS ARER . ZDavw L NEIviry BE— R TOMEATEET,

NYyFaAvo R Zoavy NIy FEXREZTR—F L TOHERA,

mail3.example.com> topin

Status as of:
# Remote hostname
Imail.remotedomainOl.com

W J oy U b W

11
12
13
14
15
16
17
18
19
20

Jua—sUEEEIEY 2 M EEHLET,

MEE : Z0a<y Kix Tcommit] 2SHEE T,

JIAAER . Zoa<wr Nt ¢ RTO~ U EF— R

mail.
mail.
mail.
mail.
mail.
mail.
mail.
mail.

mail.
mail.
mail.
mail.
mail.
mail.
mail.
mail.
mail.
mail.
mail.

remotedomainO1l
remotedomain03
remotedomain04
remotedomain05
remotedomain06
remotedomainQ7
remotedomain08
remotedomain09
remotedomainl0
remotedomainll
remotedomainl?2
remotedomainl3
remotedomainlé
remotedomainlb
remotedomainl6
remotedomainl?
remotedomainl8
remotedomainl9
remotedomain20

HATEET,

.com
.com
.com
.com
.com
.com
.com
.com

.com
.com
.com
.com
.com
.com
.com
.com
.com
.com
.com

Sat Aug 23 21:50:54 2003

172.
172
172.
172.
172
172.
172.
172

172.
172.

172

172.
172.

172

172.
172.

172

172.
172.

16.

.16.

16.
16.

.16.

16.
16.

.16.
16.
16.

O O O O O o o o

.16.

16.
16.

.16.

16.
16.

.16.

16.
16.

O O O O OO0 oooo -

H O 0 J o U b N

Remote IP addr.
172.16.0.2

.11
.12
.13
.14
.15
.16
.17
.18
.19
.20
.21

listener

Incoming01l

Incoming02
Incoming01
Incoming02
Incoming01
Incoming02
Incoming01l
Incoming01
Incoming01
Incoming01
Incoming01
Incoming02
Incoming01
Incoming01l
Incoming01
Incoming01
Incoming01
Incoming02
Incoming01
Incoming01

In

10

W wwwwnsu

PR EPEPNDDNDDDNDDNDDNDDNDDND

topin .

(VSRR TN—F <) Tff
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workqueue

B7LL]

avv R sEH |

NyF avwrs R Zoavy Ry FELZ SR —FLTWEEA,

ZOHITIL, 7 KL R user@example.net 73 7 2 — LEMEE R Y X MBSV, A vE—Y
BN— RN U RAFTHEITHEEDPRESNET, 207 FLRIZEFIND A vE—IEAN
TUAISNET, BEOERNCA v =BT U ASNET,

mail3.example.com> unsubscribe

Global Unsubscribe is enabled. Action: drop.

Choose the operation you want to perform:

- NEW - Create a new entry.

- IMPORT - Import entries from a file.

- SETUP - Configure general settings.

[1> new

Enter the unsubscribe key to add. Partial addresses such as "@example.com"
or "user@" are allowed, as are IP addresses. Partial hostnames such as "@.example.com"
are allowed.

[1> user@example.net

Email Address 'user@example.net' added.

Global Unsubscribe is enabled. Action: drop.

Choose the operation you want to perform:

- NEW - Create a new entry.

- DELETE - Remove an entry.

- PRINT - Display all entries.

- IMPORT - Import entries from a file.

- EXPORT - Export all entries to a file.

- SETUP - Configure general settings.

- CLEAR - Remove all entries.

[1> setup

Do you want to enable the Global Unsubscribe feature? [Y]> y
Would you like matching messages to be dropped or bounced?

1. Drop
2. Bounce
[1]1> 2

Global Unsubscribe is enabled. Action: bounce.

Choose the operation you want to perform:

- NEW - Create a new entry.

- DELETE - Remove an entry.

- PRINT - Display all entries.

- IMPORT - Import entries from a file.

- EXPORT - Export all entries to a file.

- SETUP - Configure general settings.

- CLEAR - Remove all entries.

[1>

mail3.example.com> commit

Please enter some comments describing your changes:

[1> Added username “user@example.net” to global unsubscribe
Do you want to save the current configuration for rollback? [Y]> n
Changes committed: Fri May 23 11:42:12 2014 GMT

E¥X 2 —D—KFIEAT —Z 2R 2 RFBIOEELET,

[l AsyncOS 12.1 for Cisco Email Security AppliancesCLI ') 77 LV R 4 K (—fFEA)



I av vk 5EH

ER7AE

1

mans
HE : Zoa~<y FZ Tcommit] M EDHYD FHA,
JTARER  Zoa~vy R~y y F— R TOREHTEET,
NYFARE: Zoavy NNy FREREZ R — L TWERA,
mail3.example.com> workqueue
Status: Operational
Messages: 1243
Manually pause work queue? This will only affect unprocessed messages. [N]> y

Reason for pausing work queue:

[1> checking LDAP server

Status: Paused by admin: checking LDAP server
Messages: 1243

GE)

BHDOANMMEETT, HEZ AN LWGE, Bl % loperator paused| & L TH 7 A3 ik
ShET,

ROFITIE, V=27 Fa—HRAINES,

mail3.example.com> workqueue

Status: Paused by admin: checking LDAP server
Messages: 1243

Resume the work queue? [Y]> y

Status: Operational

Messages: 1243

Y RI—FTBFEERYEFT—D Y—)L

2T, OCLL vy RIZoWTHHALET,

« etherconfig (196 ~<—3)

s interfaceconfig (197 ~X—2)
s nslookup (199 ~—737)

e netstat (200 ~X—3)

« packetcapture (201 ~<—3°)
s ping (203 X—)

* ping6 (204 =—2)

s routeconfig (204 ~X—73)

s setgateway (207 ~<—17)

« sethostname (207 ~—2)

« smtproutes (208 ~<—)

s sslconfig (210 ~X—7)
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etherconfig

B

ER7E

l

* sslv3config (212 ~—77)
e telnet (213 _—7)
s traceroute (214 ~X—7)

e traceroute6 (214 ~X—7°)

AF 4 THRE. NICLT U2, VLANEE. DSREREREDA —HF %> |k

WEE : Zoa<y Rt lcommit] 2SMLET,
IS AREE . Zpa<wy NiIviy B— R TORFEHTXET,
NYF AT R Zoa<vy RNy TFEXREZYR—FLTWEREA,

mail3.example.com> etherconfig

Choose the operation you want to perform:

- MEDIA - View and edit ethernet media settings.
- VLAN - View and configure VLANs.

- LOOPBACK - View and configure Loopback.

- MTU - View and configure MTU.

- MULTICAST - Accept or reject ARP replies with a multicast address.

[1> vlan

VLAN interfaces:

Choose the operation you want to perform:
- NEW - Create a new VLAN.

[1> new

VLAN tag ID for the interface (Ex: "34"):
[1> 12

Enter the name or number of the ethernet interface you wish bind to:

1. Data 1

2. Data 2

3. Management

[1]1> 1

VLAN interfaces:

1. VLAN 12 (Data 1)

Choose the operation you want to perform:
- NEW - Create a new VLAN.

- EDIT - Edit a VLAN.

- DELETE - Delete a VLAN.

1>

Choose the operation you want to perform:
- MEDIA - View and edit ethernet media settings.
- VLAN - View and configure VLANs.

- LOOPBACK - View and configure Loopback.
- MTU - View and configure MTU.

- MULTICAST - Accept or reject ARP replies with a multicast address.

[1> loopback
Currently configured loopback interface:
Choose the operation you want to perform:
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interfaceconfig .

- ENABLE - Enable Loopback Interface.

[1>

Choose the operation you want to perform:

- MEDIA - View and edit ethernet media settings.

- VLAN - View and configure VLANs.

- LOOPBACK - View and configure Loopback.

- MTU - View and configure MTU.

- MULTICAST - Accept or reject ARP replies with a multicast address.
[1> mtu

Ethernet interfaces:

1. Data 1 default mtu 1500

2. Data 2 default mtu 1500

3. Management default mtu 1500

4. VLAN 12 default mtu 1500

Choose the operation you want to perform:

- EDIT - Edit an ethernet interface.

[1> edit

Enter the name or number of the ethernet interface you wish to edit.
[1> pairl

That value is not valid.

Enter the name or number of the ethernet interface you wish to edit.
[1> 12

That value is not valid.

Enter the name or number of the ethernet interface you wish to edit.
[1> 2

Please enter a non-default (1500) MTU value for the Data 2 interface.
[1> 1200

Ethernet interfaces:

1. Data 1 default mtu 1500

2. Data 2 mtu 1200

3. Management default mtu 1500

4. VLAN 12 default mtu 1500

Choose the operation you want to perform:

- EDIT - Edit an ethernet interface.

[1>

interfaceconfig

Bl
A HE—T 2 AERELET, A X —7 oA ZA%Ek, W, BBk CcEEd, FTP 24
F—T ML, IPT RLREER L, A =Xy FIPT RLAZRETEET,
FERAE
e . Zoa<r i lcommit] NHUETY,
JGARER . ZDavy Riivvy F— RTCORMEHATX F9,
NYF ATV ER: Zoa<vwy RNy TFEXE R —FLTWET,

INY FRRK

interfaceconfig =~ > ROy FIEXZEM T2 &, 12RO CLI 2~ ROT X TOREREZR 32
ITTEET,
cHLNA v —T = ADVER

Async0S 12.1 for Cisco Email Security Appliances CLI ') 77 L X #i4 K (—EEA) [}



avv R sEH |
. Bl: A3 —T 24 ADFRE

interfaceconfig new <name>

<ethernet interface>

<hostname>

--ip=IPv4 Address/Netmask

--ip6=IPv6 Address/Prefix Lenght]

[--ftp[=<port>]]

[--telnet[=<port>]]

[--ssh[=<port>]]

[--http] [=<port>]

[--https[=<port>]]

[--eug http[=<port>]]

[--eug_https] [=<port>]

[--ccs[=<port>]].

FTP is available only on IPv4.

A B —T A ZADYIE

interfaceconfig delete <name>|

Bl: 43— 14 ADETE

mail.example.com> interfaceconfig

Currently configured interfaces:

1. Management (10.76.69.149/24 on Management: mail.example.com)
Choose the operation you want to perform:

- NEW - Create a new interface.

- EDIT - Modify an interface.

- GROUPS - Define interface groups.

- DELETE - Remove an interface.

[1> edit

Enter the number of the interface you wish to edit.
[1>1
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nslookup

BILL]

nslookup .

IP interface name (Ex: "InternalNet"):

[Management] >

Would you like to configure an IPv4 address for this interface (y/n)? [Y]>
IPv4 Address (Ex: 192.168.1.2 ):

[1.1.1.1]>

Netmask (Ex: "24", "255.255.255.0" or "Oxffffffo0"):

[Oxffffffff]>

Would you like to configure an IPv6 address for this interface (y/n)? [N]> n
Ethernet interface:

1. Data 1

2. Data 2

3. Management

[31>

Hostname:

[mail.example.com]>

Do you want to enable SSH on this interface? [Y]>

Which port do you want to use for SSH?

[22]1>

Do you want to enable FTP on this interface? [N]>

Do you want to enable Cluster Communication Service on this interface? [N]>
Do you want to enable HTTP on this interface? [Y]>

Which port do you want to use for HTTP?

[80]1>

Do you want to enable HTTPS on this interface? [Y]>

Which port do you want to use for HTTPS?

[443]>

Do you want to enable Spam Quarantine HTTP on this interface? [N]>

Do you want to enable Spam Quarantine HTTPS on this interface? [N]>

Do you want to enable AsyncOS API (Monitoring) HTTP on this interface? [N]> y
Which port do you want to use for AsyncOS API (Monitoring) HTTP?

[6080]>

Do you want to enable AsyncOS API (Monitoring) HTTPS on this interface? [N]> y
Which port do you want to use for AsyncOS API (Monitoring) HTTPS?

[6443]>

The "Demo" certificate is currently configured. You may use "Demo", but this will not
be

secure. To assure privacy, run "certconfig" first.

Both HTTP and HTTPS are enabled for this interface, should HTTP requests redirect to the
secure service? [Y]>

You have edited the interface you are currently logged into. Are you sure you want to
change it? [Y]>

Currently configured interfaces:

1. Management (10.76.69.149/24 on Management: mail.example.com)

Choose the operation you want to perform:

- NEW - Create a new interface.

- EDIT - Modify an interface.

- GROUPS - Define interface groups.

- DELETE - Remove an interface.

(1>

nslookup 2=~ RZfiHl9 % &, DNS OELZRAETE £7,

nslookup =~ RTIX, 77747 VAN, BIfELTWVWAHDNS (RAA v R—Lh —b
R) = NINBHRAMEIP T FUAZR L TREETE L2 LA HRTEET,
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ER7AE

1

netstat

anh

A

avv R sEH |

£ 9:nslookup 23X RDHYT)— 54T

HT)—DEAT Bz

RAMDA L H—Fy N T RLA

CNAME T A YT ZADEHDL R

MX A=) T AF =Ty

NS HELEY = OFR—2nh =

PTR Jx) =3 B =Ry 8T RLADHAITHRA M, £9 T
RS E I OIERIT ST DR A 2

SOA RAA o THERBAR] fH#H

TXT T XA NMER

eE  Zoa<r R lcommit] IZMNEHD FH A,

JGAREE . Zavy RiE, TRTOYEFT—F (WFRE, T—F, <) Tff
ATxEd,

NYF AR KR Zoa~vy RNy FEXREZPR—FLTWERTA,

mail.example.com> nslookup

Please enter the host or IP address to resolve.
[1> vm30esal086.1ibga

Choose the query type:

1. A the host's IP address

2. AAAA the host's IPv6 address

3. CNAME the canonical name for an alias

4. MX the mail exchanger

5. NS the name server for the named zone

6. PTR the hostname if the query is an Internet address,
otherwise the pointer to other information

7. SOA the domain's "start-of-authority" information

8. TXT the text information

[1

1>
AAAA= 2001:420:54ff:ff06::95 TTL=30m

netstat 2= REMHATHE, 2y bVUV—28F EFREBLIORE) . vr—TFT v 7 7—7
N, BIOSESERRY NIV A v F—T oA AKEHEREZFRTEXET, ZDONRR—V 3
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ER7E

1

packetcapture

B7LL]

ER7E

mans

VTIETRTOBIHENY R — P END2DITTIERWNZ LIZEE LT EEN, #iZ, -a, -A,
-g. -m, -M, N, s CEEHA, ZOa~vr RIA ¥ T77T 47 T— R TOFET%
HEJE L TWAT20, netstat # ASJ L7 CTLR— FORRE 5 ODOF T a UinbERTE
F, £, Vv ARUTEHALA U E—T oA AL FTRORBLIEETE X7,

MEE : ZDa<y RIZ lcommit] 1ZMEH D FH A,
JISGAREHE . Zpa<wy RiIvwi oy B— R TORFEHTXET,
NYF AT E: Zoa<vwry RNy TFEXER— ML TWERA,

example.com> netstat

Choose the information you want to display:
1. List of active sockets.

2. State of network interfaces.
3. Contents of routing tables.
4. Size of the listen queues.
5. Packet traffic information.
[11>

S

1.

2.

elect the ethernet interface whose state you wish to display:

Data 1
Data 2
3. Management
4. ALL
[1>1

Show the number of bytes in and out? [N]>
Show the number of dropped packets? [N]> y

Name Mtu Network Address Ipkts Ierrs Opkts
Oerrs Coll Drop
Data 1 1500 197.19.1/24 example.com 30536 - 5 -

example.com>

netstat I~ R&EHEHATIHE, o NUV—T8F EREBLIORE) . V=T 7 T—
TN, BEOESESERRY N7 A 2 —T oA ARRFHEREFRTEET, ZDO—
Ta rTEHTRTOFIENRYR—FEND2DTTIERNZ EICERE LTS E S, FFT, -a,
A, -g. -m, -M, N, s |3 TEERA, ZOav NEIA XTI T 47 F—RTOE
TZHBE L TWADT2®, netstat Z ASJ LTER TLAR— FOXRE S ODOF T2 a o HigiR
TEET, T, VoAU TDHA U F—T oA ALLFROMBLIEETEET,

MEE : Z0a<y R lcommit] 1ZMEH D FH A,
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avv R sEH |

JIGRAREM . Zpa<vy N, T_XTO~Y L ET—F (FF9R&, TA—F <) T
HATxE7,

NYyFaAIVF: Zoavwy Ry TFELESR—-FLTOWERA,

mail.example.com> packetcapture
Capture Information:

Status: No capture running
Current Settings:

Maximum File Size: 200 MB

Limit: None (Run Indefinitely)
Interface(s): ALL
Filter: (tcp port 25)

Choose the operation you want to perform:
- START - Start packet capture.
- SETUP - Change packet capture settings.

[1> start
Success - Packet Capture has started
Capture Information:
File Name: C100V-421C73B18CFB05784A83-BO03A99E71ED8-20150312-105256.cap
File Size: 0 of 200M
Duration: Os
Limit: None (Run Indefinitely)
Interface(s): ALL
Filter: (tcp port 25)

Choose the operation you want to perform:
- STOP - Stop packet capture.

- STATUS - Display current capture status.
- SETUP - Change packet capture settings.

[1> stop
Success - Packet Capture has stopped
Capture Information:
File Name: C100V-421C73B18CFB05784A83-BO03A99E71ED8-20150312-105256.cap
File Size: 24 of 200M
Duration: 10s
Limit: None (Run Indefinitely)
Interface(s): ALL
Filter: (tcp port 25)

Choose the operation you want to perform:

- START - Start packet capture.

- SETUP - Change packet capture settings.

[1> setup

Enter maximum allowable size for the capture file (in MB)

[200]>

Do you want to stop the capture when the file size is reached? (If not, a new file will
be started and the older capture data will be discarded.)

[N]>

The following interfaces are configured:

1. Management

2. ALL

Enter the name or number of one or more interfaces to capture packets from, separated
by commas (enter ALL to use all interfaces):

[21>

Select an operation. Press enter to continue with the existing filter.
- PREDEFINED - PREDEFINED filter.

- CUSTOM - CUSTOM filter.

- CLEAR - CLEAR filter.

(1>

Capture settings successfully saved.

Current Settings:

[l AsyncOS 12.1 for Cisco Email Security AppliancesCLI ') 77 LV R 4 K (—fFEA)



I av vk 5EH

ping

BILL]

ER7GE

1

ping .

Maximum File Size: 200 MB

Limit: None (Run Indefinitely)
Interface(s): ALL
Filter: (tcp port 25)

Choose the operation you want to perform:
- START - Start packet capture.

- SETUP - Change packet capture settings.
[r>

ping 2~y REMEMATLHE, TTIATUANLR Yy NU—7 RA N~Ofia T A N Tx
ij‘o

TeE  Zoa<r R lcommit] IZMNEHD FH A,

JIARZEH  ZDav RiIvy = R TORMEHATEET, &2, Z0a<r Kignm
TAUVIRA N (—=Fhar A Lizvyy) TOMEFATEET, ZDa~wr REERATH
IZIZ, B—H)L T A VAT AT 7V BEATEALERHY 3,

NYyFaAIVE : Zoavry RNy FEXEZSR—FLTWERA,

mail3.example.com> ping

Which interface do you want to send the pings from?
1. Auto

2. Management (192.168.42.42/24: mail3.example.com)
3. PrivateNet (192.168.1.1/24: mail3.example.com)
4. PublicNet (192.168.2.1/24: mail3.example.com)
11> 1

Please enter the host you wish to ping.

[1> anotherhost.example.com

Press Ctrl-C to stop.

PING anotherhost.example.com (

X.X.X.X

): 56 data bytes

64 bytes from 10.19.
64 bytes from 10.19.
64 bytes from 10.19.
64 bytes from 10.19.
64 bytes from 10.19.
64 bytes from 10.19.
64 bytes from 10.19.
64 bytes from 10.19.
64 bytes from 10.19.
64 bytes from 10.19.
64 bytes from 10.19.
~C

--- anotherhost.example.com ping statistics ---

11 packets transmitted, 11 packets received, 0% packet loss
round-trip min/avg/max/stddev = 0.115/0.242/1.421/0.373 ms
~C

.31: icmp seg=0 ttl=64 time=1.421 ms
.31: icmp seg=1 ttl=64 time=0.126 ms
.31: icmp seg=2 ttl=64 time=0.118 ms
.31: icmp seg=3 ttl=64 time=0.115 ms
.31: icmp seg=4 ttl=64 time=0.139 ms
.31: icmp seg=5 ttl=64 time=0.125 ms
.31: icmp seg=6 ttl=64 time=0.124 ms
.31: icmp seg=7 ttl=64 time=0.122 ms
.31: icmp seg=8 ttl=64 time=0.126 ms
.31: icmp seg=9 ttl=64 time=0.133 ms
.31: icmp seg=10 ttl=64 time=0.115 ms

O O OO OO0 oOoo oo
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. ping6

\}

avy R sEH |

G¥)

ping6

Bk

ER7E

ping 2~ REKTT DI, Cul+C 2EHATH2LERH Y £,

Pv6 & HHT 5% v b7 —2 KA ME ping &KTLET

M€ : Zoa< R lcommit] (THEH Y FH A,

JIAREM . Zoavw s RiZ<wY r B— R TORMERATEET, 51T, Z0avwr Rigne
TAVEKRAR (=R ua s (o Liz~vyy) TORMEATEET, Zoa~vr FEFEHTS
Wi, 2—H L T7 AV VAT ATV BATEDALERHY £,

NYyF ARV K ZOavy NNy FEREZYR—F LT EEA,

mail.example.com> ping6

Which interface do you want to send the pings from?
1. Auto

2. Management (192.168.42.42/24: mail3.example.com)
11> 1

Please enter the host you wish to ping.

[1> anotherhost.example.com

Press Ctrl-C to stop.

i
A
GE)
routeconfig
2t EA

ping6 =~ R&K& T3 HI21E, Cul+C ZEH L £7,

routeconfig 2~ > RZfEHT 2L, TCPIP N7 7 4 v 7 DAZT 4 v 7 )b— MRk, k.
HIfRC&xEd, 774/ MTIEX, 77 4 vV ldsetgateway 2~ RTHEINTZT 7 4/L b
T2 ARBTL—T 4 7 SET, 72721, AsyncOS TIIFFEDSLSLE~DNV—T 1
7 HARETT,

= hE =y s x—h BB | 5k BEIOS— U THRSNET, F—tU=x
A (FZARBYT) E 1011272 EDIPT RLVATT, SEEZROVTANTLY £7,

«IP 7 FL- & (192.168.14.32 72 &)
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mans

* CIDR RFLIEIC L 20 7R v Mo ZI1E, 192.168.5.0/24 13 192.168.5.0 7> 5 192.168.5.255
EFTOIITACHY MU= 2R FERLET,

IPv6 7 KL ADOEEIX, OB EHEHTEET,

©2620:101:2004:4202::0-2620:101:2004:4202::ff
©2620:101:2004:4202::
*2620:101:2004:4202::23
©2620:101:2004:4202::/64

ZIOa<wy RTIE, BERESN TS TCPIP L— DY A RRERENLDT, b
JL— "B L Cedit BEL WNdelete 7 a2~ REFEHTXE1,

ERAE
FEE : Zoa<y Rt lcommit] 2SMHET,
JIALER . ZDav Niiviry T— R TOMEATE £,
NyFaAvo R Zoa<wry NIy FEXREZ R —F L THET,
INY FRERK

smtproutes 2~ > ROy FIRRAMHT 5 L, RO CLI =2~ & FOFT N TOMREZ E(TT
EFET, L—RNIIPVv4 T RLAERZIZIPVO T RLADEL L2 HHT 0 ERIRTE T,

c AXT 4 v — hDOERK

routeconfig new 4|6 <name> <destination_address> <gateway ip>

3 10: routeconfig D 3|41

51% Bl

416 TOawry REBEMATAIP ON—2 g (IPvd £721X IPv6) . clear
ERELEGAB L Oprint Z46E LG, 20472 a VIidEKa]
BET, a~r FiEmFoR—g VcEBHENET,

name Jb— kD4R,

destination_address [3§{Z [P N5 7 4 v 7 DBAITRAETHIP 7 FLAE7-IZCIDR 7 K
LA,

gateway_ip ZDONIT7 4w DFEEHRETHIPT RLA,

ART 4 v — hDOFRE

routeconfig edit 4|6 <name> <new name> <destination address> <gateway ip>|

« AXT 4 w7 b— FDHIE
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l

routeconfig delete 4|6 <name>|

TRTCDAZT 4 w7 b— DY :

routeconfig clear [4]6]

AT 47 — NDO—EH

routeconfig print [4]6]

mail3.example.com> routeconfig
Configure routes for:

1. Ibpv4
2. IPvb
[11>

Currently configured routes:

Choose the operation you want to perform:

- NEW - Create a new route.

[1> new

Please create a name for the route:

[1> EuropeNet

Please enter the destination IPv4 address to match on.
CIDR addresses such as 192.168.42.0/24 are also allowed.
[1> 192.168.12.0/24

Please enter the gateway IP address for traffic to 192.168.12.0/24:
[1> 192.168.14.4

Currently configured routes:

1. EuropeNet Destination: 192.168.12.0/24 Gateway: 192.168.14.4
Choose the operation you want to perform:

- NEW - Create a new route.

- EDIT - Modify a route.

- DELETE - Remove a route.

- CLEAR - Clear all entries.

[1>

mail3.example.com> routeconfig

Configure routes for:

1. IPv4
2. IPvo
[1]1> 2

Currently configured routes:

Choose the operation you want to perform:

- NEW - Create a new route.

[1> new

Please create a name for the route:

[1> EuropeIPvé6Net

Please enter the destination IPv6 address to match on.
CIDR addresses such as 2001:db8::/32 are also allowed.
[1> 2620:101:2004:4202::/6

Please enter the gateway IP address for traffic to 2620:101:2004:4202:

[1> 2620:101:2004:4202::23

Currently configured routes:

1. EuropeIPv6Net Destination: 2620:101:2004:4202::/6 Gateway:
2620:101:2004:4202::23

Choose the operation you want to perform:
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setgateway

i

ER7AE

1

sethostname

i

ERAE

setgateway .

- NEW - Create a new route.
- EDIT - Modify a route.

- DELETE - Remove a route.

- CLEAR - Clear all entries.
(>

setgateway 2~ RCIX, "ry hEL—T 4 V7 T5LXIRBTHT 74V ORT A b
Ry TERFBELET, R (F 740 FTIERY) ' — b U =A%, routeconfig =~ > K& Aff
ML THRELET,

Mg oo~ KX lcommit] N TI,

JIGRAREM . Zpa<vy N, T_XTO~Y L ET—F (F59R&, TA—F <L) T
HATxE7,

NyF avw R Zoavy MRy FEXESR—FLTHERA,

mail3.example.com> setgateway

Warning: setting an incorrect default gateway may cause the current connection to be
interrupted when the changes are committed.

Enter new default gateway:

[10.1.1.1]> 192.168.20.1

mail3.example.com> commit

Please enter some comments describing your changes:

[1> changed default gateway to 192.168.20.1

Do you want to save the current configuration for rollback? [Y]> n

Changes committed: Fri May 23 11:42:12 2014 GMT

RARMGIE, CLIZ v 7 R TUAT A&l T 2B SN E T, BREMAX ME A
T BMERH Y £9°, sethostname I~ KliZ, EA =V EBFaUT 4 TTITAT U ADL
BTERELET, HHAX ML, commit 2~ RERITLTHD TEDNZRY £,

e Zoa~< 2 i lcommit] NHVNETY,

JIAREH  Zoa<wr NI, IRXTOYY U ET—R (OTRE, TA—T <) T
Ac&EEd,
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1

smtproutes

B

ER7E

Ny FRER

avv R sEH |

NyF avwrs R Zoavy Ry FELZ SR —FLTWEEA,

oldname.example.com> sethostname
[oldname.example.com] > mail3.example.com
oldname.example.com>

RANGOEFEZGNCT DI, commit 2~ REANTLHMENRHY £, KA D
EREMET DL, CLIZR YT MIFILWERRA MARFRINET,

oldname.example.com> commit

Please enter some comments describing your changes:

[1> Changed System Hostname

Do you want to save the current configuration for rollback? [Y]> n
Changes committed: Fri May 23 11:42:12 2014 GMT

KDL INTHLWERA MR T a7 MIFERENET,

mail3.example.com>

KB 72 KA A VERiEEZRTE L ET,

WEE : Zoa<y Kt lcommit] 2SMHETY,

JIAREM . Zoa<w s RiE, TRTCO~Y U E—R (UF92F, IJ—F, <) T
Ac&EEd,

NyF avws R Zoavy RNy FEAZ R —FLTWETS,

smtproutes 2~ > ROy FIRRAMHT 5 L, kD CLI =2~ & FOFT N TOMREZ ETT
TET,

« ¥ LV SMTP — kN DER%

smtproutes new <source> <destination> [destination] [destination] [...]

« BEfE D SMTP /L— s OHIE

smtproutes delete <source>|

s SMTP )L—F DU X D7 VT
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l

smtproutes clear

SMTP /L — FD Y X ~DH )

smtproutes print]

SMTP /L — DU A RDA R — K

smtproutes import <filenames>|

SMTP L— DU A DT F AKR— |k

smtproutes export <filenames>|

WORFITIL, smptroutes 2~ > R&fEH LT, KAA  example.com ® relayl.example.com,
relay2.example.com, 35 & (Nbackup-relay.example.com ~D/L— k (= v E 7)) ZEHKLET,
IO TTA AV T 4 BIRET DHITIE, mw#%ﬁﬁbi# #1212 0 ~ 65535 DIEZFRE L
EFT, ERREWVEETTAF VT AIFELS RV ET, TIAF VT 2HBELRWGE, 7
TV D OICRESINET,

(systemsetup =< > ROFEITHE, InboundMail /X7 U v 7 UV A F—%FHETH L XIZFE L~
BT EERLTOWDEERH D Z LICTERLTIEEY, )

mail3.example.com> smtproutes

There are no routes configured.

Choose the operation you want to perform:
- NEW - Create a new route.

- IMPORT - Import new routes from a file.

[1> new

Enter the domain for which you want to set up a permanent route.
Partial hostnames such as ".example.com" are allowed.

Use "ALL" for the default route.

[1> example.com

Enter the destination hosts, separated by commas, which you want mail
for example.com to be delivered.

Enter USEDNS by itself to use normal DNS resolution for this route.
Enter /dev/null by itself if you wish to discard the mail.

Enclose in square brackets to force resolution via address (A)
records, ignoring any MX records.

[1> relayl.example.com/pri=10, relay2.example.com, backup-relay.example.com
Mapping for example.com to relayl.example.com, relay2.example.com,
backup-relay.example.com/pri=10 created.

There are currently 1 routes configured.

Choose the operation you want to perform:

- NEW - Create a new route.

- EDIT - Edit destinations of an existing route.

- DELETE - Remove a route.

- PRINT - Display all routes.

- IMPORT - Import new routes from a file.

- EXPORT - Export all routes to a file.
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sslconfig

i

Y

- CLEAR - Remove all routes.
[1>

TS T ADSSLBRERIEEET,

avy R sEH |

ER7E

1

G¥)

FIPS 140-2 ¥t — R TH—NRBILORIZ T4 T bDOA Y v RIFEFETE EH A,

BT : Zoa<r KL lcommit] 2ASLETT,

HDISRAER: Zoavwr NI, T _TCOYrF—FK (UF3REZ, TL—7F <) TfF

MTEET,

NYyFaAvo R Zoavwry NIy FELXEZR—F L TOHERA,

mail.example.com> sslconfig

sslconfig settings:
GUI HTTPS method: tlsvl 1tlsvl 2
GUI HTTPS ciphers:
AES128
AES256
! SRP
' AESGCM+DH+aRSA
!AESGCM+RSA
'aNULL
Inbound SMTP method: tlsvl 1tlsvl 2
Inbound SMTP ciphers:
AES128
AES256
! SRP
' AESGCM+DH+aRSA
!AESGCM+RSA
'aNULL
Outbound SMTP method: tlsvl 1tlsvl 2
Outbound SMTP ciphers:
ECDH+aRSA
ECDH+ECDSA
DHE+DSS+AES
AES128
AES256
! SRP
' AESGCM+DH+aRSA
!AESGCM+RSA
'aNULL
!eNULL
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Choose the operation you want to perform:
- GUI - Edit GUI HTTPS ssl settings.
- INBOUND - Edit Inbound SMTP ssl settings.
- OUTBOUND - Edit Outbound SMTP ssl settings.
- VERIFY - Verify and show ssl cipher list.
[1> gui
Enter the GUI HTTPS ssl method you want to use.
1. TLS v1.0
2. TLS vl1.1
3. TLS vl1.2
4. SSL v3
[2, 31> 1
Enter the GUI HTTPS ssl cipher you want to use.
[AES128:AES256:!SRP: ! AESGCM+DH+aRSA: ! AESGCM+RSA: 'aNULL] >
sslconfig settings:
GUI HTTPS method: tlsvl 0
GUI HTTPS ciphers:
AES128
AES256
I'SRP
! AESGCM+DH+aRSA
AESGCM+RSA
'aNULL
Inbound SMTP method: tlsvl 1tlsvl 2
Inbound SMTP ciphers:
AES128
AES256
I'SRP
! AESGCM+DH+aRSA
AESGCM+RSA
'aNULL
Outbound SMTP method: tlsvl 1ltlsvl 2
Outbound SMTP ciphers:
ECDH+aRSA
ECDH+ECDSA
DHE+DSS+AES
AES128
AES256
I'SRP
! AESGCM+DH+aRSA
AESGCM+RSA
'aNULL
'eNULL

Choose the operation you want to perform:

- GUI - Edit GUI HTTPS ssl settings.

- INBOUND - Edit Inbound SMTP ssl settings.

- OUTBOUND - Edit Outbound SMTP ssl settings.

- VERIFY - Verify and show ssl cipher list.

[1> inbound

Enter the inbound SMTP ssl method you want to use.
1. TLS v1.0

nter the inbound SMTP ssl cipher you want to use.
AES128:AES256: ! SRP: | AESGCM+DH+aRSA: ' AESGCM+RSA: 'aNULL] >
sslconfig settings:
GUI HTTPS method: tlsvl O
GUI HTTPS ciphers:
AES128
AES256
I'SRP

2. TLS v1.1
3. TLS v1.2
4. SSL v3
(2, 31> 2

E

[
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. sslv3config

! AESGCM+DH+aRSA
AESGCM+RSA
'aNULL
Inbound SMTP method: tlsvl 1
Inbound SMTP ciphers:
AES128
AES256
I'SRP
! AESGCM+DH+aRSA
AESGCM+RSA
'aNULL
Outbound SMTP method: tlsvl 1ltlsvl 2
Outbound SMTP ciphers:
ECDH+aRSA
ECDH+ECDSA
DHE+DSS+AES
AES128
AES256
I'SRP
! AESGCM+DH+aRSA
AESGCM+RSA
'aNULL
'eNULL

Choose the operation you want to perform:

- GUI - Edit GUI HTTPS ssl settings.

- INBOUND - Edit Inbound SMTP ssl settings.

- OUTBOUND - Edit Outbound SMTP ssl settings.
- VERIFY - Verify and show ssl cipher list.

[1>
(>
sslv3config
5 BA

TTIA T ADSSLVI REEZBNE 1B LET,
ERAE

HEE : Zoa< 2 RiL lcommit) NHLEE T,

HSARAER . Zpa~vr NI, T_THO~YyEF—R (52%, IA—7F, <) T
ATxE7,

NYF A K Zoa~y RNy FEXREZVR—FLTWEEA,
151
wOBNL, =2 K 2—YFRREEIC% LT SSLv3 B4 2 HFiEEZ TR L TWET,

mail.example.com> sslv3config
Current SSLv3 Settings:

UPDATER : Enabled
WEBSECURITY H Enabled
EUQ : Enabled
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telnet

BILL]

ERAE

1

telnet .

LDAP : Enabled
Choose the operation you want to perform:
- SETUP - Toggle SSLv3 settings.
[1> setup
Choose the service to toggle SSLv3 settings:
1. EUQ Service
2. LDAP Service
3. Updater Service
4. Web Security Service
[11>
Do you want to enable SSLv3 for EUQ Service ? [Y]>n
Choose the operation you want to perform:
- SETUP - Toggle SSLv3 settings.
[r>

MeE : oo~ R lcommit] (THEHY FH A,

JIAAER  Zpa~v L NEvy = R TOMEATEET, IHIZ, Z0avwy Nifo
TA VKA (=R uars/f Lz~ y) TORMEATEET, Zoa~vr FEFHATS
IZiZ, B—H)L T7 AV VAT AT I BEATEALERH Y 3,

NyF avws/ R Zoavwy RNy FEXREZSR—FLTHERA,

mail3.example.com> telnet

Please select which interface you want to telnet from.
1. Auto

2. Management (192.168.42.42/24: mail3.example.com)
3. PrivateNet (192.168.1.1/24: mail3.example.com)
4. PublicNet (192.168.2.1/24: mail3.example.com)
[1]1> 3

Enter the remote hostname or IP.

[1> 193.168.1.1

Enter the remote port.

[25]> 25

Trying 193.168.1.1...

Connected to 193.168.1.1.

Escape character is '"]'.
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traceroute

B2LL]

ERAE

1

tracerouteb

B2k

ERAE

avy R sEH |

traceroute 1~ REHAT 5L, TTITA T U AMLIPVAEZERNT 2Ry U —27 iR A ko~
DA T AMLT, Ry NU—7 DRy FIZETEZLV—T 4V TOEET Ny 7T F
KR

M€ - oo~ K lcommit] (THEHY FH A,

DSRAAEE . Z0av NI~y E—RTOMEATEET, &HIZ, 2o~y Nidne
TAVERARN (=R u s Lizvyy) TORMEATEEST, Zoavr ReHEATS
IZiZ, B—HIL T7 A VAT AT I BEATEALERHY 3,

NyF avwrsRN:Zoa<wy NNy ITFEXEPR—FLTWEREA,

mail3.example.com> traceroute
Which interface do you want to trace from?
1. Auto
2. Management (192.168.42.42/24: mail3.example.com)
3. PrivateNet (192.168.1.1/24: mail3.example.com)
4. PublicNet (192.168.2.1/24: mail3.example.com)
[11> 1
Please enter the host to which you want to trace the route.
[1> 10.1.1.1
Press Ctrl-C to stop.
traceroute to 10.1.1.1 (10.1.1.1), 64 hops max, 44 byte packets
1 gateway
(192.168.0.1) 0.202 ms 0.173 ms 0.161 ms
2 hostname
(10.1.1.1) 0.298 ms 0.302 ms 0.291 ms
mail3.example.com>

traceroute6 2~ R&aEHTHE, TTIAT U ANLIPV6 2Ty hU—7 5K
A R~OEEFRET AR LT, Xy NT—2OFRy FICETAV—T 4 TOMEZT /Ny 7T
xFET,

M€ : 2o~ R lcommit] (THEHY FH A,
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"N |

DSRAAER . Zpav NI~y E—RTCORMEATEET, &HIZ, 2o~y Ride
TAUIRA N (—=Fhnar A Lizvyy) TOMEFATEET, ZDa~vr REEHAT S
IZiE, B— B T2 AN AT AT IV BEATXALERLY 4,

NyF avw /R Zoavy FEIRNyFEXESR—-FLTHERA,

1

mail.example.com> traceroute6
Which interface do you want to trace from?

1. Auto
2. D1 (2001:db8::/32: example.com)
11> 1

Please enter the host to which you want to trace the route.
[1> example.com

Press Ctrl-C to stop.

connect: No route to host

vml0esa0031l.ga> tracerouteb

Which interface do you want to trace from?

1. Auto
2. D1 (2001:db8::/32: example.com)
11> 2

Please enter the host to which you want to trace the route.
[1> example.com
Press Ctrl-C to stop.
traceroute6 to example.com (2606:2800:220:1:248:1893:25¢8:1946) from 2001:db8::, 64 hops
max, 12 byte packets
sendto: No route to host
1 traceroute6: wrote example.com 12 chars, ret=-1
*sendto: No route to host
traceroute6: wrote example.com 12 chars, ret=-1
*sendto: No route to host
traceroute6: wrote example.com 12 chars, ret=-1

TIoORILAY T4)L73

ZITH. RO CLL =~y RIZOWTHBLET,

s outbreakconfig (215 ~X—7)
s outbreakflush (216 ~X—73")

» outbreakstatus (217 ~3—73)
* outbreakupdate (218 ~—73°)

outhreakconfig

B7LL]

(Y

outbreakconfig 2~ RZHHTHE, TURNT LAY 7 4 VEEEZRETETET,
Davy REFEALTKROT 7 v a v 2FTTEET,

T RNT VAT TANEETa—r WA X —T VI LET,
T HETT 4T N—VDAFY L HA R —T M LET,
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outbreakflush

i

ER7E

avv R sEH |

CAX X UTBETFANDERRYAXEZRELET (A X, NTANTEHZ LIZHER
LTLEEEW) |

T ORNTVAY TANEDT T— oA X —T M LET,

cURL DX T %A F—T NI LET,

M€ : oo~ KX lcommit] 2NHHEETY,

JIARER  Zoa<wr NI, IR TOY U ET—R (PTRE, TA—T <) T
Ac&EEd,

NyF awrR: Zoa<wy REnNyIFEXEZR—FLTWEREA,

mail.example.com> outbreakconfig

Outbreak Filters: Enabled

Choose the operation you want to perform:

- SETUP - Change Outbreak Filters settings.

[1> setup

Outbreak Filters: Enabled

Would you like to use Outbreak Filters? [Y]>

Outbreak Filters enabled.

Outbreak Filter alerts are sent when outbreak rules cross the threshold (go above or
back down below), meaning that new messages of

certain types could be quarantined or will no longer be quarantined, respectively.
Would you like to receive Outbreak Filter alerts? [N]>

What is the largest size message Outbreak Filters should scan?

[524288]>

Do you want to use adaptive rules to compute the threat level of messages? [Y]>
Logging of URLs is currently disabled.

Do you wish to enable logging of URL's? [N]> Y

Logging of URLs has been enabled.

The Outbreak Filters feature is now globally enabled on the system. You must use the
'policyconfig' command in the CLI or the Email

Security Manager in the GUI to enable Outbreak Filters for the desired Incoming and
Outgoing Mail Policies.

Choose the operation you want to perform:

- SETUP - Change Outbreak Filters settings.

(1>

Fr o aINTWAEREEL—LEIZ YT LET,

FE® : Z0a<y K lcommit] 1ZM4EH D FHA,
JITARER  ZDavy Riivyr E— R CTOAMEHTEET,
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outhreakstatus

Bk

ER7E

1

NYF AR KR Zoa~vy RNy FEXREZVR—FLTWERTA,

mail3.example.com> outbreakflush

Warning - This command removes the current set of Outbreak Filter Rules, leaving your
network exposed until the next rule download.

Run "outbreakupdate force" command to immediately download Outbreak Filter Rules.

Are you sure that you want to clear the current rules? [N]> y

Cleared the current rules.

mail3.example.com>

outbreakstatus 2~ RNid, &7 4 VHBREE A X —T NZT B0 E I ), BAENL—IL,
BAEDO LEWERE, BT A VI BEOBIAEDRELZFERNLET,

e : oo~ R lcommit] THEH Y FH A,
JIARAFER . ZDa<vy Nivyry T R TOMEATEET,
NYF AT EF: Zoavry RNy TFERXEFR— L TWERA,

mail3.example.com> outbreakstatus
Outbreak Filters: Enabled

Component Last Update Version
CASE Core Files 26 Jan 2014 06:45 (GMT +00:00) 3.3.1-005
CASE Utilities 26 Jan 2014 06:45 (GMT +00:00) 3.3.1-005
Outbreak Rules 26 Jan 2014 07:00 (GMT +00:00) 20140126_063240
Threat Outbreak Outbreak
Level Rule Name Rule Description

5 OUTBREAK 0002187_03 A reported a MyDoom.BB outbreak.
5 OUTBREAK 0005678 00 This configuration file was generated by...
3 OUTBREAK 0000578 00 This virus is distributed in pictures of...

Outbreak Filter Rules with higher threat levels pose greater risks.
(5 = highest threat, 1 = lowest threat)

Last update: Mon Jan 27 04:36:27 2014

mail3.example.com>
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outhreakupdate

5ER
CASEL—LBLIRTL Yy a7 ORIEFEHZ2ER L FT,

ERAE

Fe® : Za<y K Tcommit] 1ZMEH D FHA,

JITAREH  Za<wr RiEw Y B— R TORMEATEET, EHIT, Z0avwr Rignm
TA LV ARAN (—¥Ra s/ Lz y) TORMEHATEET,

NYFARYR: 03wy FE Sy FRREFE— LT EH A,
l

elroy.run> outbreakupdate
Requesting updates for Outbreak Filter Rules.

RS —miE A
2T, OCLL 2wy RIZOWTCHA L £,

» dictionaryconfig (218 ~~—73")
s exceptionconfig (222 ~X—7)
s filters (223 ~X—737)

* policyconfig (224 ~X—7)

s quarantineconfig (247 ~X—7)
» scanconfig (248 ~X—7)

s stripheaders (252 ~—1)

s textconfig (252 ~—73)

dictionaryconfig
tEA

ATy T4 var I ERELET,
ERAE

He® : ZDa<y Kt Tcommit] 2AH3ETI,

JIGAREE  Zoavr RiE, TRTOYET— R (WTRE, T—F <) Tff
ATxEd,
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T4 aF) DER

T4 ar) DER2

NyF avwrs R Zoavy Ry FELZR—FLTWEEA,

dictionaryconfig -> new #ffifl L C7 4+ 7 v 27 U Z{Ek L. dictionaryconfig
-> delete #ffHILCTF 4 7> aF U ZHIBRL £ 7,

example.com> dictionaryconfig

No content dictionaries have been defined.

Choose the operation you want to perform:

- NEW - Create a new content dictionary.

[1> new

Enter a name for this content dictionary.

[1> HRWords

Do you wish to specify a file for import? [N]>
Enter new words or regular expressions, enter a blank line to finish.
<list of words typed here>

Currently configured content dictionaries:

1. HRWords

Choose the operation you want to perform:

- NEW - Create a new content dictionary.

- EDIT - Modify a content dictionary.

DELETE - Remove a content dictionary.

- RENAME - Change the name of a content dictionary.
[1> delete

Enter the number of the dictionary you want to delete:
1. HRWords

(1> 1

Content dictionary "HRWords" deleted.

No content dictionaries have been defined.

Choose the operation you want to perform:

- NEW - Create a new content dictionary.

[1>

ZofFITIE, HEE lcodename] ZETe [secret words) & WO LAFIOHF LWT 427 v aF UN
ERENE T, 7427 aF U EANLIED, edit->settings V7 a~r REHEHLT, 747
TaF UNOHFEDO KT &/ CFORFIRCHEE RO 2 EH L ET,

mail3.example.com> dictionaryconfig

No content dictionaries have been defined.
Choose the operation you want to perform:

- NEW - Create a new content dictionary.

[1> new

Enter a name for this content dictionary.

[1> secret_words

Do you wish to specify a file for import? [N]>
Enter new words or regular expressions, enter a blank line to finish.
codename

Currently configured content dictionaries:

1. secret words

Choose the operation you want to perform:

- NEW - Create a new content dictionary.

- EDIT - Modify a content dictionary.

- DELETE - Remove a content dictionary.
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- RENAME - Change the name of a content dictionary.

[1> edit

Enter the number of the dictionary you want to edit:

1. secret words

[1>1

Choose the operation you want to perform on dictionary 'secret words':
- NEW - Create new entries in this dictionary.

- IMPORT - Replace all of the words in this dictionary.

- EXPORT - Export the words in this dictionary.

- DELETE - Remove an entry in this dictionary.

- PRINT - List the entries in this dictionary.

- SETTINGS - Change settings for this dictionary.

[1> settings

Do you want to ignore case when matching using this dictionary? [Y]>
Do you want strings in this dictionary to only match complete words? [Y]>
Enter the default encoding to be used for exporting this dictionary:
US-ASCII

Unicode (UTF-8)

Unicode (UTF-16)

Western European/Latin-1 (ISO 8859-1)

Western European/Latin-1 (Windows CP1252)

Traditional Chinese (Big 5)

Simplified Chinese (GB 2312)

Simplified Chinese (HZ GB 2312)

9. Korean (ISO 2022-KR)

10. Korean (KS-C-5601/EUC-KR)

11. Japanese (Shift-JIS (X0123))

12. Japanese (IS0-2022-JP)

13. Japanese (EUC)

[2]1>

Choose the operation you want to perform on dictionary 'secret words':
- NEW - Create new entries in this dictionary.

- IMPORT - Replace all of the words in this dictionary.

- EXPORT - Export the words in this dictionary.

- DELETE - Remove an entry in this dictionary.

- PRINT - List the entries in this dictionary.

- SETTINGS - Change settings for this dictionary.

[1>

Currently configured content dictionaries:

1. secret words

Choose the operation you want to perform:

- NEW - Create a new content dictionary.

- EDIT - Modify a content dictionary.

- DELETE - Remove a content dictionary.

- RENAME - Change the name of a content dictionary.

[1>

mail3.example.com> commit

Please enter some comments describing your changes:

[1> Added new dictionary: secret_words

Do you want to save the current configuration for rollback? [Y]> n
Changes committed: Fri May 23 11:42:12 2014 GMT

0 Joy b w N

T40ar )DL UR—F

WDOHITIL, dictionaryconfig 2~ R&EH LT, profanitytxt 7 %A k 7 7 A JLND
84 {5 > JFE % Unicode (UTF-8) & LC7 « 7 2 a7 U profanity (21 > R— L ET,

mail3.example.com> dictionaryconfig

No content dictionaries have been defined.
Choose the operation you want to perform:
- NEW - Create a new content dictionary.
[1> new
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Enter a name for this content dictionary.

[1> profanity

Do you wish to specify a file for import? [N]> y
Enter the name of the file to import:

[1> profanity. txt

Enter the encoding to use for the imported file:
1. US-ASCII

Unicode (UTF-8)

Unicode (UTF-16)

Western European/Latin-1 (ISO 8859-1)

Western European/Latin-1 (Windows CP1252)
Traditional Chinese (Big 5)

Simplified Chinese (GB 2312)

Simplified Chinese (HZ GB 2312)

9. Korean (ISO 2022-KR)

10. Korean (KS-C-5601/EUC-KR)

11. Japanese (Shift-JIS (X0123))

12. Japanese (IS0-2022-JP)

13. Japanese (EUC)

[2]1>

84 entries imported successfully.

Currently configured content dictionaries:

1. profanity

Choose the operation you want to perform:

- NEW - Create a new content dictionary.

- EDIT - Modify a content dictionary.

DELETE - Remove a content dictionary.

- RENAME - Change the name of a content dictionary.

0 J oy U Ww N

T4923F DI RER—F

Feovarvozszt—+ |}

RO TIE, dictionaryconfig 2~ K& LT, secret words 7 1 7> aF U&7 %

A N 7 7 A )V secret_ words_export.txt (T2 AKR— Kk LET,

mail3.example.com> dictionaryconfig

Currently configured content dictionaries:

1. secret words

Choose the operation you want to perform:

- NEW - Create a new content dictionary.

- EDIT - Modify a content dictionary.

- DELETE - Remove a content dictionary.

- RENAME - Change the name of a content dictionary.
[1> edit

Enter the number of the dictionary you want to edit:

1. secret words
[1>1

Choose the operation you want to perform on dictionary 'secret words':

- NEW - Create new entries in this dictionary.

- IMPORT - Replace all of the words in this dictionary.

- EXPORT - Export the words in this dictionary.
- DELETE - Remove an entry in this dictionary.
- PRINT - List the entries in this dictionary.
- SETTINGS - Change settings for this dictionary.
[1> export

Enter a name for the exported file:

[1> secret_words_export.txt

mail3.example.com> dictionaryconfig

Currently configured content dictionaries:

1. secret_words

Choose the operation you want to perform:

- NEW - Create a new content dictionary.

- EDIT - Modify a content dictionary.
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- DELETE - Remove a content dictionary.

- RENAME - Change the name of a content dictionary.

[1> edit

Enter the number of the dictionary you want to edit:

1. secret words

(1> 1

Choose the operation you want to perform on dictionary 'secret words':
- NEW - Create new entries in this dictionary.

- IMPORT - Replace all of the words in this dictionary.
- EXPORT - Export the words in this dictionary.

- DELETE - Remove an entry in this dictionary.

- PRINT - List the entries in this dictionary.

- SETTINGS - Change settings for this dictionary.

[1> export

Enter a name for the exported file:

[1> secret_words_export.txt

exceptionconfig

B L]

exceptionconfig 2 v R% CLI CEHT 52 LIk, FAAL BN T —T NVEAERRT
TFET, ZOHITIE, EA—/N T FL A ladmin@zzzaaazzz.com| % KA A L BISNT —T NIC
BAML, AV —% TAllow) IZERELET,

ERAE
WEE : Zoa<y Rt lcommit] 2SMLET,

JIARER  Zpavw Rt TRTOYY U EFT—R (PTRE, TA—TF, =) CTff
HT&EET,

NRyF avw R Zoavy RNy FEXREZPR—FLTWETA,
151

mail3.example.com> exceptionconfig
Choose the operation you want to perform:
- NEW - Create a new domain exception table entry
[1> new
Enter a domain, sub-domain, user, or email address for which you wish to
provide an exception:
[1> mail.partner.com
Any of the following passes:
- @[IP address]
Matches any email address with this IP address.
- @domain
Matches any email address with this domain.
- @.partial.domain
Matches any email address domain ending in this domain.
- userd@
Matches any email address beginning with user@.
- user@domain
Matches entire email address.
Enter a domain, sub-domain, user, or email address for which you wish to
provide an exception:
[1> admin@zzzaaazzz.com
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filters

B

ER7E

1

filters .

Choose a policy for this domain exception:

1. Allow
2. Reject
[1]1> 1

Choose the operation you want to perform:

- NEW - Create a new domain exception table entry
- EDIT - Edit a domain exception table entry

- DELETE - Delete a domain exception table entry

- PRINT - Print all domain exception table entries
- SEARCH - Search domain exception table

- CLEAR - Clear all domain exception entries

[1>

AvE— BT g AR TELET,

WEE : Zoa<y Kt lcommit] 2SMHET,
JIALER . ZDav Ly Riiviry T— R TOMEATE E7,
NYyFaAvo R Zoa<wr NIy FEXEZPR—F L TOHERA,

ZOFITIL, filter a2 REHEHA LT3 DOHF LWT 4 L Z 2B L £,

« DT 4V FZ DATIL, big_messages TJ, ZiLid body-size /L —/LZfEH L T, 10MB
IOV REWAYE—=VEFR YT LET,

2 /DD T 4 NF DLHIE, no_mp3s TJ, iU attachment-filename /L— /L & L
T, .mp3 7 7 A NMERF P OWTZRS 7 7 AN E B Ay =% Ry T LET,

3F/ODOT 4 )V H OA4FIE, mailfrompm T7, Z UL mail-from L—VZFEH LT,
postmaster@example.com 7> 5 D A —/L % § T, administrator@example.com D7 7 A
YR =Ry at—EFRLET,

filter -> listW7a~< R&EHHL, ZANFDIVRANEFRRLT, ZA4NENT I T 4
TTHENTHHL 2R LET, WIZ, move N 7 a~r REHEH LT, BEREDT 4
NWEDNEEZANERZET, HEZIC, BEEHEEL T ANV EERIICLET,

mail3.example.com> filters
Choose the operation you want to perform:
- NEW - Create a new filter.
- IMPORT - Import a filter script from a file.
[1> new
Enter filter script. Enter '.' on its own line to end.
big messages:

if (body-size >= 10M) {

drop() ;
}
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policyconfig

Bk

ER7E

1 filters added.

Choose the operation you want to perform:

- NEW - Create a new filter.

- DELETE - Remove a filter.

- IMPORT - Import a filter script from a file.

- EXPORT - Export filters to a file

- MOVE - Move a filter to a different position.

- SET - Set a filter attribute.

- LIST - List the filters.

- DETAIL - Get detailed information on the filters.

- LOGCONFIG - Configure log subscriptions used by filters.

- ROLLOVERNOW - Roll over a filter log file.

[1> new
Enter filter script. Enter '.' on its own line to end.
no_mp3s:
if (attachment-filename == '\\.mp3$') {
drop () ;
}

1 filters added.

Choose the operation you want to perform:

- NEW - Create a new filter.

- DELETE - Remove a filter.

- IMPORT - Import a filter script from a file.

- EXPORT - Export filters to a file

- MOVE - Move a filter to a different position.

- SET - Set a filter attribute.

- LIST - List the filters.

- DETAIL - Get detailed information on the filters.

- LOGCONFIG - Configure log subscriptions used by filters.

- ROLLOVERNOW - Roll over a filter log file.

[1> new
Enter filter script. Enter '.' on its own line to end.
mailfrompm:

if (mail-from == "“postmaster$")

{ bcc ("administrator@Rexample.com") ;}

1 filters added.

Choose the operation you want to perform:

- NEW - Create a new filter.

- DELETE - Remove a filter.

- IMPORT - Import a filter script from a file.

- EXPORT - Export filters to a file

- MOVE - Move a filter to a different position.

- SET - Set a filter attribute.

- LIST - List the filters.

- DETAIL - Get detailed information on the filters.

- LOGCONFIG - Configure log subscriptions used by filters.

- ROLLOVERNOW - Roll over a filter log file.
[1> list

ZEERMETITFEEN—AORY v —2RELET,

WEE : Zoa<y Kt lcommit] DSMLET,
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"N |

JIAREH  Zoavy Rt TRTOSIUE—RK (OTRE, TL—F <) T
HATxE7,

NyF avw R Zoavwy IRy FELXSEZSR—-FLTHERA,

1

e —FEEA—ILFELIT Y= ¥%NL Ry NT—TDEA—LTHDLEHRIENT-A vE—
Ru vy 7T HEERY —OER (243 2—)

cRFREF— L DR —DVERE (227 _X—)

e V=T VT F—LDRY —DER (229 RX—)

e scan_for confidential = > 7 > 7 4 V& OERL (231 <X—)

*no_mp3s 3 L WNex_employee 27 Y 7 4 )L Z DIERL (234 ~<—2)

HEEDORY KT BT Y T4 E DA =Tl (238 =)

« T 7 F NV EDORIERY =D DLP R — (242 X—)

e ANAK A=V Ry T L, BHEERDLWANA A=V T — A 7355
FEA—I R —DER (225 X—)

cAMP =L VU Lo TAF Y UAREL LT~ —27 SN A v E—V T 5 EERY
U—DFRE (245 X—)

ANLAyE—C%FOyTL, BHEEFHODLVWRNLA Ay E2—DFT—hA T EHEEA IR —DER

Z OFITIL, policyconfig->edit->antispam 7 a2~ REHEH LT, T 7 4/V hDOFEREA—L
RNY —=DANLRREECWELET (ZNEFRURENETFA NV X2V T 4 v 12—
Uy RO GUIIZLH Y ET)

cE P AL LTHBHHESNTEA v E—VE T — I A TORENSEIL S, Fa vy
TENET,

c ARLDDFEWRHD A v =T —HA THELERVET, ZOXIRA =TI,
quarantine.example.com & VN 9 H— 32 A A h— L ST ANAREEIC B EE SIVET,
44T D HEEAIZ T % A b [quarantined: possible spam] 2VENI &3L, 2D X D R LA
& — V1Z1% X-quarantined: true & V2 FERll e~y X —DBIENE T, ZDOTF Y AT,
FHERBIOZ Y Fa—FIIREE TRV E D D AR TE, FEEIILEIDL U TED
LWARLAD L EVEZHETE £,

%I, BRZfEELET,

mail3.example.com> policyconfig

Would you like to configure Incoming or Outgoing Mail Policies?
1. Incoming

2. Outgoing

[11> 1

Incoming Mail Policy Configuration

Name: |Anti-Spam:|Anti-Virus:|Advanced Malware |[Graymail:|Content Outbreak
————————————————————————— Protection: -————----—-|Filter: Filters:
DEFAULT| Ironport |[Mcafee N/A Off Off Enabled
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Choose the operation you want to perform:
- NEW - Create a new policy

- EDIT - Edit an existing policy

- PRINT - Print all policies

- FILTERS - Edit content filters

[1> edit
Name: |[Anti-Spam:|Anti-Virus:|Advanced Malware|Graymail:|Content Outbreak
————————————————————————— Protection: -——————----| Filter: Filters:
1| DEFAULT| Ironport |Mcafee N/A N/A Off Enabled

Enter the name or number of the entry you wish to edit:

[1>1

Policy Summaries:

Anti-Spam: IronPort - Deliver, Prepend "[SPAM] " to Subject
Suspect-Spam: IronPort - Deliver, Prepend "[SUSPECTED SPAM] " to Subject

Anti-Virus: Off

Content Filters: Off (No content filters have been created)

Choose the operation you want to perform:

- ANTISPAM - Modify Anti-Spam policy

- ANTIVIRUS - Modify Anti-Virus policy

- OUTBREAK - Modify Outbreak Filters policy

[1> antispam

Choose the operation you want to perform:

- EDIT - Edit Anti-Spam policy

- DISABLE - Disable Anti-Spam policy (Disables all policy-related actions)

[1> edit

Begin Anti-Spam configuration

Some messages will be positively identified as spam. Some messages will be
identified as suspected spam. You can set the IronPort Anti-Spam Suspected Spam Threshold
below.

The following configuration options apply to messages POSITIVELY identified as spam:
What score would you like to set for the IronPort Anti-Spam spam threshold?

[90]1> 90

1. DELIVER

2. DROP

3. BOUNCE

4. IRONPORT QUARANTINE

What do you want to do with messages identified as spam?

[1]1> 2

Do you want to archive messages identified as spam? [N]>

Do you want to enable special treatment of suspected spam? [Y]> y

What score would you like to set for the IronPort Anti-Spam suspect spam threshold?
[50]> 50

The following configuration options apply to messages identified as SUSPECTED spam:
1. DELIVER

2. DROP

3. BOUNCE

4. IRONPORT QUARANTINE

What do you want to do with messages identified as SUSPECTED spam?

[11> 4

Do you want to archive messages identified as SUSPECTED spam? [N]> y

1. PREPEND

2. APPEND

3. NONE

Do you want to add text to the subject of messages identified as SUSPECTED spam?
[11> 1

What text do you want to prepend to the subject?
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[ [SUSPECTED SPAM]

1> [quarantined: possible spam]

RFEF—LORY —DER

RFTEF—LDRY) —DYER

Do you want to add a custom header to messages identified as SUSPECTED spam? [N]> y
Enter the name of the header:

[1> X-quarantined

Enter the text for the content of the header:

[1> true

Anti-Spam configuration complete

Policy Summaries:

Anti-Spam: IronPort - Drop

Suspect-Spam: IronPort - Quarantine - Archiving copies of the original message.
Anti-Virus: McAfee - Scan and Clean

Content Filters: Off (No content filters have been created)

Outbreak Filters: Enabled. No bypass extensions.

Choose the operation you want to perform:

- ANTISPAM - Modify Anti-Spam policy

- ANTIVIRUS - Modify Anti-Virus policy

- OUTBREAK - Modify Outbreak Filters policy

[1>

Name Anti-Spam:| Anti-Virus:| Advanced Malware |[Graymail:|Content Outbreak
————————————————————————— Protection: -————-——-——|Filter: Filters:
DEFAULT| Ironport |[Mcafee N/A N/A Off Enabled
Choose the operation you want to perform:

- NEW - Create a new policy

- EDIT - Edit an existing policy

- PRINT - Print all policies

- FILTERS - Edit content filters

[1>

mail3.example.com> commit

Please enter some comments describing your changes:

[1> configured anti-spam for Incoming Default Policy

Do you want to save the current configuration for rollback? [Y]> n

Changes committed: Fri May 23 11:42:12 2014 GMT

Incoming Mail Policy Configuration

Name Anti-Spam:| Anti-Virus:| Advanced Malware |[Graymail:|Content Outbreak
————————————————————————— Protection: -———-—--————|Filter: Filters:
DEFAULT| Ironport |Mcafee N/A N/A Off Enabled

Choose the operation you want to perform:
- NEW - Create a new policy
- EDIT - Edit an existing policy
- PRINT - Print all policies

- FILTERS
[1> new

- Edit content filters

Enter the name for this policy:

[1> sales_team

Begin entering policy members.

The following types of entries are allowed:
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Username entries such as joe@, domain entries such as @example.com, sub-domain
entries such as @.example.com, LDAP group memberships such as ldap(Engineers)

Enter a member for this policy:

[1> ldap(sales)

Please select an LDAP group query:

1. PublicLDAP.ldapgroup

[11> 1

Is this entry a recipient or a sender?

1. Recipient

2. Sender

[11> 1

Add another member? [Y]> n

Would you like to enable Anti-Spam support? [Y]> y

Use the policy table default? [Y]> n

Begin Anti-Spam configuration

Some messages will be positively identified as spam. Some messages will be
identified as suspected spam. You can set the IronPort Anti-Spam Suspected Spam Threshold
below.

The following configuration options apply to messages POSITIVELY identified as spam:
What score would you like to set for the IronPort Anti-Spam spam threshold?

[901> 90
1. DELIVER
2. DROP

3. BOUNCE

4. IRONPORT QUARANTINE

What do you want to do with messages identified as spam?

[1]1> 2

Do you want to archive messages identified as spam? [N]> n

Do you want to enable special treatment of suspected spam? [Y]> y

What score would you like to set for the IronPort Anti-Spam suspect spam
threshold?

[50]> 50

The following configuration options apply to messages identified as SUSPECTED
spam:

1. DELIVER

2. DROP

3. BOUNCE

4. IRONPORT QUARANTINE

What do you want to do with messages identified as SUSPECTED spam?

[1]1> 4

Do you want to archive messages identified as SUSPECTED spam? [N]> n

1. PREPEND

2. APPEND

3. NONE

Do you want to add text to the subject of messages identified as SUSPECTED

spam?

[1]1> 3

Do you want to add a custom header to messages identified as SUSPECTED spam? [N]> n

Anti-Spam configuration complete

Would you like to enable Anti-Virus support? [Y]> y

Use the policy table default? [Y]> y

Would you like to enable Outbreak Filters for this policy? [Y]> ¥y

Use the policy table default? [Y]> y

Incoming Mail Policy Configuration

Name: Anti-Spam:| Anti-Virus:| Advanced Malware| Graymail:|Content Outbreak
————————————————————————— Protection: -———-------|Filter: Filters:
sales team IronPort |Default Default Default Default Default
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DEFAULT

Ironport

Mcafee

N/A

Off

Off

Enabled

Choose the operation you want to perform:
- NEW - Create a new policy
- EDIT - Edit an existing policy
- DELETE - Remove a policy

- PRINT - Print all policies
- SEARCH - Search for a policy by member
- FILTERS - Edit content filters

[r>

CLEAR - Clear all policies

Wi, =oo=T7 V7 F—h GADE A—NVZEE) ORY —%ER L, dwg 7 7 A

WET T RNT VAT T 4H A%y L OREGINHEE L E7
IVOZTI T F—LDORY —DER

Incoming Mail Policy Configuration

Name Anti-Spam:| Anti-Virus:|Advanced Malware| Graymail:|Content Outbreak

————————————————————————— Protection: -———------|Filter: Filters:

sales team IronPort |Default Default Default Default Default

DEFAULT Ironport |Mcafee N/A Off Off Enabled

Choose the operation you want to perform:
- NEW - Create a new policy

- EDIT - Edit an existing policy

- DELETE - Remove a policy

- PRINT - Print all policies

- SEARCH - Search for a policy by member
- FILTERS - Edit content filters

- CLEAR - Clear all policies
[1> new

Enter the name for this policy:
[1> engineering

Begin entering policy members.
Username entries such as joe@,
such as @.example.com,

LDAP group memberships such as
Enter a member for this policy:
[1> bob@example.com

Is this entry a recipient or a
1. Recipient

2. Sender

[11> 1

Add another member? [Y]> y
Enter a member for this policy:
[1> fredRexample.com

Is this entry a recipient or a
1. Recipient

2. Sender

11> 1

The following types of entries are allowed:
domain entries such as @example.com, sub-domain entries

ldap (Engineers)

sender?

sender?
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Add another member?

[Y]> y

Enter a member for this policy:
[1> joe@example.com
Is this entry a recipient or a sender?

1. Recipient
2. Sender
[11> 1

Add another member?

Would you like
Use the policy
Would you like
Use the policy
Would you like
Use the policy
Would you like

Outbreak Filters?

[Y]> n

to enable Anti-Spam support?

table default?

to enable Anti-Virus support?

table default?

to enable Outbreak Filters for this policy?

table default?

[Yl> y
[Yl> y

[Y]> n

[Yl>y

[Yl>y

[Y]> y

to modify the list of file extensions that bypass

[N]> y

Choose the operation you want to perform:
- NEW - Add a file extension

[1> new

Enter a file extension:

[1> dwg

Choose the operation you want to perform:
- NEW - Add a file extension

- DELETE -

Delete a file extension

- PRINT - Display all file extensions
- CLEAR - Clear all file extensions

[1> print

The following file extensions will bypass Outbreak Filter processing:

dwg

Choose the operation you want to perform:
- NEW - Add a file extension

- DELETE -

Delete a file extension

- PRINT - Display all file extensions
- CLEAR - Clear all file extensions

(1>

Incoming Mail Policy Configuration

avv R sEH |

Name Anti-Spam:| Anti-Virus:| Advanced Graymail: |Content Outbreak
————————————————————————— Malware —-—————----| Filter: Filters:
Protection: | = |---------— | o-mooo—————
sales_team|IronPort |[Default Default Default Default Default
engineering| Default Default Default Default Default Enabled
DEFAULT Ironport |Mcafee N/A Off Off Enabled

Choose the operation you want to perform:
- NEW - Create a new policy
- EDIT - Edit an existing policy
- DELETE - Remove a policy

- PRINT - Print all policies
- SEARCH - Search for a policy by member
- MOVE - Move the position of a policy

- FILTERS

- CLEAR - Clear all policies

[1>

- Edit content filters
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Content Filters) ]GUI X— Y & [ UMREZ D EF, CLI Cary 7Y 7 o VX 2Bl 5 &
T, save 7 a~wr REMH L TT 4 v Z Z{/17F L, policyconfig 2~ > RIZK 5 ME)N

b ET,

%7, scan_for confidential 2> 7 L 7 4 NH EER L E T,
scan_for_confidential 3> 7> 7 4 LA DIER

Incoming Mail Policy Configuration

Name Anti-Spam:| Anti-Virus:| Advanced Graymail:|Content Outbreak

————————————————————————— Malware -———-—-————|Filter: Filters:
Protection: | = |---------— | o-mmoo—————

sales_team|IronPort |Default Default Default Default Default

engineering| Default Default Default Default Default Enabled

DEFAULT Ironport |Mcafee N/A Off Off Enabled

Choose the operation you want to perform:

- NEW - Create a new policy

- EDIT - Edit an existing policy

- DELETE - Remove a policy

- PRINT - Print all policies

- SEARCH - Search for a policy by member

- MOVE - Move the position of a policy

- FILTERS - Edit content filters

- CLEAR - Clear all policies

[1> filters

No filters defined.

Choose the operation you want to perform:

- NEW - Create a new filter

[1> new

Enter a name for this filter:

[1> scan_for_confidential

Enter a description or comment for this filter (optional):

[1> scan all incoming mail for the string 'confidential'
Filter Name: scan_for confidential

Conditions:

Always Run

Actions:

No actions defined yet.

Description:

scan all incoming mail for the string 'confidential'
Choose the operation you want to perform:

- RENAME - Rename this filter

- DESC - Edit filter description

- ADD - Add condition or action

[1> add
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1. Condition
2. Action
[11> 1
1. Message Body Contains
2. Only Body Contains (Attachments are not scanned)
3. Message Body Size

4. Subject Header

5. Other Header

6. Attachment Contains

7. Attachment File Type

8. Attachment Name

9. Attachment MIME Type

10. Attachment Protected

11. Attachment Unprotected

12. Attachment Corrupt

13. Envelope Recipient Address

14. Envelope Recipient in LDAP Group

15. Envelope Sender Address

16. Envelope Sender in LDAP Group

17. Reputation Score

18. Remote IP

19. DKIM authentication result

20. SPF verification result

[11> 1

Enter regular expression or smart identifier to search message contents for:
[1> confidential

Threshold required for match:

[1]1> 1

Filter Name: scan_ for confidential

Conditions:

body-contains ("confidential", 1)

Actions:

No actions defined yet.

Description:

scan all incoming mail for the string 'confidential'
Choose the operation you want to perform:

- RENAME - Rename this filter

- DESC - Edit filter description

- ADD - Add condition or action

- DELETE - Delete condition or action

1> add

Condition

Action

2

cc

Notify

Redirect To Alternate Email Address

Redirect To Alternate Host

Insert A Custom Header

Insert A Message Tag

Strip A Header

Send From Specific IP Interface

9. Drop Attachments By Content

10. Drop Attachments By Name

11. Drop Attachments By MIME Type

12. Drop Attachments By File Type

13. Drop Attachments By Size

14. Send To System Quarantine

15. Duplicate And Send To System Quarantine

16. Add Log Entry

17. Drop (Final Action)

18. Bounce (Final Action)

19. Skip Remaining Content Filters (Final Action)
20. Encrypt (Final Action)

w Vv

[
1.
2.
[1]
1.
2.
3.
4.
5.
6.
7.
8.
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21. Encrypt on Delivery

22. Skip Outbreak Filters check

[11> 1

Enter the email address(es) to send the Bcc message to:

[1> hrRexample.com

Do you want to edit the subject line used on the Bcc message? [N]> y
Enter the subject to use:

[$Subject]> [message matched confidential filter]

Do you want to edit the return path of the Bcc message? [N]> n

Filter Name: scan_ for confidential

Conditions:

body-contains ("confidential", 1)

Actions:

bcc ("hr@example.com", "[message matched confidential filter]")
Description:

scan all incoming mail for the string 'confidential'
Choose the operation you want to perform:

- RENAME - Rename this filter

- DESC - Edit filter description

- ADD - Add condition or action

- DELETE - Delete condition or action
- SAVE - Save filter
1> add

[
1. Condition

2. Action

[1]1> 2

1. Bcc

2. Notify

3. Redirect To Alternate Email Address

4. Redirect To Alternate Host

5. Insert A Custom Header

6. Insert A Message Tag

7. Strip A Header

8. Send From Specific IP Interface

9. Drop Attachments By Content

10. Drop Attachments By Name

11. Drop Attachments By MIME Type

12. Drop Attachments By File Type

13. Drop Attachments By Size

14. Send To System Quarantine

15. Duplicate And Send To System Quarantine
16. Add Log Entry

17. Drop (Final Action)

18. Bounce (Final Action)

19. Skip Remaining Content Filters (Final Action)
20. Encrypt (Final Action)

21. Encrypt on Delivery

22. Skip Outbreak Filters check

[11> 14

1. Policy

[11> 1

Filter Name: scan_for confidential
Conditions:

body-contains ("confidential", 1)

Actions:

bcc ("hr@example.com", "[message matched confidential filter]")
quarantine ("Policy")

Description:

scan all incoming mail for the string 'confidential'
Choose the operation you want to perform:

- RENAME - Rename this filter

- DESC - Edit filter description

- ADD - Add condition or action

- DELETE - Delete condition or action
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- MOVE - Reorder the conditions or actions
- SAVE - Save filter

[1> save

Defined filters:

1. scan_for confidential: scan all incoming mail for the string 'confidential'
Choose the operation you want to perform:
- NEW - Create a new filter

- EDIT - Edit an existing filter

- DELETE - Delete a filter

- PRINT - Print all filters

- RENAME - Rename a filter

[1>

no_mp3s & & U ex_employee A>T 2 7 4 LA DYERL

Choose the operation you want to perform:

- NEW - Create a new filter

- EDIT - Edit an existing filter

- DELETE - Delete a filter

- PRINT - Print all filters

- RENAME - Rename a filter

[]1> new

Enter a name for this filter:

[1> no_mp3s

Enter a description or comment for this filter (optional):
[1> strip all MP3 attachments

Filter Name: no_mp3s

Conditions:

Always Run

Actions:

No actions defined yet.

Description:

strip all MP3 attachments

Choose the operation you want to perform:

- RENAME - Rename this filter

- DESC - Edit filter description

- ADD - Add condition or action

1> add

. Condition

. Action

11> 2

. Bcc

. Notify

. Redirect To Alternate Email Address
. Redirect To Alternate Host

. Insert A Custom Header

. Insert A Message Tag

. Strip A Header

. Send From Specific IP Interface
9. Drop Attachments By Content

10. Drop Attachments By Name

11. Drop Attachments By MIME Type
12. Drop Attachments By File Type
13. Drop Attachments By Size

14. Send To System Quarantine

15. Duplicate And Send To System Quarantine
16. Add Log Entry

17. Drop (Final Action)

18. Bounce (Final Action)

19. Skip Remaining Content Filters (Final Action)
20. Encrypt (Final Action)

21. Encrypt on Delivery

22. Skip Outbreak Filters check

[
1
2

[
1
2
3
4
5
6
7
8
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[11> 12
Enter the file type to strip:
[1> mp3

Do you want to enter specific text to use in place of any stripped attachments?[N]> n

Filter Name: no_mp3s

Conditions:

Always Run

Actions:
drop-attachments-by-filetype ("mp3")
Description:

strip all MP3 attachments

Choose the operation you want to perform:
- RENAME - Rename this filter

- DESC - Edit filter description

- ADD - Add condition or action

- SAVE - Save filter

[1> save

Defined filters:

1. scan_for confidential: scan all incoming mail for the string 'confidential'

2. no mp3s: strip all MP3 attachments
Choose the operation you want to perform:
- NEW - Create a new filter

- EDIT - Edit an existing filter

- DELETE - Delete a filter

- PRINT - Print all filters

- MOVE - Reorder a filter

- RENAME - Rename a filter

[1> new

Enter a name for this filter:

[1> ex_employee

Enter a description or comment for this filter (optional):
[1> bounce messages intended for Doug
Filter Name: ex employee

Conditions:

Always Run

Actions:

No actions defined yet.

Description:

bounce messages intended for Doug

Choose the operation you want to perform:
- RENAME - Rename this filter

- DESC - Edit filter description

- ADD - Add condition or action

[1> add

1. Condition
2. Action
[11> 1

1. Message Body Contains

Only Body Contains (Attachments are not scanned)
Message Body Size

Subject Header

Other Header

Attachment Contains

Attachment File Type

Attachment Name

9. Attachment MIME Type

10. Attachment Protected

11. Attachment Unprotected

12. Attachment Corrupt

13. Envelope Recipient Address

14. Envelope Recipient in LDAP Group
15. Envelope Sender Address

16. Envelope Sender in LDAP Group
17. Reputation Score

O J o U WD
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18. Remote IP

19. DKIM authentication result

20. SPF verification result

[1]1> 13

Enter regular expression to search Recipient address for:
[1> doug

Filter Name: ex employee

Conditions:

rcpt-to == "doug"

Actions:

No actions defined yet.

Description:

bounce messages intended for Doug

Choose the operation you want to perform:
- RENAME - Rename this filter

- DESC - Edit filter description

- ADD - Add condition or action

- DELETE - Delete condition or action

[
1
2
[
1
2. Notify

3. Redirect To Alternate Email Address

4. Redirect To Alternate Host

5. Insert A Custom Header

6. Insert A Message Tag

7. Strip A Header

8. Send From Specific IP Interface

9. Drop Attachments By Content

10. Drop Attachments By Name

11. Drop Attachments By MIME Type

12. Drop Attachments By File Type

13. Drop Attachments By Size

14. Send To System Quarantine

15. Duplicate And Send To System Quarantine

16. Add Log Entry

17. Drop (Final Action)

18. Bounce (Final Action)

19. Skip Remaining Content Filters (Final Action)

20. Encrypt (Final Action)

21. Encrypt on Delivery

22. Skip Outbreak Filters check

[11> 2

Enter the email address(es) to send the notification to:

[1> joe@example.com

Do you want to edit the subject line used on the notification? [N]> y

Enter the subject to use:

[1> message bounced for ex-employee of example.com

Do you want to edit the return path of the notification? [N]> n

Do you want to include a copy of the original message as an attachment to the
notification? [N]> y

Filter Name: ex employee

Conditions:

rcpt-to == "doug"

Actions:

notify-copy ("joe@example.com", "message bounced for ex-employee of
example.com")

Description:

bounce messages intended for Doug

Choose the operation you want to perform:

- RENAME - Rename this filter

- DESC - Edit filter description

[l AsyncOS 12.1 for Cisco Email Security AppliancesCLI ') 77 LV R 4 K (—fFEA)



I av vk 5EH

no_mp3s 3 & U ex_employee 2> T2 7 4 LE DR .

- ADD - Add condition or action

- DELETE - Delete condition or action
- SAVE - Save filter
[1> add

1. Condition

2. Actlon

[11>

1. Bcc

2. Notify

3. Redirect To Alternate Email Address

4. Redirect To Alternate Host

5. Insert A Custom Header

6. Insert A Message Tag

7. Strip A Header

8. Send From Specific IP Interface

9. Drop Attachments By Content

10. Drop Attachments By Name

11. Drop Attachments By MIME Type

12. Drop Attachments By File Type

13. Drop Attachments By Size

14. Send To System Quarantine

15. Duplicate And Send To System Quarantine
16. Add Log Entry

17. Drop (Final Action)

18. Bounce (Final Action)

19. Skip Remaining Content Filters (Final Action)
20. Encrypt (Final Action)

21. Encrypt on Delivery

22. Skip Outbreak Filters check

[1]> 18

Filter Name: ex employee

Conditions:

rcpt-to == "doug"

Actions:

notify-copy ("joe@example.com", "message bounced for ex-employee
example.com")

bounce ()

Description:

bounce messages intended for Doug

Choose the operation you want to perform:
- RENAME - Rename this filter

- DESC - Edit filter description

- ADD - Add condition or action

- DELETE - Delete condition or action
- SAVE - Save filter
[1> save

Defined filters:

1. scan for confidential: scan all incoming mail for the string
2. no mp3s: strip all MP3 attachments

3. ex employee: bounce messages intended for Doug
Choose the operation you want to perform:

- NEW - Create a new filter

- EDIT - Edit an existing filter

- DELETE - Delete a filter

- PRINT - Print all filters

- MOVE - Reorder a filter

- RENAME - Rename a filter

[1>

Incoming Mail Policy Configuration
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Name Anti-Spam:| Anti-Virus:| Advanced Graymail: |Content Outbreak
————————————————————————— Malware -————-----| Filter: Filters:
Protection: | = |---------- | ----—---—--
sales_team|IronPort |[Default Default Default Default Default
engineering| Default Default Default Default Default Enabled
DEFAULT Ironport |Mcafee N/A Off Off Enabled

Choose the operation you want to perform:
- NEW - Create a new policy

- EDIT - Edit an existing policy

- DELETE - Remove a policy

- PRINT - Print all policies

- SEARCH - Search for a policy by member
- MOVE - Move the position of a policy

- FILTERS - Edit content filters

- CLEAR - Clear all policies

(1>

BEORYO—IZ®RTE2aA0FUoY T4ILEDAR—TILE

WITRTDIE, &9 —ERY O —F2AX—T I LT —EHORY > —DarsoY 7 4 2717
FE A4 X =TT B 5ETT,

Incoming Mail Policy Configuration

Name Anti-Spam:| Anti-Virus:| Advanced Graymail: | Content Outbreak
————————————————————————— Malware -——--—-————|Filter: Filters:
Protection: | = [-==------- | mmmmmm—o——-
sales_team|IronPort |[Default Default Default Default Default
engineering| Default Default Default Default Default Enabled
DEFAULT Ironport |Mcafee N/A Off Off Enabled

Choose the operation you want to perform:
- NEW - Create a new policy

- EDIT - Edit an existing policy

- DELETE - Remove a policy

- PRINT - Print all policies

- SEARCH - Search for a policy by member
- MOVE - Move the position of a policy

- FILTERS - Edit content filters

- CLEAR - Clear all policies

[1> edit
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Name Anti-Spam:| Anti-Virus:| Advanced Graymail:|Content Outbreak
————————————————————————— Malware ——————————| Filter: Filters:
Protection: | = |-=--—mmm— | --mmmmm————

L|sales_team|IronPort |[Default Default Default Default Default

2| engineering| Default Default Default Default Default Enabled

3| DEFAULT Ironport |Mcafee N/A Off Off Enabled

Enter the name or number of the entry you wish to edit:

[1> 3

Policy Summaries:

Anti-Spam: IronPort - Drop

Suspect-Spam: IronPort - Quarantine - Archiving copies of the original message.

Anti-Virus: McAfee - Scan and Clean

Graymail Detection: Unsubscribe - Disabled

Content Filters: Off

Outbreak Filters: Enabled. No bypass extensions.

Choose the operation you want to perform:

- ANTISPAM - Modify Anti-Spam policy

- ANTIVIRUS - Modify Anti-Virus policy

- GRAYMAIL - Modify Graymail policy

- OUTBREAK - Modify Outbreak Filters policy

- FILTERS - Modify filters

[1> filters

Choose the operation you want to perform:

- ENABLE - Enable Content Filters policy

[1> enable

1. scan_for confidential

2. no_mp3s

3. ex_employee

Enter the filter to toggle on/off, or press enter to finish:

[1>1

1. Active scan_for confidential

2. no_mp3s

3. ex_employee

Enter the filter to toggle on/off, or press enter to finish:

[1> 2

1. Active scan_for confidential

2. Active no_mp3s

3. ex_employee

Enter the filter to toggle on/off, or press enter to finish:

[1> 3

1. Active scan_for confidential

2. Active no_mp3s

3. Active ex_employee

Enter the filter to toggle on/off, or press enter to finish:

(1>

Policy Summaries:

Anti-Spam: IronPort - Drop

Suspect-Spam: IronPort - Quarantine - Archiving copies of the original message.

Anti-Virus: McAfee - Scan and Clean

Graymail Detection:

Unsubscribe - Disabled

Content Filters: Enabled. Filters: scan_for confidential, no mp3s, ex employee
Outbreak Filters: Enabled. No bypass extensions.

Choose the operation you want to perform:

- ANTISPAM - Modify Anti-Spam policy
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- ANTIVIRUS - Modify Anti-Virus policy

- GRAYMAIL - Modify Graymail policy

- OUTBREAK - Modify Outbreak Filters policy
- FILTERS - Modify filters

1>

Incoming Mail Policy Configuration

avv R sEH |

Name Anti-Spam:| Anti-Virus:| Advanced Graymail: | Content Outbreak
————————————————————————— Malware -———-—-————| Filter: Filters:
Protection: | = [---------— | oo--———————
sales_team|IronPort |Default Default Default Default Default
engineering| Default Default Default Default Default Enabled
DEFAULT Ironport |Mcafee N/A Off Enabled Enabled
Choose the operation you want to perform:
- NEW - Create a new policy
- EDIT - Edit an existing policy
- DELETE - Remove a policy
- PRINT - Print all policies
- SEARCH - Search for a policy by member
- MOVE - Move the position of a policy
- FILTERS - Edit content filters
- CLEAR - Clear all policies
[1> edit
Name Anti-Spam:| Anti-Virus:| Advanced Graymail:|Content Outbreak
————————————————————————— Malware —-—————-——-——| Filter: Filters:
Protection: | | --m—m————— | -—————————=
L|sales_team|IronPort |Default Default Default Default Default
2| engineering| Default Default Default Default Default Enabled
3| DEFAULT Ironport |Mcafee N/A Off Off Enabled

Enter the name or number of the entry you wish to

[1> 2

Policy Summaries:
Anti-Spam: Default
Anti-Virus: Default
Graymail Detection:
Content Filters: Default

Outbreak Filters: Enabled. Bypass extensions:
Choose the operation you want to perform:

- NAME - Change name of policy

- NEW - Add a new member

- DELETE - Remove a member

- PRINT - Print policy members

Unsubscribe - Default

edit:

dwg
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- ANTISPAM - Modify Anti-Spam policy

- ANTIVIRUS - Modify Anti-Virus policy

- GRAYMAIL - Modify Graymail policy

- OUTBREAK - Modify Outbreak Filters policy
- FILTERS - Modify filters

[1> filters

Choose the operation you want to perform:

- DISABLE - Disable Content Filters policy
actions)

- ENABLE - Enable Content Filters policy
[1> enable

1. scan_for confidential

2. no_mp3s

3. ex_employee

Enter the filter to toggle on/off,
[1>1

1. Active scan_for confidential

2. no_mp3s

3. ex_employee

Enter the filter to toggle on/off,
[1> 3

1. Active scan_for confidential

2. no_mp3s

3. Active ex_employee

Enter the filter to toggle on/off,
[1>

Policy Summaries:

Anti-Spam: Default

Anti-Virus: Default

Graymail Detection: Unsubscribe - Default

Content Filters: Enabled. Filters: scan for confidential,

(Disables all policy-related

finish:

or press enter to

or press enter to finish:

or press enter to finish:

ex_employee

Outbreak Filters: Enabled. Bypass extensions: dwg

Choose the operation you want to perform:

- NAME - Change name of policy

- NEW - Add a new member

- DELETE - Remove a member

- PRINT - Print policy members

- ANTISPAM - Modify Anti-Spam policy

- ANTIVIRUS - Modify Anti-Virus policy

- GRAYMAIL - Modify Graymail policy

- OUTBREAK - Modify Outbreak Filters policy

- FILTERS - Modify filters

(>

Incoming Mail Policy Configuration

Name Anti-Spam:| Anti-Virus:| Advanced Graymail: | Content Outbreak

————————————————————————— Malware -——---——-—|Filter: Filters:
Protection: | = |--=m-m--m— | ommmm—m————

sales_team|IronPort |Default Default Default Default Default

engineering| Default Default Default Default Enabled Enabled

DEFAULT Ironport |Mcafee N/A Off Enabled Enabled

Choose the operation you want to perform:

- NEW - Create a new
- EDIT - Edit an existing policy
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- DELETE - Remove a policy

- PRINT - Print all policies

- SEARCH - Search for a policy by member
- MOVE - Move the position of a policy

- FILTERS - Edit content filters

- CLEAR - Clear all policies

[1>

\}

G¥)

ZOCLIZIE, fHx DR —IZHLnar Ty 74 2 &8I 2HEIEdH Y XA,
filters %7 =< R CiX, policyconfig I~ > KD 1 ODH 77 v arhbdTXTOarys
YV Ty EERTHILIZRDET, EDH, ZOFITIL drop_large attachments D 3E N
AWML TWET,

FTIHILEDEERYO—DODIPKRY o —
WIZ, TTHNVEFDORERY S —TDLP RY o —% A 2 —T W T 5 HEEZRLET,

mail3.example.com> policyconfig

Would you like to configure Incoming or Outgoing Mail Policies?
1. Incoming

2. Outgoing

[1]1> 2

Outgoing Mail Policy Configuration

Name Anti-Spam:| Anti-Virus:| Advanced Malware| Graymail:|Content Outbreak DLP:
————————————————————————— Protection: —-———-—-----| Filter: Filters: -]
DEFAULT| N/A N/A N/A Off Off Off Off
Choose the operation you want to perform:
- NEW - Create a new policy
- EDIT - Edit an existing policy
- PRINT - Print all policies
- FILTERS - Edit content filters
[1> edit
Name Anti-Spam:| Anti-Virus:| Advanced Graymail: | Content Outbreak DLP:
————————————————————————— Malware -————--——-—-|Filter: Filters: ——=
Protection: | | ---m=m----— fommmmmm————
1| DEFAULT| N/A N/A N/A Ooff Ooff Off Off

Enter the name or number of the entry you wish to edit:

(1> 1

Policy Summaries:
Anti-Spam: Off

Anti-Virus:

Off

Graymail Detection:

Content

Filters:

Off

Unsubscribe - Disabled
(No content filters have been created)
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Outbreak Filters: Off

DLP: Off

Choose the operation you want to perform:
- ANTISPAM - Modify Anti-Spam policy

- ANTIVIRUS - Modify Anti-Virus policy

- GRAYMAIL - Modify Graymail policy

- OUTBREAK - Modify Outbreak Filters policy
- DLP - Modify DLP policy

[1> dlp

Choose the operation you want to perform:
- ENABLE - Enable DLP policy

[1> enable

1. California AB-1298

2. Suspicious Transmission - Zip Files

3. Restricted Files

Enter the policy to toggle on/off, or press enter to finish:
[1>1

1. Active California AB-1298

2. Suspicious Transmission - Zip Files

3. Restricted Files
Enter the policy to toggle on/off, or press enter to finish:

[1> 2

1. Active California AB-1298

2. Active Suspicious Transmission - Zip Files

3. Restricted Files

Enter the policy to toggle on/off, or press enter to finish:
(1> 3

1. Active California AB-1298

2. Active Suspicious Transmission - Zip Files

3. Active Restricted Files

Enter the policy to toggle on/off, or press enter to finish:
(1>

Policy Summaries:

Anti-Spam: Off

Anti-Virus: Off

Graymail Detection: Unsubscribe - Disabled

Content Filters: Off (No content filters have been created)
Outbreak Filters: Off

DLP: Enabled. Policies: California AB-1298, Suspicious Transmission - Zip
Files, Restricted Files

Choose the operation you want to perform:

- ANTISPAM - Modify Anti-Spam policy

- ANTIVIRUS - Modify Anti-Virus policy

- GRAYMAIL - Modify Graymail policy

- OUTBREAK - Modify Outbreak Filters policy

- DLP - Modify DLP policy

(1>

—FEEA—IILFEREFY—2FILRYFT—ODEA—ILTHBIEHN SN AvE—CF KOy TTFEBER) O—
DIERK

mail.example.com> policyconfig

Would you like to configure Incoming or Outgoing Mail Policies?
1. Incoming

2. Outgoing

[1]1> 1

Incoming Mail Policy Configuration

Name: |Anti-Spam:|Anti-Virus: Advanced Malware |Graymail:|Content Filter:|Outbreak
————————————————————————— Protection: e e Filters:
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DEFAULT| Of £ N/A N/A Off Off N/A

Choose the operation you want to perform:
- NEW - Create a new policy

- EDIT - Edit an existing policy

- PRINT - Print all policies

- FILTERS - Edit content filters

[1> edit
Name: |Anti-Spam:|Anti-Virus:|Advanced Malware |Graymail:|Content Outbreak
————————————————————————— Protection: -————--—-—-|Filter: Filters:
1| DEFAULT| Of £ N/A N/A Off Off N/A

Enter the name or number of the entry you wish to edit:

[1>1
Policy Summaries:
Anti-Spam: Off
Graymail Detection: Off
Content Filters: Off (No content filters have been created)
Choose the operation you want to perform:
- ANTISPAM - Modify Anti-Spam policy
- GRAYMAIL - Modify Graymail policy
- FILTERS - Modify filters

[1> graymail
Choose the operation you want to perform:
- ENABLE - Enable Graymail policy

[1> enable
Begin Graymail configuration
Do you want to enable Safe Unsubscribe? [N]> y
Do you want to perform Safe Unsubscribe action only for unsigned messages (recommended)?

[yi>
Do you want to enable actions on messages identified as Marketing Email? [N]>
Do you want to enable actions on messages identified as Social Networking Email? [N]> y
1. DELIVER
2. DROP
3. BOUNCE
What do you want to do with messages identified as Social Networking Email?
[11> 2
Do you want to archive messages identified as Social Networking Email? [N]>
Do you want to enable actions on messages identified as Bulk Email? [N]> vy
1. DELIVER
2. DROP
3. BOUNCE
What do you want to do with messages identified as Bulk Email?

[11> 2
Do you want to archive messages identified as Bulk Email? [N]>
Graymail configuration complete.
Policy Summaries:
Anti-Spam: Off
Graymail Detection: Unsubscribe - Enabled

Social Networking mails : Drop
Bulk mails : Drop

Content Filters: Off (No content filters have been created)
Choose the operation you want to perform:
- ANTISPAM - Modify Anti-Spam policy
- GRAYMAIL - Modify Graymail policy
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- FILTERS - Modify filters
(1>

AMP T U UICk>TARAF Y UFREEELTY— I SN AvE—CF MBI HEFER) O—D

kg
it

mail.example.com> policyconfig

Would you like to configure Incoming or Outgoing Mail Policies?
1. Incoming

2. Outgoing

[11> 1

Incoming Mail Policy Configuration

Name: |Anti-Spam:|Anti-Virus:|Advanced Malware |[Graymail:|Content Filter: Outbreak
—————————— Protection: e Filters:

DEFAULT| Of £ N/A N/A Off Off N/A

Choose the operation you want to perform:
- NEW - Create a new policy

- EDIT - Edit an existing policy

- PRINT - Print all policies

- FILTERS - Edit content filters

[1> edit
Name: |Anti-Spam:|Anti-Virus: Advanced Malware |Graymail:|Content Outbreak
————————————————————————— Protection: -————-----| Filter: Filters:
1| DEFAULT| Of £ N/A N/A Off Off N/A

Enter the name or number of the entry you wish to edit:

(1> 1

Policy Summaries:

Advanced Malware Protection: Malware Action - drop , Message Error Unscannable Action -
deliver , Rate Limit Unscannable Action - deliver , AMP Service Not

Available Unscannable Action - deliver , File Analysis Action - Deliver , Mailbox Auto

Remediation (MAR) - Disabled

Content Filters: Off

Outbreak Filters: Off

Choose the operation you want to perform:

- OUTBREAK - Modify Outbreak Filters policy

- ADVANCEDMALWARE - Modify Advanced Malware Protection policy
- FILTERS - Modify filters

[1> advancedmalware

Choose the operation you want to perform:

- EDIT - Edit Advanced-Malware protection policy

- DISABLE - Disable Advanced-Malware protection policy (Disables all policy-related
actions)

[1> edit

Begin AMP configuration

Do you want to enable File Analysis? [Y]>
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Do you like the system to automatically insert an X-header with the anti-malware scanning
results? (Recommended for trouble-shooting) [Y]>

Unscannable Message Handling

Current actions to take if any of the attachments could not be scanned due to message
errors:

- WARNING: Delivering Unscannable due to Message Errors messages normally

- Prepending subjects with " [WARNING: ATTACHMENT UNSCANNED]"

- Archiving copies of the original message.

Do you want to edit the actions for Unscannable Message due to message errors? [N]> yes

Current actions to take if any of the attachments could not be scanned due to rate limit
hit:

- WARNING: Delivering Unscannable due to Rate Limit messages normally

- Prepending subjects with " [WARNING: ATTACHMENT UNSCANNED]"

- Archiving copies of the original message.

Do you want to edit the actions for Unscannable Message due to rate limit hit? [N]> yes

Current actions to take if any of the attachments could not be scanned due to AMP Service
not available:
- WARNING: Delivering Unscannable due to AMP Service Not Available messages normally
- Prepending subjects with " [WARNING: ATTACHMENT UNSCANNED]"
- Archiving copies of the original message.
Do you want to edit the actions for Unscannable Message due to AMP Service not available?
[N]> yes

Bl [EHA (From) 1Ny ¥ —DBEEDRE

OB TIE, policyconfig > match headers BEICNAN. Y7 o~ REHEH LT, 777947
ATHEBBIOREA v E—VERET L7200, [EHA (From) | A vE—Y ~vZ—0D
BESENAA 2% E L E T,

maill.example.com > policyconfig

Would you like to configure Incoming Mail Policy or Outgoing Mail Policies or
Match Headers Priority?

1. Incoming Mail Policies
2. Outgoing Mail Policies
3. Match Headers Priority
[11> 3

Match Headers Priority Configuration
Priority: Headers:

Pl Envelope Sender

Choose the operation you want to perform:

- ADD - Add match priority for headers

- EDIT - Edit an existing match priority for headers

- REMOVE - Remove an existing match priority for headers
[1> add

Choose headers for priority 2
Add header "From" Header:

1. Yes
2. No
[11> 1

Add header "Reply-To" Header:
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1. Yes
2. No
[1]1> 2

Add header "Sender" Header:

1. Yes
2. No
[1]1> 2

Match Headers Priority Configuration

Priority: Headers:
Pl Envelope Sender
P2 "From" Header

quarantineconfig

ELL]

ER7E

1

VAT MO EZBE L £,

FeE® : Z0a<y Kt Tcommit] 2BAHETI,
JIGARER  ZDavwr REivyry BE— R TORMEATE £,

NYF AT R: Zoa~vy RNy FEXREZ P R—F L TWETA,

mail3.example.com> quarantineconfig
Currently configured quarantines:

# Quarantine Name Size (MB) % full Messages Retention
1 Outbreak 3,072 0.0 1 12h
2 Policy 1,024 0. 497 10d
3 Virus 2,048 empty 0 30d

2,048 MB available for quarantine allocation.

Choose the operation you want to perform:

- NEW - Create a new quarantine.

- EDIT - Modify a quarantine.

- DELETE - Remove a quarantine.

- OUTBREAKMANAGE - Manage the Outbreak Filters quarantine.
[1> new

Please enter the name for this quarantine:

[1> HRQuarantine

Retention period for this quarantine. (Use 'd' for days or 'h'
'minutes'.):

[1> 154

1. Delete

2. Release

Enter default action for quarantine:

[1]1> 2

Do you want to modify the subject of messages that are released because

"HRQuarantine" overflows? [N]>

Policy
Release
Delete
Delete

quarantineconfig .

for hours or 'm' for

Do you want add a custom header to messages that are released because

"HRQuarantine" overflows? [N]>
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Do you want to strip all attachments from messages that are released

because "HRQuarantine" overflows? [N]>

Do you want default action to apply automatically when quarantine space fills up?
Currently configured quarantines:

[Yy>

# Quarantine Name Size (MB) % full Messages Retention Policy
1 HRQuarantine 1,024 N/A N/A 15d Release
2 Outbreak 3,072 0.0 1 12h Release
3 Policy 1,024 0.1 497 10d Delete
4 Virus 2,048 empty 0 30d Delete

(N/A: Quarantine contents is not available at this time.)
1,024 MB available for quarantine allocation.

Choose the operation you want to perform:

- NEW - Create a new quarantine.

- EDIT - Modify a quarantine.

- DELETE - Remove a quarantine.

- OUTBREAKMANAGE - Manage the Outbreak Filters quarantine.

2 —F DB %ﬁégﬁ’“”oiwF@mJ&%zék\l~$@@ﬁ%%én a—
UANEEHTEET, . FREEER BT DO BERNCE 2 72 < THIREEICR LT
@ﬁ@l%ﬁ%LmitiMHT%iﬁ 2—YEHY 7 g U b TEEEORR E E R T
D%, Zo7 a7 N ([») TEnter ## L ET,

GE)

scanconfig

B2k

ER7E

VAT AR A b AP ELFIARL—F =R ER ST 58I, 22—~k
HECKIT 27 7 B 2D G2 RERSNET,

fRBED L —4 U X MZIX, Operators 7 /L —7"F£721% Guests 7 /V— 7@ T H2—VF7EIT NG
FET, Administrators 7 /L — 7 NO 2 —HFL, FIZRREEEZR L TTXTOT 7 & AHERA FF
HbET, =2—F VR MNEEHEHT L L XL, TXTOANL—F/F R b 2—HNJ TICIRHE
Da—H YA NMIGENTWDLEA, NEW a~> RIMEARTE 220 3, FERC, HIFRO
R LT D —YRFE(E L7\, DELETE 2t~ > R & 720 £,

W 77ANMDAFY L R —5H/ELET,

WEE : Zoa<y Rt lcommit] DSMLET,
JIAAER  Zoa<vw Rit, I R_RTCO~ U EF—F (P TRAF, J—T, <) T
HTx£E9,

NyF avy R Zoawy RSy FRRESE— FLTOET,
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\)

Z OFITHL, scanconfig 2~ RTLLTFDONT A —FZ2RELET,

s video/*, audio/*. image/* ® MIME % A ZIAX v 7 EINFET (AT U VT AF ¥ &
nNEHA) ,

« XA MERTE (HROR) T4 THRN T 7 AT, K10 LV ETAT Yy &h
£, (F7H M5

c AX XYV INDIMNT 7 A NDERRYA XTI, 25MBTT, THEDKEWT 7 A4 03T
RNRTCAF vy TINET, (F74/VMISMB) .

c RX a2 AV NDAZT—ENAFy v ENET,

T T ANDAF YDA LT T MI, 180 BIZEREINET,

« AXx LV INRMPS TR T 7 A MK, BT =B LW E RicsnE T, (5
7 4V EOEE)

« 7L —2 TH A RNDARILR MIME # A 7@ plain/text F 72 1% plain/html F 571217 & 5 E S
NTORWEAE, ASCII = a— RAMEH S ET,

G¥)

A==

[assume the attachment matches the search pattern] % Y] IZEXET H L, AF ¥ TERNA v
T—VEA Y=Y TN F =T E 5 Ttrue EEMiSNET, ZHICED, BRI
LW A v =V ORERE, TRAOEERRAT L2083 HVET, ZOLIRAyE—
VI, AT UYRELL ATy U TCERNVE VWS HBATHREINTOWE Lz, ZOREIX
DLP A% v I3 S E A,

mail3.example.com> scanconfig

There are currently 5 attachment type mappings configured to be SKIPPED.
Choose the operation you want to perform:

- NEW - Add a new entry.

- DELETE - Remove an entry.

- SETUP - Configure scanning behavior.

- IMPORT - Load mappings from a file.

- EXPORT - Save mappings to a file.

- PRINT - Display the list.

- CLEAR - Remove all entries.

- SMIME - Configure S/MIME unpacking.

[1> setup

1. Scan only attachments with MIME types or fingerprints in the list.

2. Skip attachments with MIME types or fingerprints in the list.

Choose one:

[2]> 2

Enter the maximum depth of attachment recursion to scan:

[5]> 10

Enter the maximum size of attachment to scan:

[5242880]> 10m

Do you want to scan attachment metadata? [Y]> y

Enter the attachment scanning timeout (in seconds):

[30]> 180

If a message has attachments that were not scanned for any reason (e.g.
because of size, depth limits, or scanning timeout), assume the attachment matches the
search pattern? [N]> n

If a message could not be deconstructed into its component parts in order to remove
specified attachments, the system should:

1. Deliver
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2. Bounce

3. Drop

[11>

Configure encoding to use when none is specified for plain body text or
anything with MIME type plain/text or plain/html.

1. US-ASCII

2. Unicode (UTF-8)

3. Unicode (UTF-16)

4. Western European/Latin-1 (ISO 8859-1)

5. Western European/Latin-1 (Windows CP1252)
6. Traditional Chinese (Big 5)

7. Simplified Chinese (GB 2312)

8. Simplified Chinese (HZ GB 2312)

9. Korean (ISO 2022-KR)

10. Korean (KS-C-5601/EUC-KR)

11. Japanese (Shift-JIS (X0123))

12. Japanese (IS0-2022-JP)

13. Japanese (EUC)

[11> 1

Scan behavior changed.

There are currently 5 attachment type mappings configured to be SKIPPED.
Choose the operation you want to perform:
- NEW - Add a new entry.

- DELETE - Remove an entry.

- SETUP - Configure scanning behavior.

- IMPORT - Load mappings from a file.

- EXPORT - Save mappings to a file.

- PRINT - Display the list.

- CLEAR - Remove all entries.

- SMIME - Configure S/MIME unpacking.

[1> print

1. Fingerprint Image
2. Fingerprint Media
3. MIME Type audio/*
4. MIME Type image/*
5. MIME Type video/*

Bl : XY UTERVNAVE—SDAYE—CRET I a3 VDEE

ROFITIL, scanconfig > setup I ¥ REFEHRLT, 47 7 A4 LOMEIZRILTZ729
W2, AT UV AFy FIZEL o TAF Y U SNRNA v E—VDA v =BT Vv a Uk
AL, RELET,

mail3.example.com> scanconfig

There are currently 5 attachment type mappings configured to be SKIPPED. Choose the
operation you want to perform:

- NEW - Add a new entry.

- DELETE - Remove an entry.

- SETUP - Configure scanning behavior.

- IMPORT - Load mappings from a file.

- EXPORT - Save mappings to a file.

- PRINT - Display the list.

- CLEAR - Remove all entries.
-[]>SMIMEsetup- Configure S/MIME unpacking.
[] > setup

1. Scan only attachments with MIME types or fingerprints in the list.
2. Skip attachments with MIME types or fingerprints in the list.

Choose one: [2]>

Enter the maximum depth of attachment recursion to scan: [5]>
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Enter the maximum size of attachment to scan: [5242880]>
Do you want to scan attachment metadata? [Y]>
Enter the attachment scanning timeout (in seconds): [30]>

If a message has attachments that were not scanned for any reason (e.g.
because of size, depth limits, or scanning timeout), assume the attachment matches the
search pattern? [N]>

In case of a content or message filter error, should all filters be bypassed? [Y]>
Assume zip file to be unscannable if files in the archive cannot be read? [0]>

If a message could not be deconstructed into its component parts in order
to remove specified attachments, the system should:

1. Deliver
2. Bounce
3. Drop
[11>
Configure encoding to use when none is specified for

plain body text or anything with MIME type plain/text or plain/html.

US-ASCII

Unicode (UTF-8)

Unicode (UTF-16)

Western European/Latin-1 (ISO 8859-1)
Western European/Latin-1 (Windows CP1252)
. Traditional Chinese (Big 5)

. Simplified Chinese (GB 2312)

. Simplified Chinese (HZ GB 2312)

9. Korean (ISO 2022-KR)

10. Korean (KS-C-5601/EUC-KR)

11. Japanese (Shift-JIS (X0123))

12. Japanese (IS0-2022-JP)

13. Japanese (EUC)

W Joy bW N

[1> Do you want to enable actions on unscannable messages due to an extraction failure?
y/n [Y]> Yes

1. Drop Message

2. Deliver As Is

3. Quarantine

Action applied to original message: [2]> 2

Do you want to deliver mail to an alternate mailhost ? [N]> yes
Enter the mailhost to deliver to: []> mail.example.com

Do you want to redirect mail to an alternate email address ? [N]> yes

Enter the address to deliver to:
[1> user@mail.example.com

Do you want to add a custom header? [N]> yes
Enter the header name: []> Unscannable Messages

Enter the header content:
[1> Actions taken on Unscannable Messages

Do you want to modify the subject? [N]> yes
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textconfig

2t B
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1. Prepend
2. Append

Select position of text: [1]> 1

Enter the text to add:
[ [WARNING: UNSCANNABLE EXTRACTION FAILED]]> [WARNING: UNSCANNABLE FILE EXTRACTION FAILURE]

HIBRT 2 A vE—V ~y F—DIV XA bEERLET,

MEE : Zoa<y Kix Tcommit] 2SHEE T,

JIGRARER . Za~v s Rt TRTO~YY U EFT— R (TR Z, TA—F, =) Tff
HTxF7,

NyF avr K Zoavy FEAy FHBREFHE— R LTWEEA,

mail3.example.com> stripheaders

Not currently stripping any headers.

Choose the operation you want to perform:
- SETUP - Set message headers to remove.
[1> setup

Enter the list of headers you wish to strip from the messages before they are delivered.
Separate multiple headers with commas.
[1> Delivered-To

Currently stripping headers: Delivered-To

Choose the operation you want to perform:
- SETUP - Set message headers to remove.
(1>

mail3.example.com>

DLP, "y A BEE{b@HEEZD, TVTIVANATI—h T T L—F AvbE—U%
EHIE, BT L— R EOTFXR N U —REBRELET,

MeE : 0o~ KX lcommit] NHFTI,

[l AsyncOS 12.1 for Cisco Email Security AppliancesCLI ') 77 LV R 4 K (—fFEA)



I av vk 5EH

w

ISRBEM . Zpavy N, TR_RTOY >y F—F (5 R&, TA—F <) T
HATxE7,

NyF avw R Zoavwy IRy FELXSEZSR—-FLTHERA,

1

textconfig -> NEW A L CT7F* A U Y —R%Z/E L. textconfig > delete %
EHLTTHA L VY —AZHIBRLET,

mail3.example.com> textconfig

Choose the operation you want to perform:

- NEW - Create a new text resource.

- IMPORT - Import a text resource from a file.

[1> new

What kind of text resource would you like to create?
Anti-Virus Container Template

Anti-Virus Notification Template

DLP Notification Template

Bounce and Encryption Failure Notification Template
Message Disclaimer

Encryption Notification Template (HTML)
Encryption Notification Template (text)
Notification Template

[1]1> 5

Please create a name for the message disclaimer:

[]1> disclaimer 1

Enter the encoding for the message disclaimer:
US-ASCII

Unicode (UTF-8)

Unicode (UTF-16)

Western European/Latin-1 (ISO 8859-1)

Western European/Latin-1 (Windows CP1252)
Traditional Chinese (Big 5)

Simplified Chinese (GB 2312)

Simplified Chinese (HZ GB 2312)

9. Korean (ISO 2022-KR)

10. Korean (KS-C-5601/EUC-KR)

11. Japanese (Shift-JIS (X0123))

12. Japanese (IS0-2022-JP)

13. Japanese (EUC)

[11>

Enter or paste the message disclaimer here. Enter '.' on a blank line to end.
This message was sent from an IronPort(tm) Email Security appliance.

W J o Ul b W N

O J o Uk wN

Message disclaimer "disclaimer 1" created.

Choose the operation you want to perform:

- NEW - Create a new text resource.

- IMPORT - Import a text resource from a file.

- EXPORT - Export text resource to a file.

- PRINT - Display the content of a resource.

- EDIT - Modify a resource.

- DELETE - Remove a resource from the system.

- LIST - List configured resources.

[1> delete

Please enter the name or number of the resource to delete:
(1> 1

Message disclaimer "disclaimer 1" has been deleted.
Choose the operation you want to perform:

- NEW - Create a new text resource.
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- IMPORT - Import a text resource from a file.

(1>

textconfig -> EDIT 2 L CHEFOT XA R VY —RZEFTLEY, = a—Fak
HLED, BRLETIALN VY —ZADTF X MEEHBRLI-Y TXET,

THERANYY—=RDA VR—F

TXANT7ANETHALY Y —RL LTA VR —F§5I21%, textconfig -> IMPORT
EHERALET, A VA= TDHTFANT 7 ANIE, 77747 A LD configuration 7 1 L
s R ACHHET B LERD D £,

mail3.example.com> textconfig

Current Text Resources:

1. footer.2.message (Message Footer)
Choose the operation you want to perform:
- NEW - Create a new text resource.

- IMPORT - Import a text resource from a file.
- EXPORT - Export text resource to a file.
- PRINT - Display the content of a resource.

- EDIT - Modify a resource.

- DELETE - Remove a resource from the system.

- LIST - List configured resources.

[1> import

What kind of text resource would you like to create?
Anti-Virus Container Template

Anti-Virus Notification Template

DLP Notification Template

Bounce and Encryption Failure Notification Template
Message Disclaimer

Encryption Notification Template (HTML)
Encryption Notification Template (text)
Notification Template

[1]> 8

Please create a name for the notification template:
[1> strip.mp3files

Enter the name of the file to import:

[1> strip.mp3.txt

Enter the encoding to use for the imported file:
1. US-ASCII

[ 1list of encodings ]

11>

Notification template "strip.mp3files" created.
Current Text Resources:

1. disclaimer.2.message (Message Disclaimer)

2. strip.mp3files (Notification Template)

Choose the operation you want to perform:

- NEW - Create a new text resource.

- IMPORT - Import a text resource from a file.

- EXPORT - Export text resource to a file.

- PRINT - Display the content of a resource.

- EDIT - Modify a resource.

- DELETE - Remove a resource from the system.

- LIST - List configured resources.

[1>

W J oy U b W
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THFAMYY—RDIY RAER—F

TXARNVY—=RAZTHANT7ALE LT AR— T 5T, textconfig -> EXPORT
EEHALET, 7T¥A N T 7 A 0NIE, 77T 47 A O configurationT 1 L7 b U IZ/ERE S
nEJ,

mail3.example.com> textconfig

Current Text Resources:

1. footer.2.message (Message Footer)

2. strip.mp3 (Notification Template)
Choose the operation you want to perform:
- NEW - Create a new text resource.

- IMPORT - Import a text resource from a file.
- EXPORT - Export text resource to a file.
- PRINT - Display the content of a resource.

- EDIT - Modify a resource.

- DELETE - Remove a resource from the system.

- LIST - List configured resources.

[1> export

Please enter the name or number of the resource to export:
[1> 2

Enter the name of the file to export:
[strip.mp3]> strip.mp3.txt

Enter the encoding to use for the exported file:
1. US-ASCII

[ list of encoding types ]

[11>

File written on machine "mail3.example.com" using us-ascii encoding.
Current Text Resources:

1. footer.2.message (Message Footer)

2. strip.mp3 (Notification Template)

Choose the operation you want to perform:

- NEW - Create a new text resource.

- IMPORT - Import a text resource from a file.

- EXPORT - Export text resource to a file.

- PRINT - Display the content of a resource.

- EDIT - Modify a resource.

- DELETE - Remove a resource from the system.

- LIST - List configured resources.

[1>

Ox>JE75—h

ZITHE, KO CLL 3wy RIZonTHA L £,

s alertconfig (256 ~X—1)

s displayalerts (257 ~X—73)
s findevent (257 ~X—73°)

s grep (259 ~X—7)

s logconfig (261 ~X—)

s rollovernow (267 ~X—)
« snmpconfig (268 ~X—1)
e tail (270 ~—7)
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alertconfig

B2LL]

ERAE

avy R sEH |

WA= 7 T— FERELET,

M : Zoa< KX lcommit] 2NHHEETY,

PIGRRER . Zpa<vy N, X TOYrE—FR (29 R%2, TA—F <) T
ATxEd,

NyF avwrs R Zoavy RNy FEAZ S R—FLTWEEA,

Bl : HLWLWTS— FDERL

ZOFEITIE, HILWT T — hZ{5# (alertadmin@example.com) % {ER% L. H KA Critical T
bbH, VATL N—RuxzT BEXOT 4 L7 NI AN—_RZXNEBEOT T — M EZITED &
IR ELET,

vm30esa0086.ibga> alertconfig
Not sending alerts (no configured addresses)
Alerts will be sent using the system-default From Address.
Cisco IronPort AutoSupport: Disabled
Choose the operation you want to perform:
- NEW - Add a new email address to send alerts.
- SETUP - Configure alert settings.
- FROM - Configure the From Address of alert emails.
[1> new
Please enter a new email address to send alerts.
(Ex: "administrator@example.com")
[1> alertadmin@example.com
Choose the Alert Classes. Separate multiple choices with commas.
1. All
2. System
3. Hardware
4. Updater
5. Outbreak Filters
6. Anti-Virus
7. Anti-Spam
8. Directory Harvest Attack Prevention
9. Release and Support Notifications
[11> 2,3,8
Select a Severity Level. Separate multiple choices with commas.
1. All
2. Critical
3. Warning
4. Informatlon
[11>
Sendlng alerts to:
alertadmin@example.com
Class: Hardware - Severities: Critical
Class: Directory Harvest Attack Prevention - Severities: Critical
Class: System - Severities: Critical
Initial number of seconds to wait before sending a duplicate alert: 300
Maximum number of seconds to wait before sending a duplicate alert: 3600
Maximum number of alerts stored in the system are: 50
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displayalerts

BILL]

ERAE

1

findevent

A

A

displayalerts .

Alerts will be sent using the system-default From Address.
Cisco IronPort AutoSupport: Disabled

Choose the operation you want to perform:

- NEW - Add a new email address to send alerts.

- EDIT - Modify alert subscription for an email address.

- DELETE - Remove an email address.

- CLEAR - Remove all email addresses (disable alerts).

- SETUP - Configure alert settings.

- FROM - Configure the From Address of alert emails.

1>

TTIAT U APLEEENTRED nHOT 7 — b 2FRLET

MeE - oo~ R lcommit] (THEH FH A,

JGAREE . Zoavwy RiE, TRTOYEFT—F (WFREZ, T—F =) Tff
ATxE7,

NyF avwrs R Zoavy Ry FELZ S R—FLTWEEA,

> displayalerts

Date and Time Stamp Description

10 Mar 2015 11:33:36 +0000 The updater could not validate the server certificate.
Server certificate not validated - unable to get local issuer

certificate

Last message occurred 28 times between Tue Mar 10 10:34:57 2015 and Tue Mar 10 11:32:24
2015.

10 Mar 2015 11:23:39 +0000 The updater has been unable to communicate with the update
server for at least 1h.

Last message occurred 8 times between Tue Mar 10 10:29:57 2015 and Tue Mar 10 11:18:24
2015.

10 Mar 2015 10:33:36 +0000 The updater could not validate the server certificate.
Server certificate not validated - unable to get local issuer
certificate

Last message occurred 26 times between Tue Mar 10 09:33:55 2015 and Tue Mar 10 10:29:57
2015.

10 Mar 2015 10:23:39 +0000 The updater has been unable to communicate with the update
server for at least 1h.

Last message occurred 9 times between Tue Mar 10 09:26:54 2015 and Tue Mar 10 10:22:56
2015.

A= vy 774 NDA Xy NEBRBELET
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ERAE
eE  Zoa<r R lcommit] IZMNEHD EH A,

JGAREE . Zoawy RiE, TRTOYEFT—F (WFRE, T—F, <) Tff
ATxEd,

Ny F awrk 2oavwy FEAy FRREFH— b LTOEEA,
Bl ToRO—TEEFIZLDER

mail.example.com> findevent

Please choose which type of search you want to perform:
1. Search by envelope FROM

2. Search by Message ID

3. Search by Subject

4. Search by envelope TO

[1

1> 1
Enter the regular expression to search for.
(>
Currently configured logs:

Log Name Log Type Retrieval Interval

1. mail logs IronPort Text Mail Logs Manual Download None
Enter the number of the log you wish to use for message tracking.
[1]1> 1

Please choose which set of logs to search:
1. All available log files

2. Select log files by date list

3. Current log file

[3]> 3

No matching message IDs were found

Bl : AvE—TIDICKHEER

mail.example.com> findevent

Please choose which type of search you want to perform:
1. Search by envelope FROM

2. Search by Message ID

3. Search by Subject

4. Search by envelope TO

[1

1> 2
Enter the Message ID (MID) to search for.
[1>1
Currently configured logs:

Log Name Log Type Retrieval Interval

1. mail logs IronPort Text Mail Logs Manual Download None
Enter the number of the log you wish to use for message tracking.
[1]1> 1

Please choose which set of logs to search:
1. All available log files

2. Select log files by date list

3. Current log file

[3]1>1
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mail.example.com> findevent

Please choose which type of search you want to perform:
1. Search by envelope FROM

2. Search by Message ID

3. Search by Subject

4. Search by envelope TO

[11>

Enter the regular expression to search for.

[1>"
Currently configured logs:
Log Name Log Type Retrieval Interval
1. mail logs IronPort Text Mail Logs Manual Download None
Enter the number of the log you wish to use for message tracking.
[11> 1

Please choose which set of logs to search:

1. All available log files

2. Select log files by date list

3. Current log file

[3]1> 2

Available mail log files, listed by log file start time.

Specify multiple log files by separating with commas or specify a range with a dash:
1. Thu Feb 19 05:18:02 2015

[11>

No matching message IDs were found

Bl : ToRO—TZEBIZLDIBRE

mail.example.com> findevent

Please choose which type of search you want to perform:
1. Search by envelope FROM

2. Search by Message ID

3. Search by Subject

4. Search by envelope TO

[11>

Enter the regular expression to search for.

>
Currently configured logs:
Log Name Log Type Retrieval Interval
1. mail logs IronPort Text Mail Logs Manual Download None
Enter the number of the log you wish to use for message tracking.
[1]1> 1

Please choose which set of logs to search:
1. All available log files

2. Select log files by date list

3. Current log file

[3]1> 3

No matching message IDs were found

grep

ERER
0y 77 ANNDOT XA NERRLET,
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grep D15l

avv R sEH |

eE  Zoa<r R lcommit] IZMNEHD EH A,

JIALER  ZDa<vy Riiv v B— R TORMEATEET, IHIT, Z0avwr Nign
TA VKA (=R ars/ (o L~y y) TORMEATEET, Zoa<wr FEFHATS
IZiZ, B—H)L T7 A VAT AT 7V BEATEALERHY 3,
NyF awr N Zoawy FERNyTFEXEZFR—FLTWWERA,

grep 2~y REMATAHE, e 7HNOLTFINEMRPBTEET, grepa~> REFETTHEEIZ
I, WOMXEHEHRALET,

grep [-C count] [-e regex] [-i] [-p] [-t] [regex] log name

GE)

FERZETIZIE, -eregex £7old regex ZATTHMLERH D F9°,

grep 2~ REFITT 5L EITIE, ROA T a 2 LET,

KM:grepax U FDF T3y

rFoav EL: |

—c Rompolzgep NS —rDALT XA ERTHILOTER
ALET, BRI ITHEATILET,

B EREHREA) LET.

. R & ANSCF OB 2 4640 L E

. s — DA L T,

e grep v RER Y 77 A VOKRRBETEITLET,

- EMERE AN LET.

WIZ, ToFoANAa T ORTLTSH| [clean) F721% (virall ZMBET 02 RLET, 2
D grep 2~ Rilldregex BEMNEFEFNTWET,

mail3.example.com> grep "CLEAN\\|VIRAL" antivirus

Fri Jun 9 21:50:25 2006 Info: sophos antivirus - MID 1 - Result 'CLEAN' ()
Fri Jun 9 21:53:15 2006 Info: sophos antivirus - MID 2 - Result 'CLEAN' ()
Fri Jun 9 22:47:41 2006 Info: sophos antivirus - MID 3 - Result 'CLEAN' ()
Fri Jun 9 22:47:41 2006 Info: sophos antivirus - MID 4 - Result 'CLEAN' ()
Fri Jun 9 22:47:41 2006 Info: sophos antivirus - MID 5 - Result 'CLEAN' ()
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Fri
Fri
Fri
Fri
Fri
Fri
Fri
Fri

logconfig

BILL]

gy 77 A N~DT I AR

ERAE

Jun
Jun
Jun
Jun
Jun
Jun
Jun
Jun

O W W VYW VYoo

9

22:
22:
22:

22

22:
22:
22:
22:
mail3.example.

47
47
53:
:53:
53:
53:
53:
53:

41
42
04
05
06
07
08
08

com>

2006 Info: sophos antivirus
2006 Info: sophos antivirus
2006 Info: sophos antivirus
2006 Info: sophos antivirus
2006 Info: sophos antivirus
2006 Info: sophos antivirus
2006 Info: sophos antivirus
2006 Info: sophos antivirus
RELET,

MeE : Zoa< KX lcommit] NHEETI,

JGAREE . Zoavwr RiE, TRTOYEFT—F (WFRE, T—F, =) Tff

MT&EET,

- MID
- MID
- MID
- MID
- MID
- MID
- MID
- MID

logconfig .

6 - Result 'CLEAN' ()

12 -
18 -
16 -
19 -
21 -
20 -
22 -

Result 'CLEAN' ()
Result 'VIRAL' ()
Result 'VIRAL' ()
Result 'VIRAL' ()
Result 'VIRAL' ()
Result 'VIRAL' ()
Result 'VIRAL' ()

NyF avwrs R Zoavy Ry FELZSR—FLTWEEA,

FIP v andH4IJR91) T 320046

WOHFITIL, logeconfig 2~ R&MH LT, myDeliveryLogs & FEITIL 58 LWEME = 7 %
RELET, RIZ, BZBFTPIZE>TYE—FRAMIT v asD LHICRELET,

mail3.example.com> logconfig
Currently configured logs:
"antispam" Type:

O J oUW

e}

10.
11.
12.
13.
14.
15.
16.
17.
18.
19.
20.
21.
22.
23.

"antivirus" Type:
"asarchive" Type:

"authentication"

"avarchive" Type:

"bounces" Type:
"cli logs" Type:

"encryption" Type:
"error logs" Type:
"euq logs" Type:
"euggui logs" Type:
"ftpd logs" Type:
"gui logs" Type:
"mail logs" Type:
"reportd logs" Type:

"Anti-Spam Logs" Retrieval:

FTP P

"Anti-Virus Logs" Retrieval: FTP
"Anti-Spam Archive" Retrieval:

oll
Poll

Type: "Authentication Logs" Retrieval:
FTP Poll

"Anti-Virus Archive"
"Bounce Logs" Retrieval:

"CLI Audit Logs" Retrieval:

"reportqueryd logs" Type:

"scanning" Type:
"slbld logs" Type:
"sntpd logs" Type:

"status" Type:

"updater logs" Type:

"Encryption Logs" Retrieval:
"IronPort Text Mail Logs" Retrieval:
"IronPort Spam Quarantine Logs" Retrieval: FTP Poll

"IronPort Spam Quarantine GUI Logs" Retrieval: FTP Poll
"FTP Server Logs" Retrieval:
"HTTP Logs" Retrieval:
"IronPort Text Mail Logs" Retrieval:
"Reporting Logs" Retrieval:

"Scanning Logs" Retrieval:

"System Logs" Retrieval:

Retrieval:
FTP Poll

FTP P

"Tracking Logs" Retrieval:

oll

"Safe/Block Lists Logs" Retrieval:
"NTP logs" Retrieval:
"Status Logs" Retrieval:
"system logs" Type:
"trackerd logs" Type:

FTP Poll

FTP Poll

FTP Poll

FTP Poll

FTP Poll
FTP Poll
FTP Poll
FTP Poll
"Reporting Query Logs" Retrieval: FTP Poll
FTP Poll
FTP Poll
FTP Poll
FTP Poll
FTP Poll
FTP Poll
FTP Poll

"Updater Logs" Retrieval:

Choose the operation you want to perform:
- NEW - Create a new log.
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- EDIT - Modify a log subscription.

- DELETE - Remove a log subscription.

- SETUP - General settings.

- LOGHEADERS - Configure headers to log.

- HOSTKEYCONFIG - Configure SSH host keys.

[1> new

Choose the log file type for this subscription:

1. IronPort Text Mail Logs
2. gmail Format Mail Logs
3. Delivery Logs

4. Bounce Logs

5. Status Logs

6. Domain Debug Logs

7. Injection Debug Logs

8. SMTP Conversation Logs
9. System Logs

10. CLI Audit Logs

11. FTP Server Logs

12. HTTP Logs

13. NTP logs

14. LDAP Debug Logs

15. Anti-Spam Logs

16. Anti-Spam Archive

17. Anti-Virus Logs

18. Anti-Virus Archive

19. Scanning Logs

20. IronPort Spam Quarantine Logs

21. IronPort Spam Quarantine GUI Logs

22. Reporting Logs

23. Reporting Query Logs

24 . Updater Logs

25. Tracking Logs

26. Safe/Block Lists Logs

27. Authentication Logs

[1]1> 8

Please enter the name for the log:

[1> myDeliveryLogs

Choose the method to retrieve the logs.

1. FTP Poll

2. FTP Push

3. SCP Push

4. Syslog Push

[11> 2

Hostname to deliver the logs:

[1> yourhost.example.com

Username on the remote host:

[1> yourusername

Passphrase for your user:

[1> thepassphrase

Directory on remote host to place logs:

[1> /logs

Filename to use for log files:

[conversation.text]>

Maximum time to wait before transferring:

[3600]>

Maximum filesize before transferring:

[10485760]1>

Currently configured logs:

1. "antispam" Type: "Anti-Spam Logs" Retrieval: FTP Poll
2. "antivirus" Type: "Anti-Virus Logs" Retrieval: FTP Poll
3. "asarchive" Type: "Anti-Spam Archive" Retrieval: FTP Poll
4. "authentication" Type: "Authentication Logs" Retrieval: FTP
5. "avarchive" Type: "Anti-Virus Archive" Retrieval: FTP Poll
6. "bounces" Type: "Bounce Logs" Retrieval: FTP Poll
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7. "cli logs" Type: "CLI Audit Logs" Retrieval: FTP Poll

8. "encryption" Type: "Encryption Logs" Retrieval: FTP Poll

9. "error logs" Type: "IronPort Text Mail Logs" Retrieval: FTP Poll

10. "euq logs" Type: "IronPort Spam Quarantine Logs" Retrieval: FTP Poll

11. "euqgui_logs" Type: "IronPort Spam Quarantine GUI Logs" Retrieval: FTP Poll
12. "ftpd logs" Type: "FTP Server Logs" Retrieval: FTP Poll

13. "gui_logs" Type: "HTTP Logs" Retrieval: FTP Poll

14. "mail logs" Type: "IronPort Text Mail Logs" Retrieval: FTP Poll

15. "myDeliveryLogs" Type: "SMTP Conversation Logs" Retrieval: FTP Push - Host
yourhost.example.com

16. "reportd logs" Type: "Reporting Logs" Retrieval: FTP Poll

17. "reportqueryd logs" Type: "Reporting Query Logs" Retrieval: FTP Poll

18. "scanning" Type: "Scanning Logs" Retrieval: FTP Poll

19. "slbld logs" Type: "Safe/Block Lists Logs" Retrieval: FTP Poll

20. "sntpd logs" Type: "NTP logs" Retrieval: FTP Poll

21. "status" Type: "Status Logs" Retrieval: FTP Poll

22. "system logs" Type: "System Logs" Retrieval: FTP Poll

23. "trackerd logs" Type: "Tracking Logs" Retrieval: FTP Poll

24. "updater logs" Type: "Updater Logs" Retrieval: FTP Poll

SCP vy a g HITRY) T3 DH

WOFITIL, logeconfig 2~ RAMH LT, LogPush & FEIZIHH LWEME 1 7/ 28 E L

F9, 2o rE, SCPIZE->TIPT FLAA10.1.1.1 ® VY E— |k KA MMIa— logger &

LT yvadit, 74 V7 MU mp ITRFSND KO ICRELE T, = 7 BGHEN SCP

7y v aThDHYEE logeconfig 2 R b HEJYIZ ssheonfig =~ > RAFFOMH S 4L
L2 EICERELTLEZIN,  (FA N F—OFEMIC2WTIE [Configuring Host Keys) . =—
B F—DOFEHMIZ SV TiE [Managing Secure Shell (SSH) Keys] % . [ User Guide for AsyncOS for
Cisco Email Security Appliances]] THBRL T ZE\W) . £/, IPT RV AEZFA N T o

T RTCHEHATELZLICEELTIEEN,

mail3.example.com> logconfig

Currently configured logs:

"antispam" Type: "Anti-Spam Logs" Retrieval: FTP Poll

"antivirus" Type: "Anti-Virus Logs" Retrieval: FTP Poll

"asarchive" Type: "Anti-Spam Archive" Retrieval: FTP Poll
"authentication" Type: "Authentication Logs" Retrieval: FTP Poll
"avarchive" Type: "Anti-Virus Archive" Retrieval: FTP Poll

"bounces" Type: "Bounce Logs" Retrieval: FTP Poll

"cli logs" Type: "CLI Audit Logs" Retrieval: FTP Poll

. "encryption" Type: "Encryption Logs" Retrieval: FTP Poll

9. "error logs" Type: "IronPort Text Mail Logs" Retrieval: FTP Poll

10. "euq logs" Type: "IronPort Spam Quarantine Logs" Retrieval: FTP Poll
11. "euqgui_ logs" Type: "IronPort Spam Quarantine GUI Logs" Retrieval: FTP Poll
12. "ftpd logs" Type: "FTP Server Logs" Retrieval: FTP Poll

13. "gui logs" Type: "HTTP Logs" Retrieval: FTP Poll

14. "mail logs" Type: "IronPort Text Mail Logs" Retrieval: FTP Poll

15. "reportd logs" Type: "Reporting Logs" Retrieval: FTP Poll

16. "reportqueryd logs" Type: "Reporting Query Logs" Retrieval: FTP Poll
17. "scanning" Type: "Scanning Logs" Retrieval: FTP Poll

18. "slbld logs" Type: "Safe/Block Lists Logs" Retrieval: FTP Poll

19. "sntpd logs" Type: "NTP logs" Retrieval: FTP Poll

20. "status" Type: "Status Logs" Retrieval: FTP Poll

21. "system logs" Type: "System Logs" Retrieval: FTP Poll

22. "trackerd logs" Type: "Tracking Logs" Retrieval: FTP Poll

23. "updater logs" Type: "Updater Logs" Retrieval: FTP Poll

Choose the operation you want to perform:

- NEW - Create a new log.

- EDIT - Modify a log subscription.

1
2
3
4.
5.
6
7
8
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- DELETE - Remove a log subscription.

- SETUP - General settings.

- LOGHEADERS - Configure headers to log.

- HOSTKEYCONFIG - Configure SSH host keys.
[1> new

Choose the log file type for this subscription:
1. IronPort Text Mail Logs

2. gmail Format Mail Logs

3. Delivery Logs

4. Bounce Logs

5. Status Logs

6. Domain Debug Logs

7. Injection Debug Logs

8. SMTP Conversation Logs

9. System Logs

10. CLI Audit Logs

11. FTP Server Logs

12. HTTP Logs

13. NTP logs

14. LDAP Debug Logs

15. Anti-Spam Logs

16. Anti-Spam Archive

17. Anti-Virus Logs

18. Anti-Virus Archive

19. Scanning Logs

20. IronPort Spam Quarantine Logs
21. IronPort Spam Quarantine GUI Logs
22. Reporting Logs

23. Reporting Query Logs

24 . Updater Logs

25. Tracking Logs

26. Safe/Block Lists Logs

27. Authentication Logs

[1]1> 3

Please enter the name for the log:
[1> LogPush

Choose the method to retrieve the logs.
1. FTP Poll

2. FTP Push

3. SCP Push

[1]1> 3

Hostname to deliver the logs:

[1> 10.1.1.1

Port to connect to on the remote host:
[22]>

Username on the remote host:

[1> logger

Directory on remote host to place logs:
[1> /tmp

Filename to use for log files:

[delivery.log]>

Maximum time to wait before transferring:
[3600]>

Maximum filesize before transferring:
[10485760]>

Protocol:

1. SSH1

2. SSH2

[2]1> 2

Do you want to enable host key checking? [N]> y
Do you want to automatically scan the host for its SSH key,
manually?

1. Automatically scan.

2. Enter manually.
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Syslog Fya my 4 IRV YT 30h .

[1]1> 1

SSH2:dsa

10.1.1.1 ssh-dss
AAAAB3NzaClkc3MAAACBALWGi4I1WLDVNdbIwWESArt9LVE2ts5yE9IBTSAUwLVog0G3FRgifrce92zgyHte/
ZWyXavUTIM3Xd1bpiEcscMo2XKpSnPPx21y8bakpdsSCOcM8zZMDinOPm8ghiwHXYh 7oNEUJCCPnPxAy441r1J5Yz4x 9e ToALpOdHUOGR
+J INAAAAFQDQ1 5GY /X9P1 DM3 f PMVEX 7Twc0ed1wAAATBICgMIEFPIWTAGr 1 RtbowZP5zWZ t VDT LhdXzj 104+bB4hBR7DKuc80+naAFnThyH/
JBRINLIVE7 QM5eeKIoXzuJEK37Zw] 3UYef PoBoc?01 I ROSJIYx1WhYz,/ rocodNI BnFAshl 2mtc3tde] 178000 twaQA4wKO1 Sk3z0NSPWAAATAT CRYat 3y+Blv/
VewdE6BBk+OULv3eK38gafui pABxkGIGOGEQ1 8nss820znwinBy /pI TROFhAVEMI X TFAVEY00sARr 1 ZtuUJC1QEOvCah INA3YNa 1 s2CSoEKBEA TOTE 6+
SX2RNpcUF3Wg5ygw92xtqQPKMcZe LtK2ZJRkhC+Vw==

Add the preceding host key(s) for 10.1.1.17 [Y]> y

Currently installed host keys:

1. 10.1.1.1 1024 35 12260642076447444117847407996206675325...3520565607

2. 10.1.1.1 ssh-dss AAAAB3NzaClkc3MAAACBALWGi4I1WLDVndbIwE. ..JRKhC+Vw==

Choose the operation you want to perform:

- NEW - Add a new key.

- EDIT - Modify a key.

- DELETE - Remove a key.

- SCAN - Automatically download a host key.

- PRINT - Display a key.

- HOST - Display this machine's host keys.

[1>

Maximum filesize before transferring:

[10485760]1>

Protocol:

1. SSH1

2. SSH2

[2]1> 2

Do you want to enable host key checking? [N]> y

Currently installed host keys:

Choose the operation you want to perform:

- NEW - Add a new key.

- SCAN - Automatically download a host key.

- HOST - Display this machine's host keys.

[1> scan

Choose the ssh protocol type:

1. SSHl:rsa

2. SSH2:rsa

3. SSH2:dsa

4. All

[4]1> 4

SSHl:rsa

10.1.1.1 1024 35
122606420764474441178474079962066753259278682648965870690129496065430424463013457294798980627829828033793152226
4486945143162182728144539869316125082823280088157400721099756323564 7853212881 61878068307463282343277781001311281 766 7266624451119
1783747965898000855947022484692079466697707373948871554575173520565607

Syslog 7y a0 H IR YT 3 20fH

ROPITIX, logeconfig 2~ RZ&MEH LT, MailLog SyslogPush & FEEIL 2 8T L WELE =

TEHZRELET, ZoaZix, UPD Z#HHLCIP 7 KL A28 10.1.1.2 D U E— | syslog —
N A=) T2 VT4 TTyvadsh, FIEDT 4 L7 FUITRFSND LI ITREL
7.

mail3.example.com> logconfig

Currently configured logs:

1. "antispam" Type: "Anti-Spam Logs" Retrieval: FTP Poll

2. "antivirus" Type: "Anti-Virus Logs" Retrieval: FTP Poll

3. "asarchive" Type: "Anti-Spam Archive" Retrieval: FTP Poll

4. "authentication" Type: "Authentication Logs" Retrieval: FTP Poll
5. "avarchive" Type: "Anti-Virus Archive" Retrieval: FTP Poll

6. "bounces" Type: "Bounce Logs" Retrieval: FTP Poll
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7. "cli logs" Type: "CLI Audit Logs" Retrieval: FTP Poll

8. "encryption" Type: "Encryption Logs" Retrieval: FTP Poll
9. "error logs" Type: "IronPort Text Mail Logs" Retrieval:
10. "euq logs" Type: "IronPort Spam Quarantine Logs" Retrieval:

avv R sEH |

FTP Poll

11. "euqgui_logs" Type: "IronPort Spam Quarantine GUI Logs" Retrieval: FTP Poll

12. "ftpd logs" Type: "FTP Server Logs" Retrieval: FTP Poll

13. "gui_logs" Type: "HTTP Logs" Retrieval: FTP Poll

14. "mail logs" Type: "IronPort Text Mail Logs" Retrieval: FTP Poll
15. "reportd logs" Type: "Reporting Logs" Retrieval: FTP Poll
16. "reportqueryd logs" Type: "Reporting Query Logs" Retrieval:

17. "scanning" Type: "Scanning Logs" Retrieval: FTP Poll

18. "slbld logs" Type: "Safe/Block Lists Logs" Retrieval:

19. "sntpd logs" Type: "NTP logs" Retrieval: FTP Poll
20. "status" Type: "Status Logs" Retrieval: FTP Poll

21. "system logs" Type: "System Logs" Retrieval: FTP Poll
22. "trackerd logs" Type: "Tracking Logs" Retrieval: FTP Poll
23. "updater logs" Type: "Updater Logs" Retrieval: FTP Poll

Choose the operation you want to perform:

- NEW - Create a new log.

- EDIT - Modify a log subscription.

- DELETE - Remove a log subscription.

- SETUP - General settings.

- LOGHEADERS - Configure headers to log.

- HOSTKEYCONFIG - Configure SSH host keys.

[1> new

Choose the log file type for this subscription:

1. IronPort Text Mail Logs
2. gmail Format Mail Logs
3. Delivery Logs

4. Bounce Logs

5. Status Logs

6. Domain Debug Logs

7. Injection Debug Logs

8. SMTP Conversation Logs
9. System Logs

10. CLI Audit Logs

11. FTP Server Logs

12. HTTP Logs

13. NTP logs

14. LDAP Debug Logs

15. Anti-Spam Logs

16. Anti-Spam Archive

17. Anti-Virus Logs

18. Anti-Virus Archive

19. Scanning Logs

20. IronPort Spam Quarantine Logs
21. IronPort Spam Quarantine GUI Logs
22. Reporting Logs

23. Reporting Query Logs

24 . Updater Logs

25. Tracking Logs

26. Safe/Block Lists Logs

27. Authentication Logs

[11> 1

Please enter the name for the log:
[1> MailLogSyslogPush

Log level:

1. Critical

2. Warning

3. Information

4. Debug

5. Trace

[3]1> 2

Choose the method to retrieve the logs.

[l AsyncOS 12.1 for Cisco Email Security AppliancesCLI ') 77 LV R 4 K (—fFEA)

FTP Poll



I av vk 5EH

rollovernow

B L]

ER7E

15

rollovernow .

FTP Poll

FTP Push

SCP Push

4. Syslog Push

[1]1> 4

Hostname to deliver the logs:
[1> 10.1.1.2

Which protocol do you want to use to transfer the log data?
1. UDP

2. TCP

[11> 1

Which facility do you want the log data to be sent as?
auth

authpriv

console

daemon

ftp

localoO

locall

localz2

9. local3

10. local4

11. localb

12. localé6

13. local?

14. mail

15. ntp

16. security

17. user

[14]> 14

Currently configured logs:

1. "MailLogSyslogPush" Type: "IronPort Text Mail Logs" Retrieval: Syslog Push -
Host 10.1.1.2

w N =

0 Joy b Ww N

oy 7y AEa—n A —_"—LFET,

WEE : Zoa< v R Tcommit] ITMEH Y FH A,
JIARER  Zav s NiIvyry E—= R TORFEHTEET,
NYF AT R Zoa<vy RNy TFEXREZYR—-—FLTWHWEREA,

mail3.example.com> rollovernow

Currently configured logs:

1. "antispam" Type: "Anti-Spam Logs" Retrieval: FTP Poll

2. "antivirus" Type: "Anti-Virus Logs" Retrieval: FTP Poll

3. "asarchive" Type: "Anti-Spam Archive" Retrieval: FTP Poll

4. "authentication" Type: "Authentication Logs" Retrieval: FTP Poll
5. "avarchive" Type: "Anti-Virus Archive" Retrieval: FTP Poll

6. "bounces" Type: "Bounce Logs" Retrieval: FTP Poll
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7. "cli logs" Type: "CLI Audit Logs" Retrieval: FTP Poll

8. "encryption" Type: "Encryption Logs" Retrieval: FTP Poll

9. "error logs" Type: "IronPort Text Mail Logs" Retrieval: FTP Poll

10. "euq logs" Type: "IronPort Spam Quarantine Logs" Retrieval: FTP Poll
11. "euqgui_logs" Type: "IronPort Spam Quarantine GUI Logs" Retrieval: FTP Poll
12. "ftpd logs" Type: "FTP Server Logs" Retrieval: FTP Poll

13. "gui_logs" Type: "HTTP Logs" Retrieval: FTP Poll

14. "mail logs" Type: "IronPort Text Mail Logs" Retrieval: FTP Poll

15. "reportd logs" Type: "Reporting Logs" Retrieval: FTP Poll

16. "reportqueryd logs" Type: "Reporting Query Logs" Retrieval: FTP Poll
17. "scanning" Type: "Scanning Logs" Retrieval: FTP Poll

18. "slbld logs" Type: "Safe/Block Lists Logs" Retrieval: FTP Poll

19. "sntpd logs" Type: "NTP logs" Retrieval: FTP Poll

20. "status" Type: "Status Logs" Retrieval: FTP Poll

21. "system logs" Type: "System Logs" Retrieval: FTP Poll

22. "trackerd logs" Type: "Tracking Logs" Retrieval: FTP Poll

23. "updater logs" Type: "Updater Logs" Retrieval: FTP Poll

24. All Logs

Which log would you like to roll over?

[1> 2

Log files successfully rolled over.

mail3.example.com>

SNMP & E L ET,

WEE : Zoa< Kt lcommit] 2SMLET,

JIGAREM . Zoa<w s RiE, T RTCO~Y U ET—R (92 F, IJA—F, <) T
AcExd,

NyFawrR: Zoa<wy RNy TFEXEZYR—FLTWHWEREA,

WOFITIL, snmpeonfig 2~ > RZHH LT, &— k161 D [PublicNet] A > ¥ —7 = A AT
SNMP %A F—7 ML TWET, R=V g 3027 L—ANR AT EN, HEROZOICH
ANENTWET, VAT AL, X—Vary 1 BLO2ERAWUETLLICHRESINTE

D, TNHEDONA—=Va 1 BELO2060 GET ERIZK L TaI =71 A MV 7 public
BADENTHWET, N7 v 7 ¥ —4 > b snmp-monitor.example.com 23 A ) S TWET, i
BT, VAT LOBPET LB SEERNA AT SN TVWET,

mail3.example.com> snmpconfig

Current SNMP settings:

SNMP Disabled.

Choose the operation you want to perform:

- SETUP - Configure SNMP.

[1> setup

Do you want to enable SNMP? [N]> y

Please choose an IP interface for SNMP requests.
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1. Data 1 (192.168.1.1/24: buttercup.run)

2. Data 2 (192.168.2.1/24: buttercup.run)

3. Management (192.168.44.44/24: buttercup.run)
[1

1>
Enter the SNMPv3 passphrase.
>
Please enter the SNMPv3 passphrase again to confirm.
>
Which port shall the SNMP daemon listen on?
[161]>

Service SNMP V1/V2c requests? [N]> y

Enter the SNMP V1/V2c community string.

[1> public

From which network shall SNMP V1/V2c requests be allowed?
[192.168.2.0/24]>

Enter the Trap target (IP address). Enter "None" to disable traps.
[None]> snmp-monitor.example.com

Enterprise Trap Status

1. RAIDStatusChange Enabled
2. fanFailure Enabled
3. highTemperature Enabled
4. keyExpiration Enabled
5. linkDown Enabled
6. linkUp Enabled
7. powerSupplyStatusChange Enabled
8. resourceConservationMode Enabled
9. updateFailure Enabled

Do you want to change any of these settings? [N]> y
Do you want to disable any of these traps? [Y]>
Enter number or numbers of traps to disable. Separate multiple numbers with commas.

[1> 1,8

Enterprise Trap Status

1. RAIDStatusChange Disabled
2. fanFailure Enabled
3. highTemperature Enabled
4. keyExpiration Enabled
5. linkDown Enabled
6. 1linkUp Enabled
7. powerSupplyStatusChange Enabled
8. resourceConservationMode Disabled
9. updateFailure Enabled

Do you want to change any of these settings? [N]>

Enter the System Location string.

[Unknown: Not Yet Configured]> Network Operations Center - west; rack #31, position 2
Enter the System Contact string.

[snmp@localhost]> Joe Administrator, x8888

Current SNMP settings:

Listening on interface "Data 1" 192.168.2.1/24 port 161.

SNMP v3: Enabled.

SNMP v1/v2: Enabled, accepting requests from subnet 192.168.2.0/24.
SNMP v1/v2 Community String: public

Trap target: snmp-monitor.example.com

Location: Network Operations Center - west; rack #31, position 2
System Contact: Joe Administrator, x8888

mail3.example.com>
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07 77 A IVORHES A MGIIICE R LET, il 2~ X, #7007 04017
3% 5% /37 A—4 tail 9 £7213 tail mail logs & L THRETHZ b TEET,

M - oo~ R lcommit] (THEHY FH A,

JIAAER  Zpa~v s NEvy = R TOMEATEET, 612, Z0avwy Nido
TAVIKRAR (=R ua s/ Lz~ y) TORMEATEES, Zoa<r FEFHATS
Wi, 2a—HIL 77 AV VAT AT IV BATEDNLERDHY £9°,

NYF AT R: Zoa<xr RNy FEXREZSR—FLTWETA,

mail3.example.com> tail
Currently configured logs:
"antispam" Type: "Anti-Spam Logs" Retrieval:

O J oy Uk wN

23.

[1>

"antivirus" Type: "Anti-Virus Logs" Retrieval:
"asarchive" Type: "Anti-Spam Archive" Retrieval:

FTP Poll

FTP Poll
FTP Poll

"authentication" Type: "Authentication Logs" Retrieval: FTP Poll

"avarchive" Type: "Anti-Virus Archive"

"bounces" Type: "Bounce Logs" Retrieval: FTP
"cli logs" Type: "CLI Audit Logs" Retrieval:

"encryption" Type: "Encryption Logs" Retrieval:

Retrieval: FTP

Poll
FTP Poll

Poll

FTP Poll

"error logs" Type: "IronPort Text Mail Logs" Retrieval: FTP Poll
"euqg logs" Type: "IronPort Spam Quarantine Logs" Retrieval: FTP
"euggui logs" Type: "IronPort Spam Quarantine GUI Logs" Retrieval: FTP Poll

"ftpd logs" Type: "FTP Server Logs" Retrieval:

"gui logs" Type: "HTTP Logs" Retrieval: FTP
"mail logs" Type: "IronPort Text Mail Logs" Retrieval: FTP Poll
"reportd logs" Type: "Reporting Logs" Retrieval: FTP

"reportqueryd logs" Type:

"sntpd logs" Type: "NTP logs" Retrieval:

Poll

FTP Poll

Poll

"Reporting Query Logs" Retrieval: FTP
"scanning" Type: "Scanning Logs" Retrieval:
"slbld logs" Type: "Safe/Block Lists Logs" Retrieval:

"status" Type: "Status Logs" Retrieval: FTP

"system logs" Type: "System Logs" Retrieval:

FTP Poll

FTP Poll

Poll
FTP Poll

"trackerd logs" Type: "Tracking Logs" Retrieval: FTP
"updater logs" Type: "Updater Logs" Retrieval: FTP Po
Enter the number of the log you wish to tail.

19

Press Ctrl-C to stop.

Sat

May 15 12:25:10 2008 Info:

Quarantine Delivery Host

Sat
Sat

May 15 23:18:10 2008 Info:
May 15 23:18:10 2008 Info:

config

Sat
Sat
Sat
Sat
Sat
Sun

May 15 23:46:06 2008 Info:
May 15 23:46:06 2008 Info:

May 15 23:46:35 2008 Info:
May 15 23:46:35 2008 Info:
May 15 23:48:17 2008 Info:
May 16 00:00:00 2008 Info:

FTP Poll

Poll
11

Poll

Poll

PID 274: User system commit changes: Automated Update for

PID 19626
PID 274:

: User admin commit changes:

User system commit changes:

Updated filter logs

PID 25696: User admin commit changes: Receiving suspended.
PID 25696: User admin commit changes: Suspended receiving.

PID 25696:
PID 25696:
PID 25696:

Generated

report:

name b,
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2004, size 2154 bytes

~C

mail3.example.com>

LR— k

ZIZTIE, RO CLI 2= RIZOWTEH L ET,

* reportingconfig

reportingconfig

reportingconfig 2~ > KD{EH

(271 ~<—3)

reportingeonfig ¥ 7 A =2 —TiE, UTOY T avr R TEET,

5 12: reportingconfig 7 a< > K

vit—+ I}

X

Bl

FRISEYT 4

filters

X2 VT A BT T IAT U ADT 4
NEERELET,

M-Series D

alert timeout

LiR— bk T—HE2RGTE R T2
BT T — M 2% D E TORE %
RELET,

M-Series D 7

domain

KAAL LV LR—=FMREZHEELET,

M-Series D 7

mode

X2 VT4 EET S TA4T L ATH
REFR LR —T 4 T HA =TV
WCLET, EX=LEFa)T 477
FAT VAOHRREEFRIE - (Ta—7
N UR—T 4 T A F—T M LE
7T

C-Series, M-Series

mailsetup

EA—N X2 T4 TTIT7AT A
DLR—F 4 T EBRELET,

C-Series D &

ER7AE

MeE : oo~ KX lcommit] NHFTI,

Bl : LIR—T 42T T4IL32DA4%x—T)LiE (M-Series DH)

mail3.example.com> reportingconfig
Choose the operation you want to perform:
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- FILTERS - Configure filtering for the SMA.

- ALERT TIMEOUT - Configure when you will be alerted due to failing to get reporting
data

- DOMAIN - Configure domain report settings.

- MODE - Enable/disable centralized reporting.

[1> filters

Filters remove specific sets of centralized reporting data from the "last year" reports.

Data from the reporting groups selected below will not be recorded.

All filtering has been disabled.

1. No Filtering enabled

2. IP Connection Level Detail.

3. User Detail.

4. Mail Traffic Detail.

Choose which groups to filter, you can specify multiple filters by entering a comma
separated list:

[1>2, 3

Choose the operation you want to perform:

- FILTERS - Configure filtering for the SMA.

- ALERT TIMEOUT - Configure when you will be alerted due to failing to get
reporting data

- DOMAIN - Configure domain report settings.

- MODE - Enable/disable centralized reporting.

[1>

KA A2 LAR— @D HAT REJECT 18R D 4 *— T JL1E (M-Series D &)

mail3.example.com> reportingconfig

Choose the operation you want to perform:

- FILTERS - Configure filtering for the SMA.

- ALERT TIMEOUT - Configure when you will be alerted due to failing to get reporting
data

- DOMAIN - Configure domain report settings.

- MODE - Enable/disable centralized reporting.

[1> domain

If you have configured HAT REJECT policy on all remote appliances providing reporting
data to this appliance to occur at the message

recipient level then of domain reports.

Use message recipient HAT REJECT information for domain reports? [N]> y

Choose the operation you want to perform:

- FILTERS - Configure filtering for the SMA.

- ALERT TIMEOUT - Configure when you will be alerted due to failing to get reporting
data

- DOMAIN - Configure domain report settings.

- MODE - Enable/disable centralized reporting.

(1>

BALT IO TZ5—bDAF—TIJLIE (M-Series D)

mail3.example.com> reportingconfig

Choose the operation you want to perform:

- FILTERS - Configure filtering for the SMA.

- ALERT TIMEOUT - Configure when you will be alerted due to failing to get reporting
data

- DOMAIN - Configure domain report settings.

- MODE - Enable/disable centralized reporting.

[1> alert timeout

An alert will be sent if reporting data has not been fetched from an appliance after 360
minutes.

Would you like timeout alerts to be enabled? [Y]> y

After how many minutes should an alert be sent?
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[360]> 240

Choose the operation you want to perform:

- FILTERS - Configure filtering for the SMA.

- ALERT TIMEOUT - Configure when you will be alerted due to failing to get reporting
data

- DOMAIN - Configure domain report settings.

- MODE - Enable/disable centralized reporting.

(1>

EA—ILEFa) T4 TITZAT7VRTORREGBLKR—T 12T DA4 x—T )Lk

mail3.example.com> reportingconfig

Choose the operation you want to perform:

- MAILSETUP - Configure reporting for the ESA.

- MODE - Enable centralized or local reporting for the ESA.
[1> mode

Centralized reporting: Local reporting only.

Do you want to enable centralized reporting? [N]> y

Choose the operation you want to perform:

- MAILSETUP - Configure reporting for the ESA.

- MODE - Enable centralized or local reporting for the ESA.
[1>

LR—T 420 T—2IZxF HEREEOHERDEZE (C-Series DH)

mail.example.com> reportingconfig

Choose the operation you want to perform:

- MAILSETUP - Configure reporting for the ESA.

- MODE - Enable centralized or local reporting for the ESA.

[1> mailsetup

SenderBase timeout used by the web interface: 5 seconds

Sender Reputation Multiplier: 3

The current level of reporting data recording is: unlimited

No custom second level domains are defined.

Legacy mailflow report: Disabled

Choose the operation you want to perform:

- SENDERBASE - Configure SenderBase timeout for the web interface.

- MULTIPLIER - Configure Sender Reputation Multiplier.

- COUNTERS - Limit counters recorded by the reporting system.

- THROTTLING - Limit unique hosts tracked for rejected connection reporting.
- TLD - Add customer specific domains for reporting rollup.

- STORAGE - How long centralized reporting data will be stored on the C-series before
being overwritten.

- LEGACY - Configure legacy mailflow report.

[1> storage

While in centralized mode the C-series will store reporting data for the M-series to
collect.

If the M-series does not collect that data then eventually the C-series will begin to
overwrite the oldest data with new data.

A maximum of 24 hours of reporting data will be stored.

How many hours of reporting data should be stored before data loss?

[24]> 48

SenderBase timeout used by the web interface: 5 seconds

Sender Reputation Multiplier: 3

The current level of reporting data recording is: unlimited

No custom second level domains are defined.

Legacy mailflow report: Disabled

Choose the operation you want to perform:

- SENDERBASE - Configure SenderBase timeout for the web interface.

- MULTIPLIER - Configure Sender Reputation Multiplier.

- COUNTERS - Limit counters recorded by the reporting system.
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shstatus

B8

ER7GE

1

avv R sEH |

- THROTTLING - Limit unique hosts tracked for rejected connection reporting.

- TLD - Add customer specific domains for reporting rollup.

- STORAGE - How long centralized reporting data will be stored on the C-series

before being overwritten.
- LEGACY - Configure legacy mailflow report.
[r>

ZIZTIE. ROCLL vy RIZoWTEHHALET,

s sbstatus (274 ~<—72°)
» senderbaseconfig (274 ~X—7)

SenderBase 7 =V —D AT —H A% EK R LET,

MeE : oo~ KX lcommit] NHFTI,

JIGARER . Za~v s Rt TRTO~YY U EFT— K (TR Z, TA—F, w2 r) Tff

HATE %7,

NyF avr K Zoavy FEAy FRBREFHR— R LTOEEA,

mail3.example.com> sbstatus

SenderBase host status

Status as of: Tue Oct 21 10:55:04 2003
Host up/down: up

T 7T A T 2 AD SenderBase A — B A IZEERE T X RWGA. DFE D OV — B A~OHH

DR Lo 125513, RO L IR REINET,

mail3.example.com> sbstatus
SenderBase host status
Host up/down: Unknown (never contacted)

senderbaseconfig

i
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ERAE
He® : Zoa<y Kt Tcommit] 2AH43ETI,

JGAREE . Zoawy RiE, TRTOY U EFT—F (WFREZ, T—F, =) Tff
ATxEd,

RyF avr R Zoavy Ry FRREFH— FLTOEEA,
1

mail3.example.com> senderbaseconfig

Share statistics with SenderBase Information Service: Enabled

Choose the operation you want to perform:

- SETUP - Configure SenderBase Network Participation settings

[1> setup

Do you want to share statistical data with the SenderBase Information Service
(recommended) ? [Y]>

Share statistics with SenderBase Information Service: Enabled

Choose the operation you want to perform:

- SETUP - Configure SenderBase Network Participation settings

[1>

EEERAAY LEAT—23 0 T LR YYT
ZIZ T RO CLL 2=y RIZOWTHBL £,
« sdrconfig (275 ~—72)
« sdradvancedconfig (276 ~3—3°)
e sdrstatus (277 ~X—2)
» sdrdiagnostics (278 ~X—73)

e sdrupdate (278 ~—2)

sdrconfig
c B (275 =)
ERIE (276 <— )
« 5 (276 <—)
aiEA

sdrconfig I ¥ AT AL, CiscoEAXA—L X2 UT 4 A —b7 A TSDR 7 4 /LK
Vo7 fGNITEET,
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avv R sEH |

FEE : Zo0a< 2 Rk lcommit) NHAFETY,

JSREEE: Coavr R, TRTCOVY U E—R (FFRAY, I—T wvy) Tff
HTEEd,

NyF AT R Zoa<wy RNy FEXZFR— ML TWET, FEHIZOWVTIE, help
sdrconfig A~V REZANNL T, A TA 2 ~NTEER LTI,

YJ/QODWJ“C\ sdrconfig o< ]‘%'@Eﬁﬁ—g—é CE\ CiscoEA—/L X =V 514 ’7*‘ }‘ ]7I/I)TSDR
TANZ Y T e AT TEET
mail.example.com > sdrconfig

Would you like to enable sender domain reputation check? [N]> yes

SDR uses headers such as 'Envelope-From:', 'From:' and 'Reply-to' to determine the
reputation of the message.

In addition, it also uses the results of the email authentication mechanisms such as
SPF, DKIM, and DMARC

to decide the reputation.

The following additional attributes of the message can also be included in the Sender
Domain Reputation

check to improve the efficacy:

- Username part of the email address present in the 'Envelope-From:', 'From:' and
'Reply-To:' headers.
- Display name in the 'From:' and 'Reply-To:' headers.

Do you want to include these additional attributes of the message for the Sender Domain
Reputation check? [N]> yes

Sender Domain Reputation (SDR) is a new feature in AsyncOS 12.0 that sends certain

telemetry data to Cisco.

If you choose to enable the 'Additional Attributes' function in SDR, that telemetry data
will include

the processing of personal data as described in the Cisco ESA Privacy Data Sheet
(https://www.cisco.com/c/en/us/about/trust-center/solutions-privacy-data-sheets.html)

and the

Cisco Online Privacy Statement
(https://www.cisco.com/c/en_in/about/legal/privacy-full.html).

To enable the "Additional Attributes" feature in SDR, you must agree to the Cisco Content
Security Supplemental

End User License Agreement
(https://www.cisco.com/c/en/us/about/legal/cloud-and-software/software-terms.html) .

By selecting Yes, you agree to be bound to the Cisco Content Security Supplemental End

User License Agreement
(https://www.cisco.com/c/en/us/about/legal/cloud-and-software/software-terms.html) .

I accept the Cisco Content Security Supplemental End User License Agreement. [N]> yes

sdradvancedconfig

SiH (277 =)
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1

sdrstatus

iBA

anh

E N |

A (277 =)
o il (277 ~L—3)

sdradvancedconfig I ¥ NZEFEHT5 L. CiscoE A= kX2 T 4 47—~ = A % SDR
=R T D HBITHFEMNNT A ERETEET,

WEE : Z0a< 2 FiL lcommit] NHAEETY,

PDSRAER . Zoa~vr NI, IR_XTO~VV > E—R (FTRAE, IN—7, ) Tff
Ac&EEd,

NYyFaAI R Zoavwy FERyFEXREZ SR —F L THOET, FEMICOW T, help
sdradvancedconfig ¥ READNLT, £ T4~V B TL fiéb\o

DB T, sdradvancedconfig A< REEHTH L, CiscoEA— L EX2UT 4 5V — U=
A % SDR ¥ — B RITER T DL EIGEMANT A= ZRETE LT,

mail.example.com > sdradvancedconfig

Enter SDR query timeout in seconds [5]> 3

Enter the Domain Reputation service hostname [v2.beta.sds.cisco.com]>

Do you want to verify server certificate? [Y]>

Enter the default debug log level for RPC server: [Info]>

Enter the default debug log level for HTTP Client: [Info]>

Do you want exception list matches based on envelope-from domain only? [Y]>

R (277 =)
A (278 =)

o il (278 ~2—3)

sdrstatus A¥ 2 RZFHT 5L, SDR IV R—F2y NOBRIEDONR—Vg U EAFRTEET,
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sdrupdate

B2k

A%

1

sdrdiagnostics

avy R sEH |

fEFE : 2D~ NiZ commit 1IZMLEH Y £H A,
DSRRAEE . ZDa~vr Rii~vyry E— R TORMEATE £,
NYF ATV ER: Zoa<wr RNy TFERXESR— ML TWHERFA,

OB T, sdrstatus 2~ R&EFEHAT L E, SDR 2V FR—32 FOBEDON— g U HBFR
TxEJ,

mail.example.com> sdrstatus

Component Version Last Updated
SDR Client 1.0 2 Jul 2018 04:22 (GMT +00:00)

L (278 ~X—20)
« L (278 =)

o il (278 ~2—3)

sdrupdate I~ NEMFEHT5 & . SDR = VAR—R v M ETFEICEHS T e

fEE : 2o~ NiZ commit [IZIMNEH Y £H A,
DSRAEEE . Z0a~v s RiIvwy vy = R TCOMEATE£9,
NyFaARUE: Zoa~vy FEAy FEREYF— LT EEA,

WOHF| T, sdrupdate I~ R&EFEHTH L, SDRaIVKR—F 2 2 FEITEH T ET,

mail.example.com > sdrupdate

Requesting update of Sender Domain Reputation component.

FHH (279 2—3)
fFEHE (279 X—)
o il (279 L—2)
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& BA
sdrdiagnostics 2 R&EMEMAT 5 &, CiscoEA— VX2 VT 47— U= A RSDR Y —
ERIZHHR SN TV AN E ) D EHERTE 7,
EAE
HEE : 20~ RIC commit (ZIMEH Y £H A,
VSRR EER . Zoav s NEI~vy v E— R TOHMEMTE X,
NYF AR Zoavr RNy FERXETR— L TWERA,

1

ROEF|IT, sdrdiagnostics A~ KREfffT 5L, CiscoEA—tFxaUT 4 F—bhoxd
28 SDR H— BRI SN TNDMNE I M EfER TE LT,

mail.example.com > sdrdiagnostics

1. Show status of the domain reputation service
[1]1> 1
Connection Status: Connected

ARX—rYIT D7 SA4IVY
ZZTIE, RO CLI 2= RIZOWTIBA L E9,

* license_smart (279 ~X—73)

license_smart

B (280 ~X—Y)

« AL (280 =)

il Av—F 2=V b - ZHR—FORE (280 X—)
« ] : Smart Licensing O %ML (280 ~2—3)

« 1] : Smart Software Manager TDT 77 A 7 2 AD X%k (280 ~—3)
Ml A —F FTABLADAT—F X (28] X—)

Bl Av—F TAR LV ADAT—H ADOME (281 X—)

ol : A~v— 1 hT U AKR— K URL OFE (281 ~X—)

il A ADER (282 —)

il TABLADY Y —RX (282 X—7)
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BB

58

anh

A= YT =T T4k AEREDORE

EAZE
WEE : Z0a< 2 FiL lcommit] NHLEETY,

DISRAEE : Z0a~v NI~y T— R TCORMEATEES, Z0avr KiI7 I AH
T— B/ V—7 = F2 PR —FLTWWEHA,

NyF Ak Zoavwy NNy FREAZ IR - LTOET, FEICOWV T, nelp
license smart A ¥ REZANLT, A1 T4 ~LTEZRLTIEIN

Bl : AR— b I—Cx Y b H—ERXAR—FDHRE

mail.example.com> license_smart

Choose the operation you want to perform:

- ENABLE - Enables Smart Licensing on the product.

- SETAGENTPORT - Set port to run Smart Agent service.
[1> setagentport

Enter the port to run smart agent service.
[65501]>

{5 : Smart Licensing D & %1t

mail.example.com> license_smart
Choose the operation you want to perform:
- ENABLE - Enables Smart Licensing on the product.
[1> enable
After enabling Smart Licensing on your appliance, follow below steps to activate the
feature keys (licenses):
a) Register the product with Smart Software Manager using license smart > register command
in the CLI.
b) Activate the feature keys using license smart > requestsmart license command in the
CLI.

Note: If you are using a virtual appliance, and have not enabled any of the features in
the classic licensing mode; you will not be able to activate the licenses, after you
switch to the smart licensing mode. You need to first register your appliance, and then

you can activate the licenses (features) in the smart licensing mode.
Commit your changes to enable the Smart Licensing mode on your appliance. All the features
enabled in the Classic Licensing mode will be available in the Evaluation period.
Type "Y" if you want to continue, or type "N" if you want to use the classic licensing

mode [Y/N] []1> vy

> commit

Please enter some comments describing your changes:
[r>

Do you want to save the current configuration for rollback? [Y]>

{5 : Smart Software Manager TD7 754 7 > A& %

mail.example.com> license_smart

To start using the licenses, please register the product.
Choose the operation you want to perform:

- REGISTER - Register the product for Smart Licensing.

- URL - Set the Smart Transport URL.

- STATUS - Show overall Smart Licensing status.
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- SUMMARY - Show Smart Licensing status summary.

[1> register

Reregister this product instance if it is already registered [N]> n

Enter token to register the product:

[1> ODR1OTM5MJjItOTQzOS00YjYOLWEXZTUtZTdmMmY30OGNINDZMLTE1MzM3Mzgw%0AMDEZNTR
8W1pCQ1l1MbGVMQOWRxOXhuenN4OWZDdktFckJILQzF5V3VIbzkyTFgx$0AQWcvaz0$3DS0A

Product Registration is in progress. Use license smart > status command to check status
of registration.

Bl : AR— bk SAEVADAT—H2 R

mail.example.com> license_smart

To start using the licenses, please register the product.

Choose the operation you want to perform:

- REQUESTSMART LICENSE - Request licenses for the product.

- RELEASESMART LICENSE - Release licenses of the product.

- REGISTER - Register the product for Smart Licensing.

- URL - Set the Smart Transport URL.

- STATUS - Show overall Smart Licensing status.

- SUMMARY - Show Smart Licensing status summary.

[1> status

Smart Licensing is: Enabled

Evaluation Period: In Use

Evaluation Period Remaining: 89 days 23 hours 53 minutes

Registration Status: Unregistered

Virtual Account: Not Available

Smart Account: Not Available

License Authorization Status: Evaluation Mode

Last Authorization Renewal Attempt Status: No Communication Attempted
Product Instance Name: mail.example.com

Transport Settings: Direct (https://smartreceiver.cisco.com/licservice/license)

Bl : AR—F SAEVADRAT—R2 ADHE

mail.example.com> license_smart

To start using the licenses, please register the product.
Choose the operation you want to perform:

- REGISTER - Register the product for Smart Licensing.

- URL - Set the Smart Transport URL.

- STATUS - Show overall Smart Licensing status.

- SUMMARY - Show Smart Licensing status summary.

[1> summary

FeatureName LicenseAuthorizationStatus
Mail Handling Eval
Email Security Appliance Bounce Verification Eval
Email Security Appliance Outbreak Filters Eval

Bl : R"— b+ FS 2 RHR— ~ URL DERTE

mail.example.com> license_smart

Choose the operation you want to perform:

- REQUESTSMART LICENSE - Request licenses for the product.

- RELEASESMART LICENSE - Release licenses of the product.

- REGISTER - Register the product for Smart Licensing.

- URL - Set the Smart Transport URL.

- STATUS - Show overall Smart Licensing status.

- SUMMARY - Show Smart Licensing status summary.

[1> url

1. DIRECT - Product communicates directly with the cisco license servers
2. TRANSPORT GATEWAY - Product communicates via transport gateway or smart software
manager satellite.

Choose from the following menu options:
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[1]> direct

You must enter a value from 1 to 2.

1. DIRECT - Product communicates directly with the cisco license servers

2. TRANSPORT GATEWAY - Product communicates via transport gateway or smart software
manager satellite.

Choose from the following menu options:

[11> 1

Note: The appliance uses the Direct URL
(https://smartreceiver.cisco.com/licservice/license) to communicate with Cisco
Smart Software Manager (CSSM) via the proxy server configured using the updateconfig
command.

Transport settings will be updated after commit.

Bl 24t RDEXK

)

G¥)

FRT T I7A T o AD2—PE, FA L AZERELTV Y —2AF 256, £OT7 7747
YABRRERT DRENDHY £,

mail.example.com> license_smart

Choose the operation you want to perform:

- REQUESTSMART LICENSE - Request licenses for the product.
- RELEASESMART LICENSE - Release licenses of the product.
- REGISTER - Register the product for Smart Licensing.

- URL - Set the Smart Transport URL.

- STATUS - Show overall Smart Licensing status.

- SUMMARY - Show Smart Licensing status summary.

[1> requestsmart license

Feature Name License Authorization Status
1. Email Security Appliance Sophos Anti-Malware Not Requested
2. Email Security Appliance PXE Encryption Not requested

Enter the appropriate license number (s) for activation.

Separate multiple license with comma or enter range:

[1>1

Activation is in progress for following features:

Email Security Appliance Sophos Anti-Malware

Use license smart > summary command to check status of licenses.

Bl SA4E ADYY J—R

mail.example.com> license_smart

Choose the operation you want to perform:

- REQUESTSMART LICENSE - Request licenses for the product.
- RELEASESMART LICENSE - Release licenses of the product.
- REGISTER - Register the product for Smart Licensing.

- URL - Set the Smart Transport URL.

- STATUS - Show overall Smart Licensing status.

- SUMMARY - Show Smart Licensing status summary.

[1> releasesmart license

Feature Name License Authorization Status
1. Email Security Appliance Anti-Spam License Eval
2. Email Security Appliance Outbreak Filters Eval
3. Email Security Appliance Graymail Safe-unsubscribe Eval
5. Mail Handling Eval
6. Email Security Appliance Sophos Anti-Malware Eval
7. Email Security Appliance PXE Encryption Eval
8. Email Security Appliance Advanced Malware Protection Eval

[l AsyncOS 12.1 for Cisco Email Security AppliancesCLI ') 77 LV R 4 K (—fFEA)



I av R SEH
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Enter the appropriate license number (s) for deactivation.
Separate multiple license with comma or enter range:

(1>

show license

P (283 X—2))
ffi] c A=w— KN FA VL ADAT—H A (283 ~2—)

fil: A~ —F FA B ADAT—H ADOHE (283 ~2—)

A A
A<v—h T4V ADAT —H AL AT —H ADHEEFLRLET,

Bl : AR— bk SAEVADAT—H2 R

mail.example.com> showlicense smart

Choose the operation you want to perform:

- STATUS- Show overall Smart Licensing status.

- SUMMARY - Show Smart Licensing summary.

[1> status

Smart Licensing is: Enabled

Evaluation Period: In Use

Evaluation Period Remaining: 89 days 23 hours 53 minutes

Registration Status: Unregistered

Virtual Account: Not Available

Smart Account: Not Available

License Authorization Status: Evaluation Mode

Last Authorization Renewal Attempt Status: No Communication Attempted
Product Instance Name: mail.example.com

Transport Settings: Direct (https://smartreceiver.cisco.com/licservice/license)

Bl : AX— bk S4BV RADAT—2 ADBE

mail.example.com> showlicense smart

Choose the operation you want to perform:

- STATUS- Show overall Smart Licensing status.
- SUMMARY - Show Smart Licensing summary.

[1> summary

FeatureName LicenseAuthorizationStatus
Mail Handling Eval
Email Security Appliance Bounce Verification Eval
Email Security Appliance Outbreak Filters Eval

SMTP Y—E X DX TE
ZIZTHEH. OCLL a=y RIZOWTCHA L £,

+ callaheadconfig (284 ~X—73)
s listenerconfig (285 ~X—73)
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. callaheadconfig

s localeconfig (316 ~X—1)
« smtpauthconfig (317 ~X—737)

callaheadconfig

B1LL]

ERAE

1

SMTP = — /L7~y K 777 A )VZB, e, 38R LET

Me® : Zoa<y Kt Tcommit] 2AHBETI,

avv R sEH |

JSGAREE . Zoavy RiE, TRTOYEFT—F (WFRE, T—F, <) Tff

MTEET,

NyF avwrs R Zoavy Ry FELZR—FLTWEEA,

KIZ, BAERAFDOFH LW SMTP 23— LT~y K 717 7 A Ve ffld 562~ LET,

> callaheadconfig

No SMTP Call-Ahead profiles are configured on the system.

Choose the operation you want to perform:
- NEW - Create a new profile.
[1> new
Select the type of profile you want to create:
1. Delivery Host
2. Static Call-Ahead Servers
[1]1> 1
Please enter a name for the profile:
[1> delhost01
Advanced Settings:
MAIL FROM Address: <>
Interface: Auto
Timeout Value: 30
Validation Failure Action: ACCEPT
Temporary Failure Action: REJECT with same code
Maximum number of connections: 5
Maximum number of validation queries: 1000
Cache size: 10000
Cache TTL: 900
Do you want to change advanced settings? [N]> n
Currently configured SMTP Call-Ahead profiles:
1. delhost0l (Delivery Host)
Choose the operation you want to perform:
- NEW - Create a new profile.
- EDIT - Modify a profile.
- DELETE - Delete a profile.
- PRINT - Display profile information.
- TEST - Test profile.
- FLUSHCACHE - Flush SMTP Call-Ahead cache.
[1>
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listenerconfig

Bk

listenerconfig .

WIZ, 2= T~y R P —"OF LW SMTP = — /L7~y R 7 a7 7 A )LEfEkT 50 %2R
L/\i‘é—o

> callaheadconfig
Currently configured SMTP Call-Ahead profiles:
1. delhost0l (Delivery Host)
Choose the operation you want to perform:
- NEW - Create a new profile.
- EDIT - Modify a profile.
- DELETE - Delete a profile.
- PRINT - Display profile information.
- TEST - Test profile.
- FLUSHCACHE - Flush SMTP Call-Ahead cache.
[1> new
Select the type of profile you want to create:
1. Delivery Host
2. Static Call-Ahead Servers
11> 2
Please enter a name for the profile:
[1> Static
Enter one or more Call-Ahead servers hostname separated by commas.
[1> 192.168.1.2
Advanced Settings:
MAIL FROM Address: <>
Interface: Auto
Timeout Value: 30
Validation Failure Action: ACCEPT
Temporary Failure Action: REJECT with same code
Maximum number of connections: 5
Maximum number of validation queries: 1000
Cache size: 10000
Cache TTL: 900
Do you want to change advanced settings? [N]> n
Currently configured SMTP Call-Ahead profiles:
1. Static (Static Call-Ahead Servers)
2. delhost01 (Delivery Host)
Choose the operation you want to perform:
- NEW - Create a new profile.
- EDIT - Modify a profile.
- DELETE - Delete a profile.
- PRINT - Display profile information.
- TEST - Test profile.
- FLUSHCACHE - Flush SMTP Call-Ahead cache.
[1> print
Select the profile you want to print:
1. Static (Static Call-Ahead Servers)
2. delhost01 (Delivery Host)
[11>

listenerconfig aw ]‘T@i\ U XT"‘%(EE}Z\ ;’fﬁ%\ ﬁ”[&%f% ij—o AsyncOS /C%j:\ A P4
T—UEAZEL, ZEARA IRy FU—T ONEELIIA LV F—F v b EOINEDOZEED
WTINZY L—F 27O DR ERRET HDHERH Y £7,
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TNHDRRERDEMET) AF—TERINET, ZhoDOFRUEREENTA—L T —
R —DRNEHZREN., BHENET, VAF—TiE, TT7I7A TV ATEA—ILEZEETEHY
AT HLEBETIHELVERINET,

5 13: listenerconfig A< > K

ARl

U RS =i, MBI TE D X IC—BD4ARIZ T T2
SV, VA FT—HIZERT HARTTIL, KLFE/NCFHA RS
AVET, AsyncOS TlE, DY A F—IZ[F— D4 I ZfFIT 5 Z
LIFTEEY A,

PAE—TxAR

UAF—ZIPA v H—T oA AZEO S THNETS, VAT —%
ERR LI Y 2 CARMZ, systemstartup =~ > K ¥ 72 (3 interfaceconfig
av U REFEALT, $XTOIPA ¥ —T = AERET D
b £7,

A—)L 7 hajn

BT A—NDOZEIFHENDSA—/L T ha/LTHY ., ESMTP
& QMQP DWW T,

IP R— b

U A F—~DHEFIANEHT DREDIP R— L, 77 4/L FTIL,
SMTP TiZAR— h 25 #fEH L. QMQP TiZAR— h 628 L £
—a—o

URF— 2 AT
/X7 U w7 (Public)
77 A4 ~X— |k (Private)

7T I R—

NIV 7 YAF—=BIRTTAX=FJ2AF—F, FLAED
REHEHINET, —IZ, 7794 X—F URXF—1T7 T4
N— |k (W) Ry hU—ZIEHENES, TV v U RF—
ZiE, A F—Fy MEHOEF A —VOZIEDTDDT 7 v
N OFHED D D £7,

TANERBZ I TNV 2a=T 4 TOANT, 77y 7k—
] VAT =% TEET, 7T v 7 A= U RFT—DOERR
2. Ay E—VEHIRTORNCEDA v E—V%T 4 A7 ICEE
AL E D INEBIR L 3 GEMIZ DWW TIL [User Guide for
AsyncOS for Cisco Email Security Appliances)]] @ [Testing and
Troubleshooting] DFAZ S L T 720,

ER7E

WEE : Zoa<y Rt lcommit] DSMLET,
JIAAER  Zoa<vw Rit, I R_RTCO~ U EF—F (P TRAF, J—T, <) T

MATEET,

NyF avy R Zoawy RSy FRRESE— FLTOET,
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Ny FBE - —#%EI7 listenerconfig .

Ny FHRK - — &S listenerconfig

listenerconfig 2~ ROy FREAELMEMNT L&, FFEDA X —T = A XX LTY
A F—ZBNE L OHIBRTE £9°, listenerconfig =2~ > KONy FEATIE, U AF—DHAT
BLURAT ZEETHIEHTEET,

cHTLWU A —DiEN

listenerconfig new <name> <public|private|blackhole|blackholequeueing>

<interface name> <smtp|gmgp>

U ZF—DHIE

listenerconfig delete <name>|

Ny FRH - HAT

KIZ, listenerconfig D /3w TN A H L C HAT BIEOKFEIEEEZ EIT T 5012 R LET,
SIEDFEMIZ DWW T, WRDF : listenerconfig 5| T HUE : HAT 5B L TS0,

« HAT ~D# LW\EEHE 7 v — 7 DB

listenerconfig edit <name> hostaccess new sendergroup <name> <host list> <behavior>
[options [--comments]

s HAT ~O#H LWVAKR U > —D5E

listenerconfig edit <name> hostaccess new policy <name> <behavior> [options]
KFEHEITN—T~DOF LA A R U X RO

listenerconfig edit <name> hostaccess edit sendergroup <name> new <host list>
c EEHRITN—T DB DKRA NOHIER

listenerconfig edit <name> hostaccess edit sendergroup <name> delete <host>
cEFEH I N—T VA NTORA NOBE

listenerconfig edit <name> hostaccess edit sendergroup <name> move <host>
<host-to-insert-before>

c EFEITN—TORY > —DER

listenerconfig edit <name> hostaccess edit sendergroup <name> policy <behavior>
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[options]

EEHEIN—T VX FOHS

listenerconfig edit <name> hostaccess

EEHEIN—THDOER

listenerconfig edit <name> hostaccess

HAT RV > —DfFE

listenerconfig edit <name> hostaccess

HAT 7>6 DEIEE 7V —7 OHI B

listenerconfig edit <name> hostaccess

KU —DYIE

listenerconfig edit <name> hostaccess

HAT COEGFE I NV—7DBHE)

listenerconfig edit <name> hostaccess

cHAT T 74/ b A7 a vV DEE

listenerconfig edit <name> hostaccess

RANTIZERF—T/LOH

listenerconfig edit <name> hostaccess

CHAT D —H /L 2 E—DA 2 B— k

listenerconfig edit <name> hostaccess

listenerconfig edit <name> hostaccess

avv R sEH |

edit sendergroup <name> print

edit sendergroup <name> rename <name>

edit policy <name> <behavior> [options]

delete sendergroup <name>

delete policy <name>

move <group> <group-to-insert-before>

default [options]

print

import <filename>

TIITATVAPBOHAT Dat—DxT 7 AR—

export <filename>

cHAT O 2 —HFERDT R TOEBE I N—TEBLORY —%HIER
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listenerconfig edit <name> hostaccess clear

HEEDOREE T N—TIZONWT, EEEFEOHHFEEZEBMLET,

listenerconfig edit incoming hostaccess edit sendergroup WHITELIST
country add India Nepal Cyprus

HFEDOKREH 7 N—TIZONT, FHMEEOHFEZHIFRL £,

listenerconfig edit incoming hostaccess edit sendergroup WHITELIST
country delete Cyprus

cBFEDEEH 7 NV—TIZONT, REEOHFEZHIRBIL £

listenerconfig edit incoming hostaccess edit sendergroup WHITELIST

country print

5 14: listenerconfig 51 3U{& : HAT

515

BLL]

<behavior>

“Accept”, “Relay”, “Reject”, “TCP Refuse”, ¥ 7213 “Continue”, *{&
B N—TTHEAT 282 RN 5 & &%, “Policy: FOO” (“FOO”
EARY v—4) LI B TEMOEBELRINTX 7,

<filename>

RARNTIVEHAT—=TNLDOAL R—FBLRT 7 AR — FTEHT
D77 ANV,

<group>

KEH 7 V—7 O <name>,

<host>

<host _list> D 1 DO T 4T A,

<host_list>

BMTA2RAREATILET, FAMIKOLI %27+ —~ > MIT
xFET,

CIDR 7 R L2 (10.1.1.0/24)

IP 7 KU A4 (10.1.1.10 ~ 20)

IP#7 x>y b (10.2.3)

RA M4 (crm.example.com)

oy AR A M4 (.example.com)

SenderBase #Affi 2 = 7 #i[H (7.5:10.0)

SenderBase % h V' —7 A4 —7F—1IDS (SBO:12345)

VE—K 77y 7Y RAK 7Y — (dnslist{query.blacklist.example])
CE)  BEOFANERET 25613, 7~ TROD £,
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Bl

<name>

EEHEIN—TFEIIRY > —DLHEI, HAT 7-~UE, XFE7201E
THARCERMETAMERH Y, TORIEZEDE DT, FF. TR,
FiF3NA T o BBIMLET,

[options]

--max_size

BRAvE—U YA X, KKIZ, BADRF a1 bOBAEITk, AT
XA FDOFEIIM ZBINLET, HBALRAA FOGE. KRED LT
IIARE T,

--max_conn

1 DDOERA F > HWEST T B8 O e KE,

--max_msgs

72 ) DIRA v =8,

--max_rcpt

A=V ORRZIEEL,

--override

SMTP N F—DHR A MM % LEE LET, “No” 7213 SMTP /3 —
XFF,

--cust_acc

H AL I SMTP Z T AFULE ZHRE L E T, “No” 721X SMTP = \F
ANSELTH,

--acc_code

HAHL I SMTP 2 F AURE 22— R, 7 74V Mi& 220 T,

--cust_rej

HAH L SMTP HERISEAIEE LT, “No” £7-1% SMTP HEFIEZ
LFH,

--rej_code

HAH I SMTP HEGIGE 22— K, T 7 /L MM 554 TT,

--rate_lim

ARANEOL— MR EZ A 2—7 M LET, “No”, “default”. F
TR A N EDZEZHED 1 b0 kK ERELET,

--cust_lim

J AL I SMTP HillfREHIGE A v =P Z28E LT, “No” £72i
SMTP G ISE 55, 7 7 4 /4 MiE “No” T,

--lim_code

H A K I SMTP i[RI E 22— R, 7 7 4 /b hiE 452 T,

--use_sb

F 7 F /L T 7 a—HlllZ SenderBase ZHH L £9, “Yes”. “No”.
F 721X “default”,

--as_scan

anti-spam A X ¥ & A F—T7 /I LET, “Yes”, “No”, “Default”,

--av_scan

TUVFTANA ATy VA R —TMIZLET, “Yes”, “No”,
“Default”,

--dhap

T4 LT Y N—_Z B IENo”, “default”. £7-1XV EF—h &
A NN OB RZZEZD 1 B H -V R K ERELET,
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5|8 SRBA

--tls PR—FEINTHWERA, TLSERET DL, A=a— T AT L%
ERALET,

--sig_bits IP7 RLRAOFEE Y ML, 0~32, “No”. E7-1% “default”,

--dkim_signing

DKIM B4 %A X —7 /M LE T, “Yes”, “No”, “Default’,

--dkim_verification

DKIM ¥k % A 2 —7 M LET, “Yes”, “No”. “Default”,

--dkim_verification profile
<name>

DKIM#RFET & 7 7 A VD& R, T DA T a i, --dkim verification
DA “Yes” IZRE LTe A OB S E T,

--spf

SPF MifEZ A 2 — 7 /WMZ LET, “Yes”, “No”. “Default”,

--spf_conf level

SPF & L ~b, “—spfYes” OLGHIZOHFEH LET, “spf only”,
“sidf compatible”, “sidf strict”,

--spf_downgrade pra

SPF PRA HiGEFERZ X 7 7 L— R L E9, “-spf Yes” B LW
“_.spf_conf level sidf compatible” DA DIEH L FEJ, “Yes”.
“N0.95

--spf_helo_test

SPFHELO 7 A b, “--spfYes” 3 L U “--spf _conf level sidf compatible,”
F 7213 “--spf_conf level spf only” DEITHEH L ET, “Yes”, “No”,

--dmarc_verification

DMARC HREZ A R —7 /I LET, “Yes”, “No”, “Default”,

—dmarc_verification profile
<name>

DMARC Gk 7' 1 7 7 A VD4R, ZOF T a U,
--dmarc_verification D% “Yes” |ZF%E L2 A IC O A H S vE T,

--dmarc_agg_reports

DMARC 45t AR — O F b, “Yes”, “No”, “Default”, Z DA
v a3 X, --dmarc_verification DfE% “Yes” |Z5XE L 72355 12 D A
M Ed,

WIZ., listenerconfig /N v FHEAX A H L CRAT BEO S FENEE 2 FEI T4 5012~ LET, 5l
BB B3I OV TR, RO : listenerconfig 5| T EH : RAT # B L T 2 &0,

« RAT ~DH LWVZAEH DB

listenerconfig edit <name> rcptacess new <rat addr> [options]

RAT NDOZAE3H OffbE

listenerconfig edit <name> rcptacess edit <rat_ addr> [options]

* RAT 76 D558 DOHIER
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listenerconfig edit <name> rcptacess delete <rat addr>

RAT D=2 v—DH )

listenerconfig edit <name> rcptacess print

O—H)WVRAT DT T4 T LV ANDA VR —k

listenerconfig edit <name> rcptacess import <filename>

RAT D=7 AR— k

listenerconfig edit <name> rcptacess export <filename>|

FTIFNNTIRADI )T

listenerconfig edit <name> rcptacess clear <default_ access>|

5 15: listenerconfig 31 351E : RAT

515

aEA

<rat_addr>

BNMTAH5FRARNEANLET, FAMIKOLI T +—~ v MIZ
TEET,

CIDR 7 KL% (10.1.1.0/24)

ARA M4 (crm.example.com)

5y AR A M4 (Lexample.com)

2 —H#4  (postmaster@)
FERIREFEFA—/N T FL A (joe@example.com, joe@[1.2.3.4])
GE)  HEOFRAFEZHRETLIHEIE. Vo~ TRED £,

<options>

--action

7T RVARIZHERAT D77 2 a, “Accept” F721F “Reject” D EH 5
D, T 7 AV ML “Accept” T,

--cust_resp

B AHZ I SMTP A ZFRE L E9, “No” £721% SMTP Z i ANLE
SCFH,

--resp_code

T AH I SMTP JH& 21— R, “Accept” DAL 250 37 7 4 /b b
“Reject” DAL 550 85 7 /L kT,
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518 ELEL
--bypass_rc ZAEHIE 2 A NALET, T 7 40 MME “No” T,
--bypass_la LDAP ARV = —H NRNA NALET, “Yes” £721T “No” D EH 5
D3,
--bypass_ca SMTP Z2—/L T~y R&ENALRALET, T 74/ MI [V
(No) 1T,

5l 1) RF—DEM

WOFITIL, listenerconfig 2~ > REHEH LT, =¥ —F T4 X7 — MU = A BRI HLE R
B U AF =M TE %, OutboundMail & FHINDH LT T A _X— T U 2T —2AFRR L %
T, (FE:ZoOFTA4—k URF—lEL, GUI D System Setup Wizard % 7= (% CLI D
systemsetup 2 v RZIFATT L L EITEMT L HTEET) o

TIGANR—RK JRF— H AT HERL, 4% OutboundMail IZFERELET, TDU A —
X, PrivateNetIP A > % —7 = A A ETHR—F25® SMTP 7'z b /L &M L TEMET 5 &
HNZHRELET, 2OV AF—OFRARNTIEARI>—DF 74V MERZIT AN ONE
7,

mail3.example.com> listenerconfig

Currently configured listeners:

1. InboundMail (on PublicNet, 192.168.2.1) SMTP TCP Port 25 Public
Choose the operation you want to perform:

- NEW - Create a new listener.

- EDIT - Modify a listener.

- DELETE - Remove a listener.

- SETUP - Change global settings.

[1> new

Please select the type of listener you want to create.
1. Private

2. Public
3. Blackhole
[2]1> 1

Please create a name for this listener (Ex: "OutboundMail") :

[1> OutboundMail

Please choose an IP interface for this Listener.

1. Management (192.168.42.42/24: mail3.example.com)

2. PrivateNet (192.168.1.1/24: mail3.example.com)

3. PublicNet (192.168.2.1/24: mail3.example.com)

[11> 2

Choose a protocol.

1. SMTP

2. QMQP

11> 1

Please enter the TCP port for this listener.

[25]1> 25

Please specify the systems allowed to relay email through the IronPort C60.
Hostnames such as "example.com" are allowed.

Partial hostnames such as ".example.com" are allowed.

IP addresses, IP address ranges, and partial IP addresses are allowed.
Separate multiple entries with commas.

[1> .example.com

Do you want to enable rate limiting for this listener? (Rate limiting defines the maximum
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number of recipients per hour you are
willing to receive from a remote domain.) [N]> n
Default Policy Parameters

Maximum Message Size: 100M

Maximum Number Of Connections From A Single IP: 600

Maximum Number Of Messages Per Connection: 10,000

Maximum Number Of Recipients Per Message: 100,000

Maximum Number Of Recipients Per Hour: Disabled

Use SenderBase for Flow Control: No

Spam Detection Enabled: No

Virus Detection Enabled: Yes

Allow TLS Connections: No

Allow SMTP Authentication: No

Require TLS To Offer SMTP authentication: No

Would you like to change the default host access policy? [N]> n
Listener OutboundMail created.

Defaults have been set for a Private listener.

Use the listenerconfig->EDIT command to customize the listener.
Currently configured listeners:

1. InboundMail (on PublicNet, 192.168.2.1) SMTP TCP Port 25 Public
2. OutboundMail (on PrivateNet, 192.168.1.1) SMTP TCP Port 25 Private
Choose the operation you want to perform:

- NEW - Create a new listener.

- EDIT - Modify a listener.

- DELETE - Remove a listener.

- SETUP - Change global settings.

[1>

Bl ZEEDHEEEEEE/IL—TITEMLET

WORFITIL, listenerconfig 2~ REMFEH LTV AP —%2ZHLET, 2DV RAF—X, FE
DKREHE I N —=TIZHONWTHEEEHEOHFEZBML £,

mail3.example.com> listenerconfig

Currently configured listeners:

1. InboundMail (on PublicNet, 192.168.2.1) SMTP TCP Port 25 Public
2. OutboundMail (on PrivateNet, 192.168.1.1) SMTP TCP Port 25 Private
Choose the operation you want to perform:

- NEW - Create a new listener.

- EDIT - Modify a listener.

- DELETE - Remove a listener.

- SETUP - Change global settings.

[1> edit

Enter the name or number of the listener you wish to edit.

[1>1

Name: InboundMailhostacce

Type: Public
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Interface: PublicNet (192.168.2.1/24) TCP Port 25
Protocol: SMTP

Default Domain:

Max Concurrency: 1000 (TCP Queue: 50)

Domain map: disabled

TLS: No

SMTP Authentication: Disabled

Bounce Profile: Default

Use SenderBase For Reputation Filters and IP Profiling: Yes
Footer: None

LDAP: off

Choose the operation you want to perform:

- NAME - Change the name of the listener.

- INTERFACE - Change the interface.

- LIMITS - Change the injection limits.

- SETUP - Configure general options.

- HOSTACCESS - Modify the Host Access Table.

- RCPTACCESS - Modify the Recipient Access Table.

- BOUNCECONFIG - Choose the bounce profile to use for messages injected on this listener.
- MASQUERADE - Configure the Domain Masquerading Table.
- DOMAINMAP - Configure domain mappings.

[1> hostaccess

Default Policy Parameters

Maximum Message Size: 10M

Maximum Number Of Concurrent Connections From A Single IP: 10
Maximum Number Of Messages Per Connection: 10

Maximum Number Of Recipients Per Message: 50

Directory Harvest Attack Prevention: Enabled

Maximum Number Of Invalid Recipients Per Hour: 25

Maximum Number Of Recipients Per Hour: Disabled

Use SenderBase for Flow Control: Yes
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Spam Detection Enabled: Yes

Virus Detection Enabled: Yes

Allow TLS Connections: No

Allow SMTP Authentication: No

Require TLS To Offer SMTP authentication: No
DKIM/DomainKeys Signing Enabled: No

DKIM Verification Enabled: No

SPF/SIDF Verification Enabled: No

DMARC Verification Enabled: No

Envelope Sender DNS Verification Enabled: No
Domain Exception Table Enabled: No
Accept untagged bounces: No

There are currently 4 policies defined.
There are currently 5 sender groups.
Choose the operation you want to perform:
- NEW - Create a new entry.

- EDIT - Modify an entry.

- DELETE - Remove an entry.

- MOVE - Move an entry.

- DEFAULT - Set the defaults.

- PRINT - Display the table.

- IMPORT - Import a table from a file.

- EXPORT - Export the table to a file.

- CLEAR - Remove all entries.

[1> edit

1. Edit Sender Group

2. Edit Policy

[11>1

Currently configured HAT sender groups:
1. WHITELIST (My trusted senders have no anti-spam scanning or rate limiting)
2. BLACKLIST (Spammers are rejected)

3. SUSPECTLIST (Suspicious senders are throttled)
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4. UNKNOWNLIST (Reviewed but undecided, continue normal acceptance)
5. MyList

6. (no name, first host = ALL) (Everyone else)
Enter the sender group number or name you wish to edit.
[1>1

Choose the operation you want to perform:

- NEW - Add a new host.

- DELETE - Remove a host.

- COUNTRY - Add and delete countries.

- POLICY - Change the policy settings and options.
- PRINT - Display the current definition.

- RENAME - Rename this sender group.

[1> country

Choose the operation you want to perform:

- ADD - Add countries

[1>ADD

1. Afghanistan [af]

2. Aland Islands [ax]

3. Albania [al]

4. Algeria [dz]

5. American Samoa [as]

6. Andorra [ad]

7. Angola [ao]

8. Anguilla [ai]

Enter the indices separated by commas or specify the range.
[1>1,4,8

Choose the operation you want to perform:

- NEW - Add a new host.

- DELETE - Remove a host.

- MOVE - Reorder the hosts.

- COUNTRY - Add and delete countries.
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- POLICY - Change the policy settings and options.
- PRINT - Display the current definition.
- RENAME - Rename this sender group.

[1> country

Choose the operation you want to perform:
- ADD - Add countries

- DELETE - Delete countries

- PRINT - Print countries

[1> print

Afghanistan [af]

Algeria [dz]

Anguilla [ai]

Bl : TORAR—bEEIVAS UR—FMIKBDVRF—DHRA TV EXT—T )L (HAT)

DHREIARX

ATvT1

listenerconfig 2~ ROV 7 a~<w L KOEL TlE, 7—HDA VR — bz AFR— ML
THRBURARRELEE N TE D720, CLIICT =2 %D LT OANTHRLERDH Y £ A,

ZOFIETIE, CLIZEHALT, 774 V2T ZAR—FL, BEEZMATAVR—FT5Z
LICEY, VAF—DRARNT 7 EAT—T/ (HAT) #ZE LET, HATCLI =5 ¢ ¥ %
TZIXGUI AR LTY AT —DHAT 2 W A X~ A AT 52 L HTEET, FFMICONTIE,
[ User Guide for AsyncOS for Cisco Email Security Appliances] @ [Configuring the Gateway to Receive
Mail] & [Using Mail Flow Monitor] OFEZZM L T 7E &0,

T AR—=FEAVBR—RNMNIEHSTERLE, VAFT—OHAT & AKX~ A XT 52T :

FIE

listenerconfig @ hostaccess -> export 7 a3~ RZMH LT, 774/ O HAT %7 7 A LIZ
T/ AFR— K LET,

WO TIE, /87U v 7 U ZF— InboundMail ® HAT ZH 77 L. & 51T inbound HAT.txt & W
YT AN AR—FLET,

B -

mail3.example.com> listenerconfig

Currently configured listeners:

1. InboundMail (on PublicNet, 192.168.2.1) SMTP TCP Port 25 Public

2. OutboundMail (on PrivateNet, 192.168.1.1) SMTP TCP Port 25 Private
Choose the operation you want to perform:

- NEW - Create a new listener.
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- EDIT - Modify a listener.

- DELETE - Remove a listener.

- SETUP - Change global settings.

[1> edit

Enter the name or number of the listener you wish to edit.
[1>1

Name: InboundMail

Type: Public

Interface: PublicNet (192.168.2.1/24) TCP Port 25
Protocol: SMTP

Default Domain:

Max Concurrency: 1000 (TCP Queue: 50)

Domain map: disabled

TLS: No

SMTP Authentication: Disabled

Bounce Profile: Default

Use SenderBase For Reputation Filters and IP Profiling: Yes
Footer: None

LDAP: off

Choose the operation you want to perform:

- NAME - Change the name of the listener.

- INTERFACE - Change the interface.

- LIMITS - Change the injection limits.

- SETUP - Configure general options.

- HOSTACCESS - Modify the Host Access Table.

- RCPTACCESS - Modify the Recipient Access Table.

- BOUNCECONFIG - Choose the bounce profile to use for messages injected on this listener.
- MASQUERADE - Configure the Domain Masquerading Table.
- DOMAINMAP - Configure domain mappings.

[1> hostaccess

Default Policy Parameters

Maximum Message Size: 10M

Maximum Number Of Concurrent Connections From A Single IP: 10
Maximum Number Of Messages Per Connection: 10
Maximum Number Of Recipients Per Message: 50
Directory Harvest Attack Prevention: Enabled
Maximum Number Of Invalid Recipients Per Hour: 25
Maximum Number Of Recipients Per Hour: Disabled
Use SenderBase for Flow Control: Yes

Spam Detection Enabled: Yes

Virus Detection Enabled: Yes

Allow TLS Connections: No

Allow SMTP Authentication: No

Require TLS To Offer SMTP authentication: No
DKIM/DomainKeys Signing Enabled: No

DKIM Verification Enabled: No

SPF/SIDF Verification Enabled: No

DMARC Verification Enabled: No

Envelope Sender DNS Verification Enabled: No
Domain Exception Table Enabled: No

Accept untagged bounces: No

There are currently 4 policies defined.

There are currently 5 sender groups.

Choose the operation you want to perform:

- NEW - Create a new entry.

- EDIT - Modify an entry.

- DELETE - Remove an entry.

- MOVE - Move an entry.

- DEFAULT - Set the defaults.

- PRINT - Display the table.

- IMPORT - Import a table from a file.

- EXPORT - Export the table to a file.

- CLEAR - Remove all entries.
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[1> print
$BLOCKED
REJECT {}
STRUSTED
ACCEPT {
tls = "off"
dhap_limit = 0
max_rcpts per hour = -1
virus_check = "on"
max _msgs_per session = 5000
spam_check = "off"
use_sb = "off"
max_message size = 104857600
max_rcpts per msg = 5000
max_concurrency = 600
}
SACCEPTED
ACCEPT {}
STHROTTLED
ACCEPT {
tls = "off"
dhap_limit = 0
max_rcpts per hour = 1
virus_check = "on"
max _msgs_per session = 10
spam_check = "on"
use_sb = "on"
max _message size = 1048576
max_rcpts per msg = 25
max_concurrency = 10
}
WHITELIST:

STRUSTED (My trusted senders have no anti-spam or rate limiting)

BLACKLIST:
SBLOCKED (Spammers are rejected)
SUSPECTLIST:

STHROTTLED (Suspicious senders are throttled)

UNKNOWNLIST:

SACCEPTED (Reviewed but undecided, continue normal acceptance)

ALL
SACCEPTED (Everyone else)
Default Policy Parameters

Allow TLS Connections: No

Allow SMTP Authentication: No

Require TLS To Offer SMTP authentication: No
Maximum Concurrency Per IP: 1,000
Maximum Message Size: 100M

Maximum Messages Per Connection: 1,000
Maximum Recipients Per Message: 1,000
Maximum Recipients Per Hour: Disabled
Use SenderBase For Flow Control: Yes
Spam Detection Enabled: Yes

Virus Detection Enabled: Yes

There are currently 4 policies defined.
There are currently 5 sender groups.
Choose the operation you want to perform:
- NEW - Create a new entry.

- EDIT - Modify an entry.

- DELETE - Remove an entry.

- MOVE - Move an entry.

- DEFAULT - Set the defaults.

- PRINT - Display the table.

- IMPORT - Import a table from a file.

[l AsyncOS 12.1 for Cisco Email Security AppliancesCLI ') 77 LV R 4 K (—fFEA)

avv R sEH |



I avy R 8EH
Bl: THRK— FBEUA VK= L BYRF—DRR FFoER F—TL HAD 0hRE34X |

- EXPORT - Export the table to a file.

- CLEAR - Remove all entries.

[]> export

Enter a name for the exported file:

[1> inbound.HAT.txt

File written on machine "mail3.example.com".

1 -

AFyT2 avw o R4 A0 F—TxAA (CLI) DI T, 7 7 A /L inbound HAT.txt & Bfs L £ 37,
ATYT3 TXANZFTAZEFERALT, Z2O7 7 A NMIFH LWVWHAT = MU 2ERR LE T,

ZOHITIX, HATIWO ALL = U ORI FO= > Y ZBINLET,

spamdomain.com REJECT
.spamdomain.com REJECT
251.192.1. TCPREFUSE
169.254.10.10 RELAY

s EHD2 OO MU L, R AA  spamdomain.com 35 & O spamdomain.com D7 R A A
VDY E— R RA DL OERE TR THEELET,

«3O0HDZ U U, IPT RLUAN251.192.1x THDHHRA ML OEGAIEGE L ET,
4O MNIIZEST, IPT RV AN 169.254.10.10 THH U E— K RA NI, A~
B =% DT XTOREBEFA—IMICHONWT, EXA— L X2V T 4 TTIA4T
A% SMTP U L—& L THEMTE £,

() HATHNTONL—VOIEFFTEERBEREZFDES, VA T—ITHERL LS &
LA T EIZ, HAT X LD FANEFRICHAAENE T, #Hinh A MIb—
NAN=ET D56, TOERICHLTTSIIT 7 a URFEITSET, HAT
TiE, TRTOIAZ L = MU % ALL AR MEXR LY LICRET 208N &
WEJ, HATCLI =7  Z £721X GUI 2 L TY AF—D HAT & W A X~ A
XFTBHZ L TEET, T OWTIE,  [User Guide for AsyncOS for Cisco Email
Security Appliances]] @ TConfiguring the Gateway to Receive Mail] & [Using Mail
Flow Monitor] OFExZML T 7ZE 0,

ATV T8 T7ANVERFLTA V¥ —7 A AD configuration 7 4 L7 h VIZELEL, A > AR— hTX
LHEHCLET, GEIZOWTIL, 8B [Accessingthe Appliance] #Z M L T 72&WY)

AT 75 listenerconfig ® hostaccess -> import 7 2~ > K& H L T, WEFHLDEA N T IR T—
TN Ty AN R —FLET,

WOFITIL, FREFHD 7 7 A /L inbound. HAT.txt % InboundMail U 2 F—® HAT |24 > 7R—
MLET, print 7 a~r REFEHLTHLLN= MY EHTLET,

51

mail3.example.com> listenerconfig

Currently configured listeners:

1. InboundMail (on PublicNet, 192.168.2.1) SMTP TCP Port 25 Public

2. OutboundMail (on PrivateNet, 192.168.1.1) SMTP TCP Port 25 Private
Choose the operation you want to perform:

- NEW - Create a new listener.
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- EDIT - Modify a listener.

- DELETE - Remove a listener.

- SETUP - Change global settings.

[1> edit

Enter the name or number of the listener you wish to edit.
[1>1

Name: InboundMail

Type: Public

Interface: PublicNet (192.168.2.1/24) TCP Port 25
Protocol: SMTP

Default Domain:

Max Concurrency: 1000 (TCP Queue: 50)

Domain Map: Disabled

TLS: No

SMTP Authentication: Disabled

Bounce Profile: Default

Use SenderBase For Reputation Filters and IP Profiling: Yes
Footer: None

LDAP: Off

Choose the operation you want to perform:

- NAME - Change the name of the listener.

- INTERFACE - Change the interface.

- LIMITS - Change the injection limits.

- SETUP - Configure general options.

- HOSTACCESS - Modify the Host Access Table.

- RCPTACCESS - Modify the Recipient Access Table.

- BOUNCECONFIG - Choose the bounce profile to use for messages injected on this listener.
- MASQUERADE - Configure the Domain Masquerading Table.
- DOMAINMAP - Configure domain mappings.

[1> hostaccess

Default Policy Parameters

Allow TLS Connections: No

Allow SMTP Authentication: No

Require TLS To Offer SMTP authentication: No
Maximum Concurrency Per IP: 1,000
Maximum Message Size: 100M

Maximum Messages Per Connection: 1,000
Maximum Recipients Per Message: 1,000
Maximum Recipients Per Hour: Disabled
Use SenderBase For Flow Control: Yes
Spam Detection Enabled: Yes

Virus Detection Enabled: Yes

There are currently 4 policies defined.
There are currently 5 sender groups.
Choose the operation you want to perform:
- NEW - Create a new entry.

- EDIT - Modify an entry.

- DELETE - Remove an entry.

- MOVE - Move an entry.

- DEFAULT - Set the defaults.

- PRINT - Display the table.

- IMPORT - Import a table from a file.
- EXPORT - Export the table to a file.
- CLEAR - Remove all entries.

[1> import

Enter the name of the file to import:
[1> inbound.HAT.txt

9 entries imported successfully.
Default Policy Parameters

Allow TLS Connections: No
Allow SMTP Authentication: No
Require TLS To Offer SMTP authentication: No
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Maximum Concurrency Per IP: 1,000

Maximum Message Size: 100M

Maximum Messages Per Connection: 1,000

Maximum Recipients Per Message: 1,000

Maximum Recipients Per Hour: Disabled

Use SenderBase For Flow Control: Yes

Spam Detection Enabled: Yes

Virus Detection Enabled: Yes

There are currently 4 policies defined.

There are currently 5 sender groups.

Choose the operation you want to perform:

- NEW - Create a new entry.

- EDIT - Modify an entry.

- DELETE - Remove an entry.

- MOVE - Move an entry.

- DEFAULT - Set the defaults.

- PRINT - Display the table.

- IMPORT - Import a table from a file.

- EXPORT - Export the table to a file.

- CLEAR - Remove all entries.

[1> print

SACCEPTED

ACCEPT
STHROTTLED
ACCEPT {

spam_check = "on"
max _msgs_per session = 10
max_concurrency = 10
max_rcpts per msg = 25
max_rcpts per hour = 1
dhap_limit = 0

virus_check = "on"
max _message size = 1048576
use_sb = "on"
tls = "off"
}
STRUSTED
ACCEPT {
spam_check = "off"
max _msgs_per session = 5000
max_concurrency = 600
max_rcpts per msg = 5000
max_rcpts per hour = -1
dhap_limit = 0
virus_check = "on"
max_message size = 104857600
use_sb = "off"
tls = "off"
}
SBLOCKED
REJECT
WHITELIST:
STRUSTED (My trusted senders have no anti-spam scanning or rate limiting)
BLACKLIST:
SBLOCKED (Spammers are rejected)
SUSPECTLIST:
STHROTTLED (Suspicious senders are throttled)
UNKNOWNLIST:

SACCEPTED (Reviewed but undecided, continue normal acceptance)
spamdomain.com
REJECT (reject the domain "spamdomain.com")
. spamdomain.com
REJECT (reject all subdomains of ".spamdomain.com")
251.192.1.
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TCPREFUSE (TCPREFUSE the IP addresses in "251.192.1")
169.254.10.10

RELAY (RELAY the address 169.254.10.10)
ALL

SACCEPTED (Everyone else)
Default Policy Parameters

Allow TLS Connections: No

Allow SMTP Authentication: No

Require TLS To Offer SMTP authentication: No
Maximum Concurrency Per IP: 1,000
Maximum Message Size: 100M

Maximum Messages Per Connection: 1,000
Maximum Recipients Per Message: 1,000
Maximum Recipients Per Hour: Disabled
Use SenderBase For Flow Control: Yes
Spam Detection Enabled: Yes

Virus Detection Enabled: Yes

There are currently 4 policies defined.
There are currently 5 sender groups.
Choose the operation you want to perform:
- NEW - Create a new entry.

- EDIT - Modify an entry.

- DELETE - Remove an entry.

- MOVE - Move an entry.

- DEFAULT - Set the defaults.

- PRINT - Display the table.

- IMPORT - Import a table from a file.
- EXPORT - Export the table to a file.
- CLEAR - Remove all entries.

1>

A AR MEIZIE, REEEEZANTT D720, 47 commit =7~ FEFITLET,

Bl - AEAF—DN—RZX B LU S/MIME DESIE ERRIED A *—T )Lt
WOHNE, TrROZ EE1TH HiEERLET,

« 55 SIMIME B4 HE A v 2=V NHAMF—%2 G (h—~_AK) LET,
o SIMIME D54k & WiiEa A4 12— 7 W LE T,

mail.example.com> listenerconfig

Currently configured listeners:

1. MyListener (on Management, 172.29.181.70) SMTP TCP Port 25 Public
Choose the operation you want to perform:

- NEW - Create a new listener.

- EDIT - Modify a listener.

- DELETE - Remove a listener.

- SETUP - Change global settings.

[1> edit

Enter the name or number of the listener you wish to edit.
[1>1

Name: MyListener

Type: Public

Interface: Management (172.29.181.70/24) TCP Port 25
Protocol: SMTP

Default Domain: <none configured>

Max Concurrent Connections: 50 (TCP Queue: 50)

Domain Map: Disabled
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TLS: No

SMTP Authentication: Disabled

Bounce Profile: Default

Use SenderBase For Reputation Filters and IP Profiling: Yes
Footer: None

Heading: None

SMTP Call-Ahead: Disabled

LDAP: Off

Choose the operation you want to perform:

- NAME - Change the name of the listener.

- INTERFACE - Change the interface.

- CERTIFICATE - Choose the certificate.

- LIMITS - Change the injection limits.

- SETUP - Configure general options.

- HOSTACCESS - Modify the Host Access Table.

- RCPTACCESS - Modify the Recipient Access Table.

- BOUNCECONFIG - Choose the bounce profile to use for messages injected on this
- MASQUERADE - Configure the Domain Masquerading Table.

- DOMAINMAP - Configure domain mappings.

[1> hostaccess

Default Policy Parameters

Maximum Message Size: 10M

Maximum Number Of Concurrent Connections From A Single IP: 10
Maximum Number Of Messages Per Connection: 10
Maximum Number Of Recipients Per Message: 50
Directory Harvest Attack Prevention: Enabled
Maximum Number Of Invalid Recipients Per Hour: 25
Maximum Number Of Recipients Per Hour: Disabled
Maximum Number of Recipients per Envelope Sender: Disabled
Use SenderBase for Flow Control: Yes

Spam Detection Enabled: Yes

Virus Detection Enabled: Yes

Allow TLS Connections: No

Allow SMTP Authentication: No

Require TLS To Offer SMTP authentication: No
DKIM/DomainKeys Signing Enabled: No

DKIM Verification Enabled: No

S/MIME Public Key Harvesting Enabled: No

S/MIME Decryption/Verification Enabled: No
SPF/SIDF Verification Enabled: No

DMARC Verification Enabled: No

Envelope Sender DNS Verification Enabled: No
Domain Exception Table Enabled: No

Accept untagged bounces: No

There are currently 4 policies defined.

There are currently 5 sender groups.

Choose the operation you want to perform:

- NEW - Create a new entry.

- EDIT - Modify an entry.

- DELETE - Remove an entry.

- MOVE - Move an entry.

- DEFAULT - Set the defaults.

- PRINT - Display the table.

- IMPORT - Import a table from a file.

- EXPORT - Export the table to a file.

- RESET - Remove senders and set policies to system default.
[1> default

e .

listener.

Enter the default maximum message size. Add a trailing k for kilobytes, M for megabytes,

or no letter for b
[10M]>

Enter the maximum number of concurrent connections allowed from a single IP address.

[10]>
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Enter the maximum number of messages per connection.

[10]>

Enter the maximum number of recipients per message.

[50]>

Do you want to override the hostname in the SMTP banner? [N]>

Would you like to specify a custom SMTP acceptance response? [N]>
Would you like to specify a custom SMTP rejection response? [N]>

Do you want to enable rate limiting per host? [N]>

Do you want to enable rate limiting per envelope sender? [N]>

Do you want to enable Directory Harvest Attack Prevention per host? [Y]>
Enter the maximum number of invalid recipients per hour from a remote host.
[25]>

Select an action to apply when a recipient is rejected due to DHAP:

1. Drop

2. Code

[11>

Would you like to specify a custom SMTP DHAP response? [Y]>

Enter the SMTP code to use in the response. 550 is the standard code.
[550]>

Enter your custom SMTP response. Press Enter on a blank line to finish.
custom response

Would you like to use SenderBase for flow control by default? [Y]>
Would you like to enable anti-spam scanning? [Y]>

Would you like to enable anti-virus scanning? [Y]>

Do you want to allow encrypted TLS connections?

1. No

2. Preferred

3. Required

4. Preferred - Verify

5. Required - Verify

[11>

Would you like to enable DKIM/DomainKeys signing? [N]>

Would you like to enable DKIM verification? [N]>

Would you like to enable S/MIME Public Key Harvesting? [N]> y

Would you like to harvest certificate on verification failure? [N]>
Would you like to harvest updated certificate? [Y]>
Would you like to enable S/MIME gateway decryption/verification? [N]> y

Select the appropriate operation for the S/MIME signature processing:
1. Preserve

2. Remove

[11>

Would you like to change SPF/SIDF settings? [N]>

Would you like to enable DMARC verification? [N]>

Would you like to enable envelope sender verification? [N]>
Would you like to enable use of the domain exception table? [N]>
Do you wish to accept untagged bounces? [N]>

Default Policy Parameters

Maximum Message Size: 10M

Maximum Number Of Concurrent Connections From A Single IP: 10
Maximum Number Of Messages Per Connection: 10

Maximum Number Of Recipients Per Message: 50

Directory Harvest Attack Prevention: Enabled

Maximum Number Of Invalid Recipients Per Hour: 25

Maximum Number Of Recipients Per Hour: Disabled

Maximum Number of Recipients per Envelope Sender: Disabled
Use SenderBase for Flow Control: Yes

Spam Detection Enabled: Yes

Virus Detection Enabled: Yes

Allow TLS Connections: No
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Allow SMTP Authentication: No

Require TLS To Offer SMTP authentication: No
DKIM/DomainKeys Signing Enabled: No

DKIM Verification Enabled: No

S/MIME Public Key Harvesting Enabled: Yes
S/MIME Decryption/Verification Enabled: Yes
SPF/SIDF Verification Enabled: No

DMARC Verification Enabled: No

Envelope Sender DNS Verification Enabled: No
Domain Exception Table Enabled: No

Accept untagged bounces: No

There are currently 4 policies defined.
There are currently 5 sender groups.

Choose the operation you want to perform:

- NEW - Create a new entry.

- EDIT - Modify an entry.

- DELETE - Remove an entry.

- MOVE - Move an entry.

- DEFAULT - Set the defaults.

- PRINT - Display the table.

- IMPORT - Import a table from a file.

- EXPORT - Export the table to a file.

- RESET - Remove senders and set policies to system default.
[1>

5 - HAT DEFHl/ N5 A —45

WDFETIE, HAT it/ 8T A —Z O EZEHRL T ET, ROMEIZHEETHY . #%IZk %
BMLTHa S hTETH, BICMEZBMLTAT A, PTETZENTEET, XFOD
PRVMEIFANA M ERARSHET, TAZ YR BPMNTZ T A= E ROFITRT LS
Y AR—FLTHET,

= 16: HAT 3 #/35 A — 2 DHEX

AR (378 fE X8
DT OIRRA v —V 8K , £

max msgs_per session 1000
A v —Vhle ) ORKZEHEK e

max_rcpts_per _msg 10000

1k
BRAvE—Y %4 X (Maximum , T
. max message size 1048576

message size) - - 20M
Z DY A —ITFFA] ST i KRR B
ot max_concurrency 1000
etk
SMTP /N ) — 23— &5

smtp banner code 220
SMTP /3 ) — 7 F% 2 b (¥) R

smtp banner text Accepted
SMTP i/ F— =2 — &5

smtp banner code 550
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N A—4 (378 fig [EXO]
SMTP /3 F— T F 2 | (%) Pl ,
smtp_banner_ text Rejected
SMTP/ N —7R A by & L& on | off | default
use override hostname default
. pe]
override hostname newhostname
TLS Z il H on | off |
tls required on
AR DK A F v v DO on | off
spam_check off
Sophos 7 A /LA A ¥ % L D . on | off
virus check off
1 R 7o 0 ORKRZIEE K &
max_rcpts_per hour 5k
1ﬁ%ﬁk@®l?wﬁ}gp@%ﬁ%mxmWSWIMMcmgﬁ% 452
AR - T T
LRI ST DT F A D ORKRZR R
" max rcpts per hour text Too
%?;& (*) manyrecipients|
SenderBase D1 ] on | off
use_sb on
SenderBase L' B2 77— 3 Aa7 -10.0 ~ 10.0
S sbrs[valuel sbrs[-10:-7.5]
DIEFR :value2
]
T a4 v b UESBERR L 1R dhap Limit B .
B2 DR KBEGHZEAR I -

listenerconfig ~ () bypass_ca 5|3{M&/N
ROBFITIE, listenerconfig ~~D bypass_ca FlEDEMERLTWET,

esa.example.com (SERVICE)> help listenerconfig.

rcptaccess_options are the following:
new <rat addr> [options]
edit <rat_addr> [options]
delete <rat addr>
print
import <filename>
export <filename>
clear <default access>

default access - Default access for empty RAT. Either "ACCEPT"

or "REJECT".
rat addr - Hostnames such as "example.com" and "[1.2.3.4]" are
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allowed. Partial hostnames such as ".example.com"
are allowed. Usernames such as "postmaster@" are
allowed. Full email addresses such as
"joeW@example.com" or "joe@[l.2.3.4]1" are allowed.
Separate multiple entries with commas.

options - Various options to modify a host access policy:

--action Action to apply to address(es). Either
"Accept" or "Reject". Default is "Accept".

--cust_resp Specify a custom SMTP response. "No" or SMTP
acceptance response string.

--resp_code Custom SMTP response code. Default is 250 for
"Accept" actions, 550 for "Reject".

--bypass_rc Bypass receiving control. Default is "No".

--bypass_la Bypass LDAP Accept queries for this Recipient. Default is "No".

--bypass_ca Bypass SMTP Call-Ahead. Default is "No".

5] : SPF & & U SIDF D& E

VAF—DHRARNT IEHVAT—TINDT 7 4V sOREEZT DA, Y AF—D SPF/SIDF #
WL~ l 7T T AT AN SPF/SIDF MGIERE RAZEEDSNTIATT L SMTP 727 & a3
(ACCEPT £ 721X REJECT) Z@#IRT&EJ, 7T ITAT UV ANA v =T EETHHAI
EET D SMTIP INEZERTHZEHTEET,

HEPL L ~)LIZIE U T, 7774 7 2 AIXHELO ID, MAILFROM ID, F 721X PRAID (Zxf L T
Frxv I B2FITLET, TTI7A4 T AN, IROKID F = v 7 D% SPF/SIDF #EEHS T2 %6F
L. Byyarakirt s (ACCEPT) 7, Bty arZ T35 (REJECT) MEfEETE
£7,

* [None], 1HHRDOREDD, MFEEFETTEEHA,

e [Neutral]l, RNAA VFTEHEIE. 7 74T MIHRESNTZID 2T 2HERRH 500 E
IMMETH— M LERA,

s [SoftFail]l, RAA UFIAHEIT. AR NPIEE SN ID 24 H T 2R 720 & B9 23,
Wi 2l 7oV EB X TVET,

[ 7 TAT U ME, BBEINZID TA—NLEEETIHERNH Y A,

s [TempError], MRAEFIZ—WEH) 2T —RNFAE L FE LT,

e [PermError], FRAEEHICKFEII72 =T =2 ELE LT,

TTIAT AL, A v E— I Resent-Sender: F 7213 Resent-From: ™~ ¥ —WN{FET D 5E
2. PRAID @ Pass i 4 None |[Z¥ U 7' L— R§ % K 5|2 SIDF AHHEML L~ /L &2 5% 7E LT
WRWR D | Pass i RDA v —VEZIFANET, 77747 2 AZPRA F = 7 T None
DR SN GAIHRESNTZSMTP 77 v a Vv EFETLET,

IDF =y 7T LTSMTIP 7 7 ¥ a U EERL TWRWES, 77747 A Fail 5T
TR TOMEERRE BBIICZ T ANLET,

A X =TI ENTZNTNODID F = v 7 O IDKEFFE RS REIECT 7 7 3 a X —8T 54
G TTITAT AT EYy v a v E&KTLET, & X, BHFIL. 93 TO HELOID

Tz IfRERIZESNTA =V 2T AND LY AT —%5E LE T2, MAILFROM
IDF =760 Fail f#ERICH L TEA v =V E2EETE2LI1C) A F—%2FRETHEL
9, AvE—YNHELOID Fx= v ZIZKRIWLTYH, 77747 AXLORERZZIT AN

Async0S 12.1 for Cisco Email Security Appliances CLI ') 77 LY X #4 F (—iEA) |}



B 5 seessusorn

avv R sEH |

B

X JE

B, By aryNEITLET, KIZ, A v E—U N MAILFROMID F = v 7 THRIEL7Z
BAE. VAF—Idt v a &2 T L, REJECT 773 ®D STMP IS&E A2 IR L £,

SMTP I&&IE, 777 A 7 2 A% SPF/SIDF BGRERTRICESNTA v =V 2EG T 551
Wt a— R&EF L A v E®—T9, TempError fif Fid, MOMGEREE & B2 D SMTP JH& %K
L %9, TempError DA, T 7 4V FOIEa— RKiZ451 T, T 74NV DA vE®—T TF%
A i [#4.4.3 Temporary error occurred during SPF verification| T, DT TOMRIEFEFR T
X, T 74N ROIRE— RIX550 T, 774V hDOA =Y TFA NI [#5.7.1 SPF
unauthorized mail is prohibited | T3, TempError ML D FRGEAE I B DJEEa— K& A vt —
VIFAMERETEET,

{I:E T, Neutral, SoftFail, F 721X Fail MFEAERIZX L CREIECT 77 ¥ a U RNFEITINTH
B SPENAT Y vy RAL UMD, = RR=FT A DIRELZET L, 7TTI7A4T A
ERETHILENTEET, 774NV T, TTIAT LV RATROIGEEZRLET,
550-#5.7.1 SPF unauthorized mail is prohibited.

550-The domain example.com explains:

550 <Response text from SPF domain publisher>

Z 46 D SPE/SIDF i E % A 3 — 7 M2 T 5 IZIX, listenerconfig->edit 7 2~ &M H L.,
U 2F—%3R L EJ, KIZ. hostaccess ->default 7' 2~ REMHL T, FA N T 7 &R
T—TNDT 74V NOEREERELET, RKOT a7 MZyes & 2T, SPF #iliHl &% E
LET,

Would you like to change SPF/SIDF settings? [N]> yes

Would you like to perform SPF/SIDF Verification? [Y]> yes|

RARNT7®ATFT—T/TiE, RO SPF #lHxEEEHTEET,

£ 17: SPFHIfEIERE

FELAIL S FART 887> SPF | 155 &

SPF ™7~ (SPF Only) *HELOID F = v 7 #FE T3 250 E 9

RO ID F = v 7 OFERIZEESNTIITEND SMIP 77 3 a
*HELOID (A *—7/VDAH)

« MAIL FROM ID

*REJECT 7 7 ¥ a T LTRSS LD SMTP L& 2 — RETF R
~

« PENL ORFEY A 27 7 b
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m - sprsiFz I}

QLA f# FAATRE%E SPF #I1H% E
SIDF H.ff2 (SIDF *HELOID = v 7 #7350 E 9
Compatible) o X v — T Resent-Sender: F 7213 Resent-From: ~ > % — N{FE(E

T HEAIC. #EET PRAID @ Pass #i %4 None (& 7 v 7 L —
NERSY PR

cRDID F = v 7 OFERITEESNTIITEIND SMIP 77 3 >

*HELOID (A *—7 VDA

« MAIL FROM ID

* PRA Identity

*REJECT 77 v a Zxt L Tl EN D SMTP 85 a— K& T F %
3

« BEALORFEY A 57 U b

SIDF j#i#% (SIDF e RO ID F = v 7 OFERIZEESNTIITEND SMTP 77 3 a

Strict) « MAIL FROM ID

* PRA Identity

*SPFREJECT 77 ¥ a V' DGARICIK IS SMTP JnEa— NET
S

 BELOMEES A LT D B

WIZ, =—72% SPF Only #EfiL L~V & il LC, SPF/SIDF WiEZ i ET 2hlzRLET, T
774 T L AIXHELOID F = v 7 % %47 L. None £ £ O Neutral HiGERE R A2 Z 1 AL, D
OFEREZHESRLET, SMIP7 7 3> DOCLIZ 227 MITRTOIDZ A 7 TR U TT,
2 —HFIEMAILFROMID ® SMTP 7 7 > a v 2 EFR LEY A, 77 T7A4 T L AX, ZOID D
TRCOMIER R 2 HEMICZTANE T, 77747 2 A3 _XTD REIECT fEHRI2% L
T, 774NV OHHEa—RFETFANEFHALET,

Would you like to change SPF/SIDF settings? [N]> yes

Would you like to perform SPF/SIDF Verification? [N]> yes

What Conformance Level would you like to use?

1. SPF only

2. SIDF compatible

3. SIDF strict

[2]1> 1

Would you like to have the HELO check performed? [Y]> y

Would you like to change SMTP actions taken as result of the SPF verification? [N]> y
Would you like to change SMTP actions taken for the HELO identity? [N]> y
What SMTP action should be taken if HELO check returns None?

1. Accept

2. Reject

[11> 1

What SMTP action should be taken if HELO check returns Neutral?
1. Accept

2. Reject

[11> 1

What SMTP action should be taken if HELO check returns SoftFail?
1. Accept
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2. Reject

[1]1> 2

What SMTP action should be taken if HELO check returns Fail?

1. Accept

2. Reject

[11> 2

What SMTP action should be taken if HELO check returns TempError?

1. Accept

2. Reject

[1]1> 2

What SMTP action should be taken if HELO check returns PermError?

1. Accept

2. Reject

[1]1> 2

Would you like to change SMTP actions taken for the MAIL FROM identity? [N]> n
Would you like to change SMTP response settings for the REJECT action? [N]> n
Verification timeout (seconds)

[40]>

Wz, VAF—=DFT 74V FDRY — 8T A—H|ZSPF/SIDF BRENED L HITRREND
NeERLET,

Bl : F2HILERYS— 85 A—% 0 SPF/SIDF

SPF/SIDF Verification Enabled: Yes
Conformance Level: SPF only
Do HELO test: Yes
SMTP actions:
For HELO Identity:
None, Neutral: Accept
SoftFail, Fail, TempError, PermError: Reject
For MAIL FROM Identity: Accept
SMTP Response Settings:
Reject code: 550
Reject text: #5.7.1 SPF unauthorized mail is prohibited.
Get reject response text from publisher: Yes
Defer code: 451
Defer text: #4.4.3 Temporary error occurred during SPF verification.
Verification timeout: 40

{5 : DMARC {REEDH®H1E

&IZ, DMARC #FEE BT B2 R LET,

mail.example.com> listenerconfig

Currently configured listeners:

1. Listener 1 (on Management, 172.29.181.70) SMTP TCP Port 25 Public
Choose the operation you want to perform:

- NEW - Create a new listener.

- EDIT - Modify a listener.

- DELETE - Remove a listener.

- SETUP - Change global settings.

[1> edit

Enter the name or number of the listener you wish to edit.
[1>1

Name: Listener 1

Type: Public

Interface: Management (172.29.181.70/24) TCP Port 25
Protocol: SMTP

Default Domain: <none configured>
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Max Concurrent Connections: 300 (TCP Queue: 50)

Domain Map: Disabled

TLS: No

SMTP Authentication: Disabled

Bounce Profile: Default

Use SenderBase For Reputation Filters and IP Profiling: Yes
Footer: None

Heading: None

SMTP Call-Ahead: Disabled

LDAP: Off

Choose the operation you want to perform:

- NAME - Change the name of the listener.

- INTERFACE - Change the interface.

- CERTIFICATE - Choose the certificate.

- LIMITS - Change the injection limits.

- SETUP - Configure general options.

- HOSTACCESS - Modify the Host Access Table.

- RCPTACCESS - Modify the Recipient Access Table.

- BOUNCECONFIG - Choose the bounce profile to use for messages injected on this listener.
- MASQUERADE - Configure the Domain Masquerading Table.
- DOMAINMAP - Configure domain mappings.

[1> hostaccess

Default Policy Parameters

Maximum Message Size: 20M

Maximum Number Of Concurrent Connections From A Single IP: 10

Maximum Number Of Messages Per Connection: 10

Maximum Number Of Recipients Per Message: 50

Directory Harvest Attack Prevention: Enabled

Maximum Number Of Invalid Recipients Per Hour: 25

Maximum Number Of Recipients Per Hour: Disabled

Maximum Number of Recipients per Envelope Sender: Disabled

Use SenderBase for Flow Control: Yes

Spam Detection Enabled: Yes

Virus Detection Enabled: Yes

Allow TLS Connections: No

Allow SMTP Authentication: No

Require TLS To Offer SMTP authentication: No

DKIM/DomainKeys Signing Enabled: No

DKIM Verification Enabled: No

SPF/SIDF Verification Enabled: No

DMARC Verification Enabled: No

Envelope Sender DNS Verification Enabled: No

Domain Exception Table Enabled: No

Accept untagged bounces: No

There are currently 4 policies defined.

There are currently 5 sender groups.

Choose the operation you want to perform:

- NEW - Create a new entry.

- EDIT - Modify an entry.

- DELETE - Remove an entry.

- MOVE - Move an entry.

- DEFAULT - Set the defaults.

- PRINT - Display the table.

- IMPORT - Import a table from a file.

- EXPORT - Export the table to a file.

- RESET - Remove senders and set policies to system default.
[1> default

Enter the default maximum message size. Add a trailing k for kilobytes, M for megabytes,
or no letter for bytes.

[20M] >

Enter the maximum number of concurrent connections allowed from a single IP address.
[10]1>

Enter the maximum number of messages per connection.
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[10]>

Enter the maximum number of recipients per message.

[50]>

Do you want to override the hostname in the SMTP banner? [N]>

Would you like to specify a custom SMTP acceptance response? [N]>
Would you like to specify a custom SMTP rejection response? [N]>

Do you want to enable rate limiting per host? [N]>

Do you want to enable rate limiting per envelope sender? [N]>

Do you want to enable Directory Harvest Attack Prevention per host? [Y]>
Enter the maximum number of invalid recipients per hour from a remote host.
[25]>

Select an action to apply when a recipient is rejected due to DHAP:

1. Drop

2. Code

[11>

Would you like to specify a custom SMTP DHAP response? [Y]>
Enter the SMTP code to use in the response. 550 is the standard code.
[550]>
Enter your custom SMTP response. Press Enter on a blank line to finish.
Would you like to use SenderBase for flow control by default? [Y]>
Would you like to enable anti-spam scanning? [Y]>
Would you like to enable anti-virus scanning? [Y]>
Do you want to allow encrypted TLS connections?
1. No
2. Preferred
3. Required
4. Preferred - Verify
5. Required - Verify
[11>
Would you like to enable DKIM/DomainKeys signing? [N]>
Would you like to enable DKIM verification? [N]>
Would you like to change SPF/SIDF settings? [N]>
Would you like to enable DMARC verification? [N]> Y
Select the DMARC verification profile to use:
1. DEFAULT
[11> 1
Would you like to send aggregate reports? [N]> Y
Note: DMARC reports should be DMARC compliant.
Secure delivery is recommended for delivery of DMARC reports.
Please enable TLS support using the “destconfig’ command.
Would you like to enable envelope sender verification? [N]> Y
Would you like to specify a custom SMTP response for malformed envelope senders? [Y]>
Enter the SMTP code to use in the response. 553 is the standard code.
[553]>
Enter your custom SMTP response. Press Enter on a blank line to finish.
Would you like to specify a custom SMTP response for envelope sender domains which do
not resolve? [Y]>
Enter the SMTP code to use in the response. 451 is the standard code.

[451]>
Enter your custom SMTP response. Press Enter on a blank line to finish.

Would you like to specify a custom SMTP response for envelope sender domains which do
not exist? [yi>

Enter the SMTP code to use in the response. 553 is the standard code.

[553]>

Enter your custom SMTP response. Press Enter on a blank line to finish.

Would you like to enable use of the domain exception table? [N]>

Do you wish to accept untagged bounces? [N]>

Default Policy Parameters

Maximum Message Size: 20M

Maximum Number Of Concurrent Connections From A Single IP: 10
Maximum Number Of Messages Per Connection: 10

Maximum Number Of Recipients Per Message: 50

Directory Harvest Attack Prevention: Enabled

[l AsyncOS 12.1 for Cisco Email Security AppliancesCLI ') 77 LV R 4 K (—fFEA)



| 2=k 55
% - omarc it oat [l

Maximum Number Of Invalid Recipients Per Hour: 25
Maximum Number Of Recipients Per Hour: Disabled
Maximum Number of Recipients per Envelope Sender: Disabled
Use SenderBase for Flow Control: Yes
Spam Detection Enabled: Yes
Virus Detection Enabled: Yes
Allow TLS Connections: No
Allow SMTP Authentication: No
Require TLS To Offer SMTP authentication: No
DKIM/DomainKeys Signing Enabled: No
DKIM Verification Enabled: No
SPF/SIDF Verification Enabled: No
DMARC Verification Enabled: Yes

DMARC Verification Profile: DEFAULT

Aggregate reports: Yes
Envelope Sender DNS Verification Enabled: Yes
Domain Exception Table Enabled: No
Accept untagged bounces: No
There are currently 4 policies defined.
There are currently 5 sender groups.
Choose the operation you want to perform:
- NEW - Create a new entry.
- EDIT - Modify an entry.
- DELETE - Remove an entry.
- MOVE - Move an entry.
- DEFAULT - Set the defaults.
- PRINT - Display the table.
- IMPORT - Import a table from a file.
- EXPORT - Export the table to a file.
- RESET - Remove senders and set policies to system default.
1>
Name: Listener 1
Type: Public
Interface: Management (172.29.181.70/24) TCP Port 25
Protocol: SMTP
Default Domain: <none configured>
Max Concurrent Connections: 300 (TCP Queue: 50)
Domain Map: Disabled
TLS: No
SMTP Authentication: Disabled
Bounce Profile: Default
Use SenderBase For Reputation Filters and IP Profiling: Yes
Footer: None
Heading: None
SMTP Call-Ahead: Disabled
LDAP: Off
Choose the operation you want to perform:
- NAME - Change the name of the listener.
- INTERFACE - Change the interface.
- CERTIFICATE - Choose the certificate.
- LIMITS - Change the injection limits.
- SETUP - Configure general options.
- HOSTACCESS - Modify the Host Access Table.
- RCPTACCESS - Modify the Recipient Access Table.
- BOUNCECONFIG - Choose the bounce profile to use for messages injected on this listener.
- MASQUERADE - Configure the Domain Masquerading Table.
- DOMAINMAP - Configure domain mappings.
1>
Currently configured listeners:
1. Listener 1 (on Management, 172.29.181.70) SMTP TCP Port 25 Public
Choose the operation you want to perform:
- NEW - Create a new listener.
- EDIT - Modify a listener.
- DELETE - Remove a listener.
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- SETUP - Change global settings.
[1>

mail.example.com>

ZERAISOBEMAZRELET,

MeE : oo~ KX lcommit] NHFETI,

JGAREE . Zoavwr RiE, TRTOYEFT— R (WFREZ, T—F, =) Tff
ATxEd,

NyF avws R Zoavy Ry FELZR—FLTHEEA,

mail3.example.com> localeconfig

Behavior when modifying headers: Use encoding of message body

Behavior for untagged non-ASCII headers: Impose encoding of message body

Behavior for mismatched footer or heading encoding: Try both body and footer or heading
encodings

Behavior when decoding errors found: Disclaimer is displayed as inline content and the

message body is added as an attachment.

Choose the operation you want to perform:
- SETUP - Configure multi-lingual settings.
[1> setup

If a header is modified, encode the new header in the same encoding as the message body?

(Some MUAs incorrectly handle headers encoded in a different encoding than the body.
However, encoding a modified header in the same encoding as the message body may cause
certain

characters in the modified header to be lost.) [Y]>

If a non-ASCII header is not properly tagged with a character set and is being used or

modified,

impose the encoding of the body on the header during processing and final representation
of the message?

(Many MUAs create non-RFC-compliant headers that are then handled in an undefined way.
Some MUAs handle headers encoded in character sets that differ from that of the main

body in an incorrect way.

Imposing the encoding of the body on the header may encode the header more precisely.
This will be used to interpret the content of headers for processing, it will not modify
or rewrite the

header unless that is done explicitly as part of the processing.) [Y]>

Disclaimers (as either footers or headings) are added in-line with the message body

whenever possible.

However, if the disclaimer is encoded differently than the message body, and if imposing
a single encoding

will cause loss of characters, it will be added as an attachment. The system will always
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smtpauthconfig

B2LEL]

ER7AE

1

smtpauthconfig .

try to use the
message body's encoding for the disclaimer. If that fails, the system can try to edit
the message body to

use an encoding that is compatible with the message body as well as the disclaimer.
Should the system try to

re-encode the message body in such a case? [Y]>

If the disclaimer that is added to the footer or header of the message generates an error
when decoding the message body,

it is added at the top of the message body. This prevents you to rewrite a new message
content that must merge with

the original message content and the header/footer-stamp. The disclaimer is now added

as an additional MIME part

that displays only the header disclaimer as an inline content, and the rest of the message
content is split into

separate email attachments. Should the system try to ignore such errors when decoding
the message body? [N]>

Behavior when modifying headers: Use encoding of message body

Behavior for untagged non-ASCII headers: Impose encoding of message body

Behavior for mismatched footer or heading encoding: Try both body and footer or heading
encodings

Behavior when decoding errors found: Disclaimer is displayed as inline content and the

message body

is added as an attachment.

Choose the operation you want to perform:
- SETUP - Configure multi-lingual settings.
[]> mail3.example.com

SMTP RBEAFRER I MEE T a7 7 A L ERELET,

HeE : 2o~ KX lcommit] NI TI,

JIIARER  Zpavr R, TRTOYYUEF—R (TR EZ TA—TF =) Tff
HTxE9,

NyF avr K Zoavy REAy FRBREFHE— R LTOEEA,

KOHITiL, smtpauthconfig 2=~ R&EMHH LT, H—3 Ismtp2.example.com] DHFH L >
Rk N—AD T 7 7 A VEERLET,

mail3.example.com> smtpauthconfig

Choose the operation you want to perform:

- NEW - Create a new SMTP Auth profile

[1> new

Choose the type of profile you wish to create:

- FORWARD - Create an SMTP Auth forwarding server group profile
- OUTGOING - Create an outgoing SMTP Auth profile
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[1> forward

Enter a name for this profile:

[1> forwarding-based

Please begin entering forwarding servers for this group profile.
Enter a hostname or an IP address for the forwarding server:

[1> smtp2.example.com

Enter a port:

[25]>

Choose the interface to use for forwarding requests:

1. Auto

2. Data 1 (192.168.1.1/24: mail3.example.com)

3. Data 2 (192.168.2.1/24: mail3.example.com)

4. Management (192.168.42.42/24: mail3.example.com)

[11>

Require TLS? (issue STARTTLS) [Y]> y

Enter the maximum number of simultaneous connections allowed:
[10]>

Use SASL PLAIN mechanism when contacting forwarding server? [Y]>
Use SASL LOGIN mechanism when contacting forwarding server? [Y]>
Would you like to enter another forwarding server to this group? [N]>
Choose the operation you want to perform:

- NEW - Create a new SMTP Auth profile

- EDIT - Edit an existing SMTP Auth profile

- PRINT - List all profiles

- DELETE - Delete a profile

- CLEAR - Delete all profiles

[1>

mail3.example.com> commit

Please enter some comments describing your changes:

[1> created SMTP auth profile

Do you want to save the current configuration for rollback? [Y]> n
Changes committed: Fri May 23 11:42:12 2014 GMT

GE)

SEEH DO —H 21X, RELAY HAT RV o —FHFR SN FE 1,

15077 7 A VN TEEOIREY—REEETHIEHTEET, SASL A =X 4
CRAM-MD5 & DIGEST-MD5 1%, EX =L X2 VT 4 TTITAT v R ELiREYS—/OMT
IV R—bFENFEFA,

SATLDEY RT YT

systemsetup

B

ER7AE

FEIDOL AT ATy T v TRBIRNV AT LAOEA VA M—)L,

MeE : o< KX lcommit] NHETI,
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JIGRAREM . Zpa<vy N, T_XTO~Y L ET—F (R &, TA—F <) T
HATxE7,

NyF azwsR: Zoavy NIy FEREZYR—FLTHEREA,

mail3.example.com> systemsetup

WARNING: The system setup wizard will completely delete any existing
'listeners' and all associated settings including the 'Host Access Table' -
mail operations may be interrupted.

Are you sure you wish to continue? [Y]> y

Before you begin, please reset the administrator passphrase to a new value.
0ld passphrase:

New passphrase:

Retype new passphrase:

* kKKK

You will now configure the network settings for the IronPort C100.

Please create a fully qualified hostname for the IronPort Cl100 appliance
(Ex: "ironport-Cl00.example.com") :

[1> ironport-C100.example.com

* Kk Kk Kk Kk

You will now assign an IP address for the "Data 1" interface.

Please create a nickname for the "Data 1" interface (Ex: "Data 1"):

[]> Data 1

Enter the static IP address for "Data 1" on the "Data 1" interface? (Ex:
"192.168.1.1"):

[1> 192.168.1.1

What is the netmask for this IP address? (Ex: "255.255.255.0" or "Oxffffff00"):
[255.255.255.01>

You have successfully configured IP Interface "Data 1".

* KKKk

Would you like to assign a second IP address for the "Data 1" interface? [Y]> n
What is the IP address of the default router (gateway) on your network?:
[192.168.1.1]> 192.168.2.1

* kK k Kk

Do you want to enable the web interface on the Data 1 interface? [Y]> y

Do you want to use secure HTTPS? [Y]> y

Note: The system will use a demo certificate for HTTPS.

Use the "certconfig" command to upload your own certificate.

* Kk k Kk k

Do you want the IronPort C100 to use the Internet's root DNS servers or would
you like it to use your own DNS servers?

1. Use Internet root DNS servers

2. Use my own DNS servers

[1]1> 2

Please enter the IP address of your DNS server.

[1> 192.168.0.3

Do you want to enter another DNS server? [N]>

You have successfully configured the DNS settings.

* Kk Kk Kk Kk

You are now going to configure how the IronPort Cl100 accepts mail by creating a
"Listener".

Please create a name for this listener (Ex: "MailInterface"):

[]1> InboundMail

Please choose an IP interface for this Listener.

1. Data 1 (192.168.1.1/24: ironport-Cl00.example.com)

[11> 1

Enter the domain names or specific email addresses you want to accept mail for.
Hostnames such as "example.com" are allowed.

Partial hostnames such as ".example.com" are allowed.
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Usernames such as "postmaster@" are allowed.

Full email addresses such as "Jjoel@example.com" or "joe@[1.2.3.4]" are allowed.
Separate multiple addresses with commas.

[]> example.com, .example.com

Would you like to configure SMTP routes for example.com, .example.com? [Y]> n
Please specify the systems allowed to relay email through the IronPort C100.
Hostnames such as "example.com" are allowed.

Partial hostnames such as ".example.com" are allowed.

IP addresses, IP address ranges, and partial IP addresses are allowed.
Separate multiple entries with commas.

[1]> example.com, .example.com

Do you want to enable filtering based on SenderBase Reputation Service (SBRS)
Scores for this listener? (Your selection will be used to filter all incoming
mail based on its SBRS Score.) [Y]> y

Do you want to enable rate limiting for this listener? (Rate limiting defines
the maximum number of recipients per hour you are willing to receive from a
remote domain.) [Y]> y

Enter the maximum number of recipients per hour to accept from a remote domain.
[1> 1000

Default Policy Parameters

Maximum Message Size: 10M
Maximum Number Of Concurrent Connections From A Single IP: 10
Maximum Number Of Messages Per Connection: 10
Maximum Number Of Recipients Per Message: 50
Directory Harvest Attack Prevention: Enabled
Maximum Number Of Invalid Recipients Per Hour: 25
Maximum Number Of Recipients Per Hour: 1,000
Maximum Recipients Per Hour SMTP Response:

452 Too many recipients received this hour
Use SenderBase for Flow Control: Yes
Spam Detection Enabled: Yes
Virus Detection Enabled: Yes
Allow TLS Connections: No
Allow SMTP Authentication: No
Require TLS To Offer SMTP authentication: No
DKIM/DomainKeys Signing Enabled: No
DKIM Verification Enabled: No
SPF/SIDF Verification Enabled: No
DMARC Verification Enabled: No
Envelope Sender DNS Verification Enabled: No
Domain Exception Table Enabled: No
Accept untagged bounces: No
Would you like to change the default host access policy? [N]> n
Listener InboundMail created.
Defaults have been set for a Public listener.

Use the listenerconfig->EDIT command to customize the listener.
* Kk k ok ok

Do you want to use Anti-Spam scanning in the default Incoming Mail policy? [Y]> y

Would you like to enable IronPort Spam Quarantine? [Y]> y

IronPort Anti-Spam configured globally for the IronPort C1l00 appliance. Use the
policyconfig command (CLI) or Mail Policies (GUI) to customize the IronPort
settings for each listener.

IronPort selected for DEFAULT policy

* Kk k Kk k

Do you want to use Anti-Virus scanning in the default Incoming and Outgoing
Mail policies? [Y]> y

1. McAfee Anti-Virus

2. Sophos Anti-Virus

Enter the number of the Anti-Virus engine you would like to use on the default
Incoming and Outgoing Mail policies.

[1> 2

Sophos selected for DEFAULT policy

* Kk Kk Kk Kk
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Do you want to enable Outbreak Filters? [Y]> y
Outbreak Filters enabled.

Outbreak Filter alerts are sent when outbreak rules cross the threshold (go above or

back down below),

meaning that new messages of certain types could be quarantined or will no longer be

quarantined, respectively.

Allow the sharing of limited data with SenderBase? [Y]> y

You have successfully configured Outbreak Filters and SenderBase.
* kKKK

You will now configure system alerts.

Please enter the email address(es) to send alerts.

(Ex: "administrator@example.com")

Separate multiple addresses with commas.

[1> administrator@example.com

Would you like to enable IronPort AutoSupport, which automatically emails
system alerts and weekly status reports directly to IronPort Customer Support?
You will receive a complete copy of each message sent to IronPort.
(Recommended) [Y]> y

* Kk Kk ok k

You will now configure scheduled reporting.

Please enter the email address(es) to deliver scheduled reports to.
(Leave blank to only archive reports on-box.)

Separate multiple addresses with commas.

[1> administrator@example.com

KKK KK

You will now configure system time settings.

Please choose your continent:

1. Africa

2. America

11. GMT Offset

[11]> 2

Please choose your country:

1. Anguilla

47. United States

48. Uruguay

49. Venezuela

50. Virgin Islands (British)

51. Virgin Islands (U.S.)

[1> 47

Please choose your timezone:

1. Alaska Time (Anchorage)

26. Pacific Time (Los Angeles)

[1> 26

Do you wish to use NTP to set system time? [Y]> y

Please enter the fully qualified hostname or IP address of your NTP server, or
press Enter to use time.ironport.com:

[time.ironport.com] >

* Kk k Kk Kk

Would you like to commit these changes at this time? [Y]> y
Congratulations! System setup is complete.

For advanced configuration, please refer to the User Guide.

URL 7 4 LAY G

ZZTHL KO CLL 3wy FIeobh Tl LT,

» aggregatorconfig (322 ~X—3)
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» urllistconfig (322 ~X—3°)

» webcacheflush (323 ~X—2)

» websecurityadvancedconfig (324 ~<—13)
* websecurityconfig (326 ~X—13)

« websecuritydiagnostics (327 ~X—737)

aggregatorconfig

B2k

ER7E

151

urllistconfig

Bk

ER7E

EA— N tXa2 T4 T IATLVATYRADT TN FA—F B—_"OF7 RLAEZRELE
T, ZOV =L, UFA4 FENZURL &, KFa—H D7V v 7T ONZT 7 v
v GV, Tuav s FREAH) 22 v Ly K a—YOiFEMeREt L4,

WEE : Zoa< Kt lcommit] 2SMLET,

JIIARER  Zpavw Rt TRTOYYUEFT—R (TR, TA—TF, w2 v) Cff
HTxF9,

NRyF avw R Zoavy RNy FEXREZPR—FLTWETA,

mail.example.com> aggregatorconfig

Choose the operation you want to perform:

- EDIT - Edit aggregator configuration

[1> edit

Edit aggregator address:

[aggregator.organization.com]> org-aggregator.com

Successfully changed aggregator address to : org-aggregator.com

URL 74 VZ Y v THSREIC L > T SN2V URL DR T A MU XA NEREEI1TA o R—
FLET, ZOVRANMI, TUNT LAY 7 4 VABERRIIIEA SN EE A,

WEE : Zoa<y Kt lcommit] DSMLET,

JIIARER  Zpavwr Rt TRTOY U EFT—R (UTRE, TA—TF, =2 v) Tff
HTxFE9,

NyF avw N Zoavwy Ny FEXREZ PR —F L THET,
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> urllistconfig

No URL lists configured.

Choose the operation you want to perform:
NEW - Create a new URL list-

[1> new

Do you want to import a URL list?

[N]>

Enter a name for the URL list

[1> sample

Enter the URL domains that need to be skipped from scanning for URL Filtering.
Enter one URL domain per line and '.' to finish.

cisco.com

ironport.com/*

*.example.com

10.2.4.5/24

[2001:DB8::1]

URL list sample added.

There are currently 4 URL lists configured.

Choose the operation you want to perform:

- NEW - Create a new URL whitelist.

- EDIT - Modify an existing URL whitelist.

- DELETE - Delete an existing URL whitelist.

[1>EDIT

Choose the operation to edit the URL whitelist:

- IMPORT - Import a file into an existing URL whitelist
- EXPORT - Export an existing URL whitelist into a file
- RENAME - Rename an existing URL whitelist

[1>IMPORT

Assign new name to the imported list? (By default, name stored in the
file will be applied to the list)

[N] > Y

Enter name of the list > new list

Enter filename to import from > URLfile

NOTE: These files will be stored in /pub/configuration
URL list “new_list” added.

wehcacheflush

Z5ER
URL 7 A NWEZ )V THSBE TR EN DA F Yy v ad 7T v a2 LET, VA0 Web BF =
V74— REOWBEIEHSNIFEHELZEF LZLAIE., Zoa~vr REERHLET,
BE, YA VR — INOEREINTZGEIZOR, ZOoa<wr REFERLET,

ERAZE
FEE : ZOa<y RIZ Tcommit] ITMEH Y FH A,
G ARER . Zpa<y Riivwyy T— RCOREHATEET,
NyF aw o F: Zoawy NERNyFEXREZ T R—FLTWWERA,
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> webcacheflush
Web Security cache has been flushed.

websecurityadvancedconfig

B2k

N

=
7
R¥
2
7
i
it
N

URL 7 4 V& U v 7 O

ERAE

Ny FRK

1

GE)

NZTNYa—T 4V TORTEA LT U MEEZEET L5 ME. A adDH R — ko
SRR H ST HEAICOBRZDa~wy R LET,

HA LT D MEK, URL OFHERS L O T T 2T 7 50 K 9 —E X L o@EiEHOB
HAL O T,

e . Zoa~< 2 i lcommit] NVNETY,
JIALER  ZDavr Riiviry T— R TOMEATE £,
NyF aws N Zoavwy Ny FEXREZPR—FLTHET,

Ny FERIZONWTIE, CLIA T4 ~LTEBRLTLSEEN,

> websecurityadvancedconfig

Enter URL lookup timeout (includes any DNS lookup time) in seconds:
[15]>

Enter the URL cache size (no. of URLs):

[1215000]>

Do you want to disable DNS lookups? [N]>

Enter the maximum number of URLs that should be scanned:
[100]>

Enter the Web security service hostname:

[example.com] >

Enter the threshold value for outstanding requests:
[20]1>

Do you want to verify server certificate? [Y]>

Enter the default time-to-live value (seconds):

[30]>

Do you want to include additional headers? [N]>

Enter the default debug log level for RPC server:
[Info]l>

Enter the default debug log level for SDS cache:

[Info]l>
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Enter the default debug log level for HTTP client:
[Info]>

5l - 5|HEURLD URL 7 14 LB ) T DERIE

Bl: AyvE—20

/Y NG EN websecurityadvancedconfig I ¥ FEZERA LT, BHURLDOURL 7 4 V& U v
TaRAMILET,

maill.example.com> websecurityadvancedconfig

Enter URL lookup timeout (includes any DNS lookup time) in seconds: [5]>

Enter the URL cache size (no. of URLs): [810000]>

Do you want to disable DNS lookups? [N]>

Enter the maximum number of URLs that should be scanned: [100]>

Enter the Web security service hostname: [v2.sds.cisco.com]>

Enter the threshold value for outstanding requests: [50]>

Do you want to verify server certificate? [Y]>

Do you want to enable URL filtering for shortened URLs? [Y]> yes

For shortened URL support to work, please ensure that ESA is able to connect to the
following domains:

bit.ly, tinyurl.com, ow.ly, tumblr.com, pPOSt/ly ...

Enter the default time-to-live value (seconds): [30]>

Do you want to rewrite both the URL text and the href in the message?

Y indicates that the full rewritten URL will appear in the email body.

N indicates that the rewritten URL will only be visible in the href for HTML messages.
[N]>

Do you want to include additional headers? [N]>

Enter the default debug log level for RPC server: [Info]>

Enter the default debug log level for URL cache: [Info]>

Enter the default debug log level for HTTP client: [Info]l>

T T 7A4ILDURLIZHT 5 AF v UHFHIRDERTE

WROFTIE, websecurityadvancedconfig 2 2/ REFEALT, A=Y T7 7 A VNT
AF X CT& 2 URL O KREAEHELET,

maill.example.com> websecurityadvancedconfig

Enter URL lookup timeout (includes any DNS lookup time) in seconds: [5]>

Enter the URL cache size (no. of URLs): [810000]>

Do you want to disable DNS lookups? [N]>

Enter the maximum number of URLs that can be scanned in a message body: [100]>

Enter the maximum number of URLs that can be scanned in the attachments in a message:
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[25]>

Enter the Web security service hostname: [v2.sds.cisco.com]>

Enter the threshold value for outstanding requests: [50]>

Do you want to verify server certificate? [Y]>

Do you want to enable URL filtering for shortened URLs? [Y]>

Enter the default time-to-live value (seconds): [30]>

Do you want to rewrite both the URL text and the href in the message?
Y indicates that the full rewritten URL will appear in the email body.
N indicates that the rewritten URL will only be visible in the href for HTML messages.
[N]>

Do you want to include additional headers? [N]>

Enter the default debug log level for RPC server: [Info]>

Enter the default debug log level for URL cache: [Info]>

Enter the default debug log level for HTTP client: [Info]>

websecurityconfig

BILL]

ER7GE

l

URL 7 4NV Z VU TOHAZTE (URLLE 27— a3 BELOURL AT I Y HRE) 23T L
ij—o

WE . AFFAEEHITIEE)I T, Cisco TAC 705 Yes 12T 5 Z & RERINTWRWRY . FEHA
EORECEERINIZEZITNo ZFIRL TLEE W,

MeE : oo~ KX lcommit] NHFETI,

JIIARER  Zpavr R, TRTOYYUEF—R (TR EZ, TA—TF =) Tff
HTExE9,

NyFa<w R: Zoavy RNy FERXEZSR—FLTHWET, FFicOVW T, CLIOD
A5y ~TEBRLTLLEIY, Z20a<wy ROAL T4y ~AVTIZT 7| AT BT
%, help =~ REMEHLET,

mail.example.com> websecurityconfig

Enable URL Filtering? [N]> y

Do you wish to enable Web Interaction Tracking? [N]> y
Web Interaction Tracking is enabled.

Do you want to whitelist URLs using a URL list? [N]> y
1. urllistl

2. urllist2
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websecuritydiagnostics .

3. No URL list

Enter the number of URL list

[11> 1

URL list 'urllistl' added
mail.example.com> websecurityconfig
URL Filtering is enabled.

URL list 'urllistl' used.

System provided certificate used.
Web Interaction Tracking is enabled.

websecuritydiagnostics

L
URL 7 4 V& U o ZICBEET D2 MBI ER R LET,
ERAE

WEE : Zoa<y R fcommit] IZMEH D FH A,
G ARER . Zpa<wy Riivwiy B— RCOREHATEET,
NyF avw R Zoavwy NIy FELXLEZSR—FLTHWERA,

1

mail.example.com> websecuritydiagnostics
Cache Size: 254
Cache Hits: 551
Response Time
Minimum: None
Average: 0.0
Maximum: None
DNS Lookup Time
Minimum: 9.4198775
Average: 10.1786801765
Maximum: 10.544356

dA—HEE
ZIZTHEH. OCLL =y FIZOWCHBA L E9,

s userconfig (328 ~X—7)

» passphrase F 7213 passwd (332 ~X—)
e last (333 <—2)

«who (333 <—)

» whoami (334 ~X—7)
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userconfig

B2LL]

ERAE

avv R sEH |

A=Y T H T EANBOTRREY — A~DEi B L £ 7,

MeE : Zoa<y Kt Tcommit] 2S4BT,
JIALER . ZDa<v L NI T AL F— R TORMEHTE F9,

NyFawr R:Zoavy RgRNyFEXREZPR—FLTHWET, FEMcOWVWTIE, CLID
ATy ~SNVTEEBBLUTLLTESY, Z0Oa<w KOAL T4 ~)VTIZT 7 AT HIZ
I, help 2~ FE2MEHLET, f:

mail.example.com> userconfig help

Bl:FLWOWIA—F THIU FDOERK

IZ, Help Desk User 2 — /L& F o8 LWOV2—% 7 h v hOMERFIZ R LET,

mail.example.com> userconfig

Users:

1. admin - "Administrator" (admin)

External authentication: Disabled

Choose the operation you want to perform:

- NEW - Create a new account.

- EDIT - Modify an account.

- DELETE - Remove an account.

- POLICY - Change passphrase and account policy settings.

- PASSPHRASE - Change the passphrase for a user.

- ROLE - Create/modify user roles.

- STATUS - Change the account status.

- EXTERNAL - Configure external authentication.

- DLPTRACKING - Configure DLP tracking privileges.

- URLTRACKING - Configure URL tracking privileges.

[1> new

Enter your Passphrase to make changes:

Enter the new username.

[1> helpdesk

Enter the full name for helpdesk.

[1> HELP DESK

Assign a role to "helpdesk":

1. Administrators - Administrators have full access to all settings of the system.
Operators - Operators are restricted from creating new user accounts.
. Read-Only Operators - Read-Only operators may only view settings and status information.
Guests - Guest users may only view status information.

Technicians - Technician can only manage upgrades and feature keys.
Help Desk Users - Help Desk users have access only to ISQ and Message Tracking.
[1]> 6

Would you like to get a system generated passphrase? [N]>

Enter the passphrase for helpdesk

o U W N

[1>

Please enter the new passphrase again:
Users:

1. admin - "Administrator" (admin)
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2. helpdesk - "HELP DESK" (helpdesk)

External authentication: Disabled

Choose the operation you want to perform:

- NEW - Create a new account.

- EDIT - Modify an account.

- DELETE - Remove an account.

- POLICY - Change passphrase and account policy settings.
- PASSPHRASE - Change the passphrase for a user.

- ROLE - Create/modify user roles.

- STATUS - Change the account status.

- EXTERNAL - Configure external authentication.

- DLPTRACKING - Configure DLP tracking privileges.
- URLTRACKING - Configure URL tracking privileges.
(>

{5 : RADIUS H—/N\ZEHNEEFLRIZEY v Ty T

WIZ. RADIUS — R ZANEREAIc ey v 7 v 745612~ L$9, RADIUS YV — %t v
N7 v T B0, RA L, R—F, BIXOHEERIR T L X2 AL, #iE7Tma hard
LTCCHAP ¢ PAPDO L L 2RI A0 EHRELET,

mail.example.com> userconfig

Users:
1. admin - "Administrator" (admin)
2. hdesk user - "Helpdesk User" (helpdesk)

External authentication: Disabled

Choose the operation you want to perform:

- NEW - Create a new account.

- EDIT - Modify an account.

- DELETE - Remove an account.

- POLICY - Change passphrase and account policy settings.
- PASSPHRASE - Change the passphrase for a user.

- ROLE - Create/modify user roles.

- STATUS - Change the account status.

- EXTERNAL - Configure external authentication.

- DLPTRACKING - Configure DLP tracking privileges.

- URLTRACKING - Configure URL tracking privileges.

[]1> external

Choose the operation you want to perform:

- SETUP - Set up global settings.

[1> setup

Do you want to enable external authentication? [N]> Y
Please enter the timeout in seconds for how long the external authentication credentials
will be cached. (Enter '0' to disable expiration of
authentication credentials altogether when using one time passphrases.)
[0]> 30

Choose a mechanism to use:

LDAP is unavailable because no LDAP queries of type EXTERNALAUTH are configured
1. RADIUS

11> 1

Configured RADIUS servers:

- No RADIUS servers configured

Choose the operation you want to perform:

- NEW - Add a RADIUS server configuration.

[1> new

Please enter host name or IP address of the RADIUS server:
[1> radius.example.com

Please enter port number of the RADIUS server:

[1812]>

Please enter the shared passphrase:

>

Please enter the new passphrase again.
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>

Please enter timeout in seconds for receiving a valid reply from the server:
[5]>

1. CHAP

2. PAP

Select authentication type:

[2]1>

Configured RADIUS servers:

Host Port Timeout (s) Auth type

radius.example.com 1812 5 pap
Choose the operation you want to perform:

- NEW - Add a RADIUS server configuration.

- EDIT - Modify a RADIUS server configuration.

- DELETE - Remove a RADIUS server configuration.

- CLEAR - Remove all RADIUS server configurations.
[1>

Bl HEDI—H O—LICH L CZERBEZADICLET
/j{@{ﬂfﬂi\ twofactorauth 7 I~/ FEFEHL T, fﬁﬁ@lb"’j‘ T — L% LT 3R EER
AEZ AN LET,
mail.example.com> userconfig
Users:

1. admin - "Administrator" (admin)

2. hdesk user - "Helpdesk User" (helpdesk)

External authentication: Disabled

Two-Factor Authentication: Disabled

Choose the operation you want to perform:

- NEW - Create a new account.

- EDIT - Modify an account.

- DELETE - Remove an account.

- POLICY - Change passphrase and account policy settings.
- PASSPHRASE - Change the passphrase for a user.

- ROLE - Create/modify user roles.

- STATUS - Change the account status.

- EXTERNAL - Configure external authentication.

- TWOFACTORAUTH - Configure Two-Factor Authentication.
- DLPTRACKING - Configure DLP tracking privileges.

- URLTRACKING - Configure URL tracking privileges.

[1> twofactorauth

Choose the operation you want to perform:
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- SETUP - Set up global settings.

- PRIVILEGES - Configure Two-Factor Authentication based on User Role Privileges.
[1> setup

Do you want to enable external authentication? [N]> vy

Choose the operation you want to perform:

- NEW - Add a two-factor authentication server configuration.

- EDIT - Modify two-factor authentication server configuration.

- DELETE - Remove a two-factor authentication server configuration.

- CLEAR - Remove all two-factor authentication server configurations.
[1> new

Please enter host name or IP address of the RADIUS server:

[1> radius.example.com

Please enter port number of the RADIUS server:

[1812]1> 1800

Please enter the shared passphrase:

>

Please enter the new passphrase again.

>

Please enter timeout in seconds for receiving a valid reply from the server:

[5]1> 10
1. CHAP
2. PAP

Select authentication type:

[2]1> 2

Choose the operation you want to perform:

- SETUP - Set up global settings.

- PRIVILEGES - Configure Two-Factor Authentication based on Role Privileges.
[1> privileges

Role Privileges:

Choose the operation you want to perform:

1. Add

[1>1
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Select Predefined Roles to allow the privileges
1. Administrators

2. Guests

3. Help Desk Users

4. Operators

5. Read-Only Operators

6. Technicians

Enter the numbers (comma separated) to add privilege.
[1>1

Role Privileges:

Predefined:

Administrators

Choose the operation you want to perform:

1. Add

2. Delete

(1>

passphrase & 7= (& passwd

B2k

NAT =R BHLET,

ERAE
MEE : ZDa<y Kix Tcommit] 2BSHEE T,
JIAREH  ZDavw L NIy TAX T— R TORMEATEE9,

\}

GE)  passwd 2w RiE, v E—RLMERHTEZR2WS AN 2 —FREHTEL L9175
OORHITT, YA 2—=FRTTRAXNDO~ v ETpasswd 2~ REFEITT5H L, L
AvtE—VEERINT, 2=V DOE— REEBFETICT T AX L-LOT — X% L CHYE
PATONET, OTXTO2—PITH L TE, Lo (oRREns a7 4 Fab—
vayv avwy RERL) BMEMThIET,

NyF avr K Zoavy FEAy FRBREFHR— R LTWEEA,
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l

last

L

anh

ER7E

1

who

iBA

anh

ER7E

mail3.example.com> passphrase

0ld passphrase: your old passphrase
New passphrase: your new passphrase
Retype new passphrase: your new passphrase

passphrase changed.

last 2~ Nit, VAT AR /A4 v Lica—Y42FRLET, T 741V FTiE, VAT
LT A L TNETRTCO2—VFE2FRLET,

MEE : ZOa<y RIZ lcommit] 1ZMEH D FH A,
IS AREE . Zpa<wy NiIviy B— R TORFEHTXET,
Zoavwy RNy FEXEZYFR—F L TWHEREA,

Ny F avw R

elroy.run> last

Username Remote Host Login Time Logout Time Total Time
admin 10.251.23.186 Thu Sep 01 09:14 still logged in 1h 5m
admin 10.251.23.186 Wed Aug 31 14:00 Wed Aug 31 14:01 1m
admin 10.251.16.231 Wed Aug 31 13:36 Wed Aug 31 13:37 Om
admin 10.251.23.186 Wed Aug 31 13:34 Wed Aug 31 13:35 Om
admin 10.251.23.142 Wed Aug 31 11:26 Wed Aug 31 11:38 1llm
admin 10.251.23.142 Wed Aug 31 11:05 Wed Aug 31 11:09 4m
admin 10.251.23.142 Wed Aug 31 10:52 Wed Aug 31 10:53 1m
admin 10.251.60.37 Tue Aug 30 01:45 Tue Aug 30 02:17 32m
admin 10.251.16.231 Mon Aug 29 10:29 Mon Aug 29 10:41 1lm
shutdown Thu Aug 25 22:20

who I~ FiE, CLINB Y AT AIR A LT XTOa—W ur A Uk, 74 v
REfHl, BE 2= m 7 L= AR M2 —HFRRLET,

Mg o< R lcommit] (TMHEHY FH A,
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whoami

Bk

ER7E

l

avy R sEH |

JIALER  ZDavy RiEvy B R TORMEATEET, IHIT, Z0avr Rign
TAUVIRA N (—=Fhna Ao Lizvyy) TOMEFATEET, ZDa~wr REEHRAT S
IZiE, B— B T2 ANV AT AT IV BEATXALERLY 4,

NyF AT R Zoavy Ry FBRE S E— L TWERA,

mail3.example.com> who
Username Login Time Idle Time Remote Host What

admin 03:27pPM Os 10.1.3.201 cli

whoami =~ Ni&, BifEn 74 L L TWHa—HFDa—FLABLIORA L, 2—FRELT
WL I N—=TaFRLET,

e Zoa~< 2 i lcommit] NHNETY,

JIGAREM . Zoa<w s KL, T RTCO~Y U ET—RK (TR F, IJ—F, <) T
HTxE9,

NyF avwryR:Zoavy NIy TFEXRER—FLTHERA,

mail3.example.com> whoami

Username: admin

Full Name: Administrator

Groups: admin, operators, config, log, guest

RE7IT2AT7ADER

loadlicense

Bk

* loadlicense (334 ~X—7)

* showlicense (335 ~X—3)

FIT FIF3A T ADXML 74t A2u—RNLET, 77 A Ahbr— N 5)x at—
T RAN—X hTEET, FEMICOWTIX, [ Cisco Content Security Virtual Appliance Installation
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ER7GE

1

showlicense

Bk

ER7E

mans

Guide] #ZW LTIV, ZO R¥ o X M,
http://www.cisco.com/c/en/us/support/security/email-security-appliance/products-installation-guides-list. html

MOAFTEET,
Zoawy N, HBHEELIIAN V= HREFF O —FMEATE £,

B 0o~ R lcommit] (TMHEHY FH A,

JIARZEH  ZDav RiZ<wy B — R TORMEATE LT, BT, Z0avwr Fignm
TA LV ARA N (—FRNal A Liz~vyy) TORMEHATEET,

NyFawr R:Zoa<vy RNy FEXREZYR—-FLTWHWEEA,

mail.example.com> loadlicense

1 Paste via CLI

2 Load from file

How would you like to load a license file?
11> 2

Enter the name of the file in /configurations to import:
[1> <filename>

TERMS AND CONDITIONS OF USE

<Terms and conditions>

Do you accept the above license agreement?
(1> y

The license agreement was accepted.

The following feature key have been added:
<feature keys>

TT—=RN— RV 2T OREIADRRINDIZ L HLHY £,

BUEDRBT 774 T VAT RCET A HRAER R LET, FEMITOWTIE, featurekey
av FEMFHT L0000 £7,

Zoaxy NI FREELEIAR VS HRE RO —FREATEET,

e 2o~ R lcommit] (TM4EH FH A,

JIAREH . ZDa<v s RiE~wy BT — R TORMERATEET, BT, Z0a<wr Nignm
TA v RAR (=R s/ L~y y) TORMEHATEET,

NyF avy R Zoavy RSy FRRESE— R LT0ET,
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. Ny FRR

Ny FHR

1

(AR

D awy KOS : showlicense

mail.example.com> showlicense
company: Example Inc.

org: Widget Division

unit: Portland Data Center
seats: 1000

city: Portland

state: Oregon

country: US

email: mailadmin@example.com

begin date: Tue Dec 6 17:45:19 2011
end date: Mon Sep 1 17:45:19 2014

vln: ABC-123423123
serial: 1003385

ZIZTIE, RO CLI 2~ RIZOWTEH L ET,

« geolocationupdate (336 ~X—1)

« geolocationstatus (337 ~X—73)

geolocationupdate

Bk

ERAE

1
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HELEERY A M2 FETERLET,

fEE : Z0a< 2 N2 Tcommit) 1ZMEHD FH A,
HSRARAEE . —pa<vy Ridvwyy T— RCOMERATE 7,
NYyFaAv R Zoa<wy NIy FEXREZ R —FLTHET,

avy R sEH |

FEMIZOUWL TR, help

generalconfig IV REANLT, A1 T2 ~NVTESRRLTIEIN,

mail3.example.com> geolocationupdate

Requesting update of Geo Countries List.
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geolocationstatus

B2LL]

ERAE

l

HELEFRY 2 FOBUEDN—V a UiIRRRENET,

FEE : 2Dz~ N2 lcommit] 1 ZMEH D FHA,
HSRAEE . —pa<wy Ry T— RCOMERTX 7,
NYyFaAvo R Zoavwy NIy FELXEZR—F L TOHERA,

mail3.example.com> geolocationstatus
Component Version Last Updated

Geo Countries List 1.0.48 26 Feb 2017 04:22 (GMT +00:00)

geolocationstatus .
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exit 18
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