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" Appliance
i F“‘P“'ﬂ“,’»”' A | with LDAP enabled
£ SMTP .‘,ﬁfﬁ ’
li—l o
@ HELO zglg®
1 4

® o

DC=example, DC=com

+ Recipient email address (local)
* Mailhost information

* Mail routing information

* Group information

« SMTP AUTH

EEMMTA 25370 v 27 U AF— TA] IZ SMTP R TA v — VR EE SR ET,

2. TTIAT A, LDAP — IR LT/ Y 24T LET, 2D LDAP Y — N F [~
AT LEP (System Administration) |>[LDAP] ~—< (F721%2 v —/3/l 1dapconfig
a~vyR) TEZHEINET,
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CiscolronPort 7 754 7 R%Z LDAP H— N\t EEIH B -DDETE

ZTAN, =T 4T ZANVT T BEROYAD L= RDIEOILT I I7AT o A%
LDAPT ¢ L7 b U LS 212X, LA FOFIAICHES T AsyncOS 7 77 A 7 A& ET
HLENH Y FT,
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[ AT LEH (System Administration) ]>[LDAP]— D [LDAPY— 707 7 A4 L% B (AddLDAP
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LDAP 7 T 1) .



wap sy |

B woar v —/SICBIT BEHREBMT B LDAP Y —/3 TO T 7 A LOER

ATv74
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ATvT6

ATy 717

ATvT8
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ATvT12

BEEDORA NEASTTAE, LDAP VY — XD 7 2— L F—_"—u — N NS IR TEXBE LT
RVET, EEOT U M) BEETOIRAIE. Ao~ TRYIY F9, MOV TIEL. AsyncOS 285K
D LDAP H— R L HES LD DORE 523—V) 2R LTI,

FREFREBIR L 3, EARMEAZMEHT LI, 22— PR LR T L —XEHETHILEHTEE
7

LDAP —/ 3D % A 7%, [Active Directory], [OpenLDAP], [FBIFE 7=i1F% 4 LIFL (Unknown or Other) |
MHERL 7,

N— b EFEZANLET,

Active Directory £ 721X R/ DDV —8 X 4 T DOBE . 77 4/ FOR— R, SSL 72 L2 3268,
SSL & Y 7% 3269 T,

Open LDAP H— X X A 7 DE . 77 4/ hOR— ~iE, SSL 72 L723 389, SSL & 0 4% 636 T,

LDAP ¥ — "D_X—Z DN (GG#3l4) # AL £,

2—PHENRRT =X L CRIET 25801, RAT7 L —XBRKEHEINTWDH T F Y ~D5Ee
DN BNa2—HLICEEFNTWAIMERH D FET, 7L 2, ~—FT 407 IA—TIELTW\WDHL—
POEF A —/L T KN AN joe@example.com THHE LET, ZOax—HoOx ML, RO LDITHk
D iTO

uid=joe, ou=marketing, dc=example dc=com

LDAP #—/ "¢ OBIFIZ SSL 2 AT D0 E I mEBIN L F7,

[7E#l (Advanced) ] T, Fx v aDFEk A RBRFMEZANILET, TOMHEIE, Frv v = &REFETHEE
MoRITY,

T 2F v v 2 2 P DERREEALET,

GE)  ZoOFvyyaid, LDAPY— AT ET, HEDLDAP Y — " ZiET 25613,
NI =~ A% EESEL-DIZ, LDAPF ¥ v ¥ a DA/ NS SRETDLERH Y 7,
7, TTIATVATOIESERT B RAO AT VHHAEREWEE, ZolERE <
HEL VAT EDONT F—< Y AMMETFT D AREMER H Y £,

RIRFEERE DR 2 AT L £

0= RNF U TDIEDIZLDAP =T u 7 7 A VERET H5EG. b OERILY A M THRE
SHL7 LDAP H— [Tl S E T, 7o b IR, RN A 10 L32EL, 3 B0 —"ZHL T
Bion— R R0 v T EITHIEATE. AsyncOS (2K - TH— S~ 10 TOER S, B
DREIL 30 720 F9,

GE) ARG OR AT, LDAP 7 = U —ICfEH &N 5 LDAP Bt b & s Ed, /=72 L, AN
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D E1,
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SNTIE, BEDY A F—TIHITT5H5LDAP 7 = U OFME (7—) 2B L TLEE
AN

IV T ARNTHOIL, [Z7=UDOT AL (TestQuery) | RZ %27V v LET,
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X, [E#r (Update) 1 %727V v 7 LET, s OWTIX, LDAP — D7 2 b (713—=) &5
LTL7EEN,
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LDAP H—/\DT X +
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T, LDAP Y — "~ a7 A M LET, — 3K — DRI LTz R L T2 %
RTRA Y E—UNERENET, BEEOLDAPV—NEHESNTWDEEAE, £ —0TF
A RIRFATSINT, MERMERNCR RS NET,

BEND)ARAFT—TRITISHLDAP 7 T DAL

Ay —VEZEERITRETIEIICT I IAT U ANLDAP /7 =) #FETTE DL 517
BI20%, YT BH5Y XA F =T LTCLDAP 7 =) A X —T T BLEND D 17,
BEEIER

«LDAP 7 = ®»F ua— LR EORE (8 ~2—3)
* LDAP Y—/ N 7' 7 7 A WAERRDH] (8 X—1)
e X7V w7 JUAF— LD LDAP 7 = U 0FMME (10 ~—)
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LDAP 7' 0 — NLERETIE, T X TOLDAP T 7 4 v I 2T TIAT U ANED X 514 H
MWEEHZRLET,

ATy T [VAT LEH (System Administration) ]> [LDAP] _X— D [f%E Z s (Edit Settings) 127 Vv 7 L%
j—o

ATV T2 LDAP b7 7 4 v ZIERTHIP A v =T =2 AEEBRLET, A X =T =1 ZAD 1 DBHBIZT
AN hE LTERRSNET,

RAT9 T3 LDAP A v ¥ —7 = A AT 5 TLS fEHEZBIR L £9 ([*rv b7 —72 (Network) ]> [FEFI®E

(Certificates) |X— Y FE721F CLI ® certconfig 2~ R&FEH L GEIM S L7z TLS FEE, 1> MTA

LD T BEOMEZSZRL T EEW) |

ATy T4 LDAP V— GEMEZMEET 25 61%, WUt 7Y a v ERRL ET,

RATY TS BHEEFREL, RIFLET,

LDAP H—/\ 70 7 7 A JLYERL DB

WIS RTHITIE, [ AT L% E (System Administration) ]>[LDAP] X—Y &AL TT 7 Z
AT VADNA Y RIRERDIDAP Y —NEZERL, ZEAZT AN, V=T 47 BLO
YA VL= RO Y BRELET,

N

GE)  LDAPEHaMTO X A A7 7 NI 60 B CF, ZOREIZIX, DNS/L v 77 v 7LD b
DIZMZT, TTIT7A T ARBKROFEIENAA > K GE4T25E) bEENET, #IRIORIK
%X, FCH—"HNOFIDRA MZHTHRITN T HIIThbAET QO EDOFRA &S
Ve REID YA RNTHERELESS) o P—SNIZE AR RR 1O LR WEGEAIL, TOFRA F~
ORGP K LTSN E T,
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B 2:LDAPH—/N TR T 7 A ILDERE (1/2)

LDAP Server Settings

Server Attributes

LDAR server Frofile Mame: | [FobliclDAr

Host Nama(s): | [myldapsarver axamplecam
Furly quslified hostname or IF, separate multiple sntries with & comma

Authentication Method: | O Ananymaus
@ Use Password

username: [en-anonymeus
Password:  [Sewess
Server Type: (2) | [ active Directory &
port: (@ | [32e8
Base DN (2 [qcmzwample, demcam

Connection Protacol: | [] Use 55U

< Advanced: | Cache TTL (time-to-live): 00 Seconds
Maximum Retained Cache Entries: 10000

Maximum number of simultaneous connections for each host: [10
Multiple host aptions:
() Load-balance connections among all hasts listed

O Failover connections in the arder listed

Serwer Aftribute Testing: | Test Server(s)

#HDHIZ,  TPublicLDAP] &9 = 7 3x— A% myldapserver.example.com LDAP #— N2 5 %
F9, BEREIE 10 (T 740 M) ICRESNTEY, HELDAP — (KAL) Or—
RANRGUAF T a 3T 74NV OEELR>TVET, I THEDKRR FOARIE,
Hr<KEID DY AL LTHRETEET, 7Y ORELIT. KA— 13268 (7740 Mi)
T9, SSLIZ, ZOFRA MO m bk LTEA X—7 I > TWER A, example.com
D_X—A DN BEFZ SN TWET (de=example,dc=com) , F v v T = DO frfe Al HEREH X 900
. Frvia s MY ORKREITI10000 1R E SN TVET, RaERNE, 27 L—23R
FEICRRE SN TNET,

ZEEZIFTAN., A=A N—F 427 BIORADL—ROZ ) RERSNLTWHET, 7
T U —Z T, KXFEPLFREBESNET, ELWVERNREIND L 9ICT5ITiE. 1B
W= L TWARERHY 9,

® 3:LDAPH—/N TO T 7 A ILDBE (2/2)

Accept Query
Mame: | [pyblicLDAP accept

Query Sting: | [y Addressesmsmitpi{al) _Test Query |

| gmosnoqeer |
Name: | [FubiciDaF rauing

fuery SnG | ol ocalAddress={a}] _Test Query |

Recipient Email to Rewrite | [aiRoutingaddress

the Envelope Headsr:

Alternative Mailhost Attribute: | [mailHast

SMTF Call-ahsad Server Attribute (optional):

This sttribute Is used only if an SMTP Call-Ahesd server is configured, Go to Wetwork = SMTF
Call-Ahead.

™ Masquerade Query
Mame: | |publicLDAP masquerade

Suery Sng | [ oiiR outingaddress—{a}) Test Query |
Attribute Containing Externally Wisible Full Email | [rnailLocaladdress
nddress:

Do you want the results of the returned attribute | & ves
to0 replace the entire frisndly portian of the | () g
original recipient?

LDAP 7 T 1) .
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B ovyruzr—rtowarszunamt

INT )y JRF—LEDLDAP VT ') DAL

ZOFITIE, ZEEZTANCH L TLDAP 7 = 2HHAd 5 K92, "T Vv JRAF—
nboundMail] ZHFH LT, IHIT, ZEEFZTANOHEEZ SMTP b o\t — g U
WZATO £OICRELET GElc O W TR, ZEIFRECZIT AN =Y 2325 21—

V) EBRLTLIEEY) ,

4:)RAF—TORIFANEL—TFT 4 TDI T DA =T )L

= LDAP Queries: | ¥ Accept
Accept Query: | exampleTest.accept ¥ |
O | Work Queue
Nen-Matching Recipients: [Eoince
{5} | sMTP Conversation
If the LDAP server is unreachable:

O Allow Mail in

(& Drop Connection, return error code:

Code: fizz

Text:  [Temporary recipient validation er

When the Directory Harvest Attack Prevention threshold (maximum
invalid recipients per hour) is reached:

Code: |[s50

Text!  [Too many invalid recipients

Drop Connection if the Directory Harvest Attack Prevention
threshald (maximum invalid recipients per hour) is reached within an
SMTP conversation.

b Routing

b Masquerade

b Group

TS3AR—FJRFT—TOHOLDAP V1) DA #—TJLiL

ZOBITIE, LDAP 7 =) AL T A L—R&EITH LHIC, TTA4_X—F URF—
[OutboundMail ] ZHH L ET, v AI L — FRHRDO 7 ¢ —/L FIZIL, From, To, CC. Reply-To
BV ET,

5: )RF—TOIRAL—F I TYDA =TIk

= LDAP Queries: | b Accept
b Routing

~ Masguerade

Masquerade Query: :examplaTest.masquarﬁde i~

Addresses to Masquerads:
[] Envelope Sender
From (Header)

To (Header)
CC (Header)
Reply-Ta (Header)

» Group

Microsoft Exchange 5.5 (23t 3~ 5 #liak - 7R—

AsyncOS (21X, Microsoft Exchange 5.5 R — N T A7 OREA T a BV E4, i

J: U HHT LV —2 3 > @D Microsoft Exchange Z T 2355813, 047 va v a A x—7
T BMENLIHY A, LDAP Y — %R ET 5D & ZIZ, Microsoft Exchange 5.5 %73 — h

724’7\ TMZT HME I DERINTEET, BRI D12, CLIZEHT20ERH D £
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Microsoft Exchange 5.5 [Z X 9~ 5 #L3R Y 7R— k .

—éﬂo /jd:ﬂf\“a—i 5 Wz, ldapconfig -> edit -> server -> compatibility YT a<w }‘ffgﬁ%ﬁib
T, BRIZ Ty EBZ2FET,

mail3.example.com> ldapconfig
Current LDAP server configurations:

1. PublicLDAP: (ldapexample.com:389)

Choose the operation you want to perform:
- NEW - Create a new server configuration.
- EDIT - Modify a server configuration.

- DELETE - Remove a server configuration.

[1> edit

Enter the name or number of the server configuration you wish to edit.
[1>1

Name: PublicLDAP

Hostname: ldapexample.com Port 389

Authentication Type: anonymous

Base: dc=ldapexample,dc=com

Choose the operation you want to perform:

- SERVER - Change the server for the query.

- LDAPACCEPT - Configure whether a recipient address should be accepted or
bounced/dropped.

- LDAPROUTING - Configure message routing.

- MASQUERADE - Configure domain masquerading.

- LDAPGROUP - Configure whether a sender or recipient is in a specified group.
- SMTPAUTH - Configure SMTP authentication.

[1> server

Name: PublicLDAP

Hostname: ldapexample.com Port 389

Authentication Type: anonymous

Base: dc=ldapexample,dc=com

Microsoft Exchange 5.5 Compatibility Mode: Disabled
Choose the operation you want to perform:

- NAME - Change the name of this configuration.

LDAP 7 T 1) .
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- HOSTNAME - Change the hostname used for this query.

- PORT - Configure the port.

- AUTHTYPE - Choose the authentication type.

- BASE - Configure the query base.

- COMPATIBILITY - Set LDAP protocol compatibility options.

[1> compatibility

Would you like to enable Microsoft Exchange 5.5 LDAP compatibility mode? (This is not
recommended for versions of Microsoft Exchange later than 5.5, or other LDAP servers.)
[N]> vy

Do you want to configure advanced LDAP compatibility settings? (Typically not required)
[N]>

Name: PublicLDAP

Hostname: ldapexample.com Port 389

Authentication Type: anonymous

Base: dc=ldapexample,dc=com

Microsoft Exchange 5.5 Compatibility Mode: Enabled (attribute "objectClass")

Choose the operation you want to perform:

- NAME - Change the name of this configuration.

- HOSTNAME - Change the hostname used for this query.

- PORT - Configure the port.

- AUTHTYPE - Choose the authentication type.

- BASE - Configure the query base.

- COMPATIBILITY - Set LDAP protocol compatibility options.

(1>

LDAP » T V) (ZB89 1%

LDAP Y — 7 a7 7 A )LNIZ, EITLIZWLDAP 7 =Y DX A T L2 1 oDx > b Z{E
BLET, LDAP 7 = U Z{EpkT % & &%, EBRICHEHT 5 LDAP — D7 = UL TAT)
THMERDY £, fEkT 25272V —i%, EBIEHTHLDAP T 4 L7 N —ERAD

FEIZADETHENMLETH D Z EIHEE LTI, B, MEREA O =— X257
ECH L WA T2 b T ARBURT 4 L7 P VICBIERTWAEATT,
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ESPEREY=]

*LDAP 7 = U DX AT (13 2—)

o R— A4 (DN) (14 =—)

*LDAP 7 =V O (14 =—)

e %27 LDAP (SSL) (15 %—2)

=T 4T 72— (15°3—)

* LDAP % — _~DEXL DAV K& T4 7 MIFF[T25 (153—)
«LDAP 7= U DT AL (19 3—2)

¢ LDAP b —_A~DEHD N T TN a—T 4 7 (20 4—2)

IDAP Y T)DARAT

«ZITANI Y, FEZOVWTIL, ZEAMECZITANZ =) ZEH+25 21=—)
AL TLEEN,

=TT VT, FICONWTEX, EEY—T Y b T RLAA~D A —/VIE[FITV—
Ty ) EFERATS (233—) 2BRLTIEE N,

CEEBAZEREEY TV, FEICOWTIE, 7 74 7 ¥ MEHEOHEMEOMREEZR L T
&,

cRAAL—F 2T, FEMICONWTIL, =X —TEEEE2HEEIMI LD~ AT
L— R 27z UDEM (24 2—2) 2BRLTLIEEN,

cHN—TF H I, FHEMTOWTIX, ZEENITIL—T A NRX—=THLHNE D NnE R
57 NWV—7LDAP 7 =) O (25 —Y) 2SR LTIIEE,

s AL UR=ZR T, FEMTONTIE, FFED RAAL o~ —TFT 4 T T 572D R A
Ay R—=Z2 7 YO (29 2—) ZHL T EEN,
cFI—2HITY, FEMIHOWNWTIE., —HEDLDAP V=V 2 FETTHEHDF - —r 7
VO 31 2—) 28R LTLIEEN,

WOBHIDZDIZI ) R ETDHIEHLTEET,
e T4 LY MY N—RXKHLE, FEMHICHOWTIL, LDAP 7= V2o T 2 —) %
BERL T AW,

« SMTP FREE, FEAMIZ DOV TIE, SMTP #REZAT 9 728D AsyncOS DFE (35 ~—Y) &
BT EE,

%ﬁmu FEZOWTIX, 22—V DI LDAP SRAEDFRE (44 <—) MR L L

-XAAF%IJFJ HEREEI T ) —, FEHICHONTIE, A NA[BEEERE~D = R 22—
FRRE (48 =) AL T EEN,

c ANLIRBETA YT REEY T —, FEICONTIR, ANARHEO A V7 2iE 7 =
U (49 =—2) 2ZRLTIZEN,

BELIEMEIZ VL, VAT A ECTREFAOTXTOY A —|ZHHTEET,
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N—R A% (DN)

TALZ FNYDN— bk LLE [R=2] LIENET, X—Z2D4H[1X DN (Distinguishing
Name) T, Active Directory (35X UV RFC 2247 IZHADHEHE) ORX—ZADN D7 +—~< v |
TIE. DNS RAAL U RAAL v aryR—x b (de=) IZEBESNET, 72& 2. example.com
D~X—Z DN (X ldc=example, de=com| TJ, DNS ZADHH o VIAFRICEKBE SN D Z L ITHER
LTSN, ZRIZIE, EROLDAPRENKMSND Z &b, SN2V EbHY £,

FERHEHT 27 0 L7 NVIZEEDO KA UREENTWDLEAIE, 7 ) OFGDOR—2R
Z1OTFETANTLHOTIIAMETHLIELHV ET, 2D L&D 25E1X. LDAP — &
ExEEETDHEEIC, X—R% INONEJ IZRELET, 7L, ZOXIITHETH LHRHE
DNFEMMET LET,

LDAP ¥ T ') DFEX

x/

\)

LDAP AN TAN—RAZfFHTEET, 5|HGFTHLMLEIIHY FHA, CN & DC O
T, RXF L/ CFEFRIENEE A,

Cn=First Last,oU=user,dc=domain,DC=COM
T VICANTHEHL TR, KXFENLFREBIEsnET, /2, ELLEET H720I1C

IX. LDAPZEREL K L TWAMENDH Y £3, /=& 21X, 777 hTmailLocalAddress &
AN LTz & EIZFETEND Z =V L, maillocaladdress & A ) L7z & & &3 20 £,

BEEIER
o =27 (14 %—=2)

WD R—2 % LDAP 7 =Y NTHEMTE £,
e fa) T—PHL@FAA 4
e {d} RAAL U4
« {dn} #&HI4
g IN—TH
e {u} —H4
« {f} MAIL FROM: 7 K L A

GE)

iy h—2 L B2HATE S0, AN T —DRTT,

7o & 21X, A= BT AN D T2 D Active Directory LDAP H— NZxf 925 7 = U 1%, KD X
(2720 £,
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%27 AP ssU [

{ERC L7227 = V1%, [LDAP] ~— D [7 A kb (Test) |#rE (E7-1% 1dapconfig =~ KD
test 7 a<wrR) ZEALTTAMNT 22 E2MIHEELET, MIfFL- B0 OERER
WENDZ EaHERLTHE, U AFT—IZx L TLDAPHRER A % — 7 /L L TL 72 &, #F
AZOWTIE, LDAP 72U OF7 A R (19%—=V) 2L TIZEN,

%217 LDAP (SSL)

AsyncOS & LDAP $— & DfEIZ SSL # T2 L9 ICRETEET, SSL 2T 5 &
INZLDAP Y—N 77 7 A NV EFRE LTS OEBEIXKRO L 51270 £7,

« AsyncOS (X, CLI O certconfig TR E S 72 LDAPS iEMHEAM A L £4 (H B4 FHE
DAERZZH)

LDAP — N2 X - CTlid, LDAPS GEFAEDMEAZ AR — 92 X 5 IR ET HIEEN ML
B2 F9,

o REFHD LDAPS FEBAEN 2 WEAIE, T EiEHENEH SN E T,

N—=T42T 9T)—

LDAP V—7 4 v 7 7 =V OFIFOHIRIZH Y A, V—T 4 V7 IEREICT—F R T
YCIThET, 7272 L, AsyncOSIZiX, /v—T 4 VT DKAN—T &1L 5720 ERS
ROGEZLZ TR LR H Y E77,

LDAP 5 —/I\~DELZD/INA 2V KEHSA T2 MZIEHRT 5

47 =Y B[ T DL IICLDAP 7 4 L7 b U B—NERET H L RMEIZ e D550
HVET, BELHIZVEHFATLHE, 7T7AT 2V IBEATH—NIR, LT/ %
FITTEDL IOV ET) , EA 7Y ZFFa]3 % X 51T Active Directory & 5% iE 9 5 HAKHY
7R FNEZDUNTIE, Microsoft AN — MG 320528 B L T 72 &V, URLIFKD L F
0 <9,

http://support.microsoft.com/default.aspx?scid=kb%3Ben-us%$3B320528

FE, WREE 7 2V FTEMOaA—YF 21 OMELET, ZoOL5 T, EEDZ T4
Ty ImbEA ) BZZTAMTHEOICLDAP T4 L MY = ANEBT 2 0EEIH Y
EH A,

2T, ROFEIZOWTEHBALET,

o TEA] FRREZFF A9 5 &L 9 I Microsoft Exchange 2000 Y— %% v N7 v 795 Hik,
o [EANA R ZFFFT 5 X 912 Microsoft Exchange 2000 +— %2t v N7 v 7§57
%,
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* AsyncOS 2% LDAP 7 — % % Microsoft Exchange 2000 h— 3/ [[EANSA R & T
4 BAEOM G ZHEH LTGS2 L 91ty N7 v 732 Hik
2—PEFA=NLT FLAZMOWEDOEDL LW BT TES ] 7203 TEANA VN #GE
ZFF A3 % 121F. Microsoft Exchange 2000 H— 2%t L CHREED T 7 & AFFRI 5% ET D M H
Wb ET, ZOXIRBEVPIEFITENLODIX, SMTP 7' — b v = A IZxHT D EE A —L
A=V OFIMERFET 572 DIC LDAP 7 = U AT 556 TF

ESPEREY=]

cEBEARIEOE Y R T v (16 =)
s Active Directory DEL /A > FOE® Y v T v 7 (17 %—2)
» Active Directory D FIEIZBT 2 FE (18 X—)

E% an.\nIEO)'t’ vy Ty 7

ZZTEMT sty T v I FIREZEITT D & Microsoft Windows Active Directory PN Active
Directory — /335 2. U" Exchange 2000 H— x4 2 RKGBFED 7 = U TRIED T — & Z il T
25X 91270 £7, Active Directory ~D [EL /A > K] ZFFA[3 5 FNEIZ OV TIE, Active
Directory DEASA » ROy b7 v 7 (17 "—2) 2ZRLTITEZEN,

ATy T1 MEL 722 Active Directory 7 7 & AFF Al Z B L £ 7,

ADSI Edit A F v 7' A E 72X LDP +—7 1 U7 ¢ ZfEH LT, BLF® Active Directory 472 = 7 FDJ&
PRI T 27 7 B A ZEET 20ERH D £,

VT VDHBTHD KAAL LD, RAAL VLRITTarTHF R MDL— |,
cEBTA—NERZ TV DOHRTHLIZ—FNRNELTNDL0UBLNRCN ATV =7 DT T,

ROFIZ, BERA T T I _XTUTWEH SN TV OREDH LT 7 AFF 2R LET,

A—HF Ty R (Permissions) AR TORRHFADEA T
= WHEDO—FiFoR aAvTF AT M ATV =7 b

2B WD BT RN A7 S s | | AT V= b

oY= NIV I AT F A= a g |a— 7027 b | Faxsy

i/ gy

u
i

\
A

BELLA—NDOF T a v OFHEL |2—F 7= b | TuiT g
n

AT w T2 Active Directory D7 7 & AFFA[ a4 E L7,

» Windows 2000 Support Tools 7> 5 ADSIEdit % B & ¥ 97,
[RAA X =7 a7 F A (Domain Naming Context) | 7 VA & @AOF %9, ZDO7 L4
IZ. RAA LD LDAP SAR&H Y £,
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Active Directory DE£ /N ¥ FDtEy 7y T .

s [FAAf > F =7 a7 F A (DomainNamingContext) |7 ANV Z&24E7 Vv 7 LT[Z a7 ¢
(Properties) | %7 U v 27 LET,

e [E¥=2VUT 4 (Security) 1227V v LET,

o [FEAIERE (Advanced) 1 %7 U v 7 LET,

GBI (Add) 1227V vr LET,
ca—H 47V F[42H (Bveryone) |27 U7 LT[OK]Z7 U7 LET,

s [HEFRROFESE (Permission Type) | ¥ 7 %27 U w7 LET,
[ (Apply onto) ] 7R 27 2D [#k& (Inheritance) ] %27 VU v 7 L7,
o [MEFR (Permission) |7 7 & AFFA D [FA] (Allow) | F = v 7Ry 7 A%F N LET,

==

ATYFT3 CiscoAve—Tv 7 F—hvotfDORE
av RIA4 v A H—T=AA (CLI) O ldapconfig Z i LT, ROIEHREIEE L7z LDAP —3
T MU R L £,
* Active Directory ¥ 72 1% Exchange Hh—/ 3D 7R A 4

« N— k 3268 (Port2)
o RAA L DN— FARIHT T %A MI—EHT 5X—Z DN

EREEH A T B4

Active Directory DEZ /N1 > KDty b7 v T
T Aty N7 v I FIREZEITT H & Microsoft Windows Active Directory PN Active
Directory —/33 & OV Exchange 2000 I — Nk T LA A K 7 2 ) TRIED T —F %Al
HAT&E5X5127:0 9, Active Directory V' —/SDEX A > FIZ XV, = —H4 anonymous
ET T DRAT L= ANEEENRET,

ELNA LV RERITT D EZITMOEND/NA T L— X3 Active Directory H— 2R E S5

6=
L RREICRIT 2 Z LD £,

ATy T1 MEL 7% Active Directory 7 7 & AFF A ZfER L £ 77,
ADSI Edit 2 F v 7' A E 72X LDP +—7 1 U7 ¢ ZfEH LT, LLF® Active Directory 472 =7 FDJF
PRI T 27 7 B AFF A 2 EET D20ERH D £5,
c VTV DHGETHDL AL LD, RAAL VARIITF I THFANDOL— ],
BT A—NERI V) OHRTHLZ—YFREL TNDOUBLIVOCN AT V=7 hOFTXRT,
WORIZ, BRI TFTRXTUTEHA SN TWDILEOH LT 7V EAF 2R LET,
e TORRHFADZAT

A—HFToxH k| #R (Permissions)

QLTI AT M A T b

w7 A WA D —EHRKR
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A A NED—ERR MM AT Y2y N ATV s b
ELv sty NRTV w7 AT FA—avmk | 2= 70 b | T a7y
iy Q)
4w A Wl & A—NDF T a VOHmHAR | 2—F FT7 V=7 b | TrsT g
UJ

AT w T2 Active Directory D7 7 AFFA[ 2R E L £7,

» Windows 2000 Support Tools 75 ADSIEdit & B & ¥ 97,

[RAAL X =7 ar7F% A (Domain Naming Context) | 7 A VA & BROF %9, ZO7 44
12, RAA D LDAP RA3H 0 £,

s [FASf v F =7 ar7F% AL (DomainNamingContext) |7 4/ F %457 U v 7 LT[ a7 4

(Properties) 147 U w27 LET,

c[BX¥=VUT 1+ (Security) 1#7V v LET,

o [FEAIEXE (Advanced) |27 U v 27 LET,

GBI (Add) 1&227 YV vr LET,

ca2—P AT b [E4 T F 2 (ANONYMOUSLOGON) 127 U v 27 LC[OK| &7 U v27 LE
R

s [MERROFELE (Permission Type) | ¥ 7 %7 U w7 LET,

« @A (Apply onto) ] w7 A® [#kA& (Inheritance) | %27V v 27 LET,

* [#EFR (Permission) ] 7 7 B ZFFAID [FFH] (Allow) | F = v 7Ry 7 A% F Al LET,

ATYF3 Cisco Ave—T0 7 F—F Uzt DRE
[ AT LB (System Administration) ]>[LDAP] ~X—3 (F721% CLI ® ldapconfig) Z#fEH L T, &
DIFHREZRE L7 LDAP r— " = MU BB L £,
» Active Directory ¥ 72 1% Exchange %h— /XD AR A 44
o "— | 3268 (Port2)
« FAAL DN — MR 2T % X Mo~ %~X—Z DN
BREX A T NAT L— A _X—2Z (cn=anonymous &L —H L L THEHL, "ATZ7L—XF777)

Active Directory DEE(ZBHT 5T E
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N AEaT~DT 7w ARHOT 7 44 b m— hiE 3268 TT,

« Active Directory ¥ —/37% LDAPS #f5¢ & 5 (T {11F 2 48— ME, 636 & 3269 T9, Microsoft
H5LC LDAPS 2803 — b &5 D%, Windows Server 2003 LA E T4,

T IITATVARF, ZTu—nL axualTHHbNAL Yy avy ba—FZ8 LT
IV, UL, BHEON—RTHT L7 2 ) R U — "2 HH L TETTE L LT
LT,
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« 7Y BIEFICEITT 512X, ActiveDirectory DT, T4 L7 N A7 /:7 NS

L Pt H Y FFAl & 7 v—"7" [Bveryone] (A5 T 2M0E N H Y £9, Tl RAA
ZEiIfTFarTERA FOL— b EERET,
o —fRMIIC, %< D Active Directory F23ECid, mail Bt kN VIC—ET 2ED
[ProxyAddresses] J@ME=> U NFEL ET,
* Microsoft Exchange BREENFI LA 7 T A N T7 7 F v NIZEEH Y, EOVEFHRLTND

A, Exchange BRIEOMI TA— N &N —T 4 7T 5L X, BETLMTAIZES HA

D— MIBFIILED Y £H A,

IDAP 7 T)DTA

[LDAPY— X 71 7 7 A L& BI/FRE (Add/Edit LDAP Server Profile) 1" X—Y D [Z7 =) DT
Ak (TestQuery) ] AR¥ Y (F/ILCLID test Y7 a~v> K) #fFEHLT, 7=V X472
LT, RELELDAPY—NIHT 272V 2T AN LET, BRAFREINDIET TR,
I VT A ROZEAT—VOFEMbFRRINET, TANMI, 72V XA FOENENIZ
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ldaptest 2 ¥ Nif, ROBIDO XSy F avw FeELTHEMATEET,
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JTYDZEAT

RIEEN—HT 555 (PASS)

ZIEEN—HLALGES (FAL)

ZIEHZ T AN (KR

(Accept) IN ldapaccept)

Ay —VEZTANET,

ZEENES  hok—v 3
VETITRIEANT A FE T
Ave—UE Ry (A
T—EREILL D) ., DHAP: R
2y,

N—TF 4T
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(Routing) 1.

7 ) OFTEITHEDSNTIL—T «
VI LET,

ZDA =V DR ERAT L
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([Z'—7" (Group) ].
ldapgroup)

ldaprouting)

VA L— R ([TAD I YNCEBEINTLEH~ Y | 20 R vt — OB AT
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LT ltrue] KL ET,

LT [lfalse] #iKL F7,
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HTYDBRAT ZIEEN—HT H15E (PASS) |ZEEHN—HLLELMES (FAIL)
SMTP Auth LDAP — "B ENTZRA | T B AT7 L —X7 L
([SMTPZRZE (SMTP 7 L— x%ﬁmbfmﬁ%ﬁw SMTP #BFEDFRITITIB L F

Authentication) ],
smtpauth)

F9, DF V., SMTP FRIENAT
bihvEd,

B

%"Bn i uE (externalauth)

NAUR, a—HF La—F B
O — DS —T R
vy X L TEBINC Tmatch
positive] 2V SET,

NA R, a—HFLra—F B
Tz —HFDr—7 23—
vy ZZxF L CEBINC Tmatch
negative| 7MREIVET,

AR DREE~D T Rz—
4)‘?\8\%& (isqauth)
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AN DB E A TE A,

/Ex\ (isqalias)

ThHHEBTFA—NT RLUADNIK
SNET,

)

G¥)

7 ZVIZATTHERAL T, KLFLENLFEREINENET, £/, ELLEET 572012
X, LDAPFEIEL —H L TWAMERH VY 4, /=& 2. 727 b Tnaillocaladdress &
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® Error: LDAP authentication failed: <LDAP Error "invalidCredentials" [0x31]>

®* Error: Server unreachable: unable to connect

®* Error: Server unreachable: DNS lookup failure
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k3268 F£ 7213 389 M S E 3, Active Directory I, R— k3268 ZfEH L T, ~/LFH—
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£, ZOREDHFIEIZOWTIL,  Configuring the Gateway to Receive Email | DFE %S L
TLTEENY,

ESPERENS

cZIF AN =) DOf (21 =)
» Lotus Notes D5 DT ALY = U OFRE (22 X—)

ZFANT T DB
KoORIC, BHARS =Y OPIEFLET,

R 2:— 3897 LDAPEETO LDAP Y T ) XEHDFI - Z1+Ah

I DR ZIEEREL
OpenLDAP (maillocalAddress={a})
(mail={a})

(mailAlternateAddress={a})

LDAP 7 T 1)
|
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wap sy |

ks
filt

I DR ZIEEREL

Microsoft Active Directory Address Book | (| (mail={a}) (proxyAddresses=smtp:{a}))
Microsoft Exchange

Sun ONE Directory Server (mail={a})

(mailAlternateAddress={a})
(mailEquivalentAddress={a})
(mailForwardingAddress={a})

(mailRoutingAddress={a})

Lotus Notes/Lotus Domino (1 (I (mail={a}) (uid={u})) (cn={u}))

(] (ShortName={u}) (InternetAddress={a}) (FullName={u}))

a—%E (Ef) OBIEEITH) ZEHTEET, ZOZERRITIESDDIF, T4 V27 b UITHK
MENTORWVWRAL DAL HEZITAND LI LEZWEETT, T AN %
(uid={u}) IZREEL T TEE 0,

Lotus Notes DIFENZITANT 1) DERTE

LDAPACCEPT & Lotus Notes & Z 4l &bH 55681E, {EENHLETY, Notes LDAP (Z#&#HH
ENTNWDL2—FORMENKRDOLIICHEIN TS ELET,

mail=juser@example.com
cn=Joe User

uid=juser

cn=123456

location=New Jersey

LDAP 7« L7 PV ITAFHEL W2 —F TH LI b 00D 67| Lotus [EZ D —HF~DE T
A—=)Vv&, RESNT FLALSOIEA (72 & 21T Joe User@example.com) ToH > THalS
ANFET, LB ->T, AsyncOS (., ZDO2—HFDOFZhp2—H A—L 7T KL AEZT TR
OFHZLIFTEERA,

ZOMIRR D1 DI, OO T RLADART Y v am@BA5E 00 0T, ZEMico
W CiE. Lotus Notes BHEE IZIWAHHE T 7Z &V,

. LDAP - T 1)
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WME—5 Y b 7 ELAADA—LEECL—F 15 s TV EATS [

BEEA—FT Y T FLAANDA—ILEEICIL—Ta 2T
J9T)ZERT S

W—T a5

AsyncOS Tlx, =4 VT Rk (S —7 v T RLASNDLDAPV—T 1 7)) MNP AR—
FENFET, AsyncOSIZL > T, JEOA—I A v E—VIIZA YT A Z—F > T EIZHID
LA vV TEIMIONET (72 21X, recipient@yoursite.com ~D A & —1E,
newrecipient] @hotmail.com <° recipient2@internal.yourcompany.com 72 & ~® Z iV E VN LT
Ay —VTHEEMAONET) . V=T 47 72V E, MOBEBFA—NVLIL AT A TIE
TANVT T 7Y EMEHINDZ L H Y ET

REIEE
c—F 47 7Y O (23 X—)

2T DA

= 3:—RM7E LDAPEETO LDAPH T ) —XZFEHDF| - —F 4 >4

T DRE AMDA—IJLRR hADI—TF 4 25
OpenLLDAP
(mailLocalAddress={a})
Microsoft Active Directory SR VVAETREME S 1
Address Book

Microsoft Exchange

Sun ONE Directory Server
mail={a})
mailForwardingAddress={a})
mailEquivalentAddress={a})
mailRoutingAddress={a})
otherMailbox={a})
rfc822Mailbox={a})

Active Directory DRI T » T, proxyAddresses EBEox RV 75%’2%{@@?‘5 ZEnHD
FI 2., ZOBEMEOMEIL Active Directory {Z X > T smtp:user@domain.com W) R TR X
NHD, ZOF—=HIZLDAP V—T (4 v 7/=A V7 AJLEICIIFEHTE £, ¥—F v
]“ 7 }‘ VX&i%i(L%%LE'JOD attribute:value &7¢:ﬁﬁ—g—5%‘g75‘§) U jibgﬂo MicrosoftExchange
WENFE LA T ITARNT 7T yRNICEESH Y, BEOEZEHR L TV 554 1E. Exchange BREED
MCA—NEN—T 47 FTHLEIT, EETLMTAIZRD FRON— MIBEFIZLESL D £
A,

BEEIER
o JL—F (7 : MAILHOST & MAILROUTINGADDRESS (24 ~X—73))

LDAP 7 T 1) .



wap sy |
B > : maiLHOST £ MAILROUTINGADDRESS

JL—T 14 >4 : MAILHOST & MAILROUTINGADDRESS

N—F 47 72 OBEIE. MAILHOST OfEIZIP 7 KL A TIE/A2L . fRPAIEE/R AR R N
ThDHIENMETT, UL, WEBAY7: DNSconfig 28 BT 72 5 DA —fXAI T,

MAILHOST 1%, V—7 ¢ > 7 7=V TITEAMKAHE T, MAILROUTINGADDRESS /%,
MAILHOST 23R E S TWARWEEIT LA T,

I RO—JREEEZXETBRRALS-OOITRAL—FKY
I')DEHH

VA L= REF, BT A LD —TREE ( EEH] £721X IMAILFROM] &
FEENAZ b H Y £9) BELWTo:, From:, CC: DK~y X —% EFRFHADT TV |ZHES
WCEEHZ ZHEETY, ZOBED IR FZEFIDO 10N RE ALY THY, Zh
WL THEED RAAL U E1ODOY A RINGLERAT 4 7 TEHEIITR0 EF, ho—Hy
RFEBELLTUL, Ry NIV AT TANT VT v % [ET) 2DIZ, BFA— N~y X —
DIXFHNNPOEYT T RAL U EZRVERS (TARY w7 ) LW 0RHY 77,

ESPEREY=]

e AHL—RK 7Y DF (24 RX—)
e (LU RUL] ODAHL—F (24 2—7)

TAAL—F 2T DA

= 4:—RM7E LDAPEETO LDAP Y ) —XFHDF| : A A L—FK

JTDORR TRAAL—FK

OpenLDAP

(mailRoutingAddress={a})

Microsoft Active Directory Address Book

(proxyaddresses=smtp: {a})

Sun ONE Directory Server

mail={a})
mailAlternateAddress=

(

( )
(mailEquivalentAddress

(

(

a}l
{a})
{a})
)

mailForwardingAddress

{
mailRoutingAddress={a}

(Lo k)%] DRAAL—F

—HPEREBICL->TiE, LDAPT A4 L7 hY =R 2AF—<DHZ, A=V V—FT 4T T
RLzaea—hn A=) 7 RLVALSMZ TV RUA] WEENTWBEZ ENHD £9,
AsyncOS TlE, T _Xu—7%EHE BEA—NVDER) CAvE—Y ~vF— (ZFEA—

. LDAP - T 1)
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FEENIL—T Avni—ThanESrEHHNTEIL—T AP s Ty oER I

NDY54. To:, Reply To:, From:, CC:72&) %, Z®D 7L RU4] TYAAL— RTE
T3, ZLURY T RVRIZE, A7RET A=V T FUATIHBET ITFFAT SRR
T GBIRA/G, A=A, Br=l) PEEFNTHWTELENERA,

LDAPZ7 T URRH T~y X —r~v AL —RTDHLEIZ, 7L KU A—)LXTFH|2{K% LDAP
PN DFERTEESHAZ D0 E I NERERHGBIR T4, ZOEERAS 2—T 1T
o TNTYH, =X —7HEFE 2T user@domain 3 DA PFEH IND Z LIZEELTL
FEW (L RUAEFAN—NIKTHED) o

FEAER) 72 LDAP ~ A H L— RO & X L[EIBEIZ, LDAP 7 = U OFEENZE (BREN0 £/213
TAHRTA b ZAN—R) OEH/IT. v A b— RiIfTbhbnER A,

ZOMRERE A X — T NI T AT, LDAPR—ADVAHL— R 7V % U A F—|Z%f LT
ET DL EIC ([LDAP] _X— Y F£ 7204 1dapconfig 2~ > K) | IROEMIZH LT Ty &EZE
LET,

Do you want the results of the returned attribute to replace the entire
friendly portion of the original recipient? [N]

72 21E. OLIHIBRIDAP = N HHE LET,

ek B

mailRoutingAddress admin\@example.com

mailLocalAddress joe.smith\@example.com

mailFriendlyAddress “Administrator for example.com,” <joe.smith\@example.com>

ZOREBENA X —T NI > TWBEEIZ, LDAP 7 = U 28 (mailRoutingAddress={a}) T, <
A J1 b— K@M (mailLocalAddress) 72 H 1, RO X HIZEZH 2 S ET,

DT FLR (From, To, |YRAAL—FShizAvE— |RAAL—FShfzToA0—
CC. Reply-to) TEEE
admin@example.com From: “Administrator for MAIL FROM:
example.com,” <joe.smith@example.com>
<joe.smith@example.com>

FEBMNTIL—TAIN—THBINESINEHFNTES
JL—JLDAP YU ') D{EHH

IDAPT 4 L7 N NTEBEINTZIN—TIZZEENE L TWBENE D A, LDAP —
x5 7 ) 2FEHLCHRITEET,

ATY 1 A vE—IIT rept-to-group F 72 1% mail-from-group L — 1V ZEHT DA v — 7 4V H EER L £97,

LDAP 7 T 1) .
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| R REDLY

ATv T2 WwiZ, [VAT LEH (System Administration) ]>[LDAP] ~*—3 (F721% 1dapconfig 2~ > K) Zfifif
LT, TTIAT LV ADNA Rl /gD LDAP Y — " ZEEL, JV—T A R"—=vy T afib s o
J—%RELET,

ATY T3 [Xv bT—2 (Network) ]>[V AF— (Listeners) ] — (F7-1% listenerconfig -> edit ->
ldapgroup V7 a~< K) ZHHALTC, 2O/ NA—F 7 x)—%2 ) 2 F— I LTHMZLET,

RDEARY
ESPERENS

c IN—TF 7= D (26 X—)
« IN—T 7Y DOFE (26 2—)

GIL—T o T) OH

£ 5:— M7 LDAPRETO LDAP Y T ) XFHOH : TIL—7F

I T DRER TJ—7

OpenLDAP OpenLDAP TiX, memberOf BYEILT 7 4 /L h TIIHAR— F&i

FHA, LDAPEFLEIC L » T, ZOBEMEEITELOBIEN A
X —ZBMENTHWAEZERH Y F3,

Microsoft Active Directory
(& (memberOf={g}) (proxyAddresses=smtp:{a}l))

Sun ONE Directory Server

(& (memberOf={g}) (maillocalAddress={a}))

722X LDAPT 4 L7 NI T I=—=FT 4 7| T—TD A /3—)3 ou=Marketing & 73
HEINTWDHELET, ZONEEERL T, ZO7N—TREZET D A — IV ERRI7Z Tk
THROHH ZENTEET, AT v 71T, AvE—VIHEHT A v =Y 7 4 V2 EERR
L. A7 v 7 2L3TLDAP VY I T v T AH=A LA X —TWMIZLET,

GN—TH5T)DEHRTE

WIRTBICTIE, ~—F7T 47 Z—7 (LDAP 7 /v —= [Marketing] & L CEFR) DA
UN=INE D A =)L HARIR A — VEME AR A b marketingfolks.example.com ([ZHME L E T,

AT Tl FOIZ, JIN—T A N_"—= o I L TEHERIIC T A v = IERT S, AvkeE—Y 7004
FERLET, ZOFITIE, 1EKTHAT7 4 ZDHT mail-from-group =V LET, Avk—
DHBH, =N u—TEEHENLDAP 7 /v—7 marketing-groupl ] (ZBLTWVWAZ ENHALZHDIXT
RTC, RBBUEARA MZEESNET (7 44X Dalt-mailhost 77 3 Y) ,

TN—T A= T T =) REH (groupName) L, A7 v 72 CEFRLET, ZL—TEME
FgroupNameJ DfEIL. marketing-groupl & EFIINE T,

. LDAP - T 1)
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JIL—F 5T D

mail3.example.com> filters

Choose the operation you want to perform:
- NEW - Create a new filter.

- IMPORT - Import a filter script from a file.

[1> new

Enter filter script. Enter '.' on its own line to end.
MarketingGroupfilter:

if (mail-from-group == "marketing-groupl") {

alt-mailhost ('marketingfolks.example.com');}

1 filters added.

Choose the operation you want to perform:

- NEW - Create a new filter.

- DELETE - Remove a filter.

- IMPORT - Import a filter script from a file.

- EXPORT - Export filters to a file

- MOVE - Move a filter to a different position.

- SET - Set a filter attribute.

- LIST - List the filters.

- DETAIL - Get detailed information on the filters.
- LOGCONFIG - Configure log subscriptions used by filters.
- ROLLOVERNOW - Roll over a filter log file.

(1>

ax

= W

A wt—T 7 4V H JL—)b nail-from-group & rcpt-to-group DafbAMZ OV TIX, AvE—T 7 4 ¥

=B BB LT IEEN,

WIZ, [LDAPY— 717 7 A )L %38/ (Add LDAP Server Profile) | ~— Y %FEH LT, 77747 &
DIRA v Rl 725 LDAP b —REEHE L, IN—T A=V v TEFARDIEI O/ =) ZEFELE

TO

wiz, X7 Y w7 Y AJF— lMnboundMail] TLDAP 7 =V 2L CIN—T V—FT 4 T %475 X9
WCHEHLET, [V AT —%wE (Edit Listener) | X—Y%2fH LT, BiOAT v 7 THRE L/ LDAP 7 =

UaARX—=TNVIZLET,

LDAP 7 T 1) .
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wap sy |

B o Tty aERALTRALESILADF v I ERF Y TT

o7 YNFETINDLE, VAT =DZTANTA vy E—VIZE > TLDAP — N2k 527 = U 25 |k
UH—=SNT, IN—T A=y THPEFESIVE T, PublicLDAP2.group 7 = VX TIZ, [ AT A
“H (System Administration) ]>[LDAP] X— Y CEHRINTWVET,

R6:)VRARFT—TDIINL—T U T)DIEE

Edit Listener

Mame: [incomingMal
Type of Listener: | Public
Interface: [Data1 % TcPport [25
Bounce Profile; | | Default v |

Disclaimer Above: | [Nons

i _&
Disclaimer text will be applied above the message body.

Disclaimer Below: | [nons v
Disciaimer text will be applied below the message body.
SMTP Authentication Profile: | [Hons v

Certificate: \r ~|
b SMTP Address Parsing Options: | Optional settings for controlling parsing in SMTF "MAIL FROM" and "RCPT TO"
» Advanced: | Optional settings for customizing the behavior of the Listener
= LDAP Queries: | b Accept
B Routing
b Masquerade
= Group
Group Query: [ PubliclDAP2 aroup (|

SMTP Call-Ahead Profile:

SMTP_Call_ahsad (v

ATy T8 ERzEEL, RFLET,

Bl - GN—THOTYEFRALTRANLEISMILADF T VI HERAFY

795

A= T4 NZEFIANATTA OO T TEITENDDT, JNA—7 7V 2FEHT
HELMEDIN—TIZONWTIANAEANRNLDT 2w I R AX Yy S TXET, 72L& 213,
HHNDIT TV —T~D A v E—IZONTIEL, ANAETANADTF =7 %A% v 7 LT
TRCZEFELIEWEWHIEERHDHELET, LDAP La— ROHIZ, DNEZ 7 L—74 & L
AT 70 —72 0 M) EERLET, T —F4iE, IRODNT > b THR S
3

cn=IT, ou=groups, o=sample.com
LDAP =T u 7 7 A )VEfEK L, ROTN—T 7Y ZEELET,
(&(memberOf={g})(proxyAddresses=smtp:{a}))

w2, 207V EVZAF I LTA R—T NI LET, ZNT, AvE—U08F00 2
F—TZEINZLEE, ZOTN—TF 72 UR NI H—INET,

IT V=T DA INR—ZONTIETANAL ZNRNADF = 7 A%y T H7-DI12, IRD
Aot— 74NN EER LT, BEAYE—U% LDAP Z A —F Ll L CTHRELE T,

[1> - NEW - Create a new filter.

- IMPORT - Import a filter script from a file.

. LDAP - T 1)
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\}

BED AL AL—TF 420800 A4y A= s TynfER [

[1> new

Enter filter script. Enter '.' on its own line to end.
IT Group_Filter:

if (rcpt-to-group == "cn=IT, ou=groups, o=sample.com") {
skip-spamcheck () ;

skip-viruscheck() ;

deliver();

}

1 filters added.

GE)

DA vE—T T 4V EHNOD rept-to-group (21X, Z/V—T74 & LTAJIE 7 DN (en=IT,
ou=groups, o=sample.com) XM INTWNET, AvE—Y 74 VZNTHEHLTNDH 7 L—
TENELWZ L AR L TLIESV, 7 4 VX DFEITRHZ, LDAPT 4 L7 b UNTED4
il & D FEFNATOND L OIZT 572D TH,

U 2F—MZFANTZA v = I L > TLDAP Y — N9 572 U RN H—Sn T, 7
N—T AUN= y TRRFESNET, A E—IUZEERIT I N—T DA N—DEIL,
A= T Y NNEDERICHESTIANAL ZANADTF = v 7 BNTRHAF v FENT,
AvB—UNZEFIREINET, 74 VX TLDAP 7 = OfEREF = v 7 T 5120,
LDAP — x4 5 LDAP 7 = U Z{Epk L, £DLDAP 7 =V % U A —{Zxf L TA X —7
AT DUERH Y £,

BHEDRAAIUANIL—T AT F2OD AL R—
AT DOER

RAAf =272 Y Lid, LDAPZ =V &4 A THNC T N—TM L, FED R A A B
I 2T FEDOV AFT—IZHVYTIEHDTT, RALSR_R=ZR 7Y BMEHINLDHD
1T, D LDAP h— "B ENZNIRR D F AL VCBEA T 5TV H 23, T LDAP
=Nt T 572V EZFE LY AF— ETETTLHHEGTT, 2 xiE, MyCompany] &
V9 &4k THisCompany| & [HerCompany| 24L& EINT % & LE9, MyCompany (% H
D K A A > MyCompany.example.com (Z/1 2. C HisCompany.example.com 35 J T}
HerCompany.example.com @ R A A U Z#EM$ 5 &2, FAA T ELIZHO LDAP H— 3%
HA LT, & NAAL BT O EEBDOEREMHL TNET, ZD3 DD RNAAL
DA =)V ETRTZITAND DT, MyCompany (X KA A > _—R 72 ZERLET, =
FU T, MyCompany.example.com % Mycompany.example.com, HisCompany.example.com, 3 J T
HerCompany.example.com D A —/)LZ[[F LY A F— L TZIFANDL T ENTEET,

LDAP 7 T 1) .
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B cror—=zszv06m

ATv T

RAAL L _R—2 ) THEHTLRASL L TLIC12DTD, —AR_"TFa 77 A VEERLEST, ZOHP—
NI 77 A NDEFNFNIUIK LT, AL R—Z 72T AH7 ) 2R ELET GZiF AN,
N—T 4 T E) . FERIZOWTIX, LDAP H— N2 #2475 LDAP h— 1 7'm 7 7 A )L
DIERL (5 5—) #ZRL T Z30,

ATY T2 AL R—RA 72V EERLET, RAL L R_N—RA 7Y BERTHE XX, =T 77 AL

ATvT3

MY ZRIRLET, 72, ED0r7 =V 2373 %) % EnvelopeTo 7 4 —/L NIZESWTHRET 5 &
NS, TTITAT o ARELET, 7Y —OEEFEOFHEMZIONTIZ, FAA =2 72T DfE
A (30 ~—) ZZELTIZSN,

RALR=RA 72V %N\T Yy T EREFTTFTARXR= DY ZAF =T LTA =7 M LET, U R
F—DREFIEDFEMIZ OV T, [Configuring the Gateway to Receive Mail] DFE &S L T 720,

G¥) RAAL L R=Z2 7V IICE, AXARBEHEEED LDAP = R —H 7 7 2 AR AR A@H D
DA TEET, Sz VT, TARLRHEE OFEEZSHLTEEN,

RDARY
ESpEREYS
e RAAL L R—=2 7 OERLE (30 X—7Y)

KAALR—ZX 5T DERK

ATy

ATy T2
ATvT3
ATy T4

ATvTH
ATvT6
ATvT1
ATvT8

RAAL L R—=2 72V L, [V AT L& (System Administration) ]>[LDAP]> [LDAPH—/3
717 7 AL (LDAP Server Profiles) ]~2— Y TYERE L £7°,

[LDAPH— 3711 7 7 A /L (LDAP Server Profiles) ]-X— T ® [FEMIEXE (Advanced) 127 U v 7 LE
‘g‘o

[RAA EID L TOENM (Add Domain Assignments) | %27 U v 27 L7,

RAAL L R—=R 72 —DL4FTEATILET,

T — ZATEBIRLET,

GE) RAL U R—=R 72 ZAERT D L EITRIRT D57 =V OX A 71, TXCHEL TRITIE:

DEVFA, 72 XA TEERTDHE, TTITATVARTIFOZA 7D I =) 2R RER Y —
RNRT7aT7r7ANVNEEREL, 7o) 7 40—V REARKLET,

[FAA B YT (Domain Assignments) ] 7 4 —/V RiZ, RAAL B AT LET,
ZORALAZEEMT D7 =) — 2 FIRL £,
JZYDRALPTRTEMENDET, TZEMLET,

EOr7 I —H LW E XIIFEITTD, 7740 D7) EANTEET, 77408 72—
ZASILZRWEAEIE, [/ L (None) ] 2R L £,

. LDAP - T 1)
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—ED APy T £ 5E00Fr—> v TU0HA |

AT9F9 I xVETANLET, [Z7ZVDT AL (TestQuery) |R¥ %227 Vw7 L, TANTDa2—Y g
VENRRTVU—=RETNIA =N T RV ARE [T A K /3T A—4 (Test Parameters) | D7 4 —/L RIZAJ]
LEd, FERMN [ AT —H A (Connection Status) ] 7 4 —/L RIZFERENET,

ATvT10  (EBEEAHEE) {(f} h—27 v 22 AN U NTHEATL2HA61F, =0 " —T R EET RLAZT A b
7T U IZBINTEET,

GE) F‘)M’ ‘/f*‘%x ) OERPET LIS, 2072 a7 ) vy 2 E3 774 X—rDY
(BT T D MR H Y £T,

ATyTN EEEZFEL, RIFELET,

—EDLDAP VT ERITT H1-HDF—> I TD
f& H

Frx—r 72 VIX, TTI7A4T7 AL > TUAFIZETHAI TSN D —#O LDAP 7 = I T
Bl SnET, 77947 A F. 20 [Fo—2] OFOK 7= OETERIT L. LDAP
P —NNEEENR VAR ARIRSND E (F2T TF2—2) OFEDOZ =Y THENL
VARV ANBREINL DR T 5 L) FE12ELLES, Fo—r V—TFT 47 7 —T
X, 77 I9A TV AFBERZONTZEF AT RLAZ LI, AURED #HOF =—
Tl — %ﬁ%ﬁbifo?1%/7I)W&j0®ﬂ\MMPT%Vﬁﬁ)W@IVFUK
BWT, SEIERBHICEEO (F721EF—0) EXREHSNTWLEHEETT, & 2T,
JEE maillocaladdress & mail N2 —VFEFA—I/L T KL RAEZEMNTH7-DIEHIN TS &
LET, ZOMBFOBIECK L THEICZ =) 29479 510F, Fo—r 72V E2HHLE
7

ATYTIl F=—0 72 VNTHEATHIZ) ZLi, =777 A4 VE2ERKLET, 2O =777 4
NDENEIUNIDWNWTC, Fz—r 72 —IfFHTHI/ =Y —%RELET, B OV TiX, LDAP ¥ —
BT D EHRERANT D LDAP h— R a7 7 A L OERR (5 X—2) 2L TIEEN,

ATYT2 Fz—r 72V EERLET, SOV TE, F2—r 72 DEKR 323—-) 28R LTLEE
A

ARTY T3 F=2—r 72V %X T VI EEFTITARX—b DY AF—IZH L TA F—T M LET, VAT —DFE
TESEDFEMIZOWTIX,  [Configuring the Gateway to Receive Mail | DEAZZM L TL 72 &0,

GE) RAAL L R_R—2 7Y IIC . A RNAREHEEED LDAP = R —H 7 7 B AL AN AE@ED
COIHERATEET, FEZ OV TR, TRRATREE OEZSRLTLTEEN,

RDERY
BEIEE
e Fx—r 7 UDER (32 2—)

LDAP 7 T 1)
|
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B -—rzvonrm

Fr—2 I DIERK

Fr—r 7Y —iF, [VAT LEH (System Administration) ]>[LDAP] > [LDAPH#— 71
7 7 A )\ (LDAP Server Profiles) ] —Y CIEK L FT,

AT w1 [LDAPY— "7 127 7 A )L (LDAP Server Profiles) ]-3— D [EMIFRE (Advanced) 127V v 7 LET,
AT9 T2 [F=—> 7=V %BI (Add ChainQuery) 1 %727 U 27 LET,

AT T3 Fo—r 72 VOL4FTIEATILET,

ATy T8 7)) — XA TERIRLET,

Frx—2 VY BERTHEEINEIRTH 7 OX AT E, T XTHELCTRITNIERY A, 7
AATERINTDE, TTIAT LV AIZFOEATOr7 ) ZRFAFGERY—X T a7 74 Vv bEE
L, 72U 74—V REAERLET,

ATYTS F=—r 7T VITEMT 572 2RI ET,

TIIAT VAL ST, ZZCTRELEIEICZ 2 U RNFEITEINET, LER-T, o2 2F =—
Y72 VICEMTA5AIE. KVRENZRZ 2V O%RTEIVIHAOZ =Y REITEND LD RIEFIZT S
TEERHEREL £,

ATYT6 72V ETANLET, [Z72VDT AL (TestQuery) |[RZ %27 Vw7 L, TAMNTHa—Hnarsvq
ENRATVUV—RFEFTA =N T RV RE [T AN /NT A—4 (Test Parameters) | D7 4 —/L FIZ AN LE
T, FERDS [BEE AT — X A (Connection Status) | 7 4 —/b RIZFREINET,

RT9 T (AHEEARE) {(fy b—72 22T AN TV NTHERAT 254X, =X —7R%EHZT RLAEZT A b
7T VIZEBMTEET,

(B F=—r 7 VOEEPKTLES, 2072V &7 ) v 7 E£3 774 X—FD Y 2F—|Z
BT 2 N H Y 7,

ATYyT8 EHAREL, RIFLET,

IDAP 2K 5T4 LY KR N—RX MNREHLE

TAVLZ P A=A NERT, BEOHLEREEN., L HIAMEROZEESITA v
T—VERETLIILICLoTHIALET, EF AT — MU= A13, ZEHEDZOLNC
BRNIRA=NR Y 7 2o TWDHINE I DEFHNTUSEEZRLET, ZNERBIZEITTD
L EBOHDLEELIL. EOT FLAICASRAEFEETEL W) E, BT RLAD
[ (N—_ZN) | ISk THETED LR £7,

EA—NtXxal)T 4 77547 ATlE, LDAPZITANMGEZ =V — 245 L, T4
V7 R =X NLEE (DHA) #BHE L CHIETEE9, LDAPZIFTANEHRET D &=
o T4 L7 bU AN—_R NKERIEZ SMTP I o —3 g VAT H s, UV—7 Fa—
DHFTIT O NEBRIRTE £,

. LDAP - T 1)
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SMTP hoit—vavdmnT4 Ly by n—~z rwgpsit i

ESPEREY=]

eSMTP o RXE—> g DT 4 L7 MY ~N—_Z2 NIKEER I
AEEXFL—HNTOT ALY N ~N—_Z NS E (34 =2—)

SMTP h>/\tE—S 30D T o LY B N—ARX NHERIE

DHA %ZFAIE$ 512X, FA A »721F % Recipient Access Table (RAT; (&7 /& A 7 —7
V) IZAFIL TR E, LDAP ZF ANUEEZ SMTP 4 /3t —2 a YN TEITLET,

(33 ~—2)

SMTP B o\ t—3 g R AvE—U% Fa v T5121%. LDAP 217 ALD 7= D LDAP
PR a7 AN EREELET, KIC, LDAPZIT AN Z U ZSMTP >/ 3E—3 g

[ A==
WCFETTHEOCV AT —2RELET,
7:ZHANS T % SMIPH Nt — 3 hIcETT 2L 5 28%E
= LDAP Queries: | = Accept
Accept Query: | redfish.accept v
| Work Queus
Man-Matching Recipients:
(& | SMTP Conversal tion
If the LDAP server is unreachable:
~  Allow Mail in

@ Return error code:

codel ]
smporary redi

b Routing
b Masquerads
b Group

YA F—THEITTHLDAPZIT AN TV EFRELEDL, DY A ) —
NV 7a—RY) T —DOFODHAP (T4 L7 b /N—~Z NEEELIE)
HET,

8:SMTPh Y t—2a UICHERfE FOY JT5E512A—)L JA—RY L—%RET S

WZREAHT B vl A —
ExRFRET D HEEMR

EATR=d
AX B

E—

Flow Control:

Directory Harvest Attack
Prevention (DHAP):

Y 2G|

Rate Limiting:

(ZBEAT T BT R

Mazx. Recipients Per Hour:

Max. Recipients Per Hour Code:!

Max, Recipients Per Hour Text:

Use SenderBase for Flow Control:

Group by Similarity of IP Addresses:

Mazx. Invalid Recipients Per Hour!

Drop Connection if DHAP threshold is Reached
within an SMTP Conversation:

Max, Invalid Recipients Per Hour Code:

Max. Invalid Recipients Per Hour Text:

DIZHDRDIAR i E L £ T,

© Unlimited
c )
452

Too many recipients received this hour

® on 7 off
This Feature can only be used i Senderbese Flow Contral is off,

& off

o
(significant bits 0-32)

" Unlimited
@ |5
# on € off

550

: Too many invalid recip

—)L 77— KUY —OFT, T4 L7 FJ N—_R NZER I

LDAP 7 T 1) .




wap sy |
B czs2—mcoF Lo by n—RZ FEEHLE

« [1FF & 72 0 O 72258 O K¥ (Max. Invalid Recipients Per hour) ], Z DU A J—

P E— FARA MPDZITID B2 EEO 1RSI ORKETT, ZOLEVVE
X, RAT GOz R LET, Zhid, L7 LDAP Z{5H50 T D72 SMTP 71 >3
t—varflic ey 7ENTEAvE—VoRKE, V-7 Fa—HNTARAY 2SN
A=V OHEFTT, EZIE, LEWEEZ S ERELEHAIC, RSN RAT R
@ﬁzﬁf\ﬁﬁﬁLmW%%%%f@thﬂ/7éhkfyt—?ﬁ3#?%ékb
F7T, ZORRT, 77747 AFLEWHEICEEE L L HEr LT, #ie Ffny 7S
FEF, 774NV RTHE, NXTV w7 URAF—TO 1 K72 0 OZFE ORKENL 25
TY, 7I7AX—= KU R FT—O5EEX, |FHbHZY OZEFHEORREILT 7 +/v N Tl
MEHIFR T, T O KA [HHIFR (Unlimited) JIZRETDHE, TDA—)L 7a— K
2 —IZ%f LT DHAP |34 X —7 /W72 0 ¥ A,
* [SMTP %7 T DHAP L EVMEIZEIE L7296, Bfiix Fe v~ (Drop Connection if
DHAP Threshold is reached within an SMTP conversation) ], 7 « L2 kU /~\—~Z F B[S
EOLEVMEIZELZEZWIT I IA T VAL LT Z Fe v 7SH X IHRELE
R

« [l 22— R&H 720 O KZ{EF% (Max. Recipients Per Hour Code) ]. #%#5i% Ko v 79 2%

ST a—RFREEELET, 774/ bOa— RiE550 TY,

o [FEM T 2 F B2 O RZ(EFE S (Max. Recipients Per Hour Text) ], Fv v 7" L7- 8
WL THEHT 27 XA MERHRELET, 7 74/ hDTF X MME [Too many invalid
recipients] T,

LEVMEICELZSEASIT. ZEENEDTHoThb A vE—V Do o R —7 R EHITNT v
xf/t~vmﬁméné_ki%wiﬁmo

EEXEF21—RHNTOTA LI M) N—_"X FHELE

T4 L7 R AN—_Z KB (DHA) DIFEAEE, FASVETEZEET 78R T7—7
b (RAT) IZAJJLTHEE, LDAPZIT AIUMRGELZ UV —2 ¥ 2 —NTHETTHZ LIZL - T
IECEFET, ZOHEEZERTL L. BEOHLIEEEN, ZEBENERNDE 5 D& SMTP A
PRE—=Ta RIS Z EIFTERS ARV EST, (RITFANZ DY RRESNTND L X
m\vz?A@%yﬁaV%QUAMT\HMPQTAn@ﬂ%U 7%1%Wfiﬁbi
T) . L, AvE—vYOzrNa—TREEFICIE, ZEEVPEHTHLILGEII AT A
A v —UNEEINET,

BEEIER
e U—0 Fa—NTT 4 L7 b N—_XNKZERHIETH72DDORE (34 —2)

D—H X2 —KHNTTALY Y IN—RR NKEIET A-HODHRTE

FA4 LT M) N—_A MR T 51203, FIDIZLDAP — N 707 7 A L ERE LT
LDAP ZF ANEA X —T7WMZLET, LDAPZIFTANY Y 2 A F—T NI LT, RO K
I, TOZF AN =Y AT E912) AF—%2FETH LT, ZEEDN -H LN
BRI A— N ERT U ATH LY ICRELE T,

. LDAP - T 1)
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SMTP 325 %175 12660 Async0s 0ixE ]

WIZ, A= 7B—RY)—%2RELET, ZORY —TlE, FrEDORMMNIZEEIP 7 R
LABIEY ENETONRZEET FL AR VAT APZF AN EE#RLET, Z0K
Bz LHE, VAT ANIZOWRENDHA (T4 L7 b N—_ZXNKE) THDHEHE LT
TI—hMAvE—VEEELET, ZOTT— b AvE—VIZEENDHFERIFTKDO LB T
7

LDAP: Potential Directory Harvest Attack from host=('IP-address', 'domain name
'), dhap limit=n, sender group=sender group,

listener=listener name, reverse dns=(reverse IP address, 'domain name

', 1), sender=envelope sender, rcpt=envelope recipients

A= 7= R —THEENTZLEWVEIZETL2ETIE, VAT AL TAyE—Y
WA ZASNETN, ZRAURIISEZRT Z e <{ZIT AL T Rr y 7SnEd, L
o T ENRFMEFITITT FLAOBRY M@Em s E T2, BEOHLFEHIT, Lox
BERZFANONTNZ R TE A,

ZDERZAEE S T X OB E T, BIE AsyncOS [ZFEIE SN TV D L — FMIREEREIZ LT
¥4, OFV, BHENZOMEZ A 2—7 LT, ERMEZ X7V v 7 U ZAF—0D HAT
WDOA—L 78— K)o —DHRTHRELET (HAT DT 74/ bDA—/L 71— R —
EEte)

THILELTEET,

ZOMREIR, A= T7ua— R v—% GUI THRET D L EICHbFERENET GG T 50 R
F—IZ%t LT LDAP 7 = V) DMERRF A DHEER)

1B 720 O ZEEZ R EANNTDHE, TDO A=V T7r—KY —|Z% L TDHAP (5 «
L7 U A= NKZERGIE) B FX—T MRV ET, T 74NV KT, X7V w7 U RAF—
T 1RO -0 K 25 oz EERZTANONE T, T4 =K U RAFT—DFA
. 1R S0 OBENZEERITT 7 40 b TIHERIR T, = O kEE [HEHIR
(Unlimited) JIZRETH L., ZTDA—)L 71— K 2 —|Z% LT DHAP |31 31— 7 /Lil7
DEH A,

=F = = = I —
SMTP SZEE A 1T 5 1= D Async0S DL TE
AsyncOS Ti, SMTP #EGEN YR — h I TWEJ, SMTP Auth (X, SMTP ¥ — 28T 5
U IA4T 2V NERAET H AT = ALTT,

ZOAN=ALzMMT 5L FREDHMMICHTR T 22—V, LOMBED A —LH— 2V
TP THERLTWD (HEPHIREREND) LAY —NEfH L TA =N E2ERE
TEHEIIRVET, A a—PF -V b (MUA) I, A—NLOXEGFEEZRITTH L
SITRREESR (FY Lo VIV AR R) 2RITTEET,

SMTPRGEIL, BEA—NL VLI L THHEATEET, ZhEFIAT2E 777947
AMFy NT—=7 D=y PTIFRWERIS, TF5A T AN L—H— "D x o 7TH
WAL TE F9,

AsyncOS Tix, =—H 7 LT U U ¥ VORBGELF R E L TRD 2 OB AR — FENTHET,

LDAP 7 T 1)
|



wap sy |
B svrezimoxs

«ILDAPT 4 L7 MU ZEHT B,
o B SMTP H— " Z{F 5% (SMTP Auth §i£3% & SMTP Auth 35{E) .

9:SMTP Auth DY HR— b : LDAPT 4 LY b R R 7 E1=IE SMTPH—/

Remote MUA client

iy
- . SMTP Auth LDAP Query —
gnnecong: Mechanism: Connections:
« SMTP « PLAIN + LDAP LDAP
+ T8 « LOGIN + LDAP/SSL

OR

Connections:
* SMTP SMTP Server(s) acting
=TS as Authentication Server

SMTP ZRFEHFRA/FE LS. HAT A—/L 7a— KUY —NTHEH X5 SMTP Auth 7 &
7 7 A V% smtpauthconfig =~ > R&EMH L TEKR L ET (U AF—T0D SMTP BiEDO A XD
it (40 <—2) ZHMW) .

ESPERENS

« SMTP BEEDERE (36 2—)

« SMTP #BFEZ = U OFE (38 2—)

« 552 O SMTP H— R T SMTP %Gk (HskZ 925 SMTP Auth) (39 ~<X—)
« LDAP % 4% SMTP 83k (39 X—)

s I TAT bnmﬁﬂi%ﬁﬁﬁ L7 SMTP & v g v OFEF (43 ~—)

« 313 SMTP #83 <43 ~R—=Y)

e X7 L SMTP #HFE (44 ~X—)

SMTP : At nIE DEX E H_I

LDAP % — "% H U CREEEZAT 9 5513, [LDAPY— 7 a7 7 A L %iBM (Add LDAP
Server Profile) ] 721 [LDAPY— 3711 7 7 A )L % #F4E (Edit LDAP Server Profile) ] /\°—“}

(¥£721% 1dapconfig =¥ R) T/ =V # A 7 & LT SMTPAUTH % &R L T SMTP 77
7 ZER LET, RET D LDAP ' —"DZENLNICOWNT, SMTPFEIET 0 7 7 AL L
LCEMAT 5 SMTPAUTH 7 = U % | DR ETX £,

SMTPREEZ = VUi, [LDAP XA L K| & TERHE LTONRRATZL—X| O2FENHY
F9, BHELLTORRTL—X| ZEMATLHEXE, 77747 AIZL > TLDAPT «
L7 FUKNDORATZL—X 7 40—/ PR S ET, SAT7L—XL, FbL—r 7% X
by BEEAL, F7203 0y a2 SNTEM STV D ATREMEN H Y £9°, LDAP /N1 > N & ff
THE, TTIAT VAL, 74T 2 M ko TSN 2 ERIG M2 ] L CLDAP ¥ —
NMice s A LEoELET,

REEIER
CB/MEL LTONRRT L—ADEE (37 2—)

. LDAP - T 1)
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EBreLcosz7L—2okEz [

BHEELTODINRIL—XDIETE

OpenLDAP OHLE (RFC 2307 IZH5<) T, a—T 4 T DA T %Wy a TR, £
DFRIZT A= RSN/ AT =Xkl 52 &1l >oTWET (Ttéx X

[{SHA}5en6G6MezRroT3XKqkdPOmY/BfQ=] ) ., ZOHITIX, NAT7 L—XEpiE7 L—r

THXARDNRATL—R|ZSHA ZH L Cob base6d = a—F5 4 7 LI=HDTT,

TTITAT LV ANRNRAT L— R HHIIC, SASL A W= R LD T =— ) MUA &
ORITIThiv, T7I7AT AL MUA X EDHIEEEMT 202 RELET (BFR—FEh
TWAH A H1 =X AFLOGIN, PLAIN, MD5, SHA, SSHA, CRYPTSASL T9) , ZD% T,
T TAT VALLDAP T —# R—RA T H 7 =V ZFATL TR T L—XE G L ET,
LDAPINTIE, A v aTHENZT LT £ v 7 ARRAT L —R A NTWEZERHY £
7

s VT 4w I ADRNTN 2 WEEETE, LDAP NIZHEN SN TWNWDE /SRR T L—ART L—
VTXANTHDLERRINET,

s VLT A4 T APMFNTNBGERIE, T IT7A T RZFEDNY v afb/SA 7 L — X%
BL, MUAICE > THRESNT-2—HFL L X2 T L —AXDM FHHNNIE DL LD Ny
VaBFTL T, Ny v aBORAT L= LRI LET, TTIATUATHR— &
No/Ny v o XA 71ESHAL £ MD5 TH Y, RFC2307 DIHEIZFHESNWT, X271 —X
74—V RN TIEIN Y Va2l RRA T L—=ZDFNIN Y V2 A=A LD A THRIER
£7

LDAP Y— D121, OpenWave LDAP — D X 92, Wb &Nz A7 L—XD
ANZKE S b2 A T2 L2 nb Db 50 | R D ITK b2 A 72350 LDAP @tk & L
TSN TWET, 20X RIGEIT, FEENEE LT 7 4V kD SMTP AUTH I
PR THBLERAAINT, FONRRATL—RXLESMTPH >\t — 3V CHREINLTE
NRAT L —X LN S £,

T T AT AL, SMTP Auth &) HATE 2 — 4 25 T B> TLDAP 7 = V IZZH# L, =
DIV EFHLTIZ U7 77X A MERIFNAYy Y2 b &N ZAT7 L—X 7 0 —)L RE TS
LEJ, WIZ, SMTPAuthZ L7 v v ¥ L THRE SN/ A T L—XZR L TNy v 2 P
AT ET L., FOREAE LDAP LD RA T L —R LW LET Ny o XA TDH
TR® LTI RLS) . —E LA TX. SMTPAuth 7 >3 —v 3 U BTSN E T,
—HLWGAIE, =7 — a—FRBREsnET,

LDAP 7 T 1) .



B svrzanszvozs

SMTP

FasL”7 T') D

wap sy |

=JL =

ax JE

A

%% 6:SMTP Auth LDAP 2 T') D7 4 —JL K

[Z®&] (Name) ]

T DAH]

7 =) =354 (Query
String)

FdlEZ LDAP XA & R TIT 9 xS A T L—Xz gt & LTI L TIT 9 @R T

i‘d—o

/34 > K (Bind) ]: LDAPH— S~ n 7 A LFATICIE, 7 747 2 MZ &> TR
JUF vy VR LET (Zhvk [LDAP A1 v K] EIFOET)

SMTP Auth 7 =V T &b R O KA R E LET, Zo8it, Lo LDAP #—
NIEVETHRE Lf:i&%%zﬂitﬁ DEFA, NV RBIERFIZKEDE Yy v a vy XA LT T
FR3FAETDDEBE I ZCHRET SRR OR KA RES LET (*ﬂ&“ﬁ’ami
B DIRIET N TE SMTPAuth FOETHZENTEET) o AU NRBAEZ LT, #rL
WEEREDS | D SIVE T, F% 0 OBEIL, o X A 7O LDAP 7 =V T I E T,

[E P& L CD/YA 7 L—X (Passphrase as Attribute) | : /NA 7 L— X ZHfG L CREAEEIT 9
ZIEX. T [SMTPFERED /XA 7 L— X D)@ (SMTP Auth Passphrase Attribute) | 7 4 —/L K
T/\X TU—RERELET,

W OTIHDIECH AT S LDAP 7 2V 248 ELET, 727747 T4 L7 F VDY
= U O : (&(samaccountname={u})(objectCategory=person)(objectClass=user))

EInT=

SMTPFERED /N A 7

L—XD @M (SMTP
Auth Passphrase
Attribute)

[BIEE LT RAT7 L —X%EU5 L7-383E (Authenticate by fetching the passphrase as an attribute) ]
BERLEBARILZ. A7 L —X@BMEZ ZCHRELET,

==

WOHITIE, [ AT L& (System Administration) ]> [LDAP] ~X— % {#H L C LDAP %
PublicLDAP| %% L. SMTPAUTH 7 =V ZBM L CTW&EF, 7=V 3074 (vid={u})
I%. userPassword JEVE & 32 X O IZ/FR S LTV E T,

10: SMTPEREEV T V)

Name: | [publicLDAP.smtpauth

Query String: |(u\d={u})

User Identity for Test Queries: | Test Query
Test SMTP Authentication Password: [ | 2

Authentication Method: LDAP BIND

¢ Authenticate via

Maximurn number of concurrent

it conne;
@@  Authenticate by fetching the password as an a

ctions for this quary: [1

tribute

SMTF Authentication Password Attribute:

userPasswor: d

SMTPAUTH 2 7 7 A4 LD
A —HRETEET,

. LDAP - T 1)
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%2 0 SMTP 4 —/\$E 1 T SMTP B3 (i GEAT 5 sMTP Auth) ]

520 SMTP H—/\{EH T® SMTP :25E (¥5xk (A9 % SMTP Auth)

AT T1
ATvT2
ATvT3
ATv74
ATvTH
ATvT6

ATy FT17
ATv78

SMTPZEIED Xt — a VDD ESNT -2 —T 4/ L XA 7 L —X% BD SMTP ¥ —
NREFRA L THEET DL 9T I I9A T UV AERETEET,

FRREEAT OV —NX, A= N EBERETHH—REFRO LD THY . SMTPFRIEER~DIGE
P EITVET, BRECKRE LTe & Z i, HEHA =L $— 2K D A —/L 0> SMTP #xik % fii
fTeaEd, oM. TEREE26H/H3 5 SMTPAuth) SMEnsZEbHV E4, 717
VV%»@ﬁﬁ%@SMWﬁ_A ZHRE (TrFy) SRTREN TV E TT,

[ FhU—72 (Network) ]>[SMTPEFE (SMTP Authentication) ] Z &R L £,
[Za 77 AVEBM.. (AddProfile..) %7V v 7 LET,

SMTP ZiF 7 a7 7 A NV D—EDLETIHZ AT LET,

[FuZ7A0%2A7 (Profile Type) ] T [#52% (Forward) ] Zi&R L £,
Next| 227 U w7 LET,

RV — DA A M/APT KL AL R— b2 AN LET, RAEEROImGREIE T 5%, v X —T = A
AEBIRLET, FRHERORRKBEERELET, RIS, T T4 T U ANGERES — N~ ORI L
TTILS ZMHETHMNEIDERELET, EHT5HSASL AW =X2t, [F'L—2r (PLAIN) | & [H
74 (LOGIN) I7bL@ERTEET (EHTEL2HE) o ZORRIL, AT — AT EIRESNET,

KHEZEEL, RIFLET,

WRET 7 7 A NVDIERRZE T TDE, 207077 A% U AT —ZH LTA R—T /I TEET, §F
HNZDOWTIZ, U AT —TO SMTP FIAFOALE (40 2—2) 2R L TLEE W,

LDAP Z{# 9 % SMTP 25

AT T1
ATvT2
ATvT3
ATvT4
ATV 75
ATvT6
ATvT1

LDAP X—Z @D SMTPFRRE 7' 1 7 7 A WA AERKT 5 1Z1%, SMTPREFEY = U % LDAP —/3 7
07y ANEHIT[AT LB (System Administration) ]>[LDAP] ~X—TH 50> U OIERK
LTBIMERHVET, Z0O7a 77 A NVEHEHLTSMTIPREIET 1 7 7 A VB L &
9, LDAP 7’00 7 7 A VDIER T HEDZERIZ W TIEL, LDAP 7 = U 12250 T (2 8—)
EZLTLLIEEN,

[*r> FTU—72 (Network) ]>[SMTP:ERE (SMTP Authentication) ] %N L F 7,
[7r 77 A V&EEM (AddProfile) 1227 VU >v27 LET,

SMTP#HAET 0 7 7 A VD—BE D4R AT LET,

[Fv 77 A" AT (Profile Type) ] T [LDAP] ZER L £,
[Next] Z#27 U » 7 LT,

ZORFET 0 7 7 A WEH TS LDAP 7 = U 28R L £ 7,

T 74N NOREEALTRE ey X7 A=a—p bR L ET, SRk \Smﬂ[%Mﬁﬂﬂ
[Crypt]. [Plain], [MD5]723% Y £, LDAP % — 2K > THES{bE D/ 2 7 L— XD 51L& A 7

LDAP 7 T 1) .



wap sy |

B xr—<oswrzzosmt

ATvT8
ATvT9
ATv 710

DEME 2561, [72 L (None) ] #EIRL T 723V, LDAP H— N2 Ko THES{b & A 7235l
YT AT 4 E LTIRIFEND AL (72 & 21X OpenWave LDAP H—N) | B 5{L A A =a—n D
BIRLTLEE N, T4/ FOEEALREILZ. LDAP 7 = U2 XA ROMER SN 2EAIIMER SN
FHA,

[#&7T (Finish) 1227V > 27 LE7T,
EHREZXEL, RELET,

FEET e 7 A NVDIERRZE T TDHE, 207077 A%V AF—|ZH LTA R—T I TEET,
FEAZOW TR, U A F—TO SMTP ZiEO B ML (40 X—2) B LTI E W,

RDRERY
ESPEDEYE]
o U A} —"ToD SMTP BFEDHF Il (40 =X—72)

I) ZT—'C‘:O) SMTP an.\nIEo);Es“j]1t

[y T —72 (Network) ]>[SMTPFEAE (SMTP Authentication) |-~<—"T, 17T 558GE
&4f(umy&—xitiﬁﬂP%ﬁ«—z)%%ELTSMWMﬁF7m774wJ%¢
L7zb, [y FU—72 (Network) ]1>[U A7 — (Listeners) ] ~— (F72i&
listenerconfig 2~ F) ZHHL T, 207077 A% ) A ;T —CBEAT 2 MLEER
HoET,

\)

GE) B LO—WIZiE, 2—VFDOFOREED A —/L 71— R Y L —OF T RELAY BtE)1E
NN ET,

15077 7 A VA THEHEOBEY —REEETHI EHTEET, SASL A W =X A
CRAM-MD5 & DIGEST-MD5 1%, 7754 7 v A LiadE— SO TIEHR— FENFEH AL

WOFITIL, U AF— [InboundMail] T SMTPAUTH 7' & 7 7 A AMER &b Koz, [V
A —%Z#me (Bdit Listener) ] ~S— Y TaEE L TWET,

. LDAP - T 1)
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smrp szzE s HAT K o —niE ]

1M:SMTPREETO T 74 L% [V) R —%%wE (EditListener) ] R— T TERT B

Edit Listener

Listener Settings
Wame: | |1ncomingMail

Type of Listener: | Public

Interfacs: | [Data 1 ~| Tcppart [z5
Bounce Profile: | [Default v |
Disclaimer Above: | | Nane :"l

Disclaimer text will be applied above the message body.

Disclaimer Below: [None

Disclimer text wil b: applied below the message body.
SMTP Authentication Profile: fo,-wa,.dm_g_=|?_ased __\:J
Certificate: | [test %]
b SMTP Address Farsing Options: | Optional settings for controlling parsing in SMTP "MAIL FROM" and "RCPT TO"
b Advanced: | Optional settings for customizing the behavior of the Listener
b LDAP Queries: | Optional settings for controlling LOAP queries associated with this Listener

SMTP Call-Ahead Profile: | {Tione ~i|

70D77/f/1/%'1&4€};ﬁ—g—54: Y A —%F ﬁ]\/ﬁ_g FD VY A F—TOSMTPIRGEZ FFr]
L FIEMEETAIEIICKRA N T VAT —TADOFT 7 4V NRELZLEETXET,

12: A—)L 20— 7R —TO SMIPEFED A +— T ILiE

Encryption and TLS: | O Use Default (Off) ® off O preferred © Required
Authentication: 2
SMTP Authentication: | & Use Default (Off) O off O preferred O Required

If Both TLS and SMTP Require TLS Ta Offer SMTP Authentication
Authentication are
enabled:

r—2Z |E:B8
1. [SMTPERFE (SMTP Authentication) ] 7 4 —/L K CTlX, U AF— L~YL T SMTP &

FAEEHIE L ET, Wz (No) ] 23R L2848, SMTP 3RGEICREI 2 th ok &
Wb b3, 20U A F—TIEERGEIEA % — 7w_&biﬁho

2. 2FDOT a7 N ([SMTPFEAE (SMTP Authentication) ]) C [#78 (Required) ]
PEINLIEGEE, AUTHX — U — RBRBITSNDDIRITLS AR I =— f Sk
(75472 MBI EAHLO 2~y RERITLE) #%E70 £4,

ESPEREY=]

« SMTP #BiE L HAT AR U 2 —DHRE (41 ~2—)
s HAT BIEHES (42 X—2)

SMTP Z25E & HAT R —DERTE

EEHIIREEIN—TLLTELHLN, TOHRTSMTPRIER I =— 3 UNBEET 5
DT, FARNTZEAT—T/L (HAT) OREIITHEIIRPEEAL, VE—F A—L KR
NREEET D L XIT, T ITAT LV ATHDICEDREE I N—T NS T 508 E LT,
FORGEIN—T DAV R) —2EALET, =& xiE, VE— b MTA
l'suspicious.com | %% SUSPECTLIST &5 £fFH 7 —712)d L TV D 551T
lsuspicious.com] @ SMTPAUTH 2T —3 3 > OfER & 3R HRMWE%UV%
NI NET,

LDAP 7 T 1)
|



B wrEzEs

HAT BIiEHES

wap sy |

7272 L. SMTPAUTH %Ml L CRREA Z T D XEFHF OW X, [HEF O] EEH LI1TRY

%9, SMTPAUTH & v 3 3 I L7236 OB eI FRELAYJ WCEHEINLHDT, &
BHNCZEET 7 A T —7 /L (RAT) & LDAPACCEPT (334 X2 SN ET, ZOREE, &%
BEEIAYE—VET T IA T ARBATY L—C& %9, LEBN->T, @HIND L— Ml
[ReArmy N U I RELH5H1E, SIS AN £,

HAT BIEFE R 3G EE D & X 1L, HAT ‘%ﬁ%‘ﬁ‘w—f}:;@w Tu—RY L —DOREICHE
SWTARLZGIE Re vy 7EN58H b, BAbiZ L. RELAY A—/V 72— KU v —»NFF
HEINET,

A= EE VUL THATHES 2 F(T TN E I DERELET, T 74/ b TiX, HAT
& S THERESNTERITSMTP I o Nt —3 3 VORISR AT — A vt —T % L b 7o
TH,RTEINET,

HAT ME7 ) RECTE T A—ABMESRESND &L AsyncOS TIXSMTP 1 >3t — 3 > DRk
B ClEe, Ayt —YZEFHEL~UL (RCPTTO) THGEFEITTEET, ZOHETA Y
t—UERESTEILET, AvE—VOESHREBIESNA v E—VNRANT AT EHED
AsyncOSITER SN/ A v E—VICEAT 2 KV FEMIARE R BS T 4, 2L 2. 7F1/
JEINTZA Y E—=VDOT RLABIOEZEEDT RLANLA—NVERRTEET, £,
HAT 55 DIBIEIZ L - T, E(EM MTA M & FafT S d aletEb/h & <720 £97,

HAT BIEE S & A R — 7 /UC T D & IROBEREAEL £,

*« MAIL FROM i~ RRFRINDHNR, Avb—U 47V =7 MIERS R,
BT A—NDEEDTODT 7 BANRELRENTZE N A vE—UNRFRIL, TXTD
RCPTTO === FRER &SN D,
« SMTP AUTH % F§ L CHEM MTA 23385E S5 A RELAY AR U o —03FFa] &,
A—LEEE EBVICKETE D,

E@@?ET% RIET DI 1. CLI ® listenerconfig --> setup ¥ ./ R % i FH LET, Z OEME
X, T7 AN R TET 4 E—T Mo TVET,

WDFZ, HAT ORBEFRG 2R TET 5 HEE2HALET,

example.com> listenerconfig

Currently configured listeners:
1. listenerl (on main, 172.22.138.17) QMQP TCP Port 628 Private

2. listener?2 (on main, 172.22.138.17) SMTP TCP Port 25 Private

Choose the operation you want to perform:
- NEW - Create a new listener.

- EDIT - Modify a listener.

- DELETE - Remove a listener.

- SETUP - Change global settings.

. LDAP - T 1)
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5547y FEREBEEALESMIP £y avaRiE

[1> setup

Enter the global limit for concurrent connections to be allowed across all listeners.

[300]>

By default HAT rejected connections will be closed with a banner

message at the start of the SMTP conversation. Would you like to do the rejection at the
message recipient level instead for more detailed logging of rejected mail?

[N]> y

Do you want to modify the SMTP RCPT TO reject response in this case?

[N]> y

Enter the SMTP code to use in the response. 550 is the standard code.

[550]> 551

Enter your custom SMTP response. Press Enter on a blank line to finish.

Sender rejected due to local mail policy.

Contact your mail admin for assistance.

DS5ATF7 2 NEBREZFERALE-SMTP v < 3 U DERETE

EA—=N X2 UT 4 TFT747 AL, Ef—wt%;)?47f§47yx&i~%@
A= T FAT 2 EDOSMTP v a VEEIET A0 747 > MEHEOHK A Z Y
R—FLET,

SMTPRRFET 1 7 7 A W ZAERT D4 A Id. FAEE AR 2 & I3 2 e E8EE LDAP
7 BRI ET, it\7747/b£%i#ﬁ%1%&#otﬁm\EXHwﬁ#JJ
T A T TIAT VAR —YFEIET H 728D SMTP AUTH =~ > RIZ 7 +— Ny 745
EONERETEET,

MR Ca— VAT DD TA T v FiFAEZHEHAT2HBE. 7747 2 MEHEL R
f:fxb\n~4fﬁ>nﬂ4f®7~5’75%‘7@‘6 IO ESNTVAIRY A— L EEETEDHNE
I I B2, SMTP #RGEZ = U 2 T& £,

FIE SMTP Z2:E
SMTP#RGFIL, BEA NV L —2a2—PL LR T L —X%EH L CTHRIET 5 & I bHiH
TEET, [BE) SMTPFREGET R 7 7 A VEAERRK L T D, ZO7 a7 7 A VEERAAL Y
D SMTP /b— MIBEHEM T ET, A—ARERITO-NT, T I9A4 TV AINERT LT

i

LDAP 7 T 1) .



wap sy |

| BEESZEE

ATy T2

beS
1
2.
3.
4
5
6
7

VU NEHERALTCT T AR —A A=) JL—izual A LET, SMTP ZiEIX. ik
71 k=L PLAIN & LOGIN % 3R—~ LE7,

PE{E SMTP 3R3F 712 7 7 A VEVERL L £,

[r> FU—2 (Network) ]>[SMTPRiFE (SMTP Authentication) | Z &I L F 7,
(e 77 A %iBM (AddProfile) 127V v 27 LET,

SMTIPFGET 0 7 7 A VD—BEDL4HIZANTTLET,

(v 77 An5A47 (Profile Type) ] T [%fF (Outgoing) ] Z R L £ 7,

[k~ (Next) 1%#27 Vv 7 LET,

RAET B T 7 A NVOEFEH 2 — YL ERAT L= A LET,

(¥ 7T (Finish) 1227V >y 27 LET,

2F 1 THER LT 2E SMTP REE e 7 v A VAT A L9512, SMPTL— MNERELET,

[*fv U —2 (Network) ]1>[SMTP/L— k (SMTP Routes) ] Zi#R L £,

T—T N [5f5 KA A > (Receiving Domain) | 77 AT, [ZDOMOTRTD KAA > (All Other
Domains) (V> 7 %27 Vv 7 LET,

SMTP /L — F DFESEHR A b D4 % [589578 A b (DestinationHost) JICA LET, Ziud, BIEA—
NOBEZITHER SNDEHEA— U L—DHRA M TT,
FIESMTPFRAE Y R 7 7 A V& Ry X T A=a—nbiERLET,
EHEEZFEEL, (RFLET,

l:l'#:?/ﬁ\t SMTP lL.\I:IIE

SMTP RGF A 71 = XA (LDAP X— A, SMTP 5tV — N _X— R £ SMTP %1E) N7 7

TAT VA LETRESNLTOVDEEIE, LFOA R FRA—)L b TR SNET,

(E#) SMTPRRAERY) : BRES N2 —H &, EREINT-A D=L biddkSnE T,
(FL—V THXFRAIDNRRATL—ANRTHEINDH T LI1THY EHA)
(FE#) SMTPRRAEARRL : WAES N2 —H &, EHEIN-A D=L biddESnE T,
(B55) FEREY— NIZHEE AR AIRE - P — A e A=A n btk E T,
o (BE) FALTURAXRY D i EZEY—N (T TARN—2D, A VxFvark
1T2T7 774 T v ALWE) BRGEEREFRFSOMICH A LT U b LTSGR,

a—H D4 &8 LDAP FREEDERTE

Fv hT—27 EOLDAPT 4 V7 N AL Ca—Y 2T 2L T T 74T v A%k
ETEET, ZTOXIHICHETDHE, 2—FREHDLDAP 2 —HL ERXAT L —XZHH L
Ta /A TEHL912720 FF, LDAP Y — IR 25857 Y 2R ELTEL, 7774
T VAN L DINRRREDE R 2 A F—T7 I LE T (GUI D [ AT LEHE (System

. LDAP 7 T 1)
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a—47hovrozy P

Administration) ]>[=—"% (Users) ] ~— $72/% CLI ® userconfig =~ F&fif] L ¥
) .

ATYT1 A—YHF FTHOUFEREBETHE-OHDHV L) —%ERLET, LDAPH— 7177 (/L T, LDAPT 1 L
I RNINOZ—F T H T "NegBT 57007 = ZERLET,

ART9T2 GU—=TF ANRN=29 T HT) =% BLET, 2—FRHEEDOT A L7 RY TA—T DAL R—=nE
IMEHIMTT Dm0 ) ZAERR L £,

ATY T3 LDAP H—NEHERT AL SICHEBRIEEEY b7y TLET, 2D LDAP V— &2 —FFRFEICfE AT
LX9TTIIAT U AEREL, 2=V o —)LEZLDAPT 4 L7 FUKNDO I IL—FI1ZE 0 B CTEd, ¥
Az oW ik, [Distributing Administrative Tasks] O# D [Adding Users| &M L T 72 &0,

G¥)

[LDAP] X—Y D [Z7 =Y DT Ak (TestQuery) | A% (F7-I1% ldaptest =~ K) ZEML
T, ZZUMDPLIRSNARERVIF LB ThH Z L 2R LET, SOV TIX, LDAP
J7xYDT AL (19°—=2) ZZRLTZIN,

RDERY
ESPERENS

ca—YFTHTL R I (45 3—D)
cTN—TF A= F s (46 2—)

A—4HYTF7hookoxT)

I = ZFRIET 5 72012, AsyncOS X7 =V 2 L CZD2—H DL a2— K% LDAP
F oL NUNTHREL, 2—F DT F— LRSS H TS BIEE RO+, IR L
P—NH A FIE LT, AsyncOSIZE->TT 74N K 72U —LF 75V NaER AT &
FT. TAV L IRRHL TN L2 — IR T LR 0T I IA T U RE2RETDHILHT
X ¥4, ZFHITIE. RFC2307 THESNTWAEMN LDAP = —H L a— RN TEHR ST
WD LER S ) 7 (shadowLastChange, shadowMax, 35 J UfshadowExpire) , +—H% L 22—
RWIEET D R A A > LrULD_—Z DN ST,

WDFIZ, AsyncOS ;N—H 7 4 7 k% Active Directory ¥— 3N E TR T 5 & Il &
NAET 73NV D7) XFEH L a—F D7V x—AEMEERLET,

RI:TIHINEDA—F FTHOU b5 IT)XFEFH LB : Active Directory

H—/\ 24 T (Server Type) Active Directory

~—2Z DN (Base DN) (77v7) (=¥ La— &R0 53 EERNZR
N—Z DN AT 20E R H Y £F)

7 ) A (&(objectClass=user)(sAMAccountName={u}))

LDAP 7 T 1) .
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B /—Txon—vurs1y

H—iN 32 4 7 (Server Type) Active Directory

Z—HFD T )L F— A STy | displayName
5 &M (Attribute containing the user’s
full name)

WDFEIZ, AsyncOS 22— 747> k% OpenLDAP — N ETHRBET L L EIHHIND
FIFN RO Y LFH L 2—F DT F—AEEE R LET,

RE:TIAN DAY TAIU VT XFH EEM : OpenlDAP

H—/\ 24 7 (Server Type) OpenLDAP

~—2Z DN (Base DN) (77 7) (2—% La— K&z R0 B0 BAEH
72— A DN ZMFEHTHIVLENRNDHY £97)

7 ) LA (&(objectClass=posixAccount)(uid={u}))

Z—F DT F— BB S LT | gecos
5 JEME (Attribute containing the user’s
full name)

BIN—T AN—Sw T HIT

AsyncOS 1%, 2=V BREEDT 4 L7 b TI—=T DAL N=nE I DnEliT5 05 H
MWTHL7 =V EERLET, T4L7 M) TN —T A RN—=V o THORA L NR—2 T2 ko
T, ZO2—YFDL AT LANDOT 7B AFANREY £3, GUI D [ AT LEH (System

Administration) ]>[=—% (Users) ]-X— (F72IXCLI® userconﬁg) THNHRRREE A X —7

LZTB L&, 22— a—L%E2LDAP T 4 L7 NI NDO T NL—T12EID Y CES, 22—
0—/LZ X o> T, %@:L**“j‘#/XTAW'C*#O77’TZX§775’H%$ Diﬁ” NERERE S T2
a—YPOPEIL, =V Ax D=V TR T4 VL7 R I A—TIZE Y THNET,

TEZIE ITEWVWSI T 4 L7 NY Z—T7NO2—H|Z Administrator 2 — /L& E| 0 24T
Support E\WNHF 4 L7 b U Z—T O —|Z Help Desk User 7 —/LZE Y 4 TE 7,

I ADZ—FREHDOLDAP /L — TR L THEY . ZhEha—% n— L3R 585451
KHREN R —/LDT 7 & AFFAIH AsyncOS |2 &L > TE D —H| Hgghiﬁoﬁkz
X, =—373 Operator HE[R % 7> 7' /L —7" & Help Desk User #e[R & Ff> 7 N— 7@ 54
4. AsyncOS | —+(Z Help Desk User 7 — /L OHERRZEI D 24 CTE T,

TN—T A NR—= TG DEDLT-DDLDAP 70 7 7 A LV ERET H L EIZ, F—
7T La— KPR EINTNDET 4 L7 U LLDR—ZADN Z AN L, F)L—T AL N—
DA—PHBENENTWDEIEE . ZV—T74BBMESn TS EEEZ A LEd, LDAP
=T a7 A LGRS N2 — N A FIZESNT, 2—FHETNV—TLD
BIEDT 7 4V MEE T 7 4V & 7 =1 SUFHD AsyncOS IZ L > TATTENET,

. LDAP - T 1)
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gn—F 2run—vvFszy |

\}

GE)  ActiveDirectory —SOEE 1L, 22— FRRFED 7 NN—T DA L R—=nE S InEHMirT 5720
DT 7 4 D7 = LT (&(objectClass=group)(member={u})) T9, 7272L. T3
LDAP A¥ —~< |28 T,  [memberof] @Y A b T —H4 Tl {@hlA»EHIN TN D
YalE, {dn} 7 {uy OOV ICEHTEET,

WDFIZ, AsyncOS 23 Active Directory — 3 E T —7" XX — o FIERERBEST D &
TEHENDT 740 b7 =) XFH| L @EE R LUET,

RIGTIHILEDTIN—TF AnN—9 T 5T ) XFF| &R - Active Directory

H—/\ 241 7 (Server Type) Active Directory

~N—Z DN (Base DN) (75 7) (Un—7 L a—R&ER2F5ICFEK
M7e_X—ZX DN Z2FEHTHIHLERZH Y )

Z—FREEED T —T D A v s3— | (&(objectClass=group)(member={u}))

9% LDAP A% —={1Z8 T memberOf
pasdl

U A b O — Y4 TR < 4 2
SNTVAHAE, {u) PRD VI (dn) 2l
ATEET,

KA N—Da—V4 (F721X%F D |member
2—H#FD L z— RODN) BFEMHEI
TV JEME

TN—=THBEMS TS ENE  |en

WDFIZ, AsyncOS 7% OpenLDAP H— R LTI/ —TF XA = o PIERERZT D L X
FHINDGT 74V by =) XFFN L BEEZ R LU ET,

R10:TIHIWVEDTIN—F A=y T H 1) XFG| &R - OpenlDAP

H—/N 24 7 (Server Type) OpenLDAP

~—Z DN (Base DN) (F5v7) (Un—FLa—ReRo5I1CITEK
HJ72_X—Z DN Z#fEHTHMERH Y £7)

ZI—WFREED T I—T D A 83— | (&(objectClass=posixGroup)(memberUid={u}))
WE D DT S0 s ) —
preEd]

FA L N—=Da—H4 (F7-13% 0 |memberUid
2—FDLa— KODN) 2SS
TWD @M

TN—TRHDPEM STV D @M |en

LDAP 7 T 1) .
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B < cmume~ors F 12—

ANLIRBEREEAND T > F 1 —H5E;

AR LRHE~O T R—PFEGEO 7 =V L1E, 22—V R A ARSI r 7 VT H L X
Ca— AR RIATH7D0 7 =) T, b—2 v uid, 2—¥F2RLET (a—Fon s o
V4HERLET) . b= al ik, 2—VFOEFA NV T KLRAZRLET, LDAPZ =
\Z& 5T ISMTP:] WEFA—/NLT RLANLRESNDZ LIEHY FHA, 72721, AsyncOS
XD ET RLANSBRELET,

AR L IRBESRE D = R —H 7 7 & ZAMRGEEIC LDAP 7 =V A3 2121%, [Fahe s =V
& L THRET 5 (Designate as the active query) | F = v 7 R 7 A% A 0T L’C <FEEWw, T

TIT I T4 7RI YRS LGE, OV IET 48 —T MRV ET, [VAT LEH
(System Administration) ]>[LDAP] " X— T %#BWz & XIZ, T/ T 4777 =) ORIZT A
VA7 (%) BERINET,

PN H A FFESNT, ROT 7/ 72 ) WFHNT L Ra—PEFE7 = VIR &
nE7,

* Active Directory : (sAMAccountName={u})
* OpenLDAP : (uid={u})
o REAFEZIZFNLISS (Unknown or Other) : (752 7)
T 74N N THE, TT7A4 <Y A—/VEMEIX Active Directory H—/3D ;{5 1% proxyAddresses.

OpenLDAP — "OEE1E mail TT, MEHDZ =) & A—VEEE AN TEET, 72V %
CLI TERT 5 I2I%, ldapconfig =~ > KD isqauth 7 a2~ RafiH L E7,

CE) =a2—HForrA U RCEHDA =T RUARKE AT S L5551, (mail=smtp:{a}) &\ )
72 CFHNEEHLET,

ESPEREY=]

» Active Directory =2 R —HBFEDOFRERF] (48 ~—)
« OpenLDAP =1 U 7 AfEH O ER (51 =—)
« ANLRHESD T R—H% T 7 & ADBIE

Active Directory T > K 1—4E23ED & E HI

Z ZTIL. ActiveDirectory r— N Ra—HFEE7 =Y OREOHIZ R LES, ZOHIT
1%, Active Directory #—/MIxf LT8R 7 L— XFHEELHH L. A — /L@ fi ¥ mail &
proxyAddresses %/ L. Active Directory %—/MZxtd 2 = R —HREEIZILT 7 4L hD
7Y TN R LET,

. LDAP - T 1)
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| wapszy
opentDAP T > ka—+ioREH [

R 1M LDAPH— /N R/INLREEAND T Y FA—HBILDEREH - Active Directory

AR RRTL—X%ER BERICNS Y RT3-00EEED1—
HPEERT 2D, EZRRERETILENHYET)

H—sN X A7 (Server Active Directory

Type)

[AR—h (Port) ] 3268

~—2Z DN (Base DN) (772 7)

B 7w kAL (777)

7 S (sAMAccountName={u})

A — LI mail,proxyAddresses

OpenlDAP T > Fa1—HEREIDERTE DHI

Z 2 TIE. OpenLDAPH— b x> Fa—HEHGEEY =V OREOFI 2R LET, ZOFITIE
OpenLDAP H— %t L CEARGAEAM A L, A —/L@EMIE mail & mailLocalAddress ’E@fﬁ
L. OpenLDAP #— MZxtd 5Ty Ra—HWRBEETIET 74V D7 =) SUFHNAEH L E

B

R 12: LDAP H— /N E RN LIRBEND T Y FA—HEREDEXES : OpenlDAP

FRREA E4 (Anonymous)

P— 3 H A7 (Server | OpenLDAP

Type)

[#—k (Port) ] 389

~X—2Z DN (Base DN) (77v7) (HOAF—<TIEEE 72 ~— 2 DN O A E
Ransz b £4)

B 7w b aL (772 7)

7 =) L5 (uid={u})

A — LB mail,mailLocal Address

ANLIREED T A YT RAHREI T Y

AN LERE T D551%, ANLREEO A U T AMG 7 =) 2 L TETF A —/L oA
)7%%10;&&@5&\XE%#I4JTX_& CIRBEBRA S T D Z L1372 F

I LDAP 7 T 1) .



waps Ty |
. Active Directory T ') 7 R & DR EHI

T, 722k, BDHZIEHENA—/L T KL A john@example.com, jsmith@example.com, ¥ K
Wjohn.smith@example.com D A — /L& FHH & LET, =AU T AMEEHEHTH &, %5
BHNZITED AN LNEHT LEIZT &0 47, HMERIT, Zoa—FDxA U7 24T
EEENDAVE—VDTITAVIVETA—NAT FLAL LTEBREINET RLATY,

R VERE LTI~ VBT AT FLRAICERET BT, ZEHORBEET A —
NTA VT AERBETHI2OD 7 =) ZER L THD, ZIEEDOTITA~VETA—LT KL
AD g% [ A —/VEME (Email Attribute) 1 7 ¢ —/LV RIZAS LE T,

AN L RBERRE D A /X WGl FINC LDAP 7 = U 24 51213, [(Aher =) & LTIRET S
(Designate as the active query) | F = v 7Ry 7 A& AN LTLIEEN, TTIET VT 47
72 T UNRHDIGE, TO7 VI T =TIz £3, [V AT LB (System
Administration) |>[LDAP] X—Y &2\ L X2, TV T4 7RI Y ORRICT AZ Y R
(*) BDRRSINET,
Active Directory 1 —/SOEEIE, T 7 4/ bD 7 =V SCFFNE
(|(proxyAddresses={a})(proxyAddresses=smtp: {a})) T. T 7 4 /b h D A —/VEMIL mail TT,
OpenLDAP — _OEAIE, 77 4 /4 kD7 = I STFFNE (mail={a}) Te F 7 4/ kDA —L
BT mail T, MO Y EA—VEMEEZERTHI L TEET, BUENEROSGA
E. B~ TREID £3, AT LETFA—NVEMEPEED 25815, BRYOET A —/VEM
L LT, ZET 5RO H D E 2 EEFF OB (72 & 213 proxyAddresses) TiI7z2<, A%
1 DZFEHAT 2 —EoRE (& xiEmall) ZANTHZ L E2HELEL £,

7 =1 % CLI TYERT D I2IL, ldapconfig =2~ > K isqalias 7 2~ K&l L £,

HEEE

* Active Directory =4 U 7 Z#i GOk ER (50 ~—27)
* OpenLDAP =A U 7 AFA ORERF (51 <—)

Active Directory T ') 7 R & DEXTEH!

Z Z TlE, Active Directory — "Nt A U T AHE 7 =V OFEOHZRLET, ZOHIT
I%. Active Directory % —/NMIxt L CIEARFEL MM L, Active Directory % — NIkt 5= 1 U
TABEGHO 7 =) ICFHNEAREE L, A —/VIEMEIE mail Z6H L E T,

R 13:LDAPH— /N & RINLIBBET A ) 7 RIFEA DERED - Active Directory

FEEA K E4 (Anonymous)

PR K AT (Server Type) Active DireCtOI'y

[A— bk (Port) ] 3268
~—Z DN (Base DN) (FTZv7)
B 7o b SSL #fEH7 % (Use SSL)

. LDAP - T 1)
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opentbaP T 1) 7 20 [

FREE AR E% (Anonymous)

7 U SLFF (
| (mail={a}) (mail=smtp:{a})

)

A —/VIEM A=) T RLA

GH)  Zoflik. HHORERMELTOET, 7T BLUO0U, EHEY Y —RER, BEER
I ko TR BBAD Y £,

OpenlDAP T A ) 7 AR & D% EHI

Z ZTIE. OpenLDAP #r— b A U T R EH 7 =) OFEDOHZ R LET, ZOFITIE
OpenLDAP #— Nkt L CEAGGEZ A L, OpenLDAP #— x5 =4 U 7 AfH fﬁ@
7 ) LFHNERE L, A—/VEMET mail ZH L ET,

R 14:LDAPH—/NE R/INLIRBET A 1) 7 RIEA DREH : OpenLDAP

FREEAR EE4 (Anonymous)

P—sX X A7 (Server OpenLDAP

Type)

[RA— bk (Port) ] 389

~—2Z DN (Base DN) (77v7) (HOAF—~ TIHEAEAN R ~—Z DN O H %
RENHZEBHY ET)

efee 7w =L SSL Zff4 % (Use SSL)

7 =V CFH (mail={a})

A — )Vt A=) T RL2A

\}

GD  Zofli, MBORE L LTHET, 72U BLO0U, £y Y —&EE, BIEL#
o Lo REBEANH Y ET,

LDAP 7 T 1)
|



wap sy |
B sz onzon

—H 53 & D ERTE DB

Z ZTCiX, ActiveDirectory h— 3 & =y R —HiBI4 7 =) O EDOHZ R LET, ZOH)
TlE. Active Directory % —/NZxt L CEARGELZfEH L. Active Directory H—/MIxt9 2% 22—
DOWRIBIRFEH D7 =) LFHNEFREE T,

R 15:LDAPH— /N & RINLIBBET A ) 7 RIFEA DEREDF - Active Directory

FEEA K EE4 (Anonymous)
H— R Z A 7 (Server Active Directory
Type)
[H— Tk (Port) ] 3268
~—2Z DN (Base DN) (77v7)
Pefe 7w b =L SSL Z {9 % (Use SSL)
7 Y LFH
(proxyAddresses=smtp: {a})

)

G Zoflix, BHoszARNE LTHWET, 72 VBXO0U, £33 ) —&EIX, BREL®K
LS J:ofﬂfoté%/\#&bmiﬁ‘o

Async0S Z#E3(D LDAP H—/\ L BEE S E B -HDETE

LDAP 70 7 7 A NVERETDHEEIL, TTT7A4 T 2 AND DG & 72 58450 LDAP ¥ —
N%UXFkbfﬁﬁféi? #55 D LDAP — "% 9 5 121X, LDAP H— STk &
NTWVWBEBNFE IR LIV ETHMLENLY £7, F7/-, #WHELFR—T., HFHTIE
FEEH O FE—CRITIER Y FHA (La— RERATEL2RENRY— K X—F ot X
nNTHEY) |

TLEAL LD LDAP Y — NI T A LT S IA T UV ARRETH L, LDAPD TV =—
WA= NN—F i Ia— N RNF UV T ERETEET,
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