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. Internet <

# SMTP

Public Listener: InboundMail
Host Access Table (HAT):

WHITELIST: $TRUSTED
BLACRLIST: $BLOCKED
SUSPECTLIST: $THROTTLED
UNKNOWNLIST: $ACCEPTED

spamdomain.com REJECT
.spamdomain.com REJECT

251.192.1. TCPREFUSE
169.254.10.10 RELAY
ALL: $ACCEPTED

Recipient Access Table (RAT):

7rLzozzaz [

The smtproutes command was
used to route mail accepted on the
public listener InboundMail for
example.com to the host
exchange.example.com.

‘ IP interface: PublicNet (e.g. 192.168.2.1)

‘ Ethernet interface: Data 2

|

Cisco Email
Security appliance

| Ethernet interface: Data 1

|

‘ IP interface: PrivateNet (e.g. 192.168.1.1)

exchange.example.com
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*@anydomain | user@domain TAVTAT—T)N (= e R —FZEEHED

%

o 7o —)UITE
cTA VT ABESA—
VT RURAE Mo
TA YT ARCw v
7
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A VT AT =T LOH (10 X—)
s aliasconfig =~ > RO (12 ~<—)

IAVTFARAT—ITILDIYRAR—rELUTA VR—F

TAYVTAT—=TNEA VR — T DHITIE, JBICFTP, SSH, B X OSCP 7 7 & A &R L\
T FIGAT VAT I BATXA LS5 LET,

Ejﬁﬁ@i/f U7 =R 7‘*‘7/1/%{%@3*5@:{1\ aliasconfig A~ F‘@exportqj‘j:"?‘/ R % fif
HALET, 774V (Z7ANVAITESTHE) 1. VAT—0 /configuration?% [%S72))
ICEZRAENET, ZOT77AVECLUDHTERL, A VA —-FLETZENTEET,

(77 ANMIARERIEARD T N BRHDLGEIT. 77 ANVDA VR— MR T =B S
nET)

TA YT AT —T)VT7 7 A)V% /configurationT A L7 b UIZELE L. aliasconfig 2~ K
D import V7 a~wr RaflL 774 V2T v u—RKLET,

T—TNDOITONRIATT U NRN—FE B 2EHATLIE, ZOTBaA T U NERET,

AT 4 X2 L=V a VOEERKMEIND L), “T A VT AT—=TN 77 A NVEA
VIR— LB T comit I RERITLTL A&,

IAY)TFRXRT—TILOIY Y DI

avw RIA A H—T x4 A (CLD) Z2EHLTC=A VT AT =T by R ZHIER
THLEE, BICRAL Y TV—TEERT DL 01k bET, [ALL (any domain)| =
VU ERERTLE, TRTORALS VICHEAINDI A VT ADEFE &Y A MNRFEREN
T, 0%, HIBRTH22A4 VT AOFEZRINL 7,

IAY TR T—TILOH

\}

G¥)

ZOT—=TNFIOFTRTOZ hYIE, 2 AT RERTHWET,

# sample Alias Table file

# copyright (c) 2001-2005, IronPort Systems, Inc.

# Incoming Envelope To addresses are evaluated against each

# entry in this file from top to bottom. The first entry that

# matches will be used, and the Envelope To will be rewritten.

# Separate multiple entries with commas.
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# Global aliases should appear before the first domain

# context. For example:

# admin@example.com: administrator@example.com

# postmaster@example.net: administrator@example.net

# This alias has no implied domain because it appears

# before a domain context:

# someaddr@somewhere.dom: specificperson@here.dom

# The following aliases apply to recipients @ironport.com and
# any subdomain within .example.com because the domain context

# is specified.

# Email to joe@ironport.com or joe@foo.example.com will

# be delivered to joseph@example.com.

# Similarly, email to fred@mx.example.com will be

# delivered to joseph@example.com
# [ironport.com, .example.com]
# joe, fred: joseph@example.com

# In this example, email to partygoers will be sent to

# three addresses:
# partygoers: wilma@example.com, fred@example.com, barney@example.com

# In this example, mail to help@example.com will be delivered to
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# customercare@otherhost.dom. Note that mail to help@ironport.com will
# NOT be processed by the alias table because the domain context

# overrides the previous domain context.

# [example.com]

# help: customercare@otherhost.dom

# In this example, mail to nobody@example.com is dropped.
# nobody@example.com: /dev/null

# "Chains" may be created, but they must end in an email address.

# For example, email to "all" will be sent to 9 addresses:
# [example.com]

# all: sales, marketing, engineering

# sales: joe@example.com, fred@example.com, mary@example.com

# marketing:bob@example.com, advertising

# engineering:betty@example.com, miles@example.com, chris@example.com

# advertising:richard@example.com, karen@advertising.com

aliasconfig 2~ > KDl

:@{@JTMA aliasconfig I ¥ ]\%‘f@‘zﬁﬁ LA YT R ?““7/1/75:1?}52 Ljﬁjﬂo ijﬂx
example.com D R A A2 2T XA MEHEELET, RIZ, customercare DT A U T R ZVERK
L/\ customercarelexample.com &:%{géﬂfij—’\.’c@%%f — L3 bob@example.com,
frank@example.com, $LT} sally@example.com {2 VU HALVL7 hEndE I LET, BT,
admin D7 1 —/3L TA VT ZZAER L, admin (23815 S 2B A —L8
administrator@example.comL: U &4’ vz ]\ éﬂf) K 5 Iz Li?—o %?\’ﬁ@:\ %EA}JD)EHKI/I) U T A
TR SnET,

T—7 VO HREZ, admin D7 2 — )L =AU T AL, example.com DEMD AL a
TXAMOFNIHAIESNE T,
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mail3.example.com> aliasconfig

No aliases in table.

Choose the operation you want to perform:
- NEW - Create a new entry.

- IMPORT - Import aliases from a file.

[1> new

How do you want your aliases to apply?
1. Globally

2. Add a new domain context

11> 2

Enter new domain context.

Separate multiple domains with commas.

Partial domains such as .example.com are allowed.

[1> example.com

Enter the alias(es) to match on.

Separate multiple aliases with commas.
Allowed aliases:

- "user" - This user in this domain context.
- "user@domain" - This email address.

[1> customercare

Enter address(es) for "customercare".
Separate multiple addresses with commas.

[1> bob@example.com, frank@example.com, sally@example.com

Adding alias customercare: bob@example.com, frank@example.com, sally@example.com
Do you want to add another alias? [N]> n

There are currently 1 mappings defined.

Choose the operation you want to perform:

- NEW - Create a new entry.

- EDIT - Modify an entry.

- DELETE - Remove an entry.
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- PRINT - Display the table.

- IMPORT - Import aliases from a file.

- EXPORT - Export table to a file.

- CLEAR - Clear the table.

[1> new

How do you want your aliases to apply?
1. Globally

2. Add a new domain context

3. example.com

[11> 1

Enter the alias(es) to match on.
Separate multiple aliases with commas.
Allowed aliases:

- "user@domain" - This email address.

- "user" - This user for any domain

- "Q@domain" - All users in this domain.
- "@.partialdomain" - All users in this domain, or any of its sub domains.
[1> admin

Enter address(es) for "admin".

Separate multiple addresses with commas.
[1> administrator@example.com

Adding alias admin: administrator@example.com

Do you want to add another alias? [N]> n

There are currently 2 mappings defined.
Choose the operation you want to perform:
- NEW - Create a new entry.

- EDIT - Modify an entry.

- DELETE - Remove an entry.

- PRINT - Display the table.

- IMPORT - Import aliases from a file.

- EXPORT - Export table to a file.
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- CLEAR - Clear the table.

[1> print

admin: administrator@example.com

[ example.com ]

customercare: bobGexample.com, frank@example.com, sallylexample.com
There are currently 2 mappings defined.
Choose the operation you want to perform:
- NEW - Create a new entry.

- EDIT - Modify an entry.

- DELETE - Remove an entry.

- PRINT - Display the table.

- IMPORT - Import aliases from a file.

- EXPORT - Export table to a file.

- CLEAR - Clear the table.

(1>

ZOBEERT, BT AN T = U= OREITRO L D720 £,
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*_ Internet

+ SMTP
Public Listener: InboundMail
Host Access Table (HAT):

WHITELIST: $TRUSTED
BLACELIST! $BLOCKED
SUSPECTLIST! STHROTTLED
UNENOWNLIST: SACCEPTED

spamdomain.com REJECT
.sepamdomain.com REJECT

251.192.1. TCPREFUSE
169.254.10.10 RELAY
ALL: $ACCEPTED

Recipient Access Table (RAT):

‘ IP interface: PublicNet (e.g. 192.168.2.1)

Ethernet interface: Data 2

=T 4 T BFUERE#EDSRE |

The Alias Table feature was
configured to create the following
aliases:

admin:

administrator@example.com
[ example.com ]

customercare!: bob@example.com,
frank@example.com,

sally@example.com

Note that alias tables apply to all
email traveling through (received by)
the appliance, from both private and
public listeners.

Cisco Email
Security appliance

Ethernet interface: Data 1

| IP interface: PrivateNet (e.g. 192.168.1.1)

Private Listener: QOuthoundMail
Host Access Table (HAT):

RELAYLIST: SRELAYED
ALL: $BLOCKED
Default sender domain: example.com|
Received: header: DISABLED

YABDL— FDER

FHNWOYT RAAL & HRY ER<
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Y AH L— K & altsrchost .

G¥)

v AH L— FHEEIL, VAT AR L TRETDH AV T AT —T7/URE L T8 )
AF—HNTHRELET,

U A —iZ, LDAPREEZITANT = —DHEEL CLDAPV—T 4 7 7= U —DHi, A v
T —UMNU—Y X2 —NICH AR, ~SAHL— R T —T LT EE R L TZEZELLEL
1, [BEFA—N S TTALNTDONT] OEEZSRLTLITEE N,

VAN L — REEREIC LD, = o Ro—TREFBLOZELEZE T A—1® To:, From:. CC:
T 4=V ROT FUARERIZEZBI ONET, (BT VA F—TLiIZhlx D~ AT L—
RRFGRA—=ZERETEET, 2202 HFEONTEMEHLET,

AER LT~ B T DART 4 7 T —T VA
«LDAP 7 = 1) Z{#i [,

COHTIE, AFT 4 w7 T—=TNeERTH5HEIOVWTHALEYS, 7—7 1oL,
—H#BD UNIX 3 A7 AT sendmail 2> 7 4 F = L—3 3 D Jetc/mail/genericstable F§HE & A7
BHMERH Y £, LDAP~Y AL L—F 72U OFERIC OV TIE, LDAP 7 = U 25 ML T<
EEN,

ESPEREY=]

e v AH L— K & altsrchost (17 _X—3)

< A H L— K & altsrchost

— I, v AI L— FERETIET N =T REENEE WAL, Ay -V TEITSND
ENLBEOT 7 v aid, ~AHL—RENET RLANDL ThU—) ShEd, =720,
CLI 75 altscrchost v > K& FAT L7256, altserchost ¥ » B2 713567 KL AnE R
H—ENET OEVERHDO~ AL —FENTLT RLATEZRWY) |

FEAMIZ DUV T, Virtual Gateway™ 77 0 U—EH LTI TORA MENTZ KA AL T
DDA =N T =T =A (59 —Y) BLOER : EF ANV AT TA 2 (73—
V) ESRLTLIIESN,

ESPEDEYS]
CABTF 4V AN L— R F—T L0 (17 2—7)
e I IAR—FN U RF—H=ADL—RK T—T 10 (19 X—)
AL — R F—=T DA R— ] (19 2—)
e v AT L— FDOf] (19 _—)

AATFA4 9 IRAL—RK F—TILOHEK

VYT DAET 4y v AN b— R T =TV EFET HITIE, listenerconfig =~ > KD
edit -> masquerade 7 a~ > RE2FEHLET, £/o, vy EVIREENDLI T 7 A NVEA
R—=FTEET, ~AHL—RFT—=TILDA R —F (193—) 2BRL TSN, 2
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OV Tawr Rk, AT RLVA, a—H4, BIXORAAL UEZH LT RLABIOR
AN~ BT T T =T N EERB LI OHERFLE 7, LDAP~Y AL L— R 7 U QM
IZOWTIE, LDAP 7 = U 2L T &,

AvE—UNUATACHEAINS L X, T ARBRIN, ~v X —IC—HR oD
A E—UREEBRZONET,

RAAL LD AHL— R TFT—TME, ROX IR ET,

RIRRAL—F F—TILOEX

ZiD (LHS) XY XF £i1 (RHS)

—HTH 1 OU LD — | AT (AR—AFE T | EERIBEOL—VPELR R AL
PLLRAAL L DY A+ |1XF 7 30F)

WDOFIZ, v AHL— R F—7 L THESR P ERLET,

ZiD (LHS) £i1 (RHS)

username username@domain

oI, BT A2 —VAERELET, EUO2—YHII—KTIHEEEFA—
VA vE—=UiE, —EERY, FUOT RLATEXHBz bNET, A0, 8227 KL
AThHOHVLENDY £7,

user@domain username@domain

oy MNIE, —ETAEMRT RLAZBELET, LUDEERT RLRIZ—HT5
EEAvE—VIE, BAOT RLVATEEHMZ ONET, HAIT. BL2RT KLATHH M
ERH Y FT,

@domain @domain

ORI BHEDRAAL VOEEDT RLVAZFEELET, ELDOITD KA AL 14,
FODRAAL VTEEZHBZONETN, 2—VFHAEFEELHY TH¥A,

@.partialdomain @domain

ORI BHEDORAL VOEEDT RLVAZFEELET, ELDOITD KA AL i,
FODRAAL VTEEZHBZONETN, 2—VFHEFEELHY TH¥A,

ALL @domain

ALL=> "V, FOFFEOT FLRAI—F L, AUOT FLATEEH2 9, AL,
RAA ORI T@) 220 ERHY ET, 2oz bV, 77— ANONEICE
R WITERERKIZRY £,

GE) arxrbUIE TI9AXN—F URAFT—DHRIMEATEET,

s b—VE, v AB L — K T =T AL TOHBNEFIE-> T LET,
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o 7 7 4V h CTIEZERFIZ~y X —® From:, To:, 83XLWCC: 74—V KNDOT KL A)—
L, EXH2OoNET, oo —TREEHFICHLTEZIHRILILOICAHT v arvE
WETHIEHLTEET, mo "\ —TEEEBIOEZ I IR~y X —IX, config
Tavy R L CTAEE 20 %z £,

« T T INDITORIATT =5l s #) ZHTLE, 2072 A M7 U RNEE
T #DDITORBET, TRTCaALITHLERRSNTEREINET,

e AN — R T =T ML, new T a~wr RTER LD, 77 A0 R—FLTEE
MZ X > T, 400,000 =2 k UZHIR &AL ET,

T3AR—F YRF—RAYZADL—F T—=TIL OB
# sample Masquerading file
@.example.com @example.com # Hides local subdomains in the header
sales sales_team@success.com
@techsupport tech support@biggie.com
user@localdomain user@company.com

ALL @bigsender.com

YAAL—F T—=TILDA4 ViR—F

W D sendmail D /etc/mail/genericstable 7 7ANEA R — FTX ijﬁo genericstable
Ty ANEA R— T HITIE, SBICFTP, SSH, BXUSCP T 7 EA%MR L. 77 FA47T
VAT VREATEDLLIICLET,

genericstable 7 7 A IV%E configuration T4 L7 R A TA= PN masquerade YT avr FD
import W7 A~ REFHA LTI 7 AV ET v 7 a—RLET, a~vr RE, ROIEF Tl
Li‘é—c

listenerconfig -> edit -> listener number -> masquerade -> import

FUF, export M7 avr REHHL T FOay 7 4 Falb—Ta a2 ¥ rn— RT&EE
To 774N (77 ANVAIXESTHEE) X, configuration 7 4 L7 R U IZEZIAENE T,
D77 ANE CLIOAFTEREL, AV A—FLETZENTEET,

import"j‘j:lvr/ KNEfEHT 25 & =3, 77/(/1/§:ﬁ§j37231:/ D @%‘ﬁ’@iﬂf‘/\é Loz
LCLZE W, e N (ElARH> THIANRWGEAERE) b L, 774 1vDA
VIR— FMRIZCLI T =7 =0 A LET, A v AR— MR —038ETLE. 77
ANEERT B TNA VR — SN EREA,

JUAF—Dar 7 4 X2l —alyOEBEENEREMEINS LI, genericstable 7 7 A /b
AR —FL7EEZETHUT commit I REFITL TS ZE0,
I RXHL— LD

:@{ﬁjfﬂi\ listenerconfig ) masquerade “9'73'7\/ F%ﬁiﬁﬁ L C. PrivateNet A2 —Tx
A A EIZ®H S [OutboundMail] & WO ARTO T T A X— ks URF—HIZ, RAAL L ~vATL—
N7 —7VEER L ET,
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EP. YAB VL= FICLDAPZMEMT 247 a v 285 L%, (LDAPYAIL—RJ T
U OZEMMIZHOWTIL, LDAP 7 =Y 5B LT EW)

RIZ, @.example.com DE(5y KA A L FRFLD example.com|Z~V Yy B 7 ENNET, Tk D,
BT RAA L example.com MIZHDEBED< L U MHIEEINDET X TOEF A —/LRN
example.com{l¥ Y BV 7 ENFET, IHIT, 2—V4 joe I3 KA A I joeRexample.com | <
By rENET, MFOTY b 2RI 1D NAL Y v AD L= T=7ABHA S
AT, masquerade.txt EWVVIZRIDT 7 A W AR—FEINFET, configh 7 a~vr K&
HEHALT, CC: 74—V RDOT FLAOES A PN/ Y | RBICEENHEESHES,

mail3.example.com> listenerconfig

Currently configured listeners:

1. InboundMail (on PublicNet, 192.168.2.1) SMTP TCP Port 25 Public
2. OutboundMail (on PrivateNet, 192.168.1.1) SMTP TCP Port 25 Private
Choose the operation you want to perform:

- NEW - Create a new listener.

- EDIT - Modify a listener.

- DELETE - Remove a listener.

- SETUP - Change global settings.

[1> edit

Enter the name or number of the listener you wish to edit.
[1> 2

Name: OutboundMail

Type: Private

Interface: PrivateNet (192.168.1.1/24) TCP Port 25
Protocol: SMTP

Default Domain:

Max Concurrency: 600 (TCP Queue: 50)

Domain Map: Disabled

TLS: No

SMTP Authentication: Disabled

Bounce Profile: Default

Footer: None

LDAP: Off

Choose the operation you want to perform:

- NAME - Change the name of the listener.
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- INTERFACE - Change the interface.

- LIMITS - Change the injection limits.

- SETUP - Configure general options.

- HOSTACCESS - Modify the Host Access Table.

- BOUNCECONFIG - Choose the bounce profile to use for messages injected on this
listener.

- MASQUERADE - Configure the Domain Masquerading Table.
- DOMAINMAP - Configure domain mappings.

- LDAPACCEPT - Configure an LDAP query to determine whether a recipient address should
be accepted or bounced/dropped.

- LDAPROUTING - Configure an LDAP query to reroute messages.
- LDAPGROUP - Configure an LDAP query to determine whether a sender or
recipient is in a specified group.

- SMTPAUTH - Configure an SMTP authentication.

[1> masquerade

Do you want to use LDAP for masquerading? [N]> n

Domain Masquerading Table

There are currently 0 entries.

Masqueraded headers: To, From, Cc

Choose the operation you want to perform:

- NEW - Create a new entry.

- DELETE - Remove an entry.

- PRINT - Display all entries.

- IMPORT - Import all entries from a file.

- EXPORT - Export all entries to a file.

- CONFIG - Configure masqueraded headers.

- CLEAR - Remove all entries.

[1> new

Enter the source address or domain to masquerade.

Usernames like "joe" are allowed.

Full addresses like "user@example.com" are allowed.

Full addresses with subdomain wildcards such as "username@.company.com" are allowed.

Domains like @example.com and @.example.com are allowed.
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Hosts like @training and @.sales are allowed.

[1> @.example.com

Enter the masqueraded address or domain.

Domains like @example.com are allowed.

Full addresses such as user@example.com are allowed.
[1> @example.com

Entry mapping @.example.com to @example.com created.
Domain Masquerading Table

There are currently 1 entries.

Masqueraded headers: To, From, Cc

Choose the operation you want to perform:

- NEW - Create a new entry.

- DELETE - Remove an entry.

- PRINT - Display all entries.

- IMPORT - Import all entries from a file.

- EXPORT - Export all entries to a file.

- CONFIG - Configure masqueraded headers.

- CLEAR - Remove all entries.

[1> new

Enter the source address or domain to masquerade.

"o

joe

"

Usernames like are allowed.

Full addresses like "user@example.com" are allowed.

Full addresses with subdomain wildcards such as "username(@
Domains like @example.com and @.example.com are allowed.
Hosts like @training and @.sales are allowed.

[1> joe

Enter the masqueraded address.

Only full addresses such as user@example.com are allowed.
[1> joel@example.com

Entry mapping joe to joe@example.com created.

Domain Masquerading Table

=T 4 T BFUERE#EDSRE |
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There are currently 2 entries.
Masqueraded headers: To, From, Cc

Choose the operation you want to perform:
- NEW - Create a new entry.

- DELETE - Remove an entry.

- PRINT - Display all entries.

- IMPORT - Import all entries from a file.
- EXPORT - Export all entries to a file.
- CONFIG - Configure masqueraded headers.
- CLEAR - Remove all entries.

[1> print

@.example.com @example.com

joe joe@example.com

Domain Masquerading Table

There are currently 2 entries.
Masqueraded headers: To, From, Cc

Choose the operation you want to perform:
- NEW - Create a new entry.

- DELETE - Remove an entry.

- PRINT - Display all entries.

- IMPORT - Import all entries from a file.
- EXPORT - Export all entries to a file.
- CONFIG - Configure masqueraded headers.
- CLEAR - Remove all entries.

[1> export

Enter a name for the exported file:

[1> masquerade.txt

Export completed.

Domain Masquerading Table

There are currently 2 entries.
Masqueraded headers: To, From, Cc

Choose the operation you want to perform:
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- NEW - Create a new entry.

- DELETE - Remove an entry.

- PRINT - Display all entries.

- IMPORT - Import all entries from a file.

- EXPORT - Export all entries to a file.

- CONFIG - Configure masqueraded headers.

- CLEAR - Remove all entries.

[1> config

Do you wish to masquerade Envelope Sender?

Do you wish to masquerade From headers?

Do you wish to masquerade To headers?

Do you wish to masquerade CC headers?

Do you wish to masquerade Reply-To headers?

Domain Masquerading Table

There are currently 2 entries.

- NEW - Create a new entry.

- DELETE - Remove an entry.

- PRINT - Display all entries.

- IMPORT - Import all entries from a file.

- EXPORT - Export all entries to a file.

- CONFIG - Configure masqueraded headers.

- CLEAR - Remove all entries.

(1>

Name: OutboundMail

Type: Private

Interface: PrivateNet (192.168.1.1/24) TCP Port

B 71 B L UREHE:
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Protocol: SMTP

Default Domain:

Max Concurrency: 600 (TCP Queue: 50)
Domain Map: Disabled

TLS: No

SMTP Authentication: Disabled

Bounce Profile: Default

Footer: None

LDAP: Off

Choose the operation you want to perform:
- NAME - Change the name of the listener.
- INTERFACE - Change the interface.

- LIMITS - Change the injection limits.

- SETUP - Configure general options.

- HOSTACCESS - Modify the Host Access Table.

- BOUNCECONFIG - Choose the bounce profile to use for messages injected on this
listener.

- MASQUERADE - Configure the Domain Masquerading Table.
- DOMAINMAP - Configure domain mappings.

- LDAPACCEPT - Configure an LDAP query to determine whether a recipient address
be accepted or bounced/dropped.

- LDAPROUTING - Configure an LDAP query to reroute messages.

- LDAPGROUP - Configure an LDAP query to determine whether a sender or
recipient is in a specified group.

- SMTPAUTH - Configure an SMTP authentication.

[r>

Currently configured listeners:

1. InboundMail (on PublicNet, 192.168.2.1) SMTP TCP Port 25 Public

2. OutboundMail (on PrivateNet, 192.168.1.1) SMTP TCP Port 25 Private
Choose the operation you want to perform:

- NEW - Create a new listener.

- EDIT - Modify a listener.

- DELETE - Remove a listener.

should
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(1>

=T 4 T BFUERE#EDSRE |

INTZUE—TTA X T =T 2 A DFEEITROL T F7,
E3:F54_R—F YRF—AICEEEhIIRHL—F

Internet -+

¢ SMTP

Public Listener: InhoundMail
Host Access Table (HAT):

WHITELIST: $TRUSTED
BLACFKLIST: $BLOCKED
SUSPECTLIST: $THROTTLED
UNENOWNLIST: $ACCEPTED

spamdomain.com REJECT
.spamdomain.com REJECT

251.192.1. TCPREFUSE
169.254.10.10 RELAY
ALL: $ACCEPTED

Recipient Access Table (RAT):

‘ IP interface: PublicNet (e.g. 192.168.2.1)

Ethernet interface: Data 2

B

Ethernet interface: Data 1

KAA YD <y THERE

YAF—HIZ TRAAS v =T ZRETEET,

| IP interface: PrivateNet (e.g. 192.168.1.1)

Received: header:

Private Listener: QuthoundMail

Host Access Table (HAT):
RELAYLIST: $SRELAYED
ALL: $BLOCKED
Default sender domain: example.com
DISABLED
Masquerading:

Cisco Email
Security appliance

Two entries were added to the
masquerading table for this
private listener. The first entry
masks all subdomains of a
network (e.g.

exchange .example.com is
rewritten as example.com). The
second entry rewrites the bare
address joe as

joe@example.com.

BETDY AT =LA Y w v

T—TNWVEERTEET, RAAS LV o T T—TNIZEENTWVWBE RAL T B Ry
T =T, EZEEOT R =S EENEXZ SN ET, ZOMBAEIL. sendmail D
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[NAAL Y T =T BEREE 7213 Postfix O [T —7 /1) HEEEICI TV E T, ZOMEET
X, =X —TZEFEOLPEEEZT. [Tol ~y X —FFESHEIONEEA,

GE)

RAA v =y THREDERIL, RAT DERITT 74V b RAA OFHHEZICEALET,
[BEFRA—IL A TFANTHONT] OEZZBBLTLLEEN,

RAAS L ~y THEETEILS HLEETIT, BEOLTL— FAL VDOERFA—VEZIT AN
E, & 2T, EHNMMOSHEABENLERBAIC, TFI9AT VA RAAL Y =~y T 2AE
LTELTE RAAL DA =V %% T AN, o0 —TZEEEZBEOBIED KA A
NCEEXWZ DN TEET,

GE)

K 20,000 DHEOEE AL ~v BV TERETEET,

R FAA RV T F—TILOEIDH

A =l Bl

username@example.com | username2@example.net | SH[|35ZERT KL 2D I

user@.example.com userZ@example.net

@example. com user@example.net SERIRT RV A, F7i3eeEfi KA A
E s o
@example.net

@.example.com user@example.net
EJel:

@example.net

/Y NG EN listenerconfig =¥ N® domainmap YT a<wr REFEH LT, NIV w7 YR
F— [MnboundMail] FAD KA A > <~ v 7 Z/EM L E£F, oldcompanyname.com KA A VEBIO
FOVT RAA UEED A — LI, example.com RAAL N~ Eoyjéﬂji—gqo ~ v U7,
ROzt EnEd, Zoplid, MADORAA %2 Y A7 —ORATICEET D=7
Falb—Tar 3BV ET, RAM vy TBRBICK Y . ERICZ o Re—7%EE
joe@oldcomapanyname.com 23 joe@example.com (Cm &z HIET, —FH, U AT —DRATH
IZ KA A oldcompanyname.com Z & < &, joeloldcompanyname.com D A —/ LN IF AL B
T, =R —TZEEEEERITIIN—T 4 v 7 INFET, o, =AU T AT =T 4
RREBRRVET, =AU TR T =TV TiE, WRRT FLAICIRREND Z L BLET
T, HEEO=—H¥Zedomain] % [[A L2 —H 4 enewdomain] (Z¥ v 7T 2L IITHERET D2
LITTEEYA,

mail3.example.com> listenerconfig

=71 vissvmEsEoxt I}



=T 1 VT B L URIEREEDH

BERCAE

Currently configured listeners:

1. Inboundmail (on PublicNet, 192.168.2.1) SMTP TCP Port 25 Public
2. Outboundmail (on PrivateNet, 192.168.1.1) SMTP TCP Port 25 Private
Choose the operation you want to perform:

- NEW - Create a new listener.

- EDIT - Modify a listener.

- DELETE - Remove a listener.

- SETUP - Change global settings.

[1> edit

Enter the name or number of the listener you wish to edit.
[1>1

Name: InboundMail

Type: Public

Interface: PublicNet (192.168.2.1/24) TCP Port 25
Protocol: SMTP

Default Domain:

Max Concurrency: 1000 (TCP Queue: 50)

Domain Map: Disabled

TLS: No

SMTP Authentication: Disabled

Bounce Profile: Default

Use SenderBase For Reputation Filters and IP Profiling: Yes
Footer: None

LDAP: Off

Choose the operation you want to perform:

- NAME - Change the name of the listener.

- INTERFACE - Change the interface.

- LIMITS - Change the injection limits.

- SETUP - Configure general options.

- HOSTACCESS - Modify the Host Access Table.

- RCPTACCESS - Modify the Recipient Access Table.

- BOUNCECONFIG - Choose the bounce profile to use for messages injected on this
listener.
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- MASQUERADE - Configure the Domain Masquerading Table.
- DOMAINMAP - Configure domain mappings.

[1> domainmap

Domain Map Table

There are currently 0 Domain Mappings.

Domain Mapping is: disabled

Choose the operation you want to perform:

- NEW - Create a new entry.

- IMPORT - Import domain mappings from a file.

[1> new

Enter the original domain for this entry.

Domains such as "@example.com" are allowed.

Partial hostnames such as "@.example.com" are allowed.
Email addresses such as "test@example.com" and "test@.example.com"
are also allowed.

[1> @.oldcompanyname.com

Enter the new domain for this entry.

The new domain may be a fully qualified

such as "@example.domain.com" or a complete

email address such as "test@example.com"

[1> @example.com

Domain Map Table

There are currently 1 Domain Mappings.

Domain Mapping is: enabled

Choose the operation you want to perform:

- NEW - Create a new entry.

- EDIT - Modify an entry.

- DELETE - Remove an entry.

- PRINT - Display all domain mappings.

- IMPORT - Import domain mappings from a file.

- EXPORT - Export domain mappings to a file.
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- CLEAR - Clear all domain mappings.

[1> print

@.oldcompanyname.com --> (@example.com
Domain Map Table

There are currently 1 Domain Mappings.
Domain Mapping is: enabled

Choose the operation you want to perform:

- NEW - Create a new entry.

- EDIT - Modify an entry.

- DELETE - Remove an entry.

- PRINT - Display all domain mappings.

- IMPORT - Import domain mappings from a file.
- EXPORT - Export domain mappings to a file.
- CLEAR - Clear all domain mappings.

[r>

Name: InboundMail

Type: Public

Interface: PublicNet (192.168.2.1/24) TCP Port 25
Protocol: SMTP

Default Domain:

Max Concurrency: 1000 (TCP Queue: 50)

Domain Map: Enabled

TLS: No

SMTP Authentication: Disabled

Bounce Profile: Default

Use SenderBase For Reputation Filters and IP Profiling: Yes
Footer: None

LDAP: Off

Choose the operation you want to perform:

- NAME - Change the name of the listener.

- INTERFACE - Change the interface.

- LIMITS - Change the injection limits.
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krqr 2y T 7—Innq vk—tssvzozk—+ [

- SETUP - Configure general options.
- HOSTACCESS - Modify the Host Access Table.
- RCPTACCESS - Modify the Recipient Access Table.

- BOUNCECONFIG - Choose the bounce profile to use for messages injected on this
listener.

- MASQUERADE - Configure the Domain Masquerading Table.
- DOMAINMAP - Configure domain mappings.

(1>

BEEE
s FAA U vy T T=TNDA L R—=FBLIVPT7 ZR—F (31 =)

TT—TLDA VR—=bEEVTY XK=k

RAAS v~ T —TNEAVR—EZIZ 7 AR — T 5120, SBIZFTP, SSH, BL W
SCPT UV EARFR L, 7T FAT VATV EATESLL I LET,

IV TTDH AL DT NUNEENDTHRA L T 7 ANEERLET, =2 b VIR
AT (FT7XFEIFIAN—R) TREID £3, T—TNOITORETT =5 #)
EEATLLE. TR AT REShET,

7 7 A V% configuration 7 4 L7 ks VIZEEE L, domain 7 2~ RO import B 7 a~ K
EHEALCTZ 7 ANET vy r—RNLET, a~vy NE, ROIEFTHEMALET,

listenerconfig -> edit -> inejctor number -> domainmap -> import

F70E, export T avwr FEEHLTCEEFEDO a2 74 Falb—va a2 ¥ yrn— RTEFE
T 77 AN (77 ANVAIXASTHE) 1L, configuration 7 4 L7 h VICHEZIAENET,
D77 ANECLIOAMABTEEREL, A A —FLETIENTEET,

import W7 A<= REMHAT AL XX, 77 A MIAENRT L NI DOHEREENTNSE LI
LTL7ZaN, Bgh7em MY (ARG > THUPRWEGRRE) RbbdE, 774 0DA
VIR— MRIIZCLI T =7 =03 ELET, A AR — MRICEX= T —03BET L, 77
ANBIKRT Yy B TNA VR —FENFERA,

VAF—=0ar7 4 Xalb—ra X OERRKMINLELIIC, RASfV~y T T—T N T 7
ANEA LR —=F LB T comnit I~ RERITL T EEW,

INTZUH—TTFTARXTF— Tz DFEEITRD L D720 £,
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4:087Y vy YRF—RICERSNFFALUTYT

Public Listener: InboundMail
Host Access Table (HAT):

WHITELIST: $TRUSTED
BLACKLIST: $BLOCKED
SUSPECTLIST: $THROTTLED
UNENOWNLIST: $ACCEPTED

spamdomain.com REJECT
.spamdomain.com REJECT

251.192.1. TCPREFUSE
169.254.10.10 RELAY
ALL:! $ACCEPTED

A domain map for the public listener
Recipient Access Table (RAT): “InbolmdMaﬂ' was created. Mal] for
the domain and any subdomain of

example.com ACCEPT Sidcompanynens oom i I‘]]apped "
newcompanyname.com ACCEPT :
ALL REJECT the domain example.com.

Domain Map: enabled

@.oldcompanyname . com

‘ IP interface: PublicNet (e.g. 192.168.2.1) ‘

‘ Ethernet interface: Data 2 ‘

Cisco Email
Security appliance

—‘ Ethernet interface: Data 1 ’7
| IP interface: PrivateNet (e.g. 192.168.1.1) |

Private Listener: OutboundMail

Host Access Table (HAT):

RELAYLIST!: $RELAYED

ALL: $BLOCKED

Default sender domain: example.com
Received: header: DISABLED
Masquerading:

@.example.com @example .com

joe joe@example.com

IND VA LEEFA—IILONE

N UVALTEBFA—NMI, HOLPLBEFA—NAEREIIBHN TR EELWLDOTY, 777
AT VAT, FFHICRECE DI FIERFET, RUVALEBEFA—NVEUHEHTX
j—o

TOETIE., TTI9A TV ATEEA—NITESWTRIEANY OV 2R EAEKT A HIEOHIHEIICS
WTHHH L TWAZ LIZHEELTLEEY, TTIAT UV ANBERA—IVITESWTERENY
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Y A EHIET 2 HIECOWTER Y 21213, NV UARGELHEA LES (XU 2REE (43
~=) W) .
ESPERENS

« FMERFATREZRTEF A — /L OO (33 ~2—30)
cH LW R a7y A )VOIERL (41 ~2—)
e JRAF—~DNRT AT T A NDOEA (41 X—)

ISR ARG BT 4 — L O

AsyncOS A _L—7F ¢ 7 VAT LTI, BUERATRERE A= ([(RTUALIEA vE—
D) E, RoOAT IV ICHESRET,

Thont—3>] INHOUR

BUIDSMTP honNt—>3 T, YE—F AL UNAYyE—CFNH VR LET,

V7 R R R | —EICEBMEARAIRER A v —, T2l 2iF, 2—HFDA— LRy 7 AN
WolXWTT, ZbHDA vtE— 1%, B TEHRITTEEd, @ : SMTP
4XX =5 — a— 1K) ,

N— R R KEBRINCEME TE R WA v E—, e xiE, FO2—FIFEDRAL
WIELOTFELERA, ZNHDA v —UF, FafranEzti, W :
SMTP5XX =57 — aa— ) |

LEIE] (Ff-lZ TAVNAE—2320THLY ) IAHUR:
JE—F FAALUIE, AvE—CFBRETHE-HIZRIFTANT, ETOHNIVALET,

VTR AR R | =BT EARATRE A v E—, T2l 2T, 2—HFDA— LRy 7 AN
W EWNWTT, ZNHDOA =%, BTHEHRAITCEET, @ : SMTP
4XX =T — a—F)

N R R | KBICIRETE WA v —, 21T, FO—PZFDORAA
WIELOFELERA, ZRHDA v —0F, FafranEzgai, W :
SMTP5XX =5 — a—K)

GUID [y hT—72 (Network) | A ==—D[/NT7 A7 12774/ (BounceProfiles) ]—
> (i 7=1% bounceconfig I ¥ ]\) %{%ﬁﬁ LT, ﬁzﬁk‘é—é YR F—=TLlt—FBLO Y7
DB RE— 3 XY AD AsyncOS DB STEARELET, "YU A T 77 AL
ER LT2D, [ hT—2 (Network) ]>[V AF— (Listeners) ] ~— (E721%
listenerconfig A ¥ ]\) gfﬁiﬁﬁ L. o 77/(/1/%% U 2 —ZwE H LjﬁTo A /'[Z“*T‘/
TANZEER LT, FFEDA vy =V A Tu T 7 A Nz2HDETHILHTEE
T GEHIZOWTIX, AvtE—Y 74V FEZEHLIEETFA—L RY v —D#HESRL
TLEEW)

=71 vissvmEsEoxt I}


b_ESA_Admin_Guide_11_5_chapter9.pdf#nameddest=unique_173

=T 4 T BFUERE#EDSRE |
B oo zssvn—r Yo RcET 2R

ESPEREY=]

« VT MR UABILON— R AT AT HER (34 X—)

e RN A T T g AINDINT A —HZ (34 =)

e N— R NNy RAL status 2w K (38 X—)

e NE— g N UARBLIOSMTP LV — DA = 74 0% T 7 ay (39
~2e)

e R UAR T T ANDH (39 X—)

« BE AT — 2 2@EA (40 X—)

BIEEE A v E—Y (40 =)

BIEEE R =Vl N— K AT R (4] =)

JYIRNYUZRBEUN—K N\ URIZET 3EE

cHNE=T gy VT ERYURADEE VT P AT A AR NI, ZIEE~ORE
M—REIC R T DTN ER SN E T, B—DOZEENERHDOY 7 h AT A A~
MY IRLBESELZ LD T, [NV AT 1T 7 AL (BounceProfiles) ]~—
P F 7213 bounceconfig 2 v R LT, F£Y 7 F NTU A ARV NDNRTA—L %
BELET, (NTRATRTrANDNNT A=K B4—=2) 2BH)
TI7HNVETIE, "= R AT RALTEZEEZ LN T A XA ye—UBNERSI, It
DEBHICEEENE T, RAvE—VF AveE—vYzrXm—"70x oo —7%(E
BT RVATERINLET RLRIZEE S ET, Envelope From bl — N1 — 7%
BHEZEWLET) . ZOMEELZT 12—l RBYVITHA— R AT U RICHET 51
WE T 77 ANMIEAZELTEET, (eX ) oEESH, )

o ¥ 2 —NTORKKHELITIHRITORRKEEOELOMNETLHE, VT F AT AT
N RN AT ) £,

NOUR TATF7AILDING A—73

NROUATOT7ANERETDHEEIT, WONRTA—HEHFHL T, Avk—UIZkiIchr
Ne—2 a3 Ny AT HEEZHREL ET,

RENDURATAT7AILDINS A—4

BRERATEIY | V7 IR ALEA Y E—VZEME LETZDIC, N—RRXT X Ay
(Maximum =L LTHEOND L DITRDENT, ZEHDRA MIEERN RS
number of NnaEE, 77+ FOFERITEIRKIL 100 T,

retries)

F1—DOEREM| V7 N AUV ALEA v =V EEMF LET /DI, N—K N7 L
() oA yE—UL LTINS K DIZR DA, ZAEH DR A MIEHH
(Maximum RALNDDIZERLSNDIEH, 7 7 4 /v M3 259,200 % (72 B§fH]) T

number of seconds | -,

in queue)
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Rz 7a774nnx554—4 ]

AytE—TFBHR
T95FETOHME
FFERERE (B
(Initial number
of seconds to wait
before retrying a

message)

VT KNG R LT A vV ERINCES LIE T £ TORERR, 7
T &V ME 60 BT, HEERITRIEAZ KRS VEIZCRET D E, Y7 b
N U ADBATHEME T LET, WICHEEZ BT 512, hSvEIC L
9,

A ytE—TFBER
T3 H5FETORK
FFHERER ()
(Maximum

number of seconds
to wait before
retrying a
message)

VT RN AL A =V EEUE LET £ CICRHET 2 Rk, 7
74V MME 3,600 F (1 FffH) T, Ziux, ROFITE TOMKETIZZR
<. HRITEEAZHIET 5720 TESH 9 1 DO/RT A =X TT,
WA FFFRATHRRO LRRIL, RREFITRIBICHIR S ET, FHREINZH
RITHRES R RHRITHREZ B2 25618, RRERITRIBOAEH S E
7
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N—FK/IN\HUR
AytE—UMEE
(Send Hard
Bounce
Messages)

N=R ATV RAZH LTI A X ye—V%EETLNE D NEERE
LET, ZOFT T a NG RGEIE. NV A A=V A iE
RCT&xFEF, 774V FTIE, NV R X yE—TTDSN X (RFC
1894) MMEH SN E T,

DA =2 (fF4 EARL) DEFEICESNWTHAZ A XSy
VARAyE—UEEFETLHIELTEET, LE T, PEREOA vE—
VICFFEFETCNAT VA Ay —UEEEFEL, MMOSFEOTXTOA
T —VICEREONT A A=V EEETDH I ENTEET,

[#%17 > 7 L — bk (Notification Template) ] F T[{TDiEM (AddRow) ]
7V LT, AveE—VOSEEHERATHIT L — MEEIRLE
—é—o

E) TN b0Tr PUBNHBRENTHRW L 2R LET
([AvE—TDFHE (Message Language) ] % [7 7 #/V bk
(Default) JIZRRE) o T 74/ kT R DT Z@HT
TL— MIEETEET,

Ay —VDOFFEIE, WOV TIVATIET 74V M ERBRINET,

e Ay —=VUDZEN., o@mmT L — o b TEIRLZEE
LRI DY,

e AytE—UDFFEMN., CiscoE A=V EvFXFa VT4 TTIF3AT AT
PAR— R ENTWRWEGE,

T TFIATUVANA v =V DA R TE VIS,

c AvE—VONE (4 LA 250 4 MR THH5E

BIR OB (PEFEDO A v —VIEPEFEORT VA A v —U % %G
L. OSFEDTXTDORA v E—IITEFEONRAT AR v —U%EE
T3) BETIHIES. BT L —FOTF—T IR D L H 12720 F
7,

Message Language Template
RETE [zh-cn] v ||| bounce_chinese

Default ¥ ||| bounce_english

X ARV S DSN O status 7 o —/v RERITT 2008 9 & RINT 5
ZEHLTEET, NIV oA, TS I7A T AIDSNAT —H A a—
F (RFC3436) ZME L, £Da— REEUEAT — X AJ@INO Status 7 A —
NV RTHERHLET,
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BEZEEAYtE—
P MiEfE (Send
Delay Warning
Messages)

BUEEEAEIC K L CTEE X v — V2 RETINE I D EREELET, 20
F7a UBENREEIX, DA =Y (4 EARL) OFERIZES
WTH AL LOBIEE S A v —V 2R CEET, & 21X, PEED
Ay — VT ERE CRIEE S A v —VEEE L, hOFEOT T
DA v E—VIIFHGEORIEEE A v —VEEETHZENTEET,

[#&17 > 7 L— b (Notification Template) ] FC[{TDiEM (AddRow) ]
27Uy 7 LT, Ave—YOFHEENTLT 7L — FE2BRIRLE
—g—O

GE) T7x0 o= MUDBHIBRENTW WD 2R LET
([A v E—TDFFE (Message Language) | % [T 7 4/ b
(Default) JIZRRE) » T 74N b2 U DAY RGBT v
T — MIEETEET,
AvE—=VOEFEE, WOV FIATIEIT 740 ERRENET,
c A vE—VOFHER, MOWIT T L— b TERLEEEE
LRI DY,
Ay E—VDEFEN, CiscoEA— N X2 T4 TTFTIF9AT AT
PR— R IR TWARWEGE,
T TIAT UANA v —VDEHELEBHTERVEA,
« AvE—UONE (IF4 LK) 2350 A MR TH D5,
AR OF (FEFED A > — TP EREOREIEESL X v — P 5%k E
L. LOSFEOTRTORA v — VICITHEEDOREL X v — T % k(E
T5) ERETLHEE. BAT L L— DT —7 VTR D L H 1220 F
R

Message Language Template
FiBEE [zh-cn] ¥ ||| bounce_chinese r

Default ¥ ||| bounce_english T

Ay —VHOERNHEERE, BEORET LRRNERITREERET 228
bTEET,

IND U RFEDZIE
EDIETE
(Specify
Recipient for
Bounces)

A=V DN AL LTT 74V PO Ru—FRKEET FLA
TR, WOT FLRIZTLZENTEET,
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. N—KNYoREstatus a7 K

NDURBEVE | AT A Ay E—VBIONRIERA v —YDEAITMEHT %5 DomainKeys
EAYE—DAD | 70T 7 ANV ERIRTE E T, DomainKeys DFFEAIZ-DOVTlE, DomainKeys
DomainKeys 4 | & DKIM iGEA S L TS 7230y,

DERA (Use
DomainKeys
signing for bounce
and delay
messages)

S O—/NJLERE
(Global
Settings)

NEDEREFTIICIE. /N>R TFOT 74 )L (Bounce Profiles) | X—2 D [ B—/\)L
REZHWRE (Edit Global Settings) | ') > BT %55H . F£7=I& CLI T bounceconfig 1<
VREFERALTTI24IL MDD VR TOT74ILERELET,

BEFREERR b | O AT ANEEAFTREZR R A M ~OFRTT 2 7567 2 e,
JFSAETHET 8l A 4 e
DEAID &R CEV A > F3EI A7 40 M 60 BT,

()  (Initial
number of seconds
to wait before
retrying an
unreachable
host)

FIEFRERR D | & AT ANEERARERR A b ~OFAIT 2% T i K, 77 40
BRRFEAATH I\ (33,600 Fp (1W§fH]) T, RARBRF T LTS ﬁafnmﬂﬂ
@ (Max interval | (2RI 5 & FRITIEO R/ THMG L, & ‘7/L71‘J‘?< (1S g R
allowed between | = D% OFHRITTIL, HRZIRAIIEFT L TWEET, KRAT, ZOKK
retries to an Wz 9,

unreachable
host)

IN—KI/INDUREstatus AT R

N RRG U R Ay =V DERNEN G, T 774 TV ATREHOAN—RK N7 R
A=A S LD TZNT, status B L WY status detail 2~ 2 RORD I & o Z B3 2 TV
xFE7,

Counters: Reset Uptime Lifetime|

Receiving

Messages Received 0 0 0

B 7 B L URERREDEE


b_ESA_Admin_Guide_11_5_chapter22.pdf#nameddest=unique_920
b_ESA_Admin_Guide_11_5_chapter22.pdf#nameddest=unique_920

| v—F4 v B&VEREREDSE

horE—2ay KOVABEUSMIP L— kDA vt—S 7408 75va> ||

Recipients Received 0 0 0

Gen. Bounce Recipients 0 0 0

FEAZOWTIE, TCLIWC L AEEBLOE=X ) 7| OEEZSRLTIEIVN, N— KA
TUA A=V DERNT 48 —TNVDOGE. ZEFTHN—FK AT UAREALTEH, 2
NHOAT I ENLE L A,

Nt—

GE)

a3y

Avk—vzrRua—7SOxrXa—7%EET FLAX, AvyE—Y~y X —>0 [From:]
EFR72 0 9, AsyncOS Tk, N—F R U2 XA yb—VhkzoRXu—7%EHET KL A
EIFRRDETFA—N T FLARIZEETHEIICHETEET,

INOUZABELUSMIP L— FDAYE— T4 LR 7O 3y

SMTP/L— Kk =v BV ITBIOA = 00 H T gt honikt—r g Ny y
ADFRERLLTCT I IAT UV ATEREINTZ SMTP XU U2 X vB—UD)—T 4 70
WHENEYA, TTIATVATHURE—=2 a0 RUVA Ayb—URNZEEND L.
DA =YD N —FEEEITIKET HSMTP AT VA A v —URERSNVET,
ZOHE, TTIATVATITEBIIA v e—URNEREINLT=O, VL —HIZHASZ
Ay —IICHEHAENDTTO SMTP b— MIEH S ER A,

N TOTJ74 LD

INH2O0DHITIR, BB AT T A RTA—=2RNMEREINET,

K61 NHUR TOATFAILINSA—4

ING A—4 fi&
e KT TE# (Max number of retries) 2
F 2 — D KEEH (7))  (Maximum number of seconds in queue) 259,200 %> (72 BFf5)

HRIT T 5 F copEgR KR (7))  (Initial number of seconds before | 60
retrying)

HaTT 5 F TORKREERR (FP)  (Max number of seconds to wait | 60 >
before retrying)

Bl TiE, ZIEHE~OROOREIZ, t=0 TETSNET, ZHI, Ave—VBTFI347
YAHHASNIZER T, 77 4/0 hOPIEIFEAEITRREIZ 60 B TH L7120, RO FERAIT
3R 1 3% O t=60 TEITSNET, FRITHESFR S ET, FRITHRIL. RAHERIT
MR THD 60 AL TIRESNE T, TDD, 2FEDOHFERAITIEL, t=47 120 TEITS
NWET, RRKFRITEEITI2 THL72D, ZOFRITOERICEDZEERED NN—F N7 X
Ay —URERINET,
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RI:H2: IRXHURTOTFAIL IS A—4

INT A=A [

AR FEAITIEEL (Max number of retries) 100

a2 —ORKFEH ()  (Maximum number of seconds in queue) 100
@‘

BT 9 2 £ COMER KRR ()  (Initial number of seconds before retrying) 60 £

BRATT 5 F TORKRFHERF (F)  (Max number of seconds to wait before retrying) % JZO
b

B2 Tl BHIOEMEIZt=0. HYOFRITIZt=60 TEITENET, 2EHBDOEME (t=120
TRETDHEIICATZ Y a—V) OEAIIA =R A= R AT AEINFET, 2ERD,
ZOHE TR 2 —NTORKEEMTH S 100 BA#EEL TWDH-H T,

BEEAT—2 @M

VAT AL THERENDNT VA Ay =V, T 74/ N TEIN—FE YT FORHD
/317 2 A C Delivery Status Notification (DSN; Bf§ 27— & Z@%n) &2 #EH L 3, DSN

I, RFC 1894 (http://www.faqs.org/rfcs/tfc1894.html 2 ) CTHEIN TWAHEXTHY |

(A t—=2% 1 NBLEDOZEFITEE Lo & EOFEREZ LAR— M T 5729012, Message Transfer
Agent (MTA; A v —VHako—V =2 b)) FRITETHRA N F— T =A THEATE

5 MIME 27 Y A A T 2EFR] LES, 7740 b TR BREAT—F Z@HZITRAE
AT —H ZADMH, BLORA vE—VDP A XB10k LY b/ASWDHRIZTEOR v —UNE
FNET, AvE—UV AR 10k LY B REWVGE, BMEAT—F A@MIE, A vt—
ANy H—DHBNEENET, AvE—Y Ny X =R 10k ZB2 5T, BEAT—H# A
AT~ A= TONET, DSNICI0kE D b REVWA v E—Y (A vE—
UoNyH—) EDDHYATE. bounceconfig =< > K max_bounce copy /X7 A — X & T
FET (ZORTFA=HFICLINLORFMTEET) |

EBEZELEA YE—D

VAT ATEMREIND B A ~&— (Time in Queue Message) ] T, DSN M3t A
ENET, TIANVENRTA—REERTHITIE, [Fy hT—72 (Network) ] A ==—@ [\
7 A7a 7 7 AL (Bounce Profiles) ]X—3 (F72i bounceconfig =~ > R) %L T,
BEFEDNT AT 0T 7 A NVERET DDHHIAER L, LLFORT A—=2DF 7 4V Mix
EHELET,

 BIEES A v — U NEE SN D E/DHEME,  (The minimum interval between sending delay
warning messages.)

o PBIEEIE X » B — UNIRE SNDZEEHT2V O KE, (The maximum number of delay
warning messages to send per recipient.)
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| v—F1o9BLUREREDRE
BEZEA v t—oen—F oz [

EBEEZEAYE—CEN—FKNADHDUR

[ = — CORKLFFFRF (Maximum Time in Queue) 3¢ E & [BIE#EE A v — D%[F (Send
Delay Warning Messages) | O fie/NEIF@RX E O i 7 % FEF /N S WIRFRICER E L7285 a01E, RUT
A=V U CEBIEESE Lon— RN U 2DW &2 RIRHICZET 2 Z ENARETY, A
ITE, BIEESE R o —VDREEA X =T MITEHAIF. ZNHDOREDT 7 4V Ml
ER/NREEL LTHEHT 2 Z L2 HERLET,

EBIT, TTIAT VAL TAERSNDBIEEE X v —V BN A X yvE—Y
W, RIS ERKR T IS BT S ENH Y £,

HLLWVANY R 7O 74 IILDERK

WOFITIL, [/3SV > A7 17 7 AL (Bounce Profiles) ]~<— % H L T, bounceprl &9
LHIDONRT 2 Ta Ty A VPMERENE S, 2OTRT7 7 ANV TiE "—F ARy A3h
72T _RTORA =T KL A TH D bounce-mailbox@example.com [ Zi5(E S E T,
BIEEEA v =V R3A X =TV TE, XEHLVEEA -V IoREahET, &
HA Y E—VHEOT 7 v MEE 4 e (14400 B) T

ESPERENS

T TNV DRI UA Ta T A IVOWE (41 2X—)
e minimalist /X7 A 7 7 7 A )LD (41 RX—)

FIAILEDNNHY R TOT 7L ILDIRE

NG URATaT 7 ANVERETDHITIE, XU ATaT7ryA VO A NTAHIZZ V27 L
FT, T7ANV IO LR T Ty A NVERETHILEHTEET, ZOFITIE, 7741
kN 7a 7y A NVEREL T, SRS R b ~OFRITEHET 2 R ABHE 3600 (1 KEfE) 206
10800 (3 WffHE]) 1T L £,

minimalist /\™9 > X A7 7 A )LD

WROEITIE, minimalist & WO ARTONRT U2 Fa 77 A ARERENEST, ZOFa 77 A
VT, AvE—URARNT U AEND EXICHERAITENT (RKERITEE 0) . FiT%
R T A IRKIFRINIEESNE T, "~ K AD VR Ry —VET 4 E—T A THY, V7
kXY U REEIIRE SN ER A,

JRF—ADIINHOR TAT7AILDER

NG A Ta T 7 ANVEERLIES, [y U —2 (Network) 1>[Y A7 — (Listeners) ]
~N—VZEold listenerconfig 2~ FZEHL T, 207077 A V& U ZAF—|Z#EHT
TET,

WOHITIE, bounceprl 7' 1 7 7 A /L7 OutgoingMail U A —|ZiH S v E 7,
ZOWRFRT, BFA—N T = T A OREFRDO XL IR0 £,
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B csmcssEr—LEmEoEE

5: TS5 AR=K YRF—ADNIVR FTOT 74 ILDEA

Public Listener: InboundMail
Host Access Table (HAT):

WHITELTST: $TRUSTED Note: This public listener remains
unchanged.

BLACKLIST: $BLOCKED

SUSPECTLIST: $ THROTTLED

UNKNOWNLIST: $ACCEPTED

spamdomain.com REJECT
.spamdomain.com REJECT

251.192.1. TCEPREFUSE
169.254.10.10 RELAY
ALL: $ACCEPTED

Recipient Access Table (RAT):

example.com ACCEPT
newcompanyname .com ACCEPT
ALL REJECT

‘ 1P interface: PublicNet (e.g. 102.168.2.1) ‘

‘ Ethernet interface: Data 2 ‘

Cisco Email
Security appliance

T Ethernet interface: Data 1 ’7

| IP interface: PrivateNet (e.g. 192.168.1.1) |

Private Listener: OuthoundMail
Host Access Table (HAT):

RELAYLIST: $RELAYED

ALL: $BLOCKED This listener was modified to use a
bounce profile named bouncepri.

Hard bounces are sent to the address:
Default sender domain: example.com| pounce-mailbox@example.con.

Received: header: DISABLED

Masquerading:

@.example.com @example.com

SEEFIEIC KL DEF A —ILEEDEHE

REOBEBFA—NVBREHRCTEEIND L, ZEHFRAALCTRIENELDLZERHY £7,

AsyncOS TiX, 77 I A4 TV ATHIKEEREST 774 7 U ATHESLIE R AL V5EICEE S

HAE—VREERTDHZILIZED, Ave—VRELZFEMCERTEET,

W= be—UHE (GUI TIX [A—/ R Y v — (Mail Policies) ]> [ => hr—L
(Destination Controls) ], CLI CTiXdestconfig 2~ > ) ZEHT 5L, OB ZHIETE £

‘é‘o

o L— MR (43 _X—2)
«TLS (43 2—73)
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| v—F4 v B&VEREREDSE
L—rsiR [

o N UARRGE (43 R—)
e N7 A 71774/ (Bounce Profile) (43 ~2—73°)

L— kIR

« [[AI5%¢ (Concurrent Connections) ]: VE— Kk ARA MIRLTT T4 T AN H
&I 5 [RIRF R

s [T DK A vE—% (Maximum Messages Per Connection) | : 777 A4 7 A
WHT LW 2 Bl 2R, 5058 RAA VTR ET DA v E—VH

« [%15% (Recipients) ]: 77747 ANFEDOHEICFFED Y T — h AR A MIxF LTk
BFETo=EEK,

o [HIBR (Limits) ]: 45562 &, BELUMGA Am A b Z 12, HillR% 58 A3 5 ik,

TLS

« UE— bk ARRX MIXtT 5 TLS B A, AlEE, MHDOWTNIZT D0 (TLS OEH  (
47 =) BBH)

s TLS B 72 Y E— h AR A MIH L TA v E—U0EE 3D & X2, TLS x T
T—a URNRILTEGEICT 72— R ET 5008 90 ZHud, RAA VHAL TR
. Fa—RRBmETT,

e UE—F AR MIHT DT RTOFRIE TLS 558 THHI 2 TLS FEBHEDE| ) 24T,

INTD 2 RFEEE

N UARREEMEH LT, 7 RVA ZX T E2FTTLH0E I (N ARGEE (52
/\QP_‘\:/“) %Z//%Hﬁ) o

N 2R AT 74)L (Bounce Profile)

HEEDVT—F RAMIHFLTCT I IA T ATHERAENDI AT A Ta T 7 AL (F
THNV DN AT Ty ANVE, [Fy FU—2 (Network) >[NV A7 17 7 A4
/L (Bounce Profiles) | ~—Y TRELET) .

RIBED RAAL ANHT 27 740V PREZHIET 52 &b TEET,

ESPEREENS

o A—JVEMEIHERTAA v —T = ZADWE (44 _X—)
« 7 7 4V FOEFHIIR (44 X—2)
e EfEEa L P — L (44 2X—3)

I =71 vissvmEsEoxt I}



=T 4 T BFUERE#EDSRE |
B 1 rmeeEmyso8—Tz1z0%RE

A—ILEEICERT S A2 —T 24 ADRE

HIiA 2= A A% deliveryconfig 2 < K, A v— 7 4% (alt-src-host) . F
TR — b = A 2 L THRE L2WEaIE. A % —7 = A Z1E AsyncOS /L—
T AT T ML TRIRENE T, AN, THSE) 2%RT 25 L AsyncOSIZ k-
TERENET,

PRIk D LB T, B—I N T LRI, AV F—T A ADRy NN AT A F—
TxAADIPT RLAZHEATHZ L Tl#BlEnEd, Ebbb, [fy bV —27 (Network) ]
>[A 5 —7xA A (Interfaces) ] ~X— I FE721F interfaceconfig A< REFEHALT (D
VWIET AT ADE Y N7 v 7 RIC) REINET, 7 RUAEMPELLGEX,. L0 BEW
Exy b AZBMERESNET, 5EEN T —DLOBE . Ny MIEdRa—h A v F—
Tz ARBETREEINET,

RSN T — DN TIERWEE, X7y MIT 74V bor—% ([Fy U —2 (Network) ]>
[V—T 4> 7 (Routing) ] X—TF721F setgateway I~ REMFH L CEE) Tk L TEE
ENET, TIZFNVEIA—ZDIPT RLAZu—h LT, WA v 2 —T =1 L, vB—
HINVT RVADH A F—T 24 ADBRPNV— VIS TRED £9, 72 & XL, AsyncOS
T, 774NV M AV—FDIPT RLAREEN T TR EENZRIP T FLABEIRR Y K
VAT PNEIRINET,

N—T 4 7 T—TNE, [*y hT—2 (Network) [>[/b—7 4 > 7 (Routing) |<— (F
72% routeconfig A~ r) ={#EH L’C%’i‘fﬁﬁéﬂiﬁ”o N—T 4T ?‘—7/1/’C#ﬁw9‘ﬂ5i~\/
U, 74 M — bR BEBESNET, — EBEENIZRDI1ZE, BRENEL
nET,

T 74 )L ~DOEMEFHIR

G RAA T LI, HHOBREX 2—03HV £, 20D, FAA LT LiZhx DR
Rppfehl B ([X{5c= > b r—/b (Destination Controls) |17 —7/VCHRE) bV ET, &5
2, [EESE = b r—/L (Destination Controls) ]7 —7 /L CTEAKRHITR IV THVRN—ED N
AL ZEIE, T=TNVTRELEO 17740~ (Default) | HIBRAEEH L £,

EELZIY FO—ILDOER
GUI C[A—/VAR Y 2r— (Mail Policies) ]>[£{§%c = kv —/ L (Destination Controls) ]-<—

¥, 721X CLI Tdesteconfig =~ REMAH LT, EELE=a hr—nx MY 2B,
£, BLXOHIBRLET,

BAEIEH
sIPT7 RLAN—=T g U OFEH (45 3—)
o RAALNTHRT D8, A vb—V ZEHFOHDOEH] (45 ~—)
« TLS OFEH (47 <—7)
« NV RRRFES X0 T OEH (47 RX—)
c N UADEH (48 N—Y)
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P7 LR i—varvoaE ||

e HLWE[EdEa har—L = R OB (48 X—)
« SRR EDA AR — hBL PR AFR—F (48 X—)
« SO & CLI (52 ~X—2)

P7RLAN—Da DEE

RAAL AR THIP 7T RLADNR—=V g U ERETCEET, EXA— L X2V T4 7T
FIALT AT DOA B —Fy hTFr hars—Cg 04 (IPvA) BXOSM v #Z—% v |
Ta hal "= g (IPv6) ZEHALET, T7I7A4 T AD Y AF—%7 1 k3Ll
FLF 1 2ONR—Va v EEATAILIICRETEET,

IPv4 FE 721X IPv6 (2t LT [WZH (Required) |BREXIEE LI, 77747 AXEES
NIENR—=2 g3 D7 FLAZEH LT RAAL v~Oier Iy o— a2 LET, RAAL Y
WIPT RLADN—=T g UV E2EDRWESE, EFA—/VTEEINET A, IPv4 7213 1Pv6
O [H#ELE (Preferred) |FXEZIRT LA, 7774 T 2 AIRANIRE S NIz A=V 3 D
T RUVRAZHEHA LT RAAL o~ 2 Fr T — a0 L, AIORBNEEFE TRV
AlIic 7 3+ —n Ny 7 LET,

AL VST DR, AvtE—Y ZEBFOHOERE

TTIAT LV ATETFA—NERET 2HEEZGIRT L2 LICE0 77 I7A4T o ANbDE
FA=NEH D VE— b RANCHMEDHRNI V=TT =7 b= NICAMRLND B E 720
XolccEET,

RAAL T8I, FFEDOHIRICS AT ATHB LRWE DITT 286, BEAvE—Y ZE
FORKBEEEV Y THZENMTEET, 20 17y KR4~ T—TWE, #Ek=a b
7 —/LRERE ([ A —/V7R U — (Mail Policies) ]>[1%{g5c =2 h o —/1 (Destination Controls) ].

F 770X destconfig A~ N (uﬁﬁ@ setgoodtable I~ f‘) ) %—f@#iﬁﬁ LTE% Lij—o KX
AR EIRET DX, ROWLEHENLET,

domain.com

Ep 8

.domain.com

ZOREXEMHT 5 L. AsyncOS T sample.server.domain.com O X 9 7297 R A A DL
A b= VERETE DL IR 4, FFlRY 7 RAL T RURZEBNC AT %4
I EHA,

Befoe, A vb—v0 ZEFIZOWTUL, ERT DHHIR4 Virtual Gateway 7 R LA & & 2T A
PEOELHICK L THEH SN DD ERELET,  (Virtual Gateway 7 K L AR TiZ, 1P
B =T 2 A AT L ORIFFEEREAERLET, VAT ABEOHRTIZ, 77747 A
THA SNDEROGIHEEERLET) |

Fro, EFRULHIRN RA L U ARICEH SN D0 E I ERELET,

G

HIEDY AT AT 74V MI, RAAL B0 500 86, b= 0 50 A v —IT1,
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B 1 imvans 2ve—v. 2EEOROEE

IRHDEIZHOWTIE, ROKXTHHAL E7,

% 8:[({E5%£3 > O—)L (Destination Controls) ]57— 7 I)LD{E

Z4—ILF £ A
[ IR 2 oe T T TAT VAL 5 THEDR A Mk LTI 5358 DR KK,
(Concurrent (FAAL T, ENITNV—T T =T DOFRA N EEDHZENTEET) |
Connections)
B T- 0 O | T LWEER D BIME SN D ETIZ, T IA T VUV AMBEEDRA MIxtd 5
KA =8| B—REEFRICH LTSNS A v —T DR K,
(Maximum
Messages Per
Connection)
CACE- FEEDOWIRINICEF AT SN D ZEHE DR AEL, [72L (None) JI1E, %% KX
(Recipients) AN LT, ZIEHEOHIBER 2N 2R LET,
TITTAT U RNZAEEORERA D EN (1~60%3) o #IFIC T0)
BYETDHE. ZOBENT 4 B—T 220 £9,
GE) ZEFHELZEETAHL, TTICFa2—HNIZHEZTITORA vE—
OB ENR )y NENET, TTIATUAF, HrLnsg
FBERIRIZESNT A v =V E2EEFELET,
il R o> 16 FH HIBREA B A A 2 RICEM G8fH) SnAnEInERELET,
(Apply COBREIL. B, A v t—Y, ZEFEOHRCER SN ET
Limits)

PR > AT AR L 4 Virtual Gateway 7 KL ADO E LB IS O
MERELET,

GE) IPTRLVAODIN—TEZRELTH, B~ U= A Z%EL
TWRWEAIE, (8T — h Y = oA T EICEHBIBRZ 3 E L 72w
TLEEY, ZORET, BHESF— Ny oA ZHT DX I
SNV AT ADORLEXNRIZLTWET, HEF— T =2A D
BEFIENZ DWW TIL, Virtual Gateway™ 7 7 / v P — & H L TF
RTDFEA NI RAAL VTORRDA—VF— T =1 (59
N=V) EZRLTIESN,
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\}

nsogz |

TLS D EHE

G¥)

il FR 23 Virtual Gateway 7 R LA Z EZHA SN HGATH. VAT A2KOHIRZ (A7 —
7 = A O TR LT {E% Virtual Gateway DHIfRIZEET D Z LI L > T, VAT ALK
[REZhEMICEETEET, L2, 400FEFS— MV oA 7T RUADREEINTWNT,
KA A Y yahoo.com (2% LT 100 & W %< ORIRER 2 BN L 51T 512, (KA — b
7 = A OflIR % R 25 IZRE L £ 7,

delivernow A< R&ETXTD KA A %t L/Tgﬂ%ﬁi'é‘%) L. destconfig A~ ]\Tlﬁﬂfﬂéﬂ
TWLTRTOAT 2Ny hSLET,

N A A L B[ T Transport Layer Security (TLS; 7 VAR — gtXx=2U74) ZRETDHZ
EHTEET, [WAH (Required) |XENBEINTLGA. T I7A T ADY A F =06 R
AA L DOMTAIZK L CTLS e r A= — hENET, RAvT—r 3 IRIRT D &
B A —MIZ ORI AT L TEE SR EE A, FEMIZONTIE, BUERFO TLS 3 L OFER
ERGEOFANMEE SR L T EEW,

TLS FERe N BT RAA NI A v =V H2RET OIS TLS Ay —a UV R L T2 5
BT TITATVANT 77— eFETHMNEINERETEET, 77— M A v E—VI2F
KL TLS R AV —2 a VOSEE RAL VAREENET, TTITA T AL, VAT
AT T— b DEATOEEBEBREL )L T 77— eZGETHRIRESINTTXITOZES
T 77— M AvE—V2EELET, GUID [V AT LEFL (System Administration) |>[7 7 —
L (Alerts) 1%— (F£721% CLI ® alertconfig =< > K) AL TT 7 — hOZ(E&E %2 EH
TEET,

TLS#fE T 7 — b & A X —7 /W HITiE, [1BF%E = k= —/ 1 (Destination Controls) ]~~—
PO [ a— VR E S (Edit Global Settings) ] %27 Y v 7 %7213 destconfig -> setup V7
av U REFEHALET, 2L, FAASVBEATIERLS, 7= RETT, 77747
VANEEERITLEA v =Y DIERICHOWTIL, [F=4 (Monitor) |>[A vt — FT v
X7 (Message Tracking) | ~— Y EiIA— v v 7 2HLET,
TRTOIIE TLS #he M 25ENELIRET DL ENH Y £, [HMEE= fr—L
(Destination Controls) |-~X—T @ [/ 0 —/ LR E % e (Edit Global Settings) ] % 7213 destconfig
>setup 7 a~v FEfH LT, fSEAFELEE L 7, iEAZEOIBEHIEIZ OV TR, FE]
EOHHEZZRL T ZEN,

T I— FOEMICONWTIE, [VRTLAEH) OFEZSRBL TSN,

NI URRBREZ X VT DERE

FBEIND ANV ARFED X X T ToND N E D 0ERETEET, T 7411
WXL THETSIZE D, FFEDOSHEICKILTIEETHAZ L TEET, Y AaTE, 774
U MZXH LTV ARGEE A 2 — T W LT2t5 T, BRI ZeBRdb et g & LT LW gEe 2 1E
T D2 EAHERE L 3, FEICOWNTIE, AT UARREE (525—) ZZRL T IZE0,
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L—T 1 VI B UERIEKEDRE |
. NG RDEE

N ZADER

UE— hARA MEMET 2EERHCZEHEOREFIE CE LT TR, TORAL THEHAX
NBERG A TaTZ 7 ANVERETDHIIELTEET, EETDHE, RUL A TardZr AL
L destconfig 2~ > RDSFEDODN T LIFRRENET, NV URA T T 7 A )VEFRE LR
BEE, 774N ORI T A ABNMEAESET, FEIC OV TR, HriLnasr e
2 a7 7 A IVOVER (41 =) ZBRLTLIEEN,

LLWVEELRaY FO—)IL TV Y DENM

ATy T [EEHLDBEM (Add Destination) (%27 U v 27 L £,
ATFw T2 =) EZRELET,
RT9T3 EREZEEL, RELET,

SEEFIEHBEDA VR— FEXUVITY XAR—F

DO RAA LV EEFEHLTWAEGEEIR, TXTORALOXELEay be—Lx 2 N EE
BRI DH—DOBRET 7 ANVEERL T, TTIAT VALV R— b TEET, FHET 7 AV
DXL, Windows INIFRETZ 7 AV EBRTWET, AL DONRTA—=F [Tkt 7 a3 ilE
Lo, B ar A E LT RASVEAPERENET, LExE, B a4
[example.com] %‘_"ﬁﬁiﬁﬁ L/T\ ]\7{/( :/example.com 0)/\()5)&‘—&%7\/1/—7091 Liﬁ‘o Hﬂiﬂ%éﬂ
RWTR_RTONRT A= L, T7+/NVFDOX%EERay bo— Ly NSk ENET, 7
AN IOEFTER hr— 2 P DOARTA=F EERT DL, RET 7 A (7T
Ak (DEFAULT) | BV v a U EEDET,
RET7ANEALVR—TDE, TTIAT U ADERFELEa hr—L 2 MU RFTRTLE
EXINET, 2L, RETZ 7 AV (5740 k (EFAULT) | B Y a UG EN TV
e, 77408 2 MR EEXINEYA, TOMTXTOREGFOEELa ha—L
= M UIFHIBRE N E T,

RETZ7ANTIE, FAL T L TRONT A—F 2 ERTEET, (744 (DEFAULT) ]
7 v a UIZid bounce profile /N7 A —H ZR T RTDO/NT A—Z BLETT,

RIFEEXEAVIO—ILRETI7AILDINT A —4

INTA—=HE 4% Hl:|
ip_sort_pref RALATHLTA v Z—Fy b7 r hal =V a U 2ELET,
WONWTINDOEE AT LET,

« IPv6 [Preferred| DA O pREFER V6
+ IPv6 [Required] DA D rREQUIRE v6
 IPv4 [Preferred] OFH D pREFER V4

» IPv4 [Required] DIFA D REQUIRE v4
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semmsEns vRi—rsrvzszf—+ [}

NS A—H %

B2l

max_host_concurrency

TTTAT VAL THEDRA M L TITh b RBE#k DK
B

RAXAL NI LTI DONRT A—=F BEHRT DAL, limit type B &
[6) limit apply INT A—H %E%ﬁ‘é%%#b‘b DEF,

Hax_nessages_per_oomectim

HLVEROBIRS A XTI, 77947 VAN DIFEDHRA Mt
T B W FIEHREICS L TR SN D A v — VORKRE,

recipient minutes

TTTAT O ANZAEE OB A LM (1 ~6047) . Z{EHHIR
ZEMALRNWEITT 25813, REZBOETXIZLET,

recipient limit

FEEDOHIBINICEF /] SN o2 EE ORKRE, ZEERIRZEH Lk
T HHEIT. RERDOEFITLET,

RAAL K LTI DONRTG A—F ZEFKT HYA 1L, recipient minutes,
limit type. BTV limit apply INT A—H %E%T‘é%%z’))% nFET,

limit type

HIBN RAAL U BIREFDO RAL NTHBESNTELEA— AP 7 R
LADELLIZHEAIND O ERELET,

WOWTNHOEE AN LET,

e 0 (£721F host) : RAA U DFE
o1 (£771F mx1p) : A—/LEHLIP 7 KL ZADEHE

limit apply

FIBR DS 3 A7 LA{R & £ Virtual Gateway 7 KL AD EH HIZiEH S
LO0ERELET,

ROWVTNNDEEAT LET,

o0 (721 system) : VAT LAEIEROEE
e 1 (F7213 ve) : Virtual Gateway D5

bounce validation

NG U ARREET RVA XX T oA Al T3 E > EelRELET,
WONTNIHOEE AT LET,

0 (F721F off)
e 1 (¥721% on)
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B exsnmscos k- rsLuTs K-k

INS A=A Z nBA
table_tls RAAL DO TLS REZEELET, FFMIZONTIE, BEERFO TLS B
FOGEERGEOAMEE SR L T &,
WOWT PO E AT LET,

¢ 0 (F7/-1Fofs)

o1 (F72lTon) THELE (Preferred) | DOFAE
2 (iflljﬁ required) FLZ\ZE (Required) i O)%/El\
*3 (E72lT on veriry) [HELE (RRAE)  (Preferred (Verify)) | D3

AN

=
o4 (jf 7’:’_ X require_verify) : UZ\ZE: (&EE) (Required (Verify)) ]
DIE

LFEINTIE, RLFLNLFOXFNTH Y £ A,

bounce profile ERHT DT R a7 7 A VDA, 5740~ (DEFAULT) ] PE[E 5T
arvbhr— Ty ) TIEATEERA,

send_tls_req alert |WMZAM TLS #ERN KRN LT-GEICT 7 — M EEET N E S D,
WOWTNNDOEE AT LET,

°* 0 (F7=iL off)

*1 (F721% on)
INF T e— N VERETHY ., [T 74/ 5 (DEFAULT) | &5k
fe—L = b)Y CORMEHTE X,

certificate A TLS B CEA SN AFEAE, ZudZ7a— A ETHY ., 7
74 b (DEFAULT) 1 IE(Ed2 v ba— L2 MY CORMERTE E7,

GE)  FFAEZZIEELARWVWEASIT. TEOFFHENE VY THNE
TN, FTEOIFHEELMHHTHZ LTt 7 TERW =D,
WO AICITHER CE A,

N A A  examplel.com, example2.com, 3L T 7 4/ hDEEEa L he—/L = M O]
EWRITRLET,

[DEFAULT]

ip sort pref = PREFER V6
max_host_concurrency = 500

max messages per connection = 50
recipient minutes = 60

recipient limit = 300

limit type = host

limit apply = VG
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| v—F1o9BLUREREDRE

semmsEns vRi—rsrvzszf—+ [}

table tls = off

bounce validation = 0
send_tls req alert = 0
certificate = example.com
[examplel.com]

ip sort pref = PREFER V6
recipient minutes = 60
recipient limit = 100
table tls = require verify
limit_apply = VG

bounce profile = tls failed
limit _type = host
[example2.com]

table tls = on

bounce profile = tls failed

FFEOHFITIX, examplel.com 35 X O example2.com ([Z DWW TR DEFE=a > hr—L = Y

WERSNET,

examplel.com

IP Address Preference: IPv6 Preferred

Maximum messages per connection: 50

Rate Limiting:

500 concurrent connections

100 recipients per 60 minutes

Limits applied to entire domain, across all virtual gateways

TLS: Required (Verify)

Bounce Profile: tls failed

example?2.com

IP Address Preference: IPv6 Preferred
Maximum messages per connection: Default

Rate Limiting: Default
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BE S i1 & CLI

=T 4 T BFUERE#EDSRE |

TLS: Preferred

Bounce Profile: tls failed

[iXf§5c= > h m—/L (Destination Controls) ]“X—D[7—7 /DA »/R— k (Import Table) ]
N D=l s destconfig -> import I~ FEMFEHL T, RIE T FANEA LR —BFLE
T, [#EH= 2 hr—/L (Destination Controls) ] ~~— D [T —7 VD> 7 AR — K (Export
Table) ] A&, FT-ld destconfig -> export A< RAFEH LT, &#Eka fe—1L
FIZINI 7 7ANMCTZ I AR— T 52 L TEET, =7 AR—FSNZINL T 7 A LI
X (F74A b (Default) ] KA VEBT Y MY b EFENTHET,

CLI T desteonfig =2~ FEEH LT, #Eka he— L = N ARETEET, ZD=
~ 2 RIZ2W\WTiX, [CLI Reference Guide for AsyncOS for Cisco Email Security Appliances] % %
LTS IZEN,

INT) U RFRET

(R 2] Ay —I1F, ZEAOMTAICE > TEEENDIHLWVWA v =TT, TOE
FA=AOEL RO —TEFEEI LT _Re—TZGH L LT ShET, o Ty
A, DA v = UBBYERARER & T (BFIE, ZEET FVARFELRNTZD) |
WHEITZEOT RN —7%EF#E (MAILFROM:<>) CTIL RO —7ZEHITEVIERINET,

ANRLFEFIL, BoT e EBE LI AR BILLDETA—NA LT TANT I F ¥
NOBEZFTETHELCLTWET, 20X REEIT, RHMOEYRA—/L I —NZLoT
RIEEND, WRKAENT ARy — 2L o> T ThvE 4, ERIC, A3 LEEEMEH
TEHTOavATE, A—7 VL—BXWX Ve 2y bV —27Z2BALTESEIER R
A VTR REEDH DT FL A (o R —TZEH) ICETFA—NAEFEELET, 20
EOMA Y=V TR, Zo " —TEEEMEEIND D, ANRLFTEYRR AL G
EEINELIICAZLET (24X Moejob (Va—var) | ELEENRET) .

WIZ, \hier o N —TZEHICLDEEEFA—NVT LI, ZEAOA =L —NITko
THLWET AL (NTRAAyE—Y) PAERIIL, —HICEERNAL Y (X —
TEEET RUARBESNTZ RAAL V) OETA—VEEERIEE I NET, TORE,
ZDE—=G kN RAL T, [RRoTesieniE SN RN A %ZELET, 2D
N UAZ = BEHICLBELSEZERZHVET, 20X 5o DoSKEIZLY .,
BAA—NALVTITARNTITFME T LT, X—7 v MPIESRET A —/VOEZEELT
278720 ET,

RO TS A RE LTy AR5 T 5728, AsyncOS (21 [NV & AfEE (Bounce

Verification) | BWHEINTWVWET, A X —TNMIZTDHE, NTUARIEZE > T, DT
FGATUVAMBEEINTERA v =D RN —FEEET LRI TRfFIT b ET,
WIS, TTIAT VATZBELIZNT VAR =TT, 2o _Xa—TZEHIZZOX 7B
WTCWAENEIDPNT =y 7 SNET, EYRNANT R (ZOF TBFNTND) Thiuld,
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| v—F4 v B&VEREREDSE
mE . axvsenyozii [

ZITPHINTEESINET, F 7PN TNRNAT 2 A =%, BIOERZ{T R F
TO

Ny AR LT, BEA—NMIFESNWTERBARAV VA A vV EHTEET, 7
TIAT UV ATERBA—NMIIESWTRENT A ART D HFIEORIEIZ DWW TIE, NT >
ALTZEBFA—ILOMHE 32 2—) 2B L T &N,

ESPEREY=]

MEL . XX T LR U RRREE (53 R—)
e N UAKEEEFH L TART A Ay — 2 h—2 %51 (55 2—3)
c BT LDNT LRSI A v E—VO8ENZIT AL (54 2—)

BE . 3% 20 &\ U RIREE

NG U ARGEEA R—T ML TETFA—NVERETDE, TTIA4T ALY, Ayvk—
VOx RN —FREET FUAREFEEHZ bivET, 72 & 21X MAILFROM: joe@example.com
23 MAIL FROM: prvs=joe=123ABCDEFG@example.com (2725 & LET, ZDOHID 123... £\ 9
LFHNE, INTUARGESX 7] THY, TTITAT VAL > TEEEND L&, =
n—7REEICBINESNET, 20X 7L, AN U ARGERE CER SN F—2MH L TE
MENET (F—DEEICONTIE, NYARGET FLADZ X 7 F— (54 X—V) &
BRLTLESWY) , ZORA v BE—URWAY 2T AL AT U ANDOT L R0 —FZE2ET
RURIGEFILZ DAY ARREY 7 B EENET

T 74N P TEV AT ARETAY CARGES X0 T oA X =T NVERIEIT 4 E—7 M TE
FI, FFED RAAL AN L TNAD VARGEY ¥ 72 A 2 —TNVERIEIT 4 B—7MZT 5
ZELTEET, BLAEDHEE, 774V FTAR—T/MILTEE, B2 BME72 R
A A & [BEH 2 e — b (Destination Controls) | 7 — 7 /MZHIZE L £9 (EKEFka b
VO (44 X—2) BBR)

A=V HZTFREDT RLARTTIZEENTWAEAIL, AloX FRnBmEnEti
(TTIATUVANRNRNT U A A= DMZNDOT T4 7 v ATEETAHE)

ESPEDEYS]
cEBEANATUAR A0 (53 L—3)
e RN UAKEET RLADEX LT F— (54 _—)

BENIVR AytE—DNIE

B2 B TREENTOVWENT L AFEME SNET, ¥ 7 DBHIRS L, = _Xa—7ZEFHN
HrasnEd, ZiuE, ETA—NNSRALTTAL D RAL v~y TUEOBERITHKELET,
TTTAT L ATE T D NTNRNANT AL TN ST ZADBEE L
T, HET D0, ZNEBHAF L~y X =2 BT HO0EERTEET, FHHIZONT
X, T U ARGEREMEORE (56 X—) LTI EEW,

I =71 vissvmEsEoxt I}
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B v zpamrrizosxsy £—

)

N U ARRRES T HIHAE L2V E . 4 7 OAERIER Shicd—nEHShzhe, $£7203
AyvE—URTALDEWGE. TOX vy E—U3N\T  ARGETERR SNRE Jffo“(?&
PhET,

72 z1E. OA— L aZiE, TTIAT UV ATHESEENEARAT U2 A vE—URNREN
TWET,

Fri Jul 21 16:02:19 2006 Info: Start MID 26603 ICID 125192

Fri Jul 21 16:02:19 2006 Info: MID 26603 ICID 125192 From: <>

Fri Jul 21 16:02:40 2006 Info: MID 26603 ICID 125192 invalid bounce, rcpt address
<bob@example.com> rejected by bounce verification.

Fri Jul 21 16:03:51 2006 Info: Message aborted MID 26603 Receiving aborted by sender

Fri Jul 21 16:03:51 2006 Info: Message finished MID 26603 aborted

G¥)

N A A=V EMA OFN A —)L H—s3 (Exchange 72 &) IZEUET 25 G1L. £ DN
RAAL K LT ARGRES X2 72N LT EEN,

AsyncOS TlE, N7 ANRX /LD MAILFROM 7 RL A (<) REESNEZA—LTHD L
ﬁ@éhi# 2T EOT L RO —TZEENREENDAREEOH HIENT A Ay E—

Bl KRS RRY U—REHEINET, 2O X5 RGAE. 7 H TOXF—JTEY
émxéw# ED—EBIHRLILET,

INDDRRERET FLRADR XU T £—

AXUT F—F, NUVARGEY T EERTDHEEIT T IAT U ATHAEINDTFA ML
FHNTT, RAALUMNBREEINDZTRTOA—VIIT B LTH IINFTFoNE72H, T
TOT T IA TV ATRUF—%2EHT 52 ENHBENTT, ZOXICLT, 57774
TUVATHREA =YD RXa—TFEEE X TN ToNn5EE6. BOT o547 A
MHBNAT U AZZELTH, TOEFEENAY U APRMGEL X OEUE SvET,

270X T HREIOM PN S0 £, 22X, 7THEO O bicZ X0 7 S —2 8L E

TEET, TOBRE, 77I9AT7 AT THIOVEH LV I NETOTATOF—2MHHL
T, A TOMNTEA v E—URRBRIELE S & LET,

BTELDNDVRAEIN=AvE—VDEENZITAN

AsyncOSIZIF, ST U ABGECBIE L T, # 7O NTORWAY P AZHRH LT H0E 5
AT O HATREDH YV 5. 774V FREIX W 2] THY, 7 DT
N AT THDL ER2INET, 61T, [A—/AR U y— (Mail Policies) >[NV >
Af&FE (Bounce Verification) | N— Y TIERINTZT 7 v a UIlfE-> T, A v E—URELRS
DM, LTI AL L~y X —pfIMENET, NI 2R LSS, # 70T
RN ATAEHTED E RIS, 2T ARG ET, Ziudk, ROLH eV ATl
MATxET,
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| v—F4 v B&VEREREDSE
N RBHEEALTAY VR Ave—3 2 b—L%HE [

WA NEZA=Y 7 VA NMIERT DI LERF LTV 2= B0 DL LES, La
L. A=V 7 URXRFTIE, =X —T7EEEOEEEY MDA vt —YOHREZITA
NTCHWET, TOXIREE, 2=V X /& A ve—VEZFANONERA (¥
ITEMINICERT S ND D)

ATV Tl 2—=PRA—=NEHEEFELLI ETD RAAL % [XEN = b — b (Destination Controls) |7 — 7 /LIZiE
ML, ZORAL KT 22X T T 4 =TV LET, ZORRT, 2—FEMERL A -1 %
FETEET,

RFYT2 UL, 20 RAL U hBDAY Y RICES 7RO TORNZ D, AP 2%E &I F— b5
WX, ZDO RAAL P OREEEHEINV—TZ2A/ER L, K8 (Accept) | A—/v 7 — R U —0 [Z T2 LA
7 A&HhE RL72T (Consider Untagged Bounces to be Valid) ] /X7 A —X %A x—7 ML ET,

N AR ZFERA LTI R Ayt—2 R M—LZEHLE

AT9T1 X T X—% AN LET, FFMICONTIEL, N AREET RV ADX ZfHF ¥ —0%E (553—)
EZRLTLLIEEN,

ATV T2 N U ARGFERE L LE T, SOV TIE, Y > ARGEREE ORK E
<&,

ATv T3 [EH=ar Fue—/L (Destination Controls) ] ZfEH L7237 v AMGEE A *—7 M LET, FEMICOW
TiX, #EE=zrbr— Ol 44 <—) ZZ2RLTIEIN,

(56 X—) #ZMLT

i

RDBERY

EEEE
N UARFEET RVADZ TS F—OpE (55 ~—)
« NV ABREREBORE (56 ~—)
« CLI 2 L7e Ny o ARGEDHERK (56 ~—2)
c N UARRREE 7 T ALHRE (56 =)
INDURIERET FLADZ T I ¥ —DHE
[NT Y ARRRET R U ADH 7% — (Bounce Verification Address Tagging Keys) ] D U & |k
WZiE, BEOF—, BLOBEIHEH L TELHBRSN TN =R ENET, o

—

F—2BEMNT5I2iE, ROFIEZIATLETS,

ATvFT1 [A—LKY 2 — (Mail Policies) ]>[/37 > AKFE (Bounce Verification) ] X— T, [F—Z B (New
Key) 127 Vv 7 LET,
RATv T2 TXAMLFHNEATL, [#E Submit) 127V v 7 LET,
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L—T 1 VI B UERIEKEDRE |
B =—our

ATYT3 EHEERFLET,

RDBRY
AEEE
« X—DHIFR (56 —)

F—HIk

HNT RLR XX X—ZHIRT D12, TAF Ty A=a—D0bHIRT 50— /L &8I
L. (k&% (Purge) 1 227V v 27 LET,

INTD) U RREEEREEDERTE
N AEIERRE Tl NN VR ZE LR XICETTA T /v a v alEELET,

ATYT1 [A—/KRY — (Mail Policies) ]>[/ 7 > AREE (Bounce Verification) | Z 34 L £,

ATy T2 [REOHE (Edit Settings) 1227V v 7 LET,

ATY T3 BN REHET LD, DAX LNy X —% A y— IZBMT 500 RIRLET, ~v X —
ZBINT 2581, ~v X —04FiEfEE A LET,

ATy T4 VEIEU T, A~v— MISEREEZ A 2 —T M LET, ZOREEHEHTHE, GEREA—NVEREA—
NOEHTT1I OOV AT —%EA L THAHETH-TH) HEREA—N AvE—Y BLOHNA—L
PR THERENDENRNT U2 A =% N0 ARG BB TX 5 X9 I LET,

RT9TS BEREZEEL, RELET,

CLUZFERALI=/\Y U RBRIEDIER

CLI CTbvconfig 2~ > NI KX Wdesteonfig 2~ > REMEH LT, N UV ARGEEZHRETEET,
INHOa~< s RIZOWTIE,  [CLI Reference Guide for AsyncOS for Cisco Email Security
Appliances)] TR L £ 7,

INYDURREEE Y SR AERTE

NV ARRERE, WHDOT TI3A T ATRE AT 2% —] ZEHLTHARY,. 75 A
HRETHELET, RLF—2HHATIEEE. EELDVATATHLES RNV R E5
FTANSNDEXENH Y £, BEEDO~Ny X — X T[/F—%, KT 7747 A ZEAE T
HYEEA,

BFA—IJLBENTA—FDETE

deliveryconfig 2~ > RiX, 77 I7A T UV ANLEFA—NVEEET L EXIEHINLLH T
A—Z R ELET,
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\}

FornromiEr1os8—7z42 ||

TFTATAX, SMTP & QMQP W HEHD A —)v e ha Lz L TA— L EZ(F
LET, 2L, TXRTCOREEA—/VE, SMTP i L CERESNET, 2D,
deliveryconfig =~ > RTIE7' v b 2 /LOFRENARETT,

G¥)

OB Vg AIEHEENTWABREE I o~ R, V—T 1 v T OESCIEIC A
BE2AH58DR0, BEESZITALONEGEENTWET, SElcO VT, 8 TRy hy—2 &
IP7 RLADEID Y T2 LT IEEN,

&R R
T ITANIDOEMEIP A v X —T = A A (57 5—Y)
« BAE FIREMED U BERE (57 =—2)
« 7 7 4V N DR KFRFHEE (58 X—2)
s deliveryconfig D] (58 ~<X—7)

TFTIAILEDEEIPAAZ—T 4R

T7HNNT, B A—NMEIZIEIP A v —T =2 AETLIPA V H—T =2 AT N—T
NMEHINET, BIERESNTVWDLEDIPA VX —T oA AEZEIIPA X —T = AT
N—TTHRETETET, BEDOA VX —T7 oA ANEESNRWIEAIL, AsyncOS %, %18
FARANEBETHEXIZ, SMTPHELO =~ RTCF 74 /L hOEEA v X —T =4 R L B
BT ONTZARA AL LES, IPA U F—T7 = A AZRET HITIL, interfaceconfig =
~ U REHEHLET,

BT A—NVEAEA L E—T 2 A AOHERREZEAT L L EOL—MFROEBY TT,
e JE— FDOBA ANV —=NRBNREFLA L Z—T =2 ADWTNERUY 7%y b I
WZhHoD5H. 774 v 71 3—8T M0 8—T A4 A LERNET,
« auto-select (ZF%E L72¥5H . routeconfig Z M L TRRIE LT A X T 1 v 7 Jb— FISEENIC
7m0 ET,
cEITRWGS, 774V AT =oAL TRy FEIZHDA L F—T = A AN
FHENET, TXTOIP 7 RLATsEICHT D0 — MRFRIZEOSE, HEHAEER S
LR bNRA A B —T = A ZABMER S ET,

EC{SmTRETE & U HAE

COMREZAMCTLE, AvE—VEEMEETERS R, Ay —VDORRICTORND
ZERHVET, £l TTTA T AT RFC 5321 (ITHERL L 72V RABIC 22 0 97, RS
VT, http://tools.ietf.org/html/rfc532 1#section-6.1. % SR L T 72& 1Y,

BAE FTREME S D BRREDS A NC 72 D & AsyncOS TlE, A v B — U ARINEIE SN T OLEER
RARPA Y E—VDOZEEHWRTDETOMICHA LTV R TLTNTOA =V % T
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L—T 1 VI B UERIEKEDRE |
B 701 rosxmszmy

ErRetEdH Y ] THH AR L THRWET, ZOWEEZMHEHT 5L, ZEFARA M TERT D
TRV ZEOMRPT ONDLGEIT, AvE—Y0abt—2@8EZE LR TEAE
7. AsyncOS TlI, ZOZEEEGAMEMH Y L L TA— /L o ikl TOA vE—V
EETLELOELTRARLET,

T 74 I b DR KEIEFEHG

TTITAT VARG A v e—VORUE THNLT 57 7 4V b O KA bIEETE £
Ty ATAREDT 73V MEIFAA T E1210,00085:T)  (ZOHIBRIZ, U AT —
B2V ORKFEIRREA v E—VEEHR (VAT—H-00F 74V M, 774 X—K U R
F—"T 600 #fi, X7V v UAF—TI1000 HHTT) . 774/ FE0H/NSVEERTE
THE. = T2 ABRFNNRy NV—7 2 LR LBRNEIIZTHIENTEET, L1
X, FFED T 74T U A —VISKEOHR R — b LAaWEAE, TO X2 RBETIZZAN
Ji[K T Denial of Service (DoS; #h—EZX4EE) EENGIEEZINDZERNHY 7,

deliveryconfig 045

IROBFITIL, deliveryconfig ¥ RZMEHA L, [BMEAIREMESH D (Possible Delivery) | % A
F—TNMILT, TIAN DA A —T =24 A% [HE (Auto) [IZRELET, VAT LE
ROBRIFEIE A v — VEMFIE, 9000 £t TT,

mail3.example.com> deliveryconfig

Choose the operation you want to perform:

- SETUP - Configure mail delivery.

[1> setup

Choose the default interface to deliver mail.

1. Auto

2. PublicNet2 (192.168.3.1/24: mail4d.example.com)
3. Management (192.168.42.42/24: mail3.example.com)
4. PrivateNet (192.168.1.1/24: mail3.example.com)

5. PublicNet (192.168.2.1/24: mail3.example.com)

[1]1> 1

Enable "Possible Delivery" (recommended)? [Y]> y

Please enter the default system wide maximum outbound message delivery
concurrency

[10000]> 9000

mail3.example.com>
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Virtual Gateway™ 79 / OC—%2FERAL TTRTORR b SNz AL U TOBRDA—IL F— oz A .

INTEF AN T =T A OBEFROL I IZRD T,
B 65858 & & UEAS/$5 A — 8 DBE

Public Listener: InboundMail
Host Access Table (HAT):

WHITELIST: $TRUSTED
BLACKLIST: $BLOCKED
SUSPECTLIST: $THROTTLED
UNENOWNLIST! $ACCEPTED

spamdomain.com REJECT
.spamdomain.com REJECT

281.192.1. TCPREFUSE
169.254.10.10 RELAY
ALL: $ACCEPTED

Recipient Access Table (RAT):

example.com ACCEPT
newcompanyname.com ACCEPT
ALL REJECT

‘ IP interface: PublicNet (e.g. 192.168.2.1) ‘

‘ Ethernet interface: Data 2 ‘

Cisco Email

Security appliance

Ethernet interface: Data 1 ’7
A destconfig entry for the host
| IP interface: PrivateNet (e.g. 192.168.1.1) | small-isp.net was used to limit
Private Listener: OutboundMail 100 simultaneous connections, or

10 simultaneous connections using

Host Access Table (HAT):
( ) Virtual Gateway addresses.

RELAYLIST: $RELAYED
The deliveryconfig command
ALL: $BLOCKED was used to use Auto-selection of
interfaces for email delivery and

: the Possible Delivery feature was
Default sender domain: example.com enabled. The system-wide

Received: header: DISABLED maximum outbound message
delivery was set to 9000 total

Masquerading: :
HRRTAES concurrent connections.

Virtual Gateway™ 77 / O —%FRALTIRTOHRR
fENT-FAS VO TORBDA—ILT— b0 A

Z OIETIX, Cisco Virtual Gateway™ 7 7 / 1 ¥— & ZOF| i, Virtual Gateway 7 K L A DX IE
J7ik, B L O Virtual Gateway 7 KL ADE =2 3 LOVEBRFIECOW T LET,

Cisco Virtual Gateway 72 / =Y —TlL, RA M T LT XTO RAAL AT LTHRRDIPT R
VA, RA N, BEXORAAS VEHEH LTV =TT XA A== 7= ZREL,
[ CELT 7T ATV ARNICAEA FLTWESHETH, ERHD RAA AT L THIl & IZE3
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M=

=T 4 T BFUERE#EDSRE |

DEF A= R =B L OANRL R FEHEZERTEET, TXTOEA—L X
Vr a4 7794 T A ETIVCHEHAFERNAES— MU =A 7 L ZAOHMEIT 255 TT,

ESPERENS

< Wi (60 ~—2)
s Virtual Gateway 7 R L A DgRE (60 ~<X—1)
s Virtual Gateway 7 RLADE=4 (69 ~X—)
« Virtual Gateway 7 K L A Z L OFEEHROEE (69 ~—)

WEND AL v — LB FA—NVTEEEOEGVAI 2= —va VEEBITELL I, VX
= I E O Virtual Gateway 7 7 / v Y — %5 L& L7z, Virtual Gateway 7 7 / v ¥ — % ffi H
THE, TTTAT 2 AEEHD Virtual Gateway 7 R LA IZHEI L, D7 RV AZEH LT
B A—NEEZFETEET, 45 Virtual Gateway 7 KL RIZIE, BllxDIP 7 KL A AR b
4. FAALV BEOBEBFA -V Fa—0RHE260ET,

Bla DIP 7 KL A LKA NG %4 Virtual Gateway 7 KL AIZEI D ¥ TCAHZ Lickh, 7F— |
A RHTCTREINDIEBFA—NANDZEEFRA N TELI#I S, BEERE A —LNR
NAERRENTTay 7 SN0 IENTEET, 77747 2 AIZIL, Virtual
Gateway 7 K L2 Z & |2 SMTPHELO =21~ RCIE LWWRA M &5 T& 2 & 72 HERED
DE4, FOd, ZEM O Internet Service Provider (ISP; A > Z—% v k —E X A
H—) MWIDNS IV 7T v T aF79T5E, 77747 ATIL, &0 Virtual Gateway 7 K
VARHCTEESNTZEFA—NLNDOIPT RLAL—HIEHLZENTEET, ZLDISP T
ITREE A A= NV ERHT D7D DNS vy 7 7 T HEH L TWA T, Z OFREITIE
WICHHTY, DNS/LY 77 w7 TOIPT RUAREEMHEADIP 7 KL AL —FL
OGS, ISP Tl BEEMPRETH D LR LT, EFA—VZWET 2HERE< 2D
%9, Cisco Virtual Gateway 7 2 / 1 ¥ —Tl&, M DNS /L 77 v FHREEFMRO P 7 R LA
EHIC—ET D7D, AvE—URERETTry 7 SN TLEIOEITET,

% Virtual Gateway 7 RL A TDA v =% Jlxa DAy =T Fa— |28 Y THRET,
ZAGH AR A N THRE D Virtual Gateway 7 R L ANHOEF A —/LV &7 1 /7 LTWAEE.
DARARBD A v E—VEF 2 —1TRSI, BEWIZIZXA LT RLET, LT Ry
éﬂ’(b\iib\%[l@VirtualGateway:\":L~lj‘J ZHDEL RAAL 5D A y—V0%, EFIZEE
ENET, ZhbDFa—iT, RETENOLOE LTHLNETH, VAT LEH, nx
7. LiN— b OFEBE TR, B2 BRI 53T Virtual Gateway ¥ = — 28— (KD H D & L
THEDNET,

Virtual Gateway 7 K L X DEXTE

Cisco Virtual Gateway 7 R L ZZRET DANZ, EFA—AOFEEILE LTHEHAIND P T R
LAOEy FEEIVYTHMLERDY ¥, GEMIZOWTIE, 8k x>y hU—2 L 1IPT
FLADEID B T) 2L TZE, ) £, IPT FLANERRAB A PAITIRRS LD
L OIWEDNS =R ELSEESN TV DLENH Y £9, DNS P —"PIELSRESNT
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| v—F4 v B&VEREREDSE
FET— koA TERATHHLLIP A > a—7 x4 20tk [

WILE, ZEEFRANTHDNS Ly 7 T v ITRFEITEND &, BNRIPIARA S DOXT IR
mENET,

ESPERENS

AT — T = A THEATLHHLWIP A ¥ —7 = A ZADOIERL (61 _—7)

cAvE—UNBLEERIP A L F—T 2 A A~DT BT (64 X—)

s altsrchost 7 7 A VDA A R— K (65 ~X—)

« altsrchost DR (66 ~2—)

e altsrchost 2~ > NHNCHEZ 2~ vy B IR INTZTF A 77 A OB (66 ~=—
V)

» CLI Zf# FH L 7= altsrchost = v B> 7 O3B (66 ~2—3)

RES— b A THERITHIHLWIPA A2 —T 24 ADERK

IP7 RLA LKA NLHESL LT- 5. Virtual Gateway 7 KL A2 ET 572012, £T1E20
IP/7R A RLDXT TH LWIPA v Z—T7 = A ZZE{ER L ET, TRICIE,. GUID [y FT—
7 (Network) ]>[IPA > % —7 = A A (IP Interfaces) ]-~<X—3’, F7zi% CLI ® interfaceconfig
avy REMHLET,

PALVE—T oA AZRELIZS, HEOIPA L Z—T oA A% A F—T oA A T)N—"T
NEREATEET, INHDIN—T1E, EFA—NOBEMERIZ [T Frvy) KFATIE
T\ S5 Virtual Gateway 7 KL AZEID Y TH Z LN TEET,

WBIRIP A v H —T = A ZA%AER LT 6 2 DD 55T Virtual Gateway 7 R L A ZFHE L,
BEIPALE—T 2 A AETFA L E—T oA A TNV —TNOLEEENDIEFA—IL Fv
N—rEEELET,

s altsrchost 2~ REEfTH L, FFEDEREHIP 7 FLAE T o Re—7EREET
RLUADIERNSRARDIP A X —7 =4 A (Virtual Gateway 7 KL &) F72131
B =T 2 A AT N—T LB AN~y V7 LTEETEET,

A=Y T4 NEEHEALT, HERARNDIP A > ¥ —7 x4 A (Virtual Gateway 7
RLR) FT3A v Z—T 2 A AT NV—TEHH LT T F7I7FEDA -V EEBUET S
T2HDT 4 VE ERETEET, HELE AL (Virtual Gateway 7 KL A) BT 733
VESBLTLLESN, (ZOFEFRROFEL D SRBERH Y, 8ITT) .

IPA v H—T A RAEERT DEEMICONWTIE, 8k (T 774 T 2A~OT 78R #2R
LTL &,

ZIZET, ROKNTRT EHIICERENT-ROA L F—T = A ZAHHNT, BFA—/L T — b
oA DREEFHLTEE L,
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L—T 1 o5 B L UERE#EDRE |

B res— oz TERTAHLLIP A V8 —T 2 ROER

B7:RTVvI AVE—TzARETTAR— b L2 —T A4 XD

‘ IP interface: PublicNet 192.168.2.1 ‘

‘ Ethernet interface: Data 2 ‘

Cisco Email
Security appliance

Ethernet interface: Data 1 ’7

| IP interface: PrivateNet 192.168.1.1) |

WOFITIE, [IPA % —7 A A (IP Interfaces) | ~— Y CEHA LV F—7 = A ADMMIZ2 D
DA Z—7 x4 A (PrivateNet 38 L O PublicNet) 23iRESNTWNWA I L AR TE T,

R 8:[IPA V32— A XA%EHwE (IPInterface) ] R—

IP Interfaces

Network Interfaces and IP Addresses

Add IP Interface...

Name ‘ IP Address , Hostname , Delete
.I\-:I.;nag.ernent ._ .‘1.9‘2‘:1‘6“8‘.‘4‘2‘.42.-’24 _.|'-r|.a\|3.e;:.amp\e.corn _. ﬁ .
“PrwatENEt [ 192.168.1.1/24 ‘_“ma\IB.E)cam-p\E.cmrn I W .
"PublicNEt i 192.168.2.1/24 Emma\I3.E)¢:an‘||:r\e.c:om [ i .

WIT, [IPA X —T = A ZADIEN (AddIP Interface) ]~ — % LT, Data2 f —H % v b

A B =Tz A X EIZPublicNet2 L WO ZAHTOFT LNA »F—T = A ZZAFELET, IPT N
L2 192.168.2.2 WMEH &41, A A M4 maild.example.com FEE SNV TWET, 512, FTP
(F—1h21) BEUSSH (FF— b 22) A Fx—T M0 7,
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Br— by TEATAHLLIP A 2—7 x4 20kR [

B 9:[IPA >3 —7T =4 ADEBMN (Add IP Interface) ] R—

Add IP Interface

Name: | W
Ethernet Port: f|m——v|
IP Address: IW*

Hostname: Imall4.examp|e.cnm

Services: | Service

& Fre

Metmnask:

=
o
&+

Appliance Management

*

| Onrre
[ Hrres EEE)

O redirect HTTP requests to HTTPS (HTTP and HTTPS Services will be turned on)

*

| IronPart Spam Quarantine

| D IronPart Spam Quarantine HTTP

17

[ rranpart Spam Quarantine HTTPS
| O redirect HTTP requests to HTTPS {HTTP and HTTPS Services will be turned on)

[ This is the default interface for IronPort Spam Quarantine
Quarantine fogin and notifications will originate on this interface,
URL Displayed in Motifications:

Haostname

(exampoles: htto: fspamQuurty, hito 10,1 .1.1:88F)

Warnings -* Flease exercise care when disabling or changing these Rems, a5 this cowld disrupt aotive connections to this gppliance when changes
to these fflems are commitied.
** Hyperfinks and URLs affected by these changes will not be usable untl the changes are committed.

Submit

INTEFA—NT =R T2 Dar T 4 FXal—2g IO LI £7,
10:BDINTY w9 £ 203 —T x4 ADIEM

IP interface: IP interface:
PublicNet PublicNet2
192.168.2.1 192.168.2.2

‘ Ethernet interface: Data 2 ‘

Cisco Email
Security appliance

—‘ Ethernet interface: Data 1 T

‘ IP interface: PrivateNet (e.g. 192.168.1.1) ‘

Virtual Gateway 7 RV AZfEHT 5 &, ROMIZRT L9 Ra 7 1 Fab—2a VB A[EET
o

L—F 4 Y 6 URIEREEDRE
|



=T 4 T BFUERE#EDSRE |
B ot—coromeEmPros—Tzr2ADTvELY

M:1204—HYRy b A2E2—T 4 REIZH D 4D Virtual Gateway 7 K L X

.. Internet -
¢ SMTP
Public
listener:
TnboundMail |A sMTP A suTP A surp A smp
IP interface: IP interface: IP interface: IP interface:
PublicNet PublicNet2 PublicNet3 PublicNet4
192.168.2.1 192.168.2.2 192.168.2.3 192.168.2.4

Ethernet interface: Data 2

‘ Ethernet interface: Data 1 ‘

| IP interface: PrivateNet (e.g. 192.168.1.1) |

4ODIPA L H—T x2A AFENENA—NBEIHFEHTEETN, A X —Fy R HD
A= B ZITFT ANDLIITREZINDEDIFINRNT Y v 7 JRF— 12720 TY,

AvtE—UMNOERERIPAVA—T LA RAANDIVELY
altsrchost A~V REMHT I E, KT S ITAT LV A%, BT A—NVOBAMEILE R DHEEDIP
A B —7 A A (Virtual Gateway 7 KL R) ([Z&® 7 A2 MET 5 Z &0 HAlCHIJEA
RWETTT, TR, A v bBE— U EFFED Virtual Gateway (2 v B2 VT DRI E HIZHR )T
FHRI2 FERMLETHIE, AvtE—Y 74V OFEHZRFTL T ZI N, FEllc 2N T
. Ave—Y T4V EZEHEHLIZEF A=V R —DEHEZRL T ZE 0,

altsrchost 2~V N&EHT 5 & N Uh\@b\fﬂﬁ‘&:%dl/\f\ A A—NVOBREFIZEAT S
IPA YV HE—T 2 A AETNIA E—T 24 A TN—T2EHTEET,

cEEEDIPT FL A

T NR—TEEHET FLA
BFA—NORETIZT AP AL EZ—T oA ZAFEFIA L E—T oA A TN —TFEET S
WX, BEEDOIPT RLAFLEFT RN —T R EET RLAZIPA VX —T oA AE720%
AVHE =T 2 A ATN—T (L F—T 2 A AZFEIITN—TZTHE) XTI TbH~y
v —EERLET,
AsyncOS T, IP 7 KL R R_Ra—7EEET RLADOM A2~y 7 F—L gL
F9, IPT7 RLAFEEFT o R_Re—TEEHET RLARWNTNLOX— L —HT 55468, ik
THIPA U H—T oA ARBEREIHEHINET, —HL2WEEIEX, T 74V OFRIE
AV B =T A ANMEA SN E T,

—BT L RO H D F— RN L ET,

EEFEDIP7RLR |EEEZEDOIP T FL AT LA T HLERLY 1,

5 : 192.168.1.5
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b_ESA_Admin_Guide_11_5_chapter9.pdf#nameddest=unique_173

| v—F4 v B&VEREREDSE

altsrchost 7 7 1 LD A ViRk— b .

RERRDI VRO~ |z n—TREHE, 7 FLARRSEE—HT 2 LERH Y &

TEIEE +.

@’H . username@example.com
[A—Y4% TR —TEEET RLVAD e it 5F TOEDICH L Ta—H4
(Username) | Ml —BSEET, e B2 EDANENRDHY ET, B : usernames

[FAA > (Domain) | | R —FEELET RLAD e i85 THELEDITH LT RAL
VAL E—BEIEET, e B EEOLILENLY FI, Hi:

@example.com

GE) Y 2 —{X altsrchost 7T — 7 NV TIEREF =7 L, ~AH L —RKEREF = v 7 LIz
BAYE—U T4 NENT =7 SNDATETIZ, B A—NVERFEDA X —7 oA Az
%Li‘g‘@

altsrchost 2% RINOH 7 3~ K& LT, CLI T Virtual Gateway (2~ » £ 7 & {ERK

LET,

X B

new LW~y 7 & FECIERL £,
print Yy T OBIEDOY A M ERRLET,
delete F—TNAMEw Y LT E I OlIRLET,

altsrchost 7 7 1 JLD A > 7Rk— bk

ATy T

ATy T2

ATv7T3

ATy T4

ATy TH

HAT. RAT. smtproutes, ¥ AN L — K 7—7 )b =AU T AT —7)LEEEEIZ, altsrchost —
YRMIEF T AN EZ I AR— FBIOAS R — L TERTXET,

altsrchost 2~ RD export 7 a2~ REHEH LT, BEFO= NV E2 77 A4V (77 A VAILHES S T
E) L7 AR— K LET,

CLI DA T, Z7ANEZEELFET, GEHIZHOWTIEL, FTP, SSH., BXWUSCP 77 EAZZBR LT
TEEW)

TEXAMTT 4 XA LT, 77 A MTH LW Y Z{ER L E T, L— ) altsrchost 77— 7 VI HY
WI BNEFNEETT,

T ANERIFELTA v H—T = A AD Taltsrchost] T4 L7 PUVICEHEL, A1 VAR —FTEBX91CL
£, GEMIZHOWTIE, FTP, SSH, BXO'SCP 77 B A &ZZHL T E&EWY) |

altsrchost @ import 7 2~ > REFEH LT, fELLE77AVEA R — N LET,
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=T 4 T BFUERE#EDSRE |
. altsrchost M %R

altsrchost 0 #i|fE
altsrchost =2 F U i%, &K 1,000 il F CEFLXTEE T,

altsrchost A7 > FRICEDGIYE VY IMWEEH INTEFR N 7714 )LD
# Comments to describe the file
@example.com DemoInterface
paul@ PublicInterface
joe@ PublicInterface
192.168.1.5, DemoInterface

steve@example.com PublicNet

import B & Wexport $7 < FiE, ITHATETESN, EEHIPT FLAELFZ AN
B—TREEET RLADITEA VA —T 2 ZAAIZ~w v B T LET, AX—ALAO LT
BB 1FZEODT Oy I 3T —, AX—RLUANDLFNLRD 2F-DDT 0w 7B, 2 H—
T A RLERY, B~ () FEAR—2 () TR ET, 222 MITF L AA—i
T #) THEL, BEINET,

CLI Z{E L 7= altsrchost ¥ v E > 45 MiEHN

WOHITIX, altsrchost 7 — 7 VNH T EN T, E%T?UDV‘)E°‘/7“75§f£b\l<k73§i<éhiﬁ”o
ZD%, 200> MY BMERINET,

o JN—T" =7 P —/N7K A b @gexchange.example.com > 5 D A —/ L%, PublicNet1 > & —
TxAf AT BT ENET,

cXEHIPT FL A 1921683535 (Io& 2T, ~— T T 407 Fxvo_—r Ayvk—v»
T VAT L) MHD A=), PublicNet2 f > ¥ —7 = A AlZ~v v B 7 ENET,

1‘%?{ GZ\ %%}‘3@7’:&5@: altsrchost ¥ 1:03/7‘75§Hj7‘7 éﬂf\ %E?ﬁ\ﬁﬁﬁéﬂifﬂ
mail3.example.com> altsrchost

There are currently no mappings configured.

Choose the operation you want to perform:

- NEW - Create a new mapping.

- IMPORT - Load new mappings from a file.

[1> new

Enter the Envelope From address or client IP address for which you want to set up a
Virtual Gateway mapping. Partial addresses such as "@example.com" or "user@" are
allowed.

[1> @exchange.example.com

Which interface do you want to send messages for @exchange.example.com from?

1. PublicNet2 (192.168.2.2/24: maild.example.com)

B 7 B L URERREDEE
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CLI Z{#HF8 L 1= altsrchost ¥ v E > 4 D&M .

2. Management (192.168.42.42/24: mail3.example.com)
3. PrivateNet (192.168.1.1/24: mail3.example.com)
4. PublicNet (192.168.2.1/24: maild.example.com)
[11> 4

Mapping for @exchange.example.com on interface PublicNet created.
Choose the operation you want to perform:

- NEW - Create a new mapping.

- EDIT - Modify a mapping.

- DELETE - Remove a mapping.

- IMPORT - Load new mappings from a file.

- EXPORT - Export all mappings to a file.

- PRINT - Display all mappings.

- CLEAR - Remove all mappings.
[1> new

Enter the Envelope From address or client IP address for which you want to set up a
Virtual Gateway mapping. Partial addresses such as "@example.com" or "user@" are
allowed.

[1> 192.168.35.35

Which interface do you want to send messages for 192.168.35.35 from?

1. PublicNet2 (192.168.2.2/24: maild.example.com)

2. Management (192.168.42.42/24: mail3.example.com)

3. PrivateNet (192.168.1.1/24: mail3.example.com)

4. PublicNet (192.168.2.1/24: maild.example.com)

(11> 1

Mapping for 192.168.35.35 on interface PublicNet2 created.
Choose the operation you want to perform:

- NEW - Create a new mapping.

- EDIT - Modify a mapping.

- DELETE - Remove a mapping.

- IMPORT - Load new mappings from a file.

- EXPORT - Export all mappings to a file.
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. CLI =R L 7= altsrchost ¥ v E >4 M3EMN

- PRINT - Display all mappings.

- CLEAR - Remove all mappings.

[1> print

1. 192.168.35.35 -> PublicNet2

2. @exchange.example.com -> PublicNet
Choose the operation you want to perform:
- NEW - Create a new mapping.

- EDIT - Modify a mapping.

- DELETE - Remove a mapping.

- IMPORT - Load new mappings from a file.
- EXPORT - Export all mappings to a file.
- PRINT - Display all mappings.

- CLEAR - Remove all mappings.

[r>

mail3.example.com> commit

Please enter some comments describing your changes:

[1> Added 2 altsrchost mappings

Do you want to save the current configuration for rollback? [Y]> n

Changes committed: Fri May 23 11:42:12 2014 GMT

ZOBNIBITE a7 4 X2 —a OEREROKIIRLET,
R 12:5 - FRATDIPA B —DIARERFAVE—T AR FTIL—TDEIR

IP interface: IP interface:
PublicNet PublicNet2
192.168.2.1 192.168.2.2

‘ Ethernet interface: Data 2 ‘

} !

The altsrchost table was
modified to create these
mappings. Messages from
@exchange.example.com Use the
interface PublicNet, and

messages from 192.168.35.35 use

— =:. the interface PublicNet2.

exchange.example.com 192.168.35.35
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| L —F 42T BLUREREDRE
Virtual Gateway 7 K L ADE=4 .

Virtual Gateway 7 FLXDE=4

Virtual Gateway 7 F L 2 Z L ICME OBUEHEF A — A T2 =000 T, VA7 LEHL
nX 7 LAR— NOBEETIX, &R ELN D 59X T Virtual Gateway ¥ = — 23 —{KD §
DL L THDIET, Virtual Gateway ¥ 2 — Z EIZZ[EEFA NDAT—F RAEE=FTHI|T
IL. hoststatus 33 N hostrate =2~ > REFH L ET, [CLIICK2EHBIOE=4V 7
DED [F=H ) fFHTELa R —3 2 hOFEAIY | 22 LTI EI 0,

hoststatus =~ > Fid, FFEDZEEHEFA MIETLIET A —NVEMEOE=X U UV TEHREIKL
F9,

Virtual Gateway 77 / 02 ¥ — % H L T\ 5413, 4 Virtual Gateway 7 K L A (ZB3 2 15 #
LERREINET, Z0Oavr R, BENDIHRAMERDO KAAL 2 ANTHHLENRH D E
T, AsyncOS F ¥ v ¥ = [THEM STV D DNS 1 &, ZEHE A MO RFBICEI Lz
F—bFEREINFET, BRENDT—ZIE, EIZFEIT L7z resetcounters 2~ > KD DR T
7

WRENABEERIZ. A2 e —2020o00hF IV AV—FbENET, SHIT, K
EnAhoT—212F, HEDOT 7T 48T 4, MX La— R, EEOSXX =7 =050 £
‘340

Virtual Gateway 7 KL X Z & DEEEHO EIE

DY AT L RNT A—=HTE, VAT L LoYUL L Virtual Gateway 7R LA LUV TRRE D
WELTT,

e z2iE, —HOZEHISPTIE. 7747 FARAMIFTENTW SR ZHIEL T
WET, TDD, FFIZE T A —/L DO Virtual Gateway 7 K LA THUE STV 5 & &
12, ISP L DR A EET 5 Z LXK ETT,

destconfig =~ > N, BIMEETS— F U = A 7 R LRI 2 28I OV TR, s el
KOEFA—NEEOEH (42 —) ZZRLTIEIN,

Virtual Gateway 7 L AD [ 7 v—7" ] AR+ 25 &, Z—778 254 D IP 7 KL A THE
SN TWDHEAETH->ThH, Virtual Gateway D2 > R 1A /N— T —T )L EN T —T|Z
WA SET,

2L 21T, 254 HDORIEIPT RLAD I A—T2EHR LT, [T RFRavy] FATIEERIC
AT EIcEy Ty TanTnws ELET, £/, small-ispcom D7 v KR A /N—F —
TT, IRV AT LOYE1100, Virtual Gateway 7 K L ADLEIL10 THLH & L
£, Z0ar7 4 Xal—varTlE, FOTNA—TND 254 HO IP 7 K L A ~TITxt
LT, 83t TI0L 0 2L OEHAH Z 1T A, Z—71%, B— Virtual Gateway
7 RLARELTHDbRLET,

7 O0—/\)LVEC(EIF IEBERE D (5 F

BEDZEH, ZIEHERAA Y, FHRIEP T RLART TIA T U ANL A vE—V%%(5
L2V E 9127 5121E, AsyncOS D [7 12— NLEEIE IR (Global Unsubscribe) JHEREZ i H L
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B /o-EmerrgeosRm

F£9, unsubscribe 2~ RZHT 5 L. [/ o — LEEEIE (Global Unsubscribe) ]V A k
W27 RURZENEIBRLIEY, ZoMEEZADBIOESCT 2 enTcEEd, [(Fr—
SVZEEIEIESNTe) 2= FAS Y EBFA—AVT FLVA BEOIP T FLARDY R
FC, RXRTCOZBEBET KLARTF =7 E3NET, ZEHEVLVANOT FLRALE—HT 3
La., ZEHII Ry 7ENb 07— K 37 2 A Z#1., Global Unsubscribe (GUS; 7' 1 —/N/1
BUEIZIE) DU BRASNET, (R 77 A M, —BTBRIEEN Ka v T Sni
DHPN—=R N ZAINTeDPRFERSNET) . GUSDF = v 71X, EFA—NEZEE
WA ETDEANATOND D, VAT LATEEFEINLITRXTORA v E—URREINET,

GE)

[ v — S VEdfE1F1E (Global Unsubscribe) ]#§EEIL, A—VU 27 U R Fxb DA RTOHIERS?
A=V 7 JANOERNRETFICRDD O TIEH Y A, ZOHREIL, REbla=
TATACBFA—ADPEESNRNEICTE T 2=t —T AD=A0E LTEIETS
EEHEELTHET,

[ v — L E1E 1R (Global Unsubscribe) ]I213#x K 10,000 7 KL A ZfEECE £4, [V n—
ZSVEEE IR (Global Unsubscribe) 11BN EAL727 RLAIL, IRD 425D 5 HL LT OH
RNE L ET,

= 10: 70— /\)LEREREIEDEX

username(@example.com EZAR DB FA—IL T RLA

ZOWEE, BERAAL VOKEZEE 2T
2y 7T AEOICEHIIET,

username(@ [t—¥4 (Username) ]

Z—PARET, T_TO KA A ThREE2—
PHERFOTRTCOZEELT Y7 LET,
X, =—¥40%IT vy b~—7 (@)

PR ET,

(@example.com KA A

RAA L, FFERAA VEBOTNTO
ZEEET Oy 7 THEDIERENET,
ML, BREY ALV ORICT v h~—
7 (@) Z=fHFEd,

@.example.com S RAA v

oy R AA AT, FFE R AL 5B LT
ZDOFTXTOYT FAL 5D T N TORZIEF
Frarny 7 3ol nETd,
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cU£EA Ly A— LEEEE~07 FLaogen [

10.1.28.12 IP7 FLA

IP7 RUAMEIE, FFEIP T FLURAZED TN
TOREHEET a7 THOIEHEE
4, H—IP7 RLATHEE NAA &K A b
L TWAEHEID, 2 OMSCHMER]TY, #3X
1T, — MR Ry NXEY oA 7Ty NPT
KL 2T9,

EEEE

sCLIZfEH L7 a— "\ LEEIEILE~DT RLADEMN (71 <X—)
« S — P UEUEEL T A NDT I AR— FBLOA UR— K (72 2—2)

CLLZFERALE-7O0—NIILEEFRLE~ADT7 FLAXMIEN

:O)@J“G‘li\ T KL A user@example.net iR 7\131“‘/*\/1/@51%T$ﬂ: JIZS Gliﬁﬁﬂéﬂ\ A /'17““:/
ZN— RATUZFT DRI RESNE T, ZO7 FLRIZHESNDL A vE—IFEAN
TUOASINET, BEEOEANCA vy E—U N AT RAINET,

mail3.example.com> unsubscribe

Global Unsubscribe is enabled. Action: drop.

Choose the operation you want to perform:

- NEW - Create a new entry.

- IMPORT - Import entries from a file.

- SETUP - Configure general settings.

[1> new

Enter the unsubscribe key to add. Partial addresses such as
"@example.com" or "user@" are allowed, as are IP addresses. Partial hostnames such as
"@.example.com" are allowed.

[1> user@example.net

Email Address 'user@example.net' added.

Global Unsubscribe is enabled.

Choose the operation you want to perform:

- NEW - Create a new entry.

- DELETE - Remove an entry.

- PRINT - Display all entries.

- IMPORT - Import entries from a file.
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- EXPORT - Export all entries to a file.

- SETUP - Configure general settings.

- CLEAR - Remove all entries.

[1> setup

Do you want to enable the Global Unsubscribe feature? [Y]> y
Would you like matching messages to be dropped or bounced?
1. Drop

2. Bounce

11> 2

Global Unsubscribe is enabled. Action: bounce.

Choose the operation you want to perform:

- NEW - Create a new entry.

- DELETE - Remove an entry.

- PRINT - Display all entries.

- IMPORT - Import entries from a file.

- EXPORT - Export all entries to a file.

- SETUP - Configure general settings.

- CLEAR - Remove all entries.

(1>

mail3.example.com> commit

Please enter some comments describing your changes:

[1> Added username “user@example.net” to global unsubscribe

Do you want to save the current configuration for rollback? [Y]> n

Changes committed: Fri May 23 11:42:12 2014 GMT

JA—NLEBREBLI7AILDIYI AR—rHLUAS R—k
HAT, RAT, smtproutes, A¥7 v/ YAV —RT—=T) A UTAT—T), RAA

v =y 7T —7 )b altsrchost =2 N U ERERIC, e — SUVEMEEIES S NUIE T A0 E
TV AR—FIBIPAS VAR—F L TEETEET,

AT w71 unsubscribe 2~ RD export &7 a~> REFEHL T, BFEOZ NV 27740 (77 A VAITHEST
BE) =/ AKR—FLET,
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wm: w871 s1754>

ATw T2 CLLOAT, 77 AVERELET, GEIZOWTIL, FTP, SSH, BLXO'SCP 77t A& BB L T
IEEW)
ATYT3 TXANZTAXEFEHALTC, Z7AMZH LV Y E2ER L £,

TZ7ANVNTZY M) EREIZIZIE, SBITLET, oAb —TFT 4 7 VAT AOWITRBLZHEH
TXFE7T (KCR>, <LF>, F721T <CR><LF>) , 2 AV MTIFZF U "—f5 #) THEL, BHIE

T, L& X, WOT7 7 ANVTE, B—OZEHEEFA—/ T RLA (test@example.com) . FFE KA A
Y DOTRTOZEE (@testdomain.com) | BEL KA A > TR CAFTIZFFOT X TOZ—H (testuser@) .
BROREIP 7 FLADEEOXZEH (11.12.13.14) Bt ET,

# this is an example of the global unsubscribe.txt file
test@example.com

@testdomain.com

testuserd@

11.12.13.14

ATV T8 77 ANVERIFELTCA VX —T =4 AD configuration 7 4 L7 FUVIZEEL, A > R—FT&D LKL
9, GEMIZ W TIE, FTP, SSH, BLUSCP 77 A LML T ZEW)

ATy 75 unsubscribe @ import 7 av L REMH LT, fELI7 7 A VEAL L KR— N LET,

FESR - BEFA—INLIINMTS5A4 Y

WORIZ, ZEPOEE~DONL—T 4 T ET, BEFA—NANVATLATAL—T 4 TIN5
R OMEZRLUET, SERIZENOIRICE TSN E T, T2 IR LES, &
E%—/lx X2 UT 4 TIAIAT LV ADETFA—IN AL TFTA 2 —TF 4 T BLOENE
HERE ] DEATE DOERSIE, V—7 Fa—TCTEITSNINHEZ R L £T,

DA T TA NG ENDIEEEDORED I SIL, trace I~ REHEHLTT A N TEE
T, BHHCOWTIE., (R FTAYa—FT 407 OBEO TR N AvEe—U% R LI A—
L T7a—DF NNy hL—R | EHRLTLIFEEN,

\}

CE) BEA—NDOEZIL. TIRNT VAT T4 VE AT —V0B%ICT — 2R IEA Ry =0
NEITENET,

I L—741 76 UREKEDET I}
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CBFA NSNS TS4Y

RMNEA—NEF21UTA TITSATUVRDEF A=W I TSA4 2 BFA—ILZIEHEE

HaE

Bl

RANTI7RAT—7

/U (HAT)

AR A~ DNS 255 E Wik
(Host DNS Sender

Verification)

REE I N—T
ToRa— 7 EEERGE
(Envelope Sender
Verification)

KEEERAEFISN T — 7 v
(Sender Verification
Exception Table)

A—)L 7a— R I —
(Mail Flow Policies)

&> ACCEPT, REJECT, RELAY. #7-i% TCPREFUSE,
BRT U MT L N

IP7 RLRAHT-0 DRREIRA 8T R
P20 OFRRKA vE— 4 XB LA v &— V%,
AyE—Vhie D BLOFRMS Y ORKZEFK.

TCP U v AL Fa— P A X,

TLS : no/preferred/required

SMTP AUTH : no/preferred/required
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