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(Receive SMTP connection from SMTP server.)

¢ Action is
Action is Reject. TCPREFUSE.
4—}—| What action does the Host Access Table (HAT) indicate for the SMTP connection?
¢ Action is Accept or Continue. Action is
Relay.

| “Add Received Header” Listener property Is processed. ‘

v

| “Add Default Domain” Listener property is processed. ‘

v

| (Outgoing) Envelope Sender address is tagged if Cisco Bounce Verification is enabled. ‘

v

| (Incoming) Envelope Recipient address is rewritten according to the domain map table. ‘

v

No, Reject
1—[| (Public) Does the Recipient Access Table (RAT) indicate to Accept the SMTP connection? ‘

¢ Yes

| Envelope Recipient address is rewritten according to the alias tables. ‘H
<+ \¢| Do the LDAP acceptance queries indicate this is a valid recipient? ‘

¢ Yes

\¢| Does SMTP call-ahead recipient validation indicate this is a valid recipient? ‘

¢ Yes

<i| (Incoming) Is this a forged message according to SPF or SIDF email authentication? ‘

¢ v

A
CDmp cnnnection.) (Accept connection and process message in the work queue)( Relay message.

A4 Reject recipient. y

1
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Receive message
the work queue

Do the LDAP acceptance queries indicate this is a valid recipient?
No, Drop (Configured to occur during the work queue)Yes

I
Yes

No, Bounce

table or LDAP query (masquerading)

l

Messages are created for each alias target according to ‘

Envelope Sender and some email headers are rewritten based on a ‘

LDAP routing queries

Action is Bounce jon is Encrypt & Deliver
Message filters are applied to messages, and an action is taken
‘Action is Drop Action is Deliver

I
All other actions

Yes, blocklist
Yes, blocklist action is. 4 tion is
detete I the sender sdcress n the end-user sselstor blocklt database? | T2
T Yes, safelist
No

B h 2

Yes,action is Bounce Is the message identified as spam? Yes, action is

(May be skipped due to configuration) quarantine

Yes, action is Drop

No, OR Yes and action is deliver ¢7

v Yes, action is

Is the message identified to have a virus? quarantine

‘es, action is Drop (May be skipped due to configuration)

No, Yes and message is repairad, OR Yes and message sent as attachment.

Unknown, action
is quarantine

Does a message attachment contain a threat?
(Behavior depends on configuration)

Yes, action is Drop

No, Yes and infected attachment is dropped, OR Unknown and appliance is not configured to quarantine unknown files

Action is Bounce

(May be skipped due to configuration)

Is the message identified to have a graymail ? ‘
Action is Drop

T
No, OR Yes and:cuon is deliver action s Enerypt

& Deliver
on is Bounce Content filters are applied, and an action is taken
(May be skipped due to configuration)
Action is Drop Action is Deliver

I N
. Action is Skip
All other actions Outbreak Filters

‘ Do the outbreak filters indicate an outbreak is present?
I
No, OR Yes and message is modified
¥ Yes,

- - — . message is
If the message is not spam, virus, and threat positive, add graymail safe quarantined
unsubscribe banner (May be skipped due to configuration)
¢ Yes, action is

quarantine

(Outbound) Does the DLP Engine detect a DLP violation?
Action is Deliver

Yes, action is Drop

Send message to

quarantine

Encrypt and deliver
message

Start SMTP client

conversation
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(Start SMTP client conversation.)

| (Outgoing) Message is encrypted, if applicable. ‘

| Message is sent over a particular IP interface defined by the virtual gateway. ‘

The total maximum number of outbound connections is enforced,
and the default delivery interface is set.

v

“Received:” header is added to the message.

IYES, drop. Do the configured domain-based limits, such as maximum number of Yes, bounce. |
connections and recipients, indicate to drop or bounce the message?
No, continue.

Message is routed to a specific mail exchange host based on
domain without rewriting envelope recipient.

| Specific recipients are dropped as configured in the Global Unsubscribe list. ‘

| (Outgoing) DomainKey or DKIM signature header is added to the message. |

QMP;I Is the message undeliverable based on configured Bounce Profiles? }M}

No, deliver.

( Deliver message to dlient. >
BESLURIE

B A=A TTA L DZET 2— X TlE, BEEDRA SOOI T ET,
BAYE—VDORAAL VERETE, ZEEPREINT, AvE—VETV—7 22X

nE7,

BEEIER
CIRARNTIVEAT—T) (HAT) . EEEFEIN—T, BIOA—L 77— K — (
58—Y)

* Received: ~v &' — (5 —)
« T 74K RAL L (63—Y)
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| BFA— 1 TF510izo00T
KRR FOER F—TL HAD . EEEIN—T. BEUA—L 7a— K — |

« N U ARRRE (6 2—2)

s KAV w7 (63—)

e ZEHET /B A TF—T L (RAT) (6 3°—)
e A YT A T—=T)L (63—)

« LDAP ZIEHE DOZ T AN (6 2—)

« SMTP = — /L7~y RZEHERIE (7 =)

IRART7OEXT—TIL (HAT) . EEBIIL—T. BLEUA—IL T
O— R 2—

HAT Tlt, VAT —~DEGEHFATHHRAL (DFV, BFA—IOREETFATHHEAR
) ZRETXET,

REZE I N—T1X. 1 OFERITEBOEEEE2 7 V—F 1@ T A =Dl S5 b DT,
A= TANEZBIOFOMDA—L T — R —5LEZHE I N—TI2k L CHEAT
xFd, A= 7u—RY—iL, —HEOHAT XTA—% (T 7 ERA)L—/, L— LR
NI RA—=H BELOHAHZ L SMTP a— R LG 2HKHT 5 1 >DHETT,
BEREIN—TBLIOA—L 7a—RY >—I5bE T, VAT —DOHAT CEHZINET,
KMEE T NV—T DR A I DNS BEERE TlX, SMTP U v /3t —3 3 » ORNCRIRGED REH
ZOML, SESEREHEORBIEOLGE L SESEREEEIN—TITEDDHENTE
F7,

SMTP /1 > 3t —3 3 TN » T Bt DR A N EEH 7 L—7Ch A b DNS EED
MR ol T, 2o _Ra—TEEED RAAL VST A—L 77— R Y 2 —CDNS
EEANFET, ZTOMIEIL, SMTP ot —3 a v OficiTbnET, REAERO= X
n—7EEEEGDA vV EEHTEX T, EEEREGN T —T v R Y ZEINT
EFET, ZOT—TMEIA—NDOZTANCHEGSORME LD KA EBETFA—NLT KL X
DY ART, =N —7%EH DNS MEEREEOEEIIZ T EH A,
EEELVE 2T —ar 742 ) TR, BFA—IVIEEE E0FE TE ., CiscoSenderBase
L2 —yay P—bERCL o TIRESINTZREFTOEEEICESWTE A=V 7
FANT I FxOFHEZRIRETE ET,

FEMICOWNWTIL, EBEBFLOLEEZIN—TE A=) 70— R —DHEPBRLTLF
Sy,

Received: Ny 4 —

listenerconfig =2~y RZfiHTH L, VAT —TZELLTITORA =3 LT,
7 7 /L kTl Received: ™~ X —EMAIAERNLHIZY AF—E2RETEET,

FEANZOWVWTIE, VA TFT—DHESRL T &0,
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FANZOWTIL, RAALV ~ v THRERZ S L T E0,
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LDAP Z{EEDZ (T AN
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