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mail.example.com> ampconfig

File Reputation: Disabled

Choose the operation you want to perform:

- SETUP - Configure Advanced-Malware protection service.

[1> setup

File Reputation: Disabled

Would you like to use File Reputation? [Y]>

Would you like to use File Analysis? [Y]>

File types supported for File Analysis:

1. Microsoft Executables

Do you want to modify the file types selected for File Analysis? [N]>
Specify AMP processing timeout (in seconds)

[120]>

Advanced-Malware protection is now enabled on the system.

Please note: you must issue the 'policyconfig' command (CLI) or Mail
Policies (GUI) to configure advanced malware scanning behavior for
default and custom Incoming Mail Policies.

This is recommended for your DEFAULT policy.
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File Reputation: Enabled

File Analysis: Enabled

File types selected for File Analysis:

1. Microsoft Executables

Choose the operation you want to perform:

- SETUP - Configure Advanced-Malware protection service.

- ADVANCED - Set values for AMP parameters (Advanced configuration).
- CLEARCACHE - Clears the local File Reputation cache.

(1>

T7A4IDHAD T 7A4IL 34 TDEIR

mail.example.com> ampconfig

File Reputation: Enabled

File Analysis: Enabled

Appliance Group ID/Name: Not part of any group yet

Choose the operation you want to perform:

- SETUP - Configure Advanced-Malware protection service.

- ADVANCED - Set values for AMP parameters (Advanced configuration).

- SETGROUP - Add this appliance to the group of appliances that can share File Analysis
reporting details.

- CACHESETTINGS - Configure the cache settings for AMP.

[1> setup

File Reputation: Enabled
Would you like to use File Reputation? [Y]> yes

Would you like to use File Analysis? [Y]> yes
Do you want to modify the file types selected for File Analysis? [N]> yes

Enter comma separated serial numbers from the list of groups to select file types
associated with the group.

1. Archived and compressed

2. Configuration

3. Database

4. Document

5. Email

6. Encoded and Encrypted

7. Executables [partly selected]
8. Font & Graphics and Images

9. Microsoft Documents

10. Miscellaneous

11. Multimedia

[1> 9

File types belonging to the group "Microsoft Documents":

1. Access.Extension.1l4 (mda)

2. Access.MDBFile (mdb)

3. Access.MDEFile.14 (mde)

4. Access.Shortcut.DataAccessPage.l (maw)
5. Access.Shortcut.Form.1 (maf)

[P

Choose the operation you want to perform:
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- PRINT - Print the file types for File Analysis

- ADD - Add the file type(s) for File Analysis

[1> add

Choose the file type(s) to be added for File Analysis from the list
File types that are not selected for File Analysis from group "Microsoft Documents":
1. Access.Extension.1l4 (mda)

2. Access.MDBFile (mdb)

3. Access.MDEFile.14 (mde)

4. Access.Shortcut.DataAccessPage.l (maw)

5. Access.Shortcut.Form.1 (maf)

[P,

[1>1-3, 5

Choose the operation you want to perform:

- PRINT - Print the file types for File Analysis

- DELETE - Delete the file type(s) for File Analysis

- ADD - Add the file type(s) for File Analysis

[1> print
File types belonging to the group:
1. Access.Extension.1l4 (mda) [selected]

Access.MDBFile (mdb) [selected]
Access.MDEFile.14 (mde) [selected]
Access.Shortcut.DataAccessPage.l (maw)
Access.Shortcut.Form.1 (maf) [selected]

o U W N

Choose the operation you want to perform:

- PRINT - Print the file types for File Analysis

- DELETE - Delete the file type(s) for File Analysis
- ADD - Add the file type(s) for File Analysis
Specify AMP processing timeout (in seconds)

[120]>

Advanced-Malware protection is now enabled on the system.

Please note: you must issue the 'policyconfig' command (CLI) or Mail Policies (GUI) to
configure advanced malware

scanning behavior for default and custom Incoming Mail Policies.

This is recommended for your DEFAULT policy. File Reputation: Enabled

File Analysis: Enabled

Appliance Group ID/Name: Not part of any group yet

Choose the operation you want to perform:

- SETUP - Configure Advanced-Malware protection service.

- ADVANCED - Set values for AMP parameters (Advanced configuration).

- SETGROUP - Add this appliance to the group of appliances that can share File
Analysis reporting details.

- CACHESETTINGS - Configure the cache settings for AMP.

[1>

NTY G DSORDITI7ANDHY—NEZFRTHEODEA—I)LEXa)T4 7
TSATUORADETE

mail.example.com> ampconfig
File Reputation: Enabled
File Analysis: Enabled
File types selected for File Analysis:
Microsoft Windows / DOS Executable
Appliance Group ID/Name: Not part of any group yet
Choose the operation you want to perform:
- SETUP - Configure Advanced-Malware protection service.
- ADVANCED - Set values for AMP parameters (Advanced configuration).
- SETGROUP - Add this appliance to the group of appliances that can share File Analysis
reporting details.
- CLEARCACHE - Clears the local File Reputation cache.
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[1> advanced

Enter cloud query timeout?

[15]>

Choose a file reputation server:

1. AMERICAS (cloud-sa.amp.sourcefire.com)

2. Private reputation cloud

[11>

Enter cloud domain?

[cloud-domain.com]>

Do you want use the recommended analysis threshold from cloud service? [Y]>
Enter analysis threshold?

[50]>

Enter heartbeat interval?

[15]>

Do you want to enable SSL communication (port 443) for file reputation? [N]>
Do you want to suppress the verdict update alerts for all messages that are
not delivered to the recipient? [N]>

Choose a file analysis server:

1. AMERICAS (https://americas-fa.com)

2. Private Cloud

[11>

(INTYYG 95 H R D74 LD —ERDH) FTSATURTIL—TDHTE
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FEHEIZ DWW TCIE, =—% 714 K® [File Reputation Filtering and File Analysis| #ZM L T 72
SV,

mail.example.com> ampconfig
File Reputation: Enabled
File Analysis: Enabled
File types selected for File Analysis:
Microsoft Windows / DOS Executable
Appliance Group ID/Name: Not part of any group yet
Choose the operation you want to perform:
- SETUP - Configure Advanced-Malware protection service.
- ADVANCED - Set values for AMP parameters (Advanced configuration).
- SETGROUP - Add this appliance to the group of appliances that can share File Analysis
reporting details.
- CLEARCACHE - Clears the local File Reputation cache.
[1> setgroup
Does your organization have multiple Cisco Email, Web, and/or Content Security Management
appliances? [N]> Y
Do you want this appliance to display detailed analysis reports for files uploaded to
the cloud from other appliances in your organization,
and vice-versa?
[Y]> Enter an Analysis Group name. This name is case-sensitive and must be configured
identically on each appliance in the Analysis Group.
[1> FA Reporting
Registration is successful with the group name. This does not require commit
File Reputation: Enabled
File Analysis: Enabled
File types selected for File Analysis:
Microsoft Windows / DOS Executable
Appliance Group ID/Name: FA Reporting
Choose the operation you want to perform:
- SETUP - Configure Advanced-Malware protection service.

. av vk BEH



I av vk 5EH

FUTLIRDT 7 A ABHH—NEERT H0DE A—LtF2UT 1 7I517o208E |

- ADVANCED - Set values for AMP parameters (Advanced configuration).
- VIEWGROUP - view the group members details.

- CLEARCACHE - Clears the local File Reputation cache.

[1>

G¥)

TTIGAT VAT N—TDFERIL, setgroup V7 a2~ REEHATEERFA, 7 —T%1
SMOBHA TERTLMEND DAL, Cisco TAC Tr— A2 MERHV £¥, 777
AT VAT N—TOFEMIL, viewgroup T a~v L REMH L TR R TEET,

FUTLIADI7ANGHY—NEFERTEEODEA—IL X2 YTATTSA7

DADEKRTE

mail.example.com> ampconfig
File Reputation: Enabled
File Analysis: Enabled
File types selected for File Analysis:
Microsoft Windows / DOS Executable
Choose the operation you want to perform:
- SETUP - Configure Advanced-Malware protection service.
- ADVANCED - Set values for AMP parameters (Advanced configuration).
- SETGROUP - Add this appliance to the group of appliances that can share File Analysis
reporting details.
- CLEARCACHE - Clears the local File Reputation cache.
[1> advanced
Enter cloud query timeout?
[15]>
Choose a file reputation server:
1. AMERICAS (cloud-sa.amp.sourcefire.com)
2. Private reputation cloud
[1]1>
Enter cloud domain?
[a.immunet.com]>
Do you want use the recommended analysis threshold from cloud service? [Y]>
Enter analysis threshold?
[50]>
Enter heartbeat interval?
[15]>
Do you want to enable SSL communication (port 443) for file reputation? [N]>
Do you want to suppress the verdict update alerts for all messages that are
not delivered to the recipient? [N]>
Choose a file analysis server:
1. AMERICAS (https://panacea.threatgrid.com)
2. Private Cloud
[1]1> 2
Enter file analysis server url?
[1> https://mycloud.example.com
Certificate Authority:
1. Use Cisco Trusted Root Certificate List
2. Paste certificate to CLI
[1]1>
File Reputation: Enabled
File Analysis: Enabled
File types selected for File Analysis:
Microsoft Windows / DOS Executable
Choose the operation you want to perform:
- SETUP - Configure Advanced-Malware protection service.
- ADVANCED - Set values for AMP parameters (Advanced configuration).
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- SETGROUP - Add this appliance to the group of appliances that can share File Analysis
reporting details.

- CLEARCACHE - Clears the local File Reputation cache.

[1>

AUOTLIRADI7AIL LEATF—3 0 b—NEZFERTAE-OHDEA—)LEXa)
TATITSATVADETE

mail.example.com> ampconfig
File Reputation: Enabled
File Analysis: Enabled
File types selected for File Analysis:
Microsoft Windows / DOS Executable
Appliance Group ID/Name: Not part of any group yet
Choose the operation you want to perform:
- SETUP - Configure Advanced-Malware protection service.
- ADVANCED - Set values for AMP parameters (Advanced configuration).
- SETGROUP - Add this appliance to the group of appliances that can share File
Analysis reporting details.
- CLEARCACHE - Clears the local File Reputation cache.
[1> advanced
Enter cloud query timeout?
[15]>
Choose a file reputation server:
1. AMERICAS (cloud-sa.amp.domain.com)
2. Private reputation cloud
[11> 2
Enter AMP reputation server hostname or IP address?
[1> myamp.domain.com
Paste the public key followed by a . on a new line

MIGEMAOGCSqGSIb3DQEBAQUAA4GNADCBiIQKBgQCqGKukO1De72zhzj6+H0qt jTkVxwTCpvKedeCz0
FPqriOcb2JZfXJ/DgYSF6vUpwnIG8wVQZKjeGcjDOL5UlsuusFncCzWBQ7RKNUSesmQRMSGkVb1 /
3j+skzZ6UtW+5u091HNsj6tQ51s1SPrCBkedbNfOTp0GbMIDYR4e9T04ZZwIDAQAB

Enter cloud domain?
[immunet.com]>
Do you want use the recommended analysis threshold from cloud service? [Y]>
Enter heartbeat interval?
[15]>
Do you want to enable SSL communication (port 443) for file reputation? [N]>
Choose a file analysis server:
1. AMERICAS (https://threatgrid.com)
2. Private analysis cloud
[1]1>
File Reputation: Enabled
File Analysis: Enabled
File types selected for File Analysis:
Microsoft Windows / DOS Executable
Appliance Group ID/Name: Not part of any group yet
Choose the operation you want to perform:
- SETUP - Configure Advanced-Malware protection service.
- ADVANCED - Set values for AMP parameters (Advanced configuration).
- SETGROUP - Add this appliance to the group of appliances that can share File
Analysis reporting details.
- CLEARCACHE - Clears the local File Reputation cache.
[1>
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mail.example.com> ampconfig
File Reputation: Enabled
File Analysis: Enabled
File types selected for File Analysis:
Microsoft Windows / DOS Executable
Choose the operation you want to perform:
- SETUP - Configure Advanced-Malware protection service.
- ADVANCED - Set values for AMP parameters (Advanced configuration).
- SETGROUP - Add this appliance to the group of appliances that can share File Analysis
reporting details.
- CLEARCACHE - Clears the local File Reputation cache.
[1> clearcache
Do you want to clear File Reputation Cache? [N]> y
Cache cleared successfully.
File Reputation: Enabled
File Analysis: Enabled
File types selected for File Analysis:
Microsoft Windows / DOS Executable
Choose the operation you want to perform:
- SETUP - Configure Advanced-Malware protection service.
- ADVANCED - Set values for AMP parameters (Advanced configuration).
- SETGROUP - Add this appliance to the group of appliances that can share File Analysis
reporting details.
- CLEARCACHE - Clears the local File Reputation cache.
[1>

274 LEAT—2 3 VHERRIEDT v v L 2 BDHRORE

N

W DOFITIL, modifytimeout Y7 a<v s REFEHALT, BEOHLT77ANLDFY v 2HE)
MM ARELET,

GE)

Xy o AT 15000 7T BOMIZEREL TS EEW,

mail.example.com> ampconfig
File Reputation: Enabled
File Analysis: Enabled
File types selected for File Analysis:
Microsoft Windows / DOS Executable
Appliance Group ID/Name: Not part of any group yet
Choose the operation you want to perform:
- SETUP - Configure Advanced-Malware protection service.
- ADVANCED - Set values for AMP parameters (Advanced configuration).
- SETGROUP - Add this appliance to the group of appliances that can share File Analysis
reporting details.
- CACHESETTINGS - Configure the cache settings for AMP.
[1> cachesettings
Choose the operation you want to perfrom:
- MODIFYTIMEOUT - Configure the cache expiry period based on File Reputation disposition.
- CLEARCACHE - Clears the local File Reputation cache.
[1> modifytimeout
Choose the operation you want to perform:
- CLEAN - Configure the cache expiry period for clean files.
- MALICIOUS - Configure the cache expiry period for malicious files.
- UNKNOWN - Configure the cache expiry period for unknown files.
[1> malicious
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Specify the cache expiry period for this file disposition (use 'd' for days, 'h' for

hours, or 'm' for minutes). If you
specify a value without a unit, it is always treated as days.
[1d]> 5d

TJ74I)L L MARRYG T 4T 75— OHIF

ampstatus

B

ER7E

mail.example.com> ampconfig

File Reputation: Enabled
File Analysis: Enabled
Appliance Group ID/Name: Not part of any group yet

Choose the operation you want to perform:

- SETUP - Configure Advanced-Malware protection service.

- ADVANCED - Set values for AMP parameters (Advanced configuration).

- SETGROUP - Add this appliance to the group of appliances that can share File Analysis
reporting details.

- CACHESETTINGS - Configure the cache settings for AMP.

[1> advanced

Enter cloud query timeout?
[15]>

Choose a file reputation server:

1. AMERICAS (cloud-sa.amp.domain.com)
2. Private reputation cloud

[11>

Do you want use the recommended reputation threshold from cloud service? [Y]>

Enter heartbeat interval?
[15]>

Do you want to enable SSL communication (port 443) for file reputation? [N]>
Do you want to suppress the file retrospective verdict alerts for the messages that are

not delivered to the recipient
[N]> yes

& &% 72 Advanced Malware Protection (7 7 A /L L E 25— 3 VB I USOH) v R—x
YERDOAR—=Ta v ERRLET,

FEE : ZDa< v R Tcommit] ITMEH Y FH A,
HSRRAEER . —av L NEIviy BE— R TOMERATE E7,
NyFawrR: Zoa<wy RNy T EXEZIR—FLTHWEREA,
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mail.example.com> ampstatus

Component Version
AMP Client Settings 1.0
AMP Client Engine 1.0

T, kOa= s RIZOWTIBHLET,
« antispamconfig (11 ~~—72)

(12 <—72)

(13 ~<—2)

* incomingrelayconfig (13 ~X—73")

* antispamstatus

* antispamupdate

Anti-Spam R Y > — &R EL ET,

e
i

e 2o~ R lcommit] BNETY,

Last Updated
Never updated
Never updated

PIIGRRER . Zpavy N, N TOYrE—F (49 R&2, TA—F <) T

MTEET,

NyFawrR: Zoa<wy RNy T EXREZYR—FLTHWEREA,

RIZ, Anti-Spam #EEEDRRER 2R LE T,

mail3.example.com> antispamconfig
Choose the operation you want to perform:
- IRONPORT - Configure IronPort Anti-Spam.

- CLOUDMARK - Configure Cloudmark Service Provider Edition.
- MULTISCAN - Configure IronPort Intelligent Multi-Scan.

[1> ironport

IronPort Anti-Spam scanning: Disabled
Choose the operation you want to perform:

- SETUP - Edit IronPort Anti-Spam settings.
[1> setup

IronPort Anti-Spam scanning: Disabled

Would you like to use IronPort Anti-Spam scanning?

[Y]> y

The IronPort Anti-Spam License Agreement is displayed (if you have not already accepted

it).

Do you accept the above IronPort Anti-Spam license agreement?

[1> ¥

Increasing the following size settings may result in decreased performance. Please consult
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documentation for size

recommendations based on your environment.

Never scan message larger than: (Add a trailing K for kilobytes, M for megabytes, or no
letters for bytes.)

[1M]>

Always scan message smaller than: (Add a trailing K for kilobytes, M for megabytes, or
no letters for bytes.)

[512K]>

Please specify the IronPort Anti-Spam scanning timeout (in seconds)

[60]>

Would you like to enable regional scanning? [N]>

IronPort Anti-Spam scanning is now enabled on the system. Please note: you must issue
the 'policyconfig' command (CLI)

or Mail Policies (GUI) to configure

Cisco IronPort scanning behavior for default and custom Incoming and Outgoing Mail
Policies. This is recommended for your DEFAULT policy.

IronPort Anti-Spam scanning: Enabled

Choose the operation you want to perform:

- SETUP - Edit IronPort Anti-Spam settings.

[r>

Anti-Spam A7 — ¥ A& F L ET,

MeE - oo~ K lcommit] (THEHY FH A,

JGAREE . Zoavwr RiE, TRTOYEFT—F (WFRE, T—F =) Tff
ATxEd,

NyF avws R Zoavy Ry FELZSR—FLTWEEA,

mail3.example.com> antispamstatus

Choose the operation you want to perform:

- IRONPORT - Display IronPort Anti-Spam version and rule information.

- CLOUDMARK - Display Cloudmark Service Provider Edition version and rule information.
- MULTISCAN - Display Intelligent Multi-Scan version and rule information.

[1> ironport

Component Last Update Version

CASE Core Files Never updated 3.4.0-013

CASE Utilities Never updated 3.4.0-013
Structural Rules Never updated 3.3.1-009-20141210_ 214201

Web Reputation DB Never updated 20141211 111021
Web Reputation Rules Never updated 20141211 111021-20141211_ 170330
Content Rules Never updated unavailable
Content Rules Update Never updated unavailable

Last download attempt made on: Never
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antispamupdate

Bl
Anti-Spam /L— L35 L OBHHT 5 CASE = VAR —% o b ORIFFEH 2 FEICER L EJ, Intelligent

Multi-Scan (IMS) 2M#E 35 Anti-Spam /b— /LI L WNCASE 22 R—3 > bR e £
T, 2L, IMS BMERAT 20— RS—F BT U F RN U TS T

ERAE
M - oo~ K lcommit] (THEHY FH A,

JIARER  ZDa<vy Ridvyr B— R TORMEATEET, IHIT, Z0avwr Nign
TA U ARARN (—FRa s Limviy) TORMEHTXET,

Ry F avr K Zoavy Ry FREREFH— FLTOEEA,
1

mail3.example.com> antispamupdate

Choose the operation you want to perform:

- MULTISCAN - Request updates for Intelligent Multi-Scan
- IRONPORT - Request updates for IronPort Anti-Spam

- CLOUDMARK - Request updates for Cloudmark Anti-Spam
[1> ironport

Requesting check for new CASE definitions

incomingrelayconfig

B L]

incomingrelayconfig 2~ Rid, HEV L —HfEE A 12— T ML THRET D7D
MLET, ROFITIE, £TERY L—HEiEEZ A X—T7ICL, 200U L—&BIMLTHb,
—HEERL, b —HEHIBRLTWET,

ERAE
WEE : Zoa<y Rt lcommit] 2DSMLET,

JIGAREM . Zoa<w s KL, TRTCO~Y U ET—R (U592 F, IJ—F, <~ v) T
AcExd,

RNy F Ay K Zoavy FEAy FRRE Y R— FLTOEEA,
Bl : BE) L—OA *—TILILEBE

mail3.example.com> incomingrelayconfig
Incoming relays: Disabled

Choose the operation you want to perform:
- SETUP - Edit update configuration.
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- RELAYLIST - Configure incoming relays.

[1> setup

This command helps your Cisco IronPort appliance determine the sender's
originating IP address.

You should ONLY enable this command if your Cisco IronPort appliance is NOT
directly connected to the Internet as the "first hop" in your email
infrastructure.

You should configure this feature if other MTAs or servers are configured at
your network's perimeter to relay mail to your Cisco IronPort appliance.

Do you want to enable and define incoming relays? [N]> y

Incoming relays: Enabled

Choose the operation you want to perform:

- SETUP - Edit update configuration.

- RELAYLIST - Configure incoming relays.

[1> relaylist

There are no relays defined.

Choose the operation you want to perform:

- NEW - Create a new entry

[1> new

Enter a name for this incoming relay (Ex: "first-hop")

[1> first-hop

Enter the IP address of the incoming relay. IPv4 and IPv6 addresses are supported.

For IPv4, CIDR format subnets such as 10.1.1.0/24, IP address ranges such as 10.1.1.10-20,
and subnets such as 10.2.3. are allowed.

For IPv6, CIDR format subnets such as 2001:db8::/32 and IP address ranges such as
2001:db8::1-2001:db8::11 are allowed.

Hostnames such as crm.example.com and partial hostnames such as .example.com are allowed.
[1> 192.168.1.1

Do you want to use the "Received:" header or a custom header to determine the originating
IP address?

1. Use "Received:" header

2. Use a custom header

11> 1

Within the "Received:" header, enter the special character or string after which to begin
parsing for the originating IP address:

[from]> [

Within the headers, enter the position of the "Received:" header that contains the
originating IP address:

11> 1

There is 1 relay defined.

Choose the operation you want to perform:

- NEW - Create a new entry

- EDIT - Modify an entry

- DELETE - Remove an entry

- PRINT - Display the table

[1> print

Incoming Header Match

relay name: IP address: to parse: after: Hops:
first-hop 192.168.1.1 Received [ 1

There is 1 relay defined.

Choose the operation you want to perform:
- NEW - Create a new entry

- EDIT - Modify an entry

- DELETE - Remove an entry

- PRINT - Display the table

[1> new

Enter a name for this incoming relay (Ex: "first-hop")

[1> second-hop

Enter the IP address of the incoming relay. IPv4 and IPv6 addresses are supported.

For IPv4, CIDR format subnets such as 10.1.1.0/24, IP address ranges such as 10.1.1.10-20,
and subnets such as 10.2.3. are allowed.

For IPv6, CIDR format subnets such as 2001:db8::/32 and IP address ranges such as
2001:db8::1-2001:db8::11 are allowed.
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slblconfig
tEA

slblconfig .

Hostnames such as crm.example.com and partial hostnames such as .example.com are allowed.
[1> 192.168.1.2

Do you want to use the "Received:" header or a custom header to determine the originating
IP address?

1. Use "Received:" header

2. Use a custom header

11> 2

Enter the custom header name that contains the originating IP address:

[1> x-Connecting-IP

There are 2 relays defined.

Choose the operation you want to perform:

- NEW - Create a new entry

- EDIT - Modify an entry

- DELETE - Remove an entry

- PRINT - Display the table

[1> print

Incoming Header Match

relay name: IP address: to parse: after Hops
first-hop 192.168.1.1 Received [ 1
second-hop 192.168.1.2 x-Connecting-IP n/a n/a

There are 2 relays defined.

Choose the operation you want to perform:
- NEW - Create a new entry

- EDIT - Modify an entry

- DELETE - Remove an entry

- PRINT - Display the table

[1> delete

1. first-hop: 192.168.1.1

2. second-hop: 192.168.1.2

Enter the number of the entry you wish to delete:
[1]1> 1

Incoming relay "first-hop" deleted.

There is 1 relay defined.

Choose the operation you want to perform:
- NEW - Create a new entry

- EDIT - Modify an entry

- DELETE - Remove an entry

- PRINT - Display the table

(>

T Ra—Hot—7U R KNTuavy !);(]‘%fggﬁzL/jiiro

ERAE

G¥)

=7V AN Tyl VARNEGULZER LT V94TV ATAR—TNNIL, ZDha~v
v REFEITTAMLENDH Y £9°,

FE® : Za<y K Tcommit] 1ZMEH D FHA,
NyF avw N Zoavy Ny FEXREZ PR —FLTHET,
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Ny FEK -4 R—F

Ny FRER

T R a—FDr—7YV AN Ty VAR TOT M) &2, FBEDT 7 A )VOBIED
TURY LEEHRZET,

slblconfig import <filename> <ignore invalid entries>

« filename : { AR — b T ORERH DT 7 A NDAHL, T AME TTITAT AD
/configuration 7 4 L' 7 N UICKANT HLERH Y £,

- ignore invalidentries : HEMN7R T U Z BP0 E I naEELET, [T (Yes) |
F2E vz (No) | o

NYFERK-THRXEKR—F

TR a2—HFDE—T VAN IOy I VA MNTRTOZ NI ETTI3AT UV ADT 74V
oo AR —bFLET,

slblconfig export

TTTAT AL, ROm4 A LT /configuration 7 ¢ L2 kU IZ CSV 7 7 A /L &R
FLET,

slbl<timestamp><serial number>.csv.

Bl: t—2URKMNTAYI YVRAFIZTU )DL R—F

mail.example.com>

slblconfig

End-User Safelist/Blocklist: Enabled

Choose the operation you want to perform:

- IMPORT - Replace all entries in the End-User Safelist/Blocklist.
- EXPORT - Export all entries from the End-User Safelist/Blocklist.
(1>

import

Currently available End-User Safelist/Blocklist files:

1. slbl.csv

Choose the file to import from.

[11>

1

Do you want to ignore invalid entries? [Y]>

Y

End-User Safelist/Blocklist import has been initiated...

Please wait while this operation executes.

End-User Safelist/Blocklist successfully imported.

Choose the operation you want to perform:

- IMPORT - Replace all entries in the End-User Safelist/Blocklist.
- EXPORT - Export all entries from the End-User Safelist/Blocklist.
(1>
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T LA A—IILDERE & RETEHRAER

graymailconfig

B

N

2Ry avUk

T A A=)V O & RERBUEE LD 7 10—/ LR E graymailconfig (17 ~=X—73")
7 A A= VDR & ZRREEE LD EE A —/L A Y 2 — |policyconfig (190 ~—37)
DIRFE

BEAED 7 LA A —)L — L DFER D TR graymailstatus (18 ~4—37)
FEF T LA A=V L— /L OEFDOENR graymailupdate (18 ~<—73)

T A= N L ZeREELED T e — VB EEHRELET,

ERAE

1

GE)

T A A=)V &L RBREEIE L2 AN T DL, T F AL AF Yy U2/ m—r3)0Z
HZT DB N H Y £7, ZiL, IronPort Anti-Spam F 721X Intelligent Multi-Scan F&HE D
Ty 7,

T A A= L BRBREMEEILORY U —FEEZRET HIZIE, policyconfig =~ N%&
EALET, MO VWX, —FEEA—ALELIEZY =¥V Xy NU—JDE A—/LTh
DEmpEn Ay t— /%%U/7¢5EET)/~@¢W (209 <—v) ZZRL LK
0,

WeE : Zoa< R lcommit] DNMLE T,
JIGRAREH . Zpavy NI, TRTOIUE—F (FRE, TA—F <) TfF
HAc&EEd,

NYF AR E: Zoavy RNy FREREZY R — N L TWET, FEMIC OV TIE, help
graymailconfig 2~ FZASJL T, A1 T4 ~VTHZBZRLTIIEIN,

Graymail Detection: Disabled
Choose the operation you want to perform:

- SETUP - Configure Graymail.
[1> setup

avy R sEZH II
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Would you like to use Graymail Detection? [Y]>

avv R sEH |

Increasing the following size settings may result in decreased performance.

Please consult documentation for size recommendations based on your

environment.

Maximum Message Size to Scan (Add a trailing K for kilobytes,

or no letters for bytes.):
[1M]>

Timeout for Scanning Single Message (in seconds) :

[60]>

Would you like to enable automatic updates for Graymail engine?

Graymail Safe Unsubscribe: Disabled

Would you like to use Graymail Safe Unsubscribe?

Graymail Detection and Safe Unsubscribe is now enabled.

[yi>

Please note:

M for megabytes,

The global

settings are recommended only for your DEFAULT mail policy. To configure policy
settings, use the incoming or outgoing policy page on web interface or the

'policyconfig' command in CLI.

graymailstatus

i

BEfED 7 LA A— )L — LD E For L E T,

ERAE

B - 2o~ R lcommit] (THEHY FH A,

JGAREE  Zoavwr RiE, TRTOYEFT—F (WFRE, T—F, <) Tff

MTEET,

NYyF AT R: Zoa<wry RNy FEXREZSR—FLTWETA,

1

mail.example.com> graymailstatus

Component Version
Graymail Engine 01.378.53
Graymail Rules 01.378.53#15
Graymail Tools 1.0.03

graymailupdate

B7LL]

Last Updated
Never Updated
Never updated
Never updated

FETT VLA AN L—VOEHFEERLET,
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ERAE
FeE  Zoa<r R lcommit] IZMNEHD FH A,

JGAREE . Zoawy RiE, TRTOY U EFT—F (WFREZ, T—F, =) Tff
ATxEd,

NYF AR Zoa~vy RNy FEXLEZVR—F L TWERTA,

1

mail.example.com> graymailupdate

FLWT LA A= LHFHORAEEZZERLET,

TOFIAILA

2T, ROCLL vy RIZoWTHHALET,

« antivirusconfig (19 ~<—3)
« antivirusstatus (21 ~—737)

« antivirusupdate (22 ~—37)

antivirusconfig

5 ER
Anti-Virus N U > — &R EL £,

ERAE
M€ : o< KX lcommit] NHFTI,

JIGAREE . Zoavr RiE, TRTOSYET—FR (WFTRE, T—F, <) Tf
ATxE7,

NyF avwrs R Zoavy Ry FELZSR—FLTWEEA,

1

ROFITIL, antivirusconfig 2 ¥ REHEHRALT, AT AL ET Sophos TAIJVARF Y &
AF—=T ML, XA LT U MEZORIZREL TWET, Ty 7T — = To7 75—
MR, BLOE T arorFudxy —N"ERET D HFIEICOWTIE, updateconfig (113
N—=V) ZZRLTIEIN,

avy R sEZH
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B Antivirs I0E D 3t@O R R

\}

G¥)

systemsetup I~ I\ODEE?‘TH—*H:?/I’ N :/1}77%%(95: A %ﬁ L72ho f:i}%é\\ antivirusconfig I~
Y REWDTETTH LT TA BV ARBKNENRRINE T, T4 B AEITHE L RS
AUZX, Sophos VA NVA AF v U UNEIT T TA T VU ATA X—T M /A,

mail3.example.com> antivirusconfig
Choose the operation you want to perform:
- SOPHOS - Configure Sophos Anti-Virus.

- MCAFEE - Configure McAfee Anti-Virus.
[1> sophos

Sophos Anti-Virus: Disabled

Choose the operation you want to perform:
- SETUP - Configure Sophos Anti-Virus.
[1> setup

Sophos Anti-Virus scanning: Disabled
Would you like to use Sophos Anti-Virus scanning? [Y]> y

(First time users see the license agreement displayed here.)

Please specify the Anti-Virus scanning timeout (in seconds)
[60]> 60

Would you like to enable automatic updates for Sophos engine? [Y] > Y

Sophos Anti-Virus scanning is now enabled on the system.

Please note: you must issue the 'policyconfig' command (CLI) or Mail

Policies (GUI) to configure Sophos Anti-Virus scanning behavior for default and custom
Incoming and Outgoing Mail Policies.

This is recommended for your DEFAULT policy.

Sophos Anti-Virus: Enabled
Choose the operation you want to perform:

- SETUP - Configure Sophos Anti-Virus.
[1>

Anti-Virus IDE QD R~

AsyncOS Tlx, 77 I7A TV ANRL 7 a—RLET VY FUANVA T =Fx (IDE 77 A
V) DFFEMIIRAT —Z A &R TEET, ZOEMAZR T 5121, antivirusconfig ->
detail V7 a~v o FEfHLET, KICHZRLET,

mail3.example.com> antivirusconfig
Choose the operation you want to perform:
- SOPHOS - Configure Sophos Anti-Virus.

- MCAFEE - Configure McAfee Anti-Virus.
[1> sophos

Sophos Anti-Virus: Enabled

Choose the operation you want to perform:
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antivirusstatus

ELL]

ER7E

l

- SETUP - Configure Sophos Anti-Virus.

- STATUS - View Sophos Anti-Virus status.
- DETAIL - View Sophos Anti-Virus detail.
[1> detail

Sophos Anti-Virus:

Product - 3.87

Engine - 2.25.0

Product Date - 01 Nov 2004

Sophos IDEs currently on the system:

'Mkar-E.Ide' Virus Sig. - 23 Dec 2004 01:24:02
'Rbot-Sd. Ide’ Virus Sig. - 22 Dec 2004 19:10:06
'Santy-A.Ide' Virus Sig. - 22 Dec 2004 06:16:32
'Bacbanan.Ide' Virus Sig. - 21 Dec 2004 18:33:58
'Rbot-Sb.Ide’ Virus Sig. - 21 Dec 2004 14:50:46
'Rbotry.Ide’ Virus Sig. - 21 Dec 2004 06:13:40
'Sdbot-Si.Ide' Virus Sig. - 20 Dec 2004 20:52:04
'Oddbob-A.Ide' Virus Sig. - 19 Dec 2004 23:34:06
'Rbot-Rw. Ide’ Virus Sig. - 19 Dec 2004 00:50:34
'Wortd. Ide' Virus Sig. - 18 Dec 2004 07:02:44
'Delf-Jb.Ide’ Virus Sig. - 17 Dec 2004 22:32:08
[...command continues...]

Anti-Virus A7 — X A= FR LET,

FE® : Z0a<y KIZ lcommit] 1ZMEH D FH A,

JIGAREM . Zpa<vy NiE, T_RTO~YY L E— R (0532 %, IT—F

ATxE7,
NyFawrR: Zoa<wy RNy TFEXEZSR—FLTWHWEREA,

mail3.example.com> antivirusstatus
Choose the operation you want to perform:

- MCAFEE - Display McAfee Anti-Virus version information
- SOPHOS - Display Sophos Anti-Virus version information
[1> sophos
SAV Engine Version 3.85
IDE Serial 2004101801
Engine Update Mon Sep 27 14:21:25 2004
Last IDE Update Mon Oct 18 02:56:48 2004
Last Update Attempt Mon Oct 18 11:11:44 2004
Last Update Success Mon Oct 18 02:56:47 2004

antivirusstatus .

. YY) TOff
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. antivirusupdate

antivirusupdate

5ER
A NAEZ LT TEHFLET,

ERAE

Fe® : Za<y K Tcommit] 1ZMEH D FHA,

JITAREH  Za<wr RiEw Y B— R TORMEATEET, EHIT, Z0avwr Rignm
TA LV ARAN (—¥Ra s/ Lz y) TORMEHATEET,

NyF awrR: Zoa<wy REnNyITFEXLEZR—FLTWHWEEA,
151

mail3.example.com> antivirusupdate

Choose the operation you want to perform:

- MCAFEE - Request updates for McAfee Anti-Virus
- SOPHOS - Request updates for Sophos Anti-Virus
[1> sophos

Requesting update of virus definitions
mail3.example.com>

ATk SAVDEE
2T, RO CLI a2~y RIZOWTCHIALE9,

e commit (22 ~~—2)

« commitdetail (23 ~<—3)

« clearchanges ¥ 7213 clear (23 ~X—)
shelp 721X h £721% 2 (24 X—)
s rollbackconfig (24 ~X—2)

equit £721E q FolT exit (25 ~—)

commit
ERER
BHEEZMELET, commit I~ ROBDOa XL NOAINIEE T,

ER7E
FeTE « a7 L

JGAREE . Zavy RiE, TRTOYET—F (WFRE, T—F, <) Tff
ATxET,
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Ry F avr R Zoavy Ry FRREFH— FLTOEEA,
1

mail3.example.com> commit

Please enter some comments describing your changes:

[1> Changed "psinet" IP Interface to a different IP ad dress

Do you want to save the current configuration for rollback? [Y]> n
Changes committed: Fri May 23 11:42:12 2014 GMT

commitdetail

B2k
etk OWEEIC T % R e R L 29

FERAE
B : 0o~ R lcommit] (TMHEHY FH A,

JIGRAREE  Zoavwr RiE, TRTOSYE—FR (WFREZ, T—F, <) Tff
HATxE7,

NyF avws R Zoavwy IRy FEXEZSPR—-FLTHERA,
15

mail3.example.com> commitdetail
Commit at Mon Apr 18 13:46:28 2005 PDT with comments: "Enabled loopback".
mail3.example.com>

clearchanges & 7= clear

ER
clear =~ R, commit F 7=l clear =~ > ROEBRICFETINZURICEREICR LT
NEEREEZT XTI T LET,

ERAE
M - oo~ R lcommit] (THEH Y FH A,

JIGARER  Zpavy NI, TRTO~Y U E—R (IR Z, IA—F, <2 v) TF
HAT&EEd,

NYF AR KR Zoa~vy RNy FEXREZPR—FLTWWERTA,

avy R sEZH
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mail3.example.com> clear

Are you sure you want to clear all changes since the last commit? [Y]> y
Changes cleared: Mon Jan 01 12:00:01 2003

mail3.example.com>

help £7/=1X h E£7/=(%?

Bk

ER7GE

1

rollbackconfig

ER7AE

1

help 2~ R%&FET+ 5 &, MHMEERTRXTOCLI 2~ RRERIN, Fa~vr RO
HARHHEZBTEXE£T, helpa~ > NiE, 2~ R 77 hThelp & AT 570>, 5ERf
() #1OANLTHEITTEET,

Mg . oo~ R lcommit] (TM4EH FH A,

JIGRARER . Za~v s Rt ¢TR_RTO~YY U FT— K (TR Z, IA—F, <) Tff
HTxF7,

NYyF AT R Zoa<wr RNy FERXEZR—F L TWETA,

mail3.example.com> help
Displays the list of all available commands.

rollbackconfig 2~ RZEMT 5L, ERNHELIZI0DRED I H 1 D& —/L 3y
7 TCEET,

MeE : Zoa< KX lcommit] NHFETI,
JGARER . Zpa<wy Riivwyy T— RCOREHATEET,
NYyFaAI R Zoavwy Ry FEXLEZSR—F L TOERA,

mail.example.com> rollbackconfig
Previous Commits:

Committed On User Description
1. Fri May 23 06:53:43 2014 admin new user
2. Fri May 23 06:50:57 2014 admin rollback
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quit F 7= (3 q F7F=[E exit .

3. Fri May 23 05:47:26 2014 admin

4. Fri May 23 05:45:51 2014 admin edit user

Enter the number of the config to revert to.

[1> 2

Are you sure you want to roll back the configuration? [N]> y

Reverted to Fri May 23 06:50:57 2014 admin rollback

Do you want to commit this configuration now? [N]> y
Committed the changes successfully

quit F 7= (X q F 7= (X exit

B2k

ER7AE

1

quit 2~ REETTLHE, CLIT YV r—rarmbue 7y hLET, MEESH TR
WEREEEIZZ VT SINET, quit 2~ 2 NIZE A —VERECIIRELEYA, nIT U
MIveZ 77 A MRS ET (exit D ANIX, quit DA ST ERILETT) o

B . 0o~ R lcommit] (TMHEH FH A,

JIGRAREM . Zpa<vy N, T_XTO~Y L ET—F (F59R&, TA—F <) T
HATxFd,

NYF AR R Zoa<wy RNy FEXEFR—F L THEEA,

mail3.example.com> quit

Configuration changes entered but not committed. Exiting will lose changes.
Type 'commit' at the command prompt to commit changes.

Are you sure you wish to exit? [N]> ¥

a4 XaL—23 774 ILOEE

loadconfig

Bk

T, KO CLL 3wy RIZonTH L £,

« loadconfig (25 ~—%7)
« mailconfig (27 ~—73)
s resetconfig (27 ~X—3)
« saveconfig (29 ~X—3)

« showconfig (29 ~—73)

a7 4 FXal—Yary Iy VEu— RLET,
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G¥)

7 AL ESNTe~ Y ~DREDO R — R GUL 2T 25810 R—hShEd,
FNEIZDOWTCIX,  [User Guide for AsyncOS for Cisco Email Security Appliances] %2R L CTL 72
é 1/ \O

MeE : Zoa< K lcommit] NHEETI,

JIGRAREH . Zpavy NI, TRTOIUE—F (FRE, TA—F <) TfF
HAc&EEd,

NYyFaAIV R Zoavy RNy FEXREZSR—FLTOERA,

TOFTIE, FrLWnwar 4 FXal—ary TrANEa—VREFRMNSA AR —FLE
7,

mail3.example.com> loadconfig

1. Paste via CLI

2. Load from file

[11> 2

Enter the name of the file to import:

[1> changed.config.xml

Values have been loaded.

Be sure to run "commit" to make these settings active.
mail3.example.com> commit

Please enter some comments describing your changes:
[1> loaded new configuration file

Do you want to save the current configuration for rollback? [Y]> n
Changes committed: Fri May 23 11:42:12 2014 GMT

ZOFTIH, HLWwar 74 FXalb—ary Iy avy R T4 U ZEEL Y T ET
(ZZEITTCul+D T LBV T a~ > R TLET) . RIZ, VAT ALY M T v
AP —FREHEHLT, 774V FDOFRA M, IPT FLA, BIOS— My oA ERELET
LET, HEIC, EEEAMBELET,

mail3.example.com> loadconfig
1. Paste via CLI
2. Load from file
[11> 1
Paste the configuration file now.
Press CTRL-D on a blank line when done.
[The configuration file is pasted until the end tag
</config>
Control-D is entered on a separate line.]
Values have been loaded.
Be sure to run "commit" to make these settings active.
mail3.example.com> systemsetup
[The system setup wizard is run.]
mail3.example.com> commit
Please enter some comments describing your changes:
[1> pasted new configuration file and changed default settings via
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mailconfig

ELL]

ER7E

l

mailconfig .

systemsetup
Do you want to save the current configuration for rollback? [Y]> n
Changes committed: Fri May 23 11:42:12 2014 GMT

EEZT AN HEEIE, mailconfiga vy FZfEH L T, systemsetup =~ R TCERL
TAZINY DYV AT ARET —H 2 ZLT A NBEFA—NVELZELICEETEET,

FE® : Za<y R lcommit] 1ZMEH D FH A,

JIGAREM . Zoa<w s RiE, T RTCO~Y U ET—R (U592 F, IJ—F, <) T
AcEEd,

NYyFaAvo R Zoa<wr NIy FELSEZTR—F L THERA,

mail.example.com> mailconfig

Please enter the email address to which you want to send the configuration file.
Separate multiple addresses with commas.

[1> user@example.com

Choose the passphrase option:

1. Mask passphrases (Files with masked passphrases cannot be loaded using loadconfig
command)

2. Encrypt passphrases

3. Plain passphrases

[11> 2

The configuration file has been sent to user@example.com.

FMHRIRE/R A — ViR y 7 AICREZERE LT, Y AT ATRy NU—7 RIZET A=V EEE
TELTLaMRLES,

GE)

resetconfig

B L]

X2 T 4 BHIET D0, TTT7A T ADOKET — 2 Ol 51t % fipsconfig 2~ > K
TA X —T7 M LTV 5EA . Plain passwords 47 > a VIdfEHA TE 8 A,

TIIAT A YERICB BT DER. HETRFORRRE THO R ITIUTR S 2N EERH Y
F£77, resetconfig =~ Fi&, TN TOREEZ HERFOMIRIEICYV Y FLET, D=
YU REFATT L LTICRERW D, =y FERBEIT L5600, SREDORBE AR 5 K
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BOFEL L TORMEHL T EEV, resetconfig 2~ > KOFEFTHIZ CLLICHEHR L T b
systemsetup 2~ R&FE(TTHZ L AHEREL £,

GE)

)

resetconfig I~ RiX, 77 TA T UV ANTT7 T4 VIRBEIZHD & XIZOHLEMELET,
resetconfig 2~ RMWE T 5 & systemsetup 2~ REFRFETTHAITHATHT I T4
T ARTHENC A T A RRBIZIR Y £, resetconfig 2~ 2 K& FATT HAMCEF A —/L
DEFE VW SN2 8E1X, resetconfig 2~ RN5ET L & ZIZE T A — /L OERFNERIT
SNET,

fabx

resetconfig I~ > RAFITTH L, TRTOR Y MU= REDBHMEIFT 7 4/ MEICRY %
T, BAICL > TE, CLINGUT S, 7774 7 AT DO fERA Lz —E X
(FTP, Telnet. SSH, HTTP, HTTPS) M7 4 &— 7 /LI &, userconfig =~ > K TIERL L7-
BMOx—H 7H7 2 EREIBRENRET, ZOa~vw NI, YITA A E—T A A%fH
AT 250, £ T 740 FO Admin 2—% T H 72 b BLEHR—F EOF 7 4L FERE
ZEEA LT CLIICHER CERWESIIMEH L2 Tl 230,

Fe® : Za<y K2 lcommit] 1ZMEH D FHA,

JIGAAER  Zpa~v s Niivy = R TOMEATEET, 612, Z0avwyr Fifo
TALVHRAN (—FpRal A Li-~vyy) TOMEATEXEST, Z0avwy REFHT 5
Wi, a—HIL 77 AV VAT AT IV BATEALERDHY £9°,

NyF Ak Zoavry RNy FELEFR—FLTWEEA,

mail3.example.com> suspend

Delay (seconds, minimum 30) :

[30]> 45

Waiting for listeners to exit...

Receiving suspended.

Waiting for outgoing deliveries to finish...

Mail delivery suspended.

mail3.example.com>

resetconfig

Are you sure you want to reset all configuration values? [N]> ¥
All settings have been restored to the factory default.
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saveconfig

B2LL]

\)

saveconfig .

saveconfig =~ NI, —BEDO7 7 ANVAEEHLCary74Xal—vary 774 V%
configuration 7 4 L' 7 b VIZERAF L £ 77,

GE)

ER7E

1

N

TR LTERBEOLES, Z0a<ry NiE, Bekl TAXRECRTFLET, 7 72 %1k
Ly Comavwy REETTAICE., 2074 X2l —arET— K27 TRAXIIER
L/\gz—a—O

FE® : Z0a< 2 K Tcommit] 1ZM4EH D FHA,

JIGRAREM . Zpa<vy NiE, TR_RTO~Y Ly EF— R (092 F, I—F <) T
HT&xET,

NYyFaAvo R Zoavry NIy FELEZ TR —F L TOERA,

WOBITIX, 274 FXalb—vary 77 LDNRAT L—X IS &H., configuration
TALZ PVIREFESNET,

mail.example.com> saveconfig

Choose the passphrase option:

1. Mask passphrases (Files with masked passphrases cannot be loaded using loadconfig
command)

2. Encrypt passphrases

[1]1> 2

File written on machine "mail.example.com" to the location
"/configuration/Cl100V-4232116C4E14C70C4C7F-7898DA3BD955-20140319T050635.xml1".
Configuration saved.

GE)

showconfig

Bk

X2 VT 4 BT A0, TTT7AT v ADOMET — X O34k % fipsconfig =~ > K
TA F—T M LTS A, Plain passwords 47> a VIdfEHA TE £ A,

showconfig 2~ NiL, BIEOHREEZ®EIZHN LET,
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eE  Zoa<r R lcommit] IZMNEHD EH A,

JGAREE . Zoawy RiE, TRTOYEFT—F (WFRE, T—F, <) Tff
ATxEd,

NYF AR Zoa~vy RNy FEXLEZVPR—FLTWERTA,

OB TIL, WED CLIIZR RSN, REDNAT L—X IS LI TnET,

mail.example.com> showconfig
Choose the passphrase display option:
1. Mask passphrases (Files with masked passphrases cannot be loaded using loadconfig
command)
2. Encrypt passphrases
3. Plain passphrases
[1]1> 2
<?xml version="1.0" encoding="IS0-8859-1"7?>
<!DOCTYPE config SYSTEM "config.dtd">
<l--
Product: Cisco Cl00V Email Security Virtual Appliance
Model Number: C100V
Version: 9.0.0-038
Serial Number: 4232116C4E14C70C4C7F-7898DA3BDI955
Number of CPUs: 2
Memory (MB): 6144
Current Time: Wed Mar 19 05:30:05 2014
-—>
<config>
<l--

R R R R R R I I R I b b b b E h h dE E b E dh kb b b b h b E b b b b E b b h b b E b b b b h b b b b h b b b b b b b b b b b b b b b

* Network Configuration *
R R R R R R R I R I R I b b b b E b b b dE b b E b h kb b b b h h IE b b b b E b b dE b b E b b b b h b b b b h E b h b b b b b b b b b b b b

-->[The remainder of the configuration file is printed to the screen.]

G

X2 VT 4 BT 5700, T TA T v AOME T — % Ol 5t % fipsconfig 2~ > K
TA X —T7 M LTV B A, Plain passwords 47 > a VIdfEHTE £ A,

ARDEHE

ZZTIE, IROCLI 2~y RIZOWCEBH L E9,

s clusterconfig (31 ~X—1)
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clusterconfig

B2LL]

clusterconfig .

clusterconfig 2~ Nif, 7 7 AXHEORELIEET HLDIHEHLES, 77 AXIT
JB& L T e T clusterconfig & F4T L7 1E, BEFO 7 7 A ZIZSMT 50, FHLwn
JTARENERT BB EIRTE ET,

clusterconfig 2~ RiZlX, ROV 7 avr RAHEINTHET,
EIVSRAZ aTUR
KOa<y Rix, 7 7AZIBLTWARWEEICERTEET,

« clusterconfignew <name> : 5/ S4BT TH LW T AX BAER L E T, ZDO~T 0T,
DU FZAZBIW MainGroup) EFEHINDT 74NV DT TR T—TD X NT
B0 ET,

<name> : FLVVT T AKX DL HI,

clusterconfig join [--port=xx] <ip_of remote_cluster>
[<admin_password>]<groupname>: ZD~ I V& 7 T A |TEMLET,

GIE- L
<ip_of remote_cluster> : 7 7 AZNOHDO~ D IP T LA,

<admin_password > : 7 7 A X ® admin /XA VU — R, CCS #H LTV 7 AX BT D
e

ZDONRTA=ZERET DHMETH Y A,
<groupname> : BN 5 7 /L—7 DA R,

<port> : HEfE T HVE—h =T DR— K (F7 40 MT22) .

clusterconfig prepjoin print

O~ Y% CCS A — MERTY 7 AZIZHIMESE 5720 ORI LB Al E R L
ij—o

DSR2 aATUKR

WDa<y RiE, 7F7AZIZBELTWAEAIZERHTEET,

« clusterconfig addgroup <groupname> : # L\ 7 7 A% L —T % E L £9, F—71%
AUAPEENTORNZEDREETIER SN ET,

« clusterconfig renamegroup <old_groupname> <new_groupname> : 7 7 A ¥ 7 )L —T DL Hi %
EHERLET,

» clusterconfig deletegroup <groupname> [new_groupname] : 7 7 A ¥ 7 —F%HIFR L £,
<groupname> : HIfR9 %27 7 A% 7 —7 D4,

<new_groupname> : LD J V—T D~ U EBINT BT T ALK TA—TF,
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L

» clusterconfig setgroup <machinename> <groupname> : ¥ 'V NETH 7 NV—TEHRE (£
IIEHE) LT,

<machinename> : X ET 5~ ¥ DA,
<groupname> : ¥ ¥V ERIET H I N—T,

« clusterconfig removemachine <machinename> : 7 7 A Z b~ U AHHIBR L £,

« clusterconfig setname <name> : 77 7 A X ORI Z R E SV ARNCEE LET,

» clusterconfig list : BIfEY 7 AZ B L TCWVWAH TR TOV VU EERRLET,

» clusterconfig connstatus : FEYZ T A X IZBE L TWATRTO- T 2F€ L, YIS
vV DN—T 4 VT DA BN £,

» clusterconfig disconnect <machinename> : < /> % —H§fIZ 7 T A X DYWL £9,
<machinename> : YIHi¥ %~ > > D4 i,

» clusterconfig reconnect <machinename> : [disconnect] =~ KIZ X > THIHr & Tz~
Tl DEERAEEITT L E T,

» clusterconfig prepjoin new <serial number> <hostname> <user_key> : CCS 7"— NMEH T2 7 X

HIIZBMTDHLNEAR MEBMLET,

<serial_number> : BT 5~ DY T AE R,

<hostname> : JBINT 5~ L DARA MM,

<user key> : B~ 5 [prepjoin print] =~ NIZ X > CTHfS &7z SSH = —
%

» clusterconfig prepjoin delete <serial numberfhostname> : BRI & L THE I N TV AR A
k% [prepjoinnew] 1~ RINGHIBRLET, ZONTA—=ZRNIELRLDIE, % TH
A PZIBMLARNWZ SICLIEGAET T, AR MPERICYZ ZAZITBEMsSb &, £
DA A D prepjoin TG HBEFIZHIBR S AL E T,
ERRGE

e : Zoa~y N2 Tcommit) (F4EH Y EH A,

JIARABER  ZDavr NI FAZ E— R TCOMEATEET,

NYyF ARV E : Zoavy RNy FEREZFR— ML THEEA,

11

clusterconfig =~ > K & Z O FIEOFHBIZOWTIL, [ User Guide for AsyncOS for Cisco Email
Security Appliances] ZZHL T 720,

T—RREXDBIE

ZIZTIE, RO CLI 2~ RIZOWTEH L ET,
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dipstatus

dipstatus .

s dlpstatus (33 ~X—73)
e dlpupdate (33 ~—7°)

DLP = P DHERAN— g IEH,

GE)

ERAE

l

dipupdate

Bk

dlpstatus 2~ &3 5R1Z. GUI ® DLP Global Settings ~2—3"C DLP Z#% & L TE
SHEPRHY ET,

M€ - 2o~ R lcommit] (THEHY FH A,

JIALER  ZOav s NE, VIR, T—T FEvVUoOKE— R THERTEE
D

NYyFaAIV R Zoavwy NIy FELEZR—F L TOHERA,

mail.example.com> dlpstatus

Component Version Last Updated
DLP Engine 3.0.2.31 Never updated
DLP = YU #HH L ET,

G¥)

ER7AE

dlpupdate =~ FZ&{Hf9 5H1IZ, GUI ® DLP Global Settings ~<— 3" C DLP Z#% /& L TH
SWENRH Y ET,

MeE : 0o~ R lcommit] (THEHY FH A,

JIGAREW  Zpav L N, VIRE, TA—T FE 0K E— RCEHTE S
@—O

NYF ATV R Zoa<vy Ry FELRSEYVFR—FLTWET,
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Ny FHR

EEMEHENRWIES TY dlpupdate =~ > KONy FIEAA DLP = 0 2 0 & Ji B9 8
LET,

dlpupdate [force]

1

mail.example.com> dlpupdate
Checking for available updates. This may take a few seconds..

Could not check for available updates. Please check your Network and Service Updates
settings and retry.

Choose the operation you want to perform:

- SETUP - Enable or disable automatic updates for DLP Engine.
[1> setup

Automatic updates for DLP are disabled

Do you wish to enable automatic updates for DLP Engine? [N]> y
Choose the operation you want to perform:

- SETUP - Enable or disable automatic updates for DLP Engine.

(1>

SMIME X274 H—EX

smimeconfig
Bk

EETa 77 A N, ARF—ORERE, SMIME OFEx % E L ET,
FERAE

feE : Zoa<r N Tcommit] NHUETT,

JGAREE . Zavwy RiE, TRTOYEFT—F (WFRE, T—F, <) Tff
ATxEd,

NyF avwrs R Zoavy Ry FELZR—FLTWEEA,
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l

« B LW AALDIZODEIET 0T 7 A VDIERER (35 =)
« B LD AR F—DBEM (36 =X—)

ERLBEIED-ODEETO T 71 ILOVERK

KOFITIX, SIMIME ZET2EZA B LU LA v B =V ORET 07 7 A L2 BTk
ERLTVWET,

mail.example.com> smimeconfig

Choose the operation you want to perform:

- GATEWAY - Manage S/MIME gateway configuration.
[1> gateway

Choose the operation you want to perform:

- VERIFICATION - Manage S/MIME Public Keys.

- SENDING - Manage S/MIME gateway sending profiles.
[1> sending

Choose the operation you want to perform:

- NEW - Create a new S/MIME sending profile.

- EDIT - Edit a S/MIME sending profile.

- RENAME - Rename a S/MIME sending profile.

- DELETE - Delete a S/MIME sending profile.

- IMPORT - Import a S/MIME sending profile from a file
- EXPORT - Export a S/MIME sending profile to a file
- PRINT - Display S/MIME sending profiles.

[1> new
Enter a name for this profile:

> hr_sign_and encrypt

1. Encrypt

2. Sign

3. Sign/Encrypt

4. Triple

Enter S/MIME mode:

[2]1> 3

1. smime signing

Select S/MIME certificate to sign:

[11>

1. Detached

2. Opaque

Enter S/MIME sign mode:

[11>

1. Bounce

2. Drop

3. Split

Enter S/MIME action:

11> 3

Choose the operation you want to perform:

- NEW - Create a new S/MIME sending profile.

- EDIT - Edit a S/MIME sending profile.

- RENAME - Rename a S/MIME sending profile.

- DELETE - Delete a S/MIME sending profile.

- IMPORT - Import a S/MIME sending profile from a file
- EXPORT - Export a S/MIME sending profile to a file
- PRINT - Display S/MIME sending profiles.

[1> print

S/MIME Sending Profiles

Name Certificate S/MIME Mode Sign Mode Action

hr sign a smime signing Sign/Encrypt Detached Split

Choose the operation you want to perform:
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- NEW - Create a new S/MIME sending profile.

- EDIT - Edit a S/MIME sending profile.

- RENAME - Rename a S/MIME sending profile.

- DELETE - Delete a S/MIME sending profile.

- IMPORT - Import a S/MIME sending profile from a file
- EXPORT - Export a S/MIME sending profile to a file

- PRINT - Display S/MIME sending profiles.

(1>

BES{ED ARy —nEm

KIS, A=V DRSO, TTTAT 2 AIZAEH O SMIMEREH E D AR F—%
BTS2~ LET,

mail.example.com> smimeconfig

Choose the operation you want to perform:

- GATEWAY - Manage S/MIME gateway configuration.

[1> gateway

Choose the operation you want to perform:

- VERIFICATION - Manage S/MIME Public Keys.

- SENDING - Manage S/MIME gateway sending profiles.

[1> verification

Choose the operation you want to perform:

- NEW - Create a new S/MIME Public Key.

- IMPORT - Import the list of S/MIME Public Keys from a file.
[1> new

Enter a name for this profile:

> hr signing

1. Import

2. Paste

Choose one of the options for the certificate introducing:
[2]1>

Paste public certificate in PEM format (end with '.'):

MIIDADCCAlygAwIBAGIBDTANBgkqhkiGIwOBAQUFADCB1ELMAKGALIUERBhMCSU4x
CzAJBgNVBAG. . .

C=IN, ST=KA,L=BN, 0=Cisco,0U=stg,CN=cert for enc,emailAddress=admin@example.com
Choose the operation you want to perform:

- NEW - Create a new S/MIME Public Key.

- EDIT - Edit a S/MIME Public Key.

- RENAME - Rename a S/MIME Public Key.

- DELETE - Delete a S/MIME Public Key.

- IMPORT - Import the list of S/MIME Public Keys from a file.

- EXPORT - Export the list of S/MIME Public Keys to a file.

- PRINT - Display S/MIME Public Keys.

[1> print

S/MIME Public Keys

Name Emails Domains Remaining
hr signin admin@vm30bsd0008.ibga dns.vm30bsd0008.1ibga 145 days

ALY F—
ZZTIE, D CLI a< RIZHOW T L9,

+ domainkeysconfig (37 ~X—)
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domainkeysconfig

B2LL]

DomainKeys/DKIM O R — k&R E L 7,

ERAZE
M€ : Zoa< KX lcommit] 2NHHEETY,

ISRABEM . Zpavy NI, TR_RTOIYEFT—F (UFREZ, TA—F, <) T
ATxEd,

NyF avws N Zoavwy NNy FEXREZPR—FLTHET,
A

GE) X2V T7 (kD7D FIPSE—RNTODT I T4 T ADWET — 2 DR 5t 2 GRNCT 5
&L MEF—2RRTE R0 £, BEF—2RET L2581, BFOMET—2 ANT
D0 EATH LOBE X — 2B TE £7,

NyFEKX: BLTO774)L

domainkeysconfig =~ > ROy FRAIL, BAT 07 7 A VO, Rk, E72IXHIERTRE
HAT&EET,

» DomainKeys/DKIM &4 71 7 7 A L DB

domainkeysconfig profiles signing new <name> <type> <domain> <selector> <user-list>
[options]

% 1:domainkeysconfig D& L VER 7O T 7 4 LB

5% EBA

<name> RAAL Y T a7 7 A4 VD4R,

<type> RAAL L DE AT, dk 7213 dkim TY,

<domain> RAAL TR T 7 ANDRAL Y T 4 —/V F, ZhlE, DomainKeys &4 D
dZ 7% LEd,

<selector> RAAS v Ta7ZryA NV X 74—V R, Zid, DomainKeys &4 D

s 7 &L ET,

<user-list> KA Ty AV a—FOhr<XKEY Y 2 b, 2—FiF, HEO R
AT T 7 ANEER L TEFA—NIBLTIVNENSLINE D0k
HIMTT B0, EFA—NLT RLRALORAIHFERHINET, TXTHOFR
Ay a—W LI, FilhdF—U—Fal 2EHLET,

av YR BEH
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[options]

--key_name B IAER T 205 X — D4,

--canon DK TE4T 5 & XITHHTERELL T ALY X, BHEFR— ST
%7 3 U X AE simple & nofws TJ, 7 7 4 /L b X nofws T3,

--body canon |DKIM TE4T 2 & AT LH, ALOEET L TY XL, BIEHSR—

FENTWDH T LT U XA simple & relaxed T9°, 7 7 4 /v b simple T
D

--header canon

DKIM TEX T 5 L SITHMAT D, ~y X —OIFHERT VT Y X4, BUEY
A= R ENTNWET /LAY X AL simple & relaxed TJ, 7 7 A /b b simple
T

--body length

BLOHBIZHERT S, L LIEATONA ML, DKIMZ' 27 7 A LT
ORFERLET, ZOEIE, HHATHEBLDIZ IRV ET, T 740
FCIEERH S EE A,

--headers_select

B D~y X — 2 BIRT 5 HEERELET, DKIMZ BT 7 A )L TOHE
ML E, all, standard, standard and custom OWF AT, all (LT T
DIFFIE~ Y X —ITEALTHZ L2 EWRLE T, standard(X, Subject, From,
To. Sender, MIME 72 E DBEFID~ > ¥ —OHRAERDOE v MIELTHZ
L ZER L E 7, standard and custom (X, BEEID~ v ¥ —F L N2 —HEH
D~y X =Dty MIBEATDHZLEEWRLET, 7 74/ M standard T
R

--custom_headers

BHT DNy X —D2—FEFE Y >~ b, headers select 7 standard_and custom
DEEIZ, DKIMZ' 07 7 A VTOBRMEH L ET, 774/ MIZEOE v b
T

--i_tag

BN Z T2 BN oME S PEEELE T, AETE HEIT yes £72iF
no T4, 7 74/L MMEyes TT,

--agent_identity

2P FELF =T ORDOVIZZDRA v E—VIZBELTHREAD ID, #
SIEEOE T A— /LT RLVATTR, a—EoI3EKE L THENENE
Hhe TOT RLAD KA A 5L, <domain> £7213F DY 7 KA A >
ETHARENRDY £T, ZOFT T a3 0E, i tag DEE yes IZERE L T
HZEBCOREHENET, T 74N ME, e—hVESEZEICLT, £D
%12 @ & <domain> Z i) TR L72fE T,

--q_tag BAHCqQF T EBINTDNE I DEZRELET, HETE HMHEIT yes £721F
no T3, 7 74/ hidyes TV,
--t tag BACH X T EBINTHINEIDERELET, FHETE HMHEIT yes T/2iT

no C¥, 774/ Miyes TY,
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--X_tag

BN BT BT H0E I NERELET, HETE DT yes 7213
no T4, 774/ MEyes TT,

--expiration_time

BRI T D ETORRE (B) T9, DKIMZ7' 27 7 A /L TORMH L E
T, ZOMHEIF. BLADOxZ Tt ZTOEIRYET, 0L T a i,
-x_tag DfE% yes IR E L TWAGAICOABHEINET, 77 4/L M
31536000 ¥ (1 4F) T,

--z tag

BN 2 BT BINT 2 E DI ERELET, FEETE HEIL yes 7213
no T3, T 74/ Midno TY,

BT T 7 A IVOFRE

domainkeysconfig profiles signing edit <name> [signing-profile-options]

BHTO T ANDE T g

* rename <name>

* domain <domain>

* selector <selector>

* canonicalization <canon>

» canonicalization <header canon> <body canon>

* key <key name>
* bodylength <body length>
* headerselect <header select>

* customheaders <custom_headers>

* itag <i_tag> [<agent_identity>]

* qtag <q_tag>
* ttag <t tag>

* Xtag <x_tag>
* ztag <z tag>

[<expiration_time>]

* new <user-list>

* delete <user-list>

* print

7 U7

«BH T T 7 A ILDOHI

domainkeysconfig profiles signing delete <name>|

BT 0T 7 AND TR

domainkeysconfig profiles signing list]

BT T 7 A ILDOEEE T

avy R sEZH II



B oFmzt gEioor

avy R sEH |

domainkeysconfig profiles signing print <name>|

BHTOT 7 ANDT A

domainkeysconfig profiles signing test <name>|

BLTIO T A NLDE—H) T E—DA R— |

domainkeysconfig profiles signing import <filename>|

T TIAT LV ARACHIEL T T 7 A NLDIA—DT T AKR— b

domainkeysconfig profiles signing export <filename>|

TTIAT VA HDHTXTOEL T 7 7 A /LD

domainkeysconfig profiles signing clear]

NyFEK - RIETOT77404)L

« 1 LW DKIM R 7 1 7 7 A )L DOERY

domainkeysconfig profiles verification new <name> <verification-profile-options>|

% 2:domainkeysconfig DIREETO 77 AL AT ay

515

Bl

--name

DKIM fFE 7 1 7 7 A )L DL |,

--min_key size

ZIFAND I/ NF—, FEETEDHF—0DE X512, 768, 1024,
1536, BL 12048 T (HEAZE Y b)) o T 7L ME512 T
7,

--max_key size

ZIF NIRRT —, FEETEHF—DREII1L512, 768, 1024,
1536, B 2048 T (HALIXE Y b) o T 740 FE2048 T
—gqo

--max_signatures num

A=V O TRIETE 2B ORKE, TEOEHERET
EFEY, T 74 MELS5STY,

--key query_timeout

X—J TV —=RNIA LT U NTBHETORRE () T, £&ED
EHEHEETCEET, 774/ NI 10 T,

. avy kK sEH



I av vk 5EH

nyFhzt:giEInszan |

518

B

--max_systemtime divergence

FAEH OFRFEH & MEEH ORFEF & OMICFFA TE HIEFRWE (7))
T, EEDOIEREZRETEET, 774/ FMd60 TT,

--use_body_length

AKXDREONTA=Z 2RI HmE S EtEELET, HE
T HflIL yes £721E no TJ, 7 74/ Mt yes TT,

--tempfail action

—HFREEOE AL, SMTP DT 7 v a v E2EITLET, fBE
T& ST accept F 7213 reject TI, 7 7 4 /L ME accept TI,

--tempfail_response code

—HFREEN KA LGS, S SN A v 'B—Y O SMTPG
Ba— RTT, FHETEAMTAXX BRXDOEFEFTT, T 7+
M 451 T,

--tempfail_response text

—RFRRBEER 3 L2, IR S A v =Y O SMTPIG
BETHARNTT, 774/ ME,  [#4.7.5Unableto verify signature
- key server unavailable (F#4 ZMGEETE £H A, F— F— A
DM EREA) | T,

--permfail action

KIGHIREEDB BT, SMTPDOT 7 a v 2EITLET, 8L
T& ST accept F 7213 reject TI, 7 7 4 /L ME accept TT,

--permfail response code

KGR EN KA LGS, S SN A v &= O SMTP)G
Ba— RTT, FHETEAMIT XX BROEZSTT, T 7+
& 550 T,

--permfail response_text

KRR ENEAE LA, ES S A v&—Y D SMTP)G
KT X2 NTT, T 740 ML [#5.7.5 DKIM unauthenticated mail
is prohibited (DKIM RFRBFED A — W dEE LS CnWEd) | T
KR

HRFET T T 7 A L OFREE -

domainkeysconfig profiles verification edit <name> <verification-profile-options>|

WMEEZ 1 7 7 A L OHIBE

domainkeysconfig profiles verification delete <name>|

BEEORGFET 07 7 A VOFEE T

domainkeysconfig profiles verification print <name>|

BFEOWGRET 1 7 7 A L O—FFIR

domainkeysconfig profiles verification list

avy R sEZH II



avy R sEH |
B orpst sax—

el — I LN HARBRIE T T AN T ANDA L R— b

domainkeysconfig profiles verification import <filename>|

T ITIAT L AZHDLIMIETa 7 7 A IDA R— |k

domainkeysconfig profiles verification export <filename>|

T FIAT AT H DT X TOBERIE T 1 7 7 A L OHIR

domainkeysconfig profiles verification clear

Ny FRRK . BELEX—
B LVES 2 — DIER |

domainkeysconfig keys new <key name> <key-options>|

% 3:domainkeysconfig DEZX— F+ T3y

515 A

-—-generate_key | fiE ¥ —Z K L £, IBETEHF—0DRE S1X512, 768, 1024, 1536, B &
V2048 TT (HALIZE Y 1) o

--use_key fRESNIWEF—2EMLET,

--public_key |5E SN7oEF—I1C BT H AT —ZBUGF L CHEEICE T 572007 7
7', --generate key ZSCICHEE L CWAEEIX, T8 LW £ — 23 ARk S
. BENTENIC BT DR —RERRINET,

« B F— O

domainkeysconfig keys edit <key name> key <key-options>|

WEAFDEL T — DXL E

domainkeysconfig keys edit <key name> rename <key name>|

NP —EREET DI

domainkeysconfig keys publickey <key name>

o F—DHIEE :
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RyFhs: F—sra7o77 Lok ]

domainkeysconfig keys delete <key name>

TRTOBLF—D—HFIR

domainkeysconfig keys list]

FEDEL X —IET 2T N TOREMOFEIR

domainkeysconfig keys print <key name>|

Q—N Nl BBELF DA R

domainkeysconfig keys import <filename>|

TIIAT VA HHBELFT—DT T AR—]

domainkeysconfig keys export <filename>|

TTIAT LV AZHDTXTOELFT—DOHIFR :

domainkeysconfig keys clear]

NYFERX: F—FEFTO0T7704ILOKRE

s U T ANDELF—DMRIE

domainkeysconfig search <search text>|

Ny FRERK : FO0—/\ILETE

1 -

* 77547 AT DomainKeys/DKIM 0 7 1 —/ S LEE DA

domainkeysconfig setup <setup options>|

BETELAT v a Tk LB T,
« --sign_generated msgs : VAT A TCHERINTEA v E—VIZELTINE I DERELE
9, fHETE D1EIL yes £72iE no TY,
CLIIZKDFALY F—DEETE
TIITATVALED RAAL V F—%RET HIZIX, CLI Cdomainkeysconfig 2~ K&
HALET,
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domainkeysconfig 2~ NiX, [A—/L AR Y I — (MailPolicies) ]->[ KA A > % — (Domain
Keys) | X—YHNOHEEEZTXTHATWET, Z0a~v>y RTE, 70 RAAL Y $—
DNSTXT L2 — R&4AKTH5Z b TEET, 70 AL F—DNSTXT L2— KD
AEROFEIZOWTIL, o7 RAAL 2 F—=DNSTXT L a2— ROER 46 ~<X—V) &%
LT 7EEn,

ZOBITIR, F—EEREL., RAAL Y a7 A VEERLET,

mail3.example.com> domainkeysconfig

Number of DK/DKIM Signing Profiles: 0
Number of Signing Keys: 0

Number of DKIM Verification Profiles: 1
Sign System-Generated Messages: Yes

Choose the operation you want to perform:

- PROFILES - Manage domain profiles.

- KEYS - Manage signing keys.

- SETUP - Change global settings.

- SEARCH - Search for domain profile or key.
[1> keys

No signing keys are defined.

Choose the operation you want to perform:

- NEW - Create a new signing key.

- IMPORT - Import signing keys from a file.
[1> new

Enter a name for this signing key:

[1> testkey

1. Generate a private key

2. Enter an existing key

[1]1>

Enter the size (in bits) of this signing key:
1. 512

2. 768

3. 1024

4. 1536

5. 2048

[31>

New key "testkey" created.

There are currently 1 signing keys defined.
Choose the operation you want to perform:

- NEW - Create a new signing key.

- EDIT - Modify a signing key.

- PUBLICKEY - Create a publickey from a signing key.
- DELETE - Delete a signing key.

- PRINT - Display signing keys.

- LIST - List signing keys.

- IMPORT - Import signing keys from a file.

- EXPORT - Export signing keys to a file.

- CLEAR - Clear all signing keys.

[1>

Number of DK/DKIM Signing Profiles: 0
Number of Signing Keys: 1

Number of DKIM Verification Profiles: 1
Sign System-Generated Messages: Yes
Choose the operation you want to perform:
- PROFILES - Manage domain profiles.

- KEYS - Manage signing keys.

- SETUP - Change global settings.

- SEARCH - Search for domain profile or key.
[1> profiles

Choose the operation you want to perform:
- SIGNING - Manage signing profiles.
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- VERIFICATION - Manage verification profiles.
[1> signing

No domain profiles are defined.

Choose the operation you want to perform:

- NEW - Create a new domain profile.

- IMPORT - Import domain profiles from a file.
[1> new

Enter a name for this domain profile:

[1> Example

Enter type of domain profile:

1. dk
2. dkim
[21>

The domain field forms the basis of the public-key query. The value in
this field MUST match the domain of the sending email address or MUST
be one of the parent domains of the sending email address. This value
becomes the "d" tag of the Domain-Keys signature.

Enter the domain name of the signing domain:

[1> example.com

Selectors are arbitrary names below the " domainkey." namespace. A
selector value and length MUST be legal in the DNS namespace and in
email headers with the additional provision that they cannot contain a

"

" "

"

semicolon. This value becomes the "s" tag of the DomainKeys
Signature.

Enter selector:

[1> test

The private key which is to be used to sign messages must be entered.
A corresponding public key must be published in the DNS following the
form described in the DomainKeys documentation. If a key is not
immediately available, a key can be entered at a later time.

Select the key-association method:

1. Create new key

2. Paste in key

3. Enter key at later time

4. Select existing key

[11> 4

Enter the name or number of a signing key.

1. testkey

[11>

The canonicalization algorithm is the method by which the headers and
content are prepared for presentation to the signing algorithm.
Possible choices are "simple" and "relaxed".

Select canonicalization algorithm for body:

1. simple

2. relaxed

[11> 1

How would you like to sign headers:

1. Sign all existing, non-repeatable headers (except Return-Path header).
2. Sign "well-known" headers (Date, Subject, From, To, Cc, Reply-To, Message-ID, Sender,
MIME headers).

3. Sign "well-known" headers plus a custom list of headers.

[2]1>

Body length is a number of bytes of the message body to sign.

This value becomes the "1" tag of the signature.

Which body length option would you like to use?

1. Whole body implied. No further message modification is possible.
2. Whole body auto-determined. Appending content is possible.

3. Specify a body length.

[11>

Would you like to fine-tune which tags should be used in the

DKIM Signature? (yes/no) [N]>

Finish by entering profile users. The following types of entries are
allowed:

- Email address entries such as "Jjoe@example.com".
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- Domain entries such as "example.com".

- Partial domain entries such as ".example.com". For example, a partial
domain of ".example.com" will match "sales.example.com". This
sort of entry will not match the root domain ("example.com").

- Leave blank to match all domain users.

Enter user for this signing profile:

[1> sales.example.com

Do you want to add another user? [N]>

There are currently 1 domain profiles defined.

Choose the operation you want to perform:

- NEW - Create a new domain profile.

- EDIT - Modify a domain profile.

- DELETE - Delete a domain profile.

- PRINT - Display domain profiles.

- LIST - List domain profiles.

- TEST - Test if a domain profile is ready to sign.

- DNSTXT - Generate a matching DNS TXT record.

- IMPORT - Import domain profiles from a file.

- EXPORT - Export domain profiles to a file.

- CLEAR - Clear all domain profiles.

1>

Choose the operation you want to perform:

- SIGNING - Manage signing profiles.

- VERIFICATION - Manage verification profiles.

1>

Number of DK/DKIM Signing Profiles: 1

Number of Signing Keys: 1

Number of DKIM Verification Profiles: 1

Sign System-Generated Messages: Yes

Choose the operation you want to perform:

- PROFILES - Manage domain profiles.

- KEYS - Manage signing keys.

- SETUP - Change global settings.

- SEARCH - Search for domain profile or key.

1>

BT FALL F—DNSTXT La— FOER

mail3.example.com> domainkeysconfig

Number of DK/DKIM Signing Profiles: 1

Number of Signing Keys: 1

Number of DKIM Verification Profiles: 1

Sign System-Generated Messages: Yes

Choose the operation you want to perform:

- PROFILES - Manage domain profiles.

- KEYS - Manage signing keys.

- SETUP - Change global settings.

- SEARCH - Search for domain profile or key.
[1> profiles

Choose the operation you want to perform:

- SIGNING - Manage signing profiles.

- VERIFICATION - Manage verification profiles.
[1> signing

There are currently 1 domain profiles defined.
Choose the operation you want to perform:

- NEW - Create a new domain profile.

- EDIT - Modify a domain profile.

- DELETE - Delete a domain profile.

- PRINT - Display domain profiles.

- LIST - List domain profiles.

- TEST - Test if a domain profile is ready to sign.
- DNSTXT - Generate a matching DNS TXT record.
- IMPORT - Import domain profiles from a file.
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- EXPORT - Export domain profiles to a file.
- CLEAR - Clear all domain profiles.

[1> dnstxt

Enter the name or number of a domain profile.
1. Example

[11>
The answers to the following questions will be used to construct DKIM text
record for DNS. It can be used to publish information about this profile.

Do you wish to constrain the local part of the signing identities
("i=" tag of "DKIM-Signature" header field) associated with this
domain profile? [N]>

Do you wish to include notes that may be of interest to a human (no
interpretation is made by any program)? [N]>

The "testing mode" can be set to specify that this domain is testing DKIM and
that unverified email must not be treated differently from verified email.
Do you want to indicate the "testing mode"? [N]>

Do you wish to disable signing by subdomains of this domain? [N]>
The DKIM DNS TXT record is:

test. domainkey.example.com. IN TXT "v=DKIMI1;
p=MIGfMAOGCSgGSIb3DQEBAQUAA4GNADCBiQKBgQODX5d0G9J8rXreA/uPtYr51rCTCgR+gqlS5Gm
1£000] AZSUBZBVONKZENr+se 0T+ mYDPOFSUH aOvO HCeunt? FER S3ROF 9ol oI AH5v20CKp/w Tha Py 3aeRSgVEavQ6v IESKSU TCHDFEKVIUIMISY Sstou?
zmm9OrKAHSmM7FwIDAQAR; "

There are currently 1 domain profiles defined.

Choose the operation you want to perform:

- NEW - Create a new domain profile.

- EDIT - Modify a domain profile.

- DELETE - Delete a domain profile.

- PRINT - Display domain profiles.

- LIST - List domain profiles.

- TEST - Test if a domain profile is ready to sign.

- DNSTXT - Generate a matching DNS TXT record.

- IMPORT - Import domain profiles from a file.

- EXPORT - Export domain profiles to a file.

- CLEAR - Clear all domain profiles.

[1>

Choose the operation you want to perform:

- SIGNING - Manage signing profiles.

- VERIFICATION - Manage verification profiles.

[1>

Number of DK/DKIM Signing Profiles: 1

Number of Signing Keys: 1

Number of DKIM Verification Profiles: 1

Sign System-Generated Messages: Yes

Choose the operation you want to perform:

- PROFILES - Manage domain profiles.

- KEYS - Manage signing keys.

- SETUP - Change global settings.

- SEARCH - Search for domain profile or key.

[1>

DMARC #&:E

I, ROCLL vy RIZoOWTCEHHALET,

s dmarcconfig (48 ~X—7)
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dmarcconfig

B2LL]

DMARC OREMBEZHELET,

ERAZE
M : Zoa< KX lcommit] 2NHHEETY,

JSRABEM . Zpavy NI, TR_RTOYrET—F (UPFREZ, TA—F, <) T
ATxEd,

NyF aw N Zoawy Ny FEXEZYR—FLTWET,
Ny FHK - DMARCHEE A 77 AL

dmarcconfig D/3 v FIEHNUT, BEET v 7 7 A L OFERL, e, HIkR, BLO 7 v — SLEE
DEETHEHTEET,

DMARC #EE 70 7 7 4 JLDEM

dmarcconfig profiles new <name> [options]

5% &5 BA

<name> DMARC 7’1 7 7 A /L D4R,

[options]

--rejectpolicy action DMARC V22— RROKRY »—n [HESR] oL X

AsyncOS WFEATT HMENHDHA v —Y T 7 v ay,
FREZRMEIX, “reject”, “quarantine”, F 7213 “none” T,

--rejectpolicy response code EEENTFAvE—YDOSMTPIRE 2 — R, 7 4+/V MA
1% 550 T9,

--rejectpolicy_response_text RSN A vy E—YDSMTPINET XA b, T 74/ 1
fEIX “#5.7.1 DMARC unauthenticated mail is prohibited.” T
R

--rejectpolicy_quarantine DMARC FRFEIZ R LTz A > ' — DREEE,

--quarantinepolicy_action DMARC L z2— RNODO R Y ¥ —2[@EED & X 12 AsyncOS

INELTTDMENDHD A v —T T 7 v ar, el
1. “quarantine” ¥ 72 (X “none” T,

--quarantinepolicy quarantine DMARC KEFIZRB L= A v B — DR,
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518

AR

--tempfail action

DMARC FEFEFNC — ) 72 EE ST A LT A B — Tt
L C AsyncOS WEITT DM EN LA v —T T/ =
v, FBETE DI “accept” F 721T “reject” T,

--tempfail _response code

—IF R ENBE LG E, HEESNA vy E—T0
SMTP )& 22— K CT9, 7 7 4/ MEIZ 451 T,

--tempfail _response text

—RFRBEENBE LGS, HE S A yE—T0
SMTP J&&T X A M T9, 7 7 4 /L MElL “#4.7.1 Unable
to perform DMARC verification” T,

--permfail action

DMARC HRFEHZ KA 72 B D3R LT A v ' — DIt
LT AsyncOS WEITTHMEN LA vE—T T/ V3
v, FRETE I “accept” F 721T “reject” T,

--permfail response code

KRB ENBAE LG E, HEE SN A vy E—T0
SMTP )& 22— K CT9, T 7 4 /v MEIL 550 T,

--permfail response text

KRB ENBAE LGS, HE SN A yE—T O
SMTPJSET % A R CTY, T 7 4/ MHEIL“#5.7.1 DMARC
verification failed” T,

DMARC HRII 7O 7 7 ILDIRE

dmarcconfig profiles edit <name> [options]

DMARC #EE 70 7 7 1 LD EI&

dmarcconfig profiles delete <name>

9~ TO DMARC DIEEET A 7 7 1 JLDHIRR

dmarcconfig profiles clear

DMARC #&RiET O 7 7 4 ILDEMD R TR

dmarcconfig profiles print <name>

DMARC#REE TR T 7 A4 LD LT RR— b

dmarcconfig profiles export <filename>

DMARCH#EE TR T 741 )LDA iR— b

dmarcconfig profiles import <filename>

JO—NILBREDER

dmarcconfig setup [options]
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73y A
--report_schedule AsyncOS 7° DMARC #£it U AR — k& A3 2 IRefH],
--erTor_reports DMARC £&H LA — F A X3 10 MB £ 721X DMARC L =2 —

RORUA & 7 THESNEY A X2 B2 256810, BfExT—
LAR— & RAAL UITEFEICEET S,

--org_name DMARC £tV AR— M EAERKT DT 4T 4, ZHUTIEFA
AR ERETDHDVLENHY £,

--contact_info DMARC 3 LR — " 2Z B o7 RA AL VITEHE D LAR— b
FER LD T 4T 4 CEEEIAHED., BINOEREESE
W GHBEO I A H~— PR — FOFEMR YY) |

--Copy_reports T _TODMARC £ LR— FOa bt —&#ED2— (HEEf
LAR— b DT & RAT T DNE L — e L) ICHELE T, E
FA=NT FL 22 A LET, BROGEITN o~ TRY
£7,

--bypass_addresslist HrEDEEENOZE LA v — 0 DMARC HiEEd A % v
TLET (TRLVRIURR)

GE) SEEREA—NT RLATERESNDET RL& J R
OB EEINTE ET,

--bypass_headers FEED~v X — 7 4 — )V R4 EETe A vt — O DMARC Wik
EAX YT LET, HExlE, AV 7 UVRRNOFEETES
THT—=ZINEDRA v E—2 D DMARC BiiEd A% v 75|
X, ZoxTFvarEFERALET, ~y X —2 AN LET, &
BOBAITH o~ TRE Y £9,

&IZ., DMARC #EE 71 7 7 4 L& E L. DMARCHEE S 12 7 7 A )LD 71— S LR E &
LT 50 E R LET,

mail.example.com> dmarcconfig

Number of DMARC Verification Profiles: 1

Daily report generation time is: 00:00

Error reports enabled: No

Reports sent on behalf of:

Contact details for reports:

Send a copy of aggregate reports to: None Specified

Bypass DMARC verification for senders from addresslist: None Specified
Bypass DMARC verification for messages with header fields: None Specified
Choose the operation you want to perform:

- PROFILES - Manage DMARC verification profiles.

- SETUP - Change global settings.

[1> profiles

There are currently 1 DMARC verification profiles defined.

Choose the operation you want to perform:
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- NEW - Create a new DMARC verification profile.

- EDIT - Modify a DMARC verification profile.

- DELETE - Delete a DMARC verification profile.

- PRINT - Display DMARC verification profiles.

- IMPORT - Import DMARC verification profiles from a file.
- EXPORT - Export DMARC verification profiles to a file.

- CLEAR - Clear all DMARC verification profiles.

[1> new

Enter the name of the new DMARC verification profile:

[1> dmarc_ver profile 1

Select the message action when the policy in DMARC record is reject:
1. No Action

2. Quarantine the message

3. Reject the message

(31> 1

Select the message action when the policy in DMARC record is quarantine:

1. No Action
2. Quarantine the message
[2]1> 2

Select the quarantine for messages that fail DMARC verification (when the DMARC policy

is quarantine).

1. Policy

11> 1

What SMTP action should be taken in case of temporary failure?

1. Accept

2. Reject

11> 2

Enter the SMTP response code for rejected messages in case of temporary
[451]>

Enter the SMTP response text for rejected messages in case of temporary
DEFAULT to use the default response text

'#4.7.1 Unable to perform

DMARC verification.'

[#4.7.1 Unable to perform DMARC verification.]>

What SMTP action should be taken in case of permanent failure?

1. Accept
2. Reject
[1]1> 2

Enter the SMTP response code for rejected messages in case of permanent
[550]>

Enter the SMTP response text for rejected messages in case of permanent
DEFAULT to use the default response text

'#4.7.1 Unable to perform

DMARC verification.'

[#5.7.1 DMARC verification failed.]>

There are currently 2 DMARC verification profiles defined.

Choose the operation you want to perform:

- NEW - Create a new DMARC verification profile.

- EDIT - Modify a DMARC verification profile.

- DELETE - Delete a DMARC verification profile.

- PRINT - Display DMARC verification profiles.

- IMPORT - Import DMARC verification profiles from a file.

- EXPORT - Export DMARC verification profiles to a file.

- CLEAR - Clear all DMARC verification profiles.

1>

Number of DMARC Verification Profiles: 2

Daily report generation time is: 00:00

Error reports enabled: No

Reports sent on behalf of:

Contact details for reports:

Send a copy of aggregate reports to: None Specified

Bypass DMARC verification for senders from addresslist: None Specified

failure.

failure. Type

failure.

failure. Type

Bypass DMARC verification for messages with header fields: None Specified

Choose the operation you want to perform:
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- PROFILES - Manage DMARC verification profiles.

- SETUP - Change global settings.

[1> setup

Would you like to modify DMARC report settings? (Yes/No) [N]> y

Enter the time of day to generate aggregate feedback reports. Use 24-hour format

[00:00]>
Would you like to send DMARC error reports? (Yes/No) [N]> y

(HH:MM) .

Enter the entity name responsible for report generation. This is added to the DMARC

aggregate reports.
[1> example.com

Enter additional contact information to be added to DMARC aggregate reports.

be an email address,

URL of a website with additional help, a phone number etc.

[1> http://dmarc.example.com

Would you like to send a copy of all aggregate reports? (Yes/No) [N]>

Would you like to bypass DMARC verification for an addresslist? (Yes/No) [N]>
Would you like to bypass DMARC verification for specific header fields? (Yes/No)

Choose the operation you want to perform:

- ADD - Add a header field to the verification-bypass list.
[1> add

Enter the header field name

[1> List-Unsubscribe

This could

DMARC verification is configured to bypass DMARC verification for messages containing

the following header fields.

1. List-Unsubscribe

Choose the operation you want to perform:

- ADD - Add a header field to the verification-bypass list.
- REMOVE - Remove a header field from the list.

[1> add
Enter the header field name
[1> List-ID

DMARC verification is configured to bypass DMARC verification for messages containing

the following header fields.

1. List-Unsubscribe

2. List-ID

Choose the operation you want to perform:

- ADD - Add a header field to the verification-bypass list.
- REMOVE - Remove a header field from the list.

1>

Number of DMARC Verification Profiles: 2

Daily report generation time is: 00:00

Error reports enabled: Yes

Reports sent on behalf of: example.com

Contact details for reports: http://dmarc.example.com

Send a copy of aggregate reports to: None Specified

Bypass DMARC verification for senders from addresslist: None Specified

Bypass DMARC verification for messages with header fields: List-Unsubscribe,

Choose the operation you want to perform:

- PROFILES - Manage DMARC verification profiles.
- SETUP - Change global settings.

[r>

ZIZTIE. ROCLL vy RIZoWTHHALET,

. dig (53 =)
» dnsconfig (54 ~X—73)
e dnsflush (58 ~<—73)
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ER7E

Ny FRERK

* dnshostprefs (59 ~—737)
s dnslistconfig (59 ~X—73”)
s dnslisttest (60 ~<—137)
s dnsstatus (61 ~X—7)

DNS — R EClLa—K&Ly 27 v FLET

FEE : Z0Oa<y RIZ lcommit] 1ZMEH D FH A,

JIARER  Zpavw Rt TRTOYYUEFT—R (UTRE, TA—TF, =) Tff
HTxF9,

NyF avw N Zoavwy iRy FEXREZ PR —F L THET,

eDNS H—NETLa—K&ELy I T v LET

dig [options] [@<dns_ip>] [gtype] <hostname>|

dig -x <reverse ip> [options] [@<dns ip>]

-s <source_ ip> Specify the source IP address.

-t Make query over TCP.

-u Make query over UDP (default).

dns _ip - Query the DNS server at this IP address.

gtype - Query type: A, PTR, CNAME, MX, SOA, NS, TXT.

dig i

diga~> FORyFEXEMHTL L, HEROCLIa~Y ROTRTOMEL EITTEET,

DNS — LT, FEESNZIP T L RICKIT DMLy 7 T v 7T H2FEITLET,

bt dig =~ r ROy FRATHHARERA 7> a o TF,
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hostname - Record that user want to look up.

reverse ip - Reverse lookup IP address.

dns ip - Query the DNS server at this IP address.

1

WOFITIX, V7T w795 DNS B —_ZHHRANZIEE L TV ET,

mail.com> dig @111.111.111.111 example.com MX

; <<>> DiG 9.4.3-P2 <<>> @111.111.111.111 example.com MX

; (1 server found)

;; global options: printcmd

;; Got answer:

;7 —>>HEADER<<- opcode: QUERY, status: NOERROR, id: 18540

;; flags: gr aa rd ra; QUERY: 1, ANSWER: 1, AUTHORITY: 1, ADDITIONAL: 3
;7 QUESTION SECTION:

;example.com. IN MX

;; ANSWER SECTION:

mexample.com. 10800 IN MX 10 mexample.com.

;; AUTHORITY SECTION:

example.com. 10800 IN NS test.example.com.
;; ADDITIONAL SECTION:

example.com. 10800 IN A 111.111.111.111

example.com. 10800 IN AAAA 2620:101:2004:4201::bd

example.com. 300 IN A 111.111.111.111

;7 Query time: 6 msec

;7 SERVER: 10.92.144.4#53(10.92.144.4)
;; WHEN: Fri Dec 9 23:37:42 2011

;7 MSG SIZE rcvd: 143

\}

GE)  Zoavr REHHT5 & ZITDNS Y —NEPRIICIEE L2 WGEIE, diga~y Rick-
T Authority ¥ 7 2 = > & Additional ¥ 7 & 5 » DIERBHE VAT E T,

dnsconfig

Bk

DNS Dty b7 v 7HZHELET,

ERAE
e Zoa~< 2 i lcommit] NHVNETY,

JIAREH  Zoa<wr NI, IRTOY U ET—R (PTRE, TA—T <) T
AcEEd,

NyF azwryR: Zoavy NIy FEAzYR—hLTHWET,
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dnsconfig =1~ ¥ KOS » FIHAZ T2 &, HEKD CLI 3~ FOFT_TOMHER % T
S

e — ) = =R Xy v 2B MH TS0 DNS DEE :

dnsconfig parent new <ns ip> <priority>

awy FOGIHc:
s<ns_ip>: X— LY —"DIPT FL R, HEDIPT FLREA L~ TRE > THELE
7
e <priority> : ZO=xT > [V DOESIENT,
PRI R b S K v a ORI

dnsconfig parent delete <ns_ip>|

HBED RAAL ANMERATH7-DOREEDNS ¥4 v 2 DOHKE :

dnsconfig alt new <domains> <ns_ip>

\)

GE) A Z—%v FDO)—h F—Lh P —REFEHLTHWAESIIMFEHTXEEA,

avr FO51¥
e<ns_ip>: R—L F—"DIP T FL A, HEDOIP T FLRAFH o~ TR > THREL E
K

e <domains>: RAA DB ~RYID Y R K,
« BEED R A A > O DNS F ¥ v ¥ = OHBR:

dnsconfig alt delete <domain>|

s f U H—Fy FDN— bk F—L P —NEHHT D7D DNS D% E :

dnsconfig roots new <ns_domain> <ns_name> <ns_1ip>|

PN e TIE

* <ns_domain> : BESE LT 25 KA A
* <ns_name> : F— 2L P — DA H,
e<ns ip>: F—AL P —DIPT KL X,

I avy R sEZH II



B »

1

\}

avv R sEH |

G¥)

\}

RAL AT ORER—L Y —"ZHET LI LT, HED AL LY bR EL L
MTEET,

o A = SO

dnsconfig roots delete <ns _domain> [ns name]

GE)

HIBRT 2 & Z 12 ns_name ZFEE L7V E | FH D RAL L OFTRTOR— L F— 0[RS
NnE7,

¢« TRTDODNS REDHE, BIOA v F—FRy hD/L— K F—NEHEHTHZDDT A
T LD HEERE :

dnsconfig roots

HILE D DNS R E DFR

dnsconfig print]

2 —PHEED DNS F—NZIE, IROEHRA LB T,

AR M
cIP7 FLA
cHERDBHD R ALY (WY — D RH)

dnsconfig 2~ RTCiX, KD 45DV T a<wr REfHATEET,

% 4:dnsconfiga <> KDY Ta<w o R

B Bl

FEED R A A AMEHT 28 LV DNS r— " F - idu—7
JUDNS r— %ML E7,

new

&Y — R F 71T e — /L DNS —_EZHIR L £,

delete
edit R — RF - |Ie— /L DNS $—ZEH LET,
setup 43/5"—*‘) ]\ /I/‘_‘]\DNS ‘H-‘_‘/iif:t]:[j_jy/I/DNs ‘]j"—‘/\‘

2D ET,
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mail3.example.com> dnsconfig

Currently using the Internet root DNS servers.
Alternate authoritative DNS servers:

1. com: dns.example.com (10.1.10.9)

Choose the operation you want to perform:

- NEW - Add a new server.

- EDIT - Edit a server.

- DELETE - Remove a server.

- SETUP - Configure general settings.

[1> setup

Do you want the Gateway to use the Internet's root DNS servers or would you like
it to use your own DNS servers?

1. Use Internet root DNS servers

2. Use own DNS cache servers

[11> 1

Choose the IP interface for DNS traffic.

1. Auto

2. Management (10.92.149.70/24: mail3.example.com)
[11>

Enter the number of seconds to wait before timing out reverse DNS lookups.
[20]>

Enter the minimum TTL in seconds for DNS cache.
[1800]>

Currently using the Internet root DNS servers.
Alternate authoritative DNS servers:

1. com: dns.example.com (10.1.10.9)

Choose the operation you want to perform:

- NEW - Add a new server.

- EDIT - Edit a server.

- DELETE - Remove a server.

- SETUP - Configure general settings.

[1>

BED KA DHKE DNS H—/ DB

BrEDOT—H)L RAAL U HERE, T _XTODNS /7 =) —TA X —F% v b Jb— bk b —o_%ff
HTDEHT 7T IA4 TV AEFRETEET,

mail3.example.com> dnsconfig

Currently using the Internet root DNS servers.
No alternate authoritative servers configured.
Choose the operation you want to perform:

- NEW - Add a new server.

- SETUP - Configure general settings.

[1> new

Please enter the domain this server is authoritative for. (Ex: "com").
[1> example.com

Please enter the fully qualified hostname of the DNS server for the domain "example.com".
(Ex: "dns.example.com") .

[1> dns.example.com

Please enter the IP address of dns.example.com.
[1> 10.1.10.9

Currently using the Internet root DNS servers.
Alternate authoritative DNS servers:

1. com: dns.example.com (10.1.10.9)

Choose the operation you want to perform:

- NEW - Add a new server.

- EDIT - Edit a server.

- DELETE - Remove a server.

- SETUP - Configure general settings.

(1>
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ME®DODNS v vaH—/\DFER
BMEHDODNS v v o —NEHHTI LT I IA T U AERETETET,

mail3.example.com> dnsconfig

Currently using the Internet root DNS servers.
Alternate authoritative DNS servers:

1. com: dns.example.com (10.1.10.9)

Choose the operation you want to perform:

- NEW - Add a new server.

- EDIT - Edit a server.

- DELETE - Remove a server.

- SETUP - Configure general settings.

[1> setup

Do you want the Gateway to use the Internet's root DNS servers or would you like
it to use your own DNS servers?

1. Use Internet root DNS servers

2. Use own DNS cache servers

[1]1> 2

Please enter the IP address of your DNS server.
Separate multiple IPs with commas.

[1> 10.10.200.03

Please enter the priority for 10.10.200.3.

A value of 0 has the highest priority.

The IP will be chosen at random if they have the same priority.
[0]> 1

Choose the IP interface for DNS traffic.

1. Auto

2. Management (192.168.42.42/24)

3. PrivateNet (192.168.1.1/24: mail3.example.com)
4. PublicNet (192.168.2.1/24: mail3.example.com)

[1]1> 1

Enter the number of seconds to wait before timing out reverse DNS lookups.
[20]>

Enter the minimum TTL in seconds for DNS cache.

[1800]1>

Currently using the local DNS cache servers:
1. Priority: 1 10.10.200.3

Choose the operation you want to perform:

- NEW - Add a new server.

- EDIT - Edit a server.

- DELETE - Remove a server.

- SETUP - Configure general settings.

[1>

dnsflush
Bl

DNS ¥t v anbd XToOx M &7 U7 LET,

ER7GE

WEE : Zoa<y K2 Tcommit] ITMEH Y FH A,
TS AREHE T pa<wy Riivwiy B— R TORFEHTXET,
NYyFaAIVER : Zoavy RNy TFEXEZSR—FLTWHERA,
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dnshostprefs

B

ER7AE

1

dnslistconfig

B

mail3.example.com> dnsflush
Are you sure you want to clear out the DNS cache? [N]> ¥

IPv4/IPv6 DNS Z#%E L £

Mg : oo~ KX lcommit] NHFETI,
JGARER . Zpa<y Riivwyy B— RCOREHRATEET,
NYyFaAIV R Zoavwy RNy FEXLEZSR—FLTOERA,

mail3.example.com> dnshostprefs

Choose the operation you want to perform:
- NEW - Add new domain override.

- SETDEFAULT - Set the default behavior.
[1> new

Enter the domain you wish to configure.
[1> example.com

How should the appliance sort IP addresses for this domain?
1. Prefer IPv4

2. Prefer IPv6

3. Require IPv4

4. Require IPv6

[2]> 3

Choose the operation you want to perform:
- NEW - Add new domain override.

- SETDEFAULT - Set the default behavior.
[1> setdefault

How should the appliance sort IP addresses?
1. Prefer IPv4

2. Prefer IPv6

3. Require IPv4

4. Require IPv6

[2]> 1

Choose the operation you want to perform:
- NEW - Add new domain override.

- SETDEFAULT - Set the default behavior.
(>

DNS UA K H—EADPR—FE2RELET,
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dnslisttest

B

ER7E

l

He® : Z o<y Kt Tcommit] 2AH43ETI,
JTALEM  Zpavy Riivwiy B— R TORMEATE £,
NYyFaAIV R Zoavy RNy FEXLEZSR—FLTOHERA,

mail3.example.com> dnslistconfig

Current DNS List Settings:

Negative Response TTL: 1800 seconds

DNS List Query Timeout: 3 seconds

Choose the operation you want to perform:
- SETUP - Configure general settings.

[1> setup

Enter the cache TTL for negative responses in seconds:
[1800]> 1200

Enter the query timeout in seconds:

[3]1>

Settings updated.

Current DNS List Settings:

Negative Response TTL: 1200 seconds

DNS List Query Timeout: 3 seconds

Choose the operation you want to perform:
- SETUP - Configure general settings.

(1>

DNS X—Z DY A K B —EAXDDNS LY I T v 7F%T AR LET,

MeE  Zoa<y R Tcommit] 1ZMEH D FH A,
USAREE . pavy NIviy BE— R TORMFHTXET,
NYyFaAvo R Zoa<wry NIy FELSEZ TR —F L TOHERA,

mail3.example.com> dnslisttest

Enter the query server name:

[1]> maild.example.com

Enter the test IP address to query for:
[127.0.0.2]> 10.10.1.11

Querying: 10.10.1.11.maild.example.com
Result: MATCHED
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dnsstatus

B2LL]

ERAE

l

dnsstatus .

DNS #iHE a2 £~ LET

WEE : ZOa<y R Tcommit] ITMEH Y FH A,
JIARER . ZDavy NEIviy BE— RTOMEATEET,
NYyFaAvo R Zoavy NIy FEXREZTR—F L TOHERA,

mail3.example.com> dnsstatus
Status as of: Mon Apr 18 10:58:07 2005 PDT

Counters: Reset Uptime Lifetime
DNS Requests 1,115 1,115 1,115
Network Requests 186 186 186
Cache Hits 1,300 1,300 1,300
Cache Misses 1 1 1
Cache Exceptions 0 0 0
Cache Expired 185 185 185

— BB/ FS TN a—TFT a4 Y

ZZTHL KO CLL 3wy FIeoh Tl LT,

e addressconfig (62 ~—2)

+ adminaccessconfig (64 ~X—73)
« certconfig (69 ~X—3)

e date (73 ~X—3)

« diagnostic (73 ~X—7)

« diskquotaconfig (79 ~<X—73”)
« ecconfig (80 ~—72)

s ecstatus (81 ~X—7)

s ecupdate (81 ~X—7)

s encryptionconfig (82 ~X—37)
s encryptionstatus (85 ~X—°)
s encryptionupdate (85 ~X—)
« enginestatus (86 ~X—3)

s featurekey (87 ~X—7)

« featurekeyconfig (88 ~<—37)
» generalconfig (89 ~~—737)
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* healthcheck (89 ~—73°)

» healthconfig (90 ~<—7)

s ntpconfig (91 ~X—)

* portalregistrationconfig (92 ~X—73)
s reboot (93 ~X—7)

s repengstatus (93 ~X—1)

s resume (94 ~X—)

* resumedel (94 ~X—)

» resumelistener (95 ~X—)

s revert (95 ~X—73)

s settime (96 ~X—7)

e settz (97 X—2)

s shutdown (97 ~X—72°)

s sshconfig (99 ~<—77)

o status (102 ~X—73)

* supportrequest (103 ~X—13)

» supportrequeststatus (105 ~X—1)
» supportrequestupdate (106 ~2—37)
 suspend (106 ~<—73)

s suspenddel (107 ~<—73”)

» suspendlistener (107 ~<X—13)

s tcpservices (108 ~—73)

» techsupport (109 ~X—73)

e tlsverify (110 ~<X—3)

s trace (110 =X—2)

s trackingconfig (112 ~<—)

s updateconfig (113 ~X—73)

s updatenow (117 ~X—37)

s upgrade (119 ~X—7)

e version (118 ~<—7)

o wipedata (119 ~X—7)

RBT 754 T 208 (292 2—) $BRL T &0,

addressconfig

Bl
addressconfig 2~ N{Z, From: 7 KL A~ X —%FZETH-DIMH L £9, From:
T RUVAOFRR, =%, BIORAAS UAZBETEET, NAAL U AIIES— D = A
RAAL L OERHZRINTHZ L TEET, ROWITIL, AsyncOSIZ X - TR S Lz A —
JVIZ1% addressconfig 2~ R&MH L £7,
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1

* Anti-Virus J# %1

ANV

*« DMARC 7 1 — K/Xv 7 LA"— L (DMARC Feedback Reports)

« WA (notify() 3 L O notify-copy() 7 + /v & DEHE)

cfREEA v E—Y (BLOTREEFEBEREICK TS T2 —%(EF) )
« LAR—Fh

s EDOMDTRTDA v E—

mans

WOFITIL, @FID From: 7 K L A % Mail Delivery System [MAILER-DAEMON@domain] (7

7 # /v k) 7B Notifications [Notification@example.com] [ZAH L £,

MeE : 0o~ KX lcommit] NHFTI,

JIGRAREM . Zpa<vy N, T_XTO~Y L ET—F (F59RE, ITA—F <) T

HATxEd,
NyF avws R Zoavy MRy FEXREZSR—FLTWERA,

mail3.example.com> addressconfig

Current anti-virus from: "Mail Delivery System" <MAILER-DAEMON@domain>
Current bounce from: "Mail Delivery System" <MAILER-DAEMON@domain>
Current notify from: "Mail Delivery System" <MAILER-DAEMON@domain>
Current quarantine from: "Mail Delivery System" <MAILER-DAEMON@domain>
Current DMARC reports from: "DMARC Feedback" <MAILER-DAEMON@domain>

Current all other messages from: "Mail Delivery System" <MAILER-DAEMON@domain>

Choose the operation you want to perform:

- AVFROM - Edit the anti-virus from address.

- BOUNCEFROM - Edit the bounce from address.

- NOTIFYFROM - Edit the notify from address.

- QUARANTINEFROM - Edit the quarantine bcc from address.

- DMARCFROM - Edit the DMARC reports from address.

- OTHERFROM - Edit the all other messages from address.

[1> notifyfrom

Please enter the display name portion of the "notify from" address
["Mail Delivery System"]> Notifications

Please enter the user name portion of the "notify from" address
[MATILER-DAEMON] > Notification

Do you want the virtual gateway domain used for the domain? [Y]> n
Please enter the domain name portion of the "notify from" address

[1> example.com

Current anti-virus from: "Mail Delivery System" <MAILER-DAEMON@domain>
Current bounce from: "Mail Delivery System" <MAILER-DAEMON@domain>
Current notify from: Notifications <Notification@example.com>

Current quarantine from: "Mail Delivery System" <MAILER-DAEMON@domain>
Current DMARC reports from: "DMARC Feedback" <MAILER-DAEMON@domain>

Current all other messages from: "Mail Delivery System" <MAILER-DAEMON@domain>

Choose the operation you want to perform:

- AVFROM - Edit the anti-virus from address.

- BOUNCEFROM - Edit the bounce from address.

- NOTIFYFROM - Edit the notify from address.

- QUARANTINEFROM - Edit the quarantine bcc from address.
- DMARCFROM - Edit the DMARC reports from address.
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- OTHERFROM - Edit the all other messages from address.
[r>

adminaccessconfig

Bl
WEFHET 54612 adminaccessconfig 2~ R&EfEH L E7,

EHEORT A A=Y (NF—)

T TFIGAT VADEIA LB —T 2 A~DIP X—ADT 7 ¥ A,

*Web A VX —TxAfADI AV A U JTA MEERHE,

« HTTP ZRCTHRA b N~y X —% T 47> a o,

*Web A v H—Tx2A ABIOVCLIY Yy a DT IT7 47T XA LT TN,
« g K HTTP ~» & — A X,

FERAE
MeE : oo~ KX lcommit] NHAFETI,

JIABZEH  Zoavw s RiE, $R_RCO~Y v EFT—K (FTRE, TA—F, w2 v) T
HATxE7,

NyF avwrs R Zoavwy RNy FEREZR— ML TWET,
Ny FRH
adminaccessconfig =~ > ROy FIEX LT 5 L, RO CLIa~ >y FOTXTOREL

FATTEET,
e T RTDIPT RLARIZT 7B REHATH0, ¥EDIP T RL AV T 3y MMEPHIZT
72 A %IRRT 2 DR

adminaccessconfig ipaccess <all/restrict/proxyonly/proxy>|

HLWIP 7 KU A/YT Ry MR OIEMN

adminaccessconfig ipaccess new <address>|

BEFEDIP 7 R LAY 7 % v bEPHOMRE

adminaccessconfig ipaccess edit <oldaddress> <newaddress>|

BEFED IP 7 R L A/H 7 % b/&HOH

adminaccessconfig ipaccess delete <address>|
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IP 7 RL AT Xy MNEFHDU A FDH T

adminaccessconfig ipaccess print]

BEFOTRTOIP 7 KU AT Ry EFEO Y|

adminaccessconfig ipaccess clear]

0 JA L N F—=DH T

adminaccessconfig banner print

TTIAT U ALZHD 7 7ANNEDRT A 2 NF—DA R—h

adminaccessconfig banner import <filename>|

BEfFDO v 7 A o N —DHIR

adminaccessconfig banner clear|

K N — D H )

adminaccessconfig welcome print]

TIFITAT L ARIZSHD 7 7 ANDEOPMEE N —DA AR — b

adminaccessconfig welcome import <filename>|

WEAF D W) T 2~ — D HIER

adminaccessconfig welcome clear|

DEImIE ST — D= s ZAH— |

adminaccessconfig welcome export <filename>|

FFRENETBF O IP T KL ADBE

adminaccessconfig ipaccess proxylist new <address>|

FaIN=7a X DOIP 7 L ADHRE

adminaccessconfig ipaccess proxylist edit <oldaddress> <newaddress>|
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A SN TaF O T N L ZOHKIR

adminaccessconfig ipaccess proxylist delete <address>|

TRCOBEOHFRINETaXFTOIP 7 KL AOYIER

adminaccessconfig ipaccess proxylist clear]

cHEITLIP T L AZ G~y X —H DRGE

2t

adminaccessconfig ipaccess proxy-header <header name>|

Web A X —T 2 A AD T AV A U IR MEBEREDOA ML E 7213 EH1E

adminaccessconfig csrf <enable|disable>|

Web A Z—T = AD 7 a0 AP A kU 7T MEEREDFNDE D DO

adminaccessconfig csrf print

Web f v —T A APy ary ¥4 LT NORE

adminaccessconfig timeout gui <value>|

CLItyY gy ZALT U NORE

adminaccessconfig timeout gui <value>|

Bl: 2y bT—=9 7O LR )X LDERE

EXA—NEX2UT 4 TFIAT LV RIT VAT Ha—YFDIPT FLAZHIEITE 9,
a—WE, ERBLETZ7EBAVARDIPT RLAEZFHSTRTOI U, 77794 TV
AT VB ATEET, Xy b= T 7 8A VA MEERTIE, IPT LA, 7%y
F. £721ZCIDR7 RLAZIEETE £,

AsyncOS Tlt, BIEO<T U DIPT RLANRR Yy hU—2 T 7R U X MIGERLTH W
BAICELEZFR LET, BIEOSY UV DIPT RLARY X MIARWEES, ZEEZ=23 v B
THELTTIAT VAT VA TE R0 F9,

WKOFITIE, TTIFIAT UV ANDFRY NT—7 T IR 2O0IP7 LA &y MIHIEL
iﬁ—o

mail.example.com> adminaccessconfig

Choose the operation you want to perform:

- BANNER - Configure login message (banner) for appliance administrator login.

- WELCOME - Configure welcome message (post login message) for appliance administrator
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login.

- IPACCESS - Configure IP-based access for appliance administrative interface.

- CSRF - Configure web UI Cross-Site Request Forgeries protection.

- HOSTHEADER - Configure option to use host header in HTTP requests.

- TIMEOUT - Configure GUI and CLI session inactivity timeout.

- MAXHTTPHEADERFIELDSIZE - Configure maximum HTTP header field size.

[1> ipaccess

Current mode: Allow All.

Please select the mode:

- ALL - All IP addresses will be allowed to access the administrative interface.

- RESTRICT - Specify IP addresses/Subnets/Ranges to be allowed access.

- PROXYONLY - Specify IP addresses/Subnets/Ranges to be allowed access through proxy.

- PROXY - Specify IP addresses/Subnets/Ranges to be allowed access through proxy or

directly.

[1> restrict

List of allowed IP addresses/Subnets/Ranges:

Choose the operation you want to perform:

- NEW - Add a new IP address/subnet/range.

[1> new

Please enter IP address, subnet or range.

[1> 192.168.1.2-100

List of allowed IP addresses/Subnets/Ranges:

1. 192.168.1.2-100

Choose the operation you want to perform:

- NEW - Add a new IP address/subnet/range.

- EDIT - Modify an existing entry.

- DELETE - Remove an existing entry.

- CLEAR - Remove all the entries.

[1> new

Please enter IP address, subnet or range.

[1> 192.168.255.12

List of allowed IP addresses/Subnets/Ranges:

1. 192.168.1.2-100

2. 192.168.255.12

Choose the operation you want to perform:

- NEW - Add a new IP address/subnet/range.

- EDIT - Modify an existing entry.

- DELETE - Remove an existing entry.

- CLEAR - Remove all the entries.

1>

Warning: The host you are currently using [72.163.202.175] is not included in the User

Access list. Excluding it will prevent your

host from connecting to the administrative interface. Are you sure you want to continue?
[N]> Y

Current mode: Restrict.

Please select the mode:

- ALL - All IP addresses will be allowed to access the administrative interface.

- RESTRICT - Specify IP addresses/Subnets/Ranges to be allowed access.

- PROXYONLY - Specify IP addresses/Subnets/Ranges to be allowed access through proxy.

- PROXY - Specify IP addresses/Subnets/Ranges to be allowed access through proxy or

directly.

1>

Bl: Q042 N\F—DHRE

Z—H SSH, Telnet, FTP, F721Z Web Ul 2vH 74 v LEH E LEEIC, Tar 4 R
T—1 EMEENDA vV ERRTDOLICEA N X2 VT 4 TTIAT UV ALRE
TEFET, v A NF =, CLITRI Ay a7 b ERICE RS, GUITr Y A
I NOAEMIERRIND AL <A XFRE/RT XA NTT, B7 A N F—%{FH
LT, WX 2V T A ERETLIIT T IA T U ADRA N T T 77 4 AT Dt &%
IRTEET, ez, HFTLARWT I IA4 T ADEAEZEIE T A EAREE LS 2 ER L
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B 5 webros—orrrssvcutyyay 84 L7Y FORE

20 =R T T TAT AT U TUT 2 1B E 2 MERE T 2 BEDOMEFIZ BT 2 e 8 s
AR L2 TE X,

0 Ay N =X, 80x25 DY — UITILE D L HITHRK 2000 LT >TWET, o
A NF =L, T T AT AD [data/pub/configuration T 4 L7 M UIZHD T 7 A NinDA
R—=PFTEET, NP —ZFk L7, BERNRZHELET,

WORFITIL, 77747 2 AIZr 7 A 73— [Use of this system in an unauthorized manner is
prohibited| A B L £,

mail.example.com> adminaccessconfig

Choose the operation you want to perform:

- BANNER - Configure login message (banner) for appliance administrator login.
- WELCOME - Configure welcome message (post login message) for appliance administrator
login.

- IPACCESS - Configure IP-based access for appliance administrative interface.
- CSRF - Configure web UI Cross-Site Request Forgeries protection.

- HOSTHEADER - Configure option to use host header in HTTP requests.

- TIMEOUT - Configure GUI and CLI session inactivity timeout.

- MAXHTTPHEADERFIELDSIZE - Configure maximum HTTP header field size.

[1> banner

A banner has not been defined.

Choose the operation you want to perform:

- NEW - Create a banner to display at login.

- IMPORT - Import banner text from a file.

[1> new

Enter or paste the banner text here. Enter CTRL-D on a blank line to end.

Use of this system in an unauthorized manner is prohibited.

“D

Choose the operation you want to perform:

- BANNER - Configure login message (banner) for appliance administrator login.
- WELCOME - Configure welcome message (post login message) for appliance administrator
login.

- IPACCESS - Configure IP-based access for appliance administrative interface.
- CSRF - Configure web UI Cross-Site Request Forgeries protection.

- HOSTHEADER - Configure option to use host header in HTTP requests.

- TIMEOUT - Configure GUI and CLI session inactivity timeout.

[1> banner

Banner: Use of this system in an unauthorized manner is prohibited.

Choose the operation you want to perform:

- NEW - Create a banner to display at login.

- IMPORT - Import banner text from a file.

- DELETE - Remove the banner.

[1>

Bl:WebA B2 —T A RBLUVCLEYS Y BALT I FDETE

)

WOFITIE, WebA v Z—T A AL CLIEYyYay FALT T N2 SR ELET,

G¥)

CLIty Y a vy ZALT T NI, EX%a7 =/ (SSH) . SCP. BIOHEEY Y 7L HFES
R A EASNET, CLIty Y ay 2 A LT 7 MNERICKREDRELE Tk
NET, REAZZELEZOTICHEEL T EE N,

mail.example.com> adminaccessconfig
Choose the operation you want to perform:
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certconfig .

- BANNER - Configure login message (banner) for appliance administrator login.
- WELCOME - Configure welcome message (post login message) for appliance administrator
login.

- IPACCESS - Configure IP-based access for appliance administrative interface.
- CSRF - Configure web UI Cross-Site Request Forgeries protection.

- HOSTHEADER - Configure option to use host header in HTTP requests.

- TIMEOUT - Configure GUI and CLI session inactivity timeout.

- MAXHTTPHEADERFIELDSIZE - Configure maximum HTTP header field size.

[1> timeout

Enter WebUI inactivity timeout (in minutes):

[301> 32

Enter CLI inactivity timeout (in minutes):

[301> 32

Choose the operation you want to perform:

- BANNER - Configure login message (banner) for appliance administrator login.
- WELCOME - Configure welcome message (post login message) for appliance administrator
login.

- IPACCESS - Configure IP-based access for appliance administrative interface.
- CSRF - Configure web UI Cross-Site Request Forgeries protection.

- HOSTHEADER - Configure option to use host header in HTTP requests.

- TIMEOUT - Configure GUI and CLI session inactivity timeout.

[1>

mail.example.com> commit

Please enter some comments describing your changes:

[1> Changed WebUI and CLI session timeout values

Do you want to save the current configuration for rollback? [Y]>

Changes committed: Wed Mar 12 08:03:21 2014 GMT

certconfig

B2LL]

ERAE

G¥)

EEEEELZE, TLWCLI Yy Y3y XA LT 0 MIREILIED O 7 A RS20 Ok
SNFET,

X2 VT 4 OFERELEF—ERELET,

M€ : Zoa< KX lcommit] 2NHHEETY,

JIAREH  Zoa<wr NI, IRXTOY =R (ITRK, TA—T <) T
ATc&EEd,

NyF avwrs R Zoavy RNy FEAZ S R—FLTWEEA,

Bl - EEBAEZ DALY {1 (F

WOFITIE, FEAELMEBESF—ZVFTDZ LIk CGGEIAERZ A VA =V L ET,

mail3.example.com> certconfig

Choose the operation you want to perform:

- CERTIFICATE - Import, Create a request, Edit or Remove Certificate Profiles
- CERTAUTHORITY - Manage System and Customized Authorities
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- CRL - Manage Certificate Revocation Lists

[]> certificate

List of Certificates

Name Common Name Issued By Status
Demo Cisco Appliance Demo Cisco Appliance Demo Active
Choose the operation you want to perform:

- IMPORT - Import a certificate from a local PKCS#12 file

- PASTE - Paste a certificate into the CLI

- NEW - Create a self-signed certificate and CSR

- PRINT - View certificates assigned to services

[1> paste

Enter a name for this certificate profile:

> partner.com

Paste public certificate in PEM format (end with '.'"):
 jNw
L41YKbpzzlmC5beaQXeQ2RmGMTXU+mDvuqI tjVHOK3DvPK71TcSGEftUCAWEAATAN
BgkghkiG9wOBAQQFAANBAFqPEKFjk6T6CKTHvaQeEAsX0/8YHPHgH/9AnhSjrwuX
9EBcOn6bVGhN7XaXd6sJ7dym9sbsWxb+pJdurnkxjx4=

C=PT, ST=Queensland, L=Lisboa, O=Neuronio,
Lda.,OU=Desenvolvimento, CN=brutus.partner.com,emailAddress=admin@e
Paste private key in PEM format (end with '.'):

MIIBPAIBAAJBAL7+aty3S1iBA/+yxjxv4qlMUTd1kjNwL41YKbpzzlmC5beaQXeQ
2RmGMTXU+mDvuqI tjVHOK3DvPK71TcSGf tUCAWEAAQJIBALjkK+jc2+iihI98riEF
oudmkNziSRTYjnwjx8mCoAjPWviB3c742e03FG4/s0iljD9A5alihEOXfUzloenr
8IECIQD3B5+01+68BA/6d76iUNGAAV8djGTzvxnCxycnxPQydQThAMXt4trUI3nc
a+U8YL2HPFA3gmhBsSICbq20ptOCnM7hAiEA6Xi3JIQECOb8YwkRj29DU3/4WYD7
WLPgsQpwolGuSpECICGsnWH50aeD9t9jbFoSfhJvv0IZmxdcLpRcpslpeWBBALiEA
6/5B8J0GHAJg8 9FHWEG/H2eVVUYu5y/aD6sgcm+0Avg=

Do you want to add an intermediate certificate? [N]> n
List of Certificates

Name Common Name Issued By Status
partner.c brutus.partner.com brutus.partner Active
Demo Cisco Appliance Demo Cisco Appliance Demo Active

Choose the operation you want to perform:

- IMPORT - Import a certificate from a local PKCS#12 file
- PASTE - Paste a certificate into the CLI

- NEW - Create a self-signed certificate and CSR

- EDIT - Update certificate or view the signing request

- EXPORT - Export a certificate

- DELETE - Remove a certificate

- PRINT - View certificates assigned to services

[1>

Choose the operation you want to perform:

avy R sEH |

Remaining

3467 days

xample.com

Remaining
30 days
3467 days

- CERTIFICATE - Import, Create a request, Edit or Remove Certificate Profiles

- CERTAUTHORITY - Manage System and Customized Authorities
- CRL - Manage Certificate Revocation Lists

[1>
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mail3.example.com> commit

Please enter some comments describing your changes:

[1> Installed certificate and key for receiving, delivery, and https
Do you want to save the current configuration for rollback? [Y]> n
Changes committed: Fri May 23 11:42:12 2014 GMT

Bl - BCERAZDIEK
ROBITIR, BEBATREL R LET

mail3.example.com> certconfig

Choose the operation you want to perform:

- CERTIFICATE - Import, Create a request, Edit or Remove Certificate Profiles
- CERTAUTHORITY - Manage System and Customized Authorities

- CRL - Manage Certificate Revocation Lists

[1> certificate

List of Certificates

Name Common Name Issued By Status Remaining
partner.c Dbrutus.neuronio.pt brutus.neuronio.pt Expired -4930
days

Demo Cisco Appliance Demo Cisco Appliance Demo Active 3467 days

Choose the operation you want to perform:

- IMPORT - Import a certificate from a local PKCS#12 file
- PASTE - Paste a certificate into the CLI

- NEW - Create a self-signed certificate and CSR
- EDIT - Update certificate or view the signing request
- EXPORT - Export a certificate

- DELETE - Remove a certificate

- PRINT - View certificates assigned to services
[1> new

1. Create a self-signed certificate and CSR

2. Create a self-signed SMIME certificate and CSR
[11> 1

Enter a name for this certificate profile:

> example.com

Enter Common Name:

> example.com

Enter Organization:

> Example

Enter Organizational Unit:

> Org

Enter Locality or City:

> San Francisoc

Enter State or Province:

> CA

Enter Country (2 letter code):

> US

Duration before expiration (in days):

[3650]>

1. 1024

2. 2048

Enter size of private key:

[2]1>

Do you want to view the CSR? [Y]> y

MIICrTCCAZUCAQAwWaDELMAkKGALUEBhMCVVMxFDASBgNVBAMTC2V4AYW1lwbGUuUY29t
MRYWFAYDVQQHEw1TYW4gRnJhbmNpc29jMRAWDgYDVQQOKEWd1leGFtcGx1MQswCQYD
VQQIEwJDQTEMMAOGALUECxMDb3JnMIIBIjANBgkghkiGOwOBAQEFAAOCAQ8AMIIB
CgKCAQEA+NwamZyX7VgTZka/x1I5HHrNOV2MPKXoLq7FjzUtiIDwznElrKIuJovw
Svonle6GvEF1UHEjv8B3WobOzk5Ny6btKjwPrBfaY+qr7rzM41AQKHM+P61+1ZnPU
PO5SNIRCKkLP4XsUuyY6CalWLTiPIgag2fR8Y0JIX/kesZcGOglde66pN+xJIHHYadD
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00p0ggi6SLNfAzJu/HEU/ fnSujG4nhF0Z2G10pVUx4£g33NwZ4wV10XBk3GrOjbbA
ih90zAwfNzxb57amtxEJk+pW+co3uEHLIJIOPdih9SHzn/UVU4hiu8rSQR19sDApp
kfdWcfaDLF9tnQJPWSYoChOUSgCc8QIDAQABOAAWDQYJK0ZIhveNAQEFBQADGYEB
AGiVhyMAZuHSvI9yA08kJICmrgO89yRInDUXDDo6IrODVKx4hHTi0anOPulnsThSvH
TxV4xR35T/QVOU3yPrL6bJbbwMySOLIRTjsUcwZNjOE1xXxMM5EKBM2BOIS5rs4159g
FhHVejhG1LyyUDLOU82wsSLMgLFH1IT63tzwVmRiIXmAu/1HYci3+vctb+sopnNl
1Y10Tuj+EggWNrRBNnKXLTdXkzhELOd8VZEQSAfBWY] Z2mECzC7SG3evakw/0GLk
Ai11NXHayiGjeY+UfWzF/HBSekSJIJtQuohIv6JpBSY/MnYU4t11ExgD+GX31lrudxcd
zDas2rS/Pbpn73Lf503nmsw=

List of Certificates

Name Common Name Issued By Status Remaining
example.c example.com example.com Valid 3649 days
partner.c Dbrutus.partner.com brutus.partner.com Valid 30 days

Demo Cisco Appliance Demo Cisco Appliance Demo Active 3467 days

Choose the operation you want to perform:

- IMPORT - Import a certificate from a local PKCS#12 file
- PASTE - Paste a certificate into the CLI

- NEW - Create a self-signed certificate and CSR

- EDIT - Update certificate or view the signing request

- EXPORT - Export a certificate

- DELETE - Remove a certificate

- PRINT - View certificates assigned to services

(1>

%l : B2 &% S/MIME EZFEAEDER
WIZ, B4 A v E— V0 H B4 SIMIME FEA E % (BT 56145 LE T,

vml0esal0031l.ga> certconfig

Choose the operation you want to perform:

- CERTIFICATE - Import, Create a request, Edit or Remove Certificate Profiles
- CERTAUTHORITY - Manage System and Customized Authorities
- CRL - Manage Certificate Revocation Lists

[1> certificate

List of Certificates

Name Common Name Issued By Status Remaining
Demo Cisco Appliance Demo Cisco Appliance Demo Active 3329 days
Choose the operation you want to perform:

- IMPORT - Import a certificate from a local PKCS#12 file
- PASTE - Paste a certificate into the CLI

- NEW - Create a self-signed certificate and CSR

- PRINT - View certificates assigned to services

1> new

Create a self-signed certificate and CSR

Create a self-signed SMIME certificate and CSR

[1]1> 2

Enter a name for this certificate profile:

> smime_ signing

Enter Common Name:

> CN

Enter Organization:

> ORG

Enter Organizational Unit:

> OU

Enter Locality or City:

> BN

Enter State or Province:

> KA

Enter Country (2 letter code):

[
1
2
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date

BILL]

ERAE

1

diagnostic

B7LL]

> IN

Duration before expiration (in days):

[3650]>

1. 1024

2. 2048

Enter size of private key:

[2]1>

Enter email address for 'subjectAltName' extension:
[1> admin@example.com

Add another member? [Y]> n

Begin entering domain entries for 'subjectAltName'.
Enter the DNS you want to add.

[1> domain.com

Add another member? [Y]> n

Do you want to view the CSR? [Y]> n

List of Certificates

Name Common Name Issued By Status
smime sig CN CN Valid
Demo Cisco Appliance Demo Cisco Appliance Demo Active

Choose the operation you want to perform:

- IMPORT - Import a certificate from a local PKCS#12 file
- PASTE - Paste a certificate into the CLI

- NEW - Create a self-signed certificate and CSR

- EDIT - Update certificate or view the signing request

- EXPORT - Export a certificate

- DELETE - Remove a certificate

- PRINT - View certificates assigned to services

(1>

BUED ARz R LET

B - oo~ K lcommit] (THEHY FH A,

Remaining
3649 days
3329 days

date .

JGAREE  Zoavwr RiE, TRTOY U EFT—F (WFREZ, T—F <) Tff

MTEET,

NyF avwrs R Zoavy Ry FELZR—FLTWEEA,

mail.example.com> date
Tue Mar 10 11:30:21 2015 GMT

diagnostic =~ & FIXIRDT7ZOIZEH L £ 7,
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. diagnostic 1< > KD {#E A

cIFSFERA—T 4V T EHEALIE, N~ FU=T Xy NI OREDORNT TV
Sa—T 4T

« RAID DIRREDTF = v 7

¢ ARP ¥ ¥ v ¥ 2 DFIR

«LDAP, DNS, BEXRARP ¥ v 2D/ U 7T

«SMTP 7 A k A v E—TD%(F

e T FIGAT UVATHMNI S TVAYF—E R =Y DARAT—F ZAOFEE) & E5

diagnostic A< > FDFEH
diagnostic 7 A =2 —Tl&, ROa~» REHTEE7,

% 5:diagnostic 7T 2 K

FIvay $IaTU R FRLFEYT 4

RAID 1. 7 4 AV WAED FEAT C30 3 L TN C60 TDAfifi FH AT HE,

LIATHDO R AT DE=H

3.7 4 A WREERE R DFR

DISK USAGE (ElIk) |7 =a~> Rl Zoawy REITTIZEIEINTWE
7, PV IZ, diskquotaconfig =
~V REMEHLET,

NETWORK FLUSH C-Series. X-Series. M-Series
ARPSHOW
SMTPPING
TCPDUMP

REPORTING DELETEDB C-Series, X-Series, M-Series
DISABLE

TRACKING DELETEDB C-Series, X-Series, M-Series
DEBUG

RELOAD YT a<w KL C-Series, X-Series, M-Series

SERVICES RESTART C-Series. X-Series. M-Series
STATUS

ER7E

e 2o~ R lcommit] (TMEHY FH A,
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Ny FRR

nyriz ]

JIALEH  Zavr RiiwYrB— R TORMEATEET, EHIT, Z0avwr Fignm
TAUIRA N (—=Fhnar A Lizvyy) TOMEFATEET, ZDa~vr REEHAT S
IZiE, B— B T2 AN AT AT IV BEATXALERLY 4,

NyF azxrsR: Zoavy FERNyFEREYR—FLTHET,

diagnostic 2~ ROy FEAXEMHT 5L, RAID DREOTF =y 7, Frvians
7. ARP ¥ ¥ v Va2 ODNEDORREFATTEET, NoF av FeELTETTLHITE, K
DIEXAEEHLET,

WOBVEDT= DIy FEREEHA L E T,
* RAID DIREED T = v 7

diagnostic raid

ARP ¥ ¥ v ¥ 2 DNEDFR

diagnostic network arpshow|

NDP ¥ v ¥ = ODNEDFR

diagnostic network ndpshow]

LDAP, DNS, ARP, BEXUINDP ¥ ¥ v =207 U7

diagnostic network flush

e LAR— K T—F_X—=2DV ¥y I LOHIFR

diagnostic reporting deletedb

LAR— b F—ErOfZML

diagnostic reporting enable

LR— b F—Fr0EHL

diagnostic reporting disable

No7oX 7 F—=2_—=20) v M LOHIER
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diagnostic tracking deletedb

RANOEIETTOMEICHREZ Y £ b

diagnostic reload|

5l : ARP vy aDRRETUT

avv R sEH |

ROFITIX, diagnostic A~ RZMIHL T, ARPF ¥ v v a2 ONFLZR L, X hU—

JICEHET TR TCOX Yy vy ark 7Ty 2 LET,

mail.example.com> diagnostic

Choose the operation you want to perform:
- RAID - Disk Verify Utility.

- DISK_USAGE - Check Disk Usage.

- NETWORK - Network Utilities.

- REPORTING - Reporting Utilities.

- TRACKING - Tracking Utilities.

- RELOAD - Reset configuration to the initial manufacturer values.

[1> network

Choose the operation you want to perform:

- FLUSH - Flush all network related caches.
- ARPSHOW - Show system ARP cache.

- NDPSHOW - Show system NDP cache.

- SMTPPING - Test a remote SMTP server.

- TCPDUMP - Dump ethernet packets.

[1> arpshow

System ARP cache contents:

(10.76.69.3) at 00:1e:bd:28:97:00 on em0 expires in 1193 seconds [ethernet]
(10.76.69.2) at 00:1e:79:af:f4:00 on em0 expires in 1192 seconds [ethernet]
(10.76.69.1) at 00:00:0c:9£:£f0:01 on em0 expires in 687 seconds [ethernet]
(10.76.69.149) at 00:50:56:b2:0e:2b on em0 permanent [ethernet]

Choose the operation you want to perform:

- FLUSH - Flush all network related caches.
- ARPSHOW - Show system ARP cache.

- NDPSHOW - Show system NDP cache.

- SMTPPING - Test a remote SMTP server.

- TCPDUMP - Dump ethernet packets.

[1> flush

Flushing LDAP cache.

Flushing DNS cache.

Flushing system ARP cache.
10.76.69.3 (10.76.69.3) deleted
10.76.69.2 (10.76.69.2) deleted
10.76.69.1 (10.76.69.1) deleted
10.76.69.149 (10.76.69.149) deleted
Flushing system NDP cache.

feB80::250:56ff:feb2:e2d%em2
feB80::250:56ff:feb2:e2c%eml
fe80::250:56ff:feb2:e2b%em0
Network reset complete.

(fe80::250:56ff:feb2:e2d%em?2)
(fe80::250:56ff:feb2:e2c%eml)
(fe80::250:56ff:feb2:e2b%em0)

. av vk BEH
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B Bor—nv—reopgosi [

Bl : BlD A —)L Y—/\ & DEFRDIRGE

WOEITIX, diagnostic 2~ RZEH L THIDO A — L P — N2 T v 7 LET, A—
Y= NET A NTBHITE, = NIH L TA v E—U R R ET D0, ping ZFEITLET,

mail.example.com> diagnostic

Choose the operation you want to perform:

- RAID - Disk Verify Utility.

- NETWORK - Network Utilities.

- REPORTING - Reporting Utilities.

- TRACKING - Tracking Utilities.

- RELOAD - Reset configuration to the initial manufacturer values.
[1> network

Choose the operation you want to perform:

- FLUSH - Flush all network related caches.

- ARPSHOW - Show system ARP cache.

- NDPSHOW - Show system NDP cache.

- SMTPPING - Test a remote SMTP server.

- TCPDUMP - Dump ethernet packets.

[1> smtpping

Enter the hostname or IP address of the SMTP server:
[mail.example.com]> mail.com

The domain you entered has MX records.

Would you like to select an MX host to test instead? [Y]> y
Select an MX host to test.

1. mx00.gmx.com

2. mx0l.gmx.com

[11>

Select a network interface to use for the test.

1. Management

2. auto

[2]1> 1

Do you want to type in a test message to send? If not, the connection will be tested
but no email will be sent. [N]>

Starting SMTP test of host mx00.gmx.com.

Resolved 'mx00.gmx.com' to 74.208.5.4.

Unable to connect to 74.208.5.4.

Bl RVORETDEIZT TSAT7UVRAEEE) Y b

I, BOBE TCOBICT T34 T A0HREE VY T AHZRLET,

mail.example.com> diagnostic

Choose the operation you want to perform:

- RAID - Disk Verify Utility.

- NETWORK - Network Utilities.

- REPORTING - Reporting Utilities.

- TRACKING - Tracking Utilities.

- RELOAD - Reset configuration to the initial manufacturer values.
[1> reload

This command will remove all user settings and reset the entire device.
If this is a Virtual Appliance, all feature keys will be removed,
and the license must be reapplied.

Are you sure you want to continue? [N]> Y

Are you *really* sure you want to continue? [N]> Y

Do you want to wipe also? [N]> Y
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B v—cxrovoomeEnRF—5 2087

Y—ERXR IO UDBRBERAT—FADERT
CLI T diagnostic > services W7 a2~ R&HEHA LT, UTFT2ETTxE7,

T IIAT UV ATEHNNI s TWVABY— RV AFE#HLET, 7T I9AT VA%
HESTAILETIHD A,

T I IGAT LV ATEHNINI o TNBY— R P DRATF— X A EFR LET,

Bl :DLPITVS VDA T—RANDRT

OB TIX, services A~V REERAL T, 77 I9A4A TV ATEMNNIR> TS DLP =Y
VDAT—RAEFRLET,

mail.example.com> diagnostic

Choose the operation you want to perform:

- RAID - Disk Verify Utility.

- DISK USAGE - Check Disk Usage.

- NETWORK - Network Utilities.

- REPORTING - Reporting Utilities.

- TRACKING - Tracking Utilities.

- RELOAD - Reset configuration to the initial manufacturer values.
- SERVICES - Service Utilities.

[1> services

Choose one of the following services:

- ANTISPAM - Anti-Spam services

- ANTIVIRUS - Anti-Virus services

- DLP - Cisco Data Loss Prevention services
- ENCRYPTION - Encryption services

- GRAYMAIL - Graymail services

- REPORTING - Reporting associated services
- SBRS - Reputation Engine services

- TRACKING - Tracking associated services

- URLFILTERING - URL Filtering

- EUQWEB - End User Quarantine GUI

- WEBUI - Web GUI

[1> dlp

Choose the operation you want to perform:
- RESTART - Restart the service

- STATUS - View status of the service

[1> status

Cisco Data Loss Prevention has been up for 3s.

5l : Graymail T> 2 U DBEIEH

WROBFITIL, services A~V REHEHLT, 7794 TV AD Graymail TV HEE L
i‘ﬂ‘o

mail.example.com> diagnostic

Choose the operation you want to perform:
- RAID - Disk Verify Utility.

- DISK USAGE - Check Disk Usage.

- NETWORK - Network Utilities.

- REPORTING - Reporting Utilities.
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diskquotaconfig .

- TRACKING - Tracking Utilities.

- RELOAD - Reset configuration to the initial manufacturer values.
- SERVICES - Service Utilities.

[1> services

Choose one of the following services:

- ANTISPAM - Anti-Spam services

- ANTIVIRUS - Anti-Virus services

- DLP - Cisco Data Loss Prevention services
- ENCRYPTION - Encryption services

- GRAYMAIL - Graymail services

- REPORTING - Reporting associated services
- SBRS - Reputation Engine services

- TRACKING - Tracking associated services

- URLFILTERING - URL Filtering

- EUQWEB - End User Quarantine GUI

- WEBUI - Web GUI

[1> graymail

Choose the operation you want to perform:

- RESTART - Restart the service

- STATUS - View status of the service
[1> restart

diskquotaconfig

La— N LEE, WElE. 22 77 A0, STy bk ¥ T Ty, BERar T 4 Xal—va
v T ANDT 4 A7 FEED 6T R SRR E R E L E T

Z DMBEDFEMIZ DWW TIL, [ User Guide for AsyncOS for Cisco Email Security Appliancesl)l % %
LTS 7ZE0,

FERAE
MEE : Z0a<y Kix Tcommit] 2AHEETI,
IS RAREE . T Da<wy Niiviy B— R COMEHATXF9,

NYF AT R Zoa<vy RNy FEXREZ Y R—FLTWET,

Ny FRR
diskquotaconfig <feature> <quota> [<feature> <quota> [<feature> <quota>[<feature> <quota>]]|
<feature> DFHZMEIL. euq. pvo. tracking, reporting T3,
<quota> D NEITEEEL T,

1

mail.example.com> diskquotaconfig

Service Disk Usage (GB) Quota (GB)
Spam Quarantine (EUQ) 1 1
Policy, Virus & Outbreak Quarantines 1 3
Reporting 5 10

avy R sEZH
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ecconfig

ER7E

Ny FRR

avy R sEH |

Tracking 1 10
Miscellaneous Files 5 30
System Files Usage : 5 GB
User Files Usage : 0 GB
Total 13 54 of 143
Choose the operation you want to perform:
- EDIT - Edit disk quotas
[1> edit
Enter the number of the service for which you would like to edit disk quota:
1. Spam Quarantine (EUQ)
2. Policy, Virus & Outbreak Quarantines
3. Reporting
4. Tracking
5. Miscellaneous Files
1

1> 1

Enter the new disk quota -

[11> 1

Disk quota for Spam Quarantine (EUQ) changed to 1
Service Disk Usage (GB) Quota (GB)
Spam Quarantine (EUQ) 1 1
Policy, Virus & Outbreak Quarantines 1 3
Reporting 5 10
Tracking 1 10
Miscellaneous Files 5 30

System Files Usage : 5 GB
User Files Usage : 0 GB
Total 13 54 of 143
Choose the operation you want to perform:
- EDIT - Edit disk quotas
[r>

URL 7 A V&V » ZHERETHEN T DREAEO PN T 28k 74 7 > haREEI37
U7 LET,

VAV R— ENLERPRWGEIR, Zoavr FEEH LRV T EIN,

x> F UL, <hostname:port> F 7= 1% <IPv4 address:port> DRI T AMERH Y £, A—h
[ A IV G

T 7 H v N = EFEET HITIL, ecconfig server default & AJJ L E 7,

FEE : Zoa< Rt lcommit] 2SMHET,
PIOARARER  Zpa<vw RNt VIIAZNDOTRXTOLULTHEHTE £,
NYFaIV R Zoa<wy Ry TFBERXEhR—FLTWET,

« T 7 H N NUSNDRERT TA T b = NEIRET DI

> ecconfig server <server name:port>
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1

ecstatus

ER7AE

1

ecupdate

ER7E

TITHN OGRS FAT b P—=_EfEHT 21T

> ecconfig server default

mail.example.com> ecconfig

Enrollment Server: Not Configured (Use Default)

Choose the operation you want to perform:

- SETUP - Configure the Enrollment Server

[1> setup

Do you want to use non-default Enrollment server?

WARNING: Do not configure this option without the assistance of Cisco Support.
Incorrect configuration can impact the services using certificates from the Enrollment
server. [N]> vy

[1> 192.0.2.1

Choose the operation you want to perform:

- SETUP - Configure the Enrollment Server

[r>

URL 7 4 V& U > JHBE T3 2REBAELZ BEINICEST 20 ans, B2 7947
VROBEDONSR—T g U EFRRLUET,

MEE : Z0a<y RIZ lcommit] 1ZMEH D FH A,
JITALER  Zpavy RiEvyy = R TOAEHTE E7,
NYyFaAIVF: Zoaxwy Ry FELEZSR—FLTWHWERA,

mail.example.com> ecstatus
Component Version Last Updated
Enrollment Client 1.0.2-046 Never updated

URL 7 4 V2 U > JHERE TR 2REMAEH 2 BRI T 2D S D, B2 747
Y hEFETERLES, @%., ZOERIABNATONEY, Y RAa0¥R— MpbiER
MIRWERIE, Zoaxy FefRLRnTZaun,

force /X7 A —# (ecupdate [force]) Z=HEH L7=HE, ZEPRILINRITH, 27747 b
DEFT SNET,

FEE : Z0a<y K lcommit] 1ZMEH D FH A,
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. Ny FRR

IS ARER . T Da~<wy Niivi oy T— R TCOMEHATEE9,
NYF ARV K Zoa<wy RNy FERET R —FLTWET,

Ny FRH
> ecupdate [force]
l

mail.example.com> ecupdate
Requesting update of Enrollment Client.

encryptionconfig

BT A—NMEFLERELET,

ERAGE
e . Zoa~y KX lcommit) BAMETT,
JTALEH . ZDavy Riivy vy F— R TORFEHTEET,
NYF ATV R ZOavwy RENAyFELE YR — ML TWEEA,

151
WIZ, b7 e 7 7 A VEEET LR LET,

mail.example.com> encryptionconfig

IronPort Email Encryption: Enabled

Choose the operation you want to perform:

- SETUP - Enable/Disable IronPort Email Encryption

- PROFILES - Configure email encryption profiles

- PROVISION - Provision with the Cisco Registered Envelope Service

[1> setup

PXE Email Encryption: Enabled

Would you like to use PXE Email Encryption? [Y]>

WARNING: Increasing the default maximum message size (10MB) may result in
decreased performance. Please consult documentation for size recommendations
based on your environment.

Maximum message size for encryption: (Add a trailing K for kilobytes, M for
megabytes, or no letters for bytes.)

[10M]>

Enter the email address of the encryption account administrator
[administrator@example.com]>

IronPort Email Encryption: Enabled

Choose the operation you want to perform:

- SETUP - Enable/Disable IronPort Email Encryption

- PROFILES - Configure email encryption profiles

- PROVISION - Provision with the Cisco Registered Envelope Service

[1> profiles

Proxy: Not Configured

Profile Name Key Service Proxied Provision Status
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HIPAA Hosted Service No Not Provisioned
Choose the operation you want to perform:

- NEW - Create a new encryption profile

- EDIT - Edit an existing encryption profile

- DELETE - Delete an encryption profile

- PRINT - Print all configuration profiles

- CLEAR - Clear all configuration profiles

- PROXY - Configure a key server proxy

[1> edit

1. HIPAA

Select the profile you wish to edit:

11> 1

Profile name: HIPAA

External URL: https://res.cisco.com

Encryption algorithm: ARC4

Payload Transport URL: http://res.cisco.com

Envelope Security: High Security

Return receipts enabled: Yes

Secure Forward enabled: No

Secure Reply All enabled: No

Suppress Applet: No

URL associated with logo image: <undefined>

Encryption queue timeout: 14400

Failure notification subject: [ENCRYPTION FAILURE]

Failure notification template: System Generated

Filename for the envelope: securedoc_ ${date}T${time}.html

Use Localized Envelope: No

Text notification template: System Generated

HTML notification template: System Generated

Choose the operation you want to perform:

- NAME - Change profile name

- EXTERNAL - Change external URL

- ALGORITHM - Change encryption algorithm

- PAYLOAD - Change the payload transport URL

- SECURITY - Change envelope security

- RECEIPT - Change return receipt handling

- FORWARD - Change "Secure Forward" setting

- REPLYALL - Change "Secure Reply All" setting

- LOCALIZED_ENVELOPE - Enable or disable display of envelopes in languages
other than English

- APPLET - Change applet suppression setting

- URL - Change URL associated with logo image

- TIMEOUT - Change maximum time message waits in encryption queue
- BOUNCE_SUBJECT - Change failure notification subject

- FILENAME - Change the file name of the envelope attached to the encryption
notification.

[1> security

1. High Security (Recipient must enter a passphrase to open the encrypted
message, even if credentials are cached ("Remember Me" selected).)
2. Medium Security (No passphrase entry required if recipient credentials are
cached ("Remember Me" selected).)

3. No passphrase Required (The recipient does not need a passphrase to open the
encrypted message.)

Please enter the envelope security level:

11> 1

Profile name: HIPAA

External URL: https://res.cisco.com

Encryption algorithm: ARC4

Payload Transport URL: http://res.cisco.com

Envelope Security: High Security

Return receipts enabled: Yes

Secure Forward enabled: No

Secure Reply All enabled: No

Suppress Applet: No
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URL associated with logo image: <undefined>
Encryption queue timeout: 14400
Failure notification subject: [ENCRYPTION FAILURE]
Failure notification template: System Generated
Filename for the envelope: securedoc_ ${date}T${time}.html
Use Localized Envelope: No
Text notification template: System Generated
HTML notification template: System Generated
Choose the operation you want to perform:
- NAME - Change profile name
- EXTERNAL - Change external URL
- ALGORITHM - Change encryption algorithm
- PAYLOAD - Change the payload transport URL
- SECURITY - Change envelope security
- RECEIPT - Change return receipt handling
- FORWARD - Change "Secure Forward" setting
- REPLYALL - Change "Secure Reply All" setting
- LOCALIZED_ENVELOPE - Enable or disable display of envelopes in languages
other than English
APPLET - Change applet suppression setting
- URL - Change URL associated with logo image
- TIMEOUT - Change maximum time message waits in encryption queue
- BOUNCE_SUBJECT - Change failure notification subject
- FILENAME - Change the file name of the envelope attached to the encryption
notification.
[1> forward
Would you like to enable "Secure Forward"? [N]> y
Profile name: HIPAA
External URL: https://res.cisco.com
Encryption algorithm: ARC4
Payload Transport URL: http://res.cisco.com
Envelope Security: High Security
Return receipts enabled: Yes
Secure Forward enabled: Yes
Secure Reply All enabled: No
Suppress Applet: No
URL associated with logo image: <undefined>
Encryption queue timeout: 14400
Failure notification subject: [ENCRYPTION FAILURE]
Failure notification template: System Generated
Filename for the envelope: securedoc_ ${date}T${time}.html
Use Localized Envelope: No
Text notification template: System Generated
HTML notification template: System Generated
Choose the operation you want to perform:
- NAME - Change profile name
- EXTERNAL - Change external URL
- ALGORITHM - Change encryption algorithm
- PAYLOAD - Change the payload transport URL
- SECURITY - Change envelope security
- RECEIPT - Change return receipt handling
- FORWARD - Change "Secure Forward" setting
- REPLYALL - Change "Secure Reply All" setting
- LOCALIZED_ ENVELOPE - Enable or disable display of envelopes in languages
other than English
APPLET - Change applet suppression setting
- URL - Change URL associated with logo image
- TIMEOUT - Change maximum time message waits in encryption queue
- BOUNCE_SUBJECT - Change failure notification subject
- FILENAME - Change the file name of the envelope attached to the encryption
notification.
[r>
Proxy: Not Configured
Profile Name Key Service Proxied Provision Status
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encryptionstatus .

HIPAA Hosted Service No Not Provisioned
Choose the operation you want to perform:

- NEW - Create a new encryption profile

- EDIT - Edit an existing encryption profile

- DELETE - Delete an encryption profile

- PRINT - Print all configuration profiles

- CLEAR - Clear all configuration profiles

- PROXY - Configure a key server proxy

1>

IronPort Email Encryption: Enabled

Choose the operation you want to perform:

- SETUP - Enable/Disable IronPort Email Encryption

- PROFILES - Configure email encryption profiles

- PROVISION - Provision with the Cisco Registered Envelope Service

(1>

encryptionstatus

i

ER7AE

1

encryptionstatus 2~ RNiE, EA— LV X274 T7I7A TV A LEOPXExZ TV
ERAA Y =y BT Ty ANDNA—V gt arR—R MREBICER SN AR AR
ZT—\‘L/SE?—O

fEE : ZDa~<y NI Tcommit] ZIMEHD FH A,
HSRAAEE . —pavy R~y T— RCOMERATX 7,
NYyFaAIV R Zoavwy RNy FELEZSR—FLTOERA,

mail3.example.com> encryptionstatus

Component Version Last Updated

PXE Engine 6.7.1 17 Nov 2009 00:09 (GMT)

Domain Mappings File 1.0.0 Never updated
encryptionupdate

B

ERAE

encryptionupdate 2 v RiZ, EA— LV X2 UT 4 T I7A TV ALOPXEZ TV
DEFAZTRLET,

FEE : 2Dz~ N2 lcommit] 1ZMEH D FHA,
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B »
VIRRAEHE: ZOavy NIv vy E— RTOAMERATEET, &bz, Zoa~vy MiErm
TAYERAR (=¥hars s Lizvyy) TORMEATEET,
NyF ATV ER: Zoavy NIy FEREZ P R—FLTWEEA,
15
mail3.example.com> encryptionupdate
Requesting update of PXE Engine.
enginestatus
& BA

enginestatus I~ NI, 77 I7A TV A LETA R—TMIgo> TNAHERT TV DA
T =4 XL CPUMHREZFRT LD I NET,

ER7AE

1

M - oo~y R lcommit] (THEHY FH A,

JIGARER  Zpavy NI, TRTO~Y U E—R (IR Z, ITA—F <=2 v) TF
HAT&xd,

NYF AR Zoavy REANyFERXE AR — L TWET, FHMIZ OV T, help
enginestatus 2~ FEZASJLT, A T4 ~UTEZZRLTIEIN,

WOENL, T IAT VA ETARF—T NI RSTNBETRTCOT L P DAT—H AL CPU
ERARERRTDHHEEZRLTOVET,

vm30esal0086.1ibga> enginestatus

Choose the operation you want to perform:
- GRAYMAIL - View Graymail engine status
- SOPHOS - View Sophos engine status

- CASE - View CASE engine status

- AMP - View AMP engine status

- MCAFEE - View McAfee engine status

- ALL - View status of All engines

[1> ALL

CASE Status: UP CPU: 0.0%

Component Version Last Updated
CASE Core Files 3.5.0-008 Never updated
CASE Utilities 3.5.0-008 Never updated
Structural Rules 3.3.1-009-20141210 214201 Never updated
Web Reputation DB 20141211 111021 Never updated
Web Reputation Rules 20141211 111021-20141211 170330 Never updated
Content Rules unavailable Never updated
Content Rules Update unavailable Never updated
SOPHOS Status: UP CPU: 0.0%

Component Version Last Updated
Sophos Anti-Virus Engine 3.2.07.365.2 5.30 Never updated
Sophos IDE Rules 0 Never updated
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featurekey

BILL]

ER7GE

1

GRAYMAIL Status: UP CPU: 0.0%

Component
Graymail Engine
(GMT +00:00) updated

Graymail Rules
Graymail Tools
MCAFEE Status:
Component
McAfee Engine
McAfee DATs
AMP Status:
Component
AMP Client Settings
AMP Client Engine

UP CPU: 0.0%

UP CPU: 0.0%

Version
01-392.68

01-392.68#121
1.0.03

Version
5700
7437

Version
1.0
1.0

featurekey .

Last Updated

N10 Nov 2016 07:08

Never updated
Never updated

Last Updated
Never updated
Never updated

Last Updated
Never updated
Never updated

featurekey 2 ¥ Rif, VAT A ETHF Lo TA RX—T NI > TNDHTXTOKEE &
F—CHEETLEREF R LET, T, AL UEEEZ AT LD, B LUVEEEE
X —%F vl LTV THZIELTEET,

WRHABT 7T A T v A2 T, loadlicense

HZI LTI IEE N,

MeE : 0o~ KX lcommit] NHFTI,
JIAFER . Zavwy REIvyry T— RTOAEATEET,

NYyFaAIVEF: Zoaxwy RNy TFELESR—FLTWVERA,

(292 ~X—77) I L Ushowlicense

ZOFITIL, featurekey 2~ FZEH L THLWEREX—%2FT = v 7 LET,

mail3.example.com> featurekey
Module
Outbreak Filters
2014
IronPort Anti-Spam
2014
Sophos Anti-Virus
2014
Bounce Verification
2014
Incoming Mail Handling
2014
IronPort Email Encryption
2014
Data Loss Prevention
2014
McAfee
2014

Quantity
1

Choose the operation you want to perform:

Status
Active

Dormant

Active

Dormant

Active

Dormant

Active

Dormant

Remaining

28

30

26

30

20

30

25

30

days
days
days
days
days
days
days

days

Expiration Date

(293 =—72)

Tue Feb 25 06:40:53

Wed Feb 26 07:56:57

Sun Feb 23 02

Wed Feb 26 07

Sun Feb 16 08

Wed Feb 26 07:

Fri Feb 21 10:

Wed Feb 26 07

127

:56

:55

56:

07:

:56

148

:57

:58

57

10

:57
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- ACTIVATE - Activate a (pending) key.

- CHECKNOW - Check now for new feature keys.
[1> checknow

No new feature keys are available.

featurekeyconfig

B

ER7E

l

featurekeyconfig =~ N T, fEHAEERF—DX TV on—Re~vwT v EOF—DOHH
EHBIIT) LOICv v v aRETEET,

WEE : Zoa< Kt lcommit] SMLET,

JSAREW . Zpa<wr NI, TRTOYY U ET—R (VTR Z, IV—F <) T
ATx%d,

NYyF AT R Zoa<wry NIy FELSEZ TR —F L THERA,

Z OHITIL, featurekeyconfig =~ > K% ffiH L T autoactivate 35 JX O autocheck H§RE % A R — 7
MZLET,

mail3.example.com> featurekeyconfig

Automatic activation of downloaded keys: Disabled

Automatic periodic checking for new feature keys: Disabled
Choose the operation you want to perform:

- SETUP - Edit feature key configuration.

[1> setup

Automatic activation of downloaded keys: Disabled

Automatic periodic checking for new feature keys: Disabled
Choose the operation you want to perform:

- AUTOACTIVATE - Toggle automatic activation of downloaded keys.
- AUTOCHECK - Toggle automatic checking for new feature keys.
[1> autoactivate

Do you want to automatically apply downloaded feature keys? [N]> y
Automatic activation of downloaded keys: Enabled

Automatic periodic checking for new feature keys: Disabled
Choose the operation you want to perform:

- AUTOACTIVATE - Toggle automatic activation of downloaded keys.
- AUTOCHECK - Toggle automatic checking for new feature keys.
[1> autocheck

Do you want to periodically query for new feature keys? [N]> y
Automatic activation of downloaded keys: Enabled

Automatic periodic checking for new feature keys: Enabled
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generalconfig

B2LL]

ER7E

generalconfig .

generalconfig 2~ N&fifT 5L 77 U LR ETEETS,

e Zoa~< 2 i lcommit] NVNETY,

JITARER  ZDa<vy Rt $XTCO~YrET—F (FT7AX, IA—T <) TF
HActxEd,

NyF awr R Zoa<wy KRy TFERXE R —F L TWET, FEIZOWTIE, help
generalconfig 2 v REZ AN LT, 410740 ~VTZZRLTITZIN,

{5 : Internet Explorer B E— FDA—/N\—5 4 FOEE

healthcheck
Bl

ER7AE

KT, [E AT — Fa A — =T 4 FT 2812 R LET,

mail.example.com> generalconfig

Choose the operation you want to perform:

- IEOVERRIDE - Configure Internet Explorer Compatibility Mode Override

[1> ieoverride
For better web interface rendering, we recommend that you enable Internet
Explorer Compatibility Mode Override. However, if enabling this feature
is against your organizational policy, you may disable this feature.
Internet Explorer Compatibility Mode Override is currently disabled.

Would you like to enable Internet Explorer Compatibility Mode Override? [N]y

Choose the operation you want to perform:

- IEOVERRIDE - Configure Internet Explorer Compatibility Mode Override

[1>

EA—=N X2 T4 TTIAT 2 AOREEZHBLET, ~NVA Fxv 71k 0BEDR
TR A TDRET—H (BK3IBVH) DOV, TTI7AT 2 ADREDNHIH v
KR

M 2o~ R lcommit] (THEHY FH A,

JGAREE T oavwy RiE, TRTOY U EFT—F (WFRE, T—F, <) Tff
ATxEd,

NyF avwrs R Zoavy Ry FEALZSR—FLTWEEA,
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2t BA

ERAE

1
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mail.example.com> healthcheck

Analyzing the system to determine current health of the system.

The analysis may take a while, depending on the size of the historical data.
System analysis is complete.

The analysis indicates that the system has experienced the following issue(s)recently:
Entered Resource conservation mode

Delay in mail processing

High CPU usage

High memory usage

Based on this analysis,

we recommend you to contact Cisco Customer Support before upgrading.

CPUMRHE, UV—7 Xa— DKA=Y, 77794 T 0 AOIF I E e m <
SA—HDOLEXVMEEZHRELET

e : Zoa< K lcommit] NHEETI,

JSRABEM . Zpavy NI, TR_RTOYET—F (UPFREZ, TA—F, <) T
ATxEd,

NyF avrs R Zoavy RNy FELAZ SR —FLTWEEA,

mail.example.com> healthconfig

Choose the operation you want to perform:

- WORKQUEUE - View and edit workqueue-health configuration.

- CPU - View and edit CPU-health configuration.

- SWAP - View and edit swap-health configuration.

[1> workqueue

Number of messages in the workqueue : 0

Current threshold on the workqueue size : 500

Alert when exceeds threshold : Disabled

Do you want to edit the settings? [N]> y

Please enter the threshold value for number of messages in work queue.
[500]> 550

Do you want to receive alerts if the number of messages in work queue exceeds
threshold value? [N]> n

Choose the operation you want to perform:

- WORKQUEUE - View and edit workgqueue-health configuration.

- CPU - View and edit CPU-health configuration.

- SWAP - View and edit swap-health configuration.

[1> cpu

Overall CPU usage : 0 %

Current threshold on the overall CPU usage: 85 %

Alert when exceeds threshold : Disabled

Do you want to edit the settings? [N]> y

Please enter the threshold value for overall CPU usage (in percent)
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ntpconfig
2R

ERAE

1

ntpconfig .

[85]1> 90

Do you want to receive alerts if the overall CPU usage exceeds threshold value?[N]> n
Choose the operation you want to perform:

- WORKQUEUE - View and edit workgqueue-health configuration.

- CPU - View and edit CPU-health configuration.

- SWAP - View and edit swap-health configuration.

[1> swap
Number of pages swapped from memory in a minute : 0O
Current threshold on the number of pages swapped from memory per minute : 5000

Alert when exceeds threshold : Disabled

Do you want to edit the settings? [N]> y

Please enter the threshold value for number of pages swapped from memory in a
minute.

[5000]1> 5500

Do you want to receive alerts if number of pages swapped from memory in a
minute exceeds the threshold? [N]> n

Choose the operation you want to perform:

- WORKQUEUE - View and edit workgqueue-health configuration.

- CPU - View and edit CPU-health configuration.

- SWAP - View and edit swap-health configuration.

(>

ntpconfig 2~ RTIE, Xy hU—2 XA A 7 nr haj (NTP) ZHEHL T AT A Y
0y EMoarva—&EEEIT S L 91T, AsyncOS ZXELE T, NTP #4727 51
IZ. settime o~ F&MHEHALE7,

feE : Zoa<r N Tcommit] NUETT,

JIGARER  Zpavy NI, TRTO~YE—R (IR Z, IA—F, <=2 v) TF
AT&EEd,

NyF avwrs R Zoavy Ry FELZR—FLTWEEA,

mail3.example.com>

ntpconfig

Currently configured NTP servers:

1. time.ironport.com

Choose the operation you want to perform:

- NEW - Add a server.

- DELETE - Remove a server.

- SOURCEINT - Set the interface from whose IP address NTP queries should originate.
- AUTH - Configure NTP authentication.

[1> new

Please enter the fully qualified hostname or IP address of your NTP server.
[1> ntp.example.com

Currently configured NTP servers:

1. time.ironport.com

2. bitsy.mit.edi

Choose the operation you want to perform:
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- NEW - Add a server.

- DELETE - Remove a server.

- SOURCEINT - Set the interface from whose IP address NTP queries should
originate.

- AUTH - Configure NTP authentication.

[1> sourceint

When initiating a connection to an NTP server, the outbound IP address
used is chosen automatically.

If you want to choose a specific outbound IP address,please select

its interface name now.

Auto

Management (172.19.0.11/24: elroy.run)

PrivateNet (172.19.1.11/24: elroy.run)

PublicNet (172.19.2.11/24: elroy.run)

11> 1

urrently configured NTP servers:

time.ironport.com

bitsy.mit.edi

Choose the operation you want to perform:

- NEW - Add a server.

- DELETE - Remove a server.

- SOURCEINT - Set the interface from whose IP address NTP queries should originate.
- AUTH - Configure NTP authentication.

[1> auth

1.
2.
3.
4.
[
c
1
2

Would you like to enable NTP authentication? [N]>yes
Currently configured NTP servers:

1. time.ironport.com

2. bitsy.mit.edi

Authentication is on

Choose the operation you want to perform:

- NEW - Add a server.

- DELETE - Remove a server.

- SOURCEINT - Set the interface from whose IP address NTP queries should
originate.

- AUTH - Configure NTP authentication.

mail3.example.com> commit

Please enter some comments describing your changes:

[1> Added new NTP server

Do you want to save the current configuration for rollback? [Y]> n
Changes committed: Fri May 23 11:42:12 2014 GMT

portalregistrationconfig

Cisco Spam Submission Tracking Portal |%, & A — /L& BRE DA & 0O A /X WO 2 1B B
L. Mo THBESNTEHHA v E—VE2 VA TRETE D, WebX—ADY—/LTY, Z
DR—=ZNVTE AT LT XTOT T T A7 o ARG ID 2> Z & BNBE T,
ek ID ZF%E T 521X, CLI T portalregistrationconfig 2~y R&afHLET, 7
TIAT VANT TAZD—ERTRWGE, EHT 2T ~TOT 7T A7 AT i@ D% g%
ID ZRET DLENHY £7,
R—=FNVDOFHEHNZONWTIE, 22— A RERIEIA L TA v ~VT DT U FARLDEES
LT 7EE,
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ER7AE

1

reboot

B2LL]

ERAE

1

repengstatus

B2k

He® : Zoa<y Kt Tcommit] 2AH43ETI,

mans

JGAREE . Zoawy RiE, TRTOY U EFT—F (WFREZ, T—F, =) Tff

HTEEd,
NyF azws K Zoavy RNy FERZ R — L THEEA,

mail3.example.com> portalregistrationconfig
Choose the operation you want to perform:

- REGISTRATION ID - Set up the Registration ID.
[1> registration_id
Enter the new value of the Registration ID.
[1> registrationidexamplel234

TFIAT A BESHLET,

Fe® : Z0a<y K Tcommit] 1ZMEH D FHA,
IS ARER - Cpawy Rig~wyvy B— RTCORFEHTXET,
NYF AT KR Zoa~y RNy FEXREZVR—F L TWERTA,

mail3.example.com> reboot

Enter the number of seconds to wait before abruptly closing connections.
[30]>

Waiting for listeners to exit...

Receiving suspended.

Waiting for outgoing deliveries to finish...

Mail delivery suspended.

LEa2TF—2ay PR — g UEREER LUET,
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ERAGE
eE : ZDa~y K2 Tcommit) ZLEH D EFH A,
JIAZEH  ZDav s RiIvvy = FCORENTEET,
NYFARVE: Zoavy NNy FREREZ R — L TWEREA,

1

mail.example.com> repengstatus

Component Last Update Version
Reputation Engine 28 Jan 2014 23:47 (GMT +00:00) 1
Reputation Engine Tools 28 Jan 2014 23:47 (GMT +00:00) 1
resume
=z
& BA
ZAE LBMEE B L E T,

ERRGE
eE . Zoa~<y K2 Tcommit) [IX4EH Y A,
JIABER  ZDavy RiEvyy F— FCOLEMTEET,
NyFAIUER: Zoavr IRy FELEF AR — L TWEREA,

1

mail3.example.com> resume

Receiving resumed for Listener 1.

Mail delivery resumed.

Mail delivery for individually suspended domains must be resumed individually.

resumedel

2R
AL(R 2 FEB L% T,
RS &

MEE : Z0a<y R lcommit] 1ZMEH D FHA,
TS AREE . Zpa<wy Riivwiy B— R TORFEHTXET,
NYyFaAIVEF: Zoa<vwy Ry TFELESR—FLTOWERA,
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l

mail.example.com> resumedel

Currently suspended domains:

1. domainl.com

2. domain2.com

3. domain3.com

Enter one or more domains [comma-separated] to which you want to resume delivery.
[ALL]> domainl.com, domain?2.com

Mail delivery resumed.

resumelistener

& A
Y AF—TOZFEEHEHLET,

ERAGE
fEE : Zoa< N Tcommit] FH4EHY FHA,
JIAZER  ZOavy RiIvvy E— R COREHATEET,
NYF AR Zoavy RNy TFERXE R — KL TWERA,

1

mail3.example.com> resumelistener

Choose the listener(s) you wish to resume.
Separate multiple entries with commas.

1. All

2. InboundMail

3. OutboundMail

[11> 1

Receiving resumed.

mail3.example.com>

revert

5EA
PRV Y —2IZELET,

ERAE
Fe® : Za<y K2 Tcommit] 1ZMEH D FHA,

JSAREE . Zpavy RiE, TRTOYEF—F (WFRE, T—F <) Tff
ATxEd,

NYF ARV K ZOavy FENy FEREZR—F LT EE A,
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1
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mail.example.com> revert
This command will revert the appliance to a previous version of AsyncOS.
WARNING: Reverting the appliance is extremely destructive.
The following data will be destroyed in the process:
- all configuration settings (including listeners)
- all log files
- all databases (including messages in Virus Outbreak and Policy quarantines)
- all reporting data (including saved scheduled reports)
- all message tracking data
- all IronPort Spam Quarantine message and end-user safelist/blocklist data
Only the network settings will be preserved.
Before running this command, be sure you have:
- saved the configuration file of this appliance (with passphrases unmasked)
- exported the IronPort Spam Quarantine safelist/blocklist database

to another machine (if applicable)
- waited for the mail queue to empty
Reverting the device causes an immediate reboot to take place.
After rebooting, the appliance reinitializes itself and reboots
again to the desired version.

Available versions

1. 9.1.0-019
Please select an AsyncOS version [1]:
Do you want to continue? [N]>

settime =~ N TiX, NTP V—_ZHH L TCWARWESICHZ 2 FEICRETE XY, =
Da<wy REFTTHE, NTPEEIELTTEHTUAT L 70y 7 &R ETDHNE I »ER
SIET, BEZIIT MM/DD/YYYY HH:MM:SS DR TA S LE T,

Me® : Za<y K2 Tcommit] 1ZMEH D FH A,
JSRAREM . —pa<wy Riivwiy B— RTCOMEHATXET,
NYyFaAv R Zoavwy NIy FELXLEZ R —F L TOHERA,

mail3.example.com> settime

WARNING: Changes to system time will take place immediately
and do not require the user to run the commit command.
Current time 09/23/2001 21:03:53.

This machine is currently running NTP.

In order to manually set the time, NTP must be disabled.

Do you want to stop NTP and manually set the time? [N]> Y
Please enter the time in MM/DD/YYYY HH:MM:SS format.

[1> 09/23/2001 21:03:53

Time set to 09/23/2001 21:03:53.
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settz

B2LL]

ERAE

11

shutdown

B7LL]

B—HN B L ERELET,

M€ : Zoa< KX lcommit] 2NHHEETY,

settz .

ISRABEM . Zpavy NI, TR_RTOIYEFT—F (UFREZ, TA—F, <) T

MTEET,

NyF avwrs R Zoavy Ry FEAZ S R—FLTWEEA,

mail3.example.com> settz

Current time zone: Etc/GMT

Current time zone version: 2010.02.0
Choose the operation you want to perform:
- SETUP - Set the local time zone.

[1> setup

Please choose your continent:

1. Africa

2. America

[ ... ]

11. GMT Offset

[2]> 2

Please choose your country:

1. Anguilla

[ ... 1]

45. United States

46. Uruguay

47. Venezuela

48. Virgin Islands (British)

49. Virgin Islands (U.S.)

[45]> 45

Please choose your timezone:

1. Alaska Time (Anchorage)

2. Alaska Time - Alaska panhandle (Juneau)
[ ...]

21. Pacific Time (Los Angeles)

[21]> 21

Current time zone: America/Los_Angeles
Choose the operation you want to perform:
- SETUP - Set the local time zone.

[1>

VAT hEVYy NEU VL TEREYY £,
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smaconfig

L

B R%

l
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WEE : Z0a<y R lcommit] IZMEH D FH A,
JGARER . Zpa<y Riivwyy T— RCOREHRATEET,
NYyFaAIV R Zoavy RNy FEXLEZSR—FLTOHERA,

mail.example.com> shutdown

Enter the number of seconds to wait before forcibly closing connections.
[30]>

System shutting down. Please wait while the queue is being closed...
Closing CLI connection.

The system will power off automatically.

Connection to mail.example.com closed.

« WHBH (98 —Y)
« fEE (98 —)
o 5] (98 ~X—3)

smaconfig a< F%{%ﬁﬁj—é & N SMAE'%%;”E/\Oif ‘_‘& & ﬂ?“‘@)ﬁj}u\ ﬁ”%‘é\ iflﬂi%ﬂi\‘%ﬁi
I EMTEET,

fEE : Z0Oa~2 NiE Tcommit] DSMLEETY,

PDISRRAEE . Z0a<v NiE, I R_XTO~YrET—RK (VTR Z, IN—TF, <) TF
HT&EET,

NYyFaAvo R Zoa<wr NIy FEXREZ R —F L THET,

WROF|TC, smaconfig I ¥ KT AL, a7y X2 VT 0BT 94T A
(SMA) ICEA—NtXa VT 4 7T T34 7 o A RpidiiF—2 /A L CGEIL, SMA#E

BLOFEM (KA MMy La—W F—) 2R RTEET,

mail.example.com> smaconfig

Choose the operation you want to perform:

- ADD - Add a new SMA Connection Parameter and Key.
[1> add

Enter the hostname of the system that you want to add.
[1> m380903.1ibga
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Enter the user key of the host m380g03.ibga.
Press enter on a blank line to finish.

SSH2:dsa
10.76.71.107 ssh-dss

SMA host key was added successfully.

Choose the operation you want to perform:

- ADD - Add a new SMA Connection Parameter and Key.

- DELETE - Remove an existing SMA Connection Parameter and Key.
- PRINT - Display all SMA Parameters and Keys.

[1> print
1. Hostname: m380q03 1bqa Keys SSH2 dsalO 76. 71 107 ssh dss

Choose the operation you want to perform:

- ADD - Add a new SMA Connection Parameter and Key.

- DELETE - Remove an existing SMA Connection Parameter and Key.
- PRINT - Display all SMA Parameters and Keys.

[r>

sshconfig

Bl
SSH =B L2 —H F—FELHRELET,

ERAGE
e : Zoa<y Rk lcommit) AHETT,
JIARER  ZOav Yy RiE7 7 A% £— R CORERATEET,
NyF avws R Zoavy NNy FRERE R —F L TWEREA,

15
« i : SSH — W DfRE (99 ~—2)
B EHET T PO LWARF—DA A h—/L (101 X—)
o il AKHEIIRT Ty 7 VA RNETIEIATYA RUARNELTIPT RLRAEZSGHE (101 ~<—
)
5l - SSH H—/\HERDIFEE
WROFNE, SSH Y — & w1 2 T iEOH 2R L TWET,

mail.example.com> sshconfig
Choose the operation you want to perform:
- SSHD - Edit SSH server settings.

avy R sEZH
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- USERKEY - Edit SSH User Key settings
[1> sshd
ssh server config settings:
Public Key Authentication Algorithms:
rsal
ssh-dss
ssh-rsa
Cipher Algorithms:
aesl28-ctr
aesl92-ctr
aes256-ctr
arcfour256
arcfourl2s8
aesl28-cbc
3des-cbc
blowfish-cbc
castl28-cbc
aesl92-cbc
aes256-cbc
arcfour
rijndael-cbc@lysator.liu.se
MAC Methods:
hmac-md5
hmac-shal
umac-64@openssh.com
hmac-ripemdl160
hmac-ripemdl60@openssh.com
hmac-shal-96
hmac-md5-96
Minimum Server Key Size:
1024
KEX Algorithms:
diffie-hellman-group-exchange-sha256
diffie-hellman-group-exchange-shal
diffie-hellman-groupl4-shal
diffie-hellman-groupl-shal
Choose the operation you want to perform:
- SETUP - Setup SSH server configuration settings
[1> setup
Enter the Public Key Authentication Algorithms do you want to use
[rsal, ssh-dss, ssh-rsa]>
Enter the Cipher Algorithms do you want to use
[aes128—ctr, aes1 P—ctr, aes?56—ctr, arcfour256, arcfour1 28, aes128-doc, 3des—doc, blowfish-doc, cast128-doc, aes1 P-doc, aes256-doc, arcfaur,
rijndael-cbc@lysator.liu.se]>
Enter the MAC Methods do you want to use
[hmac-md5, hmac-shal, umac-64Qopenssh. com, hmac—ripemdl 60, hmac-ripemdl 60@openssh. com, hmac-shal-96, hmac-md5-961>
Enter the Minimum Server Key Size do you want to use
[10241>
Enter the KEX Algorithms do you want to use
[diffie-hel Imen—grovp-exchange-sha?56, di ffie-hel Iman—group-exchange—shal, di ffie-hel Imengroupl 4—shal, di ffie-hel Imenrgroupl ~shal >
ssh server config settings:
Public Key Authentication Algorithms:
rsal
ssh-dss
ssh-rsa
Cipher Algorithms:
aesl28-ctr
aesl92-ctr
aes256-ctr
arcfour256
arcfourl2s8
aesl28-cbc
3des-cbc
blowfish-cbc
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castl28-cbc
aesl92-cbc
aes256-cbc
arcfour
rijndael-cbc@lysator.liu.se
MAC Methods:
hmac-md5
hmac-shal
umac-64Q@openssh.com
hmac-ripemdl160
hmac-ripemdl60@openssh.com
hmac-shal-96
hmac-md5-96
Minimum Server Key Size:
1024
KEX Algorithms:
diffie-hellman-group-exchange-sha256
diffie-hellman-group-exchange-shal
diffie-hellman-groupl4-shal
diffie-hellman-groupl-shal
Choose the operation you want to perform:
- SETUP - Setup SSH server configuration settings
[r>
Choose the operation you want to perform:
- SSHD - Edit SSH server settings.
- USERKEY - Edit SSH User Key settings
[r>

Bl EBETHO FOHLWAKHF—DA VR =L
WOBITIE, BEEET DT bOFHRARF—%A A =L LET,

mail.example.com> sshconfig

Choose the operation you want to perform:

- SSHD - Edit SSH server settings.

- USERKEY - Edit SSH User Key settings

[1> userkey

Currently installed keys for admin:

Choose the operation you want to perform:

- NEW - Add a new key.

- USER - Switch to a different user to edit.

[1> new

Please enter the public SSH key for authorization.
Press enter on a blank line to finish.

[-paste public key for user authentication here-]
Choose the operation you want to perform:

- SSHD - Edit SSH server settings.

- USERKEY - Edit SSH User Key settings

[r>

Bl KEERE TSI VAR MERIEIRTASA R)RARELTIPT FLAERDEE

TTIAT U AETIY ipblockd Y= EANFEIHINTH, KR T T w7 A NEEZX
RUA RV ARNELTHEENZIP T RURIREESNE T,

N

GE)  AsyncOS11.02LAETOD R, IPT RV RZKKHIRT T v 7 VA MEIZIZHRYA R AREL
THETEET,
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B stews

WORFNE, IP T KL RAZKBRZRART A MU R MELTHET A HEZRLTWET,

mail.example.com> sshconfig

Choose the operation you want to perform:

- SSHD - Edit SSH server settings.

- USERKEY - Edit SSH User Key settings

- ACCESS CONTROL - Edit SSH whitelist/blacklist
[1> access control

Choose the operation you want to perform:

- WHITELIST - Manage the persistent whitelist
- BLACKLIST - Manage the persistent blacklist
[1> whitelist

Choose the operation you want to perform:
- ADD - Add address (es)

- REMOVE - Remove address (es)

- PRINT - Print addresses

[1> add

Enter an IP address or a comma-separated list of addresses.
Addresses already in the Whitelist will be ignored.
[1> 10.8.85.77

The addresses were successfully added to the Whitelist

ROBNZ, IPT RLAZKBHIRT T 7 VAR LTHET L HEEZRLTVWET,

mail.example.com> sshconfig

Choose the operation you want to perform:

- SSHD - Edit SSH server settings.

- USERKEY - Edit SSH User Key settings

- ACCESS CONTROL - Edit SSH whitelist/blacklist
[1> access control

Choose the operation you want to perform:

- WHITELIST - Manage the persistent whitelist
- BLACKLIST - Manage the persistent blacklist
[1> blacklist

Choose the operation you want to perform:

- ADD - Add address (es)

- REMOVE - Remove address (es)

- PRINT - Print addresses

[1> add

Enter an IP address or a comma-separated list of addresses.
Addresses already in the Whitelist will be ignored.

[1> 10.8.85.77

The addresses were successfully added to the blacklist

status

B2k

VAT AT —H A FRRLET,
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1

mail3.example.com> status

Status as of: Thu Oct 21 14:33:27 2004 PDT
Up since: Wed Oct 20 15:47:58 2004 PDT (22h 45m 29s)
Last counter reset: Never
System status: Online
Oldest Message: 4 weeks 46 mins 53 secs
Feature - McAfee: 161 days
[....]
Feature - Outbreak Filters: 161 days
Counters: Reset Uptime Lifetime
Receiving
Messages Received 62,049,822 290,920 62,049,822
Recipients Received 62,049,823 290,920 62,049,823
Rejection
Rejected Recipients 3,949,663 11,921 3,949,663
Dropped Messages 11,606,037 219 11,606,037
Queue
Soft Bounced Events 2,334,552 13,598 2,334,552
Completion
Completed Recipients 50,441,741 332,625 50,441,741
Current IDs
Message ID (MID) 99524480
Injection Conn. ID (ICID) 51180368
Delivery Conn. ID (DCID) 17550674
Gauges: Current
Connections
Current Inbound Conn. 0
Current Outbound Conn. 14
Queue
Active Recipients 1
Messages In Work Queue 0
Kilobytes Used 92
Kilobytes Free 8,388,516
Quarantine
Messages In Quarantine
Policy, Virus and Outbreak 0
Kilobytes In Quarantine
Policy, Virus and Outbreak 0

supportrequest
Bk

VAADAAFw—PR— M AvE—VEXMELET, ZO0a~vr REeEATHICR. T
FGAT VAN B —Fy MIBEFA—NEEETEIVLENDLVET, FTFTTNAVTF oy bR
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HERICIER S E T, £, YR FERZBFO T 70 F 7y MCBEEMNT 228 6T
TET

TTIGAT U ANS YA T 7 =J)v BaR— MIE#EY 7823 5121, Cisco.com == —
IDNZDT T TAT  ADH—EREKNEE T SN TWHMERH Y £§, Cisco.com 7
27 7 A VCBUEREMT 5TV D h—E A DO —F 2 BT 5121E, Cisco.com Profile
Manager (https://sso.cisco.com/autho/forms/CDClogin.html) (27 7 A L TL 723\, Cisco.com
DA—=PFID BRVEEIT, BELTID ZHG L TIZE W, A TA 2 ~AVTDTH T
s DOBGKZET D EH, BEVNOY V=202 —FH A REBRB LTI EE0,

FEE : Za<y KIZ lcommit] 1ZMEH D FH A,

JIAREM . Zoa<vw s RiIwY ry B— R TORMERATEET, 51T, Z0avwyr Nigne
TAUVIRA N (=R s A Lizvyy) TOMEATEET, ZDa~vr ReERAT 5
i, m— AN 77 ANV VAT AT I BATEHLERHY £7,

NYyFaAvo R Zoavry NIy FELEZR—F L TOERA,

WIZ, BHFOYR—F Fry MIEE LRV R— FEROBIZR L ET,

mail.example.com> supportrequest

Please Note:

If you have an urgent issue, please call one of our worldwide Support Centers
(www.cisco.com/support). Use this command to open a technical support request
for issues that are not urgent, such as:

- Request for information.

- Problem for which you have a work-around, but would like an alternative
solution.

Do you want to send the support request to supportrequest@mail.ga?

[Y]>

Do you want to send the support request to additional recipient(s)?

[N]>

Is this support request associated with an existing support ticket?

[N]>

Please select a technology related to this support request:

1. Security - Email and Web

2. Security - Management

[11> 1

Please select a subtechnology related to this support request:

1. Cisco Email Security Appliance (C1lx0,C3x0, C6x0, X10x0) - Misclassified
Messages

2. Cisco Email Security Appliance (Clx0,C3x0, C6x0, X10x0) - SBRS

3. Cisco Email Security Appliance (Clx0,C3x0, C6x0, X10x0) - Other

4. Email Security Appliance - Virtual

[11> 3

Please select the problem category:

1. Upgrade

2. Operate

3. Configure

4. Install

[11>

Please select a problem sub-category:
1. Error Messages, Logs, Debugs
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supportrequeststatus .

Software Failure

Interoperability

Configuration Assistance

Install, Uninstall or Upgrade

Hardware Failure

Licensing

Data Corruption

Software Selection/Download Assistance
. Passphrase Recovery
1> 5
Please enter a subject line for this support request:

[1> <Subject line for support request>
Please enter a description of your issue, providing as much detail as possible
to aid in diagnosis:

[1> <Description of issue>

It is important to associate all your service contracts with your Cisco.com profile (CCO
ID) in order for you to receive complete
access to support and services from Cisco. Please follow the URLs below to associate
your contract coverage on your Cisco.com profile.
If you do not have a CCO ID, please follow
the URL below to create a CCO ID.
How to create a CCO ID:
https://tools.cisco.com/RPF/register/register.do
How to associate your CCO ID with contract:
https://tools.cisco.com/RPFA/profile/profile management.do
Frequently Asked Question:
http://www.cisco.com/web/ordering/cs_info/fags/index.html
Select the CCOID
1. New CCOID

[11>
Please enter the CCOID of the contact person :

[1> your name
The CCO ID may contain alphabets, numbers and '@', '.', '-' and ' ' symbols.
Please enter the CCOID of the contact person :

[1> me@example.com
Please enter the name of the contact person :

[1> yourname
Please enter your email address:

[1> me@example.com
Please enter the contract ID:

[1> 1234
Please enter any additional contact information (e.g. phone number) :
1>
Please wait while configuration information is generated...
Do you want to print the support request to the screen?

[N]>

— = WO 00 J o U W

= O .

supportrequeststatus

BILL]

ER7GE

CiscoTAC DY R — FZERTAH7ZHD, iR — FERF—TU — R RX—=D g UIFREFERLE
j—o

TeE  Zoa<r R lcommit] IZMNEHD FH A,
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IR Zpavy NI, TRTOYI U E—F (592 %, TA—F <) Tff
HT&Exd,

NYyFaAIVF: Zoavwy Ry TFELESR—-FLTOWERA,

mail.example.com> supportrequeststatus

Component Version Last Updated
Support Request 1.0 Never updated
supportrequestupdate

B7LL]

ER7AE

1

suspend

B7LL]

ER7AE

1

Cisco TAC DY R— FEZBERTH7-DD, Y R— FERF—TU— ROFHET v 75— 2Bk
Li‘a"o

Mg - oo~ R lcommit] (THEH FH A,

JIGRAREE . Zpavy NI, TRTOYI U E— R (592 %, TA—F <) Tff
HAT&Ed,

NYyFaAIVEF: Zoa<xwy Ry TFELESR—-FLTOWERA,

mail.example.com> supportrequestupdate
Requesting update of Support Request Keywords.

A5 LBUE 2 T L £,

WEE : Zoa<y R Tcommit] IZMEH D FH A,
JGARER . Zpa<y Riivwyy B— RCOREHATEET,
NYF AR KR Zoa~vy RNy FEXREZPR—FLTWERTA,

mail3.example.com> suspend
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suspenddel .

Enter the number of seconds to wait before abruptly closing connections.
[30]1> 45

Waiting for listeners to exit...

Receiving suspended for Listener 1.

Waiting for outgoing deliveries to finish...

Mail delivery suspended.

mail3.example.com>

suspenddel

B
(S Z T L R 9

ERAE
feE : ZDa~ RIZ lcommit) (TMEH Y A,
JTALER  ZDavy R~y y = RTORBEHATEET,
NYF AR Zoavry RNy TFERXE R — L THERA,

1

mail.example.com> suspenddel

Enter the number of seconds to wait before abruptly closing connections.

[30]>

Enter one or more domains [comma-separated] to which you want to suspend delivery.
[ALL]> domainl.com, domain2.com, domain3.com

Waiting for outgoing deliveries to finish...

Mail delivery suspended.

suspendlistener

aBEA
TR % P L E T

FERAAGE
e : Zoa~ RIZ lcommit) (IMEH Y WA,
JGARER . ZDav s Niivyy BE— RCOMEHTEET,
NYyF AIVER: Zoavwy Ry FEXEZFR—FLTWEHA,

1

mail3.example.com> suspendlistener

Choose the listener(s) you wish to suspend.
Separate multiple entries with commas.

1. All

avy R sEZH
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tcpservices

ELL]

ER7E

1

avy R sEH |

2. InboundMail

3. OutboundMail

[11> 1

Enter the number of seconds to wait before abruptly closing connections.
[30]>

Waiting for listeners to exit...

Receiving suspended.

mail3.example.com>

Tut AL TN TV D 7 7 A VI DI REFRRLET,

FEE : ZDa< v KT Tcommit] ITMEH Y FH A,
JIGARER . Zpavw L RiEvyr BE— R TORMERTE 9,
NYyFaAvo R Zoa<wry NIy FEXREZPR—F L TOHERA,

mail.cisco.com> tcpservices
System Processes (Note: All processes may not always be present)

ftpd.main - The FTP daemon

ginetd - The INET daemon

interface - The interface controller for inter-process communication

ipfw - The IP firewall

slapd - The Standalone LDAP daemon

sntpd - The SNTP daemon

sshd - The SSH daemon

syslogd - The system logging daemon

winbindd - The Samba Name Service Switch daemon
Feature Processes

euq webui - GUI for ISQ

gui - GUI process

hermes - MGA mail server

postgres - Process for storing and querying quarantine data

splunkd - Processes for storing and querying Email Tracking data
COMMAND USER TYPE NODE NAME
interface root IPv4 TCP 127.0.0.1:53
postgres pgsql IPv4 TCP 127.0.0.1:5432
gabackdoo root IPv4 TCP *:8123
ftpd.main root IPv4 TCP 10.1.1.0:21
euq webui root Ipv4 TCP 10.1.1.0:83
euq webui root IPv6 TCP [2001:db8::]1:83
gui root IPv4 TCP 172.29.181.70:80
gui root IPv4 TCP 10.1.1.0:80
gui root IPv6 TCP [2001:db8::]1:80
gui root IPv4 TCP 172.29.181.70:443
gui root IPv4 TCP 10.1.1.0:443
gui root IPv6 TCP [2001:db8::]:443
ginetd root IPv4 TCP 172.29.181.70:22
ginetd root IPv4 TCP 10.1.1.0:22
ginetd root IPv6 TCP [2001:db8::]1:22
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techsupport
2R

ERAE

1

ginetd
ginetd
hermes
splunkd
splunkd
api_serve
api_serve
api_serve
api_serve
java

root
root
root
root
root
root
root
root
root
root

IPv4
IPVG6
IPv4
IPv4
IPv4
IPv4
IPVG6
IPv4
IPVG6
IPVG6

TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP

10.1.1.0:2222
[2001:db8::]1:2222
172.29.181.70:25
127.0.0.1:8089
127.0.0.1:9997
10.1.1.0:6080
[2001:db8::]1:6080
10.1.1.0:6443
[2001:db8::]:6443
[::127.0.0.1]1:9999

CiscoTAC NV AT AT VB ATEL LI LET,

MeE - oo~ R lcommit] (THEH FH A,
JTARER . ZDavy NiIviy E— R TOMEATEET,
NYyFaAIU R Zoavy NIy FEXLEZSR—FLTOWERA,

mail3.example.com> techsupport
Service Access currently disabled.

Serial Number:

):9:0:9:9:0:0:0:0:0:0.0.6..0.0.9.0:0:0:¢

Choose the operation you want to perform:
- SSHACCESS - Allow a Cisco IronPort Customer Support representative to remotely access
without establishing a tunnel.
- TUNNEL - Allow a Cisco IronPort Customer Support representative to remotely access

your system,

your system,

for communication.
- STATUS - Display the current techsupport status.

[1> sshaccess

and establish a secure tunnel

A random seed string is required for this operation
1. Generate a random string to initialize secure communication (recommended)

2. Enter a random string

[1]1> 1

Are you sure you want to enable service access? [N]> y
Service access has been ENABLED.
QT22-JQZF-YAQL-TL8L-8Q@2L-95
to your Cisco IronPort Customer Support representative.

Service Access currently ENABLED

Tunnel option is not active.

Serial Number

T XXXXXXXXXXXX - XXXXXXX

Please provide the string:

(0 current service logins).

Choose the operation you want to perform:
- DISABLE - Prevent customer service representatives from remotely accessing your system.
- STATUS - Display the current techsupport status.

[1>

techsupport .
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tisverify

B2LL]

ERAE

Ny FR

1

trace

L

anh

avv R sEH |

A5 TLS Bafse &2 BT U CHENL L, 5856 R A A CBET 2% TLS #5t DA 7 Ny 7 L&
T B AMNLT DX, RAET D ALV E5E0EARA MEFRE L E9, AsyncOSIE, SE72
(MRFE) TLS BREITHS W T TLS B 2 el L £ 97,

WEE : Z0a<y R Tcommit] IZMEH D FH A,
G ARER . Zpa<y Riivwyy B— RCOREHATEET,
NyF AT KR Zoa~vy RNy FEXREZ VP R—FLTWET,

tisverify =~ > ROy FIRAZMEMHT D5 & /KD CLI 2< > FOT X TORELZFIT L,
FEDRA M LD TLS #fi e F= v 7 TE X,

tlsverify <domain> <hostname>|[:<port>]

mail3.example.com> tlsverify

Enter the TLS domain to verify against:

[1> example.com

Enter the destination host to connect to. Append the port (example.com:26) if you are
not connecting on port 25:

[example.com] > mxe.example.com:25

Connecting to 1.1.1.1 on port 25.

Connected to 1.1.1.1 from interface 10.10.10.10.

Checking TLS connection.

TLS connection established: protocol TLSvl, cipher RC4-SHA.
Verifying peer certificate.

Verifying certificate common name mxe.example.com.

TLS certificate match mxe.example.com

TLS certificate verified.

TLS connection to 1.1.1.1 succeeded.

TLS successfully connected to mxe.example.com.

TLS verification completed.

VAT AERBBTAAE—VDO T —% B LET,
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1

mail3.example.com> trace

Enter the source IP

[1> 192.168.1.1

Enter the fully qualified domain name of the source IP

[1> example.com

Select the listener to trace behavior on:

1. InboundMail

2. OutboundMail

[11> 1

Fetching default SenderBase values...

Enter the SenderBase Org ID of the source IP. The actual ID is N/A.
[N/A]>

Enter the SenderBase Reputation Score of the source IP. The actual score is N/A.
[N/A]>

Enter the Envelope Sender address:

[1> pretend.sender@example.net

Enter the Envelope Recipient addresses. Separate multiple addresses by commas.
[1> admin@example.com

Load message from disk? [Y]> n

Enter or paste the message body here. Enter '.' on a blank line to end.
Subject: Hello

This is a test message.

HAT matched on unnamed sender group, host ALL
- Applying $ACCEPTED policy (ACCEPT behavior) .

- Maximum Message Size: 100M (Default)

- Maximum Number Of Connections From A Single IP: 1000 (Default)
- Maximum Number Of Messages Per Connection: 1,000 (Default)

- Maximum Number Of Recipients Per Message: 1,000 (Default)

- Maximum Recipients Per Hour: 100 (Default)

- Use SenderBase For Flow Control: Yes (Default)

- Spam Detection Enabled: Yes (Default)
- Virus Detection Enabled: Yes (Default)
- Allow TLS Connections: No (Default)
Processing MAIL FROM:
- Default Domain Processing: No Change
Processing Recipient List:
Processing admin@ironport.com
- Default Domain Processing: No Change
- Domain Map: No Change
- RAT matched on admin@ironport.com, behavior = ACCEPT
- Alias expansion: No Change
Message Processing:
- No Virtual Gateway(tm) Assigned
- No Bounce Profile Assigned
Domain Masquerading/LDAP Processing:
- No Changes.
Processing filter 'always deliver':

Evaluating Rule: rcpt-to == "@mail.ga"
Result = False
Evaluating Rule: rcpt-to == "ironport.com"
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Result = True
Evaluating Rule: OR
Result = True
Executing Action: deliver()
Footer Stamping:
- Not Performed
Inbound Recipient Policy Processing: (matched on Management Upgrade policy)
Message going to: admin@ironport.com
AntiSpam Evaluation:
- Not Spam
AntiVirus Evaluation:
- Message Clean.
- Elapsed Time = '0.000 sec'
Outbreak Filter Evaluation:
- No threat detected
Message Enqueued for Delivery
Would you like to see the resulting message? [Y]> y
Final text for messages matched on policy Management Upgrade
Final Envelope Sender: pretend.sender@example.doma
Final Recipients:
- admin@ironport.com
Final Message Content:
Received: from remotehost.example.com (HELO TEST) (1.2.3.4)
by stacy.ga with TEST; 19 Oct 2004 00:54:48 -0700
Message-Id: <3193g9$@Management>
X-IronPort-AV: i="3.86,81,1096873200";
d="scan'208"; a="0:sNHTO"
Subject: hello
This is a test message.
Run through another debug session? [N]>

N

GE)  trace ZEHT 5 L EITIE, BBV T DA v =YD~y X — LRI D)% CLLIZE D
LWENDHY £,

trackingconfig

2t BA
bo vk s VAT MERELET
ER7E

MeE : Z0a<y Kt Tcommit] 2SHEETI,

JIGAREM . Zpa<vy N, T_XTO~YrET— R (F592AF, IL—F <) T
Ac&E %1,

NRyF aw s R:Zoavy RNy FEXREZPR—FLTWERTA,

l

mail.example.com> trackingconfig
Message Tracking service status: Message Tracking is enabled.
Choose the operation you want to perform:
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tzupdate
2R

ERAE

Ny FRRK

1

updateconfig

B

ERAE

- SETUP - Enable Message Tracking for this appliance.

[1> setup

Would you like to use the Message Tracking Service? [Y]>

Do you want to use Centralized Message Tracking for this appliance? [N]>
Would you like to track rejected connections? [N]>

Message Tracking service status: Local Message Tracking is enabled.
Rejected connections are currently not being tracked.

Choose the operation you want to perform:

- SETUP - Enable Message Tracking for this appliance.

[1>

HA DS —2 — L EFTH LET,

MeE - oo~ R lcommit] (THEH FH A,

tzupdate .

JIALER  ZOavy FIv v B RTORENTEE T, SHIZ, Zoa~vr Nide

TAY RARN (—FRal A Lirviy) TOLEHTEET,
NyF avws R Zoavwy NNy FEXREZSPR—FLTHET,

tzupdate X~ > ROy FIRAREMENT 5 L, AEMRBENLNEETH, TXTOZA 4

V= = L RN B S L E T,

tzupdate [force]

mail.example.com> tzupdate
Requesting update of Timezone Rules

VAT LN T A=A ERELET,

M Zoa< K lcommit] NHEETY,

ISRABEM . Zpavy NI, TR_RTOIVEFT—F (UPFREZ, TA—F, <) T

MTEET,
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NyF avwrs R Zoavy Ry FELZ SR —FLTWEEA,

1

T TR Y= RN EH T T T LB — RTHEICT T TAT O AERE
(114 _X—2)

T TR Y= ROFERAEOGIMNEEBRFET D L OICT T IA T U AEFRE (116°3—
)

s /XU Y —NEDBEEEHETLILIICT I ITA T U AEHE (117 X—)

FYTIT—2 H—n\DOoBHIATSLESDVO—FRTEESCTTSATUORERTE

WOFITIX, updateconfig 2~ > REMEH LT, 77 ITA T VANV AT Y —"NGT v 77—
NAA=TEFXD =KL, 2=V P — "B AHEZ AsyncOS 7 v 7 7' L— KD U
AR = RRTHL9ICRELET,

mail.example.com> updateconfig

Service (images): Update URL:

Feature Key updates
Timezone rules

Enrollment Client Updates
Support Request updates Cisco IronPort Servers
Cisco IronPort AsyncOS upgrades Cisco IronPort Servers
Service (list): Update URL:

http://downloads.ironport.com/asyncos
Cisco IronPort Servers
Cisco IronPort Servers

Cisco IronPort Servers
Enrollment Client Updates Cisco IronPort Servers
Support Request updates Cisco IronPort Servers
Service (list): Update URL:

Timezone rules

Cisco IronPort AsyncOS upgrades Cisco IronPort Servers
Update interval: 5m

Alert Interval for Disabled Automatic Engine Updates: 30d

Proxy server: not enabled

HTTPS Proxy server: not enabled

Choose the operation you want to perform:

- SETUP - Edit update configuration.

- VALIDATE_CERTIFICATES - Validate update server certificates

- TRUSTED CERTIFICATES - Manage trusted certificates for updates

[1> setup
For the following services, please select where the system will download updates from:
Service (images): Update URL:

Feature Key updates http://downloads.ironport.com/asyncos
1. Use Cisco IronPort update servers (http://downloads.ironport.com)
2. Use own server

[1]1>

For the following services, please select where the system will download updates from
(images) :

Service (images): Update URL:

Timezone rules
Enrollment Client Updates
Support Request updates

1. Use Cisco IronPort update servers

2. Use own server
[1]1>

Cisco IronPort Servers
Cisco IronPort Servers
Cisco IronPort Servers

For the following services, please select where the system will download updates from
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(images) :
Service (images): Update URL:
Cisco IronPort AsyncOS upgrades Cisco IronPort Servers

1. Use Cisco IronPort update servers

2. Use own server

[11>

For the following services, please select where the system will download the list of
available

updates from:

Service (list): Update URL:

Timezone rules Cisco IronPort Servers
Enrollment Client Updates Cisco IronPort Servers
Support Request updates Cisco IronPort Servers

1. Use Cisco IronPort update servers
2. Use own update list
[11>
For the following services, please select where the system will download the list of
available
updates from:
Service (list): Update URL:
Cisco IronPort AsyncOS upgrades Cisco IronPort Servers
1. Use Cisco IronPort update servers
2. Use own update list
[11>
Enter the time interval between checks for new:
- Timezone rules
- Enrollment Client Updates (used to fetch certificates for URL Filtering)
- Support Request updates
Use a trailing 's' for seconds, 'm' for minutes or 'h' for hours. The minimum
valid update time is 30s or enter '0' to disable automatic updates (manual
updates will still be available for individual services).
[5m]>
When initiating a connection to the update server the originating IP interface
is chosen automatically. If you want to choose a specific interface, please
specify it now.

1. Auto
2. Management (10.76.69.149/24: vm30esa0086.1ibga)
[11>

Do you want to set up a proxy server for HTTP updates for ALL of the following
services:
- Feature Key updates
- Timezone rules
- Enrollment Client Updates (used to fetch certificates for URL Filtering)
- Support Request updates
- Cisco IronPort AsyncOS upgrades
[N]>
Do you want to set up an HTTPS proxy server for HTTPS updates for ALL of the following
services:
- Feature Key updates
- Timezone rules
- Enrollment Client Updates (used to fetch certificates for URL Filtering)
- Support Request updates
- Cisco IronPort AsyncOS upgrades
- SenderBase Network Participation sharing

[N]>
Service (images): Update URL:

Feature Key updates http://downloads.ironport.com/asyncos
Timezone rules Cisco IronPort Servers

Enrollment Client Updates Cisco IronPort Servers

Support Request updates Cisco IronPort Servers
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Cisco IronPort AsyncOS upgrades Cisco IronPort Servers
Service (list): Update URL:

Timezone rules Cisco IronPort Servers
Enrollment Client Updates Cisco IronPort Servers

Support Request updates Cisco IronPort Servers
Service (list): Update URL:

Cisco IronPort AsyncOS upgrades Cisco IronPort Servers

Update interval: 5m

Proxy server: not enabled

HTTPS Proxy server: not enabled

Choose the operation you want to perform:

- SETUP - Edit update configuration.

- VALIDATE CERTIFICATES - Validate update server certificates

- TRUSTED CERTIFICATES - Manage trusted certificates for updates
1>

TYITT—3 H—N\DIRAEOENEERIETEESICT IS4 T UORERTE
TOF TS arvERETHE, TTFIAT VAN AT v 5 —2 — "L @BETHEN
W2, T o 7T —H2 b= "OFEAZEOENERHRINE T, MAHCERLZE/E. £ e
TINIF T m— RENT, FEMRT v 7T =2 on ZIEERESNET, KRIZ, 2057
varERETHHERLET,

mail.example.com> updateconfig

Service (images): Update URL:

Feature Key updates http://downloads.ironport.com/asyncos
Timezone rules Cisco IronPort Servers
Enrollment Client Updates Cisco IronPort Servers
Support Request updates Cisco IronPort Servers
Cisco IronPort AsyncOS upgrades Cisco IronPort Servers
Service (list): Update URL:

Timezone rules Cisco IronPort Servers
Enrollment Client Updates Cisco IronPort Servers
Support Request updates Cisco IronPort Servers
Service (list): Update URL:

Cisco IronPort AsyncOS upgrades Cisco IronPort Servers

Update interval: 5m

Alert Interval for Disabled Automatic Engine Updates: 30d

Proxy server: not enabled

HTTPS Proxy server: not enabled

Choose the operation you want to perform:

- SETUP - Edit update configuration.

- VALIDATE CERTIFICATES - Validate update server certificates

- TRUSTED CERTIFICATES - Manage trusted certificates for updates
[1> validate certificates

Should server certificates from Cisco update servers be validated?

[Yes]>

Service (images): Update URL:

Feature Key updates http://downloads.ironport.com/asyncos
Timezone rules Cisco IronPort Servers

Enrollment Client Updates Cisco IronPort Servers

Support Request updates Cisco IronPort Servers

Cisco IronPort AsyncOS upgrades Cisco IronPort Servers

Service (list): Update URL:

Timezone rules Cisco IronPort Servers
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Enrollment Client Updates Cisco IronPort Servers
Support Request updates Cisco IronPort Servers
Service (list): Update URL:

Cisco IronPort AsyncOS upgrades Cisco IronPort Servers

Update interval: 5m

Proxy server: not enabled

HTTPS Proxy server: not enabled

Choose the operation you want to perform:

- SETUP - Edit update configuration.

- VALIDATE CERTIFICATES - Validate update server certificates

- TRUSTED CERTIFICATES - Manage trusted certificates for updates
1>

TOXL H—NEDBEEEET DT IS4 TV RERE

BTl e B —REFH L TWDAEEA. X it EOELITHE T 25 CAFEHRA
EETTIAT L ABEMNMTEET, ZHICEY, TTI9AT A I 7 axo h—N@E%2E
HLET, WIZ, 2O0OF T a v E2RETHHERLET,

Choose the operation you want to perform:

- SETUP - Edit update configuration.

- VALIDATE CERTIFICATES - Validate update server certificates

- TRUSTED CERTIFICATES - Manage trusted certificates for updates
[1> trusted certificates

Choose the operation you want to perform:

- ADD - Upload a new trusted certificate for updates.

[1> add

Paste certificates to be trusted for secure updater connections, blank to quit
Trusted Certificate for Updater:

Paste cert in PEM format (end with '.'):

MMIICiDCCAfGgAwWIBAGIBATANBgkghkiG9Iw0OBAQUFADCBgGDELMAKGAIUEBhMCSU4x
DDAKBgNVBAGTAQtBUENM

Choose the operation you want to perform:

- ADD - Upload a new trusted certificate for updates.
- LIST - List trusted certificates for updates.

- DELETE - Delete a trusted certificate for updates.
(1>

updatenow
ERER
TRTOIVAT ALY —ERA T R—R NOBEHFLERLFT,

ER7E

FEE : 2D~y NIZ Tcommit] 1ZMEH D FHA,

DSRAABR . Z0a~v s NI~y v E—RTCORMEATEET, &bz, Zoavwr Kign
TAYFRARN (—FRar A Limviy) TOMERTEET,

NYyF AR Zoa<wy NNy FEXEZR—FLTWET,
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version

B

ER7E

l
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updatenow 2~ KONy FREAEFEHTLH L, BEBBRHSINLWEATH, 777947
A EOFTRCOaryR—x bEEHFTEET,

updatenow [force]

mail3.example.com> updatenow
Success - All component updates requested

VAT LDONR—T g MNEREFRLET,

WEE : ZDa<y R Tcommit] ITMEH Y FH A,
JIALER  ZDav Riiviry T— R TOMEATE E7,
NYFaAIV R Zoa<wr Ry IFERXE P R—-F L TWHEREA,

mail3.example.com> version
Current Version

Product: Cisco C100V Email Security Virtual Appliance
Model: C100V

Version: 9.1.0-019

Build Date: 2015-02-17

Install Date: 2015-02-19 05:17:56

Serial #: 421C73B18CFB05784A83-B03A99E71EDS
BIOS: 6.00

CPUs: 2 expected, 2 allocated

Memory: 6144 MB expected, 6144 MB allocated
RAID: NA

RAID Status: Unknown

RAID Type: NA

BMC: NA

. avy kK sEH



I av ok 5EH
wipedata .

wipedata

B2LL]

TAARIDAT Ty ANEHEEL, KEOAT X TRIEO AT — X A &fERT H DI
wipedata 2~ R&fEHA L £,

Y

GE) F—H YA RIS C T, HET 7 aid, BN HEZE03H0 ., #ERZETT5 £ T,
VAT A NRNT = ARG 252 ENHY £,

ER7E

FEE : Za< v R Tcommit] ITMEH Y FH A,
JIALZEH . Zoa<vwy NEivyry T— R TOMEHTEFET,
NYF AT R: Zoa<vy RNy FEXREZ P R—F L TWETA,

l

mail.example.com> wipedata

Wiping data may take a while and can affect system performance till it completes.
Choose the operation you want to perform:

- STATUS - Display status of last command run

- COREDUMP - Wipe core files on disk

[1> coredump

wipedata: In progress

mail.example.com> wipedata

Wiping data may take a while and can affect system performance till it completes.
Choose the operation you want to perform:

- STATUS - Display status of last command run

- COREDUMP - Wipe core files on disk

[1> status

Last wipedata status: Successful

upgrade
2R

upgrade CLI 22~ KL, #HARERT v 77 L— RO U R hE2FRL, 22— EE LT
IN—= 9 T AsyncOS VAT L&k T v T 7 L— RLET,

ER7E

MeE  Zoa<y R Tcommit] 1Z0EH D FH A,
JIIGRAREM . T pa<wy NiEviy B— NCOMMEHATEET,
NyFAIVER: Zoavwy Ry FEXEZFR—FLTWEHA,

av YR BEH
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mail3.example.com> upgrade

Upgrades available:

1. AsyncOS (***DON'T TOUCH!***) 4.0.8 upgrade, 2005-05-09 Build 900

2. AsyncOS 4.0.8 upgrade, 2005-08-12 Build 030

45. SenderBase Network Participation Patch

[451>

Performing an upgrade will require a reboot of the system after the upgrade is applied.
Do you wish to proceed with the upgrade? [Y]> Y

ATV RAF:v Y

« contentscannerstatus (120 ~X—3)

» contentscannerudpate (120 ~X—73")

contentscannerstatus

ERAE

1

ATV AF YL U ONRN— g UERERRLET,

MeE  Zoa<y R Tcommit] 1ZMEEH D FH A,
JIAREH  Zoa<vw s RiIvwy B— R TCORMEATEET,
NYyFaAvo R Zoavwy IRy FELXEZR—F L TOHERA,

mail.example.com> contentscannerstatus

Component Version Last Updated
Content Scanner Tools 11.2.1884.970097 Never updated
contentscannerudpate

ERAE

aTUY AFXy DU OFET v ST — FERBERLET,  [force] /XT A —F &
T5 &, BHIEAERRE SN THEITINET,

M€ - Zoa< K lcommit] (THEH Y FH A,

7 IAZER  ZOavwy FEdvyr BE— R TORMEMTEET, EHIZ, Z0avr FNiEdn
JA L RAN (=R r A Licvwyy) TORMERTEET,

NYyFaATUR: Zoa<wr RNy FEXREZSR—FLTWEEA,
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LDAP

Idapconfig

B
R

mail.example.com> contentscannerupdate force
Requesting forced update for Content Scanner.

ZIZTIE, IROCLLa2~wy RIZHOWTCERA L E1,

« ldapconfig (121 ~<—2)
s Idapflush (125 ~=—72)
* ldaptest (125 ~=2—73)

e sievechar (126 ~X—7)

LDAP y— "%EHTELFT,

e 2o~ R lcommit] NNETY,

JIGRARER - Zpavr NI, TRTOY Uy ET—RF (oA, TA—TF <) Tff
HTExET,

NyF awrR: Zoa<wy REnNyITFEXEZSR—FLTWHEREA,

B : FTLWLDAP H—/\ O 7 7 A4 JLDERL

W OFITIL, Idapconfig 2~ REMH LT, 77747 U AD/A 2 R L 72 % LDAP —
NEEFR L, ZEHEZIT AL (dapaccept 7 a~> K) | /b—F 42 (ldaprouting 7 =
<~V FR) . vAHL— R (masquerade V7 2~ K) | ANXA[REBEO= R —HFEEE (isqauth
7 avsR) | BEOARKEHOTA YT XS (sqaliash 7 a~v o R) o7z —%&i
ELET,

F9°. [PublicLDAP] &9 = 7 F— A% mldapserver.example.com LDAP ¥ — 25 2 &
T, 7Y OEEKIT. R— 13268 (F74/L M) T7, example.com DFEZER— AN EF
S (de=example,dc=com) | ZEEZIT AN, A—AFL—T 17 BLOYAAL—F
Dy Y —=RERINET, ZOBIOr =Y —iF, HIRGIhOA > Z—Fy b FFZ7 K
drafi-lachman-laser-ldap-mail-routing-xx.txt CEF% S 4172 inetLocalMailRecipient #8477~ = 7 k
277 A ( [Laser ftkk.] L LTHEBND) ZMHT S, OpenLDAP 7 1 L7 K~ UGKEIZLLT
WET, (ZORIFZFDONN—=T 3 03, OpenlDAP DY — A T 4 A M) Ba—3 a3 U IlE
EFNTVET) . ZOHITIE, A—NVOfL—T 47 7 —CTHREINIZELITHEHRT
LA — /LA A S mailForwardingAddress Th 5 Z EICIEE L TLE S, 72 —4T
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T, RILFEDCFRRBIENET, ELWVFRPESND L OI2T DI, EMIC—ELT
WDMENDH Y £,

mail3.example.com> ldapconfig

No LDAP server configurations.

Choose the operation you want to perform:

- NEW - Create a new server configuration.

- SETUP - Configure LDAP options.

[1> new

Please create a name for this server configuration (Ex: "PublicLDAP"):
[1> PublicLDAP

Please enter the hostname:

[1> myldapserver.example.com

Use SSL to connect to the LDAP server? [N]> n

Select the authentication method to use for this server configuration:
1. Anonymous

2. Passphrase based

[1]1> 2

Please enter the bind username:

[cn=Anonymous]>

Please enter the bind passphrase:

[1>

Connect to LDAP server to validate setting? [Y]

Connecting to the LDAP server, please wait...

Select the server type to use for this server configuration:
1. Active Directory

2. OpenLDAP

3. Unknown or Other

[3]1> 1

Please enter the port number:

[3268]> 3268

Please enter the base:

[dc=example,dc=com]> dc=example,dc=com

Name: PublicLDAP

Hostname: myldapserver.example.com Port 3268

Server Type: Active Directory

Authentication Type: passphrase

Base: dc=example,dc=com

Choose the operation you want to perform:

- SERVER - Change the server for the query.

- TEST - Test the server configuration.

- LDAPACCEPT - Configure whether a recipient address should be accepted or
bounced/dropped.

- LDAPROUTING - Configure message routing.

- MASQUERADE - Configure domain masquerading.

- LDAPGROUP - Configure whether a sender or recipient is in a specified group.
- SMTPAUTH - Configure SMTP authentication.

- CERTAUTH - Configure certificate authentication.

- EXTERNALAUTH - Configure external authentication queries.

- ISQAUTH - Configure Spam Quarantine End-User Authentication Query.
- ISQALIAS - Configure Spam Quarantine Alias Consolidation Query.
[1> ldapaccept

Please create a name for this query:

[PublicLDAP.ldapaccept]> PublicLDAP.ldapaccept

Enter the LDAP query string:

[ (proxyAddresses=smtp:{a})]> (proxyAddresses=smtp:{a})

Do you want to test this query? [Y]> n

Name: PublicLDAP

Hostname: myldapserver.example.com Port 3268

Server Type: Active Directory

Authentication Type: passphrase
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Base: dc=example,dc=com
LDAPACCEPT: PublicLDAP.ldapaccept
Choose the operation you want to perform:
- SERVER - Change the server for the query.
- LDAPACCEPT - Configure whether a recipient address should be accepted or bounced/dropped.
- LDAPROUTING - Configure message routing.
- MASQUERADE - Configure domain masquerading.
- LDAPGROUP - Configure whether a sender or recipient is in a specified group.
- SMTPAUTH - Configure SMTP authentication.
- EXTERNALAUTH - Configure external authentication queries.
- ISQAUTH - Configure Spam Quarantine End-User Authentication Query.
- ISQALIAS - Configure Spam Quarantine Alias Consolidation Query.
[1> ldaprouting
Please create a name for this query:
[PublicLDAP.routing]> PublicLDAP.routing
Enter the LDAP query string:
[ (mailLocalAddress={a})]> (mailLocalAddress={a})
The query requires one of the attributes below. Please make a selection.
[1] Configure MAILROUTINGADDRESS only - Rewrite the Envelope Recipient (and
leave MAILHOST unconfigured)?
[2] Configure MAILHOST only - Send the messages to an alternate mail host
(and leave MAILROUTINGADDRESS unconfigured)?
[3] Configure both attributes
(> 1
Enter the attribute which contains the full rfc822 email address for the
recipients.
[mailRoutingAddress]> mailRoutingAddress
Do you want to test this query? [Y]> n
Name: PublicLDAP
Hostname: myldapserver.example.com Port 3268
Server Type: Active Directory
Authentication Type: passphrase
Base: dc=example,dc=com
LDAPACCEPT: PublicLDAP.ldapaccept
LDAPROUTING: PublicLDAP.routing
Choose the operation you want to perform:
- SERVER - Change the server for the query.
- LDAPACCEPT - Configure whether a recipient address should be accepted or bounced/dropped.
- LDAPROUTING - Configure message routing.
- MASQUERADE - Configure domain masquerading.
- LDAPGROUP - Configure whether a sender or recipient is in a specified group.
- SMTPAUTH - Configure SMTP authentication.
- EXTERNALAUTH - Configure external authentication queries.
- ISQAUTH - Configure Spam Quarantine End-User Authentication Query.
- ISQALIAS - Configure Spam Quarantine Alias Consolidation Query.
[1> masquerade
Please create a name for this query:
[PublicLDAP.masquerade]> PublicLDAP.masquerade
Enter the LDAP query string:
[ (mailRoutingAddress={a})]> (mailRoutingAddress={a})
Enter the attribute which contains the externally visible full rfc822 email address.
[1> mailLocalAddress
Do you want the results of the returned attribute to replace the entire friendly portion
of the original recipient? [N]> n
Do you want to test this query? [Y]> n
Name: PublicLDAP
Hostname: myldapserver.example.com Port 3268
Server Type: Active Directory
Authentication Type: passphrase
Base: dc=example,dc=com
LDAPACCEPT: PublicLDAP.ldapaccept
LDAPROUTING: PublicLDAP.routing
MASQUERADE: PublicLDAP.masquerade
Choose the operation you want to perform:
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- SERVER - Change the server for the query.

- LDAPACCEPT - Configure whether a recipient address should be accepted or bounced/dropped.
- LDAPROUTING - Configure message routing.

- MASQUERADE - Configure domain masquerading.

- LDAPGROUP - Configure whether a sender or recipient is in a specified group.
- SMTPAUTH - Configure SMTP authentication.

- EXTERNALAUTH - Configure external authentication queries.

- ISQAUTH - Configure Spam Quarantine End-User Authentication Query.
- ISQALIAS - Configure Spam Quarantine Alias Consolidation Query.
[1> isgauth

Please create a name for this query:

[PublicLDAP.isgauth]> PublicLDAP.isgauth

Enter the LDAP query string:

[ (sAMAccountName={u}) ]> (sAMAccountName={u})

Enter the list of email attributes.

[1> mail, proxyAddresses

Do you want to activate this query? [Y]> y

Do you want to test this query? [Y]> y

User identity to use in query:

[1> admin@example.com

Passphrase to use in query:

[1> passphrase

LDAP query test results:

LDAP Server: myldapserver.example.com

Query: PublicLDAP.isgauth

User: admin@example.com

Action: match positive

LDAP query test finished.

Name: PublicLDAP

Hostname: myldapserver.example.com Port 3268

Server Type: Active Directory

Authentication Type: passphrase

Base: dc=example,dc=com

LDAPACCEPT: PublicLDAP.ldapaccept

LDAPROUTING: PublicLDAP.routing

MASQUERADE: PublicLDAP.masquerade

ISQAUTH: PublicLDAP.isgauth [active]

Choose the operation you want to perform:

- SERVER - Change the server for the query.

- LDAPACCEPT - Configure whether a recipient address should be accepted or bounced/dropped.
- LDAPROUTING - Configure message routing.

- MASQUERADE - Configure domain masquerading.

- LDAPGROUP - Configure whether a sender or recipient is in a specified group.
- SMTPAUTH - Configure SMTP authentication.

- EXTERNALAUTH - Configure external authentication queries.

- ISQAUTH - Configure Spam Quarantine End-User Authentication Query.
- ISQALIAS - Configure Spam Quarantine Alias Consolidation Query.
[1>

Current LDAP server configurations:

1. PublicLDAP: (myldapserver.example.com:3268)

Choose the operation you want to perform:

- NEW - Create a new server configuration.

- SETUP - Configure LDAP options.

- EDIT - Modify a server configuration.

- DELETE - Remove a server configuration.

[1>

Bl A O—/NLEREDIETE
ZOFITIE, TLS Bt DFEHE A2 &30 LDAP 7/ 0 — SR EEHEE L E7,

mail3.example.com> ldapconfig
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No LDAP server configurations.

Choose the operation you want to perform:
- NEW - Create a new server configuration.
- SETUP - Configure LDAP options.

[]> setup

Choose the IP interface for LDAP traffic.

1. Auto

2. Management (10.92.145.175/24: esxl6-esall.qga)
[11> 1

LDAP will determine the interface automatically.

Should group queries that fail to complete be silently treated as having
negative results? [Y]>

Validate LDAP server certificate? [Y]>

The "Demo" certificate is currently configured. You may use "Demo", but this will not
be secure.

1. partner.com

2. Demo

Please choose the certificate to apply:

[11> 1

No LDAP server configurations.

Choose the operation you want to perform:

- NEW - Create a new server configuration.

- SETUP - Configure LDAP options.

[1>

Idapflush
2R

FY v a2ENTWDLDAP OfiRE27T7 v 2 LET,

ER7AE

FEE : ZOa< RIZ Tcommit] ITMEH Y FH A,
JGARER . Zpa<wy Riivwiy B— RCOREHRATEET,
NYyFaAv R Zoavy FEIRyFEXREZSR—FLTOERA,

l

mail3.example.com> ldapflush

Are you sure you want to flush any cached LDAP results? [N]> y
Flushing cache

mail3.example.com>

Idaptest
2R

1 D2DOLDAP 7 =) — T A MEFEITLET,
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sievechar
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WEE : Z0a<y R lcommit] IZMEH D FH A,
JGARER . Zpa<y Riivwyy T— RCOREHRATEET,
NYyFaAIV R Zoavy RNy FEXLEZSR—FLTOHERA,

ZOFITIE, Idaptest 2~ RZEH LT, REFEHD LDAP H— R EDZEEZIT ALY
TV —7FETARLET, ZEHET KL A ladmin@example.com| [ZZ DT A MIAK L E
T, ZEHT KL A Tbogus@example.com| [T RAKKIZ/2 D 9,

mail3.example.com> ldaptest
Select which LDAP query to test:
1. PublicLDAP.ldapaccep
[11> 1
Address to use in query:
[1> admin@example.com
LDAP query test results:
Query: PublicLDAP.ldapaccept
Argument: admin@example.com
Action: pass
LDAP query test finished.
mail3.example.com> ldaptest
Select which LDAP query to test:
1. PublicLDAP.ldapaccep
[11> 1
Address to use in query:
[1> bogus@example.com
LDAP query test results:
Query: PublicLDAP.ldapaccept
Argument: bogus@example.com
Action: drop or bounce (depending on listener settings)
Reason: no matching LDAP record was found
LDAP query test finished.
mail3.example.com>

RFC3598 IZHE SN TV D Sieve B A— /N T 4 VX ) TIHHAT DX FEHEETIET 4
=7 Mz LE T, Sieve LTFHLLDAP KGR = VU — & LDAP ffiv—F 4 > 7 7 =) —TDOH
HHEINAZLICEB L TR, VAT AOMOEINE., 522RE LA —/LT R A5}
Extg & LET,

fET&E 530CFIE, - =t/ TT,

B : 0o~ R lcommit] (TMHEH FH A,
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w

ISRBEM . Zpavy N, TR_RTOY >y F—F (5 R&, TA—F <) T
HATxE7,

NYyFaAIVF: Zoaxwy Ry TFELESR—-FLTWERA,

Z OFITI, sievechar 2~ REFEHL T, + 28K —BIWRLDAPHILV—TFT 4 7 7
T ) — T END Sieve XFE L TEHZLET,

mail3.example.com> sievechar

Sieve Email Filtering is currently disabled.

Choose the operation you want to perform:

- SETUP - Set the separator character.

[1> setup

Enter the Sieve Filter Character, or a space to disable Sieve Filtering.
(1> +

Sieve Email Filter is enabled, using the '+' character as separator.
This applies only to LDAP Accept and LDAP Reroute Queries.

Choose the operation you want to perform:

- SETUP - Set the separator character.

(1>

A—ILEAEDRE/IE=F) T

ZIZTE, RO CLL o~y RIZOWTHBAL £,

+ addresslistconfig (128 ~—1)
« aliasconfig (129 ~—2)

« archivemessage (132 ~X—1)
s altsrchost (132 ~—3)

s bounceconfig (134 ~<X—71)

* bouncerecipients (137 ~X—1)
* bvconfig (138 ~X—73)

» deleterecipients (139 ~—7)

s deliveryconfig (140 ~X—3")

s delivernow (141 ~X—7)

s destconfig (141 ~<—73)

s hostrate (149 ~X—3")

s hoststatus (149 ~X—73)

« imageanalysisconfig (150 ~=X—73)
s oldmessage (151 ~—73°)
srate (152 ~—)

s redirectrecipients (153 ~<—17)
» resetcounters (154 ~X—3)

s removemessage (154 ~X—73)

« showmessage (155 ~<—73)
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. addresslistconfig

« showrecipients (155 ~X—)
o status (102 ~—73)

s tophosts (157 ~X—37)

s topin (158 ~X—2)

s unsubscribe (159 ~X—73)

» workqueue (160 ~—73)

addresslistconfig

ERER
T RLRAURMERELET,

FERAE
MeE : oo~ KX lcommit] NHFTI,

JIGRARER . ZDa~v s Rt TRTO~YY U EFT— R (TR Z, TA—F, =) Tff
HT&xF7,

Ny F avy R Zoavy KAy FRRE Y K= LTOET,

Ny FRR

addresslistconfig I~ Koy FHA %A LT, %ﬁ' LWY RL&Rx U X b @{/lzbjz\ E%’T?@
T RLVAVRANOME, TRLVA VA MO—EHI), TRLAUXMOHIBR, 7 KLA U A
FOFTHALTWNWADET L ADOBHENAHETT,

HLWT RLR U R DM :

addresslistconfig new <name> --descr=<description> --addresses=<addressl,address2,...>

PEFOT RL A U A LoOffdk

addresslistconfig edit <name> --name=<new-name> --descr=<description>
--addresses=<addressl,address2, ...>

7 RLVA U A FDOHIEE

addresslistconfig delete <name>

7 RLZ YA NO—EH

addresslistconfig print <name>

TRLVA VA ROHFTHALTWVDET FLADOKRH :

addresslistconfig conflicts <name>
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aliasconfig

Bk

ERAE

Ny FER

mail.example.com> addresslistconfig

No address lists configured.

Choose the operation you want to perform:

- NEW - Create a new address list.

[1> new

Enter a name for the address list:

> add-1listl

Enter a description for the address list:

> This is a sample address list.

Do you want to enter only full Email Addresses? [N]> Y
Enter a comma separated list of addresses:

(e.g.: user@example.com)

> userl@example.com, user2@example.com

Address list "add-1listl" added.

Choose the operation you want to perform:

- NEW - Create a new address list.

- EDIT - Modify an address list.

- DELETE - Remove an address list.

- PRINT - Display the contents of an address list.
- CONFLICTS - Find conflicting entries within an address list.
1>

B AN A VT AEFHELET,

e Zoa~< 2 i lcommit] NVNETY,

JIAREH  Zoa<wr NI, IRTOYY =R (PTRE, TA—T <) T
Ac&EEd,

NyF azwry R Zoavy NIy FERAzYR—hLTHWET,

aliasconfig D\ FIEREZEHT DL FrL A VT AT =70, BEFEOTA U T A
T—=TNOME, ETA—NTZAVTADY A NDOHT), ZA VT AT —TNLDA KR—K/
T AR—NEFEITTEEST, Ny F avr RE LTHETTHIZIE, aliasconfig 2~ > F &K
DA TATI L, UTOEREZREELET,

cHLWETA—L A U T ZADIBNN

aliasconfig new <domain> <alias> [email addressl] [email address2]
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B »

\}

GE)  TFHELZRWRAA kLT laliasconfignew] 2~ REFEITTLHE, D R A A U BER
EhEd,

BEFOB A A—L oA )T ADMRE

aliasconfig edit <domain> <alias> <email addressl] [email address2]

BFA—)L A YT ADER

aliasconfig print]

B—=) A YT XY X DA R—F

aliasconfig import <filename>|

TITIAT LV ADTA YT A YA RNDIT T AR— |k

aliasconfig export <filename>|

1

mail3.example.com> aliasconfig
Enter address(es) for "customercare".
Separate multiple addresses with commas.
[1> bob@example.com, frank@example.com, sally@example.com
Adding alias customercare: bob@example.com, frank@example.com,sally@example.com
Do you want to add another alias? [N]> n
There are currently 1 mappings defined.
Choose the operation you want to perform:
- NEW - Create a new entry.
- EDIT - Modify an entry.
- DELETE - Remove an entry.
- PRINT - Display the table.
- IMPORT - Import aliases from a file.
- EXPORT - Export table to a file.
- CLEAR - Clear the table.
[1> new
How do you want your aliases to apply?
1. Globally
2. Add a new domain context
3. example.com
[1]1> 1
Enter the alias(es) to match on.
Separate multiple aliases with commas.
Allowed aliases:

- "user@domain" - This email address.
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- "user" - This user for any domain
- "Q@domain" - All users in this domain.
- "@.partialdomain" - All users in this domain, or any of its sub domains.

[1> admin
Enter address(es) for

"admin".

Separate multiple addresses with commas.

[1> administrator@example.com

Adding alias admin: administrator@example.com
Do you want to add another alias? [N]> n
There are currently 2 mappings defined.
Choose the operation you want to perform:

- NEW - Create a new entry.

- EDIT - Modify an entry.

- DELETE - Remove an entry.

- PRINT - Display the table.

- IMPORT - Import aliases from a file.
- EXPORT - Export table to a file.

- CLEAR - Clear the table.

[1> print

admin: administrator@example.com

[ example.com ]

customercare: bob@example.com, frank@example.com, sally@example.com
There are currently 2 mappings defined.

Choose the operation you want to perform:

- NEW - Create a new entry.

- EDIT - Modify an entry.

- DELETE - Remove an entry.

- PRINT - Display the table.

- IMPORT - Import aliases from a file.
- EXPORT - Export table to a file.

- CLEAR - Clear the table.

[1>

R6:IAYTRARERADSIH

CIE: Bl

<domain> TA VT RAEWMATH FAAL > arTx A b, [Global] (37 0—
PN RAL v avTHR A MNEEELET,

<alias> WET DAY T ADLHI,

Va0 AL Y 3 TR A NTHEATE 521 Y 7 ALK
LBY T,

"user@domain" : ZOE A—/L 7 NL X,
"user" : fEED RAAL D ZDa—W
‘@domain : ZD KA A DT R THOZ—,

‘@.partialdomain’ : 2D RAA VELIXZDTLEDOYT T RAAL D
FTRTO2—H,

BFEDRAA L A THFARNCHATEDLA VT RAFIRDOLEE
@ ‘/C“d—()

User’ : TORAA L 2 THFAMNDZIDO—H

‘User@domain’ : ZMDE A—/)L 7 KL A
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. archivemessage

518 anBA

p—E— TA VT A B T ABEFA—L T RLZ, 1 ODTAY
TAEGEOBFA—N T FLRAICw v BV 7 TEET,

<filename> TA VT AT =T NDA VIR— LTI AR—MNAERT D7 7
AN,

archivemessage

5 ER
X2 —NOHFWA v E—CE2T— AT LET,

ERAE
e : 2o~ N2 commit [ISNEH Y £H A,
JIARER  ZOavy Rif~vvy = N CORERTEET,
NyF avrs R Zoavwy NNy FRERRE R —F L TWEEA,

1
KOBITHE, A v E—V%7—hA4 7 LET,

mail3.example.com>
archivemessage

Enter the MID to archive.
[0]> 47

MID 47 has been saved in file oldmessage 47.mbox in the configuration

altsrchost

EILL]

Virtual Gateway™ O~ v ¥ 7 &% E L £7,

ERAE
MeE : Zoa< KX lcommit] NHLEETI,

JIGARER  Zpavy NI, TRTO~Y U E—FR (IR Z, TA—F <o) TF
HATc&Ed,

NyF avwrs R Zoavy Ry FELZdR—FLTWEEA,
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WORFITIL, altsrchost 7 —7 AN & T, BEFO~ vy B I RN EXRESNET, £
D, 250 Y MERENET,

o JN—T =T Y—/ N7 A | @exchange.example.com > 5 D A —/ LI, PublicNet A > Z —
T Ay BT ENET,

c EEFH TP 7 FL A 192.168.35.35 /25 D A — 1%, AnotherPublicNet A ¥ — 7 = A AT
v TENET,

BB, WSROI altsrchost ¥ v B IR EN T, ZEBIHESNET,

mail3.example.com> altsrchost

There are currently no mappings configured.

Choose the operation you want to perform:

- NEW - Create a new mapping.

- IMPORT - Load new mappings from a file.

[1> new

Enter the Envelope From address or client IP address for which you want to set up a
Virtual Gateway mapping.

Partial addresses such as "@example.com" or "user@" are allowed.
[1> @exchange.example.com

Which interface do you want to send messages for @exchange.example.com from?
1. AnotherPublicNet (192.168.2.2/24: maild.example.com)

2. Management (192.168.42.42/24: mail3.example.com)

3. PrivateNet (192.168.1.1/24: mail3.example.com)

4. PublicNet (192.168.2.1/24: maild.example.com)

[1]1> 4

Mapping for (@exchange.example.com on interface PublicNet created.
Choose the operation you want to perform:

- NEW - Create a new mapping.

- EDIT - Modify a mapping.

- DELETE - Remove a mapping.

- IMPORT - Load new mappings from a file.

- EXPORT - Export all mappings to a file.

- PRINT - Display all mappings.

- CLEAR - Remove all mappings.

[1> new

Enter the Envelope From address or client IP address for which you want to set up a
Virtual Gateway mapping.

Partial addresses such as "@example.com" or "user@" are allowed.
[1> 192.168.35.35

Which interface do you want to send messages for 192.168.35.35 from?
1. AnotherPublicNet (192.168.2.2/24: maild.example.com)

2. Management (192.168.42.42/24: mail3.example.com)

3. PrivateNet (192.168.1.1/24: mail3.example.com)

4. PublicNet (192.168.2.1/24: maild.example.com)

[1]1> 1

Mapping for 192.168.35.35 on interface AnotherPublicNet created.
Choose the operation you want to perform:

- NEW - Create a new mapping.

- EDIT - Modify a mapping.

- DELETE - Remove a mapping.

- IMPORT - Load new mappings from a file.

- EXPORT - Export all mappings to a file.

- PRINT - Display all mappings.

- CLEAR - Remove all mappings.

[1> print

1. 192.168.35.35 -> AnotherPublicNet

2. @exchange.example.com -> PublicNet

Choose the operation you want to perform:
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- NEW - Create a new mapping.

- EDIT - Modify a mapping.

- DELETE - Remove a mapping.

- IMPORT - Load new mappings from a file.

- EXPORT - Export all mappings to a file.

- PRINT - Display all mappings.

- CLEAR - Remove all mappings.

[r>

mail3.example.com> commit

Please enter some comments describing your changes:
[1> Added 2 altsrchost mappings

Do you want to save the current configuration for rollback? [Y]> n
Changes committed: Fri May 23 11:42:12 2014 GMT

N U ADEERRE LET,

MEE : Z0a<y Kix Tcommit] 2SHNEE T,

JIIARER  Zpavr R, TRTOYYUEF—R (TR, TA—TF =) Tff
HTxE9,

NyFa<wr R:Zoavy RNy FERXEZFR—FLTHWET, FFicoVW T, CLID
A2 54y ~TEBRLTLLEIY, Z20a<wy ROAL T4y ~AVTIZT 7| AT BHIC
1%, help 2~ FaEfMHLET,

R OB TIL, bounceconfig =~ R&fliH LT, bounceprofile &\ 9 ARFTD/NT A T
TrANEERLET, 20T T 7 ALTE, N—RKATUAINETRTORA vE—IR
REET R L ATH % bounce-mailbox@example.com|Zlik(5 I E T, BIEEE X v—
IFA FX—TNTT, ZEHEHZVEEXA v E—URNIOREFEINET, BEXA VBT
7 /v ME 4 B (14400 #) T,

mail3.example.com> bounceconfig

Current bounce profiles:

1. Default

Choose the operation you want to perform:

- NEW - Create a new profile.

- EDIT - Modify a profile.

[1> new

Please create a name for the profile:

[1> bounceprofile

Please enter the maximum number of retries.

[100]> 100

Please enter the maximum number of seconds a message may stay in the queue before being
hard bounced.

[259200]1> 259200

Please enter the initial number of seconds to wait before retrying a message.
[60]1> 60
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JRAF—~ADNYUR FAT 74 )LOERA .

Please enter the maximum number of seconds to wait before retrying a message.
[3600]> 3600

Do you want a message sent for each hard bounce? (Yes/No/Default) [Y]> y

Do you want bounce messages to use the DSN message format? (Yes/No/Default) [Y]> y
Enter the subject to use:

[Delivery Status Notification (Failure)]>

Select default notification template:

1. System Generated

2. bounce_english

3. bounce russian

[11>

Do you want to configure language specific templates? [N]>

Do you want to parse the DSN "Status" field received from bounce

responses to include in the DSN generated by the appliance?

(Yes/No/Default) [N]>

If a message is undeliverable after some interval, do you want to send a delay warning

message? (Yes/No/Default) [N]> y

Enter the subject to use:

[Delivery Status Notification (Delay)]>

Select default notification template:

1. System Generated

2. bounce english

3. bounce russian

[11> 1

Do you want to configure language specific templates? [N]>

Please enter the minimum interval in seconds between delay warning messages.
[14400]> 14400

Please enter the maximum number of delay warning messages to send per
recipient.

[11> 1

Do you want hard bounce and delay warning messages sent to an alternate address, instead
of the sender? [N]> y

Please enter the email address to send hard bounce and delay warning.

[1> bounce-mailbox@example.com

Do you want bounce messages to be signed (Yes/No/Default)? [N]>

Current bounce profiles:

1. Default

2. bounceprofile

Choose the operation you want to perform:

- NEW - Create a new profile.

- EDIT - Modify a profile.

- DELETE - Remove a profile.

(>

mail3.example.com>

JRF—ADINHOR TAOT7AILDEA

Y

N A TaT 7 A VEFRE LD, listenerconfig -> bounceconfig 2~ R&EfEH L, ¥ %
ESTDHZELICEY, Z2O7mT7 7 A NVE2K Y A S —IZEHHATEET,

G¥)

NG ATT 7 AME, AvE—VEZE L) AF—ICESWTEATE LT, 7L,
ZDYAFT—FA v E—UNREMICED X ITEUE SN D 0NTIFREFR LEE A,

Z OFITIE, OutboundMail 77 A X— | U ZF—%fREL., Z DU AF—I(Z bounceprl &\
ING AT Ty A NVEBHALET,

mail3.example.com> listenerconfig
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Currently configured listeners:

1. InboundMail (on PublicNet, 192.168.2.1) SMTP Port 25 Public
2. OutboundMail (on PrivateNet, 192.168.1.1) SMTP Port 25 Private
Choose the operation you want to perform:

- NEW - Create a new listener.

- EDIT - Modify a listener.

- DELETE - Remove a listener.

- SETUP - Change global settings.

[1> edit

Enter the name or number of the listener you wish to edit.
11> 2

Name: OutboundMail

Type: Private

Interface: PrivateNet (192.168.1.1/24) TCP Port 25
Protocol: SMTP

Default Domain:

Max Concurrency: 600 (TCP Queue: 50)

Domain Map: Disabled

TLS: No

SMTP Authentication: Disabled

Bounce Profile: Default

Footer: None

LDAP: Off

Choose the operation you want to perform:

- NAME - Change the name of the listener.

- INTERFACE - Change the interface.

- LIMITS - Change the injection limits.

- SETUP - Configure general options.

- HOSTACCESS - Modify the Host Access Table.

- BOUNCECONFIG - Choose the bounce profile to use for messages injected on this listener.
- MASQUERADE - Configure the Domain Masquerading Table.

- DOMAINMAP - Configure domain mappings.

[1> bounceconfig

Please choose a bounce profile to apply:

1. Default

2. bounceprl

3. New Profile

11> 2

Name: OutboundMail

Type: Private

Interface: PrivateNet (192.168.1.1/24) TCP Port 25
Protocol: SMTP

Default Domain:

Max Concurrency: 600 (TCP Queue: 50)

Domain Map: Disabled

TLS: No

SMTP Authentication: Disabled

Bounce Profile: bounceprl

Footer: None

LDAP: Off

Choose the operation you want to perform:

- NAME - Change the name of the listener.

- INTERFACE - Change the interface.

- LIMITS - Change the injection limits.

- SETUP - Configure general options.

- HOSTACCESS - Modify the Host Access Table.

- BOUNCECONFIG - Choose the bounce profile to use for messages injected on this listener.
- MASQUERADE - Configure the Domain Masquerading Table.

- DOMAINMAP - Configure domain mappings.

[1>

Currently configured listeners:

1. InboundMail (on PublicNet, 192.168.2.1) SMTP Port 25 Public
2. OutboundMail (on PrivateNet, 192.168.1.1) SMTP Port 25 Private
Choose the operation you want to perform:
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- NEW - Create a new listener.

- EDIT - Modify a listener.

- DELETE - Remove a listener.

- SETUP - Change global settings.

1>

mail3.example.com> commit

Please enter some comments describing your changes:

[1> Enabled the bounceprl profile to the Outbound mail listener

Do you want to save the current configuration for rollback? [Y]> n
Changes committed: Fri May 23 11:42:12 2014 GMT

bouncerecipients

B2k
Fa—PbAvE—VEATLALET,

ERAGE
WeE : Zoa~y K2 Tcommit] ZLEH D A,
JTARER  Zoa~vy R~y y F— RCTOREHATEET,
NYF AR F: Zoavy RNy FERXE R — KL TWERA,

1

NI UASNDLZERIL, SBEZEHEFRANMILST, FREAVE—Y 2o "o —7D
Envelope From 1TIZHEE SNV FFEDT RUATHAI SN D A v =V FEHIT L - TRAI S
NEFT, FHE. BEF2—HNOTRTOR =V —FEIIRNY L RT 52 L TEXET,

ZEERAMIKENTUR

mail3.example.com> bouncerecipients

Please select how you would like to bounce messages:

1. By recipient host.

2. By Envelope From address.

3. All.

[11> 1

Please enter the hostname for the messages you wish to bounce.
[1> example.com

Are you sure you want to bounce all messages being delivered to "example.com"? [N]> Y
Bouncing messages, please wait.

100 messages bounced.

Envelope From 7 FL X2k B/87 U R

mail3.example.com> bouncerecipients

Please select how you would like to bounce messages:

1. By recipient host.

2. By Envelope From address.

3. All.

[1]1> 2

Please enter the Envelope From address for the messages you wish to bounce.
[1> mailadmin@example.com
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Are you sure you want to bounce all messages with the Envelope From address of
"mailadmin@example.com"? [N]> Y

Bouncing messages, please wait.

100 messages bounced.

mail3.example.com> bouncerecipients

Please select how you would like to bounce messages:

1. By recipient host.

2. By Envelope From address.

3. All.

[11>

Are you sure you want to bounce all messages in the queue? [N]> Y
Bouncing messages, please wait.

1000 messages bounced.

N U ARREDORREEITVET, Zoa~y Rk, F—BIXORT VRSN EY/RE T A —
NERET DO L ET,

HeE : oo~ KX lcommit] NI T,

JIGRAREM . Zpa<vy N, T_XTO~Y L ET—F (F59R&, IA—F <) T
HTxF7,

Ny F aAToE: Zoavy RSy FBRE P HE— LT ERA,

WIZ, F—REENTY UV ASNIZERREA A —NVOREDH 2R LET,

mail3.example.com> bvconfig
Behavior on invalid bounces: reject
Key for tagging outgoing mail: key
Previously-used keys for verifying incoming mail:
1. key (current outgoing key)
2. goodneighbor (last in use Wed May 31 23:21:01 2006 GMT)
Choose the operation you want to perform:
- KEY - Assign a new key for tagging outgoing mail.
- PURGE - Purge keys no longer needed for verifying incoming mail.
- CLEAR - Clear all keys including current key.
- SETUP - Set how invalid bounces will be handled.
[1> key
Enter the key to tag outgoing mail with (when tagging is enabled in the Good
Neighbor Table)
[1> basic_key
Behavior on invalid bounces: reject
Key for tagging outgoing mail: basic key
Previously-used keys for verifying incoming mail:
1. basic key (current outgoing key)

. avy kK sEH



I av vk 5EH

2. key (last in use Wed May 31 23:22:49 2006 GMT)

3. goodneighbor (last in use Wed May 31 23:21:01 2006 GMT)
Choose the operation you want to perform:
- KEY - Assign a new key for tagging outgoing mail.
- PURGE - Purge keys no longer needed for verifying incoming mail.
- CLEAR - Clear all keys including current key.
- SETUP - Set how invalid bounces will be handled.
[]> setup

deleterecipients .

How do you want bounce messages which are not addressed to a valid tagged

recipient to be handled?

1. Reject.
2. Add a custom header and deliver.
[11> 1

Behavior on invalid bounces: reject
Key for tagging outgoing mail: basic key
Previously-used keys for verifying incoming mail:
1. basic key (current outgoing key)
2. key (last in use Wed May 31 23:22:49 2006 GMT)
3. goodneighbor (last in use Wed May 31 23:21:01 2006 GMT)
Choose the operation you want to perform:
- KEY - Assign a new key for tagging outgoing mail.
- PURGE - Purge keys no longer needed for verifying incoming mail.
- CLEAR - Clear all keys including current key.
- SETUP - Set how invalid bounces will be handled.
[1>
mail3.example.com> commit
Please enter some comments describing your changes:
[1> Configuring a new key and setting reject for invalid email bounces
Do you want to save the current configuration for rollback? [Y]> n
Changes committed: Fri May 23 11:42:12 2014 GMT

deleterecipients

B7LL]

ER7AE

l

Xa—rbAyE—UZEHIBRLET,

FEE : Z o< RIZ Tcommit] ITMEH Y FH A,
G ARER . Zpa<y Riivwyy B— RCOREHATEET,
NYyFaAv R Zoavwy NIy FEXREZSR—FLTOHERA,

TTIAT AL, BES CTREEZHIRT 2700 FEDOA T v a HAAESATH
FI, KIT, ZEFERR MIOZEZEOHIFR. Envelope From 7 KL A2 X BHIEE, BIO

X2 —HNOTRTOZEFEOHIROFIZ R L ET,

RIEE A A UK DHEIR

mail3.example.com> deleterecipients

Please select how you would like to delete messages:
1. By recipient host.

2. By Envelope From address.
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3. All.

[11> 1

Please enter the hostname for the messages you wish to delete.

[1> example.com

Are you sure you want to delete all messages being delivered to "example
Deleting messages, please wait.

100 messages deleted.

Envelope From 7 F L X [Z &k 5 HllB&

9 N THIBR

deliveryconfig

B2k

ER7GE

mail3.example.com> deleterecipients

Please select how you would like to delete messages:

1. By recipient host.

2. By Envelope From address.

3. All.

[1]1> 2

Please enter the Envelope From address for the messages you wish to dele
[1> mailadmin@example.com

Are you sure you want to delete all messages with the Envelope From addr
"mailadmin@example.com"? [N]> Y

Deleting messages, please wait.

100 messages deleted.

mail3.example.com> deleterecipients

Please select how you would like to delete messages:

1. By recipient host.

2. By Envelope From address.

3. All.

[11> 1

Are you sure you want to delete all messages in the queue? [N]> Y
Deleting messages, please wait.

1000 messages deleted.

A= NVEEERELET,

MEE : Z0a<y Kt Tcommit] 2SHEETI,
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delivernow

Bk

ER7GE

1

destconfig

ROPITIX, deliveryconfig 2~ > RAMH L, [BlfEFTaEMESH VU (Possible Delivery) % A F—
TMILT, T74NV DA 2 —T A4 2% [BE) (Auto) [IZEELE T, VAT LAE2ED
I RFEE A v B —VRUFIE. 9000 £t T,

mail3.example.com> deliveryconfig

Choose the operation you want to perform:

- SETUP - Configure mail delivery.

[1> setup

Choose the default interface to deliver mail.

1. Auto

. AnotherPublicNet (192.168.3.1/24: maild.example.com)
. Management (192.168.42.42/24: mail3.example.com)
PrivateNet (192.168.1.1/24: mail3.example.com)

. PublicNet (192.168.2.1/24: mail3.example.com)

[11> 1

Enable "Possible Delivery" (recommended)? [Y]> y
Please enter the default system wide maximum outbound message delivery
concurrency

[10000]> 9000

mail3.example.com>

g w N

Ay —=VDAT Y a— NV EMFRECHERELET, 2—FE, 1 DOZEHEFRA L,
EB{%%K%EZ&‘:}J‘—/VéﬂTU\%)‘g—NT@} yt‘—:\)o)b\j&ﬂﬁ)%%*ﬂ?% ij—o

WEE : Zoa<y K2 Tcommit] ITMEH Y FH A,
JSAREE  Zpa<wy Riivwiy B— R TORFEHTXET,
NYyFaAIVER : Zoavy RNy TFEXESR—FLTWHERA,

mail3.example.com> delivernow

Please choose an option for scheduling immediate delivery.
1. By recipient domain

2. All messages

11> 1

Please enter the recipient domain to schedule for delivery.
[I1>foo.com

Scheduling all messages to foo.com for delivery.

LIHI® setgoodtable =1~ R CTY, T—7 /ML, HIE, sLHlET —7 L EEEN T
T ZOT—TNEMFEHLT, HE L FAAL CORMEHIRZHE L E7,
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destconfig 37 > FD{#E A

destconfig 7 A = = — T,

% 7:destconfigtr 727 K

avv R sEH |

WDa~y ReERATEET,

X B7L:L

SETUP Ia—rVREEEE LET,

NEW RAA »DOF LWHIBRZ B L £,

EDIT RAAL L OFIREZETE L ET,

DELETE RAA OHIRAHIER L £7,

DEFAULT ESN TR AL DT 74V FORIREEE LET,

LIST AL EZDHIRDOY A M ZFIRLET,

DETAIL 1 ODSEEELITTNTHOT L B OFEMAEFRLET,

CLEAR T—=TNNETRTCOTY M EHIRLET,

IMPORT NIz 7 4 Fab—a 7y A Npbskfliio Yo
T—=TNEA UR—=FLET,

EXPORT SESCHIl= Y Y OF =Tk INL 27 4 Falb— g
T A M ZAR—FLET,

destconfig 2~ RNiZi, FiiCHliHT — 7 NV OEITEHERT DL FTOEREFRE T 2 LA

&)D\ijﬂo

CRALY (ZEHRA L)

¢ RAL DRI
T X ORKA v — VR

AR IR

o VAT AERELIIRBS— T = AL T
s RAA VT EORIBREBALET,
o ZEHZHIBOWIR] (45 HALD)

s FAALTHAT AR Tr 77 AL

YU FIVEEHIET—TIL
SileHlE T —7 A0y B B LET,

WD,

| BEEPAEE 1
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Ny FRR

K8 AT —TILOTY Y

nyriz ]

KA Conn. Rept. Min. Enforce
Limit Limit Prd. MX/DOM

(FZ7 V1) 500 7L 1 RAA

FIRS TR R A A OEGHIE 500, 1

& 72 0 DEAZFHI TR R

(F7 41 1) 500 ‘@L P ‘MMP

FRENTWVWRVRAAL L DA—)L F— 7 =

A OEREEFHT 500, 1 B H 720 OZEH K

VAR A PR

partner.com 10 ‘500 ‘60 ‘ KA A

partner.com D XTD 45— k7 = A 2% 10 @Dz

foeZe AT 1 Sy [ D e R3AB & $E 500

101.202.101.2 500

@L

‘ MXIP

IP7 RLADEE

destconfig =~ > KONy FEXEFEHTH L, /RO CLI a~ > ROTRTOHIELX EITT

xET,
o B LWgE ST — 7 v OVERR

destconfig new <profile> [options]

WEAF O3S I T — 7 L O

destconfig edit <default|profile> [options]

BEAF D 5i Sl T — 7 L O Bl Bk

destconfig delete <profile>|

SESEHIET o Y O—EER

destconfig list

s 1 DDOFEFEIITT A TOT L MY OFEMOER
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B 5 w0 destconfig To kU R

destconfig detail <default|profilelall>|

B FEOs el T — 7 vinb - _Tox U ZHIER

destconfig clear|

T7ANMNEDT—T VDA R— |k

destconfig import <filename>

T —TINDT 7 A IJ~DITY AR— k

destconfig export <filename>|

edit BL Pnew /Ny F a<w FTIE, BELEEFEZMEAL TEEZRTZEICLED, LTFOA
T arO—HELIFITRTCERETCEET, HELR» oA v a i, edit ZEH L
BEIEREINT, new 2 L72GE13T 740 MEICRESNE T,

concurrency limit=<int> - The maximum concurrency for a specific host.

concurrency limit type=<host|MXIP> - Maximum concurrency is per host or per MX IP.

concurrency limit apply=<system|VG> - Apply maximum concurrency 1is system wide or by
Virtual Gateway (tm) .

max messages_per connection=<int> - The maximum number of messages that will be sent
per connection.

recipient limit minutes=<int> - The time frame to check for recipient limits in minutes.

recipient limit=<int> - The number of recipients to limit per unit of time.

use tls=<off|on|require|on verify|require verify> - Whether TLS should be on, off, or
required for a given host.

bounce profile=<default|profile> - The bounce profile name to use.

bounce verification=<off|on> - Bounce Verification option.

15 : 7 L L\ destconfig T> ~ ') DYERK

WORFITIL, BIFED destconfig =2 F U ZHE(EHICH I LET, & 51T, K AA U partner.com D
Loy MU ZEERLET, 2D KA ATONTIE, KRR 100, 60438720
DZAFHEHIREN S0 IR ESNE T, LN o> T, VAT AL R AA  partner.com (2% L., 1
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R 100 28 2 DR A eI H T, S0 BRDZEHEICA v E—VEEE LEEAL, ZTOF
AL NIRRT T A MVTEY Y THRT, TLSREITRESINEHA, HEIC, &
EREROT-DICH &, fEESNET,

mail3.example.com> destconfig

There are currently 2 entries configured.
Choose the operation you want to perform:

- SETUP - Change global settings.

- NEW - Create a new entry.

- EDIT - Modify an entry.

- DELETE - Remove an entry.

- DEFAULT - Change the default.

- LIST - Display a summary list of all entries.
- DETAIL - Display details for one destination or all entries.
- CLEAR - Remove all entries.

- IMPORT - Import tables from a file.

- EXPORT - Export tables to a file.

[1> 1list
1

Rate Bounce Bounce
Domain Limiting TLS Verification Profile
(Default) On Off Off (Default)

Choose the operation you want to perform:

- SETUP - Change global settings.

- NEW - Create a new entry.

- EDIT - Modify an entry.

- DELETE - Remove an entry.

- DEFAULT - Change the default.

- LIST - Display a summary list of all entries.

- DETAIL - Display details for one destination or all entries.

- CLEAR - Remove all entries.

- IMPORT - Import tables from a file.

- EXPORT - Export tables to a file.

[1> new

Enter the domain you wish to configure.

[1> partner.com

Do you wish to configure a concurrency limit for partner.com? [Y]> y
Enter the max concurrency limit for "partner.com".

[500]> 100

Do you wish to apply a messages-per-connection limit to this domain? [N]> n
Do you wish to apply a recipient limit to this domain? [N]> y

Enter the number of minutes used to measure the recipient limit.
[60]> 60

Enter the max number of recipients per 60 minutes for "partner.com".
[1> 50

Select how you want to apply the limits for partner.com:

1. One limit applies to the entire domain for partner.com

2. Separate limit for each mail exchanger IP address

[11> 1

Select how the limits will be enforced:

1. System Wide

2. Per Virtual Gateway (tm)

[11> 1

Do you wish to apply a specific TLS setting for this domain? [N]> n
Do you wish to apply a specific bounce verification address tagging setting for
this domain? [N]> n

Do you wish to apply a specific bounce profile to this domain? [N]> n
There are currently 3 entries configured.

mail3.example.com> commit

Please enter some comments describing your changes:

[1> Throttled delivery to partner.com in the destconfig table

avy R sEZH
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Do you want to save the current configuration for rollback? [Y]> n
Changes committed: Fri May 23 11:42:12 2014 GMT

N ZR TAaId7A4ILE TS BE

ZOHITIEX, K AA 2 newpartner.com (ZH L destconfig =2~ U ZRE L 9, TLS 5

VT, £72. ZOHITIE, KAA 2 bounceprl (U AT —~DNRT7 A 7077 A )LD

H (135X—=) &) LWH ANy X a7y A /L% NAA Y newpartner.com ~D 3 =T
DEFA—ABBIEHIND LR ELET,

mail3.example.com> destconfig

There is currently 1 entry configured.

Choose the operation you want to perform:

- SETUP - Change global settings.

- NEW - Create a new entry.

- EDIT - Modify an entry.

- DELETE - Remove an entry.

- DEFAULT - Change the default.

- LIST - Display a summary list of all entries.

- DETAIL - Display details for one destination or all entries.

- CLEAR - Remove all entries.

- IMPORT - Import tables from a file.

- EXPORT - Export tables to a file.

[1> new

Enter the domain you wish to configure.

[1> newpartner.com

Do you wish to configure a concurrency limit for newpartner.com? [Y]> n
Do you wish to apply a messages-per-connection limit to this domain? [N]> n
Do you wish to apply a recipient limit to this domain? [N]> n

Do you wish to apply a specific TLS setting for this domain? [N]> y

Do you want to use TLS support?

1. No

2. Preferred

3. Required

4. Preferred(Verify)

5. Requlred(Verlfy)

[11>

You have chosen to enable TLS. Please use the 'certconfig' command to ensure that there
is a valid certificate configured.

Do you wish to apply a specific bounce verification address tagging setting for this

domain? [N]> y

Perform bounce verification address tagging? [N]> y

Do you wish to apply a specific bounce profile to this domain? [N]> y
Please choose a bounce profile to apply:

1. Default
2. New Profile
[1]1> 1

There are currently 2 entries configured.
Choose the operation you want to perform:
- SETUP - Change global settings.
- NEW - Create a new entry.
- EDIT - Modify an entry.
- DELETE - Remove an entry.
- DEFAULT - Change the default.
- LIST - Display a summary list of all entries.
- DETAIL - Display details for one destination or all entries.
- CLEAR - Remove all entries.
- IMPORT - Import tables from a file.
- EXPORT - Export tables to a file.
[1> detail
Rate Bounce Bounce
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Domain Limiting TLS Verification Profile
newpartner.com Default Reg On Default
(Default) On Off Off (Default)

Enter the domain name to view, or enter DEFAULT to view details for the
default, or enter ALL to view details for all:
[1> all
newpartner.com
Maximum messages per connection: Default
Rate Limiting: Default
TLS: Required
Bounce Verification Tagging: On
Bounce Profile: Default
Default
Rate Limiting:
500 concurrent connections
No recipient limit
Limits applied to entire domain, across all virtual gateways
TLS: Off
Bounce Verification Tagging: Off
There are currently 2 entries configured.
[1>
mail3.example.com> commit
Please enter some comments describing your changes:
[1> enabled TLS for delivery to newpartner.com using demo certificate
Do you want to save the current configuration for rollback? [Y]> n
Changes committed: Fri May 23 11:42:12 2014 GMT

EEEE

ZOBEITIER, A= EWNEZ /V—7"7 =7 ¥ —Vexchange.example.com|Z A1 v MU 75
D destconfig = MU ZAERK L ET, ZOWNEY— A HO HHEHEEE] = ) 255E
THZET, NTT7 47 BRI KRT HFRIFICIXEGELNR I NV—T T =7 — N2 A
By by rERET, ZOBITE TTIATRE ARZ V=TT =T =
exchange.example.com |Z%f L, 1 43fEIZ 10 % #8 2 2 [RIRFRERE 2 ML 37, 1000 2 2 52 E48
WA v E—VEEELERA, NUVRA FuT 7 AL TLS RETHRESNEEA,

mail3.example.com> destconfig

There are currently 2 entries configured.

Choose the operation you want to perform:

- SETUP - Change global settings.

- NEW - Create a new entry.

- EDIT - Modify an entry.

- DELETE - Remove an entry.

- DEFAULT - Change the default.

- LIST - Display a summary list of all entries.

- DETAIL - Display details for one destination or all entries.

- CLEAR - Remove all entries.

- IMPORT - Import tables from a file.

- CLEAR - Remove all entries.

[1> new

Enter the domain you wish to configure.

[1> exchange.example.com

Do you wish to configure a concurrency limit for exchange.example.com? [Y]> y
Enter the max concurrency limit for "exchange.example.com".
[500]> 10

Do you wish to apply a recipient limit to this domain? [N]> y
Enter the number of minutes used to measure the recipient limit.
[60]> 1

Enter the max number of recipients per 1 minutes for "exchange.example.com".
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[1> 1000
Select how you want to apply the limits for exchange.example.com:

1. One limit applies to the entire domain for exchange.example.com

2. Separate limit for each mail exchanger IP address
[11> 1

Select how the limits will be enforced:

1. System Wide

2. Per Virtual Gateway (tm)

[11> 1

Do you wish to apply a specific TLS setting for this domain? [N]> n
Do you wish to apply a specific bounce verification address tagging

domain? [N]> n

avv R sEH |

setting for this

Do you wish to apply a specific bounce profile to this domain? [N]> n

There are currently 3 entries configured.

Choose the operation you want to perform:

- SETUP - Change global settings.

- NEW - Create a new entry.

- EDIT - Modify an entry.

- DELETE - Remove an entry.

- DEFAULT - Change the default.

- LIST - Display a summary list of all entries.

- DETAIL - Display details for one destination or all entries.
- CLEAR - Remove all entries.

- IMPORT - Import tables from a file.

- CLEAR - Remove all entries.

[1>

mail3.example.com> commit

Please enter some comments describing your changes:
[1> set up shock absorber for inbound mail

Do you want to save the current configuration for rollback? [Y]> n

Changes committed: Fri May 23 11:42:12 2014 GMT

=

X e

ZORFITIE, TLSEEHDO TLS 77— F B L OFEAELZHRE L £7°,

mail3.example.com> destconfig

Choose the operation you want to perform:

- SETUP - Change global settings.

- NEW - Create a new entry.

- EDIT - Modify an entry.

- DELETE - Remove an entry.

- DEFAULT - Change the default.

- LIST - Display a summary list of all entries.
- DETAIL - Display details for one destination or all entries.
- CLEAR - Remove all entries.

- IMPORT - Import tables from a file.

- EXPORT - Export tables to a file.

[1> setup

The "Demo" certificate is currently configured. You may use "Demo",

be secure.

1. partner.com

2. Demo

Please choose the certificate to apply:
[11> 1

Do you want to send an alert when a required TLS connection fails?

. avy kK sEH
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hostrate

B2LL]

FEEDRANDT VT4 €T 4 HE=2LET,

ERRGE
e : Zoa~y N2 Tcommit) (F4EH Y EH A,
JTAREM  Zpavy Riiviy B— R TORMEATE £,
NyFAIUKR: Zoavr IRy FELEF AR — L TWEREA,

l

mail3.example.com> hostrate

Recipient host:

[]> aol.com

Enter the number of seconds between displays.

[10]> 1
Time Host CrtCncOut ActvRcp ActvRcp DlvRcp HrdBncRcp SftBncEvt
Status Delta Delta Delta Delta
23:38:23 up 1 0 0 4 0 0
23:38:24 up 1 0 0 4 0 0
23:38:25 up 1 0 0 12 0 0
~C

hostrate =~ > K& {8 1L 9 5121, Ctrl+C ZEH L £9°,

hoststatus

5ER
B EDKRA NGDAT —Z ZAETELET,

ER7E

FEE : ZDa< v KT Tcommit] ITMEH Y FH A,
JIAAER  Zoav s RiE~vyr T— R TCORFEHTE £,
NyFaAvo R Zoa<wr NIy FEXREZR—F L THERA,

1

mail3.example.com> hoststatus

Recipient host:

[1> aol.com

Host mail status for: 'aol.com'

Status as of: Fri Aug 8 11:12:00 2003
Host up/down: up
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Counters:
Queue

Soft Bounced Events

Completion

Completed Recipients
Hard Bounced Recipients
DNS Hard Bounces

5XX Hard Bounces

Filter Hard Bounces

Expired Hard Bounces

Other Hard Bounces
Delivered Recipients
Deleted Recipients

Gauges:
Queue

Active Recipients
Unattempted Recipients
Attempted Recipients

Connections
Current Outbound Connections
Pending Outbound Connections
No Messages
8 11:04:24 2003

Oldest Message
Last Activity

Ordered IP addresses:

Preference
15
15
15
15
15
15
15
15
MX Records:
Preference
15
15
15
15

Fri Aug

IPs

64.12.
64.12.
64.12.
64.12.
64.12.
64.12.
64.12.
64.12.

TTL

52m24s
52m24s
52m24s
52m24s

Last 5XX Error:

137.
137.
137.

138
138

138.
136.
138.

mailin-01.mx.
mailin-02.mx.
mailin-03.mx.
mailin-04.mx.

205.188.156.154

(expiring at Fri Aug

138.
138.

.137.

136.
137.

leoleoleolNelell SHell

o

8 11:34:24 2003)

89
152
89
153
152

152.163.224.26
64.12.137.152

550 REQUESTED ACTION NOT TAKEN:

(at Fri Aug

8 11:04:25 2003)

Virtual gateway information:

121 64.12.
89 64.12.
184 64.12
.57 64.12.
.57 64.12.
89
121
120
Hostname

aol
aol
aol
aol

.com
.com
.com
.com

DNS FAILURE

64.12.138.120

152.163.224.122

64.12.136.57

205.188.156.122
136.
.138.
137.
137.

64.
64.
64.
64.

12.

12

12.
12.

example.com (PublicNet 017):
Host up/down: up
Last Activity Wed Nov 13 13:47:02 2003

Recipients

0

example.com (PublicNet 023):
Host up/down: up
Last Activity Wed Nov 13 13:45:01 2003

Recipients

imageanalysisconfig

BILL]

IronPort A A — 73T DF

. av vk BEH
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oldmessage

B2LL]

ERAE

mans

He® : Zoa<y Kt Tcommit] 2AH43ETI,

JGAREE . Zoawy RiE, TRTOY U EFT—F (WFREZ, T—F, =) Tff
ATxEd,

NYF AR Zoa~vy RNy FEXLEZVR—F L TWERTA,

mail.example.com>imageanalysisconfig

IronPort Image Analysis: Enabled

Image Analysis Sensitivity: 65

Verdict Ranges: Clean (0-49), Suspect (50-74), Inappropriate (75+)
Skip small images with size less than 100 pixels (width or height)

(First time users see the license agreement displayed here.)

Choose the operation you want to perform:

- SETUP - Configure IronPort Image Analysis.

[1> setup

IronPort Image Analysis: Enabled

Would you like to use IronPort Image Analysis? [Y]>

Define the image analysis sensitivity. Enter a value between 0 (least sensitive) and 100
(most sensitive). As sensitivity increases, so does the false

positive rate. The default setting of 65 is recommended.

[65]>

Define the range for a CLEAN verdict. Enter the upper bound of the CLEAN range by entering
a value between 0 and 98. The default setting of 49 is

recommended.

[49]1>

Define the range for a SUSPECT verdict. Enter the upper bound of the SUSPECT range by

entering a value between 50 and 99. The default setting of 74 is

recommended.

[74]>

Would you like to skip scanning of images smaller than a specific size? [Y]>

Please enter minimum image size to scan in pixels, representing either height or width

of a given image.

[100]>

IronPort Image Analysis: Enabled

Image Analysis Sensitivity: 65

Verdict Ranges: Clean (0-49), Suspect (50-74), Inappropriate (75+)

Skip small images with size less than 100 pixels (width or height)

Choose the operation you want to perform:

- SETUP - Configure IronPort Image Analysis.

[1>

VAF A LEOELEWIEREEA vE—DOMID o~y X —%FFE R LET,

Fe® : Z0a<y RIZ commit [TMEH Y FH A,
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rate

2t AA

ER7E

l

JTARER  ZDavy Rii~vyy T— R TOMEHATEET,
NyF aw N Zoawy NEnNyTFEXEZFR—FLTWWERA,

WOBHITIE, HWA v =V EERLET,

mail3.example.com>

oldmessage

MID 9: 1 hour 5 mins 35 secs old

Received: from test02.com ([172.19.0.109])

by test02.com with SMTP; 14 Feb 2007 22:11:37 -0800
From: userl23@test02.com

To: 4031@example.com

Subject: Testing

Message-Id: <20070215061136.68297.16346@test02.com

AvtE—=VDAN—Ty hEE=HF LET,

FEE : ZDa< v KT Tcommit] ITMEH Y FH A,
JIALZEH  Zoa<vwy NEivyry T— RTOMEHTEET,
NYyF AT R Zoa<wy RNy FERXREZR—FLTHEEA,

mail3.example.com> rate

Enter the number of seconds between displays.

[10]> 1
Hit Ctrl-C to return to the main prompt.
Time Connections Recipients Recipients Queue
In Out Received Delta Completed Delta K-Used
23:37:13 10 2 41708833 0 40842686 0 64
23:37:14 8 2 41708841 8 40842692 6 105
23:37:15 9 2 41708848 7 40842700 8 76
23:37:16 7 3 41708852 4 40842705 5 64
23:37:17 5 3 41708858 6 40842711 6 64
23:37:18 9 3 41708871 13 40842722 11 67
23:37:19 7 3 41708881 10 40842734 12 64
23:37:21 11 3 41708893 12 40842744 10 79
~C
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redirectrecipients .

redirectrecipients

B2LL]

FTRTORA Y E—=VZROY L— KA MV FA L7 FLET,

yex

AvE—U% /devinull #5656 L THZEMRAAL ATV XA VT b5 E AvE—UNRK
bivET, A—NVEZDXLIRRAL AV FA LT ML TH, CLLIZEE IR IEINER
lo AvE—=THBIVXALY MTDHRNC, ZREM AL UBHDH02E 9> SMTP /L — k& HER
LTLEEN,

fEbx

ER7E

Ny FR

1

ZDOHRARNLRKED SMTP A — NV EZETEDLLIICEHRINTORWEA MNEIXIP T
RUVRZZEZEEZ VXAV vTHE AvE—UBNRNT A&, A—ABRbis [l
NHET,

FEE : Za< v R Tcommit] ITMEH Y FH A,
IS ARER . pavw L NEIviry BE— RTOMEATEET,
NyFaAvo R Zoa<wry NIy FEXREZ R —F L THET,

redirectrecipients =~ > ROy FIRAZMEM T 2D & 1RO CLI 2~ > ROTXTOKEREL
FAITTEET,

e FTRTDA—NVERIDORANEIZIP T RLRAIZY XA L7 FLET,

redirectrecipients host <hostname>|

WIZ, T_TD A—/L% example2.com TR A MU XA L7 b 5012 RLET,

mail3.example.com> redirectrecipients

Please enter the hostname or IP address of the machine you want to send all mail to.
[1> example2.com

WARNING: redirecting recipients to a host or IP address that is not prepared to accept
large volumes of SMTP mail from this host

will cause messages to bounce and possibly result in the loss of mail.

Are you sure you want to redirect all mail in the queue to "example2.com"? [N]> y
Redirecting messages, please wait.

246 recipients redirected.
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resetcounters

B2LL]

ERAE

l

avy R sEH |

VAT LANDTRTCOAT L Z %)y FLET,

WEE : ZOa<y R Tcommit] ITMEH Y FH A,
JIARER . ZDavy NEIviy E— RTOMEATEET,
NYyFaAvo R Zoavy NIy FEXLEZR—F L TOHERA,

mail3.example.com> resetcounters
Counters reset: Mon Jan 01 12:00:01 2003

removemessage

B2k

ER7E

1

BEDAvE—YID DA v E—UELERICHIRLET,

removemessage % v . N T, {F¥Fa—, HllTHa—, FidsieFa—HNoA vy E—
COHREHIBRTEET, VAT LADOREIZELS>TIH, INODOXFa—IZHFITT V7T 4772
A=V RNEENTORWEERH D FT,

WeE  Zoa<y R Tcommit] 1ZHEH D FH A,
JIRAFER . ZDa<vy Niivyry T R TOMEATEET,
NYF AR R: Zoa<wy RNy FERXEFTR—-F L THEEA,

example.com>
removemessage
Enter the MID to remove.
(1> 1
MID 1: 19 secs old
Received: from example2.com ([172.16.0.10217)
by test02.com with SMTP; 01 Mar 2007 19:50:41 -0800
From: userl23@test02.com
To: 9526@example.com
Subject: Testing
Message-Id: <20070302035041.67424.53212@test02.com>
Remove this message? [N]> vy
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showmessage

B2LL]

ERAE

l

showrecipients

Bk

ER7E

Ny FReK

showmessage .

BESNTIAYvE—IDDOAYyE—VE Ay E—VARTEFRLET,

WEE : ZOa<y R Tcommit] ITMEH Y FH A,
JGARER . Zpa<y Riivwyy T— RCOREHATEET,
NYyFaAvo R Zoavy NIy FEXREZTR—F L TOHERA,

example.com> showmessage
MID 9: 1 hour 5 mins 35 secs old
Received: from example2.com([172.19.0.109])
by test02.com with SMTP; 14 Feb 2007 22:11:37 -0800
From: userl23@test02.com
To: 4031@example.com
Subject: Testing
Message-Id: <20070215061136.68297.16346@test02.com>
This is the message body.

Fa—HND A vE—T%Z(EHE B A MlE 7213 Envelope From 7 K L ABNZERT Hh, T3
TORA Yy E—VhFRLET,

eE : Zoa<y N lcommit] IIMEHY A,
USAREE . pavy NIviy BE— R TORMFHTXET,
NYyFaAv R Zoa<wry NIy FEXREZ R —F L THET,

showrecipients =~ & KONy FRAZEMNT 5 L. 1RO CLI 2~ > ROT X TOMREL 5
ITCTEET,

showrecipients host <hostname>|

* Envelope From 7 KL ATD A v E—T DR

avy R sEZH II
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showrecipients [sender options] <sender email>

®RD

--match-case 7 R L A D 2—HZ (55 O KT & /N7 % KBl LTz —2k,

sender_option ZfiH T& £,

e T RTDORA v E—DRER

showrecipients all

l

WIZ, TRCOZEEHEFRAP~DF2—HNDA v =0 ERLET,

mail3.example.com> showrecipients

Please select how you would like to show messages:
1. By recipient host.

2. By Envelope From address.

3. All.
[1]1> 3
Showing messages, please wait.
MID/ Bytes/ Sender/ Subject
[RID] [Atmps] Recipient
1527 1230 userl23456Q@ironport.com Testing
[0] [0] 9554@example.com
1522 1230 userl23456Q@ironport.com Testing
[0] [0] 3059@example.com
1529 1230 userl23456Q@ironport.com Testing
[0] [0] 7284@example.com
1530 1230 userl23456Q@ironport.com Testing
[0] [0] 8243@example.com
1532 1230 userl23456Q@ironport.com Testing
[0] [0] 1820@example.com
1531 1230 userl23456Q@ironport.com Testing
[0] [0] 9595@example.com
1518 1230 userl23456Q@ironport.com Testing
[0] [0] 8778@example.com
1535 1230 userl23456Q@ironport.com Testing
[0] [0] 1703@example.com
1533 1230 userl23456Q@ironport.com Testing
[0] [0] 3052@example.com
1536 1230 userl23456Q@ironport.com Testing
[0] [0] 5ll@example.com

status

ERAE
fleE . Zoa~y N2 Tcommit) (F4EH Y EHA,

avv R sEH |

JIGRAREM . Zpa<vy N, T_XTO~Y L ET—F (F59R&, ITA—F <) T
HTx%7,

NyF avw R Zoavy RNy FEXRESR—FLTVERA,
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l

tophosts
2R

ER7AE

mail.example.com> status detail

Status as of:

Up since:

(12d 6h 37m 28s)
Last counter reset:
System status:
Oldest Message:

Feature - IronPort Anti-Spam:

Mon Sep 08 00:01:44 2014 GMT
Tue Aug 26 17:24:16 2014 GMT

Never
Online
No Messages

1459 days

Feature - Incoming Mail Handling: Perpetual

Feature - Outbreak Filters:
Counters:
Receiving
Messages Received
Recipients Received
Rejection
Rejected Recipients
Dropped Messages
Queue
Soft Bounced Events
Completion
Completed Recipients
Current IDs
Message ID (MID)

Injection Conn. ID (ICID)

Delivery Conn. ID (DCID)
Gauges:
Connections
Current Inbound Conn.
Current Outbound Conn.
Queue
Active Recipients
Messages In Work Queue
Kilobytes Used
Kilobytes Free
Quarantine
Messages In Quarantine

1459 days
Reset

Current

2

0

184
8,388,424

Policy, Virus and Outbreak 0

Kilobytes In Quarantine

Policy, Virus and Outbreak 0

Uptime Lifetime
2 2

2 2

0 0

0 0

0 0

0 0

2

0

13

AN F2—IlHT 2BUEOEREBG L, FEDOZEHEFA MIEEFEOME (F=2—D
R E) BH20E DD EHWrT 521X, tophosts 2~ > RZfEH L £9, tophosts 2~ K
E. F2—NO 20 DZEHEDOIV A MR LET, VANI, 7774 7%EH. BEHE
fe. BUEWAZEE., Y7 h RNV A ARV, BEION—FR RNV RASNEZEER L,

S E I EpREHERIIC Y — FTEET,

HeE : 0o~ R lcommit] (THEHY FH A,

avy R sEZH II



1

to

&

f&

!l

i

JTARER  ZDavy Rii~vyy T— R TOMEHATEET,
NYF AR Zoa~vy RNy FEXREZVR—FLTWEEA,

mail3.example.com> tophosts
Sort results by:

1. Active Recipients

2. Connections Out

3. Delivered Recipients

4. Hard Bounced Recipients

5. Soft Bounced Events

[1]1> 1

Status as of: Fri Mar 13 06:09:18 2015 GMT

Hosts marked with '*' were down as of the last delivery attempt.
Active Conn. Deliv. Soft

# Recipient Host Recip. Out Recip. Bounced

1* example.com 2 0 0 0

2 the.encryption.queue 0 0 0 0

3 the.euq.queue 0 0 0 0

4 the.euqg.release.queue 0 0 0 0

pin
BH
EREBEROBDIEIZ LN DR A R E2FRLE T,

R7%AE
e . ZDa~y K2 Tcommit) ZMEH D FH A,
JIALER  ZOavy NEvyr E— R TOREMTEET,
NYF ARV F: Zoavr RNy TFEXE R —RFLTHERA,

mail3.example.com> topin

Status as of: Sat Aug 23 21:50:54 2003

# Remote hostname Remote IP addr. listener Conn.
Imail.remotedomainOl.com 172.16.0.2 Incoming01

2 mail.remotedomainOl.com 172.16.0.2 Incoming02
3 mail.remotedomainO3.com 172.16.0.4 Incoming01
4 mail.remotedomainO4.com 172.16.0.5 Incoming02
5 mail.remotedomainO05.com 172.16.0.6 Incoming01
6 mail.remotedomain06.com 172.16.0.7 Incoming02
7 mail.remotedomainO7.com 172.16.0.8 Incoming01
8 mail.remotedomain08.com 172.16.0.9 Incoming01
9 mail.remotedomain09.com 172.16.0.10 Incoming01
10 mail.remotedomainlO.com 172.16.0.11 Incoming01
11 mail.remotedomainll.com 172.16.0.12 Incoming01
12 mail.remotedomainl2.com 172.16.0.13 Incoming02
13 mail.remotedomainl3.com 172.16.0.14 Incoming01

. avy kK sEH
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unsubscribe

BILL]

ERAE

1

14 mail.
15 mail.
16 mail.
17 mail.
18 mail.
19 mail.
20 mail.

remotedomainlé
remotedomainl5
remotedomainl6
remotedomainl?
remotedomainl8
remotedomainl9
remotedomain20

.com
.com
.com
.com
.com
.com
.com

172

172.
172.

172

172.
172.

172

.16.
16.
16.
.16.
16.
16.
.16.

O O O O O o o

Ja—rVEEIEIEY A N EEHLET,

.15
.16
.17
.18
.19
.20
.21

MeE : oo~ KX lcommit] NHEETI,

JGAREE . Zoavwr RiE, TRTOYET— R (WFREZ, T—F, =) Tff
ATxEd,

NyF avwrs R Zoavy Ry FELZR—FLTWEEA,

IncomingO1l
IncomingO1l
IncomingO1l
IncomingO1l
Incoming02
IncomingO1l
IncomingO1l

unsubscribe .

RN NN

ZOHITIE, 7 KL R user@example.net 73 7 7 — LEMEE R Y X MBSV, A vE—Y
BN— RN AT H XD RESNET, 207 FLRIZEFIND A vE—IEFEAN
TUASNET, BEOHEMIA v E—VR ARy AESRET,

mail3.example.com> unsubscribe

Global Unsubscribe is enabled. Action:
Choose the operation you want to perform:

- NEW - Create a new entry.

- IMPORT - Import entries from a file.
- SETUP - Configure general settings.

[1> new

Enter the unsubscribe key to add.
or "user@" are allowed,
are allowed.

[1> user@example.net

Email Address

as are IP addresses.

'user@example.net'

drop.

Partial addresses such as "@example.com"

added.

Global Unsubscribe is enabled. Action:
Choose the operation you want to perform:

- NEW - Create a new entry.
- DELETE - Remove an entry.
- PRINT - Display all entries.

- IMPORT - Import entries from a file.
- EXPORT - Export all entries to a file.
- SETUP - Configure general settings.

- CLEAR - Remove all entries.

[1> setup
Do you want to enable the Global Unsubscribe feature? [Y]> y
Would you like matching messages to be dropped or bounced?

1. Drop

2. Bounce

[1]1> 2

Global Unsubscribe is enabled. Action:

drop.

bounce.

Partial hostnames such as "@.example.com"

avy R sEZH II
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workqueue

ait B

ER7AE

1

A\

avv R sEH |

Choose the operation you want to perform:

- NEW - Create a new entry.

- DELETE - Remove an entry.

- PRINT - Display all entries.

- IMPORT - Import entries from a file.

- EXPORT - Export all entries to a file.

- SETUP - Configure general settings.

- CLEAR - Remove all entries.

(>

mail3.example.com> commit

Please enter some comments describing your changes:

[1> Added username “user@example.net” to global unsubscribe
Do you want to save the current configuration for rollback? [Y]> n
Changes committed: Fri May 23 11:42:12 2014 GMT

(EF 2 —D—BHEIE R T — 7 25 FRH L OEE LET,

MEE : Z0a<y R lcommit] 1ZMEH D FH A,
JSGAREHE . Zpa<wy Riivwiy B— R TORFEHATXET,
NYyFaAIVEKR : Zoavy RNy FEXEZSR—FLTWHERA,

mail3.example.com> workqueue

Status: Operational
Messages: 1243
Manually pause work queue? This will only affect unprocessed messages. [N]> y

Reason for pausing work queue:

[1> checking LDAP server

Status: Paused by admin: checking LDAP server
Messages: 1243

GE)

HEDOANMERETT, HEaE AT LG E, Bl % Toperator paused] & L TR 723Gk
INET,

ROFITIE, V=7 Fa—0PHRAINET,

mail3.example.com> workqueue

Status: Paused by admin: checking LDAP server
Messages: 1243

Resume the work queue? [Y]> y

Status: Operational

Messages: 1243

. av vk BEH
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wyro—xov8rEe Ry b= v—1 |

2RI THBEFEERYEFT—D Y—)L

etherconfig

B L)

ER7E

l

ZIZTIE, RO CLI 2= RIZOWTEH L ET,

s etherconfig (161 ~—3)

s interfaceconfig (163 ~<—73")
« nslookup (165 ~—72)

s netstat (166 ~X—1)

« packetcapture (167 ~<—37)
« ping (168 ~<—2)

* ping6 (169 ~X—)

s routeconfig (170 ~X—72)

. setgateway (172 ~X—72)

» sethostname (173 ~X—73)
« smtproutes (173 ~<—)

s sslconfig (175 ~=X—7)

s sslv3config (178 ~X—3)

s telnet (178 ~—3)

e traceroute (179 ~—37)

» traceroute6 (180 ~—<°)

AT A THE. NICXT U 7, VLANFRTE. DSRETREDA —V Ry FREEITWVET,

W : Zoa<y Kt lcommit] DSMLET,
IS AREE . Zpa<wy NiIviy B— R TORFEHTXET,
NYyFaAvo R Zoa<wry NIy FELSEZR—F L TOHERA,

mail3.example.com> etherconfig

Choose the operation you want to perform:

- MEDIA - View and edit ethernet media settings.

- VLAN - View and configure VLANs.

- LOOPBACK - View and configure Loopback.

- MTU - View and configure MTU.

- MULTICAST - Accept or reject ARP replies with a multicast address.
[1> vlan

VLAN interfaces:

avy R sEZH II



Choose the operation you want to perform:
- NEW - Create a new VLAN.

[1> new

VLAN tag ID for the interface (Ex: "34"):
[1> 12

Enter the name or number of the ethernet interface you wish bind to:

1. Data 1

2. Data 2

3. Management

[1]1> 1

VLAN interfaces:

1. VLAN 12 (Data 1)

Choose the operation you want to perform:
- NEW - Create a new VLAN.

- EDIT - Edit a VLAN.

- DELETE - Delete a VLAN.

1>

Choose the operation you want to perform:
- MEDIA - View and edit ethernet media settings.
- VLAN - View and configure VLANs.

- LOOPBACK - View and configure Loopback.
- MTU - View and configure MTU.

- MULTICAST - Accept or reject ARP replies with a multicast address.

[1> loopback

Currently configured loopback interface:

Choose the operation you want to perform:

- ENABLE - Enable Loopback Interface.

1>

Choose the operation you want to perform:

- MEDIA - View and edit ethernet media settings.
- VLAN - View and configure VLANs.

- LOOPBACK - View and configure Loopback.

- MTU - View and configure MTU.

- MULTICAST - Accept or reject ARP replies with a multicast address.

[1> mtu

Ethernet interfaces:

1. Data 1 default mtu 1500

2. Data 2 default mtu 1500

3. Management default mtu 1500

4. VLAN 12 default mtu 1500

Choose the operation you want to perform:
- EDIT - Edit an ethernet interface.

[1> edit

Enter the name or number of the ethernet interface you wish to

[1> pairl
That value is not valid.

edit.

Enter the name or number of the ethernet interface you wish to edit.

[1> 12
That value is not wvalid.

Enter the name or number of the ethernet interface you wish to edit.

(1> 2

Please enter a non-default (1500) MTU value for the Data 2 interface.

[1> 1200

Ethernet interfaces:

1. Data 1 default mtu 1500

2. Data 2 mtu 1200

3. Management default mtu 1500

4. VLAN 12 default mtu 1500

Choose the operation you want to perform:
- EDIT - Edit an ethernet interface.

[1>

. av vk BEH
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interfaceconfig .

interfaceconfig

B2LL]

AVHE—T 2 A ABRELET, A X —T7 A ZA%ERk, WL, HIRTEE9, FTP & A
F—=T WL, IPT RLAEZEHL, f—H Xy FIPT RLVAEZRETEET,

EARAE
T : Zoa<y NiE Tcommit] NHLETT,
JIALER . ZDavy RiEviy F— RTORERTE LT,
NYF ATV R Z0avy RENy FEREYR—FLTHET,

Ny FER

interfaceconfig =~ ROy FERELMHT 5L, WERD CLI 2~ FOT X TOEELE
ITCEET,

cHI LA U F—T = A ZADVERL

interfaceconfig new <name>

<ethernet interface>

<hostname>

--ip=IPv4 Address/Netmask

--ip6=IPv6 Address/Prefix Lenght]

[--ftp[=<port>]]

[--telnet[=<port>]]

[--ssh[=<port>]]

[--http] [=<port>]

[--https [=<port>]]

[--eug_http[=<port>]]

[-—eug_https] [=<port>]

av YR BEH II
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. Bl: A8 —T (4 RADHK

[--ccs[=<port>]].

FTP is available only on IPv4.

o A U H—T A4 ZADHIFR

interfaceconfig delete <name>|

Bl: 43— 14 ADETE

mail.example.com> interfaceconfig

Currently configured interfaces:

1. Management (10.76.69.149/24 on Management: mail.example.com)
Choose the operation you want to perform:

- NEW - Create a new interface.

- EDIT - Modify an interface.

- GROUPS - Define interface groups.

- DELETE - Remove an interface.

[1> edit

Enter the number of the interface you wish to edit.
1> 1

IP interface name (Ex: "InternalNet"):

[Management] >

Would you like to configure an IPv4 address for this interface (y/n)? [Y]>
IPv4 Address (Ex: 192.168.1.2 ):

[1.1.1.1]>

Netmask (Ex: "24", "255.255.255.0" or "Oxffffffo0"):

[OxffEffEEE] >

Would you like to configure an IPv6 address for this interface (y/n)? [N]> n
Ethernet interface:

1. Data 1

2. Data 2

3. Management

[31>

Hostname:

[mail.example.com]>

Do you want to enable SSH on this interface? [Y]>

Which port do you want to use for SSH?

[22]1>

Do you want to enable FTP on this interface? [N]>

Do you want to enable Cluster Communication Service on this interface? [N]>
Do you want to enable HTTP on this interface? [Y]>

Which port do you want to use for HTTP?

[80]1>

Do you want to enable HTTPS on this interface? [Y]>

Which port do you want to use for HTTPS?

[443]>

Do you want to enable Spam Quarantine HTTP on this interface? [N]>

Do you want to enable Spam Quarantine HTTPS on this interface? [N]>

Do you want to enable AsyncOS API (Monitoring) HTTP on this interface? [N]> y
Which port do you want to use for AsyncOS API (Monitoring) HTTP?

[6080]>

Do you want to enable AsyncOS API (Monitoring) HTTPS on this interface? [N]> y
Which port do you want to use for AsyncOS API (Monitoring) HTTPS?

[6443]>
The "Demo" certificate is currently configured. You may use "Demo", but this will not
be

. avy kK sEH
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nslookup .

secure. To assure privacy, run "certconfig" first.

Both HTTP and HTTPS are enabled for this interface, should HTTP requests redirect to the
secure service? [Y]>

You have edited the interface you are currently logged into. Are you sure you want to
change it? [Y]>

Currently configured interfaces:

1. Management (10.76.69.149/24 on Management: mail.example.com)

Choose the operation you want to perform:

- NEW - Create a new interface.

- EDIT - Modify an interface.

- GROUPS - Define interface groups.

- DELETE - Remove an interface.

[r>
nslookup

& BA
nslookup 2=~ RZfliHl9 % &, DNS OELZRAETE £7,

nslookup =~ RTIX, 77747 VAN, WHELTWDHDNS (RAAL 2 R—L H—1
A) = NMERARMGEIP T RURERR L CEETEDL Z L 2R TEET,

£ 9:nslockup AX 2 KDY T)— 34T

J9T)—DRAT aiEA

RARNDA U H—Fy N T KLA

CNAME TA U T ADEHRDLTH]

MX A=)V T AF 2V

NS FBELEY = DF—25 =

PTR Y =N H—Fy b T RLADHFAIEARA M, 29T
RONGE I OIERIT ST o R A o Z

SOA RAA D THERRBAAR] THHR

TXT T A MER

ERAE
Mg . 0o~ R lcommit] (TMEHD FH A,

JIAAER  Zoa<w L Nt TR_RTO U EF—F (P TRF, J—T, =) T
HATxE9,

NYF AT KR . Zoa<wy RNy FEXEZSR—F L TWERTA,

av YR BEH
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netstat

st A

ER7AE

1
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mail.example.com> nslookup

Please enter the host or IP address to resolve.
[1> vm30esal086.1ibga

Choose the query type:

1. A the host's IP address

2. AAAA the host's IPv6 address

3. CNAME the canonical name for an alias

4. MX the mail exchanger

5. NS the name server for the named zone

6. PTR the hostname if the query is an Internet address,
otherwise the pointer to other information

7. SOA the domain's "start-of-authority" information

8. TXT the text information

[1]1> 2

AAAA=2001:420:54ff:££f06::95 TTL=30m

netstat 2~ REEHT L L. Xy NU—J8w GERBLORE) . V=T 7 T—7
Ju. ﬁi@éi@i&*yb7~74y&~7:4x%%%$%%ff%iﬁ ZDONR—V g
VTIETRTOBIENRY R — FENDEDITTIEHELZWNWZ LIZEE LTS EEY, FFZ, -a, -A,
-g. -m, -M, -N, s|IfffiCcxFEHA, ZDa~vr NIA /577747 ET— R TOETE
HHJE LTWA=, netstat Z AT L2 TLR— FDOXNRE S5 5DOF T a VinbHiEIRTX
F, £ Uy AVTAHAL L E—T oA R ELFROMBHIEETEET,

WEE : Zoa<y K2 Tcommit] ITMEH Y FH A,
JIALER  Zpa<vry Ridvwyr B— R TORMERATE £9°,
NYyFaAIVEF: Zoa<xwy Ry TFELESR—FLTWHWERA,

example.com> netstat

Choose the information you want to display:
. List of active sockets.

State of network interfaces.

. Contents of routing tables.

Size of the listen queues.

Packet traffic information.

1

2

3

4
5.
[11>
Select the ethernet interface whose state you wish to display:
1. Data 1

2. Data 2

3. Management

4. ALL

[1>

Show the number of bytes in and out? [N]>

. avy kK sEH
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packetcapture

BILL]

ER7E

1

packetcapture .

Show the number of dropped packets? [N]> y

Name Mtu Network Address Ipkts Ierrs Opkts
Oerrs Coll Drop

Data 1 1500 197.19.1/24 example.com 30536 - 5 -

example.com>

netstat I~ R&EEHATIHE, o VUV—T8F ERBLIORE) . V=T 7 T—
TN, BEOEEISERRY NIV —F A X —T oA ARFHERE TR TEET, ZON—
Ta rTEHTRTOFIENRY R — N ENDDT TIERNI EICTHER LTI ZEN, FR, -,
A, g, -m, -M, N, s |ZfEHATEERA, ZOa~v NEIA X T 7T 47 F—RTOE
TZHBE LTWADT2®, netstat Z ASJ LR TLAR— FOXIRE S ODOF T2 a o HigR
TEET, T, VoAU TDHA U F—T oA ALLFROMBLIEETEET,

MEE : ZDa<y RIZ lcommit] 1IMEH D FH A,

JIAAER . Zoa<w s Nt T R_RTCO~Y U EF—F (P T7RAF, J—T, =) T
HTx£9,

NYyF AT R Zoa<wr NIy FEXREZR—F L TWETA,

mail.example.com> packetcapture
Capture Information:

Status: No capture running
Current Settings:

Maximum File Size: 200 MB

Limit: None (Run Indefinitely)
Interface(s): ALL
Filter: (tcp port 25)

Choose the operation you want to perform:
- START - Start packet capture.
- SETUP - Change packet capture settings.

[]> start
Success - Packet Capture has started
Capture Information:
File Name: C100V-421C73B18CFB05784A83-BO3A99E71ED8-20150312-105256.cap
File Size: 0 of 200M
Duration: Os
Limit: None (Run Indefinitely)
Interface(s): ALL
Filter: (tcp port 25)

Choose the operation you want to perform:
- STOP - Stop packet capture.

- STATUS - Display current capture status.
- SETUP - Change packet capture settings.
[1> stop

Success - Packet Capture has stopped
Capture Information:

avy R sEZH II
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ping
3B

anh

ER7GE

1
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File Name: C100V-421C73B18CFB05784A83-BO03A99E71ED8-20150312-105256.cap
File Size: 24 of 200M

Duration: 10s

Limit: None (Run Indefinitely)

Interface(s): ALL

Filter: (tcp port 25)

Choose the operation you want to perform:
- START - Start packet capture.
- SETUP - Change packet capture settings.
[1> setup
Enter maximum allowable size for the capture file (in MB)
[200]>
Do you want to stop the capture when the file size is reached? (If not, a new file will
be started and the older capture data will be discarded.)
[N]>
The following interfaces are configured:
1. Management
2. ALL
Enter the name or number of one or more interfaces to capture packets from, separated
by commas (enter ALL to use all interfaces):
[2]1>
Select an operation. Press enter to continue with the existing filter.
- PREDEFINED - PREDEFINED filter.
- CUSTOM - CUSTOM filter.
- CLEAR - CLEAR filter.
(>
Capture settings successfully saved.
Current Settings:
Maximum File Size: 200 MB

Limit: None (Run Indefinitely)
Interface(s): ALL
Filter: (tcp port 25)

Choose the operation you want to perform:
- START - Start packet capture.

- SETUP - Change packet capture settings.
[r>

ping 2~ REMHTLHE, 7TIAT U ANLR Yy NU—T KRA MOHiaT A R TX
ij‘o

TeE . Zoa<r R lcommit] ITMNEHD FH A,

JIARZEH  ZDav RiEvy = R TORMEHATEE T, EHIC, Z0a<wr Kignm
TAUVIRA N (—=Fhar Ao Lizvyy) TOMEFATEET, ZDa~vr REERATH
IZIZ, B—H)L T A VAT AT I BEATEALERHY 3,

NYyF AIVER : Zoavy RNy TFEXEZSR—FLTWVERA,

mail3.example.com> ping
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\)

Which interface do you want to send the pings from?
1. Auto

2. Management (192.168.42.42/24: mail3.example.com)
3. PrivateNet (192.168.1.1/24: mail3.example.com)
4., PublicNet (192.168.2.1/24: mail3.example.com)
[1]1> 1

Please enter the host you wish to ping.

[1> anotherhost.example.com

Press Ctrl-C to stop.

PING anotherhost.example.com (

X.X.X.X

): 56 data bytes

64 bytes from 10.19.
64 bytes from 10.19.
64 bytes from 10.19.
64 bytes from 10.19.
64 bytes from 10.19.
64 bytes from 10.19.
64 bytes from 10.19.
64 bytes from 10.19.
64 bytes from 10.19.
64 bytes from 10.19.
64 bytes from 10.19.
~C

--- anotherhost.example.com ping statistics ---

.31: icmp seq=0 ttl=64 time=1.
.31: icmp seqg=1 ttl=64 time=0.
.31: icmp seqg=2 ttl=64 time=0.
.31: icmp seqg=3 ttl=64 time=0.
.31: icmp seqg=4 ttl=64 time=0.
.31: icmp seqg=5 ttl=64 time=0.
.31: icmp seqg=6 ttl=64 time=0.
.31: icmp seqg=7 ttl=64 time=0.
.31: icmp seqg=8 ttl=64 time=0.
.31: icmp seqg=9 ttl=64 time=0.

O O O O O OO oo oo

11 packets transmitted, 11 packets received, 0% packet loss
round-trip min/avg/max/stddev = 0.115/0.242/1.421/0.373 ms

~C

421
126
118
115
139
125
124
122
126
133

ms
ms
ms
ms
ms
ms
ms
ms
ms
ms

.31: icmp seg=10 ttl=64 time=0.115 ms

pMﬁ.

ping6

Bk

ER7E

l

GE)

ping 2~ REKTT HIC1E, CultC 2 AT LERH Y £,

IPv6 295Ky FU—2 KA MC ping ZFATLET

FE® : Z0a<y K lcommit] 1ZM4EH D FH A,

JIAREM . Zoa<vw s RiEIwYry B— R TORMERATEET, 51T, Z0avwyr Rige
TAUVRA N (=R s A Lizvyy) TORMEATEET, ZDa~vr ReERAT 5
i, 2= AN 77 AN VAT ANIT IV BATEHLERHD £7,

NYyFaAv R Zoavy NIy FELEZR—F L TOHERA,

mail.example.com> ping6

Which interface do you want to send the pings from?
1. Auto

2. Management (192.168.42.42/24: mail3.example.com)
[11> 1
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N

avy R sEH |

Please enter the host you wish to ping.
[1> anotherhost.example.com
Press Ctrl-C to stop.

GE)

routeconfig

B2k

ER7AE

Ny FRRK

ping6 2~ R&EKTT5I1TiE, Cul+C =2FEH L E£7,

routeconfig =~ & R&MEHT 5L TCPIP N T 7 4 v 7 DAZT 1 v 7 — MRk, TRk,
HibRCExEd, 774V MTlE, M7 7 4 v 7 iTsetgateway 2~ > RCREINTT 7 4L K
TF—=R Uz ARBETL—T 47 INET, 7272 L, AsyncOS TIIFFEDSES~D/V—T 1
7 HAHETT,

N— NI, =y 7 x—n (BEH) | 5%k BIOY— Yoo THKENET, F— U=
A (FZARKYT) 1E, 1011272 EDIPT RLATY, SBEITKONTANTRY 7,

sIP 7 FL & (192.168.14.32 72 &)
« CIDR FitiEIC Xk BT %y M2 & 21, 192.168.5.0/24 1% 192.168.5.0 7> 5 192.168.5.255
FTOIVTACKYy NI—7 2REEWRLET,

IPv6 7 KL ADGER, ROBREFEHTEET,

*2620:101:2004:4202::0-2620:101:2004:4202::1f
*2620:101:2004:4202::
*2620:101:2004:4202::23

* 2620:101:2004:4202::/64

Zoavy RO, BIERESNTWATCPIP L — DU A MMMEREINDHDT, FIh5H
JL— R ZIR L Cedit BL Wdelete M 7o~y REFEHATx £,

MeE : oo~ KX lcommit] N TI,
JIRAAER . ZDa<vr Niivyry T— R TOMEATEET,
NYFAIV KR Zoa<vy Ry FELSEYFR—FLTWET,

smtproutes 1~ > KONy FIRAZMMT 5 &, 1ERD CLL 2~ FOFT X TOMREZ F1TT
EET, A= MIIPVAT RLRELTIPVE 7 RLADEL L 2T o2 BRTE £,

« AXT 4 w7 Jb— N DIERL :

routeconfig new 4|6 <name> <destination address> <gateway ip>|
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1

% 10: routeconfig 0 314

5141 Bl

416 Toa<vy NEEHTBIPON—2 5 (IPvd £7-1X IPv6) , clear
ERELEBAEBLIOprint Z48E L1256, 2047 v a I3k e]
HET, I~y FIEf o=y g @A sSnEd,

name JL— k DL Hi,

destination_address

HEIP N T 74 v 7 OGAEIZBETHIP T RLUAEILCIDR 7 K
LA,

gateway _ip

CDNTIT7 4w DEEHRETDHIPT KL XA,

c AZT 4 v 7 — FOffFE

routeconfig edit 4|6 <name> <new name> <destination address> <gateway ip>|

ART 4 w7 b— NOHIEE

routeconfig delete 4|6 <name>|

TRTOAAT 4

v 7 b— R OHIER :

routeconfig clear [4]6]

cABTF 4w — NO—EH

routeconfig print [4]6]

mail3.example.com> routeconfig

Configure routes for:

1. IPv4
2. IPv6
[11>

Currently configured
Choose the operation
- NEW - Create a new
[1> new

Please create a name
[1> EuropeNet

routes:
you want to perform:
route.

for the route:

Please enter the destination IPv4 address to match on.
CIDR addresses such as 192.168.42.0/24 are also allowed.

[1> 192.168.12.0/24

Please enter the gateway IP address for traffic to 192.168.12.0/24:

[1> 192.168.14.4
Currently configured

routes:

avy R sEZH II
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setgateway

B

ER7AE

1

avv R sEH |

1. EuropeNet Destination: 192.168.12.0/24 Gateway: 192.168.14.4
Choose the operation you want to perform:

- NEW - Create a new route.

- EDIT - Modify a route.

- DELETE - Remove a route.

- CLEAR - Clear all entries.

[r>

mail3.example.com> routeconfig

Configure routes for:

1. IpPv4
2. IPv6
[11> 2

Currently configured routes:

Choose the operation you want to perform:

- NEW - Create a new route.

[1> new

Please create a name for the route:

[1> EuropeIPvé6Net

Please enter the destination IPv6 address to match on.

CIDR addresses such as 2001:db8::/32 are also allowed.

[1> 2620:101:2004:4202::/6

Please enter the gateway IP address for traffic to 2620:101:2004:4202::/6:
[1> 2620:101:2004:4202::23

Currently configured routes:

1. BEuropeIPv6Net Destination: 2620:101:2004:4202::/6 Gateway:
2620:101:2004:4202::23

Choose the operation you want to perform:

- NEW - Create a new route.

- EDIT - Modify a route.

- DELETE - Remove a route.

- CLEAR - Clear all entries.

[1>

setgateway 2~ R TCTiL, X7 v haEA—T 4 V7 T5 L EIRATEIT 74V DX A b
Ry 7EHFELET, KB (F 740 FTERY) 7 — b U =A%, routeconfig =~ > K& f#
AL THRELET,

He® : Zoa<y Kt Tcommit] 2AH3ETI,

JGAREE . Zoavwy RiE, TRTOYET— R (WFRE, T—F <) Tff
ATxEd,

NyF avwrs R Zoavy Ry FELZSR—FLTWEEA,

mail3.example.com> setgateway

Warning: setting an incorrect default gateway may cause the current connection to be
interrupted when the changes are committed.

Enter new default gateway:

[10.1.1.1]> 192.168.20.1
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sethostname

B2LEL]

ER7E

l

smtproutes

Bk

ER7AE

sethostname .

mail3.example.com> commit

Please enter some comments describing your changes:

[1> changed default gateway to 192.168.20.1

Do you want to save the current configuration for rollback? [Y]> n
Changes committed: Fri May 23 11:42:12 2014 GMT

RAMGIE, CLIZR V7 R TURAT LAEHBBTHBICHERA S E T, BeEfiA N E2 A
T HRLENRH Y F£9°, sethostname 2~ KiZ, EXA— L EvXa2 T4 T34 T ADH
BiEZTELET, FHEAA I, commit I~ RERITLTHIDTHEINI 20 £,

MEE : ZDa<y Kt Tcommit] 2BAMHEE T,

JIAREH  Zoa<vwr NI, $RTOYY U ET—R (UTRE, J—TF, <) T
HctEEd,

NyF avwrR: Zoavwy RNy FERXEZSFR—FLTWEHA,

oldname.example.com> sethostname
[oldname.example.com] > mail3.example.com
oldname.example.com>

RAMOERLZANTT HITIE, commit 2~ REATTHIMLENDHY £, FmARD
BEREEETHE, CLIZn 7 MIH LWKR A MARFEREINET,

oldname.example.com> commit

Please enter some comments describing your changes:

[1> Changed System Hostname

Do you want to save the current configuration for rollback? [Y]> n
Changes committed: Fri May 23 11:42:12 2014 GMT

KDOEITH LWEA MR T o7 MERENET,

mail3.example.com>

KR B A A SRR AR E L E T,

MeE : oo~ KX lcommit] NHFETI,
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. Ny FRR

ISRBEM . Zpavy N, TR_RTOY >y FT— K (P59 R&, TA—F <) T
HATxE7,

NyF azxrsR: Zoavy FERNyFEREYR—FLTHWET,

Ny FRRK

smtproutes 1~ > ROy FIRREEHT 5 L, 16RO CLI 2~ ROTXTOHREL
TET,

« H LU SMTP /L — F DYERL

%
a1
A

smtproutes new <source> <destination> [destination] [destination] [...]

BEAF D SMTP /v— R OHIER

smtproutes delete <source>

SMTP )V —FD U A DI VT

smtproutes clear

SMTP /b— @D U X ~DH )

smtproutes print

SMTP /L— DU A FDA kR — K

smtproutes import <filenames>|

SMTP L— DY A DT AKR—k

smtproutes export <filenames>|

1

R OFITIL, smptroutes 2~ REMEH LT, KAA 2 example.com @ relayl.example.com,
relay2.example.com, 35 X U'backup-relay.example.com ~D/L— K~ (v 7)) ZERLET,
SRDTTA AN T 4 HFRET DL, Jpric# AL E T, #1215 0 ~ 65535 DIEEFEE L
FT, ERRENZETIAF VT AIIELS RV ET, T4 F VT o BELRWGS., T
THIV D OICHRESNET,

(systemsetup 2~ > RO FELTIF, InboundMail /X7 U v 7 U A F—%FRET HEXICF L~ v
BV T EER L TWAEGERDH D Z EITERELTIEIN, )

mail3.example.com> smtproutes
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sslconfig .

There are no routes configured.

Choose the operation you want to perform:

- NEW - Create a new route.

- IMPORT - Import new routes from a file.

[1> new

Enter the domain for which you want to set up a permanent route.
Partial hostnames such as ".example.com" are allowed.

Use "ALL" for the default route.

[1> example.com

Enter the destination hosts, separated by commas, which you want mail
for example.com to be delivered.

Enter USEDNS by itself to use normal DNS resolution for this route.
Enter /dev/null by itself if you wish to discard the mail.

Enclose in square brackets to force resolution via address (A)
records, ignoring any MX records.

[1> relayl.example.com/pri=10, relay2.example.com, backup-relay.example.com
Mapping for example.com to relayl.example.com, relay2.example.com,
backup-relay.example.com/pri=10 created.

There are currently 1 routes configured.

Choose the operation you want to perform:

- NEW - Create a new route.

- EDIT - Edit destinations of an existing route.

- DELETE - Remove a route.

- PRINT - Display all routes.

- IMPORT - Import new routes from a file.

- EXPORT - Export all routes to a file.

- CLEAR - Remove all routes.

[r>

sslconfig

55
TS T ADSSLBEFIEEET,
Y

GE)  FIPS 1402 #LE— R CH—RBL ORI T4 T FDOA Y v FIFEETEEH A,

ERAE
fEE : Z0Oa~2 NiE Tcommit] DSHLEETY,

DSARER . Z0avw Ly RN, I R_XTO~YryET—K (TR E, T—F <) T
HTx%E9,

NYyFaAvo R Zoavry IRy FELXEZR—F L TOHEREA,
151

mail.example.com> sslconfig

sslconfig settings:
GUI HTTPS method: tlsvl 1tlsvl 2
GUI HTTPS ciphers:
AES128

avy R sEZH
I



AES256
I'SRP
! AESGCM+DH+aRSA
' AESGCM+RSA
'aNULL
Inbound SMTP method: tlsvl 1tlsvl 2
Inbound SMTP ciphers:
AES128
AES256
I'SRP
! AESGCM+DH+aRSA
AESGCM+RSA
'aNULL
Outbound SMTP method: tlsvl 1ltlsvl 2
Outbound SMTP ciphers:
ECDH+aRSA
ECDH+ECDSA
DHE+DSS+AES
AES128
AES256
I'SRP
' AESGCM+DH+aRSA
AESGCM+RSA
'aNULL
'eNULL

Choose the operation you want to perform:

- GUI - Edit GUI HTTPS ssl settings.

- INBOUND - Edit Inbound SMTP ssl settings.

- OUTBOUND - Edit Outbound SMTP ssl settings.
- VERIFY - Verify and show ssl cipher list.
[1> gui

Enter the GUI HTTPS ssl method you want to use.
1. TLS v1.0

2. TLS vl1.1
3. TLS v1.2
4. SSL v3
[2, 31> 1

Enter the GUI HTTPS ssl cipher you want to use.
[AES128:AES256: ! SRP: ! AESGCM+DH+aRSA: ! AESGCM+RSA
sslconfig settings:
GUI HTTPS method: tlsvl 0
GUI HTTPS ciphers:
AES128
AES256
I'SRP
! AESGCM+DH+aRSA
AESGCM+RSA
'aNULL
Inbound SMTP method: tlsvl 1tlsvl 2
Inbound SMTP ciphers:
AES128
AES256
I'SRP
! AESGCM+DH+aRSA
AESGCM+RSA
'aNULL
Outbound SMTP method: tlsvl 1ltlsvl 2
Outbound SMTP ciphers:
ECDH+aRSA
ECDH+ECDSA
DHE+DSS+AES
AES128
AES256

- BEH

: 1aNULL] >

avv R sEH |



I av vk 5EH

! SRP
!'AESGCM+DH+aRSA
!AESGCM+RSA
!'aNULL

!eNULL

Choose the operation you want to perform:

- GUI - Edit GUI HTTPS ssl settings.

- INBOUND - Edit Inbound SMTP ssl settings.

- OUTBOUND - Edit Outbound SMTP ssl settings.

- VERIFY - Verify and show ssl cipher list.

[1> inbound

Enter the inbound SMTP ssl method you want to use.
1. TLS v1.0

nter the inbound SMTP ssl cipher you want to use.

2. TLS vl1.1
3. TLS v1.2
4. SSL v3
(2, 31> 2

E

[

sslconfig settings:
GUI HTTPS method: tlsvl 0
GUI HTTPS ciphers:
AES128
AES256
I'SRP
! AESGCM+DH+aRSA
AESGCM+RSA
'aNULL
Inbound SMTP method: tlsvl 1
Inbound SMTP ciphers:
AES128
AES256
I'SRP
! AESGCM+DH+aRSA
AESGCM+RSA
'aNULL
Outbound SMTP method: tlsvl 1ltlsvl 2
Outbound SMTP ciphers:
ECDH+aRSA
ECDH+ECDSA
DHE+DSS+AES
AES128
AES256
I'SRP
! AESGCM+DH+aRSA
AESGCM+RSA
'aNULL
'eNULL

Choose the operation you want to perform:

- GUI - Edit GUI HTTPS ssl settings.

- INBOUND - Edit Inbound SMTP ssl settings.

- OUTBOUND - Edit Outbound SMTP ssl settings.
- VERIFY - Verify and show ssl cipher list.
1>

(>

AES128:AES256: ! SRP: |AESGCM+DH+aRSA: | AESGCM+RSA: 'aNULL] >
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sslv3config

B2LL]

ERAE

1

telnet

a8

ERAE

TTIA T ADSSLV3 REEBNETITEN L ET,

FEE : Zoa< 2 NiL lcommit) NHLEETY,

avv R sEH |

HSRREE . —0avr RN, I _XToOwyryE2—FK (792 %, IT)L—F <) THF

MTEET,

NYF AIVE : ZOavy NNy FEREZYR—FLTHEE A,

wOFNL, = F 2 —YREEEIC 6 LT SSLv3 Z RN+ 2 HiEEZ TR L TVE T,

mail.example.com> sslv3config
Current SSLv3 Settings:

UPDATER : Enabled
WEBSECURITY : Enabled
EUQ : Enabled

LDAP : Enabled

Choose the operation you want to perform:
- SETUP - Toggle SSLv3 settings.
[1> setup

Choose the service to toggle SSLv3 settings:

1. EUQ Service

2. LDAP Service

3. Updater Service

4. Web Security Service
[11>

Do you want to enable SSLv3 for EUQ Service ?

Choose the operation you want to perform:
- SETUP - Toggle SSLv3 settings.
[r>

UE— b AR MIERLET,

Me® : Zoa<y K Tcommit] 1ZMEH D FHA,
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1

traceroute

B8

ERAE

1

w

JIARER  Zpav NIy E— R TORMEHATEET, E5I1I2, Zoa<wr Rigne
TAVEKRAN (=B urAf L) TORMEATEET, Z0avr REHHT5
IZiE, B— B T2 AN AT AT IV BEATXALERLY 4,

NyF avw /R Zoavy FEIRNyFEXESR—-FLTHERA,

mail3.example.com> telnet

Please select which interface you want to telnet from.
1. Auto

2. Management (192.168.42.42/24: mail3.example.com)
3. PrivateNet (192.168.1.1/24: mail3.example.com)
4. PublicNet (192.168.2.1/24: mail3.example.com)
11> 3

Enter the remote hostname or IP.

[1> 193.168.1.1

Enter the remote port.

[25]> 25

Trying 193.168.1.1...

Connected to 193.168.1.1.

Escape character is '""]'.

traceroute 2~ R&EHTIE, T IA T U ANSIPVAZERT S5 R2y hU—27 R A b~
DB ET ANLT, X2y NU—F7 DRy TICETIN—T 0 v T OREEET Ny 7 T&E
7,

Fe® : Za<y K Tcommit] 1ZMEH D FH A,

PDISRRAEER . Z0a~ NI~y E— RTOAMEHTEET, 61T, ZOa~vr NiEge
TAUVIEAN (=Bl Lizvyy) TOMEFATEEST, Z0a~vr REFEHATS
Wi, a—H T7 AN VAT AT IV BATELLERH Y £,

NyF avwrs R Zoavy RNy FELZ S R—FLTWEEA,

mail3.example.com> traceroute

Which interface do you want to trace from?

1. Auto

2. Management (192.168.42.42/24: mail3.example.com)

3. PrivateNet (192.168.1.1/24: mail3.example.com)

4. PublicNet (192.168.2.1/24: mail3.example.com)

[11> 1

Please enter the host to which you want to trace the route.
[1> 10.1.1.1

Press Ctrl-C to stop.
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. traceroute6

traceroute to 10.1.1.1 (10.1.1.1), 64 hops max, 44 byte packets
1 gateway
(192.168.0.1) 0.202 ms 0.173 ms 0.161 ms
2 hostname
(10.1.1.1) 0.298 ms 0.302 ms 0.291 ms
mail3.example.com>

tracerouteb

BILL]

traceroute6 2~ R&EHTLHE, 7T ITAT AN IPV6 #EHTH Yy hU—7 5K
AN~ ET AP LT, Ry hT—7 DRy AT AZV—T 4 T OMEET Ny 7T
=FET,

ER7AE

FeE  Zoa<r R lcommit] IZMNEHD FH A,

DIRRAER . Z0a<v L Rii~wy = R TCORMEFATEEY, EHIC, Zoa<wr i
TAVKRAN (=R arsAf Lz y) TOMEATEET, Zoavr RadH+5
IZiZ, B—H)L T AV VAT AT I BEATEALERHY 3,

NyF avw R Zoavy MRy FEXREZSR—FLTHERA,
15

mail.example.com> traceroute6
Which interface do you want to trace from?

1. Auto
2. DI (2001:db8::/32: example.com)
[11> 1

Please enter the host to which you want to trace the route.
[1> example.com

Press Ctrl-C to stop.

connect: No route to host

vml0esa0031l.ga> tracerouteb

Which interface do you want to trace from?

1. Auto
2. DI (2001:db8::/32: example.com)
11> 2

Please enter the host to which you want to trace the route.
[1> example.com
Press Ctrl-C to stop.
traceroute6 to example.com (2606:2800:220:1:248:1893:25¢8:1946) from 2001:db8::, 64 hops
max, 12 byte packets
sendto: No route to host
1 traceroute6: wrote example.com 12 chars, ret=-1
*sendto: No route to host
traceroute6: wrote example.com 12 chars, ret=-1
*sendto: No route to host
traceroute6: wrote example.com 12 chars, ret=-1
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7orIL1s 7404 ||

ToORILAY T4IL73

outbreakconfig

B L)

ER7AE

1

ZZTE, RO CLI a2~ FIZoWCaH L E T,
« outbreakconfig (181 ~<—73’)
« outbreakflush (182 ~—3)
» outbreakstatus (182 ~X—1)
« outbreakupdate (183 ~<—2)

(Y

outbreakconfig 2~ REHEHATLEL, TUNT VLA T4 VA HEEZHRKETETET,
Da<wr REFALTROT 7 v a2 T TEET,

T OUNTVAY T4NE T T a— A F—T NI LET,
T HTT AT IN—IVDAX Y L H A X —T M LET,

CAX X DT T ANDERRYA AR ELET (FA Xa A FTADNT L2 &IcER
LTLEEWY) &

T I RNTVAY TANEDT T— oA X—T WM LET,
«URL DX 7 %A R—TNMIZLET,

Mg : o< KX lcommit] NHFETI,

JIGAREE  Zpavw NI, TRTOYY U ET— R (TR Z, T—F <) TF
HAc&Ed,

NyF awrRN: Zoa<vwy NNy T EXEPR—FLTWERTA,

mail.example.com> outbreakconfig

Outbreak Filters: Enabled

Choose the operation you want to perform:

- SETUP - Change Outbreak Filters settings.

[1> setup

Outbreak Filters: Enabled

Would you like to use Outbreak Filters? [Y]>

Outbreak Filters enabled.

Outbreak Filter alerts are sent when outbreak rules cross the threshold (go above or
back down below), meaning that new messages of

certain types could be quarantined or will no longer be quarantined, respectively.
Would you like to receive Outbreak Filter alerts? [N]>

What is the largest size message Outbreak Filters should scan?

[524288]>

Do you want to use adaptive rules to compute the threat level of messages? [Y]>
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. outbreakflush

Logging of URLs is currently disabled.

Do you wish to enable logging of URL's? [N]> Y

Logging of URLs has been enabled.

The Outbreak Filters feature is now globally enabled on the system. You must use the
'policyconfig' command in the CLI or the Email

Security Manager in the GUI to enable Outbreak Filters for the desired Incoming and
Outgoing Mail Policies.

Choose the operation you want to perform:

- SETUP - Change Outbreak Filters settings.

[r>

outbreakflush

& BA
Xy vaSNTWEREL—LEZ VT LET,

ERAGE
WE : Zoa~y K2 Tcommit] ZLEH D FHA,
JIARER . Zoa~vy R~y F— R CTOREHATEET,
NYFARVE: Zoavy NNy FEREZ R — L TWERA,

1

mail3.example.com> outbreakflush

Warning - This command removes the current set of Outbreak Filter Rules, leaving your
network exposed until the next rule download.

Run "outbreakupdate force" command to immediately download Outbreak Filter Rules.

Are you sure that you want to clear the current rules? [N]> y

Cleared the current rules.

mail3.example.com>

outhreakstatus

ERER
outbreakstatus 2~ RNiL, &R T 4 VHABREE A X —T NIZT B0 E I ), BAENL—IL,
HIEO LE VMR &, BT A VA BSREOBIEOREL R LET,

ERAE
E . ZDa<y K2 Tcommit] 1ZM0FEH D EH A,
JIGARER . ZDavw L NEvyry BE— R TORMEATE £,
NyFAIVER: Zoavwy RERyFEXEZFR—FLTWEHA,
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mail3.example.com> outbreakstatus
Outbreak Filters: Enabled

Component Last Update
CASE Core Files 26 Jan 2014 06:45 (GMT +00:00)
CASE Utilities 26 Jan 2014 06:45 (GMT +00:00)
Outbreak Rules 26 Jan 2014 07:00 (GMT +00:00)
Threat Outbreak Outbreak
Level Rule Name Rule Description

Version
3.3.1-005
3.3.1-005
20140126 063240

5 OUTBREAK 0002187 03 A reported a MyDoom.BB outbreak.
5 OUTBREAK 0005678 00 This configuration file was generated by...
3 OUTBREAK 0000578 00 This virus is distributed in pictures of...

Outbreak Filter Rules with higher threat levels pose greater risks.

(5 = highest threat, 1 = lowest threat)
Last update: Mon Jan 27 04:36:27 2014

mail3.example.com>

outbreakupdate

Bk

CASE/L— L BIOz Py a7 ORIREEFZER L £,

ER7E

eE  Zoa<y R Tcommit] TXEHD EHA,

JITALER  ZDavwr R~y BT— R TORMEHATE XY, &HIC, Zoavy Fidn
TA LV RAR (=R s/ L~y y) TORMEHTEET,

NYF AT R: Zoa<xy RNy FEXREZ S R—F L TWERTA,

1

elroy.run> outbreakupdate
Requesting updates for Outbreak Filter Rules.

R o —mEH
2T, RO CLI 2wy RIZOWTHIA L £,

« dictionaryconfig (184 ~—<)
« exceptionconfig (187 ~=—73)
. filters (188 ~—72)
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s policyconfig (190 ~—73”)

s quarantineconfig (212 ~—73)
* scanconfig (214 ~X—7)

s stripheaders (217 ~X—)

s textconfig (218 ~X—73)

dictionaryconfig

B2k

ER7E

l

Taoat ) DR

arFeY T4 vaf ) ERELET,

MEE : ZDa<y Kt Tcommit] 2SI T,

JIAAER . Zoa<w Rit, 3 _CTO~Y U EF—F (P T7RAF, J—T, <) T
HTx £,

RNyF a<wryF: Zoavwy RNy FREREYR—FLTOEREA,

dictionaryconfig -> new #fifH L C7 1 7~ 2 U Z/F L. dictionaryconfig
-> delete #fiHLCT 1 7 v aF U AEHIBRLET,

example.com> dictionaryconfig

No content dictionaries have been defined.

Choose the operation you want to perform:

- NEW - Create a new content dictionary.

[1> new

Enter a name for this content dictionary.

[1> HRWords

Do you wish to specify a file for import? [N]>
Enter new words or regular expressions, enter a blank line to finish.
<list of words typed here>

Currently configured content dictionaries:

1. HRWords

Choose the operation you want to perform:

- NEW - Create a new content dictionary.

- EDIT - Modify a content dictionary.

DELETE - Remove a content dictionary.

- RENAME - Change the name of a content dictionary.
[1> delete

Enter the number of the dictionary you want to delete:
1. HRWords

[1>1

Content dictionary "HRWords" deleted.

No content dictionaries have been defined.

Choose the operation you want to perform:

- NEW - Create a new content dictionary.

(1>
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Ta4Oatr ) D2

Feovarvokmz i

Z OFITIE, AEE Tcodename] % & e [secret words] &EWHARIOH LWT 47 aF IR
B SnEd, 7427 aFTVEANLED, edit->settings 7 a~> REFEHALT, 747
v a TV NOHFEDORILF & /N FOXJIRLHIER A O A2 ER L ET,

mail3.example.com> dictionaryconfig

No content dictionaries have been defined.

Choose the operation you want to perform:

- NEW - Create a new content dictionary.

[1> new

Enter a name for this content dictionary.

[1> secret_words

Do you wish to specify a file for import? [N]>

Enter new words or regular expressions, enter a blank line to finish.
codename

Currently configured content dictionaries:

1. secret_words

Choose the operation you want to perform:

- NEW - Create a new content dictionary.

- EDIT - Modify a content dictionary.

- DELETE - Remove a content dictionary.

- RENAME - Change the name of a content dictionary.

[1> edit

Enter the number of the dictionary you want to edit:

1. secret words

[1>1

Choose the operation you want to perform on dictionary 'secret words':
- NEW - Create new entries in this dictionary.

- IMPORT - Replace all of the words in this dictionary.

- EXPORT - Export the words in this dictionary.

- DELETE - Remove an entry in this dictionary.

- PRINT - List the entries in this dictionary.

- SETTINGS - Change settings for this dictionary.

[1> settings

Do you want to ignore case when matching using this dictionary? [Y]>
Do you want strings in this dictionary to only match complete words? [Y]>
Enter the default encoding to be used for exporting this dictionary:
US-ASCII

Unicode (UTF-8)

Unicode (UTF-16)

Western European/Latin-1 (ISO 8859-1)

Western European/Latin-1 (Windows CP1252)

Traditional Chinese (Big 5)

Simplified Chinese (GB 2312)

Simplified Chinese (HZ GB 2312)

9. Korean (ISO 2022-KR)

10. Korean (KS-C-5601/EUC-KR)

11. Japanese (Shift-JIS (X0123))

12. Japanese (IS0-2022-JP)

13. Japanese (EUC)

[21>

Choose the operation you want to perform on dictionary 'secret words':
- NEW - Create new entries in this dictionary.

- IMPORT - Replace all of the words in this dictionary.

- EXPORT - Export the words in this dictionary.

- DELETE - Remove an entry in this dictionary.

- PRINT - List the entries in this dictionary.

- SETTINGS - Change settings for this dictionary.

[1>

Currently configured content dictionaries:

1. secret words

0 Joy bW N
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Choose the operation you want to perform:

- NEW - Create a new content dictionary.

- EDIT - Modify a content dictionary.

- DELETE - Remove a content dictionary.

- RENAME - Change the name of a content dictionary.
[r>

mail3.example.com> commit

Please enter some comments describing your changes:
[1> Added new dictionary: secret_words

Do you want to save the current configuration for rollback? [Y]> n
Changes committed: Fri May 23 11:42:12 2014 GMT

T42aFr oA vR—+

ROFITIL, dictionaryconfig =~ R L T, profanity.txt 7 ¥ &2 kb 7 7 A JLIND
84 &l o H3E % Unicode (UTF-8) & LCT « 7 a7}V profanity 121 > AR— F LET,

mail3.example.com> dictionaryconfig

No content dictionaries have been defined.
Choose the operation you want to perform:

- NEW - Create a new content dictionary.

[1> new

Enter a name for this content dictionary.
[1> profanity

Do you wish to specify a file for import? [N]> y
Enter the name of the file to import:

[1> profanity. txt

Enter the encoding to use for the imported file:
US-ASCII

Unicode (UTF-8)

Unicode (UTF-16)

Western European/Latin-1 (ISO 8859-1)
Western European/Latin-1 (Windows CP1252)
Traditional Chinese (Big 5)

Simplified Chinese (GB 2312)

Simplified Chinese (HZ GB 2312)

9. Korean (ISO 2022-KR)

10. Korean (KS-C-5601/EUC-KR)

11. Japanese (Shift-JIS (X0123))

12. Japanese (IS0-2022-JP)

13. Japanese (EUC)

[2]1>

84 entries imported successfully.

Currently configured content dictionaries:
1. profanity

Choose the operation you want to perform:

- NEW - Create a new content dictionary.

- EDIT - Modify a content dictionary.

- DELETE - Remove a content dictionary.

- RENAME - Change the name of a content dictionary.

O Joy b w N

T4223aFIDOTYRKR—+

OB TIL, dictionaryconfig 2~ RZfEMH LT, secret words 7 4 7 > a7V &7 %
A K 77 A )V secret words_export.txt [T AR — K LET,

mail3.example.com> dictionaryconfig
Currently configured content dictionaries:
1. secret words

Choose the operation you want to perform:
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- NEW - Create a new content dictionary.

- EDIT - Modify a content dictionary.

- DELETE - Remove a content dictionary.

- RENAME - Change the name of a content dictionary.
[1> edit

Enter the number of the dictionary you want to edit:
1. secret words

[1>1

exceptionconfig .

Choose the operation you want to perform on dictionary 'secret words':

- NEW - Create new entries in this dictionary.

- IMPORT - Replace all of the words in this dictionary.
- EXPORT - Export the words in this dictionary.

- DELETE - Remove an entry in this dictionary.

- PRINT - List the entries in this dictionary.

- SETTINGS - Change settings for this dictionary.
[1> export

Enter a name for the exported file:

[1> secret_words_export.txt

mail3.example.com> dictionaryconfig

Currently configured content dictionaries:

1. secret words

Choose the operation you want to perform:

- NEW - Create a new content dictionary.

- EDIT - Modify a content dictionary.

- DELETE - Remove a content dictionary.

- RENAME - Change the name of a content dictionary.
[1> edit

Enter the number of the dictionary you want to edit:
1. secret words

[1>1

Choose the operation you want to perform on dictionary 'secret words':

- NEW - Create new entries in this dictionary.

- IMPORT - Replace all of the words in this dictionary.
- EXPORT - Export the words in this dictionary.

- DELETE - Remove an entry in this dictionary.

- PRINT - List the entries in this dictionary.

- SETTINGS - Change settings for this dictionary.

[1> export

Enter a name for the exported file:

[1> secret_words export.txt

exceptionconfig

Bk

exceptionconfig 2~ K& CLI CHEATHZ L2k,

RAA IS T —T V2 AR T

XFEJ, ZoOBITIE, EA—/L T FL R ladmin@zzzaaazzz.com] % R A A IGNT — T 02

BhL, AU T—% TAllow] IZHRELET,

ER7E

e Zoa~< 2 i lcommit] NVNETY,

JIARER - Zpavr RNE, TRTOY U EF—R (AKX, T—TF <) Tff

MTEET,

NyF awrR: Zoa<wy REnNyTFEXREZYR—FLTHEEA,
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mail3.example.com> exceptionconfig
Choose the operation you want to perform:
- NEW - Create a new domain exception table entry
[1> new
Enter a domain, sub-domain, user, or email address for which you wish to
provide an exception:
[1> mail.partner.com
Any of the following passes:
- @[IP address]
Matches any email address with this IP address.
- @domain
Matches any email address with this domain.
- @.partial.domain
Matches any email address domain ending in this domain.
- user(@
Matches any email address beginning with user@.
- user@domain
Matches entire email address.
Enter a domain, sub-domain, user, or email address for which you wish to
provide an exception:
[1> admin@Rzzzaaazzz.com
Choose a policy for this domain exception:

1. Allow
2. Reject
[11> 1

Choose the operation you want to perform:

- NEW - Create a new domain exception table entry
- EDIT - Edit a domain exception table entry

- DELETE - Delete a domain exception table entry

- PRINT - Print all domain exception table entries
- SEARCH - Search domain exception table

- CLEAR - Clear all domain exception entries

[1>

filters
5B
A= F T g U EBRELET,
ERAZE
W : Z0a<y Kt Tcommit] 23MHETY,
JTARER . ZDavy NiIviy BE— RTOMEATEET,
NYF AR KR Zoa<vy RNy FEXREZ P R—F L TWERTA,
151

ZOBEITIE, filter 2~ REFEHA LT3 DOEH LT 4 VX A{ER L £,

c WD T 4V FZ DAFHIIL, big_messages TJ, Z4LId body-size /L —/LZfEH LT, 10MB
IOV REWVAYE=VE Fr Yy LET,
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2 /DD T 4 NV F DAL, no_mp3s TJ, ZiLiT attachment-filename /L— /L2 ff H L
T, .mp3 7 7 A NMERA PN/ 7 7 ANV E G A vy E—V% Ray 7P LET,

3BODOT 4V HF OLFHE, mailfrompm T9, Z 3L mail-from L— L &FEH LT,
postmaster@example.com 7> 5 D A — /L% F T, administrator@example.com 7 7 A

VR IH—ARy abt—EERLET,

filter -> list¥ 7 a~<w  RaEHL, 7ANFDY A NERRLT, ZA4NENT 7T 4
TTHEITHHZ L E2MAELET, KIZ. move VM 7 a~y REEH LT, &L HEBED T+
WNEDALEZE ANEZET, HZIC, BEREHEL T ANV Z B/ LET,

mail3.example.com> filters

Choose the operation you want to perform:

- NEW - Create a new filter.

- IMPORT - Import a filter script from a file.
[1> new

Enter filter script. Enter '.' on its own line to end.
big messages:
if (body-size >= 10M) {
drop() ;
}

1 filters added.

Choose the operation you want to perform:

- NEW - Create a new filter.

- DELETE - Remove a filter.

- IMPORT - Import a filter script from a file.

- EXPORT - Export filters to a file

- MOVE - Move a filter to a different position.

- SET - Set a filter attribute.

- LIST - List the filters.

- DETAIL - Get detailed information on the filters.
- LOGCONFIG - Configure log subscriptions used by filters.
- ROLLOVERNOW - Roll over a filter log file.

[1> new
Enter filter script. Enter '.' on its own line to end.
no_mp3s:
if (attachment-filename == '\\.mp3$') {
drop() ;
}

1 filters added.

Choose the operation you want to perform:

- NEW - Create a new filter.

- DELETE - Remove a filter.

- IMPORT - Import a filter script from a file.

- EXPORT - Export filters to a file

- MOVE - Move a filter to a different position.

- SET - Set a filter attribute.

- LIST - List the filters.

- DETAIL - Get detailed information on the filters.
- LOGCONFIG - Configure log subscriptions used by filters.
- ROLLOVERNOW - Roll over a filter log file.

[1> new
Enter filter script. Enter '.' on its own line to end.
mailfrompm:

if (mail-from == "“postmaster$")

{ bcc ("administrator@example.com") ;}

1 filters added.
Choose the operation you want to perform:
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- NEW - Create a new filter.

- DELETE - Remove a filter.

- IMPORT - Import a filter script from a file.

- EXPORT - Export filters to a file

- MOVE - Move a filter to a different position.

- SET - Set a filter attribute.

- LIST - List the filters.

- DETAIL - Get detailed information on the filters.
- LOGCONFIG - Configure log subscriptions used by filters.
- ROLLOVERNOW - Roll over a filter log file.

[1> l1list

policyconfig

aBA
ZRFWMLELREES— 2O v~ 2 RELET,

ERAE
WEE : Zoa< v Kt lcommit] 2SMLETY,
JIARER  Zoavr KL, TRTCOYY Y E—K (FTRAF, IA—T7, w2 ) THE
HAT&ET,
NyF avrs R Zoavy NNy FRERESR—F L TWEREA,

5l
c FEEA—NFERIZY =¥ Xy hT—TDEA—)LTHDHEHEN SN A YyE—Y
Z Ry T 5EER) —DER (209 <—)
« GET — L DR Y —DIERK (193 X—)
e V=T YT F—LDRY —OVERE (194 2—3)
« scan_for confidential = > 7 > 7 4 VX DIERL (196 =—)
*no mp3s B L Wex employee 227 2 7 4 VX DOIERL (199 ~—2)
HEEDORY) —ZkTDa T Y T4 Z DA F—T Ml (203 RX—)
« T 7V IDORERT =D DLP RY — (207 2—)
¢ ANA AybE—TE Ry L, BEERDLWANRA A v —VhT — AT T 5%
FBA—I R —DOFERK (190 <—)
cAMP TV VNI E S TAF Y UARREL LT —7 ENTZA v = VR UHETE5ERY
DR E (210 X—2)

RN A= ROy TL, BHEEFDLVWRIRA Ay E—CET7—hA TFTBEEA IR O—DERK
Z OHITIX, policyconfig->edit->antispam V7 a2~ REEH LT, T 7 4/ FOFEA—L
RY T —DANRLNRREETWELET (ZNERUREVEFA N X2V T 4 vF—
CXHREDO GULIZHH Y )
cEP. ARLE L THHHESNIEA v =T =04 TORENSERIN S, Fa v
TENET,
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ZRL Ay t—CF ROy TL, BHEEDLVRRL * v t—S57—n1 IT2HEA—L KU s—ofi [

c ANLDENRDH DA v E—VAT —IATHE LRV ET, ZDOLIRA BT,
quarantine.example.com & V9 B — N2 A A b= /L EINTZ AN ARRERIC DR ESINE T,
24T OYEEAIZ T % A b [quarantined: possible spam] 2B &AL, T DL I REED LW A v
& —P1Z1% X-quarantined: true & V9 Kl e~y A —BINENE T, 2O Y AT
FHEBIOZ Y Ra—WIIREECTR VN E ) D EMHR T, FEFIINLNEIDS U TeD
LWASRLD L EVELZRETEET,

RIS, BRZMHEELET,

mail3.example.com> policyconfig

Would you like to configure Incoming or Outgoing Mail Policies?
1. Incoming

2. Outgoing

[11> 1

Incoming Mail Policy Configuration

Name Anti-Spam:| Anti-Virus:|Advanced Malware |Graymail:|Content Outbreak
————————————————————————— Protection: -———---—--—-|Filter: Filters:
DEFAULT| Ironport |[Mcafee N/A Off Off Enabled
Choose the operation you want to perform:
- NEW - Create a new policy
- EDIT - Edit an existing policy
- PRINT - Print all policies
- FILTERS - Edit content filters
[1> edit
Name Anti-Spam:| Anti-Virus:| Advanced Malware|Graymail:|Content Outbreak
————————————————————————— Protection: -——-—--——--|Filter: Filters:
L|DEFAULT| Ironport [Mcafee N/A N/A Off Enabled

Enter the name or number of the entry you wish to edit:
[1>1

Policy Summaries:

Anti-Spam: IronPort - Deliver, Prepend "[SPAM] " to Subject
Suspect-Spam: IronPort - Deliver, Prepend "[SUSPECTED SPAM]
Anti-Virus: Off

Content Filters: Off (No content filters have been created)
Choose the operation you want to perform:

- ANTISPAM - Modify Anti-Spam policy

- ANTIVIRUS - Modify Anti-Virus policy

- OUTBREAK - Modify Outbreak Filters policy

[1> antispam

Choose the operation you want to perform:

- EDIT - Edit Anti-Spam policy

- DISABLE - Disable Anti-Spam policy (Disables all policy-related actions)

[1> edit

Begin Anti-Spam configuration

Some messages will be positively identified as spam. Some messages will be

identified as suspected spam. You can set the IronPort Anti-Spam Suspected Spam Threshold

" to Subject
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below.
The following configuration options apply to messages POSITIVELY identified as spam:
What score would you like to set for the IronPort Anti-Spam spam threshold?

[90]> 90
1. DELIVER
2. DROP

3. BOUNCE

4. IRONPORT QUARANTINE

What do you want to do with messages identified as spam?

[11> 2

Do you want to archive messages identified as spam? [N]>

Do you want to enable special treatment of suspected spam? [Y]> y

What score would you like to set for the IronPort Anti-Spam suspect spam threshold?
[50]> 50

The following configuration options apply to messages identified as SUSPECTED spam:
1. DELIVER

2. DROP

3. BOUNCE

4. IRONPORT QUARANTINE

What do you want to do with messages identified as SUSPECTED spam?

[1]1> 4

Do you want to archive messages identified as SUSPECTED spam? [N]> vy

1. PREPEND

2. APPEND

3. NONE

Do you want to add text to the subject of messages identified as SUSPECTED spam?
[1]1> 1

What text do you want to prepend to the subject?

[ [SUSPECTED SPAM] ]> [quarantined: possible spam]

Do you want to add a custom header to messages identified as SUSPECTED spam? [N]> y
Enter the name of the header:

[1> X-quarantined

Enter the text for the content of the header:

[1> true

Anti-Spam configuration complete

Policy Summaries:

Anti-Spam: IronPort - Drop

Suspect-Spam: IronPort - Quarantine - Archiving copies of the original message.
Anti-Virus: McAfee - Scan and Clean

Content Filters: Off (No content filters have been created)

Outbreak Filters: Enabled. No bypass extensions.

Choose the operation you want to perform:

- ANTISPAM - Modify Anti-Spam policy

- ANTIVIRUS - Modify Anti-Virus policy

- OUTBREAK - Modify Outbreak Filters policy

[1>

Name: |Anti-Spam:|Anti-Virus:|Advanced Malware |[Graymail:|Content Outbreak
————————————————————————— Protection: -————--—--—-|Filter: Filters:
DEFAULT| Ironport |[Mcafee N/A N/A Off Enabled

Choose the operation you want to perform:

- NEW - Create a new policy

- EDIT - Edit an existing policy

- PRINT - Print all policies

- FILTERS - Edit content filters

(>

mail3.example.com> commit

Please enter some comments describing your changes:
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[1> configured anti-spam for Incoming Default Policy
Do you want to save the current configuration for rollback? [Y]> n

Changes committed:

RFEF—LDRY) —DYER

Incoming Mail Policy Configuration

Fri May 23 11:42:12 2014 GMT

mrF—Lory o—oter |

Name: |Anti-Spam:|Anti-Virus: Advanced Malware |[Graymail:|Content Outbreak
————————————————————————— Protection: -————-----| Filter: Filters:
DEFAULT| Ironport |Mcafee N/A N/A Off Enabled

Choose the operation you want to perform:

- NEW - Create a new policy

- EDIT - Edit an existing policy

- PRINT - Print all policies

- FILTERS - Edit content filters

[1> new

Enter the name for this policy:

[1> sales_team

Begin entering policy members. The following types of entries are allowed:

Username entries such as joe@, domain entries such as @example.com, sub-domain
entries such as @.example.com, LDAP group memberships such as ldap (Engineers)

Enter a member for this policy:

[1> ldap(sales)

Please select an LDAP group query:

1. PublicLDAP.ldapgroup

[11> 1

Is this entry a recipient or a sender?

1. Recipient

2. Sender

[11> 1

Add another member? [Y]> n

Would you like to enable Anti-Spam support? [Y]> y

Use the policy table default? [Y]> n

Begin Anti-Spam configuration

Some messages will be positively identified as spam. Some messages will be
identified as suspected spam. You can set the IronPort Anti-Spam Suspected Spam Threshold
below.

The following configuration options apply to messages POSITIVELY identified as spam:
What score would you like to set for the IronPort Anti-Spam spam threshold?

[901> 90
1. DELIVER
2. DROP
3. BOUNCE

4. IRONPORT QUARANTINE

What do you want to do with messages identified as spam?

[1]1> 2

Do you want to archive messages identified as spam? [N]> n

Do you want to enable special treatment of suspected spam? [Y]> y

What score would you like to set for the IronPort Anti-Spam suspect spam
threshold?

[50]> 50

The following configuration options apply to messages identified as SUSPECTED
spam:

1. DELIVER

2. DROP
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3. BOUNCE
4. IRONPORT QUARANTINE
What do you want to do with messages identified as SUSPECTED spam?
[1]1> 4
Do you want to archive messages identified as SUSPECTED spam? [N]> n
1. PREPEND
2. APPEND
3. NONE
Do you want to add text to the subject of messages identified as SUSPECTED
spam?
[1]1> 3
Do you want to add a custom header to messages identified as SUSPECTED spam? [N]> n
Anti-Spam configuration complete
Would you like to enable Anti-Virus support? [Y]> y
Use the policy table default? [Y]> y
Would you like to enable Outbreak Filters for this policy? [Y]> ¥y
Use the policy table default? [Y]> y
Incoming Mail Policy Configuration
Name Anti-Spam:| Anti-Virus:| Advanced Malware| Graymail:|Content Outbreak
————————————————————————— Protection: ————--———--|Filter: Filters:
sales team IronPort |Default Default Default Default Default
DEFAULT Ironport |Mcafee N/A Off Off Enabled
Choose the operation you want to perform:
- NEW - Create a new policy
- EDIT - Edit an existing policy
- DELETE - Remove a policy
- PRINT - Print all policies
- SEARCH - Search for a policy by member
- FILTERS - Edit content filters
- CLEAR - Clear all policies
[1>
wiZ, ==V 7 F—5 BADEA—NVZEH) ORIV —%/Ek L, dwg 7 7 A
NET T RTUAT T 4NE Ax ¥ ORMBINTIEELET,
IOZTFIVT F—LORY) —DERK
Incoming Mail Policy Configuration
Name Anti-Spam:| Anti-Virus:|Advanced Malware| Graymail:|Content Outbreak
————————————————————————— Protection: ——————————| Filter: Filters:
sales team IronPort |Default Default Default Default Default
DEFAULT Ironport |Mcafee N/A Off Off Enabled

Choose the operation you want to perform:
- NEW - Create a new policy
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- EDIT - Edit an existing policy

- DELETE - Remove a policy

- PRINT - Print all policies

- SEARCH - Search for a policy by member

- FILTERS - Edit content filters

- CLEAR - Clear all policies

[1> new

Enter the name for this policy:

[1> engineering

Begin entering policy members. The following types of entries are allowed:
Username entries such as joe@, domain entries such as @example.com, sub-domain entries
such as @.example.com,

LDAP group memberships such as ldap (Engineers)
Enter a member for this policy:

[1> bob@example.com

Is this entry a recipient or a sender?

1. Recipient

2. Sender

[11> 1

Add another member? [Y]> y

Enter a member for this policy:

[1> fredRexample.com

Is this entry a recipient or a sender?

1. Recipient

2. Sender

11> 1

Add another member? [Y]> y

Enter a member for this policy:

[1> joeRexample.com

Is this entry a recipient or a sender?

1. Recipient

2. Sender

[11> 1

Add another member? [Y]> n

Would you like to enable Anti-Spam support? [Y]> y
Use the policy table default? [Y]> y

Would you like to enable Anti-Virus support? [Y]> y
Use the policy table default? [Y]> y

Would you like to enable Outbreak Filters for this policy? [Y]> ¥y
Use the policy table default? [Y]> n

Would you like to modify the list of file extensions that bypass
Outbreak Filters? [N]> y

Choose the operation you want to perform:

- NEW - Add a file extension

[1> new

Enter a file extension:

[1> dwg

Choose the operation you want to perform:

- NEW - Add a file extension

- DELETE - Delete a file extension

- PRINT - Display all file extensions

- CLEAR - Clear all file extensions

[1> print

The following file extensions will bypass Outbreak Filter processing:
dwg

Choose the operation you want to perform:

- NEW - Add a file extension

- DELETE - Delete a file extension

- PRINT - Display all file extensions

- CLEAR - Clear all file extensions

[1>

Incoming Mail Policy Configuration
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Name Anti-Spam:| Anti-Virus:| Advanced Graymail: |Content Outbreak
————————————————————————— Malware -————-----| Filter: Filters:
Protection: | = |---------- | ----—---—--
sales_team|IronPort |[Default Default Default Default Default
engineering| Default Default Default Default Default Enabled
DEFAULT Ironport |Mcafee N/A Off Off Enabled

Choose the operation you want to perform:
- NEW - Create a new policy

- EDIT - Edit an existing policy
- DELETE - Remove a policy

- PRINT - Print all policies

- SEARCH - Search for a policy by member
- MOVE - Move the position of a policy

- FILTERS - Edit content filters
- CLEAR - Clear all policies

[1>

WA, [ZA8 A —NARE R Y > — (Incoming Mail Overview policy) 17— 7 /VCiHT 5 3 >0
BLwar Ty 74 a2 2ERLET,

CLI TliX. policyconfig =~ > RO filters 7 a~> RiX [ZfEa 7Y 7 4% (Incoming
Content Filters) ]GUI ~— Y LRI UBREZ R H ET, CLITa 7Y 74 VX 2{ERT 5 &
XTIL, save M7 a~vy REMEHLTT 4 L Z4#-1F L. policyconfig 2~ > RIZJR D MEEH

HYET,

F 9. scan for confidential = > 7 Y 7 4 L H BAERKR L E T,

scan_for_confidential 23 > 7> 7 4 L2 DERL

Incoming Mail Policy Configuration

Name Anti-Spam:| Anti-Virus:| Advanced Graymail: |Content Outbreak
————————————————————————— Malware -———-—-——-——-|Filter: Filters:

Protection: | = |---------— | —---——————-—
sales team|IronPort |Default Default Default Default Default
engineering| Default Default Default Default Default Enabled
DEFAULT Ironport |Mcafee N/A Off Off Enabled
Choose the operation you want to perform:

- NEW - Create a new policy
- EDIT - Edit an existing policy
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- DELETE - Remove a policy

- PRINT - Print all policies

- SEARCH - Search for a policy by member
- MOVE - Move the position of a policy

- FILTERS - Edit content filters

- CLEAR - Clear all policies

[1> filters

No filters defined.

Choose the operation you want to perform:
- NEW - Create a new filter

[1> new

Enter a name for this filter:

[1> scan_for_confidential

Enter a description or comment for this filter (optional):
[1> scan all incoming mail for the string 'confidential'
Filter Name: scan_ for confidential
Conditions:

Always Run

Actions:

No actions defined yet.

Description:

scan all incoming mail for the string 'confidential'
Choose the operation you want to perform:
- RENAME - Rename this filter

- DESC - Edit filter description

- ADD - Add condition or action

1> add

Condition

Action

11> 1

Message Body Contains

Only Body Contains (Attachments are not scanned)
Message Body Size

Subject Header

Other Header

Attachment Contains

Attachment File Type

Attachment Name

9. Attachment MIME Type

10. Attachment Protected

11. Attachment Unprotected

12. Attachment Corrupt

13. Envelope Recipient Address

14. Envelope Recipient in LDAP Group

15. Envelope Sender Address

16. Envelope Sender in LDAP Group

17. Reputation Score

18. Remote IP

19. DKIM authentication result

20. SPF verification result

[11> 1

Enter regular expression or smart identifier to search message contents for:
[1> confidential

Threshold required for match:

11> 1

Filter Name: scan for confidential
Conditions:

body-contains ("confidential", 1)

Actions:

No actions defined yet.

Description:

scan all incoming mail for the string 'confidential'
Choose the operation you want to perform:
- RENAME - Rename this filter

[
1.
2.

[
1
2
3
4
5
6
7
8
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- DESC - Edit filter description

- ADD - Add condition or action

- DELETE - Delete condition or action

[1> add

1. Condition

2. Actlon

[11>

1. Bcc

2. Notify

3. Redirect To Alternate Email Address

4. Redirect To Alternate Host

5. Insert A Custom Header

6. Insert A Message Tag

7. Strip A Header

8. Send From Specific IP Interface

9. Drop Attachments By Content

10. Drop Attachments By Name

11. Drop Attachments By MIME Type

12. Drop Attachments By File Type

13. Drop Attachments By Size

14. Send To System Quarantine

15. Duplicate And Send To System Quarantine

16. Add Log Entry

17. Drop (Final Action)

18. Bounce (Final Action)

19. Skip Remaining Content Filters (Final Action)
20. Encrypt (Final Action)

21. Encrypt on Delivery

22. Skip Outbreak Filters check

[11> 1

Enter the email address(es) to send the Bcc message to:
[1> hrRexample.com

Do you want to edit the subject line used on the Bcc message? [N]> y
Enter the subject to use:

[$Subject]> [message matched confidential filter]
Do you want to edit the return path of the Bcc message? [N]> n

Filter Name: scan_ for confidential

Conditions:

body-contains ("confidential", 1)

Actions:

bcc ("hr@example.com", "[message matched confidential filter]")
Description:

scan all incoming mail for the string 'confidential'
Choose the operation you want to perform:

- RENAME - Rename this filter

- DESC - Edit filter description

- ADD - Add condition or action

- DELETE - Delete condition or action
SAVE - Save filter
1> add

[

1. Condition

2. Action

[1]1> 2

1. Bcc

2. Notify

3. Redirect To Alternate Email Address
4. Redirect To Alternate Host

5. Insert A Custom Header

6. Insert A Message Tag

7. Strip A Header

8. Send From Specific IP Interface
9. Drop Attachments By Content

10. Drop Attachments By Name

11. Drop Attachments By MIME Type
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12. Drop Attachments By File Type

13. Drop Attachments By Size

14. Send To System Quarantine

15. Duplicate And Send To System Quarantine

16. Add Log Entry

17. Drop (Final Action)

18. Bounce (Final Action)

19. Skip Remaining Content Filters (Final Action)
20. Encrypt (Final Action)

21. Encrypt on Delivery

22. Skip Outbreak Filters check

[1]1> 14

1. Policy

[11> 1

Filter Name: scan for confidential

Conditions:

body-contains ("confidential", 1)

Actions:

bcc ("hr@example.com", "[message matched confidential filter]")
quarantine ("Policy")

Description:

scan all incoming mail for the string 'confidential'
Choose the operation you want to perform:

- RENAME - Rename this filter

- DESC - Edit filter description

- ADD - Add condition or action

- DELETE - Delete condition or action

- MOVE - Reorder the conditions or actions

- SAVE - Save filter

[1> save

Defined filters:

1. scan_for confidential: scan all incoming mail for the string 'confidential'
Choose the operation you want to perform:

- NEW - Create a new filter

- EDIT - Edit an existing filter

- DELETE - Delete a filter

- PRINT - Print all filters

- RENAME - Rename a filter

[1>

no_mp3s 3 & U ex_employee I T Y 7 4 ILZ DIERL

Choose the operation you want to perform:
- NEW - Create a new filter

- EDIT - Edit an existing filter

- DELETE - Delete a filter

- PRINT - Print all filters

- RENAME - Rename a filter

[1> new

Enter a name for this filter:

[1> no_mp3s

Enter a description or comment for this filter (optional):
[1> strip all MP3 attachments

Filter Name: no_mp3s

Conditions:

Always Run

Actions:

No actions defined yet.

Description:

strip all MP3 attachments

Choose the operation you want to perform:
- RENAME - Rename this filter

- DESC - Edit filter description
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- ADD - Add condition or action

[1> add

1. Condition

2. Actlon

[11>

1. Bcc

2. Notify

3. Redirect To Alternate Email Address

4. Redirect To Alternate Host

5. Insert A Custom Header

6. Insert A Message Tag

7. Strip A Header

8. Send From Specific IP Interface

9. Drop Attachments By Content

10. Drop Attachments By Name

11. Drop Attachments By MIME Type

12. Drop Attachments By File Type

13. Drop Attachments By Size

14. Send To System Quarantine

15. Duplicate And Send To System Quarantine
16. Add Log Entry

17. Drop (Final Action)

18. Bounce (Final Action)

19. Skip Remaining Content Filters (Final Action)
20. Encrypt (Final Action)

21. Encrypt on Delivery

22. Skip Outbreak Filters check

[1]1> 12

Enter the file type to strip:

[1> mp3

Do you want to enter specific text to use in place of any stripped attachments?[N]> n
Filter Name: no mp3s

Conditions:

Always Run

Actions:
drop-attachments-by-filetype ("mp3")
Description:

strip all MP3 attachments

Choose the operation you want to perform:
- RENAME - Rename this filter

- DESC - Edit filter description

- ADD - Add condition or action

- SAVE - Save filter

[1> save

Defined filters:

1. scan_for confidential: scan all incoming mail for the string 'confidential'
2. no mp3s: strip all MP3 attachments
Choose the operation you want to perform:
- NEW - Create a new filter

- EDIT - Edit an existing filter

- DELETE - Delete a filter

- PRINT - Print all filters

- MOVE - Reorder a filter

- RENAME - Rename a filter

[1> new

Enter a name for this filter:

[1> ex_employee

Enter a description or comment for this filter (optional):
[1> bounce messages intended for Doug
Filter Name: ex employee

Conditions:

Always Run

Actions:

No actions defined yet.
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Description:

bounce messages intended for Doug
Choose the operation you want to perform:
- RENAME - Rename this filter

- DESC - Edit filter description
- ADD - Add condition or action
[1> add

1. Condition

2. Actlon
[11>

1. Message Body Contains

2. Only Body Contains (Attachments are not scanned)
3. Message Body Size

4. Subject Header

5. Other Header

6. Attachment Contains

7. Attachment File Type

8. Attachment Name

9. Attachment MIME Type

10. Attachment Protected

11. Attachment Unprotected

12. Attachment Corrupt

13. Envelope Recipient Address

14. Envelope Recipient in LDAP Group

15. Envelope Sender Address

16. Envelope Sender in LDAP Group

17. Reputation Score

18. Remote IP

19. DKIM authentication result

20. SPF verification result

[1]> 13

Enter regular expression to search Recipient address for:
[1> doug

Filter Name: ex employee

Conditions:

rcpt-to == "doug"

Actions:

No actions defined yet.

Description:

bounce messages intended for Doug
Choose the operation you want to perform:
- RENAME - Rename this filter
- DESC - Edit filter description
- ADD - Add condition or action
DELETE - Delete condition or action
[1> add
1. Condition
2. Action
[1]1> 2
1. Bcc
2. Notify
3. Redirect To Alternate Email Address
4. Redirect To Alternate Host
5. Insert A Custom Header
6. Insert A Message Tag
7. Strip A Header
8. Send From Specific IP Interface
9. Drop Attachments By Content
10. Drop Attachments By Name
11. Drop Attachments By MIME Type
12. Drop Attachments By File Type
13. Drop Attachments By Size
14. Send To System Quarantine
15. Duplicate And Send To System Quarantine
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16. Add Log Entry

17. Drop (Final Action)

18. Bounce (Final Action)

19. Skip Remaining Content Filters (Final Action)

20. Encrypt (Final Action)

21. Encrypt on Delivery

22. Skip Outbreak Filters check

[1]1> 2

Enter the email address(es) to send the notification to:

[1> joe@example.com

Do you want to edit the subject line used on the notification? [N]> y
Enter the subject to use:

[1> message bounced for ex-employee of example.com

Do you want to edit the return path of the notification? [N]> n

Do you want to include a copy of the original message as an attachment to the
notification? [N]> y

Filter Name: ex employee

Conditions:

rcpt-to == "doug"

Actions:

notify-copy ("joe@example.com", "message bounced for ex-employee of
example.com")

Description:

bounce messages intended for Doug

Choose the operation you want to perform:

- RENAME - Rename this filter

- DESC - Edit filter description

- ADD - Add condition or action

- DELETE - Delete condition or action
- SAVE - Save filter
1> add

[
1. Condition

2. Action

[1]> 2

1. Bcc

2. Notify

3. Redirect To Alternate Email Address

4. Redirect To Alternate Host

5. Insert A Custom Header

6. Insert A Message Tag

7. Strip A Header

8. Send From Specific IP Interface

9. Drop Attachments By Content

10. Drop Attachments By Name

11. Drop Attachments By MIME Type

12. Drop Attachments By File Type

13. Drop Attachments By Size

14. Send To System Quarantine

15. Duplicate And Send To System Quarantine
16. Add Log Entry

17. Drop (Final Action)

18. Bounce (Final Action)

19. Skip Remaining Content Filters (Final Action)
20. Encrypt (Final Action)

21. Encrypt on Delivery

22. Skip Outbreak Filters check

[1]> 18

Filter Name: ex employee

Conditions:

rcpt-to == "doug"

Actions:

notify-copy ("joe@example.com", "message bounced for ex-employee of
example.com")

bounce ()
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Description:

bounce messages intended for Doug

Choose the operation you want to perform:
- RENAME - Rename this filter

- DESC - Edit filter description

- ADD - Add condition or action

- DELETE - Delete condition or action
- SAVE - Save filter
[1> save

Defined fil

ters:

1. scan_for confidential: scan all incoming mail for the string 'confidential'
2. no mp3s: strip all MP3 attachments
3. ex _employee: bounce messages intended for Doug
Choose the operation you want to perform:
- NEW - Create a new filter

- EDIT - Edit an existing filter

- DELETE -
- PRINT -

Delete a £

ilter

Print all filters

- MOVE - Reorder a filter
- RENAME - Rename a filter

[1>

Incoming Mail Policy Configuration

Name Anti-Spam:| Anti-Virus:| Advanced Graymail:|Content Outbreak
————————————————————————— Malware -—————----| Filter: Filters:
Protection: | = |-----—-—-— | ----——————-—
sales_team|IronPort |[Default Default Default Default Default
engineering| Default Default Default Default Default Enabled
DEFAULT Ironport |Mcafee N/A Off Off Enabled

Choose the operation
- NEW - Create a new
- EDIT - Edit an existing policy
- DELETE - Remove a policy

- PRINT - Print all policies

- SEARCH - Search for a policy by member
- MOVE - Move the position of a policy

- FILTERS

(1>

you want to

policy

- Edit content filters
CLEAR - Clear all policies

perform:

BEORYO—IZ®T 20TV T4ILEDA R—TILE

WIRTDOE, ) —ER) > —% A RX—T NI L T—HDORY) o —Dars oy 7 4 V272
T EA R—TINNCT B HFIETT,

Incoming Mail Policy Configuration

Name Anti-Spam:| Anti-Virus:| Advanced Graymail:|Content Outbreak
————————————————————————— Malware -—————----| Filter: Filters:
Protection: | = |---------- | -----—————-
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sales_team|IronPort |[Default Default Default Default Default
engineering| Default Default Default Default Default Enabled
DEFAULT Ironport |Mcafee N/A Off Off Enabled

Choose the operation you want to perform:
- NEW - Create a new policy

- EDIT - Edit an existing policy

- DELETE - Remove a policy

- PRINT - Print all policies

- SEARCH - Search for a policy by member
- MOVE - Move the position of a policy

- FILTERS - Edit content filters

- CLEAR - Clear all policies

[1> edit

Name : Anti-Spam:| Anti-Virus:| Advanced Graymail:|Content Outbreak
————————————————————————— Malware -----——---| Filter: Filters:
Protection: | = |---—----—— | ---———————-
L|sales_team|IronPort |[Default Default Default Default Default
2| engineering| Default Default Default Default Default Enabled
3| DEFAULT Ironport |Mcafee N/A Off Off Enabled

Enter the name or number of the entry you wish to edit:
[1> 3

Policy Summaries:

Anti-Spam: IronPort - Drop

Suspect-Spam: IronPort - Quarantine - Archiving copies of the original message.
Anti-Virus: McAfee - Scan and Clean

Graymail Detection: Unsubscribe - Disabled

Content Filters: Off

Outbreak Filters: Enabled. No bypass extensions.

Choose the operation you want to perform:

- ANTISPAM - Modify Anti-Spam policy

- ANTIVIRUS - Modify Anti-Virus policy

- GRAYMAIL - Modify Graymail policy

- OUTBREAK - Modify Outbreak Filters policy

- FILTERS - Modify filters

[1> filters

Choose the operation you want to perform:

- ENABLE - Enable Content Filters policy

[1> enable

1. scan_for confidential

2. no_mp3s

3. ex_employee

Enter the filter to toggle on/off, or press enter to finish:
[1>1

1. Active scan_for confidential

2. no_mp3s
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3. ex_employee

Enter the filter to toggle on/off,
[1> 2

1. Active scan_for confidential

2. Active no_mp3s

3. ex_employee

Enter the filter to toggle on/off,
[1> 3

1. Active
2. Active
3. Active
Enter the
[1>
Policy Summaries:

Anti-Spam: IronPort - Drop

Suspect-Spam: IronPort - Quarantine - Archiving copies of the original message.
McAfee - Scan and Clean

Graymail Detection: Unsubscribe - Disabled

Content Filters: Enabled. Filters: scan_ for confidential, no_mp3s, ex employee
Outbreak Filters: Enabled. No bypass extensions.

Choose the operation you want to perform:

- ANTISPAM - Modify Anti-Spam policy

- ANTIVIRUS - Modify Anti-Virus policy

- GRAYMAIL - Modify Graymail policy

- OUTBREAK - Modify Outbreak Filters policy

- FILTERS - Modify filters

[1>

Incoming Mail Policy Configuration

or press enter to finish:

or press enter to finish:

scan_for confidential
no_mp3s
ex_employee

filter to toggle on/off, or press enter to finish:

Anti-Virus:

Name Anti-Spam:| Anti-Virus:| Advanced Graymail:|Content Outbreak
————————————————————————— Malware -——-—-————| Filter: Filters:
Protection: | [ ---------— | oom—o——————
sales_team|IronPort |[Default Default Default Default Default
engineering| Default Default Default Default Default Enabled
DEFAULT Ironport |Mcafee N/A Off Enabled Enabled
Choose the operation you want to perform:
- NEW - Create a new policy
- EDIT - Edit an existing policy
- DELETE - Remove a policy
- PRINT - Print all policies
- SEARCH - Search for a policy by member
- MOVE - Move the position of a policy
- FILTERS - Edit content filters
- CLEAR - Clear all policies
[1> edit
Name Anti-Spam:| Anti-Virus:| Advanced Graymail:|Content Outbreak
————————————————————————— Malware ————————-——Filter: Filters:
Protection: | = |--m—m————— | -—————————=
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L|sales_team|IronPort |[Default Default Default Default Default
2| engineering| Default Default Default Default Default Enabled
3| DEFAULT Ironport |Mcafee N/A Off Off Enabled

Enter the name or number of the entry you wish to edit:
[1> 2

Policy Summaries:

Anti-Spam: Default

Anti-Virus: Default

Graymail Detection: Unsubscribe - Default
Content Filters: Default

Outbreak Filters: Enabled. Bypass extensions: dwg
Choose the operation you want to perform:

- NAME - Change name of policy

- NEW - Add a new member

- DELETE - Remove a member

- PRINT - Print policy members

- ANTISPAM - Modify Anti-Spam policy

- ANTIVIRUS - Modify Anti-Virus policy

- GRAYMAIL - Modify Graymail policy

- OUTBREAK - Modify Outbreak Filters policy

- FILTERS - Modify filters

[1> filters

Choose the operation you want to perform:

- DISABLE - Disable Content Filters policy (Disables all policy-related

actions)

- ENABLE - Enable Content Filters policy
[1> enable

1. scan_for confidential

2. no mp3s

3. ex employee

Enter the filter to toggle on/off, or press enter to finish:

[1>1

1. Active scan_for confidential
2. no mp3s

3. ex employee

Enter the filter to toggle on/off, or press enter to finish:

[1>3

1. Active scan_for confidential
2. no mp3s

3. Active ex employee

Enter the filter to toggle on/off, or press enter to finish:

[1>

Policy Summaries:

Anti-Spam: Default

Anti-Virus: Default

Graymail Detection: Unsubscribe - Default

Content Filters: Enabled. Filters: scan for confidential, ex employee

Outbreak Filters: Enabled. Bypass extensions: dwg
Choose the operation you want to perform:

- NAME - Change name of policy

- NEW - Add a new member

- DELETE - Remove a member

- PRINT - Print policy members

- ANTISPAM - Modify Anti-Spam policy

- ANTIVIRUS - Modify Anti-Virus policy

- GRAYMAIL - Modify Graymail policy

- OUTBREAK - Modify Outbreak Filters policy
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- FILTERS - Modify filters

(1>

Incoming Mail Policy Configuration

TIHIEDORERY) S—DDLP R o —

Name Anti-Spam:| Anti-Virus:| Advanced Graymail: | Content Outbreak
————————————————————————— Malware —-————-----| Filter: Filters:
Protection: | = [---------- | o-ooo——————
sales_team|IronPort |Default Default Default Default Default
engineering| Default Default Default Default Enabled Enabled
DEFAULT Ironport |Mcafee N/A Off Enabled Enabled

Choose the operation you want to perform:
- NEW - Create a new policy

- EDIT - Edit an existing policy
- DELETE - Remove a policy

- PRINT - Print all policies

- SEARCH - Search for a policy by member
- MOVE - Move the position of a policy

- FILTERS - Edit content filters
- CLEAR - Clear all policies

[1>

GE)

ZOCLIZIE, Hx DRV —IZH L3 Ty 7 4 v EBINT 2 H V EH A,
filters %7 21~ > R CiX, policyconfig I~ RO 1 O2DH 77 v arhb T XTOaAys s
VI 4NEEERTHI LI T, 20O, ZOHRITIHE drop_large_attachments 3Bl
AW L TWET,

TIAILEDRER) O—DDLP KR o —

I, TTANVEFDORERY S —TDLP RY > —% A 32 —T I T L5 HEEZRLET,

mail3.example.com> policyconfig
Would you like to configure Incoming or Outgoing Mail Policies?

1. Incoming
2. Outgoing
[11> 2

Outgoing Mail Policy Configuration

Anti-Spam:| Anti-Virus:| Advanced Malware| Graymail: |Content Outbreak DLP:
————————————————————————— Protection: -——-—-—--————|Filter: Filters: -
DEFAULT| N/A N/A N/A Off Off Off off

Choose the operation you want to perform:
- NEW - Create a new policy
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- EDIT - Edit an existing policy
- PRINT - Print all policies
- FILTERS - Edit content filters

[1> edit
Name: |[Anti-Spam:|Anti-Virus:|Advanced Graymail:|Content Outbreak DLP:
————————————————————————— Malware -——-—-—--————|Filter: Filters: -
Protection: | = |---—----—— [ ommmmmmm———
1| DEFAULT| N/A N/A N/A off off off off

Enter the name or number of the entry you wish to edit:
(1> 1

Policy Summaries:

Anti-Spam: Off

Anti-Virus: Off

Graymail Detection: Unsubscribe - Disabled

Content Filters: Off (No content filters have been created)
Outbreak Filters: Off

DLP: Off

Choose the operation you want to perform:

- ANTISPAM - Modify Anti-Spam policy

- ANTIVIRUS - Modify Anti-Virus policy

- GRAYMAIL - Modify Graymail policy

- OUTBREAK - Modify Outbreak Filters policy

- DLP - Modify DLP policy

[1> dlp

Choose the operation you want to perform:

- ENABLE - Enable DLP policy

[1> enable

1. California AB-1298

2. Suspicious Transmission - Zip Files

3. Restricted Files

Enter the policy to toggle on/off, or press enter to finish:
[1>1

1. Active California AB-1298

2. Suspicious Transmission - Zip Files

3. Restricted Files
Enter the policy to toggle on/off, or press enter to finish:

[1> 2

1. Active California AB-1298

2. Active Suspicious Transmission - Zip Files

3. Restricted Files

Enter the policy to toggle on/off, or press enter to finish:
(1> 3

1. Active California AB-1298

2. Active Suspicious Transmission - Zip Files

3. Active Restricted Files

Enter the policy to toggle on/off, or press enter to finish:
[1>

Policy Summaries:

Anti-Spam: Off

Anti-Virus: Off

Graymail Detection: Unsubscribe - Disabled

Content Filters: Off (No content filters have been created)
Outbreak Filters: Off

DLP: Enabled. Policies: California AB-1298, Suspicious Transmission - Zip
Files, Restricted Files

Choose the operation you want to perform:

- ANTISPAM - Modify Anti-Spam policy
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- ANTIVIRUS - Modify Anti-Virus policy

- GRAYMAIL - Modify Graymail policy

- OUTBREAK - Modify Outbreak Filters policy
- DLP - Modify DLP policy

(1>

—JEEA—IILFEFY—2FIL RV RN T—ODEA—ILTHEIEHN SN A vE—F KOy TFEBER) O—

DIERL

mail.example.com> policyconfig
Would you like to configure Incoming or Outgoing Mail Policies?
1. Incoming
2. Outgoing

[1]1> 1
Incoming Mail Policy Configuration
Name Anti-Spam:| Anti-Virus:|Advanced Malware |Graymail:|Content Filter:|Outbreak
————————————————————————— Protection: e M Filters:
DEFAULT| Of £ N/A N/A Off Off N/A
Choose the operation you want to perform:
- NEW - Create a new policy
- EDIT - Edit an existing policy
- PRINT - Print all policies
- FILTERS - Edit content filters
[1> edit
Name Anti-Spam:| Anti-Virus:|Advanced Malware |Graymail: |Content Outbreak
————————————————————————— Protection: -———-—--————|Filter: Filters:
1| DEFAULT| Of £ N/A N/A Off Off N/A

Enter the name or number of the entry you wish to edit:

[1> 1

Policy Summaries:

Anti-Spam: Off

Graymail Detection: Off

Content Filters: Off (No content filters have been created)

Choose the operation you want to perform:
- ANTISPAM - Modify Anti-Spam policy

- GRAYMAIL - Modify Graymail policy

- FILTERS - Modify filters

[1> graymail

Choose the operation you want to perform:
- ENABLE - Enable Graymail policy

[1> enable

Begin Graymail configuration

Do you want to enable Safe Unsubscribe? [N]> y

Do you want to perform Safe Unsubscribe action only for unsigned messages (recommended)?
[Yi>

Do you want to enable actions on messages identified as Marketing Email? [N]>

Do you want to enable actions on messages identified as Social Networking Email? [N]> y

1. DELIVER
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2. DROP

3. BOUNCE

What do you

11> 2

Do you want

Do you want

1. DELIVER

2. DROP

3. BOUNCE

What do you

11> 2

Do you want to archive messages identified as Bulk

Graymail configuration complete.

Policy Summaries:

Anti-Spam: Off

Graymail Detection: Unsubscribe
Social Networking mails :
Bulk mails : Drop

Content Filters: Off (No content filters have been created)

Choose the operation you want to perform:

- ANTISPAM - Modify Anti-Spam policy

- GRAYMAIL - Modify Graymail policy

- FILTERS - Modify filters

1>

want to do with messages identified as Social Networking Email?

to archive messages identified as Social Networking Email? [N]>
to enable actions on messages identified as Bulk Email? [N]> vy

want to do with messages identified as Bulk Email?

Email? [N]>

- Enabled
Drop

AMP T U ULk >TAF Y UREEELELTY— I SN AvE—CF MBI HEER) O—DRE

mail.example.com> policyconfig

Would you like to configure Incoming or Outgoing Mail Policies?
1. Incoming

2. Outgoing

[11> 1

Incoming Mail Policy Configuration

Advanced Malware
Protection:

Anti-Spam:| Anti-Virus: Content Filter:

Graymail: Outbreak

Filters:

DEFAULT| Of £ N/A Off Off N/A

Choose the operation you want to perform:
- NEW - Create a new policy

- EDIT - Edit an existing policy

- PRINT - Print all policies

- FILTERS - Edit content filters

[1> edit

Anti-Spam:

Anti-Virus:

Advanced Malware
Protection:

Graymail:

Content
Filter:

Outbreak
Filters:

=

DEFAULT]

Off

N/A

N/A

Off

Off

N/A

Enter the name or number of the entry you wish to edit:

[1>1

Policy Summaries:
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Advanced Malware Protection: Malware Action - drop , Message Error Unscannable Action -
deliver , Rate Limit Unscannable Action - deliver , AMP Service Not

Available Unscannable Action - deliver , File Analysis Action - Deliver , Mailbox Auto

Remediation (MAR) - Disabled

Content Filters: Off

Outbreak Filters: Off

Choose the operation you want to perform:

- OUTBREAK - Modify Outbreak Filters policy

- ADVANCEDMALWARE - Modify Advanced Malware Protection policy
- FILTERS - Modify filters

[1> advancedmalware

Choose the operation you want to perform:

- EDIT - Edit Advanced-Malware protection policy

- DISABLE - Disable Advanced-Malware protection policy (Disables all policy-related
actions)

[1> edit

Begin AMP configuration
Do you want to enable File Analysis? [Y]>

Do you like the system to automatically insert an X-header with the anti-malware scanning
results? (Recommended for trouble-shooting) [Y]>

Unscannable Message Handling

Current actions to take if any of the attachments could not be scanned due to message
errors:

WARNING: Delivering Unscannable due to Message Errors messages normally

- Prepending subjects with " [WARNING: ATTACHMENT UNSCANNED]"

- Archiving copies of the original message.

Do you want to edit the actions for Unscannable Message due to message errors? [N]> yes

Current actions to take if any of the attachments could not be scanned due to rate limit
hit:

WARNING: Delivering Unscannable due to Rate Limit messages normally

- Prepending subjects with " [WARNING: ATTACHMENT UNSCANNED]"

- Archiving copies of the original message.

Do you want to edit the actions for Unscannable Message due to rate limit hit? [N]> yes

Current actions to take if any of the attachments could not be scanned due to AMP Service
not available:
- WARNING: Delivering Unscannable due to AMP Service Not Available messages normally
- Prepending subjects with " [WARNING: ATTACHMENT UNSCANNED]"
- Archiving copies of the original message.
Do you want to edit the actions for Unscannable Message due to AMP Service not available?
[N]> yes

Bl - [ZEHEA (From) 1Ny 4 —DEBEEDERE

OB TIX, policyconfig > match headers fESCNEN. Y7 o~ REHEH LT, 777947
ATHERBBIOREA vE—VERET D200, [ZZHA (From) | A vE—Y N~y X —D
EFRNAAI 25 E L ET,

maill.example.com > policyconfig

Would you like to configure Incoming Mail Policy or Outgoing Mail Policies or
Match Headers Priority?

1. Incoming Mail Policies
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2. Outgoing Mail Policies
3. Match Headers Priority
[1]1> 3

Match Headers Priority Configuration
Priority: Headers:

Pl Envelope Sender

Choose the operation you want to perform:

- ADD - Add match priority for headers

- EDIT - Edit an existing match priority for headers

- REMOVE - Remove an existing match priority for headers
[1> add

Choose headers for priority 2
Add header "From" Header:

1. Yes
2. No
[11> 1

Add header "Reply-To" Header:

1. Yes
2. No
[11> 2

Add header "Sender" Header:

1. Yes
2. No
[1]1> 2

Match Headers Priority Configuration

Priority: Headers:
Pl Envelope Sender
P2 "From" Header

quarantineconfig
5B
VAT LADIREEERTE L ET,
FERAE
WEE : Zoa<y Rt lcommit] DSMLET,
JIARZER  Zpa<vw Ny = R TORMEHATEET,
NyFaAvo R Zoa<wry NIy FEXREZR—F L THERA,

15

mail3.example.com> quarantineconfig
Currently configured quarantines:

# Quarantine Name Size (MB) % full Messages Retention Policy
1 Outbreak 3,072 0.0 1 12h Release
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2 Policy 1,024 0.1 497 10d Delete
3 Virus 2,048 empty 0 30d Delete
2,048 MB available for quarantine allocation.
Choose the operation you want to perform:
- NEW - Create a new quarantine.
- EDIT - Modify a quarantine.
- DELETE - Remove a quarantine.
- OUTBREAKMANAGE - Manage the Outbreak Filters quarantine.
[1> new
Please enter the name for this quarantine:
[1> HRQuarantine
Retention period for this quarantine. (Use 'd' for days or 'h' for hours or
'minutes'.):
[1> 154
1. Delete
2. Release
Enter default action for quarantine:
[11> 2
Do you want to modify the subject of messages that are released because
"HRQuarantine" overflows? [N]>
Do you want add a custom header to messages that are released because
"HRQuarantine" overflows? [N]>
Do you want to strip all attachments from messages that are released
because "HRQuarantine" overflows? [N]>
Do you want default action to apply automatically when quarantine space fills up? [Y]>
Currently configured quarantines:

m' for

# Quarantine Name Size (MB) % full Messages Retention Policy
1 HRQuarantine 1,024 N/A N/A 15d Release
2 Outbreak 3,072 0.0 1 12h Release
3 Policy 1,024 0.1 497 10d Delete
4 Virus 2,048 empty 0 30d Delete

(N/A: Quarantine contents is not available at this time.)
1,024 MB available for quarantine allocation.

Choose the operation you want to perform:

- NEW - Create a new quarantine.

- EDIT - Modify a quarantine.

- DELETE - Remove a quarantine.

- OUTBREAKMANAGE - Manage the Outbreak Filters quarantine.

2—HFOBIETLIEMIC Yy 2F D NI &2 5 &, 2—VFERPRG S, =—3
VA RNEEHRTEET, 2LV, REELEICET2MOERIZE % 72 < THREExT LT
BEO2—FEBEMEITHIRTEET, =2—PEHRE 7 > a b CRBEORE A K17
HI2iE, Zo7r 7 b ([]») TEnter L ET,

GE)

VAT LRI AN A= P ELEAR—F a—ERER STV S5 EIE. 2=~k
HECKTT 27 7 B ADM G2 RERSHET,

bREE D —4 U R MZIX, Operators 27 /L — 7" £ 721X Guests 7 /L— 2@ T 52—V 711G
FNFET, Administrators 7 /L— T NO 2 —HF L, FIZFREECKT L TTRXTOT 7 & AHER A FF
HET, 2—F VR MNEEFHTH L XITUL, TXTOLXL—H/F R b 2—H N9 TRk
Da—HF Y2 MIEENTWDEES, NEW 2~ RIIMERART & 20 £, FEEC, Hko
KL T D —YR(EE LA2WEEA . DELETE =i~ > RIEAART & 7220 £,
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scanconfig

B2LL]

ERAE

1

\}

avv R sEH |

W77 ANDAF Y R —%HELET,

M : Zoa< KX lcommit] 2NHHEETY,

JSRABEM . Zpavy NI, TR_RTOYrET—F (UPFREZ, TA—F, <) T
ATxEd,

NyF awrRN: Zoa<wy RNy IFEXRER—FLTWET,

ZOFITIL, scanconfig 2~ RTUTD/NT A —=F 2 ELET,

s video/*, audio/*. image/* ® MIME % A ZIAX v 7 EINFET (AT U VT AF ¥ &
nNEEA) ,

« XA MERTE (HROR) T4 THRN T 7 AT, BRK10 LV ETAT Yy &h
1, (F7HLMI5 L)

s AX X VENDIRMNT 7 ANDERKRT A XX, 25MBTY, ZHEDKEWT 7 A uidd
RCAXy7INET, (F7+/NVMEISMB) .

s RX2 AU NDAXT =N AXT Yy INET,

T T ANDAF Y DEA LT T NI, 180 ITHRE SN E T,

c AX X UINBRDPOTETMN T 7 AT, RN =B LW ERRShET, (T
7 4V EOEE)

« TL—2 TF A ORI MIME % A 7D plain/text % 7213 plain/html #5531 & 5 7E &
NTWARWEAIEL, ASCII = 22— RMEH &£,

GE)

[assume the attachment matches the search pattern] % (Y] IZERETH &, AF ¥ TRV A >
VA=Y T4 AH =T o Tue EFHMIIS N ET, U kD, FEEIC—HK
LBWA =Y 0RERE, THEAOEBENBRETLZZENHVET, ZOXH5BAyE—
ik, arTUYNRELL AF Y TERNENSBEBTHRESLTWE L, ZORET
DLP A % ¢ I3 S E A,

mail3.example.com> scanconfig

There are currently 5 attachment type mappings configured to be SKIPPED.
Choose the operation you want to perform:

- NEW - Add a new entry.

DELETE - Remove an entry.

SETUP - Configure scanning behavior.

IMPORT - Load mappings from a file.

EXPORT - Save mappings to a file.

PRINT - Display the list.
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- CLEAR - Remove all entries.

- SMIME - Configure S/MIME unpacking.

[]> setup

1. Scan only attachments with MIME types or fingerprints in the list.
2. Skip attachments with MIME types or fingerprints in the list.
Choose one:

[2]1> 2

Enter the maximum depth of attachment recursion to scan:

[5]> 10

Enter the maximum size of attachment to scan:

[5242880]> 10m

Do you want to scan attachment metadata? [Y]> y

Enter the attachment scanning timeout (in seconds):

[30]> 180
If a message has attachments that were not scanned for any reason (e.g.
because of size, depth limits, or scanning timeout), assume the attachment matches the

search pattern? [N]> n

If a message could not be deconstructed into its component parts in order to remove
specified attachments, the system should:

1. Deliver

2. Bounce

3. Drop

[11>

Configure encoding to use when none is specified for plain body text or
anything with MIME type plain/text or plain/html.
US-ASCII

Unicode (UTF-8)

Unicode (UTF-16)

Western European/Latin-1 (ISO 8859-1)

Western European/Latin-1 (Windows CP1252)
Traditional Chinese (Big 5)

Simplified Chinese (GB 2312)

Simplified Chinese (HZ GB 2312)

9. Korean (ISO 2022-KR)

10. Korean (KS-C-5601/EUC-KR)

11. Japanese (Shift-JIS (X0123))

12. Japanese (IS0-2022-JP)

13. Japanese (EUC)

[11> 1

Scan behavior changed.

There are currently 5 attachment type mappings configured to be SKIPPED.
Choose the operation you want to perform:

- NEW - Add a new entry.

- DELETE - Remove an entry.

- SETUP - Configure scanning behavior.

- IMPORT - Load mappings from a file.

- EXPORT - Save mappings to a file.

- PRINT - Display the list.

- CLEAR - Remove all entries.

- SMIME - Configure S/MIME unpacking.

O ~J oy Uk wDN

[1> print

1. Fingerprint Image
2. Fingerprint Media
3. MIME Type audio/*
4. MIME Type image/*
5. MIME Type video/*

Bl : RXYOTELRWVWAYE—DDA A E—D0EBT7H 3 0DEKRTE

{J/’(@@JVCﬂi\ scanconfig > setup A¥ ]\%{ﬁﬁﬁ L. (Z]%{TJ‘77/])/I/@EI:H3HUZ'ILC%E& L7272
12, AT UV AF Yy FIC Lo TAF Y U ENBVWA v E—VDA v =BT Vg Uk
AL, BRELET,
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mail3.example.com> scanconfig

There are currently 5 attachment type mappings configured to be SKIPPED. Choose the
operation you want to perform:

- NEW - Add a new entry.

- DELETE - Remove an entry.

- SETUP - Configure scanning behavior.

- IMPORT - Load mappings from a file.

- EXPORT - Save mappings to a file.

- PRINT - Display the list.

- CLEAR - Remove all entries.
-[]>SMIMEsetup- Configure S/MIME unpacking.
[] > setup

1. Scan only attachments with MIME types or fingerprints in the list.
2. Skip attachments with MIME types or fingerprints in the list.

Choose one: [2]>

Enter the maximum depth of attachment recursion to scan: [5]>

Enter the maximum size of attachment to scan: [5242880]>

Do you want to scan attachment metadata? [Y]>

Enter the attachment scanning timeout (in seconds): [30]>

If a message has attachments that were not scanned for any reason (e.g.

because of size, depth limits, or scanning timeout), assume the attachment matches the
search pattern? [N]>

In case of a content or message filter error, should all filters be bypassed? [Y]>
Assume zip file to be unscannable if files in the archive cannot be read? [0]>

If a message could not be deconstructed into its component parts in order

to remove specified attachments, the system should:

1. Deliver

2. Bounce

3. Drop

[11>

Configure encoding to use when none is specified for
plain body text or anything with MIME type plain/text or plain/html.

1. US-ASCII

2. Unicode (UTF-8)

3. Unicode (UTF-16)

4. Western European/Latin-1 (ISO 8859-1)

5. Western European/Latin-1 (Windows CP1252)
6. Traditional Chinese (Big 5)

7. Simplified Chinese (GB 2312)

8. Simplified Chinese (HZ GB 2312)

9. Korean (ISO 2022-KR)

10. Korean (KS-C-5601/EUC-KR)
11. Japanese (Shift-JIS (X0123))
12. Japanese (IS0-2022-JP)

13. Japanese (EUC)

[1> Do you want to enable actions on unscannable messages due to an extraction failure?
y/n [Y]> Yes

1. Drop Message

2. Deliver As Is
3. Quarantine
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stripheaders

B2k

ER7E

1

stripheaders .

Action applied to original message: [2]> 2

Do you want to deliver mail to an alternate mailhost ? [N]> yes

Enter the mailhost to deliver to: []> mail.example.com

Do you want to redirect mail to an alternate email address ? [N]> yes

Enter the address to deliver to:
[1> user@mail.example.com

Do you want to add a custom header? [N]> yes
Enter the header name: []> Unscannable Messages

Enter the header content:
[1> Actions taken on Unscannable Messages

Do you want to modify the subject? [N]> yes

1. Prepend
2. Append

Select position of text: [1]> 1

Enter the text to add:
[ [WARNING: UNSCANNABLE EXTRACTION FAILED]]> [WARNING: UNSCANNABLE FILE EXTRACTION FAILURE]

HIfRT DA v = Ao =DV A MEEHRELET,

MEE : Z0a<y Kt Tcommit] 2AMHEETI,

JIAAER  Zoa<vw Nt I R_RTCO~ U EF—F (P TRF, J—T, =) T
HTxE9,

NyF avy R Zoavy Ry FRRESE— b LTOE A,

mail3.example.com> stripheaders

Not currently stripping any headers.
Choose the operation you want to perform:
- SETUP - Set message headers to remove.
[1> setup

Enter the list of headers you wish to strip from the messages before they are delivered.
Separate multiple headers with commas.
[1> Delivered-To

Currently stripping headers: Delivered-To

Choose the operation you want to perform:
- SETUP - Set message headers to remove.

avy R sEZH II



. textconfig

textconfig

BILL]

ER7AE

1

avy R sEH |

(1>

mail3.example.com>

DLP, "YU A BEE{bLiBEMEEZD, TUoFIVANATIT—h T T L—h AvbE—T%
EHIE, BAT L — R lDOTXA N ) V=R AR ELET,

MeE : oo~ KX lcommit] NHFETI,

JGAREE  Zoavwr RiE, TRTOSY U E—R (WTREZ, T—F <) Tff
ATxEd,

NyF avws R Zoavwy MRy FELXEZSR—FLTHERA,

textconfig -> NEWZiH L CT7F* A M U Y —R%Z/E L., textconfig > delete %
HHLTTF AN U Y —2%HIBRLET,

mail3.example.com> textconfig

Choose the operation you want to perform:

- NEW - Create a new text resource.

- IMPORT - Import a text resource from a file.
[1> new

What kind of text resource would you like to create?
. Anti-Virus Container Template

. Anti-Virus Notification Template

DLP Notification Template

Bounce and Encryption Failure Notification Template
. Message Disclaimer

Encryption Notification Template (HTML)
Encryption Notification Template (text)
Notification Template

[1]1> 5

Please create a name for the message disclaimer:
[1> disclaimer 1

Enter the encoding for the message disclaimer:
US-ASCII

Unicode (UTF-8)

Unicode (UTF-16)

Western European/Latin-1 (ISO 8859-1)

Western European/Latin-1 (Windows CP1252)
Traditional Chinese (Big 5)

Simplified Chinese (GB 2312)

Simplified Chinese (HZ GB 2312)

9. Korean (ISO 2022-KR)

10. Korean (KS-C-5601/EUC-KR)

11. Japanese (Shift-JIS (X0123))

12. Japanese (IS0-2022-JP)

13. Japanese (EUC)

[11>

Enter or paste the message disclaimer here. Enter '.' on a blank line to end.

W J o Ul b W

O J o Uk wN
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This message was sent from an IronPort(tm) Email Security appliance.

Message disclaimer "disclaimer 1" created.

Choose the operation you want to perform:

- NEW - Create a new text resource.

- IMPORT - Import a text resource from a file.

- EXPORT - Export text resource to a file.

- PRINT - Display the content of a resource.

- EDIT - Modify a resource.

- DELETE - Remove a resource from the system.

- LIST - List configured resources.

[1> delete

Please enter the name or number of the resource to delete:
[1>1

Message disclaimer "disclaimer 1" has been deleted.
Choose the operation you want to perform:

- NEW - Create a new text resource.

- IMPORT - Import a text resource from a file.

[1>

textconfig -> EDIT Z{iH L TBEfFDOT XA KN VY —REZEHLET, = a— &%

HL2Y, #RLETIFANY Y —ZADOT7TF A MEEBLIZY TEET,

TERNYY—ZADA ViR—

TXANT 7 ANETHFARNY Y —=AL LTA AR —FT 5T, textconfig -> IMPORT
EHEHLET, A VAR—=FTDTXFAN T 7 AN, TF T4 7 A LD configuration 7 « L

7 FUIAFET DR ENH Y £,

mail3.example.com> textconfig

Current Text Resources:

1. footer.2.message (Message Footer)

Choose the operation you want to perform:

- NEW - Create a new text resource.

- IMPORT - Import a text resource from a file.

- EXPORT - Export text resource to a file.

- PRINT - Display the content of a resource.

- EDIT - Modify a resource.

- DELETE - Remove a resource from the system.

- LIST - List configured resources.

[1> import

What kind of text resource would you like to create?
1. Anti-Virus Container Template

2. Anti-Virus Notification Template

3. DLP Notification Template

4. Bounce and Encryption Failure Notification Template
5. Message Disclaimer

6. Encryption Notification Template (HTML)

7. Encryption Notification Template (text)

8. Notlflcatlon Template

[11>
Please create a name for the notification template:
[1> strip.mp3files

Enter the name of the file to import:

[1> strip.mp3.txt

Enter the encoding to use for the imported file:
1. US-ASCII

[ list of encodings ]

[1]1>

Notification template "strip.mp3files" created.
Current Text Resources:

avy R sEZH
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1. disclaimer.2.message (Message Disclaimer)
2. strip.mp3files (Notification Template)
Choose the operation you want to perform:

- NEW - Create a new text resource.

- IMPORT - Import a text resource from a file.
- EXPORT - Export text resource to a file.

- PRINT - Display the content of a resource.

- EDIT - Modify a resource.

- DELETE - Remove a resource from the system.
- LIST - List configured resources.

(1>

THFAMYY—RDIY RAER—F

TXARNVY—=RAZTHARN T 7 AL LTZ AR— T 5T, textconfig -> EXPORT
EEHALET, 7TXA N T 7 A NIE, T T4 T A O configurationT 4 L7 b U IZ/ER S
NET,

mail3.example.com> textconfig

Current Text Resources:

1. footer.2.message (Message Footer)

2. strip.mp3 (Notification Template)
Choose the operation you want to perform:
- NEW - Create a new text resource.

- IMPORT - Import a text resource from a file.
- EXPORT - Export text resource to a file.
- PRINT - Display the content of a resource.

- EDIT - Modify a resource.

- DELETE - Remove a resource from the system.

- LIST - List configured resources.

[1> export

Please enter the name or number of the resource to export:
[1> 2

Enter the name of the file to export:
[strip.mp3]> strip.mp3.txt

Enter the encoding to use for the exported file:
1. US-ASCII

[ list of encoding types ]

[11>

File written on machine "mail3.example.com" using us-ascii encoding.
Current Text Resources:

1. footer.2.message (Message Footer)

2. strip.mp3 (Notification Template)

Choose the operation you want to perform:

- NEW - Create a new text resource.

- IMPORT - Import a text resource from a file.

- EXPORT - Export text resource to a file.

- PRINT - Display the content of a resource.

- EDIT - Modify a resource.

- DELETE - Remove a resource from the system.

- LIST - List configured resources.

[1>

Ofx> 7&735—F
ML, RO CLI 2~ RIZOW T L9,

« alertconfig (221 ~—2)
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alertconfig

B2k

ER7GE

s displayalerts (222 ~<—73)
s findevent (223 ~—7°)

e grep (225 ~N—7)

s logconfig (226 ~X—7)

s rollovernow (232 ~X—3)
 snmpconfig (233 ~X—7)

e tail (235 <—2)

EFA—NVTIT—FERELET,

e o< KX lcommit] NHFETI,

alertconfig .

JIGAREE  Zoavwr RiE, TRTOSYE—R (WFREZ, T—F, <) Tff

MTEET,

NyF avws/ R Zoavwy MRy FELXEZSR—FLTHERA,

Bl #HLWT S5 — FDIERK

ZOBTIEH, FHLWT 7 — F2{EH  (alertadmin@example.com) % ERK L. H K Critical T
HDH, VAT AL N—RU=T BILXOT ALV NI NN—_RZANKBEEOT 77— M EZITED X

INCEELET,

vm30esa0086.ibga> alertconfig

Not sending alerts (no configured addresses)

Alerts will be sent using the system-default From Address.
Cisco IronPort AutoSupport: Disabled

Choose the operation you want to perform:

- NEW - Add a new email address to send alerts.

- SETUP - Configure alert settings.

- FROM - Configure the From Address of alert emails.

[1> new

Please enter a new email address to send alerts.

(Ex: "administrator@example.com")

[1> alertadmin@example.com

Choose the Alert Classes. Separate multiple choices with commas.
1. All

System

Hardware

. Updater

Outbreak Filters

Anti-Virus

. Anti-Spam

Directory Harvest Attack Prevention

9. Release and Support Notifications

[11> 2,3,8

Select a Severity Level. Separate multiple choices with commas.

W ~J oy U b W
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1. All
2. Critical
3. Warning
4. Information
[11> 2
Sending alerts to:
alertadmin@example.com
Class: Hardware - Severities: Critical
Class: Directory Harvest Attack Prevention - Severities: Critical

Class: System - Severities: Critical
Initial number of seconds to wait before sending a duplicate alert: 300
Maximum number of seconds to wait before sending a duplicate alert: 3600
Maximum number of alerts stored in the system are: 50
Alerts will be sent using the system-default From Address.
Cisco IronPort AutoSupport: Disabled
Choose the operation you want to perform:
- NEW - Add a new email address to send alerts.
- EDIT - Modify alert subscription for an email address.
- DELETE - Remove an email address.
- CLEAR - Remove all email addresses (disable alerts).
- SETUP - Configure alert settings.
- FROM - Configure the From Address of alert emails.
[1>

TTIAT U APLEEENTRED nHOT 7 — b 2FRLET

M€ - oo~ K lcommit] (THEHY FH A,

JGAREE  Zoavwr RiE, TRTOYEFT—F (WFREZ, T—F, =) Tff
ATxE7,

NyF avwrs R Zoavy Ry FELZSR—FLTWEEA,

> displayalerts

Date and Time Stamp Description

10 Mar 2015 11:33:36 +0000 The updater could not validate the server certificate.
Server certificate not validated - unable to get local issuer

certificate

Last message occurred 28 times between Tue Mar 10 10:34:57 2015 and Tue Mar 10 11:32:24
2015.

10 Mar 2015 11:23:39 +0000 The updater has been unable to communicate with the update
server for at least 1h.

Last message occurred 8 times between Tue Mar 10 10:29:57 2015 and Tue Mar 10 11:18:24
2015.

10 Mar 2015 10:33:36 +0000 The updater could not validate the server certificate.
Server certificate not validated - unable to get local issuer
certificate

Last message occurred 26 times between Tue Mar 10 09:33:55 2015 and Tue Mar 10 10:29:57
2015.
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10 Mar 2015 10:23:39 +0000

server for at least 1lh.
Last message occurred 9 times between Tue Mar 10 09:26:54 2015 and Tue Mar 10 10:22:56

2015.

findevent

BILL]

A= uad TrANDA Ry S EBFELET

ERAE

MeE - oo~ R lcommit] (THEHY FH A,

findevent .

The updater has been unable to communicate with the update

JIGAREE . Zoavwr RiE, TRTOYEFT—F (WFRE, T—F, =) Tff
ATxEd,

NyF avwrs R Zoavy Ry FELZSR—FLTWEEA,

Bl ToRO—TEEBICLHEER

mail.example.com> findevent
Please choose which type of search you want to perform:

Retrieval Interval

1. Search by envelope FROM

2. Search by Message ID

3. Search by Subject

4. Search by envelope TO

[11> 1
Enter the regular expression to search for.
(>
Currently configured logs:

Log Name Log Type
1. mail logs IronPort Text Mail Logs

Manual Download None

Enter the number of the log you wish to use for message tracking.

[1]1> 1

Please choose which set of logs to search:
1. All available log files

2. Select

log files by date list

3. Current log file

[3]1> 3

No matching message IDs were found

Bl : AvE—TIDICKHER

mail.example.com> findevent
Please choose which type of search you want to perform:

1. Search
2. Search
3. Search
4. Search
[1]1> 2
Enter the
[1>1
Currently

by envelope FROM
by Message ID

by Subject

by envelope TO

Message ID (MID) to search for.

configured logs:
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Log Name Log Type Retrieval Interval
1. mail logs IronPort Text Mail Logs Manual Download None
Enter the number of the log you wish to use for message tracking.
[1]1> 1

Please choose which set of logs to search:
1. All available log files

2. Select log files by date list

3. Current log file

[3]1> 1

Bl - HRICKBER

mail.example.com> findevent

Please choose which type of search you want to perform:
1. Search by envelope FROM

2. Search by Message ID

3. Search by Subject

4. Search by envelope TO

[11>

Enter the regular expression to search for.

[]> "
Currently configured logs:
Log Name Log Type Retrieval Interval
1. mail logs IronPort Text Mail Logs Manual Download None
Enter the number of the log you wish to use for message tracking.
[1]1> 1

Please choose which set of logs to search:

1. All available log files

2. Select log files by date list

3. Current log file

[31> 2

Available mail log files, listed by log file start time.

Specify multiple log files by separating with commas or specify a range with a dash:
1. Thu Feb 19 05:18:02 2015

[11>

No matching message IDs were found

Bl: ToRO—TREEHICLDHEER

mail.example.com> findevent

Please choose which type of search you want to perform:
1. Search by envelope FROM

2. Search by Message ID

3. Search by Subject

4. Search by envelope TO

[11>

Enter the regular expression to search for.

>
Currently configured logs:
Log Name Log Type Retrieval Interval
1. mail logs IronPort Text Mail Logs Manual Download None
Enter the number of the log you wish to use for message tracking.
[1]1> 1

Please choose which set of logs to search:
1. All available log files

2. Select log files by date list

3. Current log file
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grep
BILL]
ER7E

arep

[3]1> 3
No matching message IDs were found

0y 77y A ANOTFA NEBRELET,

MeE - oo~ R lcommit] (THEHY FH A,

JIAAER  Zpav NEivy = R TOMEATEET, IHIZ, Z0avwy Nifo
TA VKA (=R uars/ Lz~ y) TORMEATEES, Zoa~vr FEFHATS
IZiZ, B—H)L T7 A VAT AT I BEATEALERH Y 3,
NyFavwrR:Zoavwy RNy FEXREZPR—-FLTWEETA,

grep 2~y REMHATAHE, e 7HNOLTFINEMPBTEET, grepa~> REFETTHELEEIZ
I, WOMXEHFEHRALET,

grep [-C count] [-e regex] [-i] [-p] [-t] [regex] log name

GE)

FER AT, -eregex F /ol regex Z AN THLENRH Y £,

grep I~ REFITTHEXTIE, ROATva v #EHLET,

KM:grepax > FDF T3>

TFoay i AR

Ropotzgrep RE—r DA LT XA MR JHILOITER
RLET, BRTHTHEANLET,

IEREBRZADLET,

RICF LN LFOXF 2R L ET,

M ~—Y 2B T,

grep A~ Ranl 77 ANVORKEBEETCETLET,

EREIHZ AT LET,

regex
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grep DI

Wiz, TorF AR aZORTXFES| lclean) £7-1% lviral] ZHRT 502 R~rLET, 2
D grep 2 RiZidregex BRENEGEFENTWET,

mail3.example.com> grep "CLEAN\\|VIRAL" antivirus

Fri Jun 9 21:50:25 2006 Info: sophos antivirus - MID 1 - Result 'CLEAN' ()
Fri Jun 9 21:53:15 2006 Info: sophos antivirus - MID 2 - Result 'CLEAN' ()
Fri Jun 9 22:47:41 2006 Info: sophos antivirus - MID 3 - Result 'CLEAN' ()
Fri Jun 9 22:47:41 2006 Info: sophos antivirus - MID 4 - Result 'CLEAN' ()
Fri Jun 9 22:47:41 2006 Info: sophos antivirus - MID 5 - Result 'CLEAN' ()
Fri Jun 9 22:47:41 2006 Info: sophos antivirus - MID 6 - Result 'CLEAN' ()
Fri Jun 9 22:47:42 2006 Info: sophos antivirus - MID 12 - Result 'CLEAN' ()
Fri Jun 9 22:53:04 2006 Info: sophos antivirus - MID 18 - Result 'VIRAL' ()
Fri Jun 9 22:53:05 2006 Info: sophos antivirus - MID 16 - Result 'VIRAL' ()
Fri Jun 9 22:53:06 2006 Info: sophos antivirus - MID 19 - Result 'VIRAL' ()
Fri Jun 9 22:53:07 2006 Info: sophos antivirus - MID 21 - Result 'VIRAL' ()
Fri Jun 9 22:53:08 2006 Info: sophos antivirus - MID 20 - Result 'VIRAL' ()
()

Fri Jun 9 22:53:08 2006 Info: sophos antivirus - MID 22 - Result 'VIRAL'
mail3.example.com>

logconfig

Bk

as 7y AN~DT IV ERAEHRELET,

ERAE
MEE : Z0a<y Rt Tcommit] 2BAMHEETI,

JIAAER  Zoa<w L Nit, IR TCO~Y U EFT—F (P TARAF, I—T, =) T
HTx£9,

NRyF aw R Zoavwy RNy FEXREZPR—FLTWETA,

FIP 7y anbd34IJR91) T 320046

ROFITIL, logeconfig =~ R&fliH L T, myDeliveryLogs & MEII 58T LWEE = 7 %
RELET, WIZ, B BFTPICE>TYE—FRAMIT vy 2a3Nd KOICHRELET,

mail3.example.com> logconfig

Currently configured logs:

"antispam" Type: "Anti-Spam Logs" Retrieval: FTP Poll

"antivirus" Type: "Anti-Virus Logs" Retrieval: FTP Poll

"asarchive" Type: "Anti-Spam Archive" Retrieval: FTP Poll
"authentication" Type: "Authentication Logs" Retrieval: FTP Poll
"avarchive" Type: "Anti-Virus Archive" Retrieval: FTP Poll

"bounces" Type: "Bounce Logs" Retrieval: FTP Poll

"cli logs" Type: "CLI Audit Logs" Retrieval: FTP Poll

"encryption" Type: "Encryption Logs" Retrieval: FTP Poll

9. "error logs" Type: "IronPort Text Mail Logs" Retrieval: FTP Poll

10. "euq logs" Type: "IronPort Spam Quarantine Logs" Retrieval: FTP Poll
11. "euqgui_logs" Type: "IronPort Spam Quarantine GUI Logs" Retrieval: FTP Poll
12. "ftpd logs" Type: "FTP Server Logs" Retrieval: FTP Poll

W J oy bW N
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13. "gui_logs" Type: "HTTP Logs" Retrieval: FTP Poll

14. "mail logs" Type: "IronPort Text Mail Logs" Retrieval: FTP Poll
15. "reportd logs" Type: "Reporting Logs" Retrieval: FTP Poll

16. "reportqueryd logs" Type: "Reporting Query Logs" Retrieval: FTP Poll
17. "scanning" Type: "Scanning Logs" Retrieval: FTP Poll

18. "slbld logs" Type: "Safe/Block Lists Logs" Retrieval: FTP Poll
19. "sntpd logs" Type: "NTP logs" Retrieval: FTP Poll

20. "status" Type: "Status Logs" Retrieval: FTP Poll

21. "system logs" Type: "System Logs" Retrieval: FTP Poll

22. "trackerd logs" Type: "Tracking Logs" Retrieval: FTP Poll

23. "updater logs" Type: "Updater Logs" Retrieval: FTP Poll

Choose the operation you want to perform:

- NEW - Create a new log.

- EDIT - Modify a log subscription.

- DELETE - Remove a log subscription.

- SETUP - General settings.

- LOGHEADERS - Configure headers to log.

- HOSTKEYCONFIG - Configure SSH host keys.

[1> new

Choose the log file type for this subscription:

1. IronPort Text Mail Logs
2. gmail Format Mail Logs
3. Delivery Logs

4. Bounce Logs

5. Status Logs

6. Domain Debug Logs

7. Injection Debug Logs

8. SMTP Conversation Logs
9. System Logs

10. CLI Audit Logs

11. FTP Server Logs

12. HTTP Logs

13. NTP logs

14. LDAP Debug Logs

15. Anti-Spam Logs

16. Anti-Spam Archive

17. Anti-Virus Logs

18. Anti-Virus Archive

19. Scanning Logs

20. IronPort Spam Quarantine Logs
21. IronPort Spam Quarantine GUI Logs
22. Reporting Logs

23. Reporting Query Logs
24. Updater Logs

25. Tracking Logs

26. Safe/Block Lists Logs

27. Authentication Logs

[1]1> 8

Please enter the name for the log:

[1> myDeliveryLogs

Choose the method to retrieve the logs.
1. FTP Poll

2. FTP Push

3. SCP Push

4. Syslog Push

[1]1> 2

Hostname to deliver the logs:

[1> yourhost.example.com

Username on the remote host:

[1> yourusername

Passphrase for your user:

[1> thepassphrase

Directory on remote host to place logs:
[1> /logs
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Filename to use for log files:

[conversation.text]>

Maximum time to wait before transferring:

[3600]>

Maximum filesize before transferring:

[10485760]>

Currently configured logs:

1. "antispam" Type: "Anti-Spam Logs" Retrieval: FTP Poll

"antivirus" Type: "Anti-Virus Logs" Retrieval: FTP Poll

"asarchive" Type: "Anti-Spam Archive" Retrieval: FTP Poll
"authentication" Type: "Authentication Logs" Retrieval: FTP Poll
"avarchive" Type: "Anti-Virus Archive" Retrieval: FTP Poll

"bounces" Type: "Bounce Logs" Retrieval: FTP Poll

"cli logs" Type: "CLI Audit Logs" Retrieval: FTP Poll

"encryption" Type: "Encryption Logs" Retrieval: FTP Poll

9. "error logs" Type: "IronPort Text Mail Logs" Retrieval: FTP Poll

10. "euq logs" Type: "IronPort Spam Quarantine Logs" Retrieval: FTP Poll
11. "euqgui_logs" Type: "IronPort Spam Quarantine GUI Logs" Retrieval: FTP Poll
12. "ftpd logs" Type: "FTP Server Logs" Retrieval: FTP Poll

13. "gui_logs" Type: "HTTP Logs" Retrieval: FTP Poll

14. "mail logs" Type: "IronPort Text Mail Logs" Retrieval: FTP Poll

15. "myDeliveryLogs" Type: "SMTP Conversation Logs" Retrieval: FTP Push - Host
yourhost.example.com

16. "reportd logs" Type: "Reporting Logs" Retrieval: FTP Poll

17. "reportqueryd logs" Type: "Reporting Query Logs" Retrieval: FTP Poll
18. "scanning" Type: "Scanning Logs" Retrieval: FTP Poll

19. "slbld logs" Type: "Safe/Block Lists Logs" Retrieval: FTP Poll

20. "sntpd logs" Type: "NTP logs" Retrieval: FTP Poll

21. "status" Type: "Status Logs" Retrieval: FTP Poll

22. "system logs" Type: "System Logs" Retrieval: FTP Poll

23. "trackerd logs" Type: "Tracking Logs" Retrieval: FTP Poll

24. "updater logs" Type: "Updater Logs" Retrieval: FTP Poll

0 J oy b Ww N

SCP v a g HIRY) T3 DH

WOFITIL, logeconfig 2~ REMH LT, LogPush &M HH LWEME 1 7/ 28 E L

F9, 2o rE, SCPIZE->TIPT FLAA10.1.1.1 ® Y ET— |k KA MMIa— logger &

LT yyadit, 74 V7 MU tmp ITRFSND KO ICRELE T, = 7 BGHEN SCP

7'y v aThDHYE L logeconfig 2~ R b HEJYIZ ssheonfig =~ > KA S 4L
L2 EICERELTLEZIN,  (FA N F—OFEMIC 2V TIE [Configuring Host Keys) . =—
B F—DOFEHMIZ SV TIiE [Managing Secure Shell (SSH) Keys] % . [ User Guide for AsyncOS for
Cisco Email Security Appliances]] THBRL T ZE\W) . £/, IPT RV AEZFA N T o

TR TCHEHATELZLICEELTIEEN,

mail3.example.com> logconfig
Currently configured logs:

1. "antispam" Type: "Anti-Spam Logs" Retrieval: FTP Poll

2. "antivirus" Type: "Anti-Virus Logs" Retrieval: FTP Poll

3. "asarchive" Type: "Anti-Spam Archive" Retrieval: FTP Poll

4. "authentication" Type: "Authentication Logs" Retrieval: FTP Poll

5. "avarchive" Type: "Anti-Virus Archive" Retrieval: FTP Poll

6. "bounces" Type: "Bounce Logs" Retrieval: FTP Poll

7. "cli logs" Type: "CLI Audit Logs" Retrieval: FTP Poll

8. "encryption" Type: "Encryption Logs" Retrieval: FTP Poll

9. "error logs" Type: "IronPort Text Mail Logs" Retrieval: FTP Poll

10. "euq logs" Type: "IronPort Spam Quarantine Logs" Retrieval: FTP Poll
11. "euqgui_ logs" Type: "IronPort Spam Quarantine GUI Logs" Retrieval: FTP Poll
12. "ftpd logs" Type: "FTP Server Logs" Retrieval: FTP Poll

13. "gui logs" Type: "HTTP Logs" Retrieval: FTP Poll
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14. "mail logs" Type: "IronPort Text Mail Logs" Retrieval: FTP Poll

15. "reportd logs" Type: "Reporting Logs" Retrieval: FTP Poll

16. "reportqueryd logs" Type: "Reporting Query Logs" Retrieval: FTP
17. "scanning" Type: "Scanning Logs" Retrieval: FTP Poll

18. "slbld logs" Type: "Safe/Block Lists Logs" Retrieval: FTP Poll
19. "sntpd logs" Type: "NTP logs" Retrieval: FTP Poll

20. "status" Type: "Status Logs" Retrieval: FTP Poll

21. "system logs" Type: "System Logs" Retrieval: FTP Poll

22. "trackerd logs" Type: "Tracking Logs" Retrieval: FTP Poll

23. "updater logs" Type: "Updater Logs" Retrieval: FTP Poll

Choose the operation you want to perform:

- NEW - Create a new log.

- EDIT - Modify a log subscription.

- DELETE - Remove a log subscription.

- SETUP - General settings.

- LOGHEADERS - Configure headers to log.

- HOSTKEYCONFIG - Configure SSH host keys.

[1> new

Choose the log file type for this subscription:

1. IronPort Text Mail Logs
2. gmail Format Mail Logs
3. Delivery Logs

4. Bounce Logs

5. Status Logs

6. Domain Debug Logs

7. Injection Debug Logs

8. SMTP Conversation Logs
9. System Logs

10. CLI Audit Logs

11. FTP Server Logs

12. HTTP Logs

13. NTP logs

14. LDAP Debug Logs

15. Anti-Spam Logs

16. Anti-Spam Archive

17. Anti-Virus Logs

18. Anti-Virus Archive

19. Scanning Logs

20. IronPort Spam Quarantine Logs
21. IronPort Spam Quarantine GUI Logs
22. Reporting Logs

23. Reporting Query Logs

24. Updater Logs

25. Tracking Logs

26. Safe/Block Lists Logs

27. Authentication Logs

[1]1> 3

Please enter the name for the log:
[1> LogPush

Choose the method to retrieve the logs.
1. FTP Poll

2. FTP Push

3. SCP Push

[1]1> 3

Hostname to deliver the logs:

[1> 10.1.1.1

Port to connect to on the remote host:
[22]>

Username on the remote host:

[1> logger

Directory on remote host to place logs:
[1> /tmp

Filename to use for log files:
[delivery.log]>

avUk:
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Maximum time to wait before transferring:

[3600]>

Maximum filesize before transferring:

[10485760]1>

Protocol:

1. SSH1

2. SSH2

[21> 2

Do you want to enable host key checking? [N]> y

Do you want to automatically scan the host for its SSH key, or enter it

manually?

1. Automatically scan.

2. Enter manually.

[1]1> 1

SSH2:dsa

10.1.1.1 ssh-dss
AAAAB3NzaClkc3MAAACBALWGi4I1WLDVNdbIWESArt9LVE2ts5yE9IBTSdUwLVog0G3FRgifrce92zgyHtc/
ZWyXavUTIM3Xd1bpiEcscMp2XKpSnPPx21y8bakpdsSCQcM8zZMDjnOPm8ghiwHXYh7oNEUJCCPNPxAy44r1J5Y z4x9e ToALpOdHUOGR
+3J 1INAAAAFQDQ1 5GY /X 9P1 DM3 £ PMvEX 7wcOedl wARATBICGMIEFPIWIAGr 1 RtbowZ P5ZWZ tVDTXLhdXz§ 104+0B4hBR7DKuc80+naAFnThyH/
JBRINLIVE7 QM5geK IoXzuIEK3Zw] 30Yef PoBoc?01 2T ROSJYx1WhwYz,/ rocodN1BnF4sh1 2mtc3tae] 176000 twaQA4wKO1 Sk3z0NSPWAAATAT CRYat 3y+B1v/
V6wdE6BBk+oULv3eK38gafui pAlvBxkGIGOGEQL 8nss82o0znwinBy /I TROFhAMBMI X TFAVEY00sARr 1 ZtuUJC1QGOvCoh INA3YNa 1 s2CSoEKBEA TOTE 6+
SX2RNpcUF3Wgbygw92xtgQPKMcZeLtK2ZJRkhC+Vw==

Add the preceding host key(s) for 10.1.1.12 [Y]> vy

Currently installed host keys:

1. 10.1.1.1 1024 35 12260642076447444117847407996206675325...3520565607

2. 10.1.1.1 ssh-dss AAAAB3NzaClkc3MAAACBALWGi4I1WLDVndbIWwE. ..JRkhC+Vw==

Choose the operation you want to perform:

- NEW - Add a new key.

- EDIT - Modify a key.

- DELETE - Remove a key.

- SCAN - Automatically download a host key.

- PRINT - Display a key.

- HOST - Display this machine's host keys.

(1>

Maximum filesize before transferring:

[10485760]1>

Protocol:

1. SSH1

2. SSH2

[2]1> 2

Do you want to enable host key checking? [N]> y

Currently installed host keys:

Choose the operation you want to perform:

- NEW - Add a new key.

- SCAN - Automatically download a host key.

- HOST - Display this machine's host keys.

[1> scan

Choose the ssh protocol type:

1. SSHl:rsa

2. SSH2:rsa

3. SSH2:dsa

4. All

[4]1> 4

SSHl:rsa

10.1.1.1 1024 35
122606420764474441178474079962066753259278682648965870690129496065430424463013457294798980627829828033793152226
4486945143162182728144539869316125082823280088157400721099756323564 7853212881 61878068307463282343277781001 311281 7667266624451119
1783747965898000855947022484692079466697707373948871554575173520565607
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Syslog Fya my 4 IRV YT 30h .

Syslog 7wy a0 4T YT 3004l
OB TIE, logeonfig =~ K&l LT, MailLog SyslogPush & FEIEAL % #HT LV EME

P

ERELET, ZouZiX, UPD #HLTIP 7 RLA2310.1.1.2 ® VU E— | syslog % —

NI TA=] 7V T4 TT o, FIEDT 4 V7 NVIBRFESND L OITHEL

ES

ma
Cu

O J o Uk wN

Ch

[]
Ch

W J oy U b W

)

10
11
12
13
14
15
16
17
18
19
20

—jﬁo

il3.example.com> logconfig
rrently configured logs:
"antispam" Type: "Anti-Spam Logs" Retrieval: FTP Poll
"antivirus" Type: "Anti-Virus Logs" Retrieval: FTP Poll
"asarchive" Type: "Anti-Spam Archive" Retrieval: FTP Poll
"authentication" Type: "Authentication Logs" Retrieval: FTP Poll
"avarchive" Type: "Anti-Virus Archive" Retrieval: FTP Poll
"bounces" Type: "Bounce Logs" Retrieval: FTP Poll
"cli logs" Type: "CLI Audit Logs" Retrieval: FTP Poll
"encryption" Type: "Encryption Logs" Retrieval: FTP Poll
"error logs" Type: "IronPort Text Mail Logs" Retrieval: FTP Poll
"euqg logs" Type: "IronPort Spam Quarantine Logs" Retrieval: FTP Poll
"euggui logs" Type: "IronPort Spam Quarantine GUI Logs" Retrieval: FTP Poll
"ftpd logs" Type: "FTP Server Logs" Retrieval: FTP Poll

"gui logs" Type: "HTTP Logs" Retrieval: FTP Poll

"mail logs" Type: "IronPort Text Mail Logs" Retrieval: FTP Poll
"reportd logs" Type: "Reporting Logs" Retrieval: FTP Poll
"reportqueryd logs" Type: "Reporting Query Logs" Retrieval: FTP Poll
"scanning" Type: "Scanning Logs" Retrieval: FTP Poll

"slbld logs" Type: "Safe/Block Lists Logs" Retrieval: FTP Poll
"sntpd logs" Type: "NTP logs" Retrieval: FTP Poll

"status" Type: "Status Logs" Retrieval: FTP Poll

"system logs" Type: "System Logs" Retrieval: FTP Poll

"trackerd logs" Type: "Tracking Logs" Retrieval: FTP Poll
"updater logs" Type: "Updater Logs" Retrieval: FTP Poll
oose the operation you want to perform:
NEW - Create a new log.
EDIT - Modify a log subscription.

DELETE - Remove a log subscription.

SETUP - General settings.
LOGHEADERS - Configure headers to log.
HOSTKEYCONFIG - Configure SSH host keys.
> new
oose the log file type for this subscription:

IronPort Text Mail Logs

gmail Format Mail Logs

Delivery Logs

Bounce Logs

Status Logs

Domain Debug Logs

Injection Debug Logs

SMTP Conversation Logs

System Logs

. CLI Audit Logs

. FTP Server Logs

. HTTP Logs

. NTP logs

. LDAP Debug Logs

. Anti-Spam Logs

. Anti-Spam Archive

. Anti-Virus Logs

. Anti-Virus Archive

. Scanning Logs

. IronPort Spam Quarantine Logs
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21. IronPort Spam Quarantine GUI Logs
22. Reporting Logs

23. Reporting Query Logs
24. Updater Logs

25. Tracking Logs

26. Safe/Block Lists Logs
27. Authentication Logs
[1]1> 1

Please enter the name for the log:
[1> MailLogSyslogPush
Log level:

1. Critical

2. Warning

3. Information

4. Debug

5. Trace

[

Choose the method to retrieve the logs.

1. FTP Poll

2. FTP Push

3. SCP Push

4. Syslog Push

[1]1> 4

Hostname to deliver the logs:

[1>10.1.1.2

Which protocol do you want to use to transfer the log data?

1. UDP

2. TCP

[11> 1

Which facility do you want the log data to be sent as?

auth

authpriv

console

daemon

ftp

localO

locall

local2

local3

10. local4

11. localb

12. localé6

13. local?

14. mail

15. ntp

16. security

17. user

[141> 14

Currently configured logs:

1. "MailLogSyslogPush" Type: "IronPort Text Mail Logs" Retrieval: Syslog Push -
Host 10.1.1.2

O Joy b w N

e}

rollovernow

ERER
ny 7y Ea—n F—_"—LFET,
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ER7AE

WEE : Zoa<y R lcommit] IZMEH D FH A,
G ARER . Zpa<y Riivwyy T— RCOREHATEET,
NYyFaAIV R Zoavy RNy FEXLEZSR—F L TOERA,

1

mail3.example.com> rollovernow

Currently configured logs:

1. "antispam" Type: "Anti-Spam Logs" Retrieval: FTP Poll

2. "antivirus" Type: "Anti-Virus Logs" Retrieval: FTP Poll

3. "asarchive" Type: "Anti-Spam Archive" Retrieval: FTP Poll

4. "authentication" Type: "Authentication Logs" Retrieval: FTP Poll

5. "avarchive" Type: "Anti-Virus Archive" Retrieval: FTP Poll

6. "bounces" Type: "Bounce Logs" Retrieval: FTP Poll

7. "cli logs" Type: "CLI Audit Logs" Retrieval: FTP Poll

8. "encryption" Type: "Encryption Logs" Retrieval: FTP Poll

9. "error logs" Type: "IronPort Text Mail Logs" Retrieval: FTP Poll

10. "euq logs" Type: "IronPort Spam Quarantine Logs" Retrieval: FTP Poll
11. "euqgui logs" Type: "IronPort Spam Quarantine GUI Logs" Retrieval: FTP Poll
12. "ftpd logs" Type: "FTP Server Logs" Retrieval: FTP Poll

13. "gui logs" Type: "HTTP Logs" Retrieval: FTP Poll

14. "mail logs" Type: "IronPort Text Mail Logs" Retrieval: FTP Poll

15. "reportd logs" Type: "Reporting Logs" Retrieval: FTP Poll

16. "reportqueryd logs" Type: "Reporting Query Logs" Retrieval: FTP Poll
17. "scanning" Type: "Scanning Logs" Retrieval: FTP Poll

18. "slbld logs" Type: "Safe/Block Lists Logs" Retrieval: FTP Poll

19. "sntpd logs" Type: "NTP logs" Retrieval: FTP Poll

20. "status" Type: "Status Logs" Retrieval: FTP Poll

21. "system logs" Type: "System Logs" Retrieval: FTP Poll

22. "trackerd logs" Type: "Tracking Logs" Retrieval: FTP Poll

23. "updater logs" Type: "Updater Logs" Retrieval: FTP Poll

24. All Logs

Which log would you like to roll over?

(1> 2

Log files successfully rolled over.

mail3.example.com>

snmpconfig

Bk

SNMP %% & L £,

FERAE
MeE : o< KX lcommit] NHETI,

JIGAREE . Zoavwr RiE, TRTOSYE—FR (WTREZ, T—F, <) Tf
ATxE7,

NyF awrRN: Zoa<wy NNy T EXEPR—FLTWEREA,
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WROFITIE. snmpeonfig 2~ > REMFEHL T, &~— k161D [PublicNet] 1 > #—7 =1 AT
SNMP %A 2 —TMIZ L TWET, N—=T g U 3DNRAT L—AN AT, HERDT-OIZH
ABENTHWET, VAT AL, A=V ar | BLO2 ERAWHET D X ICHESNTE

D, TRHEDOR—=T a3 1 BLO2150 GET ERIZH L TaIa=7 1 A VU7 public
NATENTHET, FT v ¥ —%4 v b snmp-monitor.example.com 28 A ] S TWET, i
B2, VAT LOBHT LB RNA AT SN TVET,

mail3.example.com> snmpconfig

Current SNMP settings:

SNMP Disabled.

Choose the operation you want to perform:

- SETUP - Configure SNMP.

[1> setup

Do you want to enable SNMP? [N]> y

Please choose an IP interface for SNMP requests.
1. Data 1 (192.168.1.1/24: buttercup.run)

2. Data 2 (192.168.2.1/24: buttercup.run)

3. Management (192.168.44.44/24: buttercup.run)

(11>
Enter the SNMPv3 passphrase.

>

Please enter the SNMPv3 passphrase again to confirm.
>

Which port shall the SNMP daemon listen on?

[161]>

Service SNMP V1/V2c requests? [N]> y

Enter the SNMP V1/V2c community string.

[1> public

From which network shall SNMP V1/V2c requests be allowed?
[192.168.2.0/24]>

Enter the Trap target (IP address). Enter "None" to disable traps.
[None]> snmp-monitor.example.com

Enterprise Trap Status

1. RAIDStatusChange Enabled
2. fanFailure Enabled
3. highTemperature Enabled
4. keyExpiration Enabled
5. linkDown Enabled
6. 1linkUp Enabled
7. powerSupplyStatusChange Enabled
8. resourceConservationMode Enabled
9. updateFailure Enabled

Do you want to change any of these settings? [N]> y

Do you want to disable any of these traps? [Y]>

Enter number or numbers of traps to disable. Separate multiple numbers with commas.
[1> 1,8

Enterprise Trap Status

1. RAIDStatusChange Disabled
2. fanFailure Enabled
3. highTemperature Enabled
4. keyExpiration Enabled
5. linkDown Enabled
6. linkUp Enabled
7. powerSupplyStatusChange Enabled
8. resourceConservationMode Disabled
9. updateFailure Enabled

Do you want to change any of these settings? [N]>
Enter the System Location string.
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L

anh

ER7GE

15

tail |

[Unknown: Not Yet Configured]> Network Operations Center - west; rack #31, position 2
Enter the System Contact string.

[snmp@localhost]> Joe Administrator, x8888

Current SNMP settings:

Listening on interface "Data 1" 192.168.2.1/24 port 161.

SNMP v3: Enabled.

SNMP v1/v2: Enabled, accepting requests from subnet 192.168.2.0/24.
SNMP v1/v2 Community String: public

Trap target: snmp-monitor.example.com

Location: Network Operations Center - west; rack #31, position 2
System Contact: Joe Administrator, x8888

mail3.example.com>

0 J 77 A NVOERHE D EEIIICER R LE T, tail 2w NI, BRTH50704RTE
I3E T E /T A—H tail 9 £7213 tail mail logs & L THRETHZ &b TE £,

MEE : Z0a<y RIZ lcommit] 1ZMEH D FH A,

JIAREM  ZDavw s RiZ<wy B — R TORMEATEET, EHIT, Z0avwr NiEgnm
TAVKRAN (=R arsAf o Lizvwvy) TOMERATEET, Zoavr 2T 5
I, B—H L T2 ANV AT AT IV BEATEXLMLENDY F4,

NYyF ATV ER : Zoavy RNy FEXRER—FLTWVERA,

mail3.example.com> tail

Currently configured logs:

1. "antispam" Type: "Anti-Spam Logs" Retrieval: FTP Poll

2. M"antivirus" Type: "Anti-Virus Logs" Retrieval: FTP Poll

3. "asarchive" Type: "Anti-Spam Archive" Retrieval: FTP Poll

4. "authentication" Type: "Authentication Logs" Retrieval: FTP Poll

5. "avarchive" Type: "Anti-Virus Archive" Retrieval: FTP Poll

6. "bounces" Type: "Bounce Logs" Retrieval: FTP Poll

7. "cli logs" Type: "CLI Audit Logs" Retrieval: FTP Poll

8. "encryption" Type: "Encryption Logs" Retrieval: FTP Poll

9. "error logs" Type: "IronPort Text Mail Logs" Retrieval: FTP Poll

10. "eug logs" Type: "IronPort Spam Quarantine Logs" Retrieval: FTP Poll
11. "euqgui_ logs" Type: "IronPort Spam Quarantine GUI Logs" Retrieval: FTP Poll
12. "ftpd logs" Type: "FTP Server Logs" Retrieval: FTP Poll

13. "gui_logs" Type: "HTTP Logs" Retrieval: FTP Poll

14. "mail logs" Type: "IronPort Text Mail Logs" Retrieval: FTP Poll

15. "reportd logs" Type: "Reporting Logs" Retrieval: FTP Poll

16. "reportqueryd logs" Type: "Reporting Query Logs" Retrieval: FTP Poll
17. "scanning" Type: "Scanning Logs" Retrieval: FTP Poll

18. "slbld logs" Type: "Safe/Block Lists Logs" Retrieval: FTP Poll

19. "sntpd logs" Type: "NTP logs" Retrieval: FTP Poll

20. "status" Type: "Status Logs" Retrieval: FTP Poll

21. "system logs" Type: "System Logs" Retrieval: FTP Poll

22. "trackerd logs" Type: "Tracking Logs" Retrieval: FTP Poll

23. "updater logs" Type: "Updater Logs" Retrieval: FTP Poll
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Enter the number of the log you wish to tail.

[1> 19

Press Ctrl-C to stop.

Sat May 15 12:25:10 2008 Info:

Quarantine Delivery Host
Sat May 15 23:18:10 2008 Info: PID 19626: User admin commit changes:
Sat May 15 23:18:10 2008 Info: PID 274: User system commit changes: Updated filter logs

config

Sat May 15 23:46:06 2008 Info:
Sat May 15 23:46:06 2008 Info:

avv R sEH |

PID 274: User system commit changes: Automated Update for

PID 25696: User admin commit changes: Receiving suspended.
PID 25696: User admin commit changes: Suspended receiving.

Sat May 15 23:46:35 2008 Info: PID 25696: User admin commit changes: Receiving resumed.
Sat May 15 23:46:35 2008 Info: PID 25696: User admin commit changes: Receiving resumed.
Sat May 15 23:48:17 2008 Info: PID 25696: User admin commit changes:

Sun May 16 00:00:00 2008 Info: Generated report: name b,
2004, size 2154 bytes

~C

mail3.example.com>

LR— k

ZZTHL KO CLL 3wy FIeoh Tl LT,

* reportingconfig

reportingconfig

reportingconfig 3 < > K&

(236 ~2—3)

start time Sun May 16 00:00:00

reportingconfig 7 A =2 —TliL, LTFOV 7 a~v REFEHTEET,

£ 12: reportingconfig 721 < > K

X SR AA FRASEYT«
filters X2 VT AT TTA T L ADT 4 | M-Series D H
NEHRELET,
alert_timeout LiR— § 57— & 2 5T & 72> o 7235 | M-Series D5
BT T — b aeZITID £ TORM %A
WELET,
domain RAAL Y UR— MNREZEELET, |M-Series D&
mode TR )T AEHRT S IAT U ATH

REEFH VR —TF 4 > T A F—T L
WCLET, EXA— L tEX=2UT 4 77
TAT L AOQHRREERR F 2T —h
N UR—=TFT 4 T X—=T ML E
R

C-Series, M-Series
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X 358 FRASEYT A

mailsetup EA— X2 UT 4 77747 A |C-Series D H
DVR—T 4 T HFELET,

ER7GE

fe® . Zoa~<2 i lcommit] NHMETY,
Bl : LIR—T 429 Z4L32DAF—T )Lt (M-Series DH)

mail3.example.com> reportingconfig

Choose the operation you want to perform:

- FILTERS - Configure filtering for the SMA.

- ALERT TIMEOUT - Configure when you will be alerted due to failing to get reporting
data

- DOMAIN - Configure domain report settings.

- MODE - Enable/disable centralized reporting.

[1> filters

Filters remove specific sets of centralized reporting data from the "last year" reports.

Data from the reporting groups selected below will not be recorded.

All filtering has been disabled.

1. No Filtering enabled

2. IP Connection Level Detail.

3. User Detail.

4. Mail Traffic Detail.

Choose which groups to filter, you can specify multiple filters by entering a comma
separated list:

[1>2, 3

Choose the operation you want to perform:

- FILTERS - Configure filtering for the SMA.

- ALERT TIMEOUT - Configure when you will be alerted due to failing to get
reporting data

- DOMAIN - Configure domain report settings.

- MODE - Enable/disable centralized reporting.

[1>

FAA > L7R— k@ HAT REJECT 15D 1 *— 7 )Lt (M-Series D &)

mail3.example.com> reportingconfig

Choose the operation you want to perform:

- FILTERS - Configure filtering for the SMA.

- ALERT TIMEOUT - Configure when you will be alerted due to failing to get reporting
data

- DOMAIN - Configure domain report settings.

- MODE - Enable/disable centralized reporting.

[1> domain

If you have configured HAT REJECT policy on all remote appliances providing reporting
data to this appliance to occur at the message

recipient level then of domain reports.

Use message recipient HAT REJECT information for domain reports? [N]> y

Choose the operation you want to perform:

- FILTERS - Configure filtering for the SMA.

- ALERT TIMEOUT - Configure when you will be alerted due to failing to get reporting
data

- DOMAIN - Configure domain report settings.

avy R sEZH
I



avv R sEH |

B 5279 75— r0a%—Tit M-Series D)

- MODE - Enable/disable centralized reporting.
[1>

BALT IO TZ5—rDA3—TJLIE (M-Series DH)

EA—)L XY

mail3.example.com> reportingconfig

Choose the operation you want to perform:

- FILTERS - Configure filtering for the SMA.

- ALERT TIMEOUT - Configure when you will be alerted due to failing to get reporting
data

- DOMAIN - Configure domain report settings.

- MODE - Enable/disable centralized reporting.

[1> alert timeout

An alert will be sent if reporting data has not been fetched from an appliance after 360
minutes.

Would you like timeout alerts to be enabled? [Y]> y

After how many minutes should an alert be sent?

[360]> 240

Choose the operation you want to perform:

- FILTERS - Configure filtering for the SMA.

- ALERT TIMEOUT - Configure when you will be alerted due to failing to get reporting
data

- DOMAIN - Configure domain report settings.

- MODE - Enable/disable centralized reporting.

[1>

TATITIAT VATORREFBLKR—TFT 4 0T DAx—T )it

mail3.example.com> reportingconfig

Choose the operation you want to perform:

- MAILSETUP - Configure reporting for the ESA.

- MODE - Enable centralized or local reporting for the ESA.
[1> mode

Centralized reporting: Local reporting only.

Do you want to enable centralized reporting? [N]> y

Choose the operation you want to perform:

- MAILSETUP - Configure reporting for the ESA.

- MODE - Enable centralized or local reporting for the ESA.
(1>

LAR—T 429 T—2I2x9 DR EEHDFIBRDERE (C-Series DH)

mail.example.com> reportingconfig

Choose the operation you want to perform:

- MAILSETUP - Configure reporting for the ESA.

- MODE - Enable centralized or local reporting for the ESA.

[1> mailsetup

SenderBase timeout used by the web interface: 5 seconds

Sender Reputation Multiplier: 3

The current level of reporting data recording is: unlimited

No custom second level domains are defined.

Legacy mailflow report: Disabled

Choose the operation you want to perform:

- SENDERBASE - Configure SenderBase timeout for the web interface.

- MULTIPLIER - Configure Sender Reputation Multiplier.

- COUNTERS - Limit counters recorded by the reporting system.

- THROTTLING - Limit unique hosts tracked for rejected connection reporting.
- TLD - Add customer specific domains for reporting rollup.

- STORAGE - How long centralized reporting data will be stored on the C-series before
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Senderbase

shstatus

Bk

ER7E

!l

Senderbase .

being overwritten.

- LEGACY - Configure legacy mailflow report.

[]> storage

While in centralized mode the C-series will store reporting data for the M-series to
collect.

If the M-series does not collect that data then eventually the C-series will begin to
overwrite the oldest data with new data.

A maximum of 24 hours of reporting data will be stored.

How many hours of reporting data should be stored before data loss?

[24]> 48

SenderBase timeout used by the web interface: 5 seconds

Sender Reputation Multiplier: 3

The current level of reporting data recording is: unlimited

No custom second level domains are defined.

Legacy mailflow report: Disabled

Choose the operation you want to perform:

- SENDERBASE - Configure SenderBase timeout for the web interface.

- MULTIPLIER - Configure Sender Reputation Multiplier.

- COUNTERS - Limit counters recorded by the reporting system.

- THROTTLING - Limit unique hosts tracked for rejected connection reporting.

- TLD - Add customer specific domains for reporting rollup.

- STORAGE - How long centralized reporting data will be stored on the C-series
before being overwritten.

- LEGACY - Configure legacy mailflow report.

[1>

ZZTHL KO CLE 3wy FIeobh Tl LT,

s sbstatus (239 ~X—)
» senderbaseconfig (240 ~X—)

SenderBase 7 =V —D AT —H A% FK R LET,

W : Zoa<y Rt lcommit] 2SMLET,

JIARER  Zpa<wr NI, TRTOY U ET—R (WTRE, T—T <) T
HATx%9,

NyF aw N Zoavwy NIy FEXREZPR—F L THERA,

mail3.example.com> sbstatus

SenderBase host status

Status as of: Tue Oct 21 10:55:04 2003
Host up/down: up
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T 7T 4T AW SenderBase il — EAIER TE R WEGEA. OFE D O —EA~DOER

W LRI 12581, RO LD ICFRShET,

mail3.example.com> sbstatus
SenderBase host status
Host up/down: Unknown (never contacted)

senderbaseconfig

B

ERAE

l

SenderBase DA EX B E L £

WM : Zoa< KX lcommit] 2NMHEETY,

PIGRARER . Zpavy N, X TOYrE—F (F9R2%2, TA—F <) T

HATxET,
NyF avwry R Zoavy NIy TFEXRETR—FLTHERA,

mail3.example.com> senderbaseconfig

Share statistics with SenderBase Information Service: Enabled
Choose the operation you want to perform:

- SETUP - Configure SenderBase Network Participation settings
[1> setup

Do you want to share statistical data with the SenderBase Information Service

(recommended) ? [Y]>

Share statistics with SenderBase Information Service: Enabled
Choose the operation you want to perform:

- SETUP - Configure SenderBase Network Participation settings

(1>

SMTP +—E X DEEE

ZZCHL KO CLL Ay RIZon T LET,

« callaheadconfig (241 ~=—73)
« listenerconfig (242 ~<—3)

s localeconfig (272 ~<X—7)

« smtpauthconfig (274 ~X—7)
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callaheadconfig

B2LL]

SMTP 2 — /L7~y K 777 A V&8N, WE. F2E3HBRLET

ERAZE
M€ : Zoa< KX lcommit] 2NHHEETY,

PIGRRER . Zpa<vy N, N TOYIYrE—F (#9R&2, F—F <) T
ATxEd,

NyF avwrs R Zoavy Ry FEAZ S R—FLTWEEA,

151
W, BEARA RDOF LW SMTP 2 — /L7~y K a7 7 A VEa{ERET 5625 LET,

> callaheadconfig
No SMTP Call-Ahead profiles are configured on the system.
Choose the operation you want to perform:
- NEW - Create a new profile.
[1> new
Select the type of profile you want to create:
1. Delivery Host
2. Static Call-Ahead Servers
[1]1> 1
Please enter a name for the profile:
[1> delhost01
Advanced Settings:
MAIL FROM Address: <>
Interface: Auto
Timeout Value: 30
Validation Failure Action: ACCEPT
Temporary Failure Action: REJECT with same code
Maximum number of connections: 5
Maximum number of validation queries: 1000
Cache size: 10000
Cache TTL: 900
Do you want to change advanced settings? [N]> n
Currently configured SMTP Call-Ahead profiles:
1. delhost0l (Delivery Host)
Choose the operation you want to perform:
- NEW - Create a new profile.
- EDIT - Modify a profile.
- DELETE - Delete a profile.
- PRINT - Display profile information.
- TEST - Test profile.
- FLUSHCACHE - Flush SMTP Call-Ahead cache.
1>

WIZ, 2= T~y KRB —R_OEF LW SMTP 2 —/L T~y R 7077 A VEVERKRT 5 6% 5%
LET,

> callaheadconfig
Currently configured SMTP Call-Ahead profiles:
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listenerconfig

BILL]

1. delhost0l (Delivery Host)

Choose the operation you want to perform:

- NEW - Create a new profile.

- EDIT - Modify a profile.

- DELETE - Delete a profile.

- PRINT - Display profile information.

- TEST - Test profile.

- FLUSHCACHE - Flush SMTP Call-Ahead cache.
[1> new

Select the type of profile you want to create:
1. Delivery Host

2. Static Call-Ahead Servers

11> 2

Please enter a name for the profile:

[1> Static

Enter one or more Call-Ahead servers hostname separated by commas.

[1> 192.168.1.2
Advanced Settings:
MAIL FROM Address: <>
Interface: Auto
Timeout Value: 30
Validation Failure Action: ACCEPT
Temporary Failure Action: REJECT with same code
Maximum number of connections: 5
Maximum number of validation queries: 1000
Cache size: 10000
Cache TTL: 900
Do you want to change advanced settings? [N]> n
Currently configured SMTP Call-Ahead profiles:
1. Static (Static Call-Ahead Servers)
2. delhost0l1 (Delivery Host)
Choose the operation you want to perform:
- NEW - Create a new profile.
- EDIT - Modify a profile.
- DELETE - Delete a profile.
- PRINT - Display profile information.
- TEST - Test profile.
- FLUSHCACHE - Flush SMTP Call-Ahead cache.
[1> print
Select the profile you want to print:
1. Static (Static Call-Ahead Servers)
2. delhost0l1 (Delivery Host)
[11>

avy R sEH |

listenerconfig A< ]“Tbj:\ U Xﬂ‘*‘%ﬂzﬁkx {fﬁﬁ\ ‘ﬁ"”i%f% i‘ﬂ“o AsyncOS TIE, A v
T—UEZEL, ZEFRA IRy NT—=T ONEE 1A v ¥ —F v b EOAEROZIEH D

WTRPZY =T 21O DRMEEEET DM ERDH Y £,

TNHDMBRERDEMIT) AF—TERINET, ZHoDORHEREINTA— L T —
R —DNEZEESN., BHENET, VAF—TiE, T7I7A4A TV ATEA—=LEZEETHY

AT HEBET DAL ERSNLET,
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5 13: listenerconfig 1< > K

4 il U 2AF =i, RIS TE L L0 IC—BDOARTZ T T2
SV, UV AF—HIZERT H4ATTIE j(ﬁ(%kd‘)‘(%?ﬁ’@%”é
AVET, AsyncOS TlE, HED Y A F—IZF—DAFI =TT 5 Z
LITTEEYA,

IPAH—TxAA JAF—XIPA U F—T = AV Y TONET, VAT —%
YERR LEI Y B CAHENZ, systemstartup 2 > K 7213 interfaceconfig
avr REFEHLT, TXTOIPA T —T = A RAERET DA

ERH 9,

A=) 7o kan EA—NVDOZEIHEHEIND A—L 71 b2/ THD, ESMTP
& QMQP DWW T,

IP R— h U A S —~OERIERT 2/ EDOIPAR— K, 774V h Tl
SMTP ClIA— h 25 Z#fH L, QMQP TidxA— bk 628 ZfiH L £
ﬁ‘o

YRF—ZAT: NI o7 VAF—=BIORTTFTAR_R=FJRAF—F, 1FLALED

ST REICHERISNET, —RIIC, TTA_=F VRS —FTTA
_R— K (NHE) Fv hT—ZIEHESNET, TV 7 U RF—

7T A _— | Wi, A7 =3y MEHDEFA—NVDOZEDTODT 7 4V

FDFHEDR D Y ET,

TANERIFI NI TN a—T 4V JOHT, 77 v 7K—
NV Y RAF—EEATEET, 7T v IR U AT —OIERR;
ﬂ:\ A=V EHIRT DENCEDA v =V % T 4 AV ITEE

AL E D INEBEIR L E3 GEMIZ DWW TIE [User Guide for
AsyncOS for Cisco Email Security Appliances] @ [Testing and
Troubleshooting] DEAZ S L T 723V,

7T w7 R—)v

EARAE
e Zoa~< 2 i lcommit] NHVNETY,
JITARER  Z0avwr Rt TRXTOYY U E—R (FTRE, IA—TF <) TE
ATEET,
NyF azwsR: ZOoavy NNy FEREZYR— ML THWET,

Ny FRK - — RIS listenerconfig

listenerconfig 2~ ROy FERELHEHT L L, FFEDA o Z—T = A XKL TY
A —&BIMEB L OHIBRCTE £, listenerconfig 2~ > RO/ FEATIL, Y 25— HAT
BLORATARETHZ & HTEET,

cHLWU R F—DBN

avy R sEZH
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. /Ny FHRE  HAT

listenerconfig new <name> <public|private|blackhole|blackholequeueing>

<interface name> <smtp|gmgp>

U ZF—DHI

listenerconfig delete <name>|

Ny FRE - HAT

WKIZ, listenerconfig D /3w TN A H L C HAT BIEOKFEIEE L2 FEIT T 5012 R LET,
SIEDFEMIZ DWW T, RDFE : listenerconfig 51 X HUHE : HAT #ZR L TS0,

« HAT ~D# LW\iEEHE 7 v — 7 DB

listenerconfig edit <name> hostaccess new sendergroup <name> <host list> <behavior>
[options [--comments]

HAT ~OH LWAER U S —D8E00

listenerconfig edit <name> hostaccess new policy <name> <behavior> [options]

BEHEITN—T~DOHF L WEA N U A NDEBEN

listenerconfig edit <name> hostaccess edit sendergroup <name> new <host list>

BEHITNL—THE0OR A OYIR

listenerconfig edit <name> hostaccess edit sendergroup <name> delete <host>

FEZH I NLV—T U XA NTORA NOBE)

listenerconfig edit <name> hostaccess edit sendergroup <name> move <host>
<host-to-insert-before>

FEFEIN—TDORY) > —DEH

listenerconfig edit <name> hostaccess edit sendergroup <name> policy <behavior>
[options]

EEZEIN—T URROHH

listenerconfig edit <name> hostaccess edit sendergroup <name> print

EEFITN—TLOEE
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listenerconfig edit <name> hostaccess

HAT RV > —DfmtE

listenerconfig edit <name> hostaccess

HAT 76 DEEE 7 V—7 OB

listenerconfig edit <name> hostaccess

AU —DHIK

listenerconfig edit <name> hostaccess

HAT TOEEHR 7 V—T DBE)

listenerconfig edit <name> hostaccess

HAT T 7 #/V b v a VOER

listenerconfig edit <name> hostaccess

RANTI7E®A T—T LD

listenerconfig edit <name> hostaccess

HAT ®ua—/)v a ' —nA AR —k

listenerconfig edit <name> hostaccess

Ry 7z AT

edit sendergroup <name> rename <name>

edit policy <name> <behavior> [options]

delete sendergroup <name>

delete policy <name>

move <group> <group-to-insert-before>

default [options]

print

import <filename>

TTI7A T ANSDHAT Da bt —@Dx 7 AR— k

listenerconfig edit <name> hostaccess

export <filename>

HAT 62—V EZED TR TCOREEIN—TBLORY > —%HIkR

listenerconfig edit <name> hostaccess

clear

FrEDEEEZE 7 N—TI2o0 T, REHEOHIELZEMNL £,

listenerconfig edit incoming hostaccess edit sendergroup WHITELIST

country add India Nepal Cyprus

cBFEDKEH 7N —TIZONT, REEOHFEZHIFRL £
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listenerconfig edit incoming hostaccess edit sendergroup WHITELIST
country delete Cyprus

HEFEDEEE I N—TITONWT, EEEOHSEAZEHIRILE9,

listenerconfig edit incoming hostaccess edit sendergroup WHITELIST

country print

% 14: listenerconfig 3|44 : HAT

515

358

<behavior>

“Accept”, “Relay”, “Reject”, “TCP Refuse”, F 721 “Continue”, *{5
FIN—TTHERT 28EZBIRT 5 & X1, “Policy: FOO” (“FOO”
EARY —4) LW OB TEMOEESGEBIRTE £,

<filename>

RARNTIEHAT—TNLDOA R—FBLORT 7 2R — s THEHT
D7 7A NV,

<group>

WEIEH 7 V—7 D <name>,

<host>

<host list> D 1 DO T 4T A,

<host_list>

BT DRA AN LET, BAMIKRDOL IR T 5 —~ v MMIT
TET,

CIDR 7 K LA (10.1.1.0/24)

IP7 R LA (10.1.1.10 ~ 20)

IP¥ 7%y b (1023)

BRA M4 (crm.example.com)

R A R (.example.com)

SenderBase 34l 2 = 7 & (7.5:10.0)

SenderBase v bV —2 “#—7—1IDS (SBO:12345)

VE—hF 77y 27 URXK 7=V — (dnslist{query.blacklist.example])
(E) HBEOFANERETLHAIE, Vo~ TRED £7,

<name>

REHZITN—TEIRY > —D4TT, HAT 7-9UL, T E-1X
THECBAT A2 VBN H Y | ZDRITEEDEDO LT, BTF. Tk,
FINA 7o BMLUET,

[options]

--max_size

WRA =V AR, FRIZ, BARFa AL NOGAITk, AT
NA FOBEEFM EZBIMLET, BALB AL FOEE, KEOXT
IIARETY,
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Bl

--max_ conn

1 DORA R D BHESL T & % Hefoe D fie KA

--max_msgs

BT 0 O KA vE—T%,

--max_rcpt

Ao —TH2 0 O KRZIEER,

--override

SMTP NF—DR A MM % E#EE LET, “No” £7213 SMTP /3 F—
XFA,

--cust_acc

H AL I SMTP Z U AFURE & HRE L E T, “No” £7213 SMTP Z 1)
AFUSE ST,

--acc_code

HAH I SMTP ZF ANUSE a— R, T 74V ME 220 TT,

--cust_rej

HAH L SMTP HERISEAZIEE L ET, “No” £721% SMTP HEFISE
LA,

--rej_code

H AR N SMTP HEGIGE 2 — R, T 7 4V ME 554 T9,

--rate_lim

RANHEAO L — MlRZ A X —7 /LI LET, “No”, “default”, £
oI A DT EDOZEHED 1D R EEEL £,

--cust_lim

B AL I SMTP HIRBERIGE A v —V 2 E LT, “No” £721%
SMTP {5 ISESLTFH, T 7 4V MiE “No” T,

--lim_code

H A K I SMTP i[RI E 22— R, 7 7 4 /b ME 452 T,

--use_sb

57 L hT7 u—Hl#NIZ SenderBase 2 L E9, “Yes”. “No”.
F 721X “default”,

--as_scan

anti-spam A X ¥ > & A F—7 /I LET, “Yes”, “No”, “Default”,

--av_scan

TUFTANARAF Yy AR =TV LET, “Yes”, “No”.
“Default”,

--dhap

F 4T MY A= NKERL RN, “default’. F771% U E— &
A NS DN EEHD 1 - DI KB ERE LT,

--tls

PR—=FEINTVERA, TLSERETDHITIE, A=a2— TV AT L%
EFLET,

--sig_bits

IP7 RLADHEE Y M, 0~32, “No”, F7zlL “default”,

--dkim_signing

DKIM B4 % A R—7 /M LET, “Yes”, “No”, “Default”,

--dkim_verification

DKIM #iiE % A F—7 /W LE T, “Yes”, “No”, “Default”,

—dkim_verification profile
<name>

DKIM AL v 7 7 A VD& R, DA T a i, --dkim verification
DA% “Yes” IR E LT2H A OAEH S VET,
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Bl

--spf

SPF fFEZ A R—7 VI LET, “Yes”, “No”, “Default”,

--spf_conf level

SPF & L'l “o-spf Yes” DA IO AEH L E 3, “spf_only”,
“sidf compatible”, “sidf strict”,

--spf _downgrade pra

SPF PRA WG A X 7 7 L— R LET, “-spf Yes” BL O
“_-spf_conf level sidf compatible” DA DOIEH L EJ, “Yes”,
“NO-”

--spf_helo_test

SPFHELO 7 A b, “--spfYes” ¥ & U “--spf conf level sidf compatible,”
F 7213 “-spf_conf level spf only” DAL £4, “Yes”, “No”,

--dmarc_verification

DMARC fRGlEZ A #—7 /W LE T, “Yes”, “No”, “Default’,

—dmarc_verification profile
<name>

DMARC WRFE7' & 7 7 A VD&, ZDOFT v a i,
--dmarc_verification DAl % “Yes” |Zf% & L= AICO A Sk 4,

--dmarc_agg_reports

DMARC & VAR — O F b, “Yes”, “No”, “Default”, Z DA
v a X, --dmarc verification D% “Yes” (ZFXE L 72 HA 12 D A
HaInEd,

Ny FRE - RAT

KIZ, listenerconfig D /N FHA A2 L CRATEIEO K FEIEX 2T 562~ LET, 5l
BT A EEMIZ DUV TR, IRDZFR : listenerconfig 5 X EH : RAT #BFR L T E &0,

e RAT ~DH LWVZEFH DB

listenerconfig edit <name> rcptacess new <rat_addr> [options]

RAT WD A5 #H Otk

listenerconfig edit <name> rcptacess edit <rat addr> [options]

RAT 7> b DAEH OHIER

listenerconfig edit <name> rcptacess delete <rat addr>

RAT ®a v —d )

listenerconfig edit <name> rcptacess print]

e I—HNIVRAT DT T TAT LV ANDA IR — b
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nyrit AT [l

listenerconfig edit <name> rcptacess import <filename>|

RAT D7 A — h

listenerconfig edit <name> rcptacess export <filename>|

FIAN KT IEBADIZ VT

listenerconfig edit <name> rcptacess clear <default access>

% 15: listenerconfig 51 $U{E : RAT

513 sEA
<rat_addr> BINT 282 PEANLET, RAMIKOL S 7 +—~ v MZ
TEET,
CIDR 7 FL- 2 (10.1.1.0/24)
AA M4 (crm.example.com)
AR A M4 (Lexample.com)
2 —H4  (postmaster@)
SERRET A—/N T KL A (joe@example.com, joe@[1.2.3.4])
CH) HBEOFAFZHRETL2HEE. Hr~TREY £,
<options>
--action T RUVRIZEAT AT 7 >3, “Accept” £721% “Reject” D EH 5
D T 7 AV ML “Accept” T,
--cust_resp B AL I SMTP S e E LET, “No” £7213 SMTP 321 AFUGZE
LFF,
~-resp_code J1 A K I SMTP S = — K, “Accept” DAL 250 785 7 4L |
“Reject” DAL 550 237 7 4+ /v R T,
--bypass_rc ZARHE 2 A NRALET, 7740 ME“No” T,
--bypass_la LDAP &R =Y —%& SA NALET, “Yes” E/2IL “No” D EBL S
IR
—bypass_ca SMTP 2—/L T~y RaNf RALET, F74/L ME WA
(No) 1T,
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Bl - 1) RF—dEN

WOBITIE, listenerconfig 2~ > REZMHFA LT, = F—F T4 X7 — b7 = A BRICKLER
B U AF—IZfiHIT& %, OutboundMail & PRI LH LW T A ~X— | U 2F—%AERR L £
T, (E:ZDOFT7A—hK UZXF—iX, GUI ® System Setup Wizard ¥ 723 CLI D
systemsetup 2 v RZ AT 5 L EITEMTLHZ LB TEET)

TIGAR—K JRF— XA THEERL, £4Hi% OutboundMail IZFERELET, ZDU A F—
IZ. PrivateNetIP f v Z—7 = A A2 ETHR— K250 SMTP & 2L &2 L TEfET 5 X
FZHWELET, 2OV RF—OFRARNTIZERARI>—DF 74V MERZITANONFE
—é—o

mail3.example.com> listenerconfig

Currently configured listeners:

1. InboundMail (on PublicNet, 192.168.2.1) SMTP TCP Port 25 Public
Choose the operation you want to perform:

- NEW - Create a new listener.

- EDIT - Modify a listener.

- DELETE - Remove a listener.

- SETUP - Change global settings.

[1> new

Please select the type of listener you want to create.
1. Private

2. Public
3. Blackhole
[2]1> 1

Please create a name for this listener (Ex: "OutboundMail"):

[1> OutboundMail

Please choose an IP interface for this Listener.

1. Management (192.168.42.42/24: mail3.example.com)

2. PrivateNet (192.168.1.1/24: mail3.example.com)

3. PublicNet (192.168.2.1/24: mail3.example.com)

[11> 2

Choose a protocol.

1. SMTP

2. QMQP

[11> 1

Please enter the TCP port for this listener.

[25]> 25

Please specify the systems allowed to relay email through the IronPort C60.
Hostnames such as "example.com" are allowed.

Partial hostnames such as ".example.com" are allowed.

IP addresses, IP address ranges, and partial IP addresses are allowed.
Separate multiple entries with commas.

[1> .example.com

Do you want to enable rate limiting for this listener? (Rate limiting defines the maximum
number of recipients per hour you are

willing to receive from a remote domain.) [N]> n

Default Policy Parameters

Maximum Message Size: 100M

Maximum Number Of Connections From A Single IP: 600
Maximum Number Of Messages Per Connection: 10,000
Maximum Number Of Recipients Per Message: 100,000
Maximum Number Of Recipients Per Hour: Disabled

Use SenderBase for Flow Control: No

Spam Detection Enabled: No

Virus Detection Enabled: Yes

Allow TLS Connections: No

Allow SMTP Authentication: No
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Require TLS To Offer SMTP authentication: No

Would you like to change the default host access policy? [N]> n
Listener OutboundMail created.

Defaults have been set for a Private listener.

Use the listenerconfig->EDIT command to customize the listener.
Currently configured listeners:

1. InboundMail (on PublicNet, 192.168.2.1) SMTP TCP Port 25 Public
2. OutboundMail (on PrivateNet, 192.168.1.1) SMTP TCP Port 25 Private
Choose the operation you want to perform:

- NEW - Create a new listener.

- EDIT - Modify a listener.

- DELETE - Remove a listener.

- SETUP - Change global settings.

[1>

Bl EEEDOHEEEEEETIL—TITEMT %

ROFITIL, listenerconfig 2~ > REHEHL TV AF—2EHLET, 20U 27 —F, FE
DFEEEITN—TIZONTEEEOHFEEZBMLET,

mail3.example.com> listenerconfig

Currently configured listeners:

1. InboundMail (on PublicNet, 192.168.2.1) SMTP TCP Port 25 Public
2. OutboundMail (on PrivateNet, 192.168.1.1) SMTP TCP Port 25 Private
Choose the operation you want to perform:

- NEW - Create a new listener.

- EDIT - Modify a listener.

- DELETE - Remove a listener.

- SETUP - Change global settings.

[1> edit

Enter the name or number of the listener you wish to edit.

[1>1

Name: InboundMailhostacce

Type: Public

Interface: PublicNet (192.168.2.1/24) TCP Port 25

Protocol: SMTP

Default Domain:

Max Concurrency: 1000 (TCP Queue: 50)

Domain map: disabled

TLS: No

SMTP Authentication: Disabled
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Bounce Profile: Default

Use SenderBase For Reputation Filters and IP Profiling: Yes
Footer: None

LDAP: off

Choose the operation you want to perform:

- NAME - Change the name of the listener.

- INTERFACE - Change the interface.

- LIMITS - Change the injection limits.

- SETUP - Configure general options.

- HOSTACCESS - Modify the Host Access Table.

- RCPTACCESS - Modify the Recipient Access Table.

- BOUNCECONFIG - Choose the bounce profile to use for messages injected on this listener.
- MASQUERADE - Configure the Domain Masquerading Table.

- DOMAINMAP - Configure domain mappings.

[1> hostaccess

Default Policy Parameters

Maximum Message Size: 10M

Maximum Number Of Concurrent Connections From A Single IP: 10
Maximum Number Of Messages Per Connection: 10
Maximum Number Of Recipients Per Message: 50
Directory Harvest Attack Prevention: Enabled
Maximum Number Of Invalid Recipients Per Hour: 25
Maximum Number Of Recipients Per Hour: Disabled
Use SenderBase for Flow Control: Yes

Spam Detection Enabled: Yes

Virus Detection Enabled: Yes

Allow TLS Connections: No

Allow SMTP Authentication: No

Require TLS To Offer SMTP authentication: No
DKIM/DomainKeys Signing Enabled: No

DKIM Verification Enabled: No
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SPF/SIDF Verification Enabled: No

DMARC Verification Enabled: No

Envelope Sender DNS Verification Enabled: No
Domain Exception Table Enabled: No

Accept untagged bounces: No

There are currently 4 policies defined.

There are currently 5 sender groups.

Choose the operation you want to perform:

- NEW - Create a new entry.

- EDIT - Modify an entry.

- DELETE - Remove an entry.

- MOVE - Move an entry.

- DEFAULT - Set the defaults.

- PRINT - Display the table.

- IMPORT - Import a table from a file.

- EXPORT - Export the table to a file.

- CLEAR - Remove all entries.

[1> edit

1. Edit Sender Group

2. Edit Policy

[11>1

Currently configured HAT sender groups:

1. WHITELIST (My trusted senders have no anti-spam scanning or rate limiting)
2. BLACKLIST (Spammers are rejected)

3. SUSPECTLIST (Suspicious senders are throttled)
4. UNKNOWNLIST (Reviewed but undecided, continue normal acceptance)
5. MyList

6. (no name, first host = ALL) (Everyone else)
Enter the sender group number or name you wish to edit.
[1>1

Choose the operation you want to perform:

- NEW - Add a new host.
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- DELETE - Remove a host.

- COUNTRY - Add and delete countries.

- POLICY - Change the policy settings and options.
- PRINT - Display the current definition.
- RENAME - Rename this sender group.

[1> country

Choose the operation you want to perform:
- ADD - Add countries

[1>ADD

1. Afghanistan [af]

2. Aland Islands [ax]

3. Albania [al]

4. Algeria [dz]

5. American Samoa [as]

6. Andorra [ad]

7. Angola [ao]

8. Anguilla [ai]

Enter the indices separated by commas or specify the range.
[1>1,4,8

Choose the operation you want to perform:

- NEW - Add a new host.

- DELETE - Remove a host.

- MOVE - Reorder the hosts.

- COUNTRY - Add and delete countries.

- POLICY - Change the policy settings and options.
- PRINT - Display the current definition.

- RENAME - Rename this sender group.

[1> country

Choose the operation you want to perform:

- ADD - Add countries

- DELETE - Delete countries

. av vk BEH
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- PRINT - Print countries
[1> print

Afghanistan [af]

Algeria [dz]

Anguilla [ai]

Bl : TORAR—bEEVAS UR—FMIKBVRF—DHRA STV EXT—T )L (HAT)

DHREIARX

ATy T

listenerconfig 2~ KOH 7 a~<w KOEL TlE, 7—HDA VR — ez AFR— ML
TRHBERRELAENTEDLD, CLLICT—4# %D LT OANTL2MERD D A,

ZOFIETIE, CLIZEHALT, 774 V2T ZAR—FL, BHEEZMATA LV R—FT5HZ
LICEY, VAF—DRANT A T—T/ (HAT) #ZE LET, HATCLI =5 ¢ % %
TZIZGUI AR LCTY AT —DHAT 2 W A X~ A AT 52 L HTEET, FFMICONTIE,
[ User Guide for AsyncOS for Cisco Email Security Appliances] @ [Configuring the Gateway to Receive
Mail] & [Using Mail Flow Monitor] OFEZZM L T 72 &0,

T AR—FEALUVBR—RNNIEHSTERLE, VAFT—OHAT & AKX ~<vA XT 52T :

FIE

listenerconfig @ hostaccess -> export 7 3~ RZMH LT, 774/ O HAT %7 7 A LIZ
T AR—hrLET,

WO TIE, /87U v 7 U ZF— InboundMail ® HAT ZH 77 L. & 51T inbound HAT.txt & W
YT 7 AN AR—FLET,

B -

mail3.example.com> listenerconfig

Currently configured listeners:

1. InboundMail (on PublicNet, 192.168.2.1) SMTP TCP Port 25 Public
2. OutboundMail (on PrivateNet, 192.168.1.1) SMTP TCP Port 25 Private
Choose the operation you want to perform:

- NEW - Create a new listener.

- EDIT - Modify a listener.

- DELETE - Remove a listener.

- SETUP - Change global settings.

[1> edit

Enter the name or number of the listener you wish to edit.

[1>1

Name: InboundMail

Type: Public

Interface: PublicNet (192.168.2.1/24) TCP Port 25

Protocol: SMTP

Default Domain:

Max Concurrency: 1000 (TCP Queue: 50)

Domain map: disabled

TLS: No
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SMTP Authentication: Disabled

Bounce Profile: Default

Use SenderBase For Reputation Filters and IP Profiling: Yes
Footer: None

LDAP: off

Choose the operation you want to perform:

- NAME - Change the name of the listener.

- INTERFACE - Change the interface.

- LIMITS - Change the injection limits.

- SETUP - Configure general options.

- HOSTACCESS - Modify the Host Access Table.

- RCPTACCESS - Modify the Recipient Access Table.

avy R sEH |

- BOUNCECONFIG - Choose the bounce profile to use for messages injected on this listener.

- MASQUERADE - Configure the Domain Masquerading Table.
- DOMAINMAP - Configure domain mappings.

[1> hostaccess

Default Policy Parameters

Maximum Message Size: 10M

Maximum Number Of Concurrent Connections From A Single IP: 10
Maximum Number Of Messages Per Connection: 10
Maximum Number Of Recipients Per Message: 50
Directory Harvest Attack Prevention: Enabled
Maximum Number Of Invalid Recipients Per Hour: 25
Maximum Number Of Recipients Per Hour: Disabled
Use SenderBase for Flow Control: Yes

Spam Detection Enabled: Yes

Virus Detection Enabled: Yes

Allow TLS Connections: No

Allow SMTP Authentication: No

Require TLS To Offer SMTP authentication: No
DKIM/DomainKeys Signing Enabled: No

DKIM Verification Enabled: No

SPF/SIDF Verification Enabled: No

DMARC Verification Enabled: No

Envelope Sender DNS Verification Enabled: No
Domain Exception Table Enabled: No

Accept untagged bounces: No

There are currently 4 policies defined.

There are currently 5 sender groups.

Choose the operation you want to perform:

- NEW - Create a new entry.

- EDIT - Modify an entry.

- DELETE - Remove an entry.

- MOVE - Move an entry.

- DEFAULT - Set the defaults.

- PRINT - Display the table.

- IMPORT - Import a table from a file.

- EXPORT - Export the table to a file.

- CLEAR - Remove all entries.

[1> print
SBLOCKED
REJECT {}
STRUSTED
ACCEPT {
tls = "off"
dhap_limit = 0
max_rcpts_per hour = -1
virus_check = "on"
max msgs_per_session = 5000
spam check = "off"
use sb = "off"

max message_size = 104857600
max_ rcpts per msg = 5000

. av vk BEH



I av vk 5EH

ATy T2
ATvT3

Bl: THRK— FBEUA VK= L BYRF—DRR FFoER F—TL HAD 0hRE34X |

600

max_ concurrency =
}
$ACCEPTED
ACCEPT {}
STHROTTLED
ACCEPT {
tls = "off"
dhap_limit = 0
max_rcpts per hour = 1
virus_check = "on
max msgs_per_ session =
spam_check = "on
use_sb = "on
max message_size =
max_rcpts_per msg =
10

"

10

" "

"

1048576
25
max_concurrency =
}

WHITELIST:
STRUSTED

BLACKLIST:
SBLOCKED

SUSPECTLIST:
STHROTTLED

UNKNOWNLIST:
SACCEPTED

(My trusted senders have no anti-spam or rate limiting)
(Spammers are rejected)
(Suspicious senders are throttled)

(Reviewed but undecided, continue normal acceptance)
ALL
SACCEPTED (Everyone else)

Default Policy Parameters

Allow TLS Connections: No

Allow SMTP Authentication: No

Require TLS To Offer SMTP authentication: No
Maximum Concurrency Per IP: 1,000
Maximum Message Size: 100M

Maximum Messages Per Connection: 1,000
Maximum Recipients Per Message: 1,000
Maximum Recipients Per Hour: Disabled
Use SenderBase For Flow Control:
Spam Detection Enabled: Yes
Virus Detection Enabled: Yes
There are currently 4 policies defined.
There are currently 5 sender groups.

Choose the operation you want to perform:

- NEW - Create a new entry.

- EDIT - Modify an entry.

- DELETE - Remove an entry.

- MOVE - Move an entry.

- DEFAULT - Set the defaults.

- PRINT - Display the table.

- IMPORT - Import a table from a file.

- EXPORT - Export the table to a file.

- CLEAR - Remove all entries.

[]> export

Enter a name for the exported file:

[1> inbound.HAT.txt

File written on machine "mail3.example.com".

1 -

Yes

av L RIAf A H—T A A (CLI) DIET, 7 7 A /vinbound HAT.txt % i L £ 9,
TRANZT A ZEHEHLT, 207 7 A /VITHE LWHAT = F U Z/ERR L 7,
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RTv74

ATy T5

ZOHITIX, HATIWO ALL = U ORI FO= > Y #BINLET,

spamdomain.com REJECT
.spamdomain.com REJECT
251.192.1. TCPREFUSE
169.254.10.10 RELAY

s EHMD2 OO MU L, R AA  spamdomain.com 35 & O spamdomain.com D7 R A A
VDY E—F RA NSO EZ TR TS LET,

«3OHDT= Y MYIE, IPT KL AN 251.192.1x THHKRA M H O ZHEG L £,
4 OHDODZ U MUIZE ST, IPT RL AN 169.254.10.10 THAH VU E— F A ME, A~
B —F ) DT R TOREBEEBEBFA—IMIIONWT, EXA—NL X2 VT4 T34 T
A% SMTP U L—& LT CE £,

GE) HATHNTOL—LOIEFIZEERERZFLET, VAT LEL Y &
HIRANTEIZ, HATIE B D TAIEFICHAAENE T, #Hioh A ML —
NAN=ET D56, TOERICHLTTSIIT 7 a URFEITSET, HAT
TiE, TRTOIAZ L = MU % ALL AR MEFR LY LICRET 208N &
WEd, HATCLI =7  Z £721X GUI 2 L TY AF—D HAT & W A X~ A
XFTBHZEHTEET, MOV TIE,  [User Guide for AsyncOS for Cisco Email
Security Appliances]] @ TConfiguring the Gateway to Receive Mail] & [Using Mail
Flow Monitor] OFExZZML T 7ZEW,

T ANERGFLTA U H—7 = A AD configuration 7 4 L7 FVIZELE L, £ >R — N TZX
LHEHCLET, GEMIZOWTIL, 8B [Accessingthe Appliance] #Z L T 72&WY)

listenerconfig @ hostaccess -> import 7 2~ > RAMEH LT, fREFEHDEA N T 7R T—
TN T rANEAL R—FLET,

WOFITIL, WREFHD 7 7 A /L inbound. HAT.txt % InboundMail U 2 F—® HAT |24 > 7R—
FLET, print 7 a~wr REfFEHLTHLLN= N E2HLET,

51

mail3.example.com> listenerconfig

Currently configured listeners:

1. InboundMail (on PublicNet, 192.168.2.1) SMTP TCP Port 25 Public
2. OutboundMail (on PrivateNet, 192.168.1.1) SMTP TCP Port 25 Private
Choose the operation you want to perform:

- NEW - Create a new listener.

- EDIT - Modify a listener.

- DELETE - Remove a listener.

- SETUP - Change global settings.

[1> edit

Enter the name or number of the listener you wish to edit.

(1> 1

Name: InboundMail

Type: Public

Interface: PublicNet (192.168.2.1/24) TCP Port 25

Protocol: SMTP

Default Domain:

Max Concurrency: 1000 (TCP Queue: 50)

Domain Map: Disabled

TLS: No
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SMTP Authentication: Disabled
Bounce Profile: Default

Use SenderBase For Reputation Filters and

Footer: None

LDAP: Off

Choose the operation you want to perform:
- NAME - Change the name of the listener.
- INTERFACE - Change the interface.

- LIMITS - Change the injection limits.

- SETUP - Configure general options.

IP Profiling: Yes

- HOSTACCESS - Modify the Host Access Table.

- RCPTACCESS - Modify the Recipient Access Table.

- BOUNCECONFIG - Choose the bounce profile to use for messages injected on this listener.
- MASQUERADE - Configure the Domain Masquerading Table.

- DOMAINMAP - Configure domain mappings.
[1> hostaccess
Default Policy Parameters

Allow TLS Connections: No

Allow SMTP Authentication: No

Require TLS To Offer SMTP authentication:
Maximum Concurrency Per IP: 1,000
Maximum Message Size: 100M

Maximum Messages Per Connection: 1,000
Maximum Recipients Per Message: 1,000
Maximum Recipients Per Hour: Disabled
Use SenderBase For Flow Control: Yes
Spam Detection Enabled: Yes

Virus Detection Enabled: Yes

There are currently 4 policies defined.
There are currently 5 sender groups.
Choose the operation you want to perform:
- NEW - Create a new entry.

- EDIT - Modify an entry.

- DELETE - Remove an entry.

- MOVE - Move an entry.

- DEFAULT - Set the defaults.

- PRINT - Display the table.

- IMPORT - Import a table from a file.
- EXPORT - Export the table to a file.
- CLEAR - Remove all entries.

[1> import

Enter the name of the file to import:
[1> inbound.HAT. txt

9 entries imported successfully.
Default Policy Parameters

Allow TLS Connections: No

Allow SMTP Authentication: No

Require TLS To Offer SMTP authentication:
Maximum Concurrency Per IP: 1,000
Maximum Message Size: 100M

Maximum Messages Per Connection: 1,000
Maximum Recipients Per Message: 1,000
Maximum Recipients Per Hour: Disabled
Use SenderBase For Flow Control: Yes
Spam Detection Enabled: Yes

Virus Detection Enabled: Yes

There are currently 4 policies defined.
There are currently 5 sender groups.
Choose the operation you want to perform:
- NEW - Create a new entry.

- EDIT - Modify an entry.

- DELETE - Remove an entry.

No

No
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- MOVE - Move an entry.
- DEFAULT - Set the defaults.
- PRINT - Display the table.
- IMPORT - Import a table from a file.
- EXPORT - Export the table to a file.
- CLEAR - Remove all entries.
[1> print
SACCEPTED

ACCEPT
STHROTTLED

ACCEPT {

spam_check = "on"

B 5 coxk— b 50 R FZEBURF—DHRR kPO ER F—T )L (HAT) DHRETAX

throttled)

continue normal acceptance)

"251.192.1")

max _msgs_per session = 10
max_concurrency = 10
max_rcpts per msg = 25
max_rcpts per hour = 1
dhap_limit = 0
virus_check = "on"
max_message size = 1048576
use_sb = "on"
tls = "off"
}
STRUSTED
ACCEPT {
spam_check = "off"
max _msgs_per session = 5000
max_concurrency = 600
max_rcpts per msg = 5000
max_rcpts per hour = -1
dhap_limit = 0
virus_check = "on"
max _message size = 104857600
use_sb = "off"
tls = "off"
}
SBLOCKED
REJECT
WHITELIST:
STRUSTED
BLACKLIST:
SBLOCKED (Spammers are rejected)
SUSPECTLIST:
STHROTTLED (Suspicious senders are
UNKNOWNLIST:
SACCEPTED (Reviewed but undecided,
spamdomain.com
REJECT (reject the domain "spamdomain.com")
. spamdomain.com
REJECT (reject all subdomains of ".spamdomain.com")
251.192.1.
TCPREFUSE (TCPREFUSE the IP addresses in
169.254.10.10
RELAY (RELAY the address 169.254.10.10)
ALL
SACCEPTED (Everyone else)

Default Policy Parameters

Allow TLS Connections: No
Allow SMTP Authentication: No
Require TLS To Offer SMTP authentication:
Maximum Concurrency Per IP: 1,000

Message Size: 100M
Messages Per Connection:
Recipients Per Message:

Maximum
Maximum 1,000

Maximum 1,000
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Maximum Recipients Per Hour: Disabled
Use SenderBase For Flow Control: Yes
Spam Detection Enabled: Yes

Virus Detection Enabled: Yes

There are currently 4 policies defined.
There are currently 5 sender groups.
Choose the operation you want to perform:
- NEW - Create a new entry.

- EDIT - Modify an entry.

- DELETE - Remove an entry.

- MOVE - Move an entry.

- DEFAULT - Set the defaults.

- PRINT - Display the table.

- IMPORT - Import a table from a file.
- EXPORT - Export the table to a file.
- CLEAR - Remove all entries.

(>

A R— MMERICIT, RELEFEEZAENCT LD, T commit 2~ REFITLET,

Bl AEAF—DN—RZX B LU S/MIME DESIE ERRIED A *—T )Lt
WOHNE, TrROZ EZ1TH HiEERLET,

« 55 SIMIME B4 HE A v 2=V NOAMF—%2 G (h—~_AK) LET,
« SIMIME D54k L WiiEa A4 2 —7 W LE T,

mail.example.com> listenerconfig

Currently configured listeners:

1. MyListener (on Management, 172.29.181.70) SMTP TCP Port 25 Public
Choose the operation you want to perform:

- NEW - Create a new listener.

- EDIT - Modify a listener.

- DELETE - Remove a listener.

- SETUP - Change global settings.

[1> edit

Enter the name or number of the listener you wish to edit.
[1>1

Name: MyListener

Type: Public

Interface: Management (172.29.181.70/24) TCP Port 25
Protocol: SMTP

Default Domain: <none configured>

Max Concurrent Connections: 50 (TCP Queue: 50)
Domain Map: Disabled

TLS: No

SMTP Authentication: Disabled

Bounce Profile: Default

Use SenderBase For Reputation Filters and IP Profiling: Yes
Footer: None

Heading: None

SMTP Call-Ahead: Disabled

LDAP: Off

Choose the operation you want to perform:

- NAME - Change the name of the listener.

- INTERFACE - Change the interface.

- CERTIFICATE - Choose the certificate.

- LIMITS - Change the injection limits.

- SETUP - Configure general options.
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- HOSTACCESS - Modify the Host Access Table.
- RCPTACCESS - Modify the Recipient Access Table.

avy R sEH |

- BOUNCECONFIG - Choose the bounce profile to use for messages injected on this listener.
- MASQUERADE - Configure the Domain Masquerading Table.

- DOMAINMAP - Configure domain mappings.
[1> hostaccess

Default Policy Parameters

Maximum Message Size: 10M

Maximum Number Of Concurrent Connections From A Single IP: 10

Maximum Number Of Messages Per Connection: 10
Maximum Number Of Recipients Per Message: 50
Directory Harvest Attack Prevention: Enabled
Maximum Number Of Invalid Recipients Per Hour: 25
Maximum Number Of Recipients Per Hour: Disabled
Maximum Number of Recipients per Envelope Sender:
Use SenderBase for Flow Control: Yes

Spam Detection Enabled: Yes

Virus Detection Enabled: Yes

Allow TLS Connections: No

Allow SMTP Authentication: No

Require TLS To Offer SMTP authentication: No
DKIM/DomainKeys Signing Enabled: No

DKIM Verification Enabled: No

S/MIME Public Key Harvesting Enabled: No
S/MIME Decryption/Verification Enabled: No
SPF/SIDF Verification Enabled: No

DMARC Verification Enabled: No

Envelope Sender DNS Verification Enabled: No
Domain Exception Table Enabled: No

Accept untagged bounces: No

There are currently 4 policies defined.

There are currently 5 sender groups.

Choose the operation you want to perform:

- NEW - Create a new entry.

- EDIT - Modify an entry.

- DELETE - Remove an entry.

- MOVE - Move an entry.

- DEFAULT - Set the defaults.

- PRINT - Display the table.

- IMPORT - Import a table from a file.

- EXPORT - Export the table to a file.

Disabled

RESET - Remove senders and set policies to system default.

[1> default

Enter the default maximum message size. Add a trailing k for kilobytes, M for megabytes,

or no letter for b
[10M]>

Enter the maximum number of concurrent connections allowed from a single IP address.

[10]>

Enter the maximum number of messages per connection.

[10]>

Enter the maximum number of recipients per message.

[50]>

Do you want to override the hostname in the SMTP banner?

Would you like to specify a custom SMTP acceptance response?

Would you like to specify a custom SMTP rejection

response? [N]>

Do you want to enable rate limiting per host? [N]>

Do you want to enable rate limiting per envelope sender?
Do you want to enable Directory Harvest Attack Prevention per host?

[N]>

[N]>

[Yi>

Enter the maximum number of invalid recipients per hour from a remote host.

[25]>

Select an action to apply when a recipient is rejected due to DHAP:

1. Drop
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2. Code

[11>

Would you like to specify a custom SMTP DHAP response? [Y]>

Enter the SMTP code to use in the response. 550 is the standard code.
[550]>

Enter your custom SMTP response. Press Enter on a blank line to finish.
custom response

Would you like to use SenderBase for flow control by default? [Y]>
Would you like to enable anti-spam scanning? [Y]>

Would you like to enable anti-virus scanning? [Y]>

Do you want to allow encrypted TLS connections?

1. No

2. Preferred

3. Required

4. Preferred - Verify

5. Required - Verify

[11>

Would you like to enable DKIM/DomainKeys signing? [N]>

Would you like to enable DKIM verification? [N]>

Would you like to enable S/MIME Public Key Harvesting? [N]> y

Would you like to harvest certificate on verification failure? [N]>
Would you like to harvest updated certificate? [Y]>
Would you like to enable S/MIME gateway decryption/verification? [N]> y

Select the appropriate operation for the S/MIME signature processing:
1. Preserve

2. Remove

[11>

Would you like to change SPF/SIDF settings? [N]>

Would you like to enable DMARC verification? [N]>

Would you like to enable envelope sender verification? [N]>
Would you like to enable use of the domain exception table? [N]>
Do you wish to accept untagged bounces? [N]>

Default Policy Parameters

Maximum Message Size: 10M

Maximum Number Of Concurrent Connections From A Single IP: 10
Maximum Number Of Messages Per Connection: 10
Maximum Number Of Recipients Per Message: 50
Directory Harvest Attack Prevention: Enabled
Maximum Number Of Invalid Recipients Per Hour: 25
Maximum Number Of Recipients Per Hour: Disabled
Maximum Number of Recipients per Envelope Sender: Disabled
Use SenderBase for Flow Control: Yes

Spam Detection Enabled: Yes

Virus Detection Enabled: Yes

Allow TLS Connections: No

Allow SMTP Authentication: No

Require TLS To Offer SMTP authentication: No
DKIM/DomainKeys Signing Enabled: No

DKIM Verification Enabled: No

S/MIME Public Key Harvesting Enabled: Yes

S/MIME Decryption/Verification Enabled: Yes
SPF/SIDF Verification Enabled: No

DMARC Verification Enabled: No

Envelope Sender DNS Verification Enabled: No
Domain Exception Table Enabled: No

Accept untagged bounces: No

There are currently 4 policies defined.

There are currently 5 sender groups.

Choose the operation you want to perform:
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- NEW - Create a new entry.

- EDIT - Modify an entry.

- DELETE - Remove an entry.

- MOVE - Move an entry.

- DEFAULT - Set the defaults.
- PRINT - Display the table.

- IMPORT - Import a table from a file.
- EXPORT - Export the table to a file.
- RESET - Remove senders and set policies to system default.

(1>

5] : HAT QNS A —4
W DFTiE, HAT

avv R sEH |

M ANT A= OMLEERL TWET, ROMEIIHETHY, BRIk %

BMLTFa S FTET, BICMEBIMLTALTA, P TETZENTEET, FED
RUMEIZASA B ERRENET, TARAZURTBfFWT2RT XA =2 1%, IROFITRTEERET

ZYR—FLTHET,

& 16: HATZH#0/35 A — 2 DX

NG A—=5 378 fiE X8
B2 0 OIRRA v E—U% , &
max msgs_per session 1000
Aol —=THIc ) ORKRZEEK B
max_rcpts_per msg 10000
1k
KA vE—Y A4 X (Maximum . &5
. max message size 1048576
message size) - - 20M
Z DY AF TR ST KRl B
E%$5§& max_concurrency 1000
L
SMTP /3 — =— F &
smtp banner code 220
SMTP /N F— T F 2 | (*) 375
smtp banner text Accepted
SMTP /38— = — &
smtp_banner code 550
SMTP fEf5/3F— 7 F 2 b (¥) 4 ,
smtp_banner_ text Rejected
SMTP N F—HR A N % FEX on | off | default
use override hostname default
, B
override hostname newhostname
TLS %M on | off |
tls required on
A IS DRIFEA R o DO on | off
spam_check off
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listenerconfig ~® bypass_ca 5|41 ;& /0 .

INTA—4H

B

B ED B

Sophos 7 A /LA A% v Dffi [

virus check off

on | off

1 B &7V DRKRZIEEE

max rcpts per hour 5k

1B 0T — a— RO{xK
SZAEEEL

max_ rcpts_per hour code 452

LB 0T F R NORKZE

pe2l

" max rcpts per hour text Too
%?;& (*) manyrecipients|
SenderBase D1 on | off
use_sb on
SenderBase L' 27— g XA a7y -10.0 ~ 10.0

DIEFH

sbrs[valuel

rvalue2
]

sbrs[-10:-7.5]

T b7 N RN E - 1 R
W72 DRI Z AR RKEL

dhap limit 150

listenerconfig ~ () hypass_ca 5|3{M&/N
/}’L{@ﬁufﬂi\ listenerconfig ~D bypass_ca ’gl%{@ﬁﬂﬂ%ﬁ% [_/‘/Cl/\ij—o

esa.example.com (SERVICE)> help listenerconfig.

rcptaccess_options are the following:

new <rat addr> [options]
edit <rat_addr> [options]
delete <rat addr>

print

import <filename>

export <filename>

clear <default access>

default access - Default access for empty RAT. Either "ACCEPT"
or "REJECT".
rat addr - Hostnames such as "example.com" and "[1.2.3.4]" are
allowed. Partial hostnames such as ".example.com"

are allowed. Usernames such as "postmaster@" are
allowed. Full email addresses such as
"joe@example.com" or "joe@[1.2.3.4]" are allowed.
Separate multiple entries with commas.

options - Various options to modify a host access policy:

--action

--cust_resp

Action to apply to address(es).
"Accept" or "Reject".
Specify a custom SMTP response.

Either
Default is "Accept".
"No" or SMTP

acceptance response string.

--resp_code

Custom SMTP response code.

"Accept" actions,

--bypass_rc
--bypass_1la

Bypass receiving control.
Bypass LDAP Accept queries for this Recipient.

Default is 250 for

550 for "Reject".

Default is "No".

Default is "No".
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--bypass_ca Bypass SMTP Call-Ahead. Default is "No".

5] : SPF 5 & U SIDF D& E

VAF—DHRARNT IHVAT—TINDT 7 4V sOREZT LA, Y AT —D SPF/SIDF #
WL~ vl 7T T AT AN SPF/SIDF MGIERE RAZEEDSNTIATT L SMTP 727 & a3 &~

(ACCEPT £ 721X REJECT) Z&EIRT&EJ, 7T ITAT UV ANA v =V HEETHHAI
HEET 2 SMTP IR EEERTHIEHTEET,

L ~VZIE T, 777 A 7 2 AT HELOID, MAILFROMID, F72(ZPRAID (2% LT
Frxyv I BFFLET, 7T T4 T VAR, RO ID F = v 7 OF% SPF/SIDF LA Rl xt
L. Byvar&fifrd2 (ACCEPT) 73 kv ar & T3 2 (REIECT) MaEIHETE
ij‘o

* [None], 1HHRDOREDD, MFEEFETTEEHA,

s [Neutral], RAAVEFIEEIE. 7747 MIUBESNTZID AT 2HERNH LN E
IMMETH— M LERA,

s [SoftFail]l, RAA UFIAHEIL., AA MPIEE SN ID 24 H T 2R 720 &9 23,
Wi 2l 7oV E B X TVET,

[ 7 TAT U ME, BBEINZID TA—NLEEETIHERNH Y A,

s [TempError], RAEFIC—FEI7e =T —RRAELE LT,

e [PermError], FREEHICKFEII 72T = ELE LT,

TTIAT AL, A vE— I Resent-Sender: F 721 Resent-From: ™~ v ¥ —WN{EET D 5E
2. PRAID @ Pass i fe4 None |[Z¥ U 7' L— R§ % K 5|2 SIDF AHHEML L~ /L 255 7E LT
WRWR D | Pass i RDA v —VEZIFANET, 77747 2 AZPRA F = 7 T None
PRSI GEIIRE SN SMTP 77 ¥ a v 34T LE T,

IDF =y 7K LTSMIP 727 v a2 ERLTWARWEE, 77747 AL Fail 5T
TRCOBIEERZ BT ANE T,

A X =TI ENTZNTNNDID F = v 7 O IDKEFFE RS REIECT 7 7 3 a X —8T 54
G TTITAT ATy a v E&KTLET, &R, BHFIL, 93 TO HELOID
Tz IfRERIZESNTA =V 2T AND LY AT —%5E LET 7, MAILFROM
IDF =760 Fail RIS L TEA v =V E2EETE2LI1C) A F—%2FRETHEL
£, AvE—YNHELOID Fx= v ZIZKRIWLTYH, 77747 RAXLORERZZIT AN
LIz, Byva BT LET, KRIZ, Ay =Y MAILFROMID 5= v 7 TRE L7
e, VAF—idky v a a2 T L, REJIECT7T 27 ¥ a»® STMP ILE &R L 9,

SMTP JiZ X, 77T A 7 > A7 SPF/SIDF BiGERE RAZ IS T A v b=V 2 BT 25512
WY a— RS A Y= TY, TempError i H 1L, MOMIERE R & 725 SMTP i 4 i
L ¥, TempError DE. 7 74/ FOISEa— RiX451 T, T 74NV DA vE—TY TF
A M T#4.4.3 Temporary error occurred during SPF verification] T9, DT X TCOMKIEM R T
I, T 74N FOIREa—KRIXS550 C, T 74V DA =T 7T A MM [#5.7.1 SPF
unauthorized mail is prohibited | T3, TempError > OFRFEAE RN B DJSEa— K& A vt —
VITXANERETEET,
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f£E C. Neutral, SoftFail, F721% Fail #FEMRERIZX L CREJIECT 77 ¥ a U RETEINT-H

B2, SPE AT U vy RAL VNG, = RKNA—T A DIREZRT LI, TTIA4T A
ERETDHIENTEET, T7FNVET, T I7A TV AFROEZIR L ET,

550-#5.7.1 SPF unauthorized mail is prohibited.

550-The domain example.com explains:

550 <Response text from SPF domain publisher>

Z 45 D SPF/SIDF i E % A F— 7 WIZT HIZIX, listenerconfig->edit 7 2~ REMEH L,
U AF—%EIR L9, KIZ, hostaccess ->default 7' 2~ REFH LT, mA N T 7 &R
T=TNDT TV FOREERELET, ROT 17 M yes &% %2 T, SPF il & 3% &
LET,

Would you like to change SPF/SIDF settings? [N]> yes

Would you like to perform SPF/SIDF Verification? [Y]> yes|

RANTI7®AT—T/NTIL, KO SPF filfHGREZHEHTE £7,

% 17: SPFH| IR TE

LA & FRTRE 7 SPF il f#15%

SPF ® 7 (SPF Only) *HELOID F = v 7 ZFITT D1 E 5 )

e KD ID F = v 7 OFERITIESNTIATEIND SMTP 77 >3 >
*HELOID (A R —7/VDiGHE

« MAIL FROM ID

*REJECT 7 7 ¥ a3 /I LTRSS SMTP & a— R & T F X
N

« HALOMGEY A 57 7 |k

SIDF H.# (SIDF *HELOID F = v 7 ZFA(T7T 500 E 9

Compatible) e X v —Z Resent-Sender: F 7213 Resent-From: -~ v & — N ELE
T HEEIC, MFETPRAID O Pass fi5 4% None ([ZX 7 v 7 L —
RI 20 EH D

RO ID F = v 7 OFERIZEESNTIITEND SMTIP 77 2 a

*«HELOID (A R*—7/LDGH)

« MAIL FROM ID

* PRA Identity

*REJECT 77 ¥ a NI L TGREND SMTP JGE a— K& T F A
]\

« ENLORFEY A 57 U b
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EHL AL {E FATT 7L SPF IR E
SIDF ji#% (SIDF c KD ID Fx v DWERICHESNTEITEIND SMITP TV >3 v
Strict) *« MAIL FROM ID

* PRA Identity

« SPFREJECT 7 7 ¥ a VDA E D SMTP JG&a— R &7
* 2k

« EALORGEES A L7 T K

WIZ, =—H)3 SPF Only #EHL L~ LA LT, SPF/SIDF itz sk Ed 24~ LET, 7
7T AT AIXHELOID F = v 7 % %17 L, None 3 X O Neutral #RFERE %2217 AL, £ D
o RAEL LET, SMIP7 272 a L DOCLIZay 7 MIT_TOID A F TR L TT,

Z—HFIEMAILFROMID ® SMTP 7 7 > a V2 EFR LEHA, 7T TAT VA X, ZDOIDOD
TRCOBFERE R 2 BBIMICZTANE T, 77747 A3 XCO REIECT fERICx L

T, 774NV NOHERa—RETFA RNEHERLET,

Would you like to change SPF/SIDF settings? [N]> yes

Would you like to perform SPF/SIDF Verification? [N]> yes

What Conformance Level would you like to use?

1. SPF only

2. SIDF compatible

3. SIDF strict

[2]1> 1

Would you like to have the HELO check performed? [Y]> y

Would you like to change SMTP actions taken as result of the SPF verification? [N]> y
Would you like to change SMTP actions taken for the HELO identity? [N]> y
What SMTP action should be taken if HELO check returns None?

1. Accept

2. Reject

[11> 1

What SMTP action should be taken if HELO check returns Neutral?

1. Accept

2. Reject

[1]1> 1

What SMTP action should be taken if HELO check returns SoftFail?

1. Accept

2. Reject

[1]1> 2

What SMTP action should be taken if HELO check returns Fail?

1. Accept

2. Reject

[1]1> 2

What SMTP action should be taken if HELO check returns TempError?

1. Accept

2. Reject

[1]1> 2

What SMTP action should be taken if HELO check returns PermError?

1. Accept

2. Reject

[1]1> 2

Would you like to change SMTP actions taken for the MAIL FROM identity? [N]> n
Would you like to change SMTP response settings for the REJECT action? [N]> n
Verification timeout (seconds)

[40]>
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Wiz, VAF—DOF 7 /)L b®DRY >— %5 X —#|Z SPF/SIDF
MERLET,

Bl . T4 bR — 85 A—%5 0 SPF/SIDF

SPF/SIDF Verification Enabled: Yes
Conformance Level: SPF only
Do HELO test: Yes
SMTP actions:
For HELO Identity:
None, Neutral: Accept
SoftFail, Fail, TempError, PermError: Reject
For MAIL FROM Identity: Accept
SMTP Response Settings:
Reject code: 550
Reject text: #5.7.1 SPF unauthorized mail is prohibited.
Get reject response text from publisher: Yes
Defer code: 451

Ay v— 35 x—50 sprsiof [l

BMENEDLHIIZFKTEIND

Defer text: #4.4.3 Temporary error occurred during SPF verification.

Verification timeout: 40

f5] : DMARC #&3EDE b
RIZ, DMARC #GEa= BT 562~ LET,

mail.example.com> listenerconfig
Currently configured listeners:

1. Listener 1 (on Management, 172.29.181.70) SMTP TCP Port 25 Public

Choose the operation you want to perform:

- NEW - Create a new listener.

- EDIT - Modify a listener.

- DELETE - Remove a listener.

- SETUP - Change global settings.

[1> edit

Enter the name or number of the listener you wish to edit.
[1>1

Name: Listener 1

Type: Public

Interface: Management (172.29.181.70/24) TCP Port 25
Protocol: SMTP

Default Domain: <none configured>

Max Concurrent Connections: 300 (TCP Queue: 50)
Domain Map: Disabled

TLS: No

SMTP Authentication: Disabled

Bounce Profile: Default

Use SenderBase For Reputation Filters and IP Profiling: Yes
Footer: None

Heading: None

SMTP Call-Ahead: Disabled

LDAP: Off

Choose the operation you want to perform:

- NAME - Change the name of the listener.

- INTERFACE - Change the interface.

- CERTIFICATE - Choose the certificate.

- LIMITS - Change the injection limits.

- SETUP - Configure general options.

- HOSTACCESS - Modify the Host Access Table.

- RCPTACCESS - Modify the Recipient Access Table.

- BOUNCECONFIG - Choose the bounce profile to use for messages injected on this listener.
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- MASQUERADE - Configure the Domain Masquerading Table.
- DOMAINMAP - Configure domain mappings.

[1> hostaccess

Default Policy Parameters

Maximum Message Size: 20M

Maximum Number Of Concurrent Connections From A Single IP: 10

Maximum Number Of Messages Per Connection: 10

Maximum Number Of Recipients Per Message: 50

Directory Harvest Attack Prevention: Enabled

Maximum Number Of Invalid Recipients Per Hour: 25

Maximum Number Of Recipients Per Hour: Disabled

Maximum Number of Recipients per Envelope Sender: Disabled
Use SenderBase for Flow Control: Yes

Spam Detection Enabled: Yes

Virus Detection Enabled: Yes

Allow TLS Connections: No

Allow SMTP Authentication: No

Require TLS To Offer SMTP authentication: No
DKIM/DomainKeys Signing Enabled: No

DKIM Verification Enabled: No

SPF/SIDF Verification Enabled: No

DMARC Verification Enabled: No

Envelope Sender DNS Verification Enabled: No

Domain Exception Table Enabled: No

Accept untagged bounces: No

There are currently 4 policies defined.

There are currently 5 sender groups.

Choose the operation you want to perform:

- NEW - Create a new entry.

- EDIT - Modify an entry.

- DELETE - Remove an entry.

- MOVE - Move an entry.

- DEFAULT - Set the defaults.

- PRINT - Display the table.

- IMPORT - Import a table from a file.

- EXPORT - Export the table to a file.

- RESET - Remove senders and set policies to system default.
[1> default

Enter the default maximum message size. Add a trailing k for kilobytes, M for megabytes,
or no letter for bytes.

[20M] >

Enter the maximum number of concurrent connections allowed from a single IP address.
[10]1>

Enter the maximum number of messages per connection.

[10]>

Enter the maximum number of recipients per message.

[50]>

Do you want to override the hostname in the SMTP banner? [N]>

Would you like to specify a custom SMTP acceptance response? [N]>
Would you like to specify a custom SMTP rejection response? [N]>

Do you want to enable rate limiting per host? [N]>
Do you want to enable rate limiting per envelope sender? [N]>
Do you want to enable Directory Harvest Attack Prevention per host? [Y]>

Enter the maximum number of invalid recipients per hour from a remote host.
[25]>
Select an action to apply when a recipient is rejected due to DHAP:

1. Drop
2. Code
[11>

Would you like to specify a custom SMTP DHAP response? [Y]>

Enter the SMTP code to use in the response. 550 is the standard code.
[550]>

Enter your custom SMTP response. Press Enter on a blank line to finish.
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Would you like to use SenderBase for flow control by default? [Y]>

Would you like to enable anti-spam scanning? [Y]>

Would you like to enable anti-virus scanning? [Y]>

Do you want to allow encrypted TLS connections?

1. No

2. Preferred

3. Required

4. Preferred - Verify

5. Required - Verify

[11>

Would you like to enable DKIM/DomainKeys signing? [N]>

Would you like to enable DKIM verification? [N]>

Would you like to change SPF/SIDF settings? [N]>

Would you like to enable DMARC verification? [N]> Y

Select the DMARC verification profile to use:

1. DEFAULT

11> 1

Would you like to send aggregate reports? [N]> Y

Note: DMARC reports should be DMARC compliant.
Secure delivery is recommended for delivery of DMARC reports.
Please enable TLS support using the “destconfig’ command.

Would you like to enable envelope sender verification? [N]> Y

Would you like to specify a custom SMTP response for malformed envelope senders? [Y]>

Enter the SMTP code to use in the response. 553 is the standard code.

[553]>

Enter your custom SMTP response. Press Enter on a blank line to finish.

Would you like to specify a custom SMTP response for envelope sender domains which do

not resolve? [Y]>

Enter the SMTP code to use in the response. 451 is the standard code.

[451]>
Enter your custom SMTP response. Press Enter on a blank line to finish.

Would you like to specify a custom SMTP response for envelope sender domains which do
not exist? [yi>

Enter the SMTP code to use in the response. 553 is the standard code.

[553]>

Enter your custom SMTP response. Press Enter on a blank line to finish.

Would you like to enable use of the domain exception table? [N]>

Do you wish to accept untagged bounces? [N]>

Default Policy Parameters

Maximum Message Size: 20M
Maximum Number Of Concurrent Connections From A Single IP: 10
Maximum Number Of Messages Per Connection: 10
Maximum Number Of Recipients Per Message: 50
Directory Harvest Attack Prevention: Enabled
Maximum Number Of Invalid Recipients Per Hour: 25
Maximum Number Of Recipients Per Hour: Disabled
Maximum Number of Recipients per Envelope Sender: Disabled
Use SenderBase for Flow Control: Yes
Spam Detection Enabled: Yes
Virus Detection Enabled: Yes
Allow TLS Connections: No
Allow SMTP Authentication: No
Require TLS To Offer SMTP authentication: No
DKIM/DomainKeys Signing Enabled: No
DKIM Verification Enabled: No
SPF/SIDF Verification Enabled: No
DMARC Verification Enabled: Yes

DMARC Verification Profile: DEFAULT

Aggregate reports: Yes
Envelope Sender DNS Verification Enabled: Yes
Domain Exception Table Enabled: No
Accept untagged bounces: No
There are currently 4 policies defined.
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There are currently 5 sender groups.

Choose the operation you want to perform:

- NEW - Create a new entry.

- EDIT - Modify an entry.

- DELETE - Remove an entry.

- MOVE - Move an entry.

- DEFAULT - Set the defaults.

- PRINT - Display the table.

- IMPORT - Import a table from a file.

- EXPORT - Export the table to a file.

- RESET - Remove senders and set policies to system default.
1>

Name: Listener 1

Type: Public

Interface: Management (172.29.181.70/24) TCP Port 25
Protocol: SMTP

Default Domain: <none configured>

Max Concurrent Connections: 300 (TCP Queue: 50)

Domain Map: Disabled

TLS: No

SMTP Authentication: Disabled

Bounce Profile: Default

Use SenderBase For Reputation Filters and IP Profiling: Yes
Footer: None

Heading: None

SMTP Call-Ahead: Disabled

LDAP: Off

Choose the operation you want to perform:

- NAME - Change the name of the listener.

- INTERFACE - Change the interface.

- CERTIFICATE - Choose the certificate.

- LIMITS - Change the injection limits.

- SETUP - Configure general options.

- HOSTACCESS - Modify the Host Access Table.

- RCPTACCESS - Modify the Recipient Access Table.

- BOUNCECONFIG - Choose the bounce profile to use for messages injected on this listener.
- MASQUERADE - Configure the Domain Masquerading Table.
- DOMAINMAP - Configure domain mappings.

1>

Currently configured listeners:

1. Listener 1 (on Management, 172.29.181.70) SMTP TCP Port 25 Public
Choose the operation you want to perform:

- NEW - Create a new listener.

- EDIT - Modify a listener.

- DELETE - Remove a listener.

- SETUP - Change global settings.

1>

mail.example.com>

localeconfig

BILL]

ZERAISOBREMAZRELET,

ERAE

MeE : Zoa< KX lcommit] NHEETI,
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JIGRAREM . Zpa<vy N, T_XTO~Y L ET—F (R &, TA—F <) T
HATxE7,

NyF azwsR: Zoavy NIy FEREZYR—FLTHEREA,

mail3.example.com> localeconfig

Behavior when modifying headers: Use encoding of message body

Behavior for untagged non-ASCII headers: Impose encoding of message body

Behavior for mismatched footer or heading encoding: Try both body and footer or heading
encodings

Behavior when decoding errors found: Disclaimer is displayed as inline content and the

message body is added as an attachment.

Choose the operation you want to perform:
- SETUP - Configure multi-lingual settings.
[1> setup

If a header is modified, encode the new header in the same encoding as the message body?

(Some MUAs incorrectly handle headers encoded in a different encoding than the body.
However, encoding a modified header in the same encoding as the message body may cause
certain

characters in the modified header to be lost.) [Y]>

If a non-ASCII header is not properly tagged with a character set and is being used or

modified,

impose the encoding of the body on the header during processing and final representation
of the message?

(Many MUAs create non-RFC-compliant headers that are then handled in an undefined way.
Some MUAs handle headers encoded in character sets that differ from that of the main

body in an incorrect way.

Imposing the encoding of the body on the header may encode the header more precisely.
This will be used to interpret the content of headers for processing, it will not modify
or rewrite the

header unless that is done explicitly as part of the processing.) [Y]>

Disclaimers (as either footers or headings) are added in-line with the message body

whenever possible.

However, if the disclaimer is encoded differently than the message body, and if imposing
a single encoding

will cause loss of characters, it will be added as an attachment. The system will always
try to use the

message body's encoding for the disclaimer. If that fails, the system can try to edit
the message body to

use an encoding that is compatible with the message body as well as the disclaimer.
Should the system try to

re-encode the message body in such a case? [Y]>

If the disclaimer that is added to the footer or header of the message generates an error
when decoding the message body,

it is added at the top of the message body. This prevents you to rewrite a new message
content that must merge with

the original message content and the header/footer-stamp. The disclaimer is now added

as an additional MIME part

that displays only the header disclaimer as an inline content, and the rest of the message
content is split into

separate email attachments. Should the system try to ignore such errors when decoding

the message body? [N]>
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smtpauthconfig

B2LEL]

ER7GE

1
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Behavior when modifying headers: Use encoding of message body

Behavior for untagged non-ASCII headers: Impose encoding of message body

Behavior for mismatched footer or heading encoding: Try both body and footer or heading
encodings

Behavior when decoding errors found: Disclaimer is displayed as inline content and the

message body

is added as an attachment.

Choose the operation you want to perform:
- SETUP - Configure multi-lingual settings.
[]> mail3.example.com

SMTP RBEAFRER I MEHEE T a7 7 A VAR ELET,

MEE : Z0a<y Kix Tcommit] 2SHEE T,

JIIARER  Zpavr R, TRTOYYUEF—R (TR, TA—TF =) Tff
HTxE9,

NyF avr K Zoavy FEAy FRBREFHR— F LTOEEA,

ROBITIL, smtpauthconfig =~ REfEH LT, #—/% [smtp2.example.com| ¥ L1
Rk N—ADT 1 7 7 A VEERLET,

mail3.example.com> smtpauthconfig

Choose the operation you want to perform:

- NEW - Create a new SMTP Auth profile

[1> new

Choose the type of profile you wish to create:

- FORWARD - Create an SMTP Auth forwarding server group profile
- OUTGOING - Create an outgoing SMTP Auth profile

[1> forward

Enter a name for this profile:

[1> forwarding-based

Please begin entering forwarding servers for this group profile.
Enter a hostname or an IP address for the forwarding server:
[1> smtp2.example.com

Enter a port:

[25]>

Choose the interface to use for forwarding requests:

1. Auto

2. Data 1 (192.168.1.1/24: mail3.example.com)

3. Data 2 (192.168.2.1/24: mail3.example.com)

4. Management (192.168.42.42/24: mail3.example.com)

[11>

Require TLS? (issue STARTTLS) [Y]> y

Enter the maximum number of simultaneous connections allowed:
[10]1>

Use SASL PLAIN mechanism when contacting forwarding server? [Y]>
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Use SASL LOGIN mechanism when contacting forwarding server? [Y]>
Would you like to enter another forwarding server to this group? [N]>
Choose the operation you want to perform:

- NEW - Create a new SMTP Auth profile

- EDIT - Edit an existing SMTP Auth profile

- PRINT - List all profiles

- DELETE - Delete a profile

- CLEAR - Delete all profiles

[r>

mail3.example.com> commit

Please enter some comments describing your changes:

[1> created SMTP auth profile

Do you want to save the current configuration for rollback? [Y]> n
Changes committed: Fri May 23 11:42:12 2014 GMT

\}

CE) WEFFHO=—H|TIZ. RELAY HAT RV o —2F &£,

1>D7 a7 7 A VN THEEDOEY—REBETHIEHTEET, SASL A =X A
CRAM-MD5 & DIGEST-MD5 (%, EA— /L X2 UF 4 77 F4 7 2 R LEEE— O[T
Y R—hSINFEEA,

VATLDEY FTYT
systemsetup

Bk

VEDS AT A 'y hT v 7BIR AT LOEFHA VA h—/L,

ERAE
e Zoa<r i lcommit] NVNETY,

JIARER  Zpa<wr NI, TRTOY U ET—R (VTR E, T—TF, <) T
HATx%9,

NyF aw s F: Zoavwy RNy FERXRELZ T R—FLTWWERA,
151

mail3.example.com> systemsetup

WARNING: The system setup wizard will completely delete any existing
'listeners' and all associated settings including the 'Host Access Table' -
mail operations may be interrupted.

Are you sure you wish to continue? [Y]> y

Before you begin, please reset the administrator passphrase to a new value.
0ld passphrase:

New passphrase:

Retype new passphrase:
* Kk ok ok ok
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You will now configure the network settings for the IronPort C100.

Please create a fully qualified hostname for the IronPort C100 appliance

(Ex: "ironport-Cl00.example.com") :

[1> ironport-C100.example.com

* Kk k ok k

You will now assign an IP address for the "Data 1" interface.

Please create a nickname for the "Data 1" interface (Ex: "Data 1"):

[1]> Data 1

Enter the static IP address for "Data 1" on the "Data 1" interface? (Ex:
"192.168.1.1"):

[1> 192.168.1.1

What is the netmask for this IP address? (Ex: "255.255.255.0" or "Oxffffff0o0"):
[255.255.255.0]>

You have successfully configured IP Interface "Data 1".

* Kk Kk Kk Kk

Would you like to assign a second IP address for the "Data 1" interface? [Y]> n
What is the IP address of the default router (gateway) on your network?:
[192.168.1.1]> 192.168.2.1

KKK KK

Do you want to enable the web interface on the Data 1 interface? [Y]> y

Do you want to use secure HTTPS? [Y]> y

Note: The system will use a demo certificate for HTTPS.

Use the "certconfig" command to upload your own certificate.

* kK KKk

Do you want the IronPort Cl00 to use the Internet's root DNS servers or would
you like it to use your own DNS servers?

1. Use Internet root DNS servers

2. Use my own DNS servers

[1]> 2

Please enter the IP address of your DNS server.

[1> 192.168.0.3

Do you want to enter another DNS server? [N]>

You have successfully configured the DNS settings.

* Kk k Kk k

You are now going to configure how the IronPort C1l00 accepts mail by creating a
"Listener".

Please create a name for this listener (Ex: "MaillInterface"):

[1> InboundMail

Please choose an IP interface for this Listener.

1. Data 1 (192.168.1.1/24: ironport-Cl00.example.com)

[1]1> 1

Enter the domain names or specific email addresses you want to accept mail for.
Hostnames such as "example.com" are allowed.

Partial hostnames such as ".example.com" are allowed.

Usernames such as "postmaster@" are allowed.

Full email addresses such as "joel@example.com" or "joe@[1.2.3.4]" are allowed.
Separate multiple addresses with commas.

[1> example.com, .example.com

Would you like to configure SMTP routes for example.com, .example.com? [Y]> n
Please specify the systems allowed to relay email through the IronPort C100.
Hostnames such as "example.com" are allowed.

Partial hostnames such as ".example.com" are allowed.

IP addresses, IP address ranges, and partial IP addresses are allowed.
Separate multiple entries with commas.

[]> example.com, .example.com

Do you want to enable filtering based on SenderBase Reputation Service (SBRS)
Scores for this listener? (Your selection will be used to filter all incoming
mail based on its SBRS Score.) [Y]> y

Do you want to enable rate limiting for this listener? (Rate limiting defines
the maximum number of recipients per hour you are willing to receive from a
remote domain.) [Y]> y

Enter the maximum number of recipients per hour to accept from a remote domain.
[1> 1000

Default Policy Parameters
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Maximum Message Size: 10M
Maximum Number Of Concurrent Connections From A Single IP: 10
Maximum Number Of Messages Per Connection: 10
Maximum Number Of Recipients Per Message: 50
Directory Harvest Attack Prevention: Enabled
Maximum Number Of Invalid Recipients Per Hour: 25
Maximum Number Of Recipients Per Hour: 1,000
Maximum Recipients Per Hour SMTP Response:
452 Too many recipients received this hour
Use SenderBase for Flow Control: Yes
Spam Detection Enabled: Yes
Virus Detection Enabled: Yes
Allow TLS Connections: No
Allow SMTP Authentication: No
Require TLS To Offer SMTP authentication: No
DKIM/DomainKeys Signing Enabled: No
DKIM Verification Enabled: No
SPF/SIDF Verification Enabled: No
DMARC Verification Enabled: No
Envelope Sender DNS Verification Enabled: No
Domain Exception Table Enabled: No
Accept untagged bounces: No
Would you like to change the default host access policy? [N]> n
Listener InboundMail created.
Defaults have been set for a Public listener.
Use the listenerconfig->EDIT command to customize the listener.
* Kk k ok ok
Do you want to use Anti-Spam scanning in the default Incoming Mail policy? [Y]> y
Would you like to enable IronPort Spam Quarantine? [Y]> y
IronPort Anti-Spam configured globally for the IronPort Cl00 appliance. Use the
policyconfig command (CLI) or Mail Policies (GUI) to customize the IronPort
settings for each listener.
IronPort selected for DEFAULT policy
* Kk Kk Kk Kk
Do you want to use Anti-Virus scanning in the default Incoming and Outgoing
Mail policies? [Y]> y
1. McAfee Anti-Virus
2. Sophos Anti-Virus
Enter the number of the Anti-Virus engine you would like to use on the default
Incoming and Outgoing Mail policies.
(1> 2
Sophos selected for DEFAULT policy
KKK KK
Do you want to enable Outbreak Filters? [Y]> y
Outbreak Filters enabled.
Outbreak Filter alerts are sent when outbreak rules cross the threshold (go above or
back down below),
meaning that new messages of certain types could be quarantined or will no longer be
quarantined, respectively.
Allow the sharing of limited data with SenderBase? [Y]> y
You have successfully configured Outbreak Filters and SenderBase.
* kK KKk
You will now configure system alerts.
Please enter the email address(es) to send alerts.
(Ex: "administrator@example.com")
Separate multiple addresses with commas.
[1> administrator@example.com
Would you like to enable IronPort AutoSupport, which automatically emails
system alerts and weekly status reports directly to IronPort Customer Support?
You will receive a complete copy of each message sent to IronPort.
(Recommended) [Y]> y

* Kk k Kk k

You will now configure scheduled reporting.
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Please enter the email address(es) to deliver scheduled reports to.

(Leave blank to only archive reports on-box.)
Separate multiple addresses with commas.

[1> administrator@example.com

* Kk k ok k

You will now configure system time settings.
Please choose your continent:

1. Africa

2. America

11. GMT Offset

[11]1> 2

Please choose your country:
1. Anguilla

47. United States

48. Uruguay

49. Venezuela

50. Virgin Islands (British)
51. Virgin Islands (U.S.)
[1> 47

Please choose your timezone:
1. Alaska Time (Anchorage)

26. Pacific Time (Los_Angeles)
[1> 26
Do you wish to use NTP to set system time? [Y]> y

avv R sEH |

Please enter the fully qualified hostname or IP address of your NTP server, or

press Enter to use time.ironport.com:

[time.ironport.com] >
KKK KK

Would you like to commit these changes at this time? [Y]> y
Congratulations! System setup is complete.
For advanced configuration, please refer to the User Guide.

URL D 1 LB Y)Y

ZIZTIE. ROCLL vy RIZoOWTEHHLET,

« aggregatorconfig (278 ~X—1)

s urllistconfig (279 ~X—3°)

* webcacheflush (280 ~X—3)

» websecurityadvancedconfig (280 ~<—13)

» websecurityconfig (284 ~X—3)

« websecuritydiagnostics (284 ~X—37)

aggregatorconfig

B2k

EA—N X2 )T 4 TFIAT L ATYRaDT I ) —F p—RO7 RLAZHRTELF
T, ZOV =L, VT4 FENZURL &, KFa2—H D7V v 7 BT ON=T 7 v
v GV, Tuav s FREAH) 22 v Ly K a—VOiEMeREt L Ed,
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urllistconfig

B2LL]

ER7AE

1

mans

He® : Zoa<y Kt Tcommit] 2AH43ETI,

JGAREE . Zoawy RiE, TRTOY U EFT—F (WFREZ, T—F, =) Tff
ATxEd,

NyF avwrs R Zoavy Ry FELZdR—FLTWEEA,

mail.example.com> aggregatorconfig

Choose the operation you want to perform:

- EDIT - Edit aggregator configuration

[1> edit

Edit aggregator address:

[aggregator.organization.com]> org-aggregator.com

Successfully changed aggregator address to : org-aggregator.com

URL 7 A4 V2 U THEREIC L » CRMBEESNRWURL OF T A FY A R EFREEITA R —
FLET, TOUANI, TUNT LAY 74 VZEREIITMEH SN EE A,

WEE : Zoa<y Rt lcommit] 23MEL T,

JIGARER  Zpavy NI, TRTO~Y U E—R (IR EZ, IA—F, <=2 v) TF
ATxEd,

NyF avwr R Zoavwy NNy FEXREZPR—FLTHET,

> urllistconfig

No URL lists configured.

Choose the operation you want to perform:
NEW - Create a new URL list-

[1> new

Do you want to import a URL list?

[N]>

Enter a name for the URL list

[1> sample

Enter the URL domains that need to be skipped from scanning for URL Filtering.
Enter one URL domain per line and '.' to finish.

cisco.com
ironport.com/*
*.example.com
10.2.4.5/24
[2001:DB8::1]

URL list sample added.
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wehcacheflush

BILL]

ER7AE

1
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There are currently 4 URL lists configured.

Choose the operation you want to perform:

- NEW - Create a new URL whitelist.

- EDIT - Modify an existing URL whitelist.

- DELETE - Delete an existing URL whitelist.

[1>EDIT

Choose the operation to edit the URL whitelist:

- IMPORT - Import a file into an existing URL whitelist
- EXPORT - Export an existing URL whitelist into a file
- RENAME - Rename an existing URL whitelist

[1>IMPORT

Assign new name to the imported list? (By default, name stored in the
file will be applied to the list)

[N] > Y

Enter name of the list > new_list

Enter filename to import from > URLfile

NOTE: These files will be stored in /pub/configuration
URL list “new list” added.

URL 7 4 VE )V THRETHA SN F vy v Y22 7T vy alEd, YAITD WebbF =
V74— REOWBEIHEHINIEHELZEFT LIZGAIE. Coa~r REEHLET,
W, YA PR — I BEREINTESARICOR, Zoav s REFEHLET,

e Zoa<y P Tcommit] ZS4EH Y FHA,
JITALAEBH . ZDavw L RlIvyy BE— R COREHTX E5,
NyFavwrR: Zoavwy RNy FEXREZVR—-FLTWEEA,

> webcacheflush
Web Security cache has been flushed.

websecurityadvancedconfig

EILL]

WOHOURL 7 4 NVEZ ) T OFEMREEZRELET,
«[URLV> 7T v 7 DX A L7~ (URLLookup Timeout) ]: URL THEED KA A 4 D
IP 7 RURZHERT H7-DIZH 05 I,

* [URLF ¥ v ¥ =2 A X (URL Cache Size) |: URL 7 4 V& VU T hFRET DT DT
72 URL DO#%,
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« [DNS/V > 7 7 v 7 D5l (Disable DNS Lookup) ] : DNS /L v 7 7 v FIX KA A 4%

IP7 RUVRIZHR L, TV A NUEROBEFITHN DR Z TR L ET,

o [AF ¥ T HURLOHKE AL (Maximum number of URLstoscan) |: A v B—IU AKX FEZIZ

A=V T 7 ANVTAF ¥ S5 URL O K ¥k,

o[ A 44 (Hostname) ]: Webtx = VU7 4 h—ERADKR M,

o [RAWFLY 7 = A @ L ZVME (Threshold Value for Outstanding Requests) ] : ARLFED Y 7

T A RO L EVHE,

o [P—/NGEHEOMGE (Verify Server Certificate) ] : N A A > O — GEEZRGEL £,

o [17f5e 7] RERFREIME  (Time-to-live Value) |1: 777 A4 7V AN URL L E 27— a3 v $—F

ZMBURLDO L E 27—y a U alfFL7c#%, URL LE 27 —3 g dF v v =itk
FahET, 7740 bOFEGAIRERRMEIX, URLVE 27— 3 VB %y v ¥ a2 NIZEE
BEnsW¥ErLET, ZOEIZ, URLLE 2T —3 a3y h—bER Ik T EEXX
noaREENRH Y £,

«[A v E—YNOURLT ¥ A  LHREFO#FH & #1 2  (Rewrite URL text and HREF in the

message) | ERICEZIMI ONTZURLEZ A v —VARIZRRTH0, EXH|I o0
URL % HTML # v ¥ —® HREF IZDLFrmT 5N ARIRTX £4,

 Bhi~> % — (Additional Header) ]: MEIZJS U T, AvbBE—VIICHAZ L~y X —%

HHET,

« [RPCH— DT 7 /L b1 7 L~L (Default Log Level for RPC Server) ] : RPC H#— 3D

FI7FNLN S L,

*[URLF¥ ¥ v = D7 74/ ka2 L+ (Default Log Level for URL Cache) ]: URL % v v

YaDT TNk s L,

« [HTTPZ A4 7> b DT 7 4/ v 7 L~y (Default Log Level for HTTP Client) ] : HTTP

IIAT U NDTF T g s LU,

ER7E

GE)

NZTINYa—T 4 Y TOANTHA LT U MEEEET HGELME, v A2DOHFR— )
DIETRRH ST AICOBRZDa<wy ReHLET,

XA LT U MEIX, URLOFHMEIB I OA T2V 2884252770 N b—v 2 L omEEHO”
HALOfE T,

e Zoa~< 2 i lcommit] NHNETY,
JITARER . ZDavy Riivyr E— R CTOAMEHATEET,
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NyF aws R Zoavwy MRy FEXREZSPR—FLTHET,

Ny FERIZHOWTIL, CLIA VT4 2 ~IVTEZHB LT EE0,

> websecurityadvancedconfig

Enter URL lookup timeout (includes any DNS lookup time) in seconds:
[15]>

Enter the URL cache size (no. of URLSs):

[1215000]1>

Do you want to disable DNS lookups? [N]>

Enter the maximum number of URLs that should be scanned:
[100]>

Enter the Web security service hostname:

[example.com] >

Enter the threshold value for outstanding requests:
[20]>

Do you want to verify server certificate? [Y]>

Enter the default time-to-live value (seconds):

[30]>

Do you want to include additional headers? [N]>

Enter the default debug log level for RPC server:

[Info]l>

Enter the default debug log level for SDS cache:
[Info]l>

Enter the default debug log level for HTTP client:
[Info]l>

il : EMEURLDO URL 7 1 LR ) VT DERE

RO TIX, websecurityadvancedconfig 2< Y R&AfEH LT, EHURLDURL 7 4 V& U
TaFMILET,

maill.example.com> websecurityadvancedconfig

Enter URL lookup timeout (includes any DNS lookup time) in seconds: [5]>

Enter the URL cache size (no. of URLs): [810000]>

Do you want to disable DNS lookups? [N]>

Enter the maximum number of URLs that should be scanned: [100]>

Enter the Web security service hostname: [v2.sds.cisco.com]>

Enter the threshold value for outstanding requests: [50]>

Do you want to verify server certificate? [Y]>

Do you want to enable URL filtering for shortened URLs? [Y]> yes

For shortened URL support to work, please ensure that ESA is able to connect to the

following domains:
bit.ly, tinyurl.com, ow.ly, tumblr.com, post/ly ..

Enter the default time-to-live value (seconds): [30]>
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Do you want to rewrite both the URL text and the href in the message?

Y indicates that the full rewritten URL will appear in the email body.

N indicates that the rewritten URL will only be visible in the href for HTML messages.
[N]>

Do you want to include additional headers? [N]>

Enter the default debug log level for RPC server: [Info]>

Enter the default debug log level for URL cache: [Info]>

Enter the default debug log level for HTTP client: [Info]l>

Bl : AvtE—CDRAT7A4ILDURLIZHT 5 X F v UHIRDERTE

WROHITIX, websecurityadvancedconfig I~ REMFHL T, A vE—VOUMN 77 A VNT
AF ¥ Cx 2% URL O REAEHELET

maill.example.com> websecurityadvancedconfig

Enter URL lookup timeout (includes any DNS lookup time) in seconds: [5]>

Enter the URL cache size (no. of URLs): [810000]>

Do you want to disable DNS lookups? [N]>

Enter the maximum number of URLs that can be scanned in a message body: [100]>

Enter the maximum number of URLs that can be scanned in the attachments in a message:
[25]>

Enter the Web security service hostname: [v2.sds.cisco.com]>

Enter the threshold value for outstanding requests: [50]>

Do you want to verify server certificate? [Y]>

Do you want to enable URL filtering for shortened URLs? [Y]>

Enter the default time-to-live value (seconds): [30]>

Do you want to rewrite both the URL text and the href in the message?
Y indicates that the full rewritten URL will appear in the email body.
N indicates that the rewritten URL will only be visible in the href for HTML messages.
[N]>

Do you want to include additional headers? [N]>

Enter the default debug log level for RPC server: [Info]>

Enter the default debug log level for URL cache: [Info]>

Enter the default debug log level for HTTP client: [Info]>
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websecurityconfig

B2LL]

URL 7 4 VE Vv T OHAHRE (URLLVE 27— arBLONURL AT T UHEE) 2REL
7,

WE . AFAEEHITIEEI T, Cisco TAC 705 Yes [T 5 Z LR INTWARWEY | FEA
EORELZEREINZEZITNo ZERL T ZE0,

ER7AE

MeE : 0o~ KX lcommit] NHFETI,

JGAREE . Zoavwr RiE, TRTOSYE—FR (WTREZ, T)—F, <) Tff
ATxEd,

NyFawr R Zoavy RigXNyFEREZYR—FLTWET, FEICOWTIEL, CLID
A5y ~TEBRLTLLEIVY, 20a<wy ROAL Iy ~LVFIZT 7|8 AT BT
X, help a2~ REFEHLET,

1

mail.example.com> websecurityconfig

Enable URL Filtering? [N]> y

Do you wish to enable Web Interaction Tracking? [N]> y
Web Interaction Tracking is enabled.

Do you want to whitelist URLs using a URL list? [N]> y
1. urllistl

2. urllist2

3. No URL list

Enter the number of URL list

11> 1

URL list 'urllistl' added

mail.example.com> websecurityconfig

URL Filtering is enabled.

URL list 'urllistl' used.

System provided certificate used.

Web Interaction Tracking is enabled.

websecuritydiagnostics
B7LL]
URL 7 4 % U o 7 \C BT 5 BN 4 2 L E 5

ER7AE

MEE : Z0a<y R lcommit] 1IMEH D FH A,
JGAREM . pa<wy Ry B— RTCORMERTX F7,
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1

mail.example.com> websecuritydiagnostics
Cache Size: 254
Cache Hits: 551
Response Time
Minimum: None
Average: 0.0
Maximum: None
DNS Lookup Time
Minimum: 9.4198775
Average: 10.1786801765
Maximum: 10.544356

1—HEHE

ZIZTIE. IROCLL 2wy RIZHOWTCEBA L E1,

s userconfig (285 ~X—7)

» passphrase F 7213 passwd (290 ~—3)
e last (290 ~X—72)

s who (291 =—7)

s whoami (291 ~X—7)

userconfig

B85

=Y T H UL N EATORGEY —A~DOE 2B L £,
ERAE

WEE : Zoa<y Rt lcommit] 2DSMHET,

JIOARER  ZDa<vw s NIy TAL T— R TORMEHATEEI,

NyFa<vwr R Zoavy RigXNyFERXEZPR—1F LT ES, FEMcOWTIE, CLIOD
ATy ~IVTEBBLTLLFEIY, Z0Oa~vwy ROy T4y ~ILVFIZT 78 AT AHIC

I, help 2~ FE2EHLET, f:

mail.example.com> userconfig help

Bl FLWVA—F THOY FDIERK

RIZ, Help Desk User 2 —/L & FFO8 L\ 2—H 7 w7 o FOERGI 2~ L ET,

mail.example.com> userconfig
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Users:

1. admin - "Administrator" (admin)

External authentication: Disabled

Choose the operation you want to perform:

- NEW - Create a new account.

- EDIT - Modify an account.

- DELETE - Remove an account.

- POLICY - Change passphrase and account policy settings.

- PASSPHRASE - Change the passphrase for a user.

- ROLE - Create/modify user roles.

- STATUS - Change the account status.

- EXTERNAL - Configure external authentication.

- DLPTRACKING - Configure DLP tracking privileges.

- URLTRACKING - Configure URL tracking privileges.

[1> new

Enter your Passphrase to make changes:

Enter the new username.

[1> helpdesk

Enter the full name for helpdesk.

[1> HELP DESK

Assign a role to "helpdesk":

1. Administrators - Administrators have full access to all settings of the system.
2. Operators - Operators are restricted from creating new user accounts.

3. Read-Only Operators - Read-Only operators may only view settings and status information.
4. Guests - Guest users may only view status information.

5. Technicians - Technician can only manage upgrades and feature keys.

6. Help Desk Users - Help Desk users have access only to ISQ and Message Tracking.
[1]1> 6

Would you like to get a system generated passphrase? [N]>

Enter the passphrase for helpdesk

(1>

Please enter the new passphrase again:
Users:

1. admin - "Administrator" (admin)

2. helpdesk - "HELP DESK" (helpdesk)

External authentication: Disabled

Choose the operation you want to perform:

- NEW - Create a new account.

- EDIT - Modify an account.

- DELETE - Remove an account.

- POLICY - Change passphrase and account policy settings.
- PASSPHRASE - Change the passphrase for a user.

- ROLE - Create/modify user roles.

- STATUS - Change the account status.

- EXTERNAL - Configure external authentication.

- DLPTRACKING - Configure DLP tracking privileges.
- URLTRACKING - Configure URL tracking privileges.
(>

5] : RADIUS H—/\ZNEEILHICEY b7y T

RIZ, RADIUS — "ZNE it HicEy 87 v 7358 %~rLEF, RADIUS — %+ v
7w 7T BT, AA R, A—b, BEOHEFEART L -2 AN L, B2 hanrk
LTCCHAP ¢t PAPDO L L 2RI A0 ERELET,

mail.example.com> userconfig

Users:
1. admin - "Administrator" (admin)
2. hdesk user - "Helpdesk User" (helpdesk)

External authentication: Disabled
Choose the operation you want to perform:
- NEW - Create a new account.
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- EDIT - Modify an account.

- DELETE - Remove an account.

- POLICY - Change passphrase and account policy settings.
- PASSPHRASE - Change the passphrase for a user.

- ROLE - Create/modify user roles.

- STATUS - Change the account status.

- EXTERNAL - Configure external authentication.

- DLPTRACKING - Configure DLP tracking privileges.

- URLTRACKING - Configure URL tracking privileges.

[]> external

Choose the operation you want to perform:

- SETUP - Set up global settings.

[1> setup

Do you want to enable external authentication? [N]> Y
Please enter the timeout in seconds for how long the external authentication credentials
will be cached. (Enter '0' to disable expiration of
authentication credentials altogether when using one time passphrases.)
[0]> 30

Choose a mechanism to use:

LDAP is unavailable because no LDAP queries of type EXTERNALAUTH are configured
1. RADIUS

11> 1

Configured RADIUS servers:

- No RADIUS servers configured

Choose the operation you want to perform:

- NEW - Add a RADIUS server configuration.

[1> new

Please enter host name or IP address of the RADIUS server:
[1> radius.example.com

Please enter port number of the RADIUS server:

[1812]1>

Please enter the shared passphrase:

>

Please enter the new passphrase again.

>

Please enter timeout in seconds for receiving a valid reply from the server:
[5]>

1. CHAP

2. PAP

Select authentication type:

[2]1>

Configured RADIUS servers:

Host Port Timeout (s) Auth type
radius.example.com 1812 5 pap

Choose the operation you want to perform:

- NEW - Add a RADIUS server configuration.

- EDIT - Modify a RADIUS server configuration.

- DELETE - Remove a RADIUS server configuration.

- CLEAR - Remove all RADIUS server configurations.

1>

Bl BEDQDI—H O—)LIZHY 5 ZERZADEDIL

/K@{@Jfﬂi\ twofactorauth 7 <> FafFEHAL T, fﬁﬁ@lb"}j‘ o —/LZ%t L C B
AEEZ AN LET,

mail.example.com> userconfig
Users:

1. admin - "Administrator" (admin)
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2. hdesk user - "Helpdesk User" (helpdesk)

External authentication: Disabled

Two-Factor Authentication: Disabled

Choose the operation you want to perform:

- NEW - Create a new account.

- EDIT - Modify an account.

- DELETE - Remove an account.

- POLICY - Change passphrase and account policy settings.

- PASSPHRASE - Change the passphrase for a user.

- ROLE - Create/modify user roles.

- STATUS - Change the account status.

- EXTERNAL - Configure external authentication.

- TWOFACTORAUTH - Configure Two-Factor Authentication.

- DLPTRACKING - Configure DLP tracking privileges.

- URLTRACKING - Configure URL tracking privileges.

[1> twofactorauth

Choose the operation you want to perform:

- SETUP - Set up global settings.

- PRIVILEGES - Configure Two-Factor Authentication based on User Role Privileges.
[1> setup

Do you want to enable external authentication? [N]> y

Choose the operation you want to perform:

- NEW - Add a two-factor authentication server configuration.

- EDIT - Modify two-factor authentication server configuration.
- DELETE - Remove a two-factor authentication server configuration.
- CLEAR - Remove all two-factor authentication server configurations.
[1> new

Please enter host name or IP address of the RADIUS server:

[1> radius.example.com

Please enter port number of the RADIUS server:

[1812]1> 1800

Please enter the shared passphrase:
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>
Please enter the new passphrase again.
>

Please enter timeout in seconds for receiving a valid reply from the server:

[5]1> 10
1. CHAP
2. PAP

Select authentication type:

[2]1> 2

Choose the operation you want to perform:

- SETUP - Set up global settings.

- PRIVILEGES - Configure Two-Factor Authentication based on Role Privileges.
[1> privileges

Role Privileges:

Choose the operation you want to perform:

1. Add

[1>1

Select Predefined Roles to allow the privileges
1. Administrators

2. Guests

3. Help Desk Users

4. Operators

5. Read-Only Operators

6. Technicians

Enter the numbers (comma separated) to add privilege.
[1>1

Role Privileges:

Predefined:

Administrators

Choose the operation you want to perform:

1. Add

2. Delete
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passphrase & 7= (& passwd

B2k

NAT =R EHLET,

ERAE
MEE : ZDa<y Kix Tcommit] 2SHEE T,
JIAREH  ZDavw s NIy TAX T— R TORMEATEE9,

\}

GE)  passwd 2w RiE, v E—RLMEHTEZR2WS AN 2—FREHTEL L9175
OORHITT, YA N 2—=FNRT TRAZNDO~ v ETpasswd 2~ REFEITT5H L, L
AvtE—VEEREINT, 2=V OE— REEBFETICT T AZ L-LOT — X% L CHYE
PATONET, OT_XTOa2—PIIH L TUE, Lo oRREns=ar7 4 F 2 b—
vayv avwy RERL) BMEMThIET,

NyF avr K Zoavy FEAy FRBREFHR— R LTWEEA,
15

mail3.example.com> passphrase

0ld passphrase: your old passphrase

New passphrase: your new passphrase

Retype new passphrase: your new passphrase
passphrase changed.

last

B

last A~ RiX, VAT AR AV Lica—FE2R R LET, 774/ FTlE VAT
L TA LTS TANTOI—F 2R R LET,

ERAE

WEE : Zoa<y R Tcommit] 1ZMEH D FH A,
JGARER . Zpa<y Riivwyy T— RCOREHATEET,
NyF avwy R Zoavy RNy TFEXRETR—FLTHERA,

. avy kK sEH



I av vk 5EH

l

who

L

ER7E

1

whoami

B2k

ER7GE

elroy.run> last

Username Remote Host Login Time Logout Time Total Time
admin 10.251.23.186 Thu Sep 01 09:14 still logged in 1h 5m
admin 10.251.23.186 Wed Aug 31 14:00 Wed Aug 31 14:01 1m
admin 10.251.16.231 Wed Aug 31 13:36 Wed Aug 31 13:37 Om
admin 10.251.23.186 Wed Aug 31 13:34 Wed Aug 31 13:35 Om
admin 10.251.23.142 Wed Aug 31 11:26 Wed Aug 31 11:38 1lm
admin 10.251.23.142 Wed Aug 31 11:05 Wed Aug 31 11:09 4m
admin 10.251.23.142 Wed Aug 31 10:52 Wed Aug 31 10:53 1m
admin 10.251.60.37 Tue Aug 30 01:45 Tue Aug 30 02:17 32m
admin 10.251.16.231 Mon Aug 29 10:29 Mon Aug 29 10:41 1lm
shutdown Thu Aug 25 22:20

who 2~ NiZ, CLINGL Y AT A A v Lied_RTCOa2—%, vu A UK, 74 Kb
B, BXOa—9»Bno /A L)V E—F KRR MEe—BERRLET,

FE® : 2=y K lcommit] 1ZMEH D FHA,

JIAREM . ZDavw s RiZ<wYr B— R TORMERATEET, 51T, Z0avwy Rignm
TAVRAN (=B erf Lz ) TORMEATEET, Z0avr FEMHT5
Wi, 2a—H IV 77 AV VAT ATV BATEALERHY £,

NYyF ARV K ZOavy FERNy FEREZYR—FLTHERA,

mail3.example.com> who
Username Login Time Idle Time Remote Host What

admin 03:27pPM Os 10.1.3.201 cli

whoami =~ KiZ, Hifn /A v L TWAa2—PDa—PLBLU0KL E, 2—FRELT
WBIN—TFRLET,

MEE : Z0a<y Kt Tcommit] 2SHEE T,

avy R sEZH II



B »

1

avv R sEH |

ISRBEM . Zpavy N, TR_RTOY >y FT— K (P59 R&, TA—F <) T
HATxE7,

NyF avws R Zoavwy IRy FEXSEZSR—-FLTHERA,

mail3.example.com> whoami

Username: admin

Full Name: Administrator

Groups: admin, operators, config, log, guest

RE7IT2A4AT7ADEE

loadlicense

B2k

ER7AE

1

« loadlicense (292 ~—73)

« showlicense (293 ~X—37)

WIRT T I7A TV ADXML 74 B A%&n—RLET, 77 A nbr—RT550, 2t —
T RR=RARNTEET, IOV TIX, [ Cisco Content Security Virtual Appliance Installation
Guide] ZZHLTLIESW, 2O ¥ a2 M,

http://www.cisco.com/c/en/us/support/security/email-security-appliance/products-installation-guides-list.html

MOAFTEET,
Zoavwr N, HHEXLIIAN V= HREZFF O —FMEHTE £,

Mg : 0o~ R lcommit] (TMHEHD FH A,

JIGAREH  Zoav NIy E— R TORMEHATEET, E5I2, Zoa<wr Rine
TAARAN (—FRNal A Lz~ y) TORMEATEET,

NyF avws R Zoavy RNy FEXREZSR—FLTHERA,

mail.example.com> loadlicense

1 Paste via CLI

2 Load from file

How would you like to load a license file?

11> 2

Enter the name of the file in /configurations to import:
[1> <filename>

TERMS AND CONDITIONS OF USE

<Terms and conditions>

Do you accept the above license agreement?
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showlicense

B2k

ER7GE

Ny FRRK

1

LB FEHR

showlicense .

>y

The license agreement was accepted.

The following feature key have been added:
<feature keys>

TT—RN— RV =27 OREIADRRIINDIZLHEHY £,

BIEDRET 774 T A TA4 B RZHET HERER RS LET, ST OVWTIL, featurekey
awy REMHTL L0000 £77,

o<y NI, BHEFLIIAR LA HEREFO—IMEATE 9,

Mg 2o~ R lcommit] (TMHEH FH A,

JIGALER  ZDavw s Rig~vyrB— R TORMEATEET, IHIZ, Z0avr RiEgn
TA Y RAN (=Rl L~y y) TORMEHATEET,

NyF awy B 2oawy Ry FBREF K-k LTOET,

ZDa<wy RORES : showlicense

mail.example.com> showlicense
company: Example Inc.

org: Widget Division

unit: Portland Data Center

seats: 1000

city: Portland

state: Oregon

country: US

email: mailadmin@example.com
begin date: Tue Dec 6 17:45:19 2011
end _date: Mon Sep 1 17:45:19 2014
vln: ABC-123423123

serial: 1003385

ZITHE. KO CLI 2wy RIZOWTHB LET,
» geolocationupdate (294 ~X—73)

» geolocationstatus (294 ~X—7)
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geolocationupdate

&R
PV ERZRY A N2 FECEHFLET,
ERAE
FEE : 2Dz~ N2 lcommit] 1ZMEH D FHA,
PDSARRER . Zoavr Fii~vyy E— RTORFEHTEET,

NyFaAIVER: Zoavy Ay FEREFR—FLTWET, FEMICOW TR, nelp
generalconfig I RE AL T, AT ~NVTHESRRLTIEIN,

1

mail3.example.com> geolocationupdate

Requesting update of Geo Countries List.

geolocationstatus

& BA
HHELEGHR Y A NOBAEDO =Y a URFREINET,
ERRGE
BEE : 2o~ RN Tcommit] [TMEH Y FHA,
VSRAER : Zoavr R~y y E— RTORBHTEET,
NyFAIUER: Zoavr IRy FELEF R — ML TWEREA,

l

mail3.example.com> geolocationstatus
Component Version Last Updated

Geo Countries List 1.0.48 26 Feb 2017 04:22 (GMT +00:00)
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