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CLI Reference Guide for AsyncOS for Cisco Email Security
Appliances

[ Geo Distribution ]

789

geolocation-rule()

293
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I Cisco E

Async 0S 11.0 .
153
[ ContentFilters ] [
Message Filters ]
789
[ Advanced ] [
Message Event ]
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Cisco E
. Async 0S 11.0

AMP
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I Cisco E

Async 0S 11.0 .
AMP
. IP
AMP
* Web [ Mail
Policies 1> Outgoing Mail
Policies ]
449
e CLI  policyconfig
AMP
. Advanced Malware Protection
« AMP AMP File Analysis
« AMP AMP Verdict Updates
o[ Overview ]
. Outgoing Destinations
. Outgoing Senders
. Internal Users
789
[ Message Tracking ]>[
Message Event 1>
Advanced Malware Protection ] [
Mail Flow Direction ] AMP
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. Async 0S 11.0

. Async0S 11.0 for Cisco Email Security Appliances

Cisco E

* McAfee
* Sophos

* Graymail

Web
Services 1>

927

Security
Services Overview ]




I Cisco E

Async 0S 11.0 .
[ Global Settings ]
* McAfee
* Sophos
 Graymail
* Web [
Security Services ]>[ Service

Updates ]>[
Alert Interval for Disabled Automatic Engine Updates ]
927

e CLI  updateconfig

Advanced Malware Protection ]

449

AMP

AMP
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Cisco E
. Async 0S 11.0

* ACE
«ALZ

* Apple

* ARJ

* bzip2

* EGG

« GNU Zip
*ISO

* Java
*LZH

* Microsoft
* RAR

* RedHat

* Roshal RAR
* UNIX AR
* UNIX

* UNIX cpio
* UNIX Tar
* XZ

* ZIP

e 7-Zip
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I Cisco E

Async 0S 11.0 .
» Adobe Acrobat
PDF JavaScript
* Microsoft Office Open XML OLE
Visual Basic for Applications VBA
293
153
Web Web
CRL CRL

* Web [ Network ]>

[CRL CRL Sources 1> Edit

Settings ] >[WebUI CRL CRL check for

WebUI ]

SMTP
779
e CLI  certconfig > crl
. Web
CLI
Web
CLI
CLI Reference Guide for AsyncOS for
Cisco Email Security Appliances
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Cisco E

* Web

[

Security Services ]1>[

File Reputation and Analysis ]>[

Cache Settings ]

* CLI

449

ampconfig > cachesettings > modifytimeout

cloud-sa.eu.amp.cisco.com

EUROPE

https://panacea.threatgrid.eu

449

EUROPE

GUI

Cisco

. Cisco E
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I Cisco E

Training .

» Cisco Content Security Virtual Appliance Installation Guide

« CiscoE AsyncOS

e CLI Reference Guide for AsyncOS for Cisco Email Security Appliances

e AsyncOS API for Cisco Email Security Appliances - Getting Started Guide

Cisco Content Security

Cisco

Cisco E http://www.cisco.com/c/en/us/support/security/
email-security-appliance/tsd-
products-support-series-home.html

Cisco Web http://www.cisco.com/c/en/us/support/security/
web-security-appliance/tsd-products-
support-series-home.html

Cisco http://www.cisco.com/c/en/us/support/
security/content-security-management- appliance/tsd-
products-support-series-home.html

Cisco http://www.cisco.com/c/en/us/support/security/

CLI email-security-appliance/products-command-reference-list.html

Cisco lronPort http://www.cisco.com/c/en/us/support/security/

email-security-appliance/products-command-reference-list.html
Training

« http://www.cisco.com/c/en/us/training-events/training-certifications/supplemental-
training/email-and-web-security.html
« http://www.cisco.com/c/en/us/training-events/training-certifications/overview.html

Cisco

Cisco
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http://www.cisco.com/c/en/us/support/security/email-security-appliance/tsd-products-support-series-home.html
http://www.cisco.com/c/en/us/support/security/email-security-appliance/tsd-products-support-series-home.html
http://www.cisco.com/c/en/us/support/security/email-security-appliance/tsd-products-support-series-home.html
http://www.cisco.com/c/en/us/support/security/web-security-appliance/tsd-products-support-series-home.html
http://www.cisco.com/c/en/us/support/security/web-security-appliance/tsd-products-support-series-home.html
http://www.cisco.com/c/en/us/support/security/web-security-appliance/tsd-products-support-series-home.html
http://www.cisco.com/c/en/us/support/security/content-security-management-appliance/tsd-products-support-series-home.html
http://www.cisco.com/c/en/us/support/security/content-security-management-appliance/tsd-products-support-series-home.html
http://www.cisco.com/c/en/us/support/security/content-security-management-appliance/tsd-products-support-series-home.html
http://www.cisco.com/c/en/us/support/security/email-security-appliance/products-command-reference-list.html
http://www.cisco.com/c/en/us/support/security/email-security-appliance/products-command-reference-list.html
http://www.cisco.com/c/en/us/support/security/email-security-appliance/products-command-reference-list.html
http://www.cisco.com/c/en/us/support/security/email-security-appliance/products-command-reference-list.html
http://www.cisco.com/c/en/us/training-events/training-certifications/supplemental-training/email-and-web-security.html
http://www.cisco.com/c/en/us/training-events/training-certifications/supplemental-training/email-and-web-security.html
http://www.cisco.com/c/en/us/training-events/training-certifications/overview.html

Cisco E I

http://www.cisco.com/cisco/support/notifications.html

Cisco.com Cisco 15
1 http://www.cisco.com/c/en/us/support/security/
email-security-appliance/tsd-products-support-series-home.html
2 TechNotes
Web
Customer Support Portal URL

https://supportforums.cisco.com/community/5756/email-security

* Web

https://supportforums.cisco.com/community/5786/web-security

TAC http://lwww.cisco.com/c/en/us/support/web/tsd-cisco-worldwide-contacts.html

IronPort http://www.cisco.com/c/en/us/services/acquisitions/ironport.html

http://www.cisco.com/c/en/us/support/security/email-security-appliance/products-release-notes-list.html
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http://www.cisco.com/cisco/support/notifications.html
http://www.cisco.com/c/en/us/support/security/email-security-appliance/tsd-products-support-series-home.html
http://www.cisco.com/c/en/us/support/security/email-security-appliance/tsd-products-support-series-home.html
https://supportforums.cisco.com/community/5756/email-security
https://supportforums.cisco.com/community/5786/web-security
http://www.cisco.com/c/en/us/support/web/tsd-cisco-worldwide-contacts.html
http://www.cisco.com/c/en/us/services/acquisitions/ironport.html
http://www.cisco.com/c/en/us/support/security/email-security-appliance/products-release-notes-list.html

I Cisco E

Cisco AsyncOS FreeBSD  Stichting Mathematisch Centrum
Corporation for National Research Initiatives
Cisco

URL
https://support.ironport.com/3rdparty/AsyncOS_User_Guide-1-1.html.

Cisco AsyncOS Tobi Oetiker RRDtool

Dell Computer Corporation

McAfee
Sophos
contentsecuritydocs@cisco.com
Cisco
Cisco.com
Cisco.com ID https://tools.cisco.com/RPF/register/register.do%20
* Cisco 13
. 14
Cisco E
AsyncOS™
* SenderBase Cisco Anti-Spam
« Sophos McAfee

™

Async0S 11.0 for Cisco Email Security Appliances .


https://support.ironport.com/3rdparty/AsyncOS_User_Guide-1-1.html
https://tools.cisco.com/RPF/register/register.do%20

Cisco E I

. Cisco E

. Cisco AsyncOS DomainKeys DomainKeys
Identified Mail DKIM Sender Policy Framework
SPF Sender ID Framework SIDF DKIM

* Cisco HIPAA GLBA
E
Cisco
. AsyncOS for Email
. IP IP
. SMTP over Transport Layer Security
« Virtual Gateway™ E
IP
1 IP IP
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I Cisco E

AsyncOS

Protocol

AsyncOS

SMTP

HTTP
SSH

» Korean

RFC 2821

HTTPS Web GUI

CLI

GUI CLI

Async0S 11.0 for Cisco Email Security Appliances

Simple Mail Transfer
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Cisco E

. Async0S 11.0 for Cisco Email Security Appliances



* Web GUI 19
. 21
. CLI 21
Web
Web GUI
CLI GUI
CLI GUI
CLI
Web Ul JavaScript Cookie
Cascading Style Sheet CSS
HTML
Operating System
Internet Explorer Microsoft Windows 7
11.0
Safari 7.0 Mac OS X
Firefox 39.0 Microsoft Windows 7 Mac OS X
Chrome 44.0 Microsoft Windows 7 Mac OS X
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B cu

GUI CLI

Web

GUI

GUI URL
http://192.168.42.42/

° admin

. ironport

AsyncOS

HTTP HTTPS
HTTP HTTPS

URL IP IP
GUI

http://192.168.1.1
https://192.168.1.1

http://mail3._example.com

https://mail3._example.com

HTTPS HTTP
https://
GUlI

. 901
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http://192.168.42.42/

clustermode
clusterset GUI
GUI 1133
[ Commit Changes ]
[ Commit Changes ]
SSH IP
SSH
SSH
interfaceconfig
CLI CLI Reference Guide for AsyncOS for Cisco Email Security
Appliances
S
CLI Web

20
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CLI

. Async0S 11.0 for Cisco Email Security Appliances



. 23

°E
. 31
. 39
. 67
. E
Content Security Virtual Appliance Installation Guide
*M Cisco
M
69
E Mail Exchange MX
IP IP

SenderBase Network Participation 1029

AsyncO0S 11.0 for Cisco Email Security Appliances

Cisco

Cisco
1193

SMTP

IronPort
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B oons

342 Sophos 321
385
107
E
1
MTA
E 1P
IP SenderBase
SenderBase SBRS
Anti-Spam
S
IP 360
E SMTP
. 789
. LDAP LDAP
727
679
669
MTA
DNS
Anti-Spam McAfee Antivirus Sophos Anti-Virus
E DNS
DNS IP
A
MX MTA MTA
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E MX

MX 20 E
ironPort.example.com example.com
MTA MTA

$ host -t mx example.com

example.com mail is handled (pri=10) by mail.example.com

example.com mail is handled (pri=20) by ironport.example.com

E DNS MX
MTA

MTA

14

{1
wremver — § - —
i
1 IronPort C-Series Groupware Q Q’

I
(Exchange;
Rl Notes? Groupwise™) Clients

E DMz
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Incoming
31
Incoming
. E
SMTP
Exchange™  Groupwise™
Domino™ 655
Outgoing
. E
°E
82
E
1 2
IP Virtual
Gateway ™
710 IP 1215
C170 | C370 |C670 X1070 |C380 C680 C190 C390 C690
Type
Ethernet [[0] |1 1 1 1 1 [0] 1 1
Ethernet | 2* |3 3 3 3 3 2* 5 5
9 |9 9 9 RJ-45 |RJ-45 |RJ-45 |RJ-45 |RJ-45
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C170 | C370 |C670 X1070 |C380 C680 C190 C390 C690
Type
Ethernet |N N N N Y Y Y Y Y
RPC
* Datal
Hardware Installation Guide
1
. E
1117
*E 2 NIC
1041
NAT
SMTP DNS
1239
E
3 1
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. HAT

HAT
. RAT
e SMTP
. Cisco C-Series X-Series
«E HAT
HAT
IP
4 |Pv4 6 IPv6
. 2 IPv4 2 IPv6
2
* |Pv4 IPv6
o1 1 IPv4 1
* |PV4 IPv6
1 2
35 3
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&
Firewall .‘: -””’

Public Listener:

“InboundMail”

IPv4 Interface: PublicNet1 (e.g. 1.2.3.4)
IPv6: 2001:0db8:85a3::8a2€:0370:7335

Ethernet Interface: Data 2

Ethernet Interface: Data 2

IP Interface: PublicNet 2(e.g. 1.2.3.5)

Private Listener:
“OutboundMail”

I

Groupware Server
(Exchange™, Domino™?,

Groupwise™)
Gmuljem
. X2
* [Pv4 X2
* |IPv6 X2
. x1 2 1
. SMTP
InboundMail
* [Pv4 1234
* IPV6 : 2001:0db8:85a3::8a2e:0370:7334
* Data 2 25
* HAT
* RAT
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OutboundMail

« |P address: 1.2.3.5

* |Pv6
e Data 2

* HAT

SMTP

: 2001:0db8:85a3::8a2e:0370:7335
25

DNS

Public Listener:
“ANMail”

‘ IP interface: PublicNet (e.g. 1.2.3.4) ‘

‘ Ethernet interface: Data 1 ‘

e

Groupware server
(Exchange™, Domino™,
GroupwiseT™)

x1
x1
X1

SMTP

DNS
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InboundMail
 |P address: 1.2.3.4
e Data 2 25
« HAT RELAYLIST
* RAT
DNS DNS
SMTP
32
IP
32
IP
E 33
IP
IP
35
12
12
CLI CLI
CLI 52
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7 | Web

interfaceconfig HTTP
HTTPS

2. Web IP

loadlicense
12
Content Security Virtual Appliance Installation Guide

39

Ethernet

PC

192.168.42.42

1Pv4
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IP B
PC
E
1211
Bits per second 9600
8
1
S
FTP SSH SCP 1207
901
IPv4 IPv6
IP
C170 C190 Data 1 IP
192.168.42.42
E
2 Data
1 Data Management
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|
IP
4 IPv4 6 IPv6
. IPv4 2 IPv6
2
* IPv4 IPv6
o1 1 IPv4 1
* |IPv4 IPv6
E IPv4 IPv6
IPv4  IPv6
«|P IPv4 IPv6
* CIDR IPv4
* CIDR IPv6
. IP
* DNS IP
* NTP IP
IP 1215
A\
E
1239
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1215
Cisco
1193

Cisco

Default System
Hostname

Email System Alerts
To

Deliver Scheduled Reports
To

Time Zone
Information

NTP NTP Server

Admin
Passphrase

SenderBase
SenderBase Network
Participation:

AutoSupport:

Network Integration

Gateway

DNS:

Async0S 11.0 for Cisco Email Security Appliances
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Interfaces

1 Data 2 Port

IPv4 /
IPv4 Address / Netmask:

IPv6 /
IPv6 Address / Prefix:

Fully
Quialified Hostname:

: Domain Destination
Accept Incoming Mail:

System
Relay Outgoing Mail:

2 Data 2 Port

IPv4 /
IPv4 Address / Netmask:

IPv6 /
IPv6 Address / Prefix:

Fully
Quialified Hostname:

: Domain [ Destination ]
Accept Incoming Mail:

System
Relay Outgoing Mail:

Management
Port
IP IP Address
Network
Mask:
IPv6 . IPv6 Address:
Prefix:
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Fully
Qualified Hostname:
: Domain Destination
Accept Incoming Mail:
System
Relay Outgoing Mail:
Message Security
SenderBase /
SenderBase
Reputation Filtering:
Anti-Spam Scanning Engine /lronPort
McAfee Anti-Virus Scanning /
Engine
Sophos Anti-Virus Scanning /
Engine
/
Outbreak Filters

System
Settings

Default System
Hosthame

Email System Alerts
To

Deliver Scheduled Reports
To:

Time Zone:

NTP NTP Server
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System
Settings

Admin
Passphrase

SenderBase /
SenderBase Network
Participation:

AutoSupport:

Network Integration

Gateway

DNS:

Interfaces

2 Data 2 Port

IPv4 /
IPv4 Address / Netmask:

IPv6 /
IPv6 Address / Prefix:

Fully
Quialified Hostname:

: Domain Destination
Accept Incoming Mail;

System
Relay Outgoing Mail:

1 Data 1 Port

IPv4 /
IPv4 Address / Netmask:

IPv6 /
IPv6 Address / Prefix:
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System
Settings

Fully
Qualified Hostname:

Message Security

SenderBase /
SenderBase
Reputation Filtering:
Anti-Spam Scanning Engine /lronPort
McAfee Anti-Virus Scanning /
Engine
Sophos Anti-Virus Scanning /
Engine
/
Outbreak Filters
CLI
Web
GUI 40 CLI
52
31
E

Installation Guide

loadlicense

Cisco Content Security Virtual Appliance
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B we GUI

E
IP 192.168.42.42 Data 1
C170 C190
IP
Cisco Cisco
M 1193
1 IP

Web GUI

Web GUI Web
192.168.42.42

. admin

. ironport

login: admin
passphrase: ironport

\}
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Web .

Web

1
* Web GUI 40
. AsyncOS
. [ System Administration ] [
System Setup Wizard ]
2 | Start ] 1 42
3 2 42
. AutoSupport
. NTP
 admin
* SenderBase Network Participation
4 [ Network ] 3 43
. DNS
SMTP
5 [ Security ] 4 48
* SenderBase
* Anti-Virus
6 [ Review ] 5 49

Async0S 11.0 for Cisco Email Security Appliances .



1
[ Begin Setup ]
https://support.ironport.com/license/eula.html
2
E
Cisco AsyncOS
1
962
E
GMT
GMT 992
NTP
Cisco Systems time.ironport.com
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admin Cisco AsyncOS  admin
6

SenderBase

SenderBase

SenderBase

E
SenderBase [
Click here for more information about what data is being shared... ]
FAQ 1030
SenderBase [
IronPort SenderBase
Allow IronPort to gather anonymous statistics on email and report them to SenderBase in order to
identify and stop email-based threats ] [ Accept ]
SenderBase Network Participation 1029

AutoSupport

AutoSupport

AutoSupport 962
[ Next ]
3
3 DNS Data

1 Data 2 Management

DNS
IP IPv4
IPv6
Domain Name Service DNS Cisco AsyncOS
DNS /
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DNS

DNS IP
DNS 4 DNS
0
DNS 986
S
DNS DNS
DNS [
DNS Use Internet Root DNS Server ] Management
IP
E
[ Enable ] IP
IP
DNS
DNS MX IPv4 IPv6
1 1
1 C170 C190
1 1
1
IP
Data 1 Data 2
C370 C670 X1070 C380 C680 C390 C690
1
1
C170 C190
1 1
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IP 34
. IP IPv4 IPv6
* |Pv4 AsyncOS CIDR
255.255.255.0 /24
IPv6 CIDR 64 /64
. IP
S
IP
IP
IP 1215
. SMTP
[ Accept Incoming Mail ]
[ Destination ] SMTP
SMTP SMTP
RAT
Mail Exchange MX
SMTP Microsoft Exchange
example.com -example.com

exchange.example.com

[ Add
Row ]

SMTP SMTP
DNS
655
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example.com

SSH
IPv4

* 192.168.42.42
*192.168.1.1 Datal

SMTP
«192.168.2.1 Data 2
exchange.example.com

. Async0S 11.0 for Cisco Email Security Appliances

example.net

.example.net

148

RELAYLIST
110

Relay Outgoing Mail ]

Management

.example.com
exchange.example.com



C370 C670 X1070 C380 C680 C390 €690 .

C370 C670 X1070 C380 C680 C390 €690

3: Management x2

| able Data

This interface is typically configured fo accept mail.

IPv4 Address / Netmask: | [1.1.1.1/24
1Pv6 Address / Prefix: Eggl:dbs;h 1464

Fully Qualified Hostname:

Fulty quelified hostname for this appliance

Accept Incoming Mail: | [] accept mail an this interface

Relay Qutgaing Maili | [ Relay mail on this interface

= able Data

This interface s typically configured fo relsy mail,

IPv4 Address / Netrask: | [11.1.2/24
16 Address / Prefix: EDDl:dhE:l::M’M

Fully Qualified Hostname:

Fully qualified hostname for this appliance

Accept Incoming Mail: | [ accept mall an this interface

Relay Outgeing Mail: | [ relay mail on this interface

v able Manage
This interface is typically configured for system administration,
IPv4 Address / Netrnask: W
1Pv6 address / Prefix: | Eootiabaiia/ed.
Fully Qualified Hostname: W

Fully qualified hostname for this appliance

Accept Incoming Mail: | (] Accept mail an this interface

Relay Outgoing Mail: | [J Relay mail on this interface

C170 C190

C170 C190 Data 2
Datal
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v

This interface is typically used to accspt and relay mail.

1P Address:

192.168.1.1

Network Mask:

255.255.255.0

Fully Qualified Hostname:

mail3.example.com
Fully qualified hostname for this appliance

Accept Incoming Mail:

Accept mail on this interface

Domain Destination

Add Row

|-example.com =xchange.example.com

sxampls: company.com

i.e. An Exchange or hotes server

v

Relay Outgoing Mail:

Relay mail on this interface

System

Add Row

[exchange.example.com

example: company.com

w

This interface is typically ussd for system administration. (You are currently connected to this interface.)

1P Address:

192.168.42.42

Network Mask:

255.255.255.0

Fully Qualified Hostname:

mail.example.com
Fully qualified hostname for this appliance

Accept Incoming Mail:

[ Accept mail on this interface

Relay Outgoing Mail:

[] relay mail on this interface

[ Next ]

McAfee

SenderBase

SenderBase

SenderBase
IP

SenderBase

SenderBase

Async0S 11.0 for Cisco Email Security Appliances

Sophos

Anti-Spam

http://www.SenderBase.org

SenderBase

30

SenderBase

SenderBase

Anti-Spam




AsyncOS
Anti-Spam
339
851
Sophos Anti-Virus McAfee Anti-Virus 30
319
449
30
385
[ Next ]
[ System Settings ] [
Network Integration ] [ Message Security ]
[ Previous ]
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. Active Directory

[ Edit ]

[ Install This
Configuration ]

[ Install ]

C370 C670 X1070 C380 C680

C390 C690 C170 C190
Data 1 IP [
Install ] URL http://192.168.42.42
IP
66

Active Directory

E
Active Directory Wizard Active
Directory Active Directory Wizard Active Directory
LDAP
Active Directory [
SkipthisStep ] Active Directory Wizard [ System
Administration ] > [Active Directory Active Directory Wizard ]
Active Directory LDAP [ System
Administration ] > [LDAP]
Active Directory Wizard DN SSL
LDAP Active
Directory Wizard LDAP LDAP
Active Directory Wizard LDAP [
System Administration ]>[LDAP]
1 [Active Directory Active Directory Wizard ] [Active Directory Run

Active Directory Wizard ]
2 Active Directory
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3
4 | Next ]
Active Directory Active Directory Wizard [
Test Directory Settings ]
5 Active Directory [ Test ]
[ Connection Status ]
6 [ Done ]
Active Directory Wizard
[ System Setup Next Steps ]
[ System Setup Next Steps ]
CLI 32
admin CLI admin
901
admin
admin passphrase
IP 192.168.42.42
SSH SSH 22

32

. admin

. ironport
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CLI

login: admin
passphrase: ironport

\}

CLI

CLI GUI
« CLI Web
* CLI
* CLI
* CLI LDAP
Idapconfig LDAP
systemsetup

IronPort> systemsetup

[ Yes ]
WARNING: The system setup wizard will completely delete any existing

“"listeners® and all associated settings including the "Host Access Table®™ -
mail operations may be interrupted.

Are you sure you wish to continue? [Y]> Y
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admin

CLI
Web
41 GUI

admin
AsyncOS  admin
6
E
IP
Management C370 C670 X1070 C380 C680 C390
Datal C170 C190
IP
IP
IP
IP IP
Datal Data?2
IP
C370 C670 X1070 C380 C680 C390 C690
1
1
C170 C190
1 1
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systemsetup




SSH
. IP
1 1
PrivateNet PublicNet
A\
AsyncOS 2
Privatenet PrivateNet
2
. IP IPv4
IPv6 1 IP IP
. CIDR
255.255.255.0 /24
A\
IP
IP
IP 1215
C170 C190 Data 2
systemsetup
IP
Web
systemsetup Management
Web Secure HTTP  https Web
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DNS B

HTTPS
DNS
Domain Name Service DNS Cisco AsyncOS
DNS /
DNS
DNS IP DNS
0 DNS
systemsetup
IP
E
Cisco AsyncOS
IP
SMTP
C370 C670 X1070 C380 C680 C390 C690
systemsetup 2 1 1
81
C170 C190
1
systemsetup C170 C190
60
OutboundMail
. systemsetup IP
smtproutes
655
. SenderBase Reputation Score  SBRS; SenderBase
[ Conservative ] | Moderate ] [
Aggressive |
. 1
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110

147
%,
C370 C670 X1070
C380 C680 C390 C690 C170 C190
C170 C190
60
systemsetup PublicNet IP
InboundMail example.com
Mail Exchange exchange . example.com
SMTP
1 4500
“
1 1
1 200
10,000
E
1 200
50 1 200

110

You are now going to configure how the appliance accepts mail by
creating a "Listener".
Please create a name for this listener (Ex: "InboundMail™):

[1> InboundMail
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Please choose an IP interface for this Listener.

1. Management (192.168.42.42/24: mail3.example.com)
2. PrivateNet (192.168.1.1/24: mail3.example.com)
3. PublicNet (192.168.2.1/24: mail3.example.com)

[1]> 3
Enter the domains or specific addresses you want to accept mail for.

Hostnames such as "‘example.com™ are allowed.

Partial hostnames such as *.example.com” are allowed.
Usernames such as "'‘postmaster@" are allowed.
Full email addresses such as *""joe@example.com™ or "joe@[1.2.3.4]" are allowed.

Separate multiple addresses with commas.

[1> example.com
Would you like to configure SMTP routes for example.com? [Y]> vy

Enter the destination mail server which you want mail for example.com to be delivered.
Separate multiple entries with commas.

[1> exchange.example.com

Do you want to enable rate limiting for this listener? (Rate limiting defines the maximum
number
of recipients per hour you are willing to receive from a remote domain.) [Y]> Yy

Enter the maximum number of recipients per hour to accept from a remote domain.

[1> 4500

Default Policy Parameters

Async0S 11.0 for Cisco Email Security Appliances .



Maximum Message Size: 100M
Maximum Number Of Connections From A Single I1P: 1,000
Maximum Number Of Messages Per Connection: 1,000
Maximum Number Of Recipients Per Message: 1,000
Maximum Number Of Recipients Per Hour: 4,500
Maximum Recipients Per Hour SMTP Response:

452 Too many recipients received this hour
Use SenderBase for Flow Control: Yes
Virus Detection Enabled: Yes
Allow TLS Connections: No

Would you like to change the default host access policy? [N]> n

Listener InboundMail created.
Defaults have been set for a Public listener.

Use the listenerconfig->EDIT command to customize the listener.

*hkkk

systemsetup PrivateNet IP
OutboundMail example.com

-example.com

82

Do you want to configure the appliance to relay mail for internal hosts? [Y]> vy
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Please create a name for this listener (Ex: "OutboundMail'):

[1> OutboundMail

Please choose an IP interface for this Listener.

1. Management (192.168.42.42/24: mail3.example.com)

2. PrivateNet (192.168.1.1/24: mail3.example.com)

3. PublicNet (192.168.2.1/24: mail3.example.com)

[1]> 2

Please specify the systems allowed to relay email through the appliance.

Hostnames such as "example.com™ are allowed.

Partial hostnames such as ".example.com" are allowed.

IP addresses, IP address ranges, and partial IP addressed are allowed.
Separate multiple entries with commas.

[1> -example.com

Do you want to enable rate limiting for this listener?

(Rate limiting defines the maximum number of recipients per hour you are willing
to receive from a remote domain.) [N]> n

Default Policy Parameters

Maximum Message Size: 100M

Maximum Number Of Connections From A Single 1P: 600
Maximum Number Of Messages Per Connection: 10,000
Maximum Number Of Recipients Per Message: 100,000

Maximum Number Of Recipients Per Hour: Disabled
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B on c190

Use SenderBase for Flow Control: No
Virus Detection Enabled: Yes
Allow TLS Connections: No

Would you like to change the default host access policy? [N]> n

Listener OutboundMAil created.
Defaults have been set for a Private listener.

Use the listenerconfig->EDIT command to customize the listener.

FhkKkk

C170 C190

C170 C190

systemsetup MailNet IP
Maillnterface example.com
Mail Exchange exchange . example.com
domain example.com

.example.com

450

SMTP

1 200
10,000

200
1 200

110

50
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You are now going to configure how the appliance accepts mail by creating a "Listener™.
Please create a name for this listener (Ex: "Maillnterface™):

[1> Maillnterface

Please choose an IP interface for this Listener.
1. MailNet (10.1.1.1/24: mail3.example.com)
2. Management (192.168.42.42/24: mail3._example.com)

[1]> 1
Enter the domain names or specific email addresses you want to accept mail for.

Hostnames such as "example.com™ are allowed.

Partial hostnames such as ".example.com" are allowed.
Usernames such as "postmaster@" are allowed.
Full email addresses such as '"joe@example.com™ or "joe@[1.-2.3.4]" are allowed.

Separate multiple addresses with commas.

[1> example.com
Would you like to configure SMTP routes for example.com? [Y]> vy

Enter the destination mail server where you want mail for example.com to be delivered.

Separate multiple entries with commas.

[1> exchange.example.com

Please specify the systems allowed to relay email through the appliance.

Hostnames such as "example.com™ are allowed.
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B on c190

Partial hostnames such as ".example.com” are allowed.

IP addresses, IP address ranges, and partial IP addresses are allowed.

Separate multiple entries with commas.

[1> -example.com

Do you want to enable rate limiting for this listener?

(Rate limiting defines the maximum number of recipients per hour you are willing
to receive from a remote domain.) [Y]>vy

Enter the maximum number of recipients per hour to accept from a remote domain.

[1> 450

Default Policy Parameters

Maximum Message Size: 10M
Maximum Number Of Connections From A Single I1P: 50
Maximum Number Of Messages Per Connection: 100
Maximum Number Of Recipients Per Message: 100
Maximum Number Of Recipients Per Hour: 450
Maximum Recipients Per Hour SMTP Response:

452 Too many recipients received this hour
Use SenderBase for Flow Control: Yes
Spam Detection Enabled: Yes
Virus Detection Enabled: Yes
Allow TLS Connections: No

Would you like to change the default host access policy? [N]>
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Listener Maillnterface created.
Defaults have been set for a Public listener.

Use the listenerconfig->EDIT command to customize the listener.

*hkkk

systemsetup C170 C190
1
789
Anti-Spam 30
systemsetup
Anti-Spam
Anti-Spam
S
Anti-Spam
Anti-Spam
339
872
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30
systemsetup 1
E
319
SenderBase
SenderBase
30
385
SenderBase
SenderBase
SenderBase
E
Cisco Email Security Appliance Guide SenderBase Network Participation
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AutoSupport .

AutoSupport
Cisco AsyncOS

CLI alertconfig
GUI | System Administration 1> [ Alerts ]
Cisco Email Security Appliance

Guide Distributing Administrative Tasks Alerts
AutoSupport
[ Yes ]
Cisco Email Security Appliance Guide Distributing Administrative Tasks
AutoSupport
Cisco AsyncOS NTP

Cisco Systems

[ Continent 1 [ Country ] [ Timezone ] NTP
NTP

[ Yes ]

Congratulations! System setup is complete. For advanced configuration, please refer to
the User Guide.

mai l3.example.com>
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Cisco AsyncOS mailconfig systemsetup
mail3.example.com> mailconfig

Please enter the email address to which you want to send
the configuration file. Separate multiple addresses with commas.

[1> user@example.com

The configuration file has been sent to user@example.com.

mai l3.example.com>

systemsetup Anti-Spam
Sophos McAfee Anti-Virus

Your "Receiving” key will expire in under 30 day(s)-
Please contact IronPort Customer Support.

Your *'Sophos' key will expire in under 30 day(s)-
Please contact IronPort Customer Support.

Your "Outbreak Filters™ key will expire in under 30 day(s)-
Please contact IronPort Customer Support.

30
[ System Administration > [
Feature Keys ] featurekey
930

. Async0S 11.0 for Cisco Email Security Appliances



81

69
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. 69
. 72
. 75
. 79
3
/
trace

AsyncO0S 11.0 for Cisco Email Security Appliances .



(Receive SMTP connection from SMTP server.)

¢ Action is
Action s Reiect. TCPREFUSE.
‘ mw What action does the Host Access Table (HAT) indicate for the SMTP connection?

¢ Action is Accept or Continue. ﬁi"" s
elay.
| “Add Received Header” Listener property Is processed. ‘
| “Add Default Domain” Listener property is processed. ‘
| (Outgoing) Envelope Sender address is tagged if Cisco Bounce Verification is enabled. ‘
| (Incoming) Envelope Recipient address is rewritten according to the domain map table. ‘
No, Reject = = ¢ — =
1—| (Public) Does the Recipient Access Table (RAT) indicate to Accept the SMTP connection? ‘
¢ Yes
| Envelope Recipient address is rewritten according to the alias tables. ‘H
No - ¢ - — P——
<+ \—| Do the LDAP acceptance queries indicate this is a valid recipient? ‘
¢ Yes
| \¢| Does SMTP call-ahead recipient validation indicate this is a valid recipient? ‘
¢ Yes
<i| (Incoming) Is this a forged message according to SPF or SIDF email authentication? ‘
v v

A
CDmp cnnnection.) (Accept connection and process message in the work queue)( Relay message.

A4 Reject recipient.
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Receive message
the work queue
No, Bounce ‘
Do the LDAP acceptance queries indicate this is a valid recipient?
No, Drop (Configured to occur during the work queue)Yes

Yes

Envelope Sender and some email headers are rewritten based on a
table or LDAP query (masquerading)

l

Messages are created for each alias target according to
LDAP routing queries

Action is Bounce jon is Encrypt & Deliver
- Message filters are applied to messages, and an action is taken
Action is Deliver

Action is Drop

I
All other actions
¥

Yes, blocklist
Yes, blocklist action is action is
"
delete Is the sender address in the end-user safelist or blocklist database? | auerentne
I Yes, safelist

No

. h 2
Yes, action s B P I
< pYes: action & Bounce Is the message identified as spam? Yes, action is
(May be skipped due to configuration) querantine

Yes, action is Drop

No, OR Yes and action is deliver
v

—

Yes, action is

Is the message identified to have a virus?
(May be skipped due to configuration)

quarantine

s, action is Drop

No, Yes and message is repairad, OR Yes and message sent as attachment.

Unknown, action
is quarantine

Does a message attachment contain a threat?
Yes, action is Drop (Behavior depends on configuration)

No, Yes and infected attachment is dropped, OR Unknown and appliance is not configured to quarantine unknown files

< Action is Bounce
Is the message identified to have a graymail ?
et (May be skipped due to configuration)
Action is Drop .
No, OR Vesand:cuoms deliver Action s Encypt
& Deliver

.| Action is Bounce

-

Content filters are applied, and an action is taken

(May be skipped due to configuration)
Action is Drop

Action is Deliver

! o
All other actions Action Is Skip
L 4

Outbreak Filters

‘ Do the outbreak filters indicate an outbreak is present?

I
No, OR Yes and message is modified
¥

Yes,
If the message is not spam, virus, and threat positive, add graymail safe q"::f::i:;
unsubscribe banner (May be skipped due to configuration)

Yes, action is
v quarantine

(Outbound) Does the DLP Engine detect a DLP violation?
Action is Deliver

Send message to

Yes, action is Drop

quarantine

Encrypt and deliver
message

Start SMTP client

conversation
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(Start SMTP client conversation.)

| (Outgoing) Message is encrypted, if applicable. ‘

| Message is sent over a particular IP interface defined by the virtual gateway. ‘

The total maximum number of outbound connections is enforced,
and the default delivery interface is set.

v

“Received:” header is added to the message.

IYES, drop. Do the configured domain-based limits, such as maximum number of Yes, bounce. |
connections and recipients, indicate to drop or bounce the message?

No, continue.

Message is routed to a specific mail exchange host based on
domain without rewriting envelope recipient.

| Specific recipients are dropped as configured in the Global Unsubscribe list. ‘

| (Outgoing) DomainKey or DKIM signature header is added to the message. |

QMP;I Is the message undeliverable based on configured Bounce Profiles? }M}

No, deliver.

( Deliver message to client. >

HAT

HAT
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Received: .

1
HAT
SMTP 1
HAT
DNS SMTP
SMTP DNS
DNS
SMTP
DNS
Cisco SenderBase
118
Received:
listenerconfig
Received:
82
joe
joe@example.com
82

695
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joe@old.com -> joe@new.com

679
RAT
RAT
1
Envelope To RCPTTO
LDAP
LDAP
SMTP
SMTP
LDAP LDAP
LDAP 738
SMTP
E SMTP
SMTP
MTA SMTP
SMTP E
SMTP
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82

145
662
DHAP
E
SMTP
E
MTA SMTP



SMTP

SMTP 629

DLP DLP
284

. HAT
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B we

LDAP
LDAP
LDAP
LDAP
LDAP
To: From: CC:
2
669
LDAP
LDAP
LDAP
LDAP
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SMTP
82
SMTP
LDAP
738
LDAP
738

HAT

DHAP

MAILFROM

LDAP

738



153

871

339

* X-Header
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449

Outbreak
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79

319

373

293

Outbreak

79

385



Virtual Gateway Virtual Gateway
Virtual Gateway
IP

Virtual Gateway ™
710

deliveryconfig

707

[ Mail
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Policies ]>][ Destination Controls ]
694
Mail Exchange MX [
SMTP Routes ] smtproutes
IP
IP
719
[ Network ]>[
Profiles ] bounceconfig
[
Listeners ] listenerconfig
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destconfig

Network ]>[SMTP

655

AsyncOS
Bounce

Network 1>

685



* Web
88

* CLI

Simple Mail Transfer Protocol SMTP;
SMTP
MX

SMTP

SMTP

81

94
96

SMTP
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o[ Public ]
o[ Private ]
POP/IMAP
L]
IP
82
107
currentcompany .com oldcompany .com
currentcompany.com  oldcompany.com
145
SMTP SMTP
8 P
‘ Listener ‘ Port
IP interface IP address
Physical Ethernet interface Physical interface
= e Cisco Email
L Security appliance
GUl [ Network ]>] Listeners ] CLI  listenerconfig
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85

SMTP Quick Mail Queuing Protocol QMQP

listenerconfig CLI

. 4 |Pv4 6 IPv6
IPv4  IPv6 IPv6
IPv6 IPv6
IPv4
. 1
AsyncOS
SBRS
* C170 C190
1 1

CLI 1ristenerconfig
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9:3

i
_4'»/ .

P Y
\_ Internet 1 =—
a 'k:\__i f—”J

¢ 7S)ITP

Public Listener:
“InboundMail™

| IP interface: PublicNet (e.g. 192.168.2.1) |

‘ Ethernet interface: Data 2 |

Note  This public listener uses SMTP
protocol on Port 25 of the
PublicNet IP interface on the
Data2 Ethernet interface to
accept messages from the
Internet.

IP interface PublicNet sends
messages to destination hosts
on the Internet.

Cisco Email
Security appliance

Ethernet interface: Data 1 [

| IP interface: PrivateNet (e.g. 192.168.1.1) ‘

Private Listener:
“OuthoundMail™

!

Groupware server / Message generation system

10:2

IP interface PrivateNet sends messages to
internal mail hosts.

Note  This private listener uses SMTP
protocol on Port 25 of the
PrivateNet IP interface on the
Datal Ethernet interface to
accepl messages from internal
systems in the .example.com
domain.

X

y ST

e
~

L Internet 1} -
L _\(\ ;,z_}w

# SMTP

Groupware server /
Message generation svstem

N

Public Listener:
“MailInterface”

“—"‘ IP interface: MailNet (e.g. 192.168.2.1) ‘

‘ Ethernet interface: Data 2 ‘

Cisco Email
Security appliance

PublicNet 25
.example.com
MailNet

SMTP

Data2 IP
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4 |Pv4 6 IPV6
IPv4 IPv6
1 [ Network 1> Listeners ]
2 | Edit Global Settings ]
3
5:
[ C3x0 C6x0
Maximum Concurrent 300 C1x0 50 IPv4
Connections ] IPv6 2
300 IPv4 IPv6
300
TLS TLS 100
Maximum Concurrent IPv4  IPv6 TLS 2
TLS Connections 100 IPv4 IPv6
TLS 100
IP
Injection Counters
Reset Period 60 15
1 1 60 4 14,400
135
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Timeout Period for
Unsuccessful Inbound

Connections

AsyncOS

SMTP
SMTP ESMTP

421 Timed out waiting for successful message injection, disconnecting.

SMTP 5
AsyncOS
Total Time Limit for
All Inbound
. 80%
Connections
421 Exceeded allowable connection time, disconnecting.
80%
80%
SMTP 15

Maximum size of
subject
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HAT HAT
HAT SMTP
HAT AsyncOS SMTP
RCPTTO
AsyncOS
HAT
MTA
HAT
MAIL FROM
RCPT TO
SMTP AUTH MTA RELAY
CLI listenerconfig --> setup
. ASCII
CLI  localeconfig
S
Web
CLI 619
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. Web

Web

1 [ Network ]>[ Listener ]
2 | Add Listener ]
3
6:
Name
~ Typeof . Public ]
Listener
o[ Private ]
IP TCP
Interface IP
IPv4 IPv6
SMTP 25 628
CLI  bounceconfig
Bounce 693
Profile
Mail
Disclaimer Policies 1> Text Resources ] CLI  textconfig
Above
Mail
Disclaimer Policies 1> Text Resources ] CLI  textconfig
Below
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Web .

SMTP SMTP
SMTP
Authentication
Profile
TLS [ Network ]>]
Certificate Certificates ] CLI  certconfig
MTA 637
SMTP MAIL FROM RCPT TO
RFC2821
Address

Parser Type Strict

* Strict RFC 2821 Strict

RFC 2821

« MAIL FROM <joe@example.com>

¢ MAIL FROM RCPT TO

. RFC2821 J.D.

RFC 2821
Loose
Loose AsyncOS
e RCPTTO MAIL FROM
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. Web

8 8
Allow
8-bit User Names
8 8
Allow
8-bit Domain
Names
Allow Partial
Domains
« foo
* foo@
« foo@bar
[ Add Default Domain ]
[SMTP
SMTP Address Parsing options ] | Allow Partial
Domains ]
joe
@yourdomain.com joe Joe@yourdomain.com
MAIL FROM RCPT TO
Source @
Routing
@one.dom@two.dom:joe@three.dom reject
strip
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Web .
Unknown IPv4 IPv6
Address Literals
% !
Reject
These Characters in
User Names
Maximum
Concurrent
Connections
TCP SMTP AsyncOS
TCP
Listen Queue Size
CR LF CR LF
CRand LF
Handling o[ Clean ] CR LF
CRLF
o[ Reject ]
o[ Allow ]
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. Web

Received
Add Received
Header

Received:

Received:

Received:

Received:

Received:

Received:

SenderBase IP

Use SenderBase IP

[SenderBase IP

SenderBase IP Profiling ]

o o[ Timeout for Queries ] SenderBase
Profiling
o[ SenderBase SenderBase Timeout per Connection ]
SMTP SenderBase
6 LDAP
LDAP
LDAP
LDAP LDAP 727
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maiLrrom I}

LDAP
SMTP
LDAP
SMTP LDAP LDAP
SMTP
Directory Harvest Attack Prevention DHAP;
SMTP LDAP
LDAP
LDAP 727
LDAP 727
From CcC

LDAP 727

LDAP 727
SMTP
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B o

CLI

listenerconfig

7:
listenerconfig -> new
listenerconfig -> setup
bounceconfig, listenerconfig-> edit -> bounceconfig
textconfig, listenerconfig -> edit -> setup -> footer
SMTP _ _ _
smtpauthconfig, listenerconfig -> smtpauth
SMTP _ _ _ -
textconfig, listenerconfig -> edit -> setup -> address
listenerconfig -> edit -> setup -> defaultdomain
Received: B} . . .
listenerconfig -> edit -> setup -> received
CR LF CRLF | . . _ _
listenerconfig -> edit -> setup -> cleansmtp
listenerconfig -> edit -> hostaccess
listenerconfig -> edit -> rcptaccess
RAT
certconfig, listenerconfig -> edit
TLS
TLS ) _ _ .
listenerconfig -> edit -> certificate
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HAT B

listenerconfig CLI Reference Guide for AsyncQOS for Cisco Email
Security Appliances

655
HAT
k M
8: HAT
. Number
max_msgs_per_session 1000
Number
max_rcpts_per_msg 10000
1k
i Number
. . max_message_size 1048576
Maximum message size 20M
Number
max_concurrency 1000
SMTP Number
smtp_banner_code 220
SMTP *
smtp_banner_text Accepted
SMTP Number
smtp_banner_code 550
SMTP -
- smtp_banner_text Rejected
SMTP on | off | default
use_override_hostname default
override_hostname newhostname
TLS on | off | required
tls on
on | off
spam_check off
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on | off
virus_check off
1 Number
max_rcpts_per_hour 5k
1 Number
max_rcpts_per_hour_code 452
1 -
max_rcpts_per_hour_text Too manyrecipients
SenderBase on | off
use_sb on
SenderBase -10.0 100
sbrs[valuel sbrs[-10:-7.5]
:value2
1
Number
1 dhap_limit 150
POP/IMAP MTA

SMTP
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11:
Large Small
corporations corporations ISPs
Cisco
Email Security appliance
=:l [
I Groupware Server I POP/IMAP server
n =
Groupware client POP/IMAP client
2
. 1
. POP/IMAP
1
1
A 1 B
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. 99
» SenderBase 99
. 103
o SBRS 105
Cisco SenderBase™
A\
449
SenderBase
SenderBase Affiliate Cisco SenderBase
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. SenderBase SBRS

SenderBase
SenderBase
SenderBase Security Network Web www.senderbase.org
Web
IP URI
SenderBase SBRS
SenderBase SBRS SenderBase
IP SenderBase
25
SenderBase -10.0 +10.0
-10.0
0
+10.0
-10.0
10.0
SBRS
SenderBase
SenderBase 189
236
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SenderBase

Eal

SenderBase .

12 : SenderBase

@ 250-Recipient Accepted
or 452-Too many recipients this hour

or 554-Access Denied . sig :
Sending MTA Email Security Appliance

G s IG) TG)

1:2.3.4 SBRS =x.x

SBRS Scoring Engine

SenderBase Affiliate Network

/"n” '\4 120354 Rule hits
fort.2.3.4
{
| -
r\,\/_-

N,

< Information Services

*Global complaint data

*Global volume data

SenderBase Affiliate
MTA

SenderBase
SenderBase
SenderBase

69

2000

50 %
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13:

Incoming Mail

Good, Bad, and

“Grey" or Unknown Email

IronPort C-Series

=7

g o> e T

* Known good
is delivered

Suspicious is throttled
& spam filtered

3 + Known bad is
. .ﬁ deleted/tagged

Conservative Moderate Aggressive

WHITELIST |BLACKLIST | SUSPECTLIST | UNKNOWNLIST
SenderBase
Conservative 0 7 10 10 -4 4 2 2 7
Moderate SenderBase |-10 -3 3 -1 -1 +10
Aggressive 4 10 -0 -2 2 -1 -1 4
Accepted
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SenderBase SBRS
A\

SBRS

107

o MX/MTA

IP
IP 360
* SenderBase SenderBase
113
102
Mail Policies ] > [HAT HAT Overview ]

Sender Groups (Listener) ]

SUSPECTLIST

Edit Settings ]
SenderBase

WHITELIST 70 10

Submit ]
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B sses

SBRS

SBRS

HAT  SenderBase

SBRS trace
1151 trace
CLli
9:SBRS
$BLOCKED REJECT None
Maximum messages / session: 10
$THROTTLED ACCEPT
Maximum recipients / message: 20
Maximum message size: 1MB
Maximum concurrent connections: |10
Use Spam Detection:
Use TLS:
Maximum recipients / hour: 20
Use SenderBase:
Maximum messages / session: 1,000
$ACCEPTED ACCEPT
Maximum recipients / message: 1,000
Maximum message size: 100 MB
Maximum concurrent connections: | 1,000
Use Spam Detection:
Use TLS:
Use SenderBase:

. Async0S 11.0 for Cisco Email Security Appliances




SenderBase .

Maximum messages / session: 1,000
$TRUSTED ACCEPT

Maximum recipients / message: 1,000

Maximum message size: 100 MB

Maximum concurrent connections: | 1,000
Use Spam Detection:
Use TLS:

Maximum recipients / hour: 1

Use SenderBase:

N

$THROTTLED 1
1 20
118
SenderBase
SenderBase SRBS
SenderBase Network Server IP
AsyncOS
[ Security
Services ] > [SenderBase]
[ Security Services ] [SenderBase]
SenderBase Network Status Server SenderBase
CLI sbstatus
SenderBase
reputation strip-header
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SBRS

insert-header SenderBase
-2.0 {Spam SBRS} SenderBase
listener_name
filters

SBRS 1

sbrs_filter:

if ((recv-inj == "listener_name
" AND subject I= "\\{Spam -?[0-9.71+\\}'))

insert-header("'X-SBRS", "$REPUTATION');

if (reputation <= -2.0)

strip-header(*'Subject™);

insert-header('Subject”, "$Subject \\{Spam $REPUTATION\\}'");

. 153
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* SenderBase

HAT

136

AsyncOS

107

109
115
118
121
131

132
133

HAT

HAT
HAT
IP
SenderBase

109
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HAT

115
[ Mail Policies ]>[HAT HAT Overview ]

[HAT HAT Overview ]

14:[ Mail Policies ] > [HAT HAT Overview ] -

HAT Overview

Find Senders

Find Senders that Contain this Text: | [
Add Sender Group... Impert HAT...
| SenderBase™ Reputation Score [H |
Order | Sender Group 08 6 4 2 0 2 4 & & s+ | MailFlow Policy Delete
i 1 i WHITELIST I il TRUSTED i ﬁ
2 BLACKLIST ——— BLOC}&ED o]
i 3 ._ SUSPECTLIST — THROTTLED 1 i
] 4 i UNKNOWNLIST i ——— ) ACCEPTED 1 ﬁ
ALL » 7 ACCEPTED
Edit Order... Export HAT...

-

TCP IP
[HAT HAT Overview ]

AsyncOS

118

131

HAT

HAT
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. HAT

. HAT

[HAT HAT Overview ] ALL
[ Mail Policies ]>[HAT HAT Overview ]

\}

listenerconfig systemsetup

SMTP

.IP IPv4 IPV6
. IP

» SenderBase
» SenderBase SBRS
* DNS

110

SMTP SMTP
SenderBase IP

Async0S 11.0 for Cisco Email Security Appliances .




DNS IP
IP DNS PTR
PTR DNS A
A PTR
A
IP HAT
[ Mail Policies ]>[HAT HAT Overview ]
10: HAT
nnininininin:in |PV6

nHKnHHnHHn:n{HnHﬂnHEnHKH|PV6
nnn-nZnnininn

n-n.n.n IPv4

n.n.n. IPv4

n.n.n.n-n. IPv4

yourhost.example.com

_partialhost

n/c IPv4 CIDR

n.n/c

n.n.n/c

n.n.n.n/c
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n:n:n:n:n:n:n:n/c IPv6 CIDR
SBRS[Nn:n]SBRS[none] SenderBase SenderBase
113

SBO:n SenderBase

SenderBase

113
dnslist[dnsserver.domain] pNS DNS
114
ALL
SMTP
HELO
SenderBase
IP
IP
1
IP IP E
4 IPv4 IP
6 IPv6
2 yahoo.com
IP PTR
IP
American Registry for Internet Numbers  ARIN

IP
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B oo

SenderBase

HAT

11:

Organization

Level 3 Communications

Macromedia Inc.
AllOutDeals.com

GreatOffers.com

GE

GE Appliances
GE Capital
GE Mortgage

The Motley Fool

The Motley Fool

SenderBase
HAT
Level 3 Communications SenderBase
Level 3 10
Macromedia Inc.  Alloutdeals.com Greatoffers.com
10 Level 3
30
Level 3
The Motley Fool
10 Motley Fool
10
. 1P
SenderBase

SenderBase
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SenderBase .

SenderBase
SenderBase
. IP
. IP
. ISP NSP
ISP NSP
IP
IP IP
SenderBase SenderBase
SenderBase
SenderBase
SenderBase
SBRS SBRS SenderBase
IP
-10.0 +10.0
12: SenderBase
-10.0
0
+10.0
none
SBRS
-75
GUI
122 HAT
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B ons

SenderBase
13: SenderBase
SBRSL n n SenderBase SenderBase
SBRS[hone] SBRS
SenderBase
\)
GUI HAT SBO:n
n SenderBase

SenderBase

[ Network ]>[ Listeners ] CLI Ilistenerconfig

-> setup SenderBase
GUI

[ Mail Policies ] CLI ristenerconfig -> edit
-> hostaccess SenderBase
A\
SenderBase
SenderBase
HAT DNS
DNS
DNS
DNS

. Async0S 11.0 for Cisco Email Security Appliances



DNS 127.0.0.1 127.0.0.2 127.0.0.3

DNS
DNS
HAT DNS

CLlI GUI DNS
DNS DNS
CLI  dnslistconfig

query.bondedsender.org
Cisco Systems ~ Bonded Sender™
WHITELIST Bonded
Sender DNS
SMTP
SMTP
L
« SMTP SMTP
«TLS SMTP
* DKIM
. ACCEPT
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B oo

. REJECT
4XX SXX SMTP

N

SMTP
RCPT TO AsyncOS
AsyncOS
CLI listenerconfig > setup
CLI
94
« TCPREFUSE TCP
. RELAY
. CONTINUE HAT HAT
CONTINUE
CONTINUE GUI HAT
122
SMTP
$group  $Group
14: HAT
Definition
$Group HAT
None
$Hostname
IP DNS
None
DNS DNS
DNS Unknown
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HAT B

Definition
$0rgID SenderBase ID
SenderBase ID SenderBase
None

$RemotelP IP

SHATEnNtry HAT

HAT
A\
HAT

smtp_banner_text max_rcpts_per_hour_text

$TRUSTED SMTP
GUI

15: HAT

Rate Limiting: Max. Recipients Per Hour: | G Unlimited

@]
Max. Recipients Per Hour Code: 452

Man. Recipients Per Hour Text: | [Tee many recipients received this hour from
Host: $hostname

CLI

Would you like to specify a custom SMTP response? [Y]> Yy

Enter the SMTP code to use in the response. 220 is the standard code.

[220]> 200

Enter your custom SMTP response. Press Enter on a blank line to finish.

You"ve connected from the hostname: $Hostname, IP address of: $RemotelP, matched the
group: $Group,
$HATEntry and the SenderBase Organization: $0rglD.
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B oo

HAT

SWHITELIST telnet
SMTP

# telnet
IP_address_of_Email_Security_Appliance port

220 hostname
ESMTP

200 You“ve connected from the hostname: hostname
, IP address of: IP-address_of_connecting_machine
, matched the group: WHITELIST, 10.1.1.1 the SenderBase Organization: OrglD

15:
WHITELIST WHITELIST $TRUSTED
$TRUSTED
BLACKLIST BLACKLIST $BLOCKED
$BLOCKED
SMTP HELO 5XX SMTP
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SUSPECTLIST

SUSPECTLIST

SUSPECTLIST

20

SenderBase

$THROTTLED
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UNKNOWNLIST

UNKNOWNLIST

$ACCEPTED

Anti-Spam
SenderBase
321
SenderBase
SenderBase
99
ALL $ACCEPTED
HAT 108
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16 :

RELAYLIST $RELAYED
RELAYLIST
$RELAYED
RELAYLIST
ALL $BLOCKED
HAT 108
)
2
1
$RELAYED
2 RELAYLIST
$RELAYED
[ Mail

Policies ]>[HAT HAT Overview ] [ Mail Flow Policy ]
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1 Mail Policies ]>[HAT HAT Overview ]
2 [ Listener ]
I | Add Sender Group ]
4
5
6
17
CONTINUE (no policy)
8 DNS
9 SBRS none
10 DNS
1" DNS
140
12 | Submit ]
13
149 | Add Sender ]
. IP [IP IP Addresses ] IPv4 IPv6
IP
. [ Geolocation ]

15
1 IP [ Add to

Sender Group ]
2
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3
2 GUI
example.net [ Add to Sender Group ]
example.net -example._net 2
example._net
110
1
4 | Save ] [ Incoming Mail Overview ]
HAT
1 [ Mail Policies ] > [HAT HAT Overview ]
2 | Listener ]
3 [ Edit Order ]
4 HAT
RELAYLIST
WHITELIST BLACKLIST SUSPECTLIST UNKNOWNLIST
5

[HAT HAT Overview ] [ Find Senders ]
[ Find ]

o[ Use Default ]
[On]
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LDAP

Mail Policies ]>[ Mail Flow Policies ]
Add Policy ]

W N -
— r—

17:

Maximum message 1 KB
size

IP IP

Maximum
concurrent connections

from a single IP

SMTP

SMTP SMTP
Custom
SMTP Banner Code

SMTP SMTP

HAT
Custom SMTP

116
Banner Text

SMTP SMTP

Custom SMTP Reject
Banner Code
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SMTP

Custom SMTP Reject
Banner Text

SMTP

SMTP

Override
SMTP Banner Host
Name

SMTP

220-hostname ESMTP

1 1
Max. IP
Recipients per Hour
IP
HAT
116
Max. SMTP
Recipients per Hour
Code
1
SMTP

Max. Recipients Per
Hour Exceeded Text

Max.
Recipients per Time

Interval
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Sender Rate Limit
Exceeded Error Code

SMTP

SMTP
Sender Rate Limit
Exceeded Error Text
132
Flow Control

Use SenderBase for SenderBase
Flow Control
IP HAT CIDR

IP

0 32 P
Group by Similarity 0 32 IP

of IP Addresses: [SenderBase Use SenderBase ]
(significant bits 0-32) HAT Significant Bits

655

DHAP
1
1 RAT SMTP
LDAP SMTP
LDAP
LDAP DHAP LDAP
738
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SMTP
DHAP

Directory
Harvest Attack
Prevention: Drop
Connection if DHAP
threshold is Reached
within an SMTP

Conversation

550
Max. Invalid
Recipients Per Hour
Code
Too many invalid recipients
Max. Invalid
Recipients Per Hour
Text
SMTP DHAP | SMTP DHAP
Drop Connection if
DHAP threshold is
reached within an SMTP
Conversation
SMTP DHAP
550
Max. Invalid
Recipients Per Hour
Code
SMTP DHAP

Max. Invalid
Recipients Per Hour

Text
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Anti-spam
scanning
Anti-virus
scanning
TLS SMTP
TLS
[ Preferred ]
TLS
TLS
TLS
[ Verify Client Certificate ]
E
TLS TLS
TLS
TLS
132
TLS
TLS 783
SMTP SMTP
SMTP LDAP
TLS SMTP TLS SMTP
If Both TLS

and SMTP
Authentication are
enabled
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/DKIM
Domain Key/
DKIM Signing

DKIM

DKIM
Verification

DKIM

DKIM

SIMIME

S/IMIME /

* SIMIME
* SIMIME

S/IMIME

SIMIME

S/IMIME

SPF/SIDF

SPF/SIDF
Enable
SPF/SIDF

Verification

559

SPF/SIDF

Conformance Level

SPF/SIDF

[SPF] [SIDF] [SIDF
559

SIDF Compatible ]

Resent-Sender:
Resent-From:
PRA

Downgrade PRA
verification result if
'Resent-Sender:' or
'Resent-From:' were

used:

Resent-Sender:

Identity

ompatible
[SIDF SIDFC ible ]
Resent-From:

Pass  None

PRA
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HELO HELO |HELOID [SPF] [SIDF
Test SIDF Compatible ]

DMARC

DMARC DMARK DMARC
Enable 591
DMARC Verification

DMARC DMARK

Use
DMARC Verification

Profile

DMARC DMARC
DMARC
Feedback Reports

DMARC DMARC
597

DMARC DMARC
DKIM
SPF

Consider
Untagged Bounces to be
Valid

DNS

136

Use Exception
Table 139
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BW N =

[HAT

Mail Policies 1>

Listener ]

Mail Policies ]>[HAT
Listener ]
Export HAT ]
HAT

HAT

Mail Flow Policies ]

Default Policy Parameters ]

123

HAT Overview ]
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HAT HAT HAT

1 [ Mail Policies ]> [HAT HAT Overview ]
| Listener ]
3 [HAT Import HAT ]
4
configuration
5[ Submit ] HAT
6 [ Import ]
1
# AsyncOS
# File exported by the GUI at 20060530T215438
$BLOCKED
REJECT {}
L---1
TLS
IP GUI
Mail Policies ]>[ Address Lists ]
CLI addresslistconfig [
Address Lists ]
1 [ Mail Policies 1> Address Lists ]
2 [ Add Address List ]
3
4
5 [
Allow only full Email Addresses ]

6

. Async0S 11.0 for Cisco Email Security Appliances



SenderBase

SenderBase .

user@example.com

user@

E Allow only full Email Addresses ]

IP 6[1.2.3.4]
@example.com

@.example.com

IP @
AsyncOS
Classification ]->[ Sender Group ]->[ Mail
Flow Policy 1->] Rate Limiting]
IP
111
Classification IP

SMTP

SenderBase

124 CIDR
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. SenderBase

* HAT Significant Bits
significant bits

[ Mail Flow Policy ]->[ Rate Limiting ]
IP network/bits
CIDR bits
SenderBase IP
SenderBase
SenderBase
SenderBase
[ SenderBase Use SenderBase for
Flow Control ] GUI listenerconfig >
hostaccess > edit CLI  SenderBase
HAT Significant Bits
AsyncOS  3.8.3 CIDR
HAT IP
10.1.1.0/24
1
“

HAT significant bits HAT

User SenderBase CLI listenerconfig ->
setup SenderBase Would you like to enable
SenderBase Reputation Filters and IP Profiling support? no Hat
Significant Bits SenderBase IP

10.1.1.0/24
10.1.0.0/16 IP IP

HAT Significant Bits
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HAT
HAT

10.1.1.0/24
signficant_bits

Significant Bits HAT

HAT signficant_bits
Mail Policies ]>[

SenderBase

HAT B

Directory Harvest Attack Prevention ]

significant bits
HAT
CIDR
IP 1.2.3.4

HAT

24

listenerconfig
Security Appliances

60

3600 1

GUI
85

CLI listenerconfig -> setup
listenerconfig
Email Security Appliances

Async0S 11.0 for Cisco Email Security Appliances

2
IP SMTP
CIDR
132
[
Mail Flow Policies ] GUI
[OFF] [
IP CIDR
significant_bits 24
CIDR 1.2.3.0/24
10.1.1.0/24

32
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DNS IP

DNS
SMTP
IP DNS
AsyncOS
SMTP
. Verification of the connecting host SMTP
136
. Verification of the domain portion of the envelope
sender SMTP
137
DNS
DNS SMTP
DNS
SMTP DNS
IP
DNS IP
DNS PTR PTR DNS
A A PTR
PTR A
IP HAT
. PTR DNS
* DNS PTR
. DNS PTR DNS A
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DNS

WHITELIST
WHITELIST

MX
DNS

SMTP IP

AsyncOS
AsyncOS

AsyncOS

DNS

DNS

DNS Connecting Host DNS Verification ]
SUSPECTLIST
140
DNS
DNS
DNS
A
DNS DNS
domain does not exist
SMTP
DNS
MX
MX A
DNS NXDOMAIN
NXDOMAIN
SERVERFAIL DNS
SERVFAIL
MAIL FROM
MAILFROM
MAIL FROM
DNS
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MAIL FROM

. SMTP
DNS
* DNS
139
DNS
DNS
DNS SMTP
DNS
MAIL FROM SMTP
SMTP

DNS GUI
CLI Ilistenerconfig -> edit -> hostaccess -> < policy >

MAIL FROM

SMTP
SMTP
SMTP
DNS DNS
DNS
SMTP
SMTP $EnvelopeSender
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Domain does not exist

SXX 4XX

SMTP

SMTP

MAIL FROM pres@whitehouse.gov

RAT
SMTP RCPT TO
GUI [ Mail Policies ]>[ Exception
Table ] CLI  exceptionconfig GUI
ACCEPTED 141

CLI CLI Reference Guide for AsyncOS for Cisco Email Security Appliances

141
SUSPECTLIST

THROTTLED DNS

UNVERIFIED THROTTLEMORE

SMTP
UNVERIFIED
THROTTLEMORE
ACCEPTED
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B SUSPECTLIST

18:

UNVERIFIED THROTTLEMORE SMTP
SUSPECTLIST THROTTLED PTR DNS
DNS PTR DNS
A
ACCEPTED SMTP
- MAIL FROM:
- DNS
- DNS
SUSPECTLIST
1 [ Mail Policies ]>[HAT HAT Overview ]
2 [SUSPECTLIST]
3 [ Edit Settings ]
4 [ THROTTLED ]
5 [ DNS Connecting Host DNS Verification ] [ DNS PTR
DNS A Connecting host reverse DNS lookup (PTR) does not match the forward DNS
lookup (A) ]
6
DNS SUSPECTLIST
THROTTLED
1 THROTTLEMORE
a) [ Mail Flow Policies ] [ Add Policy ]
b) [ Connection Behavior ] [ Accept ]
c)
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ACCEPTED B

d)
UNVERIFIED
THROTTLEMORE
a) [HAT HAT Overview ] [ Add Sender Group ]
b) [THROTTLEMORE]
c) [ DNS Connecting Host DNS Verification ] [ PTR DNS
Connecting host PTR record does not exist in DNS ]
d)
ACCEPTED

[ Mail Policies ]>[ Mail Flow Policies ]
[ Mail Flow Policies ] [ ACCEPTED ]
[ Sender Verification ]
[ DNS Envelope Sender DNS Verification ]

* [On] DNS

. SMTP
[ Use Domain Exception Table ] [ On ]
[ Mail Policies ]>[ Exception Table ]

[ Use Exception Table ]
[ Mail Policies ]>[ Exception Table ] [ Add
Domain Exception ]
pres@whitehouse.gov user@
@example.com @.example.com IP
user@[192.168.23.1]
SMTP
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5
1 [ Exception Table ] [ Find Domain Exception ]
2 [ Find ]

DNS

MAIL FROM
THROTTLED DNS
MAIL FROM

1 Telnet
2 SMTP MAIL FROM admin

# telnet IP_address_of Email_Security_Appliance port
220 hostname ESMTP

helo example.com

250 hostname

mail from: admin

553 #5.5.4 Domain required for sender address

SMTP THROTTLED
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BWw N -

admin@zzzaaazzz.com Allow

Telnet

SMTP admin@zzzaaazzz.com

# telnet IP_address_of Email_Security_Appliance port
220 hostname ESMTP

helo example.com

250 hostname

mail from: admin@zzzaaazzz.com

250 sender <admin@zzzaaazzz.com> ok

DNS

Thu Aug 10 10:14:10 2006 Info: ICID 3248 Address: <user> sender rejected, envelope sender]
domain missing

NXDOMAIN

Wed Aug 9 15:39:47 2006 Info: ICID 1424 Address: <user@domain.com> sender rejected,
envelope sender domain does not exist

SERVFAIL

Wed Aug 9 15:44:27 2006 Info: ICID 1425 Address: <user@domain.com> sender rejected,
envelope sender domain could not be resolved
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* GUI RAT
* CLI RAT
. RAT
AsyncOS
RAT
RAT

RAT 146
146
146
146
147
RAT
1

145

AsyncO0S 11.0 for Cisco Email Security Appliances

All Other Recipients ]
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B RAT

currentcompanyname.com

oldcompanyname .com

oldcompanyname .com

RAT

RAT

currentcompanyname.com

[ (RAT) Recipient Access Table (RAT) ] RAT

GUI RAT

GUI

[ Mail Policies 1>

CLI RAT

CLI

listenerconfig edit -> rcptaccess -> new

RAT
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(RAT) Recipient Access Table (RAT)

SMTP



11

2 [

O N O a1 B2 W N

a)
b)

. RAT

Mail Policies 1>

All Other Recipients ]

RAT

[ Mail Policies
Table (RAT) ]

1>[

* RAT

* RAT
* RAT

Mail Policies ]>[
Overview for Listener ]
Add Recipient ]

LDAP
SMTP

[ SMTP Custom SMTP Response ] [

SMTP

Async0S 11.0 for Cisco Email Security Appliances

RAT

RAT Recipient Access Table RAT ]

(RAT) Recipient Access

RAT Recipient Access Table (RAT) ]

Yes ]
RCPT TO

SMTP




9 [ Bypass ReceivingControl ] [ Yes ]

10

RAT

[IPv4 address] 4 |Pv4

[IPv6 address] 6 IPV6

division.example.com

.partialhost partialhost

user@domain

user@

user@[IP_address] IPv4 IPV6 IP
1

user@IP_address

RAT

GUI 4

example.net

-example.net 2 example._net
RAT  _example.com .example.com

joe@example.com
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LDAP B

LDAP
LDAP
customercare@example.com
LDAP
LDAP
LDAP
customercare@example.com bob@example.com sue@example.com
customercare@example.com LDAP
bob@example.com sue@example.com LDAP
GUI LDAP RAT
[ LDAP Bypass LDAP Accept Queries
for this Recipient ]
CLI LDAP listenerconfig ->
edit -> rcptaccess Yy
Would you like to bypass LDAP ACCEPT for this entry? [Y]> y
LDAP RAT RAT
RAT RAT
postmaster@ironport.com  ironport.com postmaster@ironport.com
LDAP ironport.com ACCEPT
postmaster@ironport.com LDAP
postmaster@ironport.com ironport.com
ironport.com postmaster@ironport.com
RAT ACCEPT
postmaster@domain
RAT
postmaster@domain
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GUI

Yes ]
CLlI

-> rcptaccess

RAT

Bypass Receiving Control ] [

listenerconfig -> edit

y

Would you like to bypass receiving control for this entry? [N]> vy

1 [ Mail Policies 1>

2 | Overview for Listener ]
3 [ Edit Order ]

4 [ Order ]

5

1 [ Mail Policies 1>

2 [ Overview for Listener ]
3 [RAT Export RAT ]

5

1 [ Mail Policies ]>[

2 | Overview for Listener ]

. Async0S 11.0 for Cisco Email Security Appliances

RAT

RAT

RAT

Recipient Access Table (RAT) ]

Recipient Access Table (RAT) ]

Recipient Access Table (RAT) ]



3
4

5

[RAT Import RAT ]

AsyncOS configuration
[ Submit ]

[ Import ]

# File exported by the GUI at 20060530T220526

.example.com ACCEPT
ALL REJECT

Async0S 11.0 for Cisco Email Security Appliances
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Cisco

153
154
156
162
207
243
254
269
276

Cisco
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Cisco




154

. AsyncOS AsyncOS
MIME
156
155
. true
2
155
243
e CLI CLI
CLI
254
269
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AND OR NOT

2

. deliver drop bounce

else

else

expedite:

if (recv-listener == 'InboundMail’ or recv-int ==
‘notmain’)

{

alt-src-host("outboundl®);
skip-filtersQ);
¥
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else

{
alt-src-host("outbound2®);
}
expedite2:
it ((not (recv-listener == "InboundMail®)) and

(not (recv-int == 'notmain’)))

{
alt-src-host("outbound2®);
skip-filtersQ);

}

notify("customercare@example.com®) notify(“'customercare@example.com™)

notify(*'customercare@example.com®)

#
detail AsyncOS
AsyncOS AsyncOS
AsyncOS
157
. AsyncOS
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AsyncOS
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. MIME MIME

158

159
. AND OR
AsyncOS
AND OR

AND OR 161

30
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RFC
body-variable attachment-variable Cisco
Cisco
MUA
body-variable attachment-variable
MIME
MIME AsyncOS MIME
Microsoft Outlook MUA Document attached below.

This is a Microsoft Word

document.doc

2
Cisco
.doc 2
MIME
RFCS 1521 1522
MIME
16:
B Microsoft Word document attached - Message (Plain Text) EJ[EJ&|
HY Reply | é—@Replyﬁanlj | ;’%Fnr.ﬂérd = MEZN. 4 ||§} |3 x| a-a - A @ ! MThisisSpam _’
I File Edit Wiew JI_-nsert Format  Tools  Actions  Help
From: Sent:  Thu 4(22/2004 1:52 PM
To:
Co:
Subject:  Microsoft Word document attached
Attachments: @Th\s is a Microsoft Waord Docurnent. doc (30 KB)
|
Document attached below. |
Cisco
body-variable attachment-variable
. 1 Content-Type: text/plain Content-Type:
text/html Cisco
Cisco
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. uuencoded

true

* body-contains

« only-body-contains

« attachment-contains

* every-attachment-contains

« dictionary-match

« attachment-dictionary-match

drop-attachments-where-contains

\)

AsyncOS

.Zip

true

if(<Filter rule>("<pattern>",<minimum threshold>)){

body-contains Company Confidential

iT(body-contains("Company Confidential*,2)){

AsyncOS
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AsyncOS

MIME attachment-contains
AsyncOS
2 body-contains
1 1
AsyncOS 2
AsyncOS
3 attachment-contains
2 2
AsyncOS 4
/ MIME
2 HTML
AsyncOS
AsyncOS
body-contains 4
HTML 2
multipart/mixed
multipart/alternative
text/plain
text/html
application/octet-stream
application/octet-stream
body-contains text/plain text/ntml

multipart/mixed

multipart/alternative
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text/plain (2 matches)

text/html (2 matches)

application/octet-stream (1 match)

application/octet-stream

AsyncOS  text/plain  text/html 3
bank
bank account ABA
19:
/ ID
ABA 3
2
1
dictionary-match attachment-dictionary-match
AsyncOS
account 3 6
6 AsyncOS
1
6

AND OR

AND OR AsyncOS
AND false
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AND OR
rcpt-to-group
remote-ip LDAP

andTestFilter:

if (remote-ip == "192.168.100.100" AND rcpt-to-group == "GROUP')
{---3
if
expensiveAvoid:

if (<simple tests>)

{ if (<expensive test>)

{ <action> }

}
if (testl AND test2 AND test3) { ... }
ifT ((testl AND test2) AND test3) { ... }
(test1 AND test2) test3
2 AND 3
test3 (testl AND test?2) 2
true
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20:
Subject subject
Header subject 178
Body body-size

Size 181

mai I-from Envelope From, <MAIL

Envelope Sender FROM>
179
mai I-from-group Envelope From <MAIL
FROM> LDAP
Envelope Sender in 180

Group

sendergroup

Sender Group HAT
180
rcpt-to Envelope To, <RCPT TO>
Envelope
Recipient 179
rcpt-to
1
rcpt-to-group Envelope To, <RCPT TO>
Envelope LDAP

Recipient in Group

179

rcpt-to-group

rcptthe
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IP Remote remote-ip
IP o .
IP 182
recv-int
Receiving Interface .
182
recv-listener
Receiving Listener -
Date date
183
Header header(<string>)
183
Random random(<integer>) —
Recipient rcpt-count
Count L84
Address |addr-count()
Count
rcpt-count
185
SPF SPF | spf-status -
Status o
SPF/SIDF
SPF-Status 192
SPF SPF Passed |SPf-passed SPE/SIDE
SPF/SIDF
SPF-Passed 193
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SIMIME smime-gateway SIMIME
S/IMIME
Gateway Message SIMIME
194
S/IMIME smime-gateway-verified S/IMIME
SIMIME
Gateway Verified S/IMIME 194
Image image-verdict
verdict
246
workqueue-count
Workqueue count workqueue-count 194
Body body-contains(
. <regular expression>)
Scanning
185
Body only-body-contains
. (<regular expression>)
Scanning
185
Encryption encrypted
Detection 186
attachment-filename
Attachment Filename
187
attachment-type MIME
Attachment Type 187
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Attachment File
Type

attachment-filetype

UNIX  file
Excel Word

.exe .dil .bmp .tiff .pcx .gif .jpeg png
Photoshop

.exe

if (attachment-filetype == "exe")

188

Attachment MIME Type

attachment-mimetype

MIME
attachment-type
MIME
MIME

250

Attachment
Protected

attachment-protected

253
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attachment-unprotected

attachment-unprotected

Attachment
Protected true
zip
zip
attachment-unprotected
attachment-protected
true
zip
253
attachment-contains
(<regular expression>)
Attachment
Scanning

body-contains()

250

Attachment Scanning

attachment-binary-contains
(<regular expression>)

attachment-contains ()
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Attachment Scanning

every-attachment-contains
(<regular expression>)

attachment-contains() AND
250
attachment-size
Attachment Size
body-size
250
dnslist(<query server>) IP
Public Blacklists RBL DNS
188
SenderBase reputation SenderBase
SenderBase SenderBase 189
Reputation
SenderBase no-reputation SenderBase None
No SenderBase
SenderBase Reputation 189

Dictionary

dictionary-match
(<dictionary_name>)

dictionary_name

190
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Attachment
Dictionary Match

attachment-dictionary-match
(<dictionary_name>)

dictionary_name

190

Subject Dictionary
Match

subject-dictionary-match
(<dictionary_name>)

190

dictionary name

header-dictionary-match
(<dictionary_name>,

Header <header>) dictionary name
Dictionary Match
190
body-dictionary-match
.. (<dictionary_name>)
Body Dictionary true
Match MIME
true
190
rcpt-to-dictionary-match dictionaryname
(<dictionary_name>)
Envelope Recipient
Dictionary Match 190
mail-from-dictionary-match dictionarynamE
(<dictionary_name>)
Envelope Sender
Dictionary Match 190
SMTP smtp-auth-id-matches
. (<target>[, <sieve-char>])
SMTP Authenticated SMTP
User Match ID SMTP
194
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true

True true 177
Valid valid MIME
false true
177
Signed signed
196
i signed-certificate
" Signed (<field> [<operator> X.509
Certificate <regular expression>])
197
header-repeats (<target>,
<threshold> [, <direction>])
Header Repeats true
. 1
. 1
199
URL url-reputation URL
URL Reputation url-no-reputation
URL
URL 201
URL URL url-category URL
Category
URL 202
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attachment-corrupt

Corrupt Attachment
203
message-language
Message Language
203
Macro macro-detection-rule
. ([“file_type-17, “file_type-2-,
Detection ., "File_type-n"1)
204
forged-email-detection
. (“'<dictionary_name>",
Forged Email <threshold>) From:
Detection
205
duplicate_boundaries MIME
Duplicate Boundaries
Verification 206
MIME malformed-header MIME
Malformed MIME MIME 206
Header Detection
geolocation-rule
. (["country_name-1°-,
GeoLocation “country_name-2-,
"country_name-n-])
206
Cisco
155
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AND

OR NOT
21:
abc
Georg George Of The Jungle Georgy
Porgy La Meson Georgette as well as Georg
") $
N
$
~Georg$ Georg
n/\$u
@
@
~George@admin$ George@admin
Ao .admin$ macadmin
sunadmin win32admin
* *
0
.*
~P_*Piper$ PPiper Peter
Piper P_Piper Penelope Penny Piper
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\.
\ \$
\/\
~ik\.ac\.uk$ ik.ac.uk
2
1
~ik\\.ac\\.uk$
(?0)
@n
(?1)viagra Viagra
viaGrA VIAGRA
{min,max} |1
fo{2,3} foo fooo
fo fofo
if(header("To") == "~_{500,}") 500
To
@D or A B
A|B A B
foo|bar foo bar
foobar
ASCII
ASCII regex
* MIME
* MIME
. MIME MIME
. MIME
. MIME
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HTML MSWord Excel
gh2312 HZ EUC JIS Shift-JIS Big5 Unicode

GUI

CLI 254

276
N
$
S
"$ subject 178 2
sun.com thegodsunocommando
~sun\.com$ sun.com
Python re Module
Python http://ww.python.org/doc/howto/

Python Regular Expression HOWTO

ASCII

rcpt-to ==

\w

""~goober@dev\\.nulI\\....$" (matching)

rcpt-to != "~goober@dev\\.null\\....$" (non-matching)

foo FOO
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PDF

attachment-filter:

if ((recv-listener == "Inbound) AND

CPU

(e cattachment-filename ==

"\\.386%"") OR (attachment-filename == "\\.exe$")) OR (attachment-filename == "\\.ad$"))
OR

(attachment-filename == "\\.ade$'")) OR (attachment-filename == "\\.adp$')) OR
(attachment-filename == '"\\.asp$'")) OR (attachment-filename == '""\\.bas$'")) OR
(attachment-filename == '"\\.bat$'")) OR (attachment-filename == '""\\.chm$'")) OR
(attachment-filename == '"\\.cmd$'")) OR (attachment-filename == '""\\.com$'")) OR
(attachment-filename == "\\.cpl$'")) OR (attachment-filename == '"\\.crt$'")) OR
(attachment-filename == "\\.exe$'")) OR (attachment-filename == "\\_hlp$'")) OR
(attachment-filename == '"\\.hta$'")) OR (attachment-filename == '"\\.inf$")) OR
(attachment-filename == "\\.ins$'")) OR (attachment- filename == "\\.isp$")) OR

(attachment-filename

(attachment- filename

"\\.js$")) OR (attachment-filename
"\\.Ink$"")) OR (attachment-filename =

"\\.jse$")) OR
= "\\.mdb$"")) OR

(attachment-filename == '"\\.mde$'")) OR (attachment-filename == '"\\.msc$'")) OR
(attachment-filename == "\\.msi$'")) OR (attachment-filename == '"\\.msp$'")) OR
(attachment-filename == "\\.mst$'")) OR (attachment-filename == '""\\.pcd$'")) OR
(attachment-filename == "\\.pif$'")) OR (attachment-filename == '"\\.reg$'")) OR
(attachment-filename == "\\.scr$'")) OR (attachment-filename == '"\\.sct$'")) OR
(attachment-filename == '"\\.shb$'")) OR (attachment-filename == '""\\.shs$'")) OR
(attachment-filename == "\\.url$'")) OR (attachment-filename == '"\\.vb$'")) OR
(attachment-filename == '"\\.vbe$'")) OR (attachment-filename == '"\\.vbs$'")) OR
(attachment-filename == '"\\.vss$'")) OR (attachment-filename == "\\.vst$'")) OR
(attachment-filename == "\\.vsw$'")) OR (attachment-filename == "\\.ws$'")) OR
(attachment-filename == "\\.wsc$'")) OR (attachment-filename == "\\.wsf$'")) OR
(attachment-filename == '"\\.wsh$'"))) { bounce(); }
AsyncOS 30 recv-listener
1
attachment-filter: if (recv-listener == "Inbound") AND (attachment-filename == "\\.

(386]exe]ad|ade]adp]asp]bas]|bat]chm]cmd]com|cpl]crt]exe]|hlp|hta]inf]lins]ispljs]lisell
nk|mdb]mde|msc|msi|msp|mst]pcd|pif|reg]scr|sct]shb|shs]
url]vb]vbe]vbs]vss|vst]vsw|ws|wsc|wsF]wsh)$™) {

PDF

PDF
PDF

2

0
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D
PowerPoint
PDF
PDF
callout call out callout
callout
ID
ID
* CUSIP
« ABA
ID
22: D
ID
*credit 14 15 16
ID enRoute
*aba ABA ABA
*ssn *ssn ID
*cusip CUsSIP CUSIP
ID

ID_Credit_Cards:

if(body-contains(""*credit')){
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notify("legaldept@example.com™);

ID

*credit]*ssn

*ssn ID *ssn ID
only-body-contains
MIME
true

SSN-nohtml: if only-body-contains(“*ssn’) { duplicate-quarantine(“Policy™);}

true

true
IP external

externalFilter:

it (true)

alt-src-host(“external*);

valid MIME false
true
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. subject

subject

not-valid-mime:
if not valid
{

dropQ;

subject

not-valid-mime:
if not valid
{

dropQ;

ASCII

EmptySubject_To_filter:

if (header("Subject®) I= "_") OR
(header("To") 1= ".") {

dropQ;

}

Make Money...

157

true

Subject To
true
true

true
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rcpt-to
scarface

rcpt-to

scarfaceFilter:

if (rcpt-to == "scarface”)
{

drop(Q);

}

rcpt-to

rcpt-to-group LDAP
ExpiredAccounts LDAP

expiredFilter:

ifT (rcpt-to-group == "ExpiredAccounts®)
{

drop(Q);

}

rcpt-to-group

mai I-from

admin@yourdomain.com
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mail-from

kremFilter:
if (mail-from == "~admin@yourdomain\\.com$")

{
skip-filters(Q);

}

mai l-from-group LDAP
LDAP

KnownSenders LDAP

SenderLDAPGroupFilter:
ifT (mail-from-group == "KnownSenders®)

{

skip-filters(Q);

}

sendergroup HAT

Internal true

senderGroupFilter:

if (sendergroup == "Internal™)

{

alt-mailhost("'[172.17.0.1]");

}
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body-size
5

BigFilter:
if (body-size > 5M)
{
bounce();
b
body-size
body-size < 10M
body-size <= 10M
body-size > 10M
body-size >= 10M
body-size == 10M
body-size 1= 10M

10 10
10b

13
13k

5
5M

40 Cisco 100
406
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IP
remote-ip IP
IP
4 IPv4 6 IPv6
P allowed hosts
SBO SBRS dnslist ALL
allowed hosts IP
IP
10.1.1.x X 50 51 52 53 54 55

notMineFilter:
if (remote-ip !'= "10.1.1.50-55%)

{

bounce();

}

recv-listener

expedite

expediteFilter:
if (recv-listener == “expedite®)

{

skip-filtersQ);

}

recv-int

outside

outsideFilter:
if (recv-int == “outside®)
{

bounce();

}
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date MM/DD/YYYY hh:mm:ss

2003 7 28 1 campaignl@yourdomain.com

TimeOutFilter:
if ((date > "07/28/2003 13:00:00") and (mail-from ==

" campaignl@yourdomain\\.com®))

{
bounce();
3
N
date $Date
header() «
7 subject
true false
X-Sample sample text

FooHeaderFilter:
if (header("X-Sample®) == "sample text")
{

bounce();

}
ASCII

X-DeleteMe

DeleteMeHeaderFilter:
if header("X-DeleteMe®)

{

strip-header(“X-DeleteMe*);
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157
random 0 N-1 N
header()
0 true
2 1
Virtual Gateway A 2 1 Virtual Gateway
B

load_balance_a:

if (random(10) < 5)

{
alt-src-host("interface_a");

}

else
{
alt-src-host("interface_b");

}

load_balance_b:

if (random(2))

{
alt-src-host("interface_a");

}

else
{
alt-src-host("interface_b");

}

rcpt-count body-size

Virtual Gateway
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100
Virtual Gateway

large_list_filter:
if (rcpt-count > 100) {
alt-src-host("mass_mailing_interface®);

}

addr-count() 1

rcpt-count
undisclosed-recipients

large_list_filter:

if (rcpt-count > 100) {
alt-src-host("mass_mailing_interface®);

}

body-contains()
body-contains()

[ Scan Behavior ]

CLI scanconfig
MIME true

MIME video/* audio/* image/*

.zip .bzip .compress .tar .gzip

276

AsyncOS

true
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AsyncOS MIME
MIME MIME
AsyncOS AsyncOS
Unicode Unicode
[ Scan
Behavior ] scanconfig
AsyncOS MIME
158
MIME AsyncOS  .zip tar
Unicode AsyncOS  Unicode
Company Confidential
2
2

ConfidentialFilter:

if (body-contains("Company Confidential®,2)) {

notify ("legaldept@example.domain®);

bounce();

}

disclaimer:

only-body-contains

if (not only-body-contains("[dD]isclaimer®,1l) ) {

notify("hresource@example.com®);

}

encrypted

encrypted  true

true
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[ Scan Behavior ]

scanconfig

276

BCC

prevent_encrypted_data:

if (encrypted) {

bce (" legaldept@example.domain®);
bounce();

}

attachment-type MIME
[ ScanBehavior ]
scanconfig 276

MIME
true

276

243
MIME

video/*

bounce_video_clips:
if (attachment-type == "video/*") {
bounce();

}

attachment-filename

true
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. MIME MIME

. Cisco
276

attachment-filename

gzip .exe
. foo.exe.gz
188
243
*_mp3

block_mp3s:
if (attachment-filename == "(?2i)\\.mp3%$~) {
bounce();
b

gzip
quarantine_gzipped_exe_or_pif:
if (attachment-filename == "(?i)\\.(exe|pif)($]-9z$)") {
quarantine(*'Policy");
3

DNS

dnslist() DNSBL ip4r

DNS IP IP

1234 4321
DNS DNS IP
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SenderBase .

IP 127.0.0.x
X 0 255 IP

dnslist() header()
true DNS false

Cisco Bonded Sender

whitelist_bondedsender:
ifT (dnslist("query.bondedsender.org®)) {
skip-filters(Q);

}

127.0.0.2
false

blacklist:

if (dnslist("dnsbl._example.domain®) == "127.0.0.2") {

dropQ;
b
SenderBase

reputation SenderBase

> == <= SenderBase
SenderBase
no-reputation

SBRS none
SenderBase -75
Subject: *** BadRep ***

note_bad_reps:

if (reputation < -7.5) {

strip-header ("Subject®);

insert-header ("Subject”, "*** BadRep $Reputation *** $Subject™);
3

Async0S 11.0 for Cisco Email Security Appliances .



236

SenderBase -10 10 NONE
NONE no-reputation

none_rep:

if (no-reputation) {

strip-header ("Subject®);

insert-header ("Subject®, "*** Reputation = NONE *** $Subject™);

}

dictonary_name
dictionary-match(<dictonary_name>) true

false

secret_words

copy_codenames:
if (dictionary-match ("secret_words®)) {

bcc("administrator@example.com®);

}

secret_words

Policy only-body-contains
body-dictionary-match

quarantine_data_loss_prevention:

if (body-dictionary-match ("secret_words®))
{

quarantine("Policy");

}

quarantine_policy_subject:

if (subject-dictionary-match ("gTest"))
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{

quarantine(“Policy");

}

To

headerTest:

if (header-dictionary-match ("competitorsList®, "to"))
{

bcc("administrator@example.com®);

}

attachment-dictionary-match(<dictonary_name>) dictionary-match

secret_words
Policy

quarantine_codenames_attachment:

if (attachment-dictionary-match ("secret_words®))

{

quarantine(“Policy”);

T
header-dictionary-match(<dictonary name>, <header>) dictionary-match
<header>
subject Subject
cc ex_employees

Policy

quarantine_codenames_attachment:

it (header-dictionary-match ("ex_employees®, "cc®))
{

quarantine(“Policy");

}
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. SPF-Status

SPF-Status
SPF/SIDF SPF/SIDF
spf-status SPF
587
S
SPF SPF
SPF
SPF/SIDF
if (spf-status == ""Pass')
1
if (spf-status == "PermError, TempError')

HELO MAILFROM PRAID

if (spf-status(*'pra’™) == "Fail™)

spf-status

skip-spam-check-for-verified-senders:
if (sendergroup == "TRUSTED" and spf-status == "Pass'){

skip-spamcheck();

3

quarantine-spf-failed-mail:

if (spf-status('pra'™) == "Fail'™) {

if (spf-status('mailfrom'™) == "Fail"){

# completely malicious mail
quarantine(*'Policy");

} else {

if(spf-status("'mailfrom'™) == "SoftFail') {
# malicious mail, but tempting

quarantine(*'Policy");
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SPF-Passed .

b

b

} else {

if(spf-status('pra'™) == "SoftFail"){

if (spf-status('mailfrom™) == "Fail"

or spf-status(‘mailfrom'™) == "SoftFail"){

# malicious mail, but tempting
quarantine(''Policy');

b

b

b

stamp-mai l-with-spf-verification-error:

if (spf-status(‘'pra') == "PermError, TempError"
or spf-status(mailfrom) == "“PermError, TempError"
or spf-status(“helo') == "PermError, TempError'){

# permanent error - stamp message subject
strip-header(*'Subject™);

insert-header(*'Subject', "[POTENTIAL PHISHING] $Subject'™); }

SPF-Passed

spf-passed spf-passed

quarantine-spf-unauthorized-mail:
if (not spf-passed) {

quarantine('Policy™);

b
)
spf-status spf-passed SPF/SIDF
spf-passed None
Neutral Softfail TempError PermError Fail
spf-status
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B smme

S/MIME
S/IMIME S/IMIME
S/IMIME S/IMIME
quarantine_smime_messages:
if (smime-gateway-message and not smime-gateway-verified) {
quarantine(*"'Policy");
b
SIMIME 523
S/MIME
S/IMIME
S/IMIME SIMIME

quarantine_smime_messages:
if (smime-gateway-message and not smime-gateway-verified) {
quarantine(*"'Policy");

}
S/IMIME 523

workqueue-count

workqueue-count > == <=

wgfull:
if (workqueue-count > 1000) {
skip-spamcheck();

}

SPF/SIDF SPF SIDF 579

SMTP

Cisco SMTP
smtp-auth-id-matches (<target> [, <sieve-char>])
SMTP ID
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SMTP B

smtp-auth-id-matches SMTP ID
Target
*EnvelopeFrom | SMTP MAIL FROM
*FromAddress From From
1

*Sender Sender

*Any ID SMTP

*None SMTP

sieve-char

+
jJoe+folder@example.com +
joe+smith+folder@example.com +folder SMTP
ID
$SMTPAUthID SMTP ID
SMTP ID smtp-auth-id-matches

SMTP ID

someuser otheruser@example.com

someuser someuser@example.com o

someuser someuser@another.com o

SomeUser someuser@example.com o

someuser someuser+folder@example.com

someuser + someuser+folder@example.com | o
someuser@example.com someuser@forged.com
someuser@example.com someuser@example.com o
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SMTP ID

SomeUser@example.com

someuser@example.com

SMTP
From
ID

Msg_Authentication:

if (smtp-auth-id-matches(*"*Any'"))

{

# Always include the original authentication credentials in a

# special header.

SMTP

insert-header("'X-Auth-1D",""$SMTPAuthID");

if (smtp-auth-id-matches(*"*FromAddress', ''+'") and

smtp-auth-id-matches(""*EnvelopeFrom", "+™))

{

# Username matches. Verify the domain

if header("from®) I= "(?1)@(?:example\\.com]alternate\\.com)" or
mail-from 1= "(?1)@(?:example\\.com|alternate\\.com)"

{

# User has specified a domain which cannot be authenticated

quarantine(*'forged);

}
} else {

# User claims to be an completely different user

quarantine(*'forged");

}
}

signed

CMS
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signed

signedcheck: if signed { insert-header('X-Signed", "True'"); }

signed

Signed: if ((sendergroup == "NOTTRUSTED") AND NOT signed) {
html-convert();
if (attachment_size > 0)

{

}
}
signed-certificate X.509
S/IMIME X.509
signed-certificate (<field> [<operator> <regular expression>])
* <field> “issuer” “signer”

e <pperator> == 1=
* <regular expression>

true signed-certificate(“issuer’)
signed-certificate(“signer”) S/IMIME
true
X.509 subjectAltName rfc822Name
subjectAltName
rfc822Name signed-certificate(“signer”) false
rfc822Name
true
Issuer
X.509 AsyncOS

LDAP-UTF8 Unicode
* C=US,S=CA,O=lronPort
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* C=US,CN=Bob Smith

X.509

signed-certificate(“issuer”)  S/IMIME

X.509

LDAP-UTF8 LDAP-UTF8

Lightweight Directory Access Protocol (LDAP):

String Representation of Distinguished Names http://www.ietf.org/rfc/rfc4514.txt

signed-certificate LDAP-UTF8
LDAP-UTF8
LDAP-UTF8 Example, Inc.
» Example\, Inc.
» Example\,\ Inc\.
signed-certificate Example\, Inc.
LDAP-UTF8
signed-certificate
$CertificateSigners
$CertificateSigners subjectAltName
1
Alice 2 Bob 1
1
SIMIME 3

L
{

"issuer-":

"signer-:

}.
{

"issuer-":

"signer-:

}.
{

"CN=Auth,O=Example\, Inc.",

["alice@example.com®, "al@private.example.com™]

"CN=Auth,O=Example\, Inc.",

["alice@example.com®, "al@private.example.com™]
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"issuer”: "CN=Auth,O=Example\, Inc.",

"signer”: ["bob@example.com®, “bob@private.example.com®™]
b

1

$CertificateSigners

"alice@example.com, al@private.example.com, bob@example.com, bob@private.example.com"

Issuer: if signed-certificate("issuer™) == "(?1)C=US" {
insert-header(""X-Test", "US issuer");

}

example.com

NotOurSigners: i1f signed-certificate(''signer™) AND
signed-certificate('signer™) = "example\\.com$" {

notify(“"admin@example.com™);

}

X.509
AnyX509: if signed-certificate (“issuer™) {

insert-header(""'X-Test", "X.509 present™);

}

NoSigner: if not signed-certificate (“signer™) {

insert-header (""'X-Test", "0ld X.509?");

}

true
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Web

header-repeats (<target>, <threshold> [, <direction>])
* <target> subject mail-from AsyncOS
« <threshold> 1 target

true
e <direction> incoming outgoing direction
true
971
)
1
1
AND
OR

F1: if (recv_listener == "CGray") AND (header-repeats("subject®, X, "incoming®) { dropQ:}

AND OR

subject
mail-from

OR

OR

fl: if signed OR (header-repeats("subject®, 10)) { drop(Q;}
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URL

10

fl : if header-repeats(“subject”, X, "incoming®) { quarantine("Policy");}

f2 : i1f header-repeats("mail-from®, X, "outgoing®) {drop(Q):;}

f3: if header-repeats("subject”, X) {notify("admin@xyz.com®);}

URL
URL
URL
* msg_filter_name
e whitelist urllistconfig

url-reputation
url-reputation
<msg_Ffilter_name>:

{<action>}

URL
URL
422
413

URL
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B v

* min_score max_score
-10.0 10.0
. URL
1
URL

url-no-reputation
url-no-reputation
<msg_Tilter_name>:

{<action>}

URL

URL
URL
URL 413 URL
422

url-category

URL

include_message_body_ subject

0

URL
URL

<msg_TFfilter_name>: if url-category ([“<category-namel>”,”<category-name2>~,_...,

“<category-name3>],  <url_white_list>", "<include_attachments>", "<include_message_body subject>")

<action>

* msg_filter_name
* action

e category-name URL

430
e url_white_list urllistconfig
. URL
1
URL
. URL
1

URL
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URL

URL

include_attachments

0

include_message_body_subject

0



true

Policy

quar_corrupt_attach: if (attachment-corrupt) { quarantine(''Policy'); }

Cisco E

. CiscoE

<msg_Ffilter_name>: if (message-language <operator> "'<languagel>, <language2>
n>") {<action>}

* msg_filter_name
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¢ language
entries with commas.

® action

DropMessagesWithUndeterminedLanguage: if (message-language ==

Separate multiple

(]

“unknown') { dropQ; }

ussianDisclaimerRule: if (message-language == "ru') { add-heading(‘'RussianDisclaimer™);

<msg_TFfilter_name>: if (macro-detection-rule (["file_type-1-,
“file_type-2", ..., file_type-n"])) {<action>}

* msg_filter_name

e file_type
* Adobe Portable Document Format
* Microsoft Office

* OLE

* action

Microsoft Office
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Drop_Messages_With_Macro-enabled_Office_Files: if (macro-detection-rule (["Microsoft
Office Files"])) { dropQ; }

PDF

Strip_Macro_enabled_PDF: if (rcpt-to == "joe@example.com™) {
drop-macro-enabled-attachments([ "Adobe Portable Document Format®]); }

From:
forged-email-detection
1 100
forged-email-detection From:
* From: <jOhn.simOns@example.com> John Simons
82
 From: <john.simons@diff-example.com> John Simons
100
599

<filter_name>: if (forged-email-detection(“<content_dictionary>", threshold)) {<action>;}

« filter_name
« content_dictionary
« threshold 1 100

From:
70
From:

FED_CF: if (forged-email-detection(“Execs", 70)) { fed('from™, "™"); }
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duplicate_boundaries MIME

\)

attachment-contains
drop-attachments-where-contains MIME

<filter_name>: if (duplicate_boundaries){<action>;}

MIME

DuplicateBoundaries: if (duplicate_boundaries) { quarantine('Policy'); }

MIME
MIME

<filter_name>: if (malformed-header){<action>;}

MIME

quarantine_malformed_headers: if (malformed-header)

{

quarantine(*'Policy");

}

<msg_Ffilter_name>: if (geolocation-rule (["country_name-1%, "country_name-2*
,>country_name-n"])) {<action>}
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* msg_filter_name
® country_name

® action

Countryl  Country?2

Quarantine_Incoming_Messages_from_Countryl_and_Country2: if (geolocation-rule
(["Countryl®, "Country2"])) {quarantine(*'Policy');}

2

. deliver drop bounce
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23:

alt-src-host
IP Virtual
Gateway
Virtual Gateway
231
alt-rcpt-to
230
alt-mailhost
230
notify
224

notify-copy notify

bcc-scan

224
BCC bcc
227
BCC bce-scan
227
archive mbox
232
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quarantine
(quarantine_name

quarantine_name

229

duplicate-quarantine
(quarantine_name

229

strip-header

232

insert-header

233

edit-header-text

234

edit-body-text()

URL

234

HTML

html-convert()

HTML

HTML

HTML
235
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bounce-profile

236

skip-spamcheck Cisco

236

skip-marketingcheck

236

skip-socialcheck

236

skip-bulkcheck

236

skip-viruscheck Cisco

237

skip-ampcheck

237

skip-vofcheck

237
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drop-attachments-by-name

zip tar
250
drop-attachments-by-type
MIME
MIME
zip tar
250
drop-attachments-by-Ffiletype
zip ftar
250
drop-attachments-by-mimetype
MIME MIME
MIME

250
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drop-attachments-by-size

250

drop-attachments-where-contains

zip

tar

250
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drop-macro-enabled-attachments

drop-macro-enabled-attachments
([“Ffile_type-17, "file_type-2-,
., Tile_type-n-],
“custom_replacement_message’)

e file_type

* Adobe Portable Document
Format

* Microsoft Office

* OLE

204

drop-attachments-where-dictionary-match

MIME

250
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add-footer(footer-name)

add-heading(heading-name)

encrypt-deferred

S/IMIME | Smime-gateway-deferred
(“sending_profile”)
| S/IMIME
SIMIME /
224
S/MIME / smime-gateway(*sending_profile”)
SIMIME
S/IMIME
224
tag-message(tag-name) oLP
DLP
238
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log-entry
INFO
239
URL * url-reputation-replace URL URL
* url-no-reputation-replace
URL URL
URL e url-reputation-defang
® url-no-reputation-defang
URL URL
239
URL * url-reputation-proxy-redirect
¢ url-no-reputation-proxy-redirect
URL
URL url-category-replace URL URL
URL
URL 241
URL url-category-defang
URL
URL url-category-proxy-redirect
Cisco
URL
fed From:
242
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no-op
242
* skip-filters
222
* drop
223
* bounce
223
* encrypt Cisco Email Encryption
223
*
exe
attachment-filetype drop-attachments-by-filetype rules
AsyncOS
1=
1
.exe
exe_check: if (attachment-filetype I= "exe™) {
drop(Q);
3
E
.exe 1 .exe
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24:

* doc
* docx
e mdb
* mpp
*ole

* pdf
* ppt
* pptx
o rtf

* WpS
o X-wmf
* xls

* xlsx

* exe
* java
* msi
* pif
Executable dll
.scr

cace ACE
earc SQUASH

e arj RobertJung ARJ
* binhex

* bz Bzip

*bz2 Bzip

e cab Microsoft

* gzip* - UNIX gzip

e Iha [LHA/LHARC/LZH]
e rar

e sit - Macintosh [Stuffit]
e tar*

e unix UNIX

* Zip* - Windows

*z00 ZOO
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Text

o tXt
* html
e xml

* bmp
e Ccur
- gif
*ico
* jpeg
* pcx
* png
* psd
* psp
* tga
o tiff

* aac
* aiff

* asf

* avi

« flash
e midi

* mov

e mp3

* mpeg
°0gg

e ram

* snd

e wWav

e Wma
e wmv

bee() bee-scan()

Cisco

notify()

notify-copy() add-footer() add-heading()
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25:
All
$AllHeaders
Headers
Body Size $BodySize
Certificate . i subjectAltName
. $CertificateSigners|
Signers
$CertificateSigners 198
Date MM/DD/YYYY
$Date
. $dropped_filename
Dropped File Name ppec-
. $dropped_filenames i
Dropped File Names PP $filenames
. $dropped_fFiletypes i
Dropped File Types ppec- P S$filetypes
Envelope

$EnvelopeFrom

Envelope Sender From <MAIL FROM>
$EnvelopeRecipients|

Envelope Recipients

Envelope To <RCPT TO>

File Names N
$Ffilenames
File .
. $filesizes
Sizes
File )
$filetypes
Types
Filter Name _
$FilterName
GMT ) Received:
. $CGMT imeStamp
GMTimeStamp GMT
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HAT HAT
$Group
Group Name
>Unknown<
Matched $MatchedContent body-contains
Content
. . $Policy
Mail Flow Policy HAT
>Unknown<
Header i
$Header["string
|
Hostname Cisco
$Hostname
ID Internal
$MID
Message ID ID MID
RFC822 Message-Id
Message-Id
$Header
. Receiving $RecvListener
Listener
.. $RecvInt
Receiving Interface
IP Cisco
$RemotelP
Remote IP Address IP
Cisco
$remotehost
Remote Host Address
SenderBase N SenderBase
$Reputation
None
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ASCII .

Subject $Subject
Time $Time
_ Received:
. $Timestamp
Timestamp
ASCII
1SO-2022
UTF-8
Attachment Content Message Body Attachment Message
Attachment
$MatchedContent
GUI GUI
GUI
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17:

| = Policy

Attachment Marne Matched Content Conditian

FPL.1.txt ® M5 38930 USA Facilities 662-646-0523 jsamuelson@acrecorp.com 7/17/06 A DLP Classifier! Contact Information
4929132070312710 Acme Corp Irene Gibbs 808 Sumner Street Greenwood
MS 38930 USA Publishing 662-646-0522 igibbs@acrnecorp.com 2/1/07
4485231592071860 Acme Corp kathy Lopez 808 Sumner Street
Greenwood MS 38930 USA Marketing 662-646-0541 klopez@acmecorp.com
2/1/07 4716298862510192 Acre Corp Marty Smith 808 Sumner Strest
Gresnwnnd MS 3R330 1S4 Frningerinn AR2-RAA-N542

L)

®-IronPort-Al:
d="txt'7scan'20;
Received: from d2,vmw023-bsd04.ibqa (HELO vmw023-bsd0d.ibga) ([172.22.107.1])

by c360q02.ibga with ESMTP; 28 Jul 2009 16:25:03 +0530

Message-1D: <792087,516002035-sendEmail@vmw023-bsd0d =

From: "user@test.com” <user@test.com»

To: "userl@test.com” <userl@test.coms>

Subject: DLPTEST

Date: Tue, 28 Jul 2009 05:42:11 +0000

#-Mailer: sendEmail-1.55

MIME-Version: 1.0

Content-Type: multipart/mixed; boundary="----MIME delimiter for sendEmail-538525.714612664"

Sophos;i="4.43,282,1246818600";
="178202"

Test -

Message Parts

Mame Size Details
[rmessage body] 6 | ASCII text, with CRLF line terminators
FPL.1 txt 1K | ASCII text
skip-filters
skip-filters
skip-filters
customercare@example.com boss@admin

bossFilter:
if(rcpt-to == “boss@admin$*)

{
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notify("customercare@example.com®);
skip-filters(Q);

}

drop

george@whitehouse.gov

spamFilter:
if(subject == "ASPAM.*%)

{

notify(“george@whitehouse.gov®);
drop(Q);

}

bounce

@yahoo\\.com

yahooFilter:
if(mail-from == "@yahoo\\.com$")

{

bounce();

}

encrypt

[encrypt]

Encrypt_Filter:
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S/MIME

S/MIME /

if ( subject == "\\[encrypt\\]" )

{

encrypt(“My_Encryption_Profile®);

}

S/MIME

Cisco

/

smime-gateway-deferred

S/IMIME
S/IMIME
smime-deferred:if(mail-from ==
""user@example.com){smime-gateway-deferred(*'smime-encrypt');}
smime-gateway SIMIME
S/IMIME
smime-deliver-now: if(mail-from == "user@example.com'){smime-gateway(‘'smime-sign');}
notify notify-copy
notify-copy bce-scan
L]
MAIL FROM RCPT TO
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4 MB
admin@example.com
bigFilter:
if(body-size >= 4M)
{
notify("admin@example.com®);
dropQ;

}

bigFilterCopy:

if(body-size >= 4M)

{
notify-copy("admin@example.com®);
drop(Q);

}

admin@example.com
$EnvelopeRecipients

bigFilter:
if(body-size >= 4M)
{

notify("$EnvelopeRecipients”®);

drop(Q);

}

notify 3

Message Notification
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. Notification Template

$EnvelopeFrom

250

[bigFilter] Message too large
message.too.large

bigFilter:

if (body-size >= 4M)

{

notify(“admin@example.com®, "[$FilterName] Message too large~,
"$EnvelopeFrom®, "message.too.large®);

dropQ);

}

$MatchedContent
$MatchedContent
ABA

ABA_TFilter:
if (body-contains ("*aba")){

notify("admin@example.com”, " [$MatchedContent]Account Information Displayed®);

T
Notification Template
[ Text Resources ] textconfig CLI
notify(Q notify-copy()
$AllHeaders
bigFilter:
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iT (body-size >= 4M)
{
notify("$EnvelopeRecipients”, "[$FilterName] Message too large-,

"$EnvelopeFrom®, "message.too.large®);

dropQ;
3
bcc
Jjohnny sue
mom@home .org
momFilter:

if ((mail-from == "~johnny$") and (rcpt-to == "/sue$"))

{

bcc("mom@home.org*);

b
bce 3
alt-mailhost
218
$Subject
$EnvelopeFrom
[Bcc] <original subject>
badbounce@home.org
momFilter:

if ((mail-from == "~johnny$") and (rcpt-to == "/sue$"))

{
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. bec-scan()

bcc("mom@home.org®, "[Bcc] $Subject®, "badbounce@home.org®);

}

4 alt-mailhost

momFi lterAltM:

if ((mail-from == "~johnny$") and (rcpt-to == "“sue$"))
{

bcc("mom@home.org®, "[Bcc] $Subject®, "$EnvelopeFrom®,

“momaltmailserver.example.com®);

}

Bcc() notify() bounce()

10 3
bcc()
multiplealthosts:
if (recv-listener == "IncomingMail')

{

insert-header ("X-ORIGINAL-1P", “$remote_ip");

bcc ("$EnvelopeRecipients®, "$Subject”, "$EnvelopeFrom®™, "10.2.3.4%);
bcc ("$EnvelopeRecipients®, "$Subject”, "$EnvelopeFrom®, "10.2.3.5%);

bcc ("$EnvelopeRecipients®, "$Subject”, "$EnvelopeFrom®, "10.2.3.6%);

}

bce-scan()

bce-scan bcc

momFilter:
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if ((mail-from == "~johnny$") and (rcpt-to == "~sue$"))

{

bcc-scan("mom@home.org*®);

}

quarantine(“quarantine_name~)

duplicate-quarantine ( “quarantine_name’)

quarantine() bounce()

dropQ

skip-filters(Q

skip-filtersQ

secret_word
Policy
quarantine_codenames:
if (dictionary-match ("secret_words®))
{
quarantine(“Policy®);
}

.mp3
.mp3

Policy
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strip_all_mp3s:

if (attachment-filename == "(?i)\\.mp3$") {
duplicate-quarantine("Policy");
drop-attachments-by-name(" (?i)\\.mp3%$7);

}

alt-rcpt-to

freelistFilter:

if(rept-to == "\\.freelist\\.com$")

{
alt-rcpt-to("system-lists@myhost.com®);

}

.Freelist.com

system-lists@myhost.com

alt-mailhost 1P
IP
%4
alt-mailhost
alt-mailhost quarantine
example.com

localRedirectFilter:
if(true)

{

alt-mailhost("example.com®);
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jJoe@anywhere.com
Joe@anywhere.com

Virtual Gateway .

Envelope To
example.com smtproutes

655

alt-mailhost

SMTP

local2Filter:
if(true)

{

alt-mailhost("192.168.12.5");

}

Virtual Gateway

alt-src-host

Virtual Gateway ™
710

IP

outbound2

externalFilter:
if(remote-ip == "1.2.3.4%)
{
alt-src-host("outbound2®);

}

192.168.12.5

1 Cisco E

IP 1.2.3.4
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IP 1.2.3.4
IP Groupl
groupFilter:
if(remote-ip == "1.2.3.4%)
{

alt-src-host("Groupl®);

3
archive
mbox
Ffilters -> logconfig
S
logconfig filters
CLlI 254
mbox UNIX
UNIX mail -f mbox.filename
mbox

Joesmith@yourdomain.com

jJoesmith

logJoeSmithFilter:

if(mail-from == "~joesmith@yourdomain\\.com$")
{

archive("joesmith®);

}

strip-header

Received:
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X-DeleteMe

stripXDeleteMeFilter:

it (true)

{
strip-header("X-DeleteMe");

}

157

insert-header AsyncOS

X-Company My Company
Name
addXCompanyFilter:
it (not header("X-Company*))
{
insert-header(*X-Company®, “My Company Name®);
}
insert-header() ASCII

ASCII
Quoted-Printable

strip-headers insert-header

Received:

MUA Subject:
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157

edit-header-text

Subject: SCAN Marketing Messages

SCAN Marketing Messages

Remove_SCAN: if true

{

edit-header-text (“Subject”, “~SCAN\\s*’,”7);

}

Subject: Marketing Messages

edit-body-text() Edit-Header-Text()

edit-body-text()
2

Example: if true {
edit-body-text("'parameter 1","parameter 2');

}
edit-body-text()

158
URL URL REMOVED

URL_Replaced: if true {

edit-body-text("(?1) (?:https?|ftp) : //7["\\s\'">]+", "URL REMOVED'");
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HTML

ssn: if true {

edi t-body-text("'(?1000) (?: [0-6]\\d{2}]7(?: [0-61\\d | 7[0121)) ([
-12) (2100)\\d\\d\\1(?10000)\\d{4}",

FXXX=XX=XXXX™) 5

HTML B

XXX-XX-XXXX

}
\
edit-body-text()
RFC 2822 RFC 2822
MIME
AsyncOS  html-convert() HTML
Convert_HTML_Filter:
it (true)
{
html-convert();
}
Cisco
html-convert()

158

html-convert()
HTML
MIME multipart/alternative text/html

MIME multipart/mixed

Async0S 11.0 for Cisco Email Security Appliances

text/plain

"



html-convert()

bounce-profile

685

X-Bounce-Profile:
fastbounce fastbounce

fastbounce:
it (header ("X-Bounce-Profile®) == "fastbounce®) {

bounce-profile ("fastbounce®);

}

skip-spamcheck

SenderBase

whitelist_on_reputation:
if (reputation > 7.5)

{

skip-spamcheck();

}
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skip-marketingcheck

skip-socialcheck

skip-bulkcheck

“private_listener”

internal_mail_is_safe:

if (recv-listener == "private_listener™)

{

skip-socialcheck();

}

skip-viruscheck

private_listener

internal_mail_is_safe:
ifT (recv-listener == "private_listener")

{
skip-spamcheck(Q);

skip-viruscheck(Q);

}

skip-ampcheck
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PDF

skip_amp_scan:
if (attachment-filetype == "pdf")

{
skip-ampcheck();

}

skip-vofcheck

private_listener

internal_mail_is_safe:
if (recv-listener == "private_listener®) Outbreak Filters

{
skip-vofcheck();

3
tag-message DLP
DLP
[a-zA-70-9_-.]
DLP
[Encrypt]
Cisco Email Encryption
DLP

Tag_Message:
if (subject == "M\\[Encrypt\\]")

{

tag-message("Encrypt-And-Deliver*®);
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log-entry INFO

CompanyConfidential:
if (body-contains("Company Confidential "))
{

log-entry("Message may have contained confidential information.");

bounce();
3
URL
URL URL
URL
URL URL 423
URL URL 413
URL
* msg_filter_name
* min_score max_score
-10.0 10.0

no-reputation

e whitelist urllistconfig URL
* Preserve_signed 0 1

51_

e (-
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B v

URL

URL

URL

preserve_signed

URL

url-reputation-replace
url-reputation-replace
<msg_Tilter_name>:

if <condition>

{url-reputation-replace(<min_score>, <max_score>,’<replace_text>>, "< whitelist>', <

Preserve_signed> );}

replace_text URL

url-no-reputation-replace
url-no-reputation-replace
<msg_Tilter_name>:

if <condition>

{url-no-reputation-replace ("<replace_text>", "<whitelist>", <Preserve_signed>);}

replace_text URL

URL

url-reputation-defang
url-reputation-defang
<msg_Ffilter_name>:

if <condition>

{url-reputation-defang (<min_score>, <max_score>,

url-no-reputation-defang
url-no-reputation-defang
<msg_Ffilter_name>:

if <condition>

“"<whitelist>", <Preserve_signed>);}

{url-no-reputation-defang (“<whitelist>", <Preserve_signed>);}
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URL Cisco URL B

URL Cisco URL

url-reputation-proxy-redirect
url-reputation-proxy-redirect
<msg_Tilter_name>:

if <condition>

{url-reputation-proxy-redirect (<min_score>, <max_score>, "<whitelist>",
<Preserve_signed>);}

url-no-reputation-proxy-redirect
url-no-reputation-proxy-redirect
<msg_Tilter_name>:

if <condition>

{url-no-reputation-proxy-redirect ("<whitelist>", <Preserve_signed>);}

URL

URL URL
URL URL
URL 423
URL URL 413

URL

» msg_filter_name
e category-name  URL

URL
URL
430
 url_white_list urllistconfig URL
e unsigned-only 0 1
o] -
Q-

URL URL

url-category-replace
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- URL

<msg_Ffilter_name>:
if <condition>

url-category-replace([“<category-namel>”,><category-name2>~,_..,
“<category-name3>7], <replacement-text>>, “<url_white_list>", <unsigned-only>);

replacement-text URL

URL URL

url-category-defang
<msg_TFTilter_name>:
if <condition>
url-category-defang([ “<category-namel>~,”<category-name2>’,..., “<category-name3>7],
<url_white_list>", <unsigned-only>);
URL Cisco URL
url-category-proxy-redirect
<msg_Tilter_name>:
if <condition>

url-category-proxy-redirect([“<category-namel>”,><category-name2>~,...,
“<category-name3>’], ’<url_white_list>", <unsigned-only>);

no-op

[ Message
Filters ]

new_Tilter_test: if header-repeats ("subject”, X, "incoming®) {no-op(Q):}

From:

From:
70 From:

FED_CF: if (forged-email-detection("Execs", 70)) { fed("from"™, "); }
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.exe
.doc

Excel Word
exe .dil .bmp .tiff .pcx .gif .jpeg .png Photoshop

* ACE
«ALZ

* Apple

* ARJ

* bzip2

* EGG

* GNU Zip
*ISO

e Java

*LZH

* Microsoft

* RAR

* RedHat

* Roshal RAR
* UNIX AR

* UNIX
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* UNIX cpio
* UNIX Tar
e XZ

« ZIP

* 7-Zip

\}

Security Services ]>]
CLI  contentscannerstatus

276

Web

Scan Behavior ]

26:

250

drop-attachments-by-name
(<regular expression

>[, <optional

comment

>

zip far

250

drop-attachments-by-type
(<MIME type
>[, <optional comment

>

MIME

MIME

zip ftar
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drop-attachments-by-fi letype

(<fingerprint name
>[, <optional comment

>1

zip ftar

MIME

drop-attachments-by-mimetype

(<MIME type
>[, <optional comment

>

MIME

MIME

drop-attachments-by-size
(<number
>[, <optional comment

>1)

drop-attachments-where-contains

(<regular expression
>[, <optional comment

>1

zip tar

drop-attachments-where-dictionary

-match(<dictionary name>)

MIME

250
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TGA PCX
Cisco
0
GUI
1 [ Security Services ] > [IronPort
2 | Enable ]
o[ Clean ]
o[ Suspect ]
o[ Inappropriate ]
o[ Clean 1 0 49
o[ Suspect ] 50 74
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BMP JPG TIF PNG GIF

Clean
Clean

IronPort Image Analysis ]

[ Clean ]



o[ Inappropriate ] 75 100

0 100
65

[ Security Services ] > [IronPort IronPort Image Analysis ]

[ Edit Settings ]
65

4 | Clean 1 [ Suspect ] [ Inappropriate ]

AsyncOS
100 100

imageanalysisconfig CLI

JPEG zip
JPEG zip
zip
unscannable

[ cleaen ] [ suspect ]
[ inappropriate ]
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Thu Apr 3 08:17:56 2009 Debug: MID 154 IronPort Image Analysis: image "Unscannable.jpg”
is unscannable.

Thu Apr 3 08:17:56 2009 Info: MID 154 IronPort Image Analysis: attachment
"Unscannable.jpg" score 0 unscannable

Thu Apr 3 08:17:56 2009 Info: MID 6 rewritten to MID 7 by
drop-attachments-where-image-verdict filter "f-001"

Thu Apr 3 08:17:56 2009 Info: Message finished MID 6 done

image_analysis: if image-verdict == "inappropriate” {
strip-header(*'Subject™);

insert-header('Subject", "[inappropriate image] $Subject™);
3

else {

if Image-verdict == "'suspect" {

strip-header(*'Subject™);

insert-header("'Subject", "[suspect image] $Subject™);
}
}
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a1l B W N

A W N

[ Image

Image Analysis Verdict ]

[ Mail Policies ]>[ Incoming Content Filters ]
[ Add Filter ]
[ Actions ] [ Add Action ]
[ Strip Attachmentby File Info ]
Analysis Verdictis ]
. Suspect
. Inappropriate
. Suspect or Inappropriate
. Unscannable
* Clean
[ Mail Policies ]>[ Incoming Content Filters ]
[ Add Filter ]
[ Conditions ] [ Add Condition ]
[ Attachment File Info ] [
. Suspect
. Inappropriate
. Suspect or Inappropriate
. Unscannable
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* Clean

71 Add Action ]
8
GUI | Text Resources ] textconfig CLI
ASCII
textconfig strip.mp3
.mp3
.mp3
drop-mp3s:

if (attachment-type == "*/mp3°)

{ drop-attachments-by-filetype(“Media®);

notify ("$EnvelopeRecipients™, "Your mp3 has been removed®, "$EnvelopeFrom®,
“strip.mp3%);

}

224

AsyncOS

X-Header

attach_disclaim:
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ifT (every-attachment-contains("[dD]isclaimer®) ) {
insert-header ("'X-Example-Approval", "AttachOK™);

}

attachment-binary-contains PDF

match_PDF_Encrypt:

if (attachment-filetype == "pdf*" AND
attachment-binary-contains("/Encrypt®)){
strip-header (“Subject”);

insert-header (“Subject”, “[Encrypted] $Subject”);

}
executable .exe .dll .scr
$dropped_filename drop-attachments-by-filetype
3
1 mpeg
Media

strip_all_exes: if (true) {

drop-attachments-by-filetype ("Executable®, ‘“Removed attachment:

$dropped_filename™);

3
example.com
executable .exe .dIl .scr
strip_inbound_exes: if (mail-from != "@example\\.com$") {

drop-attachments-by-filetype ("Executable®);

}
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example.com
wmf executable
.exe .dll .scr
strip_inbound_exes_and_wmf: if (mail-from != "@example\\.com$") {
drop-attachments-by-filetype ("Executable®);
drop-attachments-by-filetype ("x-wmf®);

}

executable

strip_all_dangerous: if (true) {
drop-attachments-by-filetype ("Executable®);

drop-attachments-by-name(" (?i)\\.(cmd|pif|bat)$");

3
drop-attachments-by-name ASCII
)
drop-attachments-by-name MIME
MIME
.exe
.exe
exe_check: if (attachment-filetype I= "exe") {
dropQ);
b
E
.exe 1 .exe

drop-attachments-where-dictionary-match
MIME
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Data_Loss_Prevention: if (true) {

secret_words

drop-attachments-where-dictionary-match(''secret_words", 1);

}

attachment-protected

zip

PDF

Policy

quarantine_protected:

if attachment-protected

{

quarantine('Policy");

}

attachment-unprotected

AsyncOS

quarantine_unprotected:

if attachment-unprotected

{

quarantine("'Policy™);

}

attachment-protected
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B o

CLI

CLI

27:

filters

new delete import

new

255

255

255

255

import

255

/configuration

export

260

/configuration

list

260

detail

260

logconfig

logconfig

261

archive()
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commit
3
28:
segnum
segnum 2 2
filtname
range range X-Y
X Y seqnums
2-4 2 3 4
X Y
-4 4 2-
all
new [seqnum]filtname|]last]
last
segnum filtname
filtname segnum last
. filtname
. filtname

delete [seqnum|filtname|rangel]
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move [seqnum]filtname]rangeseqnum|last]

2
2 last
active inactive valid
invalid active  valid
CLlI active inactive
invalid
A\
inactive AsyncOS inactive
AsyncOS inactive
filterstatus filter -> set

inactive

mail3.example.com> filters

Choose the operation you want to perform:

- NEW - Create a new Ffilter.

- IMPORT - Import a filter script from a file.
[1> new

Enter filter script. Enter "." on its own line to end.
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filterstatus: if true{skip-filtersQ;}

1 filters added.

Choose the operation you want to perform:

- NEW - Create a new Ffilter.

- DELETE - Remove a filter.

- IMPORT - Import a filter script from a file.

- EXPORT - Export filters to a file

- MOVE - Move a filter to a different position.

- SET - Set a filter attribute.

- LIST - List the filters.

- DETAIL - Get detailed information on the filters.
- LOGCONFIG - Configure log subscriptions used by filters.
- ROLLOVERNOW - Roll over a filter log file.

[1> list

Num Active Valid Name

1Y Y filterstatus

Choose the operation you want to perform:

- NEW - Create a new Ffilter.

- DELETE - Remove a filter.

- IMPORT - Import a filter script from a file.

- EXPORT - Export filters to a file

- MOVE - Move a filter to a different position.

- SET - Set a filter attribute.

- LIST - List the filters.

- DETAIL - Get detailed information on the filters.

- LOGCONFIG - Configure log subscriptions used by filters.

ROLLOVERNOW - Roll over a filter log file.
[1> set

Enter the filter name, number, or range:
[all]> all

Enter the attribute to set:
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[active]> inactive

1 filters updated.

Choose the operation you want to perform:

- NEW - Create a new Ffilter.

- DELETE - Remove a filter.

- IMPORT - Import a filter script from a file.
- EXPORT - Export filters to a file

- MOVE - Move a filter to a different position.
- SET - Set a filter attribute.

- LIST - List the filters.

- DETAIL - Get detailed information on the filters.

- LOGCONFIG - Configure log subscriptions used by filters.

ROLLOVERNOW - Roll over a filter log file.

[1> detail

Enter the filter name, number, or range:

[1> all

Num Active Valid Name

1 N Y Ffilterstatus

filterstatus! if (true) {

skip-filters();

b

Choose the operation you want to perform:

- NEW - Create a new Ffilter.

- DELETE - Remove a filter.

- IMPORT - Import a filter script from a file.

- EXPORT - Export filters to a file

- MOVE - Move a filter to a different position.

- SET - Set a filter attribute.

- LIST - List the filters.

- DETAIL - Get detailed information on the filters.
- LOGCONFIG - Configure log subscriptions used by filters.

- ROLLOVERNOW - Roll over a filter log file.
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1>

set [seqnum|filtname|range] active|inactive

* active active
« inactive inactive
. filtname
S
inactive
! CLI
inactive mailfrompm!
mailfrompm:
import filename
FTP/SCP
configuration interfaceconfig
FTP/SCP
FTP SSH SCP 1207
260
. filtname
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export filename[segnum|filtname]range]

FTP/SCP configuration
FTP SSH
SCP 1207
CLI ASCII UTF-8 /
UTF-8
ASCII

259

list [segnum]filtname]range]
. active/inactive

. valid/invalid

detail [segnum]|filtname]range]
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logconfig
archive()
logconfig
logconfig
. FTP Poll
. 10MB
. 10

mail3.example.com> filters

Choose the operation you want to perform:

- NEW - Create a new FTilter.

- DELETE - Remove a filter.

- IMPORT - Import a filter script from a file.

- EXPORT - Export filters to a file

- MOVE - Move a filter to a different position.

- SET - Set a filter attribute.

- LIST - List the filters.

- DETAIL - Get detailed information on the filters.

- LOGCONFIG - Configure log subscriptions used by filters.

ROLLOVERNOW - Roll over a filter log file.

[1> logconfig

Currently configured logs:

1. "joesmith™ Type: "Filter Logs" Retrieval: FTP Poll
Choose the operation you want to perform:

- EDIT - Modify a log setting.

[1> edit
Enter the number of the log you wish to edit.

-1
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Choose the method to retrieve the logs.

1. FTP Poll
2. FTP Push
3. SCP Push
[1]> 1

Please enter the filename for the log:
[Joesmith._mbox]>

Please enter the maximum file size:

[10485760]>

Please enter the maximum number of files:

[10]>

Currently configured logs:

1. "joesmith™ Type: "Filter Logs" Retrieval: FTP Poll
Enter "EDIT" to modify or press Enter to go back.

1>

localeconfig

AsyncOS

example.com> localeconfig

Behavior when modifying headers: Use encoding of message body

Behavior for untagged non-ASCI1 headers: Impose encoding of message body

Behavior for mismatched footer or heading encoding: Try both body and footer or heading
encodings

Behavior when decoding errors found: Disclaimer is displayed as inline content and the
message body is added as an attachment.

Choose the operation you want to perform:
- SETUP - Configure multi-lingual settings.
[1> setup

IT a header is modified, encode the new header in the same encoding as the message body?

(Some MUAs incorrectly handle headers encoded in a different encoding than the body.
However, encoding a modified header in the same encoding as the message body may cause
certain

characters in the modified header to be lost.) [Y]>

IT a non-ASCII header is not properly tagged with a character set and is being used or

modified,

impose the encoding of the body on the header during processing and final representation
of the message?

(Many MUAs create non-RFC-compliant headers that are then handled in an undefined way.

Some MUAs handle headers encoded in character sets that differ from that of the main
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body in an incorrect way.

Imposing the encoding of the body on the header may encode the header more precisely.
This will be used to interpret the content of headers for processing, it will not modify
or rewrite the

header unless that is done explicitly as part of the processing.) [Y]>

Disclaimers (as either footers or headings) are added in-line with the message body

whenever possible.

However, if the disclaimer is encoded differently than the message body, and if imposing
a single encoding

will cause loss of characters, it will be added as an attachment. The system will always
try to use the

message body"s encoding for the disclaimer. If that fails, the system can try to edit
the message body to

use an encoding that is compatible with the message body as well as the disclaimer.
Should the system try to

re-encode the message body in such a case? [Y]>

IT the disclaimer that is added to the footer or header of the message generates an error
when decoding the message body,

it Is added at the top of the message body. This prevents you to rewrite a new message
content that must merge with

the original message content and the header/footer-stamp. The disclaimer is now added

as an additional MIME part

that displays only the header disclaimer as an inline content, and the rest of the message
content is split into

separate email attachments. Should the system try to ignore such errors when decoding

the message body? [N]>

Behavior when modifying headers: Use encoding of message body

Behavior for untagged non-ASCI1 headers: Impose encoding of message body

Behavior for mismatched footer or heading encoding: Try both body and footer or heading
encodings

Behavior when decoding errors found: Disclaimer is displayed as inline content and the
message body

is added as an attachment.

Choose the operation you want to perform:
- SETUP - Configure multi-lingual settings.

>
2
3
4
[ Yes ]
[ No ]
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filter 3

. big_messages body-size
MB
2 no_mp3s attachment-filename
-mp3
3 mai Ifrompm mail-from
postmaster@example.com administrator@example.com

Ffilter -> list

move

mail3._example.com> filters

Choose the operation you want to perform:

- NEW - Create a new Ffilter.

- IMPORT - Import a filter script from a file.

[1> new

Enter filter script. Enter "." on its own line to end.
big_messages:

it (body-size >= 10M) {

drop(Q);

}

1 filters added.

Choose the operation you want to perform:

- NEW - Create a new Ffilter.

- DELETE - Remove a filter.

- IMPORT - Import a filter script from a file.

- EXPORT - Export filters to a file

- MOVE - Move a filter to a different position.

- SET - Set a filter attribute.

- LIST - List the filters.

- DETAIL - Get detailed information on the filters.

- LOGCONFIG - Configure log subscriptions used by filters.
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- ROLLOVERNOW - Roll over a filter log file.

[1> new

Enter filter script. Enter "." on its own line to end.
no_mp3s:

if (attachment-filename == "(?i)\\.mp3$") {

dropQ);

}

1 filters added.

Choose the operation you want to perform:

- NEW - Create a new Ffilter.

- DELETE - Remove a filter.

- IMPORT - Import a filter script from a file.

- EXPORT - Export filters to a file

- MOVE - Move a filter to a different position.

- SET - Set a filter attribute.

- LIST - List the filters.

- DETAIL - Get detailed information on the filters.

- LOGCONFIG - Configure log subscriptions used by filters.
- ROLLOVERNOW - Roll over a filter log file.

[1> new

Enter filter script. Enter "." on its own line to end.
mai I frompm:

if (mail-from == "“postmaster$")

{ bcc (administrator@example.com'™);}

1 filters added.

Choose the operation you want to perform:
- NEW - Create a new Ffilter.

- DELETE - Remove a filter.

- IMPORT - Import a filter script from a file.

EXPORT - Export filters to a file
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- MOVE - Move a filter to a different position.
- SET - Set a filter attribute.
- LIST - List the filters.

- DETAIL - Get detailed information on the filters.

LOGCONFIG - Configure log subscriptions used by filters.
- ROLLOVERNOW - Roll over a filter log file.

[1> list

Num Active Valid Name

1 Y Y big_messages

2 Y Y no_mp3s

3 Y Y mailfrompm

Choose the operation you want to perform:

- NEW - Create a new Ffilter.

- DELETE - Remove a filter.

- IMPORT - Import a filter script from a file.

- EXPORT - Export filters to a file

- MOVE - Move a filter to a different position.

- SET - Set a filter attribute.

- LIST - List the filters.

- DETAIL - Get detailed information on the filters.
- LOGCONFIG - Configure log subscriptions used by filters.
- ROLLOVERNOW - Roll over a filter log file.

[1> move

Enter the filter name, number, or range to move:
0> 1

Enter the target filter position number or name:
[1> last

1 filters moved.

Choose the operation you want to perform:

- NEW - Create a new Ffilter.

- DELETE - Remove a filter.

- IMPORT - Import a filter script from a file.
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- EXPORT - Export filters to a file

- MOVE - Move a filter to a different position.

- SET - Set a filter attribute.

- LIST - List the filters.

- DETAIL - Get detailed information on the filters.
- LOGCONFIG - Configure log subscriptions used by filters.
- ROLLOVERNOW - Roll over a filter log file.

[1> list

Num Active Valid Name

1Y Y no_mp3s

2 Y Y mailfrompm

3 Y Y big_messages

Choose the operation you want to perform:

- NEW - Create a new Ffilter.

- DELETE - Remove a filter.

- IMPORT - Import a filter script from a file.

- EXPORT - Export filters to a file

- MOVE - Move a filter to a different position.

- SET - Set a filter attribute.

- LIST - List the filters.

- DETAIL - Get detailed information on the filters.
- LOGCONFIG - Configure log subscriptions used by filters.
- ROLLOVERNOW - Roll over a filter log file.

[1> move

Enter the filter name, number, or range to move:
[1> 2

Enter the target filter position number or name:
0> 1

1 filters moved.

Choose the operation you want to perform:

- NEW - Create a new filter.
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- DELETE - Remove a filter.

- IMPORT - Import a filter script from a file.

- EXPORT - Export filters to a file

- MOVE - Move a filter to a different position.

- SET - Set a filter attribute.

- LIST - List the filters.

- DETAIL - Get detailed information on the filters.

- LOGCONFIG - Configure log subscriptions used by filters.

- ROLLOVERNOW - Roll over a filter log file.

[1> list

Num Active Valid Name

1Y Y mailfrompm

2 Y Y no_mp3s

3 Y Y big_messages

Choose the operation you want to perform:

- NEW - Create a new Ffilter.

- DELETE - Remove a filter.

- IMPORT - Import a filter script from a file.

- EXPORT - Export filters to a file

- MOVE - Move a filter to a different position.
- SET - Set a filter attribute.

- LIST - List the filters.

- DETAIL - Get detailed information on the filters.

- LOGCONFIG - Configure log subscriptions used by filters.

ROLLOVERNOW - Roll over a filter log file.

-

mail3.example.com> commit

Please enter some comments describing your changes:

[1> entered and enabled 3 filters: no_mp3s, mailfrompm, big_messages

Do you want to save the current configuration for rollback? [Y]> n
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Changes committed: Fri May 23 11:42:12 2014 GMT

% @ !

* user%otherdomain@val iddomain
* user@otherdomain@val iddomain:

* domainluser@validdomain

sourceRouted:

if (rept-to == "&]@IVD)(-*)E™) {

bounce();
3
Cisco Sendmail/Qmail
%
Cisco
Cisco
MTA
N
Web
88

search_for_sensitive_content:

ifT (Subject == "(?i)plaintiff]lawsuit]judge" ) {
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BCC

notify (“"admin@company.com™);

BCC

header-dictionary-match()
190
competitorFilter:
if (rcpt-to == "@competitorl.com]@competitor2.com®) {
bcc-scan(® legal@example.com®);

}

block_harrasing_user:

ifT (mail-from == "ex-employee@hotmail\\.com") {
notify (“admin@company.com™);

drop O;

}

drop_attachments:

it (mail-from != “"user@example.com') AND (attachment-filename ==
"(?i)\\.(asp|bas|bat|cmd]|cpl|exe|hta]ins|isplis)$")

{

archive("'Drop_Attachments');

insert-header(""X-Filter", "Dropped by: $FilterName MID: $MID™);
drop-attachments-by-name(""\\. (asp|bas|bat|cmd]cpl |exe|hta]ins]isplis)$);

}

. Async0S 11.0 for Cisco Email Security Appliances



To: II

To:
To

archive() drop()

toTooBig:

if(header("To") == "~_{500,}") {
archive("tooTooBigdropped®);
dropQ;

}

From:
From

from

blank_mail_from_stop:
if (recv-listener == "InboundMail" AND header(’'From™) == ""$|<\\s*>") {
drop O;

}

Envelope From

blank_mail_from_stop:

ifT (recv-listener == "InboundMail™ AND (mail-from == "~$]<\\s*>" OR header ("'From') ==
"N$<\\s*>"))

{

drop QO;
}

SRBS

SenderBase

note_bad_reps:
if (reputation < -2) {
strip-header ("Subject®);

insert-header ("Subject®, "***BadRep $Reputation *** $Subject");
3
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B sees

SRBS

SenderBase Reputation Score  SBRS; SenderBase

mod_sbrs:
if ( (rcpt-count == 1) AND (rcpt-to == "@domain\\.com$") AND (reputation < -2) ) {
drop O:
b
readme.zip readme.exe
attach.exe

filename_filter:

if ((body-size >= 9k) AND (body-size <= 20k)) {

if (body-contains ('(?i)(readme]attach]information)\\.(zip|exe)$")) {
drop O3

3

}

SenderBase

Check_SBRS:
it (true) {
insert-header("X-SBRS", "$Reputation®);

}

Policy_Tracker:
it (true) {
insert-header ("X-HAT", "Sender Group $Group, Policy $Policy applied.");

}
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Virtual Gateway

bounce_high_rcpt_count:

if ( (rcpt-count > 49) AND (rcpt-to != "@example\\.com$) ) {

bounce-profile (*"too_many_rcpt_bounce'); bounce (;

}

publicl public2
2
publicl
virtual_gateways:
if (recv-listener == "OutboundMail™) {
alt-src-host (“public2™);
}
listenerl

same_listener:
if (recv-inj == "listenerl®) {
alt-src-host("listenerl®);

}
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textfilter-new:
if (recv-inj == "inbound" and body-contains(''some spammy message')) {
alt-rcpt-to (“spam.quarantine@spam.example.com™);

}

mycompany . com

DomainSpoofed:

if (mail-from == "mycompany\\.com$") {

if ((remote-ip = "1.2."") AND (remote-ip != "3.4.")) {
dropQ;

}

}

domain_spoof:

if ((recv-listener == "Inbound™) and (mail-from == "@mycompany\\.com'™)) {
archive(“domain_spoof*®);

drop O;

}

reject_domain_spoof:

it (recv-listener == "MailListener"™) {

insert-header (""X-Group", "$Group™);

it ((mail-from == "@test\\.mycompany\\.com') AND (header(*'X-Group') != "RELAYLIST")) {

notify("'me@here.com™);

. Async0S 11.0 for Cisco Email Security Appliances



dropQ;

strip-header(*'X-Group™);

}

Exchange

External_Loop_Count:

it (header('X-ExtLoopl™)) {

if (header("'X-ExtLoopCount2™))
if (header("'X-ExtLoopCount3™))
it (header("'X-ExtLoopCount4'))
if (header("'X-ExtLoopCount5™))
if (header("'X-ExtLoopCount6'™))
it (header("'X-ExtLoopCount7'))

if (header("'X-ExtLoopCount8™))

e e e e e e

if (header("'X-ExtLoopCount9'™))
notify ("joe@example.com®);
dropQ);

}

else {insert-header("'X-ExtLoopCount9", "from
$RemotelP');}}

else {insert-header('X-ExtLoopCount8", "from $RemotelP');}}
else {insert-header("'X-ExtLoopCount7', "from $RemotelP');}}
else {insert-header('X-ExtLoopCount6', "from $RemotelP');}}
else {insert-header('X-ExtLoopCount5", "from $RemotelP');}}
else {insert-header("'X-ExtLoopCount4', "from $RemotelP');}}
else {insert-header("'X-ExtLoopCount3", "from $RemotelP');}}
else {insert-header('X-ExtLoopCount2'", "from $RemotelP');}}
else {insert-header(''X-ExtLoopl'", "1');

}
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AsyncOS 100
[ Scan Behavior ] scanconfig
S
zip MIME
compressed zip application/zip
1 [ Security Services 1> [ Scan Behavior ]
2
. [ Add Mappin ]
. [
Import List ] configuration
configuration
932
. [ Edit ]
3
a) [ Global Settings ] [ Edit Global Settings ]
b)

MIME /

Action for attachments
with MIME types / fingerprints in table
above
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Maximum depth of
attachment recursion to scan

Maximum attachment size to scan

Attachment Metadata scan

Attachment scanning timeout

Assume
attachment matches pattern if not
scanned for any reason

Action when message cannot be
deconstructed to remove specified
attachments

of a content or message filter error

Bypass all filters in case

Encoding to use when none
specified

is

) Convert opaque-signed
messages to clear-signed (S/MIME
unpacking)

(SIMIME

(SIMIME )

c) [ Submit ]

Content Scanner files ] [

CLI  contentscannerupdate

Update Now ]
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. 279

. 280
. 281
. 282
. 284
. 286
E
E
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1E 1
. 319
449
. 339
373
. 385
. 477
. 293
2 293
3
LDAP LDAP 750
4
286
5
286
6
315
* Anti-Virus:
326
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449
* Anti-Spam: 347
378
* Outbreak Filters:
407
. DLP
DLP
496
E 2
. ACCEPT HAT
. RELAY HAT
SMTP AUTH
GUI [ Mail Policies  ]>[ Incoming Mail Policies ]
[ Outgoing Mail Policies ] CLI
policyconfig
)
Cisco
C170 C190
1
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LDAP

. RFC821 MAIL FROM
* RFC822 From:
* RFC822 Reply-To:

LDAP
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29:
1 special_people ANY Jjoe@example.com
ann@example.com
2 from_lawyers @lawfirm.com ANY
3 acquired_domains |ANY @newdomain.com
@anotherexample.com
4 engineering ANY PublicL.DAP. Idapgroup:
engineers
5 sales_team ANY Jim@john@larry@
[61 ANY ANY
bill@lawfirm.com Jjim@example.com
. #2 @lawFirm.com ANY
. #2 bill@lawFfirm.com
. #5 bill@lawFirm.com @lawFirm.com

jJoe@yahoo.com 3

bill@example.com

. Jjane@newdomain.com
. Jjohn@example.com
. bill@example.com
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#3

#5

LDAP

284
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bill@lawfirm.com bill@lawfirm.com

ann@example.com larry@example.com

. ann@example.com #1

. larry@example.com #2

@lawfirm.com Jim@

L]

L]

L]

DLP
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)

filters

antispamconfig
antispamupdate

antivirusconfig
antivirusupdate

ampconfig

policyconfig -> filters

outbreakconfig
outbreakflush
outbreakstatus
outbreakupdate

policyconfig

DLP

MID ID
MID 2 MID 3

MID1
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280

1
o[ Mail Policies ]>[ Incoming Mail Policies ]
o[ Mail Policies ]>[ Outgoing Mail Policies ]
2
[ Disable ]
3
4 Submit ]
5
280
282
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10

Mail Policies ]>[ Incoming Mail Policies ]
Mail Policies ]>[ Outgoing Mail Policies ]
Add Policy ]
[ ( ) Editable by (Roles) ]
287
Submit ]
* user@example.com
. user@
. @example.com
. @.example.com
« LDAP
\
AsyncOS  GUI CLli
Joe@ Joe@example.com
. 1
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. 1
1 [ Users ] [ Add User ]
2
. Any Sender
. Following Senders 1
LDAP
. Following Senders are Not
LDAP
289
3
. Any Recipient
. Following Recipients
LDAP
1
[1 If One or
More Conditions Match ] [ Only if all conditions match ]
. Following Recipients are Not
LDAP
[ Following Recipients ]
[ Only if all conditions match ]
289
4 Submit ]
5 [ Users ]
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[ Add User ]
[ userl@[AND]Juser2@
Only if all
conditions
match ]
useri@
user2@
ul@a.com[OR]Ju2@a.com
ul@a.com [ u3@b.com
u2@a.com u4@b.com [ul@b.com[AND]u2@b.com]
Only if all [AND]
conditions [INOT]
match ] [u3@b . com[AND]u4@b..cori] ]
ul@b.com
u2@b.com

Async0S 11.0 for Cisco Email Security Appliances
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[1 [NOT]
[ul@a.com[OR]Ju2@a.com]
L1ga.com If One
u2@a.com or More
Conditions ul@b.com [OR]
Match ] u2@b.com
ul@b.com
u2@b.com
[
Mail Policies ] [ Find Policies ]
bob@example.com [ Find Policies ]
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30:
[Suspected Spam]
[Marketing]
Advanced [WARNING: ATTACHMENT UNSCANNED]
Malware
Protection

MAY CONTAIN MALWARE]

[WARNING: ATTACHMENT(S)
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. 293

. 293
. 294
. 303
. 313
DLP
1
284
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* Policy
* URL
2
. 294
. 303
. 311
313
3
4 279
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AsyncOS
true
ID
OR AND
31:
true true
[ Contains text ]
[ Contains smart identifier ]
ID
[ Contains term in content dictionary ]
<dictionary name>
603
1
603
[ Number of matches required ] true
ID
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[ Contains text ]

[ Contains smart identifier ]
ID

» Committee on Uniform Security Identification Procedures CUSIP

» American Banking Association ABA;

[ Contains term in content dictionary ]
<dictionary name>

603
1
603
[ Number of matches required ] true
ID
URL URL |URL URL
Category 422 URL 430
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[ Containstext ]

body-contains()

[ Contains a smart identifier ]
ID
[ Contains terms in content
dictionary ] <dictionary name>
603
1
603
[ Number of matches required ] true
1D
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[ Filename ]

[ Filename contains
term in content dictionary ] < >
603
1
603
[ File type ]
UNIX file
[MIME MIME type ] MIME
attachment-type
MIME MIME
[ Image Analysis ]
[ Suspect | [
Inappropriate ] [ Suspect or
Inappropriate ] [ Unscannable ] [ Clean ]

Attachment is Corrupt
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[

Contains an attachment that is password-protected or
encrypted ]

[

Contains an attachment that is NOT password-protected or
encrypted ]

[ Subject Header ]

[ Contains terms in content dictionary ]
< >

603

603
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[ Header name ]
[ Header value ]
[ Header
value contains terms in the content dictionary ]
< >
603
1
603
URL  Cisco Web
351
[ Envelope Sender ]
Envelope From, <MAIL FROM>
[LDAP Matches LDAP group ]
Envelope From <MAIL FROM> LDAP
[ Contains term in content dictionary ]
< >
603
1
603
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[ Envelope Recipient ]
Envelope To, <RCPT TO>
[LDAP Matches LDAP group ]
Envelope To, <RCPT TO> LDAP
[ Contains term in content dictionary ]
< >
603
1
603
[ Envelope Recipient ]
1
Envelope From <MAIL FROM>
LDAP
IP IP
IP [ IP RemoteIP ]
IP
4 1Pv4 6 IPv6
IP 110
SBO SBRS dnslist ALL
SenderBase [
Reputation Score ] SenderBase
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DKIM DKIM
DKIM
From:
1 100
From:
* From: <jOhn.simOns@example.com>
John Simons 82
* From: <john.simons@diff-example.com>
John Simons 100
599
SPF SPF
SPF SPF
SPF ID SPF
SPF ID
SIMIME SIMIME
S/IMIME 523
SIMIME SIMIME
SIMIME 523
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Cisco E

d Cisco E

50

MIME
MIME

MIME

DLP
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Attachment Content Message Body Attachment Message
Attachment
$MatchedContent
1
GUI CLI
311
32:
[ Quarantine ] Policy
[ Duplicate message ]
[ Encryption rule ]
TLS
TLS 515
[ Encryption Profile ]
Cisco
[ Subject ]
$Subject
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[ Attachment contains ]

zip tar
[ Contains smart identifier ]

ID
[ Attachment contains
terms in the content dictionary ] <dictionary
name>
[ Number of matches required ] true
ID

[ Replacement message ]
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Clean ]

[ Filename ]

zip tar

Replacement message ]

[ Filesize ]

[ Filetype ]

[MIME MIMEtype ]

MIME
[ Image Analysis Verdict ]
[ Suspect ] |

Inappropriate ] [ Suspect or
Inappropriate ] [ Unscannable ] [

zip tar
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Custom Replacement Message ]

A MIME attachment of type
<application/vnd.ms-excel> was removed here by a
drop-macro-enabled-attachments filter rule on the
host <mail.example.com>.

[

Custom Replacement Message ]

URL URL URL
URL Reputation URL 423
URL 418
URL

SIMIME SIMIME
URL URL URL URL
Category URL 423

URL 430
SIMIME SIMIME
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[ Above ]

[ Below ]

615

DKIM

DKIM

Bcc:

[ Subject ]

[
(optional) ]

Email addresses ]

Return path (optional) ]

Alternate mail host

[ Notify ]

[ Subject ]

[

original message as an

Return path (optional) ]

Usetemplate ]

Include
attachment ]
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[ Mail host ]
IP [ IP Send from IP interface ]
IP [IP
Deliver from IP Interface ]
IP
[ Header name ]
[ Headername ]
[ Specify value of new header ]
[ Prepend to the Value of Existing
Header ]
[ Append to the Value of Existing
Heade ]
[ Search & Replace from the
Value of Existing Header ] [ Searchfor ]
[ Replace with ]
[ Replace with ]
From:

599
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DLP

DLP
DLP
480
INFO IronPort
SIMIME / SIMIME
SIMIME SIMIME
SIMIME S/IMIME
534
[ Encryption rule ]
TLS
TLS 515
[ Encryption Profile ]
Cisco
[ Subject ]
$Subject
SIMIME / SIMIME
SIMIME SIMIME
SIMIME SIMIME
534
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33:
All
$AllHeaders
Headers
Body Size $BodySize
Date MM/DD/YYYY
$Date

Dropped File Name

$dropped_Tfilename

Dropped File Names

$dropped_filenames

$filenames

Dropped File
Types

$dropped_Tfiletypes

$filetypes

$envelopefrom
or
$envelopesender

From <MAILFROM>

Envelope

Envelope Recipients

$EnvelopeRecipients|

Envelope To <RCPT TO>
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File Names

$filenames

. File $Ffilesizes
Sizes
File )

$filetypes

Types
Filter $FilterName
Name
GMT } GMT
. $CGMT imeStamp .
GMTimeStamp Received:

HAT HAT

$Group
Group Name

>Unknown<
. . $Policy
Mail Flow Policy HAT
>Unknown<
Matched $MatchedContent
Content
ID
Header _

$Header["string

|

$Hostname
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D $MID
Internal Message 1D ID MID
RFC822 Message-ld
Message-Id
$Header
. Receiving $RecvListener
Listener
.. $RecvInt
Receiving Interface
IP E
$RemotelP
Remote IP Address IP
$remotehost
Remote Host Address
SenderBase ) SenderBase
$Reputation
None
Subject
$Subject
Time $Time
Timestamp
$Timestamp
Received:
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. Policy

1 [ Mail Policies ]>[ Incoming Mail Policies ]

[ Mail Policies ]>[ Outgoing Mail Policies ]

2 [ Add Filter ]

=
—

Editable By (Roles) ]
[OK]

a) [ Add Condition ]
b)

c)

d) [OK]

e)

AND OR

a) [ Add Action ]
b)
c)
d) [OK]
e)
f)
1 AsyncOS
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1

1

[

[

Mail Policies ]>[
Mail Policies ]>[

Content Filtering for Default Policy ] [

[
Enable Content Filters (Customize settings) ]
[

286
Mail Policies ]>[
Mail Policies ]>[

Content Filters ]

Async0S 11.0 for

Incoming Mail Policies ]

Outgoing Mail Policies ]

Disable Content Filters ]
Enable Content Filters (Customize settings) ]

293
[

Enable ]

Incoming Mail Policies ]

Outgoing Mail Policies ]

Cisco Email Security Appliances .



B cu

3 [
Content Filtering for Policy: Engineering ] [
Enable Content Filtering (Inherit default policy settings) ] [
Enable Content Filters (Customize settings) ]

GUI

true()

Common Administrative Tasks

» When entering text for filter rules and actions, the following meta characters have special meaning
in regular expression matching: A $*+?2{[]\] ()

\
\*Warning\*
* benign
o[ Incoming Content Filters ] [
Outgoing Content filters ] 1
o[ Incoming Mail Policies ] [ Outgoing

Mail Policies ]
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GUI B

. [Bec:] [ Quarantine ]
851
» scanconfig Entire Message
Entire Message
Subject
Header
* LDAP LDAP
ldapconfig LDAP
GUI
GUI
[ Text Resources ] CLI  textconfig
* Unicode UTF-8
* Unicode UTF-16
* Western European/Latin-1  1SO 8859-1
» Western European/Latin-1  Windows CP1252
. Big 5
. GB 2312
. HZ GB 2312
. ISO 2022-KR
. KS-C-5601/EUC-KR
. Shift-JIS  X0123
. 1SO-2022-JP
. EUC
1
Web
. [ Description ] [
Rules ] [ Policies ]
o[ Description ]
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B cu

o[ Rules ]

o[ Policies ]
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* Sophos
* McAfee

Cisco

McAfee

Sophos

75

319
321
323
325

337

Sophos McAfee
Cisco

X-Header

AsyncO0S 11.0 for Cisco Email Security Appliances
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Cisco 30
[ Security Services ] > [Sophos] [McAfee McAfee
Anti-Virus ] GUI antivirusconfig
systemsetup CLI
30
Cisco
[ System Administration ]>][ Feature Keys ]
featurekey
930
AsyncOS
Cisco
Sophos McAfee
Sophos McAfee
McAfee 323 Sophos
321
McAfee Sophos
McAfee
Sophos
McAfee
Cisco Sophos

. Async0S 11.0 for Cisco Email Security Appliances



Sophos
Sophos
Cisco Sophos
Sophos Anti-Virus

Sophos Anti-Virus
Sophos Sophos Anti-Virus

Microsoft  Component Object Model COM,;

. OLE2
Cisco SAV
2
MIME

Async0S 11.0 for Cisco Email Security Appliances
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Sophos

Sophos
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Sophos

1
false positive
DOS Windows
Sophos
Sophos



Sophos
Sophos 30%
Sophos
Sophos
Sophos Anti-Virus Sophos
http://www.sophos.com/virusinfo/notifications/ Sophos
Sophos
Sophos Anti-Virus Sophos
Anti-Virus
E [ Mail
Policies ]>][ Incoming Mail Policies ] [
Outgoing Mail Policies ] GUI policyconfig -> antivirus CLI
326
McAfee
McAfee®
McAfee DAT
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2
Sophos Anti-Virus Sophos
Anti-Virus
E [ Mail
Policies 1> Incoming Mail Policies ] [
Outgoing Mail Policies ] GUI policyconfig -> antivirus CLli
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11

[
2 [

326

325

286

856

326

332

336

Sophos McAfee

Enable ]

Security Services ] > [McAfee]

Security Services ] > [Sophos]
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[ Enable ]

[ Mail Policies ]
3 [ Accept ]
4 [ Edit Global Settings ]
5
60
6 [ Enable Automatic Updates ]
1
326
Cisco [
Email Security Manager ]
[ Email Security Feature ] [ Mail
Policies 1> Incoming Mail Policies ] [
Outgoing Mail Policies ] GUI policyconfig > antivirus CLI
o[ Scan for Viruses Only ]
o[ Scan and Repair Viruses ]
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o[ Dropping Attachments ]

Removed Attachment

This attachment contained a virus and was stripped.
Filename: filename

Content-Type: application/filetype

330

* [X-IronPort-AV X-IronPort-AV Header ]

X-lronPort-AV:

X-lronPort-AV

328
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true

Microsoft Word

N

186

PGP S/IMIME
PGP S/IMIME
ZIP
Excel

AsyncOS 3.8

Sophos Anti-Virus

329
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. GUI [ Advanced ]
S
333
[ Add custom
header ] [ Send custom alert notification ] 2
1
avarchive mbox

Anti-Virus Archive

1057

GUI [ Advanced ] [
Archive original message ]
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[ Modify message subject ]

[WARNING: VIRUS REMOVED]

[WARNING: MESSAGE ENCRYPTED]

[WARNING: VIRUS DETECTED]

[WARNING: VIRUS REMOVED]

[WARNING: A/V UNSCANNABLE]

CLI GUI

attachment dropped (or Infected attachment repaired).

1< > The
following virus(es) was detected in a mail message: <virus name(s)>

Actions taken: Infected

scanned by the anti-virus engine due to encryption.

The following message could not be fully
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The following message could not be fully scanned by the anti-virus

engine.
1<
> The following unrepairable virus(es) was detected in a mail message: <virus
name(s)>.

[ Yes ]
skip-viruscheck
237
[
Yes ]
[
Yes ]
1
611
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18:

.. Internet .
Internet mail

IronPort Email Security appliance
with Anti-Virus scanning enabled

3 3 &

[] Scanned — virus found [ Scanned irus faund but []Scanned —
and repaired unable to clean no Thus
[J] Could not scan: unscannable found
[[] Scanned — virus found,
attachment dropped [J Could not scan: encrypted
The message is “known clean.” The message could be infected.
Drop message, deliver message,
deliver message as an attachment
to a new message, or quarantine Deliver
Deliver message, and optionally: .",lefs,a,gf’,n?fl?lj?‘ln,a!l}, - message.

Q Modify message subject Q Modify message subject

Q Add custom header to message O Add custom header to message

Q Archive original message O Modify message recipient

Q Send naotification to sender, Q Modify destination host
recipient, and/or others

Q Send custom notification to Q Archive original message
recipient

O Send notification to sender,
recipient, and/or others

O Send custom notification to
recipient

WHITELIST
$TRUSTED
115

[ Use Default ]

[ Incoming Mail Policies ] [
Outgoing Mail Policies ] GUlI
CLI  policyconfig > antivirus
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1 [ Mail Policies ]>[ Incoming Mail Policies ] [
Outgoing Mail Policies ]

2
3 [ Yes ] [ Use Default ]

[ Disable ]

[ Yes ] [ Repaired

Messages ] [ Encrypted Messages ] [ Unscannable

Messages ] [ Virus Infected Messages ]
4 McAfee Sophos
5 [ Message Scanning ]

326
6 [ Repaired Messages ] [ Encrypted Messages ] [
Unscannable Messages ] [ Virus Infected
Messages ]
327 328
7] Submit ]
8
[
Drop infected attachments if a virus is found and it could not be repaired ]
MIME
GUI [ Unscannable Messages ]
[ Scan for Viruses only ]
RFC822
RFC822
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Scan for Viruses only ] [
Drop infected attachments if a virus is found
anditcould notberepaired ]

[VIRUS REMOVED]

[VIRUS REMOVED]
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alt-rept-to

alt-src-host

o Parlom

No
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3
Yes

Is Anti-Virus erabled in the
applcable Host Accass
palicy? [ unses, palicy will |
uee liztener HAT defaull)

es

Yes

Has Ant-\irus bean
enabled globaly on the
systam?

&
Yes

Is there time remaining
on the
Ani-Virus fasture key?
[y

Erail

Wins Scan

¥ ¥
Encryption
delected, o Vinds
s found datected In
in scarnatale ressage
portions

Parfoem acions

——No——» “Urscannable urdler “Encrypted
Message Message Handing”
Handling’
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Cisco
McAfee Sophos
McAfee
McAfee
Cisco
1
[ Security Services ]>[Sophos] [McAfee McAfee Anti-Virus ]
antivirusconfig [
Email Security Manager ] GUI policyconfig antivirus
2 1
X501P%@AP [4\PZX54(P~)7CC)7}$E1CAR-STANDARD-ANT IVIRUS-TEST-FILE ! $H+H*
1
X50... 0 @]
PDF HTML
3 EICAR_COM
68 70
4 EICAR.COM 1
147
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Microsoft Exchange

5
1. [ Scanand Repair ] [ ScanOnly ]
* EICAR
[ Virus Infected Messages ]
328
2. [ Scanand Repair ] [ ScanOnly ]
* EICAR
. [ Repaired Messages ]
327
URL
http://www.eicar.org/anti_virus_test_file.htm
4
Sophos McAfee
Cisco 5
Sophos McAfee
Web
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http://www.eicar.org/anti_virus_test_file.htm

Security Services  ]>] Service Updates ]
10
[ Security Services 1> [ Service Updates ]
942
Anti-Virus
[ Security Services ] > [Sophos] [McAfee] CLI

antivirusstatus

338
1 [ Security Services ] > [Sophos Sophos Anti-Virus ] [McAfee
McAfee Anti-Virus ]
2 | McATfee/Sophos Current McAfee/Sophos Anti-Virus Files ] [
Update Now ]
antivirusstatus antivirusupdate

tail
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. 339

. 340
* [ronPort 342

« Cisco Intelligent Multi-Scan 345

. 347

. 354
. 355

. 355

. IP 360

. 369

. 370
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75
Cisco
* [ronPort 342 .
* Cisco Intelligent Multi-Scan 345
Cisco

Cisco IronPort Anti-Spam Intelligent Multi-Scan

* [ronPort 342

» Cisco Intelligent Multi-Scan
345
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872
1195

286

347

Cisco Anti-Spam
skip-spamcheck

236

SenderBase
SenderBase

SenderBase

[

Use SenderBase for Flow Control ]

123

360

354

URL
URL

URL

415

10

370

1"
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. IronPort

947

IronPort

Cisco Cisco Anti-Spam 30
[

Services ] > [IronPort Anti-Spam] GUI systemsetup

CLI
42 Cisco Anti-Spam

0 30

Cisco

Administration ]1>[ Feature Keys ]

Cisco Anti-Spam

IronPort Anti-Spam

419
IronPort Anti-Spam URL
IronPort Anti-Spam
Web
Web SenderBase
Web
IronPort Anti-Spam 100,000

* \Web
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Security
antispamconfig

Cisco Anti-Spam
2
30
30 15 5

System
featurekey
930

IronPort Anti-Spam



IP
PC URL
Cisco Anti-Spam
IronPort Anti-Spam
IronPort Anti-Spam
)
IronPort Anti-Spam
343
1 [ Security Services ] > [IronPort Anti-Spam]
2 [IronPort Anti-Spam]
a) [ Enable ]
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. IronPort Anti-Spam

b) [

3 [ Edit Global Settings ]
4 [IronPort Anti-Spam

Accept ]

Enable IronPort Anti-Spam Scanning ]

5
Cisco Anti-Spam
1 [ Always
Message Scanning scan messages smaller than ] 1 MB
Thresholds always scan
never scan
always scan 3MB
2. [ Never
scan messages larger than ] 2MB
Cisco Anti-Spam
X-IronPort-Anti-Spam-Filtered: true
never scan 10 MB
always scan never scan
Cisco
Anti-Spam  always scan
1
Timeout for
Scanning Single Message 1 120 60
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Cisco Intelligent Multi-Scan .

Regional Scanning

Cisco Intelligent Multi-Scan

Cisco Intelligent Multi-Scan Cisco Anti-Spam

Cisco Intelligent Multi-Scan

* Cisco Intelligent Multi-Scan
Cisco Anti-Spam

* Cisco Anti-Spam AsyncOS

* Cisco Anti-Spam

Cisco Intelligent Multi-Scan Cisco
Anti-Spam
Cisco Intelligent Multi-Scan

Cisco Intelligent Multi-Scan

Intelligent Multi-Scan Cisco Anti-Spam
Cisco Intelligent MultiScan Cisco Anti-Spam
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. Cisco Intelligent Multi-Scan

Cisco Intelligent Multi-Scan

\}

Cisco Intelligent Multi-Scan

930
[IronPort IronPort Intelligent
Multi-Scan ]

1 [ Security Services ]>[lronPort IronPort Intelligent

Multi-Scan ]
2 Cisco Intelligent Multi-Scan

a) [ Enable ]

b) [ Accept ]
3 [ Edit Global Settings ]
4 [ Enable Intelligent Multi-Scan ]

5 Cisco Intelligent Multi-Scan

*512 K

1M

1 120 60
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1

B W N

[

1 — -

Mail Policies 1>

Mail Policies ]>[
Anti-Spam ]

351

340

350

351

353
355

1057

230

Incoming Mail Policies ]

Outgoing Mail Policies ]

Enable Anti-Spam Scanning for this Policy ]
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Enable Suspected
Spam Scanning

Enable
Marketing Email
Scanning
Apply This .
Action to Message
. Drop
* Bounce
. Quarantine
SMTP DNS
Send to
Alternate Host Ip Mail Exchange
MX DNS A
SMTP
230
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Add Text to
Subject
[SPAM]
[ Add Text to Subject ] US-ASCII
[ Advanced Options ]
( ) [ Advanced ]
Add Custom Header
(Optional)
URL Cisco Web
URL  Cisco Web
351
[ Advanced ]
Send to an Alternate
Envelope Recipient
Archive mbox
Message
Spam Thresholds
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90 100

50 99
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115

25



Aggressive

Conservative

. [Positive Spam]

. Quarantine

[Suspected Spam]

[Suspected Spam]

1
AsyncOS 9.5 for Email
Web
URL
414

290

373

URL Cisco

Cisco Web
URL

URL
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URL Cisco Web

1
a) | Mail Policies 1> Incoming Mail Policies ]
b) [ Anti-Spam ]
c [ Suspected Spam Settings ]
d [ Advanced ] [ Add Custom Header ]

e) url_redirect

f)
2 URL

a) [ Mail Policies > Incoming Content Filters ]

b) [ Add Filter ]

c) url_redirect

d) [ Add Condition ]

e) [ Other Header ]

f) url_redirect

9) [ Header exists ]

h)y  [OK]

i) [ Add Action ]

)] [URL URL Category ]

k) [ Available Categories ] [

Selected Categories ]

1) [URL Actionon URL ] [Cisco Security Proxy Redirect to
Cisco Security Proxy ]

m)  [OK]

3

a) | Mail Policies 1> Incoming Mail Policies ]

b) [ Content Filters ]

a) [ Enable Content Filters ]

b) url_filtering

c)
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CLI  systemsetup Cisco
Intelligent Multi-Scan Cisco Anti-Spam
[ Security Services ]
[ Mail Policies ]>[
Incoming Mail Policies ]
Cisco Anti-Spam

20:

Incoming Mail Policies

Find Policies

Email Address: | l— ® Recipient Find Policies
| Sender
Add Palicy ...
Order , Policy Mame Anti-Spam , Anti-Virus Cantent Filters | Wirus Outbreak Filters , Delete
e e v iR b BRI dil A SRR R RN i
1 | Partners | {use default) | {use default) | {use default) {use default) W
[ Default Palicy IronPort Anti-Spam Sophos Disabled Enahled [
Positive: Quarantine Encrypted: Deliver
Suspected: Quarantine Unscannable: Deliver
| Wirus Positive: Drop
Key: | Default || Custem |[ Disabled |
Cisco Intelligent
Multi-Scan [ Anti-Spam ]

[ Use Default ]

Cisco Intelligent Multi-Scan
[ Yes ]

Cisco Intelligent Multi-Scan
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21: Cisco Intelligent Multi-Scan

Anti-Spam Settings

Policy: | Test

Enable Anti-Spam Scanning o)

S Use Settings from Default Policy {IranPort Anti-Spam

Use IronPort &nti-Spam service

® Q0

Use IronPort Intelligent Multi-Scan
Spam scanning buitt on IronPort Anti-Spam.

o

Disabled

Positively-Identified Spam Settings

Apply This Action to Message:

Send to Alternate Host (optional]: |

Add Text to Subiect: | [prepend « [lspam]

b Advanced | Optional settings for custom header and message delivery.

Suspected Spam Settings
Enable Suspected Spam Scanning: | O o @ vyes

Apply This Action to Message:

Send to Alternate Host (optional]: |

add Text to Subject: | | prepend » [[susPECTED SPam]

b Advanced | Optional settings for custom header and message delivery.

Marketing Email Settings

Enable Marketing Email Scanning: | O no

Apply This Action to Massage:

Send to Alternats Host (optional]: |

Add Text to Subject: | [ prepend « [(MaRKETING]

b Advanced | Optional settings for custom header and message delivery.

Tes

22 Intelligent Multi-Scan

Incoming Mail Policies

Find Policies

Email Address: l— ® Recipient Find P
Sender
~__Add Policy
Order | Palicy Mame Anti-Spam Anti-Virus Cantent Filters Virus Outbreak Filters Delete
1 Partners IronPort Intelligent Multi-Scan {use default) (use default) {use default) w
Fositive: Deliver
Suspected: Deliver
Marketing Messages: Deliver
Default Policy IronPort Anti-Spam Mot Available Disabled Mot Available

Positive: Deliver
Suspected: Deliver
Marketing Messages: Disabled

Key: [ Default || Custom |[ Disabled |

Cisco IronPort
URL
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X-1ronPort-Anti-Spam-Filtered: true
X-1ronPort-Anti-Spam-Result
2

* Cisco Intelligent Multi-Scan

347

ID ID Cisco
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1. Web
2. [ System Administration ]>[ Email
Submission and Tracking Portal Registration ]
3.
4. [ ID Set Registration ID ]
5 [ ID Registration ID ] 16 48
6.
7 1 6
CLI  portalregistrationconfig 1D
2
Web
Web
1. Cisco Cisco SecurityHub  https://securityhub.cisco.com/
2. [ ]
[ ID Register a new
Registration ID ] 1 ID [ Register ]
ID
1. Cisco Cisco SecurityHub  https://securityhub.cisco.com/
2. [ ]
[ Register asan administrator ]
[ Register ]
[ Register ]
[ Admin registration requests ]
3
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https://securityhub.cisco.com/

1.
2. [ Configuration ]>[ Domains ]
3. [ Add new domain ]
4. [ Add ]
example.com
user@example.com
postmaster@domain.com domain.com
postmaster@domain.com postmaster
SubmissionPortal@cisco.com postmaster@domain.com
redirect_postmaster: if (rcpt-to == "postmaster@domain.com') AND (mail-from ==

"ASubmissionPortal@cisco.com$™) { alt-rcpt-to (“admin@domain.com'); }

https://www.cisco.com/c/en/us/support/docs/security/email-security-appliance/
200648-ESA-FAQ-How-to-work-with-Cisco-Email-Su.html

355
* Cisco E 358
. 358
. 359
2

EMAIL SUBMISSION AND TRACKING PORTAL

New Spam Submission Processed

Submission ID: cidG50057a17bdc6c2abBd4d46b77956die2
Subject: Extra Tech! Aproveite agora as ofertas do Extra.com.br!
Submitter: SubmissionPortal@cisco.com
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https://www.cisco.com/c/en/us/support/docs/security/email-security-appliance/200648-ESA-FAQ-How-to-work-with-Cisco-Email-Su.html

. Cisco E

[ Help ]>[
Troubleshooting Instructions ]

Cisco E
Cisco Email Security Plug-In Microsoft Outlook
Microsoft Outlook Microsoft
Outlook  Web
. Cisco Email Security Plug-In
https://software.cisco.com/portal/pub/download/portal/
select.html?&mdfid=284900944&flowid=41782&softwareid=283090986
. Cisco Email Security Plug-In Administrator Guide http://www.cisco.com/c/
en/us/support/security/email-encryption/products-user-guide-list.ntml
Web
)
1 Cisco Cisco SecurityHub  https://securityhub.cisco.com/
2 [ ]
3 [ Submissions ] [ New
Submission ]
4 EML
15 MB
5 [ Create ]
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https://software.cisco.com/portal/pub/download/portal/select.html?&mdfid=284900944&flowid=41782&softwareid=283090986
http://www.cisco.com/c/en/us/support/security/email-encryption/products-user-guide-list.html
http://www.cisco.com/c/en/us/support/security/email-encryption/products-user-guide-list.html
https://securityhub.cisco.com/

https:/Aww.cisco.com/c/en/us/support/docs/security/email-security-appliance
/117822-ganda-esa-00.html

https://Aww.cisco.com/c/en/us/support/docs/security/email-security-appliance
/200648-ESA-FAQ-How-to-work-with-Cisco-Email-Su.html

https:/Aww.cisco.com/c/en/us/support/docs/security/email-security-appliance/
200653-ESA-FAQ-Troubleshooting-Email-Submissio.html

RFC 822
. spam@access.ironport.com
. ham@access.ironport.com
. ads@access.ironport.com
not_ads@access.ironport.com
. phish@access.ironport.com

* Apple Mail

 Microsoft Outlook for Mac
« Microsoft Outlook Web App
 Mozilla Thunderbird

A

Microsoft Outlook 2010 2013 2016 for Microsoft Windows
Cisco Email Security Plug-In Microsoft Outlook Web
App Windows Outlook
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https://www.cisco.com/c/en/us/support/docs/security/email-security-appliance/117822-qanda-esa-00.html
https://www.cisco.com/c/en/us/support/docs/security/email-security-appliance/117822-qanda-esa-00.html
https://www.cisco.com/c/en/us/support/docs/security/email-security-appliance/200648-ESA-FAQ-How-to-work-with-Cisco-Email-Su.html
https://www.cisco.com/c/en/us/support/docs/security/email-security-appliance/200648-ESA-FAQ-How-to-work-with-Cisco-Email-Su.html
https://www.cisco.com/c/en/us/support/docs/security/email-security-appliance/200653-ESA-FAQ-Troubleshooting-Email-Submissio.html
https://www.cisco.com/c/en/us/support/docs/security/email-security-appliance/200653-ESA-FAQ-Troubleshooting-Email-Submissio.html
spam@access.ironport.com
ham@access.ironport.com
ads@access.ironport.com
not_ads@access.ironport.com
phish@access.ironport.com

1 Cisco
2 [

3

4

Cisco SecurityHub https://securityhub.cisco.com/)

]

[ Submissions ]

https://www.cisco.com/c/en/us/support/docs/security/email-security-appliance/
200648-ESA-FAQ-How-to-work-with-Cisco-Email-Su.html.

IP

1 / MX MTA Cisco
IP
MX/MTA IronPort Anti-Spam
Cisco Intelligent Multi-Scan  SenderBase
IP
Cisco
MX/MTA IP IP
MX/MTA
Cisco IP 7.89.1 IP
10.2.3.4
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23 : MX/MTA
Firewall
IP: 7.8.9.1
\. Intern eD S"““mg
L Machine
k\k_/;g/
! |
Cisco Email Security appliance
2
Cisco
A 7.8.9.1
MX MTA Cisco B
7.8.9.1

MX Cisco
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