imir
CISCO.

[ Trends ]
Insights 1> [ Trends ]
[
[ ] [ Messages ]
(] Messages ] [ Incoming ]
" [ & ] csv
- 24 90 1
- 30 90 24
- |2 | [ Insights ] PDF
[ Day] 1
4
Threats = W
Malicsous: 148 PRighing. TI9 Scamt BEC: J9
- Frome Jal 20 05 00 PR POT
s Ta:  Jul 21 04.59 PM POT
2223 24 X5 M ¥ X 29 30 ) 3 4 5 6 7 8 9 10 1 1F 13 — 21 22
Day Bec: 39
[ Week ] Month ] 1 24 UTC 00:00 ~
11:59

Cisco Systems, Inc.

WWW.Cisco.com
37



PDT  UTC 07:00 [ Month ] 7 20

4 59
Threats | "
Malicsous: 248 Phishing: II9 Sam 0 BEC: IR0
{elx}
Frome JAdl 20 08 00 PR POT
50 To:  Jul 21 0459 PM POT
hinliciou 9
PP HMB B WHR I E I 4S5 E T EICN :_‘:_amﬁ 21 22
Day Bec: 30
Messages by Direction ]
m Outgoing ] 0365
B Internal ] 0365
m Incoming ] 0365

Messages by Direction

B Oulguing: 4.8 ntwnak 618 @@ Incoming: 8K

2 3 4 5 B 7 B B WM 121374151817 1B 18 20N 27 232472536 27 FB 28 30 N
Day

LAk

00

38



[

Threats ]
Messages |
Threats =«
100
&l
i}
26 27T XM 29 M
Spam ]
Spam
an
20
o
72 4 26 78
Graymail ]
Graymall
12
[
. & _§ |

BEC 40 Scam: & Phishing 238  Maliciowes 258

lllllllllllllllllll.llll III

2 3 4 7 0 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 27

Da\r

W71 2345678927 12 14 I8 8 20 2
Day

R WUPHIHAIIWII0T T I 456 T H FI0MI21T141516177187102027 22

Day

39

BEC



[ Impact Report ] 30
[ Insights ]> [
[ Messages ]

[ | 30 Cisco Secure Email Threat Defense
1 1 365

DL 2 sirbnien

- BEC ' Scam U Phishing

Biunsgs Fmsl Compromiss (BECT
SODRSTCA0G BCarms That use socal
angEEEITg A i chiusa 1o caute
HNSNCIA! CATEQH 10 T ONgNIZAion

§ 15 475 6 73

SCawe pw focupsd on Casing tnancial Farm
0 OIS LRNG DOOTGRE SUCh oG 30mery
o extorbon sl

These MBLsages o bean conacied of
traudulentty copying of mimiciting lepTiman
vEndTER I BN allemal 10 EqueT Healive
NFTETON TUCT 35 USAT RATSE. DOAFaS
crecht cand PUMDEs3, bod Mo

2.8K

m Unwanted Messages | 30
1 1 1 365

52—

0 156 1.9K

Spam

Graymall

m Threat Traffic ] 30

Threat Traffic

The graph bekow shows the dstribution of convictions over the selected date range.

B ncoming BB eernal B Outgoing

| I ‘||| | | |||
Toan 124 LFiE T2 N3 ZNG 1219 V222 T2rEs Lrad ] 1253

BEC: 418 Scam: 407 Phizhing: 1.8K Malicious: LBK

40

Cisco Secure Email Threat Defense
Impact Report ]

w Malicious

Thess MEssaQes e bean comvicd of
COMIBINNG, Sarvng, Of SpCOrEng The ey
o Eonegation on malsias Eoftman

(B0

' 3K



B [Cisco Secure Email Threat Defense Protection by Secure Email Threat Defense |
Cisco Secure Email Threat Defense

Protection by Clowd Mailbox

Thue cata barlorar showes e protestion Cloud Mailbox provided 10 necipient mailboxes inopoun environmiend

4 BEC messapes £ Scam messanes

=

Recipienls probeciied fom

248 274

d Recipeants protected from a Recipients protectad from
238 Phishing me s 288 Maliciows messages
177 46
0 Recipients protected from Recipients protected from
154 Spam messapas A3 Graymail messages
m Top Targets ] 30
Top Targets
The statetics Deldw indicata the addrassas which received the most hreat messages over the previous J0 days.
Recipient BLC Scam Phishing Mabicious Totals
1 1 Q 109 107 217
F Q Q 36 2] 1z
3 o [+] 18 30 48
4 0 Q 16 22 i
= Q Q 7 17 34
& o [+] 10 19 0
7 0 Q 14 14 2B
B 0 Q 9 18 27
2 Q Q 4 b 23
10 12 [+] 0 [+] 12

a



Intermal Threat Senders
The insermal sadreansd Ruted Rars wios taan tending

o phishng

10

Humbar of Massapes Sant

42

54

16



BERICDOWT

CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



