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Secure Email Threat Defense OF%E

Cisco Secure Email Threat Defense O EICIX KOFIESA G ENE T,
1. 70 b~DY A A (11 =)
2. Cisco Secure Email Gateway (SEG) DA %4 KRk (12 ~<—)

3. A vbE—UOEEITT, AR S EET— ROBEIR(12 ~—)

F

A=V ORETORE (13 =)
5. R —FHEDMR (14 ~—)
6. Microsoft DEF A —/L KA A DA AR — k(15 =)

ROFNET BH (9 =) A7z LTWD Z L &R E LTWET,

THT RA~DY A A
1. VRAaNEDT 2 VI LA —IVORRIES T 2= =T o hERELET,

Cisco Secure Email Threat Defense Cisco SecureX 1 A A L Ca2— P —BFE2 EH L £ 9, SecureX -1 >
7 OFERZ ST, https://cisco.com/go/securesignon %28 L T < 72 & W, BEfF® SecureX Threat Response,
Cisco Secure Malware Analytics (IH Threat Grid) . & 7z1% Cisco Secure Endpoint (IH AMP) & £RIZ BEfFD 7 LT
VIR NTHA A LT ESW BEFEO—F—TRWESIE B L\ SecureX A A2 T 7 2 b OVERD
HCY,

2. B A NI LB FIHBNICRIELET,
3. [&£ 9 =% (Welcome to) ] Cisco Secure Email Threat Defense X— 27 7 E A TEX 5 LRV FE LI ROE Y
arTHHER TV L I By N7 v Ty 4 F— RV ET,

\A alemarmmoa T o SAamira
vvelcome 10 | y-oeCuUre

oLV

‘mall Threat Defense

Secure Email Gateway

Do you have a Secure Email Gateway (SEG)?

(@ Yes, Secure Email Gateway is present. (2} No, Secure Email Gateway is not present.

Cisco Systems, Inc. WWW.cisco.com
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Cisco Secure Email Gateway (SEG) O A it 2 377

(WKDE T2 a r TERS) A vt —YDREE LI THiL, Cisco Secure Email Gateway (SEG) WF/ET H 2 L & ZEV v —
FLTD SEG OFPNHH TE b~y X —%¢ Z L2k Y . Cisco Secure Email Threat Defense TX vt —Y DE D%
FEEZ/FECTEDILIICTIZIENEETT, ZOBREEZITORNE SEG DOLEFINTTRTORA v =Y NERRE N,
PR RET D AREMERH D £,

1. 1TV (Yes)] £721% [V 2 (No)] #3%4R L T Cisco Secure Email Gateway (SEG) 2MFET B0 E ) M ZRER L. [k~
(Next)] 227V w7 LET,

2. [1Tv(Yes)] L& X T2HAILSEG DX A T~y X =2 AN LET [k~Next)] 227V v 7 LET,

Ay —VOKETT, AHRE & BEE T — FOEER

1. A v EB—YDEETE Microsoft 0365 L7137 —F 7 = A ODWFNLSRIRLET,BMOFIET[SEGIZH Y A
(No SEG)] &R L7=5HA . A v E—T DEEICIZIE Microsoft 0365 NI ENTWD ERESINET,

2. WML EBEEABRLET,
AL EEE - NI EA T EER) -0 T eERLET,

Microsoft 365 3%3E (Microsoft 365 Authentication)

FHEY [EXIAL (Read/Write) : FIHME . B LI OA v F <0 FEFIZEHOBEE (Eb LWA vy —0BE £ 7~
TXHEIER) N ATHE T3, BeA LY /3 X IALHMER Y Microsoft 365 726 ER S VE T,

FHEY (Read) : FIHRMED 2 FF 0] L AEMEITEFAT L 8 A, Bt A B0 BLAIHMERR Y Microsoft 365 7 HEsR S E 4,

B [FEAm Y [ZX AL (Read/Write) ] ZRIR L2 GG &y T v 7O THICKRY /—a&"ni(ﬂf\—*/)fﬁ
BEBERY =2 AT DIHERDH Y £, @‘f\f@lﬁiﬁ B A — /VICEEMEE ZEAT 5123 [RY v—
(Policy)] R=Y D [RAAL U A MIARWRAL NZHBMEE 2 AT 2 (Apply auto—remediation to domain
not in domain list)] R v 7 ANRNA THRESINTWD Z EE MR LET,

3E7: L (No Authentication)

IOFT v aiF A=Y ORFEILL LT Cisco SEG I L TV DG AT T 4, witkD A2 2k L %
T AvE—VEBET LI LETEEEA,

3. Microsoft 365 R:F % 2R L 7= 454 1% Microsoft 365 28k L £ 17,

a.

b.

[k ~(Next)] 2~ Y v 7 LT Microsoft 365 {2t L £,

FERIZAHES T Microsoft 365 7 A V> MZr A L LET, 207 v v M7 v — UV EBRERERDSLETT,
Z DT F1 v M Cisco Secure Email Threat Defense TIRFEITMEH S ET AL, 206 @FF%BE#" Sivrszil: i
ST, Cisco Secure Email Threat Defense @ FAQI Secure Email Threat Defense % i% &3 % 72 $1Z Microsoft
365 71— N )UAF B MERR S L FE 72 D1 71T 0> (Why are Microsoft 365 Global Admin rights reqwred to set
up Secure Email Threat Defense?) | % ZHE L T 72 &0,

[#78 (Accept)] #2 U » 7 L C,Cisco Secure Email Threat Defense 7 7" U 77— 3  O#HEMR % 4&G8 L £ 4, Cisco
Secure Email Threat Defense DR EN—IZY XA L7 FERET,

[k~(Next)] 22 U 7 LET,
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Ay —DOEETDOHRE
BIRLTZA v E—VORETOFIELZZET LET,

A B — T DE[E T Microsoft 0365

A v — Y O%E[F I Microsoft 0365 %R L 7=4;513. ¥+ — 7 /L% Cisco Secure Email Threat Defense ~i%{59 % &
912 Microsoft 365 # R ETALENH Y £4, 2HEITH T Py —F— LB LET, F—FU = A ZEE LT
WAEATE. Y v — T L — L A BT AR, Microsoft 365 (22 X7 X 2B L £9,

1.

Cisco Secure Email Gateway (SEG) 2/ L T\ 52— —D3FAE :Microsoft 365 (217 X ZBIML E£7,

¥ —J /L3 Cisco Secure Email Gateway % #%H 3 2% Z & 72 < .Microsoft 365 7> Cisco Secure Email Threat
Defense ICHEFEE(E S5 & 9 12T 5728 Microsoft 365 (X F a7 Z ZBINT5Z L aBEd LET, 217 ZiT
X — TN ERETHANGENTHILERS D 7,

Microsoft 365 Exchange EHt v % — b [2 37 Z DB (Add a connctor)] ¥ ¢ ¥'— ROWRDBREEHEH L TH L
Wwax s ZEERLET,

[#2f¢ 5t (Connection from) ]: Office 365
[#2f:5% (Connection to) ]: 73— ~ - —#Afk

[z 7 %4 (Connector name) ]: Cisco Secure Email Threat Defense ~®7 7 k3 v K ([A 129 5 (Turn it
on)] Fx=v 7Ry 7 AEFR)

[2x7 % OffiH (Use of connector) |: BT A — /1L A v =TV N INED KA AL NEEEINDHEDH
(mail.cmd.cisco.com % 3&7N)

[v—7 1 > 7 (Routing)]: 73— b F—D KA A BT Bz MX L a— R4

[£F= U7 1 OflFR (Security restrictions) |: £ & (R 4 5 72 0IC H G T & H38GER (CA) IZ L » THIT S
NPz b v AR = Mt a ) 7 1 (TLS) AfiH ()

[BRFEH D&+ A — /L (Validation email) ]: Cisco Secure Email Threat Defense D% EX—T DY ¥ —F /LT KL A

#:0365 7F > hT.Exchange b7 v AR — h— L EFEH L T EEA—NEEFOIRT ZIN—T 4 77
LDEMATEA—NN—T 4 VT RT TICHESN TV AL, a7 FRGECKINT 22 R 3, Vv —F v
Ay E—=UIE VAT LFERH D N T AR — M=V DOREESZ T ERAN, aRT ZRGET A FDOE A A —
JAZITEFENR 22 L P TV AR—= b A— L OEBEEZ T 7,

Z OWEED B8 2R D121 BEFED kT AR— k)L—)L % H,-21F T, Cisco Secure Email Threat Defense
VX —F AT RLADOFNEBMLET, COEERNENIRDOEFS>TOL FH LW axs XORFEEFT A b
LTLIEEN,

. Cisco Secure Email Threat Defense (Z¥ ¥ —F /L& X{E9 % L 912 Microsoft 365 #5% & L3, 2N &ET DI,

Ty —F N — L EBINLE T,

a.

Cisco Secure Email Threat Defense ODEEX—T DS Uy —F LT RL A ab—LEd . HZ T a2 %
B IRTHERD DT [EFE (Administration) ] X—Y TP ¥ —F T RLRAZMRTIHZLEHTEET,

Microsoft Purview =1 75 A 7 > AR — % )L (https://compliance.microsoft.com/homepage) I8 L £,

[V 2— 3 (Solutions)] > [T— % T4 7V A 7 V4% H (Data lifecycle management) ] > [Exchange (L 5 > —)
(Exchange (legacy))] > [¥ v —F /L /L—/ 1 (Journal rules) ] DIEIZEE) L F9°,

FEFEIT L TWARWEES I [EEREY v —F /v LR — b ®%{E % (Send undeliverable journal reports to)] 7 1 —
JL RiZ Exchange DZE&ZBML T [{&EFESave) 1 227 ) v 7 LET HEHESNDIEFA AT FLRIV ¥ —F
V7 & EH A, Cisco Secure Email Threat Defense O35 & 957 RLAZEHALARNTLEFEN, 2D
B THEATAZEENRRVESIX ZEEEERTHHLERH Y 37,
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e. [Y¥—F—(Journal rules)] X—TIZRERY EF,[+] AZ &7V v 7 LT H LY XY —F W — L E{ERR
L9,

f. Cisco Secure Email Threat Defense DR ERX— DY ¥ —F LT RL A% [V v —F /L LR— FD%E 5% (Send
journal reports to)] 7 .t —/L FIZAE Y A+ £,

g. [Yrv—F—4 (Journal rule name)] 7 + —/v RiZ[CiscoCisco Secure Email Threat Defense & AJj L
ij_‘o

h. [y —F A v E—T0O%%(E5T (Journal messages sent or received from)] C.[4 5 (Everyone)] #ER L £,

i. [Prv—TFNTBAyE—TDFA 7 (Type of message to journal)] T.[FT_XTD 2 v+ — (All messages) | % %
WLET,

o [R~Next) 15227V w7 LET,
k. BIRANFEZHERL THE [FESubmit) ] 227 Y v 7 L TLV— LV OIERER T LET,

3. Cisco Secure Email Threat Defense DR E~— VIR Y £9,[F ) > — D (Review policy)] 227 U v 7 LE1,

Ayt—VDOEETL: S — U= A

A=V OREETIT— b T = A R L7-8A1L. Cisco Secure Email Cloud Gateway @ Threat Defense = %7 % %
BT L, A vt —% Secure Email Threat Defense [C%ETE 5 L 51 LET,

1. Cisco Secure Email Threat Defense D ENX—YNH A v E—VUZET LA Zar—LET . KTl etR%
B0 IETHEND DAL [ 2 (Administration) ] X— Y TR v —UZET L AZHRTE £,

2. Cisco Secure Email Cloud Gateway Ul 7>5 . [ = U 7 ¢ % — b 2 (Security Services)] > [Threat Defense
Connector] DJREIZEIR L E T,

3. [Threat Defense Connector @ %h{l. (Enable Threat Defense Connector)] F= v 7 Ry 7 ZA%& A4 LET,
4. FJI5 1 T Cisco Secure Email Threat Defense /62— L72 A v —VZET FLAEZANLET,
5. [FESubmit)] 227V v 7/ LTERZELET,

6. Cisco Secure Email Threat Defense DR E~— VIR Y £9,[F ) > — D (Review policy)] 227 U v 7 L £,

R O —FE DFERR

R —FEIZOWVWTULRY —FREB(7 RX—V) M L TL 7230, [Microsoft 0365 FRAIE: i HL Y /78 & A A
(Microsoft 0365 Authentication: Read/Write) ] & — R & 341 L 723413, [ B #1&1E (Automated Remediation Policy) ] ®#%
EDHERTIMLERS Y ET, TXTONHET A —/VICHMEEEZBEH T 2L [RAAL U A MRV RAL IZHE)
&1 % 4 % (Apply auto-remediation to domain not in domain list)] 34 NCRESNTWD Z L MR LET, KA A
UNA VUIR—FENES HEBEERY —0 0 Kz A4 I TEET,
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Microsoft DFEF A —/L KA A DA L AR— b

Cisco Secure Email Threat Defense I3, Microsoft 365 7+ b BEF A —NVEREEZFHFO RKAAL V&2 A Vi R—FMLET, K
AAHEAUR— N LT HRHED RAA NZHEMEE Z#H TX 5 X 912 LE 7, Cisco Secure Email Threat Defense /3.[
AA YR NIV R AL N BENMERE 218 3 2% (Apply auto-remediation to domains not in the domain list)] &8 v 7 2
WA PDF TN L ST H LA VA= FENTZ RAAS BRI D HETREL E7,

B [RAA U R MR RA A A2 HEMEE 238 H 9 5 (Apply auto-remediation to domains not in the domain list)] 73
F NI TVDF/E A VR—FENDTRTOFH LW R A A CHEMEERSEA SN E T,

B [FAA U R MW RA A IZHEMEE 289 5 (Apply auto-remediation to domains not in the domain list) ] 73
F 7o TODEE A VAR—FINDH LW F AL MCHBBEITEN S EE A,

T 74N NTIHIRAA U R MZZW R A A 2 AEMERE %5 A 9 5 (Apply auto-remediation to domains not in the
domain list) ] 1A 71272 > TWET,

FH) A AR — |k

Microsoft 365 T A —/V KA A L & TEITA R — T BITIL RO FIEE F1T L £ 9 (Cisco Secure Email Threat
Defense OH[Et v N7 v FHFIZHESE)

1. [F% € (Settings) ] (HET A =2>)> [R Y v — (Policy) | iICBE L £,

2. [A R — &Nz KA A O FEH (Update Imported Domains) ] R¥# %27 U v L, KA A % Cisco Secure
Email Threat Defense |21 >R — k LE,

B. X RAAL L ORICH DT = IRy 7 AEFERL T ZO RAL OBBEEREZHELET,

4. F [ FAAL U R MIW R A A A HEMER 2 H 7 5 (Apply auto-remediation to domains not in the domain
list)] 28R L C. BAMEEL T X TORNTHA — LV EBRTHEBIZA U AR—FSND RAAS VZEH SN L HICT5H2
tLkBEIOLET,

5. [#7F L Cii A (Save and Apply) 1 227 U v 7 L%,

H#hA R — k
UZNERFICT A0, RAAL T 24 RIS L ICHEIIC A VR— &R ET,
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AN —ERTE

A4

[F%7E (Settings) | #HE T 1 = 2)> [R U 2 — (Policy) ] ~— Y D& EIZ & - T.Cisco Secure Email Cloud Mailbox (= X %
A ~/b®%£j!éjﬂ£ﬁi5%?i Y %4, Secure Email Threat Defense DFRE (11 XR—P)DOFIETIZ. T 7 /v FREVNEH S

FTRELLEFTSIC
1 RY S —BE

T EF ATV [IRAE LTl (Save and Apply) ] "% v %2 U v 27 LET,

TE A HA F7 g F 74Uk
AobE—VDREET AvE—UO%EETETESR | B Microsoft 0365 Cisco Secure Email Threat
(Message Source) LET, Defense #5%ET 5 & X FH)
B Gateway(7/'—FU=A) GEE | oINLET,
A= DH)
TR & BT WHTX AEERY >—0 | B Microsoft 365 38:iF (Microsoft | Cisco Secure Email Threat
(Visibility & AT EERLET, 365 Authentication) Defense 3 ET 5 & & IZFH)
Remediation) TERLET,
- BAHAMY [EEXIASL
(Read/Write) : 7J#H M. 35 X | [Microsoft 365 323 (Microsoft
RA v F<r FE7-1ZHE | 365 Authentication) ] R E A2
DEBEBEDLWA vE— T4 % L Microsoft 365 DHE[R
T ORBENE T IZHIFR) 23 FT A N RV S R Al I G
FE T, A [EXIAAL JRNENFT ¥ —T VT H
HEFR 7S Microsoft 365 2005 | BRET D L 9 IR ENDHE
FoRkahET, bV ET ITTIZVY—F Y
THEHFELTVDHEEF. ZOF
- BAHMY (Read) : MDD | s g cx 4,
HEFFR L BEEITEF T L
FH A, ALY B HERR E: [Microsoft 365 83T : 3541t
2% Microsoft 365 75 EsRk | b /& & iAZA (Microsoft 365
ENET, Authentication: Read/Write)] %
B BN L SA [AEEE R Y
[Fi7 B Y (Read)] Z38IRL | o (Automated Remediation
f:%ﬁ\bi\[ﬁ%ﬁ'77%ﬂ/0) POllcy)] H/:E%)% ﬁ—ézg
23T (Attachment Analysis)] | 3%, 1 ij—
BLIO[A v EB—D0H
(Message Analysis) ] ™ J5 )
HERETDHDLENRDY F
TAEBERY —FTEA S
EX VR
B 38EE72 L (No Authentication)

AAPEDH 2T LE T,

Cisco Systems, Inc.

WWW.Cisco.com
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RY o — B

£ 1 RY —FRE
RE At FFar F 7 x Lk
Cisco Secure Email Cisco Secure Email B L3RI TV ERA(SEG Cisco Secure Email Threat
Gateway (SEG) Gateway (SEG) D F #E1%, 15 Y FHA) (Nothing Defense & ET 5 & IZFH)

Secure Email Threat
Defense 23 iE{E%# IP %%

selected (No SEG))

TRRLET,

(Spam and Graymail)

- [ArOn] £ [47
(Off) ]

A5 HEICEE L E4, | B SEGAHY £7(SEGis FHMCOWTIE =T = A
present) AL THWAHAEDRY v—
‘ BIE (20 X—) 2L T
— Cisco SEG DT 7 /v b S,
~y X —&FEHT5 (Use
Cisco SEG default header)
(X-IronPort-RemotelP)
— SEGDOHRZ A~y F—%
A% % (Use Custom
SEG header) . £ /5 %
~y B — BN A LB
HYET,
A =YD e otfrshs A vt— | B X yE—T0KIA (Directionof | B X vy &—YDHH
(Message Analysis) T RODLDOBEENET, Messages) (Direction of Messages)

B Aob—TU0OFN —  #fZ (Incoming) - RAvE—UOEETN
(Direction of B ] Microsoft 0365 D4
messages) - ¥/ (Outgoing) 13 [ =TAD]

B Cisco Secure Malware - IR (Internal) - AvE—UOFEETHN
Analytics 12 & » T4 s . . =tz A DEFEIT
prans A—roitt | W BT 7 4 0O%E (Direction [## (Incoming) ]

7 A LD of Attachments)
= . B RFT77ADIMHE
B 2L LT LA A=) — %% (Incoming) (Direction of
D447 (Analysis of _ = . Attachments)
Spam and Graymail) Jt1& (Outgoing) : )
—  PNEB (Internal) — 77 (Incoming)
B ARABLUS LA A B ARBBLOS LA A=

(Spam and Graymail)

—  SEG 72 LOMER O E
I [ (0n)]

- v R2allgbo SEG HERK
DAL [ (0n)]

— Cisco SEG Hp D He
1% [~ (Off) ] (2023 4
3 A X VAENTERE
=TT N OBEIT
[ (0n)])
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Y o—iE

1 RY —RE

E B! FFa 77 4k

HEMEERY v — WTHDHZ ENHB LT B 77337 L (No Action) B [EEEERY v—
(Automated A=V DEET (Automated Remediation

Remediation Policy)

va .

® &g (BEC, FEK.
T4 E T

WEDOHD)
B Spam
B JVAA—)

B [BEEICBEH (Move to

Quarantine)
B = I4528%8) (Move to Trash)

B EE A —/LIZE) (Move to
Junk)

T EEH T R L AN Exchange @
BEEHFTIVAMIBL TS
A FT-IE A v E—T 0 Microsoft

Policy)] »Ylv &% : 4~

B ZEC[REE BB (Move to
Quarantine) ]

B [2/3A4(Spam)] - [
A — %8 (Move to
Junk) ]

B [/ LA A—/)L(Graymail)] -
[727vav/L(No

Microsoft Safe Sender
A=V ANRNE
72137 v A A— LD
ETEELRNTL
SV,

o TWHGAE Uy —F
Jbo~w & —T Microsoft 12
L b Safe Sender & LT
AT EREA Yy E—
YD H B, Secure Email
Threat Defense (2L > T
ANRENFEZITT VA A—
JVEHIE ST OE

(Unchecked)]

365 2L - TTTIEEINTWD Action) ]
BAEBET s s dEAESNE
A,

Safe Sender: ORI ARF I [E84R (Checked)] & 7=i% [BIAERR | BHAERR (Unchecked)

Auto-Remediation)

AL ET,

(Unchecked) ]

HahFEHA,
AVBR—=PFEBDRAL VA E—VDFMERETDHIZODIC AL BN, VR—FENET BEEERY > —0nEb KA A
RN TE F9,
BEIEE OB (Apply | B ED R A A T HEMERE | [[#R (Checked)] 7713 DERIRMEE: | BIRMEER (Unchecked) ., [3% 7B

Y [ % A% (Read/Write) ] (18
R A i N RS- R X s S g
SOF =y IRy I AL

LTCHED B AL I HENEE

NEHEND LT LET,

EDOFASL VYR B
RV R A A iz HENE
®ZHEAT 5 (Apply
auto-remediation to
domains not in the

domain list above)

KA A HRBRIGIZY A
WZEEN TR WIEAIZE
HAEnEd.2exix 5L
W RN A A 75 Microsoft
365 7 H U MTEMEN
TV 573, Secure Email
Threat Defense (21
R—hFENTHRWEEZR
T,

[#4R (Checked) ] F 721 [BRARFR
(Unchecked)]

BPAZER (Unchecked) , [ 7-H
Y [E£ %A% (Read/Write) ] & —
K&E4 T BT .20
Frxv IRy I RAEAF NI LT
TRTORNIES A —/VIZHE)
EENEREIND X LET,

19




RY ¥ —i&E

A y—

b‘

DARFSEVHLINE -

R 2 A ZHEHAL THWBHEEDORY —RE

CisSCOE A= X2 UT 4 TT7ITA TV AERIIFEDO Y — b T = A ZHE L T AEAITRORY o —REDOHH %
el T EEN,

* 2 F— b= THRINDIRY V—RE

BEL HELE S 5 3R
Cisco Secure Email Gateway (SEG) [SEG 3% Y £ (SEG is present) ], ~v ¥ —%FRr LE£7
Message Analysis [#&15 (Outgoing)] & [P9#E (Internal) ]
Attachment Analysis 7L
Remediation Actions B R [FEEEC BB (Move to Quarantine) |
B [2/3A4(Spam)] - [£2% A — 2B E) (Move to Junk) ]

Cisco Secure Email Gateway (SEG) N FET HZ & & ZEV ¥ —TF /L TD SEG OB TE D~y ¥ =292 LI
£ v .Secure Email Threat Defense TA v & —VDEOREFLFFETCEDLLIICTHIENERETT, ZORELITOR
WE SEG B EEENTETRTORA v —VNFER SN GRR N RAET S AREERDH 0 £37,

Cisco Secure Email Cloud Gateway (IH CES) % 7-i% Cisco Secure Email Gateway (IH ESA) D~ v X — DR E 12 I1T5EE I
CIANGEN
https://docs.ces.cisco.com/docs/configuring-asyncos-message-filter-to-add-sender-ip-header-for-cloud-mailbox
ERELTLIIZEN,

F- A vE—VOEETIC Mlcrosoft 365 ZfHH L TV A AL, ¥ v — /L) Microsoft 365 7>5 Secure Email Threat
Defense ICHIEEEIND LIS T T ITA T U ANANRNATH I EaHERELET, N1 /323 25121, Secure Email
Threat Defense @& (11 f\°%“°) T EN TV 5 X 912, Microsoft 365 (22 %7 X Z B LET,

A wt—=0OEE O)@JD

A=V DORETLELET HITIL[E (Setting) | (FHET A =22)> [R U —(Policy) ] *—IZBEI L £7°,
1. HLWRA vy —VOREBILICKHET DT VAR o E2BIRLET,
2. AvbE—VOREEILEYVEZDZ LanTEmAERINE T [Continue]l 227V v 7 LET,

3. [A v E—VORETOY) Y B 2 (Switch Message Source)] # 1 7 1 7 3% /R X% 79, Cisco Secure Email Threat
Defense ~D A v t—T DIFEEE LT HITIT LREIORA v =V OEELERETOILENRDH Y T, ZOREFIED
ZEHMIZ DU T 1. Secure Email Threat Defense ¥ % —F L Lb— L DI (57 _X—) F7213 A vE— Y OEEEE LT
D& =P oA KT D (B8 =) BB L T EE,

4. URTORETL T Yy —F N ERIIA v E—CDOREREL L 2R TF ey 7Ry 7 A A 2 LTHE [k~
(Next)] 27 U w7 L%,

5. AT JIlFREINDA v E—VZET FLAEFREF Yy —F AT FLAZEHLTCHLVWA v E—VORETLE
RELETEIATDA v E—VDEETLEZRETDFIEIZONTIZ A v E—VDEETORE (13 =) THL
<HBHLET,
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https://docs.ces.cisco.com/docs/configuring-asyncos-message-filter-to-add-sender-ip-header-for-cloud-mailbox
https://docs.ces.cisco.com/docs/configuring-asyncos-message-filter-to-add-sender-ip-header-for-cloud-mailbox

e
CISCO.

~ N
Ay tr—
[#>t&—(Messages) ] X—UIZITA v E—VEMBHERNR R IN REOFRELHRDL ZENTEET I =V

ZOEKI100 DA v E—V %R R TEET,

HlLovF—ar b= LZHEHL T OEEINEZHM(EROH B, £/23A)0F =208 90 HUNDO I A X LZ A I
T —bDT =X ERRLET,

Week | Month | Custom | Start: | Sep 20,20223:41PM  |MDT End: Sep 21, 2022 3:41 PM MDT

BERT 4 =V Rl LT CFHI R L7e D Ny 2R URL R EDIER T 2 BIEEZME L ET,
MBSSGQGS | Q_ Search URL, subject line, recipient, IP... |

TANERRNVEFRA L TRBEERVIALET 72 & ZF FEOEBEENLEE SINTZTRXTORA— /L FFEDHED A —
IR T 7 AR IR DB A=V B ENTE A= F T [ A— L (Junk) | ITBE SN A — LB FRRTX
7,

1. REIZZ Vw7 LT 7 4 VE RV ERBLET,

Cisco Systems, Inc.  www.cisco.com
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A yt—

2. BIREITO[Apply] 27 U v 7 LET,[HIE Verdict)] 072 &b 1 DOEE ZBIRT ANLERH L Z L ICEE LT
{TE&E,

[ = Filters [P ]

B Verdict
5 Al Threats T
& BEC
B Scam
®% FPhishing

Malicious

B Spam

Graymail

Neutral

B No Verdicts

B Last Action
B Move to Junk
& Move to Trash
® Move to Inbox
& Move to Quarantine

B Delste

No Actions

[ Message Rules
B Allow List
®5 Verdict Overide

5 Bypass Analysis

% No Rules

Verdict Indicators:

[a ]

Action Indicators

[ A v|

Sender
| Sender Email and IP fields

Recipients

| Search Recipients |

Subject
| Search Subject |

M Attachments & Links

® Attachments

Links

None

® Direction

& Incoming

& Internal
85 Mixed

B Outgoing

TUNEET 7NV MY By M [Z4 12D Y+ > | (Reset Filters)] R 7 & H L £,
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I

[#>vtE— (Messages)] X—Y DT A 2

[ 2 vt — (Messages)] —T D7 A 2

WDOFRIZ[A v E—Y (Messages)] R—Y THERAENETA a2 L Z0EWKERLET,

#£1

[#vE&—(Messages)] R—T DT A 2

7A=Y

g4

i

&

NV

A= I BREEFNLTND
7,

S %

A=V T AV EENR
TWET

FECTEEEZIITFETH
g

A= UNFECEEEZIXHY
FHENFE LT A E—UBEES
NI-HAIL[7 27 2 3 v (Action)] @
BC A v = NESHEESNT-E
A [HIE (Verdict) ] OR{ICT A =2
NFERINET,

L ha AT T TIHIE

U hBaART T ¢ 77 fE N
SNFELE VIR AXRT T 4T
HIEIL, A v E— 2 Secure Email
Threat Defense & & > THEFIZ A
FyranizgicERENEZLD
b(“qu

Gl

A=V FEEINEE GFAT
UABMMSFFAIY R M T EE70
EEE) ICES TSR E L,

HEDA——F 4 |

HENHEDA—=N=F A F Xy
= SN T A==
A4 FEhELT,

INA INAGHT

INA NS A v E—I L — LT &
DAY=V RoITESNEEAT

Lz V=D H A 7 (ReirikEE
FHET 4T T AN BRE

SITWVET,

b

BEC

Ave—UNFET ELIFHBE
BIZXL > TEYxR R A —/VERK
(BEC) L LC~—2Z XNFE L7,

A v —UNFEIC, E I EEME
BIZEL-THEKELT—2r NFE
L7,

Th4 T

A ve—TiX FEIEITAEMEHE
ko TT7 4w 7 LTvy—7
S TWET,

oA
g
&
S

A=V TR E 21X B BMESE
WL TEEOHLLILDE L TY—
JENTWET,

YAWN

A=V NTFEEZIZEHBEE
WCEoTARLELT~Y—2 &h
F L7,
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I

LV hRANRY T TIRHE

#1 [# vE—Y (Messages)] =—Y D7 A 2 (fi &)

TA 3 A i B!
T VLA A —)b AyBE—=UNRT VA A= L LT
=7 ENTVWET, LA AL
T ~—"T T =y E
Ty 7 L ENTZ A =TT,
® —=—kFI Ao —UNoa—rI1E LT
v —7 INTWVET,
(V] i 0365 7> Mirbx{E LT
A=),
N 0365 7 FNTHEE ST
A=)l
w"E NEB L ONSOZEZICZIESN
T2 A=),
@ 15 0365 7> M OZEHITERF S
Nz A—i,

L kg AT T ¢ TE

L k27T 0 TRMIEIX A v —72 Secure Email Threat Defense 12 X - TIRANC AT ¥ v SNT-HOH HESET
Ay—VICHEHAINZL DT,

Secure Email Threat Defense ® L ka1 2227 5 ¢ TR¥EIX MO A adDvF o T ¢ B L1 TEHET R0 £9, Secure
Email Threat Defense (314 > T A v A— ATty P TEH Y FHAN A =0T E5E T T 5 72O DREE DR
RI#PH2 N W £9,Talos DF 4 —7 URL 94772 & oMIERI DN EWHTI Lo T oy o oDt b b e 27 5 ¢ 773
EL LTHRbNET HENEND & EEHENET, L= - T, Secure Email Threat Defense 13 Z 11 & O¥) & & IS
2IRFLET,

I/ ke 277 4 TRHEIL[A v E—Y (Messages)] _X— D [HE Verdict)] DERICHF T A 2 TRENET, T A 2
NCh—=InEEbED k Ve 2T T 0 TRHENEHE SN L A v — /%x% L7-FEZ & HENEH S
H# ']037*’%@75>2‘%/?é2hi*h

Retrospective verdict
Applied at: 8:36 am
| +J Phishing @

Difference: 2m

L b a AT T 4 TIRHITEDEAF A — /LA
L ha 20T 4 TRHEDEF A — Vil E A EREA 7T BRI ROFIEEZ FATLET,
. [%7E (Settings) ] (B EL T A = >) > [%# (Administration) ] > [ % Z (Business)] # &R L £7-,

2. [[BAEF A —T KL A (Notification Email Address)] CT.[L b1 27 F ¢ 7 723|E D@ % 1515 (Send
Notifications for Retrospective Verdicts) ] % &R £ 7= |38 AR L £ 3,

CDF v IRy I ARTUDOBFE Ve AT T 4 TRHEDOET A — VBN EAAICEESNTZETA—LT KL
AZEEENET, 2RO DBMIIT 74/ F TH VIR > TWET,
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A yt—

ERINIZA v E—VE2—

B INTAYyE—VE 22—

[# vE— (Messages) | “— VOB RNDO A v =5 RET DI [>P] TA a0 2BIRLTA =V REA LY
TE DR, 1654 IP.Microsoft 2 v & —Y IDIRMNZ 7 AV Vo7 EOEMERARELET, 2O 2 —TlE ¥ A1 LT
A o=y arta—EMLA Yy a—RIZb8T7 78 ATEET,

[HIE DFEMN (Verdict Details) ] ZNCIEVHIE, BV R A Y A7 A SN FENREMICRRENE T FEIL. EOEREL
IRTT=DICOFTENTVWET EBEDH D7 7 A /LVDOL4HTISHA256 33 LTV URL 1T, BIfYIZ R Sk 3 (@072 FoRas a]
ARG E) BT XA MREHTERWGEEIL BRI RRRINET,

Verdict Details

Category
Scam

Business Risk
Inheritance

Technique

DISPOSABLE SENDER ADDRESS

The sender address seems to be
disposable, so it may be unsafe

LOW CONTENT REPUTATION

Email content has a bad reputation

SWUBJECT TOPIC: SCAM

Subject text is often associated with
scams

RARE SENDER ADDRESS

Sender address
is rarely seen

ZALTA Y
Avb—VERELEL ABICHD [#A4 T4 (Timeline) ] "X %27 ) v 7 LTHRHEDA v E—VDA R MEA A
FA v ERRLET,

Timeline [§

AN REALTA NNTROERDF RS NE T,

B [%f5 (Received)]: A v & —UNEZ(EENRHE B LOA v — DM
B [HE (Verdict) 1R S HIEICBE 9 2 E 3
B [773ar(Action)]: A v E— IR LTEITENTZT 72 a VT B 1ER
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A yt—

ERINIZA vy E—VE2—

B [v—(Rule) @M SN A v —U— BT 5
Events Timeline

Jan 30 2023 @  Received Incoming
03:40:04 AM From:
Reply To:
Receiving IP:
Sending IP:
X-Originating-IP:
Total Recipients: 1
Total Attachments: 0
Total Links: 0

Jan 30 2023 @  Verdict Malicious Automatic
03:40:05 AM

Jan 30 2023 @  Quarantine Automatic
03:40:07 AM

NN tE— g9 B 2—
HonNtE—y g Ea—CR . ho "=y a oK a—REREINET Ho"E—YarEa—%2FHL T N
=T atNORA =T FIBHIL A =7 B — %2R L E T, 2T BB OR AR & RN CIEECT 2 52
Wrd 2 DIZHESL B E T,

Ay —VEBERLES B3 E— 3 a—(Conversation View) | RZ &7 Y v 7 LT HEDEAF A — /W BHE
THEA =V ERLET,

Conversation View [ ‘

Sy

[+] 742270y LT N E—2a O/ —REREBETHLE D=2 a v ORIEOA vy E—VEHERTEE
FTRBEEINZ /) —RiZ, /= RO TFIEREINDA v =7 Uy NIGEBMENET, /—FEA v =T ERGE BER
B ERIIRNEATT OB SR TWET,

/= FHEHNOEFIT A v =V DRMEET FVAREZRLET, ) — FRADT A 3 X BB SN E D haRL
FI, /) - FEBRRT DL T HA v E—URT Yy FNTHRRERINET,

1 1

Verdict Last Action O - & Received Sender Reciplents Subject
> Aug 11 2021 OF . Fw: Owerdue Invoice
> Aug 11 2021 0% Re: Overdus Invoice
» Phishing Nowve 1o Trash Aug 11 2027 0% 3 Fwi: Owverdue Invoice
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I

A= OBE) L M

SecureX B3Ry h A == —

Cisco Secure Email Threat Defense £ % 273 SecureX LA SN TWAIHEA BB SN A v =V 2 —RN5
SecureX BRy h XA =2 —I27 7 B A T& £9,SecureX & DA OV TIE, SecureX (53 X—) B LT Z &0,

A=V OBEE I

BoTHEEINTELEEBEDOND A v —VEBEIEZIIHENET 51013 [ A vE—Y (Messages) | X—T &AL 7,

1 R=VICEREINDA v E—VEEEFTLZ LT, —EITRK 100 O A v —TaBEERIIENETEET,
HEODBEILEBR LA v —VOHEICORFELET  RIRLEEFEENLOERDOA v E—V FHIEA vE—TVORN
RIZESWEABLDORA v =V ~OEFIIRT DO TEH Y £ A, A vE—1%, Cisco Talos (2 X A HERD =02 F 2 —
ARSI ET Talos 1Z. 5B DOSHEICHEBELZ EX D720 Z0D7 4 — Ry 7 2 AT I8BER/H Y £+, AL E 2130
LA A=V A v =V ORI O T, PHED A — =T A K/L—/1 (50 ~X—) |OBIE KT L T 7ZE0,

A 7Y w K Exchange 74 7 > MZDOWT

Secure Email Threat Defense 3. Exchange Online (O365) IZfFET A A — /LR v 7 A L TOBIEL £, A—/LR v 7 X
%471 2 A®D Exchange 7> 5 Exchange Online (0365) (I B1TH DA  E18 (B 8h £ 72 13HIF%) 13, Exchange Online
(0365)ICHD ARy 7 A L TORERELET, 47 L I 2D Exchange A —/LiR v 7 ADBENKK L2 LT
BAISNER A,

== >
st B Y BEEE— B
SRR T KT A v — O FAEE (B2 2 HIE DT 73 TRE T
1. FET DA v SRR L £

2. Fay AU A= a—nBHELZTIRLET, A vt — 13 [BECL [FEik (Scam) ].[7 «+ v 2 > 2 (Phishing) ]. [ &
D ¥ 5 (Malicious)].[ A /%4 (Spam) . [ L A #* —/L (Graymail)].[= = — ; 7 /b (Neutral) ] IZFE25809 5 2, 7203 [H)
7€ % f%FF (Keep verdict)] #32IR T 97,

Reclassify: | Select verdict F4
) 2 BeC A
- i ¥ Scam
> |md‘ Phishing
& Malicious
] > |J 0 Spam
Graymail
] l L @ Neutral
5 IJ » Keep verdict

3. LW A 51213 8 (Update) ] 227 U v 7 LET,
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A yt—

A y—VOBE) LS

gAY [FEEIAREET— K

TR [EEABEET—F T B LA v =V 22— —DZE b LA NORKA— L EZITTIHICBEHT
N Z—P—RT T ERATEXRVRE 7 ANV A B TEE T, AR KA — v T I ERIIREICEE Sz X
T=UNRDO LW EHI LG /RIE. FORXA v =V =P —DZE FLAICRTIENTEET A v -V %S
WCHIBR T 22 b CEET . 207 BATIE A v =V 2 ENE (B A28 E2EMA) T2 b TEET,

1. BEIEZI3EOEHTAA v =V BIR L £7,
2. [Fo¥ (Reclassify)] Fr vy 77X U A=a—nHHEERIRLET, A vE&—1 [BECL [FE# (Scam) . [7 « v v~

7 (Phishing) ]. [f&& ® & % (Malicious) ].[ A /3.4 (Spam) 1. [/ v A A — L (Graymail)].[= = —  Z /L (Neutral) [IZ F43
BT 50 F7-0E [HIE % 57 (Keep verdict) ] 238 Cx £9,

‘ Reclassify: | Select verdict E Request Action: Select action | Cancel |
& BEC
(=] Verd Rule Received s
= ¥ Scam
> | @Y Phishing Jul 28 2022 05:52 AM MDT
® Malicious
B & | J|® Spam Jul 28 2022 05:52 AM MDT
Graymail
[] 2 l (- & Neutral Jul 28 2022 05:51 AM MDT
Keep verdict
€] I J > P Jul 28 2022 05:51 AM MDT

3. [V/x=A 727 a(Request Action)] R v 7 X T A=a—nbT 7 v a @R LET, [RERA — VK E)
(Move to Junk) ].[= 2 4512 8) (Move to Trash) . [5218 + L I2% &) (Move to Inbox) 1. [F#EEIZ % E) (Move to
Quarantine) 1. [HIB% (Delete) ], £ 7= 1% [#) L 72\ > (Do Not Move) ] Z &N T £,

‘ Reclassify: | J Phishing ~ | Request Action: | Select action i | Cancel |
@ Move to Junk
(= Verdict Action Rule . S
— Il Move to Trash
> l @ Malicious Trash = Move to Inbox 2 AM MDT N
A Move to Quarantine
(Y o2 | J Phishing Trash @ Delete 2 AM MDT N

» Do Not Move
[ ¢ l M Malicions Trazh 1 AM MDT LY

4. [FHr(Refresh)] %227 U v 7 LTHLWOEZEM L A vy b=l LTT 7 v a v EZTLET,

A v —URBE SN SA T BB OT 7 2 a v (Last Action) | IR ENE T,
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A yt—

A y—VOBE) LS

A vtE— YIRS

Z— N ERE R LS —F— X BOEMEET— 2 7a—0HIET 7> a v EERA LT A—LAR Y 7 2B Ay
-V EERICHIRTE £ HIBRE N A v &B— 1T recoverableitemspurges 7 VA ICBEI SN E T, 22— X 2
DT FIVHIZT 7 A T& 9, Secure Email Threat Defense TIFHIBRENIZ A v B —V&2ZE ML A ITETTEEEA,

1. BT A A v E— V%R LET,
2. [Fo¥ (Reclassify)] Fr vy XU A=a—nHHEERIRLET, A vE&— 1 [BECL [FE# (Scam) . [7 « v v~

7 (Phishing) ]. [ & D & % (Malicious) ].[ A /XA (Spam) ].[ 7 L A A —/L (Graymail)].[= = — ; Z /L (Neutral) ] 124>
BT 50 F7-0E [HIE % 157 (Keep verdict) ] 238 Cx £9,

Reclassify: | Select verdict E Request Action: Select action | Cancel |
& BEC
(=] Verd Rule Received s
= ¥ Scam
> | @V Phishing Jul 28 2022 05:52 AM MDT
® Malicious
@& & | J|©® Spam Jul 28 2022 05:52 AM MDT
Graymail
] & | R & Neutral Jul 28 2022 05:51 AM MDT
Keep verdict
a0 ly > P Jul 28 2022 05:51 AM MDT

3. [VZ7x=x 77 a3 (Request Action)] K v X A =2 —25 [HIER (Delete) ] Z3R L £ 9,

Reclassify: |b- Keep verdict vl Request Action: | Select action ~ | Cancel |
@ Move to Junk
(=] Verdict Action Rule e S
s Il Move to Trash
3 l @ Malicious Trash = Move to Inbox 2 AM MDT
A Move to Quarantine
[ 2 | uJ Phishing Trash Delete '“ 52 AM MDT
» Do Not Move
% l M Malicions Trash : —51 AM MOT

4. [F#(Update)] 227 V v 7 LTA v b—VZHIKRLET,

5. [HIB:DOH#eER (Confirm Deletion)] #4 7 712, A v —VIFETLTE RN ENFRENFATT D50 E 9 MR SN
EI AT AT KB (Delete) ] 227 U v 7 LET,

[B:4%0 7 27 2 a » (Last Action) ] FNZBIRASE R SV E T,
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A yt—

A y—VOBE) LS

A — DR

WIE 7 VI A—IVR v 7 22 LI ABBICHER S, Outlook = —H —ZIZFRENEF A v —27 Ly M T 3 LE4
1% [P (Administration) ] > [E"2 % % (Business) ] ~— 3 T, A —/S—&HE B L OEHE 22— P —ICFTRENE T,
Outlook TIX ME T AV HND A v — i BIBREAHE B OWHEEZREICHE-> THEIMIZIEE S E 9, Secure Email
Threat Defense T BIE 7 + L EDOHEEEINTEA v —V2 a2 —P—DZE FLAIETLT LI EITITEERA,

A=V % T CREECEEIT D ITX ROFIRZFEITLET,
1. REEICBEIT A A v —V 2 RIRL £,
2. [[F53¥ (Reclassify)] Rr vy 7 X 7 A=a—n B HEERINLET, A »v&— 1% [BEC] [FEk (Scam) [.[7 « v > v

7 (Phishing) ]. [f&& @ & % (Malicious) ].[ A /X & (Spam) ].[ 7 L A A — L (Graymail)].[= = — ; Z /L (Neutral) ] IZ %>
T D0, E20E [HE &2 ~FF (Keep verdict)] TX £,

Reclassify: | Select verdict E Request Action: Select action | Cancel |
& BEC
(=] Verq Rule Received S
= ¥ Scam
> l @ Phishing Jul 28 2022 05:52 AM MDT
® Malicious
@& & | J|©® Spam Jul 28 2022 05:52 AM MDT
Graymail
] 2 l .. | & Neutral Jul 28 2022 05:51 AM MDT
] 7 I J b Keap sl Jul 28 2022 05:51 AM MDT
3. [VZx=x 777 =z (Request Action)] Kr v 7 & 7 X2 =a—nb [FHEHCEE) (Move to Quarantine) ] %33R L
ij‘o
‘ Reclassify: |> Keep verdict vl Request Action: | Select action ~ Cancel |
@ Move to Junk
= Verdict Action Rule - 5
5 Il Move to Trash
> l @ Malicious Trash = Move to Inbox 2 AM MDT N
Move to Quarantine“
@ » | +J Phishing Trash @ Delete 2 AM MDT N
» Do Not Move
> I A Malicious Trash o= z=o=51 AM MDT N

4. [E#i(Update)] %27 Vv 7 LT Ay E—VaRHELET,
[F e\ % 8) (Move to Quarantine) ] 1. [fxi& D7 7 o = (Last Action) ] Sl RSN E 4,
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I

BRIEROF 7 m—

Rk DX 7 m— K

MBRERORA v E—VICEHT LT —HDCSV 77 AV E Xy u— RTEET, AU u— X 10,000 A v E—IZHIRR
ENTWET, T—ZEF 70— RT3 03 ROFIEEZFITLET,

1. [#7 > — F(Download)] K% %27V v 7 L [#7 > r— FOER (.csv) (Create Download (.csv))] Z3%&#R L £,
Latest results as of- Jul 28 2022 01:53 PM MDT

Create Download (.csv) :

View Download History

2. IRVPETHTHL Z 2RI AT —RERRENET . TFA LIV w7 LT [Fvrr—R:AyE—V
(Downloads: Messages)] ~—IZBE L £,
Your request is in progress. Click here to view the status.

3. ¥y u— KON TE7=6.[7 7 v a > (Actions)] 5D [# > v— K(Download) ] 7 A 2> %27 Uy 7 LTV 7
ANEET a—RLET,

Ao rn— Nk
2y om— FEREIL 90 HEMER SN E 4. [# 72— FDownload)] RZ %227 U v 7 L [F Y u— RBREOETR
(View Download History)] #i&iR L C [¥ 7> o — F: X vt — (Download: Messages) ] <X—IZBEI L 9,

Latest results as of- Jul 28 2022 01:53 PM MDT

Create Download (.csv) :

View Download History

TON—=VITF BEE. Y v e — REER LIza—Y— Fouro— KRB ENTZHEF BLORAT = AREREN
F9,[7 7 >3 (Actions)] #ld [ a— K(Download)] 7 A4 a2 #@IR L C. 77 A va X v ra—RKLET,
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BBRERDO L T o m— R
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e
CISCO.

Arra—R
[F%7E (Settings) | (#HE T A =) > [# 7 > v — F(Downloads)] D<—C LA R 2B EFTE 4,
B RBREEAYE—VF—% CSV

B EE=7—ns SCV
B EML ¥vrum— RER

A yt—

A —UF—ZIIRO 2 OO FHFETH 7 n— R TxET,

B RBEEROFT L —R@B1 X=V) THPHESNTHDE LT [A vyE—Y (Messages)] _X—U b HBEDT 4 L2V
VI ENET A EREEMMOT 22y ra— RTAGAIX. 204 T v a VEERLET BIEORRMER L
TANIFERICHD A v =V DT —ZD CSV 7 7 A N EAER L ET,

B LR TR % &5 C. [f#E (Settings) | (H 7 A =22) > [# 7 > 1 — K (Downloads)] > [ # v & —3 (Messages)] #
Tinh, 2B E 24 BHHGEE 7 BMVBFEO BRER E HEOHMOT R TORA v —VF—FEF 7 ru— K
T HGEIERTY,

[# %> 1 — K (Downloads)] — UMb A v —UF—FD CSV AER L TH Y — R4 A0 kOFIEEFETLET,

1. [ (Settings) | (H#L7 A =1>)> [# 7 > 1 — | (Downloads)] Z3&R L £7,

2. [ vE—Y (Messages)] #3&IR L £,

3. [CSV %Z{EHi(Create CSV)]1 227 U v 7 L¥T,

4. FREINDEA Tl T Frura— REERT 5 B (T Z2 8L [CSV #1E% (Create CSV)] #7 UV v 7 LET,

5. ¥ u— ROW¥ENTE =26 [7 7 v a v (Actions)] 5o [# 7 a— K(Download)] 74 2> %227 Vv 7 LT7 7
ANEZTa—RLET,

EML # v ua—F
A= R—EHERB I OEHEE - — X B ENEA v E—Ea—0b EML Ay v — RE2BERTCEEIT  FUuro—
K. Foro—FRD5ET e 7 AFREDO W FENWST £ T [# v v— K (Downloads)] _X—Y N HFIHTE £, 84
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Malicious: 248 Phishing: 229 Scam: 6 BEC: 39
100
From: Jul 20 05:00 PM PDT
50 To:  Jul 21 04:59 PM PDT |
Malicious: 9 | - .
0 -—--. --------------- Phishing: 8 k
22 23 24 25 26 27 28 29 30 1 2 3 4 5 6 7 8 9 10 11 12 13 [FYNG. 21 22

Day Bec: 39
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Malicious: 248 Phishing: 229 Scam: 6 BEC: 39

100
From: Jul 20 05:00 PM PDT
50 To:  Jul 21 04:59 PM PDT
Malicious: 9 .
o ----. ----_---------- Phishing: 8 k
22 23 24 25 26 27 28 29 30 1 2 3 4 5 6 7 8 9 10 11 12 13 g, 21 22
Day Bec: 39

A A v B—

[585E5R] A vt — (Messages by Direction)] 77 ZIZIZET A=V N T 7 4 v 7 OHRFHDBERINET, A—/MIT KRDOH
T IV TOET,

®  [%/5 (Outgoing) ]:0365 7 ) MFDZEHICEE Sz A —b
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B [#%/3 (Incoming)]:0365 ) "N ZIELTZA—L
BNIFZ AN T T DA v —VHBRREINET,

Messages by Direction 1 1K messages .|
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100 I
22 30123456?8910
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Threats 540 convictions “
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22 24 26 28 301 23 45678291 12 14 16 18 20 22
Day
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6
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[ 1L " — I (Impact Report) ] 121,182 30 H#IZ Secure Email Threat Defense 236725 L7 A U v FAFERENET,
ZDLR— FEFERT DI [A VA b (nsights)] > [#2 L 7R — k (Impact Report)] Z3&R L £9, LR— FNOERT
L7 =R &7 Uy rT5E [AvyE—Y (Messages)] X—Y DT — X DFEHICHBE L7,

RRINDT—FITEKRDEBY TT,

B SERL7- 30 HFEIZ Secure Email Threat Defense THiItH 7B A v — VB I UOMET —Z O 1 FE/OTH|, 1 4F
MOFHRIE. 1 B DL 365 ZHIT TEHFE SN ET,

5 2 2 Threat Messages Last 30 days

M BEC (7% 4 Scam (1% J Phishing (44% @  Malicious (45%)
Business Email Compromise (BEC) are Scams are focused on causing financial harm These messages have been convicted of These messages have been convicted of
sophisticated scams that use social to individuals using techniques such as lottery fraudulently copying or mimicking legitimate containing, serving, or supporting the delivery
engineering and intrusion techniques to cause or extortion fraud services in an attempt to acquire sensitive or propagation on malicious software.
financial damage to the organization information such as user names, passwords,

credit card numbers, and more.

o3 475 6 i 228 2.8K 248 3K

B [RE/ A vt—Y (Unwanted Messages) . iR L7= 30 HEIZHRE SN ARLAB IO LA A=A v —T BX
VYT —F O 1 EMOTHL 1 EMOTRIZ T BOFEIZ 365 T THEINET,

1 9 9 Unwanted Messages [ ==t 30 days

0

Spam

1.9K

529

Graymail
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B A

B [&ZE T 7 ¢ v (Threat Traffic) ], ZOF v — NMIIF BRI L7z 30 HEOHENRERINE T, ZOF v — MIsusehl
W7 4 VA ETE 9,
Threat Traffic

The graphs below illustrates the distribution of convictions over the previous 30 days.

Incoming Internal Mixed QOutgoing

‘I2.l’2‘| 12/24 12/27 12/30 1Mm 1/14 117 1/20

32

BEC: 56 Scam: 55 Phishing: 158 Malicious: 158

B [Secure Email Threat Defense |2 & % {7 (Protection by Secure Email Threat Defense)], Z O F v — ME BREEN D
fFF DA —IVIR v 7 A ZHME S B4 Secure Email Threat Defense Z 7k L CWE5,

Protection by Cloud Mailbox

The data below shows the protection Cloud Mailbox provided to recipient mailboxes in your environment.

40 6

o W
Lo Recipients protected from Recipients protected from

40 BEC messages 6 Scam messages

248 274

tj Recipients protected from @ Recipients protected from
238 Phishing messages 256 Malicious messages

1717 46

o .. ~ .
Recipients protected from Recipients protected from
156 Spam messages 43 Graymail messages
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A YA b

B A

B [Efi#—4 v b (Top Targets)], 207 T ZI1ZIF BIR L7z 30 HRNCBIT B BBA v —YONEE —7 v b Eir
10 EBRFRRINET,
Top Targets

The statistics below indicate the addresses which received the most threat messages over the previous 30 days.

Recipient BEC Scam Phishing Malicious Totals
1 1 0 108 107 217
2 0 0 36 36 72
3 0 0 15 30 45
4 0 0 16 22 38
5 0 0 17 17 34
6 0 0 10 19 29
7 0 0 14 14 28
8 0 0 9 18 27
9 0 0 14 9 23
10 12 0 0 0 12

B [[REOFREMENSH DT 57 |k (Potentially Compromised Accounts) ], = D F v — MIIX BB A v & — Y OREREE
E AL 10 RS hE T,
Potentially Compromised Accounts

The internal addresses listed here were seen sending threat messages from within the organization.

Sender Number of Messages
1 161
2 128
3 38
4 31
5 30
6 9
7 1
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Cisco Secure Email Threat Defense == — ¥ —3RFEEFRIC T A 2 SecureX ¥4 4SSO YV a—va v aERALET,
SecureX H A AL OFEMIZ OV TI, https://cisco.com/go/securesignon S LT 72X,

1 : BEA7 D SecureX Threat Response, Cisco Secure Malware Analytics (IH Threat Grid) . & 7z 13 Cisco Secure Endpoint (/H
AMP) D BEHEIT ML TEEFED SecureX A AL 7 LF v v L THA A L LT EEW BEDO—HF—TRVIEE
1Z.SecureX A AT AT N EFRICERT DHERDH Y £97,
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B L— VT LIZHRK B0 OREMEARETEET,

X2V T4 A—LRy T R JL—)L:

B BELEZEEOETA—NT RLAOZEA v E—VIZ#EHLET A v =30 S ETA,
EHRELEZEENA v =V OM—DZEETHILE . EX2) T4 A—NRy 7 2 L—REAESNET o
FEEN I —INTWVWANBCC(TIA L RI—Rratt—) L TEENTWAES A v e—iInth=r Y%
INANRALER A,

B L— VT EIZHRK B0 OEMEEARETCEET,

T I T A TIRNA RZGHN—E 20 IZHIR SN TWE T = WIET 77 4 7ML TEE TR HIRT 2 2 L3 TE &
i,

A v B—)L— )LDBNN

A= — VBBt AFIEZ NA—ADHT TVIZE > TEFRLY T,

FLWFFAY A NERITHED A —/3—F A RKL—/ L DB
FLWA— VA ERT DI RO FINEEFEITLET,
1. [F%7E (Settings) | (HET A =22) > [ A v —)L—/L (Message Rules)] 2R L £,

2. BT B0 —nNDhT 3V % [FFA] U A b (Allow List)] £721% [HIEA4—3—F 4 K (Verdict Override)] DV 400>
HIEIRLF9,
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Ayt —T—

JL— L DR

6.

7.

8.

. [ErEL— 0B (Add New Rule) | RZ v %227 ) w7 LET,
L=V BAERR LT, BV — IR OARTRSLE T,
HMED X A T EBRINLE T, [BEE DOEF A —/1 (Sender Email) ], [5{F# D K 2 A > (Sender Domain) ], [X{§#& D IP

7 R 1 A (IPv4) (Sender IP Addresses (IPv4)) ], 721X [%£F#& @ IP 7 K L X (CIDR) (Sender IP Addresses (CIDR))] %
BIRTEET,

HFAENFHEAZ a2 v TR >TAALET,
AT D HEIZS U T [ A28 A (Spam) ] 0 [7 LA A —/L (Graymail) ] Z&IR L F 7,
[EE(Submit)] 227V v 7 LT IL—/LOERZKR T LET,

V=R A MZBMENE T ERPEN SN D ETITRKRT 20 20020580 H 0 £7,

LS A N2 L— L DB
LB T B KO IR AT L E T,

1.

2,

3.

7.

[ 7€ (Settings) |(HT A =22)> [ A v E&—/L—/L (Message Rules)] Z &R L £,
[731 /X2 55#T (Bypass Analysis)] Z8&4R L £9°,
[FrHL— L DB (Add New Rule) | RZ > %227 U v 7 LE1,

L=V BAERR L E T, BV — ISR OARTRSLE T,
AERT D= E A T [T 47T A M (Phish Test)] £7/213 [B %= U T 4 A—/LiR v 7 Z (Security Mailbox) ]

DT HEIR L E7,

.[7 4 v 7T Ak (Phish Test)] v —/L OB EIT FEHEX A T % [REHDEF A —/LT KL A (Sender Email

Addresses)] £7-1% (FE&H D R A A > (Sender Domains)].[%E#H D IP 7 KL 2 (IPv4) (Sender IP Addresses
(IPva) 1.[%1E2%& @ IP 7 F L % (CIDR) (Sender IP Addresses (CIDR))] DWW S8R LET,RIC. 2w TR
BloTHBEAZ AN LET,

[BEx%=UT 4 A—/LR v 7 A (Security Mailbox) ] W — NV DGEIX ZEZDOE A —NLT FLA%Zar~TRY->TA
HILET,

[4E (Submit) ] &7 UV » 7 LT A—AOERERT LET,

=R Y A MCBMENE T ERERET SN D ETITRKT 20 505560350 £,

JL— L DFRE

T X D DITEYRN— N OHRTT B ERET 21 ROFIAEZ ETLET,

1.
2.
3.

4. ¥

[%E (Settings) | (FHT A =22)> [* v &—)L—/L (Message Rules)] Z3&IR L £,
WET DN —NDX A TEERLET,

[727 2 a > (Action) | ST ik oV — L ORICH D8ET A 2227 ) v 7 LET,
BN E AT o726 [EFOR1F (Save Changes)] #27 V v 7 L£7,

N AP ENET  EEREH SND ETITHKRT 20 300556060 £,
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Ayt —T—

= DA MEE T IX IS b

=V OFEMEE T ITER L
WEAF DN =N 2 G E T TN DT RO FIRZ T L E T,
1. [P (Settings) |(HET A =22)> [ A v —)L—/L (Message Rules)] Zi#R L £,
2. HRVETIZED T HN—ND XA TR LET,
3. [77 v ar(Action)] I T AT — R AEEETHL—LOMICHIENEITENT A 2220 v 7 LET,
NV DAT—ZAREHFSNETEENEN SNDETITRKRT 20 00005603 H Y £,

Microsoft #Fr] U A b & 7 EEE

Secure Email Threat Defense (3, A/ XAB LRI LA A — L A vE— /“ 1289 LT . Microsoft 365 @ Z XA 7 4 L ZZFA Y
MIBMSNIZEEGEE RAA U EZTANET MSFFAIU X MIEEOHEST 4 v v ZHETITEA S LERA,
FEAMZ >V TCiL. [Cisco Secure Email Threat Defense FAQ: Secure Email Threat Defense and Microsoft 365]% & L C
<TEEW,

i x Da2—P—=NA =Ry 7 ANOHFA Y A NERET DI EEMBERHFT LTV T RHEDA vE—VR2—

— DAY A MIEEN DA Microsoft # 7] U & k7Y Secure Email Threat Defense THIZHEA S5 Z Li3dH v £H
A, Secure Email Threat Defense T2 b O ELXMH T 25681L.[F VU > —(Policy) ] =YD [ANRLEZITT LA A—
JL EHIE S 7= Microsoft Safe Sender A = — U % (&1 L 72\ (Do not remediate Microsoft Safe Sender messages with
Spam or Graymail verdicts)] = v 7 &R v 7 2% 412 L'E7,Safe Sender 7 7 713, A/NA LT LA A — LY E TILHE
AESNFEITHNEEL 7 v J7OHETITEASNET A DEY  ARLFITT LA A —/L EHE ST Safe
Sender A v E—IHEESNFEH A,
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e
CISCO.

SecureX & O#A

Cisco SecureX |Z. > 2 aDt X2 V) F 4 B AHAET T v b7 +— 5T L £ 97, Secure Email Threat Defense (3.
SecureX B LW SecureX VR EHA SN THET,

B SecureX ZfHT DL MO Aatxo VT o ®ENSLOT—H L —FEIZ Secure Email Threat Defense O 1F # % Hig
BTHLENTEET,

B SecureX VARVEMAT L v AaDEX 2V T A BWEMERBEILZY Fr—RAT v 7T 7 EALTZY AT HF—N
TNVERBLIED AT heFERLTZD TEET,

ARECFEH STV 720 SecureX OFEAIIZ OV TiE. SecureX O Ry = A > B LT ZE 0
https://docs.securex.security.cisco.com/

SecureX

Secure Email Threat Defense (Z1d.SecureX ¥ v 2R — R CERTXDHROZANBH Y 7,

B[54 A v — (Messages by direction) |: T A —V T 7 4 v 7 OEFHNHAINIERENE T ET A —IiE,
[3%£12 (Outgoing) ]. [IR A (Mixed) ].[F9 (Internal) 1. 35 & OY [3218 (Incoming) ] (2431 4L E T,

B [ZE(Threats)]:BEC.FEIk. 7 4 v LV 7 FTFEEOH B LHIESNTLA vE—V DR F v T v ay hBREREH
iﬁqo

B [Z2AA(Spam) i AL ELHESINIZA v E—VDAF v T gy MREREINET,
B [V LA A= (Graymail)]: 7 LA A=V EHESNIZA v E—VDA T v TV ay hRERINET,

B [BEEHVEBIOVOT 4 v 7 (Malicious & Phishing) . EEEDH D F7-1E7 4 v v T THD EHEINTZA v E—Y
DAF v Foay NBRRRINET,

H:ZOXANVTEILEN5%OY ) —ATHIRENET [EEH VB LVT 1 v 7 (Malicious and Phishing)] #
A VZHIEE L LW [E (Threats)] #Z 1 /L% SecureX # v 32— FIZEMNT 2 HLERSH Y £9°,

SecureX ¥ v v 2R — ROFEAIZOWTIE. SecureX O R¥ =2 A2 hESHL TS0
https://docs.securex.security.cisco.com/

SecureX @78 Secure Email Threat Defense

Secure Email Threat Defense (2%} L T SecureX % 7&#3 2 AilZ, SecureX 7 4 v > % Hif5 L, SecureX fifkd— BT 72 -
TWAMENDH Y £, MOV T . SecureX D R¥ =2 AL FEBRL T EE:
https://docs.securex.security.cisco.com/SecureX-Help/Content/introduction.html

£ :Secure Email Threat Defense 77 v > hix, —FEIZ 1 2® SecureX #lik & DAHFHETEET,

Secure Email Threat Defense ® A — R —FHE k5 L O BL#E = — ¥ —[13, Secure Email Threat Defense f > A ¥ o A [}
IZ SecureX EV 2 — LA KBTI ET,

1. [F%7E (Settings) | (E 7 A =) > [ #H (Administration) ] > ['2 % % (Business)] &%k L £,
2. [W1H%E (Preferences) ] > [SecureX] T.[SecureX #i& @ #&# (Authorize SecureX Integration)] %2V v 7 L £,

3. K7 —&E T LET,

Cisco Systems, Inc. WWW.cisco.com
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SecureX & DA

SecureX @V R

SecureX RENRLY L= Z & 2T\ —RERINET,
SecureX # v ¥ =78 — K|Z Secure Email Threat Defense DX A L& BITE 5 L 512720 F L=, ZDOFIEIZHOWTIE,

SecureX D K¥F 2 A hEZBRL T ZE:
https://docs.securex.security.cisco.com/SecureX-Help/Content/configure-tiles.html

SecureX O Z EL Y 7 Secure Email Threat Defense

HA—NR—FHEEFIEEE L~ =N DX A7 & 7 T& F9,Secure Email Threat Defense f A % > R [EIFIT
SecureX ZARELIZ2—P =TS THLIDX AT BFITTEET,

SecureX OERB ALY HTITIT RO FIHIIENE T,

1. [R7E (Settings) | (FE T 1 =) > [ (Administration)] > [ '3 & % (Business) ] Z &R L £ 7,

2. [#1#5% € (Preferences)] > [SecureX] T.[/#&FR & E Y 143 (Revoke Authorization)] 27 U v 7 L£7,
SecureX FENEFICEH SN & 2RI AT —RERINET,

SecureX ® Y R

SecureX U AR UNE_R—=TV O FEICEE S TE Y . 2 HEREN T Secure Email Threat Defense L flidd > A2t = U

F A BE L LRSI E T, T T Secure Email Threat Defense = —#—{3. SecureX U 7R > Offi i # & T
XFETIRVEFERALC Y RAa0eXa2 )T 4 77—y a v WaB#H LY r—A7 v 7778 ALEZY A7
P NTAERBLTZY AT MEFRRLEY LET,

¢ secureX Ribbon = Applications A My Account
>’ SecureX Launch  §
Q 2
Casebook Incidents Orbital m AMP for Endpoints admin

. Cisco Secure Email Cloud Mailbax
E ¢ : ﬂ Security Services Exchange Logged in with SecureX Sign-On

Notifications - E Thieat Gng i

Settings
Center
.*hreatRaapnr:se Launch

SecureX U R DOFEHNZ OV T, SecureX @ KF = A FEBR LT EEW
https://docs.securex.security.cisco.com/SecureX-Help/Content/ribbon.html

EARy hA =2 —
VR & 7KE9 5 & Secure Email Threat Defense DJER A v — Y B 2 —WNIZ SecureX Ry b A =2 — BN E
T INEDA=2—( X ALY 23Dt X2 U5 4 /RIS U T & T THF—_"T BT 5BIIMERICT 72T 5

T2OOHLMIS L2 9,
a4 %

Investigate in Threat Response
Create Judgement
Email Threat Defense

| [4 Search for messages

(® Quarantine sent messages

[AlEk(Z ., Cisco Secure Email Threat Defense & SecureX OFEAIZ LY  EAHR v b A== —%fiH L T Cisco Secure Email
Threat Defense (27 7 B A T& £4, Ry hTE LB RITKRDO LBV TI,

B ETA—/L 7 FL % (Email Address)

B EF A—/L A vt— ID(Email Message ID)
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SecureX & DA

SecureX O U R

B ETA—LOH4 (Email Subject)

B Ty AN

B %{F% IP(Sender IP)

m  SHA 256

m  URL

ERy hA=a—%@HL COROBIEEZETLET:

B FFEOEMARERA v E—U R Y T v M A= a2 — D ESEREEL £3, 2 OFETHREES =T A 7 i3, SecureX & fifi
FAL T, £721F SecureX = —H—I2 L » CTFETEHE &7 Z & % Cisco Secure Email Threat Defense T/ L £,

- EEARY PA=Za2—0 b ORI BAE 100 A v E—VETIZHIRENATHNET,
B Cisco Secure Email Threat Defense THHiZEZBIE L £,

SecureX DER Y A = 2 —DFHZHONWTIT. SecureX D RF¥F 2 A FEBB LT EE W
https://docs.securex.security.cisco.com/SecureX-Help/Content/pivot-menus.html

SecureX U AR v DA

SecureX VAR NFa—HF— L~ TEREBINFET, URCNEIL [ ——i%E (User Preferences)] A == —7n5H U iRy
EIRKRTEET,

BV R EEKRT DHENC. . SecureX 7T N T 7T 4 7T HHENRH Y F9, 2 EIT 9 121X, SecureX DEKGE
Secure Email Threat Defense (53 ~—7) DFE/RIZHE 5 D> MDEY = — /L% SecureX |ZHA LET,

SecureX U R N B DGR
VRO S SecureX VR ZHART DI KROFIAEZFEITLET,
1. SecureX VU 78> T [SecureX % HifS (Get SecureX)] %27 UV v 7 LET,

2. [77Vr—v a7 7 v A0 (Grant Application Access)] % A 7 1 7 ¢, [Secure Email Threat Defense U R %
2 (Authorize Secure Email Threat Defense Ribbon)]1 %27V v 7 L%,

SecureX U AR MFEGESNE L7, SecureX BREMNIEFICHEFH SN Z & 2R NN FT—RNERENET,
Secure Email Threat Defense &z —H —fREN D DK
[ —4"—5% € (User Settings)] £ ==—7>5 SecureX U R Z&RT DT KDOFINEEZEITLET,
1. [2—HF—(UsenN | (Fr 7 4 —LT7 A a)> [2—F —FE (User Settings)] 23BN L E 7,

2. [W1#3% & (Preferences) ] > [SecureX V 7R > (SecureX Ribbon)] T, [SecureX V R > D 7#&FH (Authorize SecureX
Ribbon)] 27 U v 7 L7,

3. [TV r—v a7 7 ADFA (Grant Application Access)] # 1 7 1 2 ¢, [Cisco Secure Email Threat Defense V
R % 7478 (Authorize Cisco Secure Email Threat Defense)] #7 U v 27 L£7,

SecureX U RV NFRIEENE L7z, SecureX BRENEFICFH SN2 L 2RI AT —NFRENET,
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SecureX & OFRE

SecureX @V R

SecureX U R DOAEEAZEY 151

SecureX VAR NIz —HF— LUV THRBINET, U RV NEIL [2— P —7E (User Preferences)] A = = —> 5 &R
WO ENTEES,

Secure X VRN BHEGRZELD IET
UARUND G SecureX U AR OEGRER Y ETIZIT RO FIEEZFETLET,
1. SecureX U R T [% 7 (Settings) ] > [#4#2 (Authorization)] > [Et ¥ 4 L (Revoke)] ##IR L £,
2. [l iE L (Revoke)] ¥4 7 v 7 ¢, [#8 (Confirm)] 227V v 7 LET,
SecureX U 7R 73 Secure Email Threat Defense 77 7 MMIxt L TR SRR £ L,
Secure Email Threat Defense O —H —FREN S OARDOEY M L
[ —4%—F% € (User Settings)] A ==—2>5 SecureX U R DOEARZTY HTIIT KOFIEEZEITLET,

1. [2—¥—Usen (T v 7 4 =T A 2)> [2—H—5%E (User Settings)] IR L £,

2. [WIH% £ (Preferences) | > [SecureX U 7R > (SecureX Ribbon) ] . [#&# % H v 143 (Revoke Authorization)] %7 U v

7 LET,

SecureX U 7R 7% Secure Email Threat Defense 7 7 7 o MIxF L CHEGR SN2 720 £ Lz, SecureX 5% E N IEH 2 FHT

SNTCZ LRI AT —RERINET,
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e
CISCO.

Secure Email Threat Defense O #Egh{L,

A v — DX 75 : Microsoft 365

A — T DOEEITH Microsoft D542 Secure Email Threat Defense #3E7 7 7 4 7AL 2121, FIZRD 2 DD H A
BHY ET,

B Microsoft 365 &+ % —7 5 Secure Email Threat Defense v —JF /L=~ ZHI%R1 %

B Microsoft Azure 57 > k7>% Secure Email Threat Defense 77U 77— g U 2 HIRd 2

Secure Email Threat Defense ¥ —7 /L /L — /L DY
Cisco Secure Email Threat Defense ¥ v —7 /L /L — /L DOHIE 1%
1. Microsoft 365 & # > % — (https://admin.microsoft.com/AdminPortal/Home#/homepage) (2B & L 9,

2. [E#+¥ % — (Admin centers)] > [2 7 F 4 7 > A (Compliance)] > [T — % T A 7% A 7 /LEH (Data lifecycle
management)] > [Exchange (1 %+ —) (Exchange (legacy))] > [ ¥ —F /L /L —/v (Journal rules) ] DJEIZFEE L £,

3. Secure Email Threat Defense ¥ v —7F /L —/ L &38R L C [HIEk (Delete)] #27 V v 7 LE4 . [1F3\] 23R L T,
X —F NN EHIBRT A L EHRE L ET,

Azure 7> 5 @ Secure Email Threat Defense 77U 77— 3 > OHIkE

Azure 7»5 Cisco Secure Email Threat Defense 7 7 U 77— 3 &R+ Hik:
1. portal.azure.com |28 L £7,
2. [z #—TF 4 X7 7V r—3 3 (Enterprise applications)] % RO TER L £,
H:Azure THWE 2 — 2 H L TOAHA. ZHIET 7Y OBGEETFEND Z En3H 0 £,

3. Cisco Secure Email Threat Defense % 7-/1 Cisco Secure Email Threat Defense GiH IV EH) 77U r— 3 v
RO CTEIRLET,

4, fEMD~21 T, [Properties (F 35 )] IR L £,

5. [HIEk (Delete) | R& > %27 U 27 LTH»H [1FV(Yes)] #3841 L. Secure Email Threat Defense 7 7'V #HIr4 25 Z &
EHERLET,

Cisco Systems, Inc. WWW.cisco.com
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Secure Email Threat Defense %75t

A=V DRETT— b= A

Ayt—2OFEL S — 7oA

A=V DFRETIIF— b oA ZHH L T\ 5 & &2 Cisco Secure Email Threat Defense #3E7 7 7 4 7k 5124
FIZRD 2 5OX AT BB £7,

B Cisco Secure Email Threat Defense ~D A vt — Y DOEEEFEIT B LI — T = ZHETH

B Microsoft Azure 57> k225 Secure Email Threat Defense 7 7V 7 —3 g U & HIRT % GRAEER LE— FOBEIT
EL)

A=V DOEGEEEILT AT T oA 2T 5
Cisco Secure Email Threat Defense ~D X v v —CDEEZEILTLI LI — T oA ZRETDHITE:

1. Cisco Secure Email Cloud Gateway = > Y —/LC.[E& = U 7 1 ¥ — & (Security Services)] > [Threat Defense
Connector] (28I L £7°,

2. [Threat Defense Connector] % [#%) (Disabled)] IZ&%E L £9°,

Azure 75 @ Secure Email Threat Defense 77" U &—3 2 v OHIlBR
Azure 75 Cisco Secure Email Threat Defense 7 7'V 77— = V& HIbR T 5 J5ik:
1. portal.azure.com (258 L £7°,
2. [ % —TF 4 X7 /r—3 3 (Enterprise applications)] % &1 TEIRL £,
HE:Azure THWE 2 — % L CWAHE ZHUIT 7Y OREGLEIFEIND Z L3V £,

3. Cisco Secure Email Threat Defense = 7= Cisco Secure Email Threat Defense GRABRVERH) 7 7V /r— 3 v
EROTTERLET,

4, EERD~A T, [Properties (737 )] ZER L E 7,

5. [HIBR (Delete)] R& > %27 UV » 7 LTHob [IZv(Yes)] %341 L, Secure Email Threat Defense 7 7'V # R4 25 = &
HER L ET,
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I < HFELNHEM (FAQ)

L FHE BN 5ERIIZL Cisco Secure Email Threat DefenseFAQ TR Tx £,

Cisco Systems, Inc.  www.cisco.com
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I < FE BN HERM(FAQ)
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