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e
CISCO.

Secure Email Threat Defense MEEE

Cisco Secure Email Threat Defense D EICIE . RDFIEAEENFET,
1. TADV bADHA 42 (11 R=D)
2. Cisco Secure Email Gateway (SEG) DEEE XK (11 R—)
3. AytE—CDEET . ARELBEE—F OFIR( R—D)
4. Ay E—UDEFETDHRE(2 R—D)

5. R O—REDHER(14 R—)

o

. Microsoft DEFA—ILK AL2DAVR—k (14 R—2)
ROFIEE . BHOQOR—=D)EFHELTWS I EEFRIRELTVLET,

THOURADYA A4
1. RADVSDI T IINALA—IILDIERIZFE>T.A—HF—FHI U EHFELET,

Cisco Secure Email Threat Defense . Cisco Security Cloud Sign On Z{#A L T1—H—Ri % EE L £ 7, Security
Cloud Sign On H 4 > 74 > MM DUV Tl https://cisco.com/go/securesignon S B L TL &L BEED
SecureX Threat Response. Cisco Secure Malware Analytics (IH Threat Grid) . & 7= (& Cisco Secure Endpoint(|[H AMP)
DEEHRIFI BEDILTUOIFILTHA AV L TLESVWBENDI—F—THWESIE.H L L Security Cloud
SignOn 7Ho Y b ZEERTIRLELNHY FT,

2. A UAVICHRIL 6 FARNICRELET,

3. [& 5 2% (Welcome to)] Cisco Secure Email Threat DefenseX— 27 VA TES KSR YEL=.RDEY
AV THAIATWBEESIC. Y R Ty T4 F—FIZRWET,

Cisco Secure Email Gateway (SEG) D H#E % T~

(RDEHL a3V TERN Ayt—CDEETAE THMN.Cisco Secure Email Gateway (SEG) WNEET D & & ZIED v—
FILTH SEG DEAIZFERATESAY A —%RT Z &I &Y . Cisco Secure Email Threat Defense TAYt—C DEDH
EBEEEECEDLLSICT A ELNEETT  CORELZTHEVNESEGHALEESNTRTDAY E—UARTEIN.,
MRHARLET D AREESELAHY FT,

1. [IFL(Yes)] F1=IF [LrvZ (No)] Z3#IR L T Cisco Secure Email Gateway (SEG) NTEHET 2 E I M EREERL [~
(Next)]1 =2 w o LET,

2. [IZLV(Yes)] EBATGEEIFXSEG DI A TEANY T —ZAALET [R~ANext) [ 2V v I LET,

Ay E—UDEFT. AREEBEE—F DER

1. AvE—C DEIETE Microsoft 0365 £ X —F 9T A1 OVNTNIDSBIRLETHIOFIET [SEGIEHY FHA
(No SEG)] Z:BIRL =158 A v E—C DEETTICIE Microsoft 0365 ASEIREN TS EBESNET,

2. ARG EBEEERLET,

Cisco Systems, Inc. WWW.cisco.com
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AREEBEE—FILERTEBERI S —DE24T2E&LET,
Microsoft 365 325

- BAHWY/RMEIAH(Read/Write) : AIRE . S L VAV FIV R FELEFBEFHOEEGEDLLWAYE—C 0B ET-
IZHIBR) BRIBE TS A Y /EZ AHIEMR A Microsoft 365 Mo ERSINFE T,

-  H|AHNY (Read) : A[REDAHFEFAI L ASEILEFAIL FH A BiA B Y BERAMERE A Microsoft 365 M5 ERINFE T,
i [FmAEY /EEIAH (Read/Write) ] ZBINL 58X . EY 7Y TOETERIZRIS—B/E(N7R—L) TH
FEER) S —EF VICTEIDRENHYET IR TORBEFA—IIICEEEEEZERT SIZE. KR —
(Polic) | R=UD [F AL ) R KZIEWF A AV ICBEMEE ZEA I % (Apply auto-remediation to domain not
indomain list) ] Ry 2 AMNF VIZHRESNh TSI LR LET,

Microsoft 365 F2:EE£— K Tld.Cisco Secure Email Threat Defense 5 5 Microsoft [C& 27Vt AHFA#ERLET,

NLDHFAIL GARY /[EEAHBE—F EHFARMYE—FDELLEZBRLENMNIL>TELRY ET . 7V EREHA

DFEMIZDONTIX U HIENTLS Microsoft DR X2 AV FESHBELTLESLY,

75 M Microsoft 25 E— K H 5 DE K : Organization.Read.All 35 & U User.Read

— https://learn.microsoft.com/en-us/graph/permissions-referenceforganizationreadall

— https://learn.microsoft.com/en-us/graph/permissions-referencefuserread

FARY [EEAHE— K H DS DOER: Mail.ReadWrite

— https://learn.microsoft.com/en-us/graph/permissions-referencettmailreadwrite

SiAEY E—F H 5 OERK: Mail.Read

— https://learn.microsoft.com/en-us/graph/permissions-referencettmailread

$35E%: L (No Authentication)

CDRFATLaviE AytE—TCDEETEL T Cisco SEG 2EAL TLWAISAICERTEEF T AARMOAZRELF
T AV E—DEBETDHILIEITETEA,

3. Microsoft 365 FBFEZ :ER L =3/ &L, Microsoft 365 [T L FT,
a. [R~(Next)] %% ') v % LT Microsoft 365 IZ#E#H L £9
b. #RIZH > T.Microsoft 365 7HI Y MMZAT AV LET . COTHDY MIFTO—NIILEBEERIBETT,
Cisco Secure Email Threat Defense TIE7 h o> F DREFLIEFERIEETINF LA NS DERNBHELE

HIZD ULy TIX.Cisco Secure Email Threat Defense @ FAQI'Why are Microsoft 365 Global Admin rights required
to set up Secure Email Threat Defense?] S L TL &0,

c. [H&EE(Accept)]& %4 ') w4 L T.CiscoSecure Email Threat Defense 7 7 1) 5—3 3 L DR %# &R L £9 .Cisco
Secure Email Threat Defense DF/RER—JIZUE AL I R EhFET,

d. [R~(Next)]ZV VYOI LFET,

AyE—TUDEETNDERTE
BIRLF Ay E—DDEETOFIEEETLET,
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Ay t—T MiEETT: Microsoft 0365

Ay t—U DFEETTIC Microsoft 0365 Z:EIR L =15 & (L. ¥ ¥ —F )L % Cisco Secure Email Threat Defense ~Ni21E9 5 &
5 [Z Microsoft 365 £ E T AMLEAHY FT . CNETIICE . Svy—FILIL—ILEEMLET S —F YT A4 EZRELT
WBIBEIF. v —FILIL—ILZE BT BRI . Microsoft 365 [CaY 2 %EBMLET,

1. Cisco Secure Email Gateway (SEG) #{#f L TLV 5 1—H—®DIHAE :Microsoft 365 [Ca+ I 2 ZEBML FT,

< ¥ —F LA Cisco Secure Email Gateway Z#EH9 % Z &% < .Microsoft 365 H'5 Cisco Secure Email Threat
Defense [CEEREIES NS & 529 B7=6H . Microsoft 365 [CEETARV A EBMIT A EEHEBLET ORI 2L
DX —FILERETDRINEMT I2LELHYFES,

Microsoft 365 Exchange Bt > 24— 5 [3 %9 2DIENM(Ad a connctor)] 7 4 F—F DRDBZEEFEAL THL
Warxo2EERLET,

—  [##:5T (Connection from)]: Office 365,
—  [##=% (Connection to)]: 78— k F+—#A#,

— [3a=#% %% (Connector name)]:Cisco Secure Email Threat Defense ~MD 7™ L /39> K ([F 129 % (Turniton)]
Fry IRy I REER),

- [axY40EMAUse of connecton) | BEF A—IL Ay E—UMINSEDRK AL VIZEIESNBEEDH (JLKIRE
M5 &I1E mail.cmd.cisco.com. 3 — 0O v NIREDIH S L mail.eu.cmd.cisco.com. A — X k5 PEREOESIE
mail.au.etd.cisco.com. 1 > FIRIED 5 &L mail.in.etd.cisco.com %iE/0),

- [L—=T 1427 (Routing)]:/8\—r F—D K A A U ICBER T Nf- MX L I—F &,

- [tEFzY)T 1 OHIR (Security restrictions) ] : & Z RET H-OICEFETEBRIAF/(CA) IZL > THRITSINI:
FSURR—FBEF2Y T4 (TLS) ZEIZEA R,

-  [BEADEF A—JL (Validation email)]: Cisco Secure Email Threat Defense DBRER—S DO v —FILTF KL X,

E:0365 7+ k T.Exchange b S RR—F L—ILEFAL TEEA—LERFEDIRIZICIL—T420F
BEHAEA—NIL—T 4 VNI TITRESNTVRGEE. ARV IRIEICERT I EL”BYEFT . Ov—FIL
Ayt—UIZ@F O RTLEENDY  FSURKR—FIL—IILOEEEZTERAN . ARV IABRIETACNDEF A —
JVIZIZHENGE L P S Y RR—MIL—ILDEEEZZTET,

CORIAOBBEEZMBRTDIZIXEED SV RAR— Kk IL—ILERDIFT.Cisco Secure Email Threat Defense
Cv—FILTRELROBNEEBMLEST . COEENBRNCLEIOE/F>THL FHLLIARIVIDORIAZBET X
LTLESLY,

2. Cisco Secure Email Threat Defense [Z¥ v —F L& #{ET 5 & 5 [Z Microsoft 365 #EREL FI .S NETSIZIL.
Cr—FIILIL—ILEBMLET,

a. Cisco Secure Email Threat Defense DBRER—U NS O¥—FIILTFRLRZaAE—LFET . ETINTOLR%E
BYRITHELD SHI5EX.[EE (Administration) | R—S T ¥ —FIILFRFLRAZHERIT DL TEFET,

b. Microsoft Purview > 7S5 A4 7> A7R— 4 JL (https://compliance.microsoft.com/homepage) I#E L £ 3,

c. [VYUa—>3ar(Solutions)]> [T—4F A 7444 ILEHE(Data lifecycle management)] > [Exchange (L # L —)
(Exchange (legacy))] > [ ¥ —FJLJL—JL (Journal rules)] DIEIZFEEIL F£ 3,

d. FEEFTLTOEWMEEF. [EIEFEEY ¥y —FILL R— k M#%{E %k (Send undeliverable journal reports to)] 7 « —
JUK < Exchange DR{EH £ BML T.[R#F (Save)| 4 U v I LET MASNEEFA—LTFLRARS v —F
1) v 45 & FHA.Cisco Secure Email Threat Defense DHRHWMEET BT RFLRAZHEALLEZVWTLEEW,ZD
BRTHERATIZEENVENVGERX . ZEFLZERTILELNHY FT,

e. [v¥—FIL—ILJournal rules)] R—JICRYEFT[+] K22 F Vv I LT EHLOD v—FILIL—ILEER
LFET,
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3.

f. Cisco Secure Email Threat Defense DEER—S D ¥ —FILT KL RZE [Py —FILLHR— bk DEIES(Send
journal reports to)] 7 4 —JL R IZBEY fFITET,

g. [Y+¥—FILIL—ILE (Journal rule name)] 7 « —JL K [Z[CiscoCisco Secure Email Threat Defense] * AL E£ 3,
h. [x¥—FIL Ay t—CDEZET (Journal messages sent or received from)] T.[£ & (Everyone)] & RL 9,

i [Cy—FILTBAYE—CD % AT (Type of message to journal)] T[T RTDH » vt — (All messages)] % &
RLFETF,

j- [R~(Next)]1Z0Uv o LZET,
k. BIRABZZMHEZEL THS . EESUbMi) ] Z2 Yy I LTIL—ILDERZRTLES,

Cisco Secure Email Threat Defense MERER—VIZRY £F,[R 1) > —DHEER (Review policy)] 2 U v U LET,

Ayt—UDEET: T —bOA

Ayt—CDREETIZTT — o A %8R L =154 (3. Cisco Secure Email Cloud Gateway @ Threat Defense a9 4%
A=, *v+—L % Secure Email Threat Defense [ZEETZ A LS5IZLET,

1.

Cisco Secure Email Threat Defense DRER—U IS AV E—CZETFRLRZFaE—LFT ETINTOERE
BYRITHELD SHIHEF.[EE (Administration) | R—STAYE—URETRF L RAZHRATEZET,

. Cisco Secure Email Cloud Gateway Ul i 5 [ F 2 1) 7 4 H—E X (Security Services)] > [Threat Defense

Connector] DIEIZERLET,

. [Threat Defense Connector® & 211t (Enable Threat Defense Connector)] Fx v ¥Ry S R&EAVIZLET,
. FI[E 1 T Cisco Secure Email Threat Defense M5 aAE—L=Avt—CRETRLREAALET,
. [EIESubmi)] E VU O L TEREREELET,

. Cisco Secure Email Threat Defense MERER—UIZRY £3[R 1) L —D#EEE (Review policy) | #9) v I LET,

R L —ERTE DHESD

RYS—RBREICOVTIE RY D —F/E(17 R—D) # BB L TL £ &L [Microsoft 0365 SR : SRAMY [EEAH
(Microsoft 0365 Authentication: Read/Write)] €— F Z:#iR L 1=35 5 L. [ B #1818 (Automated Remediation Policy)] D%
ELHERITIVNENIDYET I RXRTORBEFA—IIVICEEEEZERT BICIE[F ALY RAMIBVWR AL VIZEE)
&1E % A9 % (Apply auto-remediation to domain not in domain list) ] A4V ICREEN TR EEZHRLET K A4
VIR UR— bk a5 BEMBEAR) S —DUYBRAEAVIZTEET,

Microsoft DEBEFA—ILK AL DA VHR—Fk

Cisco Secure Email Threat Defense [&.Microsoft 365 77> kMO BEF A—ILBEEEFORF AAMVE A VR—FLETLF
AEAVR—FLTHEEDE AMVICEIEEZEHTE S &L S5I12L £9 .Cisco Secure Email Threat Defense (.[ F
AU RAMZHEWR AV IZBEBEEZEEAT 5 (Apply auto-remediation to domains not in the domain list)] /8w 2 X
NEUNFITMNZE DT HLLKAVR— b ENE=R AV ERL LA ETRELET,

[FALDYRBMIZHWE A VICEEEEZERT 5 (Apply auto-remediation to domains not in the domain list)] A%
FUNIH LD TVBEE. AVR—F ESNB3TRTOHFLLE A/ VICEHFEENERINET,

[FALDYRRMIZHWE A VICEEEEZERT 5 (Apply auto-remediation to domains not in the domain list)] A%
AICHESTVRHEE AVR—FEINIFHLLR A VICEBBREIERINEEA,

TIAIETIEIRACDYRMZHEWR ALV IZBHEEZFEAT 5 (Apply auto-remediation to domains not in the
domain list)] [ZA4 Z (2> TLWET,
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FEHA 2 R— b

Microsoft 365 BF A—ILK ALV EFETAUR— b T BICIE. ROFIEZEEFTL £9 (Cisco Secure Email Threat
Defense D¥EIt Y b 7 v THEFICHE),

1.

2,

5.

[#1) & —(Policy)] R—S(BEBILET .

[41 o vR—FkENht=FK A 42 DE#H (Update Imported Domains) ] RA2 %42 1) v o L. K A4 > % Cisco Secure
Email Threat Defense IZ4 >R— bk LET,

R AU DBIZHEITF VIRV IREFRALT. ZFOR A/ OEHEESELEABLET,
L FERIR ALY R MZHEWNWR AV ICEEEE ZERT % (Apply auto-remediation to domains not in the domain

list)] Z:ZRL T.EHEEST A TORBA—LERTHEBMICAVR—FENEF AMVISERSNDESIZT S
ELEBDOLET,

[R7EL T@EMH (Save and Apply) 1 &9 U v o LET,

BEjAR—F
JRAREBHIZTAEDIT R AMUIE 24 BRI EIcBBMICA VR—FESNET,
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e
CISCO.

o N - r——

I) 8 Y=
/ | S e axX AE
[R1) & —(Policy)] R—L MDE&RTEIZ & o T.Cisco Secure Email Cloud Mailbox T®H »* —/LDILIBAEMRE Y £ .Secure

Email Threat Defense DFRE (11 R—D) OFIETIX. T IAIN L EENBERASMNET RELZEFT T HICIKX.ERBEZTLL[R
FL Ci#EA(Save and Apply) | R2 29w H LET,

=1 RY—EE
B®E A rT7Fay TIAILE
AvE—CORMET | AVvE—CDFEETE B Microsoft 365 Cisco Secure Email Threat
(Message Source) | E&LF7, _ Defense Z8&EJ 6 &L EIZF
B Gateway(F— bz A)GEEAVE— | HBIRLET,
COH)
ARt B BRATESBER B Microsoft 365 325 (Microsoft 365 Cisco Secure Email Threat
(Visibility & —DRATEEEL Authentication) Defense & ET 5 & EITF
Remediation) E3 I i FTERLEY,
-  BAHRY /EEAH (Read/Write) : A
BEBLVF T FEIEZEE | [Microsoft 365 25 (Microsoft
DEBEHLLWAYE—D0FEE | 365 Authentication)] SREEZE
F=IFBIBR) N ATBE T Y A H Y /EE | BT 5 & Microsoft 365 DIER
AAHHERRD Microsoft 365 MBER | Uy 5 ELSICUFAL
SINFEJ, JhEINFET,
i ) Cr—F UL ITEERETHLD
-  FAEY (Read) :AIfRMEDAZEFR | [cisF a2 ESLHYET,
L.BERFHFALERAZARMYE | goizsy—FYrFEREL
FAHERRAY Microsoft 365 Mo BERSE | T\3184(%. CDFIEE B8
n£E7d, TEEY,
[B#HY (Read)] & #EIRL -15& 3% : [Microsoft 365 EB5E : #:#4EX
[F.[HfF T 7 1 )LD #7 (Attachment | 1) /2 % A& (Microsoft 365
Analysis) ] LU [* v E—U DA | Authentication: Read/Write) ]
(Message Analysis)] DA RIDHRTE | %2R L =158 1% . [ A BHEER
76&2‘%17\&) Y iﬁ’oﬂ%ﬁfﬁ ) o—I% 1) < — (Automated
BRINFEEA, Remediation Policy)] W& E +
= NEMNE L
B F2EF% L (No Authentication) REBT DLENHYET
AIREDHEHATLFET,
Cisco Secure Email | Cisco Secure Email B [@{HBREINTULERA(SEGIEH Y £ | Cisco Secure Email Threat
Gateway (SEG) Gateway (SEG) D H As) (Nothing selected (No SEG)) Defense 8 ET 5 L EIZF
I%.Secure Email Threat ETEIRLET,
B SEGH'%H Y F9 (SEG is present)

Defense HE1EE IP &
AT DAERICHEL
9,

— CiscoSEGDT 7+ ILbAY ST —%
{9 % (Use Cisco SEG default
header) (X-lronPort-RemotelP) ,

- SEGOHRBLANYE—%FERTS
(Use Custom SEG header) {9 %
ANy B —FBMTILEAHY FT,

HMZOWTIR =k A
FEALTWLWSEEDRY) O—
BREONIR=D)ESHELTL
&0y,
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Xa

=1 RYS—EE
BT B rT7Fay TIAILE
ryE—S DR BRI d Ay B A ytE—YDOAA(Direction of B Aye—CDARA
(Message =T RDEDMHEE Messages) (Direction of Messages)
Analysis) nNEY, .
— 31 (Incoming) - AytE—CDFEETMN
B AytE—D0AM _ ] Microsoft 0365 DHE
(Direction of - ${8(Outgoing) X [$_TAD]
messages) ~ KBl (Internal) - Ay b—UORETA
m Cisco Secure L T—ro A4 DHEF
Malware Ana|ytics u %1{"7 7 'f )bU)jJ'I'I'fJ (Dlrectlon of [%1% (Incoming)]
ko> THFSA Attachments)
3 A—ILDFEM = . B MO FAMILDAR
75 ,r;[,o)%r;,-] — #{&(Incoming) (Direction of
_ = . Attachments)
B RSLETLA %18 (Outgoing) i .
=L DT — A (nternal) - #%{& (Incoming)
(Analysis of Spam
and Graymail) B XIRLBEUY LA A—)L(Spamand | B ZNLEEUTL A A—)
Graymail) (Spam and Graymail)
- [ArOm] FfIF [F7(0f)] - 202358 9BUE
ICHERSNIzdRTOD
ThOURT[AH2
(Off)]
BEBER) >— RTHAHAZEMNHBHL | m 72U a2zl (No Action) m [BEENMEER) S —
(Automated Ay tE—CDBET (Automated Remediation
Remediation S B [RAtIZF8 5 (Move to Quarantine) Policy)] D¥1Y &z : 47
Policy) PO
® ZE(BEC.¥#%. | W T I#EICBH(Move to Trash) R [FREEICBE (Move to
é%%agg)it B R A—)LIZFEF) (Move to Junk) Quarantine) ]
- . . o B [R/NL(S - [RE%
m  Spam T REET K LR Bxchange DREFHT || o oioram] - 121
JDAKZELTWAGE . FEAyvE—ON Junk)]
B LA A= Microsoft 365 [C& > TY TITBESN TS
BEBET IV aVITERIhER A, B [JL A *A—)L(Graymail)]-
[7923>%L (No
Action)]
Safe Sender: SORY YADFIT | [BIR(Checked)] F1=13 [FIRAERR RiRME PR (Unchecked)

Microsoft Safe
Sender Ay t—o
EANLERIFY
LA A—=ILDHIE
TEELIEZWNLTL
=&y,

HoTWAGEE.ov—
FIAYHE—T
Microsoft IZ& Y Safe
Sender & L TR Y {F1T
SN AVvE—DDS
% . Secure Email Threat
Defense [Z& > TR /N
LFERIZTTLAA—IL
CHIFESNF-LDIHE
BEEInEtHA.

(Unchecked) ]
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RUS—ERTE
=1 RUS—ERE
RIE L] I av TIAILE

AVR—FFHDE AL Ay E—CDAMERETD=OICKALUNAUR—FENFET BHBEERY S —DHEF A

=By TEET,
BEEisEDEA BEDODR AM2(CEE | [#EIR(Checked)] E1=1F [EIRFER JEIRAZFR (Unchecked) o [FRd+
(Apply BEEZERALET, (Unchecked)] Y /& E A (Read/Write) ]

Auto-Remediation)

BEE—FZFIZTE5E
Z.ChoDFIvIRYIR
FXUICLTHEEDR A/ VIS
BEEE ERSINDK5I1ZL
9,

DR AL YRE
ICHEVWR ASVIZH

BsEEERT D
(Apply

auto-remediation

K A A ABARRIIZY
AFIZEENRTLVAL
BEICERAINET /-
EZIEEHLLEKE ALY
H¥ Microsoft 365 7 o

[#4R (Checked)] F =1 [EiRfERR
(Unchecked) ]

BRI (Unchecked) . [5E A
Y /& E5A# (Read/Write) ]
E—FEFUICTBHEEEF.C
DFTVvIRYIREFIC
LTIRTOREBBEF A—IL

to domains not in UhIZEMEATWNS IZEFHBEAEREIND LS
the domain list A%, Secure Email Threat IZLEY,
above) Defense [Z4 > R—k

SNTUWGWNMEEEE

TY,

F—bo A EEALTLSBEDKY L —BE

CisCOE A=) X a )T 4 TIFAT U RELEAKRDT—F VA ZEBEEBEL TLWSHEE . ROKRY O —REDFERE
BELTCEEL,

®2 F—b oA THREENHKR) S —HRE
RESA

Cisco Secure Email Gateway (SEG)

RN HER
[SEGA'%H Y 9 (SEG is present) |, ANy H—& R RLET

[RISLB EUT L A4 A—)L(Spam and Graymail)] & [4 7
(Off)]

[Z & (Threats)] - [FE& =73 (Move to Quarantine) ]

Message Analysis

Remediation Actions

Cisco Secure Email Gateway (SEG)MFHET S & & RIEC v —F L TH SEG DFEAIFERATEDIAY A —FRT &I
& Y .Secure Email Threat Defense TA Y E—LC DEDHKEEEZRETELILSICT LI LENEETT  CDHREZITHE
WESEG M LREEEINETRTDAYE—UARRIN BREBENRET HAEEENH Y 5,

Cisco Secure Email Cloud Gateway (|8 CES) % =& Cisco Secure Email Gateway (IH ESA) D~y & —DHER E = XREIC
2L TIE.
https://docs.ces.cisco.com/docs/configuring-asyncos-message-filter-to-add-sender-ip-header-for-cloud-mailbox
ESRL TS,

Fiz. Ay E—IDEETTIC Microsoft 365 ZERA L T SI5E (.2 ¥ —F LA Microsoft 365 H 5 Secure Email Threat

Defense IZEEEESNDILSIC.TTSATURENAINRTEZ EEHEBLET /173X F BIZ(E. Secure Email
Threat Defense MERE (11 R—2) THEHAIN TS & 51 Microsoft 365 [CaR I 2ZEBMLET,
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RO —RE

IyE—UDEFETONVER

AyE—UDEEBFTODUYEZ

AytE—TDHEETEEET BICE[RY P —(Policy)] R—DZBEILFT,

1.

2,

3.

LW AYE—CDREERITHBTHIOAREVEERLET,
AYE—UDEBERENYEZSC LERTBHANRTESNES [Continue] 27w I LET,

[AyvE—CDFEIETDOYIY E Z (Switch Message Source)] 5 4 7 A4S MERREINFE T ,Cisco Secure Email Threat
Defense "D Ay E—L DEEFFELTHICIELFDA Y E—CDEEXTERETIHENHY ET  CDREHZED
M= DL TIE. Cisco Secure Email Threat Defense ¥ ¥ —FJLIL—ILDHEIFR (69 R—I) Ef-E A v E—CDEEE
BLETDEIIT— bV AZEBRTH(T0R=—D)FSHBL TS,

CUEIOREBERTO v —FILELR AV E—CDREEEFLELECEEZTRIFI VIRV IREFVICLTHL RN

(Next)] Z0Uw o LET,

LAATOATIZRREND AV E—VRETRLRAFLRIDY—FILTRFLRZFEALTH LWL AV E—CDEETE

BRELEFTBEZATD AV E—VDEERERETHAFIBEICONTEH AV E—CDREETORE (12 R—2) THL
CHREALFESS
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e
CISCO.

Avyvt—

[Avt— (Messages)] R—VIZIE AV E—V ERRBERIPRTEIN . BEOWREMEZARDIENTEET I R—TH

FYUBK100 D A v E—CHRRTTEET,

[Avt— (Messages) | R—PDF7 AV

ROFRIZ[AYyE—D (Messages) | R—U THEASNEZ TV EFTDERERLET,

[Avt— (Messages)] RA—C D7 (A

=1

D =

AR

Bl

&

Vo

Ayt—TIcyrongERTL
i?—o

BT FAIL

AytE—TUIZHEMN T T AILNEEN
TWET

FUTBEF-EIFHTE

Ay tE—UNFHTEEE LB
BEINFELI AVvE—UHEBES
Ni=BEIX [TV 3 > (Action)] @
BIZ AV E—UABREIN-S
&1 [#I5E (Verdict) ] DREIZ7 4>
MRESINET,

LRRRY T 4 Ti5HIE

L ERARRY T 4 DTIHENERS
NELL FORRG T 2 TIHHE
. A v t—H Secure Email Threat
Defense [2& > THHMITRAF ¥ h
#&ICEHAINF-HLDTY,

el

AytE—UMNEESN-IEE GFAI
JR M MSEFRIY R b FEREH
EEE)ICEOSWTHITEhFELL,

HIEDF—"—S5 1 K

HENFEDA—/IN—F4K Ay
=2 L—ILIZEDNTH—/1N—F
A1REhFELT=,

INAINROHT

INAINRRADH Ay E—2IIL—ILIZ&
U, Ay =R HENFEEAT
Lz =D EAT (X2 T+«
A—IRY G RFRF T4V
TARMDBEESATHWET,

b ]

BEC

AyE—UNFET. EIEXEHE
BIZE>TEDRR A—)LEEER
(BEC)ELTR—Y&hELT,

FFER

AyE—UNFET.ELIZEEE
BIZk- TR L TY—Y S NFE
L7

Cisco Systems, Inc.

WWW.Cisco.com
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Ayt—o

BRESEIVT1ILE

=1 [Avt—2 (Messages)] R—SD TP (Y
TAay e SR BA
J Javvy AytE—TCIE FEEITBEBBE

[Z&oTI7awivbélLTY—Y
ShTWWEY,

@ EEHY AytE—VIR FBHEEEEHEE
[CE-2TEEDHDHLDELTY—
JENTVWETY,

o F YAVA AyvE—UNFEFELIEBEEE
[TE>TRINLELTIY—Y N
35[/1-:0

AR S e AytE—UMNT LA A—LELT
Y=V ENTVWETILA A=
F = T14oT. V=T vIL F
Eovo o LtEnfzA—ILTY,
® —a—+k3IL Ayvt—UMRZa—FrJIELT
7_7 éh‘cb\ij-o

(] &g 0365 T+ B ZIELT:
A—Jl,

AR 0365 T+ FATEESN
)(_)I/o

® RiE 0365 77> koA DRIHICHIES
*LT:}_)I"O

BRERLUVITIqIILE

ALoF—arb0—)LEZERAL T . EESNHBE(EEOR B FLIFA)DT—20BE 90 BUADOHRELE A L
L—LDT—2%ERTLET,

Custom Start: | Jan 17, 2024 4:00 PM . MST End: Jan 24, 2024 4:00 PM MST
| ,

(Day

BRI —ILFEFEALT. XFANERELEZY NP1 P URLGEDZET HEEEHRELET,
Messages Q_ Search URL, subject line, recipient, IP...

[ « LA (Filter)] 73 JL

TAILEANRINLNEFERAL TRRERYAAETT L EAEBEDEREENOEEINEZIRTOA—IL EBFEDHED A —
WRFT7AN0I D OD8HEA—IL BREINA—IL [HREA—ILJunk)] IZBHI SN A—ILEEERTTEET,

1. RENESY WHOLT. Z4NANRRIILEEBELET,
L= ol
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Ayt—o

#E

2. BIRZTW[ERAppI]Z ) v I LET[HIE (Verdic) ] DA< EH 1 DOEEEERTILENH D LITE
BLTCESL,

I

Verdict
All Threats
& BEC
Scam
Phishing
Malicious
Spam
Graymail
Neutra
Mo Verdicts
Last Action
Move to Junk
Move to Trash
Move to Inbox
Move to Quarantine
Delete

-
W hln Artione

| Reset Filters |

TA4IWEETIAHILMIZ) Y MIZIE [T 2ILEZDY) £y k (Reset Filters) | "2 ZFERLET,

Ave—T0357E049 DT 40L73
[Avt— (Messages)| R—CDEEIZH DAV =TS TETDAV I TANBIE AVvE—SRSITavIDITST 4
ANE2—2RELEFT . COTFTEFALT AV E—CEFTIERLK TSIV AREBLET IS TICE.RDIOAEEN
TWET,
B BEEATIVDOIL—OTIRICEY . G5t2RTL.BEREZE{HEICT L ZLEBLET,
B [REESNF-IEBZ 7«4 IILARNETZEHIZFERATE S [IREE (Quarantine)] W&t

B AATTEOCLL T AR NET HEOICERTES [A v tE—Y DA (Message Direction)] D& &t

o h ® Dec
THREATS BEC 414 % 797 797 MESSAGES Outgoing 4K
Scam 408 E z Internal 608
5 3K Phishing 1.BK .‘E ﬁ 13K Incoming 8.7K
: valicoss | (11 il $
Sy 2K =  HEmEESEEEEEEEEEEEN AEEEN | | 2
2 3456 7 8 9101M1213141516 17 18 19 20 21 22 23 24 25 26 27 28 29 30 1

Quarantine 2.8K

slgg] ==
HIE
Cisco Secure Email Threat Defense (X, RO EHEIEZE A v —CICERALET,
B [BEC:EDRRA—ILFEHRBEC) L. V=X LIV D7) UG ERABEMEFERAL THBICRENEEEZ 5255

EGEERTY,
B [FFEk(Scam) ] FFIT.E K LHFRCREFRLGENFZEHAL THAACRFINREEEA S LICERELSTTY
ij—o
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Ayt—o

Ayt—ULR—bk

B [D4vyPUJ(Fishing)]: oD Ay E— 12— =R NRT—F . IL Dy b H—FESLGEDOHBERFRE NG
LESELT ERDOY—EREREICOAE—F(IRMLI-E L THERHREZTTLETS,

B [EEDOHD Malicious): NN AV E—VIE . BEDHDV I I 7OREFIIGEEEC BB TS F-EX
EIDLELTHREHRZEZZITTVET,

L b ORARY T 4 THHE
L cABRRYT 4 THEIFEIX, Avt—h Secure Email Threat Defense [Z& 2 TRMIZRAT Y aN-HDHDIEHET
Ay—UIERIN-EDTY,

Secure Email Threat Defense ML F AARY T 4 THHEF DL RaDEF 1T+ HRBEFTETFELY FF .Secure
Email Threat Defense (4> S AV A—)LT ALY Y TEHY FEAN AV -0 HETET T 5 -ODETEDF
RMEEEMNH Y £ . Talos DT« —7F URL B E AHERMARVHLVLIADTUOYIVDUE L EBARY T 2 THH
FELTHEOLNET HENEND & EELENET, LI=H>T.Secure Email Threat Defense I&Zh > D #I5E & BAFEIZ
BHHIFLET,

LERARRYGT 4 THRHEFEX[A Y E£—T (Messages)] R—T D [#IFE (Verdict)] DBEICTHEWNT A3V TRENEFT 74O
VITH—YNLEEHEDLE.LFARRG T A IBHENBRAINBLUE AV E—CE2ELERR EHENER SN
BZOEENRRTINET,

1 Retrospective verdict
Applied at: 8:36
> | +J Phishing @ A

Difference: 2m
LEBRARYG T 4 TRHEDEF A — /L@
LhORRG T4 IRHEDEFA—IWNBEHELF D EEA TICTBHITIE . ROFIEEEITLET,
1. [ (Administration)] > [E £ & X (Business)] DIEIZERL £,

2. [#1EAERTE (Preferences)] T.[L b BRR Y 7 4 T4 $E D@ % %15 (Send Notifications for Retrospective Verdicts)]
FERE-ILEIRNERLET,

CHOFVIRYIRDBAVDBE LFARARI T4 THEEDEF A —IILBEMAEMAICEESINEZEFA—ILTEL
RIZEESNET . CNALOBHET I THUIZE>TWET,

o~ [e]
Avyvt—I LR—Fbk
AytE—ULR—+EFERTHE AV E—DICHETEEMERABRETEET > TAOVFERT DN AV E—DF0OFEE
DEBFEIYIILT. EDAvE—SDLR—KZF 9 EALET,

enewa @ ook © Mar 12 2024 11-.. & Attached something (% Incoming
AytE—DLR—MZRRDESHEAYE—DICET HEHENRTIAES,
B Ay tE—TDAMEMicrosoft Message ID. & K UIEEIFIZ A v E—UARE I AN E S H
B RALTAY
B HEEFE
B XEFEER
B EEFEAVE—D
B REFIVARO-—TREEZF ARy I RGEDREEER

= vy
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Ayt—o

Ayt—TLR—k

B RKF77A1L
B BFA-ILOTLE 21—
AytE—CLR—bFTIR AN E—L 3 VB2 —PEMLA Y O—RIZ3Z 7Y ERATEET,

< Back to Messages

Subject: Hello Timeline! | © Preview Email | ‘ L, Download EML | ‘ Conversation View [} ‘

™ Incoming (Received Mar 07 2024 02:31 PM MST) Message D < ] [*7] Not Read

Timeline

Mar 07 2024 02:31:27 PM Mar 07 2024 02:31:35 PM Mar 07 2024 02:31:39 PM

Received Incoming Verdict Malicious Automatic Automatic

Verdict & Techniques Sender Information

B Malicious Remediate & Reclassify @

© ©
i C4

SUBJECT TOPIC: GRAYMAIL

Subject text is often associated with graymail
Not Available

Sender Messages (Last 30 Days)

BEC: 0 Scam: O Phishing: 5  Malicious: 16 B Messages(34) I Threats(21)

10 10

) ] III (1] -l

6 7 8 9 101 1213 14 1516 17 18 19 20 21 222324 252627 2829 1 2 3 4 5 6 7

BALSAY

AE—=—CDEALTAVIE AVvE—DLUR—FIZRRTENET,

Timeline

Feb 13 2024 01:29:41 PM Feb 13 2024 01:40:10 PM Feb 13 2024 01:42:18 PM
] ®

Received Incoming Verdict Phishing Manual Manual

Reclassified by Remediated by
T T Ty

BALSAVICERDEBIRTENET,

B [2{E(Received)]: A v —C#ZELI-BA.BLU Ay - DAMICET 554

B [L—JL(Rule)]: BRI Ay = IL—LICET 2FR

B [H5E(Verdict) ] RENF-F-EBERENHEICET 2ERE. TV a Vv OETE

B [7UYar(Action)]: A v tE—DICH L TEITSNET IV aVICETERE T IV a3V DORITERDEENES
nTLET,

- Aytv—COBEGRTEBEAE
- AvytE—COBEIS—ICETIEHRE.IS—HDREELEZA—LKRY IR
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Ayt—o

Ayt—ULR—bk

HIE & Fik

[#1%F & Fi% (Verdict and Techniques)] /AR JLIZIE Ay E—VCHERASNHE E BRE SN =FEZTHEIZHES L /=Fl4E
ENHE2EONRENICRRINET  FEII. ZFOEREEXZTITLOICERITINTVWET  EEDHD 77 1 ILDETHI

/SHA256 £ & U URL [Z. BIHIICRIRESNFT (BB RTHFRELISS) BT F X M AFERATER NGS5 R
ARTENET,

CONRRIDSEEAY E—CFBEELIIBLETEET (B8 L B %E (Remediate and Reclassify) | R2 &5 U v
L.AYE—COBEEBHEQIR-D) ICERHINTWSFIEIZRWNET,

Verdict & Techniques

tJ  Phishing
LOW CONTENT REPUTATION
Email content has = bad reputation

Sender

ommunicates frequently with recipient

EIEEFH

[3£{E&15%R (Sender Information)] /X RILICIZ BRI EF A —ILT7 KL A ZB—UIRR RIEFX . SMTP H—IR—EH5547
> k@ IP.X-Originating IP 72 & A v 2—C DREEFICEAT BHMOBERIARRINET,

Sender Information

E2E VO

Mot Availzble

EEBAYE—D

[i%1E%& A v t— (Sender Messages)] 45 71Z1&. 8% 30 BREIZ A Yy E—CDREEBENEELEAvE—C DA E
BREAYVE—COAHENRTEINTET . CNICEY A—F—D5NEBEAVE—SDNRNE—URHEINESINETIENLL
wRRTEET,

Sender Messages (Last 30 Days)

BEC: 10 Scam: 12 Phishing: 14 Malicicus: 11

B Messages(70) [l Threats(47)

. Hulllal.s i Il-llllllllllc
1213 14 15 16 17 18 19 20 12 3 456 7 8 9 1

20 21 22 23 24 25 26 27 2B 29 0N 1213
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Ayt—o

Ayt—TLR—k

ZIEEF®

[Z15% (Recipients)] /3 JL & [T A O—TZ{5% (Envelope Recipients)] /AR JILIZIE A v £ —C DEELIZET 215K

=]
RRERENFET,
Recipients (1) Envelope Recipients (1)
To/Cc Envelope to
© ©

A—ILIRY JR1) Rk

AR IRV ARZF BEAVE—VERBAVE—CEZELEI VDRI —DA—=LRY I RD Y R FHRE
ENFETCOYRAMIFX AV E—SHARBOEBET I a VORI EINEAESINE A vE—CDBEIS—B X
RENFETMBMEIS—(X VAT LMNMEEZRA DR I—F— N A t—CFBEIRE-EIBEBL-ESITHET SETHEN
NHYET,

Mailbox List (3) |

& Download Error Log |

Mailboxes Status at time of remediation Remediation Errors

@ [ Mot Read MNone

@ Unknown Resource is not found

O [ Not Read None

Vo0 ERET AN

[V &&fTT 7 4L (Links and Attachment)] /SR JLICIE A Y E—PATROMN 22U O ERF T 7 AILICET B8

BOARTEINETS,
Links (2) Attachments (0)
Email Link File Mame
httpeff JTR{xhtmill /DTOyxhtmil-transitional.dtd O

hitp:/f

199%/ xhtml O"
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Ayt—o

Ayt—ULR—bk

BFA—ILDODTLE 12—
BFA—NTLVEL—2FRATEHLE Ry I—VEBRESLUVERELI Y- EML 77/ )LEFHoO—FKF 5B L
BLIVFRA—Y—[CRTRTEIND AV E—PZERLTCERRTCEEFT AVE—DREHAA—DELTRREINFET[EBF
A—=ILFLE a1—%B1< (Open Email Preview)] R4 > %0 v o L C.FLE2—%RRLET,

Email Preview (available)

Email

©

Test emall body with

A—HY—-NAYvE—CETLEL—FTH L EEOJLI—FHMMERINFET  EEDS L. [EE (Administration )] > [E S
#* X (Business)] > [#]#15%5E (Preferences)] M54 v O— K TEET,

hont—3 Ea—
hont—ravEa—TR. AV E—2avDeFE 1 —ARFENFET  HoNtE—TavEa—2FEALT.AUN
=L a AN AYE—CEEHL. AL IO —2ZLICIELET . CNIL. BEORER EEBNTILET 2 A5%%
I 5DIRILET,

A ytE—CLR—bk T R=UDELIZHD [hr/t— 32V E 12— (Conversation View) ] RE2 &S v 9 L T HED
EFA—IIZEET I AvE—CHERRFELET,
| Conversation View [4 |

174232009 oL ThoRNE—2a D/ —FERRATHE AV NE—LaVDRIRD Ay E—CEHEBTEE
T REASNIZ/—FE /—FOTIZRREND A E—CT )y RICEBMENES ./ —FEAv VR ARGERE.
B FqEEAB ZRTOICBRTERATVET,
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Ayt—o

IE—CDBHEBNE

J—FHARADHFF A Vv E—CDEEETFLARERLEY ./ —FRADT AV X BEARBE ShWE=AE S M FEE
HENBRASNEAESINERLET ./ —FEBRIDEMET DAY E—ONT Uy FRTRARTENET,

® OO OO

Verdict Action Rule Received Sender - Recipients Subject Direction

Mar 15 2024 12:... o Conversation @ Incoming
Mar 15 2024 12:.. ¢ Re: Conversation o Outgoing
Mar 15 2024 12:... o Re: Conversation & Outgaing

XDREARY bk A=Za1—

Cisco Secure Email Threat Defense £ 2 XA Cisco XDR LA SN TWBEBEE. A v E—CLER—FAMND XDR ER Y
FAZA—IZ7 I ERTEETXDR E DS DEEMIZTDLNTILXDR(63 R—) #BBL TL &L,

AE—UDBREEESE

BOTHEINELEBRDONE Ay -V EBEBELIEEFETSICIE[AYE—D (Messages) | R—D#HRALET L1
R=UIZRREND AV E—CHEEFTHIET.—EICRK 100D Ay E—C BB FLIEIENETEET[AY
+— LR— b (Message Report)] R—2 D [#I%E & Fi% (Verdict and Techniques) | /SRS EEA v E—C2BHH &
VESETHI L TEET,

BELEAMEAPIZHEALT. Ay E—C2BBELUBRET A L TEFETHFHMICOLTIEAPI AR
(https://developer.cisco.com/docs/message-search-api/) # B L T &Ly,

FBLEFERLEAYE—VOHEIZOFEELEFT . CNIFGEBIRLEEEEINSDSEDAYE—DI2HT B F 1=
FAYVE—CORRICEDILCT IV VDEREERTEDTIEDY TR A Ay E—2 (K. Cisco Talos [T K B FERD=-6HIZ
Fa—IlcAhohFEzET  Talos (. SEODBICEEFXTEZB=OICCOIT4—F Ny I ZERTIEELAHY FTI . 52BE
A ytE—UIZDONWTIRHHEDA—/IN—S A FIL—IL(58 R—) MBEMEKRETL TS,

INAT 1) w K Exchange 7Hh™9 > MZDWLT

Secure Email Threat Defense [&.Exchange Online (O365) IZFEHET 5 A—ILR Yy VAL TOHHELET . A—ILKRY I R
#7427 L 2 AM Exchange h 5 Exchange Online (0365) IZ#1TH D I5E 818 (88 F 1= (XHIBR) (X .Exchange Online
(0365)[2H B A—ILRY YR L THHEREL FT A>T L S XM Exchange A— LRy ¥ ADEBENKE L= &1
BREShFEEA,

AR YEBEE—F
FAHIMY E—K T A v £ — S OBHE(RL 5 HEOBEA) ATHTT
1L BAET B Ay E—SERRLET.
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Ayt—o

IE—CDBHEBNE

2. FAY T AZ Ao HEERIRLET, A v £— 1% [BEC].[EEH#K (Scam) ].[ 7 « v ¥ > 4 (Phishing) |.[EE
D &H 3 (Malicious) ][R 78, (Spam) ][ L 4 A—JL(Graymail)].[= 21—k T )L (Neutral) ] ICES$ET B E1= (% [3
E % {3 (Keep verdict)] #:&IRTEET,

Reclassify: | Select verdict F4
_ 2 BeC A
- i ¥ Scam
> |md‘ Phishing
& Malicious
] > |J 0 Spam
Graymail
% l L @ Neutral
> IJ » Keep verdict

3. LW EEERT L [EH (Update) | 20 Vv I LET,

BAImY [EEAAEEE—F
FABMY [EEAHEEE-—F TR ELODLVAYE—CZ1—HF—DREF LMD ORERA—ILELRFIT IFHBHTS
MA—HF—NTF IR TERVRE I AT ITBH TEET ARIC KR A—IL T IH/ ELERECBI SN AY
TR LBV EHELIER R ZDAYE—C2A—F—DRENLAICRT ZENTEEFT  AvE—TEES
[CHIBRT 5 LETEFT . COTOLRTRH AV E—C2BRE(RGHHELTERTHLLTEET,

1. BHFEEIBRET I AvE—C2BIRLET,
2. [Bn#E(Reclassify)] FOY T AU A a—mMoHEEERLET A v —T & [BECL [FFER (Scam) . [7 1 w ¥ >

4 (Phishing) .[BE M & % (Malicious) ].[ R /8L (Spam) ].[F L 4 A— )L (Graymail)].[= 2 — k T JL (Neutral) IZE %
I B, F-1E [HEZEFEEF (Keep verdict)] 2 BIRTEET,

Reclassify: | Select verdict ﬁ Request Action:  Select action | Cancel |

& BEC
I Verq Rule Received S
3 ¥ Scam
> l @V Phishing Jul 28 2022 05:52 AM MDT
® Malicious
> | J|® Spam Jul 28 2022 05:52 AM MDT

Graymail
? l e @ Neutral

Jul 28 2022 05:51 AM MDT

» Keep verdict
Jul 28 2022 05:51 AM MDT

7> v
3.[UHPTAFF7H> 3> (Request Action)] FAOY THE O AZa—MNoTF oL a3V EBIRLETERA—ILIZIEH
(Move to Junk)].[T = #5IZF52) (Move to Trash) ].[31§ k L 4 [Z#58) (Move to Inbox) ][R F£ 8 (Move to
Quarantine) 1. [HlBk (Delete)]. £7=IL [#8 L 72> (Do Not Move) ] #EIRTEE T,

Reclassify: |« Phishing ~ | Request Action: | Select action i | Cancel |

@ Move to Junk

- Verdict Action Rule - S
I Move to Trash

" Malicious Trash = Move to Inbox 2 AM MDT N
%> |®
A Move to Quarantine
5 hishing rash Al

Phish Trast Delete 2 AM MDT N

» Do Not Move
TN l M Malicions Trazh 1 AM MDT LY

4. [E#(Refresh)] €V ) v VL THLLWAEEERAL Ay VISR LTT7 VL3 v ERTLES,
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Ayt—o

IE—CDBHEBNE

Ay E—UHABEIN-BEIE[RZRENDT VP 3 (Last Action)] FlICRENhET,

FREAVE—VERBAVE—CDGEE[ZENLAIZBEH (Move to Inbox)] 7O a Vg A yvtE—C%FELLAT
FHEL AV E—CORVDZIEED [EEFH(Sent)] 7+ LA IZBBLET,

Ay tE—TZHIBRT S

A—N—EBEERIUVEEL—YY—(X . BHE/MEBET—V70—0HIRR7 72 avEERALT A—ILRY JRANE Ay
t—CEREICHIBRTEET HIBR ST A v t— (. recoverableitemspurges 7 # LA ICBEEWET 2 —HF—(F
DI A#IWEFIZF VXA TEF . Secure Email Threat Defense TIFHIRE = A v +E—C2ZEMLAIZETTEEEA,

1. HIFR 9 % A v tE—UZERLET,

2. [BH%E(Reclassify)] FAY THE DU A2 —MSHTEEEIRLET A v £— (& [BECL[FFER (Scam) . [Z 4 v P v
4 (Phishing) |.[EE D & % (Malicious)].[ R /XL (Spam) ].[F' L 4 A—JL(Graymail)].[= 2 — k S JL(Neutral) ] [(CEH
BT DHM.F = [HIEFRF (Keep verdict)] 2:&IRTEZE T,

Reclassify: | Select verdict ﬁ Request Action:  Select action | Cancel |
% BEC
= Verq Rule Received S
¥ Scam
> l @Y Phishing Jul 28 2022 05:52 AM MDT
& Malicious
> | J|® spam Jul 28 2022 05:52 AM MDT
Graymail
B | L. & Neutral Jul 28 2022 05:51 AM MDT
2 I J b Koepsemich Jul 28 2022 05:51 AM MDT
3. [USTARFF7 %S> 3> (Request Action)] KOy THE Y A=a—mi [HIk(Delete)] #:#IRL ET,
Reclassify: | » Keepverdict -~ | Request Action: | Select action ~ | Cancel |
@ Move to Junk
- Verdict Action Rule S

T Move to Trash

b | € Malicious Trash = Move to Inbox 2 AM MDT

A Move to Quarantine
> | +J Phishing Trash Delete h 52 AM MDT
» Do Not Move
- l M Malicions Trash : —A1 AM MDOT
4. [E#F(Update) ] 20 ) v O L THAYE—CZHIRLET,

5. [HIERDFEEE (Confirm Deletion)] ¥ 4 7 AT IS Ay =V FERTELNI ENRREINHFITT E2ME SHERS
FY LTI BIZIE. [HIER (Delete) ] 2V ) v U LET,

[REDT S 3> (Last Action)] FIIZHIBARTENET,

Ay t— DRE
BEIAINFE ARy VAT EICBFMIZER SN, Outlook L—H—[CIERFRENFRBAC—ILY R THILEE
I%.[& 2 (Administration)] > [ £ R X (Business)] R—C T . v h I —V EHEL LUVEEEL—Y—ITRTINFET,
Outlook TIEXRET +ILFHAD Ay —T (X HIBREFEABEHDEEREIZHK > TEFNIZHEE SN ET . Secure Email
Threat Defense TIX BEIT I IO LHEEESIN AV -2 —F—DREFLAIZETT I LIEITEEFEA,
Ay tE—CEFYTREICBETSICIX.ROFIEEETLET.

1. [REEICBENT S AV E—DEERLET,
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Ayt—o

BREFEROAHYO—F

2. [BEP# (Reclassify)] FOY T A YU A1 —hoHIEERIRLET, A v E— X, [BEC]L. [FE#k (Scam) . [Z s v v
4 (Phishing) ].[BE® & % (Malicious)].[ R /3L (Spam) 1. [ L 4 A —JL(Graymail)].[= 2 — k T /L (Neutra) ] IZBE &
B9 Hh.F & [HIE % R EF (Keep verdict)] TEFET,

Reclassify: | Select verdict E Request Action: Select action | Cancel |

% BEC
[=] Verq Rule Received S

¥ Scam
5 l @V Phishing Jul 28 2022 05:52 AM MDT

& Malicious
| > |d‘ 0 Spam Jul 28 2022 05:52 AM MDT

Graymail
]2 lm @ Neutral

Jul 28 2022 05:51 AM MDT

] I o b Keap sl Jul 28 2022 05:51 AM MDT
3. [V TARFF7H 3> (RequestAction)] KOw TH Y A= a—h5 [fREEIZFEE) (Move to Quarantine) | &R L £9,
Reclassify: | > Keep verdict  ~ Request Action: | Select action ~ | Cancel |
@ Move to Junk
[=] Verdict Action Rule s 5
= Il Move to Trash
> l @ Malicious Trash = Move to Inbox 2 AM MDT N
Move to Quarantineh
=3 | J Phishing Trash @ Delete 2 AM MDT N

» Do Not Move
S - I A Malicious Trash o = =51 AM MDT N

4. [EH (Update) ] 20U v VLT Ay E—C%REELET S

[F@BE 28 (Move to Quarantine)] [X.[&x#& D7 ¥ 3 > (Last Action)] Fl[ZRIRENFET,

BREREODEIDO—F

REBRDO AV E—DICEHTET 2D CSV I 7ALNET I O—RTEFT HA I O—K(F 10,000 *vt—J(HIR
ENTVWET . T—2EF O 0—FFBHICE ROFIEEETLET,

1. [#9>0—K (Download)] RE2 > %S ) w o L. [Fo>O0—FK DR (.csv) (Create Download (.csv))] Z:&IRL £,
Latest results as of- Jul 28 2022 01:53 PM MDT

Create Download (.csv) :

View Download History

2. ERDPETHRTHIZLEETINT—DBREINET . THFALEI YV ILT[F D E—FR Ay E—
(Downloads: Messages)] R—C IZBBILE T,

Your request is in progress. Click here to view the status.

3. 5 O—FDEBATERL [TUP a2 (Actions)] 5D [F9> B —F (Download)] 7Aa># 59Uy oL TI7
AILESEHoO—-KLET,
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Ayt—o

BREFEROAHO—FK

Ao o0—RER

Ao 0—FBEIL 90 BMERENET [L4 20 0—FK (Download)] KA ZE S Y vy oL [F9vO—FKBEDRT
(View Download History)] &R L T [# 2> A—FK : * v +— (Download: Messages)] R—J 2L ET,

Latest results as of- Jul 28 2022 01:53 PM MDT

Create Download (.csv) |

View Download History

ZOR—=VIZIF. BRHER. Ao A—FEER LA — A0 0—FHARABSN-BF . ELXUVRT—E2ANRTEIN
=9 [7 P> a3 (Actions)] FID [ O—FK (Download)] 74 AV EBIRLT. 774 ES S O0—FLZEY,

33



Ayt—

BREFBROF I A—F
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Ay A—Kk
BEEALED [Fo>0—F (Downloads)] AZa—M"oF7 I CATESEZR—C TR UTEERPIUVBEETEET,
B BREHEREAYE—CT—4HCSV

m {EEI>—AY SCV
B EMLA O HO—FER

Ayte—T

XAV T A AVTSAT VRS ELFEEDEMTEFA—ILT— 2 ERATILENHLHBRIT RRBRD A v
- T—8% CSVEATHA YV A—FTEET.CSV TR RDBEIZE>TT—ENBEIATVET,

B AytE—TID

B FEBECEHR. 74 vV BENHD RNL T LA A=) . Za—FFIL HEEL)
B REOT7IIV(IRE.OY AL CHBERENLA)
B BEAE(BE.FEH.AP)

B L +hOXRYT 4 TEHE(TRUE £71=1E FALSE)

B RE(BFERRD

B R4

mEEE

B RiE%

B YAE—2/R

B IURO-—THEEHR

m  %{E{ IP(Sending IP)

m = IP(Receiving IP)

® X Originating IP

B REE

B HITIH

B R/ETTFANL

® URL

B AMGEE.REIE.HED

®  )L—JL4 (Rule Name)

Cisco Systems, Inc. WWW.cisco.com
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Fora—k

EML #o>o—F

B =)L ARAT

E J—2R

B ERE%

B I ARO—T#%ER

AytE—CTF—RIEROD 2 DODOAETE I O—RTEET,

B BREHZREDFVO—F @2 R=I)THEASN TS EIIT[AYE—T (Messages)] R—U NS HBEEDT 4 ILA )
VI ENET—AFEERABOT—42%2 45O A—FR 3358 E. 04T a v EFERALEFT REOREKR L
TANIRERIZHID AV E—DDT—2DCSV 77 A ILEERLET,

B UTTHBEINATWAESIZ[F 9> O0—F (Downloads)] > [ 4w t— (CSV) (Messages (CSV))] # 7 h 5, Zhld. @
£ 24 BEGBE 7 BRI EEORCELE FEQHEODIRTO Ay E—CT—42% 40 0—F T 558ICEMTT,

[#72>A—F (Downloads)] R—U M5 Ay E—CF—420 CSV EERL THFV U A—F T BICIE. ROFIEERITLET,
1. [~ > O—F (Downloads)] > [ * v — (CSV) (Messages (CSV))] ##IRL F£9 .

. [CSV% kR (Create CSV)] &9 U v U L FT,

. RRENBEATAIT T EY 00— FEERT 5 BAEEERIRL [CSVEER (Create CSV)] €9 ) w I LET,

4, §HoO0—FDEBNTERL5.[7H a2 (Actions)] BID [ O0—F (Download) ] 7A4av 9y 9L TI7
ANEEHO—-KLET,

N

w

EMLA>>Aa—Fk

RA—NN—EBELLJUVEBEELI—H—L Bl AYvE—CEa—D5L EMLASY Y A—REZERTEET . HA XD/

SN O—KRETCIZETENET HAXDKRENWE O A—FRF . FH0O—FDORET E 7 BEZEAO LT AHNEND
FAET.[F7>B—F (Downloads) | R—U NS FIATEET[FH > O0—FK (Downloads)] R—UHhSEHD 77 M ILE—
EIZA Y O0—FTEETL[H 2> O0—F (Downloads)] > [EMLOA > O0— K (Download EML)] i 5 E#E [4 o> O0—

K (Downloads)] R—TIZ7 VR TEET,

EML 27 AL EBERLTHADA—F T BICIEZ. ROFIBIZHENET,

1. *vtE—YLR—F TJEMLA > O0—FK OER (Request EML Download)] R Z 2w o LETMESW Ay E—
CEHICIZEYyO—KREhET,

2. BREOMBE I A—FIZDOVWTIE . BERDNETHTHEZ EEZRINFT—HIBARREINFEFT.TFACEI YUY IL
T.[#Y>O—F :EMLA > 0—K (Downloads: Download EML)] R—J [ZBBIL F T,

3. A O—FDEBNTERS.[7V 3 (Actions)] BID [F>O0—FK (Download)] 74 av &9 )y 9L TI7
ANEEHSO—KLET,

P — »

BgErT>—09
BEIS—IHET S L [EH (Notifications) | RILFAAV) A a—DFICBINREINET BEIS—OTEHEH
TEHEMBRADA—IRY Y ADBELRREZRAETEETT AL A—LRY I RADRAERICE 2T Ay E—UAT TIC
HIfRSh T 335E . Moveto Trash J Y TR MEKBET AAHEENHY EFTBETS—OJIZIE U Y —RBROMSHN
ZENTRENET,
BEIS—AJIE. ROEMETT—42%28HEL-CSVIF7AILTT,
m EXID

B Timestamp
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Fora—k

BET>—nsy

B 2—H—DEFA-ILID
B DA ILFER
B A—)LRvy Y X (Mailbox)

B 7O Iy AT
m IR

BHAMEREALT[AY>O0—KDEKR(Request Download)] 249 Y) vw 935 & BHAMASLEEIS—OITOF 90— F%E
BERTEFET,

A Notifications | ciearnan | X

@ Remediation Error v

Request Download Cleat

FERROFIEEETLTBEIS—0JE2EHLYYo0—-FLET,
1. [£™9> 0—F (Downloads)] > [#£# T 5 —n0 % (Remediation Error Log)] #ZiRL %7,
2. [CSV#1ER(Create CSV)] &2 v U LET,
3. RIRENDBFA7RI T H I O—FEERT S BFEEEZREIRL . [CSVEER (Create CSV)] 22 v I LE T,

4. FH o O—FDEBNTE5.[7V a2 (Actions)] FID [FH>O—FK (Download)] 74 a2 &9y LTI7
ANEZHO—-KLET,
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1254+

L2k
[FLY R (Trends)] R=DICIX.BFA—NT—RICETET 571 HLERPRREINEFT FLU R ERTTBICIE[A
U A bk (Insights)] > [k L > K (Trends)] Z:&IRL £,

B ALY A—arvibO—LEERALTCHENR B . FLEAOT—4ERRLET,
B SSONDEETEZT—E%0)vsTdE[AyvtE—C (Messages)| R—SDTF— 2 DEMIZHBELET,

B FABEEEVYYILT[AYyE—T (Messages)| R—C DEET—ZIZBEL £9 .1z & 2 L. [7F1E (Incoming)] %
)y hTBEFry—FIRBERTINTLETRTOBEAYE—UARTEINET,

B g o—R | L KA gy LT LU R TF— 45490 0— R LET REE REEL CSV I 7 AL E
LTI HRK—FahET,

- BE 24 BEEERBEOEERERL T AEA.BE 90 BEOTF—40 1 BRSO —LT v T
- BE30BBEOT—4ERTLTWSIEEEE 90 BEIOT—40 24 BEOO— L7 v
m omR " RaLES Y HLTIAUH A - (nsights)] DF ¥ — k £EIRIE B4 PDF & L TRELET,

BALYT—2[ZDNT

BHE®D [B(Day)] Fy—FDREF 1 HRPOT—2ERLET .CNODFYy— X TS9FDO—HILEA LT —Y

[CEDLTLWET,
A
Threats 522 convictions i
Malicious: 248 Phishing: 229 Scam: 6 BEC: 39
100
From: Jul 20 05:00 PM PDT
50 To:  Jul 21 04:59 PM PDT
Malicious: 9 .
0 -—--. --------------- Phishing: 8
22 23 24 25 26 27 28 29 30 1 2 3 4 5 6 7 8 9 10 11 12 13 [FYNG. 22

Day Bec: 39

BED [B(Week)] F¥— bk EzIL[A (Month)] Fry— b D&HEIZ 1 B2 Q4BR) OT—42%RLETAIEL UTC 00:00 ~
FHNMNBIZEELL. IS0 O—AILEMIZERINET,

Cisco Systems, Inc. WWW.cisco.com
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L4 A

(NN

- & ZIE . AKFE£EERRM (PDT) T UTC 07:00 MBS .[A (Month)] Fr—kD4#E(Z(X.7 B 20 BOF#% 58,5 7 8218
DF%RABESINFETHOT—ENRTEINET,

Threats 522 convictions i

Malicious: 248 Phishing: 229 Scam: 6 BEC: 39

100
From: Jul 20 05:00 PM PDT
50 To:  Jul 21 04:59 PM PDT
Malicious: 9 .
o ----. ----_---------- Phishing: 8 k
22 23 24 25 26 27 28 29 30 1 2 3 4 5 6 7 8 9 10N Scarn'ﬁ 21 22

Day Bec: 39

R A v t—

[5E5E R A v 2—2 (Messages by Direction)] 7 3 712X BF A=W T T4 v IVDERADNRRINET . A—ILIZ. XD A
TIVIZHPNTOETS,

B [%{5(Outgoing)]:0365 77 FADREFHITEES = A—IL
B [A#B(Internal)]:0365 T+~ FRNTEESNIZ A—IL

B [7F/§(ncoming)]:0365 T+ rAAMBRIEL = A—IL
RBICIF BEATTID Ay E—DHBRREINET,

Messages by Direction 15¢ messages

€ Outgoing: 4.9K Internal: 618 (% Incoming: 9K

L e S S 8 10N ‘I?_131415'IG’I?’IS’19202122232425262?23293031

1.4K

700
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YA

FELR—b

EZB
[BEi(Threats)] Y S 7 IZIX.BRHEEHE SN AVvE—SDRFy T a3y bARTEINET, Il BEC.5EER.
T49V VT BEUEBEDHAILDAEENFTETFHIZF . EATTVDA Vv E—CHEARTENET . T—E2F9U Y
LT [*Yyt—T (Messages)] R—JICBBLET,

Threats -

n
4

BEC: 40 Scam: 6 Phishing: 238 Malicious: 256
100

3 I IIIIIIIIIIIIIIII.IIIIIII-III

26 27 282030 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 27
Day

R INLs
[R/SL(Spam)] TS TIZIZ RNRLEHESN= AV E—CDRAFTY T ay PRARTRENETIUAIZIE RANLEHES
N Ay E—CORBNRRTEINET,

n
(4

Spam 1
40
20
0
22 24 26 28 301 2345678910 12 14 16 18 20 22
Day

gL A=)l

[FTL A A=) (Graymai) ] T3 ZI2IF T LA A—LEHESN= AV E—CDRF v T ay bARTRENES A
FTLA A EHESNI- Ay E—DDEHBILRTENETS,

Graymail 42 cc

n
4

12

6

0
2223242526272829301 2 3 45 6 7 8 91011121314151617 18 19 20 21 22
Day

B2 %8R °___
= D el
B2 /R— k (Impact Report)] [ZI%.58% 30 HFEIZ Cisco Secure Email Threat Defense A& 1=5 L= A1 v FHNRTE

NEFT.COLR—FZERTTBICIK[A YA b (nsights) ] > [F2Z L 7R— b (Impact Report) ] ##IRL £FF L R— D
EETART—459Y v T BE[AvtE— (Messages)] R—SDT—2DEHMIZBELET,
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L4 A

FELR—

RRENDT—EIERDELYTY,

B EIRL =308/ < Cisco Secure Email Threat Defense THRESNEBER AV E—CH LUHERT—40 1 ERDF
A1 EROFRIE 1 BOTHIZ 365 ##TTHESINLET,

5 2 2 Threat Messages Lasi 30 days

M BEC (7% 3 scam (1%) vJ  Phishing (42%) @ Malicious (48%)
Business Email Compromise (BEC) are Scams are focused on causing financial harm These messages have been convicted of These messages have been convicted of
sophisticated scams that use social to individuals using technigues such as lottery fraudulently copying or mimicking legitimate containing, serving, or supporting the delivery
engineering and intrusion techniques to cause or extortion fraud. services in an attempt to acquire sensitive or propagation on malicious software.
financial damage to the organization information such as user names, passwords,

credit card numbers, and more.

32 475 6 Vi 228 2.8K 248 3K

ojection Last 30 days 1 year projection 1 year projection Last 30 days 1 year projection

B [FREH A ytE—T (Unwanted Messages) | BIRL =30 BICBRE S NE=RNRLABEPIT LS A—-L Ay tE—2 B &
VYEZT—420 1 EROFE 1 EFOFAIL.1 BOFEYIZ 365 2H#FTHESILET,

1 9 9 Unwanted Messages Last 30 days

0

Spam
- 43
Last
Graymail o

B [EZE ST v (Threat Traffic) ], COF ¥ — b IZIXGER L =30BHDHENRRINET . DO F v — b~ L3R H
[T 4L ENBTEET,
Threat Traffic

The graph below shows the distribution of convictions over the selected date range.

Incoming Internal Qutgeing
3

40
| ‘ | | ‘ | | | | |
121 12/4 12/7 12113 12116 12119 12/28 12/31

1210 12/22 12/25

BEC: 416 Scam: 407 Phishing: 1.9K Malicious: 2.8K
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FELKR—

B [Cisco Secure Email Threat DefenselZ & % {£5 (Protection by Secure Email Threat Defense)], 2D F v+ — b (L. 1715
RNDZEFED A—ILR Y o X212 Eh % 1E# Cisco Secure Email Threat Defense Z:xL TLVET .
Protection by Cloud Mailbox

The data below shows the protection Cloud Mailbox provided to recipient mailboxes in your environment.

- 40 W 6

Recipients protected from Recipients protected from
40 BEC messages 6 Scam messages

Recipients protected from

Recipients protected from
238 Phishing messages 256 Malicious messages

1717 46

; .
Recipients protected from Recipients protected from
156 Spam messages 43 Graymail messages

P

B [ER2—4 'y k (Top Targets) | DY S ZIZIFBIRL=30HBICH TR ER A v E—COREE2—4y b E4L 10 #
RRRINET,
Top Targets

The statistics below indicate the addresses which received the most threat messages over the previous 30 days.

Recipient BEC Scam Phishing Malicious Totals
1 1 0 108 107 217
2 0 0 36 36 72
3 0 0 15 30 45
4 0 0 16 22 38
5 0 0 17 17 34
6 0 0 10 19 29
7 0 0 14 14 28
8 0 0 9 18 27
9 0 0 14 9 23
10 12 0 0 0 12
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FELR—

B NBOBREEECOFvy—MIEX BEAYE—CDOREEEFEELLM 10 #RRTENET,

Internal Threat Senders

The internal addresszes listed here were seen sending malicious or phishing ges from within the org, ion.
Sender MNumber of Messages Sent
1 54
2 50
3 16
4 2

44



e
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£ YiIOFSIAVN =DV S

BRERBF—LDAVN—BEDEEADIMOEI—5 Y FEZRELLSIELT HYTELEZTEIBRICEOShATY
FT HEHADE AR X k&, Cisco Secure Email Threat Defense 4 YU ¥ £ L REM LB LT RET IDIZEBILET,

BFHEEE.RAN 100 AD )X+ Z4ERKL T Cisco Talos IZEEL RTEABEEEFDEFA—INTRFLRAZSILIZHEET S0

ENBHYFETAARICEBRIAERNISOERIE. AT LHESINE Ay E—20 [$IFE DM (Verdict Details)] 734 JL
T [F49=v % (Technique)] &L TEAMShET,

FENADEWAEY R M- —ZEMT S
ROFIEEZEFTL T EEOBEVABY A M- —%EBMLET,
1. [& (Administration)] > [0 &L A B (High Impact Personnel)] #:#RL £,
2. [HLOABZEMADD New) ] REVES Y v I LET,
3. AV MEREANLFS BB BEFA-LTFLREIBETY,

N

. [EEGSubmMi)] #5Yy I LT VARAMADI—H—DEMNERTLET,

FENADEVWAB) A MDA —YY—RBHREZEHIT S
ROFIEEZEFTLT.HEOEVARV A FOI—HF—FRERELFET,
1. [& (Administration)] > [EZZ£ 0D &L A B (High Impact Personnel)] #:#{RL £,
2. [7Y 32 (Actions)] 5T [RE (Edi) JhE) K2V &2V Y v I LFET,
3. BEICHLTA—Y—BRET VI T LET BB BEF AT L RARRBATY,
4. [FEESUbmi] 22U v I L T .A—H—FEROBEERTLET,

FENDEVWARBY R Mo 1—HY—ZHIRT S
ROFIEZEFTLT.HEOEVARBY R M A—H—ZHIBRLET,
1. [ (Administration)] > [FZ8 @O &> A B (High Impact Personnel)] #:#iRL £7,
2. [7 923> (Actions)] FIT. [BIkk (Delete)] R22 &V Uy I LET,
3. [HIBRD#EER (Confirm Removal)] # 4 7 B4 T [HlFk(Delete) | 92U v I L. 7oL avERETLET,

Cisco Systems, Inc. WWW.cisco.com
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A—H—NEHE

[%# (Administration)] > [1—HF—(Users)]| R—Ch b 1—HF—FhHO U FEEELET,

Cisco Secure Email Threat Defense (&£, 11— —E2EEE [ Cisco Security Cloud Sign On(IH SecureX #4414 ) Z{EH
L E£9 . Security Cloud Sign On H-« > # > MF#MIZ DLy TlE. https://cisco.com/go/securesignon #S L T &L,

¥ :BEF D Cisco XDR, Cisco Secure Malware Analytics (IH Threat Grid) . & 7= & Cisco Secure Endpoint(IB AMP) M & & #k
1%, %9 BE7ED Security Cloud Sign On O45 A VIEHRTH AU AV LT ESVW BEDI—HF—THWEEF. FHLL
Security Cloud SignOn 7 A0 > kT AMELHY FT

Security Cloud Sign On T 5 &E MD B A TDFTHIO U FTHA VAV TEFTA L RaADEF YT AERTHD
Uk DEBIREE#ET 21012, Security Cloud Sign On 7 h9 Y F2ERTE L5858 LET,

RVFTFHAOU T IR

B L Security Cloud Sign On 7 h > k#{#ERA L T. D Cisco Secure Email Threat Defense 1 > A2 XIZF7 IR
TEET . ChIZEY.—BASFT 7O LTHSRD Security Cloud SignOn 7 hH Y FEFRALTBEQS AV T35 &K
L BAVRBVREHBITERTEET,

R —Y—D/ERMR (50 R—2) DFIEIZH > T, 12— —%{FI0#87% Cisco Secure Email Threat Defense 4 > X 2> X (2
EBMLFEF.FL Security Cloud SignOn 7HHr b E#FRALTWST7HV Y & [1—F—(User)] A=a—mSFAT
EFET . COT7IVERFRELCY =Y 3@k .3 —A YN F—A KRS F7. 4> F)D Cisco Secure Email Threat Defense
AVARBVRICBESND Z LITEEL TLESLY,

A—H—n0—)L

O—)AR—X 79X a2 btA—LRBAC)IZEY. . 7FTIUHT—La Vv RNTEREDLUANILDFIEMET L7V RIEEHD
1—H—% T TEF 9 .Cisco Secure Email Threat Defense XD XRIZRIT O—IILIZBT A1—F—FERLTEES,

=1 A—H—D&E|
A—)L Bl
super-admin s O1—H—[F. Cisco Secure Email Threat Defense DI R TOEEIZ T VA TEE

TRECK L —OLEE, Ay t—SOBHECEEEML 77 (LOF U A—F BT
A=Ay E—VOTUE 2 —RRHTETT .

admin MR A—Y—F RA—N—EBEFFEERFL V- ERE.FEHERTELN
CEERVWT . RA—N—EEEDI R TOHEEZHATLET,
analyst NoDA—H - REREFVA A MRBREZEATETT AV E—COBFELEER

TEFITN.A—HY—DA—IKRYIANS Ay E—DFHIBRTEIEFTEFEATHIY
FEEEVORY S —DER FRI—F—DER BEBIRIETEELAFLEML 77 ML E
AHoO0—F LY. BF AN AvE—CODTLE2—%2RRTLEYT B ELTEERA,
read-only hoDA—Y—F BREESIVA YA MEREFERTEET AV E—CDBFREPBE.
FHOY FREOCR) O —OER FRA—F— DRI TEETAEL.EML 77 MILES
A=K LEY EF AN AVvE—SDTILEa—2RKRRTLIEYTBIELTEEE AL

Cisco Systems, Inc. www.cisco.com
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1—Y—nEHE

A—Y—A—
=2 BB DOEEADT IR
HEEST IL—T Hae %E|
-§:4 A—H—0EMN/iwE B super-admin
H admin
ETEE DR/ IRE/HIBR B super-admin
Business Google 7+ T4V ADYY&Zz | ® super-admin
admin
BHEF A —ILORT B super-admin
admin
L b OEMEFA—ILDRE B super-admin
admin
EXO/nAoro—K B super-admin
®  admin
H  analyst
read-only
BREIT LT DRT B super-admin
admin
BRIDRKT B super-admin
H admin
H  analyst
read-only
RKyo— R —DiRE B super-admin
admin
RALDAR—F B super-admin
admin
AyE—UI—ILDEE B super-admin
®  admin
analyst
Search R—LR—HhSEE B super-admin
®  admin
B analyst
® read-only
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1—H-—DEE

a—¥—0o—jL
=2 BB DOEEADT IR
HEET IL—T Hae ==
rAyte— EROXRT B super-admin
H admin
H  analyst
read-only
L R—kDOERT B super-admin
B admin
B analyst
read-only
EMLOAHO—FK B super-admin
admin
BEFA—ILDTLE 2a—KTF B super-admin
admin
BoELBE BN B super-admin
H admin
analyst
Ay t—TDIEE B super-admin
®  admin
analyst
A= DR B super-admin
B admin
analyst
Ay t—T DHIR B super-admin
admin
BEIS—OJDRT B super-admin
B admin
B analyst
B read-only
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A—H—NDER

PR — DR

*2 REBBDHEEADT 7R
HEeT L—T HERE &2
Cisco XDR Hyak—KOERR B super-admin
®  admin
)R> DR B super-admin
®  admin
H  analyst
read-only
API [7 4t XAPI(Access API)] 20 B super-admin
admin
7t X APl F— B super-admin
admin
APl O A U 1EHRDERK B super-admin
B admin

FR1—Y—DIEK
ROFIRZERITL T HFRL—Y—EEHLET,
1. [%3 (Administration)] > [1—H%—(Users)] DIEIERL E T,
2. [ —Y—%EM(Add New Usen)] 242 v o LFET,
3. a—H—nJ A UEBREANL . O—ILEERL T [#EF(Create) |2V ) v I LET,

F A —DEFA LT RLRIZ.FDLI—H—D Security Cloud SignOn 7 hI YV b DEFA—ITRLRELT
—HITEIBENHYET,

21—+ —[ZTWelcome toCisco Secure Email Threat Defense] & W\ 5 HEZDEF A —ILABRESNET A —F—IFEF
A—JLDIETRIZHE > T Security Cloud SignOn 7 h oo &2y b7V TL(ELET7HOU L EHH>TULWRWNES). OV 4
VITEBENHYET,

1—HDHRE

A——OO—)LEEHFTEET . A —DEFA—LTFRFLRAIFRETEETCA AT —DEHE LR L-HEIL,
Security Cloud SignOn 7 o> k TREIZEHTH2HENH Y FT,

A—H—DO—ILERETHICZ . ROFIEEERTLETS,
1. [& (Administration)] > [1—H—(Users)] DIBIZEIRL E9,
2. [792av(Action)] SIDTIZCHEMETA2EV IV ILET,

3. [A—Y—D#wE(Edit Usen ] # 4 7RSI T, A—HF—DFHF L LW A—/LEEIRL . [EEDREE(Save changes)] 0 ') v
SLFET.
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A—H—NDER

aA—H DIk

A —HDHIRR
A—Y—ZHIRTDICIF ROFIEEETLET,
1. [ (Administration)] > [1—H—(Users)] DIBIZEIRL £,
2. [792av(Action)] BIDTFIZHEX 7AAVEI)vILET,
3. [HIBRD#EER (Confirm Deletion)] # 4 7 B4 T [HlIFk(Delete) ] 22U v o L. 792 avERTLET,
BIRMSET LIS EERTRAT—RRA AV E—UNRRENET . ChIZk Y, Cisco Secure Email Threat Defense mvio 1—

HF—DF7 Hh o2 kBB S EF A, Security Cloud Sign On 7 h o> FFEIBRESNEREA LD Cisco Secure Email
Threat Defense 1 Y XA 22 AN A—H—%HIRT HEEIE A VR IVRATLICCNEOFIEERTTHILENHY 7,
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aA—HDHIkR
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e
CISCO.

1—Y—F

BEROA—F—TOT7AILDOBEICF. [2—F—(Usen(FAT 4 —ILT7 A4 32)> [1—H—FFE (User Settings)] m 5
THOEATEES,

i

HFtI avIitR aA—Y -2 REABSIVHEBAEEATVET,

HARE

[#)#AE% = (Preferences) ] £ a3 VIZIEXDR VRV DEABETF—VDNBERENTENE T,

XDR ) 7R
Secure Email Threat Defense [&.Cisco XDR Ry B SN TWET VARV EZFERIT S E.CRaDEF1 Y T E M

EBILEY y—RTVIIZT7OEALEY ATHF—NTILEBREBELFY AV TURERRLEEY TEETXDR Y
REA—F - EIZERRESNTETHEMIZ DN TIL. Cisco XDR(63 R—I) BB L TLESLY,

F—%
Secure Email Threat Defense DR FZHINEREHIIBOVERETEIEIIBIRTEET  E—FEYYEZSIZIE [2—

HF—(Usen (T AT 4 —ILT7 A a2)> [1—HF—&7E (User Settings) ] > [#I#% 5 (Preferences)] > [T—< (Theme) ] IZ#5E)
LET.COHA FDEBIZEE. 54 T —ITRREINET,

Cisco Systems, Inc. WWW.cisco.com
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e
CISCO.

ST

CDtH 3y THAT HEEETEICIL. [EHE (Administration)] > [E ¥ & X (Business)] "o 7 VX TEET,

ThHI b

[7Hho2 b (Account)] EO L a VIZIXFRDBERNARRTEINET,

Microsoft 365 T+ > k ID
Cxy—FILFTELR

=%t ID

BET ALY ID

IRy 1)T 3> IDOYR—F

A i S

[S4+t> X (License)] YL 3 VIZIFRDERNRTSNET,

A

SAtEVRDBAAT
—r#
BIAE (RA—FIZEENHEVWREAVRK7OVE S RADES)

BTHRA—FIZEEFNHEVWRAVEREF7OVES R ADESR)

=L

ax AE.

[#DHAZ% 7€ (Preferences)] 492 a VIZIX BHEF A —ILTF R LR EEOSTADT VX . Google 7FH T4 ADHKRE.
BXUESHRRALARLD Cisco XDR #HEERBENEENET,

BEN A —)L

BE A—I)LT K L X[&.Secure Email Threat Defense NEF A —ILEREIETEHI TR LATT = RIEVATLOEH.F
HEE EHAA L TFHURABEICET 2 EMERETHEELHY FTT  HNEIPVYHL—F—DEF A—ILIZEKESIIET,

LbBRRGTF A THHEDEMEZRMEFA—LT RLRICEETEINESHAETBIRTEET L FORRI T4 THH
ENAYE—DICEAIND EBFA—IDNEESNFET,
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MERE

B2&ENYJ

RO TIRTDEF AT A ARV PEF AT AAVITY FEHEMIERL . ZOEEXAIHEIELET BE

3 H ARIDEROSTE(AZELID)ICSV 77 MR TIVRAR—rTEET  EBEOSEAH0O0—RT5(2F.FOy T4
D BEHEEEIRL . [CSVDOS ™ O0—FK (Download CSV)] 241w o LET.CSV IZIF ARV ATTY  HE
BEFEINF=T7I23 0. 23— —DBEFA—INWEIP ARV FRT—EREALT—RICHATIERASEHINATLET,

Google 7FUT 4R

Google 77+ ) 7 1 ¥ Rl&.Secure Email Threat Defense Z &% %€ L THIARNICRET 5 &  RAICEMFEIEEMIGY F
TAHMNTDHE DRAIFAAETHFECETHWVMERRRET —2 EEEF . ZEFE HRB.VRLEEIPRELT . ZOT—42 %
Google 7+ U T A VRERFTRIEENHY FT.ZOT—HIZ&Y .2 Xal& Secure Email Threat Defense A¥ 11—+ —
ND=—RIZEDKSIZHE LTI E &Y K KBRETEDZLSICHYET,

Cisco XDR

Secure Email Threat Defense [& Cisco XDR &SN TWETXDR Z2FHT S E . FRMOL R adtExa ) F 48 EH
5 DT —4H &—#5IZ Secure Email Threat Defense DIEREHETEET . CDREDFFHMIZ DLV TIL. Cisco XDR(63 R—
DVESBLTLEEN,
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e
CISCO.

N
ryt—rI)L—I)L
A=V —LEERATEHE —BOIATOAY—DFBEFLERAF YU LBVELSICHEETEEFTUTOLOE
ERTEES,
B AU RRMIL—L
B HEOA—N—FAFIL—IL
B NARRBHIL—IL

SE:[EFRrY) X bk (Allow List)] 8 & U [#IE DA —/3—F 4 K (Verdict Override) ] L—ILIZ. FBEE L E—FDE SR X TILE
BATEEHA.

[%3 (Administration)] > [# v E—Z)L—JL(Message Rules)] R— s Avt—S IL—ILEERB LUVEELET,
INANRZADHIL—IVIE BEFRTY R R IL—ILEHIEDFA—IN—F A FIL—ILEYEBESAFT AvE—UHRIL—ILOEESE

ZITBHHEIE[A Y E—2 (Messages) ]| R—U D [ Avt— )L—)L (Message Rules)] Sl R RTENhFET [JL—IL(Rule)]
SIQEHIZA—YILEELED EGEBRSNEZIL—ILARTEINET,

Verdict Action Rule Received
Q Spam v Allow List JSFeu—
Rule Type: Allow List
- . . Criteria Type: Sender IP Addresses (CIDR)
Vil v Allow List [ SRTHIES Apr 18 2022 11:10 AM

Last Updated By: -

FEL—ILEY TR AL VICEBFMIZERSNEBA LR A A UIFIIL—ILISRERTWS EBYICEREIZT—HBLET.

FFRI U R R L—IL

AR ML=V EHERIT D EEBEENDEEEDEFA—ILTELA B EEDR AMV . FEIEIEEEDIP7TRLANLD
BRE.ANLBEVIT LA A= AvE—CDBEEEHC I EATEZTT A vE—CEBIEHEESTINT TN BE]IESE
ITBERAINFBEAT-& ZI1E.Cisco Secure Email Threat Defense THEHTEDEEENODT A4 T LNA/INLTH D LS
N800 . FRF7ATLZLI—HF—DZEFLAICELTEEEVEEIE T Y R ML—ILEERL T LT DAY
t—CHFBETBIRY—FA—IN—SAFTEFETHAYRRIL—ILIE . EEMLERY S —REDHIS &L THEBEL
FHFAYRARMIL—=IIZ—ET DAy E—CE BIEHERZELR—MIRRTINET,

#HEY R IL—IL:
B BRANLTLAA—LICERALET,

B A ENEEEBOEFA—NTRFLRAZFEEDR AM2 FTHIIEEBEDIP 7RLA(Pv4 £ CIDRTOvY YD)
#IRELET,

B JL—J)LZELICRARS0DEEZRETCEFITDFEYS0EDEFA—NTRFLA R ASY FRETRLRAEERETE
ij—o

TOTATHEIL—ILIE 20 ITHIRENTOET N—LVFET VT 1« TILEBEIBRTEET,
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Ayt—I)L—)L

HEDF—/N—5/4FIL—IL

sprf] == N — &

HFIEDA—/N\—F 14K IL—IL
HEDFA—N—F AR IL—LEFERTEEN—IILTHRESNREEC—BTEIBH. AL BLIUVIT LA A—ILOHEE
F—N—FARTEET A vtE—CEMZa— kS (Neutral) JBIFE EI— Y SN BEISNEBAHENA—/IN—F K
I Ay E—CIR BELR—MIRTEINERA,
HEDA—N—F A FIIL—JL:
B EZRE.RNNL TS A=)LIZERALET,

B HAENEEEBOEFA—INTRELRAZEEDR AMY FTEIIEEBEDIP 7RLA(Pv4 £ CIDR T Ov )
#IRELET,

B L= EICRKRE0 DEEEZHRETEFT DEY S0BEDEFA—ILWTRFLAFASV FLEFIP7RLRAZERE
TEFEY,

TOTaATHEIL—ILIE 20 ISHIRENTOET N—LVIET VT 1« TILEBEIBRTEET,

N (]

INAINRRTIL—IL
INAIRADHIL—ILEFRATEIE T4V VT TFRMVERIFREIC—HTEEX1) T4 A—ILRY IR AyvtE—S0H
MENANRRTEET IN—LNBEERL-TAVE—CICESTTRTOIV S U RIRNANRENE =D . TV VITF
BITBEHLKEF LT ATRNENEBTEET HFT 7ML EY) > U1E. Cisco Secure Email Threat Defense [Z& 2
THMNF-YRF v anizY LEEA,

ETARRISNANRRAGHIN—IVEER L 58 L B EH C O ICEYGHRENEE L RICL—IVEBRST 58
EAHYFET,

T4V TFRARIL—IL:

B BELEEEZBOEFA—NWT LR EEEOF AAV FLEIPTRLRIPvA £#[E CIDR 7Oy )M HEES
NEITRTOZREAVE—VICERALET AV E—V R EhEEA,

FEEFEIP7RFLRA/CDREE(EDHEFRAL T HEDEEBEAVITANSUFYENANRT B EEHELE
TP PRLRIFEEEDEFA—INWTRLRAOE AL VIEFEEFHEICRT—T4055Nh3bZ EEHY ERA

B JL—I)LTEICEKRS50 DEEERETEET,

tXalyTF 4 A—ILRY IR JL—IL:

B EELEZEBEDEFA—ILTFRLADZEA Y E—VICBERALET A vE—CESHEShEREA,
EBELEZEENAvE—COM—DREETHIGEE. X1 UT 4 A=Ky IR IL—ILBERINET D
SZEENIE—SNTLWEINBCC(TSAV R A—RYaAEP—)ELTEFENTLREE AvE—SENHIVS U %
INAIRALER A

B JL—I)LTEICEKRS50 DEEERETEET,

TITATENAIRZDHIL—ILIE 20 ISHIBRSNMTOWET I —IVEFET I T« TILFELFEBRTEET,

INAIRZRI—)LDER EERIZBET 57 K/ A4 H1)

NANRZAN—VEERS S VERTIEERF ROEEGZIEFEICEEL T EZEL,

B RNANRZRL—IZE2TIL—ILEHRIT—BT I AV E—CDAF YU ERENTRTNANANRRESNET  EBEDORKEE
[/ TREXa)TFARBHBEIL—= T (TSI TARMUNDI—RT—X FEIEHEBOEXL T4 A=
RYGRIZEESNBIVE A—)LRY IR A—HF—D5DWMEIZIE NAIRRIL—ILEFERALENTLCEEN, N
SIXNANRZAL—=LTHR—FSNTVWBIHE—DLF A TT MDTRTOLF I A TIEHEDA—/IN—F(F
L—ILEEEHFAIL—ILOHFBRYR—FENET,
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Ayt—I)L—)L

Ayt—2)L—ILDIEND

INANRAIL—ILDEBELT. T4 VIV TTFRMUS—HIRBTI2EADEEEZEIP PRLA/CIDR 7OV I DH%E
FHTAHZ EEMCHERLET,

T4V TFAMRUS—NERADZEEEZEIP 7RLX/CIDR 7Oy U 2B TERWMEEIX /NAM/RRIL—ILDEEE
RASVELEREFA—NTRLRAZERTZERT— T4V T ENF-AREMEDH DAV E—CENANRATEET,

EEBODEF A —ILZAN BBOTY TR N LIy DEFA—LHEICE > THRAICERASIATHEZ L. BLUT
BEINFEREEBER A VERIEEEEFA—NTRLAB NSRRI —ILE—HEFEZILEBRETEHTRT
DAY tE—PDERED Return-Path Ay A —EERIT—HL TWS I EFERICHIEL =58 FRENA/1RRIL—IL
DEEBRAAVFREEFEFA—ILTRFLRIMERALEWLTLEZL,

Avyt—T)L—)LDIEM

Ayt—UI—ILEEBMTBFIBEIXIN—IILOATIVIZE>TEFERY ET,

FHLWERI) A FFERIFHEDA—/N\—F A4 FIL—ILDIEM
FHLWIL—ILEERTBIZIZ . ROFIEEETLES,

1.

2,

7.

8.

[&# (Administration)] > [ * v t—)L—JL (Message Rules)] DJIEIZEINL £3,

ERT BIL—ILDOATI Y %[BT Xk (Allow List)] =& [#IFEA—/3—F 4 K (Verdict Override)] @ ULy 3 Hhh
SBERLET,

. [FHRIL—ILDEM(AdDd New Rule) ] RE2> &2 9w o2 LET,
L= ILEEERLET . EIL—IILICIZEEDLRALETT,
EEDAATEBRLET EEEDEFA I BEEEDF AL EEEDIP 7ELXUPVA)  F=XZEEEDIP 7

FLX(CIDR)##IRTEET,

. HFAERZEA—N—F5 AT HEEZHAIYTRY>TAALET,

AT AHEICISC T ANRAIT LA AL BEERRLET,
[EE(Submi)] £ v I L TIUL—ILDERERTLEYS,

=LA ZAMICEBMENFET EENERASNDETIZRAT 20 #ANDEELHY ET,

HLWNANZXHTIL—ILDEM
FLWIL—IILEERT BIZIE . ROFIEEZETLET,

1.

2,

3.

[&# (Administration)] > [ * v —¥ )L—JL (Message Rules)] DJEIZEIRL £9,
[/84 78R 5>#7 (Bypass Analysis)] #&IRL £7,
[##RIL—IL DB (Add New Rule) ] R4V &5 v S LET,

I —ILEEERLET . HIL—LIZIXEEOERARETT,
MR BN EATE [Ty ST AL (PhishTest)] =& [EF a2 )T 4 A—ILKRw & X (Security Mailbox) ]

DVTIIILSERLET,
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Ayt—I)L—)L

IL—ILDiRE

6. [Z14v> T TR (PhishTest)] L—ILDBEIT BEER A THE [FEBDEF A—ILT KL X (Sender Email
Addresses)] E£1=l& [IEEED K A 1 > (Sender Domains) ].[iX{EEDIP7 K L X (IPv4) (Sender IP Addresses (IPv4))].
[Z{EFEDIPF7 K L X (CIDR) (Sender IP Addresses (CIDR))] WL WFhbh 5 BIRL FF . RIC.OVYTRY->TERZF
AHLFET,

[EFa) T4 A—ILRy U X (Security Mailbox)] L—ILDIGFE X . ZIEENDEFA—ILTRKLRAZaVITRY->TA
HhLET,

7. [EESUubmi) ] Z 0w I LT IL—ILDERERTLET,
=AY ZARICEMENET EENERHINSETIZHRKRT 20 900 2EEL”HY ET,

ETARRISNANRZAGHIN—IVEER L 58 B EH C OICEYGHFENEE L RICL—IVEBRST 51
ENBHYET NARAN—WEERBELVERYT ARICBEITAS EEZRIRFRESHML TIESL,

IL—ILDfRE
WETELDEFENGIL—IDOATY JRAUNEHRET DICIT. ROFIRERTLET,
1. [ (Administration)] > [* v t£—Y JL—J)L (Message Rules)] DJEIZEIRL E£9,
2. WETDIL—LDIATEERLET,
3. [7Uav(Action)] FITHRET DIL—ILDBEICHIRETAaVEI)vILET,
4, WELBERHTo1=-56 . [EEDRE (Save Changes) | #9)v o LFET,
W—IHEHEINFEST EENBEAENDETITRKRT 20 201 2EELAHYET,

IL—ILOEMEFITERE
BREOL—LEANFEIEENTRICIET ROFIEEZETLET,
1. [ (Administration)] > [# v £— )L—)L(Message Rules)] DJEIZRIRL FT .
2. BNFELEIEDTIL—ILDEATERRLET,
3. [7U2av(Action)] IT . RT—RREERETHL—LOBIZHIAENELEENT A&7V ILET,
L—ILDRT—BANBHEINFTT EENBERSNSETITHRKRT 20 KON DHENHY ET,

IL—ILDHIBR
IW—ILEHIRT BITIE ROFIRICHRENET,
1. [ (Administration)] > [# v £— )L—)L(Message Rules)] DJEIZRIRL FT .
2. HIRT BIL—ILD A THEERLET,
3. [792 3 (Actions)] 5IT HIBRT HIL—ILDEIZHHHIRTA22EIVVILET,
IW—ILHEIBREShFETS,
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Ayt—I)L—)L

&

Jillll

Microsoft FFa[1) A k&R £ 711% ]

Microsoft Efal |y R b £ RL L EESH

Cisco Secure Email Threat Defense (£, A/NLE KUV L A A—)L Ay t—T 2B L T Microsoft 365 M A/NL7T 1 LA EF
AYRAMZEMENEREEZBER AAMVEZITANET MS FFal) A ML . BEOFIE (BEC.FE . EELAHD. T4y
NTIRHEASNEFACALDERF RIS —BEITHE > TEBEINET FHEMIC DL TIX. [Cisco Secure Email Threat
Defense FAQ: Secure Email Threat Defense and Microsoft 365]# ML T &Ly,

BROI—F—DA—ILRY I ARNDHT YR N ERET S E#MBNHFATL TLEIRATHED A v E—UMNa1—
H—DHF ) R MZEENSDEE Microsoft 7] 1) X kA Cisco Secure Email Threat Defense TEIZEREINSZ EI1EH
Y E£H A .Cisco Secure Email Threat Defense TN L DEREFFEAT HHEEX.[R 1 P —(Policy)] R—L D [R/SLFE T
[T L A4 A—IL EHITE S hi=Microsoft Safe Sender * v +— #{&18 L %L (Do not remediate Microsoft Safe Sender
messages with Spam or Graymail verdicts)] Fx v V/Ry U R&E A4 (2L FEF Safe Sender 755 [E. R/RLETL A A—
LOHECEBERAINEFIN.BELE T4V DHETIHTBERAINFTFEADEY ANLFEEFIT LA A—LEHIES
1= Safe Sender Ay E—IHEBEShFEHA.

61


https://www.cisco.com/c/en/us/td/docs/security/email-threat-defense/faq/secure-email-threat-defense-faq/cm-ms365-faq.html
https://www.cisco.com/c/en/us/td/docs/security/email-threat-defense/faq/secure-email-threat-defense-faq/cm-ms365-faq.html

Ayt—T)L—IL

Microsoft FF A1) R &R 275521

Jillll

62



e
CISCO.

Cisco XDR

Cisco XDR [Z. v RaD X1 T A EREHET T v b 7+ —LIZHESH L £9 .Secure Email Threat Defense I, Cisco
XDR £ & U Cisco XDR YRy EiE SN TLET,

B XDRZE=FEATHELE.ZFOMDIROIDEXY) TAEBMNSDT—4H &—#IZ Secure Email Threat Defense D& %
BAEL. 7V a3V EETTEET,

B XDRUKRVEFEATAHE DRADEX2) TARGMEBBL Y T —RT v IITF O EALEEY AT HF—RT L
ERRLEY AVVTURERTLEYTEEY,

COFFaAYMCEREINTLEL XDR DFFMIZ DLV TIL,Cisco XDR < = 2. 7 JL (https://docs.xdr.security.cisco.com/)
#SEL TS,

XDR

Secure Email Threat Defense [Z1&.Cisco XDR # ¥ 2 R—K TRRTEBZRDEZAIUDBHYET,

B [3E%5 A Y t— (Messages by direction) | BF A—IL b ST 4 v I DEEINBERNCRTINET EF A —ILIE.
[3%1E (Outgoing) ].[AER (Internal) ]. & K U [Z4E (Incoming)] 2R IT 5N ET,

B [ZE(Threats)|:BEC. k. 74 v U FHEEEDH D EHESNEAVvE—CDRFY T3y FHARES
hEd,

B [R/NAL(Spam)]: R/SLEHIFEENE Ay E—CDR Ty Ty bARTENET,
B [JLAA=)(Graymai)]: LA A= )L EHIEESNT= AV E—CDRF YT a3y ERRRTESNFET,

XDR# w2 R— K DEEMIZ DL TIX,Cisco XDR M < = 2 7 JL (https://docs.xdr.security.cisco.com/) SR L T2 &Ly,

Secure Email Threat Defense® Cisco XDR M &2

Secure Email Threat Defense 0 Cisco XDR # &2 3 % (Z1%.Cisco XDR D7 ho > k %#5  Cisco XDR fifin—8 & 71
LDHENRHY FTEHEMIZDOULNTIX.Cisco XDR MV = 2 7 JL (https://docs.xdr.security.cisco.com/) #SB L TL &Ly,

i¥:Secure Email Threat Defense 7 h™ > k. —FEIZ 1 D0 Cisco XDR ##i & DA HMETEET,

Secure Email Threat Defense D v kD —9 EBEL KU EEE 1 — —(X.Secure Email Threat Defense 1 > X 2> X
[lFIZ Cisco XDR EY 2 —ILEZEBETEET,

1. [&3 (Administration)] > [ £ X X (Business)] DIBIZZEIRL F7,

2. [#D#A5% % (Preferences)] > [Extended Detection and Response] T.[XDR#i& 0 & &2 (Authorize XDR Integration)] %
29 LES,

3. ABI7O0—%%TTLET,
XDR BREMNHKYL=Z EZFRINF—NRTEINET,
XDR %4y & 2 7R— K IZ Secure Email Threat Defense W 2 A LEBMTES L S(ZHY EFL 2z, FOETHEIZDOWLTIE,

Cisco XDR W< = 2 7 JL ( https://docs.xdr.security.cisco.com/Content/Control-Center/configure-dashboards.htm) % £
BLTLEEEL,
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Cisco XDR

XDR YR

Secure Email Threat Defense® XDR ZEZEDOEY ;L

ER—NN—EBHEFEEEELI Y —DAIDAE2 RV EEITTEET ,Secure Email Threat Defense 1 > X 4> X[ T2
XDR ZHRBLI-1—HF—THLSTEHEIDERIERITTEET,

XDR OABZEZWMYBETICIE ROFIBIZHNET,
1. [&3 (Administration)] > [ £ X X (Business)] DIBIZEIRL F7,

2. [#1#A5%F (Preferences)] > [Extended Detection and Response] T.[&iE %R Y ;&9 (Revoke Authorization)] % %
Yy LFET,

XDR BREMNERICEH SN EERTNFT—DBRTENET,

XDR )R>

XDR YRV (FR—=CDTFEICEEE SN TE Y . CEREEAT Secure Email Threat Defense £ Z DD AaDtEF )
TFTARAMERIEL CEBREINET T, TR TH Secure Email Threat Defense 1—H—I[& XDR YR DERAZABTES
FTNRUVEFERALT. S RADEF2TF 4 FIVr—2avBEaEB88LEY T —RTVIICTHEALEY FTH—
NINLEBRBRELEY AV TUoMERRLEYLET,
XDR YR DFEMIZ DUV TIX.Cisco XDR DY =27 /L
(https://docs.xdr.security.cisco.com/Content/Ribbon/ribbon.htm) #SB L T &Ly,

EARy b AZa21—
1JRY &R T B & .Secure Email Threat Defense D A v t—C LR—FRIZXDREAR Y  AZa—MEIIEhET . Ch
LENA=a—IEBALEZRIDEFX 2 ) TARBRBICIEL T EFTF—NTIVICEAT 2EMERICT IV ERT5HDH
DR ERY ET,

[Fl#1Z.Cisco Secure Email Threat Defense & XDR &I &Y . ERy F A =Za2—% AL T XDR M5 Cisco Secure
Email Threat Defense [C7 VA TEEFTERY F TELZHARRIRDESY T,

B [EFA—IL7 FL R (Email Address)]

B [EF A—I)L Ay E—TID(Email Message ID)]
B [EF A—/LDO#H% (Email Subject)]

B [T 7 4 JL% (File Name)]

B [%{E&IP(Sender IP)]

B [SHA 256(SHA 256)]

®  [URL(URL)]

ERY M AZa—%FEAL T ROBHEEZETLET:

B BEOEHUGELEAYE—CFERY b A2 —h S EHERE L E9 .Cisco Secure Email Threat Defense (. 2t 5
DAY E—UMXDR A—H—IZ k> TFHTHEINLZLEERLET,

- FEERYRMAZA—DISDREIL 100 AvE—CFETIZHIESATHWETS,

B [BEELI-AVvE—CFZERLAIZRELET . Cisco Secure Email Threat Defense [£. 25 M Ay +—TH XDR 11—
Y=k > TFHTHBEINAZEEFRLET,

- ERENMSRENLAADBHHIEL 100 Ay E—TFTICHIBESATHET,

XDR MERY b A= a2 —@DFMIZTDOLTIEXDR DI =27 /L
(https://docs.securex.security.cisco.com/SecureX-Help/Content/pivot-menus.html) # S8 L T 2 &0
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Cisco XDR

XDR YR

XDR YR DA&EER
XDR YR [FA—HF—LARNILTEBINFTT VR RAEIF [2—F—KTE (User Preferences)] A=a—md RV ZEE
BRTEFET,

EVRUERBTBHNCXDRT7HI U ETOT A TIT BIBELRHY T, 2N E1TS5 12X, Secure Email Threat
Defense® Cisco XDR D& (63 XR—) DI/RIZHES M MDED 2 —)L%E XDRIZHELFT,

XDR 7R AL 5 D AR
JRUAMS XDR VAR EREBT BICIX.ROFIEEZETLET,
1. XDR YR T [XDROMB (Get XDR)] VU v U LFT,

2. [77UH5—> 3> 7 ADMEE (Grant Application Access)] % 4 7 0% T.[Secure Email Threat Defense!) R %
7% 52 (Authorize Secure Email Threat Defense Ribbon)]| 2 v o L9,

XDR VARUMNEEINELEXDREENEREICEHFRIN-CEETRINFT—INRRTINET,
Secure Email Threat Defense M 1 —H—E&EM 5 DEER
[ —H—E&5E (User Settings)] *=a—m 5 XDR YRV ZHREBTRICE . ROFIEEZETLET,
1. [2—H—Usen (TR T4 —ILT7A42a)> [2—F—35%%E (User Settings)] ##IRL £7,

2. [#1#A5%5E (Preferences)] > [XDR') 7R >, (XDR Ribbon)] T.[XDR!) 7R > M) %352 (Authorize XDR Ribbon)] 5 ') v &
LEF,

3. [7F V=2 a7 RDEA (Grant Application Access)] & 4 7 B4 T.[Cisco Secure Email Threat Defense )
> & &2 (Authorize Cisco Secure Email Threat Defense)] 22 ) v o LEY,

XDR UARUMERBENE L XDR RENEREICEHF EIN-C LERTNFT—IHRFRENET,

XDR YRV DEZBDEY EL
XDR VAR [FA—F—LRILTERBENFTT URVAEIE [2—F —RE (User Preferences)] A —a—mno&EBEZHY
WY EmTEET,
XDR ARV AMN D DEZEDERY AL
JRUMMD XDR YRV DORBERMYBETICIX. ROFIEEZERTLET .
1. XDR )R> T [EB5E (Settings)] > [E 5 (Authorization)] > [EXY ;& L (Revoke)] #:EIRL £7,
2. [BRY B L (Revoke)] #4704 T.[HEZE (Confirm)] 20U v LET,
XDR 1) R A% Secure Email Threat Defense 1—H—7 Ao ML TERRBShEGE<HYELT,
Secure Email Threat Defense WA —H—EREMN S DRZEDEY HL
[2—H—5%7E (User Settings)] A=a—Mm5 XDR YRV DEBERY HETICIE. ROFIEEZRITLET,
1. [A—H—(Usen (FRTZ 1 —ILT7 A a>2)> [2—HF—E5%5E (User Settings)] #:#IRL £,
2. [#0#A%%5E (Preferences)] > [XDRY 7R (XDR Ribbon)] T.[&E %M Y ;& ¥ (Revoke Authorization)] 5 ) vV LE T,

XDR ') /R > H% Secure Email Threat Defense 1—H—F7 H o> IR L TEBShGEHEY FEL-XDR BHENERICEE
INFCEERTNF—DBRERTENET,
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AP

Cisco Secure Email Threat Defense APl 23 5 & RETRY—STLNEHFETTOATSLMGT—RIZ7 AL T
FRTDHZENTEETEHEMICDOLTIXAPI K¥ 1 A2k https://developer.cisco.com/docs/message-search-api/ %
SHELTLESL,
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e
CISCO.

Secure Email Threat Defense M E

o

E3N1E

Ay t— D EIETT: Microsoft 365

Ay t— DEETH Microsoft DB EIZ Cisco Secure Email Threat Defense 27 9T 4 T T BIZIX . EIZRD 2 2D
BRIDBHYFET,

B Microsoft 365 &It > 2 —Mh 5 Cisco Secure Email Threat Defense ¥ —F LT k) ZHIRT %

B Microsoft Azure 77+ kh 5 Cisco Secure Email Threat Defense 7 7 — a3 U #HIk3 %

Cisco Secure Email Threat Defense < v —7F JLJL— LD HIG

Cisco Secure Email Threat Defense ¥ ¥ —7FJLIL—ILDBIBR A%
1. Microsoft 365 &I+ > 2 — (https://admin.microsoft.com/AdminPortal/Home#/homepage) ICEIL £,

2. [E¥Et> 2—(Admin centers)] > [ TS5 4 7> X (Compliance)] > [T—% 5 4 74 4 7 JLEHE (Data lifecycle
management)] > [Exchange (L /i & —) (Exchange (legacy))] > [¥ ¥ —7FJLJL—)L (Journal rules) ] DIEIZFEEHL £,

3. Cisco Secure Email Threat Defense ¥ v+ —7FJLIL—ILZFEIR L T.[BIBR (Delete)] 0 ) v U LET [IEL (Yes)] #:&E
RUT.Ov—FIWIL—ILZEIBRT D EE2HELET,

Azure H 5 D Cisco Secure Email Threat Defense 77U 54— 3 > DA

Azure /5 Cisco Secure Email Threat Defense 7 7 1) 5— 3 U & #3553k
1. portal.azure.com [ZFEIL E T,
2. [T B8 —TFS5A4RX7F )45 —> 3> (Enterprise applications)] Z R DI+ TEIRL T,
E:Azure THWVWE 2 —%#FAL TWAHEE. CAEFTUDBREFEINLZ ENHYET,

3. Cisco Secure Email Threat Defense % /=& Cisco Secure Email Threat Defense Gi#MYEFER) 7T 5yr—a >
#ROITTERLET,

4. ERIDR A>T [FO/TF 1 (Properties) | #IRL £9,

5. [Hlkk (Delete)] K2 EH ) v o L THE [[XLr(Yes)] Z:EIR L .Secure Email Threat Defense 7 1) Z B9 52 &
ERIELET,

AYE—UDEET: TV A

I tE—CDFEETICHF—b O A ZFEHAL TLVS & Cisco Secure Email Threat Defense #3E7 77 « F b3 31215,
FIZRD2ODRRIDBHY ET,

B Cisco Secure Email Threat Defense "D A vt —C DEEFFELETEESIF— I 4E5HET S
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Secure Email Threat Defense M EM{L

A= DEET:S— oA

B Microsoft Azure 77> k55 Cisco Secure Email Threat Defense 7 74— 3 U % HIRT % (BIEHELE—F D5
BIETE)

AE—CDEEEELETEHEIITT— DA EERT S
Cisco Secure Email Threat Defense ~D A Y E—C DEEFXEFELETIESITHT— I A ZHRET DHE:

1. Cisco Secure Email Cloud Gateway 3> Y —JLT.[EF 1Y) T 1 Y —E X (Security Services)] > [Threat Defense
Connector] IZ8E#IL %7,

2. [Threat Defense Connector] % [#E%h (Disabled)] [(CEREL T,

Azure M5 D Cisco Secure Email Threat Defense 7 7 U5 —< 3 > O HIG

Azure H 5 Cisco Secure Email Threat Defense 7 71 7—3 3 U 28I T 5 Hik:
1. portal.azure.com [ZFBEIL FT,
2. [T 8—TFS5 14X 77 )45 —> 3> (Enterprise applications)] Z R DI+ TEIRL EF7,
F:Azure THWE 2 —#FAL TVWSEE.CNEPTUDEBREFEENEZ I ELHBYET,

3. Cisco Secure Email Threat Defense % -(% Cisco Secure Email Threat Defense (GEA#MUYBR) 7 ) 45— a3y
#ROIFTTERLES,

4. ERIDR A>T [T AT 4 (Properties) |##IRL £5,

5. [Hlkx (Delete) ] R2 &5 1) v o L THE [ (Yes)] Z#EIR L .Secure Email Threat Defense 7 1) ZHIlxd 52 &
ERRLET.
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K FEE LN DERIE Cisco Secure Email Threat DefenseFAQ TSR TEET,
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