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Assigned roles

Direct role assignments -

Product

Administrator
Read Only
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Read Only
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Group memberships

Cisco Email Threat Defense

Cisco Secure Endpoint

Cisco XDR

Cisco Duo

Cisco Secure Access
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Group membership - Inherited roles Type Status
Group 1 Firewall: Read only, Secure Endpoint: Admin, 2+ Federated Active
Group 2 Federated Active
Group 3 Local Active
Group 4 Federated Active
Group 5 Local Disabled
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Arole is a set of permissions that determine what actions a user or group can perform.
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A management role with full system access.
Can configure system settings, manage

P Al Defense Static users, assign roles, and modify all Al Defense
features. Has complete control over

validation, runtime policies, and application
management.

A management role with limited access. Can

Analyst N BERTED Static run validation tests, add appllf:e_xtlcns, add
assets. Not able to create policies or manage
users.
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Upload a CSV (Comma Separated Value) file containing information on up to 20 users you'd like to
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Click or drag file to this area to upload

The file should list the first name, last name, and
email for each user, separated by commas. Each
user should be on a new line.

:: Domains

A Identity Providers

T ANNEFICA VR—FEND L, [Z—FI1TBM (Addtogroups) |47 a VAT Y £9°,

ATy T4 (FTvay) [Z—7 (Group(s) | ey T X700 A NS, HiffSnza—Y—%BINT25 71—
TR ET,

1-H—HLUO—ILOEE .“



1—H¥—HLUF0—L0EE |
B2yt

o Goas + Users ©  The ENIW_CROUSMALIN) greus was
Acme Organization Invite Users ] uuuuuuuu iy crmsted

~ Add invited users to groups
B Wous (%) usercessis = :

o s © 1ot gons Groupis)

Crowpl 4 Crmpd X Gl

ATFYTE Next] 227V v7 LET,
ZOFETE, 2—F—lln—A &R Y THIENTEET,

ATy 76 [Hffshlca—HF—~Du—1L D% 4T (Assignrole to guests) |31 > T, WO FIELEFEITL ET,
a) [HIV Y ThHr—/L (Rolestoassign) | Ky 7 XU R M) —LASRLET,

Z Ui, Security Provisioning and Administration 73 A > N —F 72 (ZIEHE 0 — L E 2 — P —{ZHID 4T
DT OIZMEADFIATT,

b) BRL7-u— A2 ¥ —7 T4 XZHEEAT HI121E, [0 4T (Assignwithin) | RKe vy 72 o)
A RNWS [ H—TFF A4 X (Enterprise) | ZR L ET,
¢) —W—iZiihe—/LABMT 512X, (TOEM (Addrow) %27V v 7 LET,

1. [HVYTHr—/ (Rolestoassign) | Fry 77X 7 U X MpbBihn—L2@RLET,
2. [EI0 4T (Assignwithin) | Ky 727U X b fnd H8E A v A X v AR L £,

B =—¥—s&UD-L0EE



| 2—v—sLvn—LoEE
1——7hvorommitiax

< Users

Invite Users

. Assign roles to invited users
User details
Invited users must be assigned a role.
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