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Import users from file
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Click or drag file to this area to upload
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ATFv T2 [m— (Roles) | X—T T, B—ALOMICHLTF =y /Ry 7 Z%A AL T, 0L THr— /L4

RLETF,
G¥)

A—LR—RX 7HERavrO—L0EE |

oo — L ra—W—L P —FIZEO Y THIENTEET,

Roles

Arole is a set of permissions that determine what actions a user or group can perform.

[ Q Search roles

] [ All products or services ] [ All types ]

a items selected Select all

a Role name

Product or service

Type ©

+ Add custom role

cancel

Role description @

Administrator

Analyst

ATv T3 [BIYHT (Assign) 1227V v o7 LET,
ATy T4 [m—1DEID ST (Assignrole) | AT A KA A T,
a) BRLHGEe— 280 Y CTHEFZER L ET,

b) [—H%— (Users) | BLO[Z/L—7 (Groups) | Ky 7 X)X 0, TRETna—HF—L 7
N—TH@IRLET,

ATv s [m—/LDE) YT (Assignrole) 127 U7 LET,

Al Defense

Al Defense

Static

Static

A management role with full system access.
Can configure system settings, manage
users, assign roles, and modify all Al Defense
features. Has complete control over
validation, runtime policies, and application
management.

A management role with limited access. Can
run validation tests, add applications, add
assets. Not able to create policies or manage
users.

ROFNEZFEITLET,

BRLcm—An, BRLEa2—PF—BIO7A—7ZHD Y ToNnET,

. O—)IR—X 7Y R a2 ro—)LOERE
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n—ro#yscosiz [

= .
O—J)LDOE|Y B TOHHIER
TUH =TT REHEL, =P —BI O —FIZE L THER TS —/L&2E Y YT
720, B Y THERLIZY TEET,

FIE

AT 71 [Security Provisioning and Administration] " £~ — 3 > A =2 —"C, [E—/L (Roles) 1% 27 U v 7 LET,

ATw 72 [m—/L (Roles) |"—V T, HIRTHu0—LOMICHD FDMA=a—TAar_1&220 v L, [#
#MD>FR (Show Details) ] 23R L £9,

FEROR—=DE, BRI —AB3E DB ToHONTWNL TR TO2—Y =L T —TRNRRINET,

AT T3 BRLI-o— e a—F—F 737V —T OREMN T 2RI 212X, 22—V —F 37 —7o/ICh
HBXTAav%7 w7 LET,
a) MERXAT TRy 7 AT[HIER (Remove) %7 VU v 7 LET,

A—P—FF N —TIE, HlFRSNTor — L OHERYH Y FH A,

ARALO—)LDIERK

TG =TT A REBRET, FEOMERZFFON A X Lo — L 2B TE £,

1R BHHEIIZ
HAL 2 —VEAERR T DRINT, IROBIZIEE L TLIEEW,
o WA LA — LR R— F I TN D A X Ao — /VITERCTE 8 A,

SOOI AL La— )V EERLTWT, % TEOHLNT ey a = JiERI -
G TORGEOH AL Lo — ) WIIEERIZR D ETR, HIBRZSNETA, BEBAHET
T4 MbEND E, FORBOHAF o — L EED YA TE £,

FIE

AT 71 [Security Provisioning and Administration] " &% —3 2 > A =2 —"T, [m—/L (Roles) %27 U v 7 LET,

[2—/L (Roles) ] X—TI2iX, 4Hl. FiET 28, 47, BLUOe—LoiHEzEoa—1D Y A K
NERINET,

ATFw T2 [m—/ (Roles) ] X—V T, [HAZ L —/LDEA (Add CustomRole) 1227 U v 27 LE,

O—ILR—RF7HtERarvrO0—ILOEE .



A—LR—RX 7HERavrO—L0EE |
| EEECIN-EY

RATw T3 [WAZ L —/LOiEN (Add Custom Role) ]X— D [m—/LDOFEAH (Role Details) |27 22T, RO
FIEAZFEITLET,

a) [dh (Product) | Re vy XU U A Mnbua—/LORG 23R L E7,
b) [E—/4 (RoleName) | 7 ¢ —/L N2, B—LD4RIZ AT LET,

(6=
s B — /L DAL S0 LFETICHIRENTOVES, B —ARAIBEEF, "7, THRaefMT
TET, TOMOILFIENTE EEA,

 HEEORIEINI LTCHRICARIO 2 DOB A X Aa— )LTHRETETEFHA,

) (EE) v—roilE AN LET,
d) [k~ (Next) 127 Vw27 LET, ZOAT v 7T, B—/LOMHEREZIEETEET,

ATy T4 [HAZ Lo —LDBEN (Add Custom Role) ]3— D [HEFRDOFEM  (Permission Details) | &2 ¥ 3 > T,
ROFNEEFETLET,

a) FTRINTWVDOHERDY A FHHERZIER L ET,
b) [k~ (Next) 1227 YU 7 LET,

ATy 5 [ (Summary) | &7 a2 T, HAZX LD —/LOFMEMHERLET,
T AL v — L OB, [R—/LDfERK (Create Role) 14227 U v 7 LET,
PV DOFEMEZEE T HI21E, RS (Back) 1%227 VU v 7 LT, RERFEELZNAET,
A v — )L B TICEE T DIl [Fr ot (Cancel) 127V v LET,
HAL Lha—)VER S D L, [B—/L (Roles) [ X—YDu—/LJ 2 MEBMENET,

HRAZ LO—)LDIRE

HAR LB — )L ERET AR, FOa— AN —PF— |2 Y TENTWAEREL T
SV, HAX AOo— )VIREEZMZ D &, B~ —P—T 72 AT ICHEL RITLE

RS
HAL L= VDL EHRO B ZFETE, WAZ bn— V@M 2/MTEE TS EE
Ao

FIE

AT 71 [Security Provisioning and Administration] 7" &% —3 5 > A ==2—"C, [m—/L (Roles) 127 U v 7 L%,

[m—/L (Roles) ]~X—IZi%, 4nil, FTET 28, #1477, BLOe—rofidlzadtr—10U R b
MERENET,

. O—)IR—X 7Y R a2 ro—)LOERE
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ATy T2

ATvT3

RTv74

ATy T5

nz5na—Lobk ]

[7—/L (Roles) 17—V T, BAX La—LORITHD ZOMA=a— 1227V v L, [k (Bdit) ]
ZERLET,

F0E, W ARZ L —LORICH D FOMA=a— %227 Y v L, [FMDF T (Show Details) | %
WL E,

[2—/LDFEA (Role Details) ]-X—C, [fafE (Edit) 1227 V27 LET,

(6=3))

[fREE (Edit) | RZ 03, HAZ 20—V OFARICOLFERINET (EHo—VIRETESEEA)

[ A% v —LOfFEE (EditCustomRole) [-X—C, B AKX Lu—/LOLHT &IV E 2 REE N,
[k~ (Next) 127V v 7 LET,

[ A% Lv—LDfEE (Edit Custom Role) ]X— D [ERDFEM (Permission Details) ] &7 23 > T,
T OHERRA IR L T [k~ (Next) 15227 U v 27 LET,
% (Summary) |87 2 a > C, AKX L —)LOFEMEMELET,

P L OFMAEEET HI2E, KD (Back) 1227V v 7 LT, LERFEELZMZET,
INATEE 2T DL, [EEDOLRSF (Save Changes) |27 U v 27 LET,
EHREX vy 2LV LUTEHRLRWVEAIZ, [Fr B (Cancel) |27 V27 LET,
NAZ b —)vEfwmETHE, [m—/ (Roles) | X—TDr—/L U A MPRHEFINET,

HRA2 LAa—)LDOHIE

FIE

ATy

ATy T2

HAL Lo — UL, =P =T N —TZE ) B TENTWRWERIZOAHIRTE 9,

[Security Provisioning and Administration] 7" &% —3 3 > A =2 —"T, [m—/b (Roles) |27 Vv 7 LE 7,

[m—/v (Roles) |- _X—II2iF, 4l FTET 28, 247, BL o —LodifzEien—10U X b
WERSNET,

HIBR A =2 —I27 7 B A3 5121E, ROWTINEFITLET,

«[7— (Roles) | "=V T, WAX L —LORIZHD ZTOMA=a— 227V vs L, [HIk
(Delete) ] 23R L £,

«[E—/1 (Roles) | —I T, WAL Lu—LORIHD ZOMA=2—__ 2270 v7 L, FHlO
#7~ (Show Details) ] &38R L 97,

O—ILR—RF7HtERarvrO0—ILOEE .



O—LR—Z 7Y +£ZX 3w tO—LOEE |
B z=szamrovtwor

[2—/LOFEH (Role Details) ]-~X—C, [HIFR (Delete) |AR¥ %27 Vw7 LET,
«[m—/L (Roles) | "=V TCu—UIHTDHF =y 7Ry 7 At izl EEOA—IZH D [HIER
(Delete) | R 227 Vw7 LET,

GF)
[HIBE (Delete) 1R ¥ %k, HAZ L —LOLEAEIZORERINET FHEHo—LITHIBRTEEEA) |

A Na—PF =R N —FIZFTTICED Y THNTWDSE, BEA vy E—URFmRan, n—/Li3Hl
PrALEE A,

AT9 T3 [IAHXLe—LOHIFR (Delete CustomRole) R4 A 7 r 7Ry 7 AT, [HIBE (Delete) 1227 U 7 L
7

ééggﬁgﬁgdf ﬁ?OD'J42\J ~

12EM3 Security Cloud Sign On CRET 5 72912 Duo £ EH#EEGE (MFA) #fEH LT\ 5
1Z, 2—4—d Duo MFA & E%)k/kf%i¢ ey h5L, 2—H— @an7
A NERPHIBR S, 22— =T LWFEREER L v /A U RERETEET,

FIE

AT 71 [Security Provisioning and Administration] 7" &% —3 g > A =2 —"TC, [Z2—W— (Users) |7 U v 7 L&
h@‘o
ATv T2 [BEDO2—H— (Current Users) | ¥ 7 C, 22—V —% o7,

ATYT3 a—HF—D FDfA=a—TAar_ |27y L, [MFA®U -t~ b (Reset MFA) | %@ L £,
ATV T8 FERFAAT Ry 7 ZTMFAD Ut~ kb (Reset MFA) %227 U w7 Lk,

WEIDOY A A VR, FO2—HF—Z DuoMFA O 7' A UEREWIAFERE LR ETH LD
R B ET,

A—H—NRAT—FDYtv k

T B =TT XEHEIL, BREEHDOEF A=V FAL R T 22— =D AT — %
Uty bTEET,

. O—)IR—X 7Y R a2 ro—)LOERE
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FIE

AT 71 [Security Provisioning and Administration] 7" &4~ —3 3 ' A =2 —T, [2—H— (Users) ] %27 Vv 27 L&
D

ATv T2 [BAEDOT I b (CurrentAccounts) ] T, SATV—RZU &y b Ha—W—%2A2F, TOMA=2—
7oyl lazry o LES

AT T3 Fay Xy A=a—T, [RATV—RDOU+Ey bk (Resetpassword) | %7 U v LET,

WRAA TR TRy 7 AT, PNAT—RDOYU+Ev bk (Resetpassword) | %7 U w27 LET,
WEIDOHA A VT, FOa2—F— 32T —F 42Uty FT 5L ROLNET,

A—H—7ho 2 CDOEHIE
TUH =TT REEENE, =P =T AV b EEHTEET, WS —F =T %
7V MNE, TRTOT 7' AERE RNET,

FIE

AT 71 [Security Provisioning and Administration] 7" &% —3 5 > A =2 —"TC, [Z—H— (Users) &7 U v 7 L&
D
ATY T2 [2—H— (Users) | X—I T, [BIAEDOT H > kb (Currentaccounts) | ¥ 7% 27 VU w7 LT,

ATV T3 a—P—LORICH D TDOMA=a—T (2l _&2r 0y L, [THYr OB (Disableaccount) ]
IR E 7,

ATV T8 BRENDEAT TRy 7 AT, [THUy O (Disable account) %7 U v 27 LE7,

=P =T H 7 ME, [2—F— (Users) ]X—T D [Exh727 577 b (Disabled Accounts) ] % 7125
IRSNET,

A—H—Fho 2 DETT

TR =T T4 XEHET, EIMbInTca— Y =T v FEEITTEET,

O—ILR—RF7HtERarvrO0—ILOEE .



A—LR—RX 7HERavrO—L0EE |
B =2v—7r9roum

FIE

AT w71 [Security Provisioning and Administration] 7" £/ —+ 5 > A =2 —"TC, [2—H%— (Users) | %7 Vv 7 L&
R
ATY T2 [2—W— (Users) | X—C, [#h72T7 > b (Disabled Accounts) | Z 7 %27V v 7 LE7,

ATYT3 a—HPF—LZORICHD FDOMA=a—T (a7 Vv L, [7T27EADET (Restoreaccess) | %
BIRLET,

AT T RRENDEAT TRy 7 AT, [T7EADET (Restoreaccess) |27 Vv 7 LET,

=P =RUENCBIEM T b TV e T R TO I N—T L a— L a2 Gla—F =T 7 B AREILSNET,
Z—HP—i%, [2—F— (Users) ] X—TD[BIEDT H U b (Current Accounts) ] Z 7IZFRRENE T,

A—H—=7H 2 ~DHIER

TR =T TA REREL, 2B =TT A A a— =T FEHIBRTEET,
FIE

AT w71 [Security Provisioning and Administration] 7" &%/ —3+ 5 > XA =2 —"TC, [2—H%— (Users) |27 Vv 7 L&
ﬁ‘o

ATw 72 [BAEDOT 17k (Current Accounts) | ¥ 7 C, HIbRT D2 —W—x > h U OREIZH D Z D A —a—|"]
7 Vv 7 L, [2—F—0DHIER (Remove user) ] ZiER L F 77,

AT9 T3 [2—HF—DHIEE (Remove User) ] ¥ A 717Ky 7 AT, [HIFR (Remove) |27V v 7 LET,

2P =T H T MMM H =T T4 ANLHIRESN, 2= — I X —T T4 ZANO EORIZH T
TEHATERL] B £,

PR IL— T DERK

TUH =TT REBEX, INAN—TEER L., TDOITN—F Il a—P—EBMTEET,

. O—)IR—X 7Y R a2 ro—)LOERE
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FIE

ATy T

ATvT2
ATvT3

ATvT4
ATy TH

ATvT6

VY Y T |

[Security Provisioning and Administration] 7/ —3 a2 > A =2 —"T, [Z/V—7 (Groups) %7V v 7 L&
D

[Zv—7" (Groups) ] X—Y T, [Z/—7DENM (Addgroup) 127V v 7 LET,

[4A1 (Name) ] 7 4 —/L RELO[#H] (Description) | 7 4 —/L FIZFEMAZ AT LET,

GE)
TN—T20% 50 LTFHBZ72NE I LT EEN,

[Next] 27 U > 27 LET,

(FA7vay) I—FIla—P—%BMT5120F, [2—F—DEM (Addusers) ] Fry 77X U &
FD 2 —H—2 B L E T,
(¥ 7T (Finish) 1227V >y 27 LET,

HLWT—T N [Z—T (Groups) | _X—IIZFERENET,

GIL—T2DHwE

FIE

ATy T

ATy T2

ATvT3
RTv74
ATy TH

TUH =TT A XEHREL, TN—TOAFTIEHHEEETEET,

[Security Provisioning and Administration] &4/ —3 a3 > A =2 —"7T, [Z/V—7 (Groups) %7V 7 L%
@—O

[Z/V—7" (Groups) | —U T, #WETLHI/N—FOMIHD ZOMA=a—T A3 &2 ) v
L. [feE (Bdit) |47 > ara2@&RLET,

[Zv—7" (Groups) | X—V T, $hET7 A 2% 7 Vw7 LTI N—TREmRELET,

[ N—T7% O (Edit Group Name) | AT A KA XA T, FA—7DL4RIERAEREL T,
[E#F (Update) |27V v 7 LET,

TN—THOHEHL, [ZV—7 (Groups) | ~— T THEGRTE £7,

O—ILR—RF7HtERarvrO0—ILOEE .



A—LR—RX 7HERavrO—L0EE |
B /r—7~02—¥—nem

GI—TI~AD1—H—0EN

TR —T T4 REHEL, I —T Il a— Y —FBINTE £,
FE

ATy [BEEBET Y XFE (Administrator AccessControl) | >[EEE S JL— 7 (Admin Groups) %R L £
R

AT w 72 [Security Provisioning and Administration] 7" &4 —3 5 > A =2—"TC, [/ /V—7 (Groups) %7 U7 L&
-gAO

ATV T3 [ZN—7 (Groups) | VA M=V T, 2—HF—%2BMTLEI7NV—TOMIIHDLZOMA=2—DT (2

v E22 Y v U, [FEMOFETR (Show Details) [ 47 3 VA BIR L £,

ATy T4 [2—%— (User) |7 v 3 T[2—HP—DiEM (AddUsers) 1227V v 7 LET,

RT9TE BRENDZAT TRy 7 AD[2—F—DiBN (AddUsers) ] Ka vy 77X T YA RNL, ZO7 ) —
TIENT 22— —Z28IR L E 7,

ATYT6 [2—F DB (AddUsers) 127 U 7 LET,
L<Bhmsniza—¥—E, [Zv—7 (Groups) | =D [—H— (Users) &7 ¥ a Z—FFKR
EnEd,

N O ==
A—I)LDTIL—T~ADEY KT
TR =TT REEEFL, 2BV V—TZ 1ol ko — 1 E2E) B CThHZ LR
TExET,

FIE

AT w71 [Security Provisioning and Administration] 7" &4 —3 3 > A =2 —"TC, [/ /V—7 (Groups) %7 U v 27 L&
R

ATy T2 [V V—F (Groups) | X—V T, FA—TORICHD TDOMA=a— T A a2 20 o7 L, [
DR (Show Details) |47 v a »&BRINLET,
ATY T3 [Z—T (Groups) |7 S— 2D [EIY 4 TH A —/L (AssignedRoles) |£27 2 a T, [m—ADEY YT
(Assignrole) | AR¥ %7 Vw7 LET,
ATy T4 [m—LDEID YT (AssignRoles) | AT A FA A T, IROTFNEEFEIT L E9,

GE)

. O—)IR—X 7Y R a2 ro—)LOERE
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ATy TH

sn—Insa—s—%tk [

TN—Z0F, IR L TER O — L 2B S THZENTEXET,

a) [fLfh v —/ (Productandrole) | Ru v X7 J A Rnba—/LERRLET,
b) [HfhA A F A (Productlnstance) | Ry 77X U A MC, BRI — L &2H0 2 THREA
VAR AR ET,

IR Lo — V2B ORIG A L AZ L ACED Y TEHZ L EBIRTE £,

[m—/LDEI) 2T (Assignroles) %7 Vw27 LET,

BFrL<<E Y THNIZr—E, [Zv—F (Groups) | X—Y D [EID Y THzm—/L
(Assigned Roles) 1 &7 v a ZFRINET,

JIL—Thba1—H—ZHIk

FIE

ATy T

ATy T2

ATv7T3
ATvT4

T H =TT A RERENL, IN—T b= —FHIRTEET,

[Security Provisioning and Administration] &4/ —3 a3 > A =2 —"7T, [Z/V—7 (Groups) %7V 7 L%
j—O

[Zv—7 (Groups) | X—V T, 2—PF—%HlRT 27/ N—TORICHEZOMA=2—DT a2 |
7V w7 L, [ R (Show Details) | 47> a 2@ IRLE T,

BIRLTZ V=T Da—HF—D Y 2 06, HIFRT 22—V —2 RN ET,

[——DHIEE (Removeusers) | A"¥X %7 U w7 LET,

FREINDMERLAT O VR y 7 AT, [2—F—0DOHIER (Removeusers) |27 U 27 LCT 7 v aah
BLET,

Z—P=RT =T hbHIRESD & [Z/V—T (Groups) | =Y D2—H—U X MIZDZ—H—
RSN R ET,

FIL—TDHIE

TN—T1F, AU R=DNRWEAIZORHIBRTE £1,

O—ILR—RF7HtERarvrO0—ILOEE .



A—LR—RX 7HERavrO—L0EE |
B 7 77 070%x

FIE

AT w71 [Security Provisioning and Administration] 7" &4 —3 5 > A =2 —"TC, [/ /V—7 (Groups) %7 U7 L&
R

ATY T2 BBt 57— OMICHD TOMA=a—TAar %2270 v 7 L, [HIE (Delete) ] %8R L £
j—o
RTY T3 [ A—TDHIEE (Delete Group) [ #ERZ A T a7 Ry 7 AT [HIBR (Delete) 15227V 27 LET,

TR =TT AN T NV—TRHIRENET,

79T4ET4BTDEKR

EHET, 24 —T T ANO2——a S A T I T AT 2R TEET, 2—P—
as A OFIE, T aNB ) T AT a s frEoREATERENET, 2—F =%, H
fERRIOHFH, = —W—, A X2 " T XA TR EORMIHESINT, FFEDA NV M &
TANFE L THRBTEET, T 74V T, HEOBMOT 77 4 €T 4T —X N7 —
TICRRSNET,

FIE

AT w71 [Security Provisioning and Administration] 7 &% — 3 . A =2 —"T, [T 77 4 E7 417 (Activity Log) ]
27V v LET,
[T27T7 4874127 (Activity Log) 1 X—IZiE, 4 X DY RN, BT —%, K], =—%—o
BFA—AT FUAL A~y MRE R EOFFMNFR SN ET,

AT T2 BEDA R MERETHIZIE, [74v# (Filters) 1227V v 7 LET,
a) [AX D7 4 VZAE (Filterevents) | AT A KA XA T, A XV DY RANET ¢ )L HULEL
THEMEAZTRLET,

A RO, X2 M7 E AT Flelda— -2 R ERETE ., FMOMAGDOE HE
RTEFET,

b) [ DT ¢ )L XA (Filterevents) | %27 U v 27 LET,
ZOR—=VIE, RBEREICE SN TTRCTOAL Ry FBRERSNET,

ATYT3 TANBEARLTA XY bORY A MEFRFTHITE, [TXTIEY b (Resetall) 1227 ) v 2 LE
B

. O—)IR—X 7Y R a2 ro—)LOERE



| e—LR—Z2 7o €2 v bO—LOEE
7o71E71050%% [

AT T8 BHOAR bOYy NEFIRTDHITE, [A X bT—XDOHEH (Refresheventdata) 127 U 7 LE
T ZOT Vv alkY BIEOT A VERHEH &I, B OT = RERINET,

O—ILR—RF7HtERarvrO0—ILOEE .



A—LA—X 7H+R 3> rO—LOEE |
B 7 77 070%x

. O—)LR—X F7HERXaAvrO—)LDOEE



BERICDOWT

CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



