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T Add New Domain
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BE  Overview

o . | Domain
Domain
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E
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T3 —T5A4 XDIERK

DO 2 —T T4 XEEK L. FNEFNICMBDO2—Y— 80 BIORFEOMOT

B—T5f XF—2 Dy NEBRETXET,

FIE

AT w71 Security Provisioning and Administration T, 77 7% E#cH 5 [ X —7F 4 X (Enterprise) | A == —
W=V NVEEbE, HiLn ¥ —7F 4 XOERK (Create new enterprise) [ =727 V7 LET,

Ll =TT X5l b, BIIEOZ L X —T 74 X3 T LET,
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A Create new enterprise

New enterprise name *

[ New - 11 -PP ]

50 character limit

Region deployment *

[[ North America ® v J]

This selection determines the deployment for all products and services added
to this enterprise. Read documentation.

ATFYT2 22 =TT ADL4HIE AT LET,
ATV =2 —T T4 AOESHMIEEZREL £,
GE)
c IDAT v I TERTIHIKIC L T, 2O Z2—7F 4 XIZBEEMTON DT TR &P —
B A D RBE AT RE AR U AN £ F 5,

s TUH—T T4 AOHIGEEIL, RERIIEF T EHA, MEOT U X —T T 4 AOHIE % FRFES
DI EIFHELE L AN, nH%ﬂ‘éb%f)) » DA 1%, Cisco Technical Assistance IZEBRHIVE < 72
SV, FlE, R ECEMOY T A7 Y Ty a v HIZH LW H—T T f REERTX
e

MR E A EET D L BEFORER L 7 — 2 R E L 5 A DTN H Y £7,

a) [Hik (Region) | K v 7 H 7 U R NNEL, ¥ —T7 54 AOWEHE - (XEZRINLET ([
W (Region) | Fuy7FH U R RNIE, 777 ROBEAZKRA NTE 5 ELMEHEO Y X b2
FRINET) .

TUH =TT A ROESHBEIZFE-SU T, Security Provisioning and Administration 73 $ 5 0 i B Hidek %5 1
YCET, W TELHIEAEREY R — F SN TWiRWEE . Security Provisioning and Administration {3,
B a Yy 712N ARA N7 4 — AT, FEH AR @%Tﬁ%ﬁﬂﬂﬁi%@ﬁ'ﬁﬂﬂfﬂﬁ BOEE
9, LI AE A FTRE 70 BB HUE B Se U & — B L 2 W iGa . FoRICIE, EHRRERERA T v a v
WZEEDWTHUE N EI D Y THiLET,

VTRV T varOERT v AP R AL & HERE O —BUR A & R T%i? 27/75
ANA O [BEEBR (Product deployment) ] 77— /L ® [JEBR (Deployments) ] 7 4 —/b RiZid,
B HidEk 35 L OVRIR L 72 IO E CORLE 2 R TR DT A 2 U REIRESNET,

CHEDOF v s w—2r @ 13 IR U HUE E - I3ER, T R— N ST S R & — 5
LCWAZ EERLET,
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o7 oy B E R U R IR A BB T X 20 D AR T, BT, (T ATRE R H
BZHID Y TonEd,
ATy T4 [{ER (Create) 1227V v 7 LET,
Lz 2 —7 7 X %8R L7 IKHE T Security Provisioning and Administration 73 ) v — R Z v E T,

(@ J— S —t
I RA—T534A XDERNER
ER LT ¥ —T T4 AOL4RIEERTEXET, X —T T4 AOLFNT 50 XFIZHIFR
ENTWVET,

FIE

ATY T [ X —TTF A X (Enterprise) | A ==—nbH, ARIEZEET LT X —T T4 REFRLET,

AT w 72 Security Provisioning and Administration ~X—3 D EEICH D = X —T T A4 R4 DRI H DENET A a2 74
Vw7 LET,

ART9 T3 [ X =TT 4 XL D% (EditEnterpriseName) | XA 7 0 7Ry 7 AT U X —TT 4 ZOH L4 HI
AL, [PR1F (Save) 1227V v 7 LET,

I RA—TS54XDYYER

Security Provisioning and Administration CHEATT 5 T X TOEIE (KA A LV OEHRLZ—F—D
Bfi7e &) 1, BUEEREN WA= ¥ —7 T A XM S4vEJ, Security Provisioning and
Administration ® EFIZH B [ ¥ —7F 4 X (Enterprise) ] A == —IZi%, BERRINT
WOZ B =T TAAPERFRINET, HOTZ =TT 4 RV EZ 5I12iE. ROFNEIZ
fEVET,

FIE

AT T [2oZ—TF AR (Enterprise) | A =a—|lh—YNVEGbE, AT74 KA XA4 UL HMOT X —
TITA R BRI ET,
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Enterprise Select an enterprise X
Example Corp >

L >4

Create new enterprise
BS  Overview

Example Corp v
2 Users

Acme Corp

A -
=: Domains Demo Enterprise

¥ Identity Providers

AT T2 [ X =TT ADYIY F % (Switch Enterprise) | A 7 0 7R v 7 AT, [fifT (Proceed) 1227V v 7
L\i‘é—c

T B —T T A XN L7 IKBE T Security Provisioning and Administration 73 ) 72— K X3 FE 7,

(@ Ju— R\ (o]
ITA—DTD5ARANDT7I7ERADYHR—
PR — FF—L2NMEEZ LV EMICZHB I RT RNy /xR L9, F—Ahlzm o Z—7
FGARND—WG 2T 7 v AMEEMETEET, 20T 7R L, BEIN-HEAEET S
CHERNIZER O E I, REIZRST-BITWVW O THEICTHIZ b TEET,
HYR— b7 EXDEMIE
WL TN S ERETHEOIC, FHE— FNF— AT =T T A Z~DT 7 A EHAT
X FT,

FIE

AT w71 [Security Provisioning and Administration Security Cloud Control] 7 4 > K7 T, = X —T7 T4 X A ==a2—|C
= NVEHEDE, ATA AL UPHE X —T T4 XEERLET,

T X —T T A RN LI IRBE T Security Provisioning and Administration 73 V) 72— K S 31FE 7,

AT w 72 [Security Provisioning and Administration] 7" &% —3 2 > A =2 —T, [¥HR— K727 A (Support Access) ]
27V v 7 LET,
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Support Access

Overview

uuuuu

AT9 73 [FR— 1T 27 kA (Support Access) | X— T, [R— 727 ADA%NE (Enable support access) | &
77Uy LET,

ATY T4 [PR— 727 v 2AD4A%0E (Enable Support Access) ] AT A RA A T, [T 27 AWM (Access
duration) ] Fr vy 7% 7 U 2 Mpb#IH AR L 7,

i, VAV R =" F =N X =TT A XTH T MIT 7 ATE ST,

ATy TE [ X —TF 4 XID (EnterpriseID) ] C, 7V v 7 R—K7A4arvz7 )y LCERFEZaL—LET,
Q) TUR—TFTARXIDEL—TTHFR MY =B T ET,
b) RKOOLNEDH, ZH—T T A XID VAP R— b TF—AIZRME L F5,

Support Access Enable Support Access
o ondshra th

......................

aaaaaaaaaaaaaaaa

ssssssssssssssssssss

ATwT6 [A%) (Enable) 1227 Vv LET,

T =T TARNDT T RABEN /D, PR — N TF— A EFRE L= ¥ —7F
ARIT 7 ATEET, ZOHEPKTTDHE, TI78ATAHNICTRYVIEINET,

HR— b7 ADOEML

VEIZEU T, PAR— M F—LICRBEINTWE 7 7 B AEZMVIET N TEET, £
oo 77 AMBERARETH L. 77 B RTEBNICIRVIESNLET,
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AT 71 Security Provisioning and Administration A == —"C, [¥7R— K7 27X (Support Access) ] &7 U v 7 L&
D

AT T2 [PR—= 77 ADMEEL (Disable Support Access) 1 %7 UV v 7 LET,

AT9 T3 [VR—= T 7 vADMELL (Disable Support Access) | XA 707w 42 RUT, [77ADEML (Disable
access) |27 U v 7 LET,

TR =TT A RADIET 7 AP > TUVET,
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U ADIELZ S Te, Security Provisioning and Administration %7 A7 U 7Lz VERE T u& R |
DWTHBLET,
T2 UTF g TFa A0ME (13 2—)
TR T a DR (14 X—)
BB AR ADT VT 4 T (17 =—2)
YWY 7 A7 ) 7y a VOFMOFR (19 <—)
« SERE P GRBLEL A A AD R (20 X—)
UhA U AB U ADIET 77 4 7k (22 X—Y)

11l

T3 0t ROBE

LW TR7 )T gz 2anbiAT 58 AT ot XAICHRE L) OmEifE e
WY T A7) FrarBERa— REETT oLl A A— LR EE S ET, Security Cloud =
VE—=T T4 REBREIL, BRa—-REZELEL, (VW7 R 27U 7T a OER (Claim
subscription) 1 (1) 227V v 7 LC, BUEOTZ L X —T T4 XDV T A7 U7y arw2ERKL
£

YT RV T arEBERTLE, [JEEV—ERADT VT 4 X~ g AT —HF A (Product
and service activation status) ]2 2 g A4 LRSS DHBGH (2) BAERRINET,

TUH =TT XEHEL, [T T 471t (Activate) 1 3) =27 Vw7 LT, ®RET 774
TELES, 777 4 TMes i Biinid, [ (Products) 1227 a3 (4) ([ZFRShE

R
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Overview - New - 11-PP »

@  subscription successfully claimed. Organization admin(s) assigned as product administrators.
Go to role based access control page to manage users access and permissions.

(=]

Product and service activation status 3

Cisco Secure Email Threat Defense A\ Activation in progress

]
Cisco Duo Start date 08/20/2023

Cisco Secure Endpoint Start date 08/20/2023
Products

Cisco Secure Access Secure Internet Access & Secure Private

Access Advantage @ Activated
Subscription ID sub251962

End date

External instance ID 8254574 X

Quantity 1000

Region Global

TIT 4 eI i, MRV TR U T a COREMER D X A L TRRINE
To

kZ 4 7B Tl S ULk & £97, Security Cloud (2 HE#5E S AL T D AR ELEL L A
VAR AZE, Extemally managed © S 3L A3 i) X *9,

\)

6= U, BB, BEOEE, {57 RAU0BNRE, VYT R27 V7Y a VCERTRND L6,
RUHYTA7 YT a N CTT_XTOEENEIMICOUIRIS, 77T« 7RG A R &
ATHEHFENET, FHEIL, V7227072 a OEFICHET LE S A — /LB ZZITHY
i‘a—o

N O ~

HIRXO1) T3 DEKXK
BAYIOWET 77 4 RXR— g VO@EEEE LTHRESN 2 — =2 T 27 ) Fog VER
I— RPEFA—NLTEEINET, FHEFIL, BRa—FE2EHL =2 —TF T4 XD
7%&)7/3/%%*Li¢ YTAT VT arw#BRTDLDE, OV TAT YT a
OREN B ES—ERADT 7T 4 X—3 3 A7 —4% A (Product and service activation
status) ]V A I\ BEmEnEd, [7277 471k (Activate) | RZ &7 Vv r$5HL, UA B
WORLET 7T 4 7L TE £,
IUH—TTGARXRT IV =AM YT RN a DA, VoA A— L EERa—
R, BREN7eY 7 A7 07y a v OBtEHE CTliZel, =¥ —T 734X T 7V —A |k
U—J A~X—A (EAWS) WTHRHDER MTbIW L ZIIHEFEINET, 27— T4 X
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| BRELTH TR YT 3 0ER
$IzoyFvarosk |

TTY =AY RO x LB A A— L LBk a— KX, EAWS N CBR 21T 5 FHH Y 5 0B
FIZEFEENET,

1R BHHEIIZ

DTOFEZZTTHICE. 72270 F g BsRka— RRKLETT,

FIE

ATy 71 [ (Overview) ] X—Y T, 7 A7) v arNOMBAEERLCT VT 4 /b2 —T7F4
REFRT D), Lo 4 —F 714 XeER LET,

AT9 T2 HFEBCHL [T A7) T g O%R (Claim subscription) 1 %27 U v 27 LT,

ATv T3 #Ra—REANL, R~ (Next) |27 U v 27 LET,

Claim Subscription

o c Enter subscription claim code
nter subscription claim code
To begin, enter your claim code below and click Next. For detailed instructions
please read our documentation (7.
Subscription claim code *
[[ SWXH-GMDD-SMRK-KTQM| ]]
¢ o [ |

RT9T4 TRV T a v wllig AR AT ET, YT RAZ VT a rO—ETH LR A R L,
TR T g v EBEMT LR A AX A EEIR L E T, BEDA A X A BEA T D0,
VAT DTH LA AL U ABER ST E T,
a) VTR Ty a ANTHEMNT DEAFOR A A Z L AD [BEAEDA AL ADEEAT T (Attach
existing instance) | F = v 7Ry 7 AEF N LET,

BEGEOA AR LAY T A7 )Ty a NCEEMIT A7 e X2 T 51203, BINOBRERNLE
T, METF—LFIT 7T 4= g ATy U A MCEK LT, BEORGL A AZ R
SAv L AEBBATAS S o AEBETAI L TEXET,

GE)

—EOREDOF = v IRy 7 AE, LFOWTNDOBBIZE D B> TWAEANRHY £9,

cH TRV T g EERE, T T4 N— g Y ERETTHEOIGEBMOFIEE AL

WHTH D,
BEMOTFNETIE, B TSI [(MERT 7 v a (Actionrequired) |47 a v &AL T, HE
AN =TT LET,

CHLWA VAL ADT T 4 TALDOBATRER N TH 5,

Cisco Security Provisioning and Administration 1—— 5 4 K .



WREELUHTRIY T avngE |
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b) Fxv IRy 7 ZA%F AL TWRWRB OGS "WEOFH LA L AZ LAWY T A7) F g »
WZBhEA T B IvE T,

Claim Subscription

@ Enter subscription claim code Products
e Review products Below is the list of products in your subscription. To attach an existing instance instead of creating a new instance, select the box for that product.
Products Attach existing instance (O
Cisco Secure Endpoint
Cisco Secure Email Threat Defense @]
Cisco Duo
Cisco Secure Access =]
S
< Cancel m

ATy 75 B &R BE T ST B P REZR I D U X M AR L. [Z5K (Claim) 1 &2 Y v 27 LET,

Claim Subscription

o Enter subscription claim code | Review subscription
Subscription ID Enterprise region ®
sub251962 North America
e Review subscription | Products Deployments
Cisco Secure Endpoint Region will be per existing tenant @
Cisco Secure Email Threat Defense North America @
Cisco Duo Global @
Cisco Secure Access Global @
< Cancel m

ERAHIEIL, BEFOTXRCoORGE A AKX A IZED B THEnET,
PLTFO7A aid, A A% o ADREFRMRS L OSER Lk colidEs R~ L E7,

CHEOF v s w—r @ (3, IR LI E - IEN, R THR— F SR TS R L 5
LTWB - EaRLET,

e F LU T A 3, I L7 sk 2R L7 s TR N R TRE T h B D L R L E
£

s T a2 BT, RIR USRI A TR TR A2 & AR, BT, A TR A
icE D YT L NET,

Y7270 T g BERTLEREICIT. 2o X —T T4 ANTEREIN D TRTORGOY & HEE
O—/LREN B THENET,

a—YP—lZo—LEZEDYHTHZ LT, LEIDSUTEREAZBMTEEY, 2—F—lco—L 2%y
YChH B5—) | EBERLTIEIN,

. Cisco Security Provisioning and Administration 11—+ — /4 K
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we o280 2070574 91 |

LW A X F o APRHBIC e e Y a =7 S, [HEE (Overview) 14 7@ [#5 (Products) ]
VA MZBMEnET, BEFEORMA L AX AL, T2 T 477 v AN LT 77 4 7T 54
ERbVET, WEA L RZ220T7 77 47 (17_—=2) | Z2RLTITEEN,

GX)

Linld, EORSNZBEA O®RIZT 7 7 o ThshEd, =¥ —7I7A4 X7 7V —2A 2k (EA) $7 A
VT aNlonTE, BET 7T 4 LT LRI, T A =T TARXT TV =AY N T — 7 A—
A (EAWS) T ZER L9, EAWS ZRiX, 5877 5 F TITHRK 24 K220 £9°, EAWS ZR)
WX &, ®EET 7T 40 7 TEET,

RDRERY
YT 27 )7y arOfERICE LR ET 7T 4 T TEE T,

HEEAARIVADT I T4 71
VTRV Foa PN T AT Y7 arOBEREN, EORMAIGET D E, ZOY TR
VI va ilgGEnsflaer 770 7k cEEd, BEOZ X —TF3A4 XTT 7T 471k

SNTREFEORGA LV AZ U ARHHEEIT, FILWRETA 2 AEBEFEOA VA X AT
%ﬁ?é#\ﬁbw%/x&/x%77747m¢5#@ﬁfﬁi¢o

)

GE) i, BRSPS R URRICORT 77 4 7 TE £,

TUHR—TTARXT TV —=A 2k (BA) H 7 A7 V7 arOAIE, ROTIAZETLT
BTRI )T a v ERELET,

1. EAWSTUY IR MEREE  BRENEBBLUBICY T A7 VT a a7 77 474k
THIE, T F—TF5A X T YV =R N U —7 22— (EAWS) TERZX(E
Liﬁ‘o

2. JLIEBERE : TR EAWS THE SN D £ TITEH K 24 BRI 200 £,

3. TUOTaR—=2 3 DFEME : EAWS ZRPMLELS L5 &, Security Provisioning and
Administration TR T 7 7 ¢ =9 UBENTe D £, IROFIEZETL T, BiLA
VAR AET T 4 T LET,

FIE

AT w71 Security Provisioning and Administration ~<X—C, B#H T 28 GV T 27 VT a 0T A7 T g v
DERIHEA LD ERILE= X —T T4 XERIRLET,
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ATwFT2 BV —EADT 7T 4 _X— 3 A7 —H A (Product and service activation status) ] U A KT, 77
T4 7T 8O [T 77 4 71k (Activate) 1227V v 27 LET,

ATy T3 BRENTFATA RAL XL T, FA BV AZBFEORE A 2 X 2 AZEBET A2, BELOH L
AVAB U RENERT DN ERIN L F7,

Cisco Secure Access X
Subscription ID Sub5347023532423423412112

You can apply to this license to a new instance of or to an
existing instance. Select an option to proceed.

@ Activate a new instance

() Apply license to an existing instance

BEFDA v AR AT 77 4 7T 5%, o7 e ey a =27 51k (Howwould you like to provision
theproduct) | K v X U R RG [BEFEOT D > MIEEHE (Connect an existing account) | Z &I L
i j‘o

BEOF LA VAF L AEERT DICE, [T e ey a =271 (Howwould you like to provision
the product) | Ru v X7 U X R LT D > b OERL (Create a new account) | ZI#IR L 77,

ATV T8 [T T 43— 3 DOFER (Request activation) | %227 UV v 7 LET,

D AT =X 2 [T 7T 4 7LD HEITH  (Activation in progress) & Fonm &L, A v A X ADT
T 4 TERNEITH TH D T EDRINET, ZORETIE, ®iA U AZ U AIDITERSNETA, 7
IT 4 TN TTHE, BEICRA A Z A D NEID ST B, BSOS [ (Products) ]
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| BEBLUHTRHIY TS 3 0EE
ngyIzoyIvavormors i

v va iR EINET, T2 7 4 TMEORETICTRE VRN D> T AEEEIL, v AR — |
ICBBWADEL TSV,

LS [ (Products) | 7— 7 MZBMENET, THEF T A7V 7y a oo R] 22R L
/C<7L;él/\o

RMEH TR YT a3 oOHMBORT

[MEZE (Overview) ]-=X— D [EL (Products) &7 v a idid, SN CERBLIOT 7 7 «
T s A E T, YT A7) Ty a COMERERSNET,

A VAR A ET 7T 4 7T D L. FOREN [HAL (Products) £ 27 ¥ g VICERE
ET,

(5 (Products) 1 EZ7 v a ORI — NIZiX, 7277 4 7{bsn =8I T 2RO
MNFRINET,

o [BL54 (Product Name) |: V7 227 U 7 g v CHEA L7=8LEL 04 R,

ZEnt, A L-FERHE (Be2E5t) . BXOYVTA7 V7o a  aBiddTr 7
T4 TR OMERZ BT A5 EOBET AFEMAEN LI b D TY,

7o & 21X, Advantage M8 IZEXE S 4172 Cisco XDR 5L O IZ1E [Cisco XDR
Advantage| & FRARINFET,

[T ATV Ty a iR (W7 A2 Y 7 3 ID)  (Subscription Identifier (Subscription

D) ]: TRV T g EORMEE 2D RBIZEID S THATND —EOMAF,
YT A7 VT g TERIND-GITT T, 207227 Y 72 g 0 ID IZBEES T
bIET,

«[#TH (EndDate) ]: HIMOKTRHIZET DL TRZ Y Fra MR EINLTY
é%ﬁ®%ﬁ%75%fbi# ZOBHIIREHZRBMATERLS, TR T a v
DEFESNTHAFERESINDIAREERH Y £, VT 227V TV a v ORKINRKTH
AT 5T :L /X:IT& TN R — MZBRWEDELTZEI 0,

s [FMERA A& > AID  (ExternalInstanceID) |: 7 7 7 4 7L SN A IMMBLIL A AKX A
D—FE ORI

« (% (Quantity) ]: V7 R7 U FLa L ICEENDIEEDOHERMNGREEZRLET,

o [ (Region) ]|: = ¥ —7' 7 A XOEIHUBIZE DR TR A A X 2 2D B Hisk
ERELET,
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NEEENREZA VRE R DES

Security Provisioning and Administration DM TEB IN TWB A BT A VXX AN H D
WaE, MBI U T Security Cloud =2 % — 7' F A X CE £9°, A 3ld, Security
Provisioning and Administration & EEFZ D U A NI, A > A X A% Security Cloud (253 5 7=
DOPFFA—NEEETHET, ZOFavREMELET, FHEETI A4 LT, 4
A 2 A K A% Security Cloud ([ZHaE T& £9°, Security Cloud |24 S AL TV H R, A &
K AiE, B4 ORI [SMNAEER  (Bxternally managed) | 7 VMUV TUNVE T,

WA AE L AD [INBEEE (Externallymanaged) |7 VN WEEIR, AV AX LV RAET
IT 4 TCET. T T 4 R_X—=2 a3 ATy U X MIUHERT 50, A 3P R— MRV
BhEIEIN,

A VAR AT B —T T R T DA T a VBRERSINEWGEER, T T 4
NR—=v gy AUy A MUERT I, AP R— MIBREWADELZ S0,

FIE

AT w T 1 Security Provisioning and Administration C, AMBE BRI A L A X U R BT DT X —T T A RN
L7,
ATv T2 BT o8OI H D B OB (Attach product) 1227V v 7 LE T,
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| BRELTH TR YT 3 0ER
sugmngnaq vzso20es i

Overview - Legacyattach 0

Enterprise ID - 20f8c07f-3b94-4a5a 4
Invitations to attach existing products

to a Cisco Security Cloud Enterprise

Invitations to attach existing product O 1

Cisco Secure Access

Products

Secure Endpoint @ Activated

Subscription ID Sub1234
End date 12/03/2025

External instance ID 151e4330-634b-480b-9f22-341994e8c05e

Quantity 500
Region Asia Pacific
Beor S BiE, GO Y R MINTEELT A& CERRINET,
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RO ORIV RADIET Y T4 T

A VAL RO TCT 7T 4 TR LTEGER, BEEEITH LW U hoTM8R
EHARATEAE, WA Vo AZ R EET 7T 4 T TEET, WA VAKX RAEIET
IT 47T Dl FET VT A TR 0ET, TV T 4 TRTA B ANRFOMEH RIS
Y, TR —T T REEE IR OET 7T ¢ T R TR £,

N

GE)

TABVADRNE A VAL AE AN CTEBLESN TV DR A VR R IIET 7
TATTEFEEA, WAV AZ L AEZT A —T T R o CTREBEMITZHEIE. VA
aPR— hF—AICBWEbEL S,

FIE

AT w71 Cisco Security Provisioning and Administration ¢, 5727 V7> a7 77 4 TAGIZHER L7=0 L [FH
Lo —7 T4 X&RIRLET,

ATv 72 [ME (Overview) [X— O [# (Products) 17 —7/VC, T 7T 4 7L 2 ORI H 5 Z Dl A

=a—l %2V v s L, #6727 F 1 71 (Deactivate) ] %#384R L £,
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| BRELTH TR YT 3 0ER
na 28 20k75574 71t |

Products

Cisco Secure Email Threat Defense @ Activated
Subscription ID 0689b7ea-1e38-4150-a7a8-c7ach4d9c034
End date -

External instance ID  64828e0b-6989-4f16-9401-da0f305d1925
Quantity 100

Region North America

Cisco Secure Endpoint Advantage @ Activated

Subscription ID 0689b7ea-1e38-4150| © Deactivate

End date -
External instance ID  99e154b3-03¢8-4223-980d-6e58590a6a22
Quantity 100

Region North America

ATV T3 T T 4T F ATl Ry 7 AT, [FET 277 + 71t (Deactivate) 1 %27V v 7 LET,

ET 7T 4 THtE, A A E L ADTRTOY— AN — IR & fu, [#845 (Products) [T —7 LT
FOWEPIET 7T 4 T ERRFENET,

KT 7T 4T ENTHEOYT AT VT ary T4 AR, [T T 43— a O (Activation
pending) | 7T—7 NVIZESNET,

B T2 ary T4 AT, BTLWRELA L RAEZ LV RET 7T 4 LT ATEDIERATXA L 51T
Y ELE, £703. BHEORLA VAL A TA B AEZEHATLHZ b TEET, FEMICOWTIL,
A AKX ADT 7T 4 74b) #5R LT ZE0,

DT 7T 4 T T DEF A —ANRT o Z =TT 4 ZEHFITHEENET,

K77 T 47T AT T =04 LT-5E 13, Support Case Manager T3 A ¥ 48— h F— AT
WEDELIZEN,

[3E7 27 7 4 74t (Deactivate) |47+ a U Tlx, A B AW A VAKX VA FE T3/ CEBES
NTWDHHLA A Z A THIBRSILER A,
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=% =R

O—J)LR—X F7HERX a2 O—)LOE
IH

Security Provisioning and Administration ‘F#EF L, = 4 —7F 4 ANO 22— — T —F
B —n 2B LET, FHEE, SN HGins, Frilna——offF, 78
7 v h DG, 22— =T N—T DK, T H—T T A ANOT X TCORE O —H—T
JEAR— VOEHET) ZENTEET,

e T A —TFARIBITHE—LR—2ADT V& AHIE (26 2—)

o —W—DFF (29 X—)

o 22— —DA AR —F (3l =)

o 2—F—DFREITRE (34 =)

o =P —HDfREE (34 X—)

e 2 —H—lZa—LEENYTEH (35—)

o TI—T~O2—HF—DBEM (36 2—)

c FEO—P —~Da— L DEY M T (37—

e I —/LDE Y TOHIEE (39 X—)

« WAL L —/LDIERL (39 N—)

s WAK Av— L DOfRE (40 X—2)

« HAK Lua—/LOHIFR (41 *X—)

c ZEFEFARTEO U Y b (42 2—=D)

e 2—HP—=RAT—=FDY kv (423=)

s 2—WF—=TH T NG (43 X—)

e —HP =T FDETL (43 =)

e a—HF—=THr hOHIR (44 =)

« B N—T DR (44 X—2)

« TN—THOME (45 X—)

« TN—T~D2—F =B (46 ~<—)

e T — L DT )L —T~DEIY KT (46 ~—)

s TN—T b —WF—%HIER (47 X—)

o ZN—TDHIR (47 X—)
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A—LR—RX 7HERavrO—L0EE |
B = 5-—F51x28020- L —207 5 £2HH

T I T4 ET 4 u T DER (48 =)

I A—T54XIZBHFBZA—ILR—XDT Tt R

Security Provisioning and Administration (X, T2 ¥ —7 7 A4 ARKOT 7 AEH L BE LT 5
= R—=Z27 7 %Aar br—/ (RBAC) ZHAR—FLTHET, m—rid, BENOHE
BEA~DL—YF—T 7B AD L~V % EFHK L ET, Security Provisioning and Administration % fif
T5E, 2 E—TIFTAANOZ—F—a—LOEMHE L TE LS, Zhucky, =~
B—=T T Xa—P—F, #OE LA T2 R{®BE—LLVACHVEZLZ L
NTEET,

T =TT ZERET, BnCEA R —r— 2 ER L, Fa—P =210
Lor—nE2ROYTLHZENTEEY, 2= =TT ML, ZFA—T LI L E A
REZRBAZICHRI CE 9, ZAUTE Y, BHOa—P—ICRZr — L 2EI D HTHZENT
TET, FI/NA—TITNI DU EOr— L E2EID HTHZENTE, TA—T DAL= T%
oo — LR L ET,

Security Provisioning and Administration = —%—A % —7 = 4 2|21, 2—H— F—TF
BLOe— NV EERT L7 DOEBION—T038 0 £77,
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128-751 gt a—L~—207 w24 [

[2—H— (Users) ] R—TH
SlE. ROBIENTAET,

[Z)IL—7 (Groups) 1R—Th
SlE., ROBENTAET,

[B—JL (Roles) ] R—Ih i
IE. ROBIENITAET,

o 22— P —DIERL

o 1 —HF—Zm— L EEY
$Th

o« I N—TF <D —P—D
B

o 2—P—DARTOMHE

o X —H—T T DL
ille

e a—P—TH T FDIE
JC

o 2 —WF—D VU A FDFER

cAEl F AT TR
T A ANZFED N T —
RSB

=W =T H T NI, KRD
AT —H A TFESWNTHBES
ﬂjﬁj‘o

C[BUEDT Y b
(Current Accounts) ]: Z
DETIZIE, §TOT
0T 4 TP SR
REINET,

[PRE T OHFF (Pending
Invitations) ]: Z DX 7T
X, s, 77T+
TR R OFT R TD
a—YP—NFREINE
R

[JEZh72 T o v b
(Disabled Accounts) ] :
ZDETINE, TV
kRN A > TN DT
RTCOZ—PF =N
WET,

s I N—THAERKR L, 7
=N —F—&B
ERA)

o TI— T DOFRE

o« —H—D I L—TF~D
WBINE 72 X

o« T —LD T I)L—T ~DE|
N

o« T IL—T DY
c LA —T T A XFITHE
REnE-IZ—7DY &
k DFR

o BRI BEATHT BT
Ha—LD U A NDER

ca—P—BLOIL—T
~DOu—/LOEY HT
s a—P—FFIN—T

IZED L THRTWD
1 — )L DL F 72 IZHIBR
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A—LR—RX 7HERavrO—L0EE |
B 2v5os=

A—H—NEE

c TUH =TT A RH LWV —Y—F FECENT D121, [2—V—0fF 221
TLEEY, ZOX AT, HiLna—P—%2 71 —7|ZBMLCe—L&2E ) 4Th
TENTEDIED, il na—P—DF R —F 4 U ITEEBET, 20X A7 BEH
LT, —FEIZREK20 N\Oa2—Y —Z2BHETEEI,

e a—P—DFMET L E =TT A XA VR—F L TH LD a—F—& HEWIC/ERR T 5
Wi, T2—%—DAf vR—b] ZBRLTLIEEN, ZOX A7 TiE, K20 AD2—
P—DFEMEETrcsv 7/ 7ANET v 7 u—RKL T, 22—V —%2BINTxEd, 771V
N7 vra—Ranks, TNoO2—H—%2 7L —78ML, v—ZEY Y THZ
EMTEET,

=Y —DAHTERET DI2F, [2—P—HORE] 22 TIZEW,
e 2—F—ZWMHTLIE, [2—F =TI o bOENE] 2B TITZEN,

L SN2 —F—~DT IV RAEE LT BT, 22—V =TI s DEx] S
L TLEEN,

c T UH =TT A AP - —FHIET BIZE, (22— =T D7 FOHIK] 2SR
TLIEENY,

SIL—TNEE

IN—TEbAT5HE, a—YP—ThU o el o0a=y NMIRHELT, —Shi-a—1L
LHERZE VY THZ LW TEET,

\)

CE) I N—T ORI A T > a o TEN, BOMEREZ AT 5 —EO 2 —F— 2 EHT 5 LEN
HOEEITRILHET,

LW I —T 2B L, 7 —T 1A R —ZBINT 510k, THi 2 v— 7 O1ER )
SR L TLTEE0,

« IN=T DL EBAEZRET DL, V=T HOMmE] SR TIESN,

1 OFEEIFEEO T — VB T NA—TIZE Y B THITE, Ta—nAD T N—T~DE|) YT
EEMLUTLLTEEY, JL—THNOTXTCOa—HF— |3, F—Fa—LEEKLET,

s =TT A4 XFNER SN2 TR TOITN—T % FRT DI, [Z—7 (Groups) ]
N=UIZBH L ET, [Z+—7 (Groups) | —TIZiE, = F—T T4 ANOTXTD
TN—TDYARNPRRINET,

c TN—T b a—HF—%HIRL, TRTO2—F—RNHIRESN-BICI7NV—T%HIRT 5
Wi, =70 ba—VP—%2Hlkk] BIO 7 —70dIER] 228 L TN,
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| B—AR—Z2 79 avbn—LOEE
H—ILDOER .

O—)LDOEE

Security Provisioning and Administration Ci%, ®fA L A X L AL TH—LX—ZADT 7 &

AMEEAEMCLES, TSR BREA RF AN Z—F—IZn— L E2EI) BT

ZLNTE, BHT 7B AR IEMRICHIBETE £,

wIZ, 2—=PF =L TN —T DO —LE2E) Y CCERTLIESERFEELRLET,
s T H =T TA R a—HPF =D L EIZ, FrLna—F—ce—1a2E Y Y TET,
s T I =T TA AT EN TV L2 —F—lln— 2B Y TEd, [=2—
P—llm—Z2EH DN TS 22U TIZEN,
T F =T FGARIBML TN D= =L T = In— L &xE 0 B TET, [BiFED
=P =D —LOFYYET] Z2BRLTIEEW,
-u~»@ﬁ»—7m@ﬁ@%fo:@&x7%ﬁ%¢6k\n—%—®ﬁw—7mu—w
ZNRINCHID B THZ ENTE, [ v—7 (Groups) |"X—VMnbT 7 BATEET,
e B —/LDE Y TEREL T, 22— —ZHV Y THNTWDLIr— L EZEREZITHIERL
iTorm—w@%@éfmm%J%%%LT<téwo

|

BEE ZORFaRAY MIEHESNTWDTRTOHX A7 X, Security Provisioning and Administration
TIVr—vaiin Ay LIERICORIATENET,

A /
1—H—0NiEEF
TR =TT REEEFNL, 2T X —T T RPFFTEET,

TOXATTEH, HILna—F—%2 N —TIBML Ca—12E DY CHZLENTEHT-
O, Flna—HF—DF R —F 4 IR ET, TOXATEFEH LT, —EIZRK20
ANDZ—HF—ZHRHFTEET,

FIE

AT 71 [Security Provisioning and Administration] 7" &% —3 5 > A =2 —"TC, [Z—W— (Users) &7 U v 7 L&
D

AT9 T2 [2—H— (Users) | X—T T, [2—H—DHFF (Inviteusers) | R¥ %7V v 7 LET,

AT9 T3 [2—F—DFFEMOEN (Adduserdetails) %A T, =¥ —D%, I, EFA—NLT RLAZANLE
j‘o

WOTFNEIZHETIZIE, B A—NAT RLAZIELWEXTANLIZZE, BEXOEFA—NLT RLART
VE—=TF 4 X itﬁﬁbfwﬁw L EMERLET,
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B =5-ors

¢ Enterprise  Usars
Default Enterprise > InVite Users
! z Qverview
2 Users o User details Add user details
Enter user details for up to 20 users you'd like to invite, one user per row.

& Groups All fields are required.

» Roles First name Last name Email

‘=%  Domains |_Tom J [iﬂﬂf J [ tomwiky@crco.comi J jm]
~ Identity Providers + Add row

ollK... (]

UToEM (Addrow) [ A7 > a v aEHLT, K20 A\O=2—F—T v MEBIITEET,
ATy T4 [Next|] 227V v7 LET,
ZOFIEICE Y, [ZA—TFITEM (Addto groups) |1 A7 Y a R ANCR D £9,

ATy s (AT ay) s a2—Y—% 7L —7128BM (Add invited users to groups) ] A > C, [Z—7
(Group(s)) | Fa vy 7 X URXA NG 1 DFERIFEREO V72BN L ET, ik, #HEESH
Fra—P— BN L= L —FIBITTE F9,

&> Enterprise & Users

Default Enterprise > Invite Users

BE  Overview

4. Users @ User details Add invited users to groups
Optionally, add the invited users to one or more groups. You can skip this step and add the users to
& Groups o Add to groups | groups later.
Group(s)
» Roles

[ Groupl Global =

sl A Multiple groups can be selected
i=:  Domains b

Create new group
#)  Identity Providers

< Cancel m
FHLWITN—TZ2ER L, LW —Fla—F—%BINTE £7,

a) LW A—T%ElT 212, L r—7DOER (Create new group) 1 %27V v 27 LET,

b) [Hr LW 7 —7DOFERL (Create New Group) | AT A KA XA T, F—T74 LHHEATLE
D

¢) [ZNV—TDVERK (Create group) | R¥ > %27 Vw7 LET,

B Shica—Y—20BMEND 70 —70Y 2 MZH LW L—7RNBIMENET,
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ATvT6

ATy 17

ATvT8

a——nsoi—+ [

[Next] 27 U » 7 LE7d,

ZOFNEICE Y, [m—rDEID ST (Assignroles) | A7 T a U NHENT/R D £,
Affshicaz—H—~or—/LOED 2T (Assign role to guests) |4 T, ROFNEEZFEITLET,
a) [V YTHr—/L (Rolestoassign) | RE vy 7X 7R Mpba—LERIRLET,

Z Ui, Security Provisioning and Administration 73 A > N —F 7 (FIEHE 1 — LA 2 — P —{ZHID 4T
DIZOITHIADFNETY,

b) BRLIEv—NE2x ¥ —7 T XZEEAT 2I21E, [V 4T (Assignwithin) | RKr vy X0
A NG [E X —7F A X (Enterprise) | Zi®IR L F 7,
c) —W—iZiiie—/LA2BMNT 5%, [TOEM (Addrow) 1227V v 27 LET,

1 [#VYThHr—/L (Rolestoassign) | ey 7 H 7 U X Mpb#liho—/L 28R 1L ET,
2. [#EIV 4T (Assignwithin) | Key 7 X7 U A RMpLXET D8 A VAKX VA RINLET,

[# 7 L4 (Finish & invite) 1227 U v 27 L£7,

RSNz — =%, 1 R CTHIRREINIC 2 BT 7 T 4 = a v ) v Bie#i S =BT A — L)
EEINET,

[—H— (Users) 1 X—T T, [BREFOHFF (Pending inspections) | ¥ 7 %27 Vw7 LT, LT 77«
TSN TOWRWRERHFER R LET,

Security Provisioning and Administration {2 CTIZFET 52— —2RFF L2 HE, 202 —F—F [2—

PF— (Users) | X— D [BIEDT A vk (Current Accounts) | ¥ 7IZFRENET,

A—H—0A4 iR—k

FIE

ATy

ATy T2
ATvT3

=P —DFMEELT 7 A NVEA VR b BT, BEOa—Y—F T A —TF T X
T 27 ne 22 HBLL £ 7,

[Security Provisioning and Administration] 7" &% —3 3 > A =2 —"T, [—H%— (Users) |27 U v/ L&
j‘o
[—H— (Users) | X—V T, [2—H—DA K —1 (Importusers) ] %7 VU v LET,

[Z7ANDEDL—F—DA »R— Tk (Importusers fromfile) ]XA > T, esvZ 7 A /NVET v 71— K%
PIXRI 77 R Rry 7 LET,
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& Enterprise
Dafault Entarprise ]

BE  Overview

&= Users
4. Groups
2 Roles
Domains

A Identity Providers

GE)

+ Users

Import Users

o User details

I

Import users from file

Upload a CSV (Comma Separated Value) file containing information on up to 20 users you'd like to
ite. Only one file may be uploaded.

+

()

A—LR—RX 7HERavrO—L0EE |

Click or drag file to this area to upload
The file should list the first name, last name, and
email for each user, separated by commas. Each

user should be on a new line.

osv 7 7 AT, ROFIIREINTWVWDE LI, Fa2—VF—D4, . BIOEBEBF AT KL ARE
R TV A RSN TWARERNHY £, F2—F—1X 117212V A MNIEEHTILERHD £,

femail] W Z A D~y X —L L THELTWNSZ
CERERLET, BHOITICE., 22—V —ERE2E0I2LERH Y 7,

ROEMIOITH [firstName]

T:esv 774 LD

MastName] .

firstName lastName email
John Doe johndoe@abc.com
Jane Doe janeD@abc.com

T ANVPBEFIZA Y R— &b e, [Z—7IZEM (Addtogroups) 147> a VINENI/R Y £7°,

(FFay) [Z—7 (Group(s) | KRy XU URNpL, ffSNca—Y—%BNT5 71—

ATvT4
o2 N
TERBEIRLET,
arimett i Invite Users
P e ©) vnerdetsis Addievited users o groupe
& Goovps © oo oo Graupts)
Sewix CwpiX Owpl

At mo gt

The (SMI'W_CROUSMALIE) grous mas
uuuuuuuu Sp—

ATY TS5 [Next|] 227V w7 LET,
ZOFIETIE., 22— —lle— 2B YTHZENTEXET,
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a—v—orvk—+ 1

ATv 76 HfFshiza—P—~or—L0E Y 4T (Assignrole to guests) ] XA > T, IROTFNEEZFITLET,
a) [HIVY¥THr—/L (Rolestoassign) | Ry 77X A b r—LARIRLET,

Z Ui, Security Provisioning and Administration 73 A >N —F 72 (FEHE 0 — /LB 2 — W — 2D 24T

D ICDICHADFINATT,

b) BRLI-u— A2 ¥ —7 T4 XA 5I21E, [0 4T (Assignwithin) | RKe vy X v
A RD [ #—TF A4 X (Enterprise) | Zi&R L E 7,
¢) —W—iZBihie—/LA&BMTHITiE, (TOEM (Addrow) 1227V v 7 LET,

1. [HIWY¥Thr—/ (Rolestoassign) | Ky 77X U X b ilfin— /L 28R LETS,

2. [EIV 4T (Assignwithin) | K2y 727U 2 Rnbxtnd 8 A A% v A RIRL £,

< Users

Invite Users

@ User details
@ Add to groups
e Assign roles

Assign roles to invited users

Invited users must be assigned a role.

Role to assign Assign within

[ Security Provisioning and Administration - ... v ] ® [ 1 location v ]

[ Select arole v ] [[ instance @]] m}
+ Add row

Cancel Finish & invite

ATv T [T LTHA (Finish &invite) 1227 U v 27 LET,

RSN lc 2 —F—12id, 1R THIREINIC R D7 7T 4 X—2 3 U U7 PR S e EF A — R

EEShET,

[—H— (Users) | X—UC, [FREEH DR (Pending inspections) | ¥ 7% 27 U w7 LT, 12777+«

TSN TV RV ER R LET,

Security Provisioning and Administration (ZAF(ES % 2 —HF —ZFF L1256, 02—V — X [BIEOT I Y
> (Current Accounts) | ¥ 7IZFRRINET,
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A—LR—RX 7HERavrO—L0EE |

B 2 —ozrzrunx

A—H—ORTEIIRR

FIE

ATy T

ATy T2

ATy T3

ATv74

[—H%— (Users) | X—VIZiX, =¥ =7 T4 ZANO2—HF =DV X NPRERRINET,

[—H— (Users) | "—YDHEFTINE, 22— —DF AT AT —F X EIFARNTHED
NWCa—W—Z BT HODORBEAA—RH Y £,

[Security Provisioning and Administration] 7" &% —3+ 3 > A =2 —T, [Z—H%— (Users) | %7 UV v 7 L&
T

T 7V N THE, [BAEDOT vk (Current Accounts) | ¥ 712, T X —T T4 ANOT X TOL—H—
DY A RBRREINET, 2—HF -8, 4Hl, #A 7, BIOAT =X ARFRINET,

[(REH OHEFF (PendingInvitations) | ¥ 74227 U w7 LT, TAUY NOT 77 4 TALBMREHF O —H —
DYVAPZRRILET,

COEBETIE, 22— =X [AT—Y 7 (Staged) | FX[Fu T a =7 %A (Provisioned) | AT —
H AT TV D AREMDR H Y £,

[(BIAEDT J1 7~ (Current Accounts) | # 7 &7 Vw27 LC, 2 F—T T34 ANDT 77T 4 7 a2—H—
DYVAPZFRRLET,

[#%h727 3w~ & (Disabled Accounts) |# 7% 27 Vw27 LT, THU Y b3y 77 7 MEIT—RHEIE
INTWEHa2—YF—D U R NeFRLET,

[y 2777k (Lockedout) | £/ [T ¥ —7 T A XM%) (Enterprise disabled) ]JIRFED —H —D;
A, BHFII—F—~OT 7 B REE LT HMENS Y £9, [FEIE (Suspended) | EiX [ rE
Y a =2 UfiEkR (Deprovisioned) |IKEED L —H—(X, =¥ =TT XTIV EATEEHA,

A—H—ZDREE

FIE

ATy T

ATy T2

TR =TT A RERET, 22—V —OMAERETCEETN, 2—F—DBEBTFA LT R
AIEFETEERA,

[Security Provisioning and Administration] 7% —3 3 > A =2 —7T, [—H%— (Users) | %7 U v 7 L&
j—O
[—H— (Users) ] =Y C, [BUEDT Bk (Currentaccounts) | ¥ 7 &7 U v 7 LET,
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a—v—ico—rxavsEcs

ATV T3 FHMEEBNTH2—F—DMICHD FDMMA=a—T(ar_J&27)vr L, FEHOFET (Show
Details) ] Zi#R L £7,
ATV Tl FRENDZX=VD LI H D= —HORICHLWET A2 %7 ) v 7 LET,

pogrs— o
Acme Crganization John Doe
Ap ows Assigned roles

s folee
Dirmet ioko stsignments. Product

8]

Group memberships

rmup member ship nherited roles Tyee

ATY TS [2—P—F DOfFE (Edit User Name) ]34 > T, LIS U CARIEREL £,

Edit User Name X

Fields with an asterisk(*) are required.

First name *

E Jonatha ]J

Last name *
[ Doe ]

john.doe@cisco.com

ATv 76 [E# (Update) 127V v LET,
WELZARIL, [2—P— (Users) | N—YTHEHFTEINET,

A—H—[CA—)LZEIYETS

TUH =TT XEMET, 22— 12U O —LEE Y CHENTEET,
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B /r—7~02—¥—nem

FIE

AT w71 [Security Provisioning and Administration] 7" £/ —+ 5 > A =2 —"TC, [2—H%— (Users) | %7 Vv 7 L&
R
ATY T2 [2—W— (Users) | X—IC, [BEDOT B> kb (Currentaccounts) | ¥ 7% 27 VU w7 LT,

ATFYT3 kT 2V -0 D ZDMA=a—T A ar_1&7Vy7 L, [ (Edit) ] Z8RLET,
ATV T4 X=VOHEBIZHD [—HF =1t —/LE2E VY TS (Assignroletouser) | R¥ %27V v 7 LET,
ATy 75 [Bm—LDEID YT (AssignRoles) | AT A KA A T, ROTFNEZFATL E7,

a) [5 & m—/ (Productandrole) | Ry 7Z o7 U X Mnn, BRICHT 22— —Du— /L %8N

L/i‘é—o
b) [HShA A% A (Productlnstance) | R v 7 X7 A NT, BR LIz —/La2E )Y CHHE A
VAL RAEEN L E T,
BIR L 7w — W L CTEB ORI A VA7 o AL BRIRTE T,
GE)

[ A A% A (ProductInstance) | K2 7"Z 7 ) A N T[T TER (SelectAll) ] Z3#INT 5
ELBBR L — L E T R_RCORE A v AX L AIZEY Y THERET, BEOHF LA L AX AR
BT A =TT RTBMENTZHE, BIR L7 — LV idE LWL A o 2 & 2 22 BRI @
ENFEFA, LAV AZ AT —LEZE DY THITE, ZOX A7 HH0IRTHERS Y 4,
UToEM (Addrow) ]2 27 VU v 27 LT, FREA AL AZa—F—m—LZBIMLET,

GE)
=P (TiE, BRI L TEBE O — A E ) S TH I LR TEET,

ATw 76 [m—/LDEID ST (Assignroles) [ #27 Vv 7 LET,
BRULEHE s — A58 T 52— —1ZHD HTHNET,

N O »
GIL—T~D1—H—0N:EN
TUH—T T REHEL, 22—V =2 I N—FITENTEFET, 22— —I I N—TDa—
VB L ET,
Flg

AT w71 [Security Provisioning and Administration] 7" &%/ —3+ 5 > A =2 —"TC, [2—H%— (Users) |27 Vv 7 L&
-éAO
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grn1—F—~oo—Lo#EysT ]

ATY T2 [2—W— (Users) | X— T, [BAEDT I (Currentaccounts) | ¥ 7 &7V v LET,

ATV T3 HEMEBENT 52— —DIchd FOMMA=a—T A2 &7 Y vy L, [fE (Edit) 22K
ij‘o

AT T4 [ V—T A"~ w7 (Group Memberships) |7 g T, [2—¥—% 7 /L—71ZiBI (Add user to
groups) | AR %7 U w7 LET,

« Users
John Doe ¢

johndoe@cisco.cor

Assigned roles

Direct role assignments - Product

Administrator Cisco Email Threat Defense
Read Only Cisco Secure Endpoint
Administrator Cisco XDR

Read Only Cisco Duo

Audit Cisco Secure Access

ows perpage (10 < ] < (1)

Group memberships

Group membership - Inherited roles Type Status
Group 1 Federated Active
Group 2 Federated Active
Group 3 Local Active
Group 4 Federated Active
Group 5 Local Disabled

Rows perpoge 10 -

AT9 TS [ZA—TIZEM (AddtoGroups) | AT A KA XA T, [/ A—7 (Group(s)) ] ke vy 7 H U A2 K
INOEET S N —T R L ET,

()
| ANDZ—F— [T D I N— T 5B D M TH LN TEET,

RATY 6 [ZNA—71ZBM (Addto Groups) | %7 U v 27 LET,

DL —H—~DO—LOE Y 4T
n—EHEHT L L, FRIERSNTHREZ 22— —F I —FIZED Y THI LN TE

F9, BEZIL. 1O O —F—F I N — T ICERE O — L BB DY TH T LN TXE
\iﬁqo
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FIE

AT w71 [Security Provisioning and Administration] 7 £ —> 2 A =2 —"T, [m—/L (Roles) %7V 7 LET,
[m—/b (Roles) ]—IZiX, 4Al. FiRT 28, BLOr—LO@HzEhr—1LD ) A MRRRE

NET,

ATFv T2 [m— (Roles) | X—T T, B—ALOMICHLTF =y /Ry 7 Z%A AL T, 0L THr— /L4

RLETF,
G¥)

A—LR—RX 7HERavrO—L0EE |

oo — L ra—W—L P —FIZEO Y THIENTEET,

Roles

Arole is a set of permissions that determine what actions a user or group can perform.

[ Q Search roles

] [ All products or services ] [ All types ]

a items selected Select all

a Role name

Product or service

Type ©

+ Add custom role

cancel

Role description @

Administrator

Analyst

ATv T3 [BIYHT (Assign) 1227V v o7 LET,
ATy T4 [m—1DEID ST (Assignrole) | AT A KA A T,
a) BRLHGEe— 280 Y CTHEFZER L ET,

b) [—H%— (Users) | BLO[Z/L—7 (Groups) | Ky 7 X)X 0, TRETna—HF—L 7
N—TH@IRLET,

ATv s [m—/LDE) YT (Assignrole) 127 U7 LET,

Al Defense

Al Defense

Static

Static

A management role with full system access.
Can configure system settings, manage
users, assign roles, and modify all Al Defense
features. Has complete control over
validation, runtime policies, and application
management.

A management role with limited access. Can
run validation tests, add applications, add
assets. Not able to create policies or manage
users.

ROFNEZFEITLET,

BRLcm—An, BRLEa2—PF—BIO7A—7ZHD Y ToNnET,
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= .
O—J)LDOE|Y B TOHHIER
TUH =TT REHEL, =P —BI O —FIZE L THER TS —/L&2E Y YT
720, B Y THERLIZY TEET,

FIE

AT 71 [Security Provisioning and Administration] " £~ — 3 > A =2 —"TC, [E—/L (Roles) %27 U v 7 LET,

ATw 72 [m—/L (Roles) |"—V T, HIRTHu0—LOMICHD FDMA=a—TAar_1&220 v L, [#
#MD>FR (Show Details) ] 23R L £9,

FEROR—=DE, BRI —AB3E DB ToHONTWNL TR TO2—Y =L T —TRNRRINET,

AT T3 BRLI-o— e a—F—F 737V —T OREMN T 2RI 212X, 22—V —F 37 —7o/ICh
HBXTAav%7 w7 LET,
a) MERXAT TRy 7 AT[HIER (Remove) %7 VU v 7 LET,

A—P—FF N —TIE, HlFRSNTor — L OHERYH Y FH A,

ARALO—)LDIERK

TG =TT A REBRET, FEOMERZFFON A X Lo — L 2B TE £,

1R BHHEIIZ
HAL 2 —VEAERR T DRINT, IROBIZIEE L TLIEEW,
o WA LA — LR R— F I TN D A X Ao — /VITERCTE 8 A,

SOOI AL La— )V EERLTWT, % TEOHLNT ey a = JiERI -
G TORGEOH AL Lo — ) WIIEERIZR D ETR, HIBRZSNETA, BEBAHET
T4 MbEND E, FORBOHAF o — L EED YA TE £,

FIE

AT 71 [Security Provisioning and Administration] " &% —3 2 > A ==2—"T, [m—/L (Roles) %27 U v 7 LET,

[2—/L (Roles) ] X—TI2iX, 4Hl. FiET 28, 47, BLUOe—LoiHEzEoa—1D Y A K
NERINET,

ATFw T2 [m—/ (Roles) ] X—V T, [HAZ L —/LDEA (Add CustomRole) 1227 U v 27 LE,
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| EEECIN-EY

RATw T3 [WAZ L —/LOiEN (Add Custom Role) ]X— D [m—/LDOFEAH (Role Details) |27 22T, RO
FIEAZFEITLET,

a) [dh (Product) | Re vy XU U A Mnbua—/LORG 23R L E7,
b) [E—/4 (RoleName) | 7 ¢ —/L N2, B—LD4RIZ AT LET,

(6=
s B — /L DAL S0 LFETICHIRENTOVES, B —ARAIBEEF, "7, THRaefMT
TET, TOMOILFIENTE EEA,

 HEEORIEINI LTCHRICARIO 2 DOB A X Aa— )LTHRETETEFHA,

) (EE) v—roilE AN LET,
d) [k~ (Next) 127 Vw27 LET, ZOAT v 7T, B—/LOMHEREZIEETEET,

ATy T4 [HAZ Lo —LDBEN (Add Custom Role) ]3— D [HEFRDOFEM  (Permission Details) | &2 ¥ 3 > T,
ROFNEEFETLET,

a) FTRINTWVDOHERDY A FHHERZIER L ET,
b) [k~ (Next) 1227 YU 7 LET,

ATy 5 [ (Summary) | &7 a2 T, HAZX LD —/LOFMEMHERLET,
AL La—LOBANZHETIZIE, [m—/LDOIER (CreateRole) 1% 7 U v 7 LET,
PV DOFEMEZEE T HI21E, RS (Back) 1%227 VU v 7 LT, RERFEELZNAET,
A v — )L B TICEE T DIl [Fr ot (Cancel) 127V v LET,
HAL Lha—)VER S D L, [B—/L (Roles) [ X—YDu—/LJ 2 MEBMENET,

HRAZ LO—)LDIRE

HAR LB — )L ERET AR, FOa— AN —PF— |2 Y TENTWAEREL T
SV, HAX AOo— )VIREEZMZ D &, B~ —P—T 72 AT ICHEL RITLE

RS
HAL L= VDL EHRO B ZFETE, WAZ bn— V@M 2/MTEE TS EE
Ao

FIE

AT 71 [Security Provisioning and Administration] 7" &% —3 5 > A ==2—"C, [m—/L (Roles) 127 U v 7 L%,

[m—/L (Roles) ]~X—IZi%, 4nil, FTET 28, #1477, BLOe—rofidlzadtr—10U R b
MERENET,
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ATy T2

ATvT3

RTv74

ATy T5

nz5na—Lobk ]

[7—/L (Roles) 17—V T, BAX La—LORITHD ZOMA=a— 1227V v L, [k (Bdit) ]
ZERLET,

F0E, W ARZ L —LORICH D FOMA=a— %227 Y v L, [FMDF T (Show Details) | %
WL E,

[2—/LDFEA (Role Details) ]-X—C, [fafE (Edit) 1227 V27 LET,

(6=3))

[fREE (Edit) | RZ 03, HAZ 20—V OFARICOLFERINET (EHo—VIRETESEEA)

[ A% v —LOfFEE (EditCustomRole) [-X—C, B AKX Lu—/LOLHT &IV E 2 REE N,
[k~ (Next) 127V v 7 LET,

[ A% Lv—LDfEE (Edit Custom Role) ]X— D [ERDFEM (Permission Details) ] &7 23 > T,
T OHERRA IR L T [k~ (Next) 15227 U v 27 LET,
% (Summary) |87 2 a > C, AKX L —)LOFEMEMELET,

P L OFMAEEET HI2E, KD (Back) 1227V v 7 LT, LERFEELZMZET,
INATEE 2T DL, [EEDOLRSF (Save Changes) |27 U v 27 LET,
EHREX vy 2LV LUTEHRLRWVEAIZ, [Fr B (Cancel) |27 V27 LET,
NAZ b —)vEfwmETHE, [m—/ (Roles) | X—TDr—/L U A MPRHEFINET,

HRA2 LAa—)LDOHIE

FIE

ATy

ATy T2

HAL Lo — UL, =P =T N —TZE ) B TENTWRWERIZOAHIRTE 9,

[Security Provisioning and Administration] 7" &% —3 3 > A =2 —"T, [m—/b (Roles) |27 Vv 7 LE7,

[m—/v (Roles) |- _X—II2iF, 4l FTET 28, 247, BL o —LodifzEien—10U X b
WERSNET,

HIBR A =2 —I27 7 B A3 5121E, ROWTINEFITLET,

«[7— (Roles) | "=V T, WAX L —LORIZHD ZTOMA=a— 227V vs L, [HIk
(Delete) ] 23R L £,

«[E—/1 (Roles) | —I T, WAL Lu—LORIHD ZOMA=2—__ 2270 v7 L, FHlO
#7~ (Show Details) ] &38R L 97,
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O—LR—Z 7Y +£ZX 3w tO—LOEE |
B z=szamrovtwor

[2—/LOFEH (Role Details) ]-~X—C, [HIFR (Delete) |AR¥ %27 Vw7 LET,
«[m—/L (Roles) | "=V TCu—UIHTDHF =y 7Ry 7 At izl EEOA—IZH D [HIER
(Delete) | R 227 Vw7 LET,

GF)
[HIBE (Delete) 1R ¥ %k, HAZ L —LOLEAEIZORERINET FHEHo—LITHIBRTEEEA) |

A Na—PF =R N —FIZFTTICED Y THNTWDSE, BEA vy E—URFmRan, n—/Li3Hl
PrALEE A,

AT9 T3 [IAHXLe—LOHIFR (Delete CustomRole) R4 A 7 r 7Ry 7 AT, [HIBE (Delete) 1227 U 7 L
7

ééggﬁgﬁgdf ﬁ?OD'J42\J ~

12EM3 Security Cloud Sign On CRET 5 72912 Duo £ EH#EEGE (MFA) #fEH LT\ 5
1Z, 2—4—d Duo MFA & E%)k/kf%i¢ ey h5L, 2—H— @an7
A NERPHIBR S, 22— =T LWFEREER L v /A U RERETEET,

FIE

AT 71 [Security Provisioning and Administration] 7" &% —3 g > A =2 —"TC, [Z2—W— (Users) |7 U v 7 L&
h@‘o
ATv T2 [BEDO2—H— (Current Users) | ¥ 7 C, 22—V —% o7,

ATYT3 a—HF—D FDfA=a—TAar_ |27y L, [MFA®U -t~ b (Reset MFA) | %@ L £,
ATV T8 FERFAAT Ry 7 ZTMFAD Ut~ kb (Reset MFA) %227 U w7 Lk,

WEIDOY A A VR, FO2—HF—Z DuoMFA O 7' A UEREWIAFERE LR ETH LD
R B ET,

A—H—NRAT—FDYtv k

TUE =TT A REHEFIL, FAA L OERBIOBGHIB T 22— —D /AU — %
Ty FTEET,
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| B—AR—Z2 79 avbn—LOEE
a—g—7n5 rommit

FIE

AT 71 [Security Provisioning and Administration] 7" &4~ —3 3 ' A =2 —T, [2—H— (Users) ] %27 Vv 27 L&
D

ATv T2 [BAEDOT I b (CurrentAccounts) ] T, SATV—RZU &y b Ha—W—%2A2F, TOMA=2—
7oyl lazry o LES

AT T3 Fay Xy A=a—T, [RATV—RDOU+Ey bk (Resetpassword) | %7 U v LET,

WRAA TR TRy 7 AT, PNAT—RDOYU+Ev bk (Resetpassword) | %7 U w27 LET,
WEIDOHA A VT, FOa2—F— 32T —F 42Uty FT 5L ROLNET,

A—H—7ho 2 CDOEHIE
TUH =TT REEENE, =P =T AV b EEHTEET, WS —F =T %
7V MNE, TRTOT 7' AERE RNET,

FIE

AT 71 [Security Provisioning and Administration] 7" &% —3 5 > A =2 —"TC, [Z—H— (Users) &7 U v 7 L&
D
ATY T2 [2—H— (Users) | X—I T, [BIAEDOT H > kb (Currentaccounts) | ¥ 7% 27 VU w7 LT,

ATV T3 a—P—LORICH D TDOMA=a—T (2l _&2r 0y L, [THYr OB (Disableaccount) ]
IR E 7,

ATV T8 BRENDEAT TRy 7 AT, [THUy O (Disable account) %7 U v 27 LE7,

=P =T H 7 ME, [2—F— (Users) ]X—T D [Exh727 577 b (Disabled Accounts) ] % 7125
IRSNET,

A—H—Fho 2 DETT

TR =T T4 XEHET, EIMbInTca— Y =T v FEEITTEET,

Cisco Security Provisioning and Administration 1—— 5 4 K .



A—LR—RX 7HERavrO—L0EE |
B =2v—7r9roum

FIE

AT 71 [Security Provisioning and Administration] 7"~ —3 3 v A =2 —T, [2—H— (Users) ] %27 Vv 7 L&
D
ATw T2 [2—%— (Users) | X— T, [Hh727 7> b (Disabled Accounts) | # 7 %27V v 7 LET,

RATFY T3 2= —LOMHD ZDMA=a—TAar 1220 v L, [T727EADET (Restoreaccess) | %
BIRLUET,

AT T RRENDEAT TRy 7 AT, [T7EADET (Restoreaccess) |27 Vv 7 LET,

Z—HF—=BLENCEEM T DN T XTI —Tte— a2 Etea—Y =T 7 ARNETINET,
Z—HP—i%, [2—F— (Users) ] X—TD[BIEDT H U b (Current Accounts) ] Z 7IZFRRENE T,

A—H—=7H 2 ~DHIER

TR =T TA REREL, 2B =TT A A a— =T FEHIBRTEET,
FIE

AT 71 [Security Provisioning and Administration] 7" &4/ —3 3 ' A =2 —T, [Z2—H— (Users) ] %27 Vv 7 L&
ﬁ‘o

ATw 72 [BAEDOT 17k (Current Accounts) | ¥ 7 C, HIbRT D2 —W—x > h U OREIZH D Z D A —a—|"]
7 Vv 7 L, [2—F—0DHIER (Remove user) ] ZiER L F 77,

RATY T3 [2—P—DHIEE (RemoveUser) | XA 7 a7 Ry 7 AT, [HIFE (Remove) 127 U v LET,

2—PF—=T BT IR E =TT A ZDBHIRS, 2= —lZ= ¥ =TT A ANO EORBIZE T
JRATERLBRY ET,

PR IL— T DERK

TUH =TT REBEX, INAN—TEER L., TDOITN—F Il a—P—EBMTEET,
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| B—AR—Z2 79 avbn—LOEE

FIE

ATy T

ATvT2
ATvT3

ATvT4
ATy TH

ATvT6

VY Y T |

[Security Provisioning and Administration] 7/ —3 a2 > A =2 —"T, [Z/V—7 (Groups) %7V v 7 L&
D

[Zv—7" (Groups) ] X—Y T, [Z/—7DENM (Addgroup) 127V v 7 LET,

[4A1 (Name) ] 7 4 —/L RELO[#H] (Description) | 7 4 —/L FIZFEMAZ AT LET,

GE)
TN—T20% 50 LTFHBZ72NE I LT EEN,

[Next] 27 U > 27 LET,

(FA7vay) I—FIla—P—%BMT5120F, [2—F—DEM (Addusers) ] Fry 77X U &
FD 2 —H—2 B L E T,
(¥ 7T (Finish) 1227V >y 27 LET,

HLWT—T N [Z—T (Groups) | _X—IIZFERENET,

GIL—T2DHwE

FIE

ATy T

ATy T2

ATvT3
RTv74
ATy TH

TUH =TT A XEHREL, TN—TOAFTIEHHEEETEET,

[Security Provisioning and Administration] &4/ —3 a3 > A =2 —"7T, [Z/V—7 (Groups) %7V 7 L%
@—O

[Z/V—7" (Groups) | —U T, #WETLHI/N—FOMIHD ZOMA=a—T A3 &2 ) v
L. [feE (Bdit) |47 > ara2@&RLET,

[Zv—7" (Groups) | X—V T, $hET7 A 2% 7 Vw7 LTI N—TREmRELET,

[ N—T7% O (Edit Group Name) | AT A KA XA T, FA—7DL4RIERAEREL T,
[E#F (Update) |27V v 7 LET,

TN—THOHEHL, [ZV—7 (Groups) | ~— T THEGRTE £7,
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A—LR—RX 7HERavrO—L0EE |
B /r—7~02—¥—nem

GI—TI~AD1—H—0EN

TR —T T4 REHEL, I —T Il a— Y —FBINTE £,
FE

ATy [BEEBET Y XFE (Administrator AccessControl) | >[EEE S JL— 7 (Admin Groups) %R L £
R

AT w 72 [Security Provisioning and Administration] 7" &4 —3 5 > A =2—"TC, [/ /V—7 (Groups) %7 U7 L&
-gAO

ATV T3 [ZN—7 (Groups) | VA M=V T, 2—HF—%2BMTLEI7NV—TOMIIHDLZOMA=2—DT (2

v E22 Y v U, [FEMOFETR (Show Details) [ 47 3 VA BIR L £,

ATy T4 [2—%— (User) |7 v 3 T[2—HP—DiEM (AddUsers) 1227V v 7 LET,

RT9TE BRENDZAT TRy 7 AD[2—F—DiBN (AddUsers) ] Ka vy 77X T YA RNL, ZO7 ) —
TIENT 22— —Z28IR L E 7,

ATYT6 [2—F DB (AddUsers) 127 U 7 LET,
L<Bhmsniza—¥—E, [Zv—7 (Groups) | =D [—H— (Users) &7 ¥ a Z—FFKR
EnEd,

N O ==
A—I)LDTIL—T~ADEY KT
TR =TT REEEFL, 2BV V—TZ 1ol ko — 1 E2E) B CThHZ LR
TExET,

FIE

AT w71 [Security Provisioning and Administration] 7" &4 —3 3 > A =2 —"TC, [/ /V—7 (Groups) %7 U v 27 L&
R

ATy T2 [V V—F (Groups) | X—V T, FA—TORICHD TDOMA=a— T A a2 20 o7 L, [
DR (Show Details) |47 v a »&BRINLET,
ATY T3 [Z—T (Groups) |7 S— 2D [EIY 4 TH A —/L (AssignedRoles) |£27 2 a T, [m—ADEY YT
(Assignrole) | AR¥ %7 Vw7 LET,
ATy T4 [m—LDEID YT (AssignRoles) | AT A FA A T, IROTFNEEFEIT L E9,

GE)
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| B—AR—Z2 79 avbn—LOEE

ATy TH

sn—Insa—s—%tk [

TN—Z0F, IR L TER O — L 2B S THZENTEXET,

a) [fLfh v —/ (Productandrole) | Ru v X7 J A Rnba—/LERRLET,
b) [HfhA A F A (Productlnstance) | Ry 77X U A MC, BRI — L &2H0 2 THREA
VAR AR ET,

IR Lo — V2B ORIG A L AZ L ACED Y TEHZ L EBIRTE £,

[m—/LDEI) 2T (Assignroles) %7 Vw27 LET,

BFrL<<E Y THNIZr—E, [Zv—F (Groups) | X—Y D [EID Y THzm—/L
(Assigned Roles) 1 &7 v a ZFRINET,

JIL—Thba1—H—ZHIk

FIE

ATy T

ATy T2

ATv7T3
ATvT4

T H =TT A RERENL, IN—T b= —FHIRTEET,

[Security Provisioning and Administration] &4/ —3 a3 > A =2 —"7T, [Z/V—7 (Groups) %7V 7 L%
j—O

[Z7 =7 (Groups) | =TT, 2—F—2HlRT 27V —TDRICH L EDMA =2 —DT A 2
7V w7 L, [ R (Show Details) | 47> a 2@ IRLE T,

BIRLTZ V=T Da—HF—D Y 2 06, HIFRT 22—V —2 RN ET,

[——DHIEE (Removeusers) | A"¥X %7 U w7 LET,

FREINDMERLAT O VR y 7 AT, [2—F—0DOHIER (Removeusers) |27 U 27 LCT 7 v aah
BLET,

Z—P=RT =T hbHIRESD & [Z/V—T (Groups) | =Y D2—H—U X MIZDZ—H—
RSN R ET,

FIL—TDHIE

TN —T1E, AU N—=BDNRWESIZOLGIBETX £,

Cisco Security Provisioning and Administration 1—— 5 4 K .



A—LR—RX 7HERavrO—L0EE |
B 7 77 070%x

FIE

AT w71 [Security Provisioning and Administration] 7" &4 —3 5 > A =2 —"TC, [/ /V—7 (Groups) %7 U7 L&
R

ATY T2 BBt 57— OMICHD TOMA=a—TAar %2270 v 7 L, [HIE (Delete) ] %8R L £
j—o
RTY T3 [ A—TDHIEE (Delete Group) [ #ERZ A T a7 Ry 7 AT [HIBR (Delete) 15227V 27 LET,

TR =TT AN T NV—TRHIRENET,

79T4ET4BTDEKR

BHEIL, o —T I AN~ —a A T I T AT 4 MR TEET, 22—V —
0y A vOEME, TANE ) T T a v ftEoRETERENET, 22—V =1L, H
fERRIOHFH, = —W—, A X2 " T XA TR EORMIHESINT, FFEDA NV M &
TANFE L THRBTEET, T 74V T, HEOBMOT 77 4 €T 4T —X N7 —
TICRRSNET,

FIE

AT w71 [Security Provisioning and Administration] 7 &% — 3 . A =2 —"T, [T 77 4 E7 417 (Activity Log) ]
27V v LET,
[T27T7 4874127 (Activity Log) 1 X—IZiE, 4 X DY RN, BT —%, K], =—%—o
BFA—AT FUAL A~y MRE R EOFFMNFR SN ET,

AT T2 BEDA R MERETHIZIE, [74v# (Filters) 1227V v 7 LET,
a) [AX D7 4 VZAE (Filterevents) | AT A KA XA T, A XV DY RANET ¢ )L HULEL
THEMEAZTRLET,

A RO, X2 M7 E AT Flelda— -2 R ERETE ., FMOMAGDOE HE
RTEFET,

b) [ DT ¢ )L XA (Filterevents) | %27 U v 27 LET,
ZOR—=VIE, RBEREICE SN TTRCTOAL Ry FBRERSNET,

ATYT3 TANBEARLTA XY bORY A MEFRFTHITE, [TXTIEY b (Resetall) 1227 ) v 2 LE
B
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| e—LR—Z2 7o €2 v bO—LOEE
7o71E71050%% [

AT T8 BHOAR bOYy NEFIRTDHITE, [A X bT—XDOHEH (Refresheventdata) 127 U 7 LE
T ZOT Vv alkY BIEOT A VERHEH &I, B OT = RERINET,
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A—LA—X 7H+R 3> rO—LOEE |
B 7 77 070%x
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B,
=% =R

AX—bT7HO2 FDiESE

Security Provisioning and Administration (21X, W |L7 77 KN SaaS 7 X7 U 7 a2 bR
EFTDT7T7 Y b 73— LA OY—E R[N DAY= T AT M 247
arndbh i,

CAY—=bTAV S TARSA (51 R=D)

CAV—hETHT DY T (523—Y)

c Av— b7 B FOHIER (53 5—)

AX—bT7hHOU 54 UR

Security Provisioning and Administration N CA~— h7 WU v NaexZ o H—7F 5 A4 X|ZY 7 T
XET, A= RT AT ML, THAVY MNOAY— K X2 U7 4 T4 B RZHE SN
T 73, HBRAEERDIENAROBICRESNET, LL2E Av—F T ATV RA
T, UFORMNAY—=FIAL B ADKTHTHLGE, Av— 74 B A3EEHLT
Security Provisioning and Administration & Ot 2R L, A~— F T 4 7~ b OF RN S HERF
LT,

e Aw— R T4V AT K TH202541H1H
A —hIAEBLR2 K TH225F12H1H
AT —FTA BRI K TH226FE1H1H
T 7T 4 773 Software-as-a-Service (SaaS) T A LU ANRL, Av— b TA VU ANDH D A

V= hTHT IR =T FTARZ) 7 ENTWDEGEE, 77 b7 — AP —E AN
Bz £,

Vo7 ENEZAS— T AT s TAB L ADOHEBLERDTXTDOIA B ANET 7T 4
TN 5 TWT, i SaaS #LCA~— R T 7 > N OBEAM T N0 EA ., Security
Provisioning and Administration [Z5 2072 7 A B AN#EH SN D £ T, AR —E R E2IET
IJT 4TI LET,

A==, TH—TTARZY I THAY— R T AT NOFHETHINERDH Y F
T Flo, T F =T IFTA XY I FDHHENT, A= T AT MT1IOUEDT 77 47
X2 VT4 /T A B ARKETT,
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ZT—rT7HY rOERE |
B <~~—rt7r9or0us

A\

GE) T ITATIRAS = T AU bOFDHIRMEIND L, A= T AV FDORT =X

X IR (Bxpired) | IZRE S ET

A — K THTL " A~DV T, T NNIT VT 4 T RESLETHEIA~Y— b TA4 T

VABFET HIROMEFFENE T, 2DV 7k Av— T U MEHIBRLTESG S

FRIFIAY— T AT NCT VT 4 TR AS— b TA B ARRWIES IR SN E

T

s VI ENTAT— T AUy MIBEEMT LN TWAE A<— b T4 & ZARYREINIC
B, BRSNS, T2 T4 7R AS— I BV ARRBEINT, A~v— KT H

b DY T RS ET,

ARX— b T7HA2 D) 2D

TIT 4 TIRAT— K NT O Naexm o X —TTFA RV 7 TEET, Av— KT AT K
BV T HRENS, A~— T U MAOBEET L EX2 )T 4 T4 BV ARAF ¥ &
. FEROMIBRADBEHOT7A B AZEH LT AV NDOT VT 4 TR TA B ART —
AAPRGESNE T, Av— T HUY NIT 7T 47 ThdEHWESNHE, =X —F
T4 RTBMENET,

1R BHHIIZ

cRDEMETEE LTV AES, AY— NT I " 2o Z—F 54 XY 7T F
j‘o

c A= — N7 H 7 FOEHEMERDLE T,

AT —RT AT NI, 1DOUEDT T 4 T xR ) T o - T A ANE
FNTWVWAVERDH Y 7,

FIE

AT 71 [Security Provisioning and Administration] 7 &% —3 5 v A =2 —"T, [BRHYITRXI 1) T 3> (Product
Subscriptions) | >[AY—k 7HhAO Y b T4 22X (Smart AccountsLicensing) 1 %7 U v 27 LET,

AT T2 [A~—FTHUr b 748 A (Smart Account Licensing) ]5A > C, [A~— s THU kT4 A
® Y > (Link Smart Accounts Licensing) 1 %7 U v 7 LE7,
a) WAIOT 7 ATIL, Cisco Customer Identity (CCI) 7 H D> h~Dul A L ZROBNET,

CCI &Ccl:éllbﬂiEZ) Ekyjﬁ‘é& {J/—(@XT/7 U E#Té“i?‘
b) %BEDOT 7 BATI, CCl h—2 U BNEEERL2LIE, vl A idskobnEE A,

. Cisco Security Provisioning and Administration 11—+ — /4 K



| R=—F7h9 FO#ER
z2v—t+7a9> rolk ]

CCI h—7 >id, 4~ 12 FER O M CHREINIZ 22 0 £97,
BOa—F—L LTarAr37520F. CCl h—7 U BNHIRYIICAR 2 ETHDLE T,

ATY T3 [A~v—h"THU b T4 ADY 7 (Link Smart Accounts Licensing) ] A7 A KA XA T, [A
~— k7B (Smartaccounts) | VA RMBZ U X —T7 5 4 XBMT D 1 DFETEEOT o v
FAEIR L £,

a) FoE, [TRTER (SelectAll) | F=v /Ry 7 A%EANZLT, $XTOT AU MEBMLE
R
a) [Add]z=27 VU vyZ7 LET,

BIRLIT o v MBS, [Av— T HT > b T4 A (SmartAccounts Licensing) ]
NR=UVIZRREINET, A= T AT MUK, A7 —F A, HIIRH, BLOERZICFE S
NEZBMNRERENET, Av—F IS BV ADAT—F AT 24 BT L I 1 HEFSLE
j—O

ARX— k7 ho 2 +OHIFR

TR =TT APBAT— N THIT N T4 A% ) I RERIFHIRCEEd, A
~— T HhO NERHEIBRTAE, T RTOAS— T AT N T4 B ADBHIBEENET,

)

CGF) o TCWDME—DT I T 4TI A — KT FeHIBRL, =2 —7"7 A4 X|ZEEM T 5
NTWHMDSaaS kT A TARY T A7 ) Foa v NRWEE, TOx o 2—754 R 1[5
A BRI L] ORBEIZBITLET, ZHUL, = —T T4 XOEBEL DT T N7 4+—
LAY —ERCHEE 5 2 DAREERH Y £,

FIE

AT 71 [Security Provisioning and Administration] 7" £/ —3 3 v A =2 —T, [®RY TRV 1) T3> (Product
Subscriptions) 1 >[AY—k 7HhAI2Y b T4 X (Smart AccountsLicensing) 147 U v 27 LET,

AT T2 [A~— K TH T kT4 %A (Smart Account Licensing) ]34 > T, HIRT D A~— T H 7 hDORE
WZHDLHIRT A2 %27 v LET,

ATY T3 [A~v— T2 FOHIEE (Remove Smart Account) | XA 7 1 7R v 7 A C[HIER (Delete) 127V v 7
LET,

A= T AT NPT Z—=T T4 Z)BHIRSNES,
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B x<—t7ro romr
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, 6

i

FA A DDEE

11l

Security Provisioning and Administration T =2 % —7"7 4 X O R A A > OERE L ORGEETE
9, ZAUE, ID TS XA A R ORHREN T, £, =TI XE
HENEREINZ RAAL >V TCa—P—DRAT—-REZIIMFAREEZ Y By hTEDH LI
THDITHMETT,

o RAA VOERB LOMEE (55 2—)

FAA DDERE K VOHREE
« fEp% L 72 DNS L =2— KX, Security Provisioning and Administration 2% R A A > Z#RFE L 7=
HHIBRTE £,

* BIFE, Security Provisioning and Administration ZfEH L CTH—D R A A U EZREETE £7°,
BED RAAL E BT 2 LEND H3E . Cisco Technical Assistance Center (Cisco TAC)
TH—RAZRNTLIETEN,

1R BHEIIZ
TDREARITEFETTAICNE. RAL VDL A RNSFH—ERTRAL X —ALT AT A (DNS)
La— REERTEAMENRDHY 7,

[RAA > (Domains) | % 7\ZiX, MGEE A ETZIIRGEFT O AL U n—ER RSN ET, F

AA U EBERFELTRONEEIE, DI [+ FAA OB (+ Add Domain) |78 % V23R
SINET,

FIE

AT w71 [Security Provisioning and Administration] 7" £/ —3+ 5 > A =2 —"T, [FAA > (Domains) | %727 U v 7 L
£75
RATYT2 [FAA Y (Domain) ]~<—I T, [+ FAA L OBEN (+Add domain) 1%227 VU v 27 LET,

ATYT3 [HLWRAAL DB (Add New Domain) ] X—Y T, BRTDH KA L E AL, [k~ (Next) 1%
7V w7 LET,
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KrqongE |
B o1 ozsssvrm

[BFE (Verification) [<—I2iE, FAA LYV AFTTHERT DRERHLTFAPLa—Fo, [La—
N4 (Record Name) | ® FIZ4HTE ., [fE (Value) ] D FIENRRINET,

Add New Domain
@ . Verification
Domain
Upload the TXT record to the domain’s DMS server. Then click Verify.
o Verification

Record name

_cisco-sxso-verification.example.com

Type
TXT
Value
7b017856-4f7a-4bca-8dea-8eb3eb5f5b0f

RTYTE HLWT TV ET T, RAL VALV ANTh—E RIS A LET,
ATy T5 RESN/-La— K4 L Security Provisioning and Administration 7> 2k S 7-fEA4EH L C. # LW TXT
La— REERLET,

ATV T6 BEFEEZRFL, DNS La— RBAKBREIND £ TREH ET,
ATy TT [HLWEKAAL DB (Add New Domain) |- X—IZEY . [BFE (Verify) 1227 U v 7 LET,

MRAEIZ KRR L7285 A8013, RO FIEEZR L T E 0,
*DNS L a— RAKMENDETCLIEGLSFELET,

e RAAL LUV A NI TIERR LTZDNS L — KD X A 7 44§ii, fE2 Security Provisioning and Administration
TSN E —BT 52 L2 RAEL £ 7

RDZBRY
B A=V RAL VERFELTZ S, ROBIEEZFATTEET,
» Security Cloud Sign On & ID 7' 12/ 3o X —iEH A R

CBERENT RAAL VHNOZ—PF—Da2—P— AT — RO+ y b LET,
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Irh-7:|&:
5 2

ID JONA F—#HEHA K

X2 VT TH—vary v—2r7 v EE (SAML) ZEHLTCTA T 7 47+ (ID)
7 18N A K —% Security Cloud Sign On L5 L, = ¥ —7F7 4 A 2—H—|Z SSO &k
TX %9, T 74/ FTIX, Security Cloud Sign On (39T —4 —% Duo £ HE G

(MFA) ([ZiBME AR L TBELET, M TT TIC MFA 2V 1IdP A SN TV DA,
A PFIHEIZS U T Duo X—AD MFA Z 8RN+ 5 2 LN TE £7,

FREDID —E R T uNg X —LEET 2 FIBIZONTIE, ROTA RESH LTS
Uy,

* Auth0 @ Security Cloud Sign On & O#EHA

* Microsoft Entra ID @ Security Cloud Sign On & D&
* Duo ® Security Cloud Sign On & OFi &

* Google ID @ Security Cloud Sign On & D5

« Okta @ Security Cloud Sign On & OFiH

* Ping ID @ Security Cloud Sign On & DA

Y

GE) ID 70 A B —DEH%. FAAL NO2—P—0FRIEITIL, 3 A 2% Microsoft ® Y —/ %
na A4 ETEHRLS, MAELIZID Vel X —5 T ANENH Y F9,

s HifRSRME (58 ~—2)

* SAML J&EDOEfE (58 ~X—)

c A7 w71 IR E (60 X—2)

« 27 w72 ID 7 134 X —|Z Security Cloud SAML A % 57— % Z4gft4 2% (61 ~—)
« 27 w73 : 1dP /5 Security Cloud (Z SAML A % 7 —# Z#flt§ 2 (62 ~<—)

« AT v 74 SAML i DT A k(64 X—)

AT TS5 MEDT 7T 4 7k (65 X—)

*SAMLZT7—D T TNy a—T 47 (66 2—)
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ID FaNA F—gaHq k|

HIRS 1

ID 77 /3A & —% Security Cloud Sign On & #E 7T 521X, RO L OBMLETT,
o AL U OERE L OWRGE
«ID 7 u A F—OEHKR—H )V TSAML 7 7V r—3 3 v aERE K O 2 BEEE

SAML & & DZEH

Security Cloud Sign On 725 @ SAML oy .&%Zk/\@ﬁ;/@ E LT, ID 7 e A F—|L SAML &2
EEGFELET, 2= —PNEFISGERESNTZSGE. IGEICIE Naned BIEE Z OO —HF —

Eﬁ%ﬁ@&w&7%~ya/ﬂainiﬁo%MLméi\quﬁﬁﬁéﬁmmgﬁ%

W THENH Y T,

SHA-256 E 4 S &

ID 7 A B—=EDISEDSAML 7 —3 3 2%, IROBHEALZEDHVERH Y £,
INHD&4FNE. IdP Dx—HF—7 a7 7 A LORIET BB~y B T ALERSY F
T, IdP 22—V —7 0 7 7 A VBTN A= Lo TR £,

SAML 7 9—< 3 VElE

ID 7 A B—=NEDINEDSAML 7 H—3 3 2%, IROBHEALZEDHVERH Y £,
INREDOAFNEZ, AP D —H—F a7 7 A LORETEEM Iy B 7T ANERS Y £
T, IdP 22—V —7 0 7 7 A VBTN F =L > TR £,

SAML Z7H—>aVEH4L |ID Jana 5—01—H—Fk

firstName o —H—D4,
lastName a—F— Dk,
email a—H—DFEF A —/b, ZHE. SAMLIGE D <Namel D> 3%

EHESELBENDHY £F (LITER)

<NamelD> ZE&X 7 4+—< v +

SAML i~ D <Name1p> BREDMEIIFNRE A —NT FLRIZTLHHLERHY, TH— 3
VD email BHEOEE —HIEAZVNENDH Y F9, <NameID> BHED 7 +—~< v MEMHEEZROWN
THNCRETHHLERND Y T,

®urn:oasis:names:tc:SAML:1.1l:nameid-format:emailAddress

® urn:oasis:names:tc:SAML:1.1l:nameid-format:unspecified
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| D Fanss—@gasriqr

samLisznzd ]

SAML 74— 3 >0l

KD XML 1%, ID 7' 1 34 X —M» 5 Security Cloud Sign On ACL URL ~® SAML & O BT
7, jsmith@example.com | <NameIp> EHFE TH Y, F7- email SAML JEEEIETT,

<?xml version="1.0" encoding="UTF-8"?>
<saml2:Assertion ID="id9538389495975029849262425" Issuelnstant="2023-08-02T01:13:04.8612"
Version="2.0"

xmlns:saml2="urn:oasis:names:tc:SAML:2.0:assertion">

<saml2:Issuer Format="urn:oasis:names:tc:SAML:2.0:nameid-format:entity"/>

<saml2:Subject>

<saml2:NamelID

Format="urn:oasis:names:tc:SAML:1.1:nameid-format:unspecified">jsmith@example.com</saml2:NameID>

<saml2:SubjectConfirmation Method="urn:oasis:names:tc:SAML:2.0:cm:bearer">
<saml2:SubjectConfirmationData NotOnOrAfter="2023-08-02T01:18:05.160Z"
Recipient="https://sso.security.cisco.com/sso/saml2/0oalrs8y79aewevg80h8"/>
</saml2:SubjectConfirmation>
</saml2:Subject>
<saml2:Conditions NotBefore="2023-08-02T01:08:05.160Z"
NotOnOrAfter="2023-08-02T01:18:05.160Z2">
<saml2:AudienceRestriction>

<saml2:Audience>https://www.okta.com/saml2/service-provider/12345678890</saml2:Audience>

</saml2:AudienceRestriction>

</saml2:Conditions>

<saml2:AuthnStatement AuthnInstant="2023-08-02T01:13:04.8612">
<saml2:AuthnContext>

<saml2:AuthnContextClassRef>urn: casis:names: tc: SAML: 2. 0:ac: classes: PasswordProtectedlransport</saml 2 : AuthnContextClassRef>

</saml2:AuthnContext>
</saml2:AuthnStatement>
<saml2:AttributeStatement>
<saml2:Attribute Name="firstName"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:unspecified">
<saml2:AttributeValue
xmlns:xs="http://www.w3.0rg/2001/XMLSchema"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:type="xs:string">Joe
</saml2:AttributeValue>
</saml2:Attribute>
<saml2:Attribute Name="lastName"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:unspecified">
<saml2:AttributeValue
xmlns:xs="http://www.w3.0rg/2001/XMLSchema"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:type="xs:string">Smith
</saml2:AttributeValue>
</saml2:Attribute>
<saml2:Attribute Name="email"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:unspecified">
<saml2:AttributeValue
xmlns:xs="http://www.w3.0rg/2001/XMLSchema"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:type="xs:string">jsmith@example.com
</saml2:AttributeValue>
</saml2:Attribute>
</saml2:AttributeStatement>
</saml2:Assertion>
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ID FaNA F—gaHq k|
B <7071 98

&s
filt

ATw 1 PEIERTE

1R8O BRI

%7, Secure Cloud = % —7" 7 4 DA HEE L, HELD Duo ZHFERFE (MFA) (22—
P —Z BT 50, MEDOMFA YU 22— a3 V2T A0E2RET DIHENH Y £7°,

TRTOMEILDOWNWT, YRAaDtexa 7 MENOWET — 2 2 R#ET 572012, By
U BEALT Y N 2L TICHREL TMFA 233545 2 L A #R L £1,

FIE

AT 71 Security Provisioning and Administration A = =—"C, [ID7' B2/ A #— (Identity Providers) ] ZHE&R L 7,
ATw 72 [+IDF a/NA X —DiBI (+ Add Identity Provider) 1 %27 U 27 L&,
G¥)
RAAL U HFEERLTORWESE, RDVIZ[H+HRAAL OB (+ Add Domain) | R % VN FR S
FT, EORE L&Y v 7 LT, AL U OERB LUOMGEE G L 7,

ATy T3 [By b7 w7 (SetUp) 1A > TID VA X —4E AN LET,
AT T4 VETHUE, RAAL L OERB XOBGEO 2 —H —Zxt L CDuoMFA #4~7 v 77 hLET,

Edit identity provider

o Setup | Setup

Follow the steps below to configure your identity provider (IdP). For detailed instructions
please read our documentation 7

Identity provider name *

[ My IdP

Duo-based MFA

By default, Security Cloud Sign On enralls all users into Duo MultiFactor Authentication [MFA) at no cost.
‘We stronaly recommend MFA, with a session timeout no greater than 2 hours, ta help protect your
sensitive data within Cisco Security products.

@) Enable DUO-based MFA in Security Cloud Sign On

If your organization has integrated MFA at vour 1dP, you may wish to disable MFA at the Security Could
Sign On level.

< Cancel m

ATFYTE [k~ (Next) 127 Y v LTC[HE (Configure) | X— IZHeERF T,
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| b Fanga—@marivfr
25572 ID T F—I Security Cloud SAML * 2 7— 4 212425 5 ]

ATw 721D FO/NA 4 —IZ Security Cloud SAML * %4
T—2%RET S

Z OFNETIX, Security Provisioning and Administration 7> H#flt X5 SAML A % 57— 4 L B4
FEAEAEH LT, ID 7a A, X —D SAML 7 7’V r—3a VMR LET, Zhidid, &
DHFENZTENE T,

VUYL F Y —ERURL : TH— gy aryya—< +—EZX (ACS) URL
EHIFENET, 2T, ID P u S A —Ra—PF— DRI SAML 0 &2 52T 5
S INSE

cIVTATAID: A—FT 4= AURL & bIFFENE T, ID 7 7 /3A X —% Security Cloud
Sign On C—EIZF#AIT 572D ID T,

« BERAEHAE  ID 7' u 3o X —DFRFEE R T Security Cloud Sign On (2 L » Tk S
S EFREET DT DI T 5 X509 BAGERE T,

Security Cloud X, ID 72 A X —|Z7 v 7R — RTXLH—~DSAML A ¥ 7 —# 77 A )L T
ZOFREREL (PAR—FINTWDEE) | HxDfEE LTae— LT 52 &M
TEET, fROID P —E R T oS L —ICHADOFAIZOVTIE, DY —ERT mAAg
X—DFE (67 <—) | ZZRLTIZIV,

FIE

ATYF1 IDT7 A Z—I2L) SAML A X T =X 7 7 A VR R—FSINTWHEET, Tz [IDTR/NAS F—
(Identity Providers) | >[IDZ R/ & —0D#R%E (Edit identity provider) ]>[5%% (Configure) ]-3— 7
LA a—RLET, YR— SN THWRWESIE, [ 7 A A —E X (Single Sign-On
Service) ] & [>T 47 41D (EntityID) ] Dfiz a2t —L, 7V v JitHELZ X 7 v—RKLET,

ATw T2 ID Fuf % —T, Security Cloud Sign On &#AT 25 SAML 7 7V r—a v aB&E £,

AT T3 TS HX—2L0 SAML A X T —% 7 7 A VBHR—FSNTWDLEEIE, ThaT v 7a— KL%
T, PAR— hINTWZRWEAIE, %272 Security Cloud Sign On SAML URI % = &°— L C SAML 7 7'V
fr—a VORRIET 4 —v RIZAEY £+1F, Security Cloud Sign On ABEAFEHELZT v 7o — KL ET,
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ID FORA F—EaA4F |
B <7273 1P 15 security Cloud (= SAML % 2 7 — 4 £ 1245 %

Edit identity provider

@ Sotun Configure
Depending on your provider, use the following methods to set up your IdP,
o Configure
Security Cloud Sign On SAML metadata
cisco-security-cloud-saml-metadata.xml
Or

Public certificate

cisco-security-cloud.pem

Entity ID (Audience URI)

https:fjwww.okta.com/saml2fservice-provider/sphuivrwxhuglxyarzje

Single Sign-0On Service URL (Assertion Consumer Service URL)

https:f/sso-preview.test.security.cisco.com/ssofsaml2/0oalrs8y79aeweVgB80h8

(o) 2D

RATv T4 FiOTFIATES L7 Security Cloud Sign On SAML A % 7 —# % L CSAML 7 7'V 7r— 3 VEHRE L
F9, ZHUTE XML AZ T =27 7 A VA YR—F 50, SSOV—EAURL T 47 4 IDD
EZFETANL, BRABAEHELZT v 7o — RFLET,

AT w75 Security Provisioning and Administration {ZF5E Y, [R~ (Next) 1227 U v 27 LE7,

RDBRY

WIZ, ID T a A X —DSAML 7 7' U /r— 3 ki d b A ¥ 5 — 4 % Security Provisioning
and Administration {ZH2HE L F 97,

AT 73 :1dP 5 5 Security Cloud [ZSAML A 2 T—4 &
RIS

Security Provisioning and Administration ® SAML A ¥ 7 — X il L CTA7 » 7 2 . ID 7 X

A #—IZ Security Cloud SAML A % 7 —Z Z #3425 L7 b, ROFIAT, e T DA X T —
%% SAML 7 7'V /r—3 = /)5 Security Provisioning and Administration (242 L 9, Tl
DIDH—E R T r AL L —ZEGOFIEICONTIE, [IDF—ERATa g F—DFIE (67
N=Y) | ZBRLTIESN,
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| D Fons58—@ganar
25w 73 1dP A > Security Cloud I= SAML * 2 *— 2 %1245 5 [

1R BHIIZ
ZOFEEZTTHICE, ID Fa XL X —D SAML 77 ) r—3 9 VIZIROD A Z T —H B
gfj‘o

o U NY A A —E A URL
e T 4T 4 ID (A—F 4= A URD

« PEM B0 B4 FFH &

ID 7 unA X —DF —ZMFEIIE T T, EROEHRET I TELRAXT —X XML 7 7 A

NET v Ta— KT 5, fllxDSAMLURI Z FE#TAJ) (28— L THED F11F) L CTEALGE

HELZ7 v 7e—RRT&ET, TIlROID —E A Fr A Z—ZEFDOFNEIZ OV T,
D H—EeARATa A X —DFE (67 —) | ZBRL TN,

FIE

AT w71 Security Provisioning and Administration @ [ID ZFRA/\A 4 — (ldentity Providers) |>[ID7R/\1 & —D#R%E
(Edit identity provider) ]>[SAML * 4 T7T—4 (SAML metadata) ]“X—C, IROWTInEFEITLE
—é‘o

DTN T =IEDXML AL T =27 7 AP H LA, [XMLY 7 A VDT v 7 r—FK (XML
fileupload) ] Zi&RL, XML 7 7 A V&7 v 7 — RLET,

o 77 ANRIRWGEIE, [FEMER (Manual configuration) %27 U w7 L, YA A A —E
AURL DTy RRA Y F 2T 47 4 IDZ AT L, ID T8 3o =0 bk S 7 AP B A4 REY
EET7T v Tu—FNLET,

@ SAML metadata
Setup

Select a method for providing your SAML 2.0 IdP metadata.
@ Configure

@ XML file upload Manual configuration

Upload your SAML signing certificate

ks

—_
Click or drag a file to this area to upload

File must be in XML format

< Cancel

ATY T2 [k~ (Next) 1227V w27 LET,
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ID FaNA F—gaHq k|
B <77 samszorz

RDBERY

KIZ, Security Provisioning and Administration 7> ID 7' 12 /31 &2 —~® SSO # [t L T, A
7 v 74 : SAML 5 DT A |,

ATFvT4: SAML¥i&ENDT X k

SAML 7 7'V #7—< =2 > & Security Cloud Sign On D] T SAML A ¥ 5 — 4 A #a L= b, #
HHTANTEET, Security Cloud Sign On |%, ID 7'® /31 #—d SSO URL {Z SAML Z R %
EELET, DTS X —Ra—PF—%EFIFRIAET 5 &, = —% —(% Application Portal |Z
VXA Vv M, BEIBICY A A4 U LET,

EE : Security Provisioning and Administration CSAML ¥t & Z B L7- & IR L7 b o &1

BDSSO 2—H—T By hTT7ARLTLEI, =& 21X, admin@example.com % {3 ]
L CHE Z1ER L7=5EA1E, Bl SSO —4— (jsmith@example.com 72 &) TTF A FLET,

FIE

AT 71 Security Provisioning and Administration ® [IDZR/34 & — (ldentity Providers) 1> [ID7H/\f & —DRE
(Editidentity provider) ]>[T R b (Test) | X—U 026, A A URLEZ Y v 7 AR—RiZab—1L,
TIAR=F (=2 by ) 77U 0 RUTHEET,

@ Satup Test

@ Configure 1. Configure your IdP with the public certificate and SAML metadata you copied and
downloaded from Cisco.

2. Test your IdP integration by opening this URL in a private(Incognita) window.

Test
o https:jis = mmmm = = = cisco.com/ssofsaml2/0oalsc3asjayJkNMO(
3. Once you sign in and land in the Security Cloud Control portal, the configuration test is
successful.
< Cancel

ATy T2 IDTafZ—ZH A4 LET,

ID 7' 131 Z—TERAE S 17214, ApplicationPortal (IZHA1 >4 » L TWAEGE, 7 A MIEEITT, =7 —
BDERENTZHZAEZ, SAMLZT7 =D T T Vv a—T 007 (665—) | 2B LTI,

[k~ (Next) 127 Vw7 LT[7 277 471t (Activate) ] A7 v FNZEHLE T,
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| D Tonq5—smas4r
27975 Hanrs7+ 71t ||

— (o] . A — EN\J
ATYIS . #MEDTU T4 71
AT w7 4: SAMLAEDT AN LERT, 77574 b TEET, 62775747105
L ROEDREENRDH Y F7,
c FREEE I RAA v D —Y— X, HE LT ID 7a XA X —%2H L CGGREFT2ENRH
UEJ, 2—HF =R 23 Microsoft DY —> ¥ )L A A F 7 a v 2ERALTY
AF L LESIETDHE, 400 T —DRAELET,

« AL U DERBIOWGEE —B T 28 A —/V KA A %M LT Security Cloud Sign
OniZHA AT oa—PF—i% FBIEDTDIZID I M X —IZU XA L7 I

7,
*DuoMFA IZA T b A LTEHE, BERENZ FAL L Da—Y —[IMFARELZHEH T
B0 ET,

A\

FE WA ET T4 7T HENS. BT AT v T 4 SAMLHEDT A b,

ROFGETHEET 774 7L TEET,
FIE

AT 71 Security Provisioning and Administration A = =—"C, [ID7' 12 /3A #— (Identity Providers) ] Z &R L £,

ATw 72 [IDFANA Z— (ldentity Providers) 1> [IDF0/Nf ¥ —®D#RE&E (Edit identity provider) [>[7 2 T4 F
& (Activate) ] X—C, [IdPE 7 77 1 71t (ActivatemyIdP) [ %27 UV v 7 LET,

Edit identity provider

@ Set up Activate

Let's activate the Idp discovery and routing. Once you activate the Idp integration, all your
@ Configure company users that match the verified email domain will use their enterprise Idp password to
sign in to Security Cloud Contrel, and they no longer manage their MFA settings.

When you're ready, click Activate my ldp.

< Cancel Activate my IdP
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ID FORA F—EaA4F |
B sswzs—orsinva—50y

ARTVFTI AT TRy 7 AT[T 77 474k (Activate) 1227 Vw7 LTCT 7 v a iR LET,

— — \ ~ — . N
SAMLTS5—®D SV a—TFT420
AT w7 4 : SAML A DT A hTHTTP400 =7 — N RETHHAIE. RO N T Ty a—
T4 T REERLTLIEIN,
A—HY—DYAVFVBEFA—IWRAANBEREINIZFAS DV E—BTEHILEHRETD
TAMIUMFEHLTCNWE2—F =T BT FOETA—IVKAAL VB RAL L OERB LW
BREE —H L TVDZ L 2R LTS EE,
7= & 2L, example.com DX I g B KA A U EHFELEBEE, 2—F—1X
<username>@signon.example.com T@ifcﬁ< <username>@example.com VC‘H‘/I) ://l) :/Té‘JZ\gﬁ‘
HYET,
A—H—NID TANA F—FFRALTHAI VA VLTSI LZHERT S
=P IHE ID TN F— 2 L CGRIET 2 NERH Y £, 2—HF ==
<2 Microsoft VY —> ¥ IV A A F T aaEHLTYHA AT 50, OktadnbHHE
B A4 LEDEd5E, HTTP400 = 7 — NS E T,
SAML S&®D <NamelD> BZRNEFA—ILT FLATHSZ L &HRET S
SAML JGZE D <NameId>BZDIEIIEBE A —/LT RLATRITHIEARY FHA, EBFA—L
7 RV AX, 22— —DOSAML BMETHE SN email & —ET 50BN H Y £9, FEM
IZOWTIE, [SAML JSEDOEM: (58 ~—) | 2L TIEINY,
SAML [EZIZELWVWERERNEEN TSI L E/HERT D

IdP 7> Security Cloud Sign On ~® SAML J&&21E, MEO2—F — @M Th 5 firgtName,
lastName, B X Wemail N&EHF T, FEMIZOWTIE, TSAML JSE O (58 ~2—
V) ] ZBRLTLLEE N,

IdP M5 SAML &N SHA-256 TEL SN TWA I L 25ET 5

ID 7 a5 =50 SAML &1L, SHA-256 B4 71V 3 ) XL TELTHLERHD
F 9, Security Cloud Sign On (%, B4 SN TWARWT H—ra rE3Bo7 v ) X4
TELEIN-TY—v a2 ESLET,
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=% =R

IDH—EXTAONA XA —DFIE

ZDHA RTIX, Security Cloud SignOn # S E£IERT AT 7 47 4 (ID) —ERXT 1A
A X =LA TDHFIEICONTHHALET,

* Auth0 @ Security Cloud Sign On & DR (67 ~—3)

* Microsoft Entra ID @ Security Cloud Sign On & O#a (71 ~X—7)

* Duo @ Security Cloud Sign On & Ofi5 (73 ~<X—)

+ Google ID @ Security Cloud Sign On & O# & (75 ~<—)

« Okta @ Security Cloud Sign On & O# & (77 ~<—)

* Ping ID @ Security Cloud Sign On & DA (79 <—)

Auth0 @ Security Cloud Sign On & DS

FIE

Z DI A KTIiX, Auth0 SAML Addon % Security Cloud Sign On & #t53 % JFIEIZ DWW TR L
5

1R BHEIIZ

BAtGET 2ANZ, TID 7'a A X —fEGTA K (57X—2) | Ziidk, a2 eRE i L
TLIEE, ZNHDOFIAIL, RHROHT A ROFEZ TA7 w72 1 ID 7 1r /31 X —[T Security
Cloud SAML X ¥ 5 — 4 Z#fft+2% (61 2—¥) | BIW A7 v 7 3 : 1dP 75 Security
Cloud IZ SAML A % 57— & %4242 (62 2—°) | |22 T, AuthO SAML &2 @A D
AR L E T

ATYFT1 Auth0 EHET D =¥ —7F A X T Security Provisioning and Administration {21 > 1 > L £,

(27 w71 IR E (60 ~—) | OB > T, HLWID 7'r o X —%4E L., Duo MFA
MOA T RT T RTENEIDERELET,

(27 721D 7' a3 X —|Z Security Cloud SAML A % 7 —4 Z##fk42% (61 *—) | T, /\
Ty YAEZ X v n—RL, ROFIETHEHRT S [=> 7T 47 41D (EntityID) ] & [~ 7L
A A % —E AURL (Single Sign-On Service URL) ] DfE% =2 &°— L 7,
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DH—EXRTaNA 5—0FIE |

. Auth0 @ Security Cloud Sign On & D#i4&

AT9T2 HLWTZUuHE 7T, FHHE L LTAuthOMFRIZY A oA LET, T<IZREDHD T, Security Provisioning
and Administration 77 V¥ ZIIW=FFIC L TEBEE T,

a)
b)
<)
d)

e)
f)

g)

h)

i)

[7 7V r— 3 (Applications) | A ==—2256[7 7Y r—3 3 (Applications) ] ZEER L FE T,
[7 7V r—3 2 »OFERL (Create Application) 1% 7 U v 27 L%,

[4 7] (Name) ] 7 4 —/V FIZ lSecure Cloud Sign On] F /iDL EIZATILET,
TV —var AL LT HEFEDOWebT 7Y & — 3 2 (Regular Web Applications) | % i8R
L. [fEik (Create) 17V v LET,

[7 4> (Addons) | # 7% 27 U7 LET,

[SAML2 Web App (SAML2 Web App) | N7 &2V w7 LTT REVEZHMILET,

[SAML2 Web7 7'V 77— 3 O (SAML2 web App configuration) | %A 7 v Z 3B & 7,

Addon: SAML2 Web App X

Settings Usage

SAML Protocol Configuration Parameters

= SAML Version: 2.0
= |ssuer: urn:dev-g >.us.auth@.com
= |dentity Provider Certificate: Download Auth® certificate

= |dentity Provider SHA1 fingerprint:
82:87:E5:ED:3D:67:D3:46:97:8E:72:27:E7:FD:09 :FF:BD:FA:A2:94

= |dentity Provider Login URL: https://dev-
g2xwaipwfp2liro8.us.auth@.com/samlp/A62YE’ JYYWL

= |dentity Provider Metadata: Download

[/ (Usage) ] % 7 C. AuthO @ [ID7' 12 3A X —GEZE (Identity Provider Certificate) ] & [ID7 12

INA Z—D A KT —4 (Identity Provider Metadata) | 7 7 A LV &Z X > —RLET,

[(%XE (Settings) | ¥ 7 %27 Vw7 LET,

[7 7V s —3ara—nAsNy ZURL (Application Callback URL) 17 4 —/L RIZ, = F—TF 534 X

BET AP — R av—Liz[v 7 A 4P —EAURL (Single Sign-On Service URL) ]

BEADLET,

[%7E (Settings) ] 7 4 —/L RIZIRDISONA TV =27 bE AN LET, laudience] DEIL, ML

NI [Ty F 45 41D (4—5 4= AURI) (Entity ID (Audience URIL)) ] O fE & #i % |
lsigningcert] |Z. Security Provisioning and Administration 7> 52k SN 7= BLAEHEONEE 1 1T

DT HAMIEHLIZbDITE XL ET,

GE)

Cisco Security Cloud Sign On TH 7' A 451213, 4 LWMEE AT LHERH Y £9, Auth0 THH
INDA—YF—=TAT T 4T 4 V=R X5 TIE, SAML 7 ¥ —v 3 o Ta—¥ —DlE4 &
T DI, BMOBRENLIEN R DGENRH Y T,
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Auth0 0 Security Cloud Sign On & D#i & .

W OHIIL, JSON T given name & family name D JEME2MEH FIEE T, SAML 7 —3 = > T firstName
& lastNam (CFNEN~Y v B 7T 2 L2 ELTWET,

"audience": "...",
"signingCert": "----- BEGIN CERTIFICATE-----— \n...-———- END CERTIFICATE----- \n",
"mappings": {
"email": "email",
"given name": "firstName",
"family name": "lastName"
}I
"nameIdentifierFormat": "urn:oasis:names:tc:SAML:1.1l:nameid-format:unspecified",

"nameIdentifierProbes": [
"http://schemas.xmlsoap.org/ws/2005/05/identity/claims/emailaddress"

:I ’

"binding": "urn:oasis:names:tc:SAML:2.0:bindings:HTTP-POST"

Cisco Security Provisioning and Administration 1—— 5 4 K .



DH—EXRTaNA 5—0FIE |
. Auth0 @ Security Cloud Sign On & D#i4&

Addon: SAML2 Web App X

Settings Usage

Application Callback URL
https://sso-preview.test.security.cisco.com/sso/saml2/@oc oh8

SAML Token will be POSTed to this URL.

Settings

"audience": "https://www.okta.com/saml2/service-provider/
"signingCert": \nMII...fjc\n
"mappings": {
"email": "email",
"given_name": "firstName",
"family_name": "lastName"
}s
"nameIdentifierFormat": "urn:oasis:names:tc:SAML:1.1:name
"nameIdentifierProbes": [
"http://schemas.xmlsoap.org/ws/20085/05/identity/claims
1,
"binding": "urn:oasis:names:tc:SAML:2.0:bindings:HTTP-POS

k)  [Addon] #A T ua /O FEICH D [A9ME (Enable) 1227V v 7 LCT 7V r—araBMcLE
D
AT 73 Security Provisioning and Administration {Z/Z Y | [R~ (Next) 1% 27 U > 27 LET, A7 v 7 3 :1dP b
Security Cloud (& SAML A # 7 — % #4342 (62 X—) OBEENERINET,
a) [XML7 7 A VDT v 71— K (XML fileupload) ] 47> 3 V&R IRL E7,

b) Auth0 22 GEEE NI [IDF B AL X —0D A X7 —4 (Identity Provider Metadata) | 7 7 A V&7 v 7
r—RFLET,

4
5
6
7
8
9
0
1
2
4

1
1
1
1
1
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Microsoft Entra ID 0 Security Cloud Sign On & D#& .

RDBERY

wIZ, AT 974 :SAML#HAEDT AL (642—) | BIO (2T v 75 : a0 7 7
T 474 (65%—) | OFIRIHEST, EETAMNLTT 77 4 7L LET,

Microsoft Entra ID @ Security Cloud Sign On & D&

ZPJ A K TIiX, Microsoft EntraID & Security Provisioning and Administration % #5532 J7{kIZ
OWTHHALET,

IR BRI

BAtET 2HNZ, TID 7 e A X —faTA K (57 X—) | ZFisk, T et AR gL
TLIEE, ZNHDOFIAL, RO T A ROFRZ T2 7 72 1 ID 7'1r /31 X4 —[T Security
Cloud SAML A % 5 —# Z4gft9 2 (61 X—) | BLW 27 » 7 3 :1dP »* 5 Security
Cloud IZ SAML * # 5 —# k9% (62 ~2—°) | IZ2\ T, Microsoft Entra ID SAML #%
AICEAOFMERE LET,

FIE

AT w71 Microsoft Entra ID & #t& 3 % = ¥ —7F A X C Security Provisioning and Administration {Z% 4 > > L &
T
a) A7 o711 ¥IEEE (60=2—) | OBIIZH> T, HLWID e oA ¥ —%1/ER L, Duo MFA
MOFT T RTHNEIDERELET,
b) (A7 v 7 2:1ID 7w/ & —|Z Security Cloud SAML X % 7 —# Z4£flt9 2% (61 _*—) | T, /\
Ty YAEZ ¥ v n—RL, ROFIETHEHRT S [=> 7 47 41D (EntityID) ] &[> > 7
A AP —E AURL (Single Sign-On Service URL) | D% = & — L £,
AT T2 HLWT T UV X T T, https://portal.azure.com ([ZFFRH L LTHA A LET, T <ITED DT, Security
Provisioning and Administration % 7 [ZBWVV/2 EF FIC L T E £,

TATY NTEEOT T NMIT 7 BATELLEIT, A EMTT Iy FE@RLEST, R—4 1ty

= v & W B Microsoft Entra ID 7> MIFEE L £ 7,

a)  [Azure Active Directory] #7 Y v 7 LE7,

by  EROYA RAR—=T[mrZ—TF3 A4 X7 7Y r—=3 a2 (Enterprise Applications) %27V v 27 L¥
o

) [HHLWTI YU — 3 (+NewApplication) | %2 U w2 L. [Microsoft Entra SAML Toolkit] % ##
LET,

d)  [Microsoft Entra SAML Toolkit] #7 V v 27 L&,

e) [#4Hl (Name) ] 7 4 —/V FiZ [Security Cloud Sign On] F7/2IXZTDOMDEE AT L, [1ERK

(Create) %= 7 VU v 7 LET,

f) % (Overview) |-3— T, MO A RN—D [EH (Manage) 1D FiZH D[V TNV A 4

> (Single SignOn) 1% 27V v 7 LET,
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DH—EXRTaNA 5—0FIE |

. Microsoft Entra ID 0 Security Cloud Sign On & D&

2
h)

)

)

[T TNt A A FROEIN (select single sign onmethod) ] T[SAML (SAML) ]Z3&RL £,
[FEARM) 72 SAMLAE AL (Basic SAML Configuration) ]33/ C [fRfE (Edit) 1227 U v 2 L. LLF&1T
WET,

o[B8 (=27 47 4ID) (Identifier (Entity ID)) ] C. [#&5F BN (Add Identifier) | % 7
Y w2 L. Security Provisioning and Administration 2> Higf S 72 [=> 7 1 7 4 ID (Entity ID) ]
D URL Z ASJLET,

B URL (7H—varara—<H—ERAURL) (Reply URL (Assertion Consumer Service
URL)) ] T, [J&ZURLDEN (AddReply URL) 1% 2 U w27 L. Security Provisioning and
Administration 725 D[22 7 VYA A o —E AURL (Single Sign-On Service URL) ] & A /)
[/ \i j—o

o [ >4 URL (SignonURL) |7 «—/L RIZ [https://sign-on.security.cisco.com/|
EANLET,

s [frfF (Save) 1% 27V w2 L, [FEAHRSAMLERL (Basic SAML Configuration) ]/3R/LV% P T
jz‘jﬁo

B & 2k (Attributes & Claims) ] /3% /LC, [fmf (Bdit) 1227V v 27 LET,

o [(LE72EER (Required claim) | C[—E O —HF—i#hl7 (4A1D)  (Unique User Identifier (Name
D)) 1EREZ27 U7 LTHRELET,

. [Y‘—X)Elj‘ri (SOUI‘CG attribute) ] 74— K% user.userprincipalname Lléﬁﬁé L/i'a‘o Z ZTlE.
user.userprincipalname DENE R E L A —LT RLAZRLTWDHZ L &RHEE LT ET,
FNLUANDEEIL, [V —A (Source) ] % luser.primaryauthoritativeemail | (Z5%E L £9,

[BINDER  (Additional Claims) /3% /L C[f&E (Edit) 1% 27 Y » 7 L. Microsoft EntraID == — % —
7aRT 4 & SAML BHEORIOR O~ v B2 7Rk L E 7,

ARl A EIZE ] V—RAEMH

email fli7z L user.userprincipalname
firstName fE72 L user.givenname
lastName fli7z L user.surname
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ATy T3

k)

D

Duo @ Security Cloud Sign On & D#i & .

WITRT L DI, BRI LI [4Ei2E (Namespace) ] 7 4 —/L RiZbd°7 U7 LTL7Z2E0,
Manage claim X

27 Got feedback?

Name * | email v |

Namespace | Enter a namespace URI v |

[SAMLGEH]#E (SAML Certificates) ] /Sr/LC, [AEPIE (Base64) (Certificate (Base64)) ] aEH]ED
[#7 > na—F (Download) 127V v 7 LET,

ZOTFIETHRIFEHEATH72DIT, [SAMLIZE DV 7 %A D'y b7 7 (Setup Single
Sign-Onwith SAML) &2 3 C[2 /4 > URL (LoginURL) ] & [Microsoft Entrai# 3!l ¥ (Microsoft
Entra Identifier) | D% a2 —L F 7,

Security Provisioning and Administration {ZFE Y . [R~ (Next) 227 U v Z7 LEd, A7 v 73 :1dP b
Security Cloud (Z SAML A % 7 —Z 242425 (62 X—) OBENPERRINET,

a)
b)

<)

d)

[TEMERL (Manual Configuration) 147> a2 &2 @&IR L £,
[ I NH A Fd P —ERAURL (TH—3 3 a3y a—<#—EAURL) (Single Sign-on Service
URL (Assertion Consumer Service URL)) ] 7 « —/V RIZ, Azure »HIgft & 72 [v 74 > URL (Login
URL) | DfEZ AT LET,
[>T 47 41D (A—7 =2 AURI) (Entity ID (Audience URI)) |~ 1 —/L KIZ, Microsoft EntraID
12 Lo T &5 [Microsoft EntraiiiBll - (Microsoft Entra Identifier) | DfEZ AJI L E T,
Azure TSN BRAFEAELZT v v — FLET,

GE)
Azure |2 X > TIREE SN D BLGENE T 7 4 VOJEE 1T .cer TJ, 7272 L. Security Provisioning and
Administration TREBIFHZ T ANDITIL, 77 A VLR % cart ITAR L TMHT vy 7 r—RFLE
R

AT 74 Security Provisioning and Administration C [Jk-~ (Next) &7 U v 27 L7,

RDBERY

(27 74 : SAMLIEAEDT AR (64—) | BIOY (AT v T75:8E6EDOT 77 4714k
(65 X—=) | It~ T, HEETAMLTCT 7T 4 7{LLET,

Duo @ Security Cloud Sign On & D#FS

ZDHA RKTIE, DuoSAML 7 7'V /7 —3 3 > % Security Cloud Sign On & #4345 ikl o>
T LET,

Cisco Security Provisioning and Administration 1—— 5 4 K .



DH—EXRTaNA 5—0FIE |

. Duo 0 Security Cloud Sign On & D&

FIE

ATy I

ATy T2

188 B

BRGET 2R, [ID 7oA X —fETA R (57X—2) | &ZEih, 7o AR EHE L
TS, ZNHDOFIEIL, ADRDO T A FOFHZ A7 » 72 1 ID 7'm /31 Z—|Z Security
Cloud SAML * % 57— X Z#fl3 2% (61 X—2) | BLOW A7 v 7 3 : 1dP 75 Security
Cloud IZ SAML # % 7 —# Z42fit4 2% (62 ~—°) | &2\ T, Duo SAML HAIZ[EA DFE
MafiE LET,

Duo & #iE9 % =& —77 A X T Security Provisioning and Administration (%4 > A > LE T,

a) (AT o7 1 HHERE (60=—) | OFBIZIH> T, HLWID 7'r A X —%Ef L., Duo MFA
MWOA T NT U RNTHNEIDERELET,

b) A7 > 7 2:1ID 7w 34 ¥ —I(T Security Cloud SAML A % 7 — X Z4#fit4 2% (61 ~—) J T, /\
TYyYiRELX ¥ 7 —RL, ROFIETHEMT L [T 47 41D (EntityID) ] &[> > 74
A AP —E AURL (Single Sign-On Service URL) | D% =2 & — L £,

LTI o¥FE T BEE L L TDuwMMikich A A LET, 3 <IZREDD T, Security Provisioning

and Administration # 71IBHWVcE EIZ L THBEET,

a) EfloFer—varAma—nh [FTF)5—2 3y (Applications) 1> [7FUr—3 3 v nR#E

(Protect an Application) 1227V v 27 L¥7,

b) ¥/ N\—"T, Cisco Security Cloud Sign On LB L E T,

¢c) [HY—E A7 1m/ A X — (GenericService Provider) |7 7 U 7r—3 3 ORI H D [Fri# (Protect) ]
Vv L, tRiEX A 7L LT [DuoAR A FT5SSOIZ L H2FA (2FA with SSO hosted by Duo) | %
BIRLET,

W SAML — B 2 7 2 3 X —DRE R — V3B & £,

d) [A¥T—% (Metadata) | &7 v arERRLET,

¢) [=>T 47 41D (EntityID) | Dz =t — L, % THMATD-OITHREFELET,

f) [>Z ¥ A A URL (Single Sign-On URL) | DfEx = — L, % CHEHT H-DITHRAFLET,

g HBTHEMHT IO, [FV7m— K (Downloads) | &2 >3 C[REHEDH V> v2— K (Download
certificate) 1227 U v 7 LET,

h) [SAML/GZ (SAML Response) ] £ 7 3 a > CIROFNEEZFEITL 1,

* [NameID/#3. (NamelD format) ] C [urn:oasis:names:tc:SAML:1.1:nameid-format:unspecified] & 7= 1%
[urn:oasis:names:tc:SAML:1.1:nameid-format:emailAddress] % 2R L £ 77,

s [NameID/&M: (NamelD attribute) ] C [<Email Address>] Z 3R L £7°,

c[BMED~ v B S (Map Attributes) ]2 23 >, DuoIdP —H — @t & SAML Ji & @& M D vk

D~y T2 ANITLET,
IdPEE (IdP Attribute) SAMLIGZE R (SAML Response Attribute)
<Email Address> email
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| D¥—EXTans4—DFIE
Google ID @ Security Cloud Sign On & D#& .

IdPEM (1dP Attribute) SAMLISZ B (SAML Response Attribute)
<First Name> firstName
<Last Name> lastName
Map attributes IdP Attribute SAML Response Attribute
X <Email Address> email
X <First Name> firstName
%X <Last Name> lastName \Jr\

i) [XE (Settings) ] D [4Hl (Name) | 7 4 —/L FIZ [Security Cloud Sign On] F7-|IflDfE%

ABTLET,
AT 73 Security Provisioning and Administration [ZFE Y | [R~ (Next) 1227 U v 7 LET, A7 v 7 3 :1dP 1D

Security Cloud |Z SAML A # 7 —# Z4#t9 2% (62 X—) OEENAERRINET,

a) [FEHEAL (Manual Configuration) ] 47> 3 VAIEIN L F7,

b) [V NYA AP —EAURL (7H— 3 a3y a—~<H—EAURL) (Single Sign-on Service
URL (Assertion Consumer Service URL)) |7 « —/L KIZ, Duo 2»bigfit &z [v v 7 ¥4 4 2 URL

(Single Sign-On URL) ] DfExZ A L E T,

) [>T 47 4ID (A—F 4= AURI) (Entity ID (Audience URI)) ] 7 4 —/L FiZ, Duo 7 HHgfik &
Nz [=>7 47 41D (EntityID) ] DEEZ AN LET,

d) DuomnbHFvrrn—RLIEEBLAIRAELZT v 7e—RFLET,

RDZERY
Wiz, A7 974 :SAML#AEDT AL (64X—) | BIR AT 975 : EDT Y
T4 7 (65 %—) | OFIEIHEST, BEETAMNLTCT 7T 4 7L LET,

Google ID @ Security Cloud Sign On & D&

ZDOHA RTIL, GoogleID SAML 7 7'V /7 —3 = > % Security Cloud Sign On & #4592 ik
WZOWTHHLET,

1R BRI

BGAT 2R, [ID 7o X —ffETA R (57X—2) | &Zaidh, 7o AR EHEL
TLEEY, ZRHOFIAZ, AIRO T A ROFHZ TAF7 > 72 ID 7' 1/34 Z—|Z Security
Cloud SAML # % 57— 4 Z#¢fl9 2% (61 X—2) | BLOY A7 v 7 3 : IdP 25 Security
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. Google ID @ Security Cloud Sign On & D#4&

FIE

&

ATy T2

Cloud IZ SAML X ¥ 5 — 4 Z4#flt+2% (62 —) | 1225V, Google ID HAIZ[EH A DAl
BRI LET,

Google L &I D ¥ —7F A AT Security Provisioning and Administration (2% >4 > L £ 7,

a) ATy 71 HEE (60=—) | OBBHIZH>T, HLWID 7 r3of X —%ER L, Duo MFA
MOFT T RTHNEINERELET,

b) (A7 v 721D 7 /3o X —|Z Security Cloud SAML X % 7 — X #4295 (61 *—) | T, /\
Ty YAEZ ¥ v on— L, ROFIETHERT S [=> 7 47 41D (EntityID) ] & [ 7
A AP —E AURL (Single Sign-On Service URL) | D% =2 & — L £,

LT T oFEHT T A—N—EFHEEREZFOT I FEHEH L TGoogle BB = vV — /LT H A
4 > L£7, Security Provisioning and Administration &% 7 1ZBAV o £ FIZ L E T,

a) BV Y—LT, A=a— —>[77Y (Apps) |>[V=TTFYELEENLALT Y (Weband
mobile apps) | IZBEIL 9,

b) [7T7V &EHM (AddApp) 1>[H AF ASAMLT 7'V DiEAI (Add custom SAML app) 1% 7V v 7 L
EJ e

c) [T VDA (App Details) ] TUL F &IV E9,

« TV r—3 3 4T ISecure Cloud Sign OnJ F7o(FfLOfEAE A LET,
CMBTIEC T, T r—va CHEEN T T A 2 ET vy e —FLET,

d)  [#ifT (Continue) 1% 7 YV v 7 LT, [GoogleID 7 1 /3A % — (Google Identity Provider) ] DFfAll~<—
ICBELET,

e) [AXT—HDX 77— (DownloadMetadata) ] %7 VU v 27 LT, % THHT 5 72DIT Google
SAML A ¥ T =277 A VX m—RRLET,

f) (%47 (Continue) 1% 727 U w7 LT, [h—ERTm A X —DFM (Service provider details) ] ~2—
CICBE L £,

g) [ACSURL (ACSURL) ]7 «—/V RIZ, Security Provisioning and Administration 7> 5 #2flt S v7= [2
T NHA A — B AURL (Single Sign-On Service URL) | Z# A1 L £ 7,

h) [>T 47 «ID (EntityID) ]~ 4 —/V KIZ, Security Provisioning and Administration 7> 5 #2fit < 172
[>T 47 41D (EntityID) ]® URL Z AL ET,

i) [B4 XI5 (Signed Response) | A7 v araA iz LET,

j)  [ARIDOEX (NamelD Format) ] C[UNSPECIFIED (UNSPECIFIED) ] % 721Z[EMAIL (EMAIL) ]
IR LET,

k)  [4A7ID (NamelID) ] C [2EAfE# > E2E T A —/L (Basic Information > Primary email) ] %8R L &
R

)} [%t1T (Continue) ] %2 V v 27 LT, [~ v 7 (Attribute mapping) ] ~2— I E£d,

m) Google 7 4 L7 NV EMEET SV r—va @Bl oRko~y B 7 2BMLET,
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| Dy—EXTaNA5—DFIE
Okta O Security Cloud Sign On & D& .

GoogleT 1« LY +1JMEME (Google Directoryattributes) | 7 7' M/E1%: (Appattributes)
4, (First name) firstName
#: (Last name) lastName
Primary email email
Attributes
Add and select user fields in Google Directory, then map them to service provider attributes. Attributes marked with * are mandatory. Learn more
Google Directory attributes App attributes
Basic Information >
First name - firstName X
Basic Information >
Last name - lastName X
Basic Information >
Primary email - email X
ADD MAPPING

n) [#&7T (Finish) 1227V v 27 LET,

AT 73 Security Provisioning and Administration [ZFE Y | [R~ (Next) 1% 27 U > 27 LET, A7 v 7 3 :1dP b
Security Cloud (Z SAML A % 7 — X 242325 (62 X—2) OWENERINET,
a) [XMLZ 7 A/LVDT v 7r—K (XML fileupload) |47 a v &BIRLET,
b) LLEIIZ Google tE B X 7 — R LIZSAML A X T —4 7 7 A VET v 7u—RKLET,
c) [k~ (Next) 1227 U w27 LTC[TAF (Testing) | —TIzAHFET,

RDBERY

W2, TAT w7 4: SAMLMEDT AL (64X—Y) | B AT w75 BT
T 474 (65 %—) | OFNEIHE-T, EE2T AN LTT 7T 476 LFET,

Okta @ Security Cloud Sign On & O#&

ZDHA KTlX, OktaSAML 77U /7 —3 = > % Security Provisioning and Administration & #t
AT DB THALET,
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. Okta 0 Security Cloud Sign On & DS

FIE

&

ATy T2

188 BRI

BAtET DRI, TID 7 a A X —Ea A K (573—=) | &aid, 7t ALREEEL
TS, ZNHDOFIEIL, ADRDO T A FOFHZ A7 » 72 1 ID 7'm /31 Z—|Z Security
Cloud SAML * % 57— X Z#fl3 2% (61 X—2) | BLOW A7 v 7 3 : 1dP 75 Security
Cloud IZ SAML # %5 —X# %42 (62 X—7) | (22T, Okta SAML #AIZ[EA D
MAEMELET,

Okta L #iH T 5T % —7F A AT Security Provisioning and Administration (2% A 1 > L £ 7,
a) (AT o7 1 HHERE (60=—) | OFBIZIH> T, HLWID 7'r A X —%Ef L., Duo MFA
MWOA T NT U RNTHNEIDERELET,
b) AT v 7 2:1ID 7 a/ A ¥ —|Z Security Cloud SAML X % 7 — X% Z4&flk9° % (61 ~X—) | T, /\
TYyYiRELX ¥ 7 —RL, ROFIETHEMT L [T 47 41D (EntityID) ] &[> > 74
A AP —E AURL (Single Sign-On Service URL) | D% =2 & — L £,
FHLWT T o x T ¢ EFRE L LCOktafkifkic 4 o4 LET, T <IZEDHD T, Security Provisioning
and Administration # 71IBHWVcE EIZ L THBEET,
a) [77 Vs — = (Applications) | A== —5[7 7Y — 2 (Applications) |Z &R L ET,
by [TV — a3 e OFERK (Create App Integration) | %227 U v 7 LET,
c) [SAML2.0 (SAML2.0) J##ERL, [k~ (Next) |27 U v/ LET,
d) [®MEE (General Settings) ] % 7 C. D4 (i : Security Cloud SignOn) # AL, %I
JSLTrAEZT vy 7T u— RLET,
e) [k~ (Next) 1% 7 Y v 7 LT [SAMLOHK (Configure SAML) | _—IZtA 4,
f) [ 7 /A A URL (Singlesign-onURL) ]~ 4 —/L RIZ, Security Provisioning and Administration
Mot [ 7oA A — B AURL (Single sign-on Service URL) | Z A1 LE T,
g) [A—7 4= AURI (Audience URI) | 7 4 —/L RIZ, Security Provisioning and Administration 7> & f&
fftxnic [=>7 47 41D (EntityID) ] Z# AL ET,
h)  [4AMNDOEA (Name ID Format) | C [#5E72 L (Unspecified) | £721L[EFA—/L7 KL A
(EmailAddress) ] Zi%R L £9,
i) [7 7V r— g vra—%—4 (Application username) | T [Okta=——%; (Oktausername) ] % B3R
L%,
i) [BIEAT— R A b (A7 a)  (Attribute Statements (optional)) &2 ¥ a > C, IRD4 i SAML
BYED~ v v 7% Okta 2—F—7" 1 7 7 A JLTIBINL £37,

&A1 (Name) (SAML7H—32) [fE (Value) (OktaT’OT7A)L)

email user.email
firstName user.firstName
lastName user.lastName

k)  [Show Advanced Settings] %7 V v 7 L7,
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| Dy—EXTaNA5—DFIE

ATvT3

D

n)

0)

p)

Ping ID @ Security Cloud Sign On & D#& .

[k~ (Next) 127V v 7 LET,
[B4GE#E (Signature Certificate) ] C. [7 7 A /VDZ MR (Browse files...) %27 U v 2 L. LLAEIIZ
Security Provisioning and Administration 7> 5 % 7 > — N L2 /ABREBAGEHELZ T v e — R LET,

GE)
L T — 3 1%, RSA-SHA256 7/)LT Y XA TELTHVLENLY F9,

[t > A2 (SignOn) ], [RXE (Settings) ], [VA A Fik (Sign on method) ] DINEIZEIR L |
[FEfDZ£ R (Show details) 1 &2 U v 7 LET,

[k~ (Next) 1Z227 J v2Z7 LTOktall” 4 —F Ny 7 Z%FL, 587 (Finish) 1227V v7 L%
TO

[ A URL (SignonURL) ] & [317# (ssuer) |DfEz a2t — L, BRAFHEL X Va1 —F
L T Security Provisioning and Administration{Z#2ffk L &7,

Security Provisioning and Administration [V . [R~ (Next) |27 Vv 7 LEdT, A7 v 73 :1dP 126
Security Cloud (Z SAML A % 7 —Z 242425 (62 X—) OBENPERRINET,

a)
b)

d)

[FEW#ERL (Manual Configuration) |4 ~7'v a &2 @®IRL 9,

[ I NHAF o —EAURL (7H— g3 a—<H%—EAURL) (Single Sign-on Service
URL (Assertion Consumer Service URL)) ] 7 « —/V KiZ, Okta 2»bigfik& 7z [ > 4> URL (Sign
onURL) | DEZ AL ET,

[=27 47 4ID (A—F 4= ZURD (Entity ID (Audience URD)) ] 7 1 —/L RIZ, Okta 7> 5#2fi S
T 1T (Issuer) | DEZ AL ET,

Okta 2Bt SN EBLFAEL T v 7r— L X7,

RDBERY

WRIZ, TAT w74 : SAMLIADT AL (64X—2) | BEXR RTF 75 EDOT
T4 7 (65 %—) | OFNEIHEST, BEETANLTT 7T 4 7L ET,

Ping ID @ Security Cloud Sign On & D&

ZDHA KTIE, PingSAML 7 7'V //—3 3 % Security Cloud Sign On & #4345 ikl
TR LET,

1a s BRI

BRLAT DRI, TID 7m A X —ETA N (57 X—2) | Zais, 7ot ARRZ B L
TS, ZNODOFIRIL, AHROHT A FOFHZ TAT 72 1 ID 7 131 X —[T Security
Cloud SAML A # 7 —# Z4gfit9 % (61 ~—) | BLO A7 » 7 3 :1dP /5 Security
Cloud |2 SAML # % 5 — & Z#4t42% (62 2—) | IO\ T, Ping MAIZEA OFEHN %
ELET,
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DH—EXRTaNA 5—0FIE |
. Ping ID @ Security Cloud Sign On & D#f&

FIE

RATw 1 Ping LHET D= ¥ —7F A X T Security Provisioning and Administration {Z% 4 > 1 > L £,
a) [ZF v 71 IHHRE (60=2—) | OB ->T, HLWID Fr o #F—%/Ef L. Duo MFA
MOATNT T RNTHNEIDERELET,
b) (AT w7 2:1ID 7 1r/3A & —|Z Security Cloud SAML #* % 5 — % {425 (61 <—) | T, #
TS % 72912 Security Cloud Sign ON SAML A 2 F—82 7 7 A V& X7 rn— RLET,
ATY T2 HLWT T UV HT T, Ping BHLa L Y — /L% A A LET, Security Provisioning and Administration
T ETERWEEFICLET,
a)  [#¢ (Connections) 1>[7 7V —3< a2 (Applications) 1 IZBEIL £9°,
b) [+HARZ %27 Vw7 LT[TFYr—aroiEi (Add Application) | %A 7 7 %B& £4,
c) [T77VU4s— a4 (Application Name) ] 7 4 —/V NiZ [Secure Cloud Sign On| F72IIfHo
AAia AN LET,
d) MEISULT, @AEZENL, 742027 v r—RNLET,
e) [TV —varOfifE (Application Type) ] T [SAMLY 7'V - —3< = > (SAML application) | %
I L., [#85k (Configure) |27V 27 LET,
f) [SAMLA#% (SAML Configuration) |4 A 7122 C, [AXT—X DA R — | (Import Metadata) |74
Tara@RL, [77 A VOER (Selectafile) 127V v 7 LET,
g)  Security Provisioning and Administration 7> 5 4 7 > = — R L 7z Security Cloud Sign On SAML * & 57—
BT 7 ANERDTET,
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https://control.security.cisco.com/
https://admin.pingone.com/

| Dy—EXTaNA5—DFIE
Ping ID @ Security Cloud Sign On & D#& .

B Add Application

SAML Configuration

Provide Application Metadata
® Import Metadata () Import From URL (O Manually Enter

[
Q.
w
0
Q
w
@
0
c
—_
=
<
Q
o]
c
&
7))
0
3
T
3
o
[1)]
Q
1))
~
o
®
X
3
[}

ACS URLs *

https://security.cisco.com/sso/saml2/0oalsc3asja...

+ Add
Entity ID *

https://www.okta.com/saml2/service-provider/spn...

h) [fRfF (Save) 127 U v 7 LET,

i) [XE (Configuration) | # 7% 27 U v 7 LET,

i) [AXT—HDHF 7 u—FK (Download Metadata) ] %2~ U » 2 LT, Security Provisioning and
Administration [Z#2ffi9"5 SAML A ¥ 7 —# 77 A V& X7 a—RKLET,

k) [EBtEo~ > 7 (Attribute Mappings) 1 Z 7 %27V v 7 LET,

) [#RE (Bdit) ] GRETA=2Y) 227 ) v LET,

m)  MZEOD [saml subject (saml subject) |JEMIZOWT, [T A—/LT KL A (Email Address) ] % &R
LET,

n) [HEM (+Add) %7 U v 7 L. SAML g & PingOne = —H —ID @D DO~ v B 7 ZBIM L.
ETNETNO~ v B 7T [ME (Required) | A7V a el LET,

B |PingOne~w E> %" (PingOne Mappings)

firstName | &5 7 A —/L 7 K L- 2 (Email Address)

lastName | Given Name

email |Family Name
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IDHY—EXRFONS E—DFIE
. Ping ID @ Security Cloud Sign On & D#f&

g~ > v 7 (Attribute Mapping) ] /X R/VITIROD X 512720 £,

Attribute Mapping
Attributes PingOne Mappings Required
saml_subject Email Address - u
email Email Address - n : [}
firstName Given Name h gt : [ ]
lastName Family Name A ”'0 : [}

o) [*1F Save) 127 Vw7 L C=v a2 REFELET,

AT 73 Security Provisioning and Administration {ZE Y . [R~ (Next) 1227 Vw27 LET, A7 7 3:1dP b
Security Cloud (Z SAML A # 7 —Z Z4#(t3 25 (62 X—) OBENPERRINET,
a) [XML7 7 A VDT v 77— K (XML fileupload) 147 a U &RIRL ET,
b) LA Ping B4 70— KL SAML AX T —X 77 A V&7 v 7uo—KLET,
c) [k~ (Next) 1227 U w27 LT[7T AL (Testing) | X—TICEHLET,

RDBERY

Wiz, AT 974 :SAML#HEDT A (64—) | BEIO 2T v 75 : 6077
T4 7 (65 %—) | OFNEICHEST, EETANLTT 774 7L ET,

. Cisco Security Provisioning and Administration 11—+ — /4 K



BERICDOWT

CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



