imir
CISCO.
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1.
Cisco SecureX SecureX
https://cisco.com/go/securesignon SecureX Threat Response Cisco Secure
Malware Analytics  Threat Grid Cisco Secure Endpoint  AMP
SecureX
[Welcome to Cisco Cloud Mailbox Defense]
Welcome to Cisco Cloud Mailbox Defense
lo Fedact Parmission Mode 2 1 Sat Up Joumaling
2. [Permission Mode]
[Permission Mode] [Permission Mode] 2
- [Audit] Microsoft 365
—  [Audit with Enforcement]
/ Microsoft 365
[Audit with Enforcement] 15 [Automated Remediation]
[Apply auto-remediation to domains not
in the domain list] [On]

Cisco Systems, Inc. =~ www.cisco.com
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https://cisco.com/go/securesignon

3. Microsoft 365
a. [Connect to Microsoft 365]

b. Microsoft 365 Microsoft 365

Cisco Secure Email Cloud Mailbox  FAQ Cloud Mailbox
Microsoft 365 Why are Microsoft 365 Global Admin
rights required to set up Cloud Mailbox?

c. [ Accept ] Cloud Mailbox
4. Cisco Secure Email Gateway SEG Microsoft 365
Cisco Secure Email Gateway Microsoft 365 Cloud Mailbox

Microsoft 365

Microsoft 365 Exchange [ Add a connctor ]

- [ Connection from ] Office 365

- Connection to ]

- [ Connector name ] Cisco Secure Email Cloud Mailbox [ Turn it
on ]

- [ Use of connector ]

mail.cmd.cisco.com

- [ Routing 1] MX
- [ Security restrictions ] CA
TLS
- Validation email ]
[Cloud Mailbox Cloud Mailbox Policy ] Cisco Secure Email Gateway SEG
17
5. Microsoft 365
Microsoft 365
10 ~ 60
Cisco Secure Malware Analytics  Threat Grid
[Threat Grid
/Threat Grid
a.
[ Administration ]
b. Microsoft 365 https://admin.microsoft.com/AdminPortal/Homef/homepage
Exchange
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https://www.cisco.com/c/en/us/td/docs/security/cloud-mailbox/faq/cloud-mailbox-faq/setup-faq.html
https://www.cisco.com/c/en/us/td/docs/security/cloud-mailbox/faq/cloud-mailbox-faq/setup-faq.html
https://www.cisco.com/c/en/us/td/docs/security/cloud-mailbox/faq/cloud-mailbox-faq/setup-faq.html
https://admin.microsoft.com/AdminPortal/Home#/homepage

c. [ ] > [Exchange] > [ 1>1 ]

d. [Send undeliverable journal reports to] Exchange

e. [+]

f. [ Send
journal reports to ]

g. [Name] Cisco

h. [If the message is sent to or received from] [Apply to All Messages]

i.  [Journal the following messages]

- [ All messages ]
—  CES Internal Mailbox Defense IMD [Internal messages only]
i Save ]
6. [enable policy enforcement]
10 ~ 60
Microsoft 365
15 [ Audit with
Enforcement ] [ Automated Remediation ]
[ Apply auto-remediation

to domain not in domain list ]

Cloud Mailbox [
Apply auto-remediation to domains not in the domain list ]

m Apply auto-remediation to domains not in the domain list ]
" Apply auto-remediation to domains not in the domain list ]
[ Apply auto-remediation to domains not in the
domain list ]
1. [Settings] > [Policy]
2. [ Update Imported Domains ]
3.

13



4. [ Apply auto-remediation to domains not in the domain
list ]

5. [Save and Apply]

24
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