imir
CISCO.

[ Settings ] > [ Policy 1] Cisco Secure Email Cloud Mailbox
[Save and Apply] "
1
Permission Mode ®  [Audit]
Microsoft 365 [Permission Mode]
Microsoft 365
[Audit]

[Attachment Analysis]
[Message Analysis]

®  [Audit with Enforcement]

[ Audit with
Enforcement ]
[ Automated
Remediation ]

Cisco Secure Email
Gateway SEG

Cisco Secure Email
Gateway SEG
Cloud Mailbox

IP

/
Microsoft 365
I SEG
Nothing
selected (No SEG) ]
m [SEG SEG is
present ]
— [Cisco SEG

Use
Cisco SEG default
header ]
X-lronPort-RemotelP

- [SEG
Use Custom
SEG header ]

[ SEG
Nothing
selected (No SEG) ]
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Attachment Analysis

Cisco Secure Malware

Analytics Cisco
Threat Grid
Remediation Actions [ Move to ] [
Quarantine ] Move to Quarantine ]
[Move to Trash] ] [
Move to Quarantine ]
[Move to Junk]
B [Spam] - [Move to Junk]
[No Action]
B [Graymail] - [No Action]
Exchange
Microsoft
[ Safe
Sender ]
Microsoft

Automated Remediation

Domain-specific
auto-remediation

[ Audit
with Enforcement |

Apply
auto-remediation to
domains not in the
domain list above

Microsoft
365

[ Audit
with Enforcement ]
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Cisco E

2
Cisco Secure Email Gateway SEG [SEG SEG is present |
Message Analysis [Outgoing] [Internal]

Attachment Analysis

Remediation Actions | | [ Move to Quarantine ]

[ [ Move to Quarantine ]

B [Spam] - [Move to Junk]

Cisco Secure Email Gateway SEG SEG Cloud
Mailbox SEG
Cisco Secure Email Cloud Gateway = CES Cisco Secure Email Gateway = ESA

https://docs.ces.cisco.com/docs/configuring-asyncos-message-filter-to-add-sender-ip-header-for-cloud-mailbox

Microsoft 365

11 Microsoft 365
CES IMD
CES Internal Mailbox Defense IMD
B Message Analysis ] [ Internal ] [ Policy ]
® [Attachment Analysis] [Enabled] [Disabled] [Enabled]
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