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* shutdown

* reboot

* suspend

* suspendtransfers
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* version
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suspend CEA—N X2 VT4 TTIAT U ANLES2Y | VT —FEHK

TAEHT SIAT VANDREEEINT- A =T |FibENnET,
DFR%E A —BpE i U E,

CFREEDNS U ) — R ST A v — PV ORME & — RS
IELET,

« FEE S A — VR SIVEE A,
c BAEET A —VESIEESNE T,
« B ZEEMEIL S ET,

«CLIZ7 7 B ARRED L FIZRY £,

suspendtransfers | /BRI ZR D FE 1 A — /L5 L X Web Security Appliances 705 | U 77— R & b #E
Content Security Management Appliance ~D L'’ R—7 ¢ 7 | FE S E T,
T=HEBLONNT X T T—HDfREE —RHEIE L E
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ZOaw R TCEH  EA =N X2V T 4 T IAT
ANLDOBEEENTZA v —V0ZE L —FEILESNE
_a—o

RO DT 9T TTIAT VAT IA) TTITAT v
A2 ELTHAT OO DHFEERE T D~ FE/HH
LET,

Ihboawy ROBERRHIZIE, 777947V ADBEHEEANTHIVENSLYET, T 74
JU NEBIEEIZ 307 TF, AsyncOS Tlk, ZOBIEEOMITA—7 L OB A 72 T TE £,
ZOBRIE R D L A—T U HOBEGESRHINICEA L b ET, 4 —7 O SFE
LaWgaild, 7 <ich—eAanfgisinEd,

suspend & 7= {3 suspendtransfers 2~ > R CEIL L7 —ERAEZH{T 77 4 7{L$ 51X, resume
F 7213 resumetransfers 2~ > R&Z N EAEH L EJ,

BT T ITAT LV ADBAEDAT —H A (A TA L ETIE—RHEIL) ZFRET HI21E, Web
A B —T 2 A AT[EHT 7747 A (Management Appliance) |>[ A7 LEEE (System
Administration) > [ > N U 2 /FL#E) (Shutdown/Reboot) | Z iR L £ 7,
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. CLI 45l : suspend #5 & U suspendtransfers 1< > F

CBHEVDEA—N X2 VT4 TTIAT LV ADY =2 T VERLFA L TA 2 ~VTD
['Suspending Email Delivery] . [Resuming Email Delivery| . [Suspending Receiving| .
F L TResuming Receiving]

CLI @15 : suspend 3 & U suspendtransfers 1< >

sma.example.com> suspend

Enter the number of seconds to wait before abruptly closing connections.
[30]1> 45

Waiting for listeners to exit...

Receiving suspended.

Waiting for outgoing deliveries to finish...

Mail delivery suspended.

sma.example.com>

sma.example.com> suspendtransfers

Transfers suspended.
sma.example.com>

—é— Ll ~
—FHFILRED > DERF
resume =~ > Ni&, suspend F721% suspenddel =~ > ROBHRZIZT T4 7 A&EE OH)
TERIBICRE LET,
resumetransfers =~ > KX, suspendtransfers =~ > ROMERHERIZT 77 A 7 v A Z il OEE
RRBIZELET,

CLI @45l : resume & & U resumetransfers < > F

sma.example.com> resume
Receiving resumed.

Mail delivery resumed.
sma.example.com>
sma.example.com> resumetransfers

Receiving resumed.

Transfers resumed.
sma.example.com>

TiSHARONPRE~DEREDN) Y b

TIIAT AN CERET S L X EITEROMEA IR T A RBOFEE LT, T
BRI EEIC T I AT v A& Uy T A2 TXFET,

EE OBREZV By MTAECLIGEVEETZ Lz, 77547 A (FTP. Telnet, SSH.
HTTP, HTTPS) ~OFEHFFICHEH L TWAYF—E ARG, 2—F 7o FRHIERE
nEJ,
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TRTOREEXY Y b fEHL, U7V A —T A A% L TCLIICH:

. 0 . T DMETNLT 7 4V FEREZEH L CTERIAR— MIHE
'Z;;?;W‘Fﬁﬁ/ BT, Uby MEICT 794 7 L RICHERTX 52 L &
WRLET, TIHINVIREDT T ITAT LV ASNDT 7%k
FPLL ZDFEMZONWTIE, By b T v A A b—, BL
DEARREEZZHR LTI,

2. TIIAT U ADY—ERE—BHEILLET,

1/ 77 A INVEAREE
o [REEA > & — Y 2 REF B B
3. [BELT 7747 A (Management Appliance) |>[ AT
LEPL (System Administration) > [XE 7 7 1 /v
(Configuration File) 1 Zi&@R L, [Vt~ F (Reset) ] &
7V w7 LET,

GE) Vtey Mg, TTITAT U ARET T T4 L REEICH
IR £9, VtEy MEIZET A —/VOEERN
FHr SN TV AGA, BUEIEY By MRICHRITS
nET,

. I%Hﬂﬁﬁ#@%ﬂﬁ;ﬁ%AE diagnostic > reload CLI &< Kz {#H LE7,

TATOREEZY £ b IE Zoa<r RiL, Cisco/b—Z £7-13AA v F Tff
«FRTOF— X % BI% AEnsEloa~r FEFLTEDHY THA,

resetconfig I < > K

mail3.example.com> suspend

Delay (seconds, minimum 30) :

[30]> 45

Waiting for listeners to exit...

Receiving suspended.

Waiting for outgoing deliveries to finish...

Mail delivery suspended.

mail3.example.com> resetconfig

Are you sure you want to reset all configuration values? [N]> Y
All settings have been restored to the factory default.

Async0S D/\— 3 VIEHD R

ZFYT1 LW WebA v H—T =2 ADH) 7T REA—L X274 EMary—Lc, s (#) 7
Aavk7Y)y 7 LT, VIV —WebAf ¥ —TxAf A%k —RKLET,

RTw T2 [T 7747 A (Management Appliance) ]> [£EF)FEEH —E A (Centralized Services) ]>[> AT A
AT —X A (System Status) ] ZER L F 9,
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1R BHHIIZ

cHHADOY E— NEFRBHEA (RPC) R—hatXaT Ry NU—JICEE, 7—7 V8
LET, FBlic O VWTIE, ZHEHADETVON—RY =27 v =27 VESZRL TSN
(BRHZFHHM SN TV DEFINOATTEET) |

T TFAT VA NEIEET DICDITMERR— bR R E, TTIAT AN E— |
7 7 A AR Tffbé_f‘:%ﬁﬁa’ﬂbiﬁ‘o

ZOMEEFHTAICIE. HHOY E— FNERBRAL VX —T 2 AO—E D IPv4 T
RUAMRMETT, 2O F—T oA AL, ZO® I arTHAINLTHWAFRIETD
HFREAFE T, ipconfig A~ REMMEH L TRETHZ LIITEEEA,
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ZORIRY—NEMATELLIICHERH SN TND I MR LET,
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VA TA REZBLTIEIN,

AFwF1 SSH. Telnet, F72ix> U7 ar Y — L R— 2L T, a~ 2 RIL v A Z—T = AT V&
2 LET,

ATy T2 EHEMREEST I FEFERLTCr A LET,
ATFwT3 UTFToavry REAHLET,

remotepower
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cBFEOFEBE A~ REFETTLHEOICNE o — L L2 T L—X,

B BongEszsy


b_SMA_Admin_Guide_ces_12_0_appendix5.pdf#nameddest=unique_350

| —mmnEEszy
SNMP £ L1=3 27 LokEnE=421U 25 [

INSDT LT ME, TFIAT U ANDT IR AFHTHMO 7 LF oo v UIKTE L EH A

ATYT5 commit ¥ AJJ L CTEEEZRIFLET,

ATV T6 REEZTAMLC, 7T I9AT ADEREE2)ET— M CEHTEL L 2MAELET,

RT9TT ANLEZ VT oy i, 5k, WOTHLHEHATESZ 2R LET, L xiE, ZoFRELE:
GITZRE L, ZOX AT BFATTHMENS DEHEND, WERI VLT UV VT 7 EBATEDL LD
ZLET,

RDZARY
TTITAT ADERDY) T—h Uty b

SNMP 2 L= R T LDKEDE=2Y) VT
AsyncOS (%, Simple Network Management Protocol (SNMP) /S—<7 = > vl v2, BILOV3 ZfH
ALY AT A AT—HADE=HY v 7V R—FLET,

*SNMP Z# ANz L., BRETHICIE, a~r NI A Z—T A AT snmpconfig =¥
Y REMHLET,

» MIB /X http://www.cisco.com/c/en/us/support/security/content-security-management-appliance/

tsd-products-support-series-home.html 72 5 AFTE £ 9 (EHFIREREHT 7 7 A VZEEH)

c I DY —EREAX—TNMTTBHITIE., XA T L —XFEELE DES K5 LA fE 5 SNMPv3
OFEHARMETT,  (SNMPv3 OEEMIZ OV TIE, RFC 2571 ~ 2575 # ML TL 2 &
V) o SNMP VAT A AT —HADE=HK Y U T oA 3= NMITDHITiE, D td 8
SLFD SNMPV3 NA T L— R RET HMENRH Y £7, YN SNMPV3 /RS2 7 L—X
EANTHEXT, HEEROT-DIZFDONRZAT L —XZHANTAHLERH Y £4, KIC
snmpconfig I ¥ REETTHLEET, a~ 2 NZo7 L —X0 [3E] ShTnE
7T

WG A E=HTDH L HITSNMP ZRETIHHE

connectivityFailure SNMP |k 7 v 7 OF% EREIZ url-attribute 2 A3 584, URL 37 1 L
RV EREZ T 7 ANONT AR T rERELET,

T 4 LY RN, RERICAT vy () ZEBIMLET,
e 77 ANDIEHIE., KBRICAT vy a2z BMLETA,

* AsyncOS T® SNMP O OFEMIZ DU Tlid, Web % 7213 Email Security Appliance D 4>
FGA Y ~VTEBBLUTIEIN,

{5 : snmpconfig A< > K

sma.example.com> snmpconfig
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. {5 : snmpconfig 3 <> K

Current SNMP settings:

SNMP Disabled.

Choose the operation you want to perform:

- SETUP - Configure SNMP.

[]> SETUP

Do you want to enable SNMP?

[yi>

Please choose an IP interface for SNMP requests.
1. Management (198.51.100.1: sma.example.com)

[11>
Which port shall the SNMP daemon listen on interface "Management"?
[161]>

Please select SNMPv3 authentication type:

1. MD5

2. SHA

[11> 2

Please select SNMPv3 privacy protocol:

1. DES

2. AES

[11> 2

Enter the SNMPv3 authentication passphrase.

[1>

Please enter the SNMPv3 authentication passphrase again to confirm.
[1>

Enter the SNMPv3 privacy passphrase.

[1>

Please enter the SNMPv3 privacy passphrase again to confirm.

[1>

Service SNMP V1/V2c requests?

[N]> Y

Enter the SNMP V1/V2c community string.

[ironport]> public

Shall SNMP V2c requests be serviced from IPv4 addresses?

[Y]>

From which IPv4 networks shall SNMP V1/V2c requests be allowed? Separate
multiple networks with commas.

[127.0.0.1/32]>

Enter the Trap target as a host name, IP address or list of IP

addresses separated by commas (IP address preferred). Enter "None" to disable traps.
[127.0.0.1]> 203.0.113.1

Enter the Trap Community string.

[ironport]> tcomm

Enterprise Trap Status

1. CPUUtilizationExceeded Disabled
2. FIPSModeDisableFailure Enabled
3. FIPSModeEnableFailure Enabled
4. FailoverHealthy Enabled
5. FailoverUnhealthy Enabled
6. RAIDStatusChange Enabled
7. connectivityFailure Disabled
8. fanFailure Enabled
9. highTemperature Enabled
10. keyExpiration Enabled
11. linkUpDown Enabled
12. memoryUtilizationExceeded Disabled
13. powerSupplyStatusChange Enabled
14. resourceConservationMode Enabled
15. updateFailure Enabled
Do you want to change any of these settings?
[N]> Y

Do you want to disable any of these traps?
[Y]I> n

Do you want to enable any of these traps?
[Y]> y
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Enter number or numbers of traps to enable. Separate multiple numbers with
commas.

1> 1,7,12

What threshold would you like to set for CPU utilization?

[95]>

What URL would you like to check for connectivity failure?
[http://downloads.ironport.com]>

What threshold would you like to set for memory utilization?
[95]>

Enter the System Location string.

[Unknown: Not Yet Configured]> Network Operations Center - west; rack #30, position 3
Enter the System Contact string.

[snmp@localhost]> SMA.Administrator@example.com

Current SNMP settings:

Listening on interface "Management" 198.51.100.1 port 161.

SNMP v3: Enabled.

SNMP v1/v2: Enabled, accepting requests from subnet 127.0.0.1/32
SNMP v1/v2 Community String: public

Trap target: 203.0.113.1

Location: Network Operations Center - west; rack #30, position 3
System Contact: SMA.Administrator@example.com

Choose the operation you want to perform:

- SETUP - Configure SNMP.

[1>

sma.example.com> commit

Please enter some comments describing your changes:

[1> Enable and configure SNMP

Changes committed: Fri Nov 06 18:13:16 2015 GMT

sma.example.com>

XA TFAEBTITSATIUORADT—RIDINY I T Y
i::f

NI T vTINDLT—H  (123—)

« Ny 7Ty TORFEEL LOEA (12 %—)

Ny 7Ty 7THIRH (14 X—2)

Ry I T TP —EZADT AT EUT 1 (14 32—

e RNy T w7 Takv 2o (15 2—)

B—IF NTTITAT VAL DEBRGT T T4 T U ANLOT — X OEERG O IE
(15 2—)

NI T T AT =H AT HT T — bOEE (16 ~—)

s H—FTTEM ANy 7T v T DRV a—NikE (16 X—)

«BlEg N 77y TORM (17 ~—2)
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TLTEEWY,
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s Fut ANFWIENTIGE., e REERTALERDHD 7,
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Ty FT— R VA M= F L8N TE 6, D DEIC] OHEOBHESE LS
ORDFINEE AP LFEITUETR, [ A b—/b (nstall) |47 arE8RLET,
T T TV —FREA APV LTWBELEIEX, Ty 77 L—Fk (B53—) 25
LTL7Z&W,

NSO R 0—RFOX vy oEILERIFEIBRAT—2AD
KR

ZTVT1 (HLWWeb A ¥ —7 =2 ADH) 7TV REA—A X2l T EHar Y —LT, i (¥) 7
Aar%7Y)y 7 LT, LI —WebAf v Z—T =A% —RLET,

ATy T2 [EHT 7747 A (Management Appliance) ]> [ A7 L4 L (System Administration) ]> [ AT LD
7 w77 L— K (System Upgrade) | #ER L £,

AT T3 [Ty 77— K47 3 (Upgrade Options) ] %7 VU v 7 LET,

ATV T4 ROFT v a v wBRRLET,
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DEFESTNDHEDONRNEERIT, F 7o — ROARAT—F ZAfFRITFRT
SHEHAL

Ty I L— ROAT—4F AL upgrade logs THMER TE £7,

Aoyra—ROxy L N=UOHRIZH D, [FUr— FEF+ /L (Cancel Download) ]
WEET )y 7 LET,

IDF T aE, Furn— REITHRICOLFERENET,

A oa—RSNA A= | R=UOFRIZH D, [7 7 A /VEHIER (Delete File) | RZ %27V v 7
Z OHI LET,
IOFTaNE, A VA N=TNRE T = RENTWDHEHEAICORFE
IRENET,

TvITJL—F#&
T 9T KBET L b, kO FIEETLET,

e ETIEA— N EBX2 VT 4 T T IAT UV ADOHIEANREOES) VAF—%2H
FEAR—T NI LET,

s (BIHTDOIWebtX=2UT 4 77 T7A4T 0 ADHLENREDYA) H#HT? Configuration
Master 4 R— 325 KO IZT AT L&FELET, T REFE T Web Security Appliances
%P4 % Configuration Master DR EZ SR L T S0,

cREZFT 2 EI W LET, FEMICONTIEL, REDORFLA A —F (56
~N=Y) R TIEE N,

T T T V= FRRATA L ~NTHFRTHITE, TV Ry 2w VT L,
TIUYERKTLTH Y —ERHEET, ZHucky, BRI Ty T I oF
Fyovians I 7ENET,

Async0S D LIFID/N—2 3 U A~ADIEITIZDUNT
BRI, BTORREN—Y g D AsyncOS IZRT Z N TE 7,

TTIAT LV ALEDTRTOT—X%27 VT L, H LW, 7V =0 RRENLIEDL5E1T.
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IO EICHAT 2 EREREEFHE 36 3—)
* AsyncOS Ot (36 ~—2)

ExOEEICHI2EELIEFE

Ciscoar 7oy ¥x%a T4 T T I7A4T 2 ARITEIT 5D revert 2~ > ROMEAIL, FER IZHEEE
7B EIZ7e D £9, Z0a~vy FIT R TCOBFOREB LT —F ZAABE L ET, S
DIZ, BIXTIET 7 IAT UV ADRHREIND ETA—/VAE R R S ET,

BRI L > THEsBEX —F IR T IS5 A T A S4B ZAOEMB R ICEER LS LT
HFEHA,
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1R BHHIIZ
REFTAUNER S AT — B ET I IA T AUNDBFINC ANy 77 v FE IR LE
ﬁqo
CcRLEEDNN—=T g Dar 7 4 X2l —vay TrANNNKRETT, a7 4 F 2 b—
vay 7y ANVITIEEYEIEH D FH A,
e I DAY FII TR TCOREEIEST D720, BILEFEITTI2HEE. 77 I7AT 2 A~
DOYEH s — N T 78 A2 THETDSLIICLTLLEEN,
cBHVWDERA—NL BX2VT 4 TTT7A4T L ATREEDNADINC o TWBEEIT. Fh
DT T TATUATa—HINIA v E—UBRREESID X 9 ICENLE I LET,

ATy Tl RHLEDOAR=Varpar 74 Xal—ay 77AANLLZLEHERL TSN, a7 X
L—3a 77 A VS TEESMEITH O £H A,

ATFvT2 TIIAT UV AOBEORED NNy 7T v 7 at’—%, (RATL—X&~<A7 LRWRET) Rlo<
VUIRFELET, a7 4 FXal—vary Ty ANVERETAHIZIE. VA NVEETFA—AT—Y
g%’ IZEET B0, 77 A /L% FTP Tﬂyﬁ%bijﬂo fEHIZAT 91T, mailconfig CLI 2~ K& 5479
HE, TTIAT LV ADBED AL 7 4 X2l —a 77 AANBRELIEZA—LT FLAEESIN
£7,
GE) ZOabt—Fk, N—VarERLERIIE—RRTHa T 4 X2 lb—vary Iy NTIEHY

FHA,

ATY T3 =TV RNTuvr VR NMEREEZEATL2HA8F. =7V AN T Y7 VAR T—H_X—=2 %
Dv N AR— R LET,

AT w74  Email Security Appliances T, TXTD Y AF—% —WHE1E LE T,

ATYTE A=) Fa—NEIREETHBET,

ATYT6 N=VarERITTITIAT L ADCLIICur A LET,
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ATvT8
ATvT9
ATv 710
ATy 1

ATV 712

ATy 713
ATv 714

— WG EESRY

Async0S D1E5T .

revert A% ROFETHIZIZ, WS O0DELE T o 7 MRRITENE T, Zb0ELE T 7 M
FRETLE, TCIEA—Va 2ERTIMENBRBLES, 20D, HoioFIEZZTTHET, #
7T AERBELARNTLIEEN,

avw LU RI5A4 T T RS revert A REASL, 707 MISZELET,
WIZ. revert 2~ FOWH|ZRLET,
i

m650p03.prep> revert
This command will revert the appliance to a previous version of AsyncOS.
WARNING: Reverting the appliance is extremely destructive.
The following data will be destroyed in the process:
- all configuration settings (including listeners)
- all log files
- all databases (including messages in Virus Outbreak and Policy
quarantines)
- all reporting data (including saved scheduled reports)
- all message tracking data
- all Cisco Spam Quarantine message and end-user safelist/blocklist data
Only the network settings will be preseved.
Before running this command, be sure you have:
- saved the configuration file of this appliance (with passphrases
unmasked)
- exported the Cisco Spam Quarantine safelist/blocklist database
to another machine (if applicable)
- waited for the mail queue to empty
Reverting the device causes an immediate reboot to take place.
After rebooting, the appliance reinitializes itself and reboots again to the desired version.
Do you want to continue? yes
Are you sure you want to continue? yes
Available versions

1. 7.2.0-390
2. 6.7.6-020
Please select an AsyncOS version: 1
You have selected "7.2.0-390".
Reverting to "testing" preconfigure install mode.
The system will now reboot to perform the revert operation.

TIITATAN2EN T — T 5FETHLET,

CLIZHERLCT 7947 Rzun 74 LET,

DI EH 12O Web X2 VT ¢ TTITAT L A%BML, URLAT IV 7o 7 T— "R Z2DT 7
TAT UANLE T yaB— RINHETESHHLET,

URLA T IV OT7 v 7T —MRETLEDL, RLEDONN=Varoary 7 Xal—rary 7y NV
n—RLET,

t—T7 UV A NTav s A MEREEATLIHGAIX, E—7 VAN TR YRR T —ERX—R%A
VR—RLTHEILLET,

Email Security Appliances T, §XTD Y A F—ZFHNA X —T7 M LET,

BRI LET,

INT, BIEMFET Lz Cisco 2T Y X2 UT 4 77747 AL, BIRE T AsyncOS 73—
VarEEHLTEELET,
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o« LAR— b

BIET FLADFR, 22—, BERRAAS UAEIBETEET, AL VAITEES— |
JxA RAAOFHAZERRTHZELTEET,

GUI @ [ AT L% PR (System Administration) | A == —/ ORI T 5 [EEHLT K&
(Return Addresses) ] ~— & ffi 4 2% 7>, CLI T addressconfig =~ > FZ{HEH L £7,

VAT ATHERENTZET A= AV E—V0ORIET FL A% GUI TEET S I21E, [IRIEE
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FIIEHEOT FLAZEE LT [XE (Submit) 157V v o L, BEREERFLET,
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JLTC, VA —WebA v F—T = A —KLET,

[B¥LT 77 4 7 A (Management Appliance) |>[2 A7 A
EPL (System Administration) ]>[7 7 — & (Alerts) ] % &R
LET,

VAT ADE Y 8T v TR AutoSupport & A R —T7 /LT L
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* AutoSupport 7% &

(LW Web A v H—T = ZADH) 7T REA—/L &
a7y Yy —LT, il (B) TAarks )y
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AN

(41 ~=2) ZZRL TS
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OV A MOREEZEHLS D

BT I9— FOFR (40—) EBRLTLIE &N,

77— hDY AL EFHPAERR
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77— FDOEEA T = A LB
fEs %
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75— 24 TEXVEKRE
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(42 =) ZBRBLTLLES

42 =) ZHRLTLEEN,

—mmngEszs I}



—fmigEszs |
B 75-toms

T T T —H T T — ]k,
T — FOEKEIIRDO EBY TT,
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72— bDEME
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EFENEH AL
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Sl BREFIR
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VAMZY—FT5 FIORMLEZ Y v o7 LET,

OV ANMBRGTEHT 77— |avr RIA4 v A ¥ —T7 x4 A (CLI) T alertconfig =~
N DOBRRBERET D Y REEALET,

ZOREREE NI T D av RIA4 v A ¥ —7xAA (CLI) T alertconfig =~

VREFEHLTT 79— hOEREEEa (0) ITRELET,

BEL-7o—FKIZDWT

AsyncOSPEMELT2T 7— M &2RET DL E TR T 2R EONEZ R ECTE £4., ZOHE
ZOCRELGA, BELLET I— bV~ —ZxfEahnd, RbVIZT~ToEELL
TI—= bR TNANEA LR ESNET (ERMICKEOET A —VEZET D AREESRH Y
) . HEELET 7—- b E2RETETIHET 20EIE. 77— ha2XMET DN
LE, BT 28%03, ATRIOFMHEREO 25 OME2 R LIEBE T, £ 0 FAHERRH 2
SO E. 77— MISBE. 15H1%, 358%. 75 %, 155 8%, 315 8% & v o7
PR CEfE SN ET,

BN, RERIFIZIEFICR SRV £3, [ERT L7 7 — b 2XET DRI SRR

% (Maximum Number of Seconds to Wait Before Sending a Duplicate Alert) | 7 « —/L R &
LT, MR OREBICHIRZR T D2 ENTEET, 2L 2E WHEEZSHICHREL., &
KiEZ 60 ICHRET D&, 77— M5 HER. 15B%&. 350%&. 60 k. 120 0% L -7
D CRGES ERSY R a

Cisco AutoSupport

VANZE DG RY R = N EARO VAT AERORFEREICT D720, AT LA THERK
SNIZTRTDT T—h Ay =V AATEETDHE I Ciscoa Ty xa T o
TTIAT U AEFRETEET, [AutoSupport] &FEIIND Z OMEEEIL., W A ¥ ~— PR —

MZEDBEED=—A~DT T 7T 4 772k B 9, F72, AutoSupport [L3 A

T LAOBBEEL], status 2~ RO, BROH I TV 5 AsyncOS /N— 3 > ZlFnd
HUR— M a2mEFEELET,

T 7 XN NTIE, 77— K XA 7 System THE R L~/ Information D7 7 — k& ET
HEIICREINTNDT 77— FZEFIL, Cisco ICERFEEINDIEAvE—VDab—%2%(F
LET, WEICT 77— A v b=V BREE LSRR, ZOREELT -7 I TE
F9. ZOWREEANEITEDNCT DL, [FEY 7747 A (Management Appliance) ]
>[VAT LEBLT 7 — b (System Administration Alerts) ]38R L, [%EDHwE (Edit Settings) ]
Vw7 LET,

AutoSupport 3G #NDYGE | Information LAV DY AT LT 7 — MEaZETDHLIICREIN
727 7 — MZIEHEIZ, T 7 4/ hTHEHE AutoSupport LA — M AAE(E SNVE T,
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LB aIEEsnNET,
MAIL.MEASUREMENTS_FILESYSTEM F 4 RY R—TF g INTSY, | s
DFEFARIZIT SV HBAITEE
IhET,
MAILMEASUREMENTS FILESYSTEM.CRITICAL | 5° ¢ 2 7 /S—5 ¢ 3 5 L 7390% | 7 U 5 4 51 /L
DFERARIZELZHE (95 %,
96 %, 97% 72 &) IZEfEEnE
kR
SYSTEM.RAID EVENT ALERT F A 72 RAID-event 2856 /E L 7- 45 | 5k
AlEEESNE T,
SYSTEM.RAID EVENT ALERT INFO RAID-event 23564 L 7= 8641025 | 15
FanEd,
VATLTS5— FDEREA
£4VRTLTS5— FOHB
75— L4 Bl BEXE
COMMON.APP_FAILURE RPRT IV r—a & (7 UT 4 v
ERFEA LUEEICEE S
nE9,
COMMON.KEY EXPIRED ALERT BeRE X — DA SHIRA G | s
AR E I ET,
COMMON.KEY EXPIRING ALERT Hte % — O ERIR R G |2k
LHLEITEEINET,
COMMON.KEY FINAL EXPIRING ALERT BeRE X — DA SHIR G | s
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EEEINET,
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DNS.BOOTSTRAP_FAILED

TFIAT AR — K et
DNS H— N2 WAt 5
LM TERVEAITEE

SNET,
COMMON.INVALID_FILTER B2 T 4 VA BT D | s

LGEIRESNET,
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75— 4 HL:l BEXE
IPBLOCKD.HOST ADDED TO WHITELIST |75 —} 2 wt— s
IPBLOCKD.HOST ADDED_TO BLACKLIST « <IP address>D 7k 2 | 73

IPBLOCKD.HOST REMOVED FROM BLACKLIST SSH DoS WHED72h 7
Z v 7 A NMLENS
WE L7, (Thehostat
<IP address> has been
added to the blacklist
because of an SSH DOS

attack.)

<IP address>D A A k)3
SSHATA KU A KT
BmsivE Lz, (The

host at <IP address> has
been permanently added

to the ssh whitelist.)

<IP address>D A5 A k73
77 w7 A RBH]
Fr&iLE L7z (Thehost

at <IP address> has been
removed from the

blacklist)

SSHZINLCT 774 7T v
ASDHEHGE A BTN D

B, BT LT VR L
BHORLRWIP T RLA

I, 2 43 PAIS 11 BIBL ERR
ITICHREE L7234 . SSH @
777U AMIBNEN
S

FUIP 7 RL AN —HF
NIEEICe 7 A 35 L,
ZFOIPT RLARFIHRTIA b
UR MBS NET,

RIA BRI AIDOT RLA
X, 77 v 7 U A MIHE
FINTWNTHLT 7 AR
FFAlSnE T,

LDAP.GROUP QUERY FAILED ALERT LDAP /' L—F 7 VI | 2 VT ¢ L
LT GAICEE SN E
7

B BongEszsy



| —mmnEEszy

22765 75—roun |

77— k&

Bl

EXE

LDAPHARD ERROR

LDAP 7 = UM (F_TD
P—RTEITLT21%) Be
R L2 GEIck 5 s
iﬁ‘o

7 UT 41V

LOG.ERROR.*

SESFREFLS =
7=

7 V7 4 71)v

MAIL.PERRCPT.LDAP GROUP QUERY_ FAILED

B ZFEDAF v LI
LDAP /v —7F 7 = —|Z
KB LT=SAICEEENnE
KR

79T 4w

MAIL.QUEUE.ERROR.*

A=) Fa—DXFXER

L

79T 4 v

MAIL.RES_CON_START ALERT.MEMORY

AEUMHRN AT LY
Y — AHiR L&V OME &
LGBt EsnET,

7 VT 4 v

MAIL.RES CON_START ALERT.QUEUE SLOW

A =)L F 2 —NEAMH LR
D, VAT LYY —AHiK
DA =TI IR 5 T35
R ERET,

797 4 v

MAIL.RES CON_START ALERT.QUEUE

Fa—fEHRN AT LY
Y — AHH L & OME 2 i
LGBk ESnET,

79T 4 v

MAIL.RES CON START ALERT.WORKQ

T —7 X a—D% A XANK
ETELLD, VAT =N
—RHE IR ST EITE
SNET,

7 V7 4 J1)v

MAIL.RES_CON_START ALERT

TTIAT AN TY YV —
AFiK) = RiZ7e 728
BlIZEEINET,

70T 4 v

MAIL.RES CON_STOP ALERT

TTIGATAD [V —
ZHiIR) ] F— FHFERSH
HEIlkE S ET,

7T 4 v

MAIL.WORK QUEUE PAUSED NATURAL

U—7 Fa—N0NHrIh7-
A E G S ET,
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BTERPSTHAICEE
SNnET,

SMTPAUTH.FWD_SERVER FAILED ALERT SMTP FEFHRIEY — N F| | 24k
EARTHLILHITEES
nE7,

SMTPAUTH.LDAP_QUERY_FAILED LDAP 7 = U N Bk L7-35 |24
BICEESNET,

SYSTEM.HERMES SHUTDOWN_FAILURE, VT — "D AT L% Ak

REBOOT VY F&'?‘/L'Cb\é[f}%
ICRIEDR A LT Ak
FanEd,

SYSTEM.HERMES SHUTDOWN_FAILURE, VAT LBV vy NE T |
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AR E SN ET,
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—fmigEszs |
B < ro—verrozE

75— h4& Bl EXE

SYSTEM.RCPTVALIDATION.UPDATE FAILED | SZ(Z# LD T v F5F— k| 27 UF 4 I L
R L7ZGEICk G s
i‘g—o

SYSTEM.SERVICE_TUNNEL.DISABLED AT YR— N —E R | ER
WCHERR S 7z b o RV
MOBGEITEEINE T,
SYSTEM.SERVICE_TUNNEL.ENABLED o2 g PR— kN P— 2 W | R
WHERRE T2 b v RAADA
MOLGEITEEENE T,

2y FI—UREEDERE

ORI VarTIE, TTI9A T ADFRy T — 7 BEOFRTEITE AT DHEREIC W TRt
LET, TNOHDOWETIE, VAT LBy N v 7 U4V —ROFTTVAT LY N v
T4 P—REFIHLTERELEAA R4, DNS, BLOWL—TF 4 vV ORTEEICEBET 7 &
ATEET,

T2 TIE, ROBBEIZHOWTHA L £,
® sethostname
«DNS & 7E (GUI THE, BLCLI Tdnsconfig I~¥ REFEH L THE)

o N—T 4 VU IRRIE (GUI TRRIE, $BILCLI T routeconfig <2 K& setgateway I < 2
K& L CRE)

® dnsflush

e NRXAT L —X

DATL KRR NEDER

RA MG, CLIZR T FTUAT AEBNTHIBICHEREINET, BREMARA M E A
TTHMENH D £9, sethostname 2~ NiX, 20TV X274 TT7I9A4T LV AD
LETEBRELET, A A R, commit 2~ FERITLTHD THI 2D £,

sethostname <7 > K

oldname.example.com> sethostname

[oldname.example.com]> mail3.example.com
oldname.example.com>

RA NG DOEEZGANTT HITE, commit T~ REANTHULERHY 4, AA LD
EEEEETDHE, CLIZR 7 MIHFLWKRA MERERENET,
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| —mmnEEszy
POFEIP I |

oldname.example.com> commit

Please enter some comments describing your changes:
[1> Changed System Hostname

Changes committed: Mon Jan 04 12:00:01 2010

Tr 7 MTHHIAR A MAADIRO K 9 ICEKRSVE T, mail3.example.com>

FALY R—L S RATLDEETE
AT X2 VT4 TTIAT UVADRAL Y X—L VAT A (DNS) X, GUI D [

BT 77147 A (Management Appliance) |>[*~ h VU —72 (Network) ]>[DNS]-<—  F
721X dnsconfig =~ FZEH L TRETE £,

WOREMZFHETEET,
e A=y RODNS H—"FE X2 —FMEDDNS b— O EL LA HT 50, B
FOMEHT 2P —
*DNS 7 74 v 7T HA 0 H—T A R
cWiBXDNSIV Y I T v T MNEA LT U D E TR DR
*DNSF ¥ v a2/ U7

DNS H—/\DiIEE

AsyncOS TlE, A > ¥ —F v h®D/L— K DNSH— 3 —HME O DNS — 3 F703 1
H—F > hDO/—FDNS — N EFRE LIfFHTE L DNS — "2l T& £d, (¥ —
Fv O — = NEfHTDEEE, BED RAAL NMEHTH2RE— 2B ET D2
EHTEET, UEBEDNS H— NFH—D RAAL VCHEHESND 720, %4 FAA 2T 5
FHETE BV — N ()72 DNS L o — RZ24ME) 122> TV A RENH Y £7°,

AsyncOS Tix, A ¥ —F v O DNS P —NEHEH L72WGEEIZ TA7 Y » k) DNS #—
ZHVR—FLTWET, 2—PFHAONHY—ZHH L TWL5E1T, FlIFO FAL L EBX
OBH$ 2 DNS —_ZfEET 22 L b TEET,

(271 v FDNSJ Zi%ET 5% A1, in-addrarpa (PTR) = b U b REERICRE T D LEN
HVET, 0w, 2L Tengl 72V 22X —2LH—3123412) XA L7 ML
2, TXTD eng =2 NUR 172,16 X v MU =712 DA, A7V > b DNS BEIC
leng,16.172.in-addr.arpa] % RAA & LCTHRETHILERH Y 77,

BRIVRK)ETSAF )T«

AT %4 DNS —NIZ, FETT T4 A4V T 4 ZFEETEE T, AsyncOS TliL, 774 4
VT 480128 HUTV DNS =D 2R A £ 9, £ D DNS —3RIGE L WA,

AsyncOS [FIRD T T A AV T 4 Ff o —N"OFEREZRAAET, RLT T4V T 1 ZFO
DNS h—NIZEE O ) Z35ET 250G, VAT I 2V 2FETT L5 NZRE T T4
AV T 4 ZFHFODNS V=%V XA R E T U F AGERE T, RICVAT AIRPIO 7 =)
DHIRYINIC /2 D0y, TH A LT D M 2700 & CHERME L%, S5zl b3
WCRWHERET 2 L WO BIEZ R £9, FHERFHOR 1%, DNSH— DO FEEEORHE L |
BRESNTZTTAFTIT AL STERVEST, XA LTV NOESIITTAFV T 412k

| —mmngEszs I}



—fmigEszs |
B 5ot n—rv—rnomm

72, TRTOIPT RLATHUTT, HOTTA VT 43RBT A LT 7 ER
REINTEY, KOTIAF VT 4IZIZEVENFA LT T PR ESNTWVET, &K&W
IRAA LT T NEERITR60 T, 1207 T4 4 VT 4 2R ELTHDHEE, N80T T4
TV T AT DE— DL A LT 7 ME0IZ2 0 ET, 2200 FTA4AF VT 4 EZHEL
TWAEE, BAIOTTA L) T KT HES—"OXA LT T MIISHIZR, ROT
TAF VT 4T HES—"OZA LT 7 MIASEIZRV ET, TTAF VT 433250
Ba. AALT U MISE 108, 4580 £,

72 21E 4 ODODNS b —RERTEL., 227 T7A4F VT4 0%, 1 DT T7A4F VT 11
.10 T IAF VT4 2R ELIZELET,

REDNSY—/N, TS5A4F VT4, ELUVEA LT +REROE

IS54AY  |H—n BALTY b (#)
54
0 1.2.3.4, 5.5
1.2.3.5
1 1.2.3.6 10
2 1.2.3.7 45

AsyncOS 1L, FTAF VT 4 0ICRESNTZ 20D — %2 T U FNMGERLET, T4 4
VT 4 0D =D 1ONF T LTHWDLEEIE, b 120 —"MEHSnET, 774
FVT 4 0D —="BEAEX T L TWDLEE, 7I7A4 4V 7T 4 1 OY—s3 (1.23.6) 3MEH
SH, BT TA AT 42 (123.7) O —"B3EHINET,

HALT D RERIET TAF )T 4 0O —NE@E T ELRUTHY, T4 F VT 41D
P RT LD REWVERFERRESIN, 7744V T 0 20V — NI E HIZEWEBNHRE S
nEJ,

A=y b IL—k =/ DFEA

AsyncOS DNS U V' L \iE, @EERE/RE 1 A — VEMEIC LB 72 K E D[R DNS Bt &2 IUA T&
HEIITHI I TVET,

N

GE) FT74/EFDNSHY—NIA v Z—Fy b b— b b= PUSNERETDZ & EBIRLIZBEE.
BREINTZ— MRS — N 7o TR W R AL D7 = ) FIRRICARR TE 50BN
HET,

HEIEDNSILY I TYTDRA LTIk

Ciscoa TV vXa V)T 4 TTI7A4T LV AXBFA—NDEZEORE, U A>T —ITHH L
TWVWAHETRTOVE—F RANMIH LT [TEDNS /LY 7T v/ OETERARET, OF
D, XTNVDNSNLVy 7T vl aFTTH2 LT, VAT AIVE—FFARNDIPT RLAD
IEYMEZ RIS KORMGEEL £9, Zhud, #ic R A RO IP 7 R L AITxd 55| & DNS

B BongEszsy
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DNS 75—k

ons 75—+ I

(PTR) Vw77 w7 e, ZTNICHK PTRIV Y 7 7w FHE RIS 5 IEF £ DNS (A) /Ly 7
T TN ET, TOH, VATAMIANY I T v TOFERNPIR VY 7T v T OFER
E—HTDEINEINET =y LET, RS —E LRV, AL a— RBGFEELZVEA.
VAT ARFERANTIVEARAT =T (HAT) NOx> b L —FFT 5P T FLADLEHEH
LEd, ZORBIREA LT D MERNIZON Y 7 T v FICOREH S, ke ) &7
TAFVT 4 (49 X—2) THHAEINTND M7 DNS ¥4 A7 U M@ S EH
oo

T 7V MEIF20 T, Bz [0 ZANTH5ZET, §_XTCHY RAF—IZXLTTr—
INVIZHBIEDNS IV 7 7 v T DX A LT 7 N8 cxEd, EHEORICRE LEZSHA.
Wigl& DNS /Ly 7 7 » AT ITEN T, bV ITERED X 4 LT 7 MeERT IORENE
7,

TFIAT AOBHRLEFIC, A v E—Y IDNSF ¥ v a7 — AT v 2R
L % L7 (Failed to bootstrap the DNS cache) | 23 M5 EN727 7 — MBERINDGENRH D
T, ZOAvE—UE, VAT AIZLDT T A~ YU DNST—SADREWEDENRTE 2ho
2 EERLTCOVET, ZOFRI. Xy MU — 7 BN SNVDENZ DNS 7 2 27 A
WAL TA NI T2 E, T— b DA A I T TRAELET, ZOAvE—URNBOZ A 2
VITCERREINTESGEA, Xy N —ZMENBEL WD D, £721L DNS % E THZh 72—
NP EESN T RNZ EERLTWET,

DNS v v oDV U7

GUI D [F ¥ v = & HZE (Clear Cache) | A% >, Fizid dnsflush 2~ F&EEH LT, DNS
XX v vaDTRCOFERE 7 V7 LET (dnsflush =+ & ROFEHIZ DWW T, EEHTHRE
SN C AT A[BEZ [TronPort AsyncOS CLIReference Guide] =&ML T 72&W) , v —
HIJVDNS & AT APVER SNIZERIC, oA TE £, a~vr FEFSIcE TSN,
Xy v aOFFRARIC RIS N D RN H D £,

G574 1A—HF A 23—T x4 R%EFALT-DNS ZEEDNRTE

ZAFY Tl HLOWebA v X —T oA ZADR) 7T T REA—L vF¥a T EHar y—LT, this (%) 7
A avZEZ )7 LT, VHY—Web A v X —Txf A% —RKLET,

ATv T2 ['EHT 7747 A (Management Appliance) ]>[* v bV —2 (Network) ]>[DNS]<{— T Z @8 IR L, [%
E O (Edit Settings) | AZ > %7 U w27 LET,

ATFYT3 A F—Fy bD/L—F DNS —_F 72T —PME ONE DNS — 0 &6 5 2 {9 2 &2 8RN L
T. MR DNS 1 —_ZHE L £7,

ATy T4 2—HPMHE D DNS V— 2 HT 50, HEE DNS — Z4EET HHA1E. —ID Z AL {TOE
Jn (AddRow) 12727V v 7 LEd, HFV—_"TZOEEZEVELET, =—VMH D DNS — % A
T 25613, 77944V 7 0 bRICEELE T, sEMIZ >V Tk, DNS H—OfEE (49 X—)
EBRBLTLLEE N,

ATV TE DNS hS 74w DA v B —T oA ZAHERIRLE T,
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—fmigEszs |
B e kS50 —tosE

ATFYT6 W EDNS/Ly /T v FeXxy w5 ETICRETIBREEANLET,
ATy TT LEIUSUT, [FY =227 U7 (ClearChashe) ]2 U 27 LT, DNS¥v v 2227 U7 LET,
ATYT8 BHEEXGFL, RIFLET,

TCP/IP k5T 4 v JL—FDERFE

—HORy NV = RETIE, BEOCT 7NV N T U AUND T T 4T V—E
BT A20ENHY £, AFT 4 v 7 — bOBEEIL, GUID [EHT 7I54 T A
(Management Appliance) 1>[* >~ b7 —2 (Network) ]>[/V—7 « > 7 (Routing) ]~¥—,
F 7213 CLI ® routeconfig 2~ K& L TITW\WET,
cGUI TORET 4 v 7 Jb— FOFH (52 2—)
T T7HNE =y DER (GUD) (52 3—)

GUITODRETA4 VY IL—FDEHE

[BHT 77 A 7 A (Management Appliance) |>[% v k7 —72 (Network) |>[/V—7 4 7
(Routing) ["—T&BEH LT, A¥T 1 v 7 — FOEK, e, EIEFHIREZITAET,
ZOXR=UNLTIH NN = 2 DEELTEET,

ZAFY Tl HLOWebA v A —T oA ZADR) 7T I REA—LtFa )T HHary—LT, thts () 7
Afarz 7Yy 7 LT, VA —Web A F—T A A% ua—KRKLET,

ATw T2 [T 7747 A (Management Appliance) ]>[*~ k7 —2 (Network) ]>[/L—7 1 > % (Routing) ]
NR=T T, —hF UV RAMDOL—FEEM (AddRoute) [Z#7 YV v 7 LET, L— FDLARIEZATILET,

ATy T3 5EIPT RLAZ AN LET,
RATFYTE F—F T2 ADIPT RLAEZAALET,
ATy TS BHEEEREL, RGELET,

TIANWLET—FroTA4DEE (GUD

AT9 1 =7 127 (Routing) | *X—YD/L— K URAKNT[F 74/ hL— b (DefaultRoute) |22V w7 L&
—é‘o

ATV T2 = U=z ADIPT RLAZEHELET,

RT9T3 EREZEEL, RELET,

B BongEszsy
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Fornk =tz nEE ||

TIAXILET— b ADETE

GUI © [EHT 75 4 7 > A (Management Appliance) |>[®* > b7 —2 (Network) ]>[/L—
747 (Routing) |— (F74/ K F— b U=ADOEE (GUD) (52—) 25H
LTL7EEW) | F721E CLI @ setgateway 2~ > REfBH LT, 774V F—hov=A %
RETEET,

X2 7BETOLILDIERE

«SSLV3 (Tt F 27 Tl ALV TIEIN,
cRDOZENZIUTH LT, T 2@8E7 e ha L a2@RTEET,
Ty TT— b Y=
« ANRAMREE~DO T Y Ra—W 77 & X
T T TAT VAD Web N—AEBA LV A —T = A A
« LDAPS
cBUERRENTWD 7w bV ERIHFERA T Y a v 2RRT D56, £cid7n b=

NWEERTLHEEE, a~v U RIA4 0 4 ¥ —7xA A Tssleonfig 2~ > REMHHLE
R

*Cisco 7 v 75—k = _XTIXSSLv3 Y HR—FLTWEHA,

cn—H/ (VE—F) To7T5— b P—REGHTIHE, thoTXToOV—L2BIT
Web 7T UHIEIRT A7 0 b, AL TWAY—REY— L THR—FINTH
NI N TWRITIEZR D FHA,

cMHT LY — T Lz, FIHARERA TV a L OWT D EENCT DL ERNH Y £,
esslconfig 2~ > REMEH L TEE LG, 222y MF2O20ERDH Y 5,

esslconfig A~ > REMH L TITo7AE A 2 I v F LR, 8247 20— B AR T
WrEivEd,

> — =L =
AT LEFZDETE
A
GE) X2 VT 4B TSS5A TR E,. VLR—FOF—ZEINET AR, EX= VT BT
TIAT VA ETCHMREEIT ORISR E LIEBEN O XA L AX T A U Ed, 350

WIZOWTIE, EX a2 VT 48T FI5A4 T VAL ALR— NHF—ZDIEFEEZSBR LT
<&V,
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—fErnEEs 2y |
B <oro—5 5107080 (NP) H—r oA

av L RIA v A B —T oA A& L CHRBICEE S 53R E %17 9 I21E. ntpeonfig,
settime, B L Wsettz 2~ REEH L £,

E[:b) BRIEFIR

VAT LR ERE | LW Web A v —T = A ADH) 7T T REA— N EX2 )T 4F
ET D oy y—LT, W (¥) 74arE22) v LT, LAY — Web A
VH—TxzAf A —RKLET,

[BE7 J54 72X (Management Appliance) |>[2 XA T LEE (System
Administration) | > [BfZIE%E (Time Settings) | Z#IRLFT .

X NU—27 XA L Fa kaji (NTP) — O (54 2—2) 1%
LTI 7ZEN,

B AR ETS| BrLWWwWeb A v X —T =2 A ADH) 7T 7 REA—L X2 UT 1%
oy y—LT, i () T4 &7 v LT, LAY — Web A
VH—=T A A —RKLET,
[(EBT 77 A 7 > A (Management Appliance) ]>[> AT LA E (System
Administration) ]>[# A &Y —> (Time Zone) | Z&#IRN L 77,
B H -

*GMT 47t v F OB (54 X—2)

o REREIHE 7 7 A VOB (55 <—Y)

*y D=9 A4 L FO L)L (NTP) —/\DEA

Py hT—7 F AL Ta ha) (NTP) y—"EHFEHLT, X2 VT BB T 7947
ADVAT ATy T EXy NI—TFE-F3A v F—Fy b Eooar vYa—4% LERIEITx
7,

7 7 4V k@ NTP ¥ — 3 time.sco.cisco.com T,

T 74V hONTP P —%&H, HENTP S — 2 HHTI2581E. 7747 U+ —/L T
BERR—F2HEET, 7747 U+ ERESBRL TSN

ESPEREY=]

o VAT ML DK IE (53 X—)
o BEHEE 7 7 A VO TFENEG (55 X—)

GMT A 27t v FDEIR

ZATFYT1 (HLVWWebA v H—T2Af ADRK) V5 RE AL txa T FEar y—LT, HE (#) 7
farvZ 7)o LT, VY —Web A v X —T A A%ua—FKLET,
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| —mmnEEszy
sEET7 L0Es ]

ATwT2 [EHT 7747 A (Management Appliance) ]>[> A7 AEEL (System Administration) ]>[# A ALY —
(Time Zone) ] ZER L F7,

AT T3 [REOHE (Edit Settings) 1227V v 7 LET,

ATy T4 DY X x5 [GMTA 7> & (GMT Offset) ] Z3BIN L £9, [# A LY —2DRE (Time Zone
Setting) | X—YNEH I, [# A LY —> (TimeZone) | 7 4 —/V KIZGMT A7ty bREEND LD
W20 £,

ATFY TS [FA LY —2 (TimeZone) | 7 A —/V RTA 7y F2BIRLET, A7y FEid, 7Y =y P+
Ou—H VM TH D7) = v VIR (GMT) 12, R EZITEET IO Z & T3, ROz~
AF2EE (-] ) BTV TWBEAE, 7V =y UPFFROBACH =0 £4, 7725 ([+] ) @
A, 7V =y VRO BEMICH T £,

ATvT6 BEFEEZEEL, BIFELET,

R 7 7 A4 IILDEH

WM DE ORI NV — VICEE RN o > oG 5130 T, 777947V AOKMR 7 7 A V%
EHTAMNERH D F7,

A 7 7 A VD BN (55 ~X—)

BRI 7 7 A VO TFENER (55 X—)

FRETE I 7 M ILOBEER

ZTFYT1 LW WebA Y H—T = ADH) 7T FEAXA—N ¥l F 4 EMary—Ac, i (#) 7
Aarx7Y)y 7 LT, LHT—WebAf ¥ —T =A% —RLET,

ATy T2 ['EHT 7747 A (Management Appliance) ]>[3 A7 L% H (System Administration) ]>[7 v 77— b
F%E (Update Settings) ] 23R L 97,

RTw T3 KL —VOHET v 77— N & H%IZT 5 (Enable automatic updates for Time zone rules) ] 7= v 7
Ry I AA AT LET,

ATy T4 BMEEANLET, BERAFRICOVWTUL, =Y Lo ~NTE2 27U v 7 LET,
ATy TS BHEEZEEL, REFELET,

Rl 7 7 M LD FENER

AFYT1 HLOWWeb A v A —T oA ADR) VT REA—Lvxall T BEaL y—LT, HFE (F) 7
A1 a7 V7 LT, VAV —Web A X —TxAf A% —RKLET,

ATw T2 EHT 7747 A (Management Appliance) ]>[2 A7 L& H (System Administration) > [FREZIF%E (Time
Settings) ] ZI@R L £7°,
ATV T3 [XA LY =0T 7A)VDOHEH (Time Zone File Updates) 177 v a v AfER L ET,

| —mmngEszs I}



—fErnEEs 2y |
. [%E 7 7 A JL (Configuration File) ] X—2

ATy T84 RN 7 7 A VOFEHRH L2556, [4T <HEH (Update Now) 227 YU v 7 LET,

[%%E 7 7 1/ /L (Configuration File) ] R—

RDEY a3 VDFMMZDONT SHR%

SUAEDRE DIRA BIEDRIF LA 2 H— | (56 ~5—)

REFESNTVDLHREDE— R BREODRGFEA VA=K (56 X—)

T Ra—Ytv—TV RN Tauyv I VAN =YV AN IO I VANDNRIT v 4

TS A (RS L) e

BEDY -y b I%ﬁjﬁﬁﬁﬁ*ﬂﬂﬁ%ﬁﬁf\@%ﬁﬁi@ R ()
N

BREDRFEA ViRk— bk
A\

GE) ZZTHHEINTWERTEZ7AMI, X2 VT4 BHT 774 TV AORTEIHEH I NE
7,

X2 VT A EET T TAT L ANOKETOREL, 1 DORET 7 AV TEHTEET,
Z D7 7 A VL Extensible Markup Language (XML) 7 4+ —~ > N CREF SN E T,

D77 ANTROEEDTIETHATE £,

e TN X2 VT A EET I IAT UATTH L RWEENREAE LIZGEIC. 2%&H
DEX2 VT A EHT T 74T AR TIECHEL, P—ERAEEILTEET,
eV T 4 X2l —al Ty ANEJDVAT DEEFEL, BERRET — X2
Ty TBIXMEECXET, T I9A TV AORTEEEZT-BE. RFE LR
T4 X2l —vary ZrAMI a—n Ry 7| TEET,

DAL T 4 X2l — gy T ANEX T a— R, TFI9A T v ADLIKDOEE
EHRBAIMBETEET LT I 0FDLIZ, XML 7 7 A VEEHELV XY 7T
HHEENEENTWET) , BUIEORTEII~YA T — =T — GEANRE) Bbholhmb,
ZOMREN N T TN a—T 4 U TIENDZ R 7,

DAL T 4 Xal—aryIZrANEL T e —RNL, BEXTWV., FOT7 7 A V%
FAL7 7 I7AT AT v 7 r—RC&EET, ZOHEIE. FENICREOEREZITH 72
WIZ CLI & GUI DA TR ] EnFET,

*FTPAZ N LCarv 74 F¥al—al 77 ANEKET v 7u—RKLEZY, a7 Fa
L—ay 77 ANO—E % CLIICEEM D HT 720352 R TEET,

e ZDT7 7 AMIXMLIERIZZ > TWETZD, HETZ 7 ANVDTXTOXMLEYT 47 4
Rl iz, BET 5 3GEER (DTD) bfzficnEzd, XML 7 4 F 2 b —Tg
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| —mmnEEszy

avIs¥aL—varrriroez [

V77 ANET vy ua— RTAEICZODIDAE X 7 a— KL TXMLa 7 4 ¥ b—
vary 7rANEBRIETEET (XML BFEY —WidA v 2 —F v F CRHBICAFTE
?) [e]

e T AKX a2l —var T rANEHFEHLT, MOT7TFI7A4 T A (Fa—AER &N
WRT 774 T A7 E) B REICRETEET,

A IJ4FaL—3r IJ7AILDOER

k=T VANTRY I YRNDNY T v I
o LHHREOWIHMREB~ORED VY b (6 X—)
Uiy b Lieary 7 Falb—yar~0u—L_y s (59 =)

REDREI7AILORELLVII REKR—F

)

[BE#T 77 A 7 A (Management Appliance) |>[> A7 A H (System Administration) ]>
[(%E~7 7 A /v (Configuration File) ] ~X— D [BIED#EEL (Current Configuration) £ 2 3
VEMBATLE, BEOCaY T 4 Xal—vary Ty ER—IN VARG LTZY
TIIAT U ATRIELIZY (FTPISCPLV— FDRET 4 L7 FVICRIFESNET) | FHES
NET RLAIZEF AV TEELEZY TEET,

INAITL—XDIRY

VIS L CF v I Ry A2 F N2 LT, 2—=HPFDRRAT7 L —X%~ A7 LET, RA7
V— A< AT T HE. TORBEALINTE/RATL—XN, =7 AR— N EFIIMREGEINE
Ty AILT v (o2 5NFET,

GE)

avJ4xXal—

INATV—APT AT EINmary 7 4 F¥alb—ray 774 &a— LT AsyncOS I[ZRT
ZEIETEEREA,

arvIJrA)Lna—K

AT 4 X2l —var TrAME, REEZR—RTLHT T IAT LV AERLEAA—=Ta D
AsyncOS ZFEAT L CNWABT T I7A T UV ANBIRFEEN D LERH Y £17,

RATVL—ANRT AT INTary7 4 FXalb—ary 7740 Fe— R TExFEHA,
EOTEDOERETYH, RED LEICRDO R TG0 DHNENH Y £,

<?xml version="1.0" encoding="IS0-8859-1"?>
<!DOCTYPE config SYSTEM "config.dtd">
<config>
. your configuration information in valid XML
</config>
</config>Pf U & VTR EFEROZITHET 2 E N H Y £9, XMLIELOfEIX, Cisco 227
Y eXa VT 4 TS T4 T L AD configuration 7 4 L7 b U IZ&H D DTD & ffH L TRENTE
FOMGEESLE T, DID 7 7 A L D4 HilE config.dtd T3, loadconfig =~ > K& L7 &
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—fmigEszs |

B -7 xar—vavorrron—v

XlCavwr RIA VU THRIFED T — NG SN 5E. ZHiITo—RFEnERA, REZ 7 AV
7 v ua— RTBHHNS. TXIAT L ADOHETDID X4 vra— KL, BEZ 7 A /V%&
MFECE £,

WFNOA AR — FHIETH, arv 7y Fab—vary Iy ek (ko 7 Thsd
<config></config> ] CEFR S NIEH) FhhliFar 74 F¥ab—ay 77 A VD complete }3
X QR unique V77 > ay (ERLOESY V%, <config></config> % 7V NIZHIET 55
B) BAVHR—RFT&EET,

lcomplete (584%) | &iX, DTD CERINI-Y T &7 v a v Othy 7B IO T % 72k
NEENDHZLZEWRLET, L xE, kOoa—FE27 vy 7a— RRERFMVHT D E, &
RET 7 =AU ET,

<?xml version="1.0" encoding="ISO-8859-1"7?>
<!DOCTYPE config SYSTEM "config.dtd">
<config>

<autosupport_enabled>0</autosu
</config>

LirL, ROa—Fz7 vy 7 u— RELEFMVAT T, MEaEe 7 — 38 ELEEA,

<?xml version="1.0" encoding="IS0-8859-1"?>
<!DOCTYPE config SYSTEM "config.dtd">
<config>

<autosupport_enabled>0</autosupport_enabled>
</config>

lunique (—&) | &1, Ty 7e—FRFEREFBOMMTONL a7 4Fal—va 077 A
NOYTRE7var, RELLTER W TRNILZERLET, & 2E, vAT AL
DDRA MG LN TRWZD, kD= — R (BE53B LV <config></config> ¥ 7 & 5ie) %
Ty T u—RYHZ LIEARETT,

<hostname>mail4.example.com</hostname>

LinL, YAT DFENENRRDZEET 7 B AT =T AN ERINERD Y A —N
ERSINTOVWDHRENRD LT, ROA—RDHET v 7u— KT LIEZENTHL L
Ripshx7d,

<rat>
<rat entry>
<rat address>ALL</rat address>
<access>RELAY</access>
</rat_entry>
</rat>

ZRIITH LI, 5EE] RLThHoThIFISEEA,

AT 4 Xal—vary IyANEREar I X al—Yar Iy ANDY T v ay
7 v 7 a— RIS 25518, T OMREERD 5. RF SN TORWEE DI
SNDTERDHY ET,

B BongEszsy
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mosveamsnt45 ||

EDRTEERSNT=E T
AT 4 Xal—var Ty ANDRT v arET vy a— REIERITT 25813 EES
BT, Z7EE0RWe, a7 4 X al—ar Ty ANDT vy a— IR EDEN
EHEINEEA, L, HAZ 725305, REOMBENREINET,
TexlE, MOa—FRET7y7ua—RT5L VAT LANPLTRXTOY AT —NHIBRSIE
e

<listeners></listeners>

FE av T4 Xal—varyIZryANDY TR s varET vy e— Rz, 00 Lz
e, GULETIZCLI DU S, KEORET — 4 BPHEINLZ RV £, Mo~
ahan, VITNNAUE =T oA A, FRFEER—-NOT 74V  EREEFHL T 7
AT VACHBER CTX WA, 20a~vry R TH—E 22T 4 =7/ LRNTL EE
W, 72, DID TEZRINLEHEE IR LS OS2 VWEAIR, Zoa~y RefH LN
TLEEW, HFiLnar 7 FXal—ray 7y, ku— RT 5000, WTFRETFT—F %
Ny 7T o7 LTLIEEN,

O S ITRH1)Ta3vDNRRATL—AOA—FKIZDONWTDZEEE
NRAT V=AM Era 7T 27 )P arragtear 7 4 Xal—ary 774V o—
FLESELTH (& 21T, FTP v 22 M) | loadconfig 2~ RIIARHAL N NA T
V*‘X‘L:/DI/\T%% LEFTA, FTP 7 v a R L. logconfig A~ REMFH L CTIELW
NRAT L —RERETDHETEENREINET,

XFEY b Ioa—T4 2 JI220VTOFESEIE

XMLEEET 7 A VD lencoding) BIMIX., 77 ANEFTTA U TERIET DDA L T
L35y MCBHR7R <. T1SO-8859-1) THLHMENH Y £9°, showconfig =2~ K,
saveconfig 2~ R, F72(X mailconfig =7~ > REFHITT H-NC, = a—F 4 » 7 JRMENR
TrANTHRESNET,

<?xml version="1.0" encoding="ISO0-8859-1"7?>

WEDERED) Y k

HEOHRTEEZ VY hT5HL, Ciscoar Ty EXa T4 T 7XI9A4T7 2 ATHRTEEITLOH
MEFT 7 4V MEIZCELET, VY FTARICEREEZRIFEL T Z 0,

TR OPHIRE~DOREDO Yy b (6 2—) 2ZRLTI IV,
YRSy hrLfzavT4Falb—ar~A0BE—ILNY Y

Plaia I v hENEHRTICu—L Ny 7 TEET,

av RIA v A H—7 x4 A Crollbackconfig =~ > K& HL T, HEIO 10D »
F2aD 1AL £,
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—fmigEszs |

. BEIFAIADCLIAT R

O—)L RNy a3y hNTAZERRENTZEZITNoZ AN LSS, Zor—L RNy
T, WEIEFE 22y FFBBIcaly hEET,

BTHET 7 v A E FFO2— Y7217 2 rollbackconfig < R&EFEHTE £,

URIORENMEILSNTH R Y Ay —VEE7 7 — MBS EE A,

BT — % AR T 55 YA RICT 4 R 7 A FEEI D 4 TF 572 P O—H0= 3 v b
TH. T SRR B AR B Y £

EHE?7AILADCL T kR

WDa<wy REFATHE, a7 4 Fal—ary 774 VEEBETEET,

* showconfig

*mailconfig

* saveconfig

* loadconfig

* rollbackconfig

s resetconfig (LHEGHMRFOMHPRE~ORED Y Y b (6 ~—) &)

* publishconfig

sbackupconfig (BEXx=aUTFT 4 EHT TIA T L ADT—HDNNy 7T w7 (11—
V) BZR)

®* trailblazerconfig

showconfig. mailconfig, & & U saveconfig I <> F

BREI~YL D showconfig, mailconfig, 33 Nsaveconfig OYAIT, BEFA—INTIEESIN
H7 7 ANEIITFREND T 7 A MR AT L =R G050 E ) ERT5 2 L 2R 5
NET, NATL=XZE0RNIEEZBRTDHE, NATL—=XT 4 —/L FREADEEIC
ROET, BEX 2 VT 4 ERELETA2HEIL. NAT L —XEEBDRNI EEBRIRTE
R ol DN loadconfig ¥ Y REFEHLCe— RENEHEE, A7 L= \nwar 7 4
Fal—rary 774 MIRRLES, nZ 7227 )7y a v ORRT7L—XDn— K2
DVWTOEFFH (59 X—) ZBRLTIEIN,

GE)

AT A4 X2b—Tar Ty ANVERE, TR, FRITEFA-NATEETL LT, AT
L—R%a&bb 2 & aEIRT 5L ( [Doyouwantto include passphrases? | (2 lyes] E[AI% L7z
e . RNAT LRI b S E T, 2L, BB S — L IEEIER S &7V PEM
EATEOLNET,

showconfig A< N, BIEORELXEEICH DL ET,
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loadconfig 3 ~< >

loadconfig a7 > K .

mail3.example.com> showconfig
Do you want to include passphrases? Please be aware that a configuration without
passphrases will fail when reloaded with loadconfig.
<?xml version="1.0" encoding="IS0-8859-1"?>
<!DOCTYPE config SYSTEM "config.dtd">
<l--
Product: model number
Messaging Gateway Appliance (tm)
Model Number: model number
Version: version of AsyncOS installed
Serial Number: serial number
Current Time: current time and date
[The remainder of the configuration file is printed to the screen.]

mailconfig A< RZ2fEHAL T, ﬁﬁo)&ﬁg%l“‘ﬂ‘&:%%f —/VTCEELET, A =
(21 configxml & W HLRTDO XML IERD a7 4 Falb—ay 77 A ANRNSENET,

mail3.example.com> mailconfig

Please enter the email address to which you want to send

the configuration file.

[1> administrator@example.com

Do you want to include passphrases? Please be aware that a configuration
without passphrases will fail when reloaded with loadconfig. [N]> y

The configuration file has been sent to administrator@example.com.

X2 VT BT ST AT AT savecontig A~V REFHTHE, —BEOT 7 A NVE4 %

fEFA LT, 9T Configuration Master 7 7 -f /b (ESA) 73 configuration 7 « L' 7 ~ U IZHRTF
SNET,

mail3.example.com> saveconfig

Do you want to include passphrases? Please be aware that a configuration without
passphrases

will fail when reloaded with loadconfig. [N]> y

The file C650-00065B8FCEAB-31PM121-20030630T130433.xml has been saved in the configuration
directory.

mail3.example.com>

K
T T T AT LWRERREZ T — R 51201%. loadcontig A~y FEMEHLFET, HH
ITRD 2 >OWT D HETE— RTEET,

« configuration 7 4 L' 7 kU IZIEHRERKM L, 7 v Fo— T35,
 CLIICRREE # & EHEAE 0 A1 %,

FEICOWTIT, =74 FXal—Yary Iy roua—R (57—) L TLEX
VY,

rollbackconfig 2 < > K

PRIy hL7ar740Xalb—ar~0a—L Ny 7 (59 —) #BRLTLIEX
AN
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. publishconfig < > F

publishconfig 2 < >

75 ¥ % Configuration Master (Z/ABH 3 5 121%, publishconfig 2~V R&MAH L E3, M TRk
DI ET,

publishconfig config master [job name ] [host list | host ip

Z ZC. config mastertt, YA — kX4 TV 5 Configuration Master TJ~, Z 415 ?® Configuration
Master DY A &, 2OV JV—2ZADY J—Z /— ~® [Compatibility Matrix |

(http://www.cisco.com/en/US/products/ps10155/prod_release notes_listhtml) {ZH Y F£7, Z D
X—TU— RIIMHATT, ¥—U— K job name [TEMATEE T, F5E Lo TG EITAERK S 1
£7

X—T — R host_list i, AHIND WSAT T I7AT LV ADKRA M EIZIP T KLADY A
hTC, HE L -73A1X, Configuration Master (IZHI D 4 THNTWATRTDOKRR MIA
BlESHhET, 7> a D host ipllid, Hor<TEU> TEEDEA NPT FLAZRET
TET,

publishconfig =¥ ¥ RSN L7z Z & AR89 51T1%, smad_logs 7 7 A V& ~E 7, [V =
7 (Web) 1>[==—7 1« U7 4 (Utilities) ]>[WebT7 774 7 AAT—4% A (Web Appliance
Status) [ZRINTHZ LT, ¥X2 VT 4 BHT 7 T4 7 2 AD GUI D B ABIBEEN KN TZ -
Tl EMERTHILEHLTEET, ZOX—=Uhb, ABRBEROFEMEZTIND Web 777 A

TUOARRRLET, £/o, [V=7 (Web) 1>[2—7 « U7 ¢ (Utilities) ]>[2AB# (Publish) ]
>[ABHJERE (PublishHistory) ]2k V. [ABEEE (PublishHistory) |~—JCideZ &N TE
£

trailblazerconfig 2 < > F

trailblazerconfig 2~ R&EEHATH E, H LV Web A > ¥ —7 = A ATHTTP & HTTPS
DOFR— b &S L CZERR LB EERELV—T 0 7 TEET,

CLI 7&1%)% L C trailblazerconfig > enable I ¥ ./ b%%?ﬁﬂ_é L. %ﬁ' LWWebA ¥ —7 =
A A TROMEZ B TE £,

CFEDT T YT APLAE— b OB O E BN B LR D B,

« ARLMEEE, B—T7 VAN, FRET a7 VRNV EFHTHEEIC, L Y—
Web A X —T A AZVEAL LT FEND,

cEERTNALT 2 THHL AR =R X= DA N v N—=ITF—ERNEENR,

\}

GE) 7:7j‘/1/ k Tl trailblazerconfigCLI 2~ }\@iﬁiﬁ‘(ﬁ—o help trailblazerconfig I ¥ o
REATTBE, AT ~NTERRTEXET,

RESIRD X D272 £,
trailblazerconfig enable <https port> <http port>

trailblazerconfig disable

B BongEszsy


http://www.cisco.com/en/US/products/ps10155/prod_release_notes_list.html

| —mmnEEszy

cu s LEEzE07 v Ta—F [}

trailblazerconfig status

ZZ T,

‘enable' X, T 7 /L hDAR— ~ (HTTPS: 4431 £7-1Z HTTP: 801) T trailblazer # E{TL F
D

'disable' |3 trailblazer Z#& T L £ 7

'status' IJ trailblazer D AT —F 2% F v 7 LET,

CLUZFERALLRELEEDOT vy TO—F

ATy I

ATy T2

ATvT3

CLI DA T, 7774 7 2 AD configuration 7 4 L7 M VIZT 7B ATE L Z L &MR LET, FHMIC
ONWTE, IPA =T 2 A ABIOT T ITAT U ANDT 7 A B L TIIZEN,

BET 7 ANEBRETLNIHRET 7ANDY T vV a & T T4 7T 2 AD configuration 7 4 L7 kU (T
B9 5 D>, saveconfig < RTIER LT-BEEORELHRE L 9,

CLI N T, loadconfig A ¥ FEERAL T, AT v 72 TRENTET 4 L7 F VISR Loy 7 4%
L—Yay 7yl —R450h, 7% AL (XMLAEX) % CLLICESER D 1 £,

Z OFITIE, changed.configxml & WA LFID T 7 A VNT v 71— K&, BEMEFEESNET,
il

mail3.example.com>

1

oadconfig

1. Paste via CLI

2. Load from file

[1]> 2

Enter the name of the file to import:
[1> changed.config.xml

Values have been loaded.

Be sure to run "commit" to make these settings active.
mail3.example.com> commit

ZOFEITIE, HilWnwar 4 Xal—vary JrANEavy B I ACEEE T ET (22A1TT
Cul+DZMF LAV T a~ 2y R TLET) . RIC, VAT LBy N7y 7 U4 F—REEHL T,
TI7HNVRDKRANG, IPT RLA, BEOTF— MU oA FRELEELET GEHRIZOWTIX, AT A
Ty hT v U4 P = ROETESRLTLIEE) , KEBIC, BHEEEELET,

51

mail3.example.com> loadconfig

1. Paste via CLI

2. Load from file

[1]1> 1

Paste the configuration file now. Press CTRL-D on a blank line when done.
[The configuration file is pasted until the end tag
</config>

. Control-D is entered on a separate line.]

Values have been loaded.

Be sure to run "commit" to make these settings active.
mail3.example.com> commit
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Please enter some comments describing your changes:
[1> pasted new configuration file and changed default settings

T4 AT FEEBDEE

FARE O T DA REIC, EAATRER ik KEE C, MAARERT 4 A7 A EI VY TH L
MTEET,

s BT 7I7A4 T ADR) HHAARERT 4 A 7 fEkOIK (64 ~X—)

o T 4 AVFEME, 74—, BILOFERARIOFR (65 2—)

c KT 4 A7 I EEID Y TIZOWT (65 X—)

T A4 AV MEIRICEET DT T — FOZEOMER (66 X—)

 TDOMD Y =X DT 4 AV FEIOEEL (66 <—)

« T 4 AV FEIEOFE H T (67 —)

RBT7TSAT7 o RADH) ERATRRGET 1 RV EBEOIEX

)

ESXi5.5 B L ONVMFS 5 Z BT 2IRABT 74 T ADEE, 2TBA2BR 5T 4 A7 fE %
BB THZENTEET, BSXiSA E2FETTAT I I7AT U ADGEIZ2TBICHIEES L E
K

GE)

ESXi COT 4 A7 B OHENEIT Y R— FENEF A, FEMICONTIEL, VMware D~ == 7 )L
EHEBLTLEE N,

BIBT T TAT VA ALV ABR L RLT 4 A7 8k EBINT 5121, WOFIEZFATLET,

1R BHHIIZ
WELIRBINT 4 A7 fEIk A EEICKRET L £ 9,

AT 1 CiscoarT oY vXa VT AT I IAT VAL VARV AZEIELET,
ATw T2 VMware NEET 22 —F 4 VT ¢ FFEHY — L2 L CF 4 A7 A L £9,
VMware D~ == 7 )V CIRIET 4 A7 REOELIZETHERESHL TIZE0,

ESXi 5.5 DIEHRIL. DOV A MIH AT TEE T, http://pubs.vmware.com/vsphere-55/
index.jsp?topic=%2Fcom.vmware.vsphere.hostclient.doc%2FGUID-81629CAB-72FA-42F0-9F86-FSFDODE39E57.html

ATFYT3 (HLOWebA v A —T oA ADR) VT RE AL vxallF o BaL y—LT, HE (F) 7
A1 a7 V7 LT, VIAV—Web A H—TxAf A% —RKLET,
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FazyiEE. v+—4. sevEAkRoE® |

ATy T4 [EHT 7747 A (Management Appliance) ]>[3 A7 L4 (System Administration) ]>[7 4 A 7 & H
(Disk Management) [ LT, ZEN/KMINTNDZ EEAMRELET,

—

T A

A WEE, 74 —5%. BLUCERRKEORT

B8

BREFIR

TS AT A TR RE
BEIT 4 AV A RTT D

HL W Web A v H—T = ZADH) 7T RE AL &
ka2 YT EMary—AT, () TravEsY Y
JLT, LAY —WebA ¥ —TxAf A%k —RLET,
[EBLT 77 A4 7 > A (Management Appliance) |>[3 AT A%
P (System Administration) ]>[7 4 A7 & (Disk
Management) ] ZER L E7,

AatEIY TR E (Total Space Allocated) ] (278 &AL TV D 1HE
(B : 184G of 204G) % HER L 7

X2 VT BETSIAT
VADE=HRY S F—E R
Tl B Tentng
T4 A BRI L OHER
SNTWDET ¢ A7 fEEOD &
BRI T D

(LW Web A v H—Txf ZADH) 7T REA—/L &
Fa )T EHay LT, Wl () TAarEs Yy
JLT, VHY—Web A v H—TxAf A% —FNLET,
[(EET 7747 A (Management Appliance) ]>[3 A7 L&
P (System Administration) |>[7 4 A 7 &E (Disk
Management) | 3R L £,

BUEREH STV 2 FREED
7 x—FDEEGEFKRT D

B ULWWeb A > Z—T A ADR) 757 REA—)L &
Fa )T 4By — LT, thl (B) 7oarvazs )y
LT, VHY—Web A v X —T oA AZua—RLET,

[BET 7 Z A 7> A (Management Appliance) |> [£E40% L
#—E R (Centralized Services) |> [V AT LAAT —H A

(System Status) ] A @R L T, [HEAEFY —E 2 (Centralized
Services) ] 27 v a v CHER L £,

BATARVHEFEEEYHTICONT

\}

G¥)

X2 VT A BT T IA T AOFHREFRIV R —T ¢ 7T 4 AT, B A—LE
Web D 7 DT —Z I S vET, PREPIETF A —)L LR—T ¢ 7 & gt il Web
VR—=T 4 T DELLN—HEAR—TNWICT DHE, TRTOBEIEDNA R —T /M LT HERE

B £, WhTZA R—

T LTESGE, BFA—NABIUOWeb L R—F 4 75—

T A A L, BT T 7 —A R B LA RXR=ATEHYHTONET,
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« PRAEFR Web LAR—T 4 VT %A F—TMILTNDER, LE=FT 4T 4 A7
TEEAE D B THNTWRWEGS, 7 4 A7 HEBEIY HTHRD E T, PREFT Web
LAR—T 4 T DERE L £/ A

c FDMD T F— X EBAAEDHEHEL VDR THHIC, RERT—XZHIBRTHILEND
DET, ZOMD I +—2OT 4 A7 FIBOEHR (66 X—) 2L T IEIV,

ARV —,

E. AU v—,

VANA, BEOT U N7 LA ZRREEDT ¢ A7 S BB 5 A OWT
VANA BEOT U N7 bA TREE~DOT 4 27 IOE D A TELD

MREEN D A v — T ORFHMEZ SR L T E a0,

DT RTOT =2 24 7 Tix, BFOEI Y TREZIUEDOM AR L Y D7 LIzhHE,
FLWEID B TEANICTNTOT = RINE L ET, KbHWT—20nbHllRshET,

LW A= ZDRBHEEN SN TVWDT 4 A7 I Y b REWGE. T—ZidkbhE

A,

cHD Y TEEZEICRET DL, 7T—ZIIRFIN2 R £,

T4 AV EEICET 27 5— FOREOER

FOMDT 4 ATFEHERY +—F D I5%IZETHE, BEL YLDV AT AT F— Nos%
fELET, TN6DOT7T7— b aZELEEEIE. MLTHLERHY 97,

MEFEIZT 7= FBRES LT HITE, 77— hOEEE 38 ~—2) 2ZMLTIZEW,

ZTDOMDI +—2 DT 4« AV EEHEDEE

FOMD Y 4 —FI NIV AT AT —Ha—HY ST—ENEGEFEFNET, VAT L T—XITHIEE
TEXEVA, BHTEXDZ2—F T —H|UIRDOD T 7 AV ZATHRHY £9°,

EEMR

FIE

oy 77 A

(HHLWWWeb A X —Tx A ADH) 77U REA—/LEXxal
FAEHar LT, WE (B) TAarEs )y s LT, b
A —Web A v H—T7 xR —RLET,

[BELT 77 4 7 A (Management Appliance) |>[> A7 LEHL
(System Administration) |>[2 27 %7 X7 U7 a2 (Log
Subscriptions) | IZBENL T, L FEEITLET,

o [ A4 X (Size) |FNAHLEZ V27 LT, &&bEL< DT 4 A
I AEE L Wb e S amRLET,
cAERENLZT_XTO S BT R YT a U RMETHDL T
EEMERR L ET,

o ML BIZEEMs e 7 LU o TV W R L E T,
CFRERBAIE. n— A —NR— T 7 A YA XHPhEL LE
R
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FzoEmeosavsc [

EEMR

FIE

Ny bk Ry T Ty

[~/ 7 LYK — b (Help and Support) | (i L oAMIGT) >
[/X7 > FX ¥ 7F v (PacketCapture) [IZREENL £9°, RELx v
TF v wHlRLET,

a7 4 Fal— g

TTTA T AD [datalpubT 4 L7 R UIZFTPCT 7B AL %,

77 AN TTIAT UV ANDEFIP T 7B AZRET DL, WESRLT
(ZINBDOTF7ANANE | K&V, FIPREATOT FI7A4 TV A~DT 7 & A

DT 4 A7 Gl &2

T 5 AREME IRV & E 2

bILET) .

A= AR HLWWeb A v Z—T A ADH) 7537 REA—)L X2l

FgEayy—AT, il () 7oavEsyosLT L
HY—WebA v —7xA A% —KLET,

[v AT L& H (System Administration) ]>[7 4 A7 & FL (Disk
Management) ] IZREI L £5,

TAARAVBEBEDHEY AT

T4 AT FDER L TW R WEEEIZEI D Y TOHONTWAES, £/, 77747 2 ATH
TEDBEBEIZ DWW CIIBHEICT ¢ A7 SRR R T 5 b O DOMOBEREIZ DU Tl Fl 70 il 23 &
LHEBNE. T4 A EBEOE DY CTEEHTEET,

T RTOBWRIZE DICHEBENMLERGEIL, "~ RV =T7 07 v 77— K, 38T 7
TAT VASNDEBINT 4 A7 FIROE D B CTERFLTLIZIY, (IET T 74T AD
A) HERAREZR T 4 AV fE O (64 X—) EBRRL T EE,

1R BHEIIZ

T AAZENETCEERT DL, BMFEOT —F EITEROT A F ) T 4 ITRET S
Band Y £T, KT 4 AZFEEED B TIZONWT (65 X—) THBMEAZSHLT

<TEEVW,

c[REEDND A v — T2 FEITHLETLITAIRT 2 2 & T, WREEH Oz —KRIC/ER T

XS

ATFYT1 (FHLWWeb A v Z—T A AZADI)

YU REA—NL X2 ) TF 4 E@aLy—LT, hE (B) 7

Aarzr7)y 7 LT, VIHY—WebAf v F—Txf A% —RFLET,
ATw T2 [T 7747 A (Management Appliance) ]>[> A7 LEFE (System Administration) ]>[7 « A 7 & B

(Disk Management) | Z3#4R L 97,

ATY T3 [T 4 A7 7 3 —FOfFHE (Edit Disk Quotas) 1 %727 U 7 LET,
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B tx1054 7I547 R0V RFLOKEY S TOBED L & MEDHE

ATV T8 [T 4 AV 7 +—2Ofmt (Edit Disk Quotas) | X—Y T, £ —ERICHV Y TEHT « A7 KO E (F
TSA NEAL) AT LET,

ATw 75 [%E (Submit) 1227V v LET,

ARTYT6 HERAAT TRy 7 AT, (LW A —ZDRE (SetNew Quotas) | %7V v/ LET,

RT9TT HeETS (Commit) |27V v 7 LTEREZRFLET,

EA— LX) T4 TITITATVADIVRTLDIREE
TS5 7NSBOLEMEDIE
Y

GE) NGO LEXVEICE#ET 57 7 — M a2 ET 5121, EEBENREA— N X274 7
TIAT UV ADLEIWVEEHE LET, il WTIEL, BEVWOEA— L ®X=2UT 4 7
TIAT LAY Y —=AD2—Y HA RERFA L TA 2 ~VT T, VAT LOREDLEWN
EOBREIHETAEREZR L TLEZESW, HAxDT TITAT UV ANSF T~ ROV AT
LOWRBEF = v VB EITTEET, TFIAT LV ADREOF = v 71250 TIE, BHEWVWDOE
A= tXa VT4 TTFIAT LAV —2ADa—HF G A REFITA T4 v~V T E5R
LTLEEN,

ZTVT1 HLWWeb A ¥ —T7 =2 ADH) VIV REA—A tF2 T4 EHary—LT, @ (#) 7
far&E7 Uy LT, LHY—WebAf v ¥ —7xAfA%mn—RKLET,

ATw T2 BT 7747 A (Management Appliance) ]>[> A7 L& (System Administration) ]>[3 A7 L DAk
A& (System Health) 1 %72 U > 27 LE7,

ATy T3 [REDHHE (Edit Settings) %227V v 7 LET,

ARTYTE A7 a v ERELET,

T7 a3y BLl]

2ROCPUM = (Overall CPU Usage) FT7FI b 85%

AEFY =AY v 7 (Memory Page Swapping) T 7 4B 5000 X—
J—7 %2 —HNOKRKA vE— (Maximum Messages in Work Queue) |7 7 4/ b : 500 A v&—

RATYyTE5 EHRAREL, RIFLET,

SAML2.0 (2 Kk 5 SSO

¢SSO BLOSAML 2.0 IZ2W\WT (69 ~_—)
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sso sk usamL20 =0T ]

*SAML2.0SSO DU —7 77— (69 _X—)
¢ SAML 2.0 IZBH T 2 EFH L HHFH (71 X—)
o ZXAEHEF O SSO Ok EIiE (71 =)

SSO 5 KLU SAML20[ZDLNT

Cisco AT Y ¥X 2 UT A EHT 7T 47 2 AL SAML 2.0SSO 2% R— 45 X 5Tk
DELE, 2Kk =y R a2 —H 32 OMFEN T O SAML 2.0 SSO %G —EZA~DT 7
TRAEHLTWBRLZ LT v VEEH L CANRLARHHCT 7 A TEET, L&
X, SAMLID 7 /34 &% — (IdP) & L C Ping iilEZ AN L TH Y, SAML 2.0 SSO *fix D
Rally, Salesforce, 35X U'Dropbox D7 B0 v h&FioTWET, h—E R 7/ A X — (SP)
E L TSAML2.0SSO ¥R —h3 5L 9ICCisco 2T oY ¥Xa VT A EBHT 7747
AERERRTHE, T Ra—FE—EY A A T 5T TARALFHEZ G T _XTOY—E
AT 7 BATEDLLHIZRD ET,

SAML2.0SSO DV —% 7 A—

SAML2.0SSO V—7 7u—%_  IROKIZERLET,
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7:SAML2.0SSO D7 —% 70—

Il

Web Browser Service Provider (5P) Identity Pravider {1dP)

44444"44——+

User requestsfor aresource (for
example, ELQ)

5P redirectsto [dP with SAML
authentication request

Browser sends SAML authentication
request to [dP

h o o

IdP authenticates the user

F

IdP redirectsto SP with SAML
assertion

44444€}44——+

SAML assertion

SP provides access to the requested
resource

J—4 2708— (Workflow)

1.

TR a2—PiE, Web 77 UV EBHLT, —ER XM &— (TFI7A4T L A)
MHY Y —2ZERLET, -Ex1E, = Ra—WiL, ANLBHO A NLGEEEY) 7
7 Uy 7 LET,

P—E R T FlE, SAML FZBiFERTWeb 77 UWICEREZ VXA L7 N LET,
Web 7' Z UL, ID 7 u A X —Z SAML #FiFEER%2 U L—LE£7,

ID 7, F—iF, = R a—HFERFELET, ID7u A F—Fzy Fa—Flca s
Ly R—VEFERL, T Ra—FRasf L LET,

ID 7/ Z—Z, SAML 79— a &4/ LT, Web 77 UHITEDIRL FE1,
Web 7 7 UHid, —ERX oM X —IZSAML 79— aral L—L%ET,
P—b R FufF—L, BERENEZY YV —RA~DT 7 A %25 LET,
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SAML2.0 [CRH9 %X EEIA L HINEIE

77U L (715=Y)
« i (71 %=2)
« EHH DA NS BGHESOT 72 A (71 R—)

Ag79 bk
T R a—¥R, ARAREEN ST T 7 L ThH, i SAML2.0SSO 3G 8h 7 7 U & —
arhblin Ty REnEYA
—h%
Cisco 2T Y X2 )T 48T 774 T A LTI, —E R a2 —LID 7 m
NAB—DA VAR A | DOLRERTEET,
EEREODRANLIEBHEADT VR

ANLIREEF O SSO A AN L TV DG, EHEFIT A/ S AlEEED URL

(http://<appliance_hostname>:<port>) ZfHEH L CANNAGEE~T 7 B ATE < DL AR
ZTRVWTLEEY, FEHETI Web A ¥ —T7 oA AZMEHLTARLREHHICT 7 82T
FT ([(A—/v (Email) ]>[A v E—TOEHEE (Message Quarantine) ]>[A /S AFgHfE (Spam
Quarantine) |) ,

ANLIRBER®D SS0 DEXE /7%

BRIERE B3
ATY 71 |Gt #R L ET, ARt (712 ~—2)

ATYT2 =R FafF—L LT, 77 |F—ERFa (% —L L TOCisco =
FTAT VAERELET, VTR VT BB TS TA T
ADERE (72 =)

AT9T |[IDPT) T 7 IF3A T v Z&#EEST S L [Cisco 2T ¥ o U T ( FHT 7
3: HZID TR B —2RELET, |TAT L ALBETHEOHDID Fa
A X — DK (74 X—7)

&) TTIA T ATID a4 X —% |Cisco 2T VY X2 T 4 FHT
4: RELET, FGATLUATOID F a4 X —DRE
DR (76 X—)

ATy TTIAT VA TANMBEER OSSO | A S ARREED -8 D SSO DEZ (77
: EHIMZLUET, ~_—=2)

ATy Ty Ra—PITH LWEGEA B = X A
6: WZHOWTCHEA L E7,
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cHIECTHHAEND ID 7, F—MNCisco 2T Y ¥X 2 U T BT FI7A4 T A
THR—FINTWENEIDEMRLET, RIZ, YAR—FSNDID S ¥—%
RLUET,
* Microsoft Active Directory Federation Services (AD FS) 2.0
* Ping Identity PingFederate 7.2

* Cisco Web Security Appliance 9.1

T ITATUAEID 7u X, X —DlOBEEEX =2 YT 4 THRET D7 DITHE K
DFFREZES L E9,
o T T AT AT SAML FFAEERIZELTH, £721TID 7' r A X —TSAML 7
Y=g UEEELT A5E. BOEATFHELZIIEEI N TV CA L BEEAT
DN TWARE T —NDIFAELTE L £,
«ID 7B/ X —TSAML 7H— 3 VZEBLTH5E1E. ID 7 u 31 X —0FEHE
ERELET, T I9A TV AXZOFEAEELZFEH LT, BAFEASAML T —1 =
VEERLET,

YP—ER TONLF—ELTDCisco A>T X2 T EBT TS5AT7VRADR

1R BRI
9. OAESRM (72 =)

ZATFYT1 (HLOWWebA v H—T2A ADRK) V5 RE AL vxa T EEar y—LT, HE (#) 7
AfarvZ )7 LT, VY —Web A v X —T A A% —RKLET,

RATw T2 [T 7747 A (Management Appliance) ]>[> A7 L EL (System Administration) ]>[SAML] % i
RLUET,

ATY T3 [h—bE A7 11/31 F— (Service Provider) | £ 7 L a v T[H—E AT (X —DiEN (Add Service
Provider) | %#7 UV v 7 LE T,

ATV T8 ROFEMEATILET,

J4—ILFK 5 BA
7177 A4 (Profile P—ER TFuafF—Ta7 7 A VOLETIEATILET,
Name)

a7 4 FXal—a VERE

B BongEszsy



| —mmnEEszy

H—ER TONRLF—ELTDCiscoar Ty €1 T EE7T5170208%E |

J4—ILF

Bl

747 41D

=R T F— (ZOHE. THEHOTFI7A4T7 X)) OZr—n
NRBEAOAFIEA LES, @H, Y—EXTu M F—x T 4T 4
ID O URI TY,

4481 ID DO,

ID 7L F—RNSAML 7% —3 3 o Ca—HPEIBETADOICHEHTS
B,

TDT7 44— IV RITERETXETA, IDTFa AL X —RBRET I OE
BDLEIZ2 0 £,

TH—ararva—v
URL

RREBIEHICTET LB T, ID 703 X =8 SAML 7% —3 2 & ik
fE9% URL, Z0OHa, A/ ARR#ED URL T,

ZO7 4=V RIFRETEEEA, DT NS X —5RET HBECZOMHE
BRI £,

SP ZEAHE

Gx) WX —IL pem A THAMERH Y 77,
FHAERDES
T T TAT AT SAML FRAFERICEL T DA

RERAE L BHEAT I DN TV ARMEX—%2 7 v 7 e — R LET,
WBX—DNR_R2AT7 L —X% A LET,
[E4 EK (Sign Request) | R L 77,

EBibshi=7H—> 3> DESIE
SAMLT7 % —a v RT3 9I2ID7T e S X —%RET DHHAE.

1. FEHELBEEMTONTWAMES—%2T v 7 r—RFLET,
2. BEX—O 2T L — X5 AN LET,

W=

BYHT—a

SAML 7% —3a VZBATAHEIICID 7u g X —%2RETHHA.
[E4 7% — =2 > (Sign Assertions) | Z3i&R L £9°,

IDF T arEERTDE, TS IAT L RITID T aA, X —DEEH
EEZBEBNMTHELENHY £, Cisco 2Ty X VT &7 7S5
AT VATOID 7 a N A X —DFREDHER (76 X—) 2B L T

S,
plikE Rl MO AE AT LET,

ID7unf X —if, =5 —al TCIOFREHEHLET,
HA 722 fWE et AR 2B NE DB DEF A —L T FLAEZ AN LET,

ID7u S F—F, =7 — al TCIDERTHEHLELT,

ATy TS5 [EE

(Submit) 127V v 7 LET,

—REGEEERY
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B ociscon 7oy w1 UF BB ISATUREBET BEO0ID TOAL E—OHH

AT YT 6 [SSODOFEE (SSO Settings) | N—VIZERINDHT—ER T O NS X —DRAXT—H (2T 47 4 ID
T =g VEZURL) &, [P—E AT B AL Z—3E (Service Provider Settings) ] ~X—VIZE RSN
L2401 ID O EEZHOET, ID TN ML —TH—ER T M X —52RETHEXIZ, ZNHD
PRS2 D £,
MIZIE U T, AT —H T 7ANELTZI AR—NCTEET, [AXT—HXDxT AKR— |k (Export
Metadata) | %27 Vw27 LT, AXT—X 77 A NVERFLET, —HDOID 7 r 4 X —TlX, A¥T—
2 77 ANNEY—ER Fua M X —Difffizn— RTEET,

RDBERY
TITIATALBETDHEOIICID Ve M X —%2FELET, Ciscoar 7Y %=l
FUERT SIA T UAEBETAHIEDODOID Fug X —oRiR (74 2—) 2L TL

72 &0,
Ciscoa>ToY XA T ABETISATUOREBETAE=HDOID TONAEF—D
¥Rk

1R BHHEIIZ

WONFIZOWTHER L TLIEE0,

T IIAT VAN —E R TN, =L LTHRINTWS, —E R FafH—
LLTODCiscoar T oY BXa T 4 BT T4 T AORE (12 3—) 258
LTL7Z&EW,

s =R TR, L —DAXT—HOFMP A —INTNDED, FRIFAXT—F T 7
ANVNT I AR—=FINTW5E, P—ERTa X ZF—L L TDCiscoarTorY %
VT4 BT T ITAT U ADRE (712%—=) 2R LTLITEEN,

ATy T ID 7a g F—T, ROWTHNEFITLET,
e —bE R RS HF— (TTFIFTA4 T R) OFFMZETFE) TR L £,
ID U NRAL B —NAETFT—H T A AN Y—E R T A =Dl — RT52 L E2FTL
TWAEBIE, AT —X 774 VEAVIR—FLET,
TTTAT AN SAMLIBFEERIZEA T D L O ITHEREADOSE A, 721X SAML 7 — 3 > &K1k
THTVTEDLEZ., LTB#ETAFEAES ID 7'r A X —{EML 5,
ID 7 u g X —[EHEDOFIEIZONTIL, LTFEZSRLTIZEN,

«Cisco ATV ¥Xa2 VT 4 EHT 7T7A4T AL OWBEDTZHD AD FS 2.0 DR (75 ~2—)
« PingFederate 7.2 % Cisco A7 Y ¥ X 2 U T 4 FEHT 7T T L A LBESEL72ODORE (76
)
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Cisco ATy wF2 T BET T5A 7R EDEEDRHD ADFS 20 iR [

s [User Guide for AsyncOS for Cisco Web Security Appliances http://www.cisco.com/c/en/us/support/security/
web-security-appliance/products-user-guide-listhtml] ¢ [Configuring the Appliance as an Identity Provider |
N IV

AT T2 D7uNRL E—DRAEZTF—ZEEBEXRJDLINEIFIALZT—E 52T 7 A0 LT AR—FLET,

RDEZRY

TITITATVALETID 7a g X —OFEEMK LET, Ciscoa>T Y X2 U7 44
BT T T U ATOID 7N X —DFEDHER (76 2—) 2L TITEE N,

Cisco ATV EXaUTABETTISAT7UOREDBIEDT-OD ADFS 2.0 DHERL

WITRT DX, TFIF9A T AL BETH ADFS 2.0 2T A - DICETTHLERH 55
LoYULDZ A7 T, SERNOTEMARFINEIZ OV TIX, Microsot D~ == 7 /L EBB LT
éb\o

VL= N=T 4 e LTH =R T, = (TTITATR) OTH—var ar
v a2—~ URL ZBML £,

[Vl — 2/ "—F ¢ FT A (Relaying Party Trusts) |>[7"® /37 1 (Properties) ]>[ID
(Identifiers) 1>[V L — /X—7 ¢ ID (Relaying Party Identifier) ] C, H—¥E X 7Fm/ A1
B—= (TTIFGATRA) DT 4T 4 IDEANLET, ZOMENR, 77I7A4 T AD

P—ER TN, L —REDT T 4T 4 IDEEFELNE D DEMELET,

« BAHANYD O SAML BREERZEET DL L)Y —ER Tu M & — (T7I7A4T 2 X)
ERERE A DGEIL, —E R Fu g X —iEE GRREEREZBEAL T LIS
n5d) [V L— =7 ¢ F7 AL (Relaying Party Trusts) ]>[7 ©2/37 ¢ (Properties) ]
> [E4 (Signature) | D FT.cer B TT v 7 — RNLET,

WSS SAML 7 ¥ —3 3 U &2IRMET 5 K OIC ADFS 2T 25613, —E X
TanNA B — (TTIAT o A) OitHEZLZ [V L—/"—7 ¢ 7 X (Relaying Party
Trusts) ]>[7"®/37 ¢ (Properties) ]>[I575{t. (Encryption) ] D F T .cer G TT v 7
nr—RFLET,

«[Ub— =71 F7 AL (Relaying Party Trusts) |>[7" 2,37 ¢ (Properties) ]> [FFH

(Advanced) ] F T, ¥F¥ a7 /"y a 7A3Y X L% SHA-LITHELET,

c BURNL— L EMRE L, BT A—/L T RLAD LDAP BHEEREERZ A7 (BT A—
T RVR) ELTHEETDREITEABEBAIZEML £,

o 25T SPNameQualifier 23D 5720 D I AKX W )L— )L &ZBIML £, ROT 7 A Wik,
Y TINDT AL A J— )T,

c: [Type == "http://schemas.xmlsoap.org/ws/2005/05/identity/claims/emailaddress"] =>
issue (Type = "http://schemas.xmlsoap.org/ws/2005/05/identity/claims/nameidentifier",
Issuer =

c.Issuer, OriginallIssuer = c.OriginallIssuer, Value = c.Value, ValueType = c.ValueType,

Properties["http://schemas.xmlsoap.org/ws/2005/05/identity/claimproperties/format"] =
"urn:oasis:names:tc:SAML:1.1l:nameid-format:emailAddress", Properties
["http://schemas.xmlsoap.org/ws/2005/05/identity/claimproperties/spnamequalifier"] =
"https://<appliance-hostname>:83") ;
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. PingFederate 7.2 % Cisco A>T VY X1 ) T EBT7 ISA T VR ELBEESEEH-HDHTE

PingFederate 7.2 % Cisco A>T Y X1 U TA EBT7 TSA T VR EBESEDI-HDETE
LTI, BENOT 7747 A L#ET 5 &L 912 PingFederate 7.2 Z X ET 5 12 OIZFEITT
DB DHHZ A7 OB T, afEDDOFE/M 2 FIEIZ DV TIE, Ping Identity D~ == 7
NEBBLTLEZEN,

c BHEVOT—ERXR TN, (TTIFIATURA) OTH—ar arya—~<URL %,
7a haVREICBITLZ RERA L M LTEMNMLET,

* [SP Connection] > [General Info] > [Partner's Entity ID (Connection ID)] {2 —E & 71 /A &
(TTIFGATR) O T 474 IDEANNLET, ZOMENR, 777347 2 ADH—
ERA TS, L —HEDT T 47 4 IDEERUENE D a8 LET,

« BANE SAML #BAEERZHMETH LY — LR Ta M4 (TTITA4 TV R) &k
B L TWAE4A, [Signature Verification] =27 3 = > ([SP Connection] > [Credentials] >
[Signature Verification] > [Signature Verification Certificate]) T, H—E R 71,34 X DOFEH
FEET7 vy T u—RNLET,

W5t S SAML 7% —3 3 &3R5 5 X 9 IT PingFederate 5 E T 2 5 a1&.
[Signature Verification] £ 3~ = > ([SP Connection] > [Credentials] > [Signature Verification]
> [Select XML Encryption Certificate]) T, Hh—E R Fm A% (777147 L A) OFEH
EBET v Tu—RKLET,

cJ@Ea b T2 et L, LDAP BIEDOETFA -V T FLAZRET LRI LET
([Attribute Sources & User Lookup] > [Attribute Contract Fulfillment]) .

CiscoarTUY EXaUTABETISATUATODID 7O/ F—DHRTEDER

1R BRI

WONFIZOWTHER L T E0,
T TIAT LV ALEDBEDTZHDID T u A X —RRE SN TW\W5, Cisco 2T Y
X2 VT A BHT T IA T ALBETHRLDODID 7/ A X —0OHEK (74 X—)
PHERLTLLTIEEN,

ID O NRAF—DABT —ZDFHEMEITIT I AR—FENTAZT—Z T 7 A )L\
E—XnTW5,

ZTVT1 HLWWeb A ¥ —T =2 ADH) VTV REA—A tFXa T4 EHaLY—LT, @ (¥) 7
Aar%7 )y 7 LT, VHY—WebA ¥ —T A% —RKLET,
ATv T2 [EHET 7747 A (Management Appliance) ]> [ A7 L5 (System Administration) ]>[SAML] % j%

RLUET,
ATw T3 [ID 71,31 % — (Identity Provider) ] &2 2 2> T, [ID 71,34 Z—0iB/ (Add Identity Provider) | %
70 w7 LET,
ATy T84 ROFEMEASLET,
J4—ILFK Bl
7'vu 7 7 A )% (Profile Name) ID 7Vang Z—TJa7 A VO4FIEATLET,
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28 LmER0H0 ssonant |

J4—ILF

aBA

HERERE  (ID 7' 3o Z— 3% E DO F B AK)

=7 474 1D

D7 X =D T a—r U —BDLEIE AT LET, ID
Tung B—xT7 07 4 ID OFFIL URI T,

SSO URL =B R T r A =) SAML BREE R & 245 9 5 M E 0 d % URL
ERELET,
HEAA ID 73 =73 SAML 7% —3 3 VZEBALTHHA, ID PN

A B —DEBZTFRAELZT v T u— RTE50LERHY £9°,

MR E (ID 7 m N H— A BT =2 DA R — )

IDP A X5 —H DA L R— b

[AHXT—HDA KR —1 (Import Metadata) ] %27 VU v LT, A
BT =8 T7 A NVEERRLET,

RATYyTES EHREAREL, RIFLET,

ANLIBRED =D SSO DEN1E

ATv T

ATy T2

ATv T3 [RE

ATy T4
ATy TH
ATvT6

RDBERY

AR MBEEDT- 5D SSO DHEMME (77 ~—3)

1R BRI

WONFIZDOWTHER L TLIEEN,

[EBLT 7T A4 7 A (Management Appliance) ]>[3 AT LAEFL (System Administration) ]
> [SAML] =Y TT_RTORENMERF L TH D,

o« ANRMREEN BN > TV D, ARNARHEEZ SR L T &0,

FHLWWeb A v Z—T 2 A ZADH) 75T REA—L vxalF &Ha ) —LT, thE () 7
AfarvZEI7) o7 LT, VY —Web A v X —TxAf A%ua—FKLET,

[EHT 77 A7 A (Management Appliance) > [#EFIE Y — 12 (Centralized Services) ]>[A /3 A HE

(Spam Quarantine) ]

WCBEILET,

Ot (Edit Settings) %= 27 V v 7 LT,
v rvarETCAZE—LLET,

T2 Ra—HFREEET 7 & 236530
T Fa—PREET A E SAML2.0 (2
ER) A vB—YNMHES DRI

THRoTWNWAZ L&

[=Y R —W[FEEET 7 & A (End-User Quarantine Access) |

WLET,
WRELET,

I, AVE—VRX RN T oM E I DERELET,
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AT9 T ERzEEL, RFLET,

RDARY
T Ra—HFICH LWERGEA = X LDV T L ET,

Ea3a—DAHREZIAX

« BRICADR—=UDfH (78 X—)

c ST LU ADRE (79 ~2—)

eWeb A LV EZ—T A ZADL LAY TDE (79 X—)
BRICAYR—UDEHA

(B = NVRRES NI EB 2 —PIRE) K<HHT =207 A v 27 77X YR M2fE

BRTEET,

EL:g] 121EFIE

BRUIZAD U A M=V % [BINTAX—=ICBEIL, Vg FUuof EMMHTICH S [B
BN % KIZAY  (MyFavorites) ] A =2 =225 [Z O— V& BRI

AV IZIEM (Add This Page To My Favorites) | Z3®R L £,
BRUICANY ~OZEHE TITHEERFIILED Y FHEA,

BERUIZAY DIEF#ZH 5 |[BXUICAD (My Favorites) > [BXUCAD 23X THER
(View All My Favorites) | Z&R L, BRUADV EZ KT v 7
L CEgzgFic LET,

BRUIAD X—=2 A, £ |[[BXUTAD (My Favorites) ]> [T X TOBTUIAD ZEKR
A E G R T A S (View All My Favorites) | 34 L, fRET HBKUZAD D
LEiEI7 Uy 7 LET,

BRUIZAY ZHIFRT 5 [BXIZAY (My Favorites) |> [BXUZAD &3 X THER
(View All My Favorites) ] Z1&R L, BRUZAY ZHIFRL £
o

BRUICAY RXR=VIIBET D |V 4> FUOHE EBMITICH 5 [F5IZA Y (My Favorites) ]
MHR—V AR L £,

AA L A E =T oA AR | BRUTAD 2R 57, X—T FEHO [RIOR—VITRS
%) (Return to previous page) | &7 V v 7 LE7,
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T)I7LURADERTE

XA TFABEEBTFISA T URATEESNE-EEL—V

*ﬁwmﬁéﬂﬁlﬁﬁiﬁ®7)77V/X%@ﬂf%i¢o_®7J77V/Xﬁ\
I—HFNEeX 2 VT BT IS4 T RCa A T AERNCEAINET,

- 55 (GUIIZHEH)
cTUT AT RN (BRI CBRIIRRENDHN—Y)

s LIR— K R=UOFT 7/ b ORI (FARRER AT v a vid, BT A—ABIO
Web LiRN—T 4 7 R=TDOY Ty hTY)

¢ LAR— F R=VORIZFTT DT

EROA T g iEk, a—Y a— ko TRARY £9,

INHEOTV Ty L AERET DHIZIE, [A7 > 3 (Options) 1>[ERIEXE (Preferences) ]
ERELET, (A7 a3 (Options) | A==—IF, GUI V1> KU EHAMICHD &
T) o BT LEOEEZEELET, ETILEIHY FHA,

EV b [BREIRE (Preferences) | ~—VIZT 7 B AT HHNIFRR L TWe_X—DIZRDHITIEX, ~—Y
THED [FID—IZKE % (Return to previous page) | V7% 27 U w7 LET,

%ﬁﬂmunl—téhf:l_-'j:
SERFES N2 —H X, [4 7 2> (Options) | A =a2—CHR/RSELZHEEERTE £,

Web f V3 —J A RDL U DT DHE
BENTZWeb AV H—T =2 A ZADL U F ) 7 Di=IZ, Internet Explorer A#iE— KD A —/3—
TA REAENT DL E2HRLET,

\}

GE)  ZOBREACT L2 EPMMORY U—IOERT H5EI1E. ZOMREE BTS2 LR
TEET,

ZTYT1 HLOWeb A Y ¥ —T = ZADH) 759 REA—N 2T 4 EHary—AT, thi () 7
A7)y 7 LT, VITY—WebA v F—TxAf A% —RNLET,

ATw T2 [T 7747 A (Management Appliance) ]> [ A7 L& (System Administration) |> [2#%F%
(General Settings) | 3R L £,

ATw T3 [IE At — RO EE X (Override IE Compatibility Mode) ] F = v 7Ry 7 A4 N2 LET,

| —mmngEszs I}
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ATy T8 EREFEL, RFLET,

TFISAT7URTENGY—ERDBREERT—F X
DETin

CLI C diagnostic > services W7 2~ R&ZHEHL T, UTE2ETTxET,

T T IAT UV ATHNI o TWDYS—EREZH/EH LEST, 777947 A HFRIT
HVEITHY FH A,

T FIGAT UV ATEHEINI o TNBYF—EADAT—F A5 R LET,

Bl : LIR—F Y—ERXDRAT—R ADERR

\/k@@ﬂ/chi\ services AV }‘é"ﬁﬁﬁﬁ LT\ 7705/]) ?VXT%;&JL:%ATOTU\%) 1/7\]_\9*‘ I“ "j‘*‘
EADAT—H AR LET,

mail.example.com> diagnostic

Choose the operation you want to perform:

- RAID - Disk Verify Utility.

- DISK USAGE - Check Disk Usage.

- NETWORK - Network Utilities.

- REPORTING - Reporting Utilities.

- TRACKING - Tracking Utilities.

- RELOAD - Reset configuration to the initial manufacturer values.
- SERVICES - Service Utilities.

[1> services

Choose one of the following services:

- REPORTING - Reporting associated services
- TRACKING - Tracking associated services

- EUQWEB - End User Quarantine GUI

- WEBUI - Web GUI

[1> reporting

Choose the operation you want to perform:
- RESTART - Restart the service
- STATUS - View status of the service

[]> status

Reporting has been up for 28d 20h 45m 35s.

fBl: A=Y FIVvFXFUT H—EXDBEH

WO TIE, services A~ REHEH LT, 77 I9A TV ATHENDI>TNWDEA =
N yFR T AR HERLET,

mail.example.com> diagnostic

Choose the operation you want to perform:

- RAID - Disk Verify Utility.
- DISK_USAGE - Check Disk Usage.
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- NETWORK - Network Utilities.

- REPORTING - Reporting Utilities.

- TRACKING - Tracking Utilities.

- RELOAD - Reset configuration to the initial manufacturer values.
- SERVICES - Service Utilities.

[1> services

Choose one of the following services:

- REPORTING - Reporting associated services
- TRACKING - Tracking associated services
EUQWEB - End User Quarantine GUI

- WEBUI - Web GUI

[1> tracking

Choose the operation you want to perform:
- RESTART - Restart the service

- STATUS - View status of the service

[1> restart
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