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U E— MNEFREZRAOAGIE (72—)

SNMP il L7z AT AOWREDOE=F Y 7 (8§ X—)

X2 VT AT T IAT VADT—EDNRy 7T v 7 (10 —)

Security Management Appliance TDT ¢ A% U H Y (18 X—)

TIFIAT LV AN=RO 2T DT v 77 L—FK (20 2—2)
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AsyncOS DLLETDNA— g5 o ~DIETIZHONT (33 2—)

T T T— RMIOWNWT (35 —)

AR SN A v E—VORET RUAOKE (35 3—)

7T —FOEH (36 ~—)
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X TEETT FalofsE (49 2—3)

VAT MR DR E (50 R—3)

[BXE 7 7 A /v (Configuration File) ]X— (52 <—7)

WEORIFEEA LV AR—F (53 2—=)

o T 4 AV FEMOEE (60 N—)

CEX— N X2 VT 4 TTIAT VUV ADYV AT LOIRES T 7DD L& WEOFEE
(63 ~=—72)
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T T ITAT UATHM e —EADOHEE L AT —X ZADER (74 X—)

—nnseEszs I}



B ==szx0025

—fmigEszs |

EBIBAXIDEST
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VAT LEBA AT DIFELER. TT T4 =P A =T =4 A (GUI) D[V AT
LEH (System Administration) | A == — % L CETTEET, 2L, DT AT A
BB, 2RI A2 —T x4 A (CLD) NOHOHRFETTEET,

/. VAT LA AT —RADE=LZY T

GE)

ZOFETHHT LIHERESCa~ Y FoFIZiX, Vv—T 4 V7 OERINENIZREEZ KT THONRH
DET, FMRICONWTIE, IPTRVA, f X —TxA A, BLIOIV—TFT 4 7 %2BRLTL
fiél/\o

HWEET—DEM

F—lL, TTIAT L ADV I TIEZFIEHAOLOTHY . £l-A 2 —7 /L3 HHEEIC D HE
HTT, 1 DDV AT LADF—%, BIOVAT LA THAMATAZ LiIFTEEEA,

CITCHATAX A Ba<w L RIAy Tr 7 "L FEITTHITIE, featurekey =<2 K%
HEHLET,

Sl BRIEFIR

T IIATUADT 7T 47 BT 7747 A (Management Appliance) |>[3 A7
TeREREX — A T X CFEIRT 5 | A HEL (System Administration) ] > [F¥HE— (Feature
T U T 4 N—a U EER T | Keys) | ZBIRL KT

DI S TORBEX 22T |y e — & B GENT 21015, [HE%— (Feature

& Key) 17 4=/ RICF—ZRE0 1T 500, £71ZAH L,
s FEAT SIVIHT LT — B R [F— %5 (SubmitKey) 1227V v 27 LEd, B2 B
KRS MENARVEEIE, =T — A v b—URERSnET (-
HEREF—Z FETA U A P— [ L 212, F—NELLRWVEESRY) . ZRSOES
Nt D X, BREF— U 2 MBMENE T,

THREX 2T 7T ATT D | gt s L 2 ICHBICH LA — & XY v a— R

FOA A=A DEHCT T IAT UV AZRE LI
Jﬁ &, REHT DT A&7 A (Pending Activation) ]V A k
HIZZEAILRY £,

X —oRE XY v — RBX |[EFB7 7714 7 > A (Management Appliance) |>[> AT
W77 T4 _X—varzfqgihEic | 2% (System Administration) | > [#&REX — DX E
(i3] hee S (Feature Key Settings) ] 23R L 7

FIFN IR, TTI9AT A E, L —2EH
BCHER L E T,
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FETI5147v2051 o xpsvis— [

S BAEFIR

HIBR I RE 5 — & BT 9~ Cisco DL HIZBRHNEHELSZE N

RE7ISATUVADTA U RAE L UBERET—

TA B ABLOHWRESX—DHIRENMIN L EDT 7 T4 7 L AOBEIZOWTIE, ROBHT
M5 ANFTTZ D [Cisco Content Security Virtual Appliance Installation Guide) % ML T 72 &
VY, http://www.cisco.com/c/en/us/support/security/content-security-management-appliance/

products-installation-guides-list.html
TA B ARERRTHITIE, a~v o FIA4 AZ—7xA A (CLI) T show license =X
~ U REMALET,

CLI RV FEFERALIEA VT FUREEDEST

T TAEMEL a~ U FERIFT AL, X2 VT A BT S IA T A ETAVT S
VACEHET AEEAETTEET, T 2T ROBMEE =< RIZOWTHBALE T,

* shutdown

* reboot

* suspend

* suspendtransfers
- &

* resumetransfers
* resetconfig

* version

LX) TABEBT7ISZATUVARDUYY FEOY

X2 VT AERT SITAT o A% vy b XU T BT, ROFIMEEZFEITLET,
s BT 77 A 7 A (Management Appliance) |>[3 A7 A% H (System Administration) ]
>[¥v v ME U/ RLE) (Shutdown/Reboot) | _X— T &AL E7,
EJ e

e v RTIA4 7117 KT shutdown 2 RZ2HHLFET,

TTIAT v Ay vy AT T5E AsyncOSIET L, T 7 T4 7 2 ADER%E LA
F7CTEET, TTIAT VA, BfEFa—0AA v =22 kb PR THERB T £
T TTIAT U A% T Yy MU T DEEEE AT T HMENRSY £5, 77 +/b MEIE
X 30 B T3, AsyncOS TlE, ZOEIEEDOMIZA—F U HOERAETE T C&EET, 08
WEEEFEZ D L. A —TF RO IEHIICEH b Ed,
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X)) TABEBTISATUOARDY) T—F

X2 VT EHRT T IAT A%V T — T 5121, GUL D [ AT LB (System
Administration) ] A == —TCHIHAIEEZR [T ¥ » ¥ U /fEHE) (Shutdown/Reboot) ] ~<—<
AT 50>, CLI Treboot 2~ FEMFHLE T,

TITIGAT A% T — T 5&, AsyncOSHIFEREISNDT-D, T I7A4T  ADOERE L
BIZATIZL, TTIAT AV T = NCEET, TFIAT Ry vy MU T LR
SEEZ AT DHENDH Y £9, 7 7 4 /0 MEEEIL 30 B TY ., AsyncOS Tl&, £ DIELEE
ORI A—T O EE T CXET, TOBIEHEEZEX D &, 4 —7 OB » TEHHY
WKHLOBRET, 77747V A, BEFa2—NOA vyE—VaKkbPIcHE#cE£7,

X1 YTAEEBT7ITSAT7UORADEL

VAT EAAUT T U REFEITTIEERE, T IAT Vv AEF T4 2T 5I120%, tkp=

~r RoWTFhreEHLET,
avw vk HoL:L kit
suspend CEXA— N X2 T 4 TTIAT U ANbEX2) |V T7— MELHE

TAEHLT T TAT L ANDREES NI A v =YD | FFShvET,
Rk 7 —REEIE L ET,

o [BEEDNS Y U — A SNz A v — Y ORME & I
LT,

 BRETA—NVERPTFAI SN EE A

o HIFET A —NVEFIXEIEE N ET,

o O VHRENMEIL S NET,

cCLLIZT7 7 EAWREDE LT £,

suspendtransfers | IR RN E A — LB LU Web EF 2 UTF 4 7747 | U7 — Mg b
VAN AT Y X2 VT 4 BT S IAT AN | FEENET,
DVR—=T 4T T—=HBILONT vF T F—HX DR
%%#H#/f;g:ﬂ: szjﬂo

TOa<w  RTIH  EXA— VX2 VT4 TTI9A4T
ANEDMFEEESNT- A vE—VOZEL—RHEIE SN E
ﬁqo

R I T T T IIAT VAT TA~Y TTI3A4T
AL LTHBTAZODOHHEEM T Oa~ REfEHL
iﬁ‘o

Ihboa<wy ROBERRHIZIE, 777947V AOEBEHEE AT HIVLENSLYVEST, T 7%
JV NBIEMEIZ 3070 TF, AsyncOS Tld, ZOBILEOMITA—7 L OB A 52 T TE £,
ZOBIEA B Z D & AT OGP REIICEA L b E T, A —7 O AT
LaWgGaid, 37 <ich—eAanfgisinE7d,
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CLI D15l : suspend §5 & U suspendtransfers 1< > .

suspend ¥ 7= {3 suspendtransfers 2~ > R CEIL L7 —EREZHT 77 4 7{L$ 51X, resume
F 7213 resumetransfers =2~ > K& ZEfiH L ET,

BT TIAT VADBED AT —F A (T4 v EIiE—RHEIE) Z8ET HI21E, Web
A B —T 2 A AT[EHT 7747 A (Management Appliance) |>[ A7 LEH (System
Administration) ][> [ > F& ¥ 2 /FEH) (Shutdown/Reboot) ] Z R L £ 7,

BEMETEH .

cBEVWODEA—N X2 VT4 TTIAT LV ADY =2 T NVERFTF S TA 2 ~LTD
[Suspending Email Delivery] . [Resuming Email Delivery| . [Suspending Receiving| .
F L TResuming Receiving]

CLI ® 15| : suspend & K& U suspendtransfers 1< > |

sma.example.com> suspend

Enter the number of seconds to wait before abruptly closing connections.
[30]> 45

Waiting for listeners to exit...

Receiving suspended.

Waiting for outgoing deliveries to finish...

Mail delivery suspended.

sma.example.com>

sma.example.com> suspendtransfers

Transfers suspended.
sma.example.com>

—RHF ILIRRED 5 D B B

resume =~ > RiX, suspend ¥ 7213 suspenddel =~ > ROMEHZIZT 7T A 7 2 A Z i O @)
TEIRRBIZIR L 7,

resumetransfers =~ > R{X, suspendtransfers =~ > ROMHKICT 77 A 7 > A & i@ OBE
WBIZR L £,

CLI @45l : resume & & U resumetransfers A< > K

sma.example.com> resume
Receiving resumed.

Mail delivery resumed.
sma.example.com>
sma.example.com> resumetransfers

Receiving resumed.
Transfers resumed.
sma.example.com>

THHERONPRE~NDERED )Y +

TTIAT o AEYHRNCHRE T D & & IR OMEZ R T O REOTFERE LT, T
G OIHIRIBIC T 77 AT A2 Yy PFLH 2 LB TEET,
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. resetconfig A< > K

AR ORTEEZV By MTAECLIDGUVEETZ L, 77T 47 A (FTP. Telnet, SSH.
HTTP. HTTPS) ~O#EHIZMHEH L CWA Y —E AN, 2—F T h o MRHEIRRE
nEJ,

Sl BRAEFIR

s THHWREOYIHIRES (1. T 740 FOEBa2—Y T H U b ERRT— REMHEH
FTRTOREEZ Y B b L. VU7 A2 =7 =A 2% LT CLLIZERT
s FTRTOULFR—F I DINETNET 7 40 FRELEN U TR B — MR L
Zua7 VT T, VY MEILT 774 T VAR CE 5 2 & & il
o LET, 774N IREDT I TAT LV ANDT 7 EAD
L FIZOWTIE, By b7y T A A = BRUYE
1V T 7 A IVEIREF AREEZZRLTIIZIN,
« [REE A » & — T 2R TFIAT L ADY— A —FHEIE L ET,
[BBLT 774 7 A (Management Appliance) > [~ AT
LEBE (System Administration) ]> [fX/E 7 7 A /b
(ConfigurationFile) JZ&IRL. [VE > b (Reset) %7
Vw27 LET,

CB) Vv Mg TTIATARAT T4 REEICA
BEICHEY £, Uty MACET A — L OR[E
Hilr S TWaiGa, BMEILY By MRICEHFITS
nET,

w

o TG HATRF O YR AE ~ | diagnostic > reload CLI ==~ > R&H L £,
TRTOREXY Y b

X EE Zpa~y Rk, Ciscob—H £ A A v F T A
« TRTOT — X & Hlbk

SNLEED =~ FEFLTEHY £HEA,

resetconfig I <7 > K

mail3.example.com> suspend

Delay (seconds, minimum 30) :

[30]1> 45

Waiting for listeners to exit...

Receiving suspended.

Waiting for outgoing deliveries to finish...

Mail delivery suspended.

mail3.example.com> resetconfig

Are you sure you want to reset all configuration values? [N]> Y
All settings have been restored to the factory default.
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| mmugEszy
Async0S D /3—2 3 VIEHRDO R .

Async0S D/\— 3 VIEROD KRR

ATV [EHT 7747 A (Management Appliance) ]> [HFEBEY —E 2 (Centralized Services) ]> [ AT A
AT —H A (System Status) | ZIER L F 7,

AT9 T2 X=VOFHETAIZa—/L LT, =V a AEH (Version Information) | T, BlEA A h— 3T
W5 AsyncOS D/N— 3 U EHER L 77,

HHNE, a~v L RIA4 2 Fa 7 M Tversion 2~ REFHAT522 2 TEET,

) E— FERBRADERE

TITIAT VA Yy —VOFBEREZVE—F Ty b 2RI, 80BLTU0 Y — X —
R =7 COMMEHTEFET,

TTIAT L ADEREZ)VE— Ty 25681, 2087 v a r THEAINLTWDE T
EZfEH LT, ZOMEEZFaiicaic L \&Ebfk<ﬁgﬁ%biﬁo

1R BHHIIZ

cHHDOV E— MEFEAEA RPC) A—bra2EXa7 1y NT—ZICEBE, 7—7 VLV
LET, oV TIE, ZHEHADETALON—RT =27 v=a2 7 VEBR LTI EEWN
(BERHIRHE SN TV DGO AFTEET) |

TrAT VA —NE@IET D OICMBERARN— N R E TTIAT AR EF— |
T EARBETHLZ L EMRLET,

COMRETIE, EHO YU T— FEREHRAAS X —T A AR ED IPv4 7 R LA
METT, ZOA 2 E—T A AT, Z0Ok®Z a3 THRASHTWDFIETOLGRE ]
HET9 ., ipconfig =~ R&fliH LTEQE?‘E) ZEIEITEERA,

TTTAT o ADERAE AT HITIL, Intelligent Platform Management Interface  (IPMI)
W= a3 20%YR—T5HT7 /31 X%”';@T“’a“ LY — RN—=TF B — VP EETT,
ZOXEIBRY—NVEMHEHTED L)ICHERHINTND Z L 2R L ET,

AV RIA VA VE =T oA ASDT 7B AT HFEMIZOWTIE, CLIOY 77
VA TA RESRLTIIZIN,

AFw 1 SSH. Telnet, £72ix> V7 arY— L R— 2HLT, a~ 2 RIL L A Z—T 2 AT 7k
A LFET,

ATV T2 EREHREFFOT WU ML TR A U LET,
AT T3 UFDa~vr REAHLET,
remotepower

setup

RTYyT4 TrrT MIEST, FOEHRERELET,
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B swesgmLr-o 27 LokEOE=S2Y LY

s ZOMRHEHAOIP 7 FLAE, Xy bR BINF— U= A,
cEBROHRA D~ REFTT LD E e —F4H L AT — R,

INBEDI VT T, TTIAT UV ANDT 78 AMEHATHMD 7 VT oo v MITIKTE L 8 A,
XTFw S5 commit # AST L TCEFEEZFFELET,
ATV REEZTAIN L, 7T I9A TV ADOERZVE—FCEHTXAZ L 2R LET,

AT TT AN L7 LT ovybm, fk, WOTHLHHATE 2 2R LET, & 2id, ZoERELE:
WATNCRE L, ZOX AT ZFZITTHMENSDEBREN, BRI LT oy NWIIT 7B ATED LD
I LET,

RDRARY
TTIATVADERO)E—F Uty R

SNMP 2 L= A TLOREDE=21) T

AsyncOS (%, Simple Network Management Protocol (SNMP) /X—< = > vl v2, BELOV3
ALY AT B AT —HADE=RY v T Y HR— M LET,

«SNMP #HhZ L, XET DL, a~v» KIA4 2 A4 ¥ —7 =4 AT snmpconfig =~
YREBALET,

» MIB | http://www.cisco.com/c/en/us/support/security/content-security-management-appliance/
tsd-products-support-series-home.html 2> 5 AFTE £9 ((EHFTREREHT 7 7 A V&R

IOV —EREA F—TIVICT BT, /SR T — REREE L DES K5 B{L A& £E 5 SNMPv3 O
HRANMETT (SNMPV3 OFEHIC OV TIX, RFC 2571 ~ 2575 #2 ML TL7Z&EW)
SNMP ¥ 2T L AT —BADE=F Y T oA F—TMITHIZF, D &b 8XFD
ﬂm@ﬁAX7V—X% REST DMHENDH D £, HANTSNMPV3/SA T L— X% AJ)§

L& T, RO DIZEDNAT =X F{ AT D0ENH Y £3, RIZ snmpeonfig
awy REETTDHEEXE, a~vr RicZo7 L—X3 [ ShTnEd,

WA E=ZTHLHIZSNMP Z#RETHHE

connectivityFailure SNMP |k 7 » 7 O EREIZ url-attribute & A3 5484, URL 3T 1 L
7 MU ERZBT 7 ANVONT NIRRT ERELET,

e T4 L7 FUOHBEEIE., REICAT v = (/) ZBMLET,
c T ANDLEERIL., KEBIZAT vy aZBMLEREA,

* AsyncOS TD SNMP OfEHDOFEAMIZONWTIL, WebtX =2 U7 4 77747 AE X
EA—IN X2 UT 4 TTIATVADE L TA Ly ~VTEBRLTLIIEES N,
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{5 : snmpconfig A< > K

{5 : snmpconfig A< > K .

sma.example.com> snmpconfig
Current SNMP settings:
SNMP Disabled.

Choose the operation you want to perform:

- SETUP - Configure SNMP.
[]1> SETUP

Do you want to enable SNMP?
[Yr>

Please choose an IP interface for SNMP requests.
1. Management (198.51.100.1: sma.example.com)

[1]1>

Which port shall the SNMP daemon listen on interface "Management"?

[161]>

Please select SNMPv3 authentication type:

1. MD5
2. SHA
[1]1> 2

Please select SNMPv3 privacy protocol:

1. DES

2. AES

[11> 2

Enter the SNMPv3 authentication
[1>

passphrase.

Please enter the SNMPv3 authentication passphrase again to confirm.

(1>

Enter the SNMPv3 privacy passphrase.

[1>

Please enter the SNMPv3 privacy
[1>

Service SNMP V1/V2c requests?
[N]> Y

Enter the SNMP V1/V2c community
[ironport]> public

passphrase again to confirm.

string.

Shall SNMP V2c requests be serviced from IPv4 addresses?

[Yy>

From which IPv4 networks shall SNMP V1/V2c requests be allowed? Separate

multiple networks with commas.
[127.0.0.1/321>
Enter the Trap target as a host

addresses separated by commas (IP address preferred). Enter "None" to disable

[127.0.0.1]1> 203.0.113.1
Enter the Trap Community string.
[ironport]> tcomm

Enterprise Trap Status
CPUUtilizationExceeded
FIPSModeDisableFailure
FIPSModeEnableFailure
FailoverHealthy
FailoverUnhealthy
RAIDStatusChange
connectivityFailure
fanFailure

highTemperature

10. keyExpiration

11. linkUpDown

12. memoryUtilizationExceeded
13. powerSupplyStatusChange
14. resourceConservationMode
15. updateFailure

W J o U b W

O

name, IP address or list of IP

Disabled
Enabled
Enabled
Enabled
Enabled
Enabled
Disabled
Enabled
Enabled
Enabled
Enabled
Disabled
Enabled
Enabled
Enabled

Do you want to change any of these settings?
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[N]> Y

Do you want to disable any of these traps?

[Y]I> n

Do you want to enable any of these traps?

(Yl> y

Enter number or numbers of traps to enable. Separate multiple numbers with
commas .

[1>1,7,12

What threshold would you like to set for CPU utilization?

[95]>

What URL would you like to check for connectivity failure?
[http://downloads.ironport.com]>

What threshold would you like to set for memory utilization?
[95]>

Enter the System Location string.

[Unknown: Not Yet Configured]> Network Operations Center - west; rack #30, position 3
Enter the System Contact string.

[snmp@localhost]> SMA.Administrator@example.com

Current SNMP settings:

Listening on interface "Management" 198.51.100.1 port 161.

SNMP v3: Enabled.

SNMP v1/v2: Enabled, accepting requests from subnet 127.0.0.1/32
SNMP v1/v2 Community String: public

Trap target: 203.0.113.1

Location: Network Operations Center - west; rack #30, position 3
System Contact: SMA.Administrator@example.com

Choose the operation you want to perform:

- SETUP - Configure SNMP.

[1>

sma.example.com> commit

Please enter some comments describing your changes:

[1> Enable and configure SNMP

Changes committed: Fri Nov 06 18:13:16 2015 GMT

sma.example.com>

XA TFAEBTITSATIUORADT—R2DINY I T Y
i::f

N O —
NV DT TENET—4
TRCOT—Z &Ny I T w7 T5HZ L, FRITROT =X DIEEOMBEDLEENY 7T v
TTH T aRRTEET,
Ak —U AFT = EET A LR

A=V RBIOAZ T —EZEEGELTOWIENINTZRY V—, UL VA, BIXOT U K
7 LA 7k

cAvtE—T ARXTF—REELETFA—IN I TvF T (A= FTyX )
eWeb FT7 w¥ T
s LIR—TFT 4 7 (BFA—/LE L Web)

ck—7 VR NTrY YR
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DIFEICONWTIE, ZTOMDOELER N I T v T B RS
BHIDN 7T THEDENY I T T

E—LEd,

nyv7yronnsEssvss [

2720 £,

BEL T IFIANA I T v FEINFERAL, TNHOHEBE Ny 7T v
(16 X—) ZHRLTLTEEN,

X BBy 77y FRIAEKR S VI FRD % =

NI Ty TOFRIHNBEES L VESR

N I T ThArY a2 — L& ETHHIIC

2, ROMFIFEL LOBEFZBEE LTI ZS W,

HEIE

=

AsyncOS /X— 5 >

VA bEXa VT 4 BT T IATVABIOZ =7y h X2

TAEBET T TAT L AD AsyncOS N— a3 URFEI L THDILE R H
DET, X—=TarOFABMERH LGS, NI T v T EATVa—
AT BHENS, RMCYV IV —RIZTFIGAT AT v 77— FRFLET,

Fy hT—27 kD
=0y N TTIA
7R

H—lFsyy N T TIAT ANy hT—7 ki
HYET,

=2 N T T IAT VARFHOEEEL, VAT LBy v T v
T A= REFTLCHLEREREAD LET, FEIZOWTIEH, %
ZRLTLEEY, By b T v 7 A A b=, BILORAEE

IR TE STV D LN

V—=ATTIAT

AL =Yy N T

FA T v AMOBEE

V—ABI N —Fy rOBXa )T BT 7T (47T A%, SSH
REALCHETE D LR TV ANLERH Y £F, Lo,
DL HIZLET,

W DT TTAT U ADER— 2 EHNVTESMLERDD F7,
FIFNBFTIE, ZOR—MIVATLEY b T v 7 U4 PF—F
EIEITTDHEMEET,

s KAA Y F—2LH%—s3 (DNS) T, ALa—RKEPTRLVaZ—RD
WHEMEHL T, WHEDT FI7AT 2V ADKRA NG EFRRTE D
MERNDHY F£7,

=y N TTTA
T U AEAEIET D
ERHY FT,

FIGARY TTIAT U ADHRN, EEINIROET A —/L3 LT Web
X2 VT 4 TTIATUANLT — X EBETHILERH D £,
MRIZFETT DD, =Ty N TTI7AT AL LEENRT
TIAT AN DT — 2 OEBERGOIE (14X—) 251 T
<TE&EW,

NI T T T T IAT UV ATAF Y 2 — VR EIIL TV HH
ENEYa 72Xy oL LTLEEEN,

—mmngEszs I}


b_SMA_Admin_Guide_ces_11_5_chapter_01.pdf#nameddest=unique_10

. Ny YTy THIM

—fmigEszs |

HHEIE
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TTIAT VA Fx
INVT A

B—=l ) NTTFIAT LV ADT 4 ATHEHRF ¥ ST 4B, V—AT
TIAT L ADF X NTT 4 LRIFEUETHLIVERHY £, 4 —
Ty NTTIATUATET =X XA T (VR—T 47, bT7 v
VU R E) ICHIV M THT A RAVEIX, VAT T IAT
ADRIGTHED YU TL Dl FHZLIXTEEHA,

BTF—B BT DT XTDF—ZDNNy 7T > FIZH5570 ZA— A0
B—0y NTTITAT A RIZHIIL, REWY —ANL/NINH —
TPy b Xa VT AEET T IAT LV ANDNN I T o Tl Ay a—
NWERETEET, VAT T IFATVARE =S NTTFI3A4T A
IV HREWEE, =7y b TTI7A 7 ATHARERERICA
bET, YV—ATTITAT L ATED Y THI TN DHEEAHI L %
7

T4 AT EBOE )Y TEX Yy RO T 4 AR RBIOEHT A120T,
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Apache A—7"2 YV — A H—3]

U XFEBZDET AV NV FERRF T 7 ANADEREYTR—FLTND I &
T 4L NIDOEBENRTED L

« EAZEIE GRAEAE) £3EA (7)) BEHCRESATWAZ L

« % AsyncOS 7 v 77— b £ A — T HIZHAK 350 MB LL EDZEE T ¢ 2 7 fEIRINMFAE
THILE

JE—F 7Y TIL—RAA=SDRRT AT

a2 — v — NOREMNSE T Lz 6, http://updates.ironport.com/fetch_manifest.html |27 7 &
ALCT v T VL—=RA A=V Dzip? 7ANEF 70— RLET, A A—VEFX T 10—
R4 5i2iE, Ciscomar 7o EXxa T4 T T IAT LV ADV VT AFFENN—Va EFE
AN LES, FIAARERT v 77V — RO A MBRRRENET, Ty 7T L —RA A=Y
Dzip 7 7ANEE T 0= RTET7 v T 7L — R A=V a %227 v 27 LET, AsyncOS
Ty T TV—=RDOT v T T L= A XA=VEMHT512F, v—UL F— DA URL &
[ E % fmte (Edit Update Settings) ] ~— 1A LET (F721% CLI @ updateconfig % fifi
HALED) .

Xy NT—=27 LD Cisco 2y T2 X2 VT4 T 747 L AMMHWRRRT v 77 L—
K% . http://updates.ironport.com/fetch_manifest.html Ti&R L7z N— 5 VZfRET H XML 7 7
ANE, A=) Y —NNTRAT 4 TFTH2LHTEET, ZOHATH, Cisco 2T
VX2 VT T T IATVART v 77— ey 2a h—n"hbZyra—RLET,
Ty T T V=R URANea =BV P —NIHAT 4 T T DGR, zip 77 ANVEL T
o — K LC, asyncos/phoebe-my-upgradexml 7 7 f V&2 02—V —"D)— K~ T 4 L7~

W LET, AsyncOS 7 v 77 L—RKOT7 v 77 L— K U A MEHHTHI21E, XML 7 7
AV DFEA URL % [ Ha%E & M (Edit Update Settings) ] X— AL ET (F721X CLI
@ updateconfig ZfEH L £7) .

VE— KT v 77 L—FROFEMIONTIE, Loy "= (FLvyy X—XDiH
(TechNotes) #Z[R) ZHERT HM), VAR —F T/ ZF—ZBMWEbE7EE,
JE—FTF7yvTIL—FARIZCBITHEELEL

AN =TT o7 T L—REREHE LT, AsyncOSZ R —H /L P —")nE7 v 77 L —
K (VE—hF T 77 L—F) 725AICF, ROBENRHDZ LICERLTIESN,

=R, Ty T L= RICE DA A F—=ARF ICETINET,

| —mmngEszs I}
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—fmigEszs |

B 777 —rss09—Ex 7y TF—roRE

T T T L— R 7 ut AOKRIO 10 B, NF—RERINET, ZORF—RNERS
NTWBIE, Crl Z#H L7REETC AT &, X urn— ROBRENIZT v 77 L— K
Tk AEK T TEET,

Tyv79L—FB&EUY—ERT7YTTF— FDHRTE

Ciscoa v T oY ¥Xa T4 TFI5ATUAREXR 2T 4 —E X T v 7F5F—~ (HfH
HW— 72 ) BEWAsyncOS 7 v 77/ L — K& Xy on— RT3 HiEa#RETE T, =
xR A A—VEFHTE DG A =" E e —h L =D ELLNLT v
T —=FBIOT v I TF— b EERICA T 0 — R TAENERIRLEZY . 7 v 75— M
ERELZY, BT v 7T — R E2EHIC LT TH5Z N TEET,

AsyncOS (X, H LW AsyncOS 7 v 77 L— RZfR<, TXTCOEF 2V T 4 h—ER 2
R—=R b~OFH LT v T T — Fdlanh, BT v 77— b =G bE E
9, AsyncOS %7 v 7' 7 L— K9 5HI21d, AsyncOS MER AIREZR T v 7' 7 L— K& BW&ibt
&9, FETERTLHILERHY 7,

Ty 77— RBXOT v 7T — FREIL, GUI (RD 2 SDOIAEZBM) T, /21X CLI T
updateconfig =~ > FZEH L TRRETE £,

Ty T — FEHERETHI LB TEET,

TyvITIL—RETYTT—PDERTE (Upgrade and Update Settings)

ORI, REFRERT v 77— b BIOT v 77— NREEZRLET,

R1:EF2VTAH—EROT7 Yy ITT— FEE

11—

axX &

Bl

FoITT—hH—N
(4 A=)  (Update
Servers (images))

VAP —RNELEFER =N Web— D EL L5, AsyncOST v 7 L— REB LU —
EAT w7 T—h Y7 0T A A=Y (EHL—VOBEX—D T v 77— K L)
A= RTENERIRLES, 7740V 8TIE, T 77 L—FBIXOT v 75—
DT AT P— PRI ENET,

DA, B —HL Web —_EHHTHHEENH D 9,

CART AT T RUANST T IAT VAIA A=A 70— RTA0ERL D,
Wk 7 7 A T =R = AL TCWDEREDAZT 4 v 7 T v 77 L — KRB
FO7 v 7T —F b—REE 263—2) LTI,

CHE. TFTIAT AT AsyncOS 7y 7/ L— R A A=V Ay rn— K45 (20
LAETH, Cisco7 v 7T —h =B HY—ERT v 7T —h A A=V FEICT Y
vr—RTEET) .

O—AINT v T T =P —=REBRLEZGEIL. Ty 77— KRBT v 75— DF D
voa— RIEHT D —"D_X—ZAURL L R— bFESZEASNLES, P—"0FiEE2 L L
THEE, BV —YPH e AT — R AN LET,

FEICOWTIL, Ty 77 L —RHFROBER  VE—FFEHITA NI =07 213—)
BIQRVE—F T 77 L —FRFOWE 21 X—) 22 LTI,

| L)

BEBERY




| —mmnEEszy

TyvFTIL—KETYTT—LDEE (Upgrade and Update Settings)

RIE

AEA

Ty IT— =N
()X +) (Update
Servers (lists))

FMAFREERT v 77 L —FRBLIUOY—ER T v 7S — DY A~ (=7 x=A XML 77
AN) B, VA= a—HL Web P —XDOEL LML X T a— RT50ERIRL
i‘a‘o

Ty T T L= RBIOT v 7T — R DOEEFT, T 74/ MNMIvAa $—R_TY, Tv7 7
L—RET v 7T — ML, TNENRLRIREEZERTEET,

AT AEARIE. BT AT U= VR —ZEA L CWABRBEDAYT w7 T v
TITVL—=FRBIOT v 7T — b b= E 263—Y) 2L TIIEIN,

B—AN T T T — = RERIRL TGS, =T 7 A NVABLOR— NEFEE
. FVAMDODY=T 2 AMXML 7 7 ANVDINAV RRAEBANLET, R—F+DT 44—V F
EZZEOFEFIT LA, AsyncOS 13— b 80 i L9, — "\0NiRiFa2LNE L 958
By AR —TFHLENRRAT—-RFH AN LET,

FEZOWTIE, Ty 77 L —RFROBIR : VE—FEHFA R —0 7 213—)
BIOXVE—F Ty 77 L —FOME Q21 —) 22BL T I,

BEIE# (Automatic
Updates)

BEHEL—LVOHET v P F— a2 A X—TNCTEHENE I DNERRLET, 4 X—TLIC
THGENE. Ty 77— bR THBE AN LET, D058 1Em, BEBEOEEIT h,
HOLGAEIZd ZRKEBIBEMLET,

A3 —T (4R

REfE] 7 L — L0 AsyncOS 7w 7' 7 L— R7p 8% 7 v 77 — F = RICfnia bt b & I,
EOFXy NT—I A B —T oA AT 0% LET, FIARER T axy 7 —4
AVH =T 2 A APEREINET, T7HNVENTIE, TTIA TV RIMEHT LA 02 —T =
A AL EIRLE T,

HTTP 78 %2 H—N\
(HTTP Proxy Server)

7T ARNY—=ALOHTTP 70X — "NFEE L, BiENMERGAIT, — EFHR,

a—BLY BIOARATU—RNE2ZZICAHLET,

Tadx Y —RNERETDLE, GUIILY A RSN TWHWABYT—EZA~DT 7B ABIOT v 7
F—RMIENNEREINET,

Zo7TuaXT Y —NE T RN T 7 ANGHT LA — N O E TS T 5 DI bEH
ENFET, 77 ANGHTLVER— FOFEFMOEM: (Web LAR—K) | 377 A V08T
R— FOEEMOEL: (BT A—L LER—F) 5B LTI,

HTTPS 7O H—/N\
(HTTPS Proxy
Server)

T w7 ARY—A@DHTTPS 703 b — "B EE L, RN LERSEEIE, —MEH.
a—HL . BIORATY—REZZICANLET,

Tadx Y —RNERETDLE, GUIILY A RSN TWVWABYT—EZA~DT 7B ABIOT v 7
F—hMIENMER SN E T,

Zo7TuaXT Y —NE T RNL T 7 ANGHT LA — N O E TS T 2 DI bEH
ENFET, T7ANGHTLVER— FOFEMOEM: (Web LAR—K) | 377 A V08
R— FOEEMOEL: (BT A—L LER—F) 2B LTI,
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—fmigEszs |
. BB I 747 O4— L RYD—2BALTVWBIREDRAET v I 7y T L—FELUVT v TTF— F —\BE

BREE I 7AT 04—l R) O—F#FRALTWAREDREI T4 v 7y ITFL—F
BEUVT7YTT— bk H—N\EKE
AsyncOS 7 v 75—k H—F, XA FIv I IPT RLAEBHLET, BEICAXYT 1 v

JIPT RUARMIEREH 27 7 AT 74—V R —%2EA L TWAEAIE. [Ty 7T —
% E (Update Settings) ] X— Y CIROFEEMHEH L £,

5:[7 v FT— b —iN(A4 *—) (Update Servers (images)) JEXEDRA R T 4% URL

Update Servers {images): | The uodate servers witl be used fo obiain update images for the following services:
- Feature ey updates
- Time Zone rules
- Cisco fronfort Aspnols upgrades

() | Cisco IronPort Update Servers
(®) | Local Update Servers (location of update image files)

Base Url (all services |http:.f;'clownIDads—static.ironpor‘t.com Part: (7) ISD

except Time zone <
P hito: Ao wnloads examote . com

IronPort AsyncoS
upgrades):

Authentication (optional):
Username: |

Password: |

Retype Password: |

Base Url (Time zone |downIoads-static.ironpor‘t.com:BD
rules): format: downloads.example.com: 80

= Click to use different settings for AsyncOS upgrades:
AsynoOs Upgrade settings
() | Cisco IronPort Update Servers

(&) | Local Update Servers (location of update image files)

Host (Cisco IronPort |updates—static.ironpor‘t.com. Part: |8E| {optianal)
AsYNEOS upgrades): Ex. Gownloads.example . com

B BongEszsy



| —mmnEEszy
BRI 74 T4 —L R S—EBALTVBBEOR T4 92 7y T T L—Rs&UT v T7—k 4—ngE ]

6:[7 vy FTT— kY—s\(1) R ) (Update Servers (list) JEZEDRZT 1 v?% URL

Update Servers (list): | The URL will be used to obtain the list of available updates for the following services:
- Time Zone rules

) | Cisco IronPort Update Servers
(®) | Local Update Servers (location of list of available updates file)

Full Url |htt|3:.f";"update—manifests.ironpor‘t.com Part: (7) I443
Lo Aupdates exampte comdmy_updates xml

Authentication {optianal):
Usernarne: |

Password: |

Retype Password: |
The LUEL will be used fo obiain the list of available updates for the following services:
- Cisco IronPort AspncDs upgrades
) | Cisco IronPort Update Servers
() | Local Update Servers (location of list of available updates file)

Full Url |htt|3:.a",-’update—manifests.ironpor‘t.com Port: -Zi'fl' I443
hite Afupdates example comdmy_updates xmil

Authentication {optional):
Usernarne!: |

Password: |

Retype Password: |

R2ZBEGEI7ATI4— LRI —2BALTLWAIRRODRE T v I 7FFLR

o3 |BE AE2T4 v URUIP7 FLRAE &K
~ UR—k
Update N—2ZURL (A LYV —2—LB I http://downloads-static.ironport.com

Servers | AsyncOST v 72 L— FLIA DT RTOH—E | 104.15.82.8
(images) )  (Base URL (all services except Time zone

Port 80
rules and AsyncOS upgrades)) °

~_—AURL (#A LY —>b—/L) (BaseURL |downloads-static.ironport.com
(Time zone rules)) 204.15.82.8

Port 80

AL (AsyncOST v 77 L—K)  (Host updates-static.ironport.com
(AsyncOS upgrades)) 208.90.58.25

Port 80

| —mmngEszs I}



—fmigEszs |

B cureoryis—rsL07y T L— FREBORE

o3 |BRE AAT4 9 URUIP7 FLAE &K
v UR— k

Update W N— R =7 7547 2 ATOHT 7 |update-manifests.ironport.com
Servers | 7 — | : 208.90.58.5

(list):
7 JVURL (Full URL) Port 443

AT S5 AT ATOT v 75— M : 7 |update-manifests.sco.cisco.com
JL URL (For updates on virtual appliances: Full | port 443
URL)

7 w727 L— KM : 7/LURL (Forupgrades: |update-manifests.ironport.com
Full URL) 208.90.58.5

Port 443

GUINEDT Y TT—rELKUT7YyTYL— FREEDERE

ATy I

ATy T2

ATvT3

ATy T4

ATy TH

ATvT6
ATvT1
ATvT8
ATv79

[BH#LT 7 Z A 7 A (Management Appliance) ]>[2 A7 L4EEL (System Administration) |>[7 » 77— bk
% & (Update Settings) | Z &N L £,
[BEHra% € % fwtE  (Edit Update Settings) ] %727 U v 7 L7,
T T VL—RKET v 7T — FOFEE (Upgrade and Update Settings) (24 ~—°) OFHZMHEH L T,
ZDOFMEDOBRE LR L £,
[7 v 77— b ¥ —s3(A A=) (Update Servers (images)) |27 a T, Ty 7T — DA A—TVDXY
vu— RO —N"ERELET,
AsyncOS 7 v 77 L — RDA A=V & Z 0 u— REL 0O —"EHELET,
a) MULEZTarOFHT, [Z7Vy2Z LTAsyncOS 7 v 77 L— RO LHFEEEMT S (Click to
use different settings for AsyncOS upgrades) |V > 7 %27 Vv 7 LET,

b) AsyncOS 7 v 77 L—RKODA A=V %Xy — KT 5200 — NRELRELET,
[7 > 77— k¥ —s3U A k) (UpdateServers(list)) 122 > 3> C, iHAREART » 77— b LT AsyncOS
ToT 7 b—=ROYAMERET LYV —"2HELET,
OV TR a 3T v T T = MIEAENET, THOYT 87 v a 37 v 77— NIZEH &
WET,
BRI — NV BINS Z—T = AORTEERELET,

ER) 7aXxy y—R"OREEHEELET,
EHEEFREFEL, REFLET,
FERNTEBY DR LET,
[7 v 77— FiXE (UpdateSettings) | ~~—YRFRENTWRWEEIE, [FELT 77 A 7 A (Management
Appliance) 1>[ AT L& H (System Administration) ]>[7 » 77— Ra%E (Update Settings) ] Z 3R L
5
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| —mmnEEszy
7v7sL—roEa |

—H8® URL TliX, ¥ —/3URLZ Tasyncos] 7«4 L7 FUBBMENET, ZOARA—FIWEL THFEW
FHA,

7T L— RKDEM

T 7 4V E T, AsyncOS 7 v 77 L— RINT 774 7 o ATHEAMREREGA, BHEEB LY
Hotitr OMER 2o —HFI2iE, Web A v X —7 = A ZAD EIICEANFRENET,

EL:y 1BEFIE

BHOT v 77 v— ROFMIEREERT |7 v 77 L— FBEIC D —Y Vbt ET,

%

HHTEL2TRTOT v 77 L— RO A | BIMOFHERKMEZ2 ) v 7 LET,

FRRT D

BEO®EMEZHAL 2 TH&ERMEZ2Z Uy 7 LCHEMZHZE (Clearthe

BT v 7S L R AT 7 B Igt;ﬁ;at{012 iif—m LThb, [FAL% (Close) ]

T, TTTAT AR OBEME 25 L E 7 |

A,

SBOEMERIET S (EHEMHRZEO|[EHT 7747 A (Management Appliance) ]

2 —FDH) >[ AT LEH (System Administration) ]>[3 A
T LT 77— R (System Upgrade) ] IZFH)
L/iba‘o

TvITUL— KT A EELGFIE

1R BHEIIZ

TyTTL—=RET T TF— DRy U= BHEORE 20 X—Y) THy MU —2 8{f
ZZRLTIZEN,

ATYT1 WOEIITLT, T—=FDHKEIET 5, 3 m/NRCMmAET,

CHLWT T IAT LR GRT A ZAVRENRDHY  MEINDIET —F A FIZFAFL OV A X
DEDETOENTWD Z R LET, BRRT 4 A7 HTIZHONT (61 X—Y) &&
RLTLIZSN,

« T 4 AT FBICONWT DM BN OEEELZ TS 551E, 7y 77 L— RERBT DR, 71 A
7 BB D E AT L TS 72 E 0,

ARTFVT2 TTFIATUANSL, XMLy 7 4Xalb—ay Z77ANMNERIGELET, BIEOBRET 74 VORAT
BLOZ7 AR —F (83R—) TBATAIELEEZSHBL T EE,

| —mmngEszs I}
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. AsyncOS D7 v 75 L—FK

I HPOBETTY v 727 L — ROV —RZETEEIE. 207 7 A LBRMLETT,
ATFYT3 E—T7VRANTay I A MERREHEHLTWAERIT. VA 2Ry 7 AN AR —FLET,

[B#LT 77 A 7 A (Management Appliance) ]>[2 A7 LA4EEL (System Administration) |>[EXE 7 7 A /L
(Configuration File) 1 %27 U v 7 L TAZr—/L X7 LET,

RT9T84 CLINDLT v 77 L—REFTLTHDEAIX, suspendlistener 2~ > RZMiH L CY A —%4EELE
To GUIMNLDT v 77 L— RaFTT 55613, VAT —OEIENBEIICETINE T,

ARTYTE A= Fa—bT VN Fa—%fFlLET,

RT9T6 To7 7 L— RREPHREEBVICRESN TNAZ L 2HALET, Ty 77 L—RBLXOY—E X
T T T ROHEE 24 —V) 2SR LTLEI,

AsyncOS D7 v 75 L—F

LRIOFETH T —RE A VA M=V EATI D, E2BFI N7 7T FTHFTm— R
L#%ETA A=V TEET,

\)

GE)  AsyncOS % Cisco h— "6 Tl a— b =0 | EOEETH v v —RKET v
TL—RT2581F, 7y 77— REZyra— RPIciECFHATanEd, 7y 77 L—
N 7ot 20T, NFT—R 10 BHFRESNE T, ZONAT—=RERRIN TV DRI,
Crl I L7RIETC AT &, ¥V m— ROBMATNCT v 77 L— R 7 nt R4/ T T
e

1R BHHIIZ

«Cisco NHEET v 77 L—RKEXura—RT50, £70E3xy hU—27 EOH— 0
LT T TV —RAA—=TVhBFANTEINETRLET, RIZ, BRLEZFXEHFR— |
THEIWECRY NIy T v LET, TLT, BRLEAFENLT v 77

L= REZAFTHIEDIIT I IAT U AEZRELET, 777 — FHROER .

EFE—hFEEEFARI =07 Q1—Y) BIOT vy 77— FBIXO—EX T v
T—RORE (24 X—) EZZRLTIEIN,

T T T VL= REeA A M= VTLHENS, 7y 77 L— RT DN HERFIE (29°—
V) OFNEEFATL T EE N,

ATy T [FHET 7747 A (Management Appliance) ]>[> A7 L HL (System Administration) > [ AT LD
7 v 77 L— K (System Upgrade) ] #E4R L £,

ATFY T2 [Ty 77 L—K4A7 3 (Upgrade Options) 1 %7 U v 7 LT,
ATV T3 ROFT v a v wRRLET,
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RTv74

ATy T5

ATv 76
ATy 17

Async0s 07 v 75 L—k ]

S BEFIR

1BOBIETT v 77 L—ROX D |[[FUra—RLTA A M=/ (DownloadandInstall) [% 2 U v 7
va—REAS A N=AVEFATTSH | LET,

FTTICA VA =T &L T a—RFLTWHHA, BEOX Y a—
FelkEXTFTHLIRKDOENET,

ToTTVL—RA VA M=F&F T |[FUra— KD (Downloadonly) 127 V7 LET,

HT RS TTICA VA P—=T%2F 70— RFLTWAHIEAE, BIEOF 77—
Ke bEXTDHLIRDENFET,
AVARN=TIY—EREHETHZ LR, NI T T RT
ZFyrua—RLET,

Fyoa—RLeT v 77 L—FRA |[Install (f A=) 1227V LET,
YAN=TEA VANV TD IOATvaid, A VA P=TRE T = RSN TWLHHEIC
DHFERINET,

A VA N —=/LF B AsyncOS D/3— = 0, [ A h—/L (Install) ]
F7varOTFILERENET,

RN Z v rm— LA Y A b= TA A b—A$ 558 2kE, FIATERT v 77 1L —FD U A
k228 AsyncOS D3 —V a3 U &FHR L £7,
A VA=A RITHEWNET,
a) BUEDOREET 774 7 A LD configuration 7 4 L7 N VIZERFT D0 E I ERIRLET,
b) AT 4 X2l —Tal TrANTHRAT—=RESRAIZTHNE I PERRLET,
G RV ENERRAT— RSNy 74 F¥ab—vary 77403, GUID[RET 7
A /v (Configuration File) ] ~—3"X° CLI ® loadconfig =2~ Kb — R TEEHA,
) ALVTAF a2l —var ITrANDOA =B FA—NTEETLIHEIE. 77 A VERXETLHE
A= T RLAZANLET, BEROEFA—NT FLRAZRET 2HEIE, I~ TRUY 7,
[#t1T (Proceed) 1 %7 Vw7 LET,
AV A=A RITHENET,
a) IrEAFOT T MIRETE DL 212 TLEENY,
BT A ETT e AR S E T,
N=YO EHOEIT, RBERRAN—BERINET,
by a7 T, [T <HEHESR (RebootNow) 1427V v/ LET,

G¥) U7 —hLThBD2 2008 5E T, W RHZEERL-TYHL (Ty 77 L—F
OMEE N T TNy a—T 4 7T B0 THoTh) T T7A4T 2 ADEREZ PR L7
TLEEN,
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—fmigEszs |

) M0k, TT7IAT AT 7 EAL TR A LET,

RDBERY

c T ARHW NG E, et A BT OIMNERH Y £T,

T T L —

T T T -

FaeZra—RLTA VA M=V LRPSTEGAEIFRO LB TT,
RaeA P A M= F o8N TEID, A DRI OHOFHERMFbE

DRDOFNAZE AP OIATLET N, [ A F—/b (Install) |47 >3 VE2BRLET,

T T TV —REA AN LTWEIEEIL, Ty 771 — R 333—) 25K

LTLEENY,

N DTS R0 0—KRDX v o ILERIFEIBRRAT—2 XD

KR

ATy [EHT 7747 A (Management Appliance) |> [ A7 L& FE (System Administration) ]> [ AT LD
7 w77 L— K (System Upgrade) | #E{R L £,

AT T2 [Ty 77— K47 3 (Upgrade Options) ] %7 VU v 7 LET,

ATY T3 ROF T a RV LUET,

B8

BRAEFIR

oo a— R RAF—2 ADFE
R

NV DOHRZHEBL T IEIN,

HATHOX T o a— RBEIORE 7o — RRETLTA VA R—L a5
DERFFSOTND DN WNGEIL, X Ui — ROAT —X AEFRITFER
INFEHA,

T T b— ROAT—H AL upgrade logs THER TXE T,

Hyoa—ROxy L

NR—=TOHRIZH D, [F 7 a— RKEFx ¥ /L (Cancel Download) ]
Ne w7 )y 7 LET,

TOFTa Nk, v — REfTHRICOLFEREINE T,

Hooa—RINFA A R—
Z OHIER

R=UOHRZH D, [7 7 A NVEHIER (Delete File) | RZ %27 U v
L/i‘é—o

ZOF T a N A VA R=TNE T a— FERNTWDLERITDORFE
RrINET,
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7v7vL—r% |

RS o
TvITIL—Fi&
Ty T U= RBRET Lieh, WOFEEZFITLET,
s BETDIEA—NEF2 VT4 TTIAT UV ADBLEARROLE) ) AF—%H
FEA X —T M LET,
o (BHETEIWeb X2 UT 4 7T T7AT 2 ADHDHEANREDOEA) #H0 Configuration
Master ¥ R— 5 X OIZT AT L&FELET, FREFE T Web Security Appliances
% & P9 % Configuration Master DX EZ ZH L T 720,
REERTETINE I DB LE9, SO VT, BREDRFE A AR — K (5323—
V) ZZRLTIIEE N,
T T T V= REA L TA L NV TERRT DL, 770 ¥ v 2E 7V T L,
TIUVEKTLCE Y —EREES, Zhcky, BIRDhO=a Ty T7 I oW
Xy ansZ V7 INET,

Async0S D LIFID/N—2 3 U A~ADIETTIZDUNT

BRI, BTORBIER— 3 D AsyncOS ICRT Z &M TE £17,

TTIATVALEDTRTOT—=X%27 VT L, HLW, 7 —=URRENLIEDH5E1T.
BEFEITTOEL RICET I L TXET,

ESPERENS

= — v SBR[ — <=z
CiscoarT oY B¥Xall T4 T IA4T L ACEIT D revert 2~ ROMFEHIL, FER 1Ak
M7RBEICRD 7, Z0a<ry NI RTCOBFOREBIOT — 4 2 kAELET, &
BIZ, X TEHT T IA T UV ARHEHRESND FE TA—/VAER TR SN E T,
I L > THEX —F - IBAE T T I9A T o A T4 B ZAOAMMBERICEEN LS LT
HOEFA,

Async0S D€t

IR& HEIIZ
AR T AVENGL AT — R ET T IA T VALUSNOEFRIIANy 7 7 v TEIIMREFELE
7,
CRLUEDON—Varpar 74 Xal—vay 77 AARKETT, a7 4 Fal—
Tay Ty ANV AL EBEITSH D 5 A
e Z DAy RIZT R COREELMWIEST L2720, BxrdEIT7T2580%. 7774 T A~
OB —h N T I AEZMLTHETDHLIICLTLEE N,
cBHEWVDE A= X2 T 4 TTIAT v ATREENANI > TWAEEAIL, F1
DT TITAT LV ATR—INVZA vE—UBRHESND L2 ICENEE B L ET,
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. Async0S DET

ATv T

ATy T2

ATvT3

ATvT4
ATy TH
ATy T6

RLEDONR—=VarDar7Z4Xal—rary 77 AMRHLI LR LTLIIEIN, 207 4 Fa
L—y a3y 7y A S LA H D EH A,

T TIA TV ADBIEORED NNy 7T v 7 at—%, (AT —RE~vA7 LARWRET) Bl
NREFELET, a7 44X alb—vary T A NEERSTHICE. VA NVEEFA =L T—YH
HIZHEFET D0, 77 A% FTP THUG L £, flBLIZIT 9 1C1E. mailconfig CLI 2~ R&FEITT 5D
LT TIAT UV ADBIED A T 4 X2l —a Ly T ANANEELIEA—LT FLAIZEEENE
R

Gx) Zoavr—iF, A—VarrFRLFEFIIE—RNTARar 7 4 Xal— gy TrANLTIEHY
FH A,

=TIV A NTayv s A MEREEATLIHGAIX. E—7VANTRYZ URAN T —FX—R%H]
DN AR — K LET,

Email Security Appliances T, 9 XTPD Y 2 —%—Kg 1k LE T,

A=)V Fa—NEIIRDLHETRLET,

N=Ta VBRI T T ITAT L ADCLIICR A LET,

revert 1< 2 ROETERCIL, WL O 0ELE T o 7 IRBITENET, ZNH0&EEF o7 FIHE
BET5L, <IN —Va v ERIEENBEBLET, 207D, ExaOFIEEZETITA2E T, Ex
T ABRBLARNT IS0,

A< RTI4TN revert 22 REAN L, a7 MISELET,
WIZ., revert 2~ ROFlZRLET,
B -

m650p03.prep> revert
This command will revert the appliance to a previous version of AsyncOS.
WARNING: Reverting the appliance is extremely destructive.
The following data will be destroyed in the process:
- all configuration settings (including listeners)
- all log files
- all databases (including messages in Virus Outbreak and Policy
quarantines)
- all reporting data (including saved scheduled reports)
- all message tracking data
- all Cisco Spam Quarantine message and end-user safelist/blocklist data
Only the network settings will be preseved.
Before running this command, be sure you have:
- saved the configuration file of this appliance (with passwords
unmasked)
- exported the Cisco Spam Quarantine safelist/blocklist database
to another machine (if applicable)
- waited for the mail queue to empty
Reverting the device causes an immediate reboot to take place.
After rebooting, the appliance reinitializes itself and reboots again to the desired version.
Do you want to continue? yes
Are you sure you want to continue? yes
Available versions

1. 7.2.0-390
2. 6.7.6-020
Please select an AsyncOS version: 1
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Ty FT—HIDNT .

You have selected "7.2.0-390".
Reverting to "testing" preconfigure install mode.
The system will now reboot to perform the revert operation.

ATV T8 TTIATUAN2ME) 7= b E5ETRHBLET,

ATFYvF9 CLIZERALTT o947 R ca 4 LET,

AT9T10 Db 12O Web X2 T 4 TTIAT L A%BIML, URLIT IV Ty 7 T— R REOT
TAT UV ANLE T a— RENDETEIREDET,

ATYTN URLATAVOT v 7T = NET LD, RLEONN=Varpar7Fal—vary7yAL%
n—RKLET,

AT9T1R2 =TV ANTRy 7 YA MEREEZERT 58T, =7 VA NTRy 7 VAL F=F =% A
VA= LTHIELET,

AT 713  Email Security Appliances T, X CD Y A} —%2FHOA x—7 /I LET,
RATvT EERERFELET,

ZIVT, BINET LIz Cisco 2T Y BEXa VT 4 77 I7A4 7 AL, BRI 472 AsyncOS 73—
TalrEEHLTEBLET,

GE) BEINFET LT, Ciscoar 7oy X2 T4 TTIAT L ANDaL ) —)L T 78 RANH
ORIHAREIZ 72 2 £ TITIE. 15 ~20 50000 £97,

7y ITT—KrZDW\T
P—bERT v 7T — MIEMMICA Y e — RARRICTEET, oD X U a— ROFE
HEETHITNE, Ty 77 —FBLOY—ERA T v 7T —FOKRE (24L—)
REEIER

Web FREEFIHOURLATIY) £y b 7y TT— KM ZDWVT

*URL %7 T £ bOEHOWEN S L OEHR

A Ent=-AvE—CDRIET FLADERE
WOBAITHK LT, AsyncOS T ENTZA =L DT "o —F R EEZRETEET,

NG UA A=Y
« LAR—h

BIET RLADFRR, 2—H BIORNAA VAEZRBETEET, FAL CAIEAES— R
VA FAALCOFMEERTHZLHTEET,

GUI @ [ A7 L (System Administration) | A == —20LFIHTE 2 RELT FLX
(Return Addresses) ] ~— % ffi i3 57>, CLI T addressconfig =~ > RZHH L E7,
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B >5-ros=

VAT ATHEBEINTZE A A v E—VDRIET RV A%Z GUI TERET LI, [EF%E
7 KL A (Return Addresses) ]-~<—3 T [%EDHE (Edit Settings) 1227 V27 LET, 1O
FRTEHEOT FLUAEZEF LT HEE (Submit) 1227V v 7 L, BEEZRIFLET,

75— FDEE

TTIAT VAN, TTITAT VATREAELTWDEAXRY MIETAEFA—LT 77— R
EEEINET,

S]] BRIEFIR

BATDRIDT 7 — NPHIOER | [EBT 7747 A (Management Appliance) > [ A
a—PIEEIND LT D 7 LEPE (System Administration) [>[7 7 — k (Alerts) ]
EIRL E7,

VAT LDE Y T v T HEIZ AutoSupport & A F— T L
WLESE, ELEEFA—L 7 FLRIIT 74V
FC, INTORERRELLOY JADT 77— b a%EL
£, ZOBREFVOTHLEETEET,

BEOT RUAZBETH2HEE,. Hor~TRED F

j‘o
WDOES72T T — DT a—V5k |[EBT 7747 & (Management Appliance) >[4
EEIT 7 LE R (System Administration) ]>[7 7 — K (Alerts) ]
75— hiEE (FROMY) 7 | FERLET
LA WS EELEZT 7 — MIOoWnT (B38~<—)
- EE LT T — h ol SRS : Cisco AutoSupport (38 ~<—3)

* AutoSupport 7% &

BTDT 77— bDOIU R NEFRRT D |BBIE: &7 7— boFr 383—)
ZOVANDOEREEZEHRTD

TI—bDY A b EHRAEETT D | BRI
N=FRT =7 75— OB (39<—)

VAT AT T— FOHA (39 X—)

77— bOREAD =X LEBFT | ZRE . 77— FoiME 37 =)
%

T53— b 34 TELXVEXRE

TI7— bk ZATITROLEBY TT,
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PN EY T TI— b, A= RYxT 7T ORI (39 4—Y) EBELTES
Wy,
VAT LT T— b, VAT LT T— O (B9N—) ZSRLTIZIN,
T T T=H T T— ],

77— FOEREFTROLELY TT,

» Critical : 3 IZXRFAULAS ML EL 73 [ #E

e Warning : 5% € =% U VPR ERMEE 3T T —, 3 ISR LB mTREME § &
0DET

sInfo : ZDOT /A ADN—T ¢ NERETHER I N D IEH

7 52— FDEME

77—k AvE—=UECisco 2Ty ¥Xa VT4 TTI7A47 2 ANOREOBEIAEH
INDHTD, EEIT AsyncOS DIFHER —LEUE VAT DA LEREA, RbVIZ, 77—
kA v E—U0F AsyncOS THRR T AT AMIENFA L THEMET 5 L O IZiket sz,
BNZWATENET D EF A —/L AT ATUE I E T,

7T —h A=)V AT A, AsyncOS ERl—DOREELELEFAL, ZDOD, TT7— 1
A v —UlE, RO X IO A —NVEME L3S TR 28 EEZ T 5N H 0 £,
T —h AvE—UF, EEODNSMX La— RBIORALI— ROy 7T v P %E
AL CESE & ET,
e 7T —hFAvyE—VIEDNS = MU E3OSDEFY 2L, TOXF ¥ v =03 30
STEIY Ty a & NET, 20D, DNSEERICHL T 7— MR ENE
—a—O

CEBABRBIZE AN X2 VT 4 TTITATUVARGENTVDIHE -

e T T—FAvE—VIREV—F Fa—ZBBWMLRNTEO, TANVAEITANRLDA
Xy VRGN TT, Ave—Y T NEERITa LT Y T 4 H OB RIZY
EENEHA,

e T T —F Ay E—VEHRES2—ZEE LW, Ny AT e T A VETIE
EE I ORIRICITEEZZ T EE A,
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=7 77— FDXRTR

B#) 1REFIE
BEDT 7 —hDU A MR |BHEBLOARL—FDOT 7 EAHED S 52—V ix, [EH
RS 777 A7 A (Management Appliance) ]>[ AT LEHE

(System Administration) ]>[7 77—k (Alerts) ] Z N L,
[LArT7 7 — h&FR (ViewTopAlerts) 7R ¥ %27 U v L

E
77— NI, BEFA—NVTHEHMTLMERH> THRRIN
E
VA ZY—FT5 JORBLEZ Y v 7 LET,
ZOVANMRGFETLHTIF7— |av o RIA4 0 A% —T x4 X (CLI) Talertconfig =+ >
N DRREAIRET D REMEHLET,
Z OREE NZ T 5 A RIA A B =T x=A A (CLD) Talertconfig =~

REEHALTT 77— rORKEEEe (0) ISRELET,

FHELE=75—MZIDUL\T

AsyncOSWEMB L7727 77— b & HET D £ CICRET 2B EOMIEZIEETE 4, 20|
EOWCRELSHA, BEELET 7— oY~ -3 Eand, RbVicT_XCoEHLE
TI7—= MRV TNNEALIEREINET ERMICRKREDE A — NV E2ZET DA REERH Y
F9) . EELET 7 — bEXEETHETICHET UL, 77— F2EET A0
LET, BT 2880, miEOMFERREO2MEOMEEZ 2 L7oBETd, £ 0, fekeE s
SPHHOGE. 77— MISBH, 1501%. 350%. 1SB%. 155B#%. 315 %L Vo7
@ CREE SN ET,

BACHNC, EERBITFEFICES RV ET, [EET L7 7— M HET HRICFHET 2 /K

4 (Maximum Number of Seconds to Wait Before Sending a Duplicate Alert) | 7 « —/L R & fEH
LT, FAMBOMEICHIRZR T HZ ENTEET, LI, FIHELSHICREL., &
K% 60 ITRRET D L. 77— MISHER, 15B%. 350%. 60 %, R0MKZEV-T-
MR CEE SN ET,

Cisco AutoSupport

VAR DT Y R EARDOVAT DEFORF ZAREICT D720, VAT LA TAERK
ENFETARTOTI— M Avt—V%E T AAEEFETHLIICCiscomzr Ty EXa VT o
TIITAT AR ETEET, [AutoSupport] EFEIN D Z OREREIX, WA X ~— P AKR—

MIEDBERDOD == ~DT 0T 7T 4 TRRIHNIENL B E T, £72. AutoSupport [ L A

7T LOBEREHE, status =~ 2 FOH T, BLOEH ATV D AsyncOS /N —2 5 » Z i@ AT
LHVUR— M amERELET,
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n—rvz775—trosH |

T 74 M TIL, 77— ZA 78 System CTHEKE L ~/L7)3 Information DT 7 — h &S5
HEICRESNTNDT 77— bZEHEIL, Cisco ITEREINDIHEA v E—VDa —%%F
LET, WEIZT 7— b A vt =Y BHRE LRWEaIE, ZORELZT 1 E—7 T TE
F9., ZORRBEAEITENCT DI, [EET 7T A7 A (Management Appliance) ]
>[V AT LEET T — & (System Administration Alerts) ] Zi&IN L, [BXEDMmE (EditSettings) ]
27 )y 7 LET,

AutoSupport 2NE R DEEA . Information LIV D U AT L T T — b EZETH L IICRESH
727 7 — MNZEFIZ, 7 74 /V h T AutoSupport L AR — R EE SN E T,

IN—FKD T 75— MDEREA

RIN—FIxzT7 75— DM

To—+4 i AR EXE
INTERFACE.ERRORS A B —T x4 AT =L | &L
LEEAICEEsnE T,
MAIL.MEASUREMENTS FILESYSTEM F ARG R—TF a5 | s
DIEFRITIT DN/ EE
SNFET,
MAILMEASUREMENTS FILESYSTEM.CRITICAL | 5 ¢ 2 7 /S—5F 4 3 9 2 7890% | 7 V5 ¢ B v

DFERARICELZEES (95 %, (Critical)
96 %, 97% 72 &) ICEfEEnE

VATLTS5— DB

R
SYSTEM.RAID EVENT ALERT T A7 RAID-event 23564 L 7- 45 | ezt
HFICEESNET,
SYSTEM.RAID EVENT ALERT INFO RAID-event A% U7 4242 3% | i
FEanEd,
K4: DRTLTS5— DR
To—h4 £ EA BEXE
COMMON.APP_FAILURE FRTFY r—a vk | 2705 00
EDRRAELTZGAEICEES | (Critical)
ET,
COMMON.KEY_EXPIRED ALERT HSHEX — DA IR N | e
TG EITEESNET,
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B o x7.75—roum

75— h4& Bl EXE

BERE T — DA IWIR I | s
LHEICEESNET,

COMMON.KEY EXPIRING ALERT

COMMON.KEY_FINAL_EXPIRING ALERT | ffE% — 4 h IR Bl | ek

DA DB O®EME LT
EEEINET,

DNS.BOOTSTRAP_FAILED FFSAT VAR — |

DNS #— N2 WE i 5
ZEMTERWGAIZEGE
EhET,

COMMON.INVALID_FILTER BT 7 4 VB BHET D | ES

HGEICEESNET,
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75— 4 HL:l BEXE
IPBLOCKD.HOST ADDED TO WHITELIST |735—} 2 wt— s
IPBLOCKD.HOST ADDED _TO BLACKLIST « <IP address>D 7k 2 | 73

IPBLOCKD.HOST REMOVED FROM BLACKLIST SSH DoS WHED72h 7
Z v 7 A NMLENS
WE L7, (Thehostat
<IP address> has been
added to the blacklist
because of an SSH DOS

attack.)

<IP address>D A A k)3
SSHATA KU X KT
BmEsivE Lz, (The

host at <[P address> has
been permanently added

to the ssh whitelist.)

<IP address>D A5 A k73
77 w7 U R RBH]
Fr&iLE L7z (Thehost

at <IP address> has been
removed from the

blacklist)

SSHZINLCT 774 7T v
ANDERE A TND

N, BT LT v R L
EHORLRWIP T RLA

1. 2 43 DA 11 BIBL ERR
ITICHREE L7234 . SSH @
777U AMIBNEN
F9,

FUIPT RLUANLDL—
WA=/ GV 2= A Bt

A, FDOIPT RLARITHRD
A4 MU A MZBMENE

7T

RIA RNV ARDT RLA
WX, 77 v 7 U A NMIREHE

SNTVLIHAETHT 7k
AEHFSNET,

LDAP.GROUP_QUERY FAILED ALERT LDAP ZA—~7 7=y ictk | 2 V5 4
LG EICE EENnE (Critical)
KR
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To5—h4& SRER EXE

LDAPHARD ERROR LDAP 7 = U (F_TD |2 VF 1 hL
P—NTEATL2%) 584 | (Critical)
R L7Z5GEIck 5 s
i ﬁ‘o

LOG.ERROR.* SFEE&EhuX s 7 VT 4 v
T—, (Critical)

MAIL.PERRCPT.LDAP_GROUP _QUERY FAILED | & 52(2# d 2 % + L BT 7 V5T 4
LDAP 7' v—>" 7 = U —|Z | (Critical)
KL G A d G SN E
R

MAIL.QUEUE.ERROR .* A= Fa—DIFEIER|Z7 VT 4L
N R T —, (Critical)

MAIL.RES CON_START ALERT.MEMORY AEVFEHBN AT A Y | 7T 4 hL
YV — AHIH L EVWMEZEE | (Critical)
LG BIGEE SN ET,

MAIL.RES CON_START ALERT.QUEUE SLOW | X — )L % = —75@EME /2 | 2 VT 4 L
D, VAT LYY= | (Critical)
WA =TI > T35
WICEE S NET,

MAIL.RES CON_START ALERT.QUEUE X o —fFHRNRATFTA Y |7 UVF 2L
V— AL X VME A | (Critical)
LG EIEEEnE 7,

MAIL.RES CON START ALERT.WORKQ T2 X a—DP A RARK| 2 VF 4 hL
X ELEZD, URF—NN | (Critical)
— g Ik SN2 AICEE
INET,

MAIL.RES CON_START ALERT TFIATLAN (U — |2 UF 4 HL
2AEiK)) B— R >7-8 | (Critical)
BlIEEINET,

MAIL.RES CON_STOP ALERT TFTTIALTAD ) )— |7 UF ¢ h
AR E— 3RS | (Critical)
G EICRESNET,

MAIL.WORK_QUEUE PAUSED NATURAL U—7 a—nHhrsnic| 7T 1 v
AR E SN ET, (Critical)
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22765 75—roun |

77— k&

Bl

EXE

MAIL.WORK QUEUE UNPAUSED NATURAL

U— 7 Xa—DNHEINE
AIlZE G SR ET,

7T 4 v
(Critical)

NTP.NOT ROOT

root & L CTNTP BNFEITEH
TWRW=OIZT 74T
¥ AINKREZ 2 fFE T & 72
Ak G S ET,

i g
= =

PERIODIC REFORTSDOMAIN REPORIDOMAIN HILE FRRORS

RAAL ARET 7 AL Tx
7=t sl G aIcE
EanEd,

79T 4w
(Critical)

PERIODIC_REPORTSDOMAIN REPORTFILE EMPTY

RAARET 7 A /VINZE
DEAITEE INE T,

7T 4 v
(Critical)

PERIODIC_ REPORTSDOMAIN REPORTFILE MISSING

RAAL ARET 7 A VDKL
DINBIRWGERIZEE SN
F7,

70T 4 S
(Critical)

REPORTD.DATABASE OPEN FAILED ALERT

LR—F DR TF—F
NR—R Z BT 72 WA IT%
FanEd,

707 4 71)v
(Critical)

REPORTD.AGGREGATION DISABLED ALERT

VAT BADT 4 AT AN
RELTWEEEICERES
nEd, 7 = rVICH
T5T 4 AT ERENa 7
EFRO L& \WEZBiEd
% & reportd XM E T ¢
=7z, 77— h%&
EELET,

Hik H
=

B

il

REPORTING.CLIENT.UPDATE FAILED ALERT

LAR—h U N U R — | B

b T =S RFTE Do
[ RENTebeS ERSY (V= e

REPORTING.CLIENT.JOURNAL.FULL VIR—h DU |2 0T 4 v
TR EARFTERWES | (Critical)
IR SN ET,

REPORTING.CLIENT.JOURNAL.FREE LiR— b = DU NEOH | HH

T — 2R f7 DL
W72 o GBIk E S VE
KR
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—REMBEEIRY

SHUTDOWN

L CWABICRIEDN A L
TG EICREINTE T,

75— 4 HL:l BEXE
PERIODIC_REPORTS.REPORT TASK., LR—h PN R— |2 UT 4T
BUILD_FAILURE_ALERT b ZAERC T E WA 1226 | (Critical)
BFanEd,
PERIODIC_ REPORTS.REPORT TASK, LAR— RNEBFA—NLTE |2 VT DL
EMAIL_FAILURE_ALERT BC& oG AIZE(E | (Critical)
SnET,
PERIODIC_REPORTS.REPORT TASK, VIR—=h&ET —=IAT7TE |7 VT 4 HL
ARCHIVE_FAILURE_ALERT RIS TG EITEE SVE | (Critical)
7
SENDERBASE.ERROR SenderBase 7> 5 DI A AL | 15
BRI T — AR A LT 4
BlCEEINET,
SMAD.ICCM.ALERT PUSH_FAILED 1ELLEDRA N CTay 7 ¢ |
Fal—rarorlvya
IR LG A ICE G S
\32 ‘g—o
SMAD.TRANSFER. TRANSFERS STALLED SMA B VR T vk r s
T4 % 2 RIS T E R
molodgt, £TLAR—
T AT T —H % 6 REEHE
BTERPSTEGAITEE
SnET,
SMTPAUTH.FWD_SERVER FAILED ALERT |SMTP ZZaFdriikH— 8E| |8
ERETHIGEICERS
nET,
SMTPAUTH.LDAP QUERY FAILED LDAP 7 = I RS L7~ | s
BICERFINET,
SYSTEM.HERMES_SHUTDOWN_FAILURE, U7 — b ROV AT L g
REBOOT Db b\é?“?‘/bm\mf‘%
WCHBEN R A LT GATs
FEnET,
SYSTEM.HERMES SHUTDOWN FAILURE, |V AT A%y v hE T [#E
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2y ro—vzzEozE |

75— h4& Bl EXE

SYSTEM.RCPTVALIDATION.UPDATE FAILED | (25 HIEDT v 75— |2 UF 4 L
IR L 725581258 &4 | (Critical)

i ‘g—o
SYSTEM.SERVICE TUNNEL.DISABLED SAaYiR— s — 2| EHR
WCHERR S 372 b v RV DN
HOGEITEEINET,
SYSTEM.SERVICE_TUNNEL.ENABLED oA PR kP R |
B STz b o RV E
DOGEIERE INET,

2y FI—UREEDERE

ZobvrvaryTiR TTIATUADTR Yy N T — 7 BAEOREITM T 2B OV TR
LET, TNOOBRETIE, VAT LBy Ty U4 F—RFROETTIVRAT ALY N T v
T4 = REFMALUCRELZAA M4, DNS, BLON—T 1 v 7 OREMICERET 7 &
ATEET,
Z 2T, RORBICOWTHBI L £,

* sethostname

« DNS &%/ (GUI Ta%iE, ¥ L CLI T dnsconfig 2~ > K& L TRE)

« V—T 4 7 E (GUI CRRE, L OCLI T routeconfig =~ > N & setgateway 2~ > K

ZAEA L CRRE)
* dnsflush
o [/XAYU— R (Password) ]

DATL KRR NEDER

ARA MG, CLIZR T FTUAT AEBNTHIBICHEREINET, BREMARA MaE A
TTHMENH D £9, sethostname 2~ NiX, 20TV X2 074 T7T7I7A4AT LV AD
LETEBRELET, A A FIL. commit 2~ FERITLTHD THI 2D £,

sethostname <7 > K

oldname.example.com> sethostname
[oldname.example.com]> mail3.example.com
oldname.example.com>

RA NG DOEEZGNTT HITE, commit T~ REANTHULERHY 4, AA LD
EEEEETDHE, CLIZR 7 MIHFLWKRA MRERENET,

oldname.example.com> commit
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Please enter some comments describing your changes:
[1> Changed System Hostname
Changes committed: Mon Jan 04 12:00:01 2010

a7 MIFHBIAR A MAPRO X 9 IZERENET, mail3.example.com>

FAAL Y R—L AT LDEE

ATV X2 VT4 TTIAT UV ADRAAL Y F—h VA7 A (DNS) X, GUI D [
BT 7747 A (Management Appliance) |>[* > hV—72 (Network) ]>[DNS]<—  F
721X dnsconfig =~ FZfEH L TERETE £ 7,

WOBREMEZHETEET,
e AU H =y NODNSH—_ELF2—PMEDDNS b — "D EL L2 FEHT 50, B
FOMEHT L H—
*DNS N7 7 4 v 7T LA F—T A R
«WB[E DNSIV Y I T v TINE A LT U N5 E TRHIET DR
eDNSF*¥ v a7 U7

DNS H—/\DIEE

AsyncOS TlE, A ¥ ¥ —F v b®D/Lb— K DNSH— 3 2—HME DO DNS — 3 F7i3 A1
HZ—Ry hDO/—FDNS P —NEIEELIEBTEDLDNS h—"E i TEET, 14—
2y hON— KNP —NEHHTH L XX, FFED RAAL ANHEAT LB — "B ETHZ
L TEET, REBEDNSH— NTH—D RAA A IND720, %Y KA AT 5
B TE ¥ — N (k)72 DNS L o — RAEHL) 102> TV AMERH Y £7,

AsyncOS TlL, A % —F v D DNS —_ZHL72WGEEIZ T2 Y » F | DNS #—
EYAR—FLTWET, 2—FMEONEH—"ZHH L TWDEEEIE, SO KA A B X
OB 25 DNS =48 ETH 2 L b TE £ T,

27V v FNDNSJ Zi%ET 55HA X, in-addrarpa (PTR) = b U L RIERICERE T D LEN
HVET, Z0d, T2 ZIE Tengl 72V R —LH—3123412) XA L7 M5
W2, TRTD eng = FUNR 17216 *y N —2IZdD5HE. 27U v F DNS &REIC
leng,16.172.in-addr.arpal % RAA & LCTHRET HILERH Y 77,

BRI NI ETSAF T4

ANIFT 5% DNS r— N2, BECTT T4 A4V T 4 ZHRETEET, AsyncOS TiE, 774 4
UT 48028 HUTV DNS =D 2 A £ 9, £ D DNS —RBIGE L WA,

AsyncOS 1ZIRD T T A F VT 4 ROV — OB ZR L LS, RCLTITA 4V T 1 Z2FFD
DNSH— N2 D= N ZRET D56, VAT A7 2V 2 FTT 5 WNCR LT T4
AV T 4 ZFFODNS =% U X RnG T U X LGERET, RIZVAT AIRAIO 7 =)
DHIRYINIC /2 D0y, TH A LT D N 2705 F CHERFMR L%, SHizni b
ICRWHERET 2 L WO BIEA KT 3, FHERFMOR S13, DNSH— "D FEEEORE L |
RESNTTTAFTVTAHICE>TERRVET, A LTV NOEZIITTA4Y T 1 I
72, TRTOIPT RLVATHUTT, HOTTA AV T 4 IZIFRBENTA LT 7 EHR
REINTBY, ROTITAFVTLITIEFLVENI A LT T MBRFRESNTOET, KD
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tva—%y bk n—kH—nosm ||

A LT T NERIIR60RTT, 12O TT7AF VT 4 2% ELTWDIEHEE, L4077 A
TV T 4T DET—"OX A LT 7 MI0FIZT/RY T, 20@774’2”)74%5&%
TWAEHE, BHIOTTA XY T Ik T LK —"DZA LT T MIISPIZRY, ROT
FTAZTVT 4 ITHTBEY— RO A LT MIASHIZRVET, T7T7A4F VT 483250
Bt ZALT U MEISE, 108, 45T £,

72 20E. 4 OODNS B —NEREL, 2207 FTAF VT4 0%, 1 DT T7A4F VT 11
. b2 12T TIAA VT4 25BRE LELET,

REDNSHY—/N, TS5A4F VT4, ELUVEA LT +REROE

[FS54A4 T« H—/\ BA LTk
(Priority) ] ()
(0] 1.2.3.4, 5.5
1.2.3.5
1 1.2.3.6 10
2 1.2.3.7 45

AsyncOS (X, 7T A4 VT 4 0ICRESNTZ20DY— 2T U X NITRIRLET, 7T (44

V74 0D =D 1 ONRF T LTWAEAIE, b 10— "EflanEd, 774

FIVT 4 0D —"RWEX T LTWDLEE, 7744V T 4 1 OF—3 (1.23.6) 2MEM
RIS T TA AV T 42 (123.7) OV —"BERHINET,

ZA LT Y MNERIZT FAFYV T 4 00 —NEW G EBRITTHY, T4 F VT4 1D
= NTF LY BOVRHNRES I, 7T7AF VT 4 20%— NEE HITRWEFRIARE S
NETJ,

A28 —=2y b IL— bk H—/1\OFEHA

AsyncOSDNS U YL Nid, @ERE /R B 1 A — /VEME I M B 72 KEO[FIF DNS $#%#5i 2 IV T X
D E I STV ET,

GE)

T 7 F WV EDNSH— NI v H—Fy b=k =LA ERET D EBRLEZEGA.
RESNTEY—NIHER T — R TWRW R AL D7 ) ZHIFHNCER TE 2 LEN
HYET,

HE[EDNSILY I TYTDRALTDk

Ciscoa v TV EXa 0T 4 TTIAT LV ATEFA—INDEZIEOR, VAT —IT8E L
TVWAETRTOVE—F RARMIH LT [ ZTEDNS/LY 7T v 7| OFEITERARET, OF
D, FTLVDNSNV Y I T vl %FEITTHILET, VAT ALV E—FFRAFDIPT KL AD
IEN RIS LOMEEL £ 7, ZAUd, #nAR A MO IP T R L RIZxd 55 & DNS
(PTR) /Wy 7 7 v 7l ZHUHE< PTRV Y 7 7 » THRERICHT A IES Z DNS (A) /Ly 7
T oINS ET, TOH, VATAMIANY I T v TORERNPIR IV 7T v 7 OFER
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DNS 75— F

—fmigEszs |

L—HTENEINET =7 LET, BEAS L2V, AL a— RBRFELRZVEGE.
VAT AIEFANT IR T—T (HAT) WO h) E—FT 5P T RLADHEHH
LET, ZORHRAA LT T MERIZZ O v 7 T v 7 ICoRdEA s, o ) &7
TAF VT 4 (46 =) TSN TWDH R DNS ¥4 A7 7 MZITEH SN EH
Puo

T 7 4V MEIZ208 T, BEIC T0] 2 ANTHZLT, $_CTHY 27—z LTF u—
INIVIZHBIEDNSIVw 7 7 v T DX A LT 7 N cxEd, HEORICRE LZSHA.

W& DNS /Ly 7 7 v 3T ST, RO DITE#ED X A LT U MRERTITRENE
7,

TTIAT v AOFEREIZ, FHICAYyE—Y [DNSFY v adD— MR N7 v IR
L% L7z (Failed to bootstrap the DNS cache) | 2MIESN7T 7 — FRERINDGEGRH Y
T, ZOAvE—=VIL, VATAIZLDLT T A~ Y DNSH— " ~DWEDENTE RN
2 EERLTOVET, ZOFRI, v MU — 7 BN SIVDENIZ DNS 37 2 257 A
WAL TA NIRRT G0, T DXA IV T TRAELET, ZOA v —URBD XA 2
VI TCERRENTGE, v NU—MEBREAEL TS0, £721L DNS #E THR e —
NPEESNTWARNZ LA RLTWET,

DNS ¥ vy )7

GUI D [F ¥ v 2 %42 (Clear Cache) 7R %>, F7-iX dnsflush 2~ KZ&fEH LT, DNS
FX v vaDTRTCOFERE 7 V7 LET (dnsflush =+ > FOFEHIZ OV T, EEHIIRE
SINT=HET T AT A[BEZ: [TronPort AsyncOS CLIReference Guide] # &ML T 72&W) . v —
HIVDNS ¥ AT ANEE SIS, ZOREZHEMTEEd, 2~ FMEd<icEran,
Xy v aOFEAFIC—FEICHEREME N D AR H D 97,

574 ANA1—F A3 —Tx 4 RA%EFEALTI-DNS EEBENDETE

RTw T [T 7747 A (Management Appliance) |>[F* >~ h 7 —7 (Network) ]>[DNS]"<— U % &R L, [
EOMmE (Edit Settings) | RX > %227V v 7 LET,

AT T2 A ¥ —F v h®D/L— |k DNS — " F /2 (I —VME ONE DNS — 30D E5 5 29 2 00238 L
T, MEE DNS h—Z4RE L £,

RATY T3 2—HPMHDDNS Yy — " ZHT 50, HEE DNS 4 —EHBET HHAF. =D Z AN L {TOE
Jn (AddRow) 127V v 7 LET, HEV—"TZOEEEEYIELES, =—VMHED DNS h— % A
NT25681F. 7745V 7 0 bRIFFCHEELET, FFMIZOWTIEL, DNS —DfFE (46 ~—)
EHZBLTLLEI N,

ATY T4 DNS bT7 7 4w VDA A —T 2 A ZAZBINL £9,

ATV TS B EDNS Ay 7T v 7 Xy LT ETICRET2RHEAEATILET,

ATYT6 LEIULUT, [F¥ v a2®DZ U7 (ClearChashe) ]2 U v 27 LT, DNS¥v v 242277 LET,

ATy T EREEEL, RELET,
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TCP/IP 57 14 v IL— FDERE

—HDF Y FU—VBRETIX, EmEOT T4 N =T UHND T T 47—
T 2VERHY T, AET 47 — OEHIL, GULOD [FET 7I34 7 A

(Management Appliance) ]>[* v k7 —7 (Network) |>[/V—7 1 > 7 (Routing) ]X—3,
F 721X CLI ® routeconfig 2=~ F&FH L TITWET,

GUI TDRET A4 v L—FDEHE

[(EET 7 Z A 7> A (Management Appliance) |>[* > F7—2 (Network) |>[/V—7 4 > 7
(Routing) | X—T&EFEHL T, A¥ 7 4 v 7 b— bOER, fE., EFREFHIREITAET,
ZOR=UINSTFT TNV N F— T2 DEEL TEET,

ATy [EHT 7747 A (Management Appliance) ]>[* > b7 —2 (Network) ]>[/\—7 1 > % (Routing) ]
NRX=T T, —hF UV RAMDOLV—FEEM (AddRoute) ][22V v 27 LET, L— bDARTIZATILET,

ATYT2 5EIPT RLAZ AN LET,

ATYT3 = U=zADIPT RLAZANLET,

ATy T4 BREEFEL, RIFLET,

TIAIET—FO/4DEE (GUI)

RT9T1 b—7 17 (Routing) | X—YD)—hk JURARNT[FT74/L hL—} (DefaultRoute) %7 Vv LE
bd_‘o

ATFYvT2 F—h T2 ADIPT FLAZEFE LET,
ATY T3 BFEEEEFL, RIFLET,

TIAILET—FO A DETE

GUI O [BE#T 77 A4 7 > A (Management Appliance) |> [+ > hV—72 (Network) |>[/L—
747 (Routing) ] X— (F 74/ K F—hU=ADOEE (GUD (49 <—2) 25
LTL7E&EW) | £721F CLI © setgateway 2~ > FEHEHA LT, T 74V =V =A%
RETEET,

X1 T7BETOFIILDIEE

¢eSSLV3 T EF a7 TIEARWEH, HHLARANT &N,
cRDFNZFIUCK LT, FEHT2@ET e ha Lz BIRCcx$7,
c Ty T TR P
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B x7imu0mz

o ANMEEE~D=Y Ra—YF 7T 7R
T TIAT L AD Web XR—AEHA L H—T = A A
« LDAPS
cHEEIRINTWA 7 a ha v ERARERA T Y a L ERRTAGES, £72137 e b a

NWEERTDLHEEE, a~v 2 RIA4 0 4 ¥ —7xA A Tssleonfig 2~ > REMHHLE
R

¢Cisco 7 v 75— hF —_RTILSSLV3 ZHAR—F L TWEF A,

s —N) (VE—R) To7T—hr P —NEHEHTLIHE, hOoTXTOF—EAB LN
Web 7 7 UFIEIRT A7 0 ha/uid, HHL WS =LY — L THR—- SN TH
M SN TWRITIE72 0 £8 A,

AT oV — T LIz, FIHARERA TV a L OWTRNEHENCT HLERH Y £,
e ssleonfig == REMM L TER LIS AIE, £HE2a Iy T O2RERH D £,

esslconfig a2~ REMH L TITo7cEE A2 v b LT, 384T 5 — B XD ERFEH
Wrshx7d,

VAT LEZDOERE
N

GE) X2 V7487 7IA T RT, VIR— b OTF—HZINETIHEIC, BF= )T 4 FHT
TIAT A L TCHMREZIToT-BRICRE LIEIERN O A D AZ TR EALET, 3
IZOWTIE, EX 2 VT BB T P I9AT LA LDLR— NHTF—ZOINEFERZR LT
<TEE,

av L RIA v A B —T oA A& L CHRBICEE T 53R E %17 9 121%. ntpeonfig,
settime, B L Wsettz 2~ REEH L £,

E):g] 1B1EFIRE

VAT LG AR ET | BEBT7 754 72X (Management Appliance) | > [V A T LEE

% (System Administration) |>[FFZIE%E (Time Settings) | ZERL F
ES
BEIEE %y U —2 A5 7 a hza (NTP) —A0ffif] (51
)
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v bk7—5 aq4n7aran NP 4—rowd [

B&Y 1BEFIE
R 2R ET D &L 77 4 7 > A (Management Appliance) |>[3 A7 L EE
(System Administration) ]>[4 A &> — (Time Zone) ] %#i#RN L F
_340
BEIE A -
*GMT A7t v hOEIR (51 ~—)
c REAE 7 7 A VOFERT (52 =)

2y bT—9 24 L 70O RaJL (NTP) —/\DEA

Py hT—7 Z A5 7T bha)l (NTP) —REHFEHLTC, EX2 VT 4 BHT 7747
ADVAT AT Oy TRy NT—=7F23A 2 —Fy b Eooa v a—2 LEREATE
7,

5 7 # /b k@ NTP H—/3Z time.sco.cisco.com T,

T 7 ) D NTP — %25, SEENTP — "2 FHT2HE81F. 774 T U+ —/LThh
FEhR— b EHEET, RE: 774 T U —UER

ESPEREENS

o« VAT LAFHIORE (50 RX—7)
o B8 7 7 A VO TFENEF (52 X—)

GMT A 7t v FMD&ER

ATy I
ATvT2

ATvT3

ATv74

ATy TH

[FET 77 A 7> A (Management Appliance) ]>[Y A7 AEF (System Administration) >[4 A &Y — 2
(Time Zone) | Z#RL E7,

[RRE D (Edit Settings) 1%#27 VY v 7 LET,

ik D> U A RS [GMTA 7t v b (GMT Offset) | Z®IRL £, [ A LY —2DOE (Time Zone
Setting) | X—UNEH I, [H# A LY —2 (TimeZone) |7 4 —/V RIZGMT A7ty FREENDH LD
2720 £7,

[#A 5V —2 (TimeZone) | 74— /V RTAZEy hEBIRLET, A7y hEiX, 7V =y U 7H#
Dr—NVEHRTHL 7Y = VIERER (GMT) 12, IEE7I3EE T 2RO Z LT3, RO~
AF 2GS (1)) BTV EE, 7 =y U FROBRICHT-Y £7, 77 Xis (+] ) ©
e, 7V =y U RORMCHTZ £,

EHEEZFEL, REFELET,
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B =vsoroEs

s 2 7 A4 ILDEH

WTNDDOEORRIH L — VI EERNH S G530 T, 7774 T ADORERE 7 7 A Vi
FEHTHAMNERDH D F9,

FETE I 7 M ILOBEER

ATy [EHT 7747 A (Management Appliance) ]>[ A7 L& (System Administration) ]>[7 > 75— b
% & (Update Settings) | Z&IRN L £,

ATy T2 [FEE#LV—NVOBRENT v 75— &A% T % (Enable automatic updates for Time zone rules) ] = v 7
Ry A F A LET,

ATy 73 MEEANLES, BERFERICONTUE, =Y O~V TE27 U7 LET,

ATy T4 BEEFEL, RIFLET,

Rl 7 7 M ILDOFENER

ATy [EHT 7747 A (Management Appliance) ]>[2 A7 L& H (System Administration) 1> [FREZIF%XE (Time
Settings) ] Z@R L 7,

ATV T2 [HA LY =0T 7 ANVOEH (Time Zone File Updates) | &7 > a3 > &R LET,

RT3 HEHARERIERE 7 7 A VOEH NS 556, [47 <EH (Update Now) 127 U v LET,

>

[£%% 7 7 4 )L (Configuration File) 1 R—

RDEY L3 VOFMIZDONT SHRE

HUTEDRBE DIRAT BEDRIFEA VR—F (53 3—)

RESNTVWDOIREDE— R REDRIFELA R—F (53 X—)

T Ra—P =T VA NTay I URAN =TV ANTOY I YA NDRNY T T L

TSR A (A LR (-5

REDY v b TR O YR E~DORED Y > b (5
)
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=
=374

grogresor—+ [

EDRFEAS ViR—k

\)

GE)

CITHHENTVWAREZ 7 A NI, EXF 2 VT 4 BHT 7 IAT LV ADREIEH SN E
T, Web X2 VT 4 T7I9A4AT VADEFEBTHAIN TVEREY 7 A VB LOHRE~ A
H—iX, WebtX=2 T4 7747 ADREIMHEHENET,

X2 VT AEET T TAT U ANOREOBET, 1 DORET 7 A VTEHTE LT,
Z D7 7 A VX Extensible Markup Language (XML) 74—~ v b CIRFEFINE T,

DT 7 AMIROEHEOTGIETHM T £,

T IA~) X2 VT A BT T IAT U ATIH LAVEENRELE LZGAIC, 2%
DX VT 4T T I7AT o AETIEOSREL, V—EREZELTEET,
AL T 4 X2l —al Ty ANERNDVAT DMARF L, BERRET — L 2Ny
Ty TBIMEECEET, T I9A TV AORELMELZT-BE. (RELT- RSO3
TA4F¥alb—vary 7rAM Ta— Ry 7] TEET,

BEFOar T 4 X al—vary Iy A NVEAT L a—RL, TTI747  ADRIKROEE
ERPRIMAETEET BTLVWT I FDLIT, XML 7 7 AV xEHELV XY 7T
HDHENEENTVET) , BIEOREII~YAT—2TF— R YY) B’bolcha, 2
DOHEREN N T TNy 2a—TF 4 VTR DZ ERH Y 97,

HEFOaA T 4 X ab—varTrANEX T a— KL, BEETV, TOT 7 A V%
WMUT 7 I7A4 7 RCT v u— RT&EET, ZOHEIE, FEHENICREDERZITH 12
HIZCLI & GUI DTN XA RZ ] ShvET,

FIPZ ML Cary 7 4Xal—ary 77 ANEKET vy a— KLY, av 7 4 Xa
L—ay 77 A0O—E% CLLICEEM VST 352 R TEET,

ZO7 7 AMIXMLIERIZR > TNDT2D, BRETZ 7 ANVDTXTOXMLTVT 47 4
Ntk Sz, BT 5 CERER (DTD) b#tficsiiEzd, XML 7 4 Falb—g
VI ANET v — RTAHFIICZODIDA X Ve — RLTXMLa vy 7 4 X = b—
vary 7y ANERIETE ET (XML BGFEY —/WidA v X —% v b CBEICAFTE £
) .

e T7 4 Xal—var I rANEFEHLT, MOT7T T34 T A (Fa—MEREN
WHRT 7747 AR E) BRI ETEET,

a4 FXaL—a3r IJ74IILOEE
HAEDREI 7 A ILORESLUTH ZAR— k

[EFET 77 A 7> A (Management Appliance) |>[ A7 LAEE (System Administration) ] >
[~ 7 A /v (Configuration File) ]X—® [BIfEDHERL (Current Configuration) | &7 v =
VEMEATLE, BUEOary T 4 X al—var Ty Ak a— ALY URIFELIZD
TFIAT o ATHRIFELZY (FTP/SCP/L— kO configurationT 4 L 7 b VIZERFESNVET) |
RESNTZT FLAICEF AL THEELLEY TEET,
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B -7 xar—vavorrron—v

)

NRAT—FDIRY

VEIIE L TTF =2y IRy 7 A AL T, 2= ONRAT—Fe~v A7 LEd, "RV —
R~ A7 3 25E, TOEFLENTARAT— R, =27 AR—MERIIRESNTZT 74V
T Tk (RSB ONET

G¥)

aVvJ4Fal—

NAT— RN A7 Sfzcary7 4 F¥ab—ay 774/l — LT AsyncOS IZRT Z
LT EEA,

arvIJrAI)Loa—Kk

a7 4 FXalb—vary ZrAME REEZT—RTEHT7 S IAT U ALR L=V gD
AsyncOS ZFATLTCWDT T I7A T UV ADBRIFESNDILERH D £77,

INRAT— R RN A7 EN-ary7 4 Falb—ay 7740 Fe— RTExFEHA,
EOFEDHETH, BRED EEBIZIROZ T HEGEDAHLENH Y £97,

<?xml version="1.0" encoding="ISO-8859-1"?2>
<!DOCTYPE config SYSTEM "config.dtd">
<config>

. your configuration information in valid XML
</config>
</config> P U & 713 EHMORITIRET H2LENRH VY £, XMLIELOEIL, Cisco =227
VY X VT 4 TS TAT L AD configuration 7 4 L7 kU IZH D DTD & L TN
FOMGESLE T, DID 7 7 A L D4 HilE config.dtd T3, loadconfig =~ > K& L7 &
TN a~vr R I U TREET 7 —0 G Snlciss, ARiIFr—RaInEdA, 207 1% =
L—=yary T7ANET vy 7 u— RTL00NS, 77747 ADHBTDID 24 7 mn— K
L, arv74FXal—vary 774 VERIETEET,

WTNDOA VR—FHETH, ary74F¥ab—vary 77 AN0RIK DX 7 ThD
<config></config> M CER S NIZEH) E/oldar 74X alb—ar 774D complete 5
X QP uniqgue 787 > ay (LELOESH V% E ., <config></config> % 7 NIZAFAET 55
&) BAVER—FNTEET,

complete (524%) | &%, DTD CERINT=H 787 v a VOBRGY 7B IO T4 72K
DEENDHZEEEWLET, 22X, WOa— 27y 7e— RELFMEOHIT5 L, B
RET T =034 LET,

<?xml version="1.0" encoding="IS0-8859-1"?>
<!DOCTYPE config SYSTEM "config.dtd">
<config>

<autosupport_enabled>0</autosu
</config>

L)L, ROa—RK&7 vy 7 u— FEIMY AT TS, Bt 7 =138 EL £ A,

<?xml version="1.0" encoding="IS0-8859-1"?>
<!DOCTYPE config SYSTEM "config.dtd">
<config>
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<autosupport_enabled>0</autosupport_enabled>

</config>

lunique (—&) | &1, Ty e —REREFBOMTONL a7 Fal—var 77 A
NOYTE7va i, BELLTEERNTRNIEEZERLET, LLxiE v AT A1
DDHRA NG LTS, IROa— K (BE538 L <config></config> ¥ 7/ &) %
Ty 7u— YL LIEARETT,

<hostname>mail4d.example.com</hostname>

L2sL., VAT AIIIENENRRDZEET 7V AT —TANERIN-EEDO Y XF—n
EREINTWAARERDL LT, ROa— ROLET v 7 u—RRT5Z LIIL#BHTHL L
RiaaanEd,

<rat>
<rat_entry>
<rat address>ALL</rat address>
<access>RELAY</access>
</rat_entry>
</rat>

ZRITH LD, 5EE] X ThH-ThbHFAISNLEEA,

AR o7 4Fal—varyIrANFEREFa T4 X2l —vary TrANDOY T BT g
&7 v 7= FEFIITT B HA 1, FHT ORI b5 . BIF S TRV IS H AR
SNBZERHY ET,

DT LEREINT=2T
Ay 74 Xal—varyIZrA ORI varET vy e— RERIITT 258133 ES M
FECT, ZUEEGDRVWE, AT 4 X2l —ar Ty ANADT v a— RRHZEREDEN
ERINEREAL, L, BAX T 2505 L, REOMENHEINET,
ez, ROa—RE7vy7Fa—FT5E, VATANLTRXTOU R F—RHIEREINE
ﬁ‘o

<listeners></listeners>

FE ov 74 Xal—var I ryANDY TR varET vy a—RLiz, g0 Lz
e, GULETIZCLI D UM S, KREORET — X BPHEINLZENnHV £, Mo~
ahan, VITNAALUE =T oA A, FRITEERF—- DT 74V NREEHFHLTT 7 Z
ATV ACHBR TE WAL, 20a~v L FTH—E22F 4 B—7 LI LARNWTL 2
VW, F£72, DID TERSINIEREMBIN IS OO RWEGAR, Zoa~vy REFEH LW
TLIEEW, Filvnwar 74Xl —ay 774 vEa— RT3, WTRET —H %
Ny 7T o7 LTLIEEN,
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A HTRE)TLavDIRRIT—KFOAO—FIZDOWTOIEEE
NRAT— KRB YT A7 ) arezgieary 7 4 Xalb—rvay 7y Vo —
FLESELTH (Fo& T, FTP 7'y ¥ =2 &) | loadconfig =1~ o FIZ AR/ RS2 D —
RIZOWTES LEEA, FTP 7y v a3k L, logeonfig 2~ > R&fEH L TIELVVIA
U— RERTETDHETEENEREINET,

XFty b Ioa—T4 0TIV TOXESIE

XML#EEZ 7 A /D Tencoding] JEMEIL, 77 ANEFT T4 TEAET D720 LT
H3FE v MIBfR <, T1SO-8859-1) THLHMENH Y £7°, showconfig =2~ K|
saveconfig =~ > N, F72IdL mailconfig 2~ RERITTHI-NZ, = a—TF 4 7 REN
Ty AINVTHREINET,

<?xml version="1.0" encoding="IS0O-8859-1"?>

REDHED')EY b+

HEOREXZ VY FTHE, Ciscoar Ty eXa T 77547V AIREEZITTOH
T 7 2V MEICELET, VY FTARNICEREEZRTF LTI E I,

THHARFOMHIREA~ORED Yy b (5 =) ZZRLTIZEN,

LEIaSy bLEEaYIaFaLl—arA0O—)L/N\y Y
iz Iy FENEREICH—L Ny 7 TEET,

a<w> RIA4 2 A% —7xA A Trollbackconfig =~ > R&EMEH LT, EHED 10D I v
F2AD 1 RE BRI £,

Bl ANy s %kaiy hthHo }:%%éﬂf_}:% No #AN LI=HA, ZOr—L Ny s
WX, MEEFZ2I vy b2y FERET,

EEE T 7 & AMgH RO —H 721 A3 rollbackeconfig =~ > KA T £9,
S

GE)  DHIORENMEILEN TR Ayt —UFET 77— MIERShEEA,

\}

GE) E%T?ODT ST Dt A XNT 4 A7 ARV S TT 52 E80—HoaIy b
TiE, 7T ZIRENRAET D RN H Y £7,

EBEII7AILEHOCLULOT K
Woa~y Reffifd+sre, av74Xal—ay 77 A NVERECXET,

* showconfig

*mailconfig
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showconfig. mailconfig. & & U saveconfig 3 <> K .

* saveconfig

* loadconfig

* rollbackconfig

s resetconfig (THHMREOHIRE~DRED Y Y b (§X—) 25M])

*publishconfig

*backupconfig (X2 UT A EBHT S IA4 T L AOT—F DRy 77 v 7 (10 ~—
V) =#Z2M)

showconfig. mailconfig, # & U saveconfig < >

BRE <2 RD showconfig, mailconfig., 3 & Nsaveconfig DAL, BF A —/LVTEEIN
577 ANETNIEREIND T 7 A NMINRAT = REEOLENEINRRTHZLERDLN
FT, NAUV—REGORNIEETNTHE, NAT—RFNT7 44— /L RREADOEEICRD E
T, X2 U T 4 OMEEZLETAEA1E. NAT—REEFORWI LEEIRTEES, 1
L. loadconfigzz~> FEMFEH L Tr— RSnHE, NATU—RKRnar 74 ¥a1—3
VIrAMIEBELET, sl TR S a DR RAT— RO — RIZOWTDOEE
H (56 =) ZBRLTIEZS W,

GE)

AT A4 FKab—vary TrANVERE FoR, EFEFA-AVTERET D LI, X

U—REGDDHZ EEERT S E (Do you want to include passwords?| (2 [yes] &[EIZL7-
Be) . NAU— NI bsvE T, 72720, EX— LREE IR 5L S v7e\\ PEM 2
XTEDLNET,

showconfig I ¥ R, ﬁﬁ@?ﬁi%ﬁﬁézl_%j] Liﬁﬁo

mail3.example.com> showconfig
Do you want to include passwords? Please be aware that a configuration without passwords
will fail when reloaded with loadconfig.
<?xml version="1.0" encoding="ISO0-8859-1"7?>
<!DOCTYPE config SYSTEM "config.dtd">
<l--
Product: model number
Messaging Gateway Appliance (tm)
Model Number: model number
Version: version of AsyncOS installed
Serial Number: serial number
Current Time: current time and date
[The remainder of the configuration file is printed to the screen.]

mailconfig I ¥ F%{%ﬁﬁ LT, Iﬁﬁo)gﬁﬁg%l‘—‘ﬁw:%%}‘—‘/VVC%'{%LETJ*O A ‘7“‘2‘—‘7\/\
121X configxml E WO ARTO XMLERXD a7 4 Falb—var 77 A NN ERET,

mail3.example.com> mailconfig

Please enter the email address to which you want to send

the configuration file.

[1> administrator@example.com

Do you want to include passwords? Please be aware that a configuration without passwords
will fail when reloaded with loadconfig. [N]> y

The configuration file has been sent to administrator@example.com.
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. loadconfig a7 > K

—fmigEszs |

X2 VT A EHT ST AT AT saveconfig A~V REFHTLHE, —BEOT7 7 A NVE4%E
fEFI L C. 9XT® Configuration Master 7 7 1 /L (ESA 33 XY WSA) 73 configuration 7 1 L/
7 FVICRfFESNET,

mail3.example.com> saveconfig

Do you want to include passwords? Please be aware that a configuration without passwords
will fail when reloaded with loadconfig. [N]> y

The file C650-00065B8FCEAB-31PM121-20030630T130433.xml has been saved in the configuration
directory.

mail3.example.com>

loadconfig 3<% > F

T ITAT L RTH LOEEEHRE o — R 5121, loadconfig A<y R&EMEHLFET, 1HMW
FRD 2 >DONWF D HETrE— R TEET,

« configuration 7 4 L' 7 M VIZIEFHMAZMMAL., 7 v 7T r— T 5,
« CLIICRREG # & EHAE D 51 %,

FHEMICOWTIZ, 274 Fal—Yary 7Aoo —RK (543—) 2R LTLEE
U,

rollbackconfig 2 < > K

Uiy hLiar 74 ¥al—var~0a—nA Ry s (56 2—) 2R LTLES
Wy,

publishconfig 2~ > K

75 ¥ % Configuration Master [Z/ZAB8 3 521X, publishconfig 2~ RZMEH L9, 0Tk
DL £,

publishconfig config master [job name ] [host list | host ip

Z ZC. config masterX, VAR — bk XA TV>5 Configuration Master TJ~, Z 15 @ Configuration
Master U A hx, ZDOY VUV —ZADY J—RA /— ~® [Compatibility Matrix |

(http://www.cisco.com/en/US/products/ps10155/prod_release notes_list.html) (Z&H Y £7°, Z D
X—U— RIIMATT, ¥—Y— K job name [TEMFEE T, F5E Lo 2L EITAERK I
£

F—U— R host list1d. BDEAINDWSAT I T7AT UV ADKRA NGEIZIPT R 1/7\0)) A
NC, F8E LD > 72356 1E. Configuration Master (ZE] D 4 THNTWNAHTXTHOKRRA KMZ
BlESnEd, 7= /(7) host_ip \Z1Z, 71 >~ TXEJ> THEODOHRA MNP T FL A4 HE’C
TET,

publishconfig ¥ R L7z 2 & 2 M3 51213, smad_logs774’/1/75:§)ﬁ’\°i‘§‘o ['7:1:
7 (Web) 1>[==—7 1 U7 4 (Utilities) ]> [Web77 FA TV ART—H A (Web Appliance
Status) & RINTH LT, ¥FX2 VT A BHT 7T 47 2 2D GUINLABRBIREI LT -
L EHRTHILELTEET, ZO_—=UNE, ABBREOTEMEZ T RD Web 777 A
TUARRRLET, £/, [V=7 (Web) 1>[=2—7 « U7 ¢ (Utilities) ]>[2ABf (Publish) ]
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cu s LEEzE07 v Ta—F [}

>[ABHJERE (Publish History) 128V, [BAJEEE (PublishHistory) |~— e Z LN TE
\iﬁqo

CLZFERALE-RELEEDOT7 vy I7O—F

ATy T

ATy T2

ATvT3

CLI DAMNEBT, 777 A 7 2 AD configuration 7 4 L' 7 M UIZT 7 B ATED Z & Zfgad LE¥, FEMIC
DNWTUE, IPA v F =T =2 AA ZABLOT FIAT U ANDT 7B AEZZR LTI ZINY,

WMET 7 ANVEBERETNIHRET 7ANDY T v I a L uT 7T A7 AD configuration 7 4 L7 kU (T
AR5 D, saveconfig I ¥ FCYERR Lfl%ﬁ@%&ﬁ%ffﬁ% Ljﬁj‘o

CLI N T, loadconfig A< REFEHLT, AT 72 Tﬁ‘éﬂfi?‘/{ L7 MUK Lo 7 41X =
L—vay ZyA0Ea— KR35, 7F%F AL (XMLAEX) % CLLICESEM D i £,

Z OBFITIE, changed.config.xml &WIAFIDT 7 A NN T v 7T r— RIS, BENREINET,
i

mail3.example.com>

1

oadconfig

1. Paste via CLI

2. Load from file

[1]1> 2

Enter the name of the file to import:
[1> changed.config.xml

Values have been loaded.

Be sure to run "commit" to make these settings active.
mail3.example.com> commit

ZOFEITIE, HiLnwar 7 s Xal—vay JrANEavy R I CHEHBEEY T ET (ZAfTT
CulDZHFT LA fHiFa~ R TLET) . RIZ, AT L8y N7y F—REMHHL T,
TI7ANVEDRANG, IPT RLA, BIOY— oA FHRELELELET GEHIZOWTIE, AT A
Ty N T v U4 = ROFEFTESZRL TSI , KEIC, BEEHEELET,

5 -

mail3.example.com> loadconfig

1. Paste via CLI

2. Load from file

11> 1

Paste the configuration file now. Press CTRL-D on a blank line when done.
[The configuration file is pasted until the end tag

</config>

. Control-D is entered on a separate line.]

Values have been loaded.

Be sure to run "commit" to make these settings active.
mail3.example.com> commit

Please enter some comments describing your changes:

[1> pasted new configuration file and changed default settings
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—fmigEszs |
B 7 =vmons

T A4 RV EBOEE

FHA TR 2 A HREIC . E TREZR B R E T, M WREZR T 4 A7 Bl ARIV HTH Z L
MWTEET,

RBT7TSAT7 o ADH) ERATTRELT « XV B OIEK

ESXi5.5 B L ONVMFS 5 ZEATT 2IRABT FI7A4 T ADEE, 2TBA2BZ DT 4 A7 fEi %
FIVYTHZENTEET, BSXi5l 2FETTET T4 T ADLEIF 2 TBICHIBR S E
7,

N

GE)  ESXi TOT 4 A7 fEHIOHIBII YR — FSnEH A, SOV TIE, VMware D~ =27 /L
EHEBLTLLEE N,

BT TT7AT U AA VAR RITT 4 A7 @R ZBNT 5213, WOFNEEZFEITLET,

4R8O HREIIC
WEEIRBINT 4 A7 B HEICRET L E T

ATY 1 Ciscoar 7Y vXa VT 4 BT T IAT VAL VAL AR LET,
ATv T2 VMware T 20— 0 VT 4 FI3EHY — L 2EH L TF 4 A7 @R A28 LE1,
VMware D~ == 7 /L TIRIET 4 A7 REDEFIZETHERESML T ZE W,

ESXi 5.5 OfF#HIE. ROV A FHBAFTEE T,  hitp:/pubs.vmware.com/vsphere-55/
index.jsp?topic=%2Fcom.vmware.vsphere.hostclient.doc%2FGUID-81629CAB-72FA-42F0-9F86-FSFDODE39ES57.html

ATY T3 [EHT 7747 A (Management Appliance) ]>[ A7 L4 (System Administration) ]>[7 4 A 7 & HL
(Disk Management) JIZEHEIL T, ZEA/AKMINTNDZ AR LET,

TAARAVEE., 74—5%. ELPEAREORT

S0 BRIEFIR

TTI7AT o ATHAREZRBFT 4 |[EBLT 7 F A4 7 > A (Management Appliance) ]>[3 A
A7 AR RRT D 7 LEHE (System Administration) > [T 4 A 7 & B
(Disk Management) | Z 3R L 97,

AFFEIRY THEE (Total Space Allocated) ] (278 &AL T
WAHIE (B : 184G of 204G) Z B L £ 7,
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gr7szommenvutionT [

S BAEFIR

X2 VT A EEHT T ITAT AD | [EHT 7T 47T A (Management Appliance) ]>[2 A
F=X YT =R LT, BV |7 AEE (System Administration) > [T 4 A 7 & HL
BTHNTWDET 4 A7 fEIkEB LT | (Disk Management) | 23R L 9,

BUEH SN TWD T 1 A 7 fEIR D
BrRTRTD

BEHEH SN CTWDIREBED 7 +— & | [EELY 77 A 7 > A (Management Appliance) |>[#£4Y
DEEGERTT D EHY—E A (Centralized Services) |>[Z AT LAT —

4 A (System Status) ] Z iR LT, [EREHES—EX
(Centralized Services) ] © 7 v a > CHER L ET,

BAT A RAVMHEEEEYHTICONT

N

GE)

YR VT AT T IAT L ADRREGRILVR—T ¢ 7T 4 A7 L, B AL
Web Dl OF — 2 IR S ET, PREFAE X —L LR—T 1 7 &gl Web
VR—=T 4 T DELLN—HEAR—TNICTHE, TRTOFIENA R —T WM LT-HERE
HHIZRV ET, WMHFEAX—7 NV LTEHGE, EFA—ABLOWeb LAR—T 47 77—
Zi3sEk A LA L, kT 7y — A N B A R—=ATEHVYTONET,

e FIREREI Web LAR—FT 4 A X —T /I LTNDED, VLR—FT 4 T4 R

FEHIRNEN U Y THNTWRWEES, T 4 AZEENE D B CToHnd E T, PREFR Web
LR—F ¢ v 70 RE LEH A

« ZOMD 7 F—Z ZBUEDHE MR L W D72 < F LN, RERT —Z ZHIRT 208N

DNET, TOMDI 3+ —X DT 4 AT HEIOER (62 X—) 2L TLEEN,

cRY = UANA BLOT U M T LA ZIRBEOT 1 A 2 fHIE F BT 2 A ONT

[, RY S TR BEOT Y BT LA SRS OT A X7 BIROED 6T LT
FRHEND A & — Y ORFIME B LT RS,

DT RTOT =& 24 7 Tid, BFOEN Y TRLZIHEDHHEL Y D7 LIchHE,

FLWEID B TENICTNTOT = RINEDHET, kbWT—ZnbHllRShET,

LW = BRBAFRAINTVWET 4 AZMHEEEI D b REWGEEA, T—XidkbhE

A,

cHVYTREZERICRET D&, TSR 20 £,

T A RAVBEICET ST 57— FDRIEDHER

FOMDT 4 ZTFHENR T +—Z D T5% IZETHE, BEL VDIV AT LT IT— ez
BFLET, N0 T7 77— FE2ZE LIEEAIT, [T 2 0ERH Y 9,

MFEICT 7= FBES LT DT 77— FOEE G6~—2) 2ZRLTIEI0,
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B otor+r—s20720Es08E

—fmigEszs |

ZTDMDI +—2 DT 4« A EEDEE

_\\

FOMD I +—ZINIV AT LT =2 ba—F F—2REENET, VAT L T —ZITHIER
TEFEVA, BETEDZ2—VF T =FUIKRD T 7 ANV ZATHRHY £,

EEXR BRIERE

w7 7y A &8 T 774 7 A (Management Appliance) |>[3 AT AEH
(System Administration) ]>[a2 27 %7227 U7 3 (Log
Subscriptions) JIZBENL T, L F & ETLET,

o[V A X (Size) 1FIRHLEZZV 27 LT, &HEL DT «
A7 ERAEEE L WA V2R LET,
Al ENDZTRTCOu TS BT RAI )T a URNETHD

TEaMERRLET,
o MBI BIZEEMZR 1 77 LU o TV RN A fERR L E
7
s BRI AL, A —R—=T 7 A VA Xh/hs L
*9,
AV AN S A A [~V 7 L AR— bk (HelpandSupport) ] (i ko> A ML)
>[N ¥ ¥ 7T v (Packet Capture) | IZBEIL £, 3
mEY I TF v AHIBRLE T,

a7 4 X2l — gy TFTAT 2 AD [datalpubT 4 L7 R UIZFTP TT 7 EA L&
774N 4,

(NPT 7 ANANEL | TTIFA T ANDEFIP T 7B AZRETHITIT. WESHL
DT 4 AV EBEZHETD | TLEEW, FIPRATOT T4 T L A~DT 7 & A
AREMEITIR VN EE 2 B iLE
T) o

A= AKX [ AT L& (System Administration) 1> [7 4 A 7 & (Disk
Management) ] IZREIL £,

A AV BEBEDHEYAET

T4 AT EMEA L CWORWEREIZEI D Y THNTWBEREA. $7203. 77747 v ATH
TE DHTHE Lowfiﬁ%u7417ﬁﬁﬁTE?%%®®@®%Emowfﬁﬁ%ﬁﬁﬁﬁ%
DAL, T4 A7 HEHIREDOE ) M CEEETEET,

T RTOBERIZE DTN MLERIGAIL, N— Ry =2T7O7 v 77 L—FK, $723M87 7

FTAT L ANDBINT 4 27 FAROEN D B TERFHF LTI ES, (BT FI7A4T7 2D
H) MERIREZR T 4 A 7 FEDIER (60 ~—2) ZZML TS,
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| —mmnEEszy
EX—L£Fa2T4 FTSATVADVRTFLOREY S 70sBo LenEnRE [

1R BHHIIZ

cTAAZEN R TEERET L, BMEOT—ZEBHEDT A TV T 1 ICHET D

BRDBDHY ET, ART 4 A7 FEHEED U TIZONT (61 ~—Y) THEREZSZMLT

<&V,

cRHEND A v — V& FECAMEIZITRIBRT 5 2 & T, [REEH O sz RIS ERT
TET

ATy [EHT 7747 A (Management Appliance) ]>[> A7 L& (System Administration) ]>[7 « A 7 & B
(Disk Management) ] Z 3R L £ 7,

AT9 T2 [T 4 A7 7 +—%OfFE (Edit Disk Quotas) 1 %7 U > 27 LET,

ATV T3 [T 4 AV 7 r—2 Ot (Edit Disk Quotas) | X—Y T, £ —ERICHV Y TEHT 4 A7 kO E (F
H3A NHASL) AT LET,

ATy T4 [ZE (Submit) 1227V v 7 LET,

RATFYTE HERLAT TRy 7 AT, [BHLWZ A —HDRE (SetNew Quotas) 1 %27 U v 7 LET,

ATYT6 [fEET D (Commit) %7 VU v/ LTEREEZREFELET,

EA—ILEXaT 4 TPITSAT2UARADIV AT LDOIKEE
FS57NDSBOLEULMEDREE

B RDOEA—NVEX2 VT 4 T T7A4T L AOWRREIL, [V AT L% (System Capacity) ]
NR—=TTHEINTNWD [V AT L% E (System Capacity) ]-[> AT LD (System Load) ]
VR—=FTE=ZERET, LEWVEDORIT, ZALDOLR— MIFRSHET, Cisco =
TV eXa VT4 BT T TA4T AT, ZOITITHRLRRENA VP —2THY | E
A Exa DT 4 TTITAT UV ATHERESN TS LEWEREZEZL TEWEEA, 2
DITIE, TRTOV AT LAMT T Z7ICHEHA SN D —DOSRETT,

GF) NGO LEVEICE#ET 527 77— FaZET 5121, KEBNREA— N X274 7
TIALTUADLEVMEERELET, sEHCO VT, BEVWOEA— L X2V T 4 7
TIAT AN —=AD2—Y HA REREFA L TA L ~IT T, VAT LORED L&
EORTEICETAHEREZSRL LI, [HAx DT FI3A TV ANLE T ROVAT
LORBEF = v VB RITTEET, TTITAT LV ADREOF = v 71250 TIE, BHEWDE
A—N X2 UF 4 TTIAT LAV —202—YF H A REFRITA L TFA 2 ~NVTEBER
LTSN,

ATy [EHT 747 A (Management Appliance) ]>[3 A7 L& FE (System Administration) ]>[3 AT L DAk
RE& (System Health) 1 %727 VU v 7 LE7,

ATy T2 [REOHE (EditSettings) 1227 U v 27 LET,
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—fmigEszs |
B samizoiz £ 3 sso

ATV T3 A a v ERELET,

Tr7vay BLi)]
EIEOCPUE I (Overall CPU Usage) F7F b 85%
AEFY =AY v 7 (Memory Page Swapping) T 7 F )V B 5000 X—

T—7F2a—HNORKAvE— (Maximum Messages in Work Queue) |7 7 #+/L b : 500 A vt —
v

ATv T84 EREFEFEL, RFLET,

SAML 202k % SSO

SSO B LU SAML20[ZDLNT

Cisco 2T Y X a VT 4 BHT 7T A7 2 AL SAML 2.0 SSO R — 325 X 97
DELE, 2Tk =y R a2 —HF 3% OMFEN T O SAML 2.0 SSO %G —EZ~DT 7
TRFEHLTHWDRILZ LT v Ve L TAANARRRC T 782 TE 4, &z
¥, SAMLID 7' u 31 % — (IdP) & L C Ping iiEZ# AN L TH Y, SAML 2.0 SSO it dD
Rally, Salesforce, 3L O'Dropbox D7 H 0> MafkfoTnET, —E R 7/ A ¥ — (SP)
& LTSAML2.0SSO ZHAR—F425 X 5T Cisco Ty X VT BT 7747
AEMERT D E, T Ra—FF—EV A A T HETTARARHEZELTXToOY—E
AT 7 RATEDLLIIZRD ET,

SAML2.0SSO DV —% 7 A—

SAML2.0SSO V—7 7u—%, IROKIZERLET,
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samL20ss0 o 7—4 70— [

7:SAML2.0SSO D7 —% 70—

%@iii

Web Browser Service Provider (5P) Identity Pravider {1dP)

444444"444——+

User requestsfor aresource (far
example, EUQ)

5P redirectsto IdP with SAML
authentication request

Browser sends SAML authentication
request to [dP

h o o

IdP authenticates the user

F

IdP redirectsto SP with SAML
assertion

444444€’4444—+

SAML assertion

SP provides access to the requested
resource

J—4 28— (Workflow)

1. = Fa—PF, Web 770V E2ERA LT, =R T XM F— (TTI7AT L R)
MHY Y —2ZERLET, -Ex1E, = Ra—WiL, ANLNBHO A NLGEEEY) 7
7 Vv 7 LET,

2. =R 7o FiE, SAML FREEERTWeb 77 UPICEREZY XA L7 M LET,
3. Web 77 UL, ID 7’/ ( Z—|Z SAML #BiFERZ VU L—L £,

4, D7 XA F—%, = Fa—YERFELFET, ID 7/ F—Fo K a—Fiza s

A R=VEFRL, TN =R s LET,
5. ID 7L X —Z, SAML 7H— a3 24K LT, Web 77 7 HICEDIRLET,
6. Web 77 UHiX, y—ER T A F—IZSAML 7 —varzl) L—LET,
7. YR TS L —F, BRENZY Y —ANDT 7 AR LET,
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B savi2o0icpt 2 rEFEL HIEE

SAML2.0 [CRH9 %X EFEIA L FHINEIE

ny7% b
TR YR ARLREHES SR 7T 7 B LTH, LD SAML2.0SSO 23R T ) r—
varhbiZusZ Ty hEnERA,

— &
Cisco A>Ty X2 UT 4 BHT 7I7AT VA LETIE, =R T/ F—LID7H
NRA B —=DA VAR A | DOIERTE 7,

EEHBOR/NLIREADT VX

A/SLIREER 0 SSO AN LTV AD A, EHHE LA/ AEEED URL

(http://<appliance_hostname>:<port>) ZfHH L CANALGEE~T 7 B ATE R D LER
ZATBNWTLEE N, FHEEI Web A V7 —7 = A A& L TARLRHICT 7 A TX
9 ([(A—/v (Email) |>[A vE—YDEHE (Message Quarantine) > [ A/ X AF@HE (Spam
Quarantine) ]) ,

ANLIRBER®D SS0 DEXE /7%

BRIERE S
ATv TN |G E R L ET BRAAE (67 —)

ATV T2 | =R TS F—L LT, TTT | —E R Fa, (&% —L LT Cisco =2
AT AERELET, VTV eXa VT BT STIAT
ADRE (67 =)

AFyF |[IDP Tl 77 T4 T v A%IET S L |Cisco 22T oY ¥ o )T 4 BET 7
3: INCID TN, B =R ELET, | TA T ALBETDHIZHDID 7
A X — DR (69 ~X—)

RTYT | TTIFGATUATID FuNf X —% |Cisco 2T X a )T &8y~
4: HELET, FGATUATOID T X —DBE
DORERLE (71 =)

ATV T | TFIA T ATANRLREE OSSO | 2/ AJGEED 725D SSO DAY (72
: PHEMCLUET, =)

ATYT |2 Fa—FTH LWGRIEA I =X L
6: (ZOWTEHLET,
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R CHERHEINAID Ve A X —2RCisco 2T Y bXa VT 4 BT TSI T VA
THR—FSINTNDEINE I DEMBELET, KIZ, VAR —FSNDHID T u (X —%
RLET,

* Microsoft Active Directory Federation Services (AD FS) 2.0
* Ping Identity PingFederate 7.2
* Cisco Web Security Appliance 9.1
CTTITAT AL ID T ung X —OOEEZEF 2 T 4 THRET DT DITHERIK
DFEAFELRSE LT,

T T4 7 AT SAML RRGREERIZEA TS, £72X 1D 7' v/ X —TSAML 7
Y= a VAR LT A, AOBAEHEEZIZIEEIN TV D CA & BT
BN TWAME X —bAFHEZRS L £,

«ID 7B/ X —TSAML 7H— 3 VZBLTHEE1E. ID 7 u 31 X —0FEHE
ERIGLET. 77 74T AL OGEAEZLEH LT, BEAFASAMLT ¥ — =
CEMERLET,

YP—ER TONLF—ELTDCisco AV T X2 T EBT TS5 T7VRADR

1R BHHEIIZ
F9. AR (67 X—)

ATy T [T 7747 A (Management Appliance) ]> [ A7 L4EHE (System Administration) ]>[SAML] %%
WLET,

ATy T2 [h—E A7 1/31 ¥ — (Service Provider) | £ 7 v a > C[V—E AT B A Z—0DEN (Add Service
Provider) 1227 VU v 7 L¥ET,

ATV T3 ROFEMEANTLET,

TJ4—ILF SR BA
v 75 A4 (Profile P—ER TuNSf L —Ta7 7y A NVDOLRETEATILET,
Name)

a7 4 Fa2l—a UERE

TYT 47 41D P—ER T, F— (LG, THHAOT T4 7 R) O7r—N
WIREADHEIEAN LET, @H, P—EA T (X =T 4T ¢
ID DT URI T,
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B v—cxo0qs—clTntisconssoy £%1UF 4 EET TSA7URORE

J4—ILF

Bl

A8 ID DTER

ID 7L =R SAML 7% —3 3 o Ca—YPE2IRETL2DICMHEHTS
ﬂ:zito

TDOT7 4= IV RITRETEXERA, DT AL X —5RETHEICZDE
DM/ £9,

TYHy—vagrrarya—<

SHEEMIERIZE T L7212, ID 7 u 3, X —B SAML 7% —3 3 > &3k

URL {295 URL, = D4, A/ SARRHED URL T,
TDOT7 44— IV RITEBRETXETA, IDTFa AL X —5BRET I DE
DT F£9,

SP FFAHE GE) WX —IL pem B THAMERH Y 77,
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EElbEshi=-7H—> 3 0ESE

SAML 7 %—3 g VEREBLT D L HICID e ) X —2RET D545,
1. FERAELBEEMATON TWAIMEX—%27T v 7a—RKLET,

2. WEXF—DNRZATL—X% AT LET,

BHLTY—a v

SAML 7% —3 g VZBATHEIICID T u g X —52BRET H5E.
[B4 7% —3 3> (Sign Assertions) ] Z&IR L F7°,

COFTarEERTLE, TTIAT U ARIZID T A X —0DFEH
ELBENTAMLERHY 9, Cisco 2T oY EXa T 4 &8T5
AT VATOID 7 uaf X —OFEOHK (71 =) 2R LT
éb\o

FHRRFEAM MRk OFEMAE AT LE T,
ID7uanfZ—F, =5 —al TIDOFEREHEHLET,
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ET7H—ra VEIEURL) &, [P—E RT3 X —f&7E (Service Provider Settings) ] ~X— TR RS 4L
401D O EEEEHOET, ID 7oA X —TH—ER T M X —52RETHEEIZ, 25D

FERIDSLERIZ 72 0 £,
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WONFIZOWTHER L T EN,
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LTL7Z&W,

e —E X TuNRLA B —DRAZT—ZDOEMN A —ENTNDE0, FRIFAEZT—F 77
ANAVNTT AR—FEINTWE, =2 7Ta /X —L L TDCiscoarT Y X
V74 BT T4 TV ADHRTE (67 3—) 2L TLLEEN,

AT 1 ID7u " Z—T, OWNTNNEEITLET,
e —bER TR, L — (TTITATA) OFEMEFIHTHELET,

«ID TN, F—=RBRAZT =2 Ty A NVInEH—E R Faf F—Dfflizn— 52 L &FFaL

TWAERIE, AZTF—F 774 NVEA L R—FLET,

T TAT AN SAMLBREERIZESL T D L 9 ITHERE A DS G, £I2IXSAML 7% — 3 &Rk
THTFEOEAIL. LTBETLFEHEL ID Ve, X — (2B ET,
ID 7a A X —EBOFEIBEIZOWTIE, UTZH LTI,
¢ Cisco AT oY EXa UT A BT IS4 T L AL DBIEDT-HD ADFS 2.0 DFERL (70 ~=—)
* PingFederate 7.2 % Cisco 27 Y ¥ X 2 U T A FHT 7 T4 T o A LBESELHT-DOFRE (70

R
+ [User Guide for AsyncOS for Cisco Web Security Appliances] @ [Configuring the Appliance as an Identity
Provider] &7 ¥ =  http://www.cisco.com/c/en/us/support/security/web-security-appliance/

products-user-guide-list.html

ATFYT2 IDTuRLE—DAEZT =R 2EBIRDLNETNIAZT—F 52T 7 (e LTy AR—FLET,
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BT T ITATUATOID 7 aA X —DFFEOHEKR (71 X—) 2R T3,

Ciscoa>rToY XaTABEBT7ITZAT7REDBIEDT=5HD AD FS 2.0 DIERL

WITRT DX, 77 T7A4 T AL BIET D ADFS 2.0 2T B2 DICFITT D2 0END 55
LYV DR AT T, 2P FINEIZ OV T, Microsoft D~ == 7 /L 25 L TL 72
W,

L —NR—=FT 4 LTH—bRTafF— (TTIATVR) OTH—var ar
v a—~ URL ZBML £7,

s [Vlb—/ =74 N7 AL (Relaying Party Trusts) |>["® /37 4 (Properties) ]>[ID
(Identifiers) 1>[V L — »X—7 ¢ ID (Relaying Party Identifier) ] C, #—tE X Fm, A
B—= (TTIATVR) DT AT A4 IDEASTILET, ZOMER, TTI7AT L AD

P—ER TN, L —REDT T 4T 4 IDEELFELNE D DEMELET,

« BAHAYD O SAML BREERZEET DL —E R Tu M ¥ — (TTFI7A4 T X)
ERERE OB EIL, =X T a S X —DRiE GRAEEREZ EL T DO S
nsd) #[V1r— =74 b7 AP (Relaying Party Trusts) |>[7" ®2 /37 ¢ (Properties) ]
>[4 (Signature) | D FT.cear BRTT v 7r—RKLET,

S SNTZ SAML 7 ¥ —3 a3 U &2XMET 5 L OIZ ADFS 2T 525613, —EX
TanNA F— (TTIAT o A) OitAEL [V L— "—F ¢ 7 X (Relaying Party
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cHRNL—INEREL, BT A—I/L T RLZAD LDAP BHERETRZ A7 (BT A—/L
T RLVA) L LUTHETHIRITESRBRIZBMLET,

o JEZZ SPNameQualifier 23 8O 5720 D H AL L )L—)LZBIML£T, RO T 7 A LI,
YN DI AL A JL—)L T,

c: [Type == "http://schemas.xmlsoap.org/ws/2005/05/identity/claims/emailaddress"] =>
issue (Type = "http://schemas.xmlsoap.org/ws/2005/05/identity/claims/nameidentifier",
Issuer =

c.Issuer, OriginalIssuer = c.Originallssuer, Value = c.Value, ValueType = c.ValueType,

Properties["http://schemas.xmlsoap.org/ws/2005/05/identity/claimproperties/format"] =
"urn:oasis:names:tc:SAML:1.1l:nameid-format:emailAddress", Properties
["http://schemas.xmlsoap.org/ws/2005/05/identity/claimproperties/spnamequalifier"] =
"https://<appliance-hostname>:83") ;

PingFederate 7.2 % Cisco A>T Y X1 T BBT7 ITSA T VR EBESELI-HDETE

PUFIZ, PingFederate 72 # B VDT 7T A4 7T o A LBESHDT-OIIFETTHILEND D X
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720,
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K5 b &7z SAML 7% —3 3 U %X 5 K 9 IC PingFederate 25X &7 5%
[Slgnamre Verification] £ 27 3“3 > ([SP Connection] > [Credentials] > [Signature Verlﬁcatlon]
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CiscoarTUoY X2 UTABEBTISAT7UATOID 7ONA F—DHRTEDERK

bR IS
RONFIZONTHERR L TS EE 0,

T TITAT UV ALDBEDTZHDID T u X F =R ENTW5, Cisco 2T Y
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BB TLIEE N,

eID TR NRA T —DAFT—HDFEMETNTIT I AR—FINTZAXT—H 77 A )Vina
E—nTW5,
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RLUET,
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EEEOA T a otk 22— m— Lo TR 9,

INHEOTV Ty LU AERET DHIZIE, [A7 >3 (Options) 1>[ERIEXE (Preferences) ]
ERELET, (A7 ar (Options) | A==—IF, GUI V1> KU EHAMICHD F
T) o BT LEOEELZRELET, ETILEIHY FHA,

EX b [BREFE (Preferences) | N—VICT 7B AT HHNIFER L TWe_X—TIZRDHITIE, N—Y
THERD [RIDX—IZR S (Return to previous page) |V 27 %27V v 7 LET,

NEREREE S - —4
HNRRGE S L7z —HIE, [A 72 2> (Options) | A == — CRINFELEHERIRTE ET,

Web £ 32— A RDL VA VT DRE
BENIZWeb A X —T A ADL 2 Z Y 7D, Internet Explorer A#iE— K E#EX
EEINCT D LWL E7,

A\

GE)  ZOBREZANCT L2 EPMMRORY —I0ERT 5813, ZOMRELZ BTS2 LR
TEET,

ATy [EHT 7 Z 47 A (Management Appliance) 1> [ A7 L (System Administration) > [2A%E%E
(General Settings) | ZER L £,

RATw T2 [[EAHE— RO LE#EE (Override IE Compatibility Mode) | F = v 7Ry 7 A% AN LET,
ATvT3 BEEXREL, RIFLET

TFISAT7URTENGY—ERDBREFERT—F X
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YK@WJTG;K services A~ }‘é’ﬁi)ﬂ L/VC\ 7703/]} ?VX"C%;&JZC&EOTU\%) ]/7\]_\9“‘ }\ "j‘“‘
EADAT —H A ERLET,

mail.example.com> diagnostic

Choose the operation you want to perform:

- RAID - Disk Verify Utility.

- DISK USAGE - Check Disk Usage.

- NETWORK - Network Utilities.

- REPORTING - Reporting Utilities.

- TRACKING - Tracking Utilities.

- RELOAD - Reset configuration to the initial manufacturer values.
- SERVICES - Service Utilities.

[1> services

Choose one of the following services:

- REPORTING - Reporting associated services
- TRACKING - Tracking associated services

- EUQWEB - End User Quarantine GUI

- WEBUI - Web GUI

[1> reporting

Choose the operation you want to perform:
- RESTART - Restart the service

- STATUS - View status of the service

[]> status

Reporting has been up for 28d 20h 45m 35s.

Bl Ayvt—Y FSIYFRDT H—ERDEEE

KO TIE, services A~ REHEH LT, 77 I9A TV ATEHENNI>TWNWDHA =
oo X 7 —EREZHFEHLET,

mail.example.com> diagnostic

Choose the operation you want to perform:

- RAID - Disk Verify Utility.

- DISK_USAGE - Check Disk Usage.

- NETWORK - Network Utilities.

- REPORTING - Reporting Utilities.

- TRACKING - Tracking Utilities.

- RELOAD - Reset configuration to the initial manufacturer values.
- SERVICES - Service Utilities.

[1> services

Choose one of the following services:

- REPORTING - Reporting associated services
- TRACKING - Tracking associated services

- EUQWEB - End User Quarantine GUI

- WEBUI - Web GUI

[1> tracking

Choose the operation you want to perform:

- RESTART - Restart the service
- STATUS - View status of the service
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