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a3 VEEBODEME
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= 1:¥BEDELTE : Configuration Master & Web Security Appliance & ;&N
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ID/FES 7 0 7 7 A VOB E T2 3FRERC [ —F Z2FZ AR5 (Identify
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Y X2 UT 4 INA—T %7 (SGT) EHIZ. Webtx=2UT 4 7T T34 T A
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Policies) ]>[7 /v— 7 OfF% (Edit
Group) ]
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[Z/ N—7 Dtk (Edit Group) | X—Y T/ N—T %2R LIZGE. BB REOK
YD 500 HH LR RINER A, HUOZ V=T RESHLROEAIEL, 0
IN—T% [T 427 U (Directory) J#ZR~ 1 —/L FIZASL LT, B (Add) ]
REL ) v r$HE, [KRFHZNV—7 (Authorized Groups) ]V A MZIBIN
THZENTEET,

[7 77 ARY 2 — (Access
Policies) ]>[Webl B 27— =
Ve T = T RROBE (Web
Reputation and Anti-Malware

Settings) ]

SaaS 7R U ¥ — (SaaS Policies)

RBREA T Y 3 v O [EE e 2 — PRI & o T ShizSaaS—Hic 7'm v 7
k& H 739 % (Prompt SaaS users who have been discovered by transparent user
identification) 11X, FT7 AT L b 22—V ID BV R — M HRFEL IV LDER
ESNTEWeb X2V T 4 TTIAT UV ANERNRET 7747 AL LTE
SNTWVDLHBEDHAMIR D 77,

Configuration Master T ID/E 7 707 7 A L ZFHAT HHEEDE +

X2V T7

S4BT T I7AT U ATIDER T 07 7 A4 VEERT DT, FFEOT 754

TUADIKIZHEA ENDA T a vBbET, HexlE, EXa VT4 BHT T4 T A
EHEAL, WebtEXa2 VT 4 T I9A T VAT IR ESNT-MEOWeb X2 VT 4 T

FGAT A

Dary74Xal—rartR) r—2RETH58F 120774/ vE~v

IZe—RL, RIZHMDO~< B FEITRY O—2 BN 20ERH Y 97,

Web X1 T4 7TSAT7VRDER .
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B serzceptshcnsc comR

INEFTTDHEODOHFED1DE LT, T TS I7A T AZIDMNTa 7 7y A LDt >
ZERCL, 2D DRI v 7 7 A NVESRT DR O—2RETDHHERHY £, &
X2 VT BT T IAT UVARREEZLRTH L, ZNUODIDERAIT 77 7 AL L ID/
BM7a 77 ANESBT LR —IXHEBICHIBRS L, B0 9, ZoFEEFEHT
e, FETMLRETDOIMLERDY FHA, ZHFEAM (T77I74T7 AT L] O ID/
WAl a7 7 A T,

ZOFEOHE—OREIL, T 74N ORY —F X IDERBI T 7 7 7 A VR, A RET
HipbGm6TT, mExiX, D5V A FTEHAY v—% [defaultallow withauth | (ZF%E L, 5l
DY A FTiE ldefaultdeny) ITREL TWDHLAETT, TOHE, 77747 AT LD 1D/
WAl 7y ANERY =T T x I hOT < EIHERT A2 LERH Y £, AT
HO I 740 b AU —Z2ERLET,

WEENEICHEIESN TS Z L DFER

Configuration Master Z/ABH 3 2 RIZ, ZNDRAIND Z & &, ABZICBRIOBKIEN A *—
TR BERTAHEIICHESNTNDZ 2R LET,

OO, RO EHEFEITL TN,

GE)  BERMELZFFOEEO Web X2 VT 4 7774 T U AREUREYAX —IZEH Y K TH
NTWBERIF, &7 7747 U AEFMEICART 5 L 512, ABENC Z D DO FIAE SE4T
THILERHD F9,

A FR2—TILIZESN T BHERED LLER
ZFNENOWeb X2 UTF 4 TTIAT U ATHMMISNTWBIEEEN., ZOT 75T
AVBAEMT N TWNDAREYAY —THMEEIN TV BHEIELE — B L TCWAZ 2R L E
ﬁ‘o

)

GE) R 2HEEZFSEEO Wb EX 2 VT 4 7774 T U ANRURE~AX—IZEID B TH
NTWBERIF, &7 774 T U AEFEICART D L1 L, AR ZDF = v 7 25T
THRNLENRHD F9,

ATYT1 ¥X2 VT A FHT 7T T AT, [Web]>[2—T 4 UT 4 (Utilities) 1> [Web7 7T A T > ARAT —
4 % (Web Appliance Status) ] 23R L 9,

ATV T2 BEXAZ—HNRTDHWeb EX 2 VT 4 TTITAT UV ADLRFTZEZ ) v 7 LET,

ATV T3 [BEX= VT ¢ ¥ —E A (Security Services) | 7—7/VE TR/ a— L LET,

ATV T8 A X—=TMZENTNDTRTOEREOERESX —0T 77 4 7T, WIREIILTRNW L AMRLET,

ATY TS5 [h—E R (Services) ]FIDKEZ LI L £,

. Web X1 T4 7TSATUVRDER
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[WebT 7" Z A 7 A% —E X (WebAppliance Service) [51& ., [EHT 7 T4 T VA L TH—ERZRRL
F 952 (Is Service Displayed on Management Appliance?) ] #I28—F L TWALERH Y F7°,
« [6%t (Enable) ]=[iZ\ (Yes) ]
* [#%h (Disabled) ]38 X OV [ARF%E (Not Configured) =[x (No) ] F721% [#%) (Disabled) ]
NA=HHINFEEA, T2& 21X, TDA T2 3 % Configuration Master TR¥E CX FH AN, —&
WIEERENT, BEX—DRAT— X 2AZHRTIHZENTEET,

a7 4 X2l —Ta VDOAR—FIL, REDOTFA NTERENET,

RDRERY
HHMEREIZ DWW T DA F—TNVEBLIOT 4 =T VOREN—F L TWARWESIT, ROWT
NLEFEITLET,

« Configuration Master DX T DR EX AR LET, AT O (13 <—)
EERLTLIEEN,
* Web Security Appliance D Y4 i DEEAE A R — T NV ETIEZT 4 B—T M LET, BHEANE
Lo TE, EEROWRBIZEERE L5600 £9, BET DHEEIC VTR,
[ AsyncOS for Cisco Web Security Appliances User Guide] Z &R L T 72 &0,

DT SHEEDEMIL

Configuration Master Z i/ L TEXEZ AT 2EZ A X —7 M LET,

18 HHIIZ

AX=T T DMEEL T 4 B =T MCT DMBEZHERB L £ 77, A F— 7 /WZ ST DHERE
D (12~—2) Z2ZRL TSN,

ATV TN BXa VT A EHT T I7AT VAT, [V=T7 (Web) 1>[—T ¢ U7 1 (Utilities) 1>[EF =V T 1 H—
B AFoR (Security Services Display) ] Z3#R L £ 9,
ATy T2 [REOHE (EditSettings) 1227 U v 27 LET,
[Ex= U7 4 —EAERROMFEE (Edit Security Services Display) ]X— 12, 4 Configuration Master {232
IREINDLED—E I NET,
FIZ [/ L (NJA) ] EEREN TV BHEREIX. % @ Configuration Master O/N—3 g V CERTE RN &
EEWLET,
GE) Web 7 ¥ il LT EHINTVETA, ZIUL, Web 7R F I Web X7 o4 7
TIAT VATEHIN TN DT RX Y I A TOONTNNERTT2DICAMTR>TnD L
RRSNTWDHIDTY, Web 7mEx 2oL, Webtx =T 4 77747 AT
BlESNTe T _RTORY v —PEMEAIES,

ATw T3 ((TE) A L7\ Configuration Master |3FEFRIC L E T, FEB LOERICOWTIE, A LW
Configuration Master D7 4 Z—7 /L1t (14 X—2) LT Z &,

Web X1 T4 7TSAT7VRDER .
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. A L % L Configuration Master D5 1 £— JJL1t

AT T8 fEHTHERET AT —IZONT, AT HEMEEICHT D [IX (Yes) | T = 7Ry 7 A%RE
TR PUERR L E 7,

R OFFEMRRIZITFFICER L T ZS W (AR 47" 2 1%, Configuration Master /3 —3 = /(T
KoTRRVET) .

s FTUART LR E=R, AV E—FEMEHA LGS, T rE s N AR TE

AR AN
«HTTPS 7 %3, HTTPS 7 X 1%, HERY O —%2 BT T DH-DICA X —T T HHENH D £
ﬁ‘o

T T AN =LA TaXy TN—T =T 4T R =T HEEE Web X2V T o
TIIATVATT v FA M) —A Faxy ZA—FRMERATEL L IR TWALERH Y £
‘j‘o
ATw TS [#E (Submit) 1227V v 7 LET, X2V 74 V—ERAOREICIMXIZEEN, WebtFal T 47
TIAT UV ATHRESNIZARY =BT 56, GUUICREDEEA vy —URNRRENET, £
ZIRIET D 2 L MEFERGAIL, BT (Continue) 1 %27 U v LET,
ATYT6 [EXx a2V T 4P —EAFR (Security Services Display) ] ~— T, @BR L7=F A7 2 »OREIC 1T
(Yes) 1 EERRENDZ MR LET,
RT9T1 ERERFELET,

RDERY
cBNBREDT TITAT L AITK LT, TRTOEBENE L AEITEDIC/R>TVND Z
CEERLET, A X —TNVICENTWAEEDHE: (123—) 2R LT EEN,
AP DFKEWeb EX 2 VT 4 TTTAT AT, REY AKX T L THINC LT-HERE
E—ET DN AR TVNDL Z L 2R LET,

{$F L 72 L\ Configuration Master D7 « £— J )L 1k

] L 72\ Configuration Master Z &R L7RWE D125 2 &M TE £,
72720, 7 &t 150 Configuration Master XA N T 5 XLERH D £,

\}

(GE)  Configuration Master 27 4 T —7/LICT 5 &, FRICHTHTXTOBN, WIET 5 [EE
~ A% — (Configuration Master) | % 7 % & & C GUI B HIBRE L E T, % D Configuration
Master 2 9 2R EHH OB Y a2 7 I3HIBR S+, FEFE RO Configuration Master [ZF] W 4T 5
NTWETRTOWeb EX 2 VT4 TTI7A4T AR, HDHTHATHRNLD L LTH
TEENET,

ARTYT1 BXa VT A EHT T I7AT VAT, [V=T7 (Web) 1>[—T ¢ U7 ¢ (Utilities) 1>[EF =V T 1 H—
B AFor (Security Services Display) ] 23R L £ 9,

. Web X1 T4 7TSATUVRDER
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77 4 LamEATsoonE [

ATy T2 [REOHE (EditSettings) 1227 U v 27 LET,
AT w73 fEH L7\ Configuration Master (2% 5 F = v 7 7R v 7 2 &8 IRfEFR L £97,
ATy T8 BEHEELGFL, RIFLET,

MR 7AWV DHZEERT S -ODRE

¥ A7 LT ConfigurationMaster Z 92 L 9 B E SN TWADEEIX, YE5ET 7 A VAR
TOREBITONTWVET,
Z 9 TRWGEIE, RO THAT 2 FIEZET LT ZSV, Zhbid, SRR 7 A VR
7217 C72 <, Configuration Master D/ABIIZ b H I E T,

X2 VT HAEET T TAT U ATORREF T 4 Fa b—2a VEHROAME (

5—)
« Configuration Master D #J#i{t. (5 ~—)
* Web Security Appliances & Configuration Master O BJiEfF T IZDWW T (6 X—)

WebtXxal)T4 7TSATVAANDEEDLH

Configuration Master D /> Bf

Configuration Master CiX /& A fmtE £ 72151 AR — F L7k, TOFES, Configuration Master
WCBHEMA T O TS WebtF 2 VT o4 77 T4 T U A~RETEET,

Configuration Master /A9 5 HIIZ

Configuration Master % /A9 % &, % @ Configuration Master (2 BiHi {1 H 41T % Web 5 =
VT4 TTITAT VADBEGFORY) —FRN EEEXSNET,

Configuration Master % f]l L TERIE C& D3 EDFEMIZ DWW TIE, W75 E AR DR E
Q~=v) ZZHLTIZEN,

TRTOXEY a7

KRBT DHWeb X2 T 4 TTTA4T 2 AD AsyncOS 73— = (X, Configuration
Master D/N—2 =5V ERILTH D H, EITR THBMERER SN TNDE A= a »Th
HMENRHY FT, SMA Bk~ FY 7 X

o (FElDFH) HYLtE T Web Security Appliances % & B9~ % Configuration Master (D% &

2_—=) THMT L FIEIIENET,

« Configuration Master A5 L, AR ICEX T HHREN A X — 7 IR D L 91T DI
X, BEWeb X2 UT 40 TT7T7A47 28 ZHISH)ET % Configuration Master O F%RE
gL, REIUSCTEEZMAET, A F—7 /s TWAHimeokiig (12 ~—
V) . BIOWEIIS U TART 28O AZME (13 3—2) 22RLTEEN, ¥ —

Web t¥1)T1 7ISAT7URDER .
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. Configuration Master % 2\ % A

T N TTITAT LV ATHEIICENTWRWEEEDOREE AL TYH, 2 bOREITHE

MahEtA,

[d] U Configuration Master [IZHF| D B THNTWLEHMD Web ExX 2 VT ¢ 77747 L ATHR
ROBERNANTIR > TVDIHEIT. BT 7 T4 7 AR AT 2 BERHY £, £
NENDOABINHEEE N F DT> TND Z L 2R LT IEIN,

ABHFICHRHENTEREDOAR—BABTET A0, AFBHEOER R 21 2—) 2BHELT
<TEEV,

« ABRRMNC, RMELTHHEWeb EX 2 VT 4 TTIAT U ANBbar7 s F¥alb—vay
TP ANEREL T, AEESNEREIC L > THBENE U ESA I FEORELXE LT
HEHICLTEBEET, FFMIZ OV TIL,  TAsyncOS for Cisco Web Security Appliances User
Guide] ZZM LTI 2S00,

*WebtxalT 4 77 T7ATATaIy bLILEEITWeb 71 OFEHNLEIC
ROEFENFIL, Thaexa VT 0BT 7794 TV ANLARLEZEXICHL %y
OEEIHNLEIZRY FT, ZOHEIE, BEnRELET,

Web 70 OB LY, Web xR 2 U7 ¢ h—E TRl Ed, Web 7
0% U OFEENT LD EEOFEMIZ OV TIE,  [AsyncOS for Cisco Web Security Appliances User
Guide] @ [Checking for Web Proxy Restart on Commit] ZZM L T 7ZE0,

IDEBI T B 7 7 A MTHTBDEREATEH L, T_XTOT Yy Ra—RFEGEE %
HVENELCET,

RYZRES NI

KGO Webt X2 )T 4 TFTA4T AT AsyncOS L LT EIR, £OT7 7747
v A% 572 % Configuration Master & BEAT T 22 T AUX R B R2VGENRH Y £77,
« Configuration Master %, k7 > A7 L b 2 —H D BEL I N LV A EFEZ 700
Web X274 TFITAT U RTABRLIZHDD, [ID (Identity) V/[#AI7 w7 7 A v
(Identification Profile) | £ 7213 [SaaSA VU >— (SaaSPolicy) | CrZ7 LV AXT L |k 2—
PID ZERLTND L, ROL TR ET,

* [ID (Identity) V/[#%B~7" 7~ 7 A /L (Identification Profiles) ] DA, T L AT L
Y 2= IDIFENIRY . RV IT [RBIAEALE (Require Authentication) ] 47
Ta UBEBEIRESNET,

[SaaS7K VU o — (SaaSPolicies) |DHH, TV AXT L h 2—HFIDOA T v a v
T2 ROVICT 74V bOA T v 3 (SaaS2—WITHR L THRICT B % v
FRREZ ELR) MRS E T,

¢ RSA P —NFIZREINTWRWEEDO Web EX 2 VT 4 T I7A T AZEFX 2
TAERT T IAT VAN DL R > —%2NBT5E, EX=2 VT BT 7T
ATV RZE S TIRORAAT — 2 AEENEEFEINET,

e

[The Security Services display settings configured for Configuration Master <version> do not
currently reflect the state of one or more Security Services on Web Appliances associated with this
publish request.The affected appliances are: “<WWSA4 Appliance Names>".This may indicate a
misconfiguration of the Security Services display settings for this particular Configuration Master.Go
to the Web Appliance Status page for each appliance provides a detailed view to troubleshooting
this issue.Do you want to continue publishing the configuration now? |

. Web X1 T4 7TSATUVRDER
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Configuration Master & 43 .

“%%ﬁﬁLtEA RSA 4 — HIZHRESN TR Web X2 VT 4 7T T4 T A

CHAMEDLP R —ZZELE TR, INHORY —FT 4 B—T iz ENET, S
MP#_Aﬂ XEINTW2WGE, WebtX=2 VT 4 77747 A0 [SMHEDLP (External
DLP) | RX—VIZIIARENTZRY —RNERINERA,

Configuration Master O ID/z& % 7’0 7 7 A JLM X | Web Security Appliance O ID/Z53 707 7 A
F—L L

Kerberos ik % fif H NTLMSSP Z2:F £ 7= 1% Basic 321 % {#

Kerberos ?\Exgﬁi 7L: Ci NTLMSSP iy uﬂi%{iﬁﬁ NTLMSSP BN uﬂz ff'{iﬁﬁ

Kerberos 32:F. NTLMSSP 323k, F 7-1% Basic 7% | NTLMSSP Z&:iF £ 7= 1% Basic 32aFE % {#
FIE %

Configuration Master M 2B

ATy T

ATy T2
ATvT3

ATy T4
ATy S5

ATvT6

488 HREIIC
Configuration Master Z AR 2 A1IC (15 <X—2) OBEEREfLFEREZSRL TIZI VY,

X2 VT4 BET SIAT AT, [V=T (Web) |>[2—7 1 UT « (Utilities) |>[Web7 774 7T
v A~DUBE (Publish to Web Appliances) | 28R L %9,
[6T <EBREZABT 5 (Publish Configuration Now) ] %7 U v 7 LET,

T 74NV T [V AT LERDY 2 74 (System-generated job name) ] 2SEIRINTNET, HDHWIT
a—PEROY a 74 (80 LFUT) ZATTLET,

ZABA9 % Configuration Master % 3R L £7°,

Configuration Master DA E L7200 Web X =2 VT 4 77747 U A%IRIN L £7, Configuration Master
IZEID LB TOENTWDTRTDT I T4 7 VAR ELARHT 212, [HVEToNZT_RTOT 7 T4
7 > A (All assigned appliances) ] Z3#IR L 9,

Ey e

[VANNDOT FT7A4T 2 A%IEIRL T 72 S0 (Selectappliancesinlist) ] %8R L T, Configuration Master
WEIDEBTONTWET I IAT U AD— BaRRLET, REDARLELRDLT T4 7 L AZERL
i‘ﬂ‘o

[2ABH (Publish) 1%27 U v 27 LET,

[ZABHH (Publishin Progress) | \— VIZFRKR SNV DHREDORBR R N—E T XA MI, ARPIC=T —213%

ELTEZeZ2RLUET, MOYa THRBEARYOSHE, BERIFFTOY a THRETTHEFEITINET,

GE)  #ITHROYa TOEMIE, (V=7 (Web) ]>[—7 4 U7 ¢ (Utlities) 1> [Web7 77 A 7
A~DZAB (Publishto Web Appliances) | X—IC bR /RS N ET, [ABH (PublishinProgress) |
W27 7' AT IR, [EHBAT —Z ZDHERE (Check Progress) 1 %7 U v 7 LET,

Web t¥1)T1 7ISAT7URDER .
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. Configuration Master % % H /2B

RDBERY

NRAPIELSET L2 L 2R LET, AFBEEOZTR Q1~—Y) 2R LTS,
FERIZAR SN TCHANRE R ESNET,

Configuration Master % & B 2\ B

ATy T

ATy T2
ATvT3

ATy T4

ATy TH
ATvT6

ATy T1
ATv78

ATvT9

15 H B HEIIC
Configuration Master ZABRT 2 R1IC (15 X—2) OBHEBEREMHFLFERESRL TIZEI 0,

X2 VT EHRT T IAT AT, [V=7 (Web) [>[—7 1 U7 ¢ (Utilities) ]>[Web7 7747
 A~DZABE (Publish to Web Appliances) | #38R L £,

[VaTduaArYa—n3% (SchedulealJob) 15227 VU7 LET,

T 74N N T [V AT LAEKRDY 2 74, (System-generated job name) | 23BN I N TWET, HDHWIT,
2—PEZEOY a 74 (80 XFLLF) AT LET,

Configuration Master Z /A9 2 HIKFZ2 A1 L £ 7,

ZABH9 % Configuration Master 38R L %9,

Configuration Master DABHSE L 720 Web EX 2 VT ¢ 7774 7 L A %8R L £ 7, Configuration Master
WEID YU THONTNDTRTOT I ITA 7 LV ACHEEZAHT HI2IE, [HFIV S ToNTETXITOT 7SI A4
7 > A (All assigned appliances) | Z&IR L 9,

E

[VANNDOT T 74T 2 AR LT 7ZE0 (Selectappliancesinlist) ] %8R L C, Configuration Master
ICHD B THENTNDT T IA TV AD—EEFRLET, REODABMHEL DT 7T T v AEBRL
=S

(=15 (Submit) 127V w7 LET,

AV a— A ENTVWEYa 70U A ME, [T=7 (Web) ]>[2—F 1 U5 ¢ (Utilities) ]>[WebT 7
FTA T v A~DLE (Publishto Web Appliances) | X—VIZRRINET, A7 Va—ArInTnbHYa”r
EHRET DI, TOTa T OL4RIE ) v LET, RETOVa T EF Y AT DT, HIET D
THETAarE 7Y w7 LT, YVaToHREMRLET,

AT a— )V ST AL OZRICABNIE L E T LIl E2MRT 572012, BBEBHIZHT HREZ
EXE (DL F—78100) BT TEET,

GE) AT Va—NVSNIRRY a TRBET DN, 77 I7A4 T A% ) 7— ERET v 77—
FLIEGEIE, YadeBERATYa— VT O0ERH) £7,

RDEZRY

KNBANIELLSET L Z &2 LET, AREREOITR Q1~—) Z2ZRL TS,
FERIZAF SN o TCHANRE RSN ET,

. Web X1 T4 7TSATUVRDER
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aAvYY K342 428 —T x4 RIZ& % Configuration Master 0 /2 .

A RS4 0 423 —7 x4 XIZ& % Configuration Master 0D /2 B

N

GE)

Configuration Master Z/ABRT 2 R1IC (15 X—2) OBEBEREMFLFERESHL TIZEI 0,

X2 VT 4T 7T T AT, RO CLI 2~ > RZ&{# A L T Configuration Master 7> 5
EHEERHTEET,

publishconfig config_master [--job_name] [--host_list | host_ip]

config_master {X, ¥R — N 4TV % Configuration Master D/N— 5 T, ZDF—T —
RIXMZETT, job name 7L a2 VIEMEFIHE T, ME LB > G AITERINE T,

A7 a v host list 1% “%éﬂéw&t%;)7477747/X@TXF%itiw7
RLZDY A LT, ?'éfﬁbfa?ﬁ)ot A%, Configuration Master (2] W 4 THAL TS TRT
DFREA MIABRSIET, host ip A7 a ZiE, B~ TR > TEEDFARNIPT Kb
AEfRETEET,

publishconfig =~ > R I L7 2 & 24 21213, smad_logs 7 7 A V& ~E 3, [V =
7 (Web) 1>[=—7 « U7 ¢ (Utilities) ]>[Web77 FA T L AART—4 A (Web Appliance
Status) |ZBINTHZ LT, ¥X 2 VT 4 EHT 7 T4 7T 2 ADGUIN HABIERE KRN -
L EHRTHILELTEET, ZOX=UMb, ABRBREOZEMEZ TS Web 77T A
TURAEBRRLES, 72, [V=7 (Web) ]>[2—7 ¢ U7« (Utlities) ]>[/ABf (Publish) ]
> [/ABHJERE (Publish History) ]2k V| [ABAERE (PublishHistory) |~—JCideZ LA TE
£

PR 7 7 A4 ILABIZ K AR TED L

Vi 7 7 4 LB -

VR 7 7 A NVABRZHERA LT, BEEOH L XML 7 fFXal—ary 77 A4V %, o—
IV T AN ATEANLERGROWeb X2 VT 4 TTIAT AT v 2 LET,

JEEZ 7 A WA Z M H L CRE T Z2REDFEMICOWTIL, mYl7esE AR Kok E (
2RX—V) BEERLTLEIN,

LR 7 7 A VAR A FATT 2121E, WAL T IZE W,
[6F CEREL2BT S (Publish Configuration Now) 1]

188 BRI

AT Bar T A X a2 — gy RN=Ua i, ARET ST AT AD AsyncOS /3 —
Var L EMMENH D Z LR LE T, At~ Y 7 X
(http:/Avww.cisco.com/c/en/us/support/security/content-security-management-appliance/products-release-notes-list html)
ZZRLTLTEEN,
cBIIHEDWeb X2 VT 4 TTITAT AT, WebtFxaUT 4 7T T7A47T 2 ADRAF
DHREEAL T4 FXal—vary T4y 7T v 7 LET, dEHlic oW TIEL,
[ AsyncOS for Cisco Web Security Appliances User Guide] # &ML T 7Z2& 0,

Web t¥1)T1 7ISAT7URDER .


http://www.cisco.com/c/en/us/support/security/content-security-management-appliance/products-release-notes-list.html

Webt¥1)T4 7I54 7 RADER |
B 507008 (%548 (Publish Later) ]

ARTFYT1 T BWeb X2 UT 4 TFIFAT AN, A7 4FXal—ay 77 ANEREGFELET,

Web X274 77I3AT U ANbar 7 4Xalb—aly 77 ANVERFET D HIEIZOWTIE,
[ AsyncOS for Cisco Web Security Appliances User Guide] ZZf L T 72X,

RART9T2 BX2 VT4 BT T IA T ADY 4 RUT, [T (Web) 1>[=—7 1 U7« (Utilities) ]>[Web
TTTAT v ASDUE (Publish to Web Appliances) ] Z 34 L 97,
ATY T3 [T <SRELABT S (Publish Configuration Now) %7V v 7 L%,

ATV T4 T 75V NTIE [V AT LERDY 3 74 (System-generated job name) ] 2NBIRI N TWET, HDHWE
Yaz4 B0 XFET) EASHLET,

AT FT5 [ABT 5% E~ A% — (Configuration Master to Publish) | C. [#EiE~7 7 A /L 47+ =2 > (Advanced file
options) ] ZiEN L £7,

ATv 76 [ (Browse) |27 Vv 27 LT, FE1 CHRIEFLEZ 7 A VERIRLET,

AT TT [Web7 7747 A (Web Appliances) | K v 77X UZASMSL, [UANNDT 7747 2 A ZEIR
LT 7Z &V (Selectappliancesinlist) | E 721X [v A X —IZHID HTHN7=FXT (Allassigned to Master) |
BERLT, a7 4F¥al—var 77 AVORRELERDT FI5A4 T v AERIRLET,

ATw 78 [AB (Publish) 1227V w2 LET,

Visk 7 74 LB : [ B/22B3 (Publish Later) 1]

1R BHHEIIZ

BT a4 Xalb—v gy R=Va RN, AT T TA T AD AsyncOS /3—
Var L EMMENHD Z LR LE S, Bk~ Y 7 X
(http:/Awww.cisco.com/c/en/us/support/security/content-security-management-appliance/products-release-notes-listhtml)
BT TEEN,

c BIHRDO Web ¥ X2 UT 4 TTITAT VAT, WebtFXa )T 4 77 T7A47T 2 ADEF
DREZAL T A X2 —=Vay TrA/WMINy I T v 7 LET, FHMCONTIE,
[ AsyncOS for Cisco Web Security Appliances User Guide] # &ML T 72 &0,

ATy T1 TR BWeb X2 VT 4 T IATUANS, a7 4FXalb—ay 77 A NVERELET,

Web EX=2UT 4 TFIAT U ANLAY T 4 Xalb—ay 77 A NVERET D HECOWVTL,
[ AsyncOS for Cisco Web Security Appliances User Guide] ZZ&f L T 72& W,
ARTFYT2 ¥Xa2 VT 4 BHT TIAT VAT, [V (Web) 1>[—F 1 VT 4 (Utilities) ]>[Web 7774 T
Y A~DA (Publish to Web Appliances) | 28R L £ 9,
ATV T3 [VaTd kAT a—/NT5 (Schedulealob) %27 Vv LET,

ATV T8 TT7HNV TR [VAT LERDY 2 74 (System-generated job name) | BEHR STV ET, HDH W
Va4 80 XFET) EANLET,

ATV TS REEZANRTHAREZ AT LET,

. Web X1 T4 7TSATUVRDER
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| Webt¥aF4 7TS547 v RADER
INBEPLYC RPN 1. DET

ATYT6 [ABT 5% E~ AX— (Configuration Master to Publish) ] . [#L3EZ 7 A /L 47+ 3 > (Advanced file
options) ] ZIEIR L, KIZ[ZH (Browse) |27V > 27 LT, FlHI CHRIFLIEa 74 X2l — a3
T ANEERLET,

AT9T1 [Web7 7747 A (Web Appliances) | e v 77X YR RINS, [UANNDT 774 T 2 AZER
L TL7Z &V (Selectappliancesinlist) | £721X [v A X —IZHID B THAZT T (Allassigned to Master) ]
ZRIRLT, a7 4 X2l —ay Z7ANVDRREERDT TIAT L AZRIRL£7,

ATw T8 [AB (Publish) 1227V v LET,

NP ITDRAT—EREBEDRT

NE BRIEFIR

AP 2= VKB TEITENTY [[T=7 (Web) |>[—F 1 UF ¢ (Utilities) ]>[Web
RWABY a 7 DY A K TS TAT > A~DAR (Publish to Web Appliances) | %
B L, [REEHP DY a7 (Pendinglobs) |7 v a %
B LT 72 a0,

T TTAT v ATERBIZARE [[V=7 (Web) 1>[2—7 1 U7« (Utilities) ]>[Web
TR ED Y A b T TAT AAT —H X (Web Appliance Status) ] % i3
RU., AR E (Last Published Configuration) | @
HHaEZHR LTSN,

HAEBITHRORRY a 7OAT— |[T=7 (Web) [>[x—7 1 U7« (Utilities) ]>[Web
B A T 7T AT A~DLBE (Publish to Web Appliances) | %
BIRL, [ABADHEH R T — & X (Publishing Progress) ]
7 va R L TIEEN,

FTRTELF—HOT T IA T | AHBEORT 2B LTS,
AEHT BT AT E I HOR
B> = 7 O

NEHBEEDRT

AR EFTRT 5L ABRPICRAELEAREER S22 T —2F =7 L, RESNT
WAKSREL X —HF N T 5 A T U ATEHENMI 72> TV ABRED R —F A B E LY T5DIC
TsrbET,

ARTYTN BX2 VT A EHT T IAT VAT, [T (Web) 1>[=2—7 ¢ U7 ¢ (Utilities) 1>[ABHERE (Publish
History) ] Z3#R L £,

ATY T2 BHEDOY a 7L TELIZHEMA R RTHICIE, [Ya 74 (JobName) |FTHEDY a 74 %7 U v
7 LET,

ATY T3 FHMamERLET,

Web t¥1)T1 7ISAT7URDER .



Webt¥1)T4 7I54 7 RADER |
B xemnrosrL—ram

VAT DREDT T TAT VAT HAT =X ADFEME TR T DI, [FE (Details) 1V 7
7w LET,

[WebT 7 A 7 ZABADFEHT (Web Appliance Publish Details) ] ~<— YN FR S E T,
VAT DOREDT TTAT AT LM ER R T AL, TTIAT AL EI ) v LET,

[V=7 (Web) |>[=—T « VT ¢ (Utilities) |>[Web7 77 A 7 AAT —4 A (Web Appliance Status) ]
NR=URERRINET,

O » >
hREERT7Y TITL—FEE
B—DbX2 VT4 BT 7747 A (SMA) 2H LT, H#EOWeb X2V T4 77

FAT A (WSA) ZREHCT v 7 7L — K752 LN TEET, £ WSAILRZRDY 7 b
V=T Tyl L—REEATLIZLELTEET,

Webt X2 ) T4 T ITSATURADT YT I L—RKO—TEBEERT
COEX2 VT AEBRT I IAT U AO—T/bENTT v T 7 — R b —E R 2T DI
X, WOTFIEZFITLE T,

—TEBT7 YT L—FITRx—OryDEDIL

IR B
T T T L= RO—TEBEENIT IR, TXTOWeb X2 VT 4 TTFI7A4T
ANMBESH., HESFBVICEEL TWALERL Y 7,
c —TEHT v I —RFEZETEWeb EX2UTF 4 TFXIA4T AT LIz, AR —
TEBT v 77— REANNZT HRLERNH Y £,

A\

GE) CLITO—EBT v 7 L— FEAINCT DT, wREFEHL
\gzjqo

applianceconfig > services > [...]> Enable Centralized Upgrade

> Y

WU HIE X — N X 2 VT A BHT T IA T VAL VA =L ENTND Z & 2R
LE7,

ATV TN BXa2 VT 4T T T4 T AT, [FET 7747 A (Management Appliance) |- X— V& RINL, &
HIZ, FEREHEY—E R (Centralized Services) ]>[—JtEFHT v 77 L— R ~v3x— % (Centralized Upgrade
Manager) | Z&IRL £7,

. Web X1 T4 7TSATUVRDER
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EEHROEWeb X1 UF 1 7ISAFUAAD—TEET v T L— K y—ExoEm [

ATv T2 [REOHE (EditSettings) 127 U v7 LET,
ATv T3 [B%) (Enable) | A2 LF T,
ATy T8 BEREXFGL, RELET,

EENRDOEZEWeb X1 T4 FITSATUOARAAND—TEEBT7YvITITL—FH—EX
DFEY)
X2 VT A BT TS IAT VAT BB T v L — R~ =y 2HENC L%, Hx
DOEHNRWSA T tEHT v 77 L — R LT, Ty 77 L—R~vx—U v 4
VB WebBX a2 )T 4 T T IAT U AZBMTALENRSHY £,

ATYT1 ¥X2 VT A EBHT S I7A4 T AT, [EHET 7747 A (Management Appliance) [ X— T &R L, %
D%, EREBY—E R (Centralized Services) |>[EFx = U7 1 77717 A (Security Appliances) ]
EIRL 7,
ARTFYT2 Webtxa T 4 TT7ITAT U AEEZBMLTOWRWESE, £7ET v 77 L— RO—mHFHO=DT
TIAT U AEBINT D0EN S D56
a) [Web7 7747 ADENM (Add Web Appliance) 127 U v 7 LET,
b) [T 747 A% (Appliance Name) [ LN [IP 7 R A (IP Address) | 7F A K 7 4 —/L NIZ,
WebEXa VT 4 TTITAT LV ADERAL LB —T 2 A ADT T TAT AL EIPT RLAZATIL
£7
GE¥) [IP7 FLA (IPAddress) | 7% Ak 7 4 —/L RIZDNS 4% AN LT-HAETEH, [5F
(Submit) 1 %27 Vw7 325E, IPT RLRICEBRINET,

¢) [Centralized Upgrades (—itHH# 7T v 727 L— ) [ &R LT IZ3 0,

d) [#EpiDOHEST (Establish Connection) 1% 2 VU v 27 L £,

e) BHKGLRDT TIAT LV AQERET BT bO2—Y4H ERAT— RE AT L, [ DL
(Establish Connection) ] %7 UV v 7 L¥d,

GE) vl VEREREANTLE, BX a2 VT4 BT T IA T UANLYE— N TTIA4T
VANDT 7 A NRED DDA SSH F—0NESNET, v A ERIEFRIT Security
Management Appliance (ZPR1F S AL EH A,

[Success| A v E—VNX—=VDT—TNDEICERINDETHELET,

f) [Test Connection] %27 UV v 7 L7,

T—=TNDLEOT A MNEREHEGR L E T,

g) [ (Submit) 1#27V v 7 LET,

FIEFIZT v 77 L — RFO—EHEHNILENG, BEAROWeb X2 VT 4 T T4 T ADY R
MZEBINT2 WSA T L2, ZOFRIREZEED R L ET,

Web t¥1)T1 7ISAT7URDER .
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B wsa7oos—romiresyon—k

ATvT3

ATv74

ZOEBEMET TITAT L ADY A MIBEFEDO WSA T v 77 L— RO— 1t AT HITE, K’
DFMEAEETLET,
a) Webtx=aUT 4 77 I7A47 0 ADL4HIZ7 Uy 7 LT, [WebtF=UT o4 TFTA47T 0 ARED
fmtE  (Edit Web Security Appliance Settings) | X— V%P £7,
b) [WSA £EFE MY —1 2 (WSA Centralized Services) | 77 > a T, [~ EBHET v 77 L—K
(Centralized Upgrades) | Z&&R L £ 77,
c) [fF (Submit) 227 VU2 LET,

Ty 77— RFO—tBBEANTLHWSA ZTEIZ, ZOFIHZ#HEVIRLET,

EHERGFLET

RDBRY

BEKIRT 774 T ADY A MA~OBMFEBIONY R NOFREFIEOFMZONTIE, &
HXRT 774 T ADBINZOWTESR LT EEN,

WSA7Y S L—FKFDREREADO—F

&

ATy T2

ATvT3

ATvT4

ATy TH

X2 VT AERT T4 T AT, [Web]X—V%EIRL, [2—TF ¢ U7 ¢ (Utilities) |>[—JcEHT »
77— K (Centralized Upgrade) ] Z8R L ¥7°,

T T — FRICETGRBIREINET FS5A Ty RAE, ToTF T L—R XAF—ZANRT 2 FENET,

[—LEBT » 77 L— K (Centralized Upgrade) | " X—Y T[T 7 I7A T ADT v 77 L— K (Upgrade
Appliances) | RZ %27 U v 7 LET,

T T L— RWATRER T RTOEHERR WSA N A R ERET,

U R R CARIONNCH DRy 7 AeF =y s LT, ToT I/ L—FF 38 WebtXalF 1 77IL4T >
AZBINLET,

[#vrv—K 7% —FK (Download Wizard) | £72I1X[# Vv m— RKRBLUA VA =L 7 4 HF— R
(Download and Install Wizard) ] DWW hmna 7V v 7 LET,

Hoyroma—R 4 F—=RTEH, BRLEWSAIKY Va0 —RT57 v 77 L— R Ry r—Uh@RINTE
T, SOBRMEES U a— RERTT, #0b, KYAT AL T a— K LISy r =Pk A A h—
ML, BRERETEET,

Foyoa—KRBIXUOAS VA=V P—=FRTIE, FUuru—RTB37 v 77 L—RRXur—U @R L
7~ WSA~DHIE A V2 F— L ZRIRTEET, AU A M=%, E AT LTHBNICHES SN ET,

EE L7 4P — RO [T v 77 L— ROEFS (Fetch Upgrades) | — U NFRINET, 2R L7- WSA
THHAIBER T _XTOT v 77 L— RPREGEINTGEIL (WSA~ MY v 7 A0 [RAT—H A (Status) ]
SN TRIHFTREZ2 T v 77 L— ROEAGN5E T LE L= (Completed Fetching Available Upgrades) | & &7
ENB) [k~ Next) 1227V 7 LTHATLET,
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ATvT6

ATy 17

ATvT8

ATvT9

wsa7 v 75 L—rogiResova—k I

[(FIHFREZ2 T v 77 L — R (Available Upgrades) ]~— 3 Cld, SR L7 WSA Z LICRIHATRER T v 77
L— R ELVRIRRTRTY R MESNET, HIHICERS DEFTEEIRL, R~ (Next) |27V v 7 LE

7

4P —=FRD[T v 77 L— RO (Upgrade Selection) |~<— " TlL, WSA Z LIZEINL=T v 77 L —
ROBHME~ R v 7 ZPRENET, WSA ZEICHMDT v 77 L— R ELREF v L, [k~
(Next) 1227V vZ7 LET,

[~V (Summary) |X—IZ, BRLIEZWSA LT v 77 L— R EN R EOBERFERNY 2 hShE

T (K~ (Next) 1227 V27 LT, U —REfiTLET,

WSA Bt AT —H A7 EO—HOX U a— R Fou 7 ilfHEE, [LE=2— (Review) ] X—IT# WSA

DHETra—R AT —=ZZADY A MPRREENET, ¥V rn— KOG (Begin Download) 1 %7 U >

LT, BIRLESEWSANT v 7 7L — R Ry r—Ua Xy ra—RNLET,

[—EEHT v 727 L — K (Centralized Upgrade) ]-X—IZi%, Vet A2EEZB UL XV a2 — K AT —
ZANEMPERENET,

RDBERY

[T ru— KU 4% —1F (Download Wizard) |- ZOFINEDHIDIZZDRZ %7V v
L7ZAlE, Forn— RO TRIZ, [Web]>[2—7 4 U7 4 (Utilities) ]>[— o4& H
7 w77 L — R (CentralizedUpgrade) % #IRT 257, E72ET7 7 0% U4 FUd~—
VHEHIARSZ s )y 7T HZ LT, [~EBT v 77 L— F (Centralized Upgrade) ]
NeVEEHLET,

Ty T T L= RARERTRTOFHEGRWSAD Y X MIMA, [~ aEH-Y v 77— F

(Centralized Upgrade) |"— Y DORIO® 7 v a rTlET v 7T L— R X r—URE
22— RFENTNDLTRTOWSARY A FINET (= M) LR RINTNDH A
WAL HI V7T HE, TOWSANLA Y B— RENTT v 7T T L— KRy r—
VEHIBRTEET) .

WHOTH, 2OV RRNTLIOEZITELED WSA 28R L, TDH%, [{ A b—L T 4
#— K (Install Wizard) 1 %27 V> 27 LT, ¥urar— RSN T v 77 L—R Ry r—
VOB LKA WSA~DA VA M=V ZBIGTEEST, WSATA VA N—ADNETTDH
L. FRPABEEBSNET, 20U 40— FOEMAFEOFHEMIZOWTIEA VA h—b
U4 P—= KRR (26 2—Y) 2B LTIEE,

[ —RBXOA VA =/ 7 0¥ —F (Download and Install Wizard) ]- Z ®FIE
DNDIZZDORE %7 Y 7 LIEGEIX, ¥V e —RORETRIC, 7y 77— RO
A A= ANHBICHREY T, 20T BB RAOFEMICONWTIE, A A= T 1
PF—FROFEH 26 X—) ORT v 7 2LUBEEZRL T I, A VA N—LRET
T5H L. WSA NEEE L ET,

Web X1 T4 7TSAT7VRDER .
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Webt¥1)T4 7I54 7 RADER |

AR =L D4 F—FDER

ATy T

ATy T2

ATv7T3
ATvT4

ATy TH

Fyra—RBIXOS VA =T atA0—E LTHEBIMIIT I D E I NICERRL A v
A M= D 4P = REBRBETIHA, $RE3T7 v 77— R X r—UREyre—RFEn
oMW, FEA VA P—=AENTHWARW L DLLED WSA 238410 % [~ oEH T v 7/ L— R
(Centralized Upgrade) ] X— T [A A b—/L U ¢ #—F (Install Wizard) | HRZ %7 U v
7 LIS, IROFIAICESTA VA M—VERELET,

HNCF o= RLET v 77— R Ry r—V% A VA =L T 554

a) [—EEY v 77 L — K (Centralized Upgrade) ] ~— D [# 7 m— RN L7z AsyncOS 73— =5 D
Web 777 A4 7 A (Web Appliances with Downloaded AsyncOS Versions) ]t 27 > 3 »  THJD WSA
FERLET ((Web]>[2—T 1 VT ¢ (Utilities) 1>[—tEHT v 77 L — K (Centralized
Upgrade) ])

b) [f> A= D4 ¥—F (nstall Wizard) |27 UV v 27 LET,

U4 = RO [T v 77 L — KOUEfi (Upgrade Preparation) ] ~<— T, R L7z WSA Z L IZREFATL
ES

e WSA DHAEDRED NN 7T 7 at—%FDV AT LD configuration 754 V7 MUICREFET 55
Bl [Ty 77— KT 5RNZBEDRE % configuration 7 « L' 7 ~ VIZER{F9 5 (Save the current
configuration to the configuration directory before upgrading) ] %4 2L £7,

o« [BAEDREE Z /17 (Save current configuration) | 47> a V34N> TCWDEGEA, [RET 714 /V
WD /2T — R%&[Z9 (Mask passwords in the configuration file) | 24 N L TRy 7T v 7 a b’ —K
DHIEDOT XRTOWMRNNT T — R~ A7 THENTEET, [EEDTZ— R (Load Configuration) ]
av U RNE, YA ERRT—=REH LAY 77 7 77 A NOfF— R TE VR
WCHER LT ESN,

« [BRAEDORE % R1F (Savecurrent configuration) |4 7> a U NA NI > TWBEE, [T 7 AV E A—
JVTE(E (Email fileto) | 7 4 — /v RIZ 1 DU EOBFA—NV T FLAEZANTEET, AILEEA
TRLRAIL, Rot T v TRET7ANDA—RNEF AL TEEINET, W~ TEHOT K
VA& XEIY £,

Next] 27 U v 27 LET,

[7 v 77 L— ROWE (Upgrade Summary) ]-3—(21%, BIR L7125 WSA O T v 77 L— KO #efilg
MYARNENET, K~ (Next) 1227V w27 LT, V4P —KREHITLET,

PR AT — R AR ED—HDOT A A Fx v 7ICkE, [LE2— (Review) ] S—TH WSA DA A
M=V AT —=HZA2AD Y A MPRREINET, =T —PERINTWNDET A AEHEIFRTEET, [~

A M —/LDBtE (Beginlnstall) 1227 Y v 27 LT, BRLIEK WSA~DT v 77 L— R Ry r—T0OA
YA b=V ERIRLET,

AVA M= AT = AERPE RSN [~ EBT » 77 L— K (Centralized Upgrade) | ~— IR
D iTO

GE) K WSAF, A1 A= NVORETHEHICHEH INET,

. Web X1 T4 7TSATUVRDER
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\}

Web t¥217 ¢ 7T54 72202 F—420%% I}

RDBERY

G¥)

Flo. WSA HIEDLGURNCA Vo a— KLy 5 —V DA VA N—F%F7352 L4 T
xFT, OFV, Auru—FRENET v 7L — KRy =%, WSA LD [V AT L%
B (System Administration) ]>[> A7 A 7 v 727 L— K (System Upgrade) ] X—IZ [ A
F—b (Install) | ARFZ & EHICY XA FSNET, FHMIZOWVTIEL,  [Cisco Web Security
Appliances = — A R] @ AsyncOS L tEFX 2 VT 4 h—ERXR a L R—R DT v 77
L— RBEOEHICHET 232 2L T Eawn,

Web2Xa1l)T4 PTSATUVADRT—2ADERT

Web 7 JS5SAT72UORRT—RADBEDERT

[7=7 (Web) |>[2—F ¢ U7 ¢ (Utilitics) ]>[Web7 7T T A AF—% % (Web
Appliance Status) | X—IE, BX 2 VT 4 BHEHT 7T 47 AR I TN D Web EF =
VT4 TTIAT o AOMBEEREELET,

[Web 775 AT A AT —4 A (Web Appliance Status) ] ~X— 3 1Z1&, #55 SHLTUV 25 Web
X2 VT A TTITATUADV AR, TTITAT AL, IPT KA, AsyncOS /3— =
V. BRICAHENTCRERR (—H, YaTdh, ardaFal—rarn—Yal) |
AT E /IR IS TVWD X2 T4 =20, BIUEHR L TWDHT7 77
AT AR (K 150) L& bICRRFENET, BETA ad, #7774 7
YAD N OIEREPBERZ EERLTVET,

BcOWebtXa1l)T4 PTSATUVADAT—RADRT

(77T A7 v ART—42 A (Appliance Status) ] ~— V2L, B SN TNWDLET 7T A4 T
ADIRRENFEMIC R R SNE T,

[Web 7 7 F A7 v AAT—H4 A (Web Appliance Status) ]3— 2 TEHM R Web ¥ 2 U T 4
TTITAT VADHMEFR AT HIE, TTIAT LV ADLRTE IV v 7 LET,

AT — A AERE LTI, B ESNTWA Web X VT 4 7754 T 2 AT 5 —ikE
W, EINOLORAEINTZRE, AFBERE, WEX—DRAT—Z AR ENRHD £,

GE)

RRTHEART =5 B DO, EHERE R~ LS5~ 2L OHTT,

Web t¥1)T1 7ISAT7URDER .
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B w7547 2 25—5 208

A\

GE)  WebtXx=UTF 4 77747 L AD Acceptable Use Control Engine D&/ 3—7 3 V73, ¥ =
UFAEHT FIAT LV ADN—=T 3 =B LARWESIT, BEA vt —URERENE
To ZOYV—EANRWeb X UT 4 TTTAT AT/ >TWDED, ZITFEL
WA, [l (NJA) ] EFRRENET,

Web 7 7SA 7R RT—H2 ADEEH
TONR—TUOBHOIFLEAET. WebtEX=2UT 4 T34 T ANLEEINET,

X2 VT AT —H AR B, T IA T RET L, YU TAES, AsyncOS
DAR—=T g EVRH, AsyncOS DA A b—/L A, KA M)

RENRIERE (ABRAKRE, a4, ar74Falb—rarn"—Yar, ARDORER,
o—F)

ELTICEAT SN T — FEE ORI 7 &, PREFRILR—T 4 VT DAT—H A
Web BEXa VT 4 T7T7A4T LV ADEERRDO AT — X A (FEEDAN /> T DH
EIOM, HREF—D AT —H )

EHRRE XOEEMOT 77 A 7 2 AD Acceptable Use Controls Engine 1 /3—3 5 >
WebX=UT 4 777472 AD AnyConnect X =7 EE U T 4% E
ZDOWebtFXaUT 0 T7T7A47T 2 ADEEES #1172 Cisco Identity Services Engine (ISE)
P

WebtX=2UT 4 TTIAT L ADTOFUHRE (Ty7ARN)—A TuftroF
@ HTTP 7R— |)

« FAEY—E A EHR (—X, AFX—LA, LILA V—F VA RTUANT LY ha—H
ID DY R—bOFE, BIALCKMLIZIBEDO NTF 7 4 v 7 OT vy 7 £ 35

Evh WebtxalT 4 77 I7A4T LV ATHRAELTRFTOBRELEN [Web 7T T T7AT VA AT —
4 A (Web Appliance Status) | X— VKBS D ETIZ, O DLIENBY ET, 77—
2 HETICEHT DI, [T —FDOFEH (RefreshData) |V 27 %7V v 7 LET, =D
BADAB LTI, T—ABRREIC) 7y v a SNk~ L TWET,

URLAZ T3 £y FOEFHOERFLS I VEE

VAT T Web DMEHRAZEHT D12 DICHAMER STV D URL 7 T U ZHf OARREIC
HEFF3~ 5729121, Web Usage Controls (WUC) @ URL A7 2V & FZRHTEH L ET,

FI7FNVRTIE, Web X =2UT 4 7TFIFAT AN URLAT Y ¥y hOEH% Cisco 7>
LHEMICFY Y e —RL, X2 VT 4 BET TSI T VAR OEHE2EERIGO

Web &2 UT 4 T7T7A4T 2 ANSESUNICAHBICZELET,

IS OFEFIIMEORERBLIOT 94 TV AOMEICEE S 52 A AN HAD T, =
AT Y L C B2 ISR 2 LR H Y £97,

. Web X1 T4 7TSATUVRDER
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WL 5Ty v roEHIzLsEE0ER [

PATFOZ E&2FEMLTLIEEW,

URLA 73U &y FOEFHICKHIEEDERE
URL 773V &y FREFHF NS L. Configuration Master DREFF DR Y > —OEMENZEALT
L AREMED B U £,

URL 77 AV & b OFFRIERICLIE L 72 2 QO BEFRIZOWVTIE, BN ST
W2 U 27T, [AsyncOS for Cisco Web Security Appliances User Guide] ¢ [URL Filters] D
@ [Managing Updates to the Set of URL Categories] 77 > a > &L T 723w, 73V
IZ2W T, R C#ED TURL Category Descriptions] CTiiBi ST\ ET,

URLAZT73Y) £y FOEFHICEATIBHELIVT 53— FDRIE

ZIERR BRIEFIR

URLBZT AU &y FOBEHFD |Cisco 2> T2y ¥xXa VT 4 77747 AT Dl
FrhiE R (URLW 72 &y hOEHICET Bilma 1) 2%
DIFE TS A T v 7L TLEI N, Ciscol@ it —E A
ZZLTLITEEN,

URLA 7 IV &y NOBEHN|[EFET 7T 47 A (Management Appliance) [>[ AT L%
BEFORY —REICEET |# (System Administration) |>[7 7 — & (Alerts) JWZFEEIL .
G507 7 —h [AT L (System) | 7 TV CEELXLVLDT 77— hesx
BTIHLOICHESNTWLZ AR LET, 77— hZ
DOWTOFEMIZ, 77— FOFHEZZRLTIIZEN,

FIRELFEREINATIVDT I4IL FEREDIEE

URL 7 3V &y hEFEHTIHENI, URL 74 NVZ Y TEITHORY —DFHRELT TV
=V EINTEHITIVICT 74V FOEWERIRET D50, ZNONT TIZERE I LTV D Web
X2 VT TTITATUVANLREEZA VA= T HLERHY 97,

FEHIIZ DWW T, TAsyncOS for Cisco Web Security Appliances User Guide] ¢ [URL Filters| @
# D [Choosing Default Settings for New and Changed Categories] &2 * 2 > £721% Web ¥ =
VT4 TTIAT o ADF L TA » ~VTH2BRUTIEE,

URLAT3) £y FOEFHFEIZKRYD—EID/EMNTOT7A4ILDE
€ & TR

URL A7 3V 2y FOFEHICE-T, RO2FEOT I— N MY H—EnET,
e T AYDEFEIZONTDT 77— h

Web t¥1)T1 7ISAT7URDER .
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Webt¥1)T4 7I54 7 RADER |
. Application Visibility and Control (AVC) DFEFi

AT AVDOERICE > TEHEINZ, FFT 48—V INERY =IO THOT
7—h

URL AT 3V &y hOAERIZETLT 77— baZE LLEIE. BEFOURL 7 IV IZHED
KUY =L DT a7 7 A VDRF|&FHERY P —D AN EMIZ LTS Z L 2MERLT
<TEEV,

HEED LR T OFEMIZ OV TIL,  [AsyncOS for Cisco Web Security Appliances User Guide ]
@ [Responding to Alerts about URL Category Set Updates] # S L T 72X 0y,

Application Visibility and Control (AVC) (DEH

SMA IZEFSHRDO Web BX 2 VT 4 T IA T LV ADELITIEET D AVC =0 0 D/R—
VarEaBEmICERLET,

A4 FXa2aL—2a BB EOBED S IV a—
T4

[E%E ¥ X2 — (Configuration Master) 1>[ID (ldentities) V73 2 O
7 7 1 JL (ldentification Profiles) 1(Z[Z/)L— 7 (Groups) 1HBRTRSHn
g A

R

[V=7 (Web) |>[%E~ AH¥— (Configuration Master) ]>[ID (Identities) )/[fB!~7"' 2@~ 71
)V (Identification Profiles) DR U v — AL NR—= v T DERN—TV T, [EREINT=I7N—T
& 22— (Selected groups and Users) ]IZ[Z /v —"" (Groups) |4 7'V a U BNFERINEHA,

Ja—vay
BEDOWeb X2 VT 4 T IT7A4AT U ARDLLE. [*y FU—2 (Network) ]> [#%i

(Authentication) ] D45 WSA T, [F] CAHTD LV LIIH LTI RTOBENF—TRWVIRDY |
FTRTOWSA TLLVLAN—ETHDLZ EaMRLET,

EYb BEWSAIZOWT LIV ALZHERT HIZIE, [V (Web) 1>[—7 1 U7 ¢ (Utilities) ]>
[Web7 75 A7 v A A7 —4% A (Web Appliance Status) [IZBEILC, &7 774 TV A4 %
7V w7 L, Sl—YOTFHECTCAZa— L LET,

. Web X1 T4 7TSATUVRDER



| Webt¥aF4 7TS547 v RADER

[2E~ X2 — (Configuration Master) 1>[7 % X 7R!) — (Access Policies) 1>[Web LE 17— 30 &TILI T 7HREDHRTE (Web
Reputation and Anti-Malware Settings) ] R—C DFRENEE L IFEH D

[£% %€~ X2 — (Configuration Master) 1>[7 %7 X 7R1) — (Access

Policies) 1>[Web LE 27— 320 &7 LD T 7XRDEXE (Web

Reputation and Anti-Malware Settings) | X—C DHRENETELITELG D
Flfﬁ%

Configuration Master @ [7 7 &£ A R Y 2 — (Access Policies) 1>[Web L' a7 — 3 &< /b
7= 7 XKD TE (Web Reputation and Anti-Malware Settings) ]-X—312, Web L E =7 —3/ 3
Y AATOLEWVERESY VY = TRRAF v = VU RBIRT DR S ESh
HARENFERINERA, 700, WebtF a2 UTF 4 77947 AT HEEHEX2Y T ¢
EEHALTWAGEEICINLDORENETENET,

Vi)ai—3ay

ARE/e A7 g iE, [P=7 (Web) [>[2—F 1 U T ¢ (Utilities) 1>[EF =V F 4
P — B AFR (Security Services Display) ] C. Adaptive Security 3% @ Configuration Master (Z
LU TEIRSNTWDENE I NITL o TERY £,

BRELMHEBD S TN a—TFTa2T
fE1RE
REXNFHTEET A,
Y )a—vay
[V=7 (Web) ]>[—7 ¢ U7 ¢ (Utlities) |>[Web 7 7747 2 AAT—4 X (Web
Appliance Status) | ~— VAR L ET, ARNKET2HAITKDO LY TT,

* [Web7 7T A7 A% —¥E A (Web Appliance Service) |FIDAT—H A & [EHT 77
AT VA ETH—ERAEZRRLETN? (Is Service Displayed on Management Appliance?) |
FIDAT =2 AL DRICA—ERH Y £,

c WG DOFIT, BWRENAZITRSTNDHDD, ST HHREF—2 T 7 7T 4 712> T
AL WIRGINRLE) .

« Configuration Master D/X— 2 725, Web X =2 VT 1 777 A7 L AD AsyncOS D /3—
Varb—HLTWALIMERDD £, H\I— 3 D Configuration Master 7> 5 1 L\
N=2aDWebtFa VT4 7T TAT7 AT LTAREIT) &, WebtFx=2U T ¢
T TAT v ADFTED Configuration Master DFXE & —E L TWRWGEIZIE, BRI K
WMTrBENRHY £3, ZOREIL, [Web7 7747 2 AZXT—4 A (Web Appliance
Status Details) | X— IR —ENALNRWGEAETHERETHZENHD 3,

ROEE
« ARREREDR R (21 RX—)
« A X =TSN TV DHIERED IR (12 X—2)
« AR DEREEO AL (13 =)

Web t¥1)T1 7ISAT7URDER .



Webt¥1)T4 7I54 7 RADER |

SEARKRBD S TN a—TFa0Y

ol

. Web X1 T4 7TSATUVRDER



	Web セキュリティ アプライアンスの管理
	中央集中型コンフィギュレーション管理について
	適切な設定公開方式の決定
	中央集中型で Web Security Appliances を管理する Configuration Master の設定
	Configuration Master を使用するための重要な注意事項
	使用する Configuration Master のバージョンの確認
	セキュリティ管理アプライアンスでの中央集中型コンフィギュレーション管理の有効化

	設定マスターの初期化と設定
	Configuration Master の初期化
	Web Security Appliances と Configuration Master の関連付けについて
	Web Security Appliances の追加と Configuration Master のバージョンとの関連付け
	Configuration Master のバージョンと Web Security Appliance との関連付け

	公開のための設定
	既存の Configuration Master からのインポート
	Web セキュリティ アプライアンスからの設定のインポート
	設定マスターでの Web セキュリティ機能の直接設定
	設定マスターで機能を設定する場合の SMA 特有の違い
	Configuration Master で ID/識別プロファイルを使用する場合のヒント


	機能が常に有効化されていることの確認
	イネーブルにされている機能の比較
	公開する機能の有効化

	使用しない Configuration Master のディセーブル化

	拡張ファイル公開を使用するための設定
	Web セキュリティ アプライアンスへの設定の公開
	Configuration Master の公開
	Configuration Master を公開する前に
	Configuration Master の公開
	Configuration Master を後日公開
	コマンドライン インターフェイスによる Configuration Master の公開

	拡張ファイル公開による設定の公開
	拡張ファイル公開：[今すぐ設定を公開する（Publish Configuration Now）]
	拡張ファイル公開：[後日公開（Publish Later）]


	公開ジョブのステータスと履歴の表示
	公開履歴の表示

	中央管理型アップグレード管理
	Web セキュリティ アプライアンスのアップグレードの一元管理を設定
	一元管理アップグレード マネージャの有効化
	管理対象の各 Web セキュリティ アプライアンスへの一元管理アップグレード サービスの追加

	WSA アップグレードの選択とダウンロード
	インストール ウィザードの使用

	Web セキュリティ アプライアンスのステータスの表示
	Web アプライアンス ステータスの概要の表示
	個々の Web セキュリティ アプライアンスのステータスの表示
	Web アプライアンス ステータスの詳細

	URL カテゴリ セットの更新の準備および管理
	URL カテゴリ セットの更新による影響の理解
	URL カテゴリ セットの更新に関する通知およびアラートの受信
	新規または変更されたカテゴリのデフォルト設定の指定
	URL カテゴリ セットの更新時にポリシーと ID/識別プロファイルの設定を確認

	Application Visibility and Control（AVC）の更新
	コンフィギュレーション管理上の問題のトラブルシューティング
	[設定マスター（Configuration Master）] > [ID（Identities）]/[識別プロファイル（Identification Profiles）] に [グループ（Groups）] が表示されない
	[設定マスター（Configuration Master）] > [アクセス ポリシー（Access Policies）] > [Web レピュテーションとマルウェア対策の設定（Web Reputation and Anti-Malware Settings）] ページの設定が想定とは異なる
	設定公開失敗のトラブルシューティング



