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<?xml version="1.0" encoding="IS0O-8859-1"?>
<!DOCTYPE config SYSTEM "config.dtd">
<l-=
XML generated by configuration change.
Change comment: added guest user
User: admin
Configuration are described as:
This table defines which local users are allowed to log into the system.
Product: M160 Messaging Gateway (tm) Appliance
Model Number: M160




cugsnsomm [

Version: 6.7.0-231

Serial Number: 000000000ABC-D000000
Number of CPUs: 1

Memory (GB): 4

Current Time: Thu Mar 26 05:34:36 2009

Feature "Centralized Configuration Manager": Quantity = 10, Time Remaining = "25 days"
Feature "Centralized Reporting": Quantity = 10, Time Remaining = "9 days"
Feature "Centralized Tracking": Quantity = 10, Time Remaining = "30 days"
Feature "Centralized Spam Quarantine": Quantity = 10, Time Remaining = "30 days"
Feature "Receiving": Quantity = 1, Time Remaining = "Perpetual”

-—>

<config>

CLEZEDO S DEMH

WDOFR T, CLIEA o ZICiEkIN s et iR i2 s LET,

® 4:CLIEE DY O#EHER

et Bl

Timestamp | /X1 | A3 E(E S 72 HEZ,

PID O RBRANENTEHEDOCLIEYy a7t X 1D,

Message | XA vt —1%, ANENZCLIL2~> R, CLIES (A==a—, UX KR |
BIUOERRENEZ T 7P FTHER SN ET,

Bl

WD CLI %A v 7 OfliL, who 3 X U textconfig CLI =~ > K23 A7) & 417z PID 16434 O
ZRLTHNET,

Thu Sep 9 14:35:55 2004 Info: PID 16434: User admin entered 'who'; prompt was
'\nmail3.example.com> '

Thu Sep 9 14:37:12 2004 Info: PID 16434: User admin entered 'textconfig'; prompt was
'\nUsername Login Time Idle Time Remote Host What\n

\n

admin Wed 11AM 3m 45s 10.1.3.14 taill\nadmin 02:32PM Os

10.1.3.14 cli\nmail3.example.com> '

Thu Sep 9 14:37:18 2004 Info: PID 16434: User admin entered ''; prompt was '\nThere are
no text resources currently defined.\n\n\nChoose the operation you want to perform:\n-
NEW - Create a new text resource.\n- IMPORT - Import a text resource from a file.\n[]>

FTP H—/\ OS5 DEA

WDF I, FTP r— " u sk SN etEme~ L £9,
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& 5:FTP%—/\ 07 O#fictHER

et

BLL]

Timestamp

ISR IREEE ST REA,

ID

Hlt ID, FTP £t Z & ORIME D 1D,

Message

g o R DAyE—U I a 0t el T ANVDAT—H REFR, FT-
I FTP Bl (no/ 4>, 7Ty 7u—R, Fura—K, gr7vrzd) |
AN/ i

Bl

RO FTP r—" v 7 OFIZiE, #He (D:1) Bk TnWET, EEEROIP 7 KL AD
1EN, 7274 E8ET 4 (Z7ANDT v u—ReXuro—R) BXUn 770 havrEn
TWET,

Wed Sep
Wed Sep
Wed Sep
Wed Sep
Fri Sep
Fri Sep
Fri Sep
Fri Sep
Fri Sep
Fri Sep

HTTP 045 D& A

O o o

foe]

10
10
10
10
10

18:03:06 2004 Info: Begin Logfile

18:03:06 2004 Info: Version: 4.0.0-206 SN: 00065BF3BA6D-9WFWC21
18:03:06 2004 Info: Time offset from UTC: 0 seconds

18:03:06 2004 Info: System is coming up

08:07:32 2004 Info: Time offset from UTC: -25200 seconds

08:07:32 2004 Info: ID:1 Connection from 10.1.3.14 on 172.19.0.86
08:07:38 2004 Info: ID:1 User admin login SUCCESS

08:08:46 2004 Info: ID:1 Upload wording.txt 20 bytes

08:08:57 2004 Info: ID:1 Download words.txt 1191 bytes

08:09:06 2004 Info: ID:1 User admin logout

WDF 2, HTTP v ZIZiik S N5 matE®R 2~ L £,

& 6:HTTP O J IZRHF SN HHEHER

et

Bl

Timestamp

A D DIEE STTZRAL,

ID

vl a 1D,

HiEH

Wit~ v DIPT RL A,

S

et —Y D —HF4,

Message

FITENZT 7 a AT AER, GET2~ 2 R, POSTa~ > R, £/ A
T AT —=H AR ENGENDIHERDH Y T,

Bl

RO HTTP 12 7 Oflix, admin =—HFIZ LD GUIOfEH (VAT Aty T v 7 U4 HF—R
DFEATIRE) ZRLTVET,
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Wed Sep 8 18:17:23 2004 Info: http service on 192.168.0.1:80 redirecting to https port

443
Wed Sep 8 18:17:23 2004 Info: http service listening on 192.168.0.1:80
Wed Sep 8 18:17:23 2004 Info: https service listening on 192.168.0.1:443
Wed Sep 8 11:17:24 2004 Info: Time offset from UTC: -25200 seconds

Wed Sep 8 11:17:24 2004 Info: req:10.10.10.14 user:admin id:iaCkEh2h5rZknQarAecg POST
/system_administration/system setup wizard HTTP/1.1 303

Wed Sep 8 11:17:25 2004 Info: req:10.10.10.14 user:admin id:iaCkEh2h5rZknQarAecg GET
/system_administration/ssw_done HTTP/1.1 200

Wed Sep 8 11:18:45 2004 Info: req:10.10.10.14 user:admin id:iaCkEh2h5rZknQarAecg GET
/monitor/incoming mail overview HTTP/1.1 200

Wed Sep 8 11:18:45 2004 Info: req:10.10.10.14 user:admin id:iaCkEh2h5rZknQarAecg GET
/monitor/mail flow graph?injector=s&width=365&interval=0&type=recipientsinsheight=190
HTTP/1.1 200

Wed Sep 8 11:18:46 2004 Info: req:10.10.10.14 user:admin id:iaCkEh2h5rZknQarAecg GET
/monitor/classification graph?injector=&width=325&interval=0&type=recipientsin&height=190
HTTP/1.1 200

Wed Sep 8 11:18:49 2004 Info: req:10.10.10.14 user:admin id:iaCkEh2h5rZknQarAecg GET
/monitor/quarantines HTTP/1.1 200

ANLIEEEO S OFEA
WRDFE N, ANAEHo 7k SN DR e~ LET,

& 7: AN\ LIREEED T OHEHER

et FtEA

Timestamp | /X1 | A3 E(E S T2 HEZ,

Message | X vt —0F, ElfTShieT 7 v ay (G yt—TORBE. WEEREED H Ofif it
2 E) THEERSNET,

il
wow 7O, REED S admin@example.com (2 2 fHlD A v E&— (MID 8298624 & MID
8298625) MMfEMtENI=Z LERLTNET,

Mon Aug 14 21:41:47 2006 Info: ISQ: Releasing MID [8298624, 8298625] for all

Mon Aug 14 21:41:47 2006 Info: ISQ: Delivering released MID 8298624 (skipping work queue)
Mon Aug 14 21:41:47 2006 Info: ISQ: Released MID 8298624 to admin@example.com

Mon Aug 14 21:41:47 2006 Info: ISQ: Delivering released MID 8298625 (skipping work queue)
Mon Aug 14 21:41:47 2006 Info: ISQ: Released MID8298625 to admin@example.com

R\ LFEEE GUI 0 Y DfEA
KOE (2, AL GUI B 71T S R SEAHEIA R L E T

* 8: R/ LIREE GUI O T D#EEHIER

et Bl

Timestamp | /<A | A3R1F S L7 e,
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Message A /‘E"—':/éi L "j‘mu uEfcfclf %?Téﬂfi?? va VVC*%EJZE‘S“??O

Bl
Row 7 OFNL, KB LZRGE, nr A, BRORTT U FE2RLTHET,

= 9: R/ L[REE GUIO S D1F)

Fri Aug 11 22:05:28 2006 Info: ISQ: Serving HTTP on 192.168.0.1, port 82

Fri Aug 11 22:05:29 2006 Info: ISQ: Serving HTTPS on 192.168.0.1, port 83

Fri Aug 11 22:08:35 2006 Info: Authentication OK, user admin

Fri Aug 11 22:08:35 2006 Info: logout:- user:pqufOtL6vyI5StCghCfO session:10.251.23.228

Fri Aug 11 22:08:35 2006 Info: login:admin user:pqufOtL6vyI5StCqghCfO session:10.251.23.228

Fri Aug 11 22:08:44 2006 Info: Authentication OK, user admin

TEIAR A—)L O DOFEH
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KOTIZ, TEFAN A— L o VB REINAERERLET,
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DCID

Delivery Connection ID (BfZ#&ft ID) . BID Y — NZxt3 5 4 D SMTP
e RIKMEID THY . ZOEHT 1 ENSHETEO A v &—T i

BFINET, 1 DDORX vy E—VRETHMELITEIMO RID 28— IZALE
SNET,

RCID

RPC Connection ID (RPC #%#5¢ ID) , A NAR@EEEC %9 25 %« O RPC #ft
ZETHEMEID T, ZOIDEEAL T, ANLREEE O TEZE SN
BA =% BHLET,

MID

Avg—VID, ZTODEFEHLT, Ave—rO7r—%281 7 TEHFL
F9,

RID

ZEHID, KA v E—UZEHEICIEL, IDBRED Y TEHNET,

HBLERL (New)

HHLOHSE B SV E LT,
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BHADOA B =V SILE LT,

FEIARA—)LOYDODH T
0J 7y ANVERRT 220004 KELT, ROV TAEBER LTS ZEN,

\}

CE) ol 77A4LVDEFTICIE, BEEVNEV S TONETA, 22T, B FLHE LTER
NENY B THENTWET,

RIM:FTXAMA—)L O DM

1

Mon Apr 17 19:56:22 2003 Info: New SMTP ICID

5 interface Management (10.1.1.1) address

10.1.1.209 reverse dns host remotehost.com
verified yes

Mon Apr 17 19:57:20 2003 Info: Start MID 6
ICID 5

Mon Apr 17 19:57:20 2003 Info: MID 6 ICID 5
From: <sender@remotehost.com>

Mon Apr 17 19:58:06 2003 Info: MID 6 ICID 5
RID 0 To: <mary@yourdomain.com>

Mon Apr 17 19:59:52 2003 Info: MID 6 ready
100 bytes from <sender@remotehost.com>
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B ssxts—noszoruom
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Mon Apr 17 19:59:59 2003 Info: ICID 5 close

Mon Mar 31 20:10:58 2003 Info: New SMTP DCID
8 interface 192.168.42.42 address 10.5.3.25

Mon Mar 31 20:10:58 2003 Info: Delivery start]
DCID 8 MID 6 to RID [0]

Mon Mar 31 20:10:58 2003 Info: Message done
DCID 8 MID 6 to RID [O0]

10

Mon Mar 31 20:11:03 2003 Info: DCID 8 close

AR D w7 7 7 A VEGHRDIZDDTA FL LT, WOEREZFEHLTIZEW,
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ARA TR ENE LT,
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ID (MID) T6) 28V ¥ToHiLE LT,

FEET FLAR#E S, T ARLIET,

ZREENHNEN., ZEHZID RID) (0] BEV L THRE LT,
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ZARITHREI L, ZEHEHN 7 0 —XLET,

Ao —VRET o ANBEBESNE L-, 192.168.42.42 725 10.5.3.25 ~DEMEIZ,
ekt ID (DCID) [8) NFY ¥THNE LT,
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Wed Jun 16 21:42:34 2004 Info: New SMTP ICID 282204970 interface mail.example.com (1.2.3.4)
address 2.3.4.5 reverse dns host unknown verified no

Wed Jun 16 21:42:34 2004 Info: ICID 282204970 SBRS None

Wed Jun 16 21:42:35 2004 Info: Start MID 200257070 ICID 282204970

Wed Jun 16 21:42:35 2004 Info: MID 200257070 ICID 282204970 From: <someone@foo.com>

Wed Jun 16 21:42:36 2004 Info: MID 200257070 ICID 282204970 RID 0 To: <user@example.com>

Wed Jun 16 21:42:38 2004 Info: MID 200257070 Message-ID '<37gva9$5uvbhe@mail.example.com>"'

Wed Jun 16 21:42:38 2004 Info: MID 200257070 Subject 'Hello'

Wed Jun 16 21:42:38 2004 Info: MID 200257070 ready 24663 bytes from <someone@foo.com>

Wed Jun 16 21:42:38 2004 Info: MID 200257070 antivirus negative

Wed Jun 16 21:42:38 2004 Info: MID 200257070 queued for delivery

Wed Jun 16 21:42:38 2004 Info: New SMTP DCID 2386069 interface 1.2.3.4 address 1.2.3.4

Wed Jun 16 21:42:38 2004 Info: Delivery start DCID 2386069 MID 200257070 to RID [O0]

Wed Jun 16 21:42:38 2004 Info: ICID 282204970 close

Wed Jun 16 21:42:38 2004 Info: Message done DCID 2386069 MID 200257070 to RID [0]

[ ('"X-SBRS', 'None')]

Wed Jun 16 21:42:38 2004 Info: MID 200257070 RID [0] Response 2.6.0

<37gva9$5uvbhe@mail .example.com> Queued mail for delivery

Wed Jun 16 21:42:43 2004 Info: DCID 2386069 close

EEGAyE—DEREDH

HLERL = A

RIRMIZERICEE

vt—UBE (IN—F/\DUR)

Mon Mar 31 20:10:58 2003 Info: New SMTP DCID 5 interface 172.19.0.11 address 63.251.108.110
Mon Mar 31 20:10:58 2003 Info: Delivery start DCID 5 MID 4 to RID [O0]

Mon Mar 31 20:10:58 2003 Info: Message done DCID 5 MID 4 to RID [0]

Mon Mar 31 20:11:03 2003 Info: DCID 5 close

QANDZEEMMEESNTA v E—NT FIAT AL P =7 FENET, BIEFIC,
FHABARNNSXX =T —%2RLELEZ, T, AvtE—U2 L 00ZEFICHLEE T
RinoleZl bHRmLET, T I7AT VAR, BEHFICHEALT, Xa—0bENOLDOZEHE
ZHIBRL 9,

Mon Mar 31 20:00:23 2003 Info: New SMTP DCID 3 interface 172.19.0.11 address 64.81.204.225
Mon Mar 31 20:00:23 2003 Info: Delivery start DCID 3 MID 4 to RID [0, 1]
Mon Mar 31 20:00:27 2003 Info: Bounced: DCID 3 MID 4 to RID 0 - 5.1.0 - Unknown address

error ('550', ['<george@yourdomain.com>... Relaying denied']) []
Mon Mar 31 20:00:27 2003 Info: Bounced: DCID 3 MID 4 to RID 1 - 5.1.0 - Unknown address
error ('550', ['<Jjane@yourdomain.com>... Relaying denied']) []

Mon Mar 31 20:00:32 2003 Info: DCID 3 close

ESNdY T koD

A=V NTFIAT AL P27 NENET, BYIOBERITT, A *yﬁz—“/ii/7
N URALT, ZFOHOEGEF 2 —IZANLLINET, ZIEWD@JWT’C)‘ v =X IERICED
FEnEd,

Mon Mar 31 20:10:58 2003 Info: New SMTP DCID 5 interface 172.19.0.11 address 63.251.108.110

Mon Mar 31 20:00:23 2003 Info: Delivery start DCID 3 MID 4 to RID [0, 1]

Mon Mar 31 20:00:23 2003 Info: Delayed: DCID 5 MID 4 to RID O - 4.1.0 - Unknown address
error ('466', ['Mailbox temporarily full.'])[]
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. Ayt—T A% v UHER (scanconfig)

Mon Mar 31 20:00:23 2003 Info: Message 4 to RID [0] pending till Mon Mar 31 20:01:23
2003

Mon Mar 31 20:01:28 2003 Info: DCID 5 close

Mon Mar 31 20:01:28 2003 Info: New SMTP DCID 16 interface PublicNet address 172.17.0.113
Mon Mar 31 20:01:28 2003 Info: Delivery start DCID 16 MID 4 to RID [0]

Mon Mar 31 20:01:28 2003 Info: Message done DCID 16 MID 4 to RID [O0]

Mon Mar 31 20:01:33 2003 Info: DCID 16 close

Ayt—T &y VR (scanconfig)

ROT T FT, Ayb—VOMRERZ TS R0gGE (RE7 7 A Ve IR 55
) OENEZ scanconfig 2~ > R&fEH L CRE LT-HA .

If a message could not be deconstructed into its component parts in order to remove
specified attachments, the system should:

1. Deliver

2. Bounce
3. Drop
[3]>

A=) a JICLLFBRFRRINET,
scanconfig T, A v B =TGR TERVWGAEICEET 2 L2 ITRE LIZHE,

Tue Aug 3 16:36:29 2004 Info: MID 256 ICID 44784 From: <test@virus.org>

Tue Aug 3 16:36:29 2004 Info: MID 256 ICID 44784 RID 0 To: <joe@example.com>
Tue Aug 3 16:36:29 2004 Info: MID 256 Message-ID '<137398.@virus.org>"

Tue Aug 3 16:36:29 2004 Info: MID 256 Subject 'Virus Scanner Test #22'

Tue Aug 3 16:36:29 2004 Info: MID 256 ready 1627 bytes from <test@virus.org>

Tue Aug 3 16:36:29 2004 Warning: MID 256, Message Scanning Problem: Continuation line
seen before first header

Tue Aug 3 16:36:29 2004 Info: ICID 44784 close

Tue Aug 3 16:36:29 2004 Info: MID 256 antivirus positive 'EICAR-AV-Test'

Tue Aug 3 16:36:29 2004 Info: Message aborted MID 256 Dropped by antivirus

Tue Aug 3 16:36:29 2004 Info: Message finished MID 256 done

scanconfig T, A v —VEGRTERWEAIZ Ny T5 L0 ICRE LTS E,

Tue Aug 3 16:38:53 2004 Info: Start MID 257 ICID 44785

Tue Aug 3 16:38:53 2004 Info: MID 257 ICID 44785 From: test@virus.org

Tue Aug 3 16:38:53 2004 Info: MID 257 ICID 44785 RID 0 To: <joe@example.com>
Tue Aug 3 16:38:53 2004 Info: MID 257 Message-ID '<392912.Q@virus.org>"

Tue Aug 3 16:38:53 2004 Info: MID 25781 Subject 'Virus Scanner Test #22'

Tue Aug 3 16:38:53 2004 Info: MID 257 ready 1627 bytes from <test@virus.org>

Tue Aug 3 16:38:53 2004 Warning: MID 257, Message Scanning Problem: Continuation line
seen before first header

Tue Aug 3 16:38:53 2004 Info: Message aborted MID 25781 Dropped by filter 'drop zip c'
Tue Aug 3 16:38:53 2004 Info: Message finished MID 257 done

Tue Aug 3 16:38:53 2004 Info: ICID 44785 close

REIT7ANEET Ay E—Y

ZOBITIE, BT 7 ANV OB E AT DX DT, Ff [Message Body Contains| % 1%
e T TANEPRRESNTNET,

Sat Apr 23 05:05:42 2011 Info: New SMTP ICID 28 interface Management (192.0.2.10)
address 224.0.0.10 reverse dns host test.com verified yes

Sat Apr 23 05:05:42 2011 Info: ICID 28 ACCEPT SG UNKNOWNLIST match sbrs[-1.0:10.0]
SBRS 0.0
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Sat Apr 23 05:05:42 2011 Info: Start MID 44 ICID 28

Sat Apr 23 05:05:42 2011 Info: MID 44 ICID 28 From: <senderl@example.com>

Sat Apr 23 05:05:42 2011 Info: MID 44 ICID 28 RID 0 To: <recipientl@example.org>
Sat Apr 23 05:05:42 2011 Info: MID 44 Message-ID '<000001lcba32e$f24ff2e0$d6efd8al$@com>"
Sat Apr 23 05:05:42 2011 Info: MID 44 Subject 'Message 001'

Sat Apr 23 05:05:42 2011 Info: MID 44 ready 240129 bytes from <senderl@example.com>
Sat Apr 23 05:05:42 2011 Info: MID 44 matched all recipients for per-recipient
policy DEFAULT in the inbound table

Sat Apr 23 05:05:42 2011 Info: ICID 28 close

Sat Apr 23 05:05:42 2011 Info: MID 44 interim verdict using engine: CASE

spam negative

Sat Apr 23 05:05:42 2011 Info: MID 44 using engine: CASE spam negative

Sat Apr 23 05:05:43 2011 Info: MID 44 attachment 'Banner.gif'

Sat Apr 23 05:05:43 2011 Info: MID 44 attachment '=D1=82=D0=B5=D1=81=D1=82.rst’

Sat Apr 23 05:05:43 2011 Info: MID 44 attachment 'Test=20Attachment.docx'

Sat Apr 23 05:05:43 2011 Info: MID 44 queued for delivery

3ODWA T 7 AND 2FHMD Unicode THDHZ LITHEE L TL 72XV, Unicode 2 F/RT&
RWIRATIL, 2O X 9 IR 7 7 A VIX quoted-printable X TERIR IV E T,

fEnt=AyvtE—o

UIA4 MIZA VLT T 7 varipEO—HOMRE (altreptto 7 4 /L& 7 2 F A/ RCPT
UTFA4 M. becOT7ay, TVFTANLRNVZAL LT aripny) IZEoT, HLOA Y
T—UNERENET, nZICHZB L TRREMERE L, LZEIIJSLTMID R, HElck-o
TIEDCID ZBMM L E3, ROLH 7> b Y RARETT,

Tue Jun 1 20:02:16 2004 Info: MID 14 generated based on MID 13 by bcc filter 'nonetest'

Eyl e

Tue Jan 6 15:03:18 2004 Info: MID 2 rewritten to 3 by antispam
Fri May 14 20:44:43 2004 Info: MID 6 rewritten to 7 by alt-rcpt-to-filter filter 'testfilt'
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[Rewritten] > kU iX, FHTLWMID DFEHZRT 7 7 DITORICFERINET,

vt—MEE

A v — VA REEEICEET A L. A—/L 1/ Clk. RPC B4 353 5 RPC $4#% ID
(RCID) ZA#H L. MEEER S O OBEINESNET, RO A—/L a7 T, AL
ELTHITBRAITONT- A vE— UM ANNARERHCEHE SR TOET,

Wed Feb 14 12:11:40 2007 Info: Start MID 2317877 ICID 15726925

Wed Feb 14 12:11:40 2007 Info: MID 2317877 ICID 15726925 From: <HLD@chasehf.bfil.com>

Wed Feb 14 12:11:40 2007 Info: MID 2317877 ICID 15726925 RID 0 To: <stevel@healthtrust.org>

Wed Feb 14 12:11:40 2007 Info: MID 2317877 Message-ID
'<W1THO5606E5811BEAO734309D4BAF0.323.14460.pimailer44.DumpShot.2@email.chase.com>"

Wed Feb 14 12:11:40 2007 Info: MID 2317877 Subject 'Envision your dream home - Now make
it a reality'

Wed Feb 14 12:11:40 2007 Info: MID 2317877 ready 15731 bytes from <HLD@chasehf.bfiO.com>

Wed Feb 14 12:11:40 2007 Info: MID 2317877 matched all recipients for per-recipient

policy DEFAULT in the inbound table

Wed Feb 14 12:11:41 2007 Info: MID 2317877 using engine: CASE spam suspect

Wed Feb 14 12:11:41 2007 Info: EUQ: Tagging MID 2317877 for quarantine

o m
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Wed Feb 14 12:11:41 2007

Wed Feb 14 12:11:41 2007

Wed Feb 14 12:11:44 2007
Quarantine

Wed Feb 14 12:11:45 2007

Wed Feb 14 12:11:45 2007

Wed Feb 14 12:11:45 2007

NTP O DERA

Info:
Info:
Info:

Info:
Info:
Info:

MID 2317877 antivirus negative
MID 2317877 queued for delivery
RPC Delivery start RCID 756814 MID 2317877 to local Spam

EUQ: Quarantined MID 2317877
RPC Message done RCID 756814 MID 2317877
Message finished MID 2317877 done

WDF T, NTP o JIZiedk SN HHEHERE R LET,

& 13:NTP O JIZREHF SN D HEHER

frEt SER

Timestamp | < | 235642 & 4L 7= B4,

Message | A vt =23, B—"~DffiG Ky NV —2 ZA L Fu bajb (SNTP) 7=
F i adjust: A v E—V THERINET,
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R

Thu Sep 9 07:36:39 2004 Info: sntp query host 10.1.1.23 delay 653 offset -652

Thu Sep 9 07:36:39 2004 Info: adjust: time const: 8 offset: -652us next poll: 4096

Thu Sep 9 08:44:59 2004 Info: sntp query host 10.1.1.23 delay 642 offset -1152

Thu Sep 9 08:44:59 2004 Info: adjust: time const: 8 offset: -1152us next poll: 4096

LR—FT 425 OFnDER

WDRIZ, VIR—T 47 a Il SN s EREZ R LET,
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Bl
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Wed Oct 3 13:39:53 2007 Info: Period minute using 0 (KB)

Wed Oct 3 13:39:53 2007 Info: Period month using 1328 (KB)

Wed Oct 3 13:40:02 2007 Info: Update 2 registered appliance at 2007-10-03-13-40

Wed Oct 3 13:40:53 2007 Info: Pages found in cache: 1304596 (99%). Not found: 1692
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Wed Oct 3 13:40:53 2007 Info: Period hour using 36800 (KB)

Wed Oct 3 13:40:53 2007 Info: Period day using 2768 (KB)

Wed Oct 3 13:40:53 2007 Info: Period minute using 0 (KB)

Wed Oct 3 13:40:53 2007 Info: Period month using 1328 (KB)

Wed Oct 3 13:40:53 2007 Info: HELPER checkpointed in 0.00580507753533 seconds
Wed Oct 3 13:41:02 2007 Info: Update 2 registered appliance at 2007-10-03-13-41
Wed Oct 3 13:41:53 2007 Info: Pages found in cache: 1304704 (99%). Not found: 1692
Wed Oct 3 13:41:53 2007 Info: Period hour using 36800 (KB)

Wed Oct 3 13:41:53 2007 Info: Period day using 2768 (KB)

Wed Oct 3 13:41:53 2007 Info: Period minute using 0 (KB)

Wed Oct 3 13:41:53 2007 Info: Period month using 1328 (KB)

Wed Oct 3 13:42:03 2007 Info: Update 2 registered appliance at 2007-10-03-13-42

LR—T4 29 ) —0OJDER
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Tue Oct 2 11:30:02 2007 Info: Query: Closing interval handle 811804479.
Tue Oct 2 11:30:02 2007 Info: Query: Closing interval handle 811804480.
Tue Oct 2 11:30:02 2007 Info: Query: Closing query handle 302610228.

Tue Oct 2 11:30:02 2007 Info: Query: Merge query with handle 302610229 for

['MAIL OUTGOING TRAFFIC SUMMARY.

DETECTED SPAM', 'MAIL OUTGOING TRAFFIC SUMMARY.DETECTED VIRUS',

'MAIL OUTGOING TRAFFIC SUMMARY.THREAT CONTEN

T FILTER', 'MAIL OUTGOING TRAFFIC SUMMARY.TOTAL CLEAN RECIPIENTS',

'MAIL OUTGOING TRAFFIC SUMMARY.TOTAL RECI

PIENTS PROCESSED'] for rollup period "day" with interval range 2007-08-29 to 2007-10-01
with key constraints

None sorting on ['MAIL OUTGOING TRAFFIC SUMMARY.DETECTED SPAM'] returning results from
0 to 2 sort ascendin

g=False.

Tue Oct 2 11:30:02 2007 Info: Query: Closing query handle 302610229.

Tue Oct 2 11:30:02 2007 Info: Query: Merge query with handle 302610230 for

['MAIL OUTGOING TRAFFIC SUMMARY.

TOTAL HARD BOUNCES', 'MAIL OUTGOING TRAFFIC SUMMARY.TOTAL RECIPIENTS DELIVERED',

'"MAIL OUTGOING TRAFFIC SUMM

ARY.TOTAL RECIPIENTS'] for rollup period "day" with interval range 2007-08-29 to 2007-10-01
with key constra

ints None sorting on ['MAIL OUTGOING TRAFFIC SUMMARY.TOTAL HARD BOUNCES'] returning
results from 0 to 2 sort

_ascending=False.

Tue Oct 2 11:30:02 2007 Info: Query: Closing query handle 302610230.
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Fri Sep 28 14:22:33 2007 Info: Begin Logfile Fri Sep 28 14:22:33 2007 Info: Version:
6.0.0-425 SN: XXXXXXXXXXXX-XXX Fri Sep 28 14:22:33 2007 Info: Time offset from UTC: 10800
seconds Fri Sep 28 14:22:33 2007 Info: System is coming up.
Fri Sep 28 14:22:33 2007 Info: SLBL: The database snapshot has been created.
Fri Sep 28 16:22:34 2007 Info: SLBL: The database snapshot has been created.
Fri Sep 28 18:22:34 2007 Info: SLBL: The database snapshot has been created.
Fri Sep 28 20:22:34 2007 Info: SLBL: The database snapshot has been created.
Fri Sep 28 22:22:35 2007 Info: SLBL: The database snapshot has been created.
1 14:16:09 2007 Info: SLBL: The database snapshot has been created.
1 14:37:39 2007 Info: SLBL: The database snapshot has been created.
Mon Oct 1 15:31:37 2007 Warning: SLBL: Adding senders to the database failed.
1 15:32:31 2007 Warning: SLBL: Adding senders to the database failed.
1 16:37:40 2007 Info: SLBL: The database snapshot has been created.
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et Bl
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&D SMA v 7 Ofli%, Email Security Appliance 206 N T v ¥ 7 Ty AV E X U m— KT
HHYAERA T %/ — B A & Email Security Appliance 226 VIR—T7 4 7 T 7 A )L
A a— RTHHREFRILR—FT ¢ 07— RERLTVET,

Wed Oct 3 13:26:39 2007 Info: TRANSFER: Plugin TRACKINGPLUGIN downloading from 172.29.0.17
- /export/tracki



z27—sz2 o508 ]

ng/tracking.@20071003T202244Z 20071003T202544Z.s

Wed Oct 3 13:28:11 2007 Info: TRANSFER: Plugin TRACKINGPLUGIN downloading from 172.29.0.15
- /export/tracki

ng/tracking.@20071003T202443Z2 20071003T202743Z.s

Wed Oct 3 13:28:46 2007 Info: TRANSFER: Plugin TRACKINGPLUGIN downloading from 172.29.0.17
- /export/tracki

ng/tracking.@20071003T202544Z 20071003T202844Z.s

Wed Oct 3 13:31:27 2007 Info: TRANSFER: Plugin TRACKINGPLUGIN downloading from 172.29.0.15
- /export/tracki

ng/tracking.@20071003T2027432 20071003T203043Z.s

Wed Oct 3 13:31:28 2007 Info: TRANSFER: Plugin REPORTINGPLUGIN downloading from
172.29.0.15 - /reporting/ou

tgoing queue/rpx.2007-10-03-20-15Z.000F1F6ECA7C-2RWDB51.v1.tgz

Wed Oct 3 13:31:53 2007 Info: TRANSFER: Plugin TRACKINGPLUGIN downloading from 172.29.0.17
- /export/tracki

ng/tracking.@20071003T2028442 20071003T203144Z.s

Wed Oct 3 13:32:31 2007 Info: TRANSFER: Plugin REPORTINGPLUGIN downloading from
172.29.0.17 - /reporting/ou

tgoing queue/rpx.2007-10-03-20-15Z.0019B9B316E4-JZ41PCl.v1.tgz

Wed Oct 3 13:34:40 2007 Info: TRANSFER: Plugin TRACKINGPLUGIN downloading from 172.29.0.15
- /export/tracki

ng/tracking.@20071003T203043Z2 20071003T203343Z.s
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A

RejRep

R ShiezfE4,

DrpMsg

Fey7&nizxvt—,

SftBncEvnt

VTR AT ASRIEA ST,

CmpRcep

e T LIexlE4,

HrdBncRcep

Al NNy S O W 2 =

DnsHrdBnc

DNS /N— K N7 &

5XXHrdBnc

SXX /N— K N7 R

FltrHrdBnc

TANHE =R N R

ExpHrdBnc

WIRGINN— K "7 R,

OtrHrdBnc

FOMMDN— R N Z

DIvRcp

BfE ST EH,

DelRcep

HIBR S 254,

GIbUnsbHt

Jua—VEMEERY 2 R Eo—8K,

ActvRep

TIT 4 T RAEE,

UnatmptRcp

RATZIEE

AtmptRcp

AT

CrtCncln

HUED 15 e

CrtCncOut

HUE D FAF i

DnsReq

DNS ZsR,

NetReq

Fy bU— 7 B,

CchHit

#"\7‘)5/; E‘) I\o

CchMis

Frova 1A,

CchEct

Xy v =2k,

CchExp

¥ ¥ v a HiREINn,

CPUTTm

TV r—a UBMER L7z AR CPU K,

CPUETm

T U —a U BE ST D ORI R,




257—5z2n70uR |

frat A

MaxIO A=) T 2T 5 1 BHT72 0 OERT 4 A7 10 @ik,

RamUsd  |#|) {CTHEHDAEY (A MHELL)

Swin AT TA U ENTZAEY,

SwOut ATy TT T RINTZAEY,

SwPgln | =TV an-A€V,

SwPgOut | X—T 7 hanizAEY,

MMLen | 227 ANOEEHA vE—VH

DstInMem | X £ U NOsEdeA~7 v =7 MK,

ResCon U — ZRFFD tarpit i (KED VAT LAMIZ LY | FHE A — L OZIF AN
COBBIZTELELET) .

WorkQ X2 —I2hHHBED A vt —8,

QuarMsgs | > 27 AGEHEIC H 2 H % D A v — % (EROBBERICAET DA v -
FERTEFSETD) .

QuarQKUsd | o 2 7 LRgHEEA v —Tlic k> T SN a1 Mk,

LogUsd |ffifflan7-u 2 N—F 13 3 OHEIE,

CASELd |CASE A% o Cffi ]l &417= CPU OHEIA,

TotalLd  |CPU DA FHEE &,

LogAvail |0/ 77 A MIHHATE DT 4 A7 RO KE X,

EuQ AR LGN D A v — V%,

EuqRls AN LBRBERR Y =2 —ND A v — U8

il

Fri Feb 24 15:14:39 2006 Info: Status: CPULd 0 DskIO 0 RAMUtil 2 QKUsd 0 QKFre 8388608
CrtMID 19036 CrtICID 35284 CrtDCID 4861 InjMsg 13889 InjRcp 14230 GenBncRcp 12 RejRcp
6318 DrpMsg 7437 SftBncEvnt 1816 CmpRcp 6813 HrdBncRcp 18 DnsHrdBnc 2 5XXHrdBnc 15
FltrHrdBnc 0 ExpHrdBnc 1 OtrHrdBnc 0 DI1vRcp 6793 DelRcp 2 GlbUnsbHt 0 ActvRcp 0 UnatmptRcp

0 AtmptRcp 0 CrtCncIn O CrtCncOut O DnsReqg 143736 NetReqg 224227 CchHit 469058 CchMis
504791 CchEct 15395 CchExp 55085 CPUTTm 228 CPUETm 181380 MaxIO 350 RAMUsd 21528056 MMLen

0 DstInMem 4 ResCon 0 WorkQ 0 QuarMsgs 0 QuarQKUsd 0 LogUsd 3 AVLd 0 BMLd O CASELd 3
TotallLd 3 LogAvail 17G EuQ 0 EugRls 0




B x72050mm

DRTFLOYDER

AR

RDOFNZ, VAT b n 7Rk S S iatimae " LET,

= 19: R T L OY DOFEEHIER

et Bl

Timestamp | /XA | 23355 S F7- IR,

Message | o 7(ZRegk S 7oA~ b,

Bl

WD AT 5 v ZOFNE, commit ZFEIT L2 —FDLRTE ATTENTZa A MEETe, WV
< OO commit =2 hY ZR L TWET,

Wed Sep 8 18:02:45 2004 Info: Version: 6.0.0-206 SN: XXXXXXXXXXXX-XXX

Wed Sep 8 18:02:45 2004 Info: Time offset from UTC: 0O seconds

Wed Sep 8 18:02:45 2004 Info: System is coming up

Wed Sep 8 18:02:49 2004 Info: bootstrapping DNS cache

Wed Sep 8 18:02:49 2004 Info: DNS cache bootstrapped

Wed Sep 8 18:13:30 2004 Info: PID 608: User admin commit changes: SSW:Password

Wed Sep 8 18:17:23 2004 Info: PID 608: User admin commit changes: Completed Web::SSW
Thu Sep 9 08:49:27 2004 Info: Time offset from UTC: -25200 seconds

Thu Sep 9 08:49:27 2004 Info: PID 1237: User admin commit changes: Added a second CLI

log for examples
Thu Sep 9 08:51:53 2004 Info: PID 1237: User admin commit changes: Removed example CLI
log.

O41Z20\T

N7 vF 7 mZIZiE, AsyncOS DEF A —/LVEMEIZET 2B HA R INET, v Ay
=, A u IR A v E—Yoh Ty R TT,

cZoFrrarid, Avke—Y FIovF T T—HR=ABERT DO, AvE—T b
ToXo T ariR—3xr NEHISNET, v T A NVET —FRXR—ZADER T rE AT
HEEINDZOT, FTZyForZaZi3—@mtobtolc2n 24, M7 vdo s a oL,
MNZ X DFAID LT 2 B & LTZgkaHT e > T ER AL

NI yx T i, VY= AR RO DIIAA, F VA TR SN, BRI E
T, BRI, WREEIC LA T U N &L, Cisco DRt T 22 —FT 4 VT o 2 L CEH L7
BIZANIZ K DHEHAEY AATREIZ 72 0 £§°, 25> — L%, URL : http://tinyurl.com/3¢518r (2 & ¥
£75

O $JXH1) T3y

e BT 2SI g DE 27 %—)
cGUITOR Y T 27 1) Fa Dk (29 <—)
e XD I —LRE (29 X—)



ns47z25u7varngz [

c BT HTAI YT Da— G (32— )
c RA R F—DOBE (34 4—)

RY N O & = [ |
A9 5JX91) T3 NERTE
Qg Y TA7V T g0k 5T, Ciscoar TV vxalr g 77947 A2, £72
TV E— MR FEEINDBec0a s 77 A VRERESNET, v s BT A7 U Foa i,
Fyva BlOoara—2ICBUE) FHIEIV (TFI5ATUoANLRE) e, —%
2. v Y727 ) T g ATk OBENRB D 97,

®20:09 774 ILDEMN

=k Bl

n 7 %A 7 (Log Type) FLERSNDEROFATE, vl TRV Ty a D
KEEFLET, SO VTL, v s 24 7OME (6
N—=) EZRLTLLEIN,

[4F] (Name) ] HBCTBWTAHEZDD, 7 YT R7 ) TFarDbhbh)R
ERAC N

w2 77 A N4 (LogFilename) |7 4 AV IZEZADLLEEDT 7 A VOWIL, VAT LI
B OarT Y vXa VT4 TTITAT U ARD DY
BT T ANEER LT 7794 T AEHBHITE D
—Boury 77 ANAEHEHALET,

T7ANYA XLV u—n | TF7ANDERRYIA X, ZOY A XZEEST DL, m—L
ZA—,3— (Rolloverby File Size) |A—/X—3NFET,

RN LY o — g — R — RIS TR Y Ty A Ve m— NV d— =T 557 4 3
(Rollover by Time) YT, 7 Or— VA== BLOREAT Y2 —/ (3

N=) OF T arEHZRLTLIEE N,

n 7 1L (Log Level) En s TR YT a OFEL AL,

Bi5 5% (Retrieval Method) Ol T ANET TIAT LV ANSERET S L X ITHEHT
%),

[EBELT 77 A 7 > A (Management Appliance) ]>[ A7 LA H (System Administration) ]>
[2 7% 7 A7 U7 3 (LogSubscriptions) 13— (£721X CLI D 1ogconfig 2 K) %
ERLT, v 7 3727 VT aaRELETS, v IATEANNT L7 07 FRFR
SNET (7 24 T7OME (6 ~—) 22M) , FEALoOus ZALT7T, us ¥+7
27V Fvaroal LA ERILET,




B oy rrons

\}

G¥)

AT A4 FXalb—vaVBEe DR ar7 4 Xalb—rva VB b ar 7 ¥
L—=Yarza— RO aiEERH 5581, 274 Fab—a VTR SRR
T—RREENTNAHER—RTERNWILIZERLTLEIW, BT T I79A4T A
(Management Appliance) ]>[3 A7 LB (System Administration) |>[R 7 %7 A7 1 73
> (LogSubscriptions) |"— T, AT —R&EZaZIZE&HLNEINEeZNRLT a7 MR
%%éj@fi ﬁ_)\ [ﬂil/\ (YGS) ] %@*Rbij‘o CLI@loqconfiq a< ]\’%{fﬂ%ﬁ‘é%/ﬁ\bi\
Tur7h Ty AN LET,

A4 LRJLDEKRTE

07 LYUZE T, B I EEINAERENMRE LET, v 7iid, S5O0 L ~ro
WP ERETEET, Rl LV ERETDLE, ARER-ae s LULEREL
A LT, RERE T 77 A NNDPMERIIL, VAT L NT —< LV AZKRE B
B2 FET, fflien 7 LOULEREICIE, ARS-r 7 LLVEREIZLEENDSTXTOA v
=L BIDOA Yy E—=UREENET, LA E BT HIEE, VAT LDONRT F—v
VAIFMETLET,

G¥)

R AT LR R L0 LAV ERRETE £,

*£21:09 LR)L

Ay LA B

7UT 4w | mT—RFRaZIlEkEnE T, RbERIhza 7 LLERETT,
(Critical) ZouaZ LUV TR, AT A~ U ABIOEERT SIAT U ADT Y
TAET A BE=HATHILITTEERA, 2L, i Lo X
N, BT T ANPTICERIA XZETLHZLETHVETA, ZO
17 LoULid, syslog LoUL Alert & [RIZE T,

u7E TRTDOVAT ATT—LEENGHRINET, 20 s L TiE, 8
T A=<V ABIOEERT T IA TV ADT I T A ET 4 2ET=XT 5D
ZLIITEERA, Critical 27 LUV LD IXRELS, v 77 A DK K
A RIZELET, 20T LYLE, syslog L~L Warning & [F1% T,

1% VAT AOEENRZEREEINE T, L& 2L, B4 — 7 0 ER
1TOE8k SV E T, Information L~ULE, B ZICHER SN AR ETT, =
DOuJ LULiE, syslog L)L Info & RIS T,

TNy T Information 2 7" L~UL 10 b7 E M FLeR S NE T, =9 —% N T 7

(Debug) N a—T 47 T5HEXIE Debug 7 LV EFEHLET, ZOKE

E—FEICER L, B TT 740 LYUVIZELES, 20oRr 7 LL
L. syslog L'/L Debug & [F1%T9,




suicons 4I7zoy 7 avots ]

Ay LA Bl

Trace A FTRE 2 T X C ORI S AL E T, Trace 1 27 LT, BAREIC
DHHERINE T, ZOLVVEZHEHTLLE, VAT LDONRNTH—< A
MREETTLHOT, #HRRINEHFA, 20T LUV, syslog b
/b Debug & A% T,

GUITORT TRV TS a2 DERK

ATy T

ATy T2
ATvT3
ATvT4

ATy TH
ATvT6

ATy T1
ATvT8

[T 7 Z A 7 > A (Management Appliance) ]>[3 A7 L H (System Administration) [>[w 7 %7 R 7

Y 7" a > (Log Subscriptions) ]-X—TC, [BFZH T X7 U7 g DiBI (Add Log Subscription) ] %

7Yy LET,

ny BATEERL, v (7 T4 L7 NIH) v T A VBEOARTIZATILET,

ZUT LG, RRT7 7 ANV A XL RELE T,

FUTLHEEIEL, vk — A —N—F 2 H, K, EEREBEREREE L ET, SR OV T,

27O VA== B I MRERA TV a—L 3N—Y) #ZRLTIEIN,

FUTLHGEE, vl LV EREELET,

(2r74Fal—varBREaZoR) RAU—Re2a G050 E 5 hERIRLET,

GF) AT EINRRAT—RREENTNDA LT 4 Fal—vaiiun—RTEEtA, 274
Xal—varvEasZhbar7 4 Xal—varko— RT5aREERH2BE1T. [TV
(Yes) | ZBIR L TR — &2 S IZ&DET,

27 OBRGHEZRELET,

EHEEZEEL, IRMELET,

O TR0 TLarnks

ATy T

ATvT2
ATvT3

[v 77227 )73 (LogSubscriptions) |-—D[r 74 (LogName) [5ichiu /%% 7 ) v 7
LET,

ay 7RI arEEHLET,

EHEEFREL, REFELET,

OX> 5 ns5O0—/NLETE

VAT ANE, TEAP AN BITBIORT—F AR THIZV AT LA MY v 7 2 EHRIC
FLEkLET, (v ¥ T 227 U7 3 (LogSubscriptions) |-X—Y®[Z7 v — L% E (Global

o m



B csvovo—ass

Settings) | &7 ¥ a lbH D [ EDOME (Edit Settings) A% > (F721%. CLI ® logconfig ->
setup 2~ RN) AL T, ROFHREZHELET,

o VAT LNPIE R FLERT D F CRIET DR (RVENL)

s AvbE—VID Ny X —EEETEINE D N

e UE— MEERAT —F X a— RETRTHNE S0
DA =V DV TVl N Ny =ik T o0 E )0
s Avtb—UZlilu ZICiERT ANy X —

FT_RTCDCisco I T Y ¥Xa DT 4 TTI7A4T A 07 \20E, RO 3ER &5 Ttk
TEFET,

e [AvE—YID (Message-ID) |: 24T a AR ETDHE. WREAEAITTRTOA Y
=V DOA Y=V IDNy X —Ru GRS NET, ZOAyE—VIDIE, XELE
Ao —UnbLREESNDHEE L. AsyncOS TEREINDHEAENH Y £3, KITHIZRL
\i—a—o

Tue Apr 6 14:38:34 2004 Info: MID 1 Message-1D Message-ID-Content

e [VE— M (RemoteResponse) |: DA v a VEFRET D E, ARERGEIXT T
DAY E—=VDYF—FMNEEAT—H A a— R KRa 7 ICigksnEsd, RICHz2RLE
TO

Tue Apr 6 14:38:34 2004 Info: MID 1 RID [0] Response 'queued as 9C8B425DA7'

U E— MOALFHNL, SMTP I v\t —3 g3 VEMERED DATA 22~ > RADISEHBITZE &
N5, A\B#HANDZEDOTEDLTHFANTY, ZOBITIE, EiAA FM¥dataa~y REE
ITLIZ2D Y £— MEZED,  [queued as 9C8B425DA7) L7210 £,

[...]
250 ok hostname
250 Ok: queued as 9C8B425DA7

SCFBNDYEEAIC B D 22 AT Re A, BEON250 54D OK XFidbrEsnE ¥, XFHIOKE
WZOWTIX, ZEETRBRESNET, L XIE, Ciscoar 7Y X2 V70 77747
//'Wi7‘77]’/1/ kT, DATA 2~ RiZxf L T 250 Ok: Message MID accepted &\ 5 SLF41T

WWELET, LIenoT, UE—RNKRZXRIDBHID Cisco 27y X274 77747
VATHDHEENE, = MU [Message MID accepted] 230 ZIZRE&k I N E T,

s [JEDY TV = ko~ X — (Original Subject Header) 1: ZDA 7' a & A x—7/LIZ
THE, FAVE—VOIOY TVl b~y X —na J|\IGEkR I ET,

Tue May 31 09:20:27 2005 Info: Start MID 2 ICID 2

Tue May 31 09:20:27 2005 Info: MID 2 ICID 2 From: <mary@example.com>
Tue May 31 09:20:27 2005 Info: MID 2 ICID 2 RID 0 To: <joelexample.com>
Tue May 31 09:20:27 2005 Info: MID 2 Message-ID '<44e4n$2@example.com>'
Tue May 31 09:20:27 2005 Info: MID 2 Subject 'Monthly Reports Due'




ryt—vAvi—nnxyy |}

AyvE=UAyF-—nnxry

BRICESTUE, AvE—UNVRATLEZBRTLLEIC, AvE—VONy ¥ —DFELN
REFGRTHLENDHV E9, [B7HRED T v — L E (Log Subscriptions Global Settings) ]
~N— (F721X, CLI ® logconfig -> logheaders 7 2~ R) T, fldkd b~y X —%fHEL
FI, TTIAT VAL, HBESNTZA v =Y~y X =T FA A= L alBLONT v
X a Gk LET, Ny X DT A5G, VAT Iy X —O4 T EEE e L
FI, Ny F—REELBRWVEGAIE, 7 I biiskIhEE A,

CE)  YRATFAT, aX U I E LA~y X —IZBFRR L. A v — 0080 I RERE, A v
T —VICHFETHTRTONy X =% L £,

G¥)  SMTP 7'u k a/)LZ 2\ T O RFC IX, http://www.fags.org/rfes/rfc2821.html (IZH VD £, Z D
RFCZ1E, 2 —WERDO~y ¥ —NHE SN TWET,

(GE)  logheaders @~ REMHL Ty ¥ —%2 0 VJICGET H L IICHEL TVWDHHEE, ~v ¥ —
THHITBEERORICRRSINET,

R2:~y5F—n0O% (Log Headers)

Ny F— Ny F—DFH]

%
i nIZRERE D~y F—DH
//E\’

722X, v ZICEEkT H~y ¥ — & LT ldate, x-subject] ZFEETDH L, A—L aJIZKRD
ITNFRRSNET,

Tue May 31 10:14:12 2005 Info: Message done DCID 0 MID 3 to RID [0] [('date', 'Tue, 31
May 2005 10:13:18 -0700"), ('x-subject', 'Logging this header')]

GUIZERL-O0X > D7 0—/NILERE

ATy [v7 YT 227 Y73 (LogSubscriptions) |3— 0D [7 B— L% 7E (Global Settings) &7 > a i
H 5 [REDOMHE (Edit Settings) | R¥Z > %227V v 7 LET,

ATV T2 VAT A ANV ZAQBE, A=l alilAyE—Y DNy X —%MZH5NE I D, VE— NEEEN
ZAMEID, BLUOERA =V DOV TV 27 b N X =" MZHNEINERRELET,

INHORECFEMIONVTIX, BXF 707 — LR E 293—2) ZZRLTLEE N,

| ns



B ory9oz0u7vavon—nt—n—

ATYT3 aZINADEDMD~y X —% A LET, KT b UIETh o~ TRED £,
ATyT 4 EREEZREL, RIFLET,

O H$JXR021) T3>0 —)LA—/\—
AsyncOS 3R 7 77 A vk a— A —_—F5L KROZENTONET,
c B— V= N—=DE A LAZ T THH T 7 7 A NVEER L, 3CF Te) OIBETICE -

THEDOZ7 7 A NE LTHEELET,
cHEOT T T A NDLETE ., ARFRERERTT [s) OWEFAEICER L £,

il fFZInicn 7 77 AVB)E— b B MNIEBESNLET (Fyva X—208

/EI\) o

MUY T R7 )T a InBUENCRI LTz 7 7 7 A APHRIESNET (Fyva N—

ADEE)
AREFT AT s ANOERFEEBATGEIEX. v TR ) I a NORBEWT 7 A

}Vﬁiﬁ”ﬁ;ﬂ%éﬂi—g« (/—ﬁ’% U \‘/7‘ /\‘\?‘X@i—%ﬂ‘/ﬁ\) o
WOVEHE

AT IR YToa3>AOARSTOA—)LA—/\—

gy — Lt —N"—BLNEER S a— 3—) BTN,

GUI 2R L-0/JDEIFO—/)LA—/\—

ATy T [0 7Y T A2 V7 a3 (LogSubscriptions) | X—Y T, @— LA — =320 7 DLMDOF = v 7Ry

I RAEFATLET,
AT T2 [TRTC (Al) | F=v IRy I A& LT, §_XCoOr s — At —"—xtG b L GERTHZ L

HLTEET,
ATv T3 [543 < e—14—s3— (RolloverNow) | RZ %27V v 7 LET,

RDBERY
e/ BT AT arNORTDOr— /LA — "~ (32 3—7)

cCLI ZJr L7-u Zoliia — 14— — (32 X—)
CLLZN L= J DA —/)LA—/\—

rollovernow 2~ FZ&FEHA LT, —EFIZT_XTCOr s 77 A /)VE 0 — L4 —R—F B,
A RNNORFEDR Y 77 A NEERLET,

)




IS4 AN A1—HFA428—T x4 ATOREORY TV byokw |

574N 1A—YHF AL 23—T A ATHHREOAT T M) DR

7N

EPFoOog T

N

GUI L Tuy 77 A )VERrT DT, [mF T A2 Y 72 g (Log Subscriptions) ]
R=Y DT —TND[a 774/ (LogFiles) ¥z dra /T A7V TFvarwzr )y
LET, v %7270V 7var~DV 2% 7 )y 358 NAT—=REANTLHTmY
TEIRERENET, RIZ, TOV TRV Tvarous Ty ALDY A NREREINE
T, WIFhhowe 7 77 A4 NE7 )y 7 LT, Z7I7UPICRRLIZY, T4 ATIRAELTZY
THZENTEET, V974NV a—F AU F =T A& LT T E2ERTDHITIL,
EHA LA —T 2 A ATFIPH—EREZARX—T ML THEBIRLERHY £7,

YhYDERER (tailavw k)
AsyncOS X, 77 I7A TV RACHESNT -0 7O~ M) 2F/RT 5 il 2~ K&H

R=FLTVET, tail A~y FERITLTEERESN TV L0 7 OFSE2RRTDH L, ©
DrZBRERENET, Cul ZHLIRETCZ2M LT, taill 3~ FERKTLET,

GE)

a7 4 Xalb—ya VBRI, kila~vr REFH L CERTAZZENTEFERA, FTP
F7IXSCP AT HOMERHY 7,

Bl

ROFITIE, il 2~ FEEHLTU AT LA v 2R R LET, taill 2~ FiX, tailmail_logs
DEINT, RARTHRITDAFENTA—Z L L THRETHI L HTEET

Welcome to the M600 Messaging Gateway(tm) Appliance

example.srv> tail

Currently configured logs:

1. "cli logs" Type: "CLI Audit Logs" Retrieval: FTP Poll

. "eug_logs" Type: " Spam Quarantine Logs" Retrieval: FTP Poll

. "euggui logs" Type: "Spam Quarantine GUI Logs" Retrieval: FTP Poll

. "gui_logs" Type: "HTTP Logs" Retrieval: FTP Poll

. "mail logs" Type: "Text Mail Logs" Retrieval: FTP Poll

. "reportd logs" Type: "Reporting Logs" Retrieval: FTP Poll

. "reportqueryd logs" Type: "Reporting Query Logs" Retrieval: FTP Poll
. "slbld logs" Type: "Safe/Block Lists Logs" Retrieval: FTP Poll

9. "smad logs" Type: "SMA Logs" Retrieval: FTP Poll

10. "system logs" Type: "System Logs" Retrieval: FTP Poll

11. "trackerd logs" Type: "Tracking Logs" Retrieval: FTP Poll

Enter the number of the log you wish to tail.

[1> 10

Press Ctrl-C to stop.

Thu Sep 27 00:18:56 2007 Info: Begin Logfile

Thu Sep 27 00:18:56 2007 Info: Version: 6.0.0-422 SN: 001143583D73-FTI9GP61
Thu Sep 27 00:18:56 2007 Info: Time offset from UTC: 0 seconds

Thu Sep 27 00:18:47 2007 Info: System is coming up.

Thu Sep 27 00:23:05 2007 Warning: DNS query network error '[Errno 64] Host is down' to
'172.16.0.3" looking up 'downloads.cisco.com'

Fri Sep 28 22:20:08 2007 Info: PID 688: User admin commit changes:

Fri Sep 28 23:06:15 2007 Info: PID 688: User admin commit changes:
“Cexample.srv>

0 J oy U WwN

o m



B orxrs—onx

KA+ F—0

\)

=JL ==

ax ;&

logeonfig -> hostkeyconfig 7 2~ > R LT, Ciscoma 7Y ¥x2 U740 77747

YAMBMDY— NI S E2 Ty 2T HEXIT, SSHTHMT AR P F—2EBLET,

SSHY— 2L, BXF—EABEF—D2 00K A N T —DNNETT, ERA N F—|LSSH
Y—NZHY, VEBE— b~ DZ EITTEETA, AR A N F—1L, SSHY—
NRERFHETDVEDOHHEED I TA T b=V U ICEBMEESNE T,

GE)

=Y F—ZHFHT DL, BEVOEA— VX2 VT 4 TTIAT U ADZ—HW A K
Fi3 AT A~ 7 D [Managing Secure Shell (SSH) Keys] &ML T2 &0,

hostkeyconfig %7 <> RIZ X > T, IROMENETSINET,

F23: KA N F—DEER: TV FOY Rk

a~v > K (Command)

Bl

FHERL (New)

HLWF—Z2BINL£T,

fme  (Edit)

BFOX—2ZEHLET,

HIIB: (Delete)

BEfFOF—ZHIRL £,

2% ¥ > (Scan)

WA F—ZHBIZY Y m— FLET,

FRI (Print)

F—E2RRLET,

RA B

VAT ARANF—EFRLET, UL, VE— KT AT LD [known hosts]
77 A VICELE S NVAETT,

7 4> H—71Y > & (Fingerprint)

VATARARF—DT 4 =TV NEERRLET,

— (User)

VE—h~iiul %27y v adTBV AT AT AT NOARF—2FRLE
T, ZHIUE, SCP Py a TR VT g VERETHEEICFRRINDF—
ERITTY, Zhux, VE— b AT L0 lauthorized keys] 7 7 A /VICALE Sh
HETT,

Bl

ROFITIE, a5 RIZESTHERA R F=NAF ¥ I, AA MIBMSNET,

mail3.example.com> logconfig
Currently configured logs:

[
1

list of logs

Choose the operation you want to perform:



- NEW - Create a new log.

- EDIT - Modify a log subscription.

- DELETE - Remove a log subscription.

- SETUP - General settings.

- LOGHEADERS - Configure headers to log.

- HOSTKEYCONFIG - Configure SSH host keys.
[1> hostkeyconfig

Currently installed host keys:

1. mail3.example.com ssh-dss [ key displayed ]
Choose the operation you want to perform:

- NEW - Add a new key.

- EDIT - Modify a key.

- DELETE - Remove a key.

- SCAN - Automatically download a host key.
- PRINT - Display a key.

- HOST - Display system host keys.

- FINGERPRINT - Display system host key fingerprints.

- USER - Display system user keys.

[1> scan

Please enter the host or IP address to lookup.
[1> mail3.example.com

Choose the ssh protocol type:

1. SSH2:rsa

2. SSH2:dsa

3. All

[31>

SSH2:dsa

mail3.example.com ssh-dss

[ key displayed
]

SSH2:rsa

mail3.example.com ssh-rsa

[ key displayed
]

Add the preceding host key(s) for mail3.example.com?

Currently installed host keys:

1. mail3.example.com ssh-dss [ key displayed
]

2. mail3.example.com ssh-rsa [ key displayed
]

3. mail3.example.com 1024 35 [ key displayed
]

Choose the operation you want to perform:

- NEW - Add a new key.

- EDIT - Modify a key.

- DELETE - Remove a key.

- SCAN - Automatically download a host key.

- PRINT - Display a key.

- HOST - Display system host keys.

- FINGERPRINT - Display system host key fingerprints.

- USER - Display system user keys.
[r>
Currently configured logs:
[ 1ist of configured logs
]
Choose the operation you want to perform:
- NEW - Create a new log.
- EDIT - Modify a log subscription.
- DELETE - Remove a log subscription.
- SETUP - General settings.
- LOGHEADERS - Configure headers to log.
- HOSTKEYCONFIG - Configure SSH host keys.
[r>
mail3.example.com> commit
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