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Messages Received BUE S 2 —0RIE Shi A v —,
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Injection Connection ID (ICID) Y2AF— A B —T o A~OFEREIZE D YT HENT-
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Kilobytes Free HBYODOFa2— A FL— (Fa/ A NHESD

BREBLIUNYURENEAYE—SDL— FDFEATRY

TRTOL— MNEL, 72V —PERSNTZREOR AT S, 1 R & 720 O A Xk
FAV—FERLET, b— ML @E1SE, 5o, BXOI57MEWI 3 OORRET
1 M H 720 OB L — R OHE S ET,

ez, B AN =T A BNISRIC100ZEH 2%ET D L. 1 BRI+ 51—
MI, 1R HT20 6,000 & 700 F9, 5SoMREICRT 51— MI1TRHEHZD 1,200 &£ 720 |
15 7 Mkglcxtd 2 L— MI 1B H720 400 720 9, b— NI, 10O L — Rk L
S EO 1R OV L — b ERT XOICHRESNET, LER->T, 147T100 H0
Ave—YOHNI55TI0HDO A yE— X0 L— MEEm< e 7,

ROFNZ, BEFA—NT =PV A 2FT=FTHEEIMENTE L — ML ZOBPAEZRLE
RS

N

GE) ik, BEMRY A RTY, RSN L— M, BRULEFRRA T v a o Ekida
YR EoTRRYVES, 2OV R MIZBRFL LTHEHALTIZSN,

=£3:L—+k

#HrEt HoL:L

Messages Received IS0 IR EF 2 —ITHASNAA v E—VDL— ],

Recipients Received 17D I E S 2 —ITHASINDEITRITORA v E—
T2 EEZOL— b,

Soft Bounced Events 1B H 0 DY 7 bR AA R DL — b (A
VT RANTUA LA v E—=VIZE, ROV T s AT
AANRY MPRERESNET)

Completed Recipients IN= RN RSN AEE . BE ENT-%EE. BLOH!
RENTEZEZFOREHOL— b, BUEFX=—00HIRS
TREHIX, BTHERAERRINET,

cuizsrgBEsLUE=2Y>Y I}



B cuzemirz=suy

CLUIk2EREELVE=L2ULY |

et

B
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¢ DNS A7 —& ZDffad (17 =2—3)

B AN EF=HY T DYy b (18 =)
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BV ET,

status < R, B A —/LEIEICOWTE=H ENBEHROY 7 b

PIRLFET, WENTHMEHERIZ, o2 EXr—2onTNOERTRREINET, DY
VHAE, VAT ANOEFEA R NOBEE TORFHERLET, AU HXT LI, DAY
YEDY Y MR, RBEOV AT AFEEILIE, B XN AT AOFRHIRIC A LA X
VNOEBEARRCEET, A=, AFV ., THARYT AR—R FEAT VT 4 T
REDVAT A VY —=ADOBEDHHAREZ R LET,

FHAOBPAIZOWTIE, CLIZEH LB LOE=4 ) 7ofE (1~—) 2%

BLTZE0,
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Status as of

BHEOVAT LAARKEER R LET,

Last counter reset

AT EPERBRIC) Y SN ZZR LET,
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System status online, offline, receiving suspended, * 7213 delivery suspended, A7 —F
5 "receiving suspended" (272 5 DIE, TRTDO Y AF =N —FE Ik LI2HE
DHTT, §XTOI AT —ICHTLRELREN —FFLsns &, A
T — X A% "offline" (272 1) 7,

Oldest Message | > 27 A L DEUEZHFD, kb A WA v =V aFRLET,

ALET,

HERE featurekey 2~ > NIZ LK 2 TV AT ATA U A b=/ ST RERI 7o BERE 2 3

11

mail3.example.com> status

Status as of:
Up since:
Last counter reset:
System status:
Oldest Message:
Counters:
Receiving
Messages Received
Recipients Received
Rejection
Rejected Recipients
Dropped Messages
Queue
Soft Bounced Events
Completion
Completed Recipients
Current IDs
Message ID (MID)

Thu Oct 21 14:33:27 2004 PDT
Wed Oct 20 15:47:58 2004 PDT

Never
Online

4 weeks 46 mins 53 secs

Reset

62,049,822
62,049,823

3,949,663
11,606,037

2,334,552

50,441,741

Injection Conn. ID (ICID)
Delivery Conn. ID (DCID)

Gauges:

Connections
Current Inbound Conn.
Current Outbound Conn.

Queue
Active Recipients
Messages In Work Queue
Messages In Quarantine
Kilobytes Used

Current

0
14

7,166

0
16,248
387,143

Kilobytes In Quarantine 338,206

Kilobytes Free
mail3.example.com>

39,458,745

Uptime

290,920
290,920

11,921
219

13,598

332,625

HHLEEFA—INRAT—RRADE=ZR) VYT

statusdetail 7> RlZ, BF A —VEWEICOWTE=X SN E3EIREREAZ R LET, BEh
FHEHEHRIZ. b, L—bh, BEOTF =Yoo T3 TERREINET, v
VAT, VAT ANOEFEA R NOBIAELETORRERLET, IV AT LI, FOHY
YEADV Y MR, RKEBEOVAT AFEREILIE, BEO AT AOFRMIRICEA LA X

(22h 45m 29s)

Lifetime

62,049,822
62,049,823

3,949,663
11,606,037

2,334,552
50,441,741
99524480

51180368
17550674
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Y hNOARHEEERTEET, F—VF, AFRY, TA AT A=A FEZT 7T 14 TR
REDUVAT LY ) —ADBIEOHARERLET, T XTHOL— NI, 72U —0EkEh
TREORRIZBT D, 1FRH D OB A R FREAL—FE2RLET, b— MIIE, @
1MW, 50, BERISSHE WD 3 >OMKET1LEERBZ Y OB L— FRFHE SN E
T, FEAOBMBAIZOWTIL, CLIZMH LZEFHBIOE=4 ) 7 OoME (1 —)
LTS EEN,

l

mail3.example.com> status detail

Status as of: Thu Jun 30 13:09:18 2005 PDT
Up since: Thu Jun 23 22:21:14 2005 PDT (6d 14h 48m 4s)
Last counter reset: Tue Jun 29 19:30:42 2004 PDT
System status: Online
Oldest Message: No Messages
Feature - IronPort Anti-Spam: 17 days
Feature - Sophos: Dormant/Perpetual
Feature - Outbreak Filters: Dormant/Perpetual
Feature - Central Mgmt: Dormant/Perpetual
Counters: Reset Uptime Lifetime
Receiving
Messages Received 2,571,967 24,760 3,113,176
Recipients Received 2,914,875 25,450 3,468,024
Gen. Bounce Recipients 2,165 0 7,451
Rejection
Rejected Recipients 1,019,453 792 1,740,603
Dropped Messages 1,209,001 66 1,209,028
Queue
Soft Bounced Events 11,236 0 11,405
Completion
Completed Recipients 2,591,740 49,095 3,145,002
Hard Bounced Recipients 2,469 0 7,875
DNS Hard Bounces 199 0 3,235
5XX Hard Bounces 2,151 0 4,520
Expired Hard Bounces 119 0 120
Filter Hard Bounces 0 0 0
Other Hard Bounces 0 0 0
Delivered Recipients 2,589,270 49,095 3,137,126
Deleted Recipients 1 0 1
Global Unsub. Hits 0 0 0
DomainKeys Signed Msgs 10 9 10
Current IDs
Message ID (MID) 7615199
Injection Conn. ID (ICID) 3263654
Delivery Conn. ID (DCID) 1988479
Rates (Events Per Hour) : 1-Minute 5-Minutes 15-Minutes
Receiving
Messages Received 180 300 188
Recipients Received 180 300 188
Queue
Soft Bounced Events 0 0 0
Completion
Completed Recipients 360 600 368
Hard Bounced Recipients 0 0 0
Delivered Recipients 360 600 368
Gauges: Current
System
RAM Utilization 1%
CPU Utilization
MGA 0%
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AntiSpam 0%
AntiVirus 0%
Disk I/O Utilization 0%
Resource Conservation 0
Connections
Current Inbound Conn. 0
Current Outbound Conn. 0
Queue
Active Recipients 0
Unattempted Recipients 0
Attempted Recipients 0
Messages In Work Queue 0
Messages In Quarantine 19
Destinations In Memory 3
Kilobytes Used 473
Kilobytes In Quarantine 473
Kilobytes Free 39,845,415

A\

GE)  HA VA NN ENTZEFA AT = U2 T, HbEFWA BV T ¥
WA E—UDIRENDGENRH U ETH, EBEIZITZI T U XITREINDZERITIHD
FHA, )%—%Txbﬁ%ﬁéﬂfﬁb f/? COSZAEDBIEFITE N (DFED
A=V EZETDHETITHS D) BHEIIE, ZIESNZEEHE LT 212 10)
EFRREI, b EH WA v E— /ﬁ?/ﬁZlHJ&%Téﬂé_&ﬂ%biﬁo_h
I, L EWVWA =Y AT HITEFD A v NFREND O TT, BN

REMIC ey rasnd e, porXidltey hanEd,

P—ILIRAMDRTF—RRADE=ZRY2YH

FEDOZEHEFRA M~OEEIZRER D S L BbnsGaee, Y~y =A 7 FLRIZH
T HIFRAENEST H55121E, hoststatus 2T~ REFEITTHEZNOLDIEREFERTEET,
hoststatus 2~ > R, FFEDZEERA MIETL2EF A —NVENEOE=4 Y  ZiE@EIR L
FT, IR, BET5HRX MEBRO KA AL 2 ANTHILENSH Y £9, AsyncOS
Frvial fr%méﬂﬂ\é DNS it &, ZEHFARA MPOREBICKINTZT T —HR RS
NET, KENDT—HF L, wBITFEIT L= resetcounters 2~ 2 KB DORETT, Kb
%%%%@\ﬁ?y&k7~V®20®ﬁ%ﬁ9K%%éﬂiTo%@H@%%KOVTM\
CLIZMH LZEHB L= ) o 7OME (1 4—Y) 2B2BLTIEEN,

F7~. hoststatus =~ RIZEBOFDOMOT —Z HiIKILET,

% 5: hoststatus AX > FDF DD T—42

et A

Pending .Outbound BV TN A6 0 /B R OREke L 1ITRAY 72, 585 A — /L IR A b ~D
Connections PR, 721k T $%%i, Pending Outbound Connections (X, 7’2
ANDT Y =T 4 T DEEICETLEL TORWERE T,
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Oldest Message

ZDRAAL KT BEMEF =2 —N TR b HWT 7 7 4 7TZEE ORKE
BEfl, oo Hid, Y7 R ART AL RS MR A FDEIRIZE -
TEMETEX 2V, Fa—ND A vt — T OB 2 HIW T 2 DIT&ST
%i‘d‘o

Last Activity

DT 4=V RiE, FORAMIA v E—UBERRAELNDTZONTE
manEd,

Ordered IP Addresses

D7 44— RiZiX, IP 7 KL A® Time To Live (TTL; %%t Al AEHF
M) . MX La— RIS U IP 7 L ADESENEN ., B L OREBEROT
RUARFIRENE T, MX L a—RiE, AL KT DA — L —
NOIPT RVAEBELET, 120 AL UPEHOMX La—F
FREOZLENTEET, HMX La— RO X —/L P — NI ERIEN
WED B THNET, ERIENOBI S /NI WMX L a— R3MES
SNFET,

Last 5XX error

DT 44—V RIZiX, FA ML IREINTZHTD SXX AT —H A 23—
REFRBHANREREINET, 20T =L FREREINDDIL, 5XX =
T —BIEET DHEDHTT,

MX Records

MX La— R, FAAL KT HA =N —"DIP T R ALZHRE
LET, 1 OO RAALUPEHOMX La— FERESZ ENTEE T,
K MX La— RO A —)b = NIEBLIEMAEID B TonEd, #
SN OB R /NS VWMX La— RRELREShET,

SMTP Routes for this
host

ZDORAALNZHK L TSMTP L — FRERIILTWAEEIL, Z2I2#E
mENET,

Last TLS Error

DT 4=V RITIE, RHOFLE TLS Hft— 7 — OB & | *%x—
NP — N = A BT R AT TLS $e D ¥ A TRFREnE T, =
DT 4=V RBRFIRSNDDIE, TLS =T —BFET 2HEDH T,

RES—b+rozA

ROFART— b7 = AEWIT, BT =7 =2A T FLRAEZREL TV LHEEDOHFIRSINE
T (BFANEZETLHEOOT— =2 ORELZZRLTILEZEW) |

% 6: hoststatus A3 > FOZDMOREBS—+o x4 T—4

et

Bl

Host up/down

[ U4 R 7 1 — 3L hoststatus 7 4 —/L R & [6 UEF, Virtual
Gateway 7 KL A Z L (2B S E T,

(Last Activity)

HEDOT VT 4 BT 4 [F C4 RO 7 v —s3)L hoststatus 7 4 —/L K &R UEFH, Virtual

Gateway 7 R LA Z L \ZiBH SV E T,
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Recipients

N TePIE17) NV g V= e B

D7 4=V RE, Za—s3L hoststatus 1 2 RO EFITHIG L
7, ActiveRecipients 7 4 —/V N : K —h D= A 7T KL AT

Last 5XX error

S5XX =7 —INFHET HHEDHTT,

DT 4=V RIZIE, AAINLRENTFHTD S5XX AT —H A
a— NEFBANRERINET, ZTD7 44—/ FRFRIND DI,

1

mail3.example.com> hoststatus

Recipient host:

[1> aol.com

Host mail status for:

Status as of:

Host up/down:

Counters:
Queue

Soft Bounced Events

Completion

Completed Recipients
Hard Bounced Recipients
DNS Hard Bounces
5XX Hard Bounces
Filter Hard Bounces
Expired Hard Bounces
Other Hard Bounces
Delivered Recipients
Deleted Recipients

Gauges:
Queue

Active Recipients

Unattempted Recipients

'aol.com'
Tue Mar 02 15:17:32 2010

up

leoleoleolBelell SHel

o

Attempted Recipients 0

Connections

Current Outbound Connections 0
Pending Outbound Connections 0

Oldest Message
Last Activity

Ordered IP addresses:

Preference
15
15
15
15
15
15
15
15
MX Records:
Preference
15
15
15
15

IPs
64.
64.
64.
64.
64.
64.
64.
64.

TTL

52m24s
52m24s
52m24s
52m24s

Last 5XX Error:

12.
12.
12.
12.
12.

12

12.
12.

No Messages
Tue Mar 02 15:17:32 2010
(expiring at Tue Mar 02 16:17:32 2010)

mailin-01.mx.aol.com
mailin-02.mx.aol.com
mailin-03.mx.aol.com
mailin-04.mx.aol.com

137.121 64.12.138.89 64.12.138.120
137.89 64.12.138.152 152.163.224.122
137.184 64.12.137.89 64.12.136.57
138.57 64.12.136.153 205.188.156.122
138.57 64.12.137.152 64.12.136.89
.138.89 205.188.156.154 64.12.138.152
136.121 152.163.224.26 64.12.137.184
138.120 64.12.137.152 64.12.137.121
Hostname

cuizsrgBEsLUE=2Y>Y I}
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550 REQUESTED ACTION NOT TAKEN:

DNS FAILURE

CLUIk2EREELVE=L2ULY |

(at Tue Mar 02 15:17:32 2010 GMT) : 10.10.10.10
Last TLS Error: Required - Verify
TLS required, STARTTLS unavailable
(at Tue Mar 02 15:17:32 2010 GMT) IP: 10.10.10.10
Virtual gateway information:
example.com (PublicNet 017):
Host up/down: up
Last Activity Wed June 22 13:47:02 2005
Recipients 0

\)

GCE) (RIEF— 1T x=A T FLREFRIL, altsrchostiFERHH L CWAHAEDOAFRENE T,

FBFA—IL T2 —DERDOFESR

B AN F2— BT LBAEDEREIUT L, FEDOZEEZRA MIEEOME (F2—0

R E) B0 E a5

. tophosts =~ R&fi /]l L £, tophosts =~ K

E, F2—HNO 20 DZEFDOV A NEZRLEST, VA NI, 72774 7%EH. BEHE
Wi, BAEHAZEH., Y7 R AU A ARV N BEUN—RF AU RAEINTZEHERE,
SFEIFERMEERINCY — FTEET, FHEEOHBIZONTIE, CLIZMHH L2 E S X
WE=H VU TOME (13—=V) 22BLTIEI,

11

mail3.example.com> tophosts

Sort results by:

1. Active Recipients

2. Connections Out

3. Delivered Recipients

4. Soft Bounced Events

5. Hard Bounced Recipients
[1
S

1>

tatus as of: Mon Nov 18 22:22:23 2003
Active Conn. Deliv.

# Recipient Host Recip Oout Recip.

1 aol.com 365 10 255

2  hotmail.com 290 7 198

3 yahoo.com 134 6 123

4 excite.com 98 3 84

5 msn.com 84 2 76

mail3.example.com>

JTPIWEAL T T4 ETADERTE

Soft
Bounced
21
28
11

9
33

Hard
Bounced
8
13
19
4
29

BEFA—NT = b= TR TAIA LE=Z ) TRARRTHY , VAT LICBITDET
A=NVT 7T 4 T f OEBRNEHERTEE T, rate T~ N, B A—LVEHEICET 2

B cuizs3EBEBLUE=L)LY
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1

UTPNLNEALEF=ZY

"N |

JiERAZRLET, ZoFRIE, 2= HEE LR CESIRICE

FEINFET, rate =2~ FEEIET DI, Cul+C 2EH L F 7,

WDOFRIZ, FREINDIT—XERLET,
K7:rateaAT KOT—4
et S5ER
Connections In EEEERE DL,
Connections Out FERERE DL,

Recipients Received

VAT MIRAE SN ZEEHEDOEF,

Recipients Completed

5T LI (EH DAL

745 (Delta)

BEOT—4% T v 7T — MNUBERZEIL LT, Received 515 H %K
L O Completed 5 FHEL D 2= 5,

Queue Used

Avt—T Fa—DH AKX (Fag NEAT)

mail3.example.com> rate

Enter the number of sec
[10]> 1
Hit Ctrl-C to return to

Time Connections Re
In Out

23:37:13 10 2
23:37:14 8 2
23:37:15 9 2
23:37:16 7 3
23:37:17 5 3
23:37:18 9 3
23:37:19 7 3
23:37:21 11 3
~C

onds between displays.

the main prompt.

cipients Recipients Queue
Received Delta Completed Delta K-Used
41708833 0 40842686 0 64
41708841 8 40842692 6 105
41708848 7 40842700 8 76
41708852 4 40842705 5 64
41708858 6 40842711 6 64
41708871 13 40842722 11 67
41708881 10 40842734 12 64
41708893 12 40842744 10 79

hostrate =~ > RiL, $FED A=V RA MZETAIV TNV HAAL LD ) U TIEREIR L F
T, ZOFEHRIL, statusdetail 2~ ROY 7> b TE GEHIREBE A —/NV AT —F ADE=
BT (9R—) BBR, )

% 8:hostrate AT > FDT—4

#cet

BrLL]

Host Status

FEEDHRA NOBLED AT —H A (up, down, F7ziE
unknown)

Current Connections Out

AR A X D BAEDFAZ R EL

cuizsrgBEsLUE=2Y>Y I}
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et Bl

Active Recipients in Queue F a2 —NORFEDKRA MIXIT DT 77 4 7ZEE DG

Active Recipients in Queue Delta | fz# OBEAI DR A b AT —Z ZALIEZEL LTZ, % 2 —HNDOFF
EDHRANMIKIT DT 7T 4 7TZIEEDOEFHEDELR,

Delivered Recipients Delta BEOBEFRDOARA N AT =2 2L BB LTZ, F =2 —HNOkr
TEDRA MIXT DEUEHHAZAEE DEFHADELR,

Hard Bounced Recipients Delta | fz# OBEAIDO R A b AT — X ZALIEAEL L=, % 2 —WNOFf
EDRA MIKT D= N ASNZAEHE OO
R

Soft Bounce Events Delta BEDOBEH DR A N AT —H ALIFEEL LTz, F2—WNOFRF
EDOBRAMIHT DY 7 b AT ASNEZEHEOEFHED
7R,

hostrate =~ > K& {8 1E9 5121, Ctrl+C ZEH L £9°,

mail3.example.com> hostrate

Recipient host:

[1> aol.com

Enter the number of seconds between displays.

[10]> 1
Time Host CrtCncOut ActvRcp ActvRcp DlvRcp HrdBncRcp SftBncEvt
Status Delta Delta Delta Delta
23:38:23 up 1 0 0 4 0 0
23:38:24 up 1 0 0 4 0 0
23:38:25 up 1 0 0 12 0 0
~C

BEEFA—IILEROE=2) T

KEOEELZEZHBAT A0, FFHIF VAT ANDEEEG Y N T I N a—TF 4 T 571
DIZ, B AT =P =R L TWVWDEA NDE=INLBEIZRD5E803H0 9,
topin 2~ Rif, VAT AIZEHLTCWDLYE—F KA MDA F v T gy hERLET,
ZDOARFyFvay ML, FEDOY AT —IZH#HLTWAYE—KNIPT FLAZEIZT D
DITEFFOT—TNARERINET, BLIPT RUANLRELRD Y AT —~D2 >OHERITL,
topin 2~ REMHAL TEREND T 4 —IL RIZOWTHHAT S, ROEXD24TI72 0 7,

£ 9:topin AR FDT—4

At 356

Remote Hostname | J E— K 7R A DA A "4, UX—ZADNS /Ly 7T v FIC ko CTHAS
ET,

B cuizs3EBEBLUE=L)LY
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et &5t A

RemoteIP Address | ) =— N "X FDIP 7 KL A,

listener BEfia G LD, BFA—NT— U= LD XA F—D=y 7 x—
VAN

Connections In g RRFETENTZEZWTHNTWE, FBEDIPT RLAZES £—

kAR 26 D[RR

VAT AT, UN—ADNSIL 7T v AL SoTYE—FFAMMEBRRELTNLD, 747U —
RDNS/V > 7 7 v S X > TCEDLRIERIELE T, 747 — KLy 7T w7 TrHdOIPT K
VRT3 WA, 2TV R—=ADNS vy 7 T AR LT E. T—7 DR A B
T BIEIP T RUABRFRRINE T, EEHFHRIET 2 ZAOFEMIC OV T, EEED
BREE SR LT E &0,

l

mail3.example.com> topin

Status as of:

W J oy Ul b W N

S e e e e e e e )
O WwWJo U™ WN O

Remote hostname
mail.
mail.
mail.
mail.
mail.
mail.
mail.
mail.
mail.
mail.
mail.
mail.
mail.
mail.
mail.
mail.
mail.
mail.
mail.
mail.

remotedomain01
remotedomain01
remotedomain03
remotedomain04
remotedomain05
remotedomain06
remotedomainQ7
remotedomain08
remotedomain09
remotedomainl0
remotedomainll
remotedomainl?2
remotedomainl3
remotedomainlé
remotedomainlb
remotedomainl6
remotedomainl?
remotedomainl8
remotedomainl9
remotedomain20

DNS X 7—%& A DfE:R

dnsstatus 2~ K&, DNSA v 77 v 7B LS ¥ v V2 FWMOMEF 2T~ THI U X &R
LET, o282, ZOH T ZOREDO Uy MoABE, KO AT AHEEILLIE,
BLOU AT AOEFEGHBTIZRE LA R FOEHEEERTEET,

WO, MR T o H 2R L ET,

.com
.com
.com
.com
.com
.com
.com
.com
.com
.com
.com
.com
.com
.com
.com
.com
.com
.com
.com
.com

Sat Aug 23 21:50:54 2003

IP addr.

Remote
172.16.0.2
172.16.0.2
172.16.0.4
172.16.0.5
172.16.0.6
172.16.0.7
172.16.0.8
172.16.0.9
172.16.0.10
172.16.0.11
172.16.0.12
172.16.0.13
172.16.0.14
172.16.0.15
172.16.0.16
172.16.0.17
172.16.0.18
172.16.0.19
172.16.0.20
172.16.0.21

listener Conn. In
Incoming01
Incoming02
Incoming01
Incoming02
Incoming01
Incoming02
Incoming01
Incoming01
Incoming01
Incoming01
Incoming01
Incoming02
Incoming01
Incoming01
Incoming01
Incoming01
Incoming01
Incoming02
Incoming01
Incoming01

=
oo o

P R P RPNDNNDNDNDDNDNDNDWWWWWS
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F 10:dnsstatus AR > KDT—4

#HEt AR

DNS sk RAA BB RS BT O D AT A DNS ¥ ¥ v ¥ 22545 1
L L~V D IEAF R,

Ty hU—7 3k DNSTE#RZ G T 57200 xy hU—7 (FEFu—A) ~DHER,

Cache Hits La— RSN TEI L2, DNS F v v v a~DFER,

Cache Misses La— KRB ENn7eh->7. DNS F ¥ v > a2 ~DHER,

Cache Exceptions La— KB EnZb00, RALUNPARHTHSD, DNSF v v
o ~DER,

Cache Expired La— R &7z, DNS v v oo ~DER,
Xy via T, ERRUEABES N, HTF5 10 a— R
INFET,
Time To Live (TTL; fEfe rJRERFR) 2B 2 TWVWThH, << DT
MUBXy v 2 IHFETDHEERDLYET, ZnH0 R
IR SR WRY . BIRYIN U o XX EENnEE A, Fv v
Va7 Ty vadhdE, AR N) LEY (FTED)
= N OWEBREIRENET, 77 va@ifElc L - T, HR
PNy ZNERINDZ LIS £HA,

1

mail3.example.com> dnsstatus
Status as of: Sat Aug 23 21:57:28 2003

Counters: Reset Uptime Lifetime
DNS Requests 211,735,710 8,269,306 252,177,342
Network Requests 182,026,818 6,858,332 206,963,542
Cache Hits 474,675,247 17,934,227 541,605,545
Cache Misses 624,023,089 24,072,819 704,767,877
Cache Exceptions 35,246,211 1,568,005 51,445,744
Cache Expired 418,369 7,800 429,015

mail3.example.com>

BFA—INEZARYT A28 ) 2y k
A

A2 O JIUREA—NEBX2VT A T T IAT VAT, BFA—NET=XY T o
HEDVEYy PLZEWVWEIIZTDHZ E2HERLET,

B cuizs3EBEBLUE=L)LY
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w

resetcounters 1< > Nid, BT HAEFA— N ET=F VT o Z% Uty hLET, U
vy MI, Fe—SV X ERANBLOI T o ZIZEELET, Uy M, BRITA
Y a—VICEETAEES 2 —NDORA =D 7 I E L EE A,

\}

GE) GUIT, #ur&a Uty bF52L8TEET, [VATLAT—H A (System Status) |
N BFBRLTLIEE N,

1

mail3.example.com> resetcounters
Counters reset: Mon Jan 01 12:00:01 2003

79T« T TCP/IP H—E XD HE A

WAFA—NT = T oA THBENDT 7T 4 772 TCP/IP H— E R ZiA$ 5121k, 2~
KZ7A > 425 —7xA AT tepservices 2~ REMHLET,

BFA—I FTa1—DEHE

Cisco AsyncOS T, BT A/ Fa—NOA v E—JICxT 28ELZFEITTCEET, &

A= Fa—HNDAyE—F, HIBR, XU A —FHEIL, 3V XA L7 bTHZ LN
TEET, £, Fa—NOEWA vy =T 2R, Bk, BLOT -4 7F52L b TE
i—a_o

F1—ADZEADHIER

FEDOZEHENRE SN TORWGEEC, B F A=V Xa—%27 U 7T 558I121%,
deleterecipients =~ > R & L 9, deleterecipients 2~ > R TiX, BME 2 FFORFEDZEH
EHIBRT 2210k oTC, B AREST2—2FHTEET, HIRSN2ZER T, ZE
FORETHLZEFEARA ML ST, £70F, A vyE—Y =2 —70 Envelope From 1T
WHESNIZREDT RLATHEBI SN A vE—VEEHICL > Tl ENET, F0iE
FEX2—NOTRTORA =2 (TRTDOT VT4 7TZEH) & —EHRTL2EHT
XET,

\}

(GE)  deleterecipients H§HEZ FATT DITIL, BFA—NT — N =2A B F T T4 U EI13EE—
FHEIEORRBIZT D2 Z L 2R L E T (BT A—VOZELREO—FFLEEZER)
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B »

\)

GE)  Z oM EORETLEATE £, BIEOEITHIC O A v E—UNEMESh
BHEMER D D £

ZEHEFA NBIOEEEO KL, F—XFFNO—HTHINLERHY T, VA /LR I—
RIIfEH X £ A, deleterecipients 2~ > R, HIFRSND A vE—TVDOEFHERLET,
/-, A= ua Y727 YT g (TronPortT F A MERKDAL) BNBREINLTWDHIEA.
A=V OHIBRIZANMEDOITE LTr ZICiigk S E T,

1

mail3.example.com> deleterecipients

Please select how you would like to delete messages:
1. By recipient host.

2. By Envelope From address.
3. All.
[1]1>
BFA—NT = U =103, LEIECTREELHIRT 200K MEOA T > a U HAHE
ENTWET, KRIZ, ZIEHHA MIOZIEHEOHIEE. Envelope From 7 K L A2 X % BB,
BLUOF2—HNOTXTOXEEDOHIBROF ZRLET,

REE A VICKBHHEIR

Please enter the hostname for the messages you wish to delete.

[1> example.com

Are you sure you want to delete all messages being delivered to "example.com"? [N]> Y
Deleting messages, please wait.

100 messages deleted.

Envelope From 7 F L X [Z &k Bl

Please enter the Envelope From address for the messages you wish to delete.
[1> mailadmin@example.com

Are you sure you want to delete all messages with the Envelope From address of
"mailadmin@example.com"? [N]> Y

Deleting messages, please wait.

100 messages deleted.

I RTHIBR

Are you sure you want to delete all messages in the delivery queue (all active recipients)?
[N]> Y

Deleting messages, please wait.

1000 messages deleted.

B cuizs3EBEBLUE=L)LY
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F1—HNORZEED/INI R

deleterecipients =~ > N & [Al£RIZ, bouncerecipients 2~ > KT, BEZFFORFEDZ(EH &
N= ARG ZFTHZLICE-T, EFANMEEF2—2EFHTEET, AvkE—TONY
> A1, bounceconfig 2~ NIZIEE SNTEFE DT A A v —UREITHENET,

)

GE)  bouncerecipients #§REZ EITT HIIL, B A AT — b U= A %47 T A L ET72ITEUE
—HRHELOWREICT HZ L 2HE L ET (BT A—LVOZE LEEO—FHFILEZZ]) |

\}

GCE)  ZoHEFIEDRETCHHATE 928, HEDFEITHIZ DA vE—UNEEIN
HAREMENH D £,

ZEHEFRA MBIOEEEO L, F—XFNO—HTHLIVLERHY T, VA /LR I—
I3 CT& £ A, bouncerecipients 2~ 2 R, NU L AINIZA vE—TOEFHIERL
i‘a‘o

)

() bouncerecipients FRETIX Y YV —AREFIHEH S, BT ETIZED DN DHEE1H
DVET, 774 EERE-FHEILOREOLAIX. NV A Ay E—VDFEED
EE = ARNTRERN A DGE) 1E, resume =~ > F &M L T Cisco AsyncOS
AT KRB LR TOABRIEENET,

1

mail3.example.com> bouncerecipients

Please select how you would like to bounce messages:
1. By recipient host.

2. By Envelope From address.
3. All.
[11>

N VASINDIZIEEIL, WEZEERAMIL-T, FhidAvie—yY X0 —70
Envelope From 1TIZHRE SNVEHFFEDT RV A THA I D A v E—VEEHICL - Tl S
nET, F2E3 BBEF2—HNOTRTORAvE—V% EIINRT U RATHIELTEET,

REERAMIKENTIUR

Please enter the hostname for the messages you wish to bounce.

[1> example.com

Are you sure you want to bounce all messages being delivered to "example.com"? [N]> Y
Bouncing messages, please wait.

100 messages bounced.

cuizsrgBEsLUE=2Y>Y I}
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. Envelope From 7 F L RXIZ& %/3V VX

Envelope From 7 KL X2k B/3\ D U R

FTRTNAIUR

Please enter the Envelope From address for the messages you wish to bounce.
[1> mailadmin@example.com

Are you sure you want to bounce all messages with the Envelope From address of
"mailadmin@example.com"? [N]> Y

Bouncing messages, please wait.

100 messages bounced.

Are you sure you want to bounce all messages in the queue? [N]> Y
Bouncing messages, please wait.
1000 messages bounced.

Fa1—RHDAYE—DD)FALY b

1

redirectrecipients 2~ > R&HT 5L B A—NEEFXF 2 —HNOTXTOA v E—T%RO
JLb—=HRAMIYFA L7 bTEET, ZEHEZ, ZORRINLRED SMTP A —/L &%
FTANDEMN TETWORWRRA NERIZIPT RLRIZV XA LY bTDHE AvE—UNR
N AT LHET TR, A=ADBRONWHATREELH D Z LIZERELTIEI N,

A

AR Avb—U%, Mdevimull 256805 L THZEM R AL ANV XA LT b DHE AvEe—Y

NRbhET, A—=NEZZDOLIBRRFAL ATV F AL 7 L TH, CLIZEL TR R E
NFEHAL, Ave—T%V XA VL7 MTBHEIC, ZEMURAAL NHDNE D) SMTP
Jb— MR LT E &,

WIZ, T_TD A —/L% example2.com ;" A MY # A L7 b B0 R LET,

mail3.example.com> redirectrecipients

Please enter the hostname or IP address of the machine you want to send all mail to.
[1> example2.com

WARNING: redirecting recipients to a host or IP address that is not prepared to accept
large volumes of SMTP mail from this host will cause messages to bounce and possibly
result in the loss of mail.

Are you sure you want to redirect all mail in the queue to "exampleZ.com"? [N]> y
Redirecting messages, please wait.

246 recipients redirected.

F1—ADREFIZEDV A vE—CDOFRTR

showrecipients 7~ & 2T 5L, EFA—NEEF2—NnEDOR v =R FERA B
F 721 Envelope From 7 RV A Z L IZRRSNET, £, F2—HNOTRXTOA vy E—U%
KRTHZEHLTEET,

B cuizs3EBEBLUE=L)LY
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l

mail3.example.com> showrecipients
Please select how you would like to show messages:
1. By recipient host.

2. By Envelope From address.

3. All.

[1]> 3

Showing messages,
MID/ Bytes/
[RID] [Atmps]
1527 1230
(0] (0]
1522 1230
(0] (0]
1529 1230
(0] (0]
1530 1230
(0] (0]
1532 1230
(0] (0]
1531 1230
(0] (0]
1518 1230
(0] (0]
1535 1230
(0] (0]
1533 1230
(0] (0]
1536 1230
(0] (0]

please wait.

Sender/
Recipient

userl23456Q@ironport.

9554@example.com

userl23456Q@ironport.

3059@example.com

userl23456Q@ironport.

7284@example.com

userl23456Q@ironport.

8243@example.com

userl23456Q@ironport.

1820@example.com

userl23456Q@ironport.

9595@example.com

userl23456Q@ironport.

8778@example.com

userl23456Q@ironport.

1703@example.com

userl23456Q@ironport.

3052@example.com

userl23456Q@ironport.

511@example.com

com

com

com

com

com

com

com

com

com

com

Subject
Testing
Testing
Testing
Testing
Testing
Testing
Testing
Testing
Testing

Testing

KIZ, TRTCOZEZFFRA P~DF2—NOA =W RLET,

BF A —ILEED—FFLE

A

TE

TTITAT AT, BFA—NVEEZ —RHFIL/HERE LW 2B LET,

AT FUARBN T TN 2 =T 4 T DIDITE S A —/VORUE 2 —FFITF 1T 51213,
suspenddel =~ > RZ{HH L ¥ 9, suspenddel =~ > RiL, Cisco AsyncOS % Fif5 —Kefs Ik Dtk
RBICLET, ZOWREICIE, RO L RFERH Y £7,

« EEESA-NVEREITIFELESNET,
EEBETF AR ANLONET,

e 0 JEREITRIT L E T,

«CLIZ7 7 B ATRED LRI £,
suspenddel 2~ REFEITTH L, BHWTWRERER U v, FEloEGIIH L E
Ao suspenddel =~ 2 R BICEG S AL, FEZL L TWA TR TOEREZ EFRICAL S Z &
MNTEET, BUE—FpE L ONRIED BB F OBEIZE 3121, resumedel =~ > RZ2HEH L E

B
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A\

GE) ldelivery suspend] {KREIL, v A7 2 ZHEE L CHRFFSNET, suspenddel =2~ N
AL TOOEFA AT — T oA ZHEENT 555 1%, resumedel =~ > &M
LCHEE L THOEMEEZHMT20ERH Y £5,

1

mail3.example.com> suspenddel

Enter the number of seconds to wait before abruptly closing connections.
[30]>

Waiting for outgoing deliveries to finish...

Mail delivery suspended.

BF A —ILEEEDBH
A

FE O JTUREA—NEX2VT A TTIAT VAT, BHA—NEEE —FHEL L
D N ﬁ:g:ﬁ [/71:_.0 [/73?1/\4: 9 ‘——g«é\_ ké?%"ﬂ‘bi—g«o

resumedel =~ > NI, suspenddel =~ > RO IZ Cisco AsyncOS Z 1@ OEMFIRREIZR L
e

HEC

resumedel

mail3.example.com> resumedel
Mail delivery resumed.

BFA—ILDZIED—FFEIL

AR JIUREA—NEBF2UT A T IATATIE, U AT —% —EEI/HEHE LN
LEBEIOLET,

TRCOY AF =K LT EFA—NVDZ(E & —FE1E9 5 121%, suspendlistener =~ > K%
EALET, ZENAFHELSNTWDRH, AT AMTY AT —DREDR— b ~DHEHE %
FTANEE A,
ZHUE, DY U—AD AsyncOS TEE INT-EETT, LRIOY UV —ATIEX, AT AX
etz AL, IRD XD ITISE LT b EsfER L TWE Lz,

* SMTP: 421 hostname Service not available, closing transaction channel

* QMQP: ZService not available
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wx I}

A\

GE) lreceiving suspend| JRAEIE, ¥ AT LAZFEE) L THIRFF S E T, suspendlistener =~

VREFHAHLTCHOEFA NS — T oA EHERTIHAE. VAFT—TAvE—
DOZAEHHT 5121, resumelistener 7~ > R T2 MLERH Y 4,

suspendlistener mail3.example.com> suspendlistener
Choose the listener(s) you wish to suspend.
Separate multiple entries with commas.

1. All

2. InboundMail

3. OutboundMail

[11> 1

Enter the number of seconds to wait before abruptly closing connections.
[30]>

Waiting for listeners to exit...

Receiving suspended.

mail3.example.com>

BEFA—ILDZEDEH

HEC

A\

FE OV TUREA—NEX2VT A T T IATUATIE, VA S —Z2—BpEIL/ERE LRV

LeREIOLET,

resumelistener =2~ >~ R |X, suspendlistener =~ > KO (2 Cisco AsyncOS % i i O EEIR
BIZRLET,

resumelistener

mail3.example.com> resumelistener

Choose the listener(s) you wish to resume.
Separate multiple entries with commas.

1. All

2. InboundMail

3. OutboundMail

[11> 1

Receiving resumed.

mail3.example.com>

BF A —ILDEEELEZEDER

resume 2~ > RNiX, BAE & =EOmMFEZHMHEL £,
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resume

mail3.example.com> resume
Receiving resumed.

Mail delivery resumed.
mail3.example.com>

BFA—ILDEIBFERERTY 1 —IL

3

delivernow 2 <> RZMEHTH L, BTRETALIICAT Va2 — L INEZFEERA MET
72 HICHERITTE £9, delivernow 2< 2 R TiE, Fa2a—HNOET A —/VICAIREMEZ B A7
Va— VT ABIENTEET, down D= BN TXTDORAAS & ATV a—)L S

NicAvE—VFEREFY 7 AT RSN A U0, BIEEOF 2 —IZ AL E

7

delivernow 2 <> Rif, Fa2—HND (AT a—LE3Nz, BXOT 7T 4 77%) +RTO%
BEFLIIFEDOZEFICK L THOHT I ENTEET, HEDOZELBIRT HBIL. BiE
BEEZ ATV a— T DZEED RAAL A EANTHMENHY £, VAT AL, T
BROLFERSERELET,

delivernow

mail3.example.com> delivernow

Please choose an option for scheduling immediate delivery.

1. By recipient host

2. All messages

[1]1> 1

Please enter the domain to schedule for immediate delivery.

[1> recipient.example.com

Rescheduling all messages to recipient.example.com for immediate delivery.
mail3.example.com>

J— X a—0OKklE

A

FE O JITUREA—NEX2VT A TTIATVATIE, V—7 Fa—%—RElL LRz
LEBEIOLET,

LDAPZ(EET 7 BA, ~AHL— K, LDAPHL—T 4 J, AvE—T T 4 HF AL
R, BXOUANLZGEAT v 2o PO IE, TRT [U—27 ®2—] TEITSH
T, MWET7 v — 2OV TIN—T 4 V7B L UOBEHEORTEEZ., [TV—7 Fa—HNDOA Y
-] F=VORHIZOWTIEIV AT A K=YV DAY (43—) 2R LTS
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7—4 21—kt [

VN, workqueue 2 ¥ REMH LT, V—2Fa2—00A -0 E FEITIRKIET S
ENTEET,

T2l ziE 2L DAy E=VRY =2 F2a—RNIZdh DL EIZ, LDAPY—ORELEET S
VENDLHELET, BZHL, LDAPREHET 78X 72 —IZESWT, Ayt —VaAN
TUOANDL Fry ATV EZ LS E LET, 23, Fa—%RIEL T, BHOT o FUA
WA AX Y oV DEFRT 7 A VA FE)CHEGE (antivirusupdate 2~ > RZfEH) 457
L H Y £7, workqueue 2~ REMHTLHE, V=7 Fa2—%2RIELTHBHEATLZ
T, MR AAEIE LIREECTHORELEREZITH Z MW TEET,

U= Fa—ZRIELTHOHEATILE, 2OV e 7S E T, RICHZRL
P

Sun Aug 17 20:01:36 2003 Info: work queue paused, 1900 msgs S
Sun Aug 17 20:01:39 2003 Info: work queue resumed, 1900 msgs

ROFITIE, V=27 Fa—BPlbInEzd,

mail3.example.com> workqueue

Status as of: Sun Aug 17 20:02:30 2003 GMT
Status: Operational

Messages: 1243

Choose the operation you want to perform:

- STATUS - Display work queue status

- PAUSE - Pause the work queue

- RATE - Display work queue statistics over time
[1> pause
Manually pause work queue? This will only affect unprocessed messages. [N]> y

Reason for pausing work queue:

[1> checking LDAP server

Status as of: Sun Aug 17 20:04:21 2003 GMT
Status: Paused by admin: checking LDAP server
Messages: 1243

)

GE)  HAOANIMEETT, HEEAS LRV E, ZO#HIE Manually paused by user] &
LCrZiZimIhET,

ROBITIE, V—7 Fa—D0HHAINET,

mail3.example.com> workqueue

Status as of: Sun Aug 17 20:42:10 2003 GMT
Status: Paused by admin: checking LDAP server
Messages: 1243

Choose the operation you want to perform:

- STATUS - Display work queue status

- RESUME - Resume the work queue

- RATE - Display work queue statistics over time
[1> resume
Status: Operational

Messages: 1243
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B s rve—cogrssvr—nao

BWAYVE—COBRRELUVT—HA4D

B, < 2o A v =V REETETIC, Fa2a—IlBEF-TCWVDHILER™HVET, b
DA yE—VEFHIBRLIED, T—HIAT7 LT ERTEET, ZNETIITIL,
showmessage CLI 2~ > RAMEH LT, FriE® A v =Y IDICKIET 5 A v =V 2K R L E
¥, oldmessage CLI =~ > Faffif9 5L, VAT L LOKRS HEWIHRHEA v -V RERS
NET, TO®RIT, HE T removemessage I L T, FriED A v E—I IDICKHET D A v
T —UERECHRTEET, Z0avr RTE, V—7 Fa—, BT =—, 7201350
Fa—HNORAyE—VDLEHIRTEET, AvE—URINLDOF2—DNTHIZH RN
AL, HIFRCTE EHA,

F 7=, archivemessage[mid]CLI 2~ > RZFEH LT, FiED A v E—IDIZkHET D A vtE—
% configuration 7 4 L7 h UN®D mbox 7 7 A VT — A 7 +5HZ b TExET,
oldmessage 2~ > RZHEHL T, [REEEZV TAHOA v E—V DA =V IDZRSETHI &
X TEERHA, L, AvE—YIDDBEDLIs THDEEEIE, HBEDA vyE—VEFR L
D, 7—NATLIEDVTHZENTEET, AvE—UNRY—2 Fa— FHlfTF=2—, £
I35 EF =2 —IZ72 & | removemessage 2 v 2 R TA v E—VHHIFRT 22 LIXTEEHA,

)

GE)  VAIDANRLRENO A v E— VI LTI, ZhA6DF 2 —Filavy REFETT
X EHA,

X

archivemessage

example.com> archivemessage

Enter the MID to archive and remove.

[0]1> 47

MID 47 has been saved in file oldmessage 47.mbox in the configuration directory
example.com>

X

oldmessage

example.com> oldmessage
MID 9: 1 hour 5 mins 35 secs old
Received: from example.com ([172.16.0.102])
by example.com with SMTP; 14 Feb 2007 22:11:37 -0800
From: userl23@example.com
To: 4031@test.example2.com
Subject: Testing
Message-Id: <20070215061136.68297.16346@example.com>
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DATLADAYvE—SD SRS

findeventCLI =2~ > RiZ, AV Ry 7 ADA—Lal 77 A NVEFERALT, AT ANDA Y
=YD NIRRT B e RERSICLET, findevent CLI 2~ RELHT 2
L. AvE—VIDORBHR, FRFY TV ANy X —, moRo—TEEE, £
R —TZEFICHT D ERERO—BRBICEL ST, A=A a I hLEEDRA vE—V %K
RCTEFET, BEOO T 77 A NRTRCORT 77 A NVOREREFRRTDHEL, v s 7y
ANERAMBITCERTDHIELTEET, vV 77 A V& BMBICERT HEEIEL. FFEDH
2>, BftO®@EAEFRETCEET,

07 hFRTDHA =TV LIZH%IL, findevent 2~ > RIZX» T, H&EHR (HHLT-
ny Avt—U RNRUUVA BIOVATAERA vE—Y) 28T, TOAvyE—VIDIC
9B SERER R TEET, KIZ, findevent CLI 2~ KT, V7 V=7 h ~y & —|C
lconfidential | & & D A v E—TYDZAF LB A BMT 562 R LET,

example.com>

findevent

Please choose which type of search you want to perform:

1. Search by envelope FROM

2. Search by Message ID

3. Search by Subject

4. Search by envelope TO

[11>

Enter the regular expression to search for.

[1> confidential

Currently configured logs:

1. "mail logs" Type: "IronPort Text Mail Logs" Retrieval: FTP Poll

Enter the number of the log you wish to use for message tracking.

11> 1

Please choose which set of logs to search:

1. All available log files

2. Select log files by date list

3. Current log file

[3]1> 3

The following matching message IDs were found. Please choose one to

show additional log information:

1. MID 4 (Tue Jul 31 17:37:35 2007) sales: confidential

[1]1> 1

Tue Jul 31 17:37:32 2007 Info: New SMTP ICID 2 interface Data 1 (172.19.1.86) address
10.251.20.180 reverse dns host unknown verified no

Tue Jul 31 17:37:32 2007 Info: ICID 2 ACCEPT SG None match ALL SBRS None

Tue Jul 31 17:37:35 2007 Info: Start MID 4 ICID 2

Tue Jul 31 17:37:35 2007 Info: MID 4 ICID 2 From: <user@example.com>

Tue Jul 31 17:37:35 2007 Info: MID ICID 2 RID O To: <ljohnson@example02.com>
Tue Jul 31 17:37:35 2007 Info: MID Subject 'sales: confidential'

Tue Jul 31 17:37:35 2007 Info: MID ready 4086 bytes from <user@example.com>
Tue Jul 31 17:37:35 2007 Info: MID matched all recipients for per-recipient policy
DEFAULT in the inbound table

Tue Jul 31 17:37:35 2007 Info: ICID 2 close

Tue Jul 31 17:37:37 2007 Info: MID interim verdict using engine: CASE spam negative
Tue Jul 31 17:37:37 2007 Info: MID using engine: CASE spam negative

Tue Jul 31 17:37:37 2007 Info: MID interim AV verdict using Sophos CLEAN
Tue Jul 31 17:37:37 2007 Info: MID antivirus negative

Tue Jul 31 17:37:37 2007 Info: MID 4 queued for delivery

Tue Jul 31 17:37:37 2007 Info: Delivery start DCID 0 MID 4 to RID [O0]

Tue Jul 31 17:37:37 2007 Info: Message done DCID 0 MID 4 to RID [O0]

Tue Jul 31 17:37:37 2007 Info: MID 4 RID [0] Response '/null'

Tue Jul 31 17:37:37 2007 Info: Message finished MID 4 done

4
4
4
4
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B swesgmLr-o 27 LokEOE=S2Y LY

SNMP Z R L= X TLOKREDE=LR) Y
A

AE JTUREA—NEFXF2UT 4 T T IAT AT, SNMPZHRE LW &2 BEID
Li—g—o

AsyncOS A_XVL—TF 4 7 VAT AlZ, SNMP (Vo7 2y hU—2FH o hanr) &
FRLIEV AT LAT—HADEF=H ) TP R—FLTET, 20U Y —R|ZIE, RFC
1213 B X907 ITHLE STV D MIB-II OFE AR RO 71 v RFEEI N THET,
(SNMP DFEIZ DUV TIL, RFC 1065, 1066, BLN1067 #Z LT &) , LLFDA
WHEBELTLEEN,

*SNMP |, T 7 #/L b TH T2 0 97,

« SNMP NEZhDOEAE, HHESNDT 7 4L h3—2 3 1% SNMPv3 T,

«SNMP SET #ifE (2> 7 4 FXalb—ray) IEEINEFEA,

¢ AsyncOS |E SNMPv1, v2, BELOV3 ¥R —FLTWET,

« WRED/RA T =R LW HIT R > T RITT7R D E/ A, B b7 3 ) X LT AES

DN T AHMENH Y 3, FWIFT7 /LI Y X AT SHA-1 ORI THHLERH Y F4, K

|\Zsnmpconfig 2~ REFITTH L XL, a~v U RIZZONRNRAT7 L—X0 [FllE] ST

WET,

« SNMPv3 = —H# 4% v3get T,

> snmpwalk -v 3 -1 AuthNoPriv -u v3get -a SHA -A ironport mail.example.com

* SNMPvIl 721 SNMPVv2 DA EERAT 5T, 23a2=FT 4 AN) VT E2HRTT DN
ERHVET, aIa=T 1 ANV 7L, public 2T 7 4/ MRESNERA,
* SNMPv1 35 L OV SNMPv2 D6, EDO xRy b U —27 2250 SNMP GET E R %5217 AL D

MEFRETDHNERH Y £97,
« SNMPv3 Z i i3 285813, IRORIRTHR—FENE2EX2U T 4 LLOWThn
PERTAHIMLERH Y 9,
tXxal)Tq LR SREE TS5A4180—
noAuthNoPriv o X

nu u Lj: SNMPv3 :L”_‘“H‘% %f
AL TIThitEd,

authNoPriv o X

lllh Fl L‘i SNMPV3 Bicy nIE/\X =
L— A& L TIThiLE
ﬁ‘o
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MIBZ7AJL

me 7741 [

TXFa)T4 LARL B T4 N—

authPriv o o

SHEEIX. SNMPV3ERE[/ R A 7 | 754 N —(L. SNMPv3 7
L—XZfH L TiThivE | AN — AT L—X%ff
KR ALTT 77 4 7fbans
j‘O

« SNMPV2 & SNMPV3 D[l 5 Z# AT 235815, b7 v T ERAN—Ta U EBIRT 5
MERDY £79,

« NIy T EMEHTHITIE. SNMP ¥R —T % (AsyncOSIZIEE EFNTWERTA) NETH
ThHY, ZOPT RVANR KRNI v Z—Fy he LTANENTOWDMERHY £3 (K
A NLEHEHTEETN, TOHAE. N7 v 71 DNS BEIEL T\ 5D & TR Y HHE
7).

BT A—NT—F T2 A1 L TSNMP E=F ) T A F2—T N L TRET DI,
snmpeonfig 2 ¥ REMHLET, A ¥ —T7 oA ADEZBRL, RELKEZDLE, &
A= — 87 = AX SNMPv3 GET ZRIZISELET, b0 —T 3 0 3 ERITIE, —
BT HRXAT L —AREENTWDIXLERH D ET, T 74/ FTIHE, X—=Yar1B8X02
FERIIESSINET, A 2T MZTDHEEEF. A—YarIBLO2ERIZ—HTDHaI
=T 4 ANV ITREENTNWDILERDH Y £7°,

BIA—NT =T =A HORD MIB 7 7 A /Ui,

http://www.cisco.com/c/en/us/support/security/email-security-appliance/tsd-products-support-series-home.html

MHAFTEEI, HHTRERKFHOMIB 7 7 A VEadHLET,
« ASYNCOS-MAIL-MIB.txt : T F A —/V4>7— b T oA DT % —7F 4 XMIB ® SNMPv2
HHRDFHH,
* AsyncOS SMLtxt (IRONPORT-SMLtxt) : Cisco 227 Y ¥ =2 U7 ¢ 8T
ASYNCOS-MAIL-MIB O #%&E|# Exd 5 EREHRMEE ] (SMD 77 A /L,

IN—FYHT7 AT H b

Intelligent Platform Management Interface Specification (IPMI) ¥#EHLO/N— R =7 &9 —|C
FoT, BE, 77 A=, BREEY 2 —/L AT —F AR EOERNPRE S ET,
N R 2T AT —H A R—) 7 LT, BRI 7 B NI ER 22— R D = T [
EETAIT D D L AR LET, EAMD 10% UNOREE FRFEHE L5 - LA TE %
ﬁ‘o

B AT — T = A DEFEY 2 — L OBLEERE O & OfFRICHOVWTIE, 7

NDN=RY =T A FEBRLTES D, A= FY =T A4 FORFICOVTHE, WhtE
BRLTEED,
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IN—FKYHz7 ST

AT —HABRERNT o 1H, AT —HARERIND EEFEINET, 77 VEEBIOEIR
M7 o3, SRILICEESNET, 20D T v T, BEFZHTI—LH 8T 07T
T, INHDO T v, AT —F AN (BFPLEEN) BEINZEXIERTEES
nEJ,

72E2E ClI0EBEFA—NT— b T2 TIROLEVMEIZET D . NIy 7R EINE
j—o

R CINEFA—NT— b IzADN—FIzT7 rSv 7 BEBLUN—FIz7DOEH

T &R =R (A |BR WNvy B8R (54 |77 VEE|ERED21—I/L|RAID o

LU (CPV) ) JL—) H—)

C170 |90C 47C NA NA 0 RPM AT —BADE|N AT —H A | AT —HAD
1t DEAL, 24k

WA=V = T oA THEAFREZR N vy TBIOLEWVEZFRRTHICE, a~v RIA
v AU H—T A AT snmpconfig I~ REEITLET,

BEERET 7—A b7 v 71E, lHxoar R —xr FOBMPREEZRLETH, VAT A
PAROEEDFRIC /2D LIFRY FR/A, L& 2 HEO7 7V ETTEREY 2 — V&R
DEFA—NT =Tz T1OD7 7 VEIFEREY 2 — /MIEENREEL TS, &
A=V — N7 = A FEE LT 7,

ESPERENS

o f5] : snmpconfig =T~ > K (33 X—)

SNMP 3 v 7T

SNMP (Z1%, 1 DO FE 72 IIEROLMNH- SN & ZIERT ) r—ya v (G@FIL. SNMP
BE oY —)) [CHBEL72OO NT v 7 (F13@mH) X ET H8EN Hb-> T E
T, FTvFEIF, b TEEETHVATLADALR—X L MNIET AT -2 2GR
ND—27 by hTF, R o713, SNMP=—2 x> b (ZOBESITEFA—NALY— T =
1) T, ®DHRMNHT-INEAICERSINET, FJENHIZsNDE, SNMPTZ—V =
FZSNMP % v F&EREL L, SNMP &l Y —L V7 N7 = 7 BB 58 2 MOEE
LET,

SNMP kT v 7% BN L TCHET HITIE, snmpeonfig 2~ > REFHEH L E7,

BEONT T X—=Fy "OIREHE: "I =Sy MDODATTROLNTZEEIT, H
VTR S IP T FLAZ 10HE TANTEET,
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{5 : snmpconfig A< > F .

{5 : snmpconfig I < > K

WOHITIX, C690 N— KT =T HE T A—/L7— T A T snmpeonfig 2~ REfEM L T,
H— 11610 [PublicNet] A > % —7 = A ATSNMP% A x—7 LT LTWEF, S—Ta
1 BEV2 M50 GET BERICH LTI 2= 1 2 b > 7 public BAHSHTVET,

maill.example.com> snmpconfig

Current SNMP settings:
SNMP Disabled.

Choose the operation you want to perform:
- SETUP - Configure SNMP.
[1> setup

Do you want to enable SNMP? [Y]>
SNMP default version is V3

Choose an IP interface for SNMP requests.
1. Management (10.10.4.5/27: maill.example.com) [1]>

Which port shall the SNMP daemon listen on?
[161]>

Select SNMPv3 security level:

1. noAuthNoPriv - Authentication is done using the SNMPv3 username, and no privacy is
activated.

2. authNoPriv - Authentication is done using the SNMPv3 authentication passphrase, and
no privacy is activated.

3. authPriv - Authentication is done using the SNMPv3 authentication passphrase, and
privacy is activated using the SNMPv3 privacy passphrase.

[31>

Select SNMPv3 authentication type:
1. SHA

[1]1>

Select SNMPv3 privacy protocol:

1. AES

[1]1>

Enter the SNMPv3 authentication passphrase.
[1>

The SNMPv3 passphrase must be at least 8 characters.

Enter the SNMPv3 authentication passphrase.
[1>

Enter the SNMPv3 authentication passphrase again to confirm.
[1>

Enter the SNMPv3 privacy passphrase.
[1>

Enter the SNMPv3 privacy passphrase again to confirm.
[1>
Warning: The same authentication and privacy passwords reduce the security of the system.

Do you want to set other passwords? [Y]> n

Service SNMP V1/V2c requests? [N]> Y
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. {5 : snmpconfig < > F

Enter the SNMP V1/V2c community string.
[ironport]>

Shall SNMP V2c requests be serviced from IPv4 addresses? [Y]>
From which IPv4 networks shall SNMP V1/V2c requests be allowed? Separate multiple networks
with commas.

[127.0.0.1/32]>

Select the version for SNMP traps:

1. 2c
2. 3
[21>

Enter the Trap target as a host name, IP address or list of IP addresses separated by
commas (IP address preferred). Enter "None" to disable traps.
[127.0.0.1]> 10.10.0.28

Enterprise Trap Status
CPUUtilizationExceeded Disabled
FIPSModeDisableFailure Enabled
FIPSModeEnableFailure Enabled
FailoverHealthy Enabled
FailoverUnhealthy Enabled
connectivityFailure Disabled
keyExpiration Enabled

linkUpDown Enabled

. memoryUtilizationExceeded Disabled
0. resourceConservationMode Enabled
1. updateFailure Enabled

1
2
3
4
5
6
7
8
9
1
1

Do you want to change any of these settings? [N]>

Enter the System Location string.
[Unknown: Not Yet Configured]>

Enter the System Contact string.
[snmp@localhost]>

Current SNMP settings:

Listening on interface "Management" 10.10.4.5/27 port 161.
SNMP v3: Enabled.

Security level: authPriv

Authentication Protocol: SHA

Encryption Protocol: AES

SNMP v1/v2: Enabled, accepting requests from subnet 127.0.0.1/32,fe::1/64.
SNMP v1/v2 Community String: ironport

Trap version: V3

Trap target: 10.10.0.28

Location: Unknown: Not Yet Configured

System Contact: snmp@localhost

Choose the operation you want to perform:
- SETUP - Configure SNMP.

[1>

maill.example.com > commit
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