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# SMTP

Public Listener: InboundMail
Host Access Table (HAT):

WHITELIST: $TRUSTED
BLACRLIST: $BLOCKED
SUSPECTLIST: $THROTTLED
UNKNOWNLIST: $ACCEPTED

spamdomain.com REJECT
.spamdomain.com REJECT

251.192.1. TCPREFUSE
169.254.10.10 RELAY
ALL: $ACCEPTED

Recipient Access Table (RAT):

7rLzozzaz [

The smtproutes command was
used to route mail accepted on the
public listener InboundMail for
example.com to the host
exchange.example.com.

‘ IP interface: PublicNet (e.g. 192.168.2.1)

‘ Ethernet interface: Data 2

|

Cisco Email
Security appliance

| Ethernet interface: Data 1

|

‘ IP interface: PrivateNet (e.g. 192.168.1.1)

exchange.example.com
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HALET, 774V (Z7ANVAITESTHE) 1. VAT—0 /configuration?% [%S72))
ICEZRAENET, ZOT77AVECLUDHTERL, A VA —-FLETZENTEET,
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TA YT AT —T)VT7 7 A)V% /configurationT A L7 b UIZELE L. aliasconfig 2~ K
D import V7 a~wr RaflL 774 V2T v u—RKLET,
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AT 4 X2 L=V a VOEERKMEIND L), “T A VT AT—=TN 77 A NVEA
VIR— LB T comit I RERITLTL A&,

IAY)TFRXRT—TILOIY Y DI

avw RIA A H—T x4 A (CLD) Z2EHLTC=A VT AT =T by R ZHIER
THLEE, BICRAL Y TV—TEERT DL 01k bET, [ALL (any domain)| =
VU ERERTLE, TRTORALS VICHEAINDI A VT ADEFE &Y A MNRFEREN
T, 0%, HIBRTH22A4 VT AOFEZRINL 7,
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A
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# sample Alias Table file

# copyright (c) 2001-2005, IronPort Systems, Inc.
# Incoming Envelope To addresses are evaluated against each
# entry in this file from top to bottom. The first entry that

# matches will be used, and the Envelope To will be rewritten.

# Separate multiple entries with commas.
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# Global aliases should appear before the first domain

# context. For example:

# admin@example.com: administrator@example.com

# postmaster@example.net: administrator@example.net

# This alias has no implied domain because it appears

# before a domain context:

# someaddr@somewhere.dom: specificperson@here.dom

# The following aliases apply to recipients @ironport.com and
# any subdomain within .example.com because the domain context

# is specified.

# Email to joe@ironport.com or joe@foo.example.com will

# be delivered to joseph@example.com.

# Similarly, email to fred@mx.example.com will be

# delivered to joseph@example.com
# [ironport.com, .example.com]
# joe, fred: joseph@example.com

# In this example, email to partygoers will be sent to

# three addresses:
# partygoers: wilma@example.com, fred@example.com, barney@example.com

# In this example, mail to help@example.com will be delivered to
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# customercare@otherhost.dom. Note that mail to help@ironport.com will
# NOT be processed by the alias table because the domain context

# overrides the previous domain context.

# [example.com]

# help: customercare@otherhost.dom

# In this example, mail to nobody@example.com is dropped.
# nobody@example.com: /dev/null

# "Chains" may be created, but they must end in an email address.

# For example, email to "all" will be sent to 9 addresses:
# [example.com]

# all: sales, marketing, engineering

# sales: joe@example.com, fred@example.com, mary@example.com

# marketing:bob@example.com, advertising

# engineering:betty@example.com, miles@example.com, chris@example.com

# advertising:richard@example.com, karen@advertising.com

aliasconfig 2~ > KDl

:@{@JTMA aliasconfig I ¥ ]\%‘f@‘zﬁﬁ LA YT R ?““7/1/75:1?}52 Ljﬁjﬂo ijﬂx
example.com D R A A2 2T XA MEHEELET, RIZ, customercare DT A U T R ZVERK
L/\ customercarelexample.com &:%{géﬂfij—’\.’c@%%f — L3 bob@example.com,
frank@example.com, $LT} sally@example.com {2 VU HALVL7 hEndE I LET, BT,
admin D7 1 —/3L TA VT ZZAER L, admin (23815 S 2B A —L8
administrator@example.comL: U &4’ vz ]\ éﬂf) K 5 Iz Li?—o %?\’ﬁ@:\ %EA}JD)EHKI/I) U T A
TR SnET,

T—7 VO HREZ, admin D7 2 — )L =AU T AL, example.com DEMD AL a
TX A MOFNIH N S IET,
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mail3.example.com> aliasconfig

No aliases in table.

Choose the operation you want to perform:
- NEW - Create a new entry.

- IMPORT - Import aliases from a file.

[1> new

How do you want your aliases to apply?
1. Globally

2. Add a new domain context

11> 2

Enter new domain context.

Separate multiple domains with commas.

Partial domains such as .example.com are allowed.

[1> example.com

Enter the alias(es) to match on.

Separate multiple aliases with commas.
Allowed aliases:

- "user" - This user in this domain context.
- "user@domain" - This email address.

[1> customercare

Enter address(es) for "customercare".
Separate multiple addresses with commas.

[1> bob@example.com, frank@example.com, sally@example.com

Adding alias customercare: bob@example.com, frank@example.com, sally@example.com
Do you want to add another alias? [N]> n

There are currently 1 mappings defined.

Choose the operation you want to perform:

- NEW - Create a new entry.

- EDIT - Modify an entry.

- DELETE - Remove an entry.
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- PRINT - Display the table.

- IMPORT - Import aliases from a file.

- EXPORT - Export table to a file.

- CLEAR - Clear the table.

[1> new

How do you want your aliases to apply?
1. Globally

2. Add a new domain context

3. example.com

[11> 1

Enter the alias(es) to match on.
Separate multiple aliases with commas.
Allowed aliases:

- "user@domain" - This email address.

- "user" - This user for any domain

- "Q@domain" - All users in this domain.
- "@.partialdomain" - All users in this domain, or any of its sub domains.
[1> admin

Enter address(es) for "admin".

Separate multiple addresses with commas.
[1> administrator@example.com

Adding alias admin: administrator@example.com

Do you want to add another alias? [N]> n

There are currently 2 mappings defined.
Choose the operation you want to perform:
- NEW - Create a new entry.

- EDIT - Modify an entry.

- DELETE - Remove an entry.

- PRINT - Display the table.

- IMPORT - Import aliases from a file.

- EXPORT - Export table to a file.
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- CLEAR - Clear the table.

[1> print

admin: administrator@example.com

[ example.com ]

customercare: bobGexample.com, frank@example.com, sallylexample.com
There are currently 2 mappings defined.
Choose the operation you want to perform:
- NEW - Create a new entry.

- EDIT - Modify an entry.

- DELETE - Remove an entry.

- PRINT - Display the table.

- IMPORT - Import aliases from a file.

- EXPORT - Export table to a file.

- CLEAR - Clear the table.

(1>

ZOBEERT, BT AN T = U= OREITRO L D720 £,
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B2:BFA—NAT—FITAITERSNIIAVTFTRT—TIL

*_ Internet

+ SMTP
Public Listener: InboundMail
Host Access Table (HAT):

WHITELIST: $TRUSTED
BLACELIST! $BLOCKED
SUSPECTLIST! STHROTTLED
UNENOWNLIST: SACCEPTED

spamdomain.com REJECT
.sepamdomain.com REJECT

251.192.1. TCPREFUSE
169.254.10.10 RELAY
ALL: $ACCEPTED

Recipient Access Table (RAT):

‘ IP interface: PublicNet (e.g. 192.168.2.1)

Ethernet interface: Data 2

=T 4 T BFUERE#EDSRE |

The Alias Table feature was
configured to create the following
aliases:

admin:

administrator@example.com
[ example.com ]

customercare!: bob@example.com,
frank@example.com,

sally@example.com

Note that alias tables apply to all
email traveling through (received by)
the appliance, from both private and
public listeners.

Cisco Email
Security appliance

=

Ethernet interface: Data 1

| IP interface: PrivateNet (e.g. 192.168.1.1)

Private Listener: QOuthoundMail

Host Access Table (HAT):
RELAYLIST: $RELAYED
ALL: $BLOCKED

Default sender domain: example.com|

Received: header: DISABLED

YADL— FDER

FHNWOYT RAAL & HRY ER<

~AHL— RiE, AER LT — 7 Mt »> T, o _"n—7%EE (FEH £721XMAILFROM
EHIFENET) . BIO) AF—TUEINDLEF A —/LD To:, From:, CC:~v X —%E
THEZ DHREETT . ZOMBEO e FZEF D10 B KAL) THY, ZhicL-
THEEDRAAL L Z1ODY A MERAT 4 7 TEHI TR £, fho—ixpy7p328E
ELTE, Ry NI AT TANT I Fxx BT 2D, BFA—N ~y X —DX
(AN BT ) EWVWIHIBDORHVET, vATL—

REgREIL, 7T A= VR F =L "7 Y v 7 JURF—DW TR TE LT,
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| v—F4 v B&VEREREDSE

A\

Y AH L— K & altsrchost .

6=

Y AH L— REEBREIX., VAT ALK L TRETDI A VT AT —T7 e L 138720, U
AF B TRELET,

U A —i%, LDAPREEZIFTANST =V —DEEKE CLDAPV—T 4 7 72U —DHI, A v
T —IUNU—7 a2 —RNIIHIMIT, ~SAHL =R T—T N T—HER L TCZEELZLETL
9, [BEFA—N LTI NTDONT OEEZSRLTLLTEE N,

TAH VL — REREEICLD, o Re—TEEFERBIOZELZE A —/LO To:, From:, CC:
TA— IV ROT FUANERICEEZBLZ ONET, FRT2V AT —TL1ZhlxD~v AT L—
KRG A—ZERETEET, 220H5 HFEOWTNNEHEHLET,

AER LT~ B T DART 4 7 T —T VA

+«LDAP 7 =V Z{#i i,
ZOETIE, AXT 47 T—TNEFHTLHECOWTHALEST, 7—7 1 0ERIT,
—¥? UNIX A7 AT sendmail 2> 7 4 ¥ = L —13 3 D /etc/mail/genericstable #§AE & A7
HHMERH Y £9, LDAPYA I L— K 7 U OFFEMIC OV TIE, LDAP 7 = U 2L T<
2S00,

BEETE B
e v AH L— K & altsrchost (17 _X—3)

< A H L— K & altsrchost

— I, v AI L— FERETIET N =T REENEE WAL, Ay -V TEITSND
ENLBEOT 7 v aid, ~AHL—RENET RLANDL ThU—) ShEd, =720,
CLI 75 altscrchost v > K& FAT L7256, altserchost ¥ » B2 713567 KL AnE R
H—ENET OEVERHDO~ AL —FENTLT RLATEZRWY) |

FEAMIZ DUV T, Virtual Gateway™ 77 0 U—EH LTI TORA MENTZ KA AL T
DDA =N T — T =A (60 ~—Y) BLOER : EF ANV AT TA 2 (73—
V) ESRLTLIIESN,

ESPEDEYS]
CABTF 4V AN L— R F—T L0 (17 2—7)
e I IAR—FN U RF—H=ADL—RK T—T 10 (19 X—)
AL — R F—=T DA R— ] (19 2—)
e v AT L— FDOf] (19 _—)

AATFA4 9 IRAL—RK F—TILOHEK

VYT DAET 4 v AHL— R T —T )V ERET HIZIE, listenerconfig 2~ KD
edit -> masquerade 7 a~ > RE2FEHLET, £/o, vy EVIREENDLI T 7 A NVEA
R—=FTEET, ~AHL—FRT—=TNLDA R —F (193—=) ZBRLTLLEE N, Z
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OV Tawr Rk, AT RLVA, a—H4, BIXORAAL UEZH LT RLABIOR
AN~ BT T T =T N EERB LI OHERFLE 7, LDAP~Y AL L— R 7 U QM
IZOWTIE, LDAP 7 = U 2L T &,

AvE—UNUATACHEAINS L X, T ARBRIN, ~v X —IC—HR oD
A E—UREEBRZONET,

RAAL LD AHL— R TFT—TME, ROX IR ET,

RIRRAL—F F—TILOEX

ZiD (LHS) XY XF £i1 (RHS)

—HTH 1 OU LD — | AT (AR—AFE T | EERIBEOL—VPELR R AL
PLLRAAL L DY A+ |1XF 7 30F)

WDOFIZ, v AHL— R F—7 L THESR P ERLET,

ZiD (LHS) £i1 (RHS)

username username@domain

oI, BT A2 —VAERELET, EUO2—YHII—KTIHEEEFA—
VA vE—=UiE, —EERY, FUOT RLATEXHBz bNET, A0, 8227 KL
AThHOHVLENDY £7,

user@domain username@domain

oy MNIE, —ETAEMRT RLAZBELET, LUDEERT RLRIZ—HT5
EEAvE—VIE, BAOT RLVATEEHMZ ONET, HAIT. BL2RT KLATHH M
ERH Y FT,

@domain @domain

ORI BHEDRAAL VOEEDT RLVAZFEELET, ELDOITD KA AL 14,
FODRAAL VTEEZHBZONETN, 2—VFHAEFEELHY TH¥A,

@.partialdomain @domain

ORI BHEDORAL VOEEDT RLVAZFEELET, ELDOITD KA AL i,
FODRAAL VTEEZHBZONETN, 2—VFHEFEELHY TH¥A,

ALL @domain

ALL=> "V, FOFFEOT FLRAI—F L, AUOT FLATEEH2 9, AL,
RAA ORI T@) 220 ERHY ET, 2oz bV, 77— ANONEICE
R WITERERKIZRY £,

GE) arL Y UL, TIARN=h URT—DORIMEHTE ET,

s b—VE, v AB L — K T =T AL TOHBNEFIE-> T LET,
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o 7 7 4V h CTIEZERFIZ~y X —® From:, To:, 83XLWCC: 74—V KNDOT KL A)—
L, EXH2OoNET, oo —TREEHFICHLTEZIHRILILOICAHT v arvE
WETHIEHLTEET, mo "\ —TEEEBIOEZ I IR~y X —IX, config
Tavy R L CTAEE 20 %z £,

« T T INDITORIATT =5l s #) ZHTLE, 2072 A M7 U RNEE
T #DDITORBET, TRTCaALITHLERRSNTEREINET,

e AN — R T =T ML, new T a~wr RTER LD, 77 A0 R—FLTEE
MZ X > T, 400,000 =2 k UZHIR &AL ET,

T3AR—F YRF—RAYZADL—F T—=TIL OB
# sample Masquerading file
@.example.com @example.com # Hides local subdomains in the header
sales sales_team@success.com
@techsupport tech support@biggie.com
user@localdomain user@company.com

ALL @bigsender.com

YAAL—F T—=TILDA4 ViR—F

W D sendmail D /etc/mail/genericstable 7 7ANEA R — FTX ijﬁo genericstable
Ty ANEA A= T HITIE, JBIZFTP, SSH, BLU'SCP 77 B A &8 L. EF A —/V
F—h Uz AT 7B ATEDLEIICLET,

genericstable 7 7 A IV%E configuration T4 L7 R A TA= PN masquerade YT avr FD
import W7 A~ REFHA LTI 7 AV ET v 7 a—RLET, a~vr RE, ROIEF Tl
Li‘é—c

listenerconfig -> edit -> listener number -> masquerade -> import

FUF, export M7 avr REHHL T FOay 7 4 Falb—Ta a2 ¥ rn— RT&EE
To 774N (77 ANVAIXESTHEE) X, configuration 7 4 L7 R U IZEZIAENE T,
D77 ANE CLIOAFTEREL, AV A—FLETZENTEET,

import"j‘j:lvr/ KNEfEHT 25 & =3, 77/(/1/§:ﬁ§j37231:/ D @%‘ﬁ’@iﬂf‘/\é Loz
LCLZE W, e N (ElARH> THIANRWGEAERE) b L, 774 1vDA
VIR— FMRIZCLI T =7 =0 A LET, A v AR— MR —038ETLE. 77
ANEERT B TNA VR — SN EREA,

JUAF—Dar 7 4 X2l —alyOEBEENEREMEINS LI, genericstable 7 7 A /b
AR —FL7EEZETHUT commit I REFITL TS ZE0,
I RXHL— LD

:@{ﬁjfﬂi\ listenerconfig ) masquerade “9'73'7\/ F%ﬁiﬁﬁ L C. PrivateNet A2 —Tx
A A EIZ®H S [OutboundMail] & WO ARTO T T A X— ks URF—HIZ, RAAL L ~vATL—
N7 —7VEER L ET,
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EP. YAB VL= FICLDAPZMEMT 247 a v 285 L%, (LDAPYAIL—RJ T
U OZEMMIZHOWTIL, LDAP 7 =Y 5B LT EW)

RIZ, @.example.com DE(5y KA A L FRFLD example.com|Z~V Yy B 7 ENNET, Tk D,
BT RAA L example.com MIZHDEBED< L U MHIEEINDET X TOEF A —/LRN
example.com{l¥ Y BV 7 ENFET, IHIT, 2—V4 joe I3 KA A I joeRexample.com | <
By rENET, MFOTY b 2RI 1D NAL Y v AD L= T=7ABHA S
AT, masquerade.txt EWVVIZRIDT 7 A W AR—FEINFET, configh 7 a~vr K&
HEHALT, CC: 74—V RDOT FLAOES A PN/ Y | RBICEENHEESHES,

mail3.example.com> listenerconfig

Currently configured listeners:

1. InboundMail (on PublicNet, 192.168.2.1) SMTP TCP Port 25 Public
2. OutboundMail (on PrivateNet, 192.168.1.1) SMTP TCP Port 25 Private
Choose the operation you want to perform:

- NEW - Create a new listener.

- EDIT - Modify a listener.

- DELETE - Remove a listener.

- SETUP - Change global settings.

[1> edit

Enter the name or number of the listener you wish to edit.
[1> 2

Name: OutboundMail

Type: Private

Interface: PrivateNet (192.168.1.1/24) TCP Port 25
Protocol: SMTP

Default Domain:

Max Concurrency: 600 (TCP Queue: 50)

Domain Map: Disabled

TLS: No

SMTP Authentication: Disabled

Bounce Profile: Default

Footer: None

LDAP: Off

Choose the operation you want to perform:

- NAME - Change the name of the listener.
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- INTERFACE - Change the interface.

- LIMITS - Change the injection limits.

- SETUP - Configure general options.

- HOSTACCESS - Modify the Host Access Table.

- BOUNCECONFIG - Choose the bounce profile to use for messages injected on this
listener.

- MASQUERADE - Configure the Domain Masquerading Table.
- DOMAINMAP - Configure domain mappings.

- LDAPACCEPT - Configure an LDAP query to determine whether a recipient address should
be accepted or bounced/dropped.

- LDAPROUTING - Configure an LDAP query to reroute messages.
- LDAPGROUP - Configure an LDAP query to determine whether a sender or
recipient is in a specified group.

- SMTPAUTH - Configure an SMTP authentication.

[1> masquerade

Do you want to use LDAP for masquerading? [N]> n

Domain Masquerading Table

There are currently 0 entries.

Masqueraded headers: To, From, Cc

Choose the operation you want to perform:

- NEW - Create a new entry.

- DELETE - Remove an entry.

- PRINT - Display all entries.

- IMPORT - Import all entries from a file.

- EXPORT - Export all entries to a file.

- CONFIG - Configure masqueraded headers.

- CLEAR - Remove all entries.

[1> new

Enter the source address or domain to masquerade.

Usernames like "joe" are allowed.

Full addresses like "user@example.com" are allowed.

Full addresses with subdomain wildcards such as "username@.company.com" are allowed.

Domains like @example.com and @.example.com are allowed.

=71 vissvmEsEoxt I}



B <x».—ron

B 7 B L URERREDEE

Hosts like @training and @.sales are allowed.

[1> @.example.com

Enter the masqueraded address or domain.

Domains like @example.com are allowed.

Full addresses such as user@example.com are allowed.
[1> @example.com

Entry mapping @.example.com to @example.com created.
Domain Masquerading Table

There are currently 1 entries.

Masqueraded headers: To, From, Cc

Choose the operation you want to perform:

- NEW - Create a new entry.

- DELETE - Remove an entry.

- PRINT - Display all entries.

- IMPORT - Import all entries from a file.

- EXPORT - Export all entries to a file.

- CONFIG - Configure masqueraded headers.

- CLEAR - Remove all entries.

[1> new

Enter the source address or domain to masquerade.

"o

joe

"

Usernames like are allowed.

Full addresses like "user@example.com" are allowed.

Full addresses with subdomain wildcards such as "username(@
Domains like @example.com and @.example.com are allowed.
Hosts like @training and @.sales are allowed.

[1> joe

Enter the masqueraded address.

Only full addresses such as user@example.com are allowed.
[1> joel@example.com

Entry mapping joe to joe@example.com created.

Domain Masquerading Table

=T 4 T BFUERE#EDSRE |
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There are currently 2 entries.
Masqueraded headers: To, From, Cc

Choose the operation you want to perform:
- NEW - Create a new entry.

- DELETE - Remove an entry.

- PRINT - Display all entries.

- IMPORT - Import all entries from a file.
- EXPORT - Export all entries to a file.
- CONFIG - Configure masqueraded headers.
- CLEAR - Remove all entries.

[1> print

@.example.com @example.com

joe joe@example.com

Domain Masquerading Table

There are currently 2 entries.
Masqueraded headers: To, From, Cc

Choose the operation you want to perform:
- NEW - Create a new entry.

- DELETE - Remove an entry.

- PRINT - Display all entries.

- IMPORT - Import all entries from a file.
- EXPORT - Export all entries to a file.
- CONFIG - Configure masqueraded headers.
- CLEAR - Remove all entries.

[1> export

Enter a name for the exported file:

[1> masquerade.txt

Export completed.

Domain Masquerading Table

There are currently 2 entries.
Masqueraded headers: To, From, Cc

Choose the operation you want to perform:
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- NEW - Create a new entry.

- DELETE - Remove an entry.

- PRINT - Display all entries.

- IMPORT - Import all entries from a file.

- EXPORT - Export all entries to a file.

- CONFIG - Configure masqueraded headers.

- CLEAR - Remove all entries.

[1> config

Do you wish to masquerade Envelope Sender?

Do you wish to masquerade From headers?

Do you wish to masquerade To headers?

Do you wish to masquerade CC headers?

Do you wish to masquerade Reply-To headers?

Domain Masquerading Table

There are currently 2 entries.

- NEW - Create a new entry.

- DELETE - Remove an entry.

- PRINT - Display all entries.

- IMPORT - Import all entries from a file.

- EXPORT - Export all entries to a file.

- CONFIG - Configure masqueraded headers.

- CLEAR - Remove all entries.

(1>

Name: OutboundMail

Type: Private

Interface: PrivateNet (192.168.1.1/24) TCP Port

B 71 B L UREHE:
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Protocol: SMTP

Default Domain:

Max Concurrency: 600 (TCP Queue: 50)
Domain Map: Disabled

TLS: No

SMTP Authentication: Disabled

Bounce Profile: Default

Footer: None

LDAP: Off

Choose the operation you want to perform:
- NAME - Change the name of the listener.
- INTERFACE - Change the interface.

- LIMITS - Change the injection limits.

- SETUP - Configure general options.

- HOSTACCESS - Modify the Host Access Table.

- BOUNCECONFIG - Choose the bounce profile to use for messages injected on this
listener.

- MASQUERADE - Configure the Domain Masquerading Table.
- DOMAINMAP - Configure domain mappings.

- LDAPACCEPT - Configure an LDAP query to determine whether a recipient address
be accepted or bounced/dropped.

- LDAPROUTING - Configure an LDAP query to reroute messages.

- LDAPGROUP - Configure an LDAP query to determine whether a sender or
recipient is in a specified group.

- SMTPAUTH - Configure an SMTP authentication.

[r>

Currently configured listeners:

1. InboundMail (on PublicNet, 192.168.2.1) SMTP TCP Port 25 Public

2. OutboundMail (on PrivateNet, 192.168.1.1) SMTP TCP Port 25 Private
Choose the operation you want to perform:

- NEW - Create a new listener.

- EDIT - Modify a listener.

- DELETE - Remove a listener.

should
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(1>

=T 4 T BFUERE#EDSRE |

INTZUE—TTA X T =T 2 A DFEEITROL T F7,
E3:F54_R—F YRF—AICEEEhIIRHL—F

Internet -+

¢ SMTP

Public Listener: InhoundMail
Host Access Table (HAT):

WHITELIST: $TRUSTED
BLACFKLIST: $BLOCKED
SUSPECTLIST: $THROTTLED
UNENOWNLIST: $ACCEPTED

spamdomain.com REJECT
.spamdomain.com REJECT

251.192.1. TCPREFUSE
169.254.10.10 RELAY
ALL: $ACCEPTED

Recipient Access Table (RAT):

‘ IP interface: PublicNet (e.g. 192.168.2.1)

Ethernet interface: Data 2

B

Ethernet interface: Data 1

RAA Y <y THERE

YAF—HIZ TRAAS v =T ZRETEET,

| IP interface: PrivateNet (e.g. 192.168.1.1)

Received: header:

Private Listener: QuthoundMail

Host Access Table (HAT):
RELAYLIST: $SRELAYED
ALL: $BLOCKED
Default sender domain: example.com
DISABLED
Masquerading:

Cisco Email
Security appliance

Two entries were added to the
masquerading table for this
private listener. The first entry
masks all subdomains of a
network (e.g.

exchange .example.com is
rewritten as example.com). The
second entry rewrites the bare
address joe as

joe@example.com.

BETDY AT =LA Y w v

T—TNWVEERTEET, RAAS LV o T T—TNIZEENTWVWBE RAL T B Ry
T =T, EZEEOT R =S EENEXZ SN ET, ZOMBAEIL. sendmail D
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[NAAL Y T =T BEREE 7213 Postfix O [T —7 /1) HEEEICI TV E T, ZOMEET
X, =X —TZEFEOLPEEEZT. [Tol ~y X —FFESHEIONEEA,

\}

GE) RAA L ~ v THEREDIEIL, RAT DERITT 74V b AL VOFBEZICEALET,
(BT A= A T NZDONWT] DEEZBL T I,

RAAS L =y THEETEILS HLEETIT, BREOLVITL— FAL VDOERFA—VEZIT AR
F9, AR SHBMOSHERNLIZGEIC, EFA—NAT— M2 KA U<y
TEERLTEILTE RAAL DA =% AN, =N —TZEE 22X OBHED
RAAL NCEEBZ D ENTEET,

\}

GE) K 20,000 DRIEDOEA KA A > ~ v B T EHRETEET,

RUFRAM T T T—TILOEIDH

A =l Bl

username@example.com | USEr Nname2@example.net EFRNTIER7T RLAD I

user@.example.com | USer2@example.net

Gexample.com user @example.net FERIT RUVA, £RI35E8EBM N A A
EFIE! e
@example.net

@.example.com user @example.net
EJ/ xS

@example.net

IROFITIE, listenerconfig 22 N domainmap YT av s REFERLT, X7 Yy UR
7 — [lInboundMail] AD KA A v ~ v 7 %H/E L E T, oldcompanyname.com R A A EBILW
FDOYT RAAL HD A —VIT, example.com N A A NIvy B 7 INET, v v 7L,

WoLwICHhESnEY, ZOFlE, THDORAAL %) AT —DORATICALET D27 4
Fal—varbFREVET, FAMY vy THRBICLY, BRICT o "n—TZEE
joe@oldcomapanyname.com 2 joe@example.com [ EXHZ GNET, —F., UAFT—DRATHN
e ]\)( /]) Ve oldcompanyname.com 75?[%< L v Joe@oldcompanyname.com DA */Vﬁlﬁﬁ'ﬂj’b%ﬂ
T, 2N —TZEEEEIRZTIN—T 7 ENET, o, =AUV T AT =7
RREBRRVET, =AU TR T =TV TiE, WRIZRT FLAICRREND Z L BLET
T, MEEO=2—V¥4edomain] % [[A L2 —H 4 enewdomain] (2% 7T 2L IITHERET D2
LITITEERA,

mail3.example.com> listenerconfig
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Currently configured listeners:

1. Inboundmail (on PublicNet, 192.168.2.1) SMTP TCP Port 25 Public
2. Outboundmail (on PrivateNet, 192.168.1.1) SMTP TCP Port 25 Private
Choose the operation you want to perform:

- NEW - Create a new listener.

- EDIT - Modify a listener.

- DELETE - Remove a listener.

- SETUP - Change global settings.

[1> edit

Enter the name or number of the listener you wish to edit.
[1>1

Name: InboundMail

Type: Public

Interface: PublicNet (192.168.2.1/24) TCP Port 25
Protocol: SMTP

Default Domain:

Max Concurrency: 1000 (TCP Queue: 50)

Domain Map: Disabled

TLS: No

SMTP Authentication: Disabled

Bounce Profile: Default

Use SenderBase For Reputation Filters and IP Profiling: Yes
Footer: None

LDAP: Off

Choose the operation you want to perform:

- NAME - Change the name of the listener.

- INTERFACE - Change the interface.

- LIMITS - Change the injection limits.

- SETUP - Configure general options.

- HOSTACCESS - Modify the Host Access Table.

- RCPTACCESS - Modify the Recipient Access Table.

- BOUNCECONFIG - Choose the bounce profile to use for messages injected on this
listener.
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- MASQUERADE - Configure the Domain Masquerading Table.
- DOMAINMAP - Configure domain mappings.

[1> domainmap

Domain Map Table

There are currently 0 Domain Mappings.

Domain Mapping is: disabled

Choose the operation you want to perform:

- NEW - Create a new entry.

- IMPORT - Import domain mappings from a file.

[1> new

Enter the original domain for this entry.

Domains such as "@example.com" are allowed.

Partial hostnames such as "@.example.com" are allowed.
Email addresses such as "test@example.com" and "test@.example.com"
are also allowed.

[1> @.oldcompanyname.com

Enter the new domain for this entry.

The new domain may be a fully qualified

such as "@example.domain.com" or a complete

email address such as "test@example.com"

[1> @example.com

Domain Map Table

There are currently 1 Domain Mappings.

Domain Mapping is: enabled

Choose the operation you want to perform:

- NEW - Create a new entry.

- EDIT - Modify an entry.

- DELETE - Remove an entry.

- PRINT - Display all domain mappings.

- IMPORT - Import domain mappings from a file.

- EXPORT - Export domain mappings to a file.
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- CLEAR - Clear all domain mappings.

[1> print

@.oldcompanyname.com --> (@example.com
Domain Map Table

There are currently 1 Domain Mappings.
Domain Mapping is: enabled

Choose the operation you want to perform:

- NEW - Create a new entry.

- EDIT - Modify an entry.

- DELETE - Remove an entry.

- PRINT - Display all domain mappings.

- IMPORT - Import domain mappings from a file.
- EXPORT - Export domain mappings to a file.
- CLEAR - Clear all domain mappings.

[r>

Name: InboundMail

Type: Public

Interface: PublicNet (192.168.2.1/24) TCP Port 25
Protocol: SMTP

Default Domain:

Max Concurrency: 1000 (TCP Queue: 50)

Domain Map: Enabled

TLS: No

SMTP Authentication: Disabled

Bounce Profile: Default

Use SenderBase For Reputation Filters and IP Profiling: Yes
Footer: None

LDAP: Off

Choose the operation you want to perform:

- NAME - Change the name of the listener.

- INTERFACE - Change the interface.

- LIMITS - Change the injection limits.
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| v—F4 v B&VEREREDSE
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krqr 2y T 7—Innq vk—tssvzozk—+ [

- SETUP - Configure general options.
- HOSTACCESS - Modify the Host Access Table.
- RCPTACCESS - Modify the Recipient Access Table.

- BOUNCECONFIG - Choose the bounce profile to use for messages injected on this
listener.

- MASQUERADE - Configure the Domain Masquerading Table.
- DOMAINMAP - Configure domain mappings.

(1>

BEEE
s FAA U vy T T=TNDA L R—=FBLIVPT7 ZR—F (31 =)

TT—TLDA VR—=bEEVTY XK=k

RAA =y T T—T N A VR— NEIEIT 7 ZAR— T 51201%, SEICFTP, SSH, BL W
SCPT7T 7 ®A BMRAL, BFA—NT—F T 2AT7EBATEDLIICLET,

IV TTDH AL DT NUNEENDTHRA L T 7 ANEERLET, =2 b VIR
AT (FT7XFEIFIAN—R) TREID £3, T—TNOITORETT =5 #)
EEATLLE. TR AT REShET,

7 7 A V% configuration 7 4 L7 ks VIZEEE L, domain 7 2~ RO import B 7 a~ K
EHEALCTZ 7 ANET vy r—RNLET, a~vy NE, ROIEFTHEMALET,

listenerconfig -> edit -> inejctor number -> domainmap -> import

F70E, export T avwr FEEHLTCEEFEDO a2 74 Falb—va a2 ¥ yrn— RTEFE
T 77 AN (77 ANVAIXASTHE) 1L, configuration 7 4 L7 h VICHEZIAENET,
D77 ANECLIOAMABTEEREL, A A —FLETIENTEET,

import W7 A<= REMHAT AL XX, 77 A MIAENRT L NI DOHEREENTNSE LI
LTL7ZaN, Bgh7em MY (ARG > THUPRWEGRRE) RbbdE, 774 0DA
VIR— MRIIZCLI T =7 =03 ELET, A AR — MRICEX= T —03BET L, 77
ANBIKRT Yy B TNA VR —FENFERA,

VAF—=0ar7 4 Xalb—ra X OERRKMINLELIIC, RASfV~y T T—T N T 7
ANEA LR —=F LB T comnit I~ RERITL T EEW,

INTZUH—TTFTARXTF— Tz DFEEITRD L D720 £,
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4:087Y vy YRF—RICERSNFFALUTYT

Public Listener: InboundMail
Host Access Table (HAT):

WHITELIST: $TRUSTED
BLACKLIST: $BLOCKED
SUSPECTLIST: $THROTTLED
UNENOWNLIST: $ACCEPTED

spamdomain.com REJECT
.spamdomain.com REJECT

251.192.1. TCPREFUSE
169.254.10.10 RELAY
ALL:! $ACCEPTED

A domain map for the public listener
“InboundMail” was created. Mail for
the domain and any subdomain of

example.com ACCEPT Sidcompanynens oom i I‘]]apped "
newcompanyname.com ACCEPT :
ALL REJECT the domain example.com.

Recipient Access Table (RAT):

Domain Map: enabled

@.oldcompanyname . com

‘ IP interface: PublicNet (e.g. 192.168.2.1) ‘

‘ Ethernet interface: Data 2 ‘

Cisco Email
Security appliance

—‘ Ethernet interface: Data 1 ’7
| IP interface: PrivateNet (e.g. 192.168.1.1) |

Private Listener: OutboundMail

Host Access Table (HAT):

RELAYLIST!: $RELAYED

ALL: $BLOCKED

Default sender domain: example.com
Received: header: DISABLED
Masquerading:

@.example.com @example .com

joe joe@example.com

IND A LE=BFA—ILDOAIE

N VALTEEFA =T, HOHDEEFA—ILVEREICBVW TR EER2WVWEDOTY, EF
A== T oA T, FEMCRETE DI EIERFTET, XU UVALTEEFA—LEAL
HTExET,

COHETIX, BFA—NT—= b2 THEEA=INMITESWTRENTY VR EANT B ITED
FIENZ DWW T L TWA Z EWICEELTL 73V, BFA—NT— MU =2 A BNRIEA =T

B 7 B L URERREDEE
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HEASNWTEEAT L AZFHIET L HFEICOWTEET LI, XYV AKREEREALET (N
7 ARREE (43 =) ABM)
BEEIE H

« FMERFATREZRTEF A — /L OO (33 ~2—30)
cH LW R a7y A )VOIERL (41 ~2—)
e JRAF—~DNRT AT T A NDOEA (41 X—)

ECIEARFIEE B+ * — /LD ALE

AsyncOS A _L—7F ¢ 7 VAT LTI, BUERATRERE A= ([(RTUALIEA vE—
D) E, RoOAT IV ICHESRET,

Thont—32] vV R

BHIDO SMTP AU N\t—2 30T, UE—F FAL U AYE—DFNDVRLET,

VTR AT A | IR ERTTRER A v =, 2 2, 2a—HF DA — LRy 7 AN
WolEWNWTT, TIHDAytE—UiF, B THRITCTEET, Wl : SMTP
4XX =5 — a—F, )

N R AR U | KBHICEE TE WA v =D, T2 2E, ZO2—WIZLD RAA
WIELOTFELERA, ZNHDA =V, FafTanEztA, W :
SMTP5XX =57 — a— kK, )

BIE] (FEfE THUNE—30THLN ) INHUR:
JE—F RAS UK, AVvE—DFEBIETHEOICRITANT, BTOHNIVALET,

V7 R R R | —EICEBMEARAIRER A v —, T2l 2iF, 2—HFDA— LRy 7 AN
WolXWNWTT, ZHbDA vytE—IiF, B THEHRITTEET, @ : SMTP
4XX =5 — a— K, )

N— R R KERINCEME TE R WA v E—, e xiE, FO2—FIFEDRAL
WXL OTFELERA, ZNHDA v —U0F, FafranEzti, W :
SMTP5XX =5 — a— K, )

GUID [* > FT—2 (Network) | A =a2—®D /N7 A7 177 A /L (BounceProfiles) ]~~—
v (F721X bounceconfig I~ R) ZEH LT, BT AU R F—T¢i—FBXLO® Y7
OB RE— 3 NT U AD AsyncOS DB HIEEZRELET, Ny A a7 7 AL
PER L7=6, [*y hU—2 (Network) ]>[V A7 — (Listeners) ] ~X—¥ (F7=ix
listenerconfig ¥ N) ZMHLT, Ym7 7 A NEFZY AT —ICHEHLET, AvE—
TANZ LT, BEDA Y E—VIIAY A Ta T 7 AN AR S THILHTEE
T GEMICOWTIX, AvE—Y T4 NZEMEHNLIZEF AN R o —DEHESRL
TS, )
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B oo zssvn—r Yo RcET 2R

ESPEREY=]

« VT MR UABILON— R AT AT HER (34 X—)

e RN A T T g AINDINT A —HZ (34 =)

e N— R NNy RAL status 2w K (38 X—)

e NE— g N UARBLIOSMTP LV — DA = 74 0% T 7 ay (39
~2e)

e R UAR T T ANDH (39 X—)

« BE AT — 2 2@EA (40 X—)

CBIEEEA = (40 N—Y)

BIEEE R =Vl N— K RN R (40 =)

JYIRNYUZRBEUN—K N\ URIZET 3EE

cHNE=T gy VT ERYURADEE VT P AT A AR NI, ZIEE~ORE
M—REIC R T DTN ER SN E T, B—DOZEENERHDOY 7 h AT A A~
MY IRLBESELZ LD T, [NV AT 1T 7 AL (BounceProfiles) ]~—
P F 7213 bounceconfig 2 v R LT, F£Y 7 F NTU A ARV NDNRTA—L %
RELET, (NURATRT7ANDNRTA—=5 (34~—2) 2], )
TI7HNVETIE, "= R AT RALTEZEEZ LN T A XA ye—UBNERSI, It
DFEEIZHEINET, RAyvE—ViE AvikE—vzrXe—TJOzoXn—7%E
FHT RUATERINTT FLRITEE SVE T, Envelope From &1l % =~ —7%
BEAEWLEY) ., COBEZT s E—7 1L, ROVITHA— R R 5
Waen 7 77 ANVICEHLZEHTEET, (eX 7] OoBELZSHR, )

o X a2 —NTORKFHELIIFHRITORREBDOELLNIETL L, YT P AT AT
N RN AT ) £,

NOUR TATF7AILDING A—73

NROUATOT7ANERETDHEEIT, WONRTA—HEHFHL T, Avk—UIZkiIchr
Ne—2 a3 Ny AT HEEZHREL ET,

RENDURATAT7AILDINS A—4

BAERTEIH |V PR TALEA v E—VEABELET DI, N—RARAT U2 Ay
(Maximum UL LTINS X HICRDHNT, Z[EH DA A MG RA D

number of naE%, 774/ b OFERITEEI 100 T,

retries)

Fa—DFRAXEBE| V7 N AU A LA vE—VEREE LETLZDIZ, N— K XX L
() A=V LTINS L DIZRDHIC, ZIEHE DR A MIHERN
(Maximum R HND DIZHRLINDIFH, 7 7 40 ME 259,200 B (72 F§fH]) T

number of seconds| -,

in queue)
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Rz 7a774nnx554—4 ]

AytE—U%FBR
T95FETOHME
R (B
(Initial number
of secondsto wait
beforeretrying a

message)

VT KNG R LT A vV ERINCES LIE T £ TORERR, 7
T &V ME 60 BT, HEERITRIEAZ KRS VEIZCRET D E, Y7 b
N U ADBATHEME T LET, WICHEEZ BT 512, hSvEIC L
9,

AytE—U%FBHR
T9HFETORK
TR (FD)
(Maximum
number of seconds
to wait before
retrying a
message)

VT RN UA LA =V EEUE LT E CIOFRA%T 2 e K, 7
74V ME 3,600 F (1FFH) T4, Ziud, ROBITE TOMRTIE R
<. HRATRE Z 3T 572D TE 269 1 DD/RT A—XTT,
WA TRIBR O BRI, RRFRATRIRICHIRES N E T, fHRINH
FATHIR R RHFRITHREZ B 2 25613, sRERITRIBAEH S hvE
T

=71 vissvmEsEoxt I}



B vxdoor100852—4

=T 4 T BFUERE#EDSRE |

N—FI/I\H 2R

A ytE—TMEE
(Send Hard

Bounce

M essages)

N=R ATV RAZH LTI A X ye—V%EETLNE D NEERE
LET, ZOFT T a NG RGEIE. NV A A=V A iE
RCT&xFEF, 774V FTIE, NV R X yE—TTDSN X (RFC
1894) MMEH SN E T,

DA =2 (fF4 EARL) DEFEICESNWTHAZ A XSy
VARAyE—UEEFETLHIELTEET, LE T, PEREOA vE—
VICFFEFETCNAT VA Ay —UEEEFEL, MMOSFEOTXTOA
T DIIFWBEDONT A Ay — VR EETH LN TEET,

[[@%17 > 7 L — b (Notification Template) ] FC[4TDENM (AddRow) ]
7V LT, AveE—VOSHEEMEHATHIT L — M EEIRLE
ﬁ—o

GH) T7xN O PUDBHIRSA T RN L 2R LET
([AvE—TDF3E (Message Language) | % [T 7 # /L b
(Default) JIWZRRE) » T 74/ by N Y O Z@HT
YL —MNIEHETEET,

Ao —=VDOEEEIL. RO F VA TIEIT 74V b ERBRENET,

s A —UDFEN, OB T L — b M) TEINLI-EEE
LR DA,

A=V DEEN, BFA—NT = U x2A THR—-FEN TV
WIGE

B A—NT— R T2 ABA Y E—VDFEERH T RWIEE,

s AvE—VORNE (4 EARL) 850 34 MR THH5GE

BIR OB (PEFEDO A v —IIETPEFEONRT VA A v —U% %G
L. OEFEDOT R TORA v E—JIZITHEBEBONT A A vE—U 8 %E(E
T3) #B/ETAELS. BT — NOTF—TEFRO LD F
7,

Message Language Template
REFE [zh-cn] v ||| bounce_chinese

Default ¥ || [ bounce_ent glish

N7 A DN DSN D status 7 o —/L RERNTT 578 9 &R 4 %
e TEET, NIV OGAE, EFA AT — RV A IDSNAT —
2 Za— R (RFC3436) KL, O a— REfERAT —F ZWHAD
Status 7 4 —/V R THEHA L E T,
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NOUR TATF7AILDINS A—4 .

BIEZEE A ytE—
T MEfE (Send
Delay Warning

M essages)

BOERIE ISk L TEEE X b — D2 RETINEIDERELET, 20
F T a UBREHREAIX, TDA =Y (4 EERL) OFFEICHESD
WTH AL LOBIEE S A v —V 2R CEET, & 21X, PEED
Ay E—=VIIHERE CEBIEEE X v — VAR E L, tMOFFEDOTRT
DAy B—VITHGFEORBEEE A v — V2R ETHIENTEET,

[#&17 > 7 L— b (Notification Template) ] FC[{TDiEM (AddRow) ]
27V 7 LT, AvE—VOEELEMNTLT 7L — FaBR L%
D

G¥) TN O FUNHIBRSN T RN 2R LET
([AvE—TDFGE (Message Language) ] % [T 7 4 /v b
(Default) JIZEXE) . 7 74/ N2 ROy A@AT
YT U— MNIEETEET,
A v —VDOFFEIL, ROVTVATET 74V M ERBRINET,
« AyE—VOFER, MoWET L — =2 b TRIRLESEE
LR DGE,
c AvE—VOFEN, BTA—NT—FU oA THR— IR TV
WA
cBIA—NT = T2 A BA =V OFHEEBRHTERVEGA,
c AvE—UONE (4 LA 2350 A MR TH L HE.

AR OF (FEFEED A v —VIEHEEOBLEEE A v —TU 555
L\m®§%®TAT®X/ﬁ VITIT T GEOIRIEE L X v — DB kG
T2) ZRETIHHAS., BT L — b OT—TNFIRO L ST £
j‘o

Message Language Template
RiBEE [zh-cn] v ||| bounce_chinese r

Default ¥ ||| bounce_english T

Ao —UHORNHEE, BELUEET ORAEFRITREZEET 2 L
bTEET,

NI REDZE
HEDIEE

(Specify
Recipient for
Bounces)

UII

AvE—UDONRT U REL L TTF 740 hOyRa—7FEEET FL A
T3 BIO7 RLRIZTAZ LN TEET,

IL—T4 /7%;6@31::%& EDERTE .
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L—T 1 VI B UERIEKEDRE |

INYURBLUE
EAYEZ—I~D
DomainKeys E 4

DFEMA (Use
DomainKeys
signing for bounce
and delay

messages)

N A A yE—=VBRIONRIEA v —YOFEAL AT % DomainKeys
7T 7 A NAEERTE £9, DomainKeys DFFAMIZ-2U Tl DomainKeys
& DKIM @Gk 2 2 L T< 12 a0,

Fa— Ve
(Global

Settings)
INLDEEFITIICIE. NV XFTBT74)L (BounceProfiles) | R—S D [FB—/\)L
REZRE (Edit Global Settings) ] o #=ERTHh, £=ECLIT bounceconfig A<

UREFEALTTFIAILEDAY R JATJ7MILERELET,

BETRERR b E
)49 BHET
DI DFFHEEFE

() Unitial
number of seconds
towait before
retrying an
unreachable
host)

VAT MEHER AR R A b~ AT £
P B, 77 L i 60 BT

EEFEERR FD
RAHAHFATHE
f@ (Max interval
allowed between
retriesto an
unreachable
host)

VAT ANBEARAREIR R A h~OFRIT 2% T DRI, T 7 40
& 3,600 B (1B T3, AR RRE T2 LTWATZDIZEE DN &)
WCRINT % &, HRITEOR/IETRG L, ¥ 7 LIz A Mxtd 2
ZOHOFFRATTIE, MREZR~AIEIXZL TWEET, KT, ZOKK
Wz 720 F9,

N—FKI/INDREstatus AT R

IN=RART VAR =V OERPA =T NVDGEA
N RN VAR = UPVERS D T2 NT

B A—NT— T oA TERAEHD
status 33 & O status detail =~ > ROWD T 7

YEADPHEZTNEET,

Counters:

Reset Uptime Lifetime|

Receiving

Messages Received 0 0 0
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| v—F4 v B&VEREREDSE
horE—2ay KOVABEUSMIP L— kDA vt—S 7408 75va> ||

Recipients Received 0 0 0

Gen. Bounce Recipients 0 0 0

FEAZOWTIE, TCLIWC L AEEBLOE=X ) 7| OEEZSRLTIEIVN, N— KA
TUA A=V DERNT 48 —TNVDOGE. ZEFTHN—FK AT UAREALTEH, 2
NHOAT I ENLE L A,

Y

GE) Ayvt—vzoRo—7Ozr_Ra—FEEET FLAL, Ayt —Y~y % —0 [From:|
CIEHER D FF, AsyncOS TiE, N— R AT U R Xy —Viaz R —TEEFEET KL A
LITEBRDEBF AN T FLRIZHET L IITHRETETET,

HonNt—o a3 N9 RBEUSMIPIIL—FDAYE—2 D4 LR 7O 3y

SMTP L — h= o B TEBLIORRA = T4 E T vaid, Bonk—varn_"yy
ADFERE L TEFA—NT = U oA TERSNIZSMIP N U AR =V DN—T 4
JIEEASNEYA, BFA AT U2 ThNE—2 a3 RV RA A vk —U0
ZEENDE, TORA =YD X —TEEFEHICEET HSMIP AT AR v =0
ERENET, ZOHE, BTA—NT— MU oA TEEBRICA v E—UDRERIND =0,
VL —HIZHASINTEA v E—VIZEH I DT XTO SMTP V— MIEH I ERE A,

N TOTJ74 LD
INH2O0DHITIR, BB AT T A RTA—=2RNMEREINET,

K61 NHUR TOATFAILINSA—4

ING A—4 [l
e KT TE# (Max number of retries) 2
F 2 — D KEEH (7))  (Maximum number of seconds in queue) 259,200 B> (72 FFfE])

HRIT T 5 F copmlg KERE ()  (Initial number of seconds before | 60 #
retrying)

HaTT 5 F TORKREER (7))  (Max number of seconds to wait | 60 F5
before retrying)

Bl Tk, ZEHE~OERYOEREIZ. t=0 TETINET, ZUT. AvE—VRE AL
PR A ITHRASHESR T, 7740 FOYIEFERITRHIL 60 D TH D720, Hh)
DFFRATIIN 1 3% O t=60 TETSNEY, BRITHRIFRE S ET, BRITHRIT. &
KFAITHIRCTH D 60 BAMH L TRESNET, D7D, 2EDOFRITIE, t=49 120
THEITENET, RRFRITEEII2 TH D720, ZOFRITOERICZEDZFEED N— R A
TUA R E—UNERENET,
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B =cx7—szmamps

RI:H2: IRXHURTOTFAIL IS A—4

INT A=A &
AR FEAITIEEL (Max number of retries) 100

¥ 2 — DR AFH (7))  (Maximum number of seconds in queue) 100 £
BT 9 2 £ TCOMER KRR ()  (Initial number of seconds before retrying) 60 £
BT T 2 £ CORRMFHRFM (7))  (Max number of seconds to wait before retrying) | 120 ¥

B2 TliX, HPOBEUEIXt=0, HAOFHRITIZt=60 TEITSINET, 2EHDEAME (t=120
TRAETDHIICATVa—L) OERNICA vy E—UBA— R AT 2ESNET, R85,
ZORFSTX 2 —NTORKEFEITH S 100 BZ2EEmL TWA 72D TY,

BEEAT—2 @M

VAT AL THERENDNT VA Ay =V, T 74/ N TEIN—FE YT FORHD
/317 2 A C Delivery Status Notification (DSN; Bf§ 27— & A@%n) &2 HEH L 3, DSN

%, RFC 1894 (http://www.faqs.org/rfcs/tfc1894.html 2 ) CTHEIN TWAHEXTHY |

(A t—=2% 1 NBLEDOZEFITEE Lo & EOFEREZ LAR— M T 5729012, Message Transfer
Agent (MTA; A v — Ve —V =2 b)) FRTETHRA—N F— T =A THEATE

5 MIME 27 Y 24 T 2EFR] LES, 7740 b TR BREAT—F Z@HZITRAE
AT —H ZADMH, BLORA vE—VDP A XB10k LY b/ASWDHRIZTEOR v —UNE
FNET, AvE—UV A X110k LY b REWVGE, BEAT—F ZA@MIE, A vt—
ANy H—DHBNEENET, AvE—Y Ny X =R 10k ZB2 5T, BEAT—H# A
WA TN A= TONET, DSNICI0kE D b REVWA v E—Y (A vE—
UoNy =) BEDDHYATE. bounceconfig =< > K max_bounce copy /X7 A — X & T
FET (ZONRTFA—HFICLINLORFMTEET) |

EBEZELEA YE—D

VAT ATEMREIND B A ~&— (Time in Queue Message) ] T, DSN M3t A
ENET, TIANVENRTA—REERTHITIE, [Fy hT—72 (Network) ] A ==—@ [\
7 A7a 7 7 A )L (Bounce Profiles) ]~—3 (F72iL bounceconfig =~ > R) %A L T,
BEFEDNT 2T 0T 7 A NVERRET DDHHIAER L, LLFONRT A—=2DF 7 5V Mz
EHELET,

« BIEES A v —UNEE SN D E/DHEME,  (The minimum interval between sending delay
warning messages.)

o PBIEEIE X » 2 — UNIRE SNDZEEHT2V O KE, (The maximum number of delay
warning messages to send per recipient.)

BEZEAYE—ULN—FKNAH IR

[3F = — CTORKAFFRFR (Maximum Timein Queue) |#%/E & [BIEEE X v — Di%{F (Send
Delay Warning Messages) | O fe/IMHIFRRR E O W 7 % IEH I/ SWIRFRICERE LB a1, R

B 7 B L URERREDEE



| v—F4 v B&VEREREDSE
FLLm oz 7a 71 Lok |

A =R L CRBIEEE L oNn— R R RO F 2 RIFFICZET 2 2 ENABETT, v A
a T, BIEES A vt — P OREEEA X — T NICTHREIT. TRODOREDT 7 4L ME
ERAOREE L TCHATAZ L 2HERL 3,

EHIT, BFANTF =P 2 I E o TERENDIBEELE X v -V BN ARy
=T, RPN KR T IS BT L2 0N £1,

HLLWVANY R O 74 IILDER

WOHFITIX, [NV A7 1757 AL (Bounce Profiles) | ~<— %4 L T, bounceprl &\ 9
BRIDNT AT T 7 A NVIPMERINET, ZO7r 77 A LTiE, "—RKAT U 2EZR
72T _RTCORA v E—UBMUET KL AT D bounce-mailbox@example.com [Zi5(5 SV E T,
BIEEE A o —VIFA X —T NV T, ZEHEHVEEA v E—UN1I>HESNET, &
HA Y=V HOT 7 0 MELE 4 R (14400 7)) T

ESPERENS

T T AN ENDNRT LR T T A NDOFHE (41 _X—)
e minimalist /X7 A a7 7 A LOF] (41 =)

TFTIFILEDINNHUR TO7 74 ILDIRE

NYURATaT 7 ANERET DI, NV A TR T 7ANDY XA NTLARTEZZ Y v 7 L
£T, TIANVIORNTG AT Ty ANVEREST DI ELTEET, ZOBITIE, 7741
}‘ 7°T3 77/])/1/7%?,fﬁ$ LT\ maximum number of seconds to wait before retrying unreachable

nosts % 3600 (1 FFfE) 256 10800 (3 BFfE) 2L £,

minimalist /\™9 > X 7O 277 4 )LD

WOFEITIE, minimalist & WO LRTONRT R Fa 77 A ARERENEST, ZOFa 774
NTIHE, AvE—URANT 2305 EXICHERITEINT (R KRERITEE 0) . BT
FAET DIRKIFFRIDESNE T, "R AT RA Ay E—VFT48—7 LT, V7
kN AT S NE AL

JRF—AD/INHR TAT7A4ILDER

NG URATa T 7 A NVEEMRLIZS, [y U —2 (Network) 1>[Y A7F— (Listeners) ]
~N—VEld listenerconfig A~ FEHI LT, 2O 077 A% ) AT —|THHT
TET,

WOFITIL, bounceprl 7' 1 7 7 A /L3 OutgoingMail Y A F—|Z#H S hvE 7,
ZOKRT, BEFA—N T =MV oA OREIFTRDO LI FT,

I L—741 76 UREKEDET I}



=T 1 VI B UERE#EORE |
B csmcssEr—LEmEoEE

5: TS5 AR=K YRF—ADNIVR FTOT 74 ILDEA

Public Listener: InboundMail
Host Access Table (HAT):

WHITELTST: $TRUSTED Note: This public listener remains
unchanged.

BLACKLIST: $BLOCKED

SUSPECTLIST: $ THROTTLED

UNKNOWNLIST: $ACCEPTED

spamdomain.com REJECT
.spamdomain.com REJECT

251.192.1. TCEPREFUSE
169.254.10.10 RELAY
ALL: $ACCEPTED

Recipient Access Table (RAT):

example.com ACCEPT
newcompanyname .com ACCEPT
ALL REJECT

‘ 1P interface: PublicNet (e.g. 102.168.2.1) ‘

‘ Ethernet interface: Data 2 ‘

Cisco Email
Security appliance

T Ethernet interface: Data 1 ’7

| IP interface: PrivateNet (e.g. 192.168.1.1) |

Private Listener: OuthoundMail
Host Access Table (HAT):

RELAYLIST: $RELAYED

ALL: $BLOCKED This listener was modified to use a
bounce profile named bouncepri.
Hard bounces are sent to the address:
Default sender domain: example.com| pounce-mailbox@example.con.

Received: header: DISABLED

Masquerading:

@.example.com @example.com

SEEFIEIC K DEF A —ILEEDEHE

REOBEBFA—NVBREHRCTEEIND L, ZEHFRAALCTRIENELDLZERHY £7,

AsyncOS Tlx, BT A—NT— U = A THEHRESEF A —VT— MU = A T R A

AVHICEEEINDIA v —VBEERT DI LICEY, Avb—VRELFMICERTEE

7

EEH oy bu—/UEEE (GUI Tk [A—/LAR U 2— (Mail Policies) > [%fE% =2 hr—/L
(Destination Controls) ], CLI Ciddestconfig 2~ > R) ZfHT 2L, WOEAZHIEITE £

7

« L= MR (43 ~—2)

B 7 B L URERREDEE



| v—F4 v B&VEREREDSE
L—rsiR [

*TLS (43 ~=—)
o NV ARRGE (43 R—)
e N A a7 74/ (Bounce Profile) (43 ~X—73°)

L— kIR

o [[FIRFEE%E (Concurrent Connections) | : U E— FFRAX MIXH L TCEFA—NAT—F T =A
DB Z 9 &3 2 [RIREEERE AL,

[0 ORKA vE—% (Maximum Messages Per Connection) | : & A — /L7 —
T = A D LWEEREA BRI T D RNC, 2858 RAA VTEET DA vE— %,

« [%2fE%& (Recipients) | : &F A —/L7— h 7 = A BRFEOHIFITFFED U E— FARA MZ
%L CEET D 2EHH

« [HIFR (Limits) ]: %8562 &, BEOMGA R A M4 Z &1z, #llRZ @A 5 ik,

TLS

« UE— b AR MIXT D TLS B a2 A, FIRE. MADOWTIUTT D20 (TLS OFH
47 =) =58 |
« TLS B N2 ) F— b R A MIH L TA v E—U0EEEIND & X, TLS x I
T a UNRIRLTEGEICT 77— bEEET 200890, Zhux, RAA VAL TR
<, 7 a— Uik E T,
e UE—F AR MIHT DT RTOIRIE TLS #5825 TLS FEBAEDE| ) 24T,

INT) U RKGEE

e N UAKFFEEA LT, T RLA AKX TEETTEHENE I (RN 2AGEE (52
/\o‘_‘?/\‘) %f/j/%ﬁ@) )

N R AT 74)L (Bounce Profile)

cFFEDVE—FRA MK LTEFA AT = VoA EHSN DAY AT 07 7 A
N (FTANPDATAT AT 7 AE, [y BT =2 (Network) >[N 271
7 7 A )\ (Bounce Profiles) | X—Y CHRELET) ,

KIEED RAAL T 27 740 FRELHIETHZ L TEET,

ESPEREY=]

o A—JVEMEITHEHTAA v —T = ZADWE (44 _X—)
« 7 7 4V FOEFHIIR (44 _—2)
e Ko bu— LA (44 X—)

I =71 vissvmEsEoxt I}



=T 4 T BFUERE#EDSRE |
B 1 rmeeEmyso8—Tz1z0%RE

A—ILEEICERT S A2 —T 24 ADRE

HIiA 2= A A% deliveryconfig 2 < K, A v— 7 4% (alt-src-host) . F
TR — b = A 2 L THRE L2WEaIE. A % —7 = A Z1E AsyncOS /L—
T AT T ML TRIRENE T, AN, THSE) 2%RT 25 L AsyncOSIZ k-
TERENET,

PRIk D LB T, B—I N T LRI, AV F—T A ADRy NN AT A F—
TxAADIPT RLAZHEATHZ L Tl#BlEnEd, Ebbb, [fy bV —27 (Network) ]
>[A 5 —7xA A (Interfaces) ] ~X— I FE721F interfaceconfig A< REFEHALT (D
VWIET AT ADE Y N7 v 7 RIC) REINET, 7 RUAEMPELLGEX,. L0 BEW
Exy b AZBMERESNET, 5EEN T —DLOBE . Ny MIEdRa—h A v F—
Tz ARBETREEINET,

RSN T — DN TIERWEE, X7y MIT 74V bor—% ([Fy U —2 (Network) ]>
[V—T 4> 7 (Routing) ] X—TF721F setgateway I~ REMFH L CEE) Tk L TEE
ENET, TIZFNVEIA—ZDIPT RLAZu—h LT, WA v 2 —T =1 L, vB—
HINVT RVADH A F—T 24 ADBRPNV— VIS TRED £9, 72 & XL, AsyncOS
T, 774NV M AV—FDIPT RLAREEN T TR EENZRIP T FLABEIRR Y K
VAT PNEIRINET,

N—T 4 7 T—TNE, [*y hT—2 (Network) [>[/b—7 4 > 7 (Routing) |<— (F
72% routeconfig A~ r) ={#EH L’C%’i‘fﬁﬁéﬂiﬁ”o N—T 4T ?‘—7/1/’C#ﬁw9‘ﬂ5i~\/
U, 74 M — bR BEBESNET, — EBEENIZRDI1ZE, BRENEL
nET,

T 74 )L ~DOEMEFHIR

G RAA T LI, HHOBREX 2—03HV £, 20D, FAA LT LiZhx DR
Rppfehl B ([X{5c= > b r—/b (Destination Controls) |17 —7/VCHRE) bV ET, &5
2, [EESE = b r—/L (Destination Controls) ]7 —7 /L CTEAKRHITR IV THVRN—ED N
AL ZEIE, T=TNVTRELEO 17740~ (Default) | HIBRAEEH L £,

EELZIY FO—ILDOER
GUI C[A—/VAR Y 2r— (Mail Policies) ]>[£{§%c = kv —/ L (Destination Controls) ]-<—

¥, 721X CLI Tdesteconfig =~ REMAH LT, EELE=a hr—nx MY 2B,
£, BLXOHIBRLET,

BAEIEH
sIPT7 RLAN—=T g U OFEH (45 3—)
o RAALNTHRT D8, A vb—V ZEHFOHDOEH] (45 ~—)
« TLS OFEH (47 <—7)
« NV RRRFES X0 T OEH (47 RX—)
c N UADEH (48 N—Y)

B 7 B L URERREDEE



| v—F1o9BLUREREDRE
P7rLR n—varneE [

e HLWE[EdEa har—L = R OB (48 X—)
« SRR EDA AR — hBL PR AFR—F (48 X—)
« SO & CLI (52 ~X—2)

P7RLAN—Da DEE

RAAL G THIP T RLADAR—V 3 VERETCEET, BFA—NTF—FT A
IA v —Fy b 7r halr—Ya 4 (IPvd) BIOA U H—X% vy b7 hbalr—Ug
> (IPv6) O FEFEHLET, BT A—NT = TV =2A DY AT —%T7 v haLombEz
L1 2OONRN=2a UEEATLLIICHETEET,

IPv4 FE 721X IPv6 (2t LT [WZH (Required) |REZIEELIZGE. EFA—NAT— U= A
ITHRESNTZNN—Ta D7 RLAEBH LT RAAL v~z rIvm=—Ta v LET,
RAALUNIPT RLAON—=V g U EBEDRWGS, BT A —/MTEEINETA, IPv4 F
721X IPv6 @ [HELE (Preferred) |iREZHELT-HE. BT A — VT — MU = A IR E
ENTNR—=Ta D7 FLRAZBHA LT RAL VDG ER T — a0 L, YORL
NEIFERRE TR WG RIIMIZ 7 +— Ny 7 LET,

AL VST DR, AvtE—Y ZEBFOHOERE

TIITAT VATESFA—NEEET DL HEEZHIRTLZLICED, EFA AT = T =A
MHDBEFA—=NERD VE—FRASRME DN T N—T"7 =7 — NITARH 0D i
Tk olcTcEET,

RAAL T8I, FFEOHIRIZY AT ATHBIEL2WE 21T 58k, BEAvE—Y, ZFE
FORKREZE VL CHZENTEET, 20 [Fy RRAN—] T—T ML, #ELka b
7 —/LRERE ([ A —/V7R U — (Mail Policies) ]>[1%{g5c =2 h o —/1 (Destination Controls) ].

E destconfig A< K (LLai D> setgoodtable ¥ R) ) ZEHLTERLET, KA
AR ERET DL, ROWLEHENLET,

domain.com

Ep

.domain.com

Z O EMFHT S & AsyncOS T sample.server.domain.com M X 5 72 %7 K A A DL
A b=V ERETE L9200 4, FFMRY T RAAL T RURAZERNC AT %4
BiIH A,

Hefgi, A vbE—v ZEFEIZOVWTL, EET HHIBR2A Virtual Gateway 7 R LA & 2 AT 4
BEOELHICH L THHASINDDONEFELET, (Virtual Gateway 7 K L AHIRTIX, 1P
AVE—=T oA AT L ORIREFREZEHELET, VAT ARKOHIRTIX, EFA—LT—
N A THFAI SN DR D GFHEEEH L ET, )

Fro, EFRULHIRS RA L U ARICEA SN D0 E I ERELET,

)

CE) BEDOIVARAT AT 74 ME, FAAL B0 500 8k, #5HT-0 50 A v &—TTF,

I =71 vissvmEsEoxt I}



=T 4 T BFUERE#EDSRE |
B 1 imvans 2ve—v. 2EEOROEE

IRHDEIZHOWTIE, ROKXTHHAL E7,

% 8:[({E5%£3 > O—)L (Destination Controls) ]57— 7 I)LD{E

J4—ILF SR BA

[ RE R e BT A—NT = U2 H o TEEDHT A M L TITh D R EERD
(Concurrent BRE, (RAAL T, NIV —T 92T DRA NEEGH5 LN TE
Connections) 7, )

P o720 Ofc | T LWEERDBIMG SN D ETIZ, BLA—NT =T = A DOLFFEDKRA B
KA =V T 2 HE—RBEERICH LT SND A v iE—TDORKE,
(Maximum
Messages Per
Connection)

ZA5H FrE OHIRPNICFF I SN D ZAEHEORKEL, [78L (None) ]1x, Hi% KA
(Recipients) |1 Zx LT, ZIEHOHIRN 2N L 2w L ET,

WA —NT— N oA PREEOEEH A D5/ 0B (1 ~607%7) . #
Mz [0) Z2¥ETDHE. ZOKERT 4 B—T7 M7 7,

GE) ZEEHIREZLEETL L, TTICFa—HNICHLHTITDA v
T—YONTLER) Ly PERNET, BF AT U=
A1, FTLOWEEFHIBICESWT A vyE—V2EUE L1,

il R o> 3 HIRRDS B A A o 2RIEM Gafl) ShonE 2 hefEELET,

Lﬁﬁ? S OWEE. B A v T— . BEHEOHBRTE ST
PR > AT AR L 4 Virtual Gateway 7 KL ADO E LB IS O
IR LT

GE) IP7 RLADIN—T2FELTH, WS~ T = A Z3%E
LTWARWEAIE, B — by = T EICEARIRZ 3R E L
RNTLIEZSN, ZOREE, REF— by =A ZHT 5 &
NNIEHESINTE VAT LDOREXNGIZ L TWET, KESF— K
U = A OFREFIEITOVWTIE, Virtual Gateway™ 7 7 /1 ¥V —%
FEHLTTXTORR NENT KA AL  TOHED A —V 7 —
FyxzAg (60 2—) ZBRLTITEIN,

B 71 VB L UEREHREDS
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TLS D EHE

\)

nsozz |

6=

IR A3 Virtual Gateway 7 KL A Z L ICHH SN DGETH, VAT AREOHIREZ AT — K
7 = A OFCTERE L7 E % Virtual Gateway OFl[RICFEET 5 Z LIC K- T, AT A2KOH|
[REshEmIcEETcEET, 22X 400FEBF— Y oA 7 FUADREEINLTWNT,
KA A > yahoo.com IZ%F LT 100 & ¥ %< ORIRHER 2 B0 L 51T 512, (85— &
¥ = A OfIR % R R 25 IR E L E T

delivernow 2% RZTXTD KA A NIHK L THITT D &, destconfig T~ RTEHF I

TWABTRCOIT 2Ny hENET,

N A A L B[ T Transport Layer Security (TLS; 7 VAR — gtXx=2U74) ZRETDHZ
b TEFET, WA (Required) [FXENEESNTHE, BFA—NT == DY ZAF—
MDD RAAL L OMTACK LT TLS #Efe Ak A v m— SN ET, XA T— 9 URET
5L, BFA—MIZOER AT L THESNER A, FEICOWTIE, BUEHRFD TLS I &
UREERGEO A EZZ L T 7230,

TLS Bt N B RAA VNI A v =V ZEET HERIC TLS X v = — a UK L7255
B BITANT =NV ANT T NEEETHINEIDEEFETCEET, 77— K Ay
T UIIERR LI TLS R A m—2a VDS RAAL VARG ENET, ETA—NT—
N zAX, VAT LT 7= DAL TOEERREL VT T—NaZETHELOREIN
T RTCOZEHFIT T— M Ay E—VEFELET, GUID [V AT LEH (System
Administration) ]>[7 77—k (Alerts) ]— (F721% CLI @ alertconfig =2~ > F) Zf#H L
T7 79— hOZEEEZEHTEET,

TLS#fE T 7 — b & A X —7 /W HITiE, [1BF%E = k= —/ 1 (Destination Controls) ]~~—
TO [V a—)VERE E i (Edit Global Settings) ] % 2 U » 7 %7213 destconfig -> setup 7
vy FEEALET, it RALSCEETERLS, Fa— UARRETT, BT AL
TF= MUz A BREEZFEITLIZA v =V DFRITONTIEL, [E=% (Monitor) ]>[A vt —
U hTvF¥ T (Message Tracking) | X—YFERiFA— a2 FEHLET,
FTARTORIE TLS el AT 2Rt ELIRET 2 LENH Y £F, [EfEk=r hr—n
(Destination Controls) ]-~~— D [/ = — LVERE ZfmbE (Edit Global Settings) ] % 7213 destconfig
>setup V7 A~ R LT, SEAELZHEE L 3, SEHZEORGFIEIZ VLT, GEY
ZOFEHEZSRLTIEIN,

T T— OB ONTIE, (VAT LAEH | OEZBBL TSN,

NIRRT DEE

FEINDA—NINT L ARRED Z X 2 TPTON LN E S INERETEET, 774/ b
WCHLTHRET 2L b, HEDHEICH L THRET 22L& TEET, Y AaTE, 774
VM LT Y  ARGGER A X — 7 W LTeR T BRI RS S & LTl L e 2 1F
T D Z e MR L ES, FEMICOVWTIE, AT ARGE (523—) ZZRL TSN,
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B vzoss

N ZADER

FLLEEEXRD Y

&
ATvT2
ATvT3

SESHIIRTE D A

L—T 1 VI B UERIEKEDRE |

UE— hARA MEMET 2EERHCZEHEOREFIE CE LT TR, TORAL THEHAX
NBERG A TaTZ 7 ANVERETDHIIELTEET, EETDHE, RUL A TardZr AL
L destconfig 2~ RO SFEHDON T LMIFRRENET, NV AT 0T 7 A )VEFRE LR
BEE, 774N ORI T A ABNMEAESET, FEIC OV TR, HriLnasr e
2 a7 7 A IVOVER (41 =) ZBRLTLIEEN,

kOo—)L T2 Y DEM

FIE

[1X1Z 52BN (Add Destination) 1 %227 VU v 7 L%,
TRV ERELET,
EREEEEFEL, RIFLET,

VR=FBEUVTYXKR—F

BED AL VEEBRLTCOWDHAIE, T_XTORAL LV ORERay ba—L b 2E
RTITDHDH—DRET 7 ANVEER LT, ETA—NAT =M=, R — FTEET, HE
77 ANVDOEAIL, WindowsINIFXET 7 A /L ELITWET, RAAL DT A—HF|Tk®I T3
VIZEEDBEN, B v a A E LT RASUCAMEAESRET, HEXIE B Va4
[example.com] ZERHLT, RAA ~ example.com DINT A =B o 7 V—TIZLET, H/?E%éj/b
RWTRTONRTA—=HE, T 74NV OEEFELEa s he—L = NS ET, 7
T4V RORERERA b= = N DNRT A= FEERT DI, EET 7 AV (F7+
Uk (DEFAULT) | BZ v a v & E T,

REZ7ANEALR—bTDHE, BFA—NT—b U oA DEELa fa—L= UM
TRCEEBEXINET, 270, BHET 7 ANV (740 F (DEFAULT) | B > a UBEEFN
TWRWEE, 7740 b=y M T EEXINERA, TOMTXTOBEFOXELE= Y K
o—L > FUTHIBRES L E T,

WEZ7ANTIE, RAL KR L TKRONRT A =X EZERTEXET, (744 (DEFAULT) ]
® 7 22 IZid bounce profile /NT A—H RS TRTONRT A= BYETT,

B 7 B L URERREDEE
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®9:#EEXIY FO—LE

semmsEns vRi—rsrvzszf—+ [}

EITF7AILDINT A —4

NS A—HBZ

B

ip sort pref

RAALATKILTA v Z—Fy b bar =Yg VERELET,
ROWTINDOMEZE AT LET,

+ IPv6 [Preferred] D& O pREFER V6

+ IPv6 [Required] D¥5{ D REQUIRE v6

« IPv4 [Preferred| DI35H D pREFER V4

* IPv4 [Required] DA D REQUIRE v4

max_host_concurrency

WA=V T = U = A2 L > TREDRA ML TIThh 5 F{EH:
Tt O B KK

RAAL NI L TIDNRNT A—FEERT HHEITE, linit type B X
[0} limit apply INT A —H %E%ﬁ—éﬂ\gﬁ‘% ) iﬁ‘o

ex messages per comnection

BLWVEERD PR SN D ETIZ, BFA—NAT— T =A DOREDR
A M 2 =R EHRHIT L TR S0 A v B— Y DR K,

recipient minutes

B A—NT— T oA DZEZOBEEH A58 (1 ~60%) . %
FBEAREZEA LR2WEIICT 561, REEOETFICLET,

recipient limit

FEEOBIFINICEF I SN DZEHE ORI, ZEEHIREZEH L X
T DHEIF. RERDEFICLET,

RAAL K LTI DONRTG A—Z ZEFKT DA 1L, recipient minutes,
limit type. BT limit apply T A= B ERTIVLENRDHY 7,

limit type

FIBS RAAL VEIEEZD RAL VNHREINTHEA—VHIP T R
LADELLIZHEA SN 200 EEELET,

RONTNDNOEZAT LET,

¢ 0 (F721% host) : I\%/f‘/@%é}
o1 (£7-13 Mx1P) : A—JLEHLIP 7 R L 2ADEE

limit apply

HIBRAS o AT AAfR & 4 Virtual Gateway 7 KL A0 85 525 S
LO0ERELET,

ROWVTNNDEEAT LET,

¢ 0 (F721% system) : VAT ABRKDOLE
*1 (£721% ve) : Virtual Gateway D5

bounce validation

N UARRET RVA XX Tt AT 0 E I aEELET,
WOWTNHOEE AN LET,

0 (E721X off)
e 1 (¥721% on)
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B exsnmscos k- rsLuTs K-k

INS A=A Z nBA
table_tls RAAL DO TLS REZEELET, FFMIZONTIE, BEERFO TLS B
FOGEERGEOAMEE SR L T &,
WOWT PO E AT LET,

¢ 0 (F7/-1Fofs)

o1 (F72lTon) THELE (Preferred) | DOFAE
2 (iflljﬁ required) FLZ\ZE (Required) i O)%/El\
*3 (E72lT on veriry) [HELE (RRAE)  (Preferred (Verify)) | D3

AN

=
o4 (jf 7’:’_ X require_verify) : UZ\ZE: (&EE) (Required (Verify)) ]
DIE

LFEINTIE, RLFLNLFOXFNTH Y £ A,

bounce profile ERHT DT R a7 7 A VDA, 5740~ (DEFAULT) ] PE[E 5T
arvbhr— Ty ) TIEATEERA,

send_tls_req alert |WMZAM TLS #ERN KRN LT-GEICT 7 — M EEET N E S D,
WOWTNNDOEE AT LET,

°* 0 (F7=iL off)

*1 (F721% on)
INF T e— N VERETHY ., [T 74/ 5 (DEFAULT) | &5k
fe—L = b)Y CORMEHTE X,

certificate A TLS B CEA SN AFEAE, ZudZ7a— A ETHY ., 7
74 b (DEFAULT) 1 IE(Ed2 v ba— L2 MY CORMERTE E7,
GH) AEFAEZIEE LR WEEIE., TEOEAEREV ¥ THR

FTH, FEOEWEEMATS 2 Lidtd 27 TIRAN
T S O R T X S AL,

N A A  examplel.com, example2.com, 3L T 7 4/ hDEEEa L he—/L = M O]
EWRITRLET,

[DEFAULT]

ip sort pref = PREFER V6
max_host_concurrency = 500

max messages per connection = 50
recipient minutes = 60

recipient limit = 300

limit type = host

limit apply = VG

B 7 B L URERREDEE
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| v—F4 v B&VEREREDSE

semmsEns vRi—rsrvzszf—+ [}

table tls = off

bounce validation = 0
send_tls req alert = 0
certificate = example.com
[examplel.com]

ip sort pref = PREFER V6
recipient minutes = 60
recipient limit = 100
table tls = require verify
limit_apply = VG

bounce profile = tls failed
limit _type = host

[example2.com]

table tls = on

bounce profile = tls failed

EREOFITIE, examplel.com 33 & TN example2.com (ZOW TR DEEFEFXa L he— o

WERSNET,

examplel.com

IP Address Preference: IPv6 Preferred

Maximum messages per connection: 50

Rate Limiting:

500 concurrent connections

100 recipients per 60 minutes

Limits applied to entire domain, across all virtual gateways

TLS: Required (Verify)

Bounce Profile: tls failed

example?2.com

IP Address Preference: IPv6 Preferred

Maximum messages per connection: Default
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Rate Limiting: Default

TLS: Preferred

Bounce Profile: tls failed

[iXf§5c= > h m—/L (Destination Controls) ]“X— D [7—7 /DA »7/R— k (Import Table) ]
NG VN S fall e destconfig -> import ¥ REFHRALCT, BEZ 74 Ve FR—FLE
9, [BfESc = hr— L (Destination Controls) ]-X— D [T —7 /v Dx 7 A7R"— k (Export
Table) ]735 V. FT-lE destconfig -> export 2~¥ o REMEH L T, BEHLa br—n1
FUVZINI 7 7 A NMIZT AR— b THZEHLTEEST, T AR—FINTZINI 7 7 A LIC
X (F740 b (Default) | RAAL VEBT L MY EEFENTHET,

CLI T desteconfig =~ FEMEH LT, #EkX=ar hr— L = M ZRETEET, Z0=
< FIZ2WTlE, [CLI Reference Guide for AsyncOS for Cisco Secure Email Gateway] % % [#
LTL7EENY,

INTD 2 RFREE

(R Ay —1F, ZEAMOMIAICL > TEREENDIHLWA v =TT, TOE
FA=NOZ R —=TREERF LT N —TZEFEE L TESNET, 2oy
A1E, LD A v —UPNEUE AR AR/ & 21T (BAFIX, ZEET RLABFELRNZD) |
HBEIFZEOT R o—7%EFE (MAILFROM:<>) TR —FZEHICEDEINET,

ANLEEEFZ, BoT bz E LIV VAR BICLDEFA—NA VT TANTI 7T ¥
SNOBBELZEFTETHOLTNET, ZOXIREEL, RMOEYRA—/L P —NZEoT
EEEIND, KRNI VAR yE— 2> T ThivET, EARIC, A SAREHEDER
THTREATEH, A—7 VL —BIWQN [VoE] 2y hT—27 2B L TEEIER A
A VTR RO H LT FL A (o R —TZEH) ICETA—NAEFEELET, 20
LA vE—UTIE, o XN —TREFEMBEINDGTLD, ANATESR FAL VD
EEINELIICALET (24X Moejob (Va—var) | ELMEENET) &

WIZ, BRhler " —FZEHFICLDHDERETFA—NVTEIZ, ZERMOA— L P —NIZLo
THLWEFA—L (R R A vE—) DERSH, —HICEFERRAS L (mrXo—
TIREET RUANMEBESNIZ RAAL V) OEFA—NVEEELICHEINET, ZORE.
DX —= N RAL T, [RRoTsieBNE SN RN AEZELET, 20D
NYUAZ =V, HEFTCLBESZENHY T, 20X 570 DoSKEIZL Y,
BAA—NA LT TANT I FXYNE T LT, =7y EBIENRRES A —VOEZEELT
e /I

RO T A FRE LTo /T o AR T 5728, AsyncOS (21X [/3 7 A FRFE (Bounce
Verification) | WHEBE SN TWET, A X—TWIZTDHE, NTUARFEIZ L > T, ZDE
A= NTF = T2 APOEEENTEA v =YD R_Ra—FREET FLRZE 7RIS
NEF, KIS, BEFA—NAVT = V2 TRELIEAYV A ARA =D T, mo_Xn—7%(F
FIZZDETPMFNTWENEIDPNT =y 7 ENET, ELRRT R (ZOF THFNT
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mE . axvsenyozii [

W5) Thiu, 27PN S TEEINET, 7B TNRNAAT R X yB—UF,
BIOME 1T 2 7,

N ARBFEER LT, BIEA—NVIZESWTERAY A A v —V2FHTxEd, B
FA =N =T A TEREA=IVITESOTRIENNT VA B4R D FEOHIEIIZ OV T
. NRUVALEEBEFA—LOLEE (3223—) ZBRLTLEEN,

ESPEREY=]

MEL . XX T LR U RRREE (53 R—)
e N UAKEEEFH L TART A Ay — 2 h—2 %51 (55 2—3)
c BT LDNT LRSI A v E—VO8ENZIT AL (54 2—)

BME: ax 7N VR

N ANGEE A X —T VL TEF ANV EZEETLE, EFA AT = T AI2XD
A=V OTNB=TEEET FUARNESHBZONET, 2L XiE MAIL FROM:
joe@example.com 7% MAIL FROM: prvs=joe=123ABCDEFG@example.com {2725 & LET, D
Blo> 123, LWV O XFINE, TN U ARGEY 7] THY, EFA—AT—hU=A1C ;of
EESND LI, moNu—7EEHICBNSNET, 20X 73 N AREERE T
%ént%H%ﬁmbfiﬁéhif(%H@%Emowfﬁ\N?/X@&TLVX@&%
A . @¢&~9)%ﬂ%b(<ﬁém) DAY=V PNRNY AT HE NT R
WO R —FZEFHT FLAICEEIZZONRN T AR I N EENE T,

FI7 4NN TIEV AT AR TR U ARFES X0 T oA F—TIVERIEIT 4 E—T MICTE
ET, BED R AL A LTAY U ARGES ¥ 7 A F— TV ERET 4 =TT 5
TEHTEET, BEALEDHE, T 74V FTAR—T ML TERE, BRI D EENZR R
AA k& [z b e —/ b (Destination Controls) | 7 — 7 /WL EF (EFEL=2 b
a—LOfEH (44 =) 2BR)

A=V HZTFREDT RLARTTIZEENTWAEAIL, AloX FRnBmEnEti
(BFA—NT—RT2ANNT AR v E— /%DMZW@ BT AN — T oA IZESE
TH5HH) .

BEEIER

CEENAT LA A vE—TOMB (53 2—3)
e N UAKEET RLADAE LT F— (54 2—2)

BENDVR AytE—0NIE

BN B TNEENTOANT R FEESINET, ¥ 7BHIBRSI, = Xu—7ZEFEN
BrHENET, ZHE, BTA—NSALAT I LD RAL v~y TUBOBERZIZRELET,
B A—NT— R NT =2 THTOFNTNIRNNT U ZARH TR TN 23D v 2 D ALER
FikE LT, EET200, TNEBLAAZ LA~y X =2 BT 5005 EFRZRTEET, 1M
WZOWTIX, AUV ARGEREEORE (56 ~—) 2L T EI0,

I IL—T4 JQ?DJ:UEEL:#E EDERTE .



=T 4 T BFUERE#EDSRE |
B v zpamrrizosxsy £—

N U ARRRES T HIHAE L2V E . 4 7 OAERIER Shicd—nEHShzhe, $£7203
AyE—URTHIYEWGE, £ORA v E—UF Y U AREETER S NERIEL _Tffof?&

bivET,
e 21E. MO A— a2, BIA—NT— T oA THEEEINTEAT VR A vE—UR
RENTWET,

Fri Jul 21 16:02:19 2006 Info: Start MID 26603 ICID 125192

Fri Jul 21 16:02:19 2006 Info: MID 26603 ICID 125192 From: <>

Fri Jul 21 16:02:40 2006 Info: MID 26603 ICID 125192 invalid bounce, rcpt address
<bob@example.com> rejected by bounce verification.

Fri Jul 21 16:03:51 2006 Info: Message aborted MID 26603 Receiving aborted by sender

Fri Jul 21 16:03:51 2006 Info: Message finished MID 26603 aborted

)

GE) AN R A= VEMEA DN A —/L H—,N (Exchange 72 &) IZEME T 556 1%, T OA
RAA NI LT UV ARRGES ¥ 7 2 BN LTI,

AsyncOS TlE, N7 ANRX /LD MAILFROM 7 RL A (<) REESNEZA—LTHD L
ﬁ@éhi# 2T EOT L RO —TZEENREENDAREEOH HIENT A Ay E—

Bl KRS RRY U—REHEINET, 2O X5 RGAE. 7 H TOXF—JTEY
émxéw# ED—EBIHRLILET,

INDDRRERET FLRADR XU T £—

X TX—E, NUUVARRGEY T EERT D EXIZE AN~ U= THEHASNDT
XA RNLFHNTT, RAALUPBREINDGTITORA—/MITiE— Ebf&ﬁﬁﬁf%hét
O, TRTCOEFA—NTF— T4 TRILF—Z2FHTDHZ ENEBHTT, DL
T, HOEFA—NT— IV TREAyE—VDZ o Xa—FFEHIC ﬁ75>h“7"5:h5
BE. HOBEFA—NT =R T2 A MR RAEZELTH, TOEENNT VARKIER X
OEE S ET,

B2 7Nz i7ﬁﬁmﬁ%%ﬁw%0if 72 ziE, TARBIO Y BITE X7 X — 2 G EEHE
TEFET, TOBE., BAANT— P 2AIZTHLEOV B LWVWINETOTRTOF—%
ﬁ%bf\57@H%t%/%%y%@£biokbi¢o

BRTIGELDINIURENT- A vE—DDEENZITAN

AsyncOSIZIE, NV ARGEIZBEH LT, Z 7O 0TV RNWART U RAEEFHET D0 EH 7
ZETT O HATRELH Y 9, 774/ FREF W Z] THYH ., Z 7 DT
NG AT ThHD ERRINET, EHIT, BFA—NT = Uz A TE[A—ARY —
(Mail Policies) >[N o AfRiE (Bounce Verification) |X— Y CERINTT 7 v a3 LITiE-
T, AvbB—UBRERENDD, ETEIAZ b~y X =0 nET, TEv) Z@RL
%%ﬁ B A—INT = T oA TIEE T ONTORNRT U AFIARTH D & RS,
ZFANDNET, ZHiE, ROE SR F VA THATE £,
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| v—F4 v B&VEREREDSE
N RBHEEALTAY VR Ave—3 2 b—L%HE [

WA NEZA=Y 7 VA NMIERT DI LERF LTV 2= B0 DL LES, La
L. A=V 7 URXRFTIE, =X —T7EEEOEEEY MDA vt —YOHREZITA
NTCHWET, TOXIREE, 2=V X /& A ve—VEZFANONERA (¥
ITEMINICERT S ND D)

FIE

AT TN 2—FRA—NEEEFLLD ETD KAAL % K= b —/L (Destination Controls) ]
T=TMEML, EDORAL T 22X 2T 4 =TV LET, ZORRT,
2— PR A— L EEEFETEET,

ATYT2 L, ZDRAL UINHDNY L REE TN TW RN, ST ZAZAE &N
N—FTDINE. TDRAAL L DEEE I N—T 2Bk L. K& (Accept) | A—/b 71— iR
Vor—D [ TR LAY AEERE R7ZT (Consider Untagged Bounces to be Valid) ]/37 A —
oA F—T M LET,

INDVRABREZFERAL TN VR A yvte—Y X b—LZf[L

FIE

ATV TN EXL 7 F—% AN LET, FHMICONWTIL, NV RAKEET FLADE ZH1TF—0ORE
(55 =) ZHRLTLIEIN,

ATV T2 RN ARBARELRELET, SFHICOWTIL, AU 2R EHORE (56 =*—3)
LTI,

AT 73 [EEd=2 b —/b (DestinationControls) | ZfEH L7=/"\0 > ARREE A F—T M LET,
FEAZOWTIR, MER T e — LD (44 X—2) ZZRLTIZIN,

RDBARY
ESPEREY=]

« N U ARFET RV ADH THHTF—0%E (55 2—)
« N ARREREEOKRE (56 ~—)

« CLL 2l L7= 7 o ZMREEORERL (56 ~=2—2)
NV ARRREE 7 T AXEIE (57 =)

INOURBEE7 FLAD A YT HF—DERE

[NT Y ARREET KLU ADH 717 % — (Bounce Verification Address Tagging Keys) ] D U A K
Wi, BIEOF —, BIXOWMEICHEH L TELEHIRSN T RWF =R ET, FiHo
F—2 BT DI1IE, KOFIEZFETLET,

I =71 vissvmEsEoxt I}
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ATy

ATy T2
ATvT3

F—DHIFR

INTD D RFREFERTE

ATvT1
ATFw T2
ATvT3

ATvT4

ATy TH

L—T 1 VI B UERIEKEDRE |

FIE

[A—/VAR Y 2 — (Mail Policies) ]>[/ 7 > Af#7E (Bounce Verification) ] X— T, [¥—%
B (NewKey) 127U v 7 LET,

THRAPNLFINEATI L, [FE (Submit) 1Z227 U v 7 LET,
EHERFLET,

RDERY
BEEIER
o« X—DHIEE (56 X—)

HWT RLRA XX 7 F—%HIBRT 2101, TAF T A=a—0bHIBRT 20—V %8R
L. [b&% (Purge) 1 27 Vv 27 LET,

[EDE%TE
Y Y ARRERE T, TN L ARG LI & X CRTT DT /v a v EIRELET,

FIE

[A—/LAR U 2 — (Mail Policies) ]>[/X7 > A#FE (Bounce Verification) ] Z3R L £,

[RRE DR (Edit Settings) 127V v 7 LET,

TN\ L RABERTHDON, AAZ LNy X —% Xy e—I0BNT 500 %R L %
T Ny X —EBINT 55513, ~y X —04RTEEE AT LET,

VEIZS U T, A~— MiAMERELZ A R—T VI LET, ZOREXHEATSHE., BlEA—
WERBA—NLOBEFTIODOY) AF—Z2HEHL TWAHETH-TH) HEA N A vE—
V. BEOHRNA =L = NTERINDNNT A Ay B—T %N\ ARRAEAPED S H #)
FICERIFTE D L9 ICLET,

EEEEEFEL, RELET,

CUZEFALI/\D U RRIEDIER

CLI T bvconfig =~ > N$ X WNdestconfig 2~ > REMHL T, NV ARGFEZRE T £,
INHoa~y RIZOWTIE,  [CLIReference Guide for AsyncOS for Cisco Secure Email Gateway .
EZRLTLTE3N,
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| v—F4 v B&VEREREDSE
nyvagiess29%% [

INDURRIEEY S RREERTE

NV AEERE, W OE ANV — U oA TRUL Ny 2F%— ) ZFEHL TSR
D, Z7I7AZRECEIHELET, RLXF—2FEHTIHAIT. ELLDVATATHEYRA
VU AEZITANOGNDRERNH Y £F, BEEO~Ny X —2 T /F%—L, FELA—NT—
YA IZEATIEHY £ A,

BTFA—IBE/NT A —FDETE

deliveryconfig =~ o NiZ, EFA—NT =NV = A NOEFA—NVEZEET D L EIENIH
HINTA =B EFELET,
B A=V =T =A1L, SMTP & QMQP L W HEEBD A —/L 7 0 bV ZHEH L TA—/L

EEZAELET, L, TRTOREETA—/WEL, SMIPAMA L CRfESNET, 0k
. deliveryconfig =2~ RTCIE7'E Fa/LOIRENRETT,

N

GE) Zov7ya ii@@#EN TV aieEmida~r FITi, v—T 1 v 7 OESRIEN I 2%

B2 5500, BELZFTAHLONREENTWVET, FFMICONTIE, 8 Ty hu—2 &
IP7 RLADEID B TSR L TLIEEN,

ESPERENS

c T I FIDPNDEEIP A X —T A A (57T%—=2)
« WS ATREME D 0 BRAE (58 ~—)

« 77 4V N DR KIFARFEGE (58 X—2)

+ deliveryconfig Dffi (58 ~=—3)

—

TIAILEDEBEIPA A —T AR

TN NT, BELA—NEBIZIEIP A =T 2 AETEIIPA V H—T =2 AT N—T
MEHSINET, BIERESNTOWDLEDIPA VX —T oA AEZEIIPA X —T = AT
N—TTHLRETEET, FFEDA ¥ —7 = A APREINROEEIE, AsyncOS 1L, (5
FEARANEBIETSHE X, SMTPHELO 2~ RTCF 74V FORUEA v Z—T = A R L[
AT ONTZARA M LES, IPA U F—T = A AZRET HITIL, interfaceconfig =
~ U REMEHLET,

BT ARG VB =T A ADHBRREHAT 5 & & OL—LIKRO & 359 TF,

c JE—RDBEA AN —RBREFHA Z—T A ADWNTNNER U7Xy b E
WZHDEHE. NI 749071 3—ETHA 0 —T oA A LEHRILET,

« auto-select |ZF%E L7234 . routeconfig ZEH L TRRE LA X T 4 v 7 b— EBEIC
7m0 ET,
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cZITRWGE, 774NV M=V LELCY TRy hEZHDLA o F—T = A AR
EHSNES, §XTOIPT FLATHEICHT 20— FREFEDOSHE, A ARER D
LI bR RA =T =4 APMEH S ET,

BC{SEIEeTE oo U #dE

A

IE

COMREEANCT DL, AvE—VEEMEEHTE 22720, Ave—VOBRIZORNRD
ZERHVET, T, BT AT — MU = A1XRFC 5321 I[ZHERL L 72 VREEIZ /2 D F97,

FEHIZOUNTIE, http://tools.ietf.org/html/rfc532 1#section-6.1. 2 2 L TL 72X Wy,

BOAE ATREME D 0 BEREN N2 D &, AsyncOS Tld, A v —UARIMBEUE SN T bZEE
RARNBA =V DOZEEMRT HETORIIHAALT U T HTXTOAyE—V% TR
ErREtESH Y ) THHEARLTHRWET, ZOWEEZHENTL L, ZEFESRA M TERT S
TRV ZEOMRPET ONDGEIT, AvE—Y0abt—2@EZE LR TEALE
7, AsyncOS Tlt, ZOZEEEGAREMEH Y L L TA— L o JIlisHkL, TOA vE—V
EETLELOELTRARLET,

774k OBRAFEEG

BT AN = NT A BREA -V OB THNLT 57 7 4V N O KRR L5
ETEET, (VATLAEBEROT 74V MIRAA LT E1210,0008#6E TT) ZOHIFRIZ, Y
AF =812 ) OERKFEREEA > E—VREH (VAFT—H10 0T 740 ML, 774 ~—
kU RF—T600 e, 237V v 7 URF—TI1000 8 TT) LEblcE=F) 7 EnZE
T, 774NNV ENESVEERET DL, F— FU oA BBV Ry hT—7 ZZFEL L7220
kTR N TEET, L2 HED T 7 AT U A — A RKEOH Y R— L7
WA, D X 9 BRBE Tl 2 AN E K T Denial of Service (DoS; ¥— B A HEA) L35 =
EZENDZEnHY T,

deliveryconfig 045l

/j/'{@ﬁjfﬂi\ deliveryconfig I~ VY ]\%—f{ﬁﬁﬁ L\ [EE1§EJ"§E‘I‘$§) D (POSSible Delivery) ] 75_’/])
F—TNMIZLT, TIANVINDA L Z—T x4 A% [BE) (Auto) [IZRELET, VAT AL
RO RFAE A~ —VBUFIE, 9000 #25: TT,

mail3.example.com> deliveryconfig

Choose the operation you want to perform:

- SETUP - Configure mail delivery.

[1> setup

Choose the default interface to deliver mail.

1. Auto

B 71 VB L UEREHREDS
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| v—F4 v B&VEREREDSE
deliveryconfig 0 {5 .

2. PublicNet2 (192.168.3.1/24: mail4d.example.com)
3. Management (192.168.42.42/24: mail3.example.com)
4. PrivateNet (192.168.1.1/24: mail3.example.com)

5. PublicNet (192.168.2.1/24: mail3.example.com)

[1]1> 1

Enable "Possible Delivery"? [Y]> y

Please enter the default system wide maximum outbound message delivery
concurrency

[10000]> 9000

mail3.example.com>

INTEFA—NT =T A OREIFKRDOLDIZRY T,

I =71 vissvmEsEoxt I}
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. Virtual Gateway™ 72 / O —%#FALTTRTDRR FENz RAL D TOERDA—ILF— b+ A

6:58EH S VEIE/NT A — 2 DETE

Public Listener: InboundMail
Host Access Table (HAT):

WHITELIST: $TRUSTED
BLACEKLIST: $BLOCKED
SUSPECTLIST: $THROTTLED
UNENOWNLIST: $ACCEPTED

spamdomain.com REJECT
.spamdomain.com REJECT

251.192.1. TCPREFUSE
169.254.10.10 RELAY
ALL: $ACCEPTED

Recipient Access Table (RAT):

example.com ACCEPT
newcompanyname.com ACCEPT
ALL REJECT

‘ IP interface: PublicNet (e.g. 192.168.2.1) ‘

Ethernet interface: Data 2

Cisco Email
Security appliance

-

Ethernet interface: Data 1

Virtual Gateway™ 7% / O —

| IP interface: PrivateNet (e.g. 192.168.1.1)

Private Listener: OutboundMail

Host Access Table (HAT):
RELAYLIST: $RELAYED

ALL: SBELOCKED

Default sender domain: example.com
Received: header: DISABLED

Masquerading:

~ O

FA destconfig entry for the host

small-isp.net was used to limit
100 simultaneous connections, or
10 simultaneous connections using
Virtual Gateway addresses.

The deliveryconfig command
was used to use Auto-selection of
interfaces for email delivery and
the Possible Delivery feature was
enabled. The system-wide
maximum outbound message
delivery was set to 9000 total
concurrent connections.

ZERALTIANTORR

FENT=FALVTOEBBDA—ILT—Fo A

Z DIATIE, Cisco Virtual Gateway™ 7 7 / 1 ¥ — & Z OF| ., Virtual Gateway 7 K L A D

iE

R

Ji%. B X Virtual Gateway 7 R L ADE=F B L OEHTIEICHOW TR L £,

Cisco Virtual Gateway 77 / BV —TlE, RA M THTXTO RAAL I L TRARLIPT R
VA, RA MM, BEORAAS VEHERA L T X —TTA X AN~ T = A ZREL,
FIUHEE A —NVT— P PV 2 ARNICHEANLTWAEHEAETH, TNHD RAAL KL T
B2 \CABEZEDE T A — /LR Y o —HEB LA RLRE 2 ER T FT, T_TCHOET
A=V =T = A ET N CHA AR — b U = A 7 B L 2O 255 TT,

B 7 T B L URIERS

=
EDER
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M=

ESPEREY=]

W (61 N—2)

« Virtual Gateway 7 R L A DEE (61 ~2—)

« Virtual Gateway 7 KL ADE =4 (69 ~<X—7)

« Virtual Gateway 7 K L A Z L OFEEEROEH (69 ~—)

BEND AL — LB FA—NTEEEOGVAI 2= —va VEEBTE L8912, VX
2 3P H D Virtual Gateway 7 7 / =¥ —Z A% L £ L7z, Virtual Gateway 7 7 / 1 27— & {fi J{]
THE, B AN — T = A ZHEO Virtual Gateway 7 KL AZHEI L, £DT KL A%
FEHLTETFA—NEEZETEET, 45 Virtual Gateway 7 K L 221X, BllxDIPT R A
WAL, RALY BIUOEFA—N Fa—0RE52060FT,

BlaxDIP T KLU A LKA N %4 Virtual Gateway 7 KL AZEI VS THZ L2k, 7F—Fh
U= A BRHTEGE SNDE LA —ADBZEHERA FTIELS#R S, EERE %%H/I/#X
NREERBRENTT ey 7 ENHOEFISIENTEET, BLA—NTF— U =AIC
WmMGmmw7vaikKSMWHmo:vfoELmeb%%ﬁ%f%émgﬁ%
BRHY FI, TO=H., 250 Internet Service Provider (ISP; f ' # —*% > b h—E R 7
BSNA H—) BNFEDNS/V Y 7T v T HFTTHE, BT AT — MU= A TIL, £O Virtual
Gateway 7 K I/Xf‘XEE“Cﬂé{:. SNTEEFA—NLDIPT RLALE —HIEDHENTEET, £
<DISP TIHREB A — NV EMRHT HIDICHDNS Ly 7 T v T HHEHLTHWAHIED, =
@%%d#a ﬁ%fﬁo@m@»777/f?@m7Fuxﬁ%%M$xb@m?Pv
AL —FH LWEA, ISP T, REEV/AETHD L AR LT, B A /LAY HHEE
2 < 720 97, Cisco Virtual Gateway 7 7 / B ¥ —TlX, Wi DNS/V v 7 7 v T REEM O 1P
T RVALFIZ—HT 5720, AvbE—YREXET 7oy 7 s TLEI>OETET,

% Virtual Gateway 7 FL A TO A v —V 8 Bla DA vt —Y Fa—1CE Y THNET,
ZAEH R A N THRE D Virtual Gateway 7 KL AMNMDLDE - A —/L &7 1 /7 LTWDiGa, £
DARABLDA v E—VFTF 2 —TFHSN, BEIIZZA LT RLET, LT ry 7
éﬂ“(lﬂfoﬁb‘/“J[J@VirtualGatewayfr:wlj\? WZHARLT RAAL DA v E—ViE, EFICEAE
SINFET, ZhH6DOF2—1F, BEETENNOLDE LTHROIVETH, VAT LEH, ¥
7. LAR— N ORETIL, BIRRRBLE BT T O Virtual Gateway ¥ = — 23— (KD H D & L
THOIVET,

Virtual Gateway 7 K L X D& E

Cisco Virtual Gateway 7 R LV AZFRET HHIIC, EFA—/VOEELE LTEHSNALIPT R
LADOEy hEEID K THLERHD 9, GEHIZOWTIE, 8 Txy hT—2 L 1P T
RLADEID ST 2L TLEEV, ) 2, IPT RLARFERFE A NAITRR SN D
EIIEDNS =P ELSBRESINTWHILENRDH Y £9, DNS — 3P EL S FEINT
WAL, ZEEFRANTHIDNS Vv 7 7 v IREITIND & BN IPIARA N4 OXT IR
wEnET,

L—741 76 UREKEDET I}
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B res— oz TERTAHLLIP A V8 —T 2 ROER

ESPEREY=]

AT = R T oA THEHTDHLNIP A & —T = ADMEK (62 5—)

A=V NLEMEHIP A A —T 2 ADV BT (64 —)

e altsrchost 7 7 A DA R— K (65 ~X—7)

« altsrchost D[R (66 ~—°)

e altsrchost 2~ > RAIZE R~ v B I RRHESNTZT A N 77 A vDf] (66 ~<—
V)

« CLI Zf£H L7z altsrchost ¥ » B> 7 DB (66 ~X—)

RET— x4 THERATHIHLWIPAS 2 —T 4 ADERK

IP7 RLARERA NS L7256, Virtual Gateway 7 RV AZRET H720I2, £TIEED
IP/7RA R DT TH LWIP A v X —T7 = A ZAE{ER LET, THICIE, GUID[FR Y hT—
7 (Network) ]>[IPA > % —7 = A A (IP Interfaces) ]-~<—3/, F /=i CLI ® interfaceconfig
avy RaefHLET,

PALHE—Tx2ARAERELTEZL, BEOIPPA L H—T A RAEA L H—T A A TN—T
NERAETEET, 2N N—TF, BFA—NAOERMERIC o Fuvey) KFXTIE
T2 S5 Virtual Gateway 7 KL A IZE D Y THZ LN TEET,

WP P A B —T = A ZAZEKR L2 6, 2 DO J51LT Virtual Gateway 7 R L A Z 5% E L,
EFEP AL E—T oA AZAFEFIA LV E—T oA A TIN—TNEEESNIEFA—I v
NR—=rEEHFLET,

ealtsrchost 2~ REMEHT L&, FEOKREEIP T RLAELIZ o X —TH%EET
RUADIERNOEHRARNDIP A 2 —7 = A A (Virtual Gateway 7 KL R) FE721dA >
B=T 2 A A TN—TIEFA—NE Yy BT L TRETEET,

A=V T A NFEHEH LT, FFERARNDIP A ¥ —7 x4 A (Virtual Gateway 7
RLR) FlFA L E—T 2 AR ITN—T 2R L TCT7 77 EDA =V %BUET D
72D T7 4 NV ERETEET, EEFILARA L (Virtual Gateway 7 KL A) BHET 7 3=
CEZRLUTIEEZY, (ZOFEFREROFEL Y bREERH Y | 5871 T, )

IP AU —T oA AT DREIC OV T, 18k TBEFA—NT— T2 ~DT 7 &
A BEHRLTLEIN,

ZZET, WOKNIRT EIICERSINIERDA o F—T = A A HNT, B A—/LF—F
VoA OREEMEHALTEE L],

B7:RTVvY AVE—TzARETSTAR— b L2 —T 1 XD

‘ IP interface: PublicNet 192.168.2.1 ‘

‘ Ethernet interface: Data 2 ‘

Cisco Email
Security appliance

Ethernet interface: Data 1 ’7

| IP interface: PrivateNet 192.168.1.1) |

B 7 B L URERREDEE
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| v—F4 v B&VEREREDSE

RES— kA THRATEHLLIP Ao 8—T x4 20k [

WORFITIL, [IPA > Z—7 x4 A (IPInterfaces) | X— Y CTEHEBA VX —T = A4 ADMIZ2 D
DA H—7 xA A (PrivateNet 35 J2 ' PublicNet) MNEREINTWD Z & 2R T F I,

X 8:[IPA >3 —7 A RERE (IPInterface) ] R—

IP Interfaces

Network Interfaces and IP Addresses

Add IP Interface...

Name IP Address Hostname Delete
Management | 192.168.42.42/24 | mail3.example.com | i
“PriVEtENEt I 192.168.1.1/24 T..ma\IB.axamp\E.cUrn I @
"PublicNEt ] 192.168.2.1/24 ."ma\IB.E)camp\e.corn [ i

WIT, [IPA >4 —7 = A ZDEM (AddIP Interface) |~3— %l LT, Data2 £ —% % » b
A v S =7 = A A LIZPublicNet2 & W I A HTOF LA 2 —T = A AZAFR L LT, IPT K
LA 192.168.2.2 7M. A5 A R4 maild.example.com 2MEE SN TWET, XHl2, FIP
(FE—F21) BEOSSH (F—F 22) BAF—F iz 5,

K 9:[IPA >3 —7 A RADEH (Add IP Interface) ] R—

Add IP Interface

IP Interface Settings
Name: | IPuhIlcNetZ

Ethernet Port: | @
IP Address: W*
Metmask: IW*
Hostname: ..Im

Services: | Service

[l Fre

o
o
=

SH

Appliance Management

*

O urre

*

O Hrres [

O redirect HTTP requests to HTTPS {HTTP and HTTPS Services will be turned on)

| IranPart Spam Quarantine

| D IronPart Spam Quarantine HTTP

il

D IronPort Spam Quarantine HTTPS
| O redirect HTTP requests to HTTPS (HTTP and HTTPS Services will be turned on)

[ This is the default interface for IronPort Spam Quarantine
Quarantine fogin and notifications will originate on #his interface.
URL Displayed in Matifications:

Hostname

(examples: R flspamQuurly, hitp://10.2.1.1:82/)

Warnings -* Flease exercise care when disabling or changing these items, a5 this cowld disrunt active connections o this gpoliiance when changes
to these fterns are committed,

** Hpperlinks and UELs affected by these changes will not be usable untll the changes are cormmitiad.

Cancel
INTEFA—NT— I VoA Dar 74 F¥al—va FROEIITRY ET,

L—F 4 Y 6 URIEREEDRE
|



L—T 1 o5 B L UERE#EDRE |

B ot—coromeEmPros—Tzr2ADTvELY

10:3DITVYw 9y L3 —T x4 ADEM

IP interface:
PublicNet
192.168.2.1

IP interface:
PublicNet2
192.168.2.2

‘ Ethernet interface: Data 2 ‘

Cisco Email
Security appliance

—‘ Ethernet interface: Data 1 T

‘ IP interface: PrivateNet (e.g. 192.168.1.1) ‘

Virtual Gateway 7 RV AZfEHT 5 L, ROMIZRT LI Ra 7 1 Fab—2a b A[EET
o

M:1204 =Ry b A22—T 4 RLEIZH D 4 D0 Virtual Gateway 7 F L X

"

*_ Internet -
# SMTP

Public
listener:
InboundMail ﬁ SMTP * SMTP

¢ SMTP f SMTP

IP interface:
PuhlicNet
192.168.2.1

IP interface:
PublicNet2
192.168.2.2

IP interface:
PublicNet3
192.168.2.3

IP interface:
PublicNet4
192.168.2.4

[

Ethernet interface: Data 2

]

Ethernet interface: Data 1

| IP interface: PrivateNet (e.g. 192.168.1.1)

AODIP A L H—T A AIFNTNA—NEMEIHEATEE TN, 1 F—F v bnbD
A=) HZ T ANDLIICREENAZDF AT Y v 7 JRF— 127215 TY,

AYE—UDSEERIPAVA—T IS R~ADIVELY
altsrchost 2~V REHEHTHE, FEFA—NT— VoA %, BETA—NOEGELERD
BEDIP A % —7 A A (Virtual Gateway 7 KL R) [Z& 7 A MbT 5 Z &3 b Hifl
THIJEANRFIETT, 2720, A vtE—YZRED Virtual Gateway (v v B 7T HFRICE
DICHA TR FERMETHIUE, A ve—Y 7 4 VX OMERAEZRBH LT EEW, FEH
WZOWTE, AvtE—Y 74N EEHHLIEEF A=V R —OEHEZSR L TIEIN,

altsrchost ¥ I\’%ﬁ)ﬂﬁ“é L N kaDb‘ﬁ*‘hbw:%’ﬁb‘T\ é&%)‘ _/VODEE{%EPK@%)EH‘@_E)
PALVE—T A AFRIFIA L EZ—T oA A ITN—TFHEHTXET,
CEEHEDIPT RL R
e R —TFEEEZHET RL A

B 7 B L URERREDEE
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| v—F1o9BLUREREDRE
altsrchost 7 7 1 LD A ViRk— b .

BFA—NORETICT AP AL EZ—T oA ZAFERFIA L E—T oA A TN—TFEET S
Wi, BEHFOIP T FLAFREIZ o Re—TEEET RLAEZIPA VF—T =4 AFTIZ
AVE=T 2 ARITN—T (A B =Tz A AL FETNITN—THTHE) EXTICTDH~vy
v R — L ET,

AsyncOS Tl&, IP 7 RL R _"u—7R®EET NLADOW iz~ vy 7 F—L gL
F9, IPT7 FLAFEFT o R =R EGET FLARWTNNDOFT— L —FT 256, Wit
THIPA LU H—T7 2 A ADREGEREBICHEHINET, —EHLA2VWEAIX. T 744V NORE
AU B =T =2 A ANFEHENET,

—E B D b B % — Z ESIEITR L E T

BEBDIP7 LR |[EHEZFOIPT FLRATZLE-HTHLERHY 3,

5] 1 192.168.1.5

EEBHDIVAO— |=r~m—F%EBIE. 7 L2 hnse 5T 20BN 0 &
TiLtEE +.

{EJ . username@example.com

A—H4& (Username) | = _o—7%EHT FLAD ¢ il E TOMMICK LTa—H4
%ﬁ(&#ﬁéﬁiﬁ‘o @%E%%é.\bf)%)%%ﬁ\&) ) ij‘o WJ . username(@

KA 4 > (Domain) T ROaO—TEEET RLAD e it BT THEDIIDITH LT R AL
VAL E—BEEET, e RBEEGOLILENHY FT, #:

@example.com

)

G U ZAF—I% altsrchost 71’“7/1/“([\%{5&%3:31 v L, AL — l\%%’(%ﬁ"l v 7 Lf:?ﬁz))
BAYE—V T ANINTF =y SNDHATETIZ, BT A—NVEREDA VH—T7 = A ATz

ELET,
altsrchost 2% RINOH 7 a~ 2 K& L, CLI T Virtual Gateway (2~ v £ 7 Z{ERK
LET,
BX iER
new L~y B 72 FETERLET,
print Yy TOBIEDOY A N EFRRLET,
delete F—T AN LT E 1 O8I LET,

altsrchost 7 7 1 )LD A > 7R— bk

HAT, RAT, smtproutes, ¥ AN L — K 7—7 )b xTA U7 AT —7)LEEEEIZ, altsrchost —
YEVIET s ANEZ T AR — R BELOS VAR L TERTEET,

I =71 vissvmEsEoxt I}
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. altsrchost MR

FIE

AT F1 altsrchost 2~ RKDexport V7 a~> REHH LT, BBFEOZ NV Z 77 AL (77 A NV4
ITHSTHRE) =/ AR—FLET,

AT9 T2 CLIONEET, 77 A VEBAELET, GEHIZOWTIX, FTP, SSH, B3 JXONSCP 77 & A
EZRLTLL &N, )

ATFYT3 THRANZTAHZEBHERALT, 7740 LW MY ZER LET, /L— L2 altsrchost
T =T BT BIEF A EETY,

RTFYTE T7ANEBRELTA L EZ—T A AD laltsrchost] T4 V27 FUICEHEBEL, AV R—FTX
HEolcLET,  GEIZOWTIE, FTP, SSH, BLXUSCPT7T 7 AL TL7Z& W)

AT w75 altsrchost D import %7 a2~ REMHLC, ELZ7 7y A VEA L AR—FLET,

altsrchost 0 #i|fE
altsrchost =2 F U i%, &K 1,000 il F TCEFLXTEE T,

altsrchost A7 > FRICEDGIVYE VY IMWEE INTEFRF 7714 )LD1H
# Comments to describe the file
@example.com DemoInterface
paul@ PublicInterface
joe@ PublicInterface
192.168.1.5, DemoInterface

steve@example.com PublicNet

import B L Wexport ¥ 7 a~ 2 Nk, IfTHALTEITII, FEEHEIP T FLAEZFT oA
B—T7EEET RLADITEA L X —T 24 AZIZ~ v BT LET, AR—RLSDOF)
LBV ERBOT vy I RF—, AX—ALSDOLFENLRD2FEOT 2y VI3 o H—
T AR ELRY, v () FREAR—2R () TRYV EF, 2 A2 MATT L A—
@) ThHEY., BHEINET,

CLI Z{#F L 7= altsrchost ¥ v E >4 DB

WOFITIX, altsrchost T—7ANHNTENT, BEO~S v B INRNI ENRENET,
FD%., 250 MY BMERENET,

c IN—T T —NFEA L @exchange.example.com B O A — VX, PublicNet-{ > ¥ —
TxAf AT BT ENET,

XFEHIPT FL A 1921683535 (lo& 2T, ~— T T 407 Fxvo_—v Ayk—vr»
T VAT L) MHD A=), PublicNet2 f > ¥ —7 = A AlZ~v v B 7 EINET,

L 1O FROT=DIT altsrchost ¥ Y BV I RHNEIN T, BEBPHEESINET,

B 7 B L URERREDEE
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| v—F4 v B&VEREREDSE
CLI Z{#HF8 L 1= altsrchost ¥ v E > 4 D&M .

mail3.example.com> altsrchost

There are currently no mappings configured.

Choose the operation you want to perform:

- NEW - Create a new mapping.

- IMPORT - Load new mappings from a file.

[1> new

Enter the Envelope From address or client IP address for which you want to set up a
Virtual Gateway mapping. Partial addresses such as "@example.com" or "user@" are
allowed.

[1> @exchange.example.com

Which interface do you want to send messages for @exchange.example.com from?
1. PublicNet2 (192.168.2.2/24: maild.example.com)

2. Management (192.168.42.42/24: mail3.example.com)

3. PrivateNet (192.168.1.1/24: mail3.example.com)

4. PublicNet (192.168.2.1/24: maild.example.com)

[11> 4

Mapping for @exchange.example.com on interface PublicNet created.

Choose the operation you want to perform:

- NEW - Create a new mapping.

- EDIT - Modify a mapping.

- DELETE - Remove a mapping.

- IMPORT - Load new mappings from a file.

- EXPORT - Export all mappings to a file.

- PRINT - Display all mappings.

- CLEAR - Remove all mappings.
[1> new

Enter the Envelope From address or client IP address for which you want to set up a
Virtual Gateway mapping. Partial addresses such as "@example.com" or "user@" are
allowed.

[1> 192.168.35.35

Which interface do you want to send messages for 192.168.35.35 from?

1. PublicNet2 (192.168.2.2/24: maild.example.com)

2. Management (192.168.42.42/24: mail3.example.com)

=71 vissvmEsEoxt I}
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3. PrivateNet (192.168.1.1/24: mail3.example.com)
4. PublicNet (192.168.2.1/24: maild.example.com)

(11> 1

Mapping for 192.168.35.35 on interface PublicNet2 created.
Choose the operation you want to perform:
- NEW - Create a new mapping.

- EDIT - Modify a mapping.

- DELETE - Remove a mapping.

- IMPORT - Load new mappings from a file.
- EXPORT - Export all mappings to a file.
- PRINT - Display all mappings.

- CLEAR - Remove all mappings.

[1> print

1. 192.168.35.35 -> PublicNet2

2. @exchange.example.com -> PublicNet
Choose the operation you want to perform:
- NEW - Create a new mapping.

- EDIT - Modify a mapping.

- DELETE - Remove a mapping.

- IMPORT - Load new mappings from a file.
- EXPORT - Export all mappings to a file.
- PRINT - Display all mappings.

- CLEAR - Remove all mappings.

[1>

mail3.example.com> commit

Please enter some comments describing your changes:

[1> Added 2 altsrchost mappings
Do you want to save the current configuration for rollback? [Y]> n

Changes committed: Fri May 23 11:42:12 2014 GMT

ToflicB T ar 7 4 Xal—Ya ryOEEEZRORICELET,

B 71 VB L UEREHREDS
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Virtual Gateway 7 KL ADE=4 .

R 12:5) : FRATEZIPA A —T A REEAVE—T 4R FTIL—TDER

IP interface: IP interface:
PublicNet PuhlicNet2
192.168.2.1 192.168.2.2
‘ Ethernet interface: Data 2 ‘ The altsrchost table was
T ) modified to create these
mappings. Messages from
@exchange.example.com use the
% * interface PublicNet, and
messages from 192.168.35.35 use

— =:. the interface PublicNet2.

exchange.example.com 192.168.35.35

Virtual Gateway 7 FLXDE=4

Virtual Gateway 7 K L A Z &M A OBUEHEF A — /L Fa2a—D0H 0 £33, A7 LEH
nX 27, LiR— b OBRETIX, SEMZREBS 53T Virtual Gateway ¥ = —28—{KD §,
DL L THbivET, Virtual Gateway ¥ = — Z L IZR[EEFRA NDAT—H A EE=F T 5|
IZ. hoststatus 35X W hostrate =~ > REFEH L EF, (CLIKLAEHRBLINE=F1 7]
DED [F=H Vo TIMERTEDL R =R FOHAIY | 2SR L T ES0,

hoststatus 2~ > FiE, FEDZEEHEFA MIETLIEF A —NVEIMEOET=X U UV TEHREIKL
F9,

Virtual Gateway 7 7 / 1 ¥ —Z ] L TW 2551, 45 Virtual Gateway 7 N L ZZBE3 2 15
HERRINET, ZOa~vr RiE, IRINDFA MERDO AL H AT LHLERSH D F
9, AsyncOS F v v ¥ 2 [THME N TV D DNSIF# &, ZEHRA P LRFBICESN T
FT—HFREINET, RENDT—ZIE. HFBITEIT LT resetcounters 2~ 2 KD D RFET
7

WENDMEHEBRIT, Ay 27 —V020007 AV V—TbENET, I HIT, K

ENHMOT —ZITIE, HEDT VT4 ET 4, MX La— R, BEOSXX =T —0R"bH 1 £
hd‘o

Virtual Gateway 7 KL X C & DEEEHEDEIE

DY AT L RNT A—=ZTE, VAT L LoYUL L Virtual Gateway 7 R LA LUV TTRRED
%‘g‘/@—é—o
7ol ziE, —EOZEFISPTIE, K27 74T FERA MIHFAT SN TS EE A HIIR L <

WET, FD7D, FFIZET A — /DO Virtual Gateway 7 K L A THUE STV 5 & &
2, ISP & OBMRZERT 5 2 L NKETT,

destconfig =~ > N, BIWMIES — b = A 7 FLRITxT D EBIZ OV TiE, su el
EHETFA—NVEEOEI (42 2—) 2ZRLTIEIN,

Virtual Gateway 7 R LV AD [ 7 V=7 ZAElT 5 &, Z—773 254 D 1P 7 K L A THi
SN TWDEAETH->ThH, Virtual Gateway D2 > K 1A /N— T —T )L EN T N—T|Z
HWHShET,

I =71 vissvmEsEoxt I}
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B /o-—mEErgtosm

T2 & ZiE, 254DORIFIPT RLAD I A—T52EKR LT, [Ty RFuevy) FATIEEIC
HHTLE Ity hTry7FEaTns & LET, £72, small-ispcom DV R KA /3—F—
TNT, RGN Y AT A DOBATE 100, Virtual Gateway 7 KL ADHAIX 10 THH L L
F4, Z20ar7 4 Xal— g TlE, FOSA—FRNO 254 HOIP T KL 2T ~Tizxt

LT,

BEITI0 LY L2 ORI 2 8IEH Y FHA, Z/V—T1X, B—O Virtual Gateway

7T RLARE LTHbDRET,

7 0—/N\)LEEFIEHEED

BEDZEH., ZEHERAAL L, FRITIIPT RLAREFA—NT = T =4 DDBA v E—
TEZELRNE DT DHITIE, AsyncOS D [ v — L E1%1E  (Global Unsubscribe) ]F¥#E

ZEA L ET, unsubscribe 2~ REfEHT 5 &, [/ 2 — VLEFE{E 1 (Global Unsubscribe) |
UZAMZT RLRAZBIAIBRLIZY . ZOMRBEAIB LI OENCT 52N TEET, [
2= VUCEEELRE SN 22— RAAS v EFA—ALT RLA, BEOIP 7 FLAD
JART, TRXRTOXEET FLARTF =y 7 SNET, ZEERY A MNDOT FL R & —
THHE. ZEFIZ Ry 7ENDEh— K X 23, Global Unsubscribe (GUS; 7' & —
SIUVEMEREIR) BT P SENE T, (B T A MZE, BT AREEN Fr Yy TS
NIZDPN— R RNy ZAESNTeDOPPREREIET, ) GUS 0)5“:: v 71X, BfA—NEZ
BHEICEETHHEMATON DD, VAT ATEESNDITRTOA v E—VRNBESHLE

D

\)

6=

[ v — VLEdfE45 1 (Global Unsubscribe) | BEREIZ. A —U 27 U R E )b OARTOHIFRS
A=V 7 A NOEKNRTFIRDLbOTIESH Y A, ZOKREIX, Ry ez
TATAINEBTFA—NADBEEINRNEINCTE 72—t =T A=A LE LTEMETDHZ
EEEHMELTWVET,

[ 2 — L EdfE1E 1k (Global Unsubscribe) 112 I35 K 10,0007 RV AEZfRETCEET, [Fu—
ASVEERE LR (Global Unsubscribe) JIZIBIIE 72T RLRE, RO 4250 ) BT IO
Kx s FET,

£ 10: 5 O—/NLEEZEILEDHEX

username@example.com TR OEBEBFA—IL T KL X

ZOEE, BERAAL L ORESZEERYT
Oy 7 TAEDIERINET,

username(@ a—P4

—PAREE, TRTD RAA - ThREL—
PR OT R TOXEELETny 7 LET,
T, 2=V LORIZT v b~—7 (@)
2T £

B 7 B L URERREDEE
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cU£EA Ly A— LEEEE~07 FLaogen [

(@example.com RAA

RAA HESLX, FFE R AA 58D T RTD
ZEEET7T vy 7T HOIEHINET,
X, BRI AL VORNZT > h~—
7 (@) #=fHrEd,

@.example.com S RAA

BT KA A BSCE, FFE R A A V388 LT
ZOFRTOYT FAL VHEOTRTOELR
Faerny 735l snET,

10.1.28.12 IP7 FLA

IP7 RUAESCX, FFEIPT RLUAZEDT N
TOZEFEET oy 7 T57-0IEHEINE
9, H—IP7 RLATHEE NAAL &K A b
L TWAHEEIT, Z ORSCHMER] T, #X
L. — e Ky NGV OA 77> NPT
KL AT,

ESPEREY=]

«CLIZfEH L7c 7 o — SVEEEIE~OT RL 20BN (71 X—)
o« T — N UEMEEIL 7 ANDZ T AR—FBIOA R—F (733—2)

CLUZERLEJ O—NILEEFLE~ADT FLXDEM

:@@J’Cli\ T RLXA user@example.net 75§7‘T3_‘/§/1/Ea1§1'$ﬂ: A ]\(:Ej]l]éj’b\ A /“TZ‘—‘“/
BEN— RANT U ZTHEIITHEEPERESNET, ZOT7 FLRAZHEEIND A vE—IEIAN
VUAINET, BFANT— RV AIZKVBEUEOERNZA vE— VR A EE
D

mail3.example.com> unsubscribe

Global Unsubscribe is enabled. Action: drop.

Choose the operation you want to perform:

- NEW - Create a new entry.

- IMPORT - Import entries from a file.

- SETUP - Configure general settings.

[1> new

Enter the unsubscribe key to add. Partial addresses such as

"@example.com" or "user@" are allowed, as are IP addresses. Partial hostnames such as

=71 vissvmEsEoxt I}
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"@.example.com" are allowed.

[1> user@example.net

Email Address 'user@example.net' added.

Global Unsubscribe is enabled.

Choose the operation you want to perform:

- NEW - Create a new entry.

- DELETE - Remove an entry.

- PRINT - Display all entries.

- IMPORT - Import entries from a file.

- EXPORT - Export all entries to a file.

- SETUP - Configure general settings.

- CLEAR - Remove all entries.

[1> setup

Do you want to enable the Global Unsubscribe feature? [Y]> y
Would you like matching messages to be dropped or bounced?
1. Drop

2. Bounce

11> 2

Global Unsubscribe is enabled. Action: bounce.
Choose the operation you want to perform:

- NEW - Create a new entry.

- DELETE - Remove an entry.

- PRINT - Display all entries.

- IMPORT - Import entries from a file.

- EXPORT - Export all entries to a file.

- SETUP - Configure general settings.

- CLEAR - Remove all entries.

(1>

mail3.example.com> commit
Please enter some comments describing your changes:
[1> Added username “user@example.net” to global unsubscribe

Do you want to save the current configuration for rollback? [Y]> n

B 7 B L URERREDEE
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FO— LEEELT 7 ALOTo 2K—ta&U vk—+ [

Changes committed: Fri May 23 11:42:12 2014 GMT

SAO—NIBERLEI7Z7AILDOI I RAR— B LUA ViR—

FEsE

HAT, RAT, smtproutes, A¥7 v 7 YAV —RT—=T A UTAT—T), RAA
v =y 7T —7 )b altsrchost =2 N U ERIERIC, e — SUVEMEEIES S NUIET AV E
T AR—FBIOA VAR FLTEETEET,

FIE

AT 71 unsubscribe 2~ KDexport 7 a~> RafHL T, BMEOZ NI EZT7 740 (Z7 AV
ZLITESDTHE) I/ AR —FLET,

ATY T2 CLIOAET, 77 ANVERELET, GEEMIZOWTIE, FTP, SSH, B XO'SCP 77 & A
L TLTEEY, )

ATFYT3 THXRANZT 4 X EBERALT, 7y LW MY ZERLET,

TZ7ANVATZY MY EREIZIZIE, BITLET, &AL —T 4 VT VAT AOBAT
FKHAEMHEHTEET (CR>, <LF>, /X <CR><LF>) , 2 A Y Mo _—fs B T
MEY, BEHINET, LEXE ROT77 ALV TIE B—DOXEEEFA—LT FLX
(test@example.com) . HFE R A A DT RTOZEHE (@testdomain.com) . EE KA A T
A CARTZ R 2T X TO2—Y (testuser@) . BEIOFFEIP 7 R ADEEDOZEE
(11.12.13.14) AEAb S ET,

# this is an example of the global unsubscribe.txt file
testl@example.com

@testdomain.com

testuser@

11.12.13.14

ATV T8 77 A NERFELTA X —T =4 AD configuration 7 4 L' 7 b UIZEIE L., A AR — hT&
HrolcLET,  GEZDWTIE, FTP. SSH, BLXUSCP T 7 B AZZBMML TLZ&V, )

AT 75 unsubscribe @ import 7 a2~ REMHL T, MELEZ7 7 AV EA R —FLET,

== O O = ~

mTA—ILINA T4

WDFEIZ, ZIENOEE~DNV—FT 4V TET, EAA—NVBIATLATL—=T 4T END
KO 2R LT, SHEREIX B BIEIC %ﬁéﬂi¢ollfi@¥1ﬁﬁbi¢ [ :

Cisco Secure Email Gateway DO XA — /WA T T A 2 v—F ¢ 7B LR EHRE] DA
EOEHZE, V=7 Fa—TEITINLIUHELRLET,

TDONRA T TANTEENDEREDREDKERSTIL, trace I~ FEFEHLTCT A MTEE
T, FFNCOWTIR. TR TNva—T 407 OFEO [TAM A=V LI A—
L T7a—DOF NNy hL—R | EHRLTLIFEEN,
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5 11: Cisco Secure Email Gateway DEF * — LN TS5 4 2« BF A — )L ZEHEE

HaE

Bl

RARNT IR T—T
)L (HAT)

AR A DNS 25 H WEE

(Host DNS Sender
Verification)

EEHEIN—T

TN u— 7 A EERGE
(Envelope Sender

Verification)

EEE RGBS T — 7 v
(Sender Verification

Exception Table)

A—)L 7a— iRy —
(Mail Flow Policies)

BEfi> ACCEPT, REJECT. RELAY. % 7z/% TCPREFUSE,
WRT U FNT s REEREL

IP7 RLRBHT2Y DERRFIRFA 3T R
B2 OIRA v —V A ZBLOA v —VH,
Ayt —=UHTe0 B IORR O DR RZAZE

TCP U v AV Fa— A X,

TLS : no/preferred/required

SMTP AUTH : no/preferred/required
RNIE7Z2ED FROM ~ v ' — % FfO®E - A —/L D Fr v 7
EEHEREGIIN T — T VNOT Y U NED A —LEFIZZTANDLMER L E T,
SenderBase A2 /4 7 (IP 707 7 A U v 77 a—iiliH)

Received ~ v # —
(Received Header)

ZAFT ANTZE S A — T 5 Received ~v X —DBM : /47,

TITFIE RAAL YV

(B 22—V T RLAZT 74V~ RAL U ZBILET,

/N ANRGE

BIENRAT A A=V ZERA =L LTHRIELET,

NAA Y =y
(Domain Map)

RAL Y = T—TNHNDORAAL L E—HTDHA v E—VIZEENTVWEIEZEHEOT
v Ru—TEEOEERZ,

ZEET VR AT =TI
(RAT)

(RXTV v JAF—DH) RCPTTO B LN A X A SMTP BN DZ1E#H D ACCEPT
* 721X REJECT, ¥l & Ic Ay NU T DONRARREHFALET,

TA VTR FT—T )L
(Alias tables)

- L

TN TREEEEEMAET, (O AT LR RBIRE,

listenerconfig D7 a2~ R TIEH Y FHA)

aliasconfig I3,

LDAP Zf5H D% AfL
(LDAP Recipient
Acceptance)

ZAEFHZ T ANLD LDAP fiEEIL. SMTP B o\t —3 3 U CIiTbET, Z{EHH LDAP
T4 L7 BYTRONLRWVGEE, AvE—iE ey rEnsmn v 2snEzd, €
bV —7 ¥2—WTLDAP HFEA1T) KO IR ETHZ L b T4,

B 71 VB L UEREHREDS
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9
Fa—

LDAP Z{E&ED ZAEEZ T ANDLDAP BRIV —7 ¥ 2 —WNTiTb
ZITANh NET, ZEFENPLDAPT 4 L7 U TROMB RN
e, AvtE— Ry Sndn A3 nE
T, 8P VIZSMTP B >3t —3 3 > LDAP WL & 1T
FEIRETDHZLELTEET,
YAAL—F AW L—RiE, V—2 Fa2—TfThbhvEd, A
L— KT, AET 47 T—TNNEEHT N
- LDAP < -
i;ﬁ—P LDAP 7 = ) — %M LT, = —7%EH,
To:. From:, CC: ~v X —%EX Mz £,
LDAP JL—T 4 LDAPZ =) —f, Avb—IN—TFT 4T EIET
g RUVAEEBRZOOIZFTINET, 7 /L—T7LDAP
T —I. AvE— 7 4K L—)L
mail-from-group 35 X U rept-to-group & #HE L CTEIE L
\i—é—(}
Ayt—T Jg A= T4 NAFA =0 4558 L0 b
JLZ (Message WA SIET, * Ay bE—U%RHE= Y TIZEET
Filters) * xFET,
FUFRINLY | REZBBEAM | TVF AL RAF Yy 2P0 TR, AvkeE—U%
DRAFYY |BELT, SHICAHTI-OIHEEZELET,
(Per
FUFIALR |Redpient | T YT UANA AR L THL A M AERINT B
Scanning) |PICAYE—VERELET, AvE-YEATY S
Sh, ARETHIIE, EETBEESNET, * A vk—
CHREEET Y TICRETE ET,
EERTILYT FER=LT =TI, M7 7 AV BE LT o
7 A1 TEBEHTLATEOIL, 774N L2 T —T g A

arvyTroY J4
JLE*

X T AN EFEITLET,

ATV T4 NEREASNES, A vE—V%
FREET Y TIZEETE £,

TorILAY TONTVVA T T A NVEEREEHATDE, TANLA

TA4ILAE* RENOHRFETEET, * A v —U%REET D 7IC
EETEET,

RET—Frox BEDIPA v A —T 2 AEFIFIIPA v X —T A

4 ADITN—TEN L TA—=ILEZEELET,

BLIEHIMR 1.7 74V IMEEA v =T =2 AZRELE T,

“r(n[i’i')vefy 2.7 b AT MEREOA TR AR E LT
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RALDR—X
D HIEfE

(Domain-based
Limits)

L—T 1 VI B UERIEKEDRE |

RAAL VHALT, #EETS— bV =2/ BLOV AT A
BIROERT U by v NERE, T2 30 R
Tu7r AN BEMOTLS L7 7 LA
no/preferred/required % EFE L £ 7,

FAALR—=X
DIL—T 1425
(Domain-based
routing)

TN =T REHEEZESHRZT. FALTESY
TA=NEN—T 4T LET,

A a—NILEE
=1k (Global

FEDU A M- TxREEZ Fry 7 LET (VA
T LKL RITRE) o

unsubscribe)

NIV R FA BEREEA v B —V DB T, U A —Hifr, %5
774 earro—n o VBN, BEOAvyE—TU 74
(Bounce VAR TR EFRETT,

profiles)

* 26 OFEETIL, Quarantines &\ Fill7e X o —IZ A v —VEEEFETEET,

B 7 B L URERREDEE
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