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Receive SMTP connection from SHTP server. )
Ao
TOREFLE

Mction is
" What acion does th Host s el (W) indcate o the SHIP comeciont ||

eion s cept or Conne, i

[ “Add Received Header” Listener property is processed. ]

v
[ “Add Deaukt Domain” istener property i processed. ]

]

(ncoming) Envlope Recpent addres is rewiten acording to he donain map table. |

o, Reject- 4—‘
L0 publ Doss the Recipient Aces Tble (R indicte to Acept te SHIP conection? I

e

%
[ (0utging) Emelope Sender addres is tagged f isco Bounc Verfcation s enabled.

Envelope Recipent address is rewritten accarding to the alias tabls. —
ptef Do the LDAP accptance queris indicate this is  vaid redpient ]
tes
P Do SHIP cllhesd recpen il it ths i  vald recpint___|
Tes.

v
{5 ncoming) Is this 2 frged message acading to PF o SIF el auhenicaion?

( brop comection. ) (Ampt comection and process message n the work qnene)( Rely mesge. )

F—
Reject recpient
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Receive message
the work queue

Do the LDAP acceptance queries indicate this is a valid recipient?
No, Drop (Configured to occur during the work queue)Yes

I
Yes

No, Bounce

table or LDAP query (masquerading)

l

Messages are created for each alias target according to ‘

Envelope Sender and some email headers are rewritten based on a ‘

LDAP routing queries

Action is Bounce jon is Encrypt & Deliver
Message filters are applied to messages, and an action is taken
‘Action is Drop Action is Deliver

I
All other actions

Yes, blocklist
Yes, blocklist action is. 4 tion is
detete I the sender sdcress n the end-user sselstor blocklt database? | T2
T Yes, safelist
No

B h 2

Yes,action is Bounce Is the message identified as spam? Yes, action is

(May be skipped due to configuration) quarantine

Yes, action is Drop

No, OR Yes and action is deliver ¢7

v Yes, action is

Is the message identified to have a virus? quarantine

‘es, action is Drop (May be skipped due to configuration)

No, Yes and message is repairad, OR Yes and message sent as attachment.

Unknown, action
is quarantine

Does a message attachment contain a threat?
(Behavior depends on configuration)

Yes, action is Drop

No, Yes and infected attachment is dropped, OR Unknown and appliance is not configured to quarantine unknown files

Action is Bounce

(May be skipped due to configuration)

Is the message identified to have a graymail ? ‘
Action is Drop

T
No, OR Yes and:cuon is deliver action s Enerypt

& Deliver
on is Bounce Content filters are applied, and an action is taken
(May be skipped due to configuration)
Action is Drop Action is Deliver

I N
. Action is Skip
All other actions Outbreak Filters

‘ Do the outbreak filters indicate an outbreak is present?
I
No, OR Yes and message is modified
¥ Yes,

- - — . message is
If the message is not spam, virus, and threat positive, add graymail safe quarantined
unsubscribe banner (May be skipped due to configuration)
¢ Yes, action is

quarantine

(Outbound) Does the DLP Engine detect a DLP violation?
Action is Deliver

Yes, action is Drop

Send message to

quarantine

Encrypt and deliver
message

Start SMTP client

conversation
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Start SHIP client conversation.

[ (Outgoing) Message is encrypted, if applicable.

The total maximum number of outbaund connections is enforced,
and the default delivery interfae is ser.

[ Fesage b st o ol ¥ e Ao byt vl iy |

[ “Received” header s added to the mesage.

Ves, drop. Do the configured domain-based limis, such as maximum number of | Yes, bounce,
connections and recipients, indicate to drop or bounce the message?
o, continue

‘ Message il exchange host based on ‘

is routed to a specific mai
domain without rewriting envelope recipient.

[ Specific recipients are dropped as configared in the Global Unsubscibe st |

[ (0utgoing) Domainkey or DKIN signature header is added to the message. |

0™ e ecage undelverable based on coligured Bowne Proles |2 RS

o, dlver.

—b(Dmp mmag:‘) ( Deliver message to dient. ) (Bauncumusags)(i

= 5 N\ =% {=

ﬁ§1E:$DJ:1}511n
EBA A=A TTA L DZET 2 —ATIE, EEEDERA S0 OYIBEGENMTOET,
EAE—VDRAAL VERETE, XBEEPREINT, AvE—VIIV—7 o2 —|TEX
ni‘g—o

BEIEE
e ARARNTZEAT—T/N (HAT) . EEHEI/NV—T, BLOA—L To—FR)— 4
)
* Received: ~ v &' — (5 X—7)
« T 7K RALY (5—=Y)
« N U ARRRE (5 R—)
s KA =T (63—Y)
cZEET /AT —TL (RAT) (6 -3—)
T AUTAT—=TN (63—)
« LDAP ZEHDOZIF AL (6 3—)
e SMTP == — /L7~ RZEEMGE (6 X—)

RANTZ7OEAT—TIL (HAT) . FEZFBEIIL—T, BLXUA—IL D
O—mRy—
HAT TliX, VAT —~DEHRET AT HRAL (DFED, EFA—INDOEEETF T HEHRA
) ZRETXET,

FEHITNV—1T, 1 DFEITEEOXEEZEEZ 7N —FICEMT A =D S NE L DT,
A= T4 NEZBIREOMDOA—L 7 — R —5REZF I/ N—I1C% U TEAT

B EFA—L1F510012000T
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Received: ~ v % — .

EFEJ, A= Tu— R =L, —EBEDHAT "T A —% (77 kEA L—/, L— IR
RITA—=H BLOH AL LSMTP 2— R ERE) 2KBT5 1 >OHETT,

EREIN—TBLOA =L 7a—KR) —I5bE T, VAFT—OHAT CEZEINETT,

EEH 7 NV—T DR A b DNS KR E TlL, SMTP I >3t — 3 » ORIICKRRIEDEEH
L, SEIERFHEORBGEOEGE L IEFIERFEE I/ N —TICEDDH LN TE
3

SMTP 1 v\t —3 3 TSN » T Bt DA A FNEEH 7 L— 7T A  DNS fEED
B Ipo 2= T, mo_Rua—TFEED NA L VE5IEA—L 70— R Y 3 —"CDNS
FEENET, ZOWEEL, SMTP I o3t —3 g L oICIThbhET, REAFRDOT X
n—7EEEEEDA vE—UEABHTE I, BEEBRIHNT —T VI B ZBIIT
XET, TOT—TMIANDOZTFANRIESDEBEL 2D RAL L EEFA—LT RLA
DY AFT, To_Na—7%EEH DNS BilR EEDOMEIIZ T £ A,

BEHELVE2T—vary 74NV Z )7 TEH, IPLE 2T —va U —E AL TIRES
NIBEFHOEFHEMIEICESNT, BT A—NVOEEEEZHIEL, EFA—NA L TTANTY

F ¥ OFHZERIRTEET,
FEICONWTIE., ERBFLOEEZFIN—T A=) 70— R —DHEPBRLTLF
é 1/ \O

Received: Ny &4 —

listenerconfig2Z~ > RZfiMT 5L, VAT —TZELLTITOA =TI LT,
7 7 4V K Tl Received: ~v ¥ —ZAHRIAERNEL I A F—ZRETEET,

FHEHIZOWTIE, VAT —DHESZRLTIZEN,

FIAILE FAALY

FERIERI RAA VA EZATOVRWVIEEET RLRIZT 740 b AL & BEISEMNT 5
IOV ARF—%RETEET, ZNHDOT KL A% [HF)] 7 RLVAELEOET ( Tjoel &
ljoe@example.com| 72 &) .

FHHZOWTIE, VAT —OfHEZR LTI ZEN,

INT) U RFERE
FEAR A =TI =D F THHT SR ET, RIS ZORA—ADPNRT AL LTE
DIRSNTGEIE, ZOX T EBH LT A TA—ADREESHET, FHMCONTE, Y
YARGEE SR LTSN,

EFA—L 17510100 I}


b_ESA_Admin_Guide_ces_14-0-2_chapter7.pdf#nameddest=unique_168
b_ESA_Admin_Guide_ces_14-0-2_chapter5.pdf#nameddest=unique_62
b_ESA_Admin_Guide_ces_14-0-2_chapter5.pdf#nameddest=unique_62
b_ESA_Admin_Guide_ces_14-0-2_chapter30.pdf#nameddest=unique_169
b_ESA_Admin_Guide_ces_14-0-2_chapter30.pdf#nameddest=unique_169

BFA—IL A F54 vizonT |
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> O

FAA YD
RETDVAT =L RAAS Y~ T T—TNVEERTEET, RAS vy T T—T
WWEENTWD RAAL =T HA v =V TIE, EXEEOT X —TZEENEEHR
ZBLIET, =& Z2IE. joe@old.com -> joe@new.com T,

FEZOWTIL, RAAS Y = v THREE SR L T &0,

ZIEBHT7 VX T—TJ)L (RAT)

BREETA—NIIB-TIE, BFA—NT = T2 TA—INEZTANDTXTOR—T )V
RAAL DY A FE2, RATIZE > THRETE £,

FEZOWTIE, ZEHDOT FLRICESSEROF A£G OMEEZZM L TS
Wy,

IAYTF7RT—TI)L

TAVTAT—=TNEHEMATDIE, IANEFHRREROZEEIAvE—VE VXA LT FTX
T, AV T ATV BT TT MM INE T, EFA—ADOT N —TRER
(Envelope To £ 721X RCPTTO & HIES) LA U T AT —TMIERINTWNWDHTA U T A
N—HTDHLE, BIA—NDOZ RO —TZEET RLAREZHZ ONET,

TA VT AT—TNDFHMIHONWTIL, =A VT A T—TLDOIERESRL T IEZEN,

LDAP Z{EEDZ T AN

WAFDOLDAP A 7 AT 7 F v LT, BEA Y E—VOZREEEFA—L T FL
2 (T Y w7 JRF—1F) ZSMTP ok —3 g o FERIEY — 7 Fa—NTUET 3
EEERTEXET, OV TUL, VAT —DFHEZSRLTIEESY, Zhicky, EF
A=)V — N7 = A Tl MR HETT 0 V7 b #ESKE (DHAP) It c&E £4, &
AT AT, AvE—VEZIFANT, SMIP 1"t —3 g 7215V —27 % 22— T LDAP
ZFANBREEZ FAT L E T, ZIEHNLDAPT 4 L7 FUNTRONLRWEAIC, BIENY
VABFITT DN, TDOA UK E Ry ST ENERETEET,

FEAMIZ DWW TCIE, LDAP 7 = U IZBT A{EE£EZ SR L T E 30,

SMTP a—/L7 Ny FR{EEIREL

B AT — T A TSMTP 2— /LT~y NZEEMRGEZRETHE, BT A =T — ]
U= AL, SMTP ¥ — N2 [FRNCERE L T ZEHEZHGET D0, #EM/OMTA & O SMTP
BEETHLET, BFA—NLT— T A0 SMTP V—ZRIWEDE D & SMTP —3
DISENEFA—NT = = IZESINET, EFA—NT—FU A XSMTPE(E % FBA
L. FEMO MTA ([TEEZEE L, SMTP = DIG%E (BLOSMTP 2—/L 7~y F7'm
T 7 ANVDERE) ITESWTERAFITT o ey 7 LET,

B EFA—L1F510012000T
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| BFA— 1 TF510izo00T
D=9 Xa—¢b—Fa429 .

PRI OWTIR, TSMTP — 2] L7222 B8 ORGE] 22 LT EaW,

J— Xa—¢IL—TaF

U—7 F%a—7TlL, BE7x—XBEISNDIRIOZEA vy -V 20 L 7, LI
AV —R, =TT TA4NEI T E— 7)xkﬁm/7)xbx%¥/\7
VFARMBLIOT UFUANA AX Y TrAN L E T —2a D AT Y LT,
TURNTLAT T NF BRORHEAGENET,

\}

GE)  F—ZREMEE (DLP) A%y 0, BEA vV THEAMETT, DLP X vb&—
AXx UNETEINDT—F X2 —NOMBIZOWTIE, A vE—UNRERBL TS
AN

BEIEH
CEFA—NNRNALTIA X2 T 4 =R (T R—D)
* LDAP Z[E5H DOZ T AIL (6 5—)
e AN L —REZIZLDAP v A L— K (8§ X—)
cLDAP/L—F 4 7 (8§ X—7)
A=V T4 NH (9/\°~y‘)
T AN X2V T vV (REFRMOAT YY) (9~—D)
o B (11 2—20)

BFA—INNATS5A0EtEFXx2)T40 Y—ERXR

Cisco Secure Email Cloud Gateway D ¥ = U7 4 Y —E R L, £ F—T /ML TERE LRV
LEHERLET,
FHIE LT, EF%=a2VT7 4 b—ERXR (TUVFRARARAFYy Y, TVFIANAAFY L, B
YOT T NI A0 T40E) IHTHEET, TTICV—2 Fa—IlHbHAvE—I1I00F
HELEE A, WIHERLET,
FOTNA T TANAD A BE—=TIZDONT, ROWTIUNOERBIZED, 7T T AR
AX Y UPANARAEND EIRELET,
T T IAT VAT a— VT Vv FTANVA ZAF Y DA R —T U EN TR0 -
2o F7201%
T UFTUANAAF Y U EAF Yy ST HEIICHAT R U —THREINL T\, -
1.
cFDA =V TAT UV TFTANA AF Y VENRAINAZSEDLAvE—T T 4 LH
FEE LT,
TG, TUYFTANARAF Y VINHA F—T LI TW D0 E ) hEelbd, REEz Y
TR END L EIZZDA =V DT UV FIANARAX Y AIfTONETA, 72720

EFA—L 17510100 I}
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AL BY =T HESNTT U F T AN A AF X VIRASA NASND A vE— U DOBAT,
WREEZ Y 706 DOfRRFZT  F A NVA ARy UM TONDAREERH Y £3, AvtE—
DIREEC Y TICHHRIC, A=V ARY O —OREMENERE I NDAREENH LD TT, &
ZIE, ANV RV = EoTAYE—UNT U TFUANRA AXy BN RAL, [FEEES
NTWDIEAIT, BREET U 7035 OFRRLIETNC A — LR ) S —=NEHENT, T F 7 AL A
A% ¥ UPBPIAENTG A, TORA vy —UE, RS Y 70D ORI T o F 7 A LR
AH X UPTOIVET,

FIERIZ, hof?/%XAAzék/%am—Aw (¥7213HAT ©T) T 14&—7 iz L.
A= AN T—F Fa—lZ Ao B TRV ELET, FORETT VFRARLEA X —T )L
WCLTH, V=0 Xa2—lHHA = I 0oNWTUIT U F AL AR AN TOILET A,

LDAP Z{EEDZ T AN

BEfFDOLDAP A V7 T AN T 7 F X ZHHL T, BEREAVvE—VOZEEEFA—IL T KL
Z (T VY w2y JRF—EF) ZSMTIP I\ b—a iV —2 %2 —N TS5 )
EEERTEET, FElIZO VL, VAT —OFHZSBLTIEIN, Zhucky, &
A=)V — N7 oA T, MEFRFIETT ¢ L7 b #S%E (DHAP) kbt 4, v
AT AT, AvE—VZ2ZIFANT, SMTP o\t —3 g v £7213 Y —72 % 2 — T LDAP
ZAFTANMGEE FITLET, ZEHFENLDAPT « L7 R UNTROMLIRWGAIT, BIENY
VABEFITTHN, EDAE—URKE Ny T ENERETEET,

FEAMZOWTCIE, LDAP 7 = U IZBET A1EEZ S L T EE 0,

YADL—FFFEIEZLWDAP R A A L—F

vxﬁv~P@\¢ﬁLt%—fwK%of\inD~f%E%(%F%itimmfmm
EBHIES) BT IAR— D ERIINNTY v 7 VAT =2 o T INDETFA—LD
To:, From:, CC: D~y ¥ —%EXHZ HHEETT, 257‘4’ v <y ¥ 7T —7 /L LDAP
JTY—D21Y DI HLWNTANT LT, LI AF—TLICE R L~ AT L — K NT
A—Z EfRETEET,

ART A4 v BT T ML DY AT L— ROFEMZONWTIEL, AW L— ROk
KEZRLTIEIN,

LDAP 7 =) — 2 LB~ AN L— ROZFEAMZOWTIL, LDAP 7 =V ICBT A E%(%2 2R L C
<TZEVY,

LDAP L—F 4 >4

I U —=ZHNOLDAPT 4 L7 N VIS IV TV DIERICE SN T A v —T 2R 7
RLVARA—LHRA R~N—TFT 4 T FTHEHIC, BFA—NT— P V=2 ZHRETEET,

FEIZOWTIL, LDAP 7 =V ICET A E(E2 SR L T E a0,

B EFA—L1F510012000T
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URLIZEASNWTA v =V Z@AILET, 740X T2 arTiE AvkE—YD Ry
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xFET,

FEICOWTIR, AveE—Y T4 N EFEALIEET AV R —OEHAESR LT
&,

BHEZEEA vE—VIE, 207 2—XDRKIZ, BFA— N X2 T 4 w2 — T ¥ I
T IR ShET, AveE—VORREIE, EFA— N X2V T 4 v X =T IZLDHM
HOZOIZ, W—OZEHEERE LB A—NVONRNaC—21ER T2 2B LET,

BFA—ILEX2)T40 IF+—DFy (REFBBEAMLDAFT v )

ct—T7VRANTHRYIIUARN ZAFrr (9X—)

o ANLKEER (9 R—2)

T UFTUA A (10 =)

« 7 LA A=V O & 2l lEEER (10 X—2)

e 77 AN L EaT—var A% Y UBLOT A0 (10 X—)
e LT U T4 LH (10 X—)

T URNTLAT T4nH (11 =)

T—2JURNTAYIYRAEREYY

RINLRTSE

T Ra—HF =TIV A NBIOTr Y7 YR NME, = Ra—HFlZXoTERENT, 7~
FANRBAX Y ANTITLUTRESND T —F_X—R N EINET, £ F2—WFT, &
WICANRBE LTI D, IRLTARLE LTEDRWRAL V, BT RAAL Y, F203E
A=)V T RUVAZRETEET, #EET RLARZ Y Ra—HF E—7 U X MZEEA T
LA, TV FARMAF Y VIFAXy FINET, EEET RLARTr Y7 U R NMIEE
NTCWBHE, Aye—iF, FHEEREMIIECCREET 20 Fay 7952 LnTxE
T, E=T7URXA MBI Ry Y URXNOFREICET HFEMIONTIE, ANAREEESRL
TLIEEW,

TUTFANRKAT Y L, A U F =3y bREIZOE D —MIlOT > F AN LMMREELZ TR L
FT, TUVFANAAF ¥ U TClE, ANRLKBIZL > T2 —WFIIRERET, xy hT—7 0
B SN 0BG L0 T 2501, ANLBELERITGHI L., RERELET., O
B a—HFOTIA N —EBETH LR, a—FOZERITELANT, RERA—/L%E
HibRCTx £,
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HTAUMOT —7 Fa2—%2 L 1T L., sex o — | CEEELET,

FEIZOWTIL, ANLABLOT LA A= L OERZSZRLTIEEN,

B AN = T =2 A10F, HEENTETANARFT Yy L DU RNEERTWET, [A—
wa7~Jik%ﬁﬁu\%/t—ykiU%H774»%X%¥beﬁ4wx%@m?
HE00, BT ANT = VoA BZRETEET, VANVAPKRILINTZGEIZIROUE %
THOEICEBFANT = VoA BRETEET,

« W7 7 A VOB DORIT

T FAND R YT

M~y X —DER
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BB T RUAELIFIA—NERARADA =V DEE

A=V DOT—HAT

o« Ay tE—OHIR
Ayt —UnREHTY 7 (REE (11 _—) 228) »olishs e, VANVANRZAF Y
VENET, TUTUALNARAF Y VOFEIZOWTIE, T TFUANVAESZRL TS
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T LA A—ILDig & RELBHAERN

TLA A=V A yE—VFRIHL, = Fa—Ficflbo TR E FITT 5 X951
BIA—NT = oA ZRETEET, ETTELT 7V alld, TVFUALVAARAFT Y
THEITCTEALT 7 a il TnET,

FZOWTIE, ARLABLOT LA A= LOEFRESZRL T ZS0,

774 LEAT—23 0 AFX v oBLUT 74 IL9H

A=V DUWMN T 7 ANVE AT Y L, Bl OB OGN EENTNDE0E 9
EHRTHEIIC, BIA—NSTF— b IV =2A ZRETEET, FTTELHT7 7 ald, T
FUIAINAAFY L TEITTEDLT 7V a AP TWET,

FEICOWTIE, [T A b aT—vary T4 NEZ VT ET 7 AN BT
<IEEWy,

m D AV R

SZEHETLERIIREE T LRI, A vk— y:L%#é:y?yy74w&%¢&T%
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aALT Y T ANANEREREIL, AvE— T AN EBEBIORT VTFARLET UFTA LA
2Ry UNRA =V L TCETESN-HRTEASNET,

QLT T A IVHDFEHICOWNWTIE, 2T T4 E2EERLTLTEEN,

ToOILAY T41L73

5

]

VRAADT Y NTUA T T 4V EEERRITIL, Bl IR T A 7o D EERE 1B L D
KO ITIERICEMET D072 7 4 VA MEENTWET, VAIDORITTHT U RT LAY
= JNZIEEDNWT, FFEDT 7 A )V B A T DR 7 7 A VA FFDOA v —T % Outbreak &\
I ARIOMREET Y TIZEFTEE T,

Outbreak [RHE= VU 7ND A v —Tk, MMOTRXTORBEEZ Y THOA v E—UERIC L DI
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