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A= T4 NZIZEY, A vE—VDOZERHIENG BT 5 FikZflal U7 Rkl 72
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BEIEE
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Ayt—2 J4)LR )IL—IL

A= T4 NE =L 5T, TANVETUHTERA =% B LEd, L—L
1. PSS AND, OR, NOT 2 L CHlAGbLED Z & T, BHRT A FE{EkTx %
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NWET, 2L, ALY 7 a rZ2BETL2EBOT7 4 N2 Ay E—UR BT 256, A
OT7varNEEEZIN, BEOT4NVE T varyPEisSnET,

ESPEDEYS]
c T UNE T ary—ER (69 2—)
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T A VAR DOEBRLERIZRO L D120 £,

A=V N— LT B A

NEFNZT 7 v a RS ET, else IBFET 55

By AvE—UBRL— B LW T else (INDT 7 2 a URFEITSNET,

BELETANELIZE ST, ZA4NEET
NEPEE LT 20 £,

7T 47, T IT 47 HIRTDEAIC. T4

Ao— T 4 F TIIROE L AFH L ET,

I

E:)

expedite:

T 4 NEL,

if (recv-listener == 'InboundMail' or recv-int ==
'notmain')

JL— )LDIRE

{

alt-src-host ('outboundl"') ;
skip-filters();
}

T aryDIgE

else
{

alt-src-host ('outbound2"') ;
}

UE=E) &7 7> a »DiEE

RET 72 a VI TEDLZ LITERLTLIES N,

&> 45) B
expedite2: 7 4 VE AL

, , , JL—ILDIRTE
if ((not (recv-listener == 'InboundMail')) and

(not (recv-int == 'notmain')))

{
alt-src-host ('outbound2"') ;
skip-filters();

}

T aryDEE

DT AN EIBRIZLIOTOWRTIODTFARN T 7 A NMIELE DA ENTXET,

B £ H AT, 74 ZOEEHCLERSY £, B—oHfFELITE
SIRFFE, EOMANCE L <HAGDLELIMNERH Y 7, 2L xiE, X
notify('customercare@example.com') L notify("customercare@example.com")ljiéfiig>%)¥§§%

T“ﬁ‘ﬁi\ i‘t notify("customercare@example.com') fj:*%jci 3 _b‘%\éi L i ﬁ‘o
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e AYytE—COMIME#EE, A vbE—Y O MIME#EICL T, KAL) & LTHbDbND
A= E THE7 740 L LTHbILA A v E—T DS \b)#IJL:ﬁéhi‘@“
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AT —=IUNT 4 NHF L=V L TN TH, IROWTIUNDOFIH T, 74 VEINFDRA
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c T ANHEBHET VT 4T THD,

c T AN REGTH D,
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==l EoT, ENEWRETEDLIITRY ET,
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CHNCSEATSINTET 7 v a il o T, Ny X —PNERZINTGE, BROTXTO~y
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ZOEEIX, Avk—=—U TR larT Y T4 VOl FICHER T,

VERXEAYE—DURFTTAI

B A A=, HEOBSPOMERESIET, RFC TiX, AvE—YO~y ¥ —
DB TRTOEDEYNALT/N—F [ Ay —URL] ELTHELTWETN, <D
2—PIFELEA =D TR & 7740 ZRlxOED LI TWET,
body-variable ¥ 721% attachment-variable &£\ 9 Cisco 2 vt—V 7 4 V2 E T 2855, &
FA=NT— R T A1F, FEAEO—N TR & TiRft77A40]) ELTEZLEH D
., Z< OMUANRZENLZRXIZL U HE Y 7 LED ERADLDEFITLIICKEAILE D &
LET,
bOdy—Vﬁl’i&bkEi?’t@i attachment-variable A vt — 7 4 L& L— L2 E BT, A vk—

?A/ﬁ DEHEDTXTOHEDNRA vE—UARLE BRI, FORARIFIAIHNIZH D MIME
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MOMIME $853) 1EIRS 7 7 AV ER72 SivET, AsyncOSIEA v E—T D X F ZE 72 MIME
WAL, W7 7 AN E LTIBLS LD 7 7 A VOE D ZiAI L £,

7= & 21X, LAFOXIX, Microsoft Outlook MUA D A v & —T %R L CWET, 22Tl
[Document attached below.] EWISENR T L —0 THXFARDAvE—UARLE L TERS
h\ ]*#:L)l Ve ]\ rThis is a Microsoft Word document.doc] ﬁ§%{ﬂ‘77/fﬂ/k bf%ﬁ?éj’b
TWET, ZLDA—FREFA—NLEZZDOEIITHRZTND RHYIOHZN T L—r TF A
FC2EHDOHOBNAT Y 77 ANTHLYNTF/N—h AytE—U8 LTTIERL) 720,
Ciscold, AvtEB—V0 AL RFIOTL—r THZ MRS &HBIIC, doc 7 7 A L
oy (EEMIC2FEHE OMIME ) % KB L TR 20—V Z2ET 72012, A v E—
CIANZT R T7 7 A0 LW EEEZMHA L TVES, 72720, RFCS152138 K 1N1522
THONLTWDOHREIC LD L. A v =Y ORI <TD MIME #5570 bR S L E T,

R1: TRAT7AIL] ZEOAVvE—D

B Microsoft Word document attached - Message (Plain Text) ]

E.'_'%&Ep\yﬁ_'&}Replyﬁanl_l|£"$Furﬂard|-j EEWR. < |ﬁ|_:-j * | -~ F ~ AF | (@!EMThisisSpam

I File Edit Wiew Insert Formak  Tools  Actions  Help

From: Senk:  Thu 4/22/2004 1:52 PM

To:
Cc:
Subject:  Microsoft \Ward document attached

Attachments: @Th\s is @ Microsoft Word Document, doc (30 KB}

Document attached helow.

BFA—NT = 2L, vNATF = A E—VORILERINT7 7 ANV EXFIL TSI
W, BESNDIEIMELZT 572021, body-variable % 721% attachment-variable X v & —37 4
NEN—VEEHTLEEIZ, W DO0Dr — A THEENPLETT,

e TXRNIBLGN1IODA vy E—T (-9F D, [Content-Type: text/plain] F 7213 [Content-Type:
texthtml] O~y X —% & A vE—) BHDHGEE, EFA—NTF— bz 1EA v E—
VERERL LR LET, a T UV EATRERDLYE EFA AT — U oA
X, ENEH—DORM 7 7 AV ERRLET,

e aA—RINTT 7 A/ (uuencoded 72 &) IXBFA—/ A v E—TYDOARILICHENE
T, IARRELEES, = a— NENET7 7 AVBRMN 7 740 E LT, fliH
BLUOAF vy &, BOVOTXFAMRTFAMALE LTRARINET,

s H—DT7 XX NSO FIEF I 7 7 AV ERBRINET, Tt xIE, zipZ 7 AV
DHTHEMSND A =1L, W77 AV E RIS ET,

ATV REXrYUD—HOLELME

Ay —=URLELIIRN 7 7 ANVHNONRE = BB TDH T 4 VE — L& BINT 5854,
INZ = PROPDMEN D DR D RO L EVMEZIEE TE £9, AsyncOSI{EA vE—¥
EAXYTDHE, AvE—VEBIWRN T 7 A RO T —BOFD T2=7 ) 45
LET, m/DLEWVEICHZZ2WEE, IERER T ue LM SLEE A, ZO LS WEITK
DT 4 IVF = VITHRETE £7,

* body-contains
* only-body-contains
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» attachment-contains

* every-attachment-contains

» dictionary-match

» attachment-dictionary-match

drop-attachments-where-contains 7 7 ¥ 3 VIZLEVWVMELZIRETHZ L TEET,

\}

LELMEDEX

Ayt—UKRXE

GE)

Ny H—FF TR —T O EELEFEEEAXF Y TD T A NZ L— I LEVWERTE
ETEEH A,
BEEIER
s LEVEOHEL (8 X—)
A=V RLERMNTFANDLEVVEATT (8 X—)
s LEWVMERA T Y Y = )LFo8— RV MIME #4 (9 _*—2)
AT T4 vaF U EEMLEZLEVEDRIT U 7 (10 —)

HESR /N D L2 WVMEZIREET D121, 3% — & true &I 572 DI BE s — D i
N ERRELET,

if (<filter rule>('<pattern>',<minimum threshold>)) {

7= & %1%, body-contains 7 4 /L& /L—/LC, f [Company Confidential| 73 72< &% 2 [A]F
OINDMEN DD T L HEET DT, RO ZER L £,

if (body-contains ('Company Confidential',2)) {

T 74V N TIEL, AsyncOSIN AL T UV AX ¥ U T A VWE BRGTHERIC, 74 FEar X
AL, LEWVERFD L THEATHWRWGAIE, 1O LEVMEZEIY B TET,

aVFUY T4 aFYDOHEICH LT, Y —r v TFORNEEET AL TXE
T, arTrY T4 vatUOFEMIONWTE, [T A MY Y= OFEEZSRL TL
72 &N,

AT F7AILDOLENMERDT

B A—IN A vE—Dld, BEHOEDPOBREINDZERH T, A vE—URLELIX
W7 7 A NVNDOIRE — 2 RS DT 4V Z =D L EVEEZFRET 5 &, AsyncOS 11,
A=Wy RN T 7 ANV B E AT N LT, LEVWE [Ra7 | 24k L E
To AvE— 7 4V THED MIME f53 Z 6 E L2V R Y (attachment-contains 7 o /b
Z =172 E) | AsyncOS [ZRA v =Y DT X TOEHG TROD ST —EEGF L, —FHoD
EHMPLEVVEIZZELTWANE I ZHILET, 728 20X, LEVMED 2 D body-contains
A= T4 NERNHDHELET, ALIT1IOO—ERHY ., Isft7 7 A i1 >DO—FMN
DDA YE—TVEZELET, AsyncOSNI DA v —VERA LSS, ARFB2 20—
2720 LEWERA T Z L5 &R L ET,
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FEEIS, OB 7 7 A VRSB DA, AsyncOSITIRM 7 7 A VT L IcAa T 245 LT,
—HDORaT B LET, 72& 20E. LEVMED 3 @ attachment-contains 7 A V& JL—)L
DHHELET, 200N 77 ANDBOLAvE—VEZEL, FRMNTZ 7 A M2 DD—
BENEENET, AsyncOSIZZDA v =T %400 —FEEM L, LEVER I 7N S
ATWD WL £,

LEWMERT 2T TILF/8— MEE MIME 345

BT NOEEERT AT, FLarsrYyo2o0R (FL—r 5% A k& HTML)

DL, AsyncOSIFEME L1260 —EE G LERA, RbVIZ, FHo0—H%
e LT, EE a2 # R L3, AsyncOS (T Z DA~ L F /38— kb X v —TDfMDERSH>
HOARAATITEMLT, GitAaTEERLET,

7= & 20, body-contains 7 A V& L=V EREL, LEVMEZ4IZRELES, TL—r T
FA M, HIML, BLO220RM 7 7 ANV E G0 A v —V2ZELET, A vE—IFK
DX 7EELHEHLET,

multipart/mixed
multipart/alternative
text/plain
text/html
application/octet-stream

application/octet-stream
body-contains 7 A /L& JL— UL, X \y'!ZH\‘/“O)text/plainiSJ:(ﬁtext/html W I B AS L
T, ZORAyE—=VDRAa7zAMLET, KIZ, ZNHDOAaT OFFRALE L, RN
KEDAAT ZRRLET, SHIC, TOMREEZRMNT 7 A NVNEDOAATITEML T, K
AT ZHBLET, Ay E—VICROBO—BEDRHDLE LET,
multipart/mixed
multipart/alternative
text/plain (2 matches)
text/html (2 matches)

application/octet-stream (1 match)

application/octet-stream

AsyncOS 1 text/plain & text/html #53 DO—E & T 5720, AaT7 32K LET, ZiUL,
TANG =)V b U =T LR LS VEZZ L TV EE A,
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B -7 vrrsaruzgALELENEOR T Y VY

ATV T4 atrYEFERALEELEVMEORTT Y VYT

arvrFUY T4 vat Ul EERTLE HEO [EH) ZEE LT, L0 EEIZREDHRE
TIANE T Ivavk NI H—T&ET, & xiE, Tbhank) EWHHFETIEA vE—V
T A4NHEE Y H—ET, Tbank] O%IZ Taccount] &V HEERH VD, S HIZABAL—T 4
VIBBENEENLTODIUR, Z4NE T varE NI H—9TH30ERHLELET, 2%
KT DI, BEAERTE LT 47 vaF VAL T, FEOHBEEZITHBEOMALED
BOBEEELZEZ LET, a7 oY T4 73atVaEIRB— T ANAVENT 4 VHF
N—NDO—EEFMT 225G, 2T YT 47 at ) OELEEHL TRENRA T %
WELET, LexiE, Roarv Ty bELERELCay T YT o7 a bt VaEERL
7= LET,

®1:aA0ToY T4 3T )DH

FEE/IA~Y—KID BH
ABA %4%& 5 3
7572~ (Account) 2

N

ZoaryrYy T4 vat )k dictionary-match ¥ 7213 attachment-dictionary-match A
= T 4 = VICEEATT D L AsyncOS 1 A v E— VN TR ST S HEE
DEA AR ADEE [RAa 7 12, ZOHEOEAZBEMLET, LEE, Aye—
A HGEE Taccount] DA LV AZ U AMWIODOEFENTNDA Yy E—VDOEFIAATIT, H6N
BIMENET, Avt—Y 740 ZOLEWVED 6 IZHESIVTVNDEE, AsyncOS T2 D
LEVER a7 Nl SN LET, E£0id, FHEBOA Y AZ AN DT OEEN
TWAHEELAFHMEIZ6IZRY, ZORaATIZEsTIANE T2 aryBN ) H—EnZE
7

Ayt—U TJ4ILFHADOAND TR EEORTX B

Ay — 7 4L FNT, AND £721Z OR 7 A b 23+ 554, AsyncOS [TRE/RT X k
AL ERE A, LER-T, 2L 2E, —FDOAND T & h 38 false DA, b9 —H DT A
MIEEHhENERHA, T2 MIELSLHICEHMTENA2DITTIEARWED, EELTLLEE N,
DV IZ, AND BELTOR 7 A hFHIlI SN D56, H& BMEORNT 2~ 23BN Tl &
NET, 22T ROT 4 VF TlL, rept-to-group 7 A F LV HHE Y Y — 204720

remote-ip 7 A P RULTRANCFHE SN ET (IS, LDAP 7 2 PO RHE D Y — R &
<RV ET) .

andTestFilter:

if (remote-ip == "192.168.100.100" AND rcpt-to-group == "GROUP")

...}
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BH 2 A RDOERWT A NRRINCIATEINATD, HADIEFEZ ANEZ THEEIH Y F4
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- sdr-reputation
(<‘'sdr_verdict_range'>,
<‘domain exception
_list'>)
- sdr-age (<‘unit'>,
<‘operator'>
<‘actual value’>)
- sdr-unscannable
(<'domain exception
_list'>)

External Threat Feeds:
domain-external-
threat-feeds
(<'external threat
feed source name'>,
<'header'> , <'domain

_exception_list'>)

KEERAL L, FBESN

oL —F LT ET?
cHKEHERNAS DL E 2
T—ar

< SMEREE T 4 — N

ETFO RAAL LV LE 2T —
arv l—b (66 X—)
FZIESDRO R A AL v L E =
F— gy )b—)L (66 ~<—
V) BB LTLIEIN,

PR OWTIE, AR
74— REHEHTLESTA—
W= T = A ORE T2
EEHERAAL L LE2T—
varZ4ng T BER
LTLEEN,

BFA—NT— T AIZEEBFEEND A v E—IIT0TNRE, TR_XTOAvE—VT7 4 AET
JEFI B S INE TN, BT 7 v a v BRELEGARIZIZDOT 7 a i A ykE—VIC
KT AL NMEIEESNE T, RvE—P T2 T gy 3—) BH
B, ) 74NV F 3T RTOAyE—VICEHATAZ ELTEET, o, V—VITimEE 1~
(AND, OR, NOT) ZfHLTHATIZ b TEET,

IW—ILTHERAT HSERRKRE

N—IVDEFRIHMEAT AT P v 7 T A MO—ETIX, ERFHRBAZITWET, EHREHRIT
BEHEC R ABEAERNLVET, ROFRIZ, AvtE— 740 % A— L CEHRERZEAT A
EOHZE L THERLTLEIN,

Ayt—Y 24 LaEERLEEFA—L R —0ER ]


b_ESA_Admin_Guide_ces_14-0-2_chapter12.pdf#nameddest=unique_356
b_ESA_Admin_Guide_ces_14-0-2_chapter12.pdf#nameddest=unique_356
b_ESA_Admin_Guide_ces_14-0-2_chapter12.pdf#nameddest=unique_356
b_ESA_Admin_Guide_ces_14-0-2_chapter13.pdf#nameddest=unique_367
b_ESA_Admin_Guide_ces_14-0-2_chapter13.pdf#nameddest=unique_367

B - cemyaEmEn

RIIN—LTHERT HERRR

Ave—C T4 N EFERALEEFA—ILRY S —0ER |

IEMEHL (abe)

T A NH =)V DIERFEN TN E—FT D E W EnDDk
EHFBHROSEOERPTFEIOWTNLOESLS & —ET HHEAT
‘ﬁ‘o

f:&/iéi\ IE/#E%E%% ’VGCOI‘gJ X rGeorge Of The Jungle] .
rLa Meson Georgette as well as Georg) @%i?ﬁ”&*

(Georgy

Porgy] .

ﬁbi‘a—o

ALy b (M)
RAFEE (s)

FAGLSE (8) 2GT—/VIXFINORRBOHE KL, ¥ T v
(M) ZEL—WIFIN DD H & —B L £,

7= & 2 0E, IEHREHR ceorgs) 1XXFF lceorgl DHE—F L F
‘ﬁ‘o

ZEDSy X —E BT DI, 8" LHRELET,

N

XL A Ty b
7 (e)

X7, ZEH, Ty bv—7 (@) ZE&ELA—iE, YEOTEEK
LRI LET,

f:k%\_ﬂi\ IE/{:EE‘%EEA |—AGeorqe@admin$J
DHE—HLET,

EeveE il |—Georqe@adminj

(= N )

EUA R () 28 —/WHMEED 1T (SBITaR<) E—HL
£7,

=& z20F [~ . .admins] &W I EMFEHIT Thacadmin] BL O
|—sunadmlnj @%i%ﬁl I—F L FETA, Twindzadminl E1E—
HLEEA,
TAZY R (¥) | T ALY AT (%) Egie—nid, TEENCHEE ST 5 3

70l GTEE QRS Y K SN TV B LT L—KLET, E
YA RET ALY RSB BE (0 1 AEROLFH @fTE
<) L—HLET,

= 2_@:\ [~p. *Piper$ ] L Eﬁ%%fﬁii ’—PPiperJ . [Ipeter
Piper) . [P.Piper] . |—Penelope Penny Piper] @ EoXFHIE

APV ER 38

7 ()

MRESIIRR L TOZA Ty —FIEALET, v—F A W) &
EIUFRZOLODHIT—EL, Ns) 1T RAGEEEFOHIT—EL,
A iEF v Ly FLBORIZ—ELET, =& 2L,

[~ik\.ac\.uks) 1T Tik.ac.uk] EWILFH DO E —F L F9,

BEE MR S3 A= —CbRER= A —7 e LTHEMLE
T, TOH, ERKXATHESZHENT 256, 2 DO TN
WBETY, EATRIIE THEERIZ) RSN DHRE S 1 DOHDE
D, EHREBL AT ACESAET, FROMEZRET 2561
[rik\\.ac\\.uks] EANTHZ LI T,

B Ayt 78 EERLEBFA—IL K S —OFA



| #9v€—Y 742 EERALEEFA—LRY O—0ER

ryt—sn7 sy vrcoEszR0ER [

KXFENLFERFIL
72N ((21))

h—=27 2 )1, EHRBOE D OS5 TRILTFE/NIFHR B S
NN EERLET, ZO =7 &, RIFL/NCFEXHNT
DIEHRBLOEHICEE 5 & KT &/NCFR—EXG s 7
WHREDMTOILET,
7=& z20E. T(2i)viagral EWIHIEMFIIL, [viagral .

lviaGra) . [viacra] &—FLET,

7(@';5 U J& L@;ﬁ {min, max}

1 DHID h—7 > O K LIl EfRET D IERRIAXRLEN T R —
FENTWET,

7= 20X, Troi2,31) 13X Tfoo)] BEO lfoco) E1E—F L F3235,
[fo] <° [fofo] ElX—FHLFEHA,

if (header ('To') == "~.{500,}") EWVH AT — Kk X hiL, 500 XF
PLEMMERA SN TS [Tol ~y X —&RFELET,

FE(]) B, 2F 0 Tor) HETFICHYLET, [ABIUBI BERE
BThr%a. Tasl 1L TA) & TB) OWTunic—8T 530F
e —HLET,
fl&%\_fi\ (foolbarj WD FHIT (fooj 2 (barj Ll —ELE
SR [ foobar) &fi*ﬁbi“@f/uo

EPEREYS

A=V DT 4 NE ) T TOEREROMER (29 2—)
« EBRIERBOMHICETLIHA R4 (30 —)

« EBIERBLEIEASCH Xy b (30 %—)

nT AL (30 8—)

o RILF-E/NLFOXH] (30 _X—)

« WERIIR T 4 NV H DIERL (31 ~=—)

« PDF & EHIERH (31
