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B o1 rcmmnany

FIA4ILETED

(ZH 5045

BAA—NT—= b T2 AM1T, RO TV T AT VT a DT 74V N T, X—T IR
TIREETHANCRESNTWET GEALEZTIA B AR —ICL - T, TOMOa ZFRERES
NAEFER”HYET) , T 74/ T, BEHET FHToFvrao— K] TF,

TN EEND L DIT 1IZEE SN error_logs #FRE, FHRNZHESINDTNTOE
THTAZYTraroul LoyLE a0 £ SOV TR, B2 LVl on page
T1HZBRLTLLEEY, Flon 7 722710 7y a ok, £38FEOn 7 727
Vv a v OEFIZOWTCE, v 7 X7 U7 3 onpage 16 L T &0,

Oy 247

« 7F A K A—)L 1 Z O, on page 17
« BidfE = 7 D H, on page 32
o N7 A 1 7 O, on page 34
e A7 —H& A 1 7 O, on page 36
s AL F /Ny 7 v 7 OffH, on page 39
ATz vary TNy 7 vl O, on page 39
o VAT L ZOf, on page 41
« CLI EE#r v 7 O ffi F, on page 41
« FTP % —/X 1 7 Offi ], on page 42
« HTTP = 7 Off [, on page 43
« NTP = 7 Ofii ], on page 44
« A%y 1 7O, on page 44
o T UF AR 1 Z O, on page 45
o J LA A—)L v Z Offf, on page 46
o T UF AR 1 O, on page 46
« AMP =¥ v 7 Offi [, on page 47
« ZXL[EEER 7 O, on page 53
« 23 LEEE GUI v 77 Off F, on page 53
« LDAP 7 /N 7' 12 7 Offi FH, on page 54
et—7 VR NTZ7uyZURAKBZOMA, onpage 55
o LIN—T 4 7 1 7 OffiH, on page 56
s LAR—T 47 7Y — 1 O, on page 57
« 7 v 7T —4% v 7 OfEH, on page 58
« N7 ¥ v 722U, on page 60
« WFEER 7 DOffi H, on page 60
eI T 4 X alb—a VEREe 7O, on page 61
« NERVE T 4 — RO 1 7 Offi i, on page 62
s A A X2 b v 7 OffH, on page 63
« CSN 2 7 DAfi [, on page 70



ng 774rmnssuzs2>7 |

+ Advanced Phishing Protection = 2" ™{# f, on page 71
« BEA = 7 O, on page 71

« CSA & 7 DAFE [, on page 74

O 274ILRADRAA LRZ VT

RoOv T 77 AL, v 7 AKROBRE LT H, AsyncOS D/A—V = > BILGMT 4
7y b (BEML TR DEEVICORER) BDEENET,

T UFUANA v

«LDAP 1 7

VAT A ul

e X—)L s

THEAMA—=)LOTDER

INbou 7Y, BFA—NVDOZE, BEFA—NVOEE, BLONY U AOFEMATE I
7T, ZNb0ouZiE, FFEOAvE—VORUEEZEM L, AT LANT 4 —v AEHGHTT
59 A THMRERIE 200 £,

Inboua iz, FRRlREREIIMNEH Y XA, LEL, BMI7 7 A VA EFRT AT, @
G172 s AT AOBRENBLETT, U7 7 A V41T, WICEEERS DD TIEH Y A, &
MZOWTIE, AvE—Y b T vF U TOAEMEBLORA vE—Y b T v X TOMELS
LT EEN,

ROKIZ, THFARN A=V B ZICERINLERERLET,

Table 4: TR + A—)L O5 O#sHER

At 6

ICID AVl a B ID, VAT DR B E & 0 SMTP #55t & 95l
IDTHY, ZOFEFETIEIOETEO A vE—U R ESINET,

DCID BEBEEID, BIOH— NZxtd A 4« O SMTP i 4 T HEID TH Y |
ZOEEBTIHEPOETEOA v E—URERESRET, 1O0OR vE—
FERE T EITIREO RID S—FEICEE SN ET,

RCID RPC ConnectionID (RPC#¢ID) , A /N AMREEIC )T 25 E % @ RPC i &
RTEMEID T, ZOIDEFHLT, ANRLEEEE DM TEZEFEIND
)( yt_y%ﬁﬁﬂzbiﬁ—o

MID Message ID (X v tE—YID) : ZOIDEFEHL T, e/ @it s Ay
=V EBHL £,

RID RecipientID (ZfZ&ID) : B A v E—IVZEHICTIDAHID Y TOHNET,

o m


b_ESA_Admin_Guide_ces_14-0-1_chapter35.pdf#nameddest=unique_921
b_ESA_Admin_Guide_ces_14-0-1_chapter35.pdf#nameddest=unique_1525

. FER M A—)L OF DFER

#Et SR BA
HHERK PO NBGINE LT,
(New)
Btk HHOA v E—U N ENE LI,

TEXER M A—)L OTOER

)

0y 7y ANERIRTD2DDOHA RELT, ROV FAEFHEHLTLEEN,

Note

0y 7y A NVDOEITINE, BENE VL ToONEFA, 22 TIE, BT LHEE LTES

NEY L THENTWET,

Table 5: T X b A —)L O 5 DM

1
Mon Apr 17 19:56:22 2003 Info:
New SMTP ICID 5 interface Management (10.1.1.1)
address 10.1.1.209 reverse dns host remotehost.com verified yes
2
Mon Apr 17 19:57:20 2003 Info:
Start MID 6 ICID 5
3
Mon Apr 17 19:57:20 2003 Info:
MID 6 ICID 5 From: <sender@remotehost.com>
4
Mon Apr 17 19:58:06 2003 Info:
MID 6 ICID 5 RID O To: <mary@yourdomain.com>
5
Mon Apr 17 19:59:52 2003 Info:
MID 6 ready 100 bytes from <sender@remotehost.com>
6
Mon Apr 17 19:59:59 2003 Info: ICID 5 close
7
Mon Mar 31 20:10:58 2003 Info:
New SMTP DCID 8 interface 192.168.42.42 address 10.5.3.25
8
Mon Mar 31 20:10:58 2003 Info:
Delivery start DCID 8 MID 6 to RID [0]
9
Mon Mar 31 20:10:58 2003 Info:
Message done DCID 8 MID 6 to RID [0]
10
Mon Mar 31 20:11:03 2003 Info: DCID 8 close




7xxkr—pngzvryoh [

WDFELE, gilkoa s 77 A NVEGRHFRDLT-ODTA RE LT, HHLTIZIV,

Table 6: TR  A—)L O5 OB

TEs B

1 AT MM UTH LW BA S, A > Y =733 ID (ICID) 5]
Bl TConNE L, BRITEHIPA X —7 oA ATZESN, 10.1.1.209 D
Ve—h AR MCTEBEINE L,

2 747 2 hDHMAILFROM 22w > RI3FEITSNTH%, AvE—VICA vE—
YID (MID) T6) 2"EIVETHNE LT,

3 REET FLABERISh, T ANLNET,

4 ZEHENHB S, ZEHID RID) 0] RNEVYTHNE L,

5 MID 5 232 ALbiv, 74 AZICEZAEN, KRSNET,

6 ZRICHEII L, ZAGHR N m— A LET,

7 WIZ, Ay b—URETr ARG SIET, 192.168.42.427°5 10.5.3.25 ~D
BMEIZ, BlfEHe6¢ ID (DCID) 18] A&V HTHAVE LT,

8 RID 0] ~D* v v— BN SE LTz,

9 RID (0] ~® MID 6 OFEME I L E L.

10 FfEEEmin 7 n— X L £,

TFTEIAMNA—)LOT T RYDOH
wiz, SEERRIICESW W oo el o M) ERLET,

A=A 003 VBRUERE

U\OD BEHTOA =V PEFA—NT = VA V=7 PShET, AvE—
VITEFICRE SN ET,

Wed Jun 16 21:42:34 2004 Info: New SMTP ICID 282204970 interface mail.example.com
(1.2.3.4) address 2.3.4.5 reverse dns host unknown verified no

Wed Jun 16 21:42:34 2004 Info: ICID 282204970 SBRS None

Wed Jun 16 21:42:35 2004 Info: Start MID 200257070 ICID 282204970

Wed Jun 16 21:42:35 2004 Info: MID 200257070 ICID 282204970 From: <someone@foo.com>

Wed Jun 16 21:42:36 2004 Info: MID 200257070 ICID 282204970 RID 0 To: <user@example.com>

Wed Jun 16 21:42:38 2004 Info: MID 200257070 Message-ID
'<37gva9s$5uvbhe@mail.example.com>"

Wed Jun 16 21:42:38 2004 Info: MID 200257070 Subject 'Hello'
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Wed Jun 16 21:42:38 2004 Info: MID 200257070 ready 24663 bytes from <someone@foo.com>
Wed Jun 16 21:42:38 2004 Info: MID 200257070 antivirus negative

Wed Jun 16 21:42:38 2004 Info: MID 200257070 queued for delivery

Wed Jun 16 21:42:38 2004 Info: New SMTP DCID 2386069 interface 1.2.3.4 address 1.2.3.4
Wed Jun 16 21:42:38 2004 Info: Delivery start DCID 2386069 MID 200257070 to RID [0]
Wed Jun 16 21:42:38 2004 Info: ICID 282204970 close

Wed Jun 16 21:42:38 2004 Info: Message done DCID 2386069 MID 200257070 to RID [0]
[ ("X-SBRS', 'None')]

Wed Jun 16 21:42:38 2004 Info: MID 200257070 RID [0] Response 2.6.0
<37gva9s$5uvbhel@mail .example.com> Queued mail for delivery

Wed Jun 16 21:42:43 2004 Info: DCID 2386069 close

Mon Mar 31 20:10:58 2003 Info: New SMTP DCID 5 interface 172.19.0.11 address
63.251.108.110

Mon Mar 31 20:10:58 2003 Info: Delivery start DCID 5 MID 4 to RID [0]
Mon Mar 31 20:10:58 2003 Info: Message done DCID 5 MID 4 to RID [0]

Mon Mar 31 20:11:03 2003 Info: DCID 5 close

LML= AYyE—DEIE UN\—F /DU R)

2NDZEEPIRESNIA v E—VPETFA AT = bV =AICf V=7 bEET, B
fBRFC, SRR R SXX 7 —ZIKLET, ZOTT X, AvE—VEVTNOZESR
CHERETERNWI LZRLET, B A AT = FU = A ZEEHIEML, F2—0b%
fEEZHIBRL 9

Mon Mar 31 20:00:23 2003 Info: New SMTP DCID 3 interface 172.19.0.11 address
64.81.204.225

Mon Mar 31 20:00:23 2003 Info: Delivery start DCID 3 MID 4 to RID [0, 1]
Mon Mar 31 20:00:27 2003 Info: Bounced: DCID 3 MID 4 to RID O - 5.1.0 - Unknown address

error ('550', ['<george@yourdomain.com>... Relaying denied']) []
Mon Mar 31 20:00:27 2003 Info: Bounced: DCID 3 MID 4 to RID 1 - 5.1.0 - Unknown address
error ('550', ['<jane@yourdomain.com>... Relaying denied']) []

Mon Mar 31 20:00:32 2003 Info: DCID 3 close

VIR INHYURADBDIERELEE

Ay E—UNEFA—NT = T2 AAZA TV FENET, RHDOEMEHITT, Avt—
VIV TREARATALT, ZOBROREF 2 —ICANDLONET, 2EBODORITTA vy =V
IEFICRESNET,

Mon Mar 31 20:10:58 2003 Info: New SMTP DCID 5 interface 172.19.0.11 address
63.251.108.110

Mon Mar 31 20:00:23 2003 Info: Delivery start DCID 3 MID 4 to RID [0, 1]



scanconfig I < > KD A

Mon Mar 31 20
error ('466"',

Mon Mar 31 20:

2003

Mon Mar 31 20:

Mon Mar 31 20:

Mon Mar 31 20:

Mon Mar 31 20:

Mon Mar 31 20:

vtE—U &

:00:23 2003 Info:

v URER

00:23 2003 Info:

01:28 2003 Info:

01:28 2003 Info:

01:28 2003 Info:

01:28 2003 Info:

01:33 2003 Info:

scanconfig IV Y KD A v £—2 X% v UER .

Delayed: DCID 5 MID 4 to RID O - 4.1.0 - Unknown address
['Mailbox temporarily full.'])[]

Message 4 to RID [0] pending till Mon Mar 31 20:01:23

DCID 5 close

New SMTP DCID 16 interface PublicNet address 172.17.0.113

Delivery start DCID 16 MID 4 to RID [O0]

Message done DCID 16 MID 4 to RID [0]

DCID 16 close

scanconfig A~ RZMEHA LT, A v E—VOMRERL R TERVWES (/T 7 74 V%
HIERT 2858) OVAT LAOEEERETEET, 47 a if, Deliver, Bounce, F7-id

Drop T

YKGZ\ scanconfig 75? Deliver L:%ﬁ‘fﬁ Lf:ﬁ“ﬂEX ]\ A—)L 1 7@1%%‘.’{_\‘ Li‘j—o

Tue Aug 3 1l6:
Tue Aug 3 1l6:
Tue Aug 3 1l6:
Tue Aug 3 1l6:
Tue Aug 3 1l6:

Tue Aug 3 1l6:

Tue Aug 3 1l6:
Tue Aug 3 1l6:
Tue Aug 3 1l6:

Tue Aug 3 1l6:

36:29 2004 Info:

36:29 2004 Info:

36:29 2004 Info:

36:29 2004 Info:

36:29 2004 Info:

MID

MID

MID

MID

MID

256 ICID 44784 From: <test@virus.org>

256 ICID 44784 RID 0 To: <joelexample.com>
256 Message-ID '<137398.@virus.org>'

256 Subject 'Virus Scanner Test #22'

256 ready 1627 bytes from <test@virus.org>

36:29 2004 Warning: MID 256, Message Scanning Problem: Continuation line
seen before first header

36:29 2004 Info:

36:29 2004 Info:

36:29 2004 Info:

36:29 2004 Info:

ICID 44784 close

MID

256 antivirus positive 'EICAR-AV-Test'

Message aborted MID 256 Dropped by antivirus

Message finished MID 256 done

YJU:\ scanconfig v dI’Op WCRE LT F A N A—)L a7 op &R LET,

Tue Aug 3 1l6:

Tue Aug 3 16

Tue Aug 3 16
Tue Aug 3 1l6:
Tue Aug 3 16
Tue Aug 3 1l6:

Tue Aug 3 16

38:53 2004 Info:

:38:53 2004 Info:

:38:53 2004 Info:

38:53 2004 Info:

:38:53 2004 Info:

38:53 2004 Info:

seen before first header
Tue Aug 3 16:38:53 2004 Info: Message aborted MID 25781 Dropped by filter 'drop zip c'
Message finished MID 257 done

Tue Aug 3 1l6:

38:53 2004 Info:

Start MID 257 ICID 44785

MID

MID
MID
MID
MID

257 ICID 44785 From: test@virus.org

257 ICID 44785 RID 0 To: <joelexample.com>
257 Message-ID '<392912.@virus.org>'

25781 Subject 'Virus Scanner Test #22'

257 ready 1627 bytes from <test@virus.org>

:38:53 2004 Warning: MID 257, Message Scanning Problem: Continuation line

o m
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Tue Aug 3 16:38:53 2004 Info: ICID 44785 close

REIT7ANEETAYE—D

ZOBEITIE, M7 7 A VB ORI E AT D L DIT, Ff [Message Body Contains] % 77
fea Ty TANVEPRESNTNET,

Sat Apr 23 05:05:42 2011 Info: New SMTP ICID 28 interface Management (192.0.2.10)
address 224.0.0.10 reverse dns host test.com verified yes

Sat Apr 23 05:05:42 2011 Info: ICID 28 ACCEPT SG UNKNOWNLIST match sbrs[-1.0:10.0]
SBRS 0.0

Sat Apr 23 05:05:42 2011 Info: Start MID 44 ICID 28

Sat Apr 23 05:05:42 2011 Info: MID 44 ICID 28 From: <senderl@example.com>

Sat Apr 23 05:05:42 2011 Info: MID 44 ICID 28 RID 0 To: <recipientl@example.org>
Sat Apr 23 05:05:42 2011 Info: MID 44 Message-ID '<000001lcba32e$f24ff2e0$d6efd8al$@com>"'
Sat Apr 23 05:05:42 2011 Info: MID 44 Subject 'Message 001"

Sat Apr 23 05:05:42 2011 Info: MID 44 ready 240129 bytes from <senderl@example.com>
Sat Apr 23 05:05:42 2011 Info: MID 44 matched all recipients for per-recipient
policy DEFAULT in the inbound table

Sat Apr 23 05:05:42 2011 Info: ICID 28 close

Sat Apr 23 05:05:42 2011 Info: MID 44 interim verdict using engine: CASE

spam negative

Sat Apr 23 05:05:42 2011 Info: MID 44 using engine: CASE spam negative

Sat Apr 23 05:05:43 2011 Info: MID 44 attachment 'Banner.gif'

Sat Apr 23 05:05:43 2011 Info: MID 44 attachment '=D1=82=D0=B5=D1=81=D1=82.rst'

Sat Apr 23 05:05:43 2011 Info: MID 44 attachment 'Test=20Attachment.docx’

Sat Apr 23 05:05:43 2011 Info: MID 44 gqueued for delivery

3ODEST7 7 A ND 2FHMD Unicode TH D Z LICHEHEE L TL 7 XV, Unicode #FK/R T
RVIRAR TIE, 2D &L 9 RUHT 7 7 A /Ui quoted-printable FE A TERIR SV E T,

DANE DHHR— MK BHEERA v E—DEIE

I NDZEFIIRHT DA vV RNEF AN = oA ZBELET, BFA—F—h
» =A%, DNS b — M 5447 DNSMX L 2— K, DNSA L =2— R, TLSA L =2— K%
7 A N L%EJ, DANE % [#ZH (Mandatory) | LR L TV 584, TLSA L a2— RA%A(F
FHDRAA D X509 FEBHEDOEIZHR L TRIESIVE T, TLSA L 22— RORAEIZKE) L7235
Gy AvE—URZEHFICREINET,

Tue Nov 13 12:13:33 2018 Debug: Trying DANE MANDATORY for example.org

Tue Nov 13 12:13:33 2018 Debug: SECURE MX record(mail.example.org) found for example.org
Tue Nov 13 12:13:33 2018 Debug: DNS query: Q('mail.example.org', 'CNAME')

Tue Nov 13 12:13:33 2018 Debug: DNS query: ON('mail.example.org', 'CNAME',
'recursive_nameserver(.parent')

Tue Nov 13 12:13:33 2018 Debug: DNS query: QIP ('mail.example.org', 'CNAME', '8.8.
Tue Nov 13 12:13:33 2018 Debug: DNS query: Q ('mail.example.org', 'CNAME', '8.
Tue Nov 13 12:13:34 2018 Debug: DNSSEC Response data([], , 0, 1799)

Tue Nov 13 12:13:34 2018 Debug: Received NODATA for domain mail.example.org type CNAME
Tue Nov 13 12:13:34 2018 Debug: No CNAME record (NoError) found for domain (mail.example.org)
Tue Nov 13 12:13:34 2018 Debug: SECURE A record (4.31.198.44) found for

MX (mail.example.org) in example.org

Tue Nov 13 12:13:34 2018 Info: New SMTP DCID 92 interface 10.10.1.191 address 4.31.198.44
port 25

Tue Nov 13 12:13:34 2018 Info: ICID 13 lost

Tue Nov 13 12:13:34 2018 Info: ICID 13 close

Tue Nov 13 12:13:34 2018 Debug: DNS query: Q(' 25. tcp.mail.example.org', 'TLSA')

8.8',60)
8.8.8")
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Tue Nov 13 12:13:34 2018 Debug: DNS query: QN(' 25. tcp.mail.example.org', 'TLSA',
'recursive nameserver(.parent')

Tue Nov 13 12:13:34 2018 Debug: DNS query: QIP

(' 25. tcp.mail.example.org', 'TLSA','8.8.8.8"',60)

Tue Nov 13 12:13:34 2018 Debug: DNS query: Q (' 25. tcp.mail.example.org', 'TLSA',
'8.8.8.8")

Tue Nov 13 12:13:35 2018 Debug: DNSSEC Response data(['0301010c72ac70b745ac19998811b13
1d662c9ac69dbdbe7cb23e5b514b56664c5d3d6'], secure, 0, 1799)

Tue Nov 13 12:13:35 2018 Debug: DNS encache (_25. tcp.mail.example.org, TLSA,
[(2550119024205761L, O,

'SECURE', '0301010c72ac70b745ac19998811b131d662c%ac69dbdbe7cb23e5b514b56664c5d3d6') 1)
Tue Nov 13 12:13:35 2018 Debug: SECURE TLSA Record found for MX (mail.example.org) in
example.org

Tue Nov 13 12:13:36 2018 Info: DCID 92 Certificate verification successful

Tue Nov 13 12:13:36 2018 Info: DCID 92 TLS success protocol TLSvl.2 cipher

Tue Nov 13 12:13:36 2018 Info: DCID 92 TLS success protocol TLSvl1.2 cipher
ECDHE-RSA-AES256-GCM-SHA384 for example.org

Tue Nov 13 12:13:36 2018 Info: Delivery start DCID 92 MID 23 to RID [0]

SEAEDRIERKICE B A v E—DEIEDERK

I NOZEFIHT DA vV NETA—NT— b= ZBELET, BT AT — L
7 A 1X, DNS — ) 522472 DNSMX Laa— K, DNSA L a— R, TLSA L 2— FK% U
7 A ML%EJ, DANE % [#ZH (Mandatory) | L3R L TWH5E, TLSA L a2 — RBZA(E
FHDRAAL D X509 GEHEOMEICK L TRGEESNE T, GEHEORGEICKKTHE, Ay
T—URRIEERMEESN T T, BERTLSA L a— RBREOMLRWERE ., A vE—IF3 Y
VASIIET,

Wed Nov 14 05:52:08 2018 Debug: DNS query: QN('serverl.example.net', 'CNAME',
'recursive nameserver(.parent')

Wed Nov 14 05:52:08 2018 Debug: DNS query: QIP
('serverl.example.net', 'CNAME', '10.10.2.184"',60)

Wed Nov 14 05:52:08 2018 Debug: DNS query: Q ('serverl.example.net', 'CNAME',
'10.10.2.184")
Wed Nov 14 05:52:08 2018 Debug: DNSSEC Response data([], , 0, 284)

Wed Nov 14 05:52:08 2018 Debug: Received NODATA for domain serverl.example.net type CNAME

Wed Nov 14 05:52:08 2018 Debug: No CNAME record(NoError) found for

domain (serverl.example.net)

Wed Nov 14 05:52:08 2018 Debug: Secure CNAME (serverl.example.net) found for

MX (someone.cs2.example.net)

in example.net

Wed Nov 14 05:52:08 2018 Debug: SECURE A record (10.10.1.198) found for

MX (someone.cs2.example.net)

in example.net

Wed Nov 14 05:52:08 2018 Info: New SMTP DCID 102 interface 10.10.1.191 address 10.10.1.198
port 25

Wed Nov 14 05:52:08 2018 Debug: Fetching TLSA records with CNAME (serverl.example.net)
for

MX (someone.cs2.example.net) in example.net

Wed Nov 14 05:52:08 2018 Debug: DNS query: Q(' 25. tcp.serverl.example.net', 'TLSA')

Wed Nov 14 05:52:08 2018 Debug: SECURE TLSA Record found for MX(serverl.example.net) in
example.net

Wed Nov 14 05:52:08 2018 Debug: DCID 102 All TLSA records failed for certificate not
trusted

Wed Nov 14 05:52:08 2018 Debug: Fetching TLSA records with initial

name (someone.cs2.example.net)

in example.net

Wed Nov 14 05:52:08 2018 Debug: DNS query: Q(' 25. tcp.someone.cs2.example.net', 'TLSA')

Wed Nov 14 05:52:08 2018 Debug: SECURE TLSA Record found for MX(someone.cs2.example.net)
in example.net

Wed Nov 14 05:52:08 2018 Info: DCID 102 Certificate verification successful

Wed Nov 14 05:52:08 2018 Info: DCID 102 TLS success protocol TLSvl.2 cipher

| ns
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DHE-RSA-AES128-SHA256

for example.net

Wed Nov 14 05:52:08 2018 Info: Delivery start DCID 102 MID 26 to RID [0]

Wed Nov 14 05:52:08 2018 Info: Message done DCID 102 MID 26 to RID [O0]

Wed Nov 14 05:52:08 2018 Info: MID 26 RID [0] Response 'ok: Message 31009 accepted’
Wed Nov 14 05:52:08 2018 Info: Message finished MID 26 done

Wed Nov 14 06:36:22 2018 Debug: Trying DANE MANDATORY for example.net

Wed Nov 14 06:36:22 2018 Debug: SECURE MX record(someone.cs2.example.net) found for
example.net

Wed Nov 14 06:36:22 2018 Debug: DNS query: Q('someone.cs2.example.net', 'CNAME')
Wed Nov 14 06:36:22 2018 Debug: DNS query: ON('someone.cs2.example.net', 'CNAME',
'recursive nameserver(.parent')

Wed Nov 14 06:36:22 2018 Debug: DNS query: QIP

('someone.cs2.example.net','CNAME', '10.10.2.184",60)

Wed Nov 14 06:36:22 2018 Debug: DNS query: Q ('someone.cs2.example.net', 'CNAME',
'10.10.2.184")

Wed Nov 14 06:36:22 2018 Debug: DNSSEC Response data(['mail.example2.net.'], secure, O,
3525)

Wed Nov 14 06:36:22 2018 Debug: DNS encache (someone.cs2.example.net, CNAME,
[(2692348132363369L, O,

'SECURE', 'mail.example2.net')])
Wed Nov 14 06:36:22 2018 Debug: DNS query: Q('mail.example2.net', 'CNAME')
Wed Nov 14 06:36:22 2018 Debug: DNS query: ON('mail.example2.net', 'CNAME',

'recursive nameserver(.parent')

Wed Nov 14 06:36:22 2018 Debug: DNS query: QIP
('mail.example2.net','CNAME','10.10.2.184",60)

Wed Nov 14 06:36:22 2018 Debug: DNS query: Q ('mail.example2.net', 'CNAME', '10.10.2.184")

Wed Nov 14 06:36:22 2018 Debug: DNSSEC Response data([]l, , 0, 225)

Wed Nov 14 06:36:22 2018 Debug: Received NODATA for domain mail.example2.net type CNAME

Wed Nov 14 06:36:22 2018 Debug: No CNAME record(NoError) found for

domain (mail.example2.net)

Wed Nov 14 06:36:22 2018 Debug: Secure CNAME (mail.example2.net) found for

MX (someone.cs2.example.net)

in example.net

Wed Nov 14 06:36:22 2018 Debug: INSECURE A record (10.10.1.197) found for

MX (someone.cs2.example.net)

in example.net

Wed Nov 14 06:36:22 2018 Debug: Fetching TLSA records with initial

name (someone.cs2.example.net) in example.net

Wed Nov 14 06:36:22 2018 Info: New SMTP DCID 104 interface 10.10.1.191 address 10.10.1.197
port 25

Wed Nov 14 06:36:36 2018 Debug: DNS query: Q(' 25. tcp.someone.cs2.example.net', 'TLSA')

Wed Nov 14 06:36:36 2018 Debug: SECURE TLSA Record found for MX(someone.cs2.example.net)
in example.net

Wed Nov 14 06:36:36 2018 Debug: DCID 104 All TLSA records failed for certificate not
trusted

Wed Nov 14 06:36:36 2018 Info: MID 27 DCID 104 DANE failed for the domain example.net:
DANE Certificate verification failed

Wed Nov 14 06:36:36 2018 Info: Failed for all MX hosts in example.net

BIHGTSA LI —RIZED A yE—DEREDEK

I NDZEHEIZHT DAy =V REFA—NT =PV =AIZBELET, EFA—NALT—F
U= AL, DNS =052 472 DNSMX L= — K, DNSA L=— R, TLSA L =— %Y
7= Z N LET, DANE % [#4% (Mandatory) | &R L TW5H4, TLSA L =— R385
BORAAL D X509 FEHEOEICK L TRIESLE T, R TLSA La— FAR2M1 %
L RIEFEA Yy E=VORMENRITEIND D, AvE—URAT U ASNET,

Tue Aug 7 05:15:18 2018 Debug: Trying DANE MANDATORY for example-dane.net

Tue Aug 7 05:15:18 2018 Debug: SECURE MX record (someone.example-dane.net) found for

test-tlsabogus.net
Tue Aug 7 05:15:18 2018 Debug: DNS query: Q ('someone.example-dane.net', 'CNAME')




TISA La— KRR DA B ANMBEICREABE NS n—L v 275 ||

Tue Aug 7 05:15:18 2018 Debug: DNS query: ON ('someone.example-dane.net', 'CNAME',
'recursive nameserver(.parent')

Tue Aug 7 05:15:18 2018 Debug: DNS query: QIP
('someone.example-dane.net', 'CNAME', '10.10.2.183"', 60)

Tue Aug 7 05:15:18 2018 Debug: DNS query: Q ('someone.example-dane.net', 'CNAME',
'10.10.2.183")
Tue Aug 7 05:15:18 2018 Debug: DNSSEC Response data ([], , 0, 300)

Tue Aug 7 05:15:18 2018 Debug: SECURE A record (10.10.1.198) found for MX
(someone.example-dane.net)

in example-dane.net

Tue Aug 7 05:15:18 2018 Info: ICID 32 close

Tue Aug 7 05:15:18 2018 Info: New SMTP DCID 61 interface 10.10.1.194 address 10.10.1.198

port 25
Tue Aug 7 05:15:18 2018 Debug: DNS query: Q (' 25. tcp.someone.example-dane.net', 'TLSA')
Tue Aug 7 05:15:18 2018 Debug: DNS query: QN (' 25. tcp.someone.example-dane.net', 'TLSA',

'recursive nameserver(.parent')

Tue Aug 7 05:15:18 2018 Debug: DNS query: QIP

(' _25. tcp.someone.example-dane.net','TLSA','10.10.2.183"', 60)

Tue Aug 7 05:15:18 2018 Debug: DNS query: Q (' 25. tcp.someone.example-dane.net', 'TLSA',
'10.10.2.183")

Tue Aug 7 05:15:18 2018 Debug: DNSSEC Response data
(['03010160b3£f16867357cdfef37bb6acd687af54f

225e3bfa945e1d37b£fd37bd4eb6020'], bogus, 0, 60)
Tue Aug 7 05:15:18 2018 Debug: DNS encache (_25. tcp.someone.example-dane.net, TLSA,
[(11065394975822091L,

0, 'BOGUS', '03010160b3f16867357cdfef37bb6acd687af54f225e3bfa945e1d37bfd37bd4eb6020")1])
Tue Aug 7 05:15:18 2018 Debug: BOGUS TLSA Record is found for MX (someone.example-dane.net)

in example-dane.net

Tue Aug 7 05:15:18 2018 Debug: Trying next MX record in example-dane.net
Tue Aug 7 05:15:18 2018 Info: MID 44 DCID 61 DANE failed: TLSA record BOGUS
Tue Aug 7 05:15:18 2018 Debug: Failed for all MX hosts in example-dane.net

TLSA La— FAR DAL AEWNESITKEMISR TS (CO—IL/Iv I T 5

I NDZEFIHTIEA vV NEF AN = oA ZRELET, B AT —h
7 A 1X, DNS — 522472 DNSMX Laa— K, DNSA L z— R, TLSA L 2— FK% U

7 A~ LEF, DANE % [IRUxHIGHE (Opportunistic) | &R L TW55A, TLSA L a—

RZAEED R AA D X509 FEHEOMEIZS L TREESIVE T, Z[EED FAA O TLSA
La— RREONSRWGEA, SMTP I 3t —3 g v OB SARIIRIL IR o0 TLS 23 &
nET,

Wed Sep 12 06:51:32 2018 Debug: Trying DANE OPPORTUNISTIC for example-dane.com

Wed Sep 12 06:51:32 2018 Debug: SECURE MX record (mx.example-dane.com) found for
digitalhellion.com

Wed Sep 12 06:51:32 2018 Debug: DNS query: Q ('mx.example-dane.com', 'CNAME')

Wed Sep 12 06:51:32 2018 Debug: DNS query: QON ('mx.example-dane.com', 'CNAME',
'recursive nameserver(.parent')

Wed Sep 12 06:51:32 2018 Debug: DNS query: QIP ('mx.example-dane.com',

'CNAME', '8.8.8.8",60)

Wed Sep 12 06:51:32 2018 Debug: DNS query: Q ('mx.example-dane.com', 'CNAME', '8.8.8.8")
Wed Sep 12 06:51:32 2018 Debug: DNSSEC Response data ([], , 0, 1799)

Wed Sep 12 06:51:32 2018 Debug: Received NODATA for domain mx.example-dane.com type CNAME
Wed Sep 12 06:51:32 2018 Debug: No CNAME record (NoError) found for domain
(mx.example-dane.com)

Wed Sep 12 06:51:32 2018 Debug: SECURE A record (162.213.199.115) found for MX
(mx.example—-dane.com)

in example-dane.com

Wed Sep 12 06:51:32 2018 Info: ICID 1 lost

Wed Sep 12 06:51:32 2018 Info: ICID 1 close

Wed Sep 12 06:51:33 2018 Info: New SMTP DCID 2 interface 10.10.1.173 address

| ns
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162.213.199.115 port 25

Wed Sep 12 06:51:33 2018 Debug: DNS query: Q (' 25. tcp.mx.example-dane.com', 'TLSA')
Wed Sep 12 06:51:33 2018 Debug: DNS query: QN (' 25. tcp.mx.example-dane.com', 'TLSA',
'recursive nameserver(.parent')

Wed Sep 12 06:51:33 2018 Debug: DNS query: QIP

(' _25. tcp.mx.example-dane.com','TLSA','8.8.8.8', 60)

Wed Sep 12 06:51:33 2018 Debug: DNS query: Q (' 25. tcp.mx.example-dane.com', 'TLSA',
'8.8.8.8")

Wed Sep 12 06:51:34 2018 Debug: DNSSEC Response data ([], , 3, 1798)

Wed Sep 12 06:51:34 2018 Debug: Received NXDomain for domain 25. tcp.mx.example-dane.com'
type TLSA

Wed Sep 12 06:51:34 2018 Debug: No TLSA record (NXDomain) found for MX
(mx.example-dane.com)

Wed Sep 12 06:51:34 2018 Debug: Falling back to conventional TLS for MX
(mx.example-dane.com)

in example-dane.com

Wed Sep 12 06:51:34 2018 Info: MID 1 DCID 2 DANE failed for the domain example-dane.com:
No TLSA Record

Wed Sep 12 06:51:34 2018 Info: DCID 2 TLS success protocol TLSv1.2 cipher
ECDHE-RSA-AES256-GCM-SHA384

Wed Sep 12 06:51:35 2018 Info: Delivery start DCID 2 MID 1 to RID [0]

EEEOREEICEODVWTRELEZAYE—D

ZOFITIE, v ZIliE, ZESNIEA v —VBRREDREE 7NV —T DOEICESHTHRRS
NTVET,

Thu Apr 6 06:50:18 2017 Info: ICID 73 ACCEPT SG ALLOWED LIST match country[us] SBRS
-10.0 country United States

A ytE—URFT7FAILADRKURL BN URL R v UHIRZ#EZ TS

ZOPITIEH, 27X URL A% ¥ VOHIREHB 272, A v2—Y DA 7 74 LIND URL O
PR LTWET

Wed Nov 8 13:35:48 2017 Info: MID $mid not completely scanned for URL Filtering. Error:
Serror

Au—TUARAXADZKURLEA URL X &+ UHIRZEBZ TS

ZOPITIEH, 2 ZIXURL AF ¥ VOHIIBEB 272, A vE—YDOARINO URL D%~ LT
Wk,

Wed Nov 8 13:37:42 2017 Info: MID 976 not completely scanned for URL Filtering.
Error: The number of URLs in the message body exceeded the URL scan limit.

Cisco 7AX S H—NIZYUSBA LY FESNDEEDHH5EHE URL

WOFITIE, HHEMURIN, URLLE 2T — a3 Aa7 N3 THLHEOEERNHD LD
& LTv—727 &#1, Cisco Security Proxy h— NMZ U XA L7 hEN/Z Bn ZIZRRENT
WET,

Tue Nov 7 10:42:41 2017 Info: MID 9 having URL: http://ow.ly/Sb6030£fJvVn has been expanded
to http://bit.ly/2frAllx

Tue Nov 7 10:42:42 2017 Info: MID 9 having URL: http://bit.ly/2frAllx has been expanded
to http://thebest0l.wayisbetter.cn/?cMFN

Tue Nov 7 10:42:42 2017 Info: MID 9 URL http://thebestOl.wayisbetter.cn/?cMFN has
reputation -3.854 matched Action: URL redirected to Cisco Security proxy




ryt—vnnaEk Rl zEEcEz0 [

Tue Nov 7 10:42:42 2017 Info: MID 9 rewritten to MID 10 by
url-reputation-proxy-redirect-action filter 'aa'

Ayt—CADER UL ZERFATE G

ZOFITIE, BZIE, A v E—UICEENDEHN URL 2 FEBEO URLICEE TE Zanol-2 &
ZRLET,

Mon Oct 30 10:58:59 2017 Info: MID 36 having URL: http://ow.ly/POKw30fVst3 has been
expanded to http://bit.ly/2ymYWPR

Mon Oct 30 10:59:00 2017 Info: MID 36 having URL: http://bit.ly/2ymYWPR has been expanded
to http://ow.ly/cTS730£fVssH

Mon Oct 30 10:59:01 2017 Info: MID 36 having URL: http://ow.ly/cTS730fVssH has been
expanded to http://bit.ly/2xK8PD9

Mon Oct 30 10:59:01 2017 Info: MID 36 having URL: http://bit.ly/2xK8PD9 has been expanded
to http://ow.ly/1W0i30fVssl

Mon Oct 30 10:59:02 2017 Info: MID 36 having URL: http://ow.ly/1W0i30fVssl has been
expanded to http://bit.ly/2ggHv9e

Mon Oct 30 10:59:03 2017 Info: MID 36 having URL: http://bit.ly/2ggHv9e has been expanded
to http://ow.ly/4£S030£fVsgx

Mon Oct 30 10:59:04 2017 Info: MID 36 having URL: http://ow.ly/4fS030fVsgx has been
expanded to http://bit.ly/2hKEFcW

Mon Oct 30 10:59:05 2017 Info: MID 36 having URL: http://bit.ly/2hKEFcW has been expanded
to http://ow.ly/NyH830fVsg6

Mon Oct 30 10:59:06 2017 Info: MID 36 having URL: http://ow.ly/NyH830fVsg6 has been
expanded to http://bit.ly/2ysnsNi

Mon Oct 30 10:59:06 2017 Info: MID 36 having URL: http://bit.ly/2ysnsNi has been expanded
to http://ow.ly/JhUN30£fVsnL

Mon Oct 30 10:59:07 2017 Info: MID 36 having URL: http://ow.ly/JhUN30fVsnL has been
expanded to http://bit.ly/2hKQOmAe

Mon Oct 30 10:59:07 2017 Info: MID 36 URL http://bit.ly/2hKQmAe is marked malicious due
to : URL depth exceeded

Mon Oct 30 11:04:48 2017 Warning: MID 40 Failed to expand URL http://maill.example.com/abcd
Reason: Error while trying to retrieve expanded URL

Mon Oct 30 11:04:48 2017 Info: MID 40 not completely scanned for URL Filtering. Error:

Message has a shortened URL that could not be expanded

AyvtE—VRFTFAILTOEEDHSHURLOOT T~

ZOFITIX, V2T =3y AaT N 95T, BEOHDLA =DM T 7 A MITE
FN5HURL A JICFERENTWET,

Mon Nov 6 06:50:18 2017 Info: MID 935 Attachment file 1.txt URL http://jrsjvysqg.net has
reputation -9.5 matched
Condition: URL Reputation Rule

BEIS—ARETRAX v UoRAIET—Y SN AV E—D

ZOBITIE, B 73RN T 7 A AT T =B Ta T Y AFy FUICL o TAF &
NIRNA =V 2R L TWET,

Tue Oct 24 08:28:58 2017 Info: Start MID 811 ICID 10

Tue Oct 24 08:28:58 2017 Info: MID 811 ICID 10 From: <sender@example.com>

Tue Oct 24 08:28:58 2017 Info: MID 811 ICID 10 RID 0 To: <recipient@example.com>

Tue Oct 24 08:28:58 2017 Info: MID 811 Message-ID '<example@cisco.com>'

Tue Oct 24 08:28:58 2017 Info: MID 811 Subject 'Test mail'

Tue Oct 24 08:28:58 2017 Info: MID 811 ready 5242827 bytes from <user2@sender.com>

Tue Oct 24 08:28:58 2017 Info: MID 811 matched all recipients for per-recipient policy
DEFAULT in the inbound table

Tue Oct 24 08:28:59 2017 Info: MID 811 attachment 'gzip.tar.gz'

Tue Oct 24 08:28:59 2017 Info: MID 811 was marked as unscannable due to extraction

| ns
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failures. Reason: Error in extraction process - Decoding Errors.
Tue Oct 24 08:28:59 2017 Info:
Tue Oct 24 08:28:59 2017 Info: MID 811 gquarantined to "Policy" (Unscannable: due to

Extraction Failure)

ICID 10 close

Tue Oct 24 08:28:59 2017 Info: Message finished MID 811 done

RFCERMNERTRE v UARAIET—I SN A vtE—D
ZOFITIE, B ZIZRFCERKDFE T Ty Y AFX ¥ HIZE o TAZy L ENRNA v —

CERLTWET,

Tue Oct 24 08:23:26
Tue Oct 24 08:23:26
Tue Oct 24 08:23:26
Tue Oct 24 08:23:26
Tue Oct 24 08:23:26
Tue Oct 24 08:23:26

2017
2017
2017
2017
2017
2017

Info:
Info:
Info:
Info:
Info:
Info:

DEFAULT in the inbound table
Tue Oct 24 08:23:26 2017 Info:
Reason: A Unix-From header was found in the middle of a header block.
Tue Oct 24 08:23:26 2017 Info: MID 807 queued for delivery

Tue Oct 24 08:23:26 2017 Info:

ERERIFISA ezt vEe—VIcdd s T MY

VIA NIZAVI NT 7 varhElEO—MORE (altrept-to 7 4 V¥ 7 > F A/S A RCPT
UFA4 M. becOT 7 ay, TVFTANRNVZAL LT aripny) iIZLhoT, HILLA Y
T=UBNERENET, mZICHAZB L CHERZMR L. NEIDSLTMID R, HEIcko
TIEDCID ZBEMLET, ROLH 72T U RAHETT,

Start MID 807 ICID 6

MID 807 ICID 6 From: <sender@example.com>

MID 807 ICID 6 RID 0 To: <recipient@example.com>

MID 807 Subject ‘Test Mail'

MID 807 ready 427 bytes from <sender@example.com>

MID 807 matched all recipients for per-recipient policy

MID 807 was marked as unscannable due to an RFC violation.

ICID 6 close

Tue Jun 1 20:02:16 2004 Info: MID 14 generated based on MID 13 by bcc filter 'nonetest'

ER S

Tue Jan 6 15:03:18 2004 Info: MID 2 rewritten to 3 by antispam

Fri May 14 20:44:43 2004 Info: MID 6 rewritten to 7 by alt-rcpt-to-filter filter

'testfilt'

lrewritten] T2 ks UIZOWTIE, 2 7N TH LWMID O 2 R TITORICTEREN D AL

HERLTLIZSN,

ANLRHEI)TICSEES N AVE—-D

Ay —V R REEEEICEET 5 &, A—/L 1 /' Tlid, RPC ##: 4 #%89 % RPC ##5: ID
(RCID) Z{EM L T, [REEfEE E O OBIN B SN E T, kRO A—/L 1/ Tk, A%5
ELTHE IR TN A v E—UNARARICEE SN TWET,

Wed Feb 14 12:11:40

Wed Feb 14 12:11:40
Wed Feb 14 12:11:40

<stevel@healthtrust.

Wed Feb 14 12:11:40

2007

2007
2007
org>
2007

Info:

Info:
Info:

Info:

Start MID 2317877 ICID 15726925

MID 2317877 ICID 15726925 From: <HLD@chasehf.bfiO.com>
MID 2317877 ICID 15726925 RID 0 To:

MID 2317877 Message-ID

'<W1THO5606E5811BEAO734309D4BAF0.323.14460.pimailer44.DumpShot.2@email.chase.com>"
Wed Feb 14 12:11:40 2007 Info:

it a reality'

MID 2317877 Subject 'Envision your dream home - Now make



saae 7« —rox—noson |

Wed Feb 14 12:11:40 2007 Info: MID 2317877 ready 15731 bytes from <HLD@chasehf.bfiO.com>

Wed Feb 14 12:11:40 2007 Info: MID 2317877 matched all recipients for per-recipient
policy DEFAULT in the inbound table

Wed Feb 14 12:11:41 2007 Info: MID 2317877 using engine: CASE spam suspect

Wed Feb 14 12:11:41 2007 Info: EUQ: Tagging MID 2317877 for quarantine

Wed Feb 14 12:11:41 2007 Info: MID 2317877 antivirus negative

Wed Feb 14 12:11:41 2007 Info: MID 2317877 queued for delivery

Wed Feb 14 12:11:44 2007 Info: RPC Delivery start RCID 756814 MID 2317877 to local
IronPort Spam Quarantine

Wed Feb 14 12:11:45 2007 Info: EUQ: Quarantined MID 2317877

Wed Feb 14 12:11:45 2007 Info: RPC Message done RCID 756814 MID 2317877

Wed Feb 14 12:11:45 2007 Info: Message finished MID 2317877 done

NBER T4 — FDA—)L OT DFl

A= aZiZiE, ZEA BV TRIHEINTEEBE, TOLI A vy E—VIZH L TEITS
N7 7 v a il TAERPEENE T, ZEACOERIT[ER (nfo) | E2IX [Ty
7" (Debug) ] LV T,

Thu Jun 7 20:48:10 2018 Info: MID 91 Threat feeds source 'Sl' detected malicious URL:
'http://digimobil .mobi/"' in attachment (s): malurl.txt. Action: Attachment stripped

SDR7 LRy omBag T ) DOFl

SDR 7 4 V& Y U THERIIA = a ZIZEEIAENE T, 1ZE A EOREHRIL [EHR (nfo) ]
FX [Ty 7 (Debug) ] LUV TT,

EEZFRAAL Y LE 2T —3 3 OFIAFO I

EEERAAL L LE2T—va DYV I A NDEA LT T b

EEHERAAL Y LT — g L OESRKAA L

EEZRAAL L DLE2T—3a v O— TS —

FEEBERAMY LE2AT—Y 3 VOO LK

Zoplov 7, SDR — B R IZHHE T A BROFRIERM D 72812 SDR IZHEDWTT 4 L H ML
HINRhol-Ave—U52F R LTWET,

Mon Jul 2 08:57:18 2018 Info: New SMTP ICID 3 interface Management (192.0.2.10) address
224.0.0.10 reverse dns host unknown verified no

Mon Jul 2 08:57:18 2018 Info: ICID 3 ACCEPT SG UNKNOWNLIST match ipr[none] ipr not enabled
country not enabled

Mon Jul 2 08:57:18 2018 Info: Start MID 3 ICID 3

Mon Jul 2 08:57:18 2018 Info: MID 3 ICID 3 From: <senderl@example.com>

Mon Jul 2 08:57:18 2018 Info: MID 3 ICID 3 RID 0 To: <recipientl@example.com>

Mon Jul 2 08:57:18 2018 Info: MID 3 Message-ID '<000001cba32e$f24ff2e0sd6efd8alS$S@com>"
Mon Jul 2 08:57:18 2018 Info: MID 3 Subject 'Message 001'

| ns


b_ESA_Admin_Guide_ces_14-0-1_chapter13.pdf#nameddest=unique_572
b_ESA_Admin_Guide_ces_14-0-1_chapter13.pdf#nameddest=unique_573
b_ESA_Admin_Guide_ces_14-0-1_chapter13.pdf#nameddest=unique_574
b_ESA_Admin_Guide_ces_14-0-1_chapter13.pdf#nameddest=unique_575

B sezrsq o Lea7—sarvousIzroaqLTYR

Mon Jul 2 08:57:19 2018 Info: MID 3 SDR: Message was not scanned for Sender Domain
Reputation. Reason: Authentication failure.
Y a—=ay

CLI C sdradvancedconfig ¥ KEfRTAE, EFA—NY— T =A% SDR YV —E Z|Z
e T BRI BRI A —F 2R ETEET,

EEERAM YV LEAT—23 VDY I IR NDRAALT Y b

Zoflor 7%, SDRYP—EREFEETIEEDOY /A N XA LT 7 hDT-HIZ SDRIZHS
WT T 4 NVEZRBENR o A v —V%F R L TOVET,

Mon Jul 2 09:00:13 2018 Info: New SMTP ICID 4 interface Management (192.0.2.10) address
224.0.0.10 reverse dns host unknown verified no

Mon Jul 2 09:00:13 2018 Info: ICID 4 ACCEPT SG UNKNOWNLIST match ipr[none] ipr not enabled
country not enabled

Mon Jul 2 09:00:13 2018 Info: Start MID 4 ICID 4

Mon Jul 2 09:00:13 2018 Info: MID 4 ICID 4 From: <senderl@example.com>

Mon Jul 2 09:00:13 2018 Info: MID 4 ICID 4 RID O To: <recipientl@example.com >

Mon Jul 2 09:00:13 2018 Info: MID 4 Message-ID '<000001cba32e$f24ff2e0$d6efd8alS@com>"
Mon Jul 2 09:00:13 2018 Info: MID 4 Subject 'Message 001'

Mon Jul 2 09:00:13 2018 Info: MID 4 SDR: Message was not scanned for Sender Domain

Reputation. Reason: Request timed out.

J)a— 3y

SDRU VT A MNEA LT T MIRDHE, AvE—URNAXy R LTv—27 S, &HE
LT 7 varnAyve—JIcmEAINnNET,

ZEEBRAMY LEAT—a Vv DEYERA

Zoflor 7t EFA—NT— N T oA THER SDR Y —E A FRA RPBREINTZTZOIC
SDRIZESWT 7 4 VA IN o2 A v B—UNE R L TWET,

Mon Jul 2 09:04:08 2018 Info: ICID 7 ACCEPT SG UNKNOWNLIST match ipr[none] ipr not enabled
country not enabled

Mon Jul 2 09:04:08 2018 Info: Start MID 7 ICID 7

Mon Jul 2 09:04:08 2018 Info: MID 7 ICID 7 From: <senderl@example.com >

Mon Jul 2 09:04:08 2018 Info: MID 7 ICID 7 RID O To: <recipientl@example.com >

Mon Jul 2 09:04:08 2018 Info: MID 7 Message-ID '<000001lcba32e$f24ff2e0$d6efd8alS$@com>"
Mon Jul 2 09:04:08 2018 Info: MID 7 Subject 'Message 001'

Mon Jul 2 09:04:08 2018 Info: MID 7 SDR: Message was not scanned for Sender Domain
Reputation. Reason: Invalid host configured.
Vi)a—>3ay

CLI C sdradvancedconfig 2 v R&EfHT 5L EFA—1LV7— U =A% SDR I —E X[
PRt T DERC U EERNT A= 2R ETE LT,

EEBERAMVDLELT—Y 30— BHGEIS—

Zoplov 7k, ARARE T —DZDIZ SDRIZEDNT T A VA LBE I N Te A vtE—
CERRLTOVET,
Mon Jul 2 09:00:13 2018 Info: New SMTP ICID 4 interface Management (192.0.2.10) address

224.0.0.10 reverse dns host unknown verified no
Mon Jul 2 09:00:13 2018 Info: ICID 4 ACCEPT SG UNKNOWNLIST match ipr[none] ipr not enabled



AHAR AN 1= Cisco Advanced Phishing Protection 7 59 K4 —E X .

country not enabled

Mon Jul 2 09:00:13 2018 Info: Start MID 4 ICID 4

Mon Jul 2 09:00:13 2018 Info: MID 4 ICID 4 From: <senderl@example.com >

Mon Jul 2 09:00:13 2018 Info: MID 4 ICID 4 RID 0 To: <recipientl@example.com >

Mon Jul 2 09:00:13 2018 Info: MID 4 Message-ID '<000001cba32e$f24ff2e0$d6efd8alS$S@com>"
Mon Jul 2 09:00:13 2018 Info: MID 4 Subject 'Test mail'

Mon Jul 2 09:00:13 2018 Info: MID 4 SDR: Message was not scanned for Sender Domain

Reputation. Reason: Unknown error.

V)a—3y

RHELBRZ T —MREATHE, AvE—UNRAXFY U RAE L Te—27 &N, RELET V=
VINA ve—VICHEAINET,

AZhHAE A Yl 1= Cisco Advanced Phishing Protection 7 59 FH—E X

Z OHITIE, Cisco Advanced Phishing Protection 7 7 7 K —tE 2 DOHHHIRN I T\ D Z &
B, B ITRSIINVTVET,
Wed May 6 11:47:45 2020 Critical: The Cisco Advanced

Phishing Protection Cloud Service has expired and is disabled. Contact
your Cisco Account Manager to renew the service and enable it.

BRRE L 2AaT T b3V C#EK LT, VP— R EHBIOENIT L LEN D
0 EJ,

Cisco Advanced Phishing Protection 7 57 F—EXDEFHARICEHT U <A 4

Z OHITIX, Cisco Advanced Phishing Protection 77 7 7 K4 — B A 3 EE O A FHZHIRGILIZ 72
HIEN, BT TRENTVET,

Fri May 8 04:50:26 2020 Info: Cisco Advanced

Phishing Protection Cloud Service expires on

2020-05-10 07:00:00. You need to contact your Cisco Account
Manager to renew the service

BRRER  VAAT IV MRV X ICEE L T —ERAZEHTHILERH Y 7,

API 72 2R UID & APl 7 U 2 AFE B HVIE 0N

ZOBITIE, APLT 7 EAUID & APLT 7 B AREEE D 2N D, A=V —hD=AT
Cisco Advanced Phishing Protection 7 7 7 R¥-—EZADOHFHWREZR—V 7 TCEhenolzZ &
B, BIIRENTWVET,

Wed May 6 17:52:52 2020 Critical: Failed to poll

for the Cisco Advanced Phishing Protection Cloud Service

expiry date. You need to add the API Access UID and API Access
secret key.

fRRK : API 7 7B A UID & AP1 7 7 B ARMEHEZ BINT HLENH Y 97,

BMZAPI 7 Ho 2 R UID £1=(X APl 7 U £ ARE B

ZOBITIE, W7 APLT 7 E AUIDRCAPL T 7 & ARVBHNRIN T, BB A—NF—hU =
A 73 Cisco Advanced Phishing Protection 7 7 7 RY—EZADOHFHHREZ AR —V 7 TEhdoT-
ZEN, BT TRENTHET,
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Wed May 6 17:52:52 2020 Critical: Failed to poll

for the Cisco Advanced Phishing Protection Cloud Service
expiry date because the API Access Key is invalid. You need
to re-configure the API Access UID and secret key

fRRE  AP1 7 7 A UID L ESHZ B ETHALENH Y 77,

B{EQJ DFER

BfE 2 7121, AsyncOS DFE T A — VEMEENMEICE T 2 EE R EWATE S NET, v/ Xy
=L A7 —hF VLX) T, 2F0, BEET LT XTOFENE R 7 A vE—UIZ50ES
NHOT, 2—HiF, BHEORGEFITICET 2 HERICOVWTHIOR Z X vt —V %2 BRI D4
HRDHY £ A,

BlfEm 712k, ZEHFTEOE A —AVEGEEEICEET 2 T X ToFRp g Ed,
RTOFERIT, REAICLA T &R, YRAaRBET 32 —F o UF o 2R L TE#RL
T2, N K DaeA B0 BAFEIC2 0 3, By — i, ROBATCH Y £7°,

https://supportforums.cisco.com/document/33721/cisco-ironport-systems-contributed-tools

BlfEm 703, VY —AOREEFEOTZOIINAA F IR TRE SN TIBEINET, KROE
2, BfEm ZiciiiE S n o Emae s LET,

Table 7: BR{S 0 J DR EHER

At 3568

BfERT —H R success (A v E—VIFIEFICEREINE L) F-idbounce (£ v&—
(Delivery status) | ld/x— K N2 E Liz)

Del_time TELS

Inj_time AV =7 v a W, del time - inj_time = time Z[FH A v E— YN
F o —|ZB F o T =B

Bytes Ayt— P A X

Mid AvE— 1D

Ip SZARHERA NP, ZEHFA v =V FELFIANT A LA O
IP7 FL2A

From Envelope From (Envelope Sender F72/Z MAIL FROM & L CH AL ILE
¥)

Source_ip WETERA MNP, HFEA Y E—PORAPDOIPT KL A

a—F ZAEHHRA R B D SMTP JE&E 22— R

A (Reply) ZAEERA DB D SMTP JRE A vE—

Rept Rid ZEHID, ZEHID X <0>71bED £3, BROZEE/RESH

72 A v e—I0iE, BEOZEEID BfFEF1,



https://supportforums.cisco.com/document/33721/cisco-ironport-systems-contributed-tools

sEos o runs [

et

Bl

=f54 (To)

TN TR ES

Attempts

PRI TR

BlE AT — & A5 bounce TH - ZHA1E, IROBIFERVPEEw IR RINET,

Table 8: BRSOV D/ > R 1EHR

#hat Bt
1 B fEIRF D SMTP 512 %F7 % RFC 1893 Enhanced Mail Status Code DR
a— R ZIEHZHARA R B O SMTP S a— R

=~ 7 — (Error)

EAEFERA RSO SMTP JEEA v —

07~y =R ELTVDIEE (Avb—V N~y F—DuX 7 onpage80&BM) | ~v
A —ERITEEHEROBICE RS NET,

Table 9: ERIER T D~ v & —1EHR

st

Bl

BET—

(Customer_data)

0 ISR SN DNy X —DIAE Y ZoR$ XML # 7

~v X —4% (Header
Name)

~ v A — D4R

[

o IR E NS~y X —DHNRE

B{EQST TR DR
ZITE, SESEREMER S = MY oBlERLET,

EEGTA vE— DR

Mon Mar 31
63.251.108.

20:10
110

:58

Mon Mar 31 20:10:58

Mon Mar 31 20:10:58

Mon Mar 31 20:11:03

BEXAT—F2RAINDIURA

2003 Info: New SMTP DCID 5 interface 172.19.0.11 address
2003 Info: Delivery start DCID 5 MID 4 to RID [0]

2003 Info: Message done DCID 5 MID 4 to RID [0]

2003 Info: DCID 5 close

<bounce del time="Sun Jan 05 08:28:33.073 2003" inj time="Mon Jan 05 08:28:32.929 2003"

o m



=M |
B or~vs—wzomEns o by

bytes="4074" mid="94157762" ip="0.0.0.0" from="campaignl@yourdomain.com"
source ip="192.168.102.1 "reason="5.1.0 - Unknown address error" code="550"

error="["Requested action not taken: mailbox unavailable"]">

<rcpt rid="0" to="user@sampledomain.com" attempts="1" />

</bounce>

ANy F—{FEDBRERT T Y
<success del time="Tue Jan 28 15:56:13.123 2003" inj time="Tue Jan 28 15:55:17.696 2003"
bytes="139" mid="202" ip="10.1.1.13" from="campaignl@yourdomain.com"
source ip="192.168.102.1" code="250" reply="sent">
<rcpt rid="0" to="user@sampledomain.com" attempts="1" />
<customer data>
<header name="xname" value="sh"/>

</customer data>

</success>

N O NOFER

N A BT, N ASHESEZEE T 52T X TOMRATRRINET, KROE
2 N A n sl b liEmRze R L ET,

Table 10: /X759 VX O 45 D#EEHER

et Bl

HAALAZ LT | NTUA AR DR

07 Loyl (Log | ZD/RT A v 7 OFE L ~L
level)

N A Z A7 |Bounced £ 721% Delayed (/x— RN U AE(XY 7 bR R E)

(Bounce type)
MID/RID A=Y ID BLOZEE ID
From TR —FEEE
=A% (To) TR —TZEH
BEEENEE| B R D SMTP S22 %Hd % RFC 1893 Enhanced Mail Status Code DR

IR ZEHBRABNLD SMTP KA — RB LU A v —Y




novzaszyryop |

Flo, nJIERT A v E— U A XEBELTVDD, ATAYZT—EFHELTND (A
=Y Ny X —DuX 7 onpage 804 M) LH. A vE—VEBIUNy X —IFRIT AT
VAEROBICER TR SINET,

Table 11: /X9 U X QT DA~y & —IEHR

ANy H— ANYFE—BBLUAYE—DIAVT Y,
Ayl— n IR INDIA v =Y DarT Y,
(Message)

NyoZ2a7 T )0l

VI RN REINT-RIEF I\ R 424 T =Delayed)

Thu Dec 26 18:37:00 2003 Info: Delayed: 44451135:0
From:<campaignl@yourdomain.com> To:<user@sampledomain.com>

Reason: "4.1.0 - Unknown address error" Response: " ('451"',
['<user@sampledomain.com> Automated block triggered by suspicious
activity from your IP address (10.1.1.1). Have your system administrator
send e-mail to postmaster@sampledomain.com if you believe this block is

in error'])"

N—FRINYREN-ZEH (V2R 24 7 =Bounced)
Thu Dec 26 18:36:59 2003 Info: Bounced: 45346670:0 From:<campaignl@yourdomain.com>

To:<user2@sampledomain.com>

Reason: "5.1.0 - Unknown address error" Response: " ('550', ['There is no such active

account.'])"

Ayt—IARXBLVOITAYE—FED/NNH R O
Wed Jan 29 00:06:30 2003 Info: Bounced: 203:0 From:<campaignl@yourdomain.com>

To:<user@sampledomain.com>

Reason:"5.1.2 - Bad destination host" Response: " ('000', [])" Headers: ['xname:

userID2333']' Message: Message-Id:

<lu5jak$6b@yourdomain.com>\015\012xname: userID2333\015\012subject:
Greetings.\015\012\015\012Hi Tom:"'

Note 52t 2 L3081 \015\012 1%, #fTA#FLET (CRLF 2 Y) .




B x5—szx0v508m

AT—RZ20O5NDFEH

AT —H A a7\, status, status detail, 35 O dnsstatus 72 £ D CLI A7 —4 A 2= KT
M S 7o v A7 AftEt WA ik S E 9, eI, logeonfig d setup 7 =~ N&
HFHLTRELET, AT —F AR TCLAR—MINHN T ZEITL— NI, #iED T~
M)ty b ENTZREN S OE T,

AT—ARXAATDHEHFTY
WOEIZ, AT —=FA BT FYvL —HT 52T AtiHEHRz R~ LET,

Table 12: 2 T—#4 X O 4 D#REHIER

et Bl

CPULd CPU ff ] =

DskIO Disk /O fif =&

RAMULil RAM {3

QKUsd EHEN TS F 2— (Fr 3o |HEAL)
QKFre ZBNTWVDHF 2— (FrA RHEAL)
CrtMID A v —ID (MID)

CrtICID Vx> a PR ID (ICID)
CRTDCID {584kt ID (DCID)

InjBytes AVl FENTEA Yy E—=VDEFIA X (S FHAL)
InjMsg ATz hEINTeAYE—Y

InjRcp ATzl NENTZEE

GenBncRcp ER ST NY o 223

RejRep RS-z EHE

DrpMsg Faey7FaEnkArAyte—o

SftBncEvnt VA NAS y AN SV g Iy il AN

CmpRcp ST Loz fEd

HrdBncRcp IN— R R RSN

DnsHrdBnc DNS /— K /3% 2 2

5XXHrdBnc 5XX /N— R X7 R




27—52z 050y [

frat BTl

FltrHrdBnc T A N R R

ExpHrdBnc i EATI P S AN NNy D 3

OtrHrdBnc ZFOMD N— R AR

DIvRcp BUE SN ZEE

DelRcp HIBR SNz (538

GIbUnsbHt 7a—UEMEEIRY A b EO—Ek
ActvRcp TIT 4 T REHE

UnatmptRcp RATZAEH

AtmptRep ARITZEHE

CrtCnclIn BIE D & {E Hefoe

CrtCncOut BUE D FEAF Hefoe

DnsReq DNS ZK

NetReq X U — 7 HR

CchHit ¥y viabyh

CchMis Frva IR

CchEct R GV AVZER (P48

CchExp ¥ ¥ v 2 HREIL

CPUTTm T = a UOMER Lc A CPU FEH]
CPUETm TN = a URBEG SHTH B ORRE R
MaxIO A=V Tt 2T D 1 BHI) ORKRT 4 A7 V0 #ifE
RamUsd ED Y THEHDAEY (A FHYL)

Swin ATy TA L INTAEY,

SwOut ATy TT 7 MENTEAEY,

SwPgIn N=TAEINTAEY,

SwPgOut NR=UT U RSN AEY,

MMLen VAT LHDEFA v =T




B x7—5zxn0506

AF—42Z2 0504

frat Bl

DstInMem AEVNDOIRAT V=7 M

ResCon U Y —ARFEFOD tarpit . (KEDO T AT AAMICLD, HlEA LD
T Z OB T RIE L £9)

WorkQ U= Fa2a—lHLBEDA vy =T

QuarMsgs KUY T—, UALA, IO Outbreak EHEICH D H %2 D A v &— V%K
(BEHEOWRHT ) TIFET 2 A v — VI —ERd v M Sk
7)

QuarQKUsd R —, UA LA, BILO Outbreak WFEHfE A v — I k- THEM &
n5¥FnosA k

LogUsd RS aZ =T v a rOEE

SophLd Sophos 7 > F U A WA X F ¥ T S D CPU OEIG

McafLd McAfee 72 F 7 A LA A% ¥ Tl Sh b CPU OIS

CASELd CASE 2% ¥ Tl S5 CPU OEIG

TotalLd CPU D &EFHHE &

LogAvail 0y 7y ANVHEHTEDLT 4 A7 AR—2R

EuQ AR L IRBENOHEE A v — V8K

EugRls AR LEHER o 2 — N OHEE A v & — %%

RptLD LR — hOER D CPU Afir

QtnLd FRBEALER S > CPU B fiF

EncrQ B LDOF 2 —ND A vE—

Fri Feb 28 12:11:48 2020 Info: Status: CPULd 45 DskIO 22 RAMUtil 22 QKUsd 6676975
QKFre 1711633 CrtMID 6130195 CrtICID 722770 CrtDCID 54 InjMsg 4572789 InjRcp
4575323 GenBncRcp 255536 RejRcp 20388 DrpMsg 469642 SftBncEvnt 0 CmpRcp 3650806 HrdBncRcp

255536

DnsHrdBnc 23 5XXHrdBnc 28 FltrHrdBnc 255485 ExpHrdBnc O
OtrHrdBnc 0 DlvRcp 3394965 DelRcp 305 GlbUnsbHt 0 ActvRcp 65 UnatmptRcp 65 AtmptRcp 0

CrtCncIn 9

CrtCncOut 0 DnsReq 7756744 NetReqg 7769130 CchHit 8373490 CchMis
1989637 CchEct 1625236 CchExp 1569329 CPUTTm 37 CPUETm 62 MaxIO 465600 RAMUsd 1473355956

MMLen 54782

DstInMem 11 ResCon 0 WorkQ 54710 QuarMsgs 375
QuarQKUsd 145096 LogUsd 26 SophLd 15 BMLd 0 CASELd 0 TotallLd 100 LogAvail 116G EuQ 64

EugRls 0 CmrkLd O



krqyFivy nvowEm |

McafLd 9 SwIn 122 SwOut 5295 SwPgIn 368 SwPg Out 63639
SwapUsage 4% RptLd O QtnLd 19 EncrQ 0 InjBytes 516664777890

KAA Y F/N\yd O DER

RAAL TNy a7, BFA—NT—F U LEEDZEESA MO SMIPEEET
DI TGAT R EF—ROBENTLEINET, 20Oy XA TFEIC, FEOZEFEERA B
BT AREOT Ny RS E T,

Table 13: KA A > T/8v 5 O O#fEtER

#rEt B

BADAE T N AN S D

n 7 L~ (Log ZONRT A T T OFEM LV

level)

From T Ru—7EEE

f5% (To) TN a— TG

L Bl{EHEE D SMTP JRZZ %7 % RFC 1893 Enhanced Mail Status Code D i
DN

B ZEHERAINLD SMTP GBI — FEBLUA v —

ALY TNy T BTnHl
Sat Dec 21 02:37:22 2003 Info: 102503993 Sent: 'MAIL FROM:<daily@dailyf-y-i.net>'
Sat Dec 21 02:37:23 2003 Info: 102503993 Rcvd: '250 OK'
Sat Dec 21 02:37:23 2003 Info: 102503993 Sent: 'RCPT TO:<LLLSMILERaol.com>'
Sat Dec 21 02:37:23 2003 Info: 102503993 Rcvd: '250 OK'
Sat Dec 21 02:37:23 2003 Info: 102503993 Sent: 'DATA'

Sat Dec 21 02:37:24 2003 Info: 102503993 Rcvd: '354 START MAIL INPUT, END WITH "." ON A
LINE BY ITSELF'

Sat Dec 21 02:37:24 2003 Info: 102503993 Rcvd: '250 OK'

A0z ay TNy avnEA

Ayl vary Ty aZiZix, BFA—NT— oAb, VATLAIHERLTND
HREDOARA NEO SMTP RFENfidkSNET, AV =l var Ty T alid, 4o ¥—
Ty "R AT 57 ATV FEBEFA—NT— U oA BOBEICET2MEEY &
FSINY a—F 4 T TEDICENELET, Z0orZ Tid, 2900 AT A TEEENT

o m



B oo=svavsivsason

NRTONA SBREES I, B A M BRG] 3RS A 0D [ZE] oI E
TO

T DHRA MNOEFEEEETDICE, IP T FLA, IPHFPH, A& M, F2038oHR A b
HEWRETHLENHY £F, IPHFANTER L TCVWDIP T RLART R TilgkINET,
W RAAL NOBRA NPT RCREEINET, VAT AEF, L THNDIPT KL AT
LTYUNR—ZADNSLA Y I T v 7FE2ETLT, AANIZERKL F4, DNSIZxsd 5 PTR L
a— RBRWIP 7 L AL, AA MIC—HLFEHA,

Rl T oy v a VELIRETOMNERDL Y £,

AVl vary TRy T v FNOEITICE, RORITRTIERNEGENET,

Table 14: 4 > = 23> TIN5 O D#fEHER

frEt Bl

BADNARR T INA R DRI I TR

ICID AVl varEERIDIE Blons BT A7 YT va s TRUE
B BEAT T 5 2 & 3T E DEAMA T,

Sent/Received [Sentto) &FEAATIEL, A A MTRIE SNEEBO A R T
7. [Revdfrom| &FESNTATIZ, HEfiAR 2 B EAE LIZEEEDO N
ARG

[IP7 KL A (IP BHGEARARDIP T RL A,

Address) ]

~ N ~ ~ — o » »
Aoz ar TNy T aTdnbl

Wed Apr 2 14:30:04 2003 Info: 6216 Sent to '172.16.0.22': '220 postman.example.com

ESMTP\015\012"

Wed Apr 2 14:30:04 2003 Info: 6216 Rcvd from '172.16.0.22': 'HELO

mail.remotehost.com\015\012"

Wed Apr 2 14:30:04 2003 Info: 6216 Sent to '172.16.0.22': '250

postman.example.com\015\012"'

Wed Apr 2 14:30:04 2003 Info: 6216 Rcvd from '172.16.0.22': 'MAIL

FROM:<sender@remotehost.com>\015\012"

Wed Apr 2 14:30:04 2003 Info: 6216 Sent to '172.16.0.22': '250 sender

<sender@remotehost.com> ok\015\012"'

Wed Apr 2 14:30:04 2003 Info: 6216 Rcvd from '172.16.0.22': 'RCPT

TO:<recipient@example.com>\015\012"

Wed Apr 2 14:30:04 2003 Info: 6216 Sent to '172.16.0.22': '250 recipient

<recipient@example.com> ok\015\012"'

Wed Apr 2 14:30:04 Info: 6216 Rcvd from '172.16.0.22': 'DATA\O15\012"'

Wed Apr 2 14:30:04 2003 Info: 6216 Sent to '172.16.0.22': '354 go ahead\015\012'

Wed Apr 2 14:30:04 2003 Info: 6216 Rcvd from '172.16.0.22': 'To:

recipient@example.com\015\012Date: Apr 02 2003 10:09:44\015\012Subject: Test
Subject\015\012From: Sender <sender@remotehost.com>\015\012"

Wed Apr 2 14:30:04 2003 Info: 6216 Rcvd from '172.16.0.22': 'This is the content of the
message'
Wed Apr 2 14:30:04 Info: 6216 Sent to '172.16.0.22': '250 ok\015\012"'




Wed Apr 2 14:30:04 Info:
Wed Apr 2 14:30:04 2003 Info:

6216 Rcvd from '172.16.0.22":

postman.example.com\015\012"

DRTFLOYDER

Table 15: A T Ls O 5 D#EEHIER

6216 Sent to '172.16.0.22': '221

FEIN-TLIC TN |

i

'QUIT\015\012"

et

58

HALNAR T

PSA S DMERER ST R

Av—

1 IRk S LT A N R,

SRT L Oy oE

WD AT a7 OFNE, commit #FEIT L2 —HFDLRTE ATISNTZa A Feagie, WV
<MD commit =2 Y ZRLTWET,

Wed
Wed
Wed
Wed
Wed
Wed
Wed
Thu

Thu
log

Thu

log.

CLEZEDO S DEMA

Table 16: CLI B % O 5 O#iEHIER

Sep

Sep

Sep

Sep

Sep

Sep

Sep

Sep

Sep
for

Sep

8 18:02:45 2004
8 18:02:45 2004
8 18:02:45 2004
8 18:02:49 2004
8 18:02:49 2004
8 18:13:30 2004
8 18:17:23 2004
9 08:49:27 2004

9 08:49:27 2004
examples

9 08:51:53 2004

Info:

Info:

Info:

Info:

Info:

Info:

Info:

Info:

Info:

Info:

Version: 4.0.0-206 SN: XXXXXXXXXXXX-XXX

Time offset from UTC: O seconds
System is coming up

bootstrapping DNS cache

DNS cache bootstrapped

PID 608: User admin commit changes:

PID 608: User admin commit changes:

Time offset from UTC: -25200 seconds

SSW:Password

Completed Web::SSW

PID 1237: User admin commit changes: Added a second CLI

PID 1237: User admin commit changes: Removed example CLI

#et

Ll

BA DAL LT

ANA DRI S T REH]

PID

av Y RBANENTRHFEDOCLIEYy a7 atk A ID,

o m



B cuzzoson

CLEEZEO S Dl

et Bl

Av— AvtE—UiF, AASnECLla<wy R, CLIEA (A=a—, UX B
E) L BIXOERRENA T 7 TSN ET,

WO CLI B v 7 of)ix, who 3 X O textconfig CLI =< > K3 A &7z PID 16434 O1E#
R L TWET,

Thu Sep 9 14:35:55 2004 Info: PID 16434: User admin entered 'who'; prompt was
'\nmail3.example.com> '

Thu Sep 9 14:37:12 2004 Info: PID 16434: User admin entered 'textconfig'; prompt was
'\nUsername Login Time Idle Time Remote Host What\n
\nadmin Wed 11AM 3m 45s 10.1.3.14 taill\nadmin 02:32PM
0s 10.1.3.14 cli\nmail3.example.com> '

Thu Sep 9 14:37:18 2004 Info: PID 16434: User admin entered ''; prompt was '\nThere are
no text resources currently defined.\n\n\nChoose the operation you want to perform:\n-
NEW - Create a new text resource.\n- IMPORT - Import a text resource from a file.\n[]>

FTIPH—/s 05 DOfEA

Table 17: FTPH—/\ 04 O#fsHEER

#Et Bl
HADAR T INA R DRI ST B

ID Pifse ID, FTP $f5e = & OBIED ID
Avt— gy T N)DAyE— 7 aviE, vl 7 AL ATF— K A

W, EEFIPHERER (2 (v, 7y Fa—K, #vro—FK, n#
TT T RRE) 12 ET,

FTP H—/\ O D5l

RO FTP H— 8 7 OFIZIE, i (ID:1) PSS TOET, EREHEREO P T RL2AD
ED TITAET 4 (TrANDOT yTa—Fedyrn—F) BLOas 7Ty MVRSH
TVET

Wed Sep 8 18:03:06 2004 Info: Begin Logfile
Wed Sep 8 18:03:06 2004 Info: Version: 4.0.0-206 SN: O00065BF3BA6D-9WFWC21
Wed Sep 8 18:03:06 2004 Info: Time offset from UTC: 0 seconds

Wed Sep 8 18:03:06 2004 Info: System is coming up



ML Tl |

Fri Sep 10 08:07:32 2004 Info: Time offset from UTC: -25200 seconds

Fri Sep 10 08:07:32 2004 Info: ID:1 Connection from 10.1.3.14 on 172.19.0.86
Fri Sep 10 08:07:38 2004 Info: ID:1 User admin login SUCCESS

Fri Sep 10 08:08:46 2004 Info: ID:1 Upload wording.txt 20 bytes

Fri Sep 10 08:08:57 2004 Info: ID:1 Download words.txt 1191 bytes

Fri Sep 10 08:09:06 2004 Info: ID:1 User admin logout

HTTP O 5 D {E A

Table 18: HTTP 0 & O &H1ER

et Bl
HADAR T INA R DRI ST B

ID vy arID

Sk Pifi~ v DIPT KL A

2= Bt — O — 4

Avl—Y FATENTT 7 v a VICBT B, GET =~ R, POST=v R,

FIRFV AT A AT —HZAREREGENIHZENH Y £T,

HTTP O % 4l

WD HTTP 1 7 Of)l%, EE2—F L GUI OxtEE (VAT ABREY 4 F— ROFE[T/2 L)
ZRLTWET,

Wed Sep 8 18:17:23 2004 Info: http service on 192.168.0.1:80 redirecting to https port
443

Wed Sep 8 18:17:23 2004 Info: http service listening on 192.168.0.1:80
Wed Sep 8 18:17:23 2004 Info: https service listening on 192.168.0.1:443
Wed Sep 8 11:17:24 2004 Info: Time offset from UTC: -25200 seconds

Wed Sep 8 11:17:24 2004 Info: reqg:10.10.10.14 user:admin id:iaCkEh2hb5rZknQarAecg POST
/system_administration/system_setup_wizard HTTP/1.1 303

Wed Sep 8 11:17:25 2004 Info: req:10.10.10.14 user:admin id:iaCkEh2h5rZknQarAecg GET
/system_administration/ssw_done HTTP/1.1 200

Wed Sep 8 11:18:45 2004 Info: req:10.10.10.14 user:admin id:iaCkEh2hb5rZknQarAecg GET
/monitor/incoming mail overview HTTP/1.1 200

Wed Sep 8 11:18:45 2004 Info: req:10.10.10.14 user:admin id:iaCkEh2hb5rZknQarAecg GET

/monitor/mail flow graph?injector=&width=365&interval=0&type=recipientsin&height=190
HTTP/1.1 200

| ns



B vrosomm

Wed Sep 8 11:18:46 2004 Info: reg:10.10.10.14 user:admin id:iaCkEh2h5rZknQarAecg GET
/monitor/classification graph?injector=&width=325&interval=0&type=recipientsin&height=19
0 HTTP/1.1 200

Wed Sep 8 11:18:49 2004 Info: reg:10.10.10.14 user:admin id:iaCkEh2h5rZknQarAecg GET
/monitor/quarantines HTTP/1.1 200

NTP O DER

Table 19: NTP O & O #fist1EER

et Bl

HADAR T INA R DRI ST

A= Av—=IF, =GRy NU—7 XA L Tm bz (SNTP)
7 =Y —F 72X adjust: A v =Y TR SNET,

NTP O % D5l

WO NTP 2 7 OHE, B A—NT—F T 2AMENIPHRA RAD2EDKR—Y T HRL
TWEJ,

Thu Sep 9 07:36:39 2004 Info: sntp query host 10.1.1.23 delay 653 offset -652
Thu Sep 9 07:36:39 2004 Info: adjust: time const: 8 offset: -652us next poll: 4096
Thu Sep 9 08:44:59 2004 Info: sntp query host 10.1.1.23 delay 642 offset -1152

Thu Sep 9 08:44:59 2004 Info: adjust: time const: 8 offset: -1152us next poll: 4096

AE¥v>r OJDFEH

AxyraZlilit, EFA—NTF—F Uz ADAXTY L VDT RTOLOGEBLIW)
COMMON % vE—UNEENTWET, FHHAEEZR COMMON B8LXWNLOG 77—k A v
=Y A MMIOWNWTHE, [VATLAEH] OFED [7TI7—18] 2L TLEEN,

Table 20: R v > O O#EHER

et B

BADNARR T INA DRI ST R

Ayk— A=, WTFNDPDORF Yy =D T7 U r— g O
EOEEENETI— b, KBLETI— b, FERS 2T — Ay
vhﬁyb@*%ﬁiémfb\ijﬂo




R¥vr O5 0B .

AExy > Ognpl

Woa 7 OFIX, Sophos 7 > F A NAICET 85T 7 — A2 EELTWDETFA—LT—
Y = A DEEZRLTWET,
Wed Feb 23 22:05:48 2011 Info: Internal SMTP system attempting to send a message to

alerts@example.com with subject 'Warning <Anti-Virus> mail3.example.com: sophos
antivirus - The Anti-Virus database on this system is...' (attempt #0).

Wed Feb 23 22:05:48 2011 Info: Internal SMTP system successfully sent a message to
alerts@example.com with subject 'Warning <Anti-Virus> mail3.example.com: sophos
antivirus - The Anti-Virus database on this system is...'.

Wed Feb 23 22:05:48 2011 Info: A Anti-Virus/Warning alert was sent to alerts@example.com
with subject "Warning <Anti-Virus> mail3.example.com: sophos antivirus - The Anti-Virus
database on this system is...".

FUoFRNLOTDER

Table 21: 7 > F R84 O 4 O#isHER

At 3568

HADARK LT |3, NINERE X T2 BEA)

Ao— Ay—F, TUoFANRLT v 7T — FOMREFER (P FERiT
TUFANRBIN—IVDT T T — EPUNBETH T2 E D e ) THERK
IhET,

7 UFR/NL Og o
DT 2 FAZANRA B ZTOFNE, ToFARAZ DU NIL B, ANRAERDOT v IF— B
JONCASE 7 v 77— F DR EZ R L TWVET,

Fri Apr 13 18:59:47 2007 Info: case antispam - engine (19103) : case-daemon: server
successfully spawned child process, pid 19111

Fri Apr 13 18:59:47 2007 Info: case antispam - engine (19111) : startup: Region profile:
Using profile global

Fri Apr 13 18:59:59 2007 Info: case antispam - engine (19111) : fuzzy: Fuzzy plugin v7
successfully loaded, ready to roll

Fri Apr 13 19:00:01 2007 Info: case antispam - engine (19110) : uribllocal: running URI
blocklist local

Fri Apr 13 19:00:04 2007 Info: case antispam - engine (19111) : config: Finished loading
configuration




B /o x—rovomm

L4 A—)LAgDEHA

g4 A—)Lagop

TFUOFIA4ILR O5DERA

et 5t BA

BA DAL LT A D DMERE S LT R

Ayk—v Ay —UIZE, T A A=A TP ATF—H A, RIEREDIER

MEENET,

Tue Mar 24 08:56:45 2015 Info: graymail [BASE] Logging at DEBUG level

Tue Mar 24 08:56:45 2015 Info: graymail [HANDLER] Initializing request handler

Tue Mar 24 08:56:50 2015 Info: graymail [ENGINE] Loaded graymail scanner library

Tue Mar 24 08:56:50 2015 Info: graymail [ENGINE] Created graymail scanner instance

Tue Mar 24 08:56:50 2015 Info: graymail [HANDLER] Debug mode disabled on graymail process
Tue Mar 24 08:56:50 2015 Info: graymail [HANDLER] Starting thread WorkerThread 0

Table 22: 7 > F 24 LR B 5 O#faHER

et iER

DA DAZ T |8 SRR S TR

A=Y A=V, TUFUANAT v 77— bOMRBLER (TP F
TRRUANRERDT v 7T = MPBETH TN E D E) THE
hiﬁ—o

TUF9A4)LR a5 04

WOT > F A NAa T OENIX, Sophos 7 > FT VA NATL DV UNILD, UANVATES
LV UARDT v T — FOfERE R L TOVET,

Thu Sep 9 14:18:04 2004 Info:

(IDE)

Checking for Sophos Update

Thu Sep 9 14:18:04 2004 Info: Current SAV engine ver=3.84. No engine update needed

Thu Sep 9 14:18:04 2004 Info: Current IDE serial=2004090902. No update needed.

ZDnu 7 —BRIZDEBUG L ~YUIZRIET D E, ToFUANAZ U D URFIED A v —
CIZOWTHRHEDHIE %2R LT 2 2ZWrd 2 DIt H 9, DEBUG 2 X 7 H#ITITE
T, EHOBRITEE LT EE,



AMP T nsoER ||

Y
v

AMPT> >y Oy nO{FER

AMP = Uy uaZ\liE, ROFEMBEENET,
s T AN L aT—va = RNIEEEINET AN L aT—var s — &
TrAN LEaT— gy =R EEZE I NN,
« T ANGHT (T 7 AN — N T 7 ANNNT v 7B —RINTWAES) . 774
IVIHTOIREEIX, 7 7 A VG — "D GIRE NS E SN D E CEHNICRE SN E T,

AMPT> oy O Ty RYDF
WITEEDSF IV AIZHE S AMP =Py el oo N oz R LET,

T AN VEaT = a7y A NG — SO, on page 47

« 77 AN L 2T — g P NP R, on page 47

c 77 AN LEaT—v gy 7Y —OFHL, on page 47

T TAN VAT =Y a AP T r AN LB aT =Ygy 72 ) —IIx LCER
L 722, on page 48

I DIOD T 7 AN T vy T r—RET 7 AN BE R, on page 49

« T ANDGHRIZT » 7 m— REI720, on page 50

77 ANT v u— NHRNERTT 7 A VOB ATy TSN T 7 AN T v T a—

I, on page 51
c T TFANGY = _ROET —=PBFRTT 7 A NG AF y TSN T 7 ANT v T a—
I, on page 52

CZIELIET 7 AN L b AT T ¢ T, on page 52
T7A4NL LEAT—S3vET7A4ILaHY— O

Wed Oct 5 15:17:31 2016 Info: File reputation service initialized successfully

Wed Oct 5 15:17:31 2016 Info: The following file type(s) can be sent for File Analysis:
Microsoft Windows / DOS Executable, Microsoft Office 97-2004 (OLE), Microsoft Office

2007+ (Open XML), Other potentially malicious file types, Adobe Portable Document Format
(PDF) . To allow analysis of new file type(s), go to Security Services > File Reputation
and Analysis.

Wed Oct 5 15:17:31 2016 Info: File Analysis service initialized successfully

T74IL LEAT—2 32 —I\HRIERK

Tue Oct 4 23:15:24 2016 Warning: MID 12 reputation query failed for attachment
'Zombies.pdf' with error "Cloud query failed"

274 LEaATF—3> 5 T)—0O#HE

Fri Oct 7 09:44:04 2016 Info: File reputation query initiating. File Name = 'mod-6.exe',
MID = 5, File Size = 1673216 bytes,
File Type = application/x-dosexec




. T7ANLEAT—2av Y=o T7A)LLEAT—2a 0 VT —ICHLTRIELEGE

#Et SR BA

77 A4 (File SHA-256 Ny 2 DR T 7 AL LE 25— g2 B—NCEESR

Name) D7 7 A IVDLE,
T ANAPMERTE WG E, 77 ANVADBARHTHS ERBLL
j‘o

MID B AN T T ERERTDHA Yy E—OBINEH IS A v
+— 1D,

T AN A X SHA-256 N ¥ 2Bl 77 7 A )V LE 2T —3 a v P— NIZEF X

(File size) NH77ANDHA X,

TrANEAS SHA-256 /Nv ¥ 23BN 7 7 AL L E 2T —3 g2 P—NI%EX

(File Type) No77ANDEAT,

RDT 7 AN BATHRPR— I TOET,
* Microsoft Windows / DOS Executable
* Microsoft Office 97-2004 (OLE)
* Microsoft Office 2007+ (Open XML)
 EOMDEENH DL REMEOH DL T 7 AN AT
+ Adobe Portable Document Format (PDF)

T77A4NL LEAaT—>3 v H—\WhoI74)L LEAT—23 0 9T —ICRHLTRELEZEE

Fri Oct 7 09:44:06 2016 Info: Response received for file reputation query from Cloud.
File

Name = 'mod-6.exe', MID = 5, Disposition = MALICIOUS, Malware = W32.061DEF69B5-100.S3BX.TG,
Reputation Score = 73, sha256 =
061def69b5c100e9979610£fa5675bd19258b19a7££538b5¢c2d230b467¢c312£19, upload action = 2

#Et ERBA
77 A N4 (File |SHA-256 v 21D 77 AN L aT7— gy —NEEEND
Name) 7 7 A VDR,
T ANHPERTERWGE, 77 ANVABARHATHD ERBLLE
?—O
MID BA AN AT T, BT DA E—VOBINIERAIND A v

+— 1D,




BHDEHOT AL Ty Ta—keTranHToez |

et B

7 (Disposition) |7 7 A/ L E 27— a3 UHEEITRO LB T,

« MALICIOUS

« CLEAN
*FILEUNKNOWN : L' E=2F—3 3 2a7 it ds,

« VERDICT UNKNOWN : fi[1] % FILE UNKNOWN T W A 27 R JE
e oa,

*LOWRISK : 7 7 A V3 D% T 7 A WMICEW a7 Y R,
ONBRWES, HIEIX TLOWRISK] TY, 77 A ASHHICT 7
AMTEFE ST, Ave—VIFEFA N AT T A U &EE L
*7,

<~ xT <L = TR DL I,
(Malware)

LEa2T—Yay |74V 2T —var =N hkoTT7 7/ WIE Y TEND
Z a7 (Reputation | L E 27— gy 227,

score) 7 7 A JUE[E2S VERDICT UNKNOWN O34, BT A—LF— 7=

A1 TT77A NV E 2T — g HEER, L 2T —YarRartLx
VMEIZE DWW CHE L £9,

TyTu—R T |\ REDT 7 ANIETEND, 774NV 2T —Yarh—NTho
2= (Upload THERRSNA T v 7 a— R T2y aOff:

Action) c0: 7y r—FHIZEETHIHNEIZH Y FHA,
l: Ty ra—FRRIE7 7 ANV EEHELET,

Note BFA—NT =T =2 A1IT v T a—RT7 7 g o OfEN
M) ORI 7 7ANET v I —RRLET,

2Ty —FRICTZ ANV EEELEEA,
3T v u—RNRHIIAX T =2 DHEEELET,

PO TF7AIL Ty TO—FKETF7AILDHTOER

Wed Sep 28 11:31:58 2016 Info: File uploaded for analysis. SHA256:
e7ae35a8227b380ca761c0317e814e4aaa3d04£362c6b913300117241800£0ea

Wed Sep 28 11:36:58 2016 Info: File Analysis is running for SHA:
e7ae35a8227b380ca761c0317e814e4aaa3d04£362c6b913300117241800£0ea

Fri Oct 7 07:39:13 2016 Info: File Analysis complete. SHA256:
16454af£5082c2e9df43£3e3b9cdba3c6ael766416e548c30a971786db570bfc, Submit Timestamp:
1475825466, Update Timestamp: 1475825953, Disposition: 3 Score: 100, run id: 194926004
Details: Analysis is completed for the File
SHA256[16454aff5082c2e9df43f3e3b9cdba3cbaecl766416e548c30a971786db570bfc]

Spyname: [W32.16454AFF50-100.SBX.TG]

o m



B o inammc7y To—rsnnn

et

B

SHA256

a5 7 7 A /L@ SHA-256 /~v 3 = D,

FELA LARZ T BIA—NT = U2 AL TT 7 ANBT 7 A NVGH—3Z
(Submit Timestamp) 77— I B &R,

B A A LA T T AT DT 7 A NGHTRTE T Lc BAT & R
(Update Timestamp)

i\ (Disposition)

TrAN LEaT—Ta VOHERRET, ROMERHY £,
cl-=NT =T OBRHL
o2 - IEW
3w

A7 (Score)

T 7 ANGH Y=L TT 7 A NMZED G THND T A=
70

F4TID (RunID)

T 7 ANGH = SBREED T 7 A VI HONT T 7 A IZHE D
HTHHME (ID)

FEAM (Details)

T 7 ANGHTHICE T =N HE SN HEA ENER, £ 5 Ty
BalE. 77 A MK DRI A T LTS Z & &R L
i‘a‘o

AL 4% (SpyName) | 7 7 A NVOHIHICT 7 A VNIZ< AT = T BRON- 2 5E81T, &

R4 il

T7AIIDBRRIZT Yy TO— KFEhizly

Wed Sep 14 12:27:52 2016 Info: File not uploaded for analysis. MID = 0 File
SHA256[a5f28f1fed7c2fe88bcdf403710098977fal2c32d13bfbd78bbe27e95b245£82] file
mime [text/plain] Reason: No active/dynamic contents exists

et

Bl

MID

BT AN AT TA L E@lT 5 Ay -V OBNIMEHESND A >
— D,

7 7 4 )L MIME
(File MIME)

77 A )LD MIME % A 7,




I7AL Ty TO— FEBRARETT 7 4 LtinREy Fanto74 07y 70—k |

et Bl

PR PLFIZRT DL, upload action 23 '1' [ E SN TWALEATH, 774
WINT 7 A NG =TT vy T r— RS WEBOED 1 ST,

D) =R TTZ7ANNBT T vy 7 r— RS TWD 1 77 A/

FTTRHMOBT A= NI — b7 =2 ZRLTT 7 A MG =1
Ty = RINTWET,

« T ANHIREITT T 7 A WTEITTOT v T o — RO HIcd
TIZBIRE TV ET,

s T AMIT 7 A NG — NI TIZT v 7 a— RigH

e BAR— b GDT 7 A4 )V XA T TIE7RN

o« T AN YA XD T T — R T ANDY A XN T 7 A
WGHT— N L s TRREINTND LEVELZ B X TWET,

T v — R XN THoT2

s 77 ANGHT— DT —

T IT 4TI AT Y EIEEN T Y BNFEE L TR

o ~fRETLIIARHAT 7 —

TJ774IIL Ty 7O—FHIENARRTI7AILDHARRT Yy TEht=7 74 )L 7y TFa—F

Tue Jun 20 13:22:56 2017 Info: File analysis upload skipped. SHA256:
b5c7e26491983baa713c%9a2910ee868e£d891661c6a0553b28f17b8fdc8cc3ef, Timestamp[1454782976]
details[File SHA256[b5c7e26491983baa713c9a2910ee868efd891661c6a0553b28£f17b8fdc8cc3ef]
file

mime [application/pdf], upload priority[Low] not uploaded, re-tries[3], backoff[986]
discarding ...]

Tue Jun 20 13:22:56 2017 Critical: The attachment could not be uploaded to the

File Analysis server because the appliance exceeded the upload limit

et E5BA

SHA256 X3 B 7 7 A /LD SHA-256 /v ¥ = 1D,

Timestamp T 7 AN —RAD T 7 A VDT v 7 ra— KPR LU 7= BAF &R,
FEAE (Details) T 7 A NG —RD T T — DFEH,

-7 7 A )L MIME 757 A )LD MIME % A 7,
(File MIME)

7y a— MBS [Ty 7 a— NMESEIANL (Upload priority) | DfEIZLA T O L0 TT,
WA(L (Upload « [ (High) ]-PDF 7 7 A )L 4 4 7% R T RCOERE N7 7

priority) LIV B A TDHA,

* X (Low) ]1-PDF 7 7 A )V ¥ A4 T DHDEGE,
AT WD T 7 A MK L TEITEINTT v 7 a— RERITOREL,
(Re-tries)

Note 1774 L, RR3EETT v 7r— RERITTEET,

o m



. T7ANGHH—NDIS—HRETI7ADHBRFY TEINT 74N Ty TE—F

#Et FEA
Ry 747 (x) BFA—NT = N2 A DT 7 AN — T 7 A NET v T r—
(Backoff (x)) RLE D ETDRNCFHET DM ERNH I x) , ik, EFA—L
F—=hT AN HBHZOVDOT v 7o — RflfRICELZE SITHAELE
bg‘@
B2 (BH) B A—NT— R U= BT v 7 u— RilREBATZ72D, 774 1V50
(Critical W= NIt 7 7 AV ET v 7Fr— R TCEERATLE,
(Reason))

T7ALDHI—IODIS—DAREERTI7AILADTFRRATY TSN 7a4 L 7y TO—F

Sat Feb 6 13:22:56 2016 Info:SHA256:
69e17e213732da0d0cbc48ae7030a4a18e0c1289£510e8b139945787£67692a5, Timestamp[1454959409]
details[Server Response HTTP code: [502]]

et B

SHA256 XI5 d 5D 7 7 A /LD SHA-256 /N ¥ = 1D,

Timestamp T AN —_RAADT 7 A NDT v Fa— RRRITENT- A&
IR

FEAE (Details) 7 7 A NG =D T —IZET 5

ZELEIZ7ZAILL FORRY T2 THE

Fri Oct 7 07:39:13 2016 Info: Retrospective verdict received. SHA256:
16454aff5082c2e9df43f3e3b9cdbal3c6ael766416e548c30a971786db570bfc, Timestamp: 1475832815.7,
Verdict: MALICIOUS, Reputation Score: 0, Spyname: W32.16454AFF50-100.SBX.

#rat Bl

SHA256 5ttt 5 7 7 A /LD SHA-256 7~ ¥ = ID,

Timestamp T AN =S T 7 A LDL b AT T 0 THEYZ(E
L7 HI,

HIE Tr7ANDY AT T ¢ TIHEOEIT HEEOH S 2% T1E
w1l TY,

Reputation Score T7AN LE2T—vary =Rl oT7 7 A MIEHD ¥ THND
LT —Tay Aay,

Spyname T A NS T 7 A VRISV T = TR RO T28E81E. B
DA,
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Table 23: X /%L O % O#EsHER

et Bl
HADAR T INA R DRI ST B

A y— A= 1%, FETENET I ay (Ayv—0REE. B Y
TG O E) THERSNET,

POAVN Ct - Ju B L]

wov 7 oOFE, FEEED S admin@example.com (Z A >~ —3 (MID 8298624) Mt ST
HZEHERLTOVET,

Mon Aug 14 21:41:47 2006 Info: ISQ: Releasing MID [8298624, 8298625] for all

Mon Aug 14 21:41:47 2006 Info: ISQ: Delivering released MID 8298624 (skipping work
queue)

Mon Aug 14 21:41:47 2006 Info: ISQ: Released MID 8298624 to admin@example.com

Mon Aug 14 21:41:47 2006 Info: ISQ: Delivering released MID 8298625 (skipping work
queue)

Mon Aug 14 21:41:47 2006 Info: ISQ: Released MID8298625 to admin@example.com

A NLIEEEGUI O S D {FEF

Table 24: X /X Ls GUI B O #fiaHIEHR

et Bl
HADAR T INA R DRI ST

A wy— Av—UF, 2—VFER EOFEITEINZT 7 v a o THRRESILE
‘é—O

R /X LfmE GUI O 5 D4l
WO 7O, K LTERGEE, v Ay, BRI 7T FE2RLTHWET,
Fri Aug 11 22:05:28 2006 Info: ISQ: Serving HTTP on 192.168.0.1, port 82
Fri Aug 11 22:05:29 2006 Info: ISQ: Serving HTTPS on 192.168.0.1, port 83
Fri Aug 11 22:08:35 2006 Info: Authentication OK, user admin
Fri Aug 11 22:08:35 2006 Info: logout:- user:pqufOtL6ovyI5StCghCfO session:10.251.23.228

Fri Aug 11 22:08:35 2006 Info: login:admin user:pqufOtL6vyI5StCghCfO

| ns



B wee 50y nsomm

session:10.251.23.228

Fri Aug 11 22:08:44 2006 Info: Authentication OK, user admin

LDAP T/\v 45 O45 DEMA

Table 25: LDAP 7 /3 4 O 4 QO#kstiER

et AR
HA DAL INA B INERIE Z TR
Ayt— LDAP T 7 A vb—,

LDAP T/\v 4 O %5 DOl

\}

Note /7> A LOFATICIE, BENFVLETOHRETA, 22T, HIZHr 7Vl E L TES
WENY LB THATWET,

1 Thu Sep 9 12:24:56 2004 Begin Logfile
2 Thu Sep 9 12:25:02 2004 LDAP:
Masquerade query sun.masquerade address employee@routing.ga to employee@mail.ga
3 Thu Sep 9 12:25:02 2004 LDAP:
Masquerade query sun.masquerade address employee@routing.ga to employee@mail.ga
4 Thu Sep 9 12:25:02 2004 LDAP:
Masquerade query sun.masquerade address employee@routing.ga to employeelmail.ga|
5 Thu Sep 9 12:28:08 2004 LDAP: Clearing LDAP cache
6 Thu Sep 9 13:00:09 2004 LDAP:
Query ' (& (ObjectClass={g}) (mailLocalAddress={a}))' to server sun (sun.ga:389
7 Thu Sep 9 13:00:09 2004 LDAP:
After substitute, query is ' (& (ObjectClass=inetLocalMailRecipient)
(mailLocalAddress=rroute.d00002b.loc@ldap.route.local.add00002.qga)) "'
8 Thu Sep 9 13:00:09 2004 LDAP: connecting to server
9 Thu Sep 9 13:00:09 2004 LDAP: connected




t—7yztFnyvsuztnsosR |

10

Thu Sep 9 13:00:09 2004 LDAP:

Query (& (ObjectClass=inetLocalMailRecipient)
(mailLocalAddress=rroute.d00002b.loc@ldap.route.local.add00002.ga)) returned
1 results

11

Thu Sep 9 13:00:09 2004 LDAP: returning: [<LDAP:>]

ko w 7 7 7 A NV aFGEHRMDIODTA FE LT, LTI ZEN,

Table 26: LDAP T /x4 05 D H )4

Bl

g 7y AN ENET,

U Z2F—1%, BIMEIC [sun.masquerade] &VV9 LDAPZ =V —(CX - T, v X%
51— RIZLDAP 2425 L S ICRESNTVET,

7 R L X employee@routing.qa 73 LDAP — N CHRFBE S, —EDRi S E
T, TORRO~ AL —F 7 KL AL employee@mail.ga THY, <AL
L= ROREICES>TIDT RLARA vy =TV A~y — To_Xn—7%
BHE. ERIZZOMGICEZIAENET,

2 —H X FE) T ldapflush 2 EFT L TWVET,

7Y —I%, sunga, A— K38 IZKEESNET, 7V —TFT 7 L—MIE
(&(ObjectClass={g})(mailLocalAddress={a})) T,

{gh 1X. FEMZ 1 /L5 (rept-to-group ¥ 7213 mail-from-group /L—/L) THE
ENT T N—=TICEBRENET,

{a} 1Z. HEOT FLRIZE#RINLET,

ZZTRAN IR EEY) NETINET, LDAP —TEE S DHHT
O —TZD LS FT,

PO N LML SN TORND T, Bkt L £,

= NIEEFEINDT—ZTH,

10

FERIT, MEERICEICRVET, 2FD, 1 OO L a— RBEINETR, 7
T =L 7 4 — L REERLTWRWVWDOT, F—FIIRESNEEAL, 2N
SlE, T—HXR—R—EPRHLNEI eI ) —TF v I T5H LI,
ITN—T 2 Y—=LT7 27N 72 —OWFIEHAINET,

+—2JYRNTOVvHS YR OTDOER

RO,

=7 VA NTwy 7 YR SIlERERISNDMEHEREZ R LET,
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Table27: =—72 )R b/ 0y 9 )R+ BT O#fiEHER

et

BLL

BADAZ LT

NA B HEE ST,

Ayl—v

Aot —UiE, 2—VPRIAERE, EITSNLT 7 v a TS RLE
‘a—o

t—2JURKNTOyH )X+ OT0OH

KDOE—=7VANTvy 7 VA a0, BFA—LT—FTxAIZL>T2RHIE
T =2 RX=2ADAF v 7T ay FIMERSNTWD Z L2 RLTWET, REENT—
N=2 BN SN TR bR ENET,

Fri Sep 28 14:22:33 2007 Info: Begin Logfile Fri Sep 28 14:22:33 2007 Info: Version:

6.0.0-425 SN: XXXXXXXXXXXX-XXX Fri Sep 28 14:22:33 2007 Info: Time offset from UTC:
10800 seconds Fri Sep 28 14:22:33 2007 Info: System is coming up.

Fri Sep 28 14:22
Fri Sep 28 16:22
Fri Sep 28 18:22
Fri Sep 28 20:22

Fri Sep 28 22:22

:33

:34

134

134

:35

2007 Info: SLBL: The database snapshot has been created.
2007 Info: SLBL: The database snapshot has been created.
2007 Info: SLBL: The database snapshot has been created.
2007 Info: SLBL: The database snapshot has been created.

2007 Info: SLBL: The database snapshot has been created.

Mon Oct 1 14:16:

Mon Oct 1 14:37

Mon Oct 1 15:31

Mon Oct 1 15:32

Mon Oct 1 16:37

:39

:37

:31

:40

2007 Info: SLBL: The database snapshot has been created.
2007 Info: SLBL: The database snapshot has been created.
2007 Warning: SLBL: Adding senders to the database failed.
2007 Warning: SLBL: Adding senders to the database failed.

2007 Info: SLBL: The database snapshot has been created.

LR—T 427 B DER

WDOFIL, LiR— b o RSN HHEREZ R L TOET,

Table 28: L R—7F « 5 O OffsHER

et

Bl

BANAR T

AR DNEAE ST,

Ayl—v

Ay —=DF, a—WRIERE, FATENLT 7 v a o THRSIE
R




LiR—F 429 agonfl

LR—F 125 ayof .

RDOVR—T 4 77 OB, HHRe 7 LVVICRESNTIZEFA—NVT— U =1 &L

TWET,

Wed Oct 3

Wed

Wed

Wed

Wed

Wed

Wed

Wed

Wed

Wed

Wed

Wed

Wed

Wed

Wed

Wed

Oct

Oct

Oct

Oct

Oct

Oct

Oct

Oct

Oct

Oct

Oct

Oct

Oct

Oct

Oct

13:

13:

13:

13:

13:

13:

13:

13:

13:

13:

13:

13:

13:

13:

13:

13:

39:

39

40:

40

40

40

40

40

40

41:

41

41

41

41

41

42:

53

:53

02

:53

:53

:53

:53

:53

:53

02

:53

:53

:53

:53

:53

03

2007

2007

2007

2007

2007

2007

2007

2007

2007

2007

2007

2007

2007

2007

2007

2007

Info:

Info:

Info:

Info:

Info:

Info:

Info:

Info:

Info:

Info:

Info:

Info:

Info:

Info:

Info:

Info:

Period minute using 0 (KB)

Period month using 1328 (KB)

Update 2 registered appliance at 2007-10-03-13-40
Pages found in cache: 1304596 (99%). Not found: 1692
Period hour using 36800 (KB)

Period day using 2768 (KB)

Period minute using 0 (KB)

Period month using 1328 (KB)

HELPER checkpointed in 0.00580507753533 seconds
Update 2 registered appliance at 2007-10-03-13-41
Pages found in cache: 1304704 (99%). Not found: 1692
Period hour using 36800 (KB)

Period day using 2768 (KB)

Period minute using 0 (KB)

Period month using 1328 (KB)

Update 2 registered appliance at 2007-10-03-13-42

LR—T4 25 ) —0JDER

WOFEIZ, ViR—T 47 72— aJiIliiskSN5HEHERERLET,

Table 29: L R—TF 4« >4 ¥ TV — OY O#EHER

#cet

BLL]

HADAZ LT

A B DNEAE ST,

A=

B

Ay—Vid, 2=PRERERE, FTENLT 7 v a TS IVE

LR—FT12F 0x)— 070

WOLVHR—T 47 72)aloflit, BFA—NTF—brUxAI12Lo>7T, 200048 H 29 H
MNH10H 10 HETOMBITHEADREA =N NT T4 v 7 7T YURETENTNEHZ L ER
LTWES,
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Tue Oct 2 11:30:02 2007 Info: Query: Closing interval handle 811804479.
Tue Oct 2 11:30:02 2007 Info: Query: Closing interval handle 811804480.
Tue Oct 2 11:30:02 2007 Info: Query: Closing query handle 302610228.

Tue Oct 2 11:30:02 2007 Info: Query: Merge query with handle 302610229 for
['MAIL_ OUTGOING_TRAFFIC_ SUMMARY.

DETECTED_SPAM', 'MAIL_ OUTGOING_TRAFFIC_SUMMARY.DETECTED VIRUS',

'MAIL_OUTGOING_TRAFFIC_ SUMMARY.THREAT CONTENT_ FILTER',
'MAIL_OUTGOING_TRAFFIC SUMMARY.TOTAL CLEAN RECIPIENTS',
'MAIL_OUTGOING_TRAFFIC_SUMMARY.TOTAL RECIPIENTS PROCESSED'] for rollup period "day" with
interval range 2007-08-29 to 2007-10-01

with key constraints

None sorting on ['MAIL OUTGOING_TRAFFIC SUMMARY.DETECTED_SPAM'] returning results from
0 to 2 sort_ascending=False.

Tue Oct 2 11:30:02 2007 Info: Query: Closing query handle 302610229.

Tue Oct 2 11:30:02 2007 Info: Query: Merge query with handle 302610230 for
['MAIL_ OUTGOING_TRAFFIC_ SUMMARY.

TOTAL_HARD BOUNCES', 'MAIL OUTGOING TRAFFIC_SUMMARY.TOTAL RECIPIENTS DELIVERED',

'MAIL OUTGOING_TRAFFIC_ SUMMARY.TOTAL RECIPIENTS'] for rollup period "day" with interval
range 2007-08-29 to

2007-10-01 with key constraints None sorting on

['MAIL OUTGOING_TRAFFIC SUMMARY.TOTAL_ HARD BOUNCES'] returning

results from 0 to 2 sort_ascending=False.

Tue Oct 2 11:30:02 2007 Info: Query: Closing query handle 302610230.

04 nO{EH

Table 30: 7 v 7 T—4% O47 O#istiEsR

#hat 35158

HADARR LT | N NHBEE IR,

Avt—v Ayt —UE, VAT AP —ERT v T — MEROIE), AsyncOS T
K57 T T bOWRE, ATV a— L ENTWDHRET v 77— b
D HRTHEK SV E T,

Ty IT—% 070k

koo ZOFNE, B A—NT =T A BNHHRD McAfee 7o F VA INVAERTT v I T —
FENTWAZ EEZRLTWET,

Fri Sep 19 11:07:51 2008 Info: Starting scheduled update
Fri Sep 19 11:07:52 2008 Info: Acquired server manifest, starting update 11
Fri Sep 19 11:07:52 2008 Info: Server manifest specified an update for mcafee

Fri Sep 19 11:07:52 2008 Info: mcafee was signalled to start a new update



7T

7vIFr—a o506 |

Fri Sep 19 11:07:52 2008 Info: mcafee processing files from the server manifest
Fri Sep 19 11:07:52 2008 Info: mcafee started downloading files

Fri Sep 19 11:07:52 2008 Info: mcafee downloading remote file
"http://stage-updates.ironport.com/mcafee/dat/5388"

Fri Sep 19 11:07:52 2008 Info: Scheduled next update to occur at Fri Sep 19 11:12:52
2008

Fri Sep 19 11:08:12 2008 Info: mcafee started decrypting files

Fri Sep 19 11:08:12 2008 Info: mcafee decrypting file
"mcafee/dat/5388" with method "des3 cbc"

Fri Sep 19 11:08:17 2008 Info: mcafee started decompressing files

Fri Sep 19 11:08:17 2008 Info: mcafee started applying files

Fri Sep 19 11:08:17 2008 Info: mcafee applying file "mcafee/dat/5388"
Fri Sep 19 11:08:18 2008 Info: mcafee verifying applied files

Fri Sep 19 11:08:18 2008 Info: mcafee updating the client manifest
Fri Sep 19 11:08:18 2008 Info: mcafee update completed

Fri Sep 19 11:08:18 2008 Info: mcafee waiting for new updates

Fri Sep 19 11:12:52 2008 Info: Starting scheduled update

Fri Sep 19 11:12:52 2008 Info: Scheduled next update to occur at Fri Sep 19 11:17:52
2008

Fri Sep 19 11:17:52 2008 Info: Starting scheduled update

Fri Sep 19 11:17:52 2008 Info: Scheduled next update to occur at Fri Sep 19 11:22:52
2008

2 07 Ol

ZOFITIE, v 7L, BN STV D BEIFHT. Sophos Anti-virus FEFIZHEH STV B3y
2T TR LET,

Fri Mar 10 15:05:55 2017 Debug: Skipping update request for “postx”

Fri Mar 10 15:05:55 2017 Debug: postx updates disabled

Fri Mar 10 15:05:55 2017 Debug: Skipping update request for “postx”

Fri Mar 10 15:05:55 2017 Trace: command session starting

Fri Mar 10 15:05:55 2017 Info: Automatic updates disabled for engine Sophos engine
Fri Mar 10 15:05:55 2017 Info: Sophos: Backup update applied successfully

Fri Mar 10 15:05:55 2017 Info: Internal SMTP system attempting to send a message to
abshastr@ironport.com

with subject ‘Automatic updates are now disabled for sophos’ attempt #0).

Fri Mar 10 15:05:55 2017 Debug: amp feature key disabled

o m
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AR DV

Fri Mar 10 15:05:55 2017 Debug: Skipping update request for “amp”

Fri Mar 10 15:05:55 2017 Debug: amp feature key disabled

O4I1Z20\T

NZvX 7 v lZizid, AsyncOS OE - A — /VEMEICET B E®RMB TR EINET, v Ay
=i, A e SRS A vy =YD Ty FTT,

FNoyxrruZiE, Avk—V NI vF T T IR RAEAERT D72, EA VT —
NV DAYy =Y NI vFU 7 aviR—xr bCHEAShET, v 7 77 A 3T —#
N—2ADERT B ATHESINDDT, FT7yF o7 a7 3—@BE0b0IlRY £9, b

Z v X7 a7 OERIE. NTXDFTAIY Pz B & LTERGHI R > T EE A,

Cisco Secure Manager Email and Web Gateway 4% Z & T, OB A —NT— b U=
AMBEDNT vFRTIEROFRS TEET,

DEAHIE EJ {7ACI)‘E§3;¥3

I:IIL:\I:IIE D 7 @15“

RRER 702X, B Lea—F a /v ERMLTzr 7 A URIT AR S ILE T,

Table 31: FB3E O 7 D#EEHER

et Bl

HALRE LT |, SHREE I TR,

Ayt— Av—IF, BTA—NT— R rv=fllulZ AL Lo L Lica—W
Da—P4 2—PFHERe —/LOFFEM ( Tadmin) | Toperator] 72 &) |
BLOZOZ—FNEFICRIES NN E I D E WV ERTHER S E
iR

wov 7 oflx, Tadmin) . ljoe) . BEW ldan] W) ax—Wickdmr A R ITERL
TWET,

Wed Sep 17 15:16:25 2008 Info: Begin Logfile

Wed Sep 17 15:16:25 2008 Info: Version: 6.5.0-262 SN: XXXXXXX-XXXXX

Wed Sep 17 15:16:25 2008 Info: Time offset from UTC: 0 seconds

Wed Sep 17 15:18:21 2008 Info: User admin was authenticated successfully.
Wed Sep 17 16:26:17 2008 Info: User joe failed authentication.

Wed Sep 17 16:28:28 2008 Info: User joe was authenticated successfully.
Wed Sep 17 20:59:30 2008 Info: User admin was authenticated successfully.

Wed Sep 17 21:37:09 2008 Info: User dan failed authentication.



avrsxar—vavEEns0ER |

aAVvIJ4FXalL—LavEREOTDOER

U7 4 Xab—ya VEEO Z R, = FOLH, 2 RNEE 1T R EORFTO
W, BXOEEARGET S EXICa—FRAA LAY FRY R R SHEMOE 7 v a
oo 74 X¥al—var 7y A VTHERSNET, 2P RETERETS0N, &
FhOar74FX¥alb—vary Z7rAVEETLeH e ZBMERINET,

aAVvIJ4FaL—YarEERT DO

WOREBE D 7 OHIL, AT Lh~Oua A EHFAEShTnWba—hla—HFr2EHRTD
T—=7 Mz —% (admin) D7 A S 2—FEBEMNML7ZZ EEZRLTHET,

<?xml version="1.0" encoding="IS0-8859-1"?>

<!DOCTYPE config SYSTEM "config.dtd">

<l--

XML generated by configuration change.

Change comment: added guest user

User: admin

Configuration are described as:

This table defines which local users are allowed to log into the system.
Product: Cisco IronPort M160 Messaging Gateway(tm) Appliance
Model Number: M160

Version: 6.7.0-231

Serial Number: 000000000ABC-D000000

Number of CPUs: 1

Memory (GB): 4

Current Time: Thu Mar 26 05:34:36 2009

Feature "Cisco IronPort Centralized Configuration Manager": Quantity = 10, Time
Remaining = "25 days"

Feature "Centralized Reporting": Quantity = 10, Time Remaining = "9 days"
Feature "Centralized Tracking": Quantity = 10, Time Remaining = "30 days"
Feature "Centralized Spam Quarantine": Quantity = 10, Time Remaining = "30 days"
Feature "Receiving": Quantity = 1, Time Remaining = "Perpetual"

-—>

<config>
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NEEBR I —FOITO A5 DFER
ETFu Z|Zi%, ETF= > vy, AT —HX A FBEREICEATLIHERNEENET, FEAED
R [EH (nfo) 1 £721X [T 37 (Debug) ] L-UL T,

NRBER I —FOToY Oy oyl

Thu Jun 7 04:54:15 2018 Info: THREAT FEEDS: Job failed with exception: Invalid URL or
Port Thu Jun 7 05:04:13 2018 Info: THREAT FEEDS: A delta poll is scheduled for the source:
S1

Thu Jun 7 05:04:13 2018 Info: THREAT FEEDS: A delta poll has started for the source: S1,
domain: sl.co, collection: sss

Thu Jun 7 05:04:13 2018 Info: THREAT FEEDS: Observables are being fetched from the source:
S1 between 2018-06-07 04:34:13+00:00 and 2018-06-07 05:04:13.185909+00:00

Thu Jun 7 05:04:13 2018 Info: THREAT FEEDS: 21 observables were fetched from the source:
S1

Thu Jun 7 05:19:14 2018 Info: THREAT FEEDS: A delta poll is scheduled for the source:
S1

Thu Jun 7 05:19:14 2018 Info: THREAT FEEDS: A delta poll has started for the source: S1,
domain: sl.co, collection: sss

ETF Y —RETEDXRK - EHGaOLY 3B
ZOFITIR, EBihira v s v a VANBRKNT, BT A—AT = NU oA BB T — F
V—=AMBEBE T 4 — RERE T RholzZ N a JITRENTVET,

Info: THREAT FEEDS: [TaxiiClient] Failed to poll threat feeds from following source:
hailataxii.com, cause of failure: Invalid Collection name

J)a—3y

Web A > X —7 = A AD [A—/LR U >~ (Mail Policies) |> [#MTFEZE 7 4 — F~F—T v
(External Threat Feeds Manager) ] “\O‘—:/L:%@J‘é_é /., CLIT threatfeedsconfig > sourceconfig
Y7 avr FEEMLT, RELIIMNBER 7 4 — R Y —ADIEMRa L7 va s HuE AL
£75

ETF ) —REBREDKE -HTTP TS5 —

ZOBITIE, HTTP =7 —BFR T, BFA—NAST— b7 = A PINFEB T + — K Y — 25
BT 4 — REBGTE RPN r ZITRENTWET,

Info: THREAT FEEDS: [TaxiiClient] Failed to poll threat feeds from following source:
hailataxii.com , cause of failure: HTTP Error

Ja—=ray

Web A % —7 = A ZAD [A—/LR Y — (Mail Policies) |>[AMIEB 7 4 — F~3—T %
(External Threat Feeds Manager) |~— I IZH 89 57>, CLI T threatfeedsconfig > sourceconfig
Y7 a<wr FeH LT, RELIAMBER T 4 — F Y —ADEMRRN—Y 7 NZAEZ
PRI LT vy v EATLET,

ETF ¥ — XX TE DKL - |7 URL

ZOFITIE, B2 URL WNFRIR T, BFA AT — N oA BG4 — KV — A5
BT 4 — RERETE o2 B VIR ENTHET,

.
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Info: THREAT FEEDS: [TaxiiClient] Failed to poll threat feeds from following source:
hailataxii.com , cause of failure: HTTP Error
Y )a—var

Web A % —7 = A ZAD [A—/LR Y — (Mail Policies) |>[MIEB 7 4 — F~3— %

(External Threat Feeds Manager) |~—IZB @) 57>, CLI T threatfeedsconfig > sourceconfig
V7 axs FEERLT, RELAMBER T + — F Y —ADEMRHRA M EITR— b
FEANNLET,

04 nO{EH

ng A TEREAR Tt LTl BT AT YT a v ERETLIEA, v SHAO
HTIZHED A v — VB2 & 512, [ 27 4 —/L K (LogFields) 147 a v &M
LET,

O EATRREAR ba T oa YT A7) TvarERETLHE, RO T 7 4 —)L K
DT 74V N TEBRSINLET,

« ICID

« DCID

VU TNEE

*« MID

Note

[EBIREhizcue /7 4 —/V K (Selected Log Fields) |V A " BixT7 74 bowa 77—/ R
ZHIFRTE £ A,

HEAR L OT DA

ZoBlou X, v AATRREAN s nron s TR YT g v ERETDE
SITBNS N RER T R TO T 1 — /L ARSI NET,

Thu Mar 18 08:04:50 2021: CEF:0|Cisco|Cl00V Email Security Virtual Appliance|14.0.0-657
|ESA7CONSOLIDATEDfLOGfEVENTIConSOlidated Log
Event|5|deviceExternalId=42127C7DDEE76852677B-F80CE8074CD3

ESAMID=1053 ESAICID=134 ESAAMPVerdict=UNKNOWN ESAASVerdict=NEGATIVE ESAAVVerdict=NEGATIVE

ESACFVerdict=MATCH endTime=Thu Mar 18 08:04:46 2021 ESADLPVerdict=NOT EVALUATED

dvc=10.10.193.13 ESAAttachmentDetails={'test.txt': {'AMP': {'Verdict': 'FILE UNKNOWN',
'fileHash': '7£843d263304fb0516d6210e9ded4fa7£f01£2£623074aab6e3ee7051£f7b785cfa'},
'BodyScanner':

{'fsize': 10059}}} ESAFriendlyFrom=test@esa.com ESAGMVerdict=NEGATIVE startTime=Thu Mar
18 08:04:29 2021

deviceInboundInterface=Incomingmail deviceDirection=0 ESAMailFlowPolicy=ACCEPT
suser=test@esa.com

cslLabel=MailPolicy csl1=DEFAULT ESAMFVerdict=NOT7EVALUATED act=QUARANTINED

ESAFinalActionDetails=To POLICY

csd4Label=ExternalMsgID cs4='<20210318070601.40490.18684@maill.example.com>"

ESAMsgSize=11873 ESAOFVerdict=POSITIVE

duser=9076@testing.com ESAHeloIP=10.11.1.2 cfpllLabel=SBRSScore cfpl=None ESASDRDomainAge=27
years 2 months 15 days

o m
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cs3Label=SDRThreatCategory cs3=N/A csé6Label=SDRRepScore cs6=Weak ESASPFVerdict={'mailfrom':

'helo': {'result': 'None',

{'result': 'None',
'sender': 'test@esa.com'},
{'result': 'None', 'sender':

'sender':

'postmaster'}, 'pra':

'test@esa.com'}} sourceHostName=unknown ESASenderGroup=UNKNOWNLIST sourceAddress=10.11.1.2

msg='Testing'

Ay 24—ILF

CEF 7 1 —JL K4

CEF 7 « —JL F{E

LAY ORTo4—ILE

(Appliance vendor)

CEFEX D "— 5 (CEF |#i :0
format version)
T IIGAT VAR B — 5] : Cisco

TTIAT AR
(Appliance product)

1] : C100V Email Security
Virtual Appliance

TTIAT LV ADNA—Y g
(Appliance version)

51 : 13.0.0-234

A~ 27 Z AID (EventClass
ID)

i
FSA CONSOLIDATED LOG EVENT

A~ 4 (Event Name)

i : Consolidated Log Event

HKHE 5] .5
GUl Z74—JL K
U 7 L& 2 (Serial Number) |deviceExternalld i
D156ACPIPLEIPCSCDO2DEOAIIEC
ICIDZ A L A% >~ (ICID |startTime 1] : Mon Jul 29 11:22:22 2019
Timestamp)
ICID ESAICID 5 - 199
U 2F—4 (Listener Name) |devicelnboundInterface (3512 | : Inbound
— FEA
# ./I/O)ﬁm) . | Bl : Outbound
deviceOutboundInterface (&3
A=V DIGE)
PEIZHIP (Sender IP) sourceAddress % : 10.10.2.75
EEH R A A (Sender sourceHostName 5 : demo.cisco.com

Domain)




HEARUOTOER

Ry J4—ILF

CEF 7 1 —JL K4

CEF 7 « —JL F{E

A—/L@J51A] (Mail Direction) | deviceDirection Bl 0
0: &5
1: %15

A—/LDEFE (Mail cs5 i

Language) csSLabel=ESAMsgLanguage
cs5=English

SBRS A =17 (SBRS Score) | cfpl % : cfplLabel=SBRSScore,
cfpl=1.1

Data IP dve 5] 2 10.10.2.75

A —)ViIEEH O HPERALE cs2 5] : cs2Label=GeoLocation

(Mail Sender Geo Location)

cs2=India

RETEDLEEENOLDRA v
& — (Message Too Big from
Sender)

ESAMsgTooBigFromSender

5 : true
AIHEZR A
true/false

L — hHIFRIP (Rate Limited
IP)

ESARateLimitedIP

51 : 10.10.2.75

A=Y > —4  (Mail Policy
Name)

csl

%1 : cs1Label=MailPolicy
cs1=default

A= 7a—RY —4 ESAMailFlowPolicy 5] : ACCEPT
(Mail Flow Policy Name)
HEEH 7 V—7% (Sender |ESASenderGroup %] : UNKNOWNLIST
Group Name)
DHA IP ESADHASource 1 :10.10.2.75
=154 (Recipients) duser %1 : demo@test.com
) &— NP/Helo K A A 1P | ESAHeloIP f : 10.10.2.75
(Remote IP/Helo Domain IP)
J £— k7R A R/Helo K £ A 3 | ESAHeloDomain i : test.com

(Remote Host/ Helo Domain)
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n7 24—ILF CEF 7 4 —JL K% CEF 7 « —J)L ME

TLSH# (5 ##5¢ A 7 — & A (TLS | ESATLSOutConnStatus i : Success

Outgoing Connection Status) ATAE A -
Success/Failure

TLS¥/Z7 v k=1L (TLS ESATLSOutProtocol i : TLSv1.2

Outgoing Protocol)

TLS¥ /5= (TLS Outgoing | ESATLSOutCipher i

Cipher) ECDHE-RSA-AES128-GCM-SHA256

TLS#E G H#i A7 —# A (TLS | ESATLSInConnStatus i : Success

Incoming Connection Status) ATHE Ao -
Success/Failure

TLS#/5 7' v k =2/L (TLS ESATLSInProtocol i : TLSv1.2

Incoming Protocol)

TLS# K% (TLS Incoming | ESATLSInCipher i

Cipher) ECDHERSA-AES128-GCM-SHA256

DMARCH|E (DMARC ESADMARCVerdict 1 : Success

Verdict) ATHE A -
PermFailure/TempFailure/
Reject/Success

DKIM¥|E (DKIM Verdict) ESADKIM Verdict % : Pass
AIRE7fE -
Pass/Neutral/TempError/
PermError/HardFail/None

SPFHIE (SPF Verdict) ESASPFVerdict 5] : ESASPFVerdict={'mailfrom":
{'sender": 'test@cisco.com’,
'result': 'SoftFail'}, 'helo":
{'sender": 'postmaster’, 'result":
'None'} }
AIRE7RH
Pass/Neutral/SoftFail/Fail/
TempError/PermError

fElRPED 72 54E5C  (Friendly | ESAFriendlyFrom 5] : demo@test.com

From)
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Ry J4—ILF

CEF 7 1 —JL K4

CEF 7 « —JL F{E

%% (Mail From)

suser

% : demo@test.com

Reply-To ESAReplyTo f5il : demo@test.com
Subject msg 5] : This is a sample subject
MID ESAMID 5] : 101
A v E—VID (MessageID) |cs4 il : cs1Label=ExternalMsgID
¢s1=20190729112221.42958.40626
@vm21esa0075.cs21
Ryb— AR ESAMsgSize 5l . ESAMsgSize=32199
SDRLE 27— g2 A7 |cs6 5] : cs6Label= SDRRepScore
(SDR Reputation Score) cs6=Tainted
SDREE | A A LA AR ESASDRDomainAge %1 : 1 year 21 days
(SDR Consolidated Domain
Age)
SDRE & &)@ 7 =) (SDR |cs3 fil : cs3Label=

Consolidated Threat Category) SDRThreatCategory
cs3=mal
A —T 7 4 VHHE A —T 7 4 VHHE %1 : MATCH
(Message Filters Verdict) (Message Filters Verdict) TR
NOTEVALUATED/MATCH/NO
MATCH

ASHIZE (AS Verdict)

ESAASVerdict

%1 : POSITIVE

AIRE7RH

Not
EVALUATEDNEGATIVE/SUSPECT/
BULK MAILSOCIAL MAIL/MARKE
TING_MAIL/POSITIVE
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Ry J4—ILF

CEF 7 1 —JL K4

CEF 7 « —JL F{E

AVH|E (AV Verdict)

ESAAV Verdict

%1 : POSITIVE

AIRE7RfE

NOT
EVALUATEDNEGATIVEREPAIRED
/ENCRYPTED/UNSCANNABLEPOSI
TIVE

AMPH|E (AMP Verdict)

ESAAMPVerdict

%l : UNKNOWN

AIREZRE -

NOT

EVALUATED/CLEANFA PENDING/
UNKNOWN/SKIPPED/
UNSCANNABLE
/LOW_RISK/MALICIOUS

7 LA A —)LVHIE (Graymail
Verdict)

ESAGM Verdict

%1 : POSITIVE

ARE 7R

NOT
EVALUATED/POSITIVENEGATIVE

aVT YT 4 VEHIE
(Content Filters Verdict)

ESACF Verdict

%] : MATCH

AIRE7RfE

NOT EVALUATED/MATCH/NO
MATCH

T RNTVA T T 4 VEHIE
(Outbreak Filters Verdict)

ESAOF Verdict

%1 : NEGATIVE

AIRE7RH

NOT
EVALUATED/POSITIVENEGATIVE

DLP¥|7E (DLP Verdict)

ESADLPVerdict

%1 : VIOLATION
AIRE7RfE

NOT EVALUATED/NO
TRIGGER/VIOLATION/NO
VIOLATION
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Rg J24—I)LFK

CEF 7 1 —JL K4

CEF 7 « —JL F{E

URLDFEAM (URL Details) ESAURLDetails i
{urll:{expanded url:<>,
category:<>,
wbrs_score:<>, in_attachment:<>,
Attachment with url:<>}url2:{...}}
Note 255 XFHBAD
URLFWI W EEToH
i ‘640
77 A NVOEEM (File Details) | ESAAttachmentDetails i
{namel: {source:
{<>hash:<>,
verdicts:<>}}}
Note 255 X FEHEMZ D
77 A NI B
THNET,
A— LR v 7 2 AEEE 0 | ESAMARAction 1] -
g (Mailbox Auto-Remediation {action:<>:succesful ropts=<>failed
Details) _recipients=<>;filename=<>}
DCID ESADCID %l - 199
DCID# A L A% 7 (DCID |EndTime il : Mon Jul 29 09:55:07 2019
Timestamp)
DANEA T —# A (DANE ESADaneStatus 5] : Success
Status) FIREZRE
success/failure
DANEZ A b (DANE Host) | ESADaneHost 5] - testdomain.com
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Ry J4—ILF CEF 74— L K4 CEF 7« —JL ME
Ay —DEKT 7 g |act 4] : act=DELIVERED
(Message Final Action) TR -
DROPPED/BOUNCED/DELIVERED
Ay E—URNRE I LTWD
AL SE

QUARANTINED : # vt&—%
DRRE S TWBEEEA,

DQ : A vE—UNEBEREIC
EEINDGE, Zhudsist
THY, BEXA T TEHY

FH A,
A v —ORET 73 3 | ESAFinalActionDetails ) -
DM (Message Final Action act=DROPPED

Details)
ESAFinalActionDetails=By AMP

act=QUARANTINED

ESAFinalActionDetails=To
SPAM

)

Note iR Sh7-n 2/ 70— FIERRWES (72 21E. DKIMBAEFA—LV7—h T = A TH
T IR > TR E & @ [DKIMVerdict] ) . 2077 40—/ Rigun 7 X vv—JIZ&Fh
¥ A,

CSNOJDfER

CSN m ZiZiE, CSNT—4 D7 v 7 u— FIZET 25 A EkshET, CSNT—F (ET
A== 8T = A BLOBEROME IR OFEM) (X, FL—A LV THERTE £,
CSNTF—42R45TY k) DA :
« ZOWITIE, B A—NT— KT A DAY— kT A& AN Cisco Smart Software Manager
(CSSM) IZBER SN TWARWZD, CSNT —H N A ATEES NN L, =
TIRENTWET,

Tue Apr 7 12:52:47 2020 Warning: Device is not
registered with CSSM. Skipping upload of CSN data

iR : Cisco Smart Software Manager (CSSM) IZEFA—NVT—F Tz DAT— KT A
TR LET,




Advanced Phishing Protection 0 %' O {& F .

« ZOHFITIE, Cisco Security Services Exchange (SSE) D=7 — KT, CSN T —%
MY ANZEBEEINRD -T2 LN, a ZIORENTHET,
Thu Apr 9 13:32:46 2020 Warning: The appliance

failed to upload CSN data. reason for failure:
SSE error: HTTP Error 503: Service Unavailable

RRE  EBEFA—NT— 7= TCSNEZEHZIL TS, b —EFILET,

Advanced Phishing Protection O %/ D {&

Advanced Phishing Protection ™ = 2°|Z{%, Cisco Advanced Phishing Protection 7 7 7 RH#—1E" X
B S ERATER SN E T, FEAEOERITIEHR (Info) | E/2IT[Z VT 4 v
(Critical) ] L~V T,

Advanced Phishing Protection D 7—42 8045 DI > MMl :

ZORITIE, P—EARHIRIINIC R 5T 7o, & A —/L5— ~ 7 = A 73 Cisco Advanced
Phishing Protection 7 7 7 R4 —E AT A v =V X —ZHRETE RN LN, B
TIORENTVET,

Wed May 6 18:21:40 2020 Info: eaas : You cannot

forward the MID [877] Message Headers to Cisco Advanced

Phishing Protection Cloud Service as the service has
expired

Z OFITIL, Cisco Advanced Phishing Protection 77 7 7 K4— A3 MREINIZ7Z2 0 | &
A== bY = Af TEHPZRSTND I LN, rTITRSRTHET,

Wed May 6 18:21:40 2020 Info: eaas : Cisco

Advanced Phishing Protection Cloud Service has expired

and is disabled. Contact your Cisco Account manager to
renew the service and then enable it.

RREK . VAT I b=V XIZHEE LT, Y—EAZFEHLTOLLANMILE
@—0

Z OFITIL, Cisco Advanced Phishing Protection 77 7 7 K4 — & A 235E D B (HZHIR YL
WZRBH e, B TRENTVET,

Fri May 8 04:50:26 2020 Info: eaas : Cisco

Advanced Phishing Protection Cloud Service expires on

2020-05-10 07:00:00. You need to contact your Cisco Account
manager to renew the service.

RREK . VAaAT Iy b=V XITHEE LT, Y—ECRAEZFEHLET,

BEEOJDER

B S CEREE, PR, TH T 47D A2 (AAA : Authentication, Authorization,
B LD Accounting) #FeFkLET, FLALEDERIT. Ty Z LV ELIT L —RALAUL
<7,

BEEOS T ) OH
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.

.

ZOHITIE, =—H (admin 72 &) DRDEGEII I RFRINET,
BIA—NT— Tz AADWeb A L B —T A A2l A L THLERHY £,
BAA—NTF =R T2 A DWeb A L F—T A ANbua Ty MLE LK,

Tue Aug 25 12:33:17 2020 Info: Appliance: maill.example.com,

Interaction Mode: GUI, User: admin, Source IP: 192.168.1.1, Destination IP:
192.168.2.2,

Event: Successful login

Tue Aug 25 12:33:17 2020 Info: Appliance: maill.example.com,

Interaction Mode: GUI, User: admin, Source IP: 192.168.1.1, Event: Session established
successfully

Tue Aug 25 12:33:58 2020 Info: Appliance: maill.example.com,

Interaction Mode: GUI, User: admin, Source IP: 192.168.1.1, Event: User logged out

Tue Aug 25 12:33:58 2020 Info: Appliance: maill.example.com,

Interaction Mode: GUI, User: admin, Source IP: 192.168.1.1, Event: Session terminated

Z BT, —% (admin) 2% logconfigCLIaZ~> REZANILIZZ E3a IR ENT
WET,

Thu Oct 8 13:33:38 2020 Info: Appliance: maill.example.com, Interaction Mode: CLI,
User: admin,

Source IP: 192.168.1.1, Event: User input was 'logconfig'

Thu Oct 8 13:33:46 2020 Info: Appliance: maill.example.com, Interaction Mode: CLI,
User: admin,

Source IP: 192.168.1.1, Event: User input was 'Enter'

Z o TIE, =—Y% (admin) NEBEBFA—NT— T z2A DL H—WebA L F—T = A
ATGQUIR—=VHFR LI ERa SR ENTHET,

Thu Oct 8 13:35:07 2020 Info: Appliance: maill.example.com, Interaction Mode: GUI,
User: admin,

Source IP: 192.168.1.1, Location: /network/dns, Event: User visited the web page.
Thu Oct 8 13:35:13 2020 Info: Appliance: maill.example.com, Interaction Mode: GUI,
User: admin,

Source IP: 192.168.1.1, Location: /system administration/sslconfig, Event: User
visited the web page.

Thu Oct 8 13:35:24 2020 Info: Appliance: maill.example.com, Interaction Mode: GUI,
User: admin,

Source IP: 192.168.1.1, Location: /monitor/mail reports/threatfeeds report, Event:
User visited the web page.

ZoBTiE, FrLvva—Y (admin) X Web A VX —T 2 A ABFEH L TEFA—NLF—
M7z AIZBMESNTH, BHIZaIy FESRNTWRWNWZ ERr FIRSITWET,

Thu Oct 8 13:36:30 2020 Info: Appliance: maill.example.com, Interaction Mode: GUI,
User: admin,

Source IP: 192.168.1.1, Location: /system administration/access/users, Event: Added
user "admin" and changes

will reflect after commit.

Thu Oct 8 13:37:22 2020 Info: Appliance: maill.example.com, Interaction Mode: GUI,
User: admin,

Source IP: 192.168.1.1, Location: /system administration/access/users, Event: Deleted
user "admin" and changes

will reflect after commit.

ZOBTIE, BFA—NTF—F T2 A DWeb A v HX—T A ATaIy hEnRhoT=
TRTCOEEN2—Y (admin) (CL - THEIN-Z N e IR ENTVET,
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Thu Oct 8 13:39:44 2020 Info: Appliance: maill.example.com, Interaction Mode: GUI,
User: admin,

Source IP: 192.168.1.1, Location: /commit, Event: User discarded all uncommitted
changes.

ZoPITIE, 2—=% (admin72 &) MACLIZI L Ta I v b SR To N TOLEE 2
FLIZZ B ZITRENTHET,
Thu Oct 8 13:41:38 2020 Info: Appliance: maill.example.com, Interaction Mode: CLI,

User: admin,
Source IP: 192.168.1.1, Event: User discarded all uncommitted changes.

ZOFITIE, =2—Y (admin’2 &) BWebUlt v a v ZA LT U NOBRELZLEE L2
R SR ENTWET,

A

B EFA AT = MY = A TITOIERELE DM A
FRT DL, REBED 7 2FRKRT 50, EhEn T
DTNy TE— R HMZLET,

Thu Oct 8 13:45:46 2020 Info: Appliance: maill.example.com, User: admin,

Event: The following configuration changes were commited with comment - 'N/A'

Thu Oct 8 13:45:46 2020 Info: * [standalone] Number of seconds before the Web UI
session times out.

ZOBITIE, FRARICKII LT=72, AsyncOSAPI AR 7% T A7 ) 7o g v ARG TR
MolzZ tRna IR ENTHET,

Thu Oct 8 13:52:28 2020 Debug: 08/0ct/2020 13:52:28 +0000 Error - Code: 401,
Details: Unauthorized (No permission -- see authorization schemes)
Thu Oct 8 13:52:28 2020 Info: Appliance: maill.example.com, Interaction Mode: API,

User: admin, Role: Role Not Available, Source IP: 192.168.1.1, Destination IP:
192.168.2.2,

Location: GET /esa/api/v2.0/config/logs/subscriptions/ HTTP/1.0, Event: User is not
valid.

ZOBITIE, FRAEIZFI L=, AsyncOSAPI S a 7% 7 A7 ) 7o a VARG TE
ZENuTITORINTWET,

Thu Oct 8 13:52:37 2020 Info: Appliance: maill.example.com, Interaction Mode: API,

User: admin, Role: Administrator, Source IP: 192.168.1.1, Destination IP: 192.168.2.2,

Location: GET /esa/api/v2.0/config/logs/subscriptions/ HTTP/1.0, Event: API Access
Success.

ZOBITIE, g ZICTIRONENERENTWET,

sCLIZHEH L TEFA =N — b7 oA I LW 2—H (admin) NBMEHFE L
N, BHEITaIy FESnEFATL,

cFEOZ—FT 7 O, CLIZHEH L CTEFA—ATF—F U A THEHS
NFELEN, BHEFaIy FENRLEHATL,

o m
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Thu Oct 8 13:42:48 2020 Info: Appliance: maill.example.com, Interaction Mode: CLI,

User: admin, Source IP: 192.168.1.1, Event: Added user "hops" and changes will reflect
after commit

Thu Oct 8 13:43:26 2020 Info: Appliance: maill.example.com, Interaction Mode: CLI,
User: admin,

Source IP: 192.168.1.1, Event: Updated user "hops" and changes will reflect after
commit

ZofITiE, =—¥% (admin) BEFA—AT—FT=ADHF LV Web A F—T =4 X
TAY =V Ty F U TRREFETLIEZ AR TIORSNTVET,

Mon Oct 12 04:04:47 2020 Info: Appliance: maill.example.com, Interaction Mode: API,
User: admin,

Role: Administrator, Source IP: 192.168.1.1, Destination IP: 192.168.2.2,

Location: GET
/esa/api/v2.0/message-tracking/messages?startDate=2020-10-12T00:00:00.000%2
&endDate=2020-10-12T04:13:00.000Z&ciscoHost=Al1l Hosts&searchOption=messages&offset=0&1imit=100
HTTP/1.0,

Event: API Access Success.

A\

B BEFANT =PI ADHFHLOWebA v F—T =4
ATHETTDHT 7 ary (FFyFor, LilR—h,
[REEDMR /2 L) 1X, o7 7 va RSN
LRSS A APLICES X, u /b LCidkanE,

Cisco Secure Awareness 7 7 7 R —EZADEFRIIA — /L JIZEEkINET, 1FEAEOHER
WX [E® (Info) [ E72X [T 3y 72 (Debug) ] LV TT,

Cisco Secure Awareness = 27 . kU O :

ZOHITIE, BEEh 2 h—2 U MJRIK T Cisco Secure Awareness 7 7 ¥V R —E 250D U
=2 Uy D=V RAMDF T a— KRR LI ERa JIORINTHVET,

Tue Oct 13 10:12:59 2020 Warning: CSA:

The download of the Repeat Clickers list from

the Cisco Security Awareness cloud service failed because
of an invalid token.

2R : CiscoSecure Awareness 7 7 7 R —E ANBHNRFBIE N —7 VZ2EE L TL 7
é l( \O

ZOHITIE, #ki= T — R T Cisco Secure Awareness 27 7 7 R —EANH5D U B'—
U=V ARDE T a— RRRRLIEZ &R ZIORINTHWET,

Wed Oct 14 10:59:36 2020 Warning: CSA:

The download of the Repeat Clickers list from

the Cisco Security Awareness cloud service failed because
of a connection error.
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ﬁ@fi% BAF A —/V57— K~ = A % Cisco Secure Awareness 27 7 7 RV — b X ZHEkiT 5
T 527 7 AT U+ — Vi EEHERLET,

o« ZOHITIX, NEY— =T —23 KA T Cisco Secure Awareness 7 7 7 R —E 2150

JE—=Fr 27V o=V AMDF T a— PR LTI Ene JIORESNTVWET,

Wed Oct 14 10:59:36 2020 Warning: CSA:

The download of the Repeat Clickers list from

the Cisco Security Awareness cloud service failed because
of an internal server error.

RS . HNZHOWTIE, YR T =0 R — MIBRWEhEL &N,

o« ZDOHITIX, SSL ZEFAEDOKREED B AJFIK T Cisco Secure Awareness 7 7 7 K —E &

MEDYE—= 7V =R DFTa— FRRRLIZZERn ZIORSNTVE
j—O

Wed Oct 14 11:02:46 2020 Warning: CSA:

The download of the Repeat Clickers list from

the Cisco Security Awareness cloud service failed because
the SSL certificate verification failed.

R LWER T — "D CAFFAELZEBE A —INT — "T = A OB AKX LB
U A MZEBIMLUET,

o ZOBITIX, 7 UEREED RINNRIK T Cisco Secure Awareness 7 7 7 R —E A5

DIVE—=Rr2Z Uy H—V A DF T a— RPRRBELIEZER ZITRINTVET,

Wed Oct 14 11:09:48 2020 Warning: CSA:

The download of the Repeat Clickers list from

the Cisco Security Awareness cloud service failed
because the proxy authentication failed.

ﬁgy{% B AN — R U A TT X — XN E LWVERREE 7 A /I\Hiﬁ%'fﬁ%ﬁﬁ LT
BESNTWVENE I DEMRLET,

o Z DOfFITIL, Cisco Secure Awareness 7 7 7 R —E A TLAR— N API AN /2> TV

Mo 7= Z L MJFIK T, CiscoSecure Awareness 7 7 7 R —E RA~DERPZ K L7ZZ &2
IR ENTWVWET,

Mon Aug 17 15:35:42 2020 Warning: CSA:

The download of the Repeat Clickers list failed.

A request to the CSA cloud service failed because

the Report API was not enabled on the CSA cloud service

fiZiRK © Cisco Secure Awareness 77 7 7 R¥—E 2 ® [B85% (Environment) ]> [fX/E
(Settings) ]>[L7R— MAPI (Report API) |1 % 7 T [LA— MAPIZHNIZT 5 (Enable

Report API) | F = vV Ry 7 A4 NI LET,

Z OB TIE, Cisco Secure Awareness HEREDNFE D B AT THIREINIC /A2 D Z L3 m JIT R &
nTunxEd,

2020-10-15 08:00:11,968 INFO csa The Cisco Security
Awareness feature expires on 2029-12-28T23:59:59Z. You need to
contact your Cisco Account Manager to renew the license.

RRE VAT I XU XIHEE LT, T REEHLET,

o m
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o ZDOHITIX. CiscoSecure Awareness fERED T A o AR TEBY . B+ A —

W= R = T OMENENIC 2> TS 2 L in ZITRINTHET,

2020-10-27 13:33:21,714 CRITICAL csa The Cisco Security

Awareness feature license has expired, and the feature is

disabled on your email gateway. Contact your Cisco Account Manager
to renew the license.

RRE VAT I h~F—VUXIZHEKE LT, T4V A2FEHLET,

s ZOBITIE, Furm—REn I E— 7Y v =V A RBRETHDLZ LNRR TITRS

NTWET,

Tue Oct 13 10:10:18 2020 Info: CSA: The downloaded
Repeat Clickers list is empty.

2R : CiscoSecure Awareness 7 7V R —E ATV Ial—hENET A4 v T Ay
=V RER L, BENOZEFICEELET,

« ZOHITIX, Furm— REITORRNEIZEL =72, Cisco Secure Awareness 7 7 7 K

= 2NV =7 )y =V A MDF T m— RRRELIEZ L RS

Fri Oct 16 05:22:08 2020 Warning: CSA: The download

of the Repeat Clickers list from the Cisco Security Awareness
cloud service failed because you have reached the maximum
number of attempts.

fi#RK : CiscoSecure Awareness 7 7V Ry —EZANB YV E— I U o h—U A NEX DT
17— R4 5 TEE 20112, YA PR — MOEK L T 7EE,

O $JXH1) T3y

e 7 YT AT YT a3 DFRIE, on page 76

sGUI CORY BT A7 7 g OVERK, on page 78

e X7 D Y —N)LERTE, on page 79

sl VTR T aDu—/LA—s3— on page 81
e R A K F—DFIE, on page 86

AT Y TR ) T3 DHETFE

FBFA—NTF— b T oA Tl BFEO YT 27 ) 7S a0 ZEIBRLAVWEIICTHZ %
HELEL 9,

[ AT LEH (System Administration) (D [2 7% 7 A7 U 72 5 > (LogSubscriptions) ]~<—
Y (F72IEXCLI D logeonfig A~ F) LT, m 7/ 727V 7 g 2RELE
T, 0 YT RAI YT ailioT, =T —%5ET AsyncOS 7 7 7 4 T 4 DIEHRZRAF
Tl 7rANNMERSNET, u/ T A7 YT g 03, BEEINS . F2EHO
AU —HIEME (T yvz) ENDHZPOELLNTT, —fIc, v/ BT RA7 ) Fva v
WITIRD BN B D 5,



A4y LAJL

Table32: 0% 77 4 ILDEMH

ng LA |

=k

st B

a7 % A7 (Log
type)

RSN DIEROAA T L, T YT A7) T a OB EERL
FT, FEICOWTIE, R n 7 A7) 2L TN,

v 74 (Log Name)

LSHOBRIMHT 207 T 27 ) S ardD=y 7 F—1Ah,

07 74—/ F (Log
Fields)

BEDA v BE—VDHEAN N 0 JITICEDI0NERNHDe

74—V REBINLET,

Note [V 7 /VE S (Serial Number) | BILO[MID] v 7 (—
JLVRIZF 740 P TRIRENTEY . 2 b OER 2 gk
THZLIITEEREA,

Note DT 4=V RF, vl XA TREEAR e soa s
VTR g ERETALGEICOAEASINET,

7 7 A N4 (File

FAUATICEBEZXADLEEDT7 7 A VOB IERAINE T, B

Name) BFA—NT = T2 A ZFEHLTCWDEE, e/ 77 AV EAKL
TV AT BT D720, 077 7y ANAEERIZT HLERSHY
*9,

T AN A Za— | 77 A VDOFRTA X, ZOWAXCEETLHE, a—U 7 F—

LA —s3— (Rollover |/ N—XNFE T,

by File Size)

BgNc kv m—n4—
23— (Rollover by
Time)

77 AND B =)L F— "= DRFEFRZ R E L E T,

L— MR (Rate
Limit)

FRE LRI (DAL NTo, v 7y A vor Jit&Esnbd
A X2 b ORREEBELET,

77 /v~ ORFHEIFEPHOfE L 10 F T,

77 L~ (Log
level)

g BT A7) I a D EICEHEMOL L ERELET,

g 5% (Retrieval
method)

BT TRAI YT a PNEFA—NVT =T A PO RGEEND T
e ELRLET,

0y LUz E > T, B ZICEESNDERENMRELET, a7, 5ODFEML L0
WTNNEHRETEET, ML E2ETDFERET VT 77 A ABEHRIIL, VAT
BDIRT A —< U ADMET LET, FEFL~LO@EmWEREICIE, FEl L~ L OO ERE IR FF
ENHTRTDOAYE—VL, ZOMDA v —C 8 EBENE T, ML LA RIFAITE,
VAT LD T F—< o AL T LET,

o m
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B cuconsyrzsu7v 3 0k

Note

27 LyUE, TRTOA— L vl Z 4715 L CGRIRTE £,

Table33: 0% L~R)L

a4 LA Bl

7 VT 4 T FEHL VDR BIEWEE, =T a SGMRENE T, ZORE
T 58, NI ;=< AREOMOEERT VT A T 4 2T = FTX
FHEAN, 07 T ANART IR KT A RGELRLS RV ET, =
Dz LYLL, syslog LV D TAlert) & [FRI% T,

& CAF AL o TR ESNET RTOT S — L L = OREICT S L,
R =<V ARFDOMDEERT VT 4 BT 4 2T =X TEERA, =
Dvay LoyLiL, syslog LoL [Warning] & [RI%T9,

1% BHHRETIE., VAT LAOPHEMOBER Yy FFyr EnET, -2
X, B A — 7 Rl ERR T/ £ T, Information LU, v 7T HE
PBENDIHRETT, 207 Loy, syslog L-UL [nfo) & [R%ET
7

TNy T —DFRNEFHH L XL, Debug 17 LoULEMEHLES, Zok

(Debug) EE—BRIEAL, B TTF 740 bh LULZRELET, 20 s LR

AL, syslog LSO [F/3 7 (Debug) ] &IRIS T,

kL —2Z (Trace)

Trace @ 7' L~ULiE, BAREICOAMERINE T, ZOLVEHEHT S
L VAT LDONRT =< U ARRKREMETTL0OT, HREINEEA,
oy LyLid, syslog LV D [T/3y 7 (Debug) | & R TY,

GUI TORY HIJRU TS a3 UDER

ATy T

ATy T2
ATvT3

RTv74

ATy TH

.

Procedure

[ AT L8P (System Administration) [>[2 7 %7 27 U 73 5 - (LogSubscriptions) ] % i

*R Li—g—o

[0 74722 YTy a & (Add Log Subseription) 1% 7 U v 27 LET,

Ry AL TEERL, v (v7 T4 Lv27 MU

T

taZ 7y A NVAEKOARTIEZ AT LE

(FEAN b nZDOR) FEDA v = Ou TGO LENOLn T 74—V R

ig*ﬁ [_/siyg‘ao

AsyncOS 30 7 7 7 A Vo a — )V F—"—FT D ORK7 7 AV A4 X, BLRe—LF—
N[ OEEEEREEE LET, 77 A0 — L F—N—DFEMICHONTIE, B 7T 27
V7 arpr—/LA—3— onpage 81 S L T 72X,



ny47z25u7varvorE ||

ATV 6 Bl LoLEBIRLET, HRRER A7 v a L, [Z2 VT ¢ Bb (Critical) ], [
(Warning) ]. [1&# (Information) ]. [T/ > 7 (Debug) ]. F72iX[F L —A (Trace) ] T
@—O

RT9T1 v 7 OB iEEHFELET,

ATy T8 EHEEEEFL, REFELET,

Ay IR 1T arnkE

Procedure

ATy T [VAT AEH (System Administration) |>[2 7 %7 227 U 73 a2 > (LogSubscriptions) ] % i
WLET,

RATv T2 [0 7F%E (LogSettings) | W7 A TrZDARTEZ Vv LET,

ARTYT3 a /P72 VT arEERLET,

RTvT4 EREZEEFEL, RELET,

OXy5mso—/NJLEFE

VAT AL, TXARN A= u I BIORRT—F X v TNV AT LORIE % ERIFIZGeek

LET, [AT LEE (System Administration) [>[2 7 %7 X7 U7 a3 (Log

Subscriptions) ]X—T D [7 v —/NLERE (Global Settings) | 27 v a L ldH D [RE & mE
(Edit Settings) ] AH L (F721X. CLI D 1ogconfig -> setup A< F) ZfFEHAL T, kO

WERELET,
« VAT LOREBEE, ZHud, AT ABHE R D T I (RMELNL) T
j‘o

e Ay —UID Ny X —FFET DHNE DD,
e UE— MNoERTF—F A a— REZETH0E I D,
DAY= DY TV b Ny B —FFRETDHNE DD,
s Avk—UTliZa JIlRET DNy X —D Y A |,
TR_RTOuFIZiE, KO3 OOF — X A {LE TR TExE 1,
1. AvytE—21ID

IOF T arERETHE, AIRRGEIETRTOAvyE—VDRA yE—VID~y ¥ —
Na Gk ENET, ZOAvE—VIDIE, ZIELIEAvE—UNLREINGE
&L AsyncOS IR TARENLHERH Y £3, WITHIZRLET,

Tue Apr 6 14:38:34 2004 Info: MID 1 Message-1ID Message-ID-Content

2. UE— MNEE




B e rvs—onxoy

TDOF T a v ERETDHE, AJEREEITITRTOA =YD T— MNREAT—X
A a— RFpue ZiCiEEInET, wRiZhlEzrLET,

Tue Apr 6 14:38:34 2004 Info: MID 1 RID [0] Response 'queued as 9C8B425DA7'

U E— MSECFHNIE, SMTP I o3t —3 g VEUERD DATA =t~ > R~DIRE# %
fEENsd, \DBFHHAIRAZ EDOTEBE7XANTT, ZOFITHE, A A M)ddataa~
YREFATLIZHED Y T— MEZED,  Tqueued as 9C8B425DAT| & 720 £,

[...]

250 ok hostname

250 Ok: queued as 9C8B425DA7

SCFHN ORI S HZE AT (BLON 25008EDHAILOK LT FRESNET,
LFHNORRBIZONWTIE, ZBEHETRRESNET, eI, EFA—NVT—FU A
L7 7 4V hC, DATA =2~ > RiZxf LT 250 Ok: Message MID accepted | & 9 L7251
TISELET, LEEBoT, VE—FRA IDBHO EFA—NVT— b T =A ThHGE
L. 7% [Message MID accepted] 7312 7 |ZREER S AL E T,

3. AV VLo
IDFT v areA R—TMMIT DL, HFAYE—VORLDOY T V=T b~y F—=hRns
IRk SN E T,
Tue May 31 09:20:27 2005 Info: Start MID 2 ICID 2
Tue May 31 09:20:27 2005 Info: MID 2 ICID 2 From: <mary@example.com>
Tue May 31 09:20:27 2005 Info: MID 2 ICID 2 RID 0 To: <joel@example.com>

Tue May 31 09:20:27 2005 Info: MID 2 Message-ID '<44e4dn$2@example.com>'

Tue May 31 09:20:27 2005 Info: MID 2 Subject 'Monthly Reports Due'

Iyt— AySA—Oxy

BRIZEoTUE, AvE—URTRATLAZWRTHEEIL, AvE—YDNy X —DIFIEEN
KREGLBTOIVERHV T, (w7 YT RA7 VT varora—LiE (Log Subscriptions
Global Settings) ] —3" (F721%. CLI ® logconfig -> logheaders 7 2~ K) (2, F&kT 5
Ny X —FRELET, EFA—NAT— UL, HBESNTEA Y E—V Ny X —%TF X
fNA—nu7 BEer, BIXONT 2071l Ed, ~y X —NEETHHEG. VA
TUFNy X —OARTEEZ TSR LET, S~y X —DIFELRWGEAIE, » I biiskE i
FH A,




Ul A L=nxvsnsa— o ]

A\
Note = 25 A3, BX L FITHRE LI~y X —IZBRR< . A v B —U 00480 TR, A
T —ITFETH TR TCONy X —Z2 Rl L £,

SMTP & | 2 L{Z-2V T RFC &, http://www.fags.org/rfcs/rfc2821.html IZH YV £, ZD
RFECIZiE, =P ERO~y X =PHE SN TVET,

logheaders 2~ RZIH L T~y =2 7258 T 2 X OICREL TWDGH, ~y ¥ —
BRI GEREROBICRREINET,

Table 34: ~ Z—®m 0% (Log Headers)

ANYF—Z | Ny T —DEHI

fi 1 IZREER S LD~ v A — DNE

& z2I1x, v ZICiek T 5~y X — & LT ldate,x-subject] ZFHETDHE. A—/L B 7ITIRD
ITNFRRSNET,

Tue May 31 10:14:12 2005 Info: Message done DCID 0 MID 3 to RID [0]
[('date', 'Tue, 31 May 2005 10:13:18 -0700'), ('x-subject', 'Logging this header')]

GUI ZERL-O0X>705 0—/\ILEREDHERK

Procedure

ATy T [VAT LEH (System Administration) ]>[2 7 %7 227 U 73 =2 > (LogSubscriptions) ] % %
RLET,

ATY T2 [/ u—rLER7E (Global Settings) | &7 v arFTCAZn— L LET,

ATv T3 [REOHE (EditSettings) 127 U v 27 LET,

AT T4 VAT HAEHE, A= aZilAve—YID A~y X —%N250E 20, VE—MNEEE
MZBDEID, BEOEA =D TXOYV T2 b~y X" MZDNE I DEEDT-
HHEEELET,

RT9TS a Mz 5200~y X —% NS LET,

RTvT6 EREZEEL, RELET,

Oy $JX91)TFoarnpa—iLi—/N—

BAA—NT = Va2 EOu T 77 ANDBREL DT ERNWE T BRI, vl 77
ANDZ—FIREDHRKT 7 A4 VYA ZFETZIIREHRBIRICET S & AsyncOS 1 Tmr—/LA—
N—] ZEITLCu T 77 ANET—HAT L, FETH20r/T—2HOHF LT 7 A LVE21E

o m



B s xzsm0—nt—n—

MLES, n 7Y 72270 7y a CRICER SNBSS HIEICESHNT, e Z 7 7 A1t
BAGOTDIZE A —NT— U oA BIBRESND D, FIFIBO a0 B o — 2 IZEUE &
NET, EFA—NT = T2 ANOR T T 7 A NVERIGT D HEOFEMICONTIE, 7 7 H
137715, onpage 12 ZH L T 7Z &0,

AsyncOS 1%, B2 77 A Va0 — )V E—N"—F 5L XROT 7 a 2 FTLET,

e D —)LF—N—DH A LAZ LT L saved RTEFHEH) T LT [s) JIEF2FEHAL
T, BIfEOR T 77 A NVOL4RTEER LET,

eHLVa Y 77 A VEEKRL, Teurrent] OJERTZEHA LT, TO7 7 A VERHT L
LCHELET,

B IREENTe Y 77 AN EVE— N RANMIBELET (v iz X—20OH&G
FEEFH L THDHEA) .

AUV T A7 U Farnb, DRNCKKRLIZe Y 77 A VAT _RCliEELET (Fy
Va R—=2AOHREHEEER L T 5E) |
RIETRE T 7 A NVORBEBRIZGEIE, v 7T 27V 7o a VRO HNT 74
LNEHIRLET (R—VU vV XR—20EEHFEAFEH L THWLES) .

0y TRV T g rDa—)LA— =D EIL, GUID [ AT LEH (System
Administration) |>[w 7% 7 A7 U7 a > (Log Subscriptions) ]~—3, F72iE CLID
logconfig 2~ > REFEH LT, V7 RXA7 V7T a b BERERIFRET DL XICERLE
To BT T ANDR—NVF = =% ) T —F5OIMHEHTE 52 O0OREITKRD &
B TT,

s RT7 7 AN YA X,
« I PR,

T774IL A4 X 2&kBO—)LA—/\—

AsyncOSi%, 27 77 A NVTHEHINDT 4 A7 BN LD TERNWK T H72DIT,
BRZ7AN P A RE LGS T A )V a—)LE—_"—LFT, g—LF—"—D7=H
DERKRT 7 AN A XEERKTLHHEX. AL MR dmEFuaof FERT kOW
T4 I AEFHALET, 22X 87 77 A A0 10 MB IZiE L7255 AsyncOS (2L - T
B A== ND LT LHEEF. Tom) EATLET,

Bk Y O— LA —/\—

0 — LA — R—ZERHNCFEITEND L IHICAT P 2 — /LT BE81F, ROWT o0 HE
R gt N GRS I

«[72L (None) ]o AsyncOSIE, B 77 A NBRKT 7 AV A X LTHEIZDO R
72—V —N—=EFITLET,

« [A R A LEREBIFE (CustomTimelnterval) 1o AsyncOS (. LARID 12— /LA — R—nb iR
E SRR L7 Rlc e — A — "= FTLET, ATV a— KEINTe—
WA —=R=DTeO D AL LORRHIFRZ R T 512iE, d. hy BEPmzE2HT7 47
AL LTHERALT, = A ——[o A, R, BLO9EEATTLET,
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« [BxA—)LA—/\— (DailyRollover) ], AsyncOS (. & HEE I N/-HZIZ e —/LA4—
N—%ZFITLET, HHEAOB—LA— =2 RN LI 5HAE1E, 24 A (HH:MM)
ZEH LT, AsyncOS N0 — /LA — _—%2FTT D2 A L ET,

GUI Ti%, [H&ka—/LA4—,3— (Daily Rollover) | 47> a v OAPEMESVET, CLI
@ logeonfig =~ > R&EMHA L CHEM O — VA —"—%2RETHHAIEL. [ERke—1
F—s3— (WeeklyRollover) 14 7L a @R L, TAFZ Y A2 (%) ZfH L T AsyncOS
MTRCOERIZE— NV A —R—%FTT 5 L EBELET,

s [BAXRO—)LA—/3— (Weekly Rollover) ]o AsyncOS i, 1 -DLL EOWEH OFEE S V72§
N — N —N"—%FEIT L ET, 72 2E, HEKER &SR EOFET0: 00ICu S
TrANER— VA —R—F 5L HIZAsyncOS ZHETEE¥, HABELO T —/LF—/—
ZRET DI, = A —"—%FTT LR & 24FHERX (HH:MM) DR % 18R
LET,

CLIZBEH L TWDERIE, Fyva () 2EMLTHOHMEAZEET 20, 7AZ U R
7 (%) ZEALTINTORAZIEET 20, 3o~ () 2L TEREOR &
B2l 2 X% Z LR TEET,

WDOFIT, CLIZMHEHA LT, KIER &R DOFRFT0:00 (00:00) [ca /P T 27 g
VDT A NEa— ) —N—F B HiEE R LET,

Table 35: CLI TOEELOO Y O— LA —N—DRTE

Do you want to configure time-based log files rollover? [N]> y

Configure log rollover settings:

1. Custom time interval.

2. Weekly rollover.

[11> 2

1. Monday

2. Tuesday

3. Wednesday

4. Thursday

5. Friday

6. Saturday
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7. Sunday

Choose the day of week to roll over the log files. Separate multiple days with comma,

or use "*" to specify every day of a week.
Also you can use dash to specify a range like "1-5":

(1> 3,5

Enter the time of day to rollover log files in 24-hour format (HH:MM).
You can specify hour as "*" to match every hour, the same for minutes.
Separate multiple times of day with comma:

[1> 00:00

AoTFvrRTOOg YIRS )T aooa— LA —iN—
GUI L TueZ 7227 ) Foarvrizlrlbicu— L —_"—345121%, ROFIEEXFE
TLET,

Procedure

ATy T [VAT LEE (System Administration) |>[2 77 227 U 73 3 (LogSubscriptions) ]-3—
VT, vV F—AR—=F20 7 OHFMOF =y IRy I A EF AT LET,

AT T2 FET, [TC Al |F2v IRy 7 A4 2L T, $T_TOr T & —Li—_—x%
ELTEBINTEET,

ATV T3 o= F—_—R L LTI oF 3 Eon 728 IR+ 5 L, [57T<n—L4—3— (Rollover
Now) JARZ VA R—=T M0 £, [ <r—F—s3— (RolloverNow) |R¥ %
Vw7 LT, @RLIEe 20— A—R_"—LFET,

GUI TOHREMDOST T2 M) DERTR
[F L&A

GUI zJr LT 7 2FoRnd 5I12i%, EHA ¥ —7 = A A THITP £/ HTTPS ¥ —E' 2 %
AX=T ML TBBERDH Y £

Procedure

ATY T [V AT L& (System Administration) |>[2 747 227 U 7’3 3 (Log Subscriptions) ] % i3
WLUET,
AT T2 7—TrD a7 7 A (LogFiles) | BT L Tal T A7) T7arz28RLET,

.



CUTOREDRY TV bYoFRT (il av> k) |

AFYvT3 A4 LET,
ATYTE 0l 77 ANDNTNNEER LT, 77 UVICERTIN, F20IT 4 AZIREFELET,

CLI TOHEEDNDAY T RYDRT (tailla<w > K)

AsyncOS 1L, BFA—NT = MU oA IIREINTa VT OFEHE= M) 2R RT D il 2~
REZEHAR—FLTWVWET, tail 2w REFATL TEERESIN TN D2 7 OFLSEZERIRT 5

1

N

FoarlNEREINET, Cul+ CEZM LT, il 2~ REKTLET,

WO T, tail 2~ FEFEAL TV AT LA al 2R R LET, (20827 E commit 2+
YRR Da—Poar s NEFTEHLET) o tail 7v 2 NI, tailmail_logs D X 512, #
R T DARENRTA—ZE L THRETHZIELTEET,

mail3.example.com> tail

Currently configured logs:

10.

11.

12.

13.

14.

15.

16.

17.

18.

19.

"antispam" Type: "Anti-Spam Logs" Retrieval: Manual Download

"antivirus" Type: "Anti-Virus Logs" Retrieval: Manual Download

"asarchive" Type: "Anti-Spam Archive" Retrieval: Manual Download

"authentication" Type: "Authentication Logs" Retrieval: Manual Download

"avarchive" Type: "Anti-Virus Archive" Retrieval: Manual Download

"bounces" Type: "Bounce Logs" Retrieval: Manual Download

"cli logs" Type: "CLI Audit Logs" Retrieval: Manual Download

"encryption" Type: "Encryption Logs" Retrieval: Manual Download

"error logs" Type: "IronPort Text Mail Logs" Retrieval: Manual Download
"euqg logs" Type: "IronPort Spam Quarantine Logs" Retrieval: Manual Download
"euggui logs" Type: "IronPort Spam Quarantine GUI Logs" Retrieval: Manual Download
"ftpd logs" Type: "FTP Server Logs" Retrieval: Manual Download
"gui logs" Type: "HTTP Logs" Retrieval: Manual Download
"mail logs" Type: "IronPort Text Mail Logs" Retrieval: Manual Download
"reportd logs" Type: "Reporting Logs" Retrieval: Manual Download
"reportqueryd logs" Type: "Reporting Query Logs" Retrieval: Manual Download
"scanning" Type: "Scanning Logs" Retrieval: Manual Download
"slbld logs" Type: "Safe/Block Lists Logs" Retrieval: Manual Download

"sntpd logs" Type: "NTP logs" Retrieval: Manual Download

o m
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20. "status" Type: "Status Logs" Retrieval: Manual Download

21. "system logs" Type: "System Logs" Retrieval: Manual Download

22. "trackerd logs" Type: "Tracking Logs" Retrieval: Manual Download

23. "updater logs" Type: "Updater Logs" Retrieval: Manual Download

Enter the number of the log you wish to tail.

[1> 19

Press Ctrl-C to stop.

Mon Feb 21 12:25:10 2011 Info:

Quarantine Delivery Host

Mon Feb 21 23:18:10 2011 Info:

Mon Feb 21 23:18:10 2011 Info:

config

Mon Feb 21 23:46:06 2011 Info:

suspended.

“"Cmail3.example.com>

=JL ==

ax ;&

PID 274: User system commit changes: Automated Update for

PID 19626: User admin commit changes:

PID 274: User system commit changes: Updated filter logs

PID 25696: User admin commit changes: Receiving

logconfig -> hostkeyconfig YT awr REfEH LT, BFA — VT — T A DO —
NenZ7 a7 yvat e, SSHTHEMT2ARA Fd—2FBL L £9, SSHY— T,
WHEF— AT —D2 ODRA N F=PRETT, WEAA L F—[LSSHY—NIHY |
UE—F v U Pbaisrltd 28I TEEEAL, KRFAKRA N F—I%, SSH — N EXFET 2
VEOBLTEDI TAT v b vV AZREESRET,

Note

2— B F—FEET AT, EXF 2T vzl (SSH) F—0EBHAZZBWR L T EE N,

hostkeyconfig YT a~w Rizk - T, R DOKEHE )gﬂ%/?éhij_o

Table 36: KR b ¥—DE®E : $TIAT U FDOYR b

avw vk |EBA

(New)

BEUER | FrLnd—aBMmLE7,

(Edit)

(TES PHFOF—2EHLET,
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Azt x—ozE W

avv k| EBA

I bR BEFEOF—ZHIBEL £,

(Delete)

A¥ ¥y |KRARNF—ZHBWIX Y 0 — RLET,

(Scan)

1] F—EFRLET,

(Print)

AA VAT ARA N F—EFRLET, ZhiE. VE—F AT LD [known hosts)
(Host) 77 A NVICEREINDETT,

TN = | VATFLAFRA N =D T 4 H—FV v haFRRLET,

7 b
(Fingerprint)

o VE—h w2 inl %y adTBVAT AT AT ROABRXF—%2FRL
(User) 9, ZHE, SCP v a7 A7) Foa s ERETAHEXICEREIND

F—LELCTT, Zhiux, VE—bF A7 LD lauthorized keys| 7 7 A /VIZHED
BEINLHETT,

OB TIL,

AsyncOS IZ L > TAHRA N F—BAF ¥ I, A MHIZEBNSNET,

mail3.example.com> logconfig

Currently configured logs:

[ list of logs ]

Choose the operation you want to perform:

- NEW - Create a new log.

- EDIT - Modify a log subscription.

- DELETE - Remove a log subscription.

- SETUP - General settings.

- LOGHEADERS - Configure headers to log.

- HOSTKEYCONFIG - Configure SSH host keys.

[1> hostkeyconfig

Currently installed host keys:

1. mail3.example.com ssh-dss [ key displayed ]

Choose the operation you want to perform:

- NEW - Add a new key.

- EDIT - Modify a key.
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- DELETE - Remove a key.

- SCAN - Automatically download a host key.
- PRINT - Display a key.

- HOST - Display system host keys.

- FINGERPRINT - Display system host key fingerprints.
- USER - Display system user keys.

[1> scan

Please enter the host or IP address to lookup.
[1> mail3.example.com

Choose the ssh protocol type:

1. SSHl:rsa

2. SSH2:rsa

3. SSH2:dsa

4. All

[41>

SSH2:dsa

mail3.example.com ssh-dss

[ key displayed ]

SSH2:rsa

mail3.example.com ssh-rsa

[ key displayed ]

SSHl:rsa

mail3.example.com 1024 35

[ key displayed ]

Add the preceding host key(s) for mail3.example.com? [Y]>
Currently installed host keys:

1. mail3.example.com ssh-dss [ key displayed ]

2. mail3.example.com ssh-rsa [ key displayed ]

3. mail3.example.com 1024 35 [ key displayed ]

Choose the operation you want to perform:

- NEW - Add a new key.

- EDIT - Modify a key.



- DELETE - Remove a key.

- SCAN - Automatically download a host key.
- PRINT - Display a key.

- HOST - Display system host keys.

- FINGERPRINT - Display system host key fingerprints.
- USER - Display system user keys.

[r>

Currently configured logs:

[ 1list of configured logs ]

Choose the operation you want to perform:

- NEW - Create a new log.

- EDIT - Modify a log subscription.

- DELETE - Remove a log subscription.

- SETUP - General settings.

- LOGHEADERS - Configure headers to log.

- HOSTKEYCONFIG - Configure SSH host keys.

(1>

w2k x—ouzE [




B orxrs—onx




	ログ
	概要
	ログ ファイルおよびログ サブスクリプションについて
	ログ タイプ
	ログ タイプの特徴

	ログ取得方法
	ログ ファイル名とディレクトリ構造
	ログのロールオーバーおよび転送スケジュール
	デフォルトで有効になるログ


	ログ タイプ
	ログ ファイル内のタイムスタンプ
	テキスト メール ログの使用
	テキスト メール ログの解釈
	テキスト メール ログ エントリの例
	メッセージのインジェクションおよび配信
	正常なメッセージ配信
	失敗したメッセージ配信（ハード バウンス）
	ソフト バウンスの後の正常な配信
	scanconfig コマンドのメッセージ スキャン結果
	添付ファイルを含むメッセージ
	DANE のサポートによる正常なメッセージ配信
	証明書の検証失敗によるメッセージ配信の失敗
	無効な TLSA レコードによるメッセージ配信の失敗
	TLSA レコードが見つからない場合に状況対応型 TLS にロールバックする

	送信者の発信国に基づいて受信したメッセージ
	メッセージ添付ファイル内の最大 URL 数が URL スキャン制限を超えている
	メッセージ本文内の最大 URL 数が URL スキャン制限を超えている
	Cisco プロキシ サーバにリダイレクトされる悪意のある短縮 URL
	メッセージ内の短縮 URL を展開できない
	メッセージ添付ファイルでの悪意のある URL のログ エントリ
	抽出エラーが原因でスキャン不可とマークされたメッセージ
	RFC 違反が原因でスキャン不可とマークされたメッセージ
	生成またはリライトされたメッセージに対するログ エントリ
	スパム隔離エリアに送信されたメッセージ
	外部脅威フィードのメール ログの例
	SDR フィルタリングのログ エントリの例
	送信者ドメイン レピュテーションの認証の失敗
	送信者ドメイン レピュテーションのリクエストのタイムアウト
	送信者ドメイン レピュテーションの無効なホスト
	送信者ドメインのレピュテーションの一般的なエラー

	有効期限が切れた Cisco Advanced Phishing Protection クラウドサービス
	Cisco Advanced Phishing Protection クラウドサービスの有効期限に関するリマインダ
	API アクセス UID と API アクセス秘密鍵がない
	無効な API アカウント UID または API アクセス秘密鍵

	配信ログの使用
	配信ログ エントリの例
	正常なメッセージ配信
	配信ステータス バウンス
	ログヘッダー付きの配信ログ エントリ


	バウンス ログの使用
	バウンス ログ エントリの例
	ソフトバウンスされた受信者（バウンス タイプ = Delayed）
	ハードバウンスされた受信者（バウンス タイプ = Bounced）
	メッセージ本文およびログヘッダー付きのバウンス ログ


	ステータス ログの使用
	ステータス ログの読み取り
	ステータス ログの例


	ドメイン デバッグ ログの使用
	ドメイン デバッグ ログの例

	インジェクション デバッグ ログの使用
	インジェクション デバッグ ログの例

	システム ログの使用
	システム ログの例

	CLI 監査ログの使用
	CLI 監査ログの例

	FTP サーバ ログの使用
	FTP サーバ ログの例

	HTTP ログの使用
	HTTP ログの例

	NTP ログの使用
	NTP ログの例

	スキャン ログの使用
	スキャン ログの例

	アンチスパム ログの使用
	アンチスパム ログの例

	グレイメール ログの使用
	グレイメール ログの例

	アンチウイルス ログの使用
	アンチウイルス ログの例

	AMP エンジン ログの使用
	AMP エンジン ログ エントリの例
	ファイル レピュテーションとファイル分析サーバの初期化
	ファイル レピュテーション サーバが未構成
	ファイル レピュテーション クエリーの初期化
	ファイル レピュテーション サーバからファイル レピュテーション クエリーに対して受信した応答
	分析のためのファイル アップロードとファイル分析プロセス
	ファイルが分析用にアップロードされない
	ファイル アップロード制限が原因でファイル分析がスキップされたファイル アップロード
	ファイル分析サーバのエラーが原因でファイル分析がスキップされたファイル アップロード
	受信したファイル レトロスペクティブ判定


	スパム隔離ログの使用
	スパム隔離ログの例

	スパム隔離 GUI ログの使用
	スパム隔離 GUI ログの例

	LDAP デバッグ ログの使用
	LDAP デバッグ ログの例

	セーフリスト/ブロックリスト ログの使用
	セーフリスト/ブロックリスト ログの例

	レポーティング ログの使用
	レポーティング ログの例

	レポーティング クエリー ログの使用
	レポーティング クエリー ログの例

	アップデータ ログの使用
	アップデータ ログの例
	アップデータ ログの例

	トラッキング ログについて
	認証ログの使用
	認証ログの例

	コンフィギュレーション履歴ログの使用
	コンフィギュレーション履歴ログの例

	外部脅威フィードのエンジン ログの使用
	外部脅威フィードのエンジン ログの例
	ETF ソース設定の失敗 - 無効なコレクション名
	ETF ソース設定の失敗 - HTTP エラー
	ETF ソース設定の失敗 - 無効な URL


	統合イベント ログの使用
	CSN ログの使用
	Advanced Phishing Protection ログの使用
	監査ログの使用
	CSA ログの使用

	ログ サブスクリプション
	ログ サブスクリプションの設定
	ログ レベル

	GUI でのログ サブスクリプションの作成
	ログ サブスクリプションの編集

	ロギングのグローバル設定
	メッセージ ヘッダーのロギング
	GUI を使用したロギングのグローバル設定の構成

	ログ サブスクリプションのロールオーバー
	ファイル サイズによるロールオーバー
	時刻によりロールオーバー
	オンデマンドでのログ サブスクリプションのロールオーバー

	GUI での最近のログ エントリの表示
	CLI での最近のログ エントリの表示（tail コマンド）
	例

	ホスト キーの設定



