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JT I REA—NLEX2UT 4 TTIFTAT A OLDAP REITEHE LW L 25 L E
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I—PEBRNRLY NT—T S VT TANTIF¥YHNDLDAP T 4 L7 + VU (Microsoft Active
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LDAP % — L BESEDL LI ITHRETEET,

I T, E{TCEXAILDAP /=Y DH AT L LDAP LT I IA T A ENHEELTA Y
TV ORGE. ZT AN, V—T 4 T EIT OIS, BLULDAP L EEETH X 5T T
AT VA BRETDHHFECOWTHREL L ET,

ESPEREY=]

e LDAP 7 = J |22\ T (2—2)

* LDAP & AsyncOS & OEHEOMHAA (3 X—)

s Cisco IronPort 77 A 7 > A % LDAP — N\ HEIE D720 OHE (4 X—)

« LDAP H— NIZBHT 2 M A KMNT 5 LDAP h— 7' a7 7 A LOfERK (5 —)
« LDAP — DT A kb (7 _—)

cFFED Y AT —TIHITT 5 LDAP 7 = U O (8 X—2)

* Microsoft Exchange 5.5 (Zxf 9~ L5k A— k(11 <X—)

LDAP /T 1) [ZDULVT

I—PEFERNRY NT—T A VT TARNTIFYINDLDAP T 4 L7 F VIS ILTWVND
B, WOBBTLDAP 3 — NI LTIV 2FEITTEHEIICT T IAT VA ZHRET
=F7,

ZFANI T, BEFOLDAPA > 7 7 AT 7 F X ZHEHAL T, HREAYyE—Y (X7
Vw2 URAF—=TD) OZFEHEA—IN T RLADRNFZERTEXET, sz ONT
. ZEERGECZ T AN 2V 2 fHT2 Q21 =) 2R LTI,
W—F 42T (ZAYT7I0) o 2y FT—ZHNDOLDAPT 4 L7 F VIS LTV
HIFRICEASNTRA v =W T RLARA—LHRA h~L—F 4 7T 5 LD
W2, T IAT VA BZRETEET, FFMICHOWTIE, #EZ—7 Y P T FLZA~DA—
WEEN—T 4 v 7 72V BT 5 (233—) 2#ZRL TSN,
SIBAZERFE, =~V DA—NITAT U NEeTTITAT U AMOSMTP £ v v a V&R
FAET D7D T AT v MNEHEORIMEEHERT S 7 =) ZERTE £9, MOV
T, 7747 FEEOGNMEOHREZSR L TS 7E 30,
YABAL—K, BEA—LOBESITIT  Ruo—F%EE., HEA—NOBEEITIA vE—
~v % — (To:, Reply To:, From:, CC:7¢ &) #~vAHNL—RTExET, v AHL—FD
FERZOWTIE, = _"u—T R EREEZIBMZ LD AN L —R 72 OEA (24
R—=) BB LTIES,
GIW—TF YT, LDAPT 4 L7 NUKND I N—TIZEESNTA v —IZxd 57 7
VarvERITTLEOET I IAT VA BRETEET, ZOXHHRETDHICIE, 7
N—T 72 e RXye—T 7o E L EBEEMTES, EFRFHD LDAP 7 L—TF 12—
HTHA =T LT, AvE—Y T4 NZIHEHTEHEEDRA v =V T2
TarEIFTTEET, I OWVWTIL, ZEEN T NN—T A N=THHE D 1EH
W27 N—7LDAP 7 =Y OffH (26 ~—) ML T Z3V,
s RALR=R H T, FAALSR—=RT Y BEKTDE, TTITAT A ZERELTCY
AF—ETRAAL L ZEIZ R 7 2V EFITTEES, TTTAT VAN RAAL _—
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Ay ) EFATTHEEE, EOI ) BHEHATINE RAAL ESHTREL, 20O
R A A ACBE# AT T 5T D LDAP B — N2t L7 = U 237 L £,

cFI—2 P9I, Fx— I VEERTDHE, TTITAT AN —HO Y =) Z)IEE
WCEIT SR ENTEET, Fo—V VU RNBEFLDOLEXT, TTIAT AT
= U ZARND I ) B 1 OFTOEIT L, LDAP 7 7T A T AN D EHIERA RS BN IR &
N5 EETEELRELET, Fo—v =T 407 72—, T7IAT A NEX
oz ONTEFA—NT RLAZEIZ, FILRED—HEOF =—r 72 —2HFFETLE
7T

e T4 LY EY)IN—RZX KL, LDAPT 4 L7 MU ZEA LT 4 L7 R U A=A MK
BEHS EOET I IAT VA EZFRETEET, 7417 U =X ILIX, SMTP
HoRNE—=va AT HIZ L, V=7 Fa—DOFTITHIZ b TEET, ZEAD
LDAPT 4 L7 RUWTHOMLRWGAID, BIENT U AZFETT L0, TOA vE—
VKL Ry FTENERETEET, TOMER, ANLEEEEIA—NLT FLANRE
72 b ONE I NEXBTE 220 £3, LDAPIZL DT 4 L7 b U ~N—_A NHEEL,
1k 34 ~—=) ZBHL TSN,

* SMTP EBEE, AsyncOS Tix, SMTP FFiEB VA — F S TWEF, SMTP Auth (X, SMTP
T — NI T DI TAT v NEiiET b A = XATT0_®% ExfIHTHE, 22—
PV E— MET 2 & & (L ZIFABOHELICWDAEE) TH, A— L —"%fE
HLTA—NEZFETEDLLD &Diﬁoﬁﬁ_owfﬁ\ﬁﬂpmﬁ%ﬁﬁtw@
AsyncOS D% E (37 =) ZZHML T 7ZE,

HVERERREE, TS TIA T AR NIa T A T Ha—YFORGEE LDAP T 4 L7 MU AEHL
T LTI IAT U A BZFRETEET, MOV TIE, = —HF DA LDAP 3
REDRRE (46 ~—) ZZML T &N,

s ANLBEIY FA—HREE, = Ra—VlREtRmEIce 74 v F 52—V 2 Mt 5 &
N, TTIAT VA %R Eféiﬁo#ﬁpowfﬁ AN LRHEERE~D = N 2 —
PREAE (49 X—2) ZHMMLTLE I,

s ANLIBETA ) TRFEE, ANLMIEATAIEFA—NVBHEEHAT I EEG, 207
EEHL T2 Fa—HoxA VT REHRETDHE, 20 Ra—PRAf VT ADA—)L
7 KL AZ LIChRBEEmM 22 D Z S i3 e £9, FEIC OV TIE, AR AEEED
TA VT AE7 =Y (51 =) ZBBLTLIEEN,

LDAP & Async0S & D EED LA

LDAP 7 4 L7 NU T T IA4T AR LaEEEIE L L ZEEZITAN, AvE—UL—
T4 T BIOANy A=< 2N L —RIZLDAP T 4 L7 b U B — R T& £9, LDAP
TN—T IV RA =T g NEEHTHE, AvE—UNRTTFIA4T U ATREIN
72O P T AL — L EERTEET,
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1:LDAP & FE

Appliance
X with LDAP enabled

NPT Firewall | 4
= - |
HELO . ’
© e g2

® o

DC=example, DC=com

+ Recipient email address (local)
* Mailhost information

* Mail routing information

* Group information

« SMTP AUTH

1 FHEWMTA SR T7 Y w7 U AF— TA] ITSMTP R TA v E—UNRESNET,

2. T7IAT AL, LDAP #—NZHLC7 Y T LEd, 2O LDAP — 3 [~
A7 LNEH (System Administration) ]>[LDAP] ~<X—3 (F721%7 7 —/ VL 1dapconfig
a<vyR) TEHINET,

3. FT—HMNLDAPT ALV 7 FNUMNSLZEENET, VAFT—THATELILIC[VAT LE
P (System Administration) ]>[LDAP] ~<—<" (721X 1dapconfig =~ ) TiEFR
NIe 7 = UIE T, IROLENFITINET,

A=V EHFHLWEZEET RLRAIIV—T 4 7350, Fay 7 EFnNyr 2
T %

cAvE—TEHLOZEEDRA—NVFAMIN—T 4T T 5

e Avt—Y N~y —From:, To:, CC:% 7 TVI|ZHONWTEETHZD

« Avk—Y 7 4 )LH )L—/L rept-to-group ¥ 7-(imail-from-group CT/EFE I 1
2. ENLBEOT 7 vay (F—TF 72 EMAADETER) .

\}

GE)  BEOLDAP 4 —NCEHRT 5L OICT 7 IA TV A ZRETEET, Z0HE, #ED
LDAP V—REZEA LT, =R RT3 77 2—)VA—_"—%4179 L 9T LDAP 7’11
T ANVEFRETEET, HEO LDAP Y — /N L il S 25 HIEOFEIZ OV TIX, AsyncOS
ZHED LDAP r— R L HEIE L7200 E (53 X—) 2B L T EE0,

CiscolronPort 7 754 7R % LIDAP H—/N\ L B I FA-ODETFE

ZTANN =T T, A VT T BEXOYAD VL= RDEDIIT II3AT A %
LDAP 7 ¢ L7 h U LEEESELHI1TIE, LLFOFIEICHES T AsyncOS 77T 4 7 A % GE
THLERHY 7,
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x%v71

ATy T2

ATvT3

LDAP + — 1= HIRHEHMT 5 LDAP H—/3 7077 A Loter ]

FIE

LDAp H—NTOT7AIERELET, V— 7177 A /LI, AsyncOS 7>5 LDAP ¥ —
\ZHEE T D72 O DIRDIERZFRE L ET,

s 7T UKEHR LR DY — DL E R — B
« X—Z DN
o =L DA RDTZ O DFEFEEA

P— T T 7 A VOFRETFTIEDFFIZ DN TIL, LDAP Y — N2 A 1H #2414 5 LDAP
=R Fa 7y A LOVER (5—) ZFRLTEEN,

LDAP #— N 7 u 7 7 A VERET D & EIT, AsyncOS 7> H OHfESE & 72 5 LDAP h— %
1 DFEIFHEEERETE £,
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TIZLET, LDAPH— AT a7 7 A V&Y AFT—IZH L TA =TT DL, DU R
FT—IZEoT, AvE—VOZFAN, V—T 17, FIEEOBRIZLDAP 7 = U RN5EAT
SNDHEDITRY FET,

FEZOWTIE, FED Y AF—THEITT 5 LDAP 7 =V oMk 8 *—) ZZMLT
<TEEWy,
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X, ANLBRBERERE~D LDAP = R —% T 7 ¥ A% 4 X—T W T HHLER D
DET, ANLREEOFEMICOWTIE, TASLREE OFEZZRLTIEZS N,

LDAP 5 —/\[CEA9 BB E KNI S LDAPH—/N T O 7 7 1 JLDIERK

LDAPT ¢ L7 RV ZEHT 5 X 912 AsyncOS 2R ET 521X, LDAP H— NZEHT B %
F&AH9 % LDAP — S Fu 7 7 A L Z2ER L £,
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ATvT2
ATvT3

ATvT4

ATvTh

ATvT6

ATy T17

ATvT8
ATvT9

ATy 710

ATvIN

FIE

[V AT LB (System Administration) ]>[LDAP] ~2—"® [LDAPY— 3717 7 A )L & BN
(Add LDAP Server Profile) %7 U v 7 LET,

=R T T A IVDLETE AT LET,

LDAP % — "DFEA N E AT LET,

BEDOFA NGEATITDHE, LDAPY— DT = — LA —"—na— R RT7 U N TE
LERET, HEOT L M) BEETLHHAIE. v TREIY £9, FEMIZONT
I%. AsyncOS Z (D LDAP — " EHHfE S 57200 E (53 X—Y) 2ZMLTLEE
AR

RALFEEEINL 3, BARIEAEH T2, 2= AL R T L —X%BETLH L
HTEET,

LDAP % —/ 3D % A 7% [ActiveDirectory], [OpenLDAP], [~ E 721TZ4 Lo (Unknownor
Other) 15N L F7,

R— EEEZANLET,
Active Directory F 7213 R/ Z DM OV — N X A4 T DA, 7740 FOFR— ME, SSL7Z2L
733268, SSL & Y 2% 3269 T4,

Open LDAP H— X % A T DA, T 7 40 hOAR— ML, SSL72 L23389, SSL &V 73636 T
—g—O

LDAP % —/3D~X—Z DN G&A4) 2 AN LET,

=W ERAT =X FEH L CTRET 25 A1L, NAT =AM Incns = b
ANDFEEDN R —FLIEEN TV ILERH Y ET, e 2E, ~—F T4 T IN—TF
R L TWH—HFDES A —/LT KL AN joe@example.com ThHH E LET, ZDO2—HFD
T RUIE ROEHITHRY FET,

uid=joe, ou=marketing, dc=example dc=com

LDAP Y — "L DBFIZSSL #FHT 20 E ) &2 BRI L £ 77,

[F£# (Advanced) ] T, ¥ ¥ v aOfFf A2 AN LET, ZOMEIZ. Trvi=azff

BT aifoR ST,

FHT 2% v v N ORREEAILET,

G¥) ZOF v v ald, LDAPH— T EIRFEENE T, BHED LDAP — NEZEET
BT, N T~ A B LS L-DIC, LDAP X ¥ v a2 D /NS BRIE
TAHAVERHLVET, F/2. T IAT LUV ATOIESER T at A0 AE YR
DEWES., ZOEEZRELSTHE, VAT LADONRT 3 —< 2 ANMET T 5 AfHEM:N
&) D iﬁ—o

R DR R AN LT,
s m— R RT UYL T DIDITLDAP =N T u T 7 A VERET DEE. b OB
13V A b THRE SN LDAP H— S TRy Sk T, 72 & 2, AREERE 10 &%
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EL, 3BOY—R"EMHHL CHEROr— KT v 7217254 1E. AsyncOSIZ X -
TH—N~OHEERED 10 TO/ERR S 4L, B ENT 30 & 720 7,

GE)  [FIFFERORAREICIE, LDAP 7 = U — |2 S5 LDAP R b & ENE T,
7‘;7:_[/ X/\Aﬁa%.ﬁ%ﬁb \—jd_ LTLDAPDALHE%{ﬁﬂqj—éiEA j:\ :ﬂc]: D %)%<
OERVBEIND Z ENHD F9,

o PEfoe N ) v M ENDHINT LDAP Y — "~k 2 {7 2 LN B D I K (RVE
i) ZHRETEXFET., 60~ 86400 DHDIEZ RN L F T,

ATy 712 ﬁ%ﬂm@ﬁﬁ%?zhﬁét@ﬁ\ﬁXbﬁ%ﬂ(%ﬁ%mﬂm]fﬁy%ﬂUy7bi
T, BEDOLDAPH—NEZHEE LIS EIE, T_XTOF—"OF7 X PRI TENET, T A b
DFERD [ AT —H A (ConnectionStatuS) 17 4=V RIZERENET, FEZOW T,
LDAP =D T7 2 kb (7 X—V) #BRLTLIIZE,

ATYT18 72V EERLET, ZFUTHT v IRy 7 A4 LT, 74—V RICADLET, &
WRTx2001%, KB (Accept) . V—7 1> 7 (Routing) ]. [77\ #1 L— K (Masquerade) ].
[Z/v—"" (Group) ]. [SMTPFRGE (SMTP Authentication) ]. [ZMaR&LE (External
Authentication) ], [A/SAfEBE= > K= —¥GFE (Spam Quarantine End-User Authentication) ],
[A/SA[EEE= A U 7 2#A (Spam Quarantine Alias Consolidation) ] T,

GE) Ave—VEZEELITHRETLEELT S IAT A NLDAP 7 =Y 2T T
HETT DT, Y TDHY A F—IZxLTCLDAP 7 =V %A 2—T )VIZT HME
N0 ET, FEMICONTIE, FFEDY A F—THEITT 25 LDAP 7 = U OFMME (8
N—=V) EBRLTIEI N,

ATvTM J7xVETARNTHE0IC, [Z72UDT AL (TestQuery) | RZ &7V w7 LET,

TARNTGA=HEANLT[TAMDFELIT RunTest) 1527V v 7 LET, 7R FOFERNR
[#ft A7 —# A (ConnectionStatus) |7 4 —/L RIZERINET, 72U —DEXRLBIEICE
WEMZ-581%, [B#H (Update) 12727V v 7 LET, sHlIZOWTIL, LDAP — 307
A K (1=2) ZZRLTIEEN,

GE)  ZERRTVL—XTONA Y REHFATEEIICLDAP 4 —"ARBREINTWBE5EE
X, NATZL—X 74— )V RRETHL 72 DOT A MNMIEKE R 3,
ATy T8 EBHEEZEEL, EFELET,

GE) V= A"REOEIHIRITIH Y FRAND, FETEEH7 Vi, P—R1HBICOE%ZE
FEZIFANLD, —F 4T 1D, TAHL— K1, FA—F 72 1 D5DOHKT
ﬁ—o

LDAP H—/\DT X +

[LDAP Y— 3710 7 7 A )L DBN/FwEE (Add/Edit LDAP Server Profile) ] -X—3 D [7 A h ¥ —
/3 (Test Server(s)) ] A% > (F£721% CLI @ Idapconfig 2~ > RD test 7 2~ R) ZFEHL
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T, LDAP Y — R~ a7 A N LET, =N — F~OEFITRS LR L0 %
RTA v E—UNFRENET, BHOLDAP Y — A RHREINTWAHEEIT. & — 0T
A MMRIATEINT, BRAFENICERREINET,

BEDYRAFT—TRITISLDAP 7 T ) DEE

Ayt —VEZEFTIIEETIEEILT T IA T ANLDAP 72 ) #F(TTEH L 91T
T AT, T AV A F—IZ LT LDAP 7 = ) A X — T T HMLERH D 3,

BEEIER
sLDAP 7 = O 7 u— LR EDORER (8 X—3)
o LDAP H—X 7' 7 7 A MAER DB (8§ R—)
e X7V w7 YURF— LD LDAP 7 =V OFME (10 ~<—3)
e T A R—K JURF—TDOLDAP 7 U DA x—T7 4k (10 <—)

LDAP S T DS O—/NJLZRTEDER

LDAP 7' 0 — S )LRETIE, T _XTCDLDAP b7 7 4 v 7 BT T I7AT VA TED X 5 ITLH
THEMNEEFRLET,

FIE

AT9 1 [V AT L (System Administration) ]>[LDAP] ~X— D [ € % Mt (Edit Settings) ] % 7
Vo7 LET,

ATY T2 LDAP N7 7 4 v 7 IEATHIPA v XA —T oA ABIRLET, TTITAT VAT U H—
Tz AD 1 OVREEICT 740 b ELTRBIRENET,

ATV T3 LDAP A v ¥ —7 = A AT 5 TLS iEHEFEZ IR L ET (x> h7—72 (Network) ]>
[FEBAE (Certificates) |~ — " F 721X CLI ® certconfig 2~ R&fiH L GEMM S 47z TLS
AERAE, o> MTA & OIS LBEOHMELZRL T ZEW) |

AT v 74 LDAP V— NGEHEAZKGET 254814, @At 7y a v 2@R L7,
AT9 TS BFEEZEEFL, RFELET,

LDAP H—/\ 70 7 7 A JLYERL DI

IR THITIE, [V AT L E (System Administration) ]>[LDAP] X—Y &AL TT 75
AT VA DA Rl 72D LDAP Yy —2ER L, ZEE XTI AN, V=T 47 B
FOADVV—FRDI7 =V ERELET,
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oap 4 —8 707 7 1 LtER0sl [

G¥)

LDAP #ftid T DX A L7 7 MX 60 B TF, ZOWRIZIZ, DNS/L v 7 7 v 7Lt Dt

DIZMAT, TTIT7AT U ABEROFEIENAA K ST 5508) baEinnEd, PR
%%, FCY—SNOBIOFRA MIxHT 28T R 2 6iTbnEdT Q2L EOKRA &S
Ve XEID YA RTHERELESS) o —SNIZE R R 1O LR WEAIL, TOFRA hs
OGNV IE LTSN E T,

R 2:LDAPH—/\ TR T 7 A ILDHRE (1/2)

LDAP Server Settings

Server Attributes

LDAR server Frofile Mame: | [FobliclDAr

Host Name(s}: | [myldapserver axample.com
Fully quslified hostname or IF, separate multiple entries with & comma

Authentication Method: | O ananymaus
@ Use Password

Username * |en=anonymaous

H Type: (2 [ Active Dirsctory &
part; ()| [3ze8

Base DN: ()| [4c=example, de=com

Connection Protocol: | [] Use s5L

= Adwanced: | Cache TTL (time-to-live): 300 Seconds
Maximum Retained Cache Entries: 10000

Maximum number of simultaneous connections for each host: [10
Multiple host aptions:
& Load-balance connections among all hasts listed

) Failover connections in the arder listed

Serwer Aftribute Testing: | Test Server(s)

#HIZ,  TPublicLDAP] &9 = 7 *— A% myldapserver.example.com LDAP H— 32 5- %
F9, BEREIE 10 (T 740 M) ICRESNTEY, HEELDAP — (KAL) Or—
RNRGUAFTa NET 74V EDOEELRSTNET, T TEHEDFA NDOARTE .
H=EGIV DY AR LTHIRETEEY, 72U ORERIT, A— 13268 (7744 ME)
T9, SSLiZ, ZDOARAR M7 v bzl LTIA x—T7 M > T EH A, example.com
D_—Z DN BNEFINTWET (de=example,dc=com) , F v v I = DTFEFE Al HERER X 900
? F¥ v oy Y ORKREIT10000(CHRESNTHEY, BRaEFUE, A7 L—X3
EICRESNLTWVET,

ZREZTAN, A=V N—T 47 BIOYAAL—FOI7 ) RERINTOET, 7
T U =4 T, RXFENLFRXBIENET, ELWFRERBIRIND L DICT DL, L
W—E L TWDRERH Y 7,

LDAP 7 T 1) .
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B ovvsuzr—rowarszyoamt

3:DAPH—\ TFOT 7 A ILDERE (22)

Mame: | [publicLDAP accept
Query String: [(procynddresses=smtp: {a}) alzstuen
Mame: | [ubiolbar rauing

Query Strind: | i o calAdaress={al] Test Query
Recipient Email to Rewrits | [maiRoutingAddress

the Envelope Header:

Alternative Mailhost Attribute: | [(zilHost

SMTP Call-Ahead Server Attribute (optional):

This attribute is used only if an SMTP Call-Ahead server is configured, Go to Network » SMTP
Call-dhead.

12 Masquerade Query

Mame: | |pybliclDAP.masquerade

Query SHING: [ SiRoutingAddress=1a}) Test Query
Attribute Containing Externally Visible Full Email  [nailLocalAddress
Add

ress:

Do you want the results of the returned attribute | (&) yas
ta replace the entire friendly portion of the | () o
original recipient?

NTYwd YRF—LEDLDAP 7 ') DEIE

ZOFITIE, ZEEZIT AN L TLDAP 72 ) 2R+ 5 L5112, X7V w7 U RF—
IboundMail] ZHH L ET, I HIZ, ZEHEZTANOHEELZ SMTP " t— 3 U H
AT KO ICEELET GEMC OV TIX, ZEEMHIECZ T AN = 2 EHT 5 21—

D) BBRLTLIIEEY) ,

4:YRF—TORIFANREL—T 1 TDITY DA F—T )L

= LDAP Queries: | = Accept

Accept Query: | exampleTest.accept v

& | work Queue

Non-Matching Recipients: |Eounce

{¥]  sMTP Conversation

If the LDAP server is unreachable:
O Allow Mail in

@ Drop Connection, return error code:

Code: [q51

Text: I‘Fampurary recipient validation er

When the Directory Harvest Attack Prevention threshaold (maximum
invalid recipients per hour] is reached:

Code: [530

Text: I‘I’oo many invalid recipients

Drop Connection if the Directory Harvest Attack Prevention
threshold {maximum invalid recipients per hour) is reached within an
SMTF conversation.

b Routing

b Masquerade

b Group

TS5AR—K YRF—TOHOLDAPH ) DA *—TIL{E
ZOHFITIE, LDAP 7 =Y ZEH LT AN L —R&E(THI X I, TTA_X—F U RAF—

[OutboundMail] ZHH LET, v A I L— KtRD 7 4 —/L RIZiL, From, To, CC, Reply-To
BV ET,
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Microsoft Exchange 5.5 [Z X 9~ 5 #L3R Y 7R— k .

5:)RAF—TOIRAL—K I TYDAF—T it

= LDAP Queries: | I Accept
b Routing

= Masquerads

Masquerade Query: exampleTe
Addresses to Masquerade:
[] Envelope Sender
From (Header)
To (Header)
CC (Header)
Reply-Ta (Header)

» Group

Microsoft Exchange 55 (2% 9 5 #L5E Y R— b

AsyncOS (21X, Microsoft Exchange 5.5 % VAR — N 5720 OREL T a U RdHY £3, T
0 HH LvwI— 2 D Microsoft Exchange Z# i H3 23581%, 2047 arvz A x—7
T HEITH Y £ A, LDAP — %8R ET 5 & ZIZ, Microsoft Exchange 5.5 7R — k
HAR—T VT D E S RIRTE I3, BT 21203, CLIZEHNT 20 ERH D £

T, WIIRT LT, ldapconfig -> edit -> server -> compatibility YT o~ REETL

T, BHRNZ Ty) &&A2FET,

mail3.example.com> ldapconfig
Current LDAP server configurations:

1. PublicLDAP: (ldapexample.com:389)

Choose the operation you want to perform:
- NEW - Create a new server configuration.
- EDIT - Modify a server configuration.

- DELETE - Remove a server configuration.

[1> edit

Enter the name or number of the server configuration you wish to edit.

[1>1

Name: PublicLDAP

Hostname: ldapexample.com Port 389
Authentication Type: anonymous

Base: dc=ldapexample,dc=com

Choose the operation you want to perform:

- SERVER - Change the server for the query.

- LDAPACCEPT - Configure whether a recipient address should be
bounced/dropped.

accepted or

LDAP 7 T 1) .
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- LDAPROUTING - Configure message routing.

- MASQUERADE - Configure domain masquerading.

- LDAPGROUP - Configure whether a sender or recipient is in a specified group.
- SMTPAUTH - Configure SMTP authentication.

[1> server

Name: PublicLDAP

Hostname: ldapexample.com Port 389

Authentication Type: anonymous

Base: dc=ldapexample,dc=com

Microsoft Exchange 5.5 Compatibility Mode: Disabled

Choose the operation you want to perform:

- NAME - Change the name of this configuration.

- HOSTNAME - Change the hostname used for this query.

- PORT - Configure the port.

- AUTHTYPE - Choose the authentication type.

- BASE - Configure the query base.

- COMPATIBILITY - Set LDAP protocol compatibility options.

[1> compatibility

Would you like to enable Microsoft Exchange 5.5 LDAP compatibility mode? (This is not
recommended for versions of Microsoft Exchange later than 5.5, or other LDAP servers.)
[N]> vy

Do you want to configure advanced LDAP compatibility settings? (Typically not required)
[N]>

Name: PublicLDAP

Hostname: ldapexample.com Port 389

Authentication Type: anonymous

Base: dc=ldapexample,dc=com

Microsoft Exchange 5.5 Compatibility Mode: Enabled (attribute "objectClass")

Choose the operation you want to perform:

- NAME - Change the name of this configuration.

- HOSTNAME - Change the hostname used for this query.

- PORT - Configure the port.
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- AUTHTYPE - Choose the authentication type.
- BASE - Configure the query base.
- COMPATIBILITY - Set LDAP protocol compatibility options.

(1>

LDAP » T V) (ZB89 B 1E%
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N—T 4T T — (153—=)
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« SMTP EBEF, FMICOVTIE, SMTP #FEA1T 9 72D AsyncOS DFRE (37 2—3) %
ZRLTLEEWN,

%nBE.L\;LT:o FEICOWTIE, 22— DI LDAP SBREDORRE (46 ~—2) #ZML TS
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Name) T, Active Directory (35 X TNRFC 2247 (ZHEDS < HE#E) DRX—ZADN D7 +—~< > k
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DRNREMMET LET,

LDAP 7 T ') DEX

LDAP RANTAR—ZRFHTEET, 5IAFTHLLETIH Y FHA, CN & DC OHEL
TlE, RKXFE/PLFRRBIESNERA,

Cn=First Last,oU=user,dc=domain,DC=COM

7 VI AT T HERL TIE. KXFE/PLENXBIENET, £72. ELLEfETB720I1C
T, LDAPEEEL —H L TV AMERH Y £7, 72L& 21X, 7'm 7 N TmailLocalAddress &
AL & EICEITEND 7 =Y X, maillocaladdress & A L7- & & L3 AY £4,
REEIE B

e b= (14 3—=Y)

WD ~—27 % LDAP 7 = Y N CT& £,
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MIZOWTIX, LDAP 7 = U DT A~ (19°%—V) 2B LTIEEN,

4% 217 LDAP (SSL)

AsyncOS & LDAP #— & O EIZ SSL # i+ 2 L9 ICRETE £4, SSL 2T 5 &
IIZLDAP = 7' m 7 7 A VERE LTEHEOEEIIRO L 512780 £,

* AsyncOS [Z, CLI ® certconfig TRXE 4172 LDAPS iEIEZEH L £ 9 (A B4l E
DIER )

LDAP H— N2 L > Cidk, LDAPS iEFHEDOFEHZ VR — b5 L O ITRET HIEER L
EIZ D FT,

o IEWHE D LDAPS GEFAEMN 2 WIGAIL, T Bt ENMEA SN E T,

W—TaT 91—

LDAP V—7 4 7 7 =) OFIROGIRIEH Y A, V=T 4 L TIEERIIT—F R T
YT ET, 7272 L, AsyncOSIZIE, /V—T 4 ¥ T DRAN—T Z 1T DI 0GB S
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LDAP H—/\~ADEZDNA 2V &I 5472 MIFFRIT %
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FH A,

22T, IROFNEICHOWTHEA L E9,

o TE4] FBFEZFF 95 & 9 I Microsoft Exchange 2000 Y— %% v N7 v 79 2% 5k,
o [BEANA VR ZFFT 5 X 912 Microsoft Exchange 2000 — %2t v b7 v 7§ 5%
%,
« AsyncOS 7% LDAP 7 — # % Microsoft Exchange 2000 -— "5 [[EL A ) & TE
4 WREOW G ML TRGT 5L 91ty M7 v 7T 551k
2—PFEFA—LT FLRAZBWEDEDL L WS BT [EA] £7203 TEASS R FEGE
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» Active Directory D FIEIZBT 2 FE (19 X—)
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ATy T

ZIZTCET A ey Ty I FIEEZFEITT S & Microsoft Windows Active Directory PN Active
Directory #—~/335 J. U Exchange 2000 H— % 2 RKGBFED 7 = U TRIED T — & i1 T
5191270 £7, Active Directory ~D [FEL /A > K] ZFFA[3 5 FNEIZ OV TIE, Active
Directory DEX /A ROty b7 v 7 (17°—2) ZZRLTIZIV,

FIE

WL L 72 % Active Directory 7 7 2 AFFA] 2 HERR L £ 97,

ADSIEdit A} v 7' A VE 2L LDP = —7 4 U7 ¢ ZffiH LT, LL N D Active Directory 47
T/ NORBRMICHT DT 7 B AFAHEET ZHLERH Y £,
c VT VDHBETHD RAL LD, RAA UARIFIT Ay TFA RO — |,
BT ANMERI ) OB THLZ—FRELTNDL0UBLVCN AT V2”7 bOT
/\\\‘/Co
WORIZ, BT T RCUTHEHA SN TWAREDOH LT 7 B AFHEZ R LET,

. LDAP - T 1)



| wapszy
Active Directory DE£ /N ¥ FDtEy 7y T .

A—HFT Pz |#ER i T RRHFRADZAT
9k
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Eei= NIV A THA— |2—W AT V=T N | TaxTg

va VEAELY

i

B A—NDOFTvay |a—FFTV=s b | TrRT 4
DFEAHHY

i

AT w72 Active Directory DT 7w AFF A % E L £,

+ Windows 2000 Support Tools 7> 5 ADSIEdit % B % £,

s [FAAL X —I 7 a3 7F A (Domain Naming Context) | 7 4V F & RO EF, =
DT FIVHIZ, RAAL LD LDAP RARH YD £7,

[RAAf X=X 7 a7 %A (Domain Naming Context) | 7 AWV X %427V v 27 LT
[Za /X7 ¢ (Properties) | &7 U w7 LET,

c[E¥=2VYT 4 (Security) 127V v LET,

o [FEAIEXE (Advanced) |27 U 27 LET,

«[BIN (Add) 1227V v 7 LET,

cax—W A7 s bk [428 (Bveryone) 1527 Vv 27 LT[OK] %227 Y v 7 LET,

o [HEFROFESE (Permission Type) | ¥ 7% 27 U v 27 LET,

« @A (Apply onto) ] v 7 AD [#kA& (Inheritance) | %27 V v 27 LET,

o [##BR (Permission) 17 27 £ AFFAID [FFF] (Allow) | F = 7Ry 7 A% AN LET,

AT T3 Cisco A vE—0 T A=A DORE
2~y KFA» {2 =7 =A% (CLD ® ldapeonfig /il LT, ROM@AINE L1
LDAP — N> U B1ERR LE T,

* Active Directory ¥ 721% Exchange % —/SD 7R 44

« N— | 3268 (Port2)

« RAAL O — MR 27X A MC—ET 5 <X—2 DN
cFRREZ A T [EA

Active Directory DEZ /N1 > KDty F7 v T

T oty T v I FIREZEITT H & Microsoft Windows Active Directory PN Active
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HTE5X95127e0 9, Active Directory & — SDEA/SA » FIZX VY, = —H4 anonymous
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LDAP 7 T 1)
|



. Active Directory DE& /N1 >V FDEy 7y T

\}

wap sy |

G¥)

EBHY ET,

EA AV RERITT S & XM END /AT L— ) Active Directory B —/MNIEE &5
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LT, ROEMREZHE LT LDAP — S = b U ZEKR L £ T,

* Active Directory & 72 1% Exchange —/ D7 A 4
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« Active Directory #—/37% LDAPS £f5i & 5 \F{11F 28— ME, 636 & 3269 T9, Microsoft
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72T,

o 7Y B IEFIZTEITT 5121, ActiveDirectory DF T, T4 L7 R A7 V=7 MIxtd
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AFTHIEHTEET, TORIICHET DL, ZIEET 7EAT—7/1 (RAT) ZfEHL
£, ZOREDHFIEIZOWTIX,  Configuring the Gateway to Receive Email | DR 2 ZH L
TLTEENY,

ESPERENS

T AN =) Of (22 —)
s Lotus Notes DI EDZITANYT = O%E (23 X—)

ZlFANT ) DA
WDORIZ, ZITFT AN =) OFZRLET,

& 2: —#&#I75 LDAPRETD LDAP 7 T ) XFHOF - Z1F AN

9T DREZR ZIEBWREL
OpenLDAP (maillocalAddress={a})
(mail={a})

(mailAlternateAddress={a})

Microsoft Active Directory AddressBook | (| (mail={a}) (proxyAddresses=smtp:{a}))

Microsoft Exchange

Sun ONE Directory Server (mail={a})
(mailAlternateAddress={a})
(mailEquivalentAddress={a})
(mailForwardingAddress={a})

(mailRoutingAddress={a})

L otus Notes/L otus Domino (1 (I (mail={a}) (uid={u})) (cn={u}))

(] (ShortName={u}) (InternetAddress={a}) (FullName={u}))

a—W4 (M) ORGEZITH) ZEHTEXET, ZOZERRITNEIODIE, T4 V7 MUK
MENTWVZRNWRAAL DAL EZITAND LI LTZWGEETT, T AN ) %
(uid={u}) 1T E L TSV,

. LDAP - T 1)
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Lotus Notes DIFEDZITANYT T 1) DFRE .

Lotus Notes DIZENZITANT T DEHTE

BT —

LDAPACCEPT ¢ Lotus Notes & Z#A G 25615, HEESSLIETI, Notes LDAP (2K
ENTVWER2—=FTDRMERKRDLIICRESNLTND E LET,

mail=juser@example.com
cn=Joe User

uid=juser

cn=123456

location=New Jersey

LDAP T 4 V7 P UIZHFE LW Z—FTHBIZH 0 b 57, Lotus IXZ D2—V~DE
A=k FBEINTET RLALSNOEA (72 & 2% Joe User@example.com) T o> THAT
ANET, L5 T, AsyncOS 1d, ZDOa—HFDOFR/pa— A—L 7 FL 2% T _XTH
DIFHIEIFTEERA,

ZOMRED 11X, MOBRDOT FLADATY v 2@ Bh5 209 HDO T, Fco
VW CiE. Lotus Notes BHEE IZRIWEHHE T &V,

— Y P T RLAADA—ILEEIZIL—T 94 Y

VTV ZEERT S

AsyncOS Ti, =A U T RIE (BHH—5 > b T RVASNDLDAPV—T 4 7)) BHHR—
FEIET, AsyncOSIZE ST, JLDA =L A v E—VIZA VTR Z =57y N T EIZRID
FHLWNWA vV TEEIHIONET (72 21X, recipient@yoursite.com ~D A & —1%,
newrecipient] @hotmail.com X° recipient2@jinternal.yourcompany.com 72 £ ~®, Z i Z UM L7
AyE—VTEEIBIONET) . V=T 47 72 VE, MOET A — VLIS AT LTI
TANVT T 7Y LTINS L H Y FT

BEEE
=T 47 7Y OF (23 =)

IW—T 429 9T DOH

= 3:—RM7E LDAPEETO LDAPH T ) —XFHDF| - —F 4 >4

ST DORER BDA—ILRR bADIL—F 4 25

OpenLDAP
(mailLocalAddress={a})

LDAP 7 T 1) .



wap sy |
B > : maiLHOST £ MAILROUTINGADDRESS

7T OHER BOA—IKR bADIL—T 4 2T
Microsoft Active Directory S5l AR ONATREMED 0
Address Book

Microsoft Exchange

Sun ONE Directory Server
(mail={a})
(mailForwardingAddress={a})
(mailEquivalentAddress={a})
(mailRoutingAddress={a})
(otherMailbox={a})
(rfc822Mailbox={a})

Active Directory @%%W_ Ko T, proxyAddresses BEo= KV ﬁ)%g@(ﬁ@ﬁ‘é ZEBDHY
FI ., ZORBRMEOMEIX Active Directory 2 o T smtp:user@domain.com & V9 R TN X
NL1D, ZOT—HIILDAP V—T 4 V7 /=A VT AYLRICIIEA TEEEAL, ¥—F >
k7 RLAXZENZENRID attribute:value T IFET 20803 H Y F7°, Microsoft Exchange
BENRRICA Y 7 I7A NI 7Ty NICERED Y, AV ZR#E L TV 585413, Exchange BREE D
FICA—NEN—T 4 73 5HLEIT, BEITMTA RS MO — MIEFIILED Y £
A,

BEETE B
e JL—F (7 : MAILHOST & MAILROUTINGADDRESS (24 ~—3)

JL—T 4 >% : MAILHOST & MAILROUTINGADDRESS

N—T 47 7 =) OEEIE, MAILHOST OfEIZIP 7 KL A TlaR <, MR ATREZR R A M4
ThHHZENBETY, ZhITiX, PNEYZ: DNSconfig 28 4B 72 2 D3 —fiRH) T,

MAILHOST I%, /Vv—T 4 > 7 7 =V TIFEMEAEE T3, MAILROUTINGADDRESS i,
MAILHOST 7238% & S TW AR WIS IINATT,

I RO—JREEBEZXETBRRALS-OOIRAL—FKY
) DFEHR

VA= REF, BrA LD —TREE ( EEH] £721X IMAILFROM] &
FEEND Z b H Y £9) BEL W To:, From:, CC: DE~y X —%h ERFHADT TV |ZHES
WTEEHZ ZHEETY, ZOBEORNRFZEF D10 R RAL ] THY, Zh
WEoTEEDORAL L Z1ODY A FDBERAT 47 TEH L9 0 £4, fho—f%H
RERELLTUL, XY NIT—T AT TANT I T ¥ % [FET) 72Dl ETA—IN~yF—
DIXFHNNOET T RAL U ERVERS (TARY w7 ) LW 0RHY 77,

ESPERENS

AL —FRK 7Y DH (25—)
e 7LV RUL] DvAHL—F (252—)

. LDAP 7 T 1)
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2znar—kszyoh |

RAAL—F 7T DOH

K 4:— 072 LDAPEZETO LDAP Y ) —XFHOH : <R AL—F

JIT)DREZR YRAAL—F

OpenLDAP
(mailRoutingAddress={a})

Microsoft Active Directory Address Book

(proxyaddresses=smtp:{a})

Sun ONE Directory Server
(mail={a})
(mailAlternateAddress={a})
(mailEquivalentAddress={a})
(mailForwardingAddress={a})
(mailRoutingAddress={a})

(JLVFR)&] DIRRAADL—F

I—YEREIZE>TIL, LDAPT 4 L2 Y =N AF—<DHIZ, A=V NV—TFT 4T T
RLZ2Rom—HL A—)L 7 RLADSMZ 7L RU4 ] BREERTWAZENnHY 4,
AsyncOS Tlx, = R_Rue—T%EH (BEA—NVOEE) RAvE—V v F— (ZFEA—
NDOYE, To:, Reply To:, From:, CC:72&) %, Zd [Z7L 2 R4 TR L — RTX
F9, 7L RU T RLVRIZIE, BRET A=/ T KL ATIE@BEILTF AT S 78 WRERC
T OBIHAG, A=A Brwhl) BDEENTHTENENERA,

LDAPZ T URH T~y X —r~vAH L —RTDHLEIZ, 7L KU A=)V TFH|2{K% LDAP
PR OFERTEIMZ H0E I NERTREIEN T T, ZOEWERA x—71IC
o TNTYH, =X —7HEFEI2IT user@domain 83 DA BPFEHIND Z LIZEE L TL
FEW (ZLy RUAIFN—NVIIKTB7-0) .

FEAER) 72 LDAP ~ A H L— RO & X L[EIBEIC, LDAP 7 = U OFERNZE (BREN0 £/213T
THRIA b AXN—R) OHHIT, v A L— NFITbivERA,

ZOMRER A X — T NI T AT, LDAPR—ADVAHL— R 7Y % U 2 F—|Z%f LT
ETHEEIT ([LDAP] N—=UFERIX ldapconfig I ¥ R) . ROERIZX LT ryJ LIPS
| =

Do you want the results of the returned attribute to replace the entire
friendly portion of the original recipient? [N]

72l 21E. OXSBRIDAP = FURHAHLELET,

ek B

mailRoutingAddress admin\@example.com

mailLocalAddress joe.smith\@example.com

mailFriendlyAddress “Administrator for example.com,” <joe.smith\@example.com>

LDAP 7 T 1) .



wap sy |
B sE2000—T A0 —ThHEnESnEHNT 5T L—T LDAP & T DA

Z DEENA R —T W72 > TV D EAIZ, LDAP 7 = U 73 (mailRoutingAddress={a}) T, ~
A1 b— K@M (mailLocalAddress) 72 HI1X, RO X HIZEZH 2 S ET,

FTDT FLR (From, To, |[YRAL—FEnfzAv 45— YAAL—KREhf-zoA0—
CC. Reply-to) TEEE
admin@example.com From: “Administrator for MAIL FROM:
example.com,” <joe.smith@example.com>
<joe.smith@example.com>

FEBMNTIL—TAIN—THBINESIMNEHFNTES
JL—JLDAP ¥ ') D{EH

IDAPT 4 L7 NI NTEEINTZIN—TIZZEENBE L TWBENE D A, LDAP —
x5 72 2 FEH L CHBITE ET,

FIE

ATy T A vE—UI rept-to-group F 721E mail-from-group L— 1V EEHT D A v &— 7 4 L F EAE
L ET,

ATwFT2 Wiz, [VAT LEH (System Administration) ]>[LDAP]~—<" (F72(% 1dapconfig 2~
R) ZHLT, 7774 T VA DAY KL 725 LDAP — R EHEL, FIL—T A
N=V T % 72 2R ELET,

ATY T3 [*y hU—7 (Network) ]>[VU A} — (Listeners) ]-*— (F72/% listenerconfig ->
edit -> ldapgroup 7 a2~ R) ZHEHLT, 2O/ Vv—F 7)) —% U A F—|ZktL
THEZLET,

RDEARY
ESPERENS

« I N—TF U DOfF (27 _R—)
« I N—T 7Y DOFE (27 X—)

. LDAP - T 1)
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SN—745x

SN—745x

ATy

sn—Fozuon |

') DI

= 5:— 287 LDAPERETOH LDAP Y T ) XFH|DF| - TIL—TF

I DR TJn—7

OpenLDAP OpenLDAP Tid, memberOf EIEILT 7 /b b TEHAR— b Sh
£H A, LDAPEHHICL > T, ZORMEE L BN A
FovICBEMSNTNDZLRHY £,

Microsoft Active Directory
(& (memberOf={g}) (proxyAddresses=smtp: {a}))

Sun ONE Directory Server
(& (memberOf={g}) (maillocalAddress={a}))

72& 21X, LDAPT 4 L2 MU T [~—FF 47| T N—T DAL 73—73 ou=Marketing & 57
FINTWbHELET, ZOFEEEHL T, 2O NV—TNEZET DA — VAR
TRV ZENTEET, AT v 71T, AvE—VIHEAT LA v =2 7 4 2 2 ERR
L. A7 v 723 TLDAP VY VT v AN=ZALEA X —T M LET,

A —
') DEXTE
WIS RTHITIX, ~—7T 42 Z—7 (LDAP 7 /b—7 [Marketing] & L CEFH) DA
VOR—IME DA — )L E IR —ILEMER Ak marketingfolks.example.com IZCEME L E 9,

FIE

MDIZ, TN—=T A=y P LTHENIC BT DA v =BT 5, A vE—
7 T %ﬁzﬁk Li'ﬂ‘o Z ®{§'Jféi\ ﬁzﬁkj‘é T A IVH @EF'“Gmail—from—group /l/‘—/l/%fﬁ
HLET, AvtE—YDo5, = _Xu—7%E& ) LDAP 7 /L —7" [marketing-groupl |
BLTWDZEMHB LS DITT T, ABRERA MZEREshET (Z4 520
alt-mailhost 7 Z >3 Y) ,

TN—T A N— 7 7 ¢ —)V REE (groupName) 13, A7 v 72 TCERLET, Z/—
7 @k TgroupNameJ @1@5;’(\ marketing-groupl &Hﬂiﬂ%éﬂi?‘*o

mail3.example.com> filters

Choose the operation you want to perform:

- NEW - Create a new filter.

- IMPORT - Import a filter script from a file.

[1> new

Enter filter script. Enter '.' on its own line to end.

MarketingGroupfilter:

LDAP 7 T 1) .




. TL—TF 9T DEE

if

(mail-from-group == "marketing-groupl") {

alt-mailhost ('marketingfolks.example.com');}

1

filters added.

Choose the operation you want to perform:

NEW - Create a new filter.

DELETE - Remove a filter.

IMPORT - Import a filter script from a file.
EXPORT - Export filters to a file

MOVE - Move a filter to a different position.
SET - Set a filter attribute.

LIST - List the filters.

DETAIL - Get detailed information on the filters.

LOGCONFIG - Configure log subscriptions used by filters.

ROLLOVERNOW - Roll over a filter log file.

(1>

wap sy |

A= 7 4V H Jb—)V mail-from-group & rcpt-to-group DFFAIZDOWVWTIE, A v&—
T AN =)L B LT TIEEN,

RATw T2 KT, [LDAPY— T 17 7 A L%/ (Add LDAP Server Profile) | "—Y %R LT, 77
TATUVADNA L RIEERD LDAP b —NEER L, IN—T A N— oy TP H
MO ) HZERLET,
ATy 73 Wiz, X7V 7 Y AF— [InboundMail] TLDAP 7 =V ZH L T/ NV—T N—TFT 4 7
EITO LOWCHEHLET, [V AT —%wE (EditListener) |"—YZ2HH LT, HiOAT v/
THELZLDAP 7 = A4 X—7 WIZLET,

IO YNRETEND E, VAT =DBZITFANTA v E—VIZ L > TLDAP — 234 5
JZUNPYHT—=ENT, F—T A=y FREE SN Ed, PublicLDAP2.group 7 =
VT4 Tz, [ AT L% (System Administration) ]> [LDAP] _X— Y CTEFZINTWVET,

. LDAP - T 1)
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Bl: SL—F HTUEBRALTRALEIALADFz v ER%FvTT5 [

6:)VRAF—TDTIL—T 5T DIEE

Edit Listener

Listener Settings
MWame: | |incomingMail

Type of Listener: | Public
Interface: | [Data1 %] TP Port: [25

Bounce Profile: | | Default v

Disclaimer Above: [None |
Disclaimer text will be applied above the message body.

Disclaimer Below: | [none >

Disclaimer text will be applied below the message body.

SMTP Authentication Profile: | [yone | £|
Certificate: | [test (v
b SMTP Address Farsing Options: | Optional settings for controlling parsing in SMTP "MAIL FROM" and "RCPT TO"
b Advanced: | Optional settings for customizing the behavior of the Listener

= LDAP Queries: | b Accept
===
b Mesquarade
= Group

Group Query: | PubliLDAPZ group |

SMTP Call-ahead Profile:

ATy T8 EREFEL, RFLET,

Bl : SIWN—T T Y EFERLTRANLEDSILADF T VI ERAE Y

795

A= T A NBFASATITA L DHODITTCETINLEDT, F—7F 7 &+
HELBHEDITN—TIZONWTIANALEANRADF = v 7 B2 AXy 7 TEET, 72& 2R
HNDIT Z)V—T~DA =TIl ONTIE, ANRNAETANADT =y 7 EAF YT LT
TRCZELEWVWEWHIEERH S E LET, LDAP La— RKDOHIZ, DN &7 L—74 & L
AT D7 —7 2 MU EERLET, 2O —T4IE, IRODNT > kU THk S
£7,

cn=IT, ou=groups, o=sample.com
LDAP =T a7 7 A Va2l L, RO NV—7 72 Z2fE LET,
(&(memberOf={g})(proxyAddresses=smtp:{a}))

WIZ, 2072 Z2 ) Z2F =1 L TAR—T NI LET, TNT, AvE—IUNREFDY 2
F—TEZEINEEXC, 2O — 7 UR N H—ESNET,

ITIN—=TDRXAN=ZONTIEITANALE ARLDTF =2 V2 A%y 7T 572012, RO
Avt— 74 NNZEER LT, BEAYE—UF LDAP Z LV — 7 Ll L CHRELE T,

[1> - NEW - Create a new filter.
- IMPORT - Import a filter script from a file.
[1> new

Enter filter script. Enter '.' on its own line to end.

LDAP 7 T 1) .
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B 550t n—F 0T 200 ALY R—2 5 T OBERA

\}

IT Group_Filter:

if (rcpt-to-group == "cn=IT, ou=groups, o=sample.com") {
skip-spamcheck () ;

skip-viruscheck() ;

deliver();

}

1 filters added.

GE)

ZDRAyE—T T 4 VFND rept-to-group 1Z1F, Z—T4 & LTASIE 72 DN (en=IT,
ou=groups, o=sample.com) XM INTWNET, Avt—Y 74 VZNTHEHLTNDL 7 L—
TENBELWZ L EERLTLIESV, 7 4 VX DFEITRHZ, LDAPT 4 L7 b UNTED4
il & D FEFATOND L O IZT 572D TH,

U 2F—NZFANTZA v = I L > TLDAP Y — N9 572 U R MY H—Sn T, 7
N—=T AUNRN=y TRRFESNET, AV E—UZEENRIT I N—T DA L N—D%E1E,
A= T Y NANEDERICHESTIANAL ZANADTF = v 7 BNTIHEAF v FENT,
AvB—UNZEFIREINET, 74 VX TLDAP 7 = OfEREF = v 7 T 5120,
LDAP — x4 5 LDAP 7 = U Z{Epk L, £DLDAP 7 =V % U A —Zxf L TA X —7
AT DUENRH Y £,

HED AL ANIL—T AT THIZHD AL R—
RAIVTDER

RAA =272 Y Lid, LDAPZ =V &4 A THNC T N—T L, FED R A A Bl
I 2T FEDOY AFT—IZHV Y TIEHDTT, RALSR_R=ZR 7Y BMEHINLDHD
1T, BED LDAP h— "B ENZNIRR D F AL VZBEA T BTV H 23, 73T LDAP
=Nt T 5272V ZFE LY A F— ETETTLHHEGTT, 2 xiE, MyCompany] &
V9 &4k THisCompany| & [HerCompany| 24L& EINT % & LE9, MyCompany (% H
D K A A > MyCompany.example.com (Z/1 2. C HisCompany.example.com 35 J T}
HerCompany.example.com @ R A A U Z#EM$ 5 & 2, FAA T ELIZHO LDAP H— 3%
HA LT, & NAA BT O EEBDOHEREMHL TVET, ZD3 DD RKAAL
D A=)V ETRTZITAND DT, MyCompany (X KA A > _—R 72 ZERLET, =
FU T, MyCompany.example.com % Mycompany.example.com, HisCompany.example.com, ¥ J T
HerCompany.example.com D A —/)LZ[F LY A F— ETZIFANDL T ENTEET,

. LDAP - T 1)
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ATy

ATy T2

ATvT3

krqvr—zszyots ]

FIE

RAAL L _R—=RA 72U THEHTDLRRAAL L TEIC1DTD, =" T a7 7 A NVEERLE
T TV =TT ANNOENEFIUKH LT, RAS L R—R Z=VIfEfT57 Y
ZRELET (T AN, =T 4 7R E) , FERIZOWTIL, LDAP ¥— N2 215
AT 5D LDAP — X 7'm 7 7 A L OIERL (5 X—2) 2L T LI,

RAL L _R—=R 72V BERLET, FAAL L R—X7 Y ZBERT D L&, £ —1T 1
TrANNE 7 ) BRIRLET, £72, E0r Y 2373 5% Envelope To 7 4 —/L K
WCHSWTHRET D LI, TTITA T AL 3—TMILET, 7=V —DOIERITIEDF
AZONWTIE, FAAS X=X 72V DE B1~—2) ZZRLTIEEN,

RAL L R—=R T2 Y HNRXT VI ELTTARXR—=FDY A F—IZX L TA F—T ML E
T, U AT —DOREHFIEOFEMI OV TIL,  [Configuring the Gateway to Receive Mail | (D %
ZHL TN,

G¥) RAA L R—=Z 72U IMICEH . A XARREEEEED LDAP = R —H% 77 A
ARLBHDOE DI TE E9, FHMICONTIE., TAANAREE 0EE2BR LT
<TIEEW,

RDZRY
ESPEREYS
e AL R—2 7Y OFERL (31 2—3)

KA AR—ZX 5T DERL

ATy T

ATvT2
AFvT3
ATvT4

ATvTh
ATvT6

RAAL v R_R=2 72V %, [ AT LEH (System Administration) ]>[LDAP] > [LDAP#—
7'r 7 74 v (LDAP Server Profiles) ]~ — 3 CTIER L £,

FIE

[LDAPH—/ 371 7 7 A /L (LDAP Server Profiles) 13— D [FEHIERE (Advanced) %7V v
7 LET,

[RAA B L TOEM (Add Domain Assignments) %27 U v 27 LET,

RAAL =R 72 ) —DXAFTZ AN LET,

Y — ZATERRNLET,

B RAALR—R IV BERT DL EICRIRT D7 2V DO A 713, TXTHL TR
TR FEA, 72V IATEERT DL, TTIAT U AFEDIAT DI =
VEFIH™RRR— AT a7 7 A Vb REGL, 72U 7 40—V REAERLET,

[RFAA B YT (Domain Assignments) | 7 « —/L RiZ, RAALEADHLET,

ZORALATEEMITH 7 =) — 2RI 7,

LDAP 7 T 1) .
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B =owaszyeeavarvoF—> s Ty0ER

ATy T17
ATvT8

ATv79

ATy 710

ATvIN

YD RAAL T RTEMESNDET, 7T2BMLET,

EO7 V2B LW E XIZFATT D, 774NV DIV EANTEET, T 74/ 1
7Y —% ASTLWGEIE, [72 L (None) | Z#IRL £7°,
T2V %ETARNLET, [Z7VDT AL (TestQuery) |[R¥ > %7 Vw7 L, TANTHL—
Yol bRRATL—XFEI A=V T RUA%Z [T A K /8T A —4 (Test Parameters) |
DT 4=V FIZATILET, #ERD B AT —# A (Connection Status) | 7 « —/b RIZFER
SNET,

(BUEAIRE) {f} b—2 v &ZT AN Y NTHEATLIHEIE, =X —T%REHET L
AT AN 72 VIZBINTEET,

GE) RAAL L R=Z2 J Y DIERPET L2, 2072V &7V v 773774

N— DY 2 F—|ZEHEMIT D MERH Y £7,

EHEHREFEL, REFELET,

—EDLDAP VT ) ZXRTI B =HDFz—29T)D

(352

ATy T

ATvT2

ATvT3

Fx— IV, TTIAT AL > TUEFIZETHARITESN D —# D LDAP 7 =V T
EnEd, 779447021, 20 [Fx—r)] OFOFK 7Y OFE[TEHAITL, LDAP
=N HENR VAR ANREIND & (F721E [Fo—r) OEEKEOZ =) THEMN
VARVAPIBRINDDRRT D E) FTE2EIELEST, FT=— NA—T 47 7] T

TITIAT VANEEZRZ DNZETFA—LT FLAZEIC, AURED—EHOF = —r /T
)%ﬁ%ﬁLiTO?:—/7i)#&10®m\HMP74V7BJW®IVRUK£w
T, SESERBHCEPO (F713F— @)mﬁ%%éﬂfwé%éfﬁotkzﬁ\ﬁﬁ
maillocaladdress & mail N2 —HEF A —/L 7T RLAZKENTH-0IFEHRENL TS ELE
T, ZOmGFORBMICK U CHREIC =) 2373 5120F, F=—r 72U EFEALET,

FIE

Fr—r JZYVNTHEATZ 7Y ZLIC 47L~/\7m774’11/7£’1’i55521/iﬁ‘ oY —n
7m774w®%m%ﬂpowf\%:~/7i) RT3 72 —%RELET, FHM
IZOWTIE, LDAP — NICHT 2 M A M T 5 LDAP — " 7 a7 7 4 LOFERK (5
N—=) ERBELTIEEN,

Fx—r 72V EERLET, SOV TIE, Fo—r 72U DIER 33—) 25H
LTL7Z&EN,

Fxz—2 7V ERXT N v I FERTITTAR— DY ZAF =T L TAF—T M LEST, VU
AF— DR EFTIEDOFEAIZ OV TIX,  [Configuring the Gateway to Receive Mail | D FE % S L
TLIE&E W,
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Fr—>ozuots |

G¥) FAA =2 72 YIS, AN AREEEEED LDAP = Fa—3 7 7 & 2%
ANDEHDTOIHEATE T, FEICOWNTIR, TARLREE OEEZZRL T
STEEW,

RDZARY
HEIR R
«Fx—r 7Y DOERK (33 X—)

Fr—2 UV IT)DER

Frx—r 7Y —L, [AT LEE (System Administration) ]>[LDAP] > [LDAPH#— 71
7 74 /v (LDAP Server Profiles) ] X— CIERK L7,

FIE

AT v F1 [LDAPY— 37117 7 A )L (LDAP Server Profiles) ]-2—? [FE#lFRE (Advanced) 1% 7 U v
7 LET,

AT9 T2 [F=—> 7=V %BI (Add ChainQuery) 1 %7 U 27 LET,
ATV T3 Fx—r 7Y DOLFTIEASLET,
AT T8 7)) — ZATERRLET,
Fz—r 7Y BERTDEXITRINT D72 O A F1E, T XTHE U TRITFIUIZRY 8

foo VZVBRATERINTAHL, TF5AT L AZFOEATDr ) 2R HRE R — T
077 ANNEREL, 72 7 40—V REARLET,

ATFYTS Fx—r 7 VIEMNTE 7Y 2RI £,
TTIAT VAL T, ZZTRELENEIC 2 U RETENE T, LiEn-> T, D

TV E2F2—r 7 VIZEMT25681F. JVRENZRZ DB TEVILAD Y = U RNEST
SNDEIORNEFICT L E2HELEL 5,

ATYT6 7V %ETARLET, [Z7=VDT AL (TestQuery) |R¥ %27 Vw7 L, TAMTH2—
Farsf bX2AT7 L —XEREF ANV T RVAR%E [T AR /XF5 A—% (Test Parameters) ]
D7 4=V RIZAN LET, MR [#E AT —H A (Connection Status) | 7 « —/L RIZFER
SINET,

RTv T (AEEAHRE) {(fy h—7 22T AN TV NTHERT 254, =X —7%EET R
AT AN 7T UIZBINTEET,
GE) F=—r 7 UOERPKTLEDL, 2072V & 7Y v 73774 =D

U A — 2B T BN H D £7,

ATYT8 EHAREL, RIFLET,

LDAP 7 T 1)
|



waps Ty |
B waricezToLs by A—RR PEERLE

IDAP [C K AT 4L R IN—RX NXE[LLE

TALVZ R N—_RANLBT, BEOHDLIERFED., I bDIAMEFFOZEEITA »
TV EFETDHLICE TR LET, EFA—NAT— My =A%, ZEHENZDOLGHTIC
BN A—NR Y I Ao TNDEMNE I NERNTSELZRLET, ThEx KREIZFEITTD
L HEEDOHDEEZFIL. FOT FLRIZARLAZEETIEL WA, BT KL AD
M fE (N—_ZK) | ICESTRHETED LI £9,

TFIAT AT, LDAPZ T ANMGEZ = U 245, T4 L7 B U A—_ R N
(DHA) #BH LTl TE$£9, LDAP ZIFANERET DL &I, T4L 7 MY ~—A
A NEERS LA SMTP 7 o3t —3 a2 VHIIZAT Oy, U—7 Fa—0OHTITH) D ERINTE
9,

ESPEREY=]

eSMTP H o Xt — g DT 4 L7 Y ~N—_RZ MNKELIE (34 _2—)
NEEF L —NTDOT 4 LT F U N—Z NG (36 2—2)

SMIP honNt—> a7 L9 M) IN—RX NHRERSLE

DHA % Bh1E3 5121, KA A > 721F % Recipient Access Table (RAT; Z{5& 7 7 & A 7—7
V) WAL TEE, LDAP X ANRGEZ SMTP 1 /3t — a VINTTEITLET,

SMTP 1 o \t— g U HIZA vE—U% R v 73 5(21F. LDAP T AND 7= LDAP
PN T a7 A NNERELET, KIZ. LDAPZIFAN Y =Y 2 SMTP I >\ bt—3 3
ZFETT ALY A F—FBRELET,

R7:ZFANTIT)ESMIPAINtE—2 3 RICEFTTBHELESIZETE

= LDAP Queries: | ¥ Accept
accept Query: | redfish.accept v
¢ work Queus
Non-Matching Recipients:
@ | SMTP Canversa tion
If the LDAP server is unreachable;
¢ Allow Mail in

@ Return error code:

Code: [351

Textt  Femparary recipient validation er

b Routing

b Masquerads

b Group

YAF—=TETTLHLDAPZIT AN T ZRELTZH, ZD Y A7 —IZEMIT b/ A —
N T7a— R —OHFODHAP (74 L7 b U N—_A N IE) BREERET D LB
b ET,

. LDAP - T 1)
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SMTP hoit—vavdmnT4 Ly by n—~z rwgpsit i

8:SMTPHh Y t—2a VICERE FOY TF5L512A—)L 7A—RY L—%RET D

Rate Limiting: Max. Rscipisnts Per Hour:

& Unlimited
c T

Max. Recipients Per Hour Code: | [4g2

Max. Recipients Per Hour Text: }Too many recipients received this hour

Flow Cantral: | Use SenderBase for Flow Control:
& on O off

Group by Similarity of IP Addresses: | This Feature can only be used if Senderbase Flow Control is off,

& off

c
(significant bits 0-32)

Directory Harvest Attack Max, Invalid Recipients Per Hour:

Prevention (DHAP): " Unlimited
@ |s |
Drop Connection if DHAP threshold is Reached & o
within an SMTP Canversation: on off

Max, Invalid Recipients Per Hour Code: B

Max, Invalid Recipients Per Hour Text:
[Toa many invalid recip

Y AF =B B A= Tr— KU =D T, Fq LS b Y AR BRI
DI OROEH & RE L ET,

[ & 72V DM 7252538 D K%L (Max. Invalid Recipients Per hour) ], T DU A F—
DY E— b ARRA MDPOZITID B2 EZE D 1R ST ORKRETT, ZTOLEWHE
T, RAT HEG O R LET, Zhid, L7 LDAP Z{EH50 T D72 SMTP J1
t—varfliZkry SN AyE—VofRE, V=27 X2 —ATARY U RE N
AyE—VDOEFTYT, LEAE, LEWEZ 5 ERELSLAIC, M S 7z RAT fE
HEN2IET, EER LDAPZEHFS TOD Ry IR A v —UR3EThd & L
T, ZORRT, 77I7AT U AIXLEVHEICEE L LW LT, #ix ey /'S
HET, 774V TR, N7V v URAF—TO 1 K72 OZIEH DR REIL 25
TY, 7I7AX— KV R FT—O5EAEX, |FHbHY OZEFHEOREREILT 7 44 N Tl
MEHIR T, = Ok [HEHIIR (Unlimited) JICRET D E, TDOA—)L 77— K
2 —IT%f LT DHAP |34 X —7 /272 0 8 A,

* [SMTP %75 C DHAP L & WMEIZEIE L7256, ##ia Re >~ (Drop Connection if
DHAP Threshold is reached within an SMTP conversation) |, 7 4 L7 kU /\—~Z F B[S
LD LEVMEIZELZ L XTI IAT VAL > T e Fu vy 7 SH5 X HICHREL
EJ RN

o [FE 2 — Rd 720 O RZ(EH % (Max. Recipients Per Hour Code) ], ##i% Ku v 79

HEXIMERATZa— R ERELET, T 741 O a— KX 550 TY,

 [RERT F R N7 ORRKZEEE (Max. Recipients Per Hour Text) |, N7 v 7 U7=#6¢

WXL CHEHT 27 %A MEBELET, 7740 DT F¥ X ME [Too many invalid
recipients] T3,

LEVMEICEL-SAE, ZEEDNE TH-oThb A v E—Y Dz _uo—7EEH I T
A AyE—UREEINDI LITHY £ A,

LDAP 7 T 1) .



wap sy |
B czs2—mcoF Lo by n—RZ FEEHLE

EEX1—ARNTODTA LI ) N—RX FRERLIE

T4 L7 FU N—_ZNLE (DHA) DIZEAEIE. RAALVETEZEET 78 A T—7
b (RAT) IZANLTEE, LDAPZIT AIURGEZ Y —2 2 —NTHETTHZ LIZL->TH
IECEET, ZOFEEERTDIE, BEOHLEEEN., ZEEDNEDNNE S 0 % SMTP A
PNy a D Z I TERLS RN ET, ZRITANRIZURRESIN TN L E
I, VAT AIEA v E—VEZITANT, LDAP Z I ANMGEEZ U —2 2 —HNTHETLE
T ) T2l AyvE—vYOxz o Xo—7REFICE, ZEEVED THLIGEIT AT A
A=V NEEEINET,

BEEIER
e U—0 Fa—HNTT 4 L7 b)) N—_ZANKEFIETH20ODRE (36 2—)

J—H X2 —KHNTTALY FY N—RZ FHEHIET A-ODERTE

T AL R AN—=A_RZANEBEEGIET 5120%, F1DIZ LDAP — " 77 7 A L EHEL T
LDAP ZF ANEA X —T7NWIZLET, LDAPZIF AN =Y A X—T NI LD, RO X
N, ZOZTANZ =V BFEHT L) A F—2RET D LI, ZEEL—H LN
GO A— N TN AT HEIITHRELET,

WIZ, A= 78— R —%2RELET, ZOKRY —lE, FTEORBNIZEEIP 7 R
VABHTZ0 ENIETOENIRZEGET RV AE VAT ANZITANDINEERZRLET, 20K
EBZDHE, VAT AIZORENDHA (T4 L7 R N—_ZX NLE) THDH L HB LT
TI—hAvE—UEEELET, ZOTT—F AvE—VIZEENDHFERITKDO LB T
7

LDAP: Potential Directory Harvest Attack from host=('IP-address', 'domain name
'), dhap limit=n, sender group=sender group,

listener=listener name, reverse dns=(reverse IP address, 'domain name

', 1), sender=envelope sender, rcpt=envelope recipients

A= 7 — R U—=THRESNELEWVEICET S ETE, VAT ACE>TAYE=Y
MANTASNETR, TUUBISEZ RS Z <z AN T Fry7EEd, L
TeMio T, IENREERITIET FLADBRY Nl SN ETH, BEOLLEEHIT. Lox
BEIRZF AN Z B TE £ A,

ZOENAZEN T X O E 1L, BUTE AsyncOS IZEE STV D L — MHIFREEREIZEL TV

£, OFV, BHEANZOBIEL A X —7 M LT, EREE/TY v 7 ) AF—0 HAT
NDA = 7u—RY v—=OFTRIELET (HAT DT 74/ FDA—L Ta— iKY —

ZEe)

F/z, a~v RIA4 2 A H—T A AT listenerconfig 2~ REFEHA LT, THEHRTE
THIEHLTEET,

ZORRIL, A= 7er— KU —% GUI THET D EXIcbRRENET T 56U &
F—IZk LT LDAP 27 = U BB A DHA)

. LDAP - T 1)
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SMTP

SMTP SB3E %47 5 =650 Async0s Dz ]

1R 720 DN ZEEREANNTHE, ZDOA—L 7 a—RY —(Z% L TDHAP (5 4
V7 R U AN—RA NBEERGIE) RA R —T R0 ET, TN T, RNT Vv r )R —
T 1R H 720 R 25 o BHHZEENZTANGNET, FIFTA4X— K VR F—DH
X, 1S 72 0 OEZIEFERITT 7 40 b TIRERIR T, = ORI A [HEHIR

(Unlimited) JIZBRETH L. FDA— 7a— K o —|Zxt LT DHAP (1 X— 7 LIZ7%
D EHA,

FRRL 1T D T2 ASV“COS D TE

AsyncOS TiE, SMTP FBFEAY A — b SN TWET, SMTP Auth (X, SMTP H— ZHEGET 5
IIAT v NEBIET DA D= ALTT,

CDAN=ALEFIHT D & FFEOMBRICHTRET 22—V, ZOMHERD A — /L —2 Y
FT—FTER LTS (AESCHIELEREND) LE ALY —REHH L TA—ILEXE
TXALH5170FET, A= a—HF z—Uxr b (MUA) 1E. A—LOEEFRITTH L
XICRBREESR (FXY LU V/VAR U R) BRITTEET,

SMTPREGEIL, REA—NV U L—IZRLTCHEATEET, ZhEzFfdsE, 7779407
ANREZY NT =7 DTy P TIEIRWVERIS, T IAT AN Y L—— "D X o 7 #
BEEHENL CTX E 9,

AsyncOS TlE, =Y 7 LT U Uy /VOFRRELF R E LTRD 2 O R — F IR THWET,

*ILDAPT 4 L7 bV ZfEHT 5,
« B SMTP H— " Z{E 35 (SMTP Auth #53% & SMTP Auth %{E) .

9:SMTP Auth DYR— b : LDAPT 4 LY b)) R b7 E£1=IE SMTPH— /N

Remate MUA client

£
SMTP Auth LDAP Query —
Connections: Mechanism: Connections:
« SMTP + PLAIN “LDAP LDAP

+TLS + LOGIN + LDAP/SSL

- D Y

OR
-+
SMTP Conversation — E

Connections:
« SMTP

SMTP Server(s) acting
= TLS as Authentication Server

SMTP RAFF R AR TE LTS, HAT A—/L 7u— KU I —NTHEE IS SMTP Auth 7' &
7 7 A V% smtpauthconfig =~ > R&EMH L TIER L ET (U AF—T0D SMTP #iEDO A %)
It (41 =) M) .

BAEIEE
« SMTP FBFEDFRE (38 ~—)
« SMTP FBREZ =V O E (39 _—7)
« 552 O SMTP $— R 1T SMTP iBGE (FakZ 9% SMTP Auth) (40 ~—2)
* LDAP {325 SMTP i8iE (41 =X—)
I TAT v bnﬁﬁﬂi%ﬁiﬁﬁ L7-SMTP & v a v DORGE (44 <—)
* 3815 SMTP #8GE (45 ~X—)

LDAP 7 T 1) .



wap sy |
B svrezimoxs

e X/ L SMTP #iFE (45 =2—3)

SMTP ZEEDEEE

LDAP $— &M U CRAEEZAT 9 513, [LDAPY— 717 7 A L %iBM (Add LDAP

Server Profile) ] £721% [LDAPY— 371 7 7 A /L Z&iwHE (Edit LDAP Server Profile) ]~3—
(¥721% 1dapconfig =~ K) T/ VU ¥ A7 & LTSMTPAUTH % #4R L T SMTP #%;
7V EERLET, ET D LDAP V— SOENENIIDONT, SMTPEFET R 7 7 AL L
L CfiH7 5 SMTPAUTH 7 =V % | D ETE 7,

SMTPEREEZ = U |Z1F. TLDAP A K| & [EHELE L TO/R 7L —X| O2FHENH Y
F9, [BELELTORRTL—X] 2fTHLXIE, 77 T7A4 T AIZL > TLDAPT «
LY RURNONRAT L—XT7 4 — )V RBREfGSET, AT L—XE, 7L—rTF A b,
B b, 3y 2 STHEM SN TW A AEEMERH Y £9°, LDAPNA > REMHT 5
LT TITAT AL, 7 I9AT Y Mk o TRt &7 VT v v L& L C LDAP
Y=~ u A U HEFITLET,

REEIER
BMEE L TONRRAT L —RADEE (382—)

BHELTOINRIL—XDIEE

OpenLDAP O#E (RFC 2307 IZH5<) TiL, 2 —T 4T DFA T %Wy a TR, £
DERICLT L a— RINTENRAT =% Hll 52 Lo TWET (e 2T
[{SHA}5en6G6MezRroT3XKqkdPOmY/BfQ=] ) . ZDOHITIL, /AT L—XEFpIE 7 L—r
THXAND/NAT L—X|Z SHA i L THh 5 base6d =2 a—F 4 7 Lz DTY,

TTIAT AT, RAT L —XEBET HHNTSASL A H =X L MUA LD Tox=
vIZ— MM TbI, T7I7A4 T A EMUATEDHEEHRTNERELET (FR—F
SINTWD A B =ALZLOGIN, PLAIN, MD5, SHA, SSHA, CRYPTSASL T7) ., Dtk
T, 7T T7AT LV AIXLDAP T —# RX— R T 57 U ZFAT L TR T L—XE G L &
9, LDAPNTIZ, T H v aTHENRLZT LT 4 v 7 ARNRZAT L—X N TWDE Z END
nET,

« LT 4w I AP TNRWEESIT, LDAPNICKEMENTWVWE AT L—ANT L—
VTXRARNTHDLERREINET,

s VT U T ANFTNTWDERIE, T T7AT LV AZFDO/NNy v a2t/ XA T L— X% JL
BL, MUAICE > THRESNT-2—HFL E XA T L —RXDM T HHWNIE DL LD Ny
VaBFETLT, Ny Y aBORATL—R LR LET, 77 I9A T VA THR—FE&
NoH/Ny a2 A 7TIESHAL E MDS TH Y | /RAT7 L —X7 ¢ —)L RN TIXRFC2307 D
HEIZIESNT, Ny Va bt/ SR T L—XDFNI Ny Va2 AN =R LD XA TS
7,

« LDAP H— "D H1Z1E, OpenWave LDAP — "D X 912, B L&A T L—XD
ANCHRE b2 A 72 ML b Db H Y | ROV IZKHS{LZ A 735D LDAP &ML L
TSN TWET, 20X RIGEIT, BEHENEE LT 7 4V kD SMTP AUTH i

. LDAP - T 1)
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smrp ity oiE

BACFRTHDERBRENT, ZONRATL—RLESMTPH "t —3 3 v THREShE
NRAT L= NHENET,

TSTAT AL, SMTP Auth &0 HALE D — W4 252 1T B> TLDAP 7 = U [TZEH L |
OV EFHLTIZ VT TIXA MEREFIAYy Va2 bENTRAT L—XT ¢ —)L RETUE
LET, WIZ, SMTPAuthZ L7 > ¥ ¥ )L TIRESNIZ/RA T L—X IR LTy Vo N E
BAITEIT L, ZORERELDAP LD RA T L —R LW LET Ny ia XA TDH
TRH LRI RLS) , —EL7EHAIEL. SMTPAuth I 3t —v a UREifrSnE 1,
—HLWEEIX, =7 — a—RN» &émiﬁ“o

SMTP nnmnIEﬁ Tl @E&IFE

%= 6:SMTP Auth LDAP 7 T') D7 4 —JL K

Bl

7 IT) D4R

7 Y —3FF (Query
String)

FEEE LDAP N1 RRATIT O, NATZ L —X%@MELE LTERE L TITO MEEIR T
iﬁ‘o

54 > K (Bind) ]: LDAPH—/ S~/ A VRITICIE, 7 T4 7> Mok THE S
VT v v EERLET (Shk FLDAPM/M ERFOET) .

SMTP Auth 7 = VU CEH S D [RIRHERE O | R A fRE LET, Z 08T, o LDAP H—
NEETHEELEBEZBA U ¥, A 2 FRIERFICKEDE Yy v a v XA LT 7
MRAET HOEFIICIE, T2 THRET ARIFEROR A ZRE LET (— %%K@
B DIEIET X TE SMTP Auth (ICEI D Y THZ ENTEET) , SA U RBIEZ &I, #HiL
WEEGEDS | D SVE T, 550 oI, ftho X A 7O LDAP 7 =V THAEINET,

[)E & L TD/NA 7 L —X (Passphrase as Attribute) ]: /XA 7 L —XZ 5 L CREREE AT D
ZiZ. T [SMTPFEFED /N A 7 L— XD JEME (SMTP Auth Passphrase Attribute) ] 7 4 —/L K
fAX?wa%%ELifo

W DFRFHDGEFECE T2 LDAP 7 =V 25 ELET, 77747 T4 L7 RUDY
= U ®f : (&(samaccountname={u})(objectCategory=person)(objectClass=user))

SMTPERGED /N A 7

L—XDJEM (SMTP
Auth Passphrase

Attribute)

JEMEE L TRAT L— X% 5 L= 3RGE (Authentlcate by fetching the passphrase as an attribute) ]
ZRIRLTZGEIE, "AT7 V=A@  Z 2 CRELET,

WOFITIL, [ AT LEH (System Administration) ]>[LDAP] ~<X— Y %ffi [l L C LDAP &% E
PublicLDAP| %% L, SMTPAUTH 7 = U ZiBML C\E 9, 7=V 55 (vid={u})
I%. userPassword JE 4 & LT 5 L O IT/ER S LTV ET,

LDAP 7 T 1) .
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B 20wy —/ @mTo SMIP R (S5 £ M 5 SMTP Auth)

10: SMTPEREEY T 1)

M sMTP Authentication Quer

Wamne: | [FublicLDAP smitpauth

Query String: =

User Identity for Test Queries: I Test Query
Test SMTP Authenticatio Psswudl—

o Authenticate via LDAP BIND

Maximum number of concurrent connections for this query: |1

"o Authenticate by fetching the password as an attribute

SMTP Authentication Password Attribute: |userPassword

Authentication Method:

SMTPAUTH 7' a7 7 A VORENT T TH L, O/ ) % SMTIPFRFEIZEMATH L5112V
AF—HBRETZTET,

520 SMTP Y —/\{EHT® SMTP FEFE (¥5:X Z {29 %5 SMTP Auth)

ATy
ATvT2
ATv73
ATvT4
ATvTH
ATvT6

ATy T1
ATvT8

SMTPEIED Xt — a VDD ESINT -2 —T 4/ L XA 7 L —X% BlD SMTP ¥ —
NREMEHA L THEET D L9CT FI9AT VA ZRETEXET,

FRREEAT OV — NX, A=A EBERET D=L 3RO LD THY . SMTPFRIEER~DIGE
P EfTVET, REECR Lz & &1k, A A =L =2 KD A —/L D SMTP #53% % fi
fTeaEd, oM. TEREE2ME 35 SMTPAuth) SMEEnsZ bV E4, 717
VV?N@&ﬁ%ﬁSMW#_A ZiRE (e y) SRTHRENTHLILD 1 E TT,

FIE

[*r> FT—2 (Network) ]>[SMTPiR&:iE (SMTP Authentication) ] %K L £,

[ 77 A&BM.. (AddProfile.) 1227 U v 7 LT,
SMTPFBRE7' 0 7 7 A VDO—BE D4R Z AN LET,

(w77 A1%2A7 (Profile Type) ]| T [#£i% (Forward) ] @R L £,

[Next|) 27 V v 7 LET,

HRE— SOARA MG/NP 7 R R LR — M2 AN LET, FBAEEROEEREITME T D55 A
VE—=T 2 A REBRIRLE T, FRFERORRBERBELET, KRIZ, TTI7A4 7 A nbiE
B — A OBHEIZR L TCTLS ZMHE TN E I EFRELET, HHTDHSASL A =X
LY, [FL—r (PLAIN) J&[2Z A2 (LOGIN) |0 6EIRTEE4 (EHTE 258) .
ZOBIRL, RN EICHRESINET,

EEEEEL, RMELET,

AL Ty A NVONERNE T T D . FDOT a7 7 ANEY A F—=ITH L TAX—T I T
EFET, FEMZOWTIL, U A F—TO SMTP ZEFEOAEME (41 2—2) ZBRLTLZE
VY,

. LDAP - T 1)
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Loap %Y % smrp 23 [

LDAP Z 29 % SMTP Z2:E

ATy I
ATvT2
ATv73
ATvT4
ATy 75
ATvT6
ATvI1

ATvT8
ATvT9
ATy 710

LDAP X— 2D SMTP GRAET 1 7 7 A )V ZAERKT £ 121X, SMTP #FEZ = U % LDAP —/ 7
07y ANEMHIZ [ AT LEB (System Administration) ] > [LDAP] ~S— T 570> UDIERL
LTEBIMERDVET, 207077 ANV EHEHLTSMTIPREIET 17 7 A VE{ERR L &
9, LDAP 7' & 7 7 A MOIERR T EDFZEIZ DWW T, LDAP 7 = U (22T (2 8—)
EZRML T I,

FIE

[y b7 —72 (Network) ]>[SMTP:EAE (SMTP Authentication) ] % i®K L £ 7,
[7'm 757 A/N%B (AddProfile) %7 U v 27 LET,

SMTP BBEE 71 7 7 A L D—EDL4HTE AT LET,

[7m 77 AN A7 (Profile Type) ] T [LDAP] Zi&R L £,

[Next] 7Yy LET,

DOFFET' 0 7 7 A W35 LDAP 7 = U Z3&IR L £7,
77¢wF@%vmﬁﬂ%bmy7&¢/%::—#5@mbi¢oEmﬁmﬁ\mmL
[&mwSHA][Cwm][mmﬂ mﬂﬁ]ﬁ&wkiﬁoLDAP#»vW:;oiﬁ%%m%ﬂw%X7
L—XDOFENZKEBALZ A TN Ens581%, [72L (None) ] @R L T 720y, LDAP
Y=L > THEBLZ A 7N /”J'JI/T4'T4 ELTIRIFSNDHEIT (f:%: Z.1X OpenWave
LDAP #—N) | B IR A A =2 —nHRIRL T 23V, 7 7 4/ OB EALa%EIL,
LDAP 7 = V2L v RAMEH SN D GEIIEH S EE A,

[(#7 (Finish) 1227 VU v 27 LE9,
EHEEFEL, RIFLET,
AT B 7 7 A NVOIERNTE T T5 L, 0T a7 7 A V) AF—IZxt LTA F—T /M T

XF4, MOV TIE, U RF— T@SMWmﬁ@ﬁﬂm(MAHV)%%%LT<H§
v,

RDRERY
ESPEDEYS]
o U A} —"ToD SMTP RiEDHF Nl (41 =X—7)

U Zj__—Go) SMTP an\nIEO);EQj]1t

[y T —72 (Network) ]>[SMTP:EAE (SMTP Authentication) ]-~X—" T, FEITT DHFEFED
Z A7 (LDAP N—RAE2E SMTP finik~— ) Zf5E L TSMTPRGGE [7'e 7 7 A /v Z1E
L7zb, [y FU—2 (Network) ]1>[U ZF— (Listeners) ]~~— (F72i&
listenerconfig 2~ F) ZHHAL T, 207077 A% AF—ZBEAHT 2 LB
HoET,

LDAP 7 T 1) .
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B xr—<oswrzzosmt

\}

GE)  REAFHOZ—FTIE, =2—HFDOFDOEEDA—)L 7u— R Y > —OH T RELAY B EIE
NN ET,

1 >07 a7 7 A NVHTHEEOIBEY —REEETHI EHTEET, SASL A V=X A
CRAM-MD5 & DIGEST-MD5 1%, 7754 7 v A LHEEF— RO TIIHR— S EzHA,

WoOBITlE, U AF— lnboundMail] T SMTPAUTH 711 7 7 A L BMERA &5 X 51z, [V
A —%HwE (Edit Listener) | X— Y TREL TWET,

M:SMTPEREET R 77 A L% ['\) R+ —%4w&%E (EditListener) ] R— 2 T:ERT 3

Edit Listener

Neme: | [roomimgmal
Type of Listener: | Public
Interface: | [Data1 (v Tepport: [e5
Bounce Profile: | | Default v |

Disclaimer Abova: | [Nane ]
Disclaimer text will be applied above the message body,

Disclaimer Below: [Nnne ~]|
Disclaimer text will be. applied belaw the message body.

SMTP Authentication Profile: | [forwarding_based  +|
Certificate: | [test v
b SMTP Address Parsing ©ptians: | Optional settings for contralling parsing in SMTP "MAIL FROM" and "RCPT TO"
b Advanced: | Optional settings far custamizing the behavior of the Listener
b LDAP Queriss: | Optional settings for cantralling LOAP queries associsted with this Listsner
SMTP Call-ahead Profile: | [igna >

Tua Ty ANEEATALIICV AT —EFRE LD, O U A F—TOSMTPFRIEZ #F Al
L, FRIIMBAETAIICHKRAN T I2EBAT—TILDOF T4 )V NREEXEH TXF 4,

B 12: A—JL JA— R >—TO SMIPRFED A *—TLiL

Encryption and TLS: | O Use Default (0ff) @ oFf O Preferred O Required
Authentication: 5
SMTP Authentication: | & Use Default (0ff) O off O preferred O Required

If Both TLS and SMTP Require TLS To Offer SMTP Authentication
Authentication are
enabled:

r—2 |58

L. [SMTPRFE (SMTP Authentication) ] 7 « —/L K TlX, U Xﬂ‘“ L~ T SMTP 78
AEZHIEI L E9, [V (No) ] 23R L7235a0E. SMTP BRI BT Dok &
b b 20U AT —TIERREITA R — 7/14_72& D EEA,

2. 2FBDHOT 7~ ([SMTPFEGE (SMTP Authentication) ]) C [#4ZH (Required) ]
PR L7260, AUTHFS — T — RBFITSINDDIXTLS I =— b Sz
(2947 Mw%[J@ EHLO =~ R&EIFRITLTZ) %ERD ET,

ESPEREENS

« SMTP #FE & HAT AR U o —DiRE (43 *X—2)
s HAT BIEHES (43 X—2)

. LDAP - T 1)
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smrp sziE s HAT Ky v —oiE ]

SMTP Z25E & HAT R > —DERFE

HAT BIE{E &

EEHFILEEHE I N—T L LTELOLIL, TOHTSMTPRGER T =— 3 U3BEET 5
DT, BRART 7R T—=7)L (HAT) OREIITEEIROCEEA, VE—FA—/LER
FRBHET D EEIL, T IA TV AIOICEDEEE I N—T BN T H0ERE LT,
ZDOREEEITN—T DA =R v— %ﬁfﬁ LEd, /=& %X, VE— FMTA lsuspicious.com|
73 SUSPECTLIST & W\ ) (58 7/ v —7 1@ L CW DA 1%, [suspicious.com| ¢ SMTPAUTH
*ﬁyi—yaymﬁﬁkmﬁ%%_nmmmﬁfj/—ﬁﬁméniﬁo

7272 L. SMTPAUTH %#fEH L CRREA =T D XEH OWM X, [HEF O] EEFH LI1T8e
£9, SMTPAUTH & v ¥ 2 2P L= @&ﬁ%%i(RHAYJKWEénéwf\i
BINCZIEHET 7 AT —7 /L (RAT) & LDAPACCEPT (334 X2 SN E4, FOREE, &%
BHEREIA v —V2T FIAT U ARBATY L—T&E4, LER-T, WHEND L— M
RRLoZ\y Y Wb DGR, SIZMEAMTRD £7,

HAT BIEHE G DNREF D & Z1X, HATKEE I NV —T & A=) 7 u— R I —OfkEITE
DNTARRLIE R y 7ENHEH S, BaEICPI L, RELAY A —/L 71— KU U —n3F
AEnET,

A v —UZEE VUV CTHAT G 2 FITT 2020 ERELET, 7 7 4/V b Tlid, HAT
WK > THEAE SN HFII SMTP B o "t —32 g VOBBIRFIICNN T — Ay =% b o
THRTENET,

HAT [EAR | RETE LA —ADNESRESND &, AsyncOS TIESMTP 4 v /3 —3 3 > OBtk
B Clde, A vt —YZEHEL~UL (RCPTTO) THEGEZFETTEET, ZOHETA Y
TV EEGTHIET, AvE—VOEENEBIEEINA v E—V RN AT HTED
AsyncOS ITEE ZNTz A v —ICBT2 X0 Rz RS cE 7, 2 xE, 7ay
T EINTZA Y E—=VDOT RLABIOEZEEDT RLANLA—NVERRTEET, T,
HAT 55 DBAEIZ K - T, B MTA MIE L FRIT SN A e /s < 220 £,

HAT B S 2 A F—T N T 5 & WROBMENREA L £,

* MAIL FROM 2= RRFFR[ SN DD, A vE—T 7 V=7 MIERS R,

BT A—NDEEDIZODT VT EANRESE SNV A vE—UNRRIN, TITO

RCPTTO =~ RBNER END,

« SMTP AUTH % | L CREEM MTA 23F8FES V5856, RELAY AR U & —23FFa] &,
A—VEEHE EBVICEEFETE D,

EE?ET% E'ﬂ—é IZ. CLI® listenerconfig --> setup 2 ¥ I\%ﬁiﬂﬂ Li'@‘o _U)@Jﬁz
. 774NV R TIET 4 E—T M5 TWVET,

ROFIT, HAT OIS 2 E S 5 Fikadi L,

example.com> listenerconfig

Currently configured listeners:
1. listenerl (on main, 172.22.138.17) QMQP TCP Port 628 Private

2. listener2 (on main, 172.22.138.17) SMTP TCP Port 25 Private

LDAP 7 T 1) .
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Choose the operation you want to perform:
- NEW - Create a new listener.

- EDIT - Modify a listener.

- DELETE - Remove a listener.

- SETUP - Change global settings.

[1> setup
Enter the global limit for concurrent connections to be allowed across all listeners.

[300]>

By default HAT rejected connections will be closed with a banner

message at the start of the SMTP conversation. Would you like to do the rejection at the
message recipient level instead for more detailed logging of rejected mail?

[N]> y

Do you want to modify the SMTP RCPT TO reject response in this case?

[N]> y

Enter the SMTP code to use in the response. 550 is the standard code.

[550]> 551

Enter your custom SMTP response. Press Enter on a blank line to finish.

Sender rejected due to local mail policy.

Contact your mail admin for assistance.

DS5ATF7 2 NEBREZFERALE-SMTP v L 3 U DERETE

77?47yxﬁ\7?347Vx&n—%@f—wﬁ?%?yb%@SMWﬁyvay%
WRET D707 TA T FAEHEOHEM 2V AN —F LET,

SMTPFBRET & 7 7 A W EAER T 2G50, FEEZ MR T 5 & XM 5t ERFELDAP
) R LET, it\7747/F£%£WﬁmT%ﬁWOtﬁm\77?47/2ﬁ
2—PEHIFTH72DD SMTPAUTH 2~ > RIZ 7 3+ — X 750 E I MEIRETE
7,

%ﬁﬁ'&‘(;*‘qj‘%munﬂzj«éﬁ_ T4 T ]‘nﬁfﬁi%'@iﬁﬁ—a_éﬁm\ 74T l\?EEﬁ%—%FF
f:fﬁb‘l*“fﬁ‘l*‘“ﬂ‘@T*‘?75‘54‘7‘?’6 LOITHESNTNDIRED A=V EEFTEZHNE
D BT 57212, SMTP GRAEY = U Z i Cx £,

. LDAP - T 1)
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ssmrezir |

543 SMTP ZEAE

ATy T

ATy T2

SMTPERAEIE, HEA—NV D L —%a2—PHLENRZT L —X &AL THRIET 2 & ZI2b A
T%iﬁoF%@J%HPM£7H774WQWWLT# L IoTa T ANEERAL
@ SMTP /b— MIBERHT £, A —/VEUE ﬁ@t K\77?47VXiZEQ7V?
V?ﬂwV%ﬁﬁMJCTyjﬁz%U~¢A%~%/Uv a7 4> LET, SMTPREAEIL, %5
7'vm h2L® PLAIN & LOGIN %% 34R—k LET,

FIE

{2 SMTP RiE7 1 7 7 A WV EAERRL L £,

%

1. [*> hYU—7 (Network) ]>[SMTPF&:E (SMTP Authentication) | Z &R L 77,
2. [Fu77A%iBIN (AddProfile) 1227V v 7 LET,

3. SMTPRERET R 7 7 A ND—BOXARTZ AT LET,

4. [Fm 77 A NEZ A7 (Profile Type) ] T [15{8 (Outgoing) ] ZiEIRL 7,

5 [k~ (Next) 127 U v Z7 LET,

6. WAET T T 7 A NOBIEM =P L AXT L= AT LET,

7. [#7T (Finish) 122U > 7 LET,

AT w71 TYERR L1228 SMTPBAE 7 r 7 7 A W EFEHAT A L 912, SMTP L — M EREL
F9,

1. [y hU—2 (Network) ]>[SMTP/L—  (SMTP Routes) ] Z R L £,

2. T—T7ND[%15 KAA > (Receiving Domain) | 77 LT, [ZTDOMDOTRTDRAA
(All Other Domains) (V> 27 %27 U v 27 LET,

3. SMTP /b— K D5iSeAR A b DA HIT% [5856785 A & (Destination Host) JIZAJJLET, Z
X, BEA—NVORGBICHEHEINDINEA—L UL —DKRA M TT,

4. BESMTPRGET R 7 7 A NV E Ry XDy A=a—D0nbL@IRLET,

5 ERAZHEEL., RELET,

OXxX> /4 & SMTP s2:F

SMTP #HFEA 1 = X 2 (LDAP ~X— A, SMTP 5kt —/"_— 2 F£7213 SMTP ¥(5) 7 7
TAT VA ETREINTWAEAIE. UTOAXRY MR A—ba ZIZFeESNET,
o (I5#) SMTPREGEMY) : RBiESNma—H & SN A D= Lb sk nnE T,
(FL—r THXFRAIDNRRATL—ANRTHEINDH T LTHY EHA)
o (I5#) SMTPREGERNY : SRRESN/ma—H & SN AT =X b FdksnnE T,
() AR — NIZHEHR AR AIRE - P — "\ e A=A L b sk E T,
(@i BALT T AR D D HZEY— N (T TAN—LAD, AV vatk
THOT I TAT A LfE) PERAEEREZHGFOMICY A LT U b LIcEA,

LDAP 7 T 1) .
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B - vosmwarRioge

A—H D5 ER LDAP SREEDERE

ATy T

ATy T2

ATvT3

A=Y T7hov

Fy hI—27 EOLDAP T 4 V7 MV AL T2 —Y AT DHEHICT T IAT A %
RECTXET, ZOLIIHRETHE, 2—FREBHDLDAP —HH L XA 7 L— X% ffi ]
LT A TELLIICHRYET, LDAPH— NI HGE7 =V 2% E LT, 777
AT AN L DBIERFRFEDE %2 A 2 —T7 WM LET (GULI D [ AT LAEE (System
Administration) ]>[=—% (Users) 1“X—, F£721XCLI ® userconfig 2~> RZ{liH L
T) .

FIE

A—HY TFTHIUNERRTHEODI T —FEBRLET, LDAPH— 77 7 A LT,
LDAP T 4 L7 NUNDO2—Y T hH U MERETHIH00 7 =) Z4ERK L ET,

GW—T AoN—=29 T T ) —%ERLET, 2—VFPFEOT L7 ) T A—T DR
VRN E MBS L7200 ) BVER L £,
LDAPH—NEZFERATELSITHERIEE LY b7y T LET, ZTOLDAP V— %2 —H3&
FECERT A EIT T IA TR A F—T ML, 22—V a—L&EIDAPT 4 L7
WO 7 N—71280 JTES, FBMIZOWTIE,  [Distributing Administrative Tasks| D& @D
[Adding Users] #ZM L T 72 &0y,

G¥) [LDAP] =YD [Z7 =Y DT Ak (TestQuery) | A% (721X ldaptest =~
R) ZFHLT, 7o UDLIRSNDMEREPYFFLI- LBV THDLZ LR L E
T, FEMZOWTIE, LDAP 7= U DT A kb (19 3—2) R LT EE,

RDEZRY
ESPERENS

ca—Y T H Tk 7Y (46 2—)
cTN—T A NR—2 T 7 (47 =)

koxTY

AR — P ZFRAET H 72012, AsyncOS 137 =V # A L CTE DO —H DL a— K% LDAP
74V7b)WT@mL\l—$®7w*~Aﬁ%%énfméﬁﬁéﬁoﬁiﬁo%th
PN XA T LT, AsyncOS IZE > TTF 740 b 72 ) —LF 750 NEERATTEN
FT. TAUV L IBRRIL TN D 2—PFIHEET LT I IA TV AEZRETHIEHT
TET, FNITIE, RFC 2307 THUE STV D JEMD LDAP 21— W L a— FNTER ST
WAMENH Y £9 (shadowLastChange, shadowMax, ¥ & U'shadowExpire) , == —H% L 21—
RBFET D KA A 2 LoULD_—Z DN BSUZE T,

. LDAP - T 1)
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gn—F 2run—vvFszy |

WDFIZ, AsyncOS IN—H 7 4 7 k% Active Directory ¥— 3 E TR T 5 & Il S
NETF 73NV D7) UFEHE2—FD TV 2 —LEMEEZ R LET,

RI:TIHNWEDI—YF THOU b YT XFHEEM : Active Directory

Y—nNEA47 Active Directory

~N—Z DN (Base DN) (772 7) (=P Lra— &R 51T ERE 7
N—Z DN ZfHT 2 0E H Y £7)

V=R g= (&(objectClass=user)(sAMAccountName={u}))

DT )L F— AR S LT | displayName
% @M (Attribute containing the user’s
full name)

WDFRIZ, AsyncOS 23— 7 H 7 b % OpenLDAP H— " L THHET H L X ITEHIND
FIHN DI Y XFHE 22— DT x—LEMEERLET,

RETIHNEDAI—HF THOU YT XFHEEN : OpenlDAP

HY—nNE24T OpenLDAP

~N—2Z DN (Base DN) (770 7) (=¥ La— &R0 51203 EKE8
e_— A DN AT IHLERH D F9)

V=)=l (&(objectClass=posixAccount)(uid={u}))

I—HD T )L R — LD S LT | gecos
% @M (Attribute containing the user’s
full name)

HIN—T AUN—w T HT

AsyncOS 1L, Z—FRFFEDT 4 L7 Y TNA—T DAL R=nEI a4 25 Lo B
MTHL7VEHERALET, T4V 27 MY TA—T A NR—=V oy TPHRNORA L R—2 T2 X o
T, ZO2—VFDOVAT ANDOT 7B AFRNMRED £7°, GUI D [yx%Aﬁﬂ(me
Administration) ]>[—% (Users) ]-X— (F7z1 iCLl@userconﬁg) THMNIBRRREZ A R —

MZTBHEEL, 2= a— LB LDAPT 4 L2 NUKND T NL—T1ZE D B TEF, :Lw—%
7—/Z ko T, %@:v—*hb:/ZTAV\?T%OT&JZXJFT#H%?E Di?‘ NERRRES LT
2—VOFEIL, B — VA D=V TR T4 VL7 M) I A—TIZE D Y THNET,

TEZIZITEVWHIT 4 L7 Y Z—TNO 22— Administrator 17— L% E| 1) 24T
Support £ WV9 T 4 L7 b Y Zb—T O —Z Help Desk User 7 —/L&E| ) 24 TE T,

L ADZ—PREEDLDAP VL —F B L TH Y, ThEZha—¥ o — L BRR555813

B OHIREN 2T —NLDT 7 AR AsyncOS IZ X > TEDO2—FIcft5anEd, 7= & e
£, == —¥7 Operator HE[R % >~ /L —7" & Help Desk User #EfR & Fi> 7/ — 712 )@+ 255
A AsyncOS [T —(Z Help Desk User 7 — L DHERR &IV 24 CTE 9,

LDAP 7 T 1) .
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B /—Txon—vurs1y

)

TN—T XA NR—=2 P WEDbEBTZODLDAP 70 7 7 A VERET D & &0, F—
T La— KRNI TWET L7 R LeLDOR—ZADNEZ AL, Z—7 23—
DA—PFLBBHENTWDBIEE ., Z L —TFARRBRMEN TS EMEZ AT LE79, LDAP
F—N T Ty AT LTRSS N — RN Z A SIS T, 22—/ T N—T 4D
BIEDOT 7 4V MEET 7 4V N 7 = U SLFHD AsyncOS IZ L > TATTENET,

G¥)

Active Directory —/SOEE X, 2 —FRRFED T I—T DA L N—=nE G T 5720
DT 7 4 b D7 =V LFHNIL (&(objectClass=group)(member={u})) T3, 7=7ZL., FHT 2
LDAP A ¥ —< |28\ T, [memberof] ® Y A F Ta—H4 TIHR R4 MEA SN TND
alE, {dn} & {u} OROVITFEHTEET,

IRDFIT, AsyncOS 23 Active Directory —/X ETT—7" XX —2 o FIERERBE T H &
SR SNDT 74V b Dy =) XFFE R E R L E T,

RGTIHILRDITN—=T A=y T 5T XFE| & EH : Active Directory

H—nNE2A4T Active Directory

~—Z DN (Base DN) (50 07) (Ur—7F La— R&x 205123 EE
M7 _X—ZXA DN ZffHTHMERH D £9)

Z—WFREED T —T D A L 3— | (&(objectClass=group)(member={u}))

PES AT BIOO 7=V Gx) {195 LDAP A% —< 23502 T memberOf
A Y A b OHTE— YA Tl < B S
SINTWDEAEIE, {u) DD VI {dn) ZfF
MTExd,

KA N—Da—WE (F7213% D | member
2—HDL a— KODN) M
TV e

TN—TRHDPEM STV D @M |en

WDFIZ, AsyncOS 78 OpenLDAP H— R E T/ /—7F A= o FIEREMBTDH L X
FERHENDT 74V D7 ) XCFFN L EHEEZRLET,

R10:TIHILEDTIN—F A=y T 5T ) XFF| &R . OpenlDAP

H—nNE247 OpenLDAP

~N—2Z DN (Base DN) (FZ7v7) (Unr—71rva—RER20 518K
H72~_— A DN i HT 208N H D £7)

Z—WREED T N—T D A 83— | (&(objectClass=posixGroup)(memberUid={u}))
ME S LT S0 s ) —
el

. LDAP - T 1)
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2L~ oTy F 1—52E

Y—nNEAL4T OpenLDAP

E A N—Da—WE (F7-13% > |memberUid
2—HF DL a— RKODN) DM
TV et

TN—T BN EI N TWD EM cn

ANLIREBEEEE~ND T Y F 11— 25

AL FHE~DO T Ra—FREFED 7 =V L%, 2 — PR A RLEREHEREIC 2 7 T 5 L &
=Y ERIET D007 =) T, b—27 Wi, 2=V &2 RrLET (=—HFoOr A
YHERLET) . b= {a}ld, 2—FOEFA VT FLREZRLET, LDAPZ =Y
\ZL-T ISMTP:] MWEFA—/LT FLANLREINSZ LiEdH Y A, 72721, AsyncOS
X0 ET FLANSBRELET,

AR NREERSRE D = R—Y 7 7 & ARFEIC LDAP 7 = U 2+ 512X, [Aohes =Y
L LTHET D (Designate as the active query) | F = v 7Ry 7 A4 2 LTI, T
TIT I T4 772 RNBLGE, OV IET 48 —T MRV ET, [VAT LEH
(System Administration) ]>[LDAP] " X— Y AW X2, T2 T 4 7727 Y ORRIZT A%

VA7 (%) BERINET,
=N H A FIZHEDSNT, ROT 74V N 7 CFHINE s R —HREE7 = VI S
ET,

« Active Directory : (sAMAccountName={u})

« OpenLDAP : (uid={u})

s FEAFEIEZENLS (Unknown or Other) : (752 7)
T 74N RTIE, 774~V A—/VEMIT Active Directory — D4 1 proxyAddresses.

OpenLDAP H— DA 1L mail T, MEADZ =V & A—VEHEE AT TEET, 72U %
CLI CTERT % IZ1X, ldapconfig =~ > K@ isqauth 7 a~ > K& L £7,

G¥)

2= T A RHIEHD A=V T RUARERE AT SE5551E, (mail=smtp:{a}) &\ 9
7 LFHNEER L ET,

ESPERENS

* Active Directory = R —HFRAEDF ER] (50 ~—)
* OpenLDAP =1 U 7 AffAH O EF] (52 ~—)
XA~ D T R T 7 ADRE

LDAP 7 T 1) .
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waps Ty |
. Active Directory T > F1—HR5ED R EH

Active Directory T > K 1—4S23ED & E I

Z ZTliX, ActiveDirectory h—/E R —HREE7 = ) OREOHZRLET, ZOHIT
&, Active Directory T —/NZ% L CT/RA 7 L—XFFIEEEH L, A —/VE ﬁ % mail &
proxyAddresses Zf#i [l L. Active Directory —/MNZxf 9 5 = R —HFRAEIZIZT 7 /L h D
72 ) CFANEERLET,

R 1M LDAPH— /N R/INLREEAND T Y FA—HBIELDEREH : Active Directory

REEAR IRRATL—RXZEFER BRERBIZNNA VU RT 5O EEEDL—
HPEERT 20, EZRRERET ILENHYET)

YN B AT Active Directory

RK— b 3268

~—2Z DN (Base DN) (772 7)

Pt 7w b =L (777)

7 CES| (sAMAccountName={u})

A — L IEE mail,proxyAddresses

OpenlDAP T K1 —HREDERTEDHI

Z ZCiX, OpenLDAPH— &y Ra—HREE7 =Y O EOHIZ R LET, ZOHITIX
OpenLDAP H— N2kt UL CTEAFEEZHEH L, A —/VEMEIT mail & mailLocalAddress % i H
L. OpenLDAP H— NZxkt4 5oy Ra—WRREETIET 74 D7 =) SUFFN A L E

B

R 12:LDAP F— /N & RINLIRBEAD T Y K1 —HRFEDEEEH - OpenlDAP

AR Ef

PR B A OpenLDAP

HR— 389

~—2Z DN (Base DN) (77> 7) (FWAF—~TIEEAERZ~—2 DN Offi ] 73 %
REnzZEn3db v £9)

e 7w b =L (77 7)

7 =) LFH (uid={u})

A — VB mail,mailLocal Address

. LDAP 7 T 1)
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PRV T PP Y EDN |

ANLIREED T A ) 7 AHEI T

ANRNEIEERT 2581 ANLRHEO=A )V 7 2AEG 7 =) Z2H L TEF A —/L A
UTA%122F bl ZEENZA VT AT LICREERMZZ TS 2 L1372/ &
T, 722k, BDHZIEHENA—/L T KL A john@example.com, jsmith@example.com, ¥ K

UYjohn.smith@example.com D A — V&2 TR H E LET, =AU T AHEEZMEHT L&, Z1E
FEDZTID AR KNBAX BT 720 £9, EEEE Zoa—F0xAg ) T 24T
EEENDAE—VDTITAIVBETA—AT FLAL LTEBRENTET RLATY,

Ay —VERELTTIATVEFA—AT FLRCEET DITE, ZEEOREETFA—
NTA VT AERBET HI2DO7 Y ZAEHK L THN D, XF%®774vJ B A—NLT KL
2D @EMEE [A—/VEM (Email Attribute) ] 7 4 —/V RICASD L ET,

AN L RBERRE D A /X WGl ENNC LDAP 7 = U 24 21213, (A r =) & LTIRET S
(Designate as the active query) | F = v 7Ry 7 A% AL TLEEN, TTRET 7747
2 IRBHLGE, T VT 48— T N0 ET, [VAT LEE (System
Administration) ]>[LDAP] X— T ZBIWZ L &I, T2 T4 TR Y OKEICT AZ YR
(*) BDRRSNET,

Active Directory " —/SOEEIL, 77 4/ bDO 7 =) CFFHIE
(|(proxyAddresses={a})(proxyAddresses=smtp:{a})) T. 7 7 4/ b ® A —/ VBT mail T,
(mmumpﬁ—ﬂ@%é@‘?71»}@729ﬁ$ﬂmmmkwnf\?7¢wb@x—w
B L mail T, MAOZ Y EA—NVEEREERT LI L TEET, BENEROLS

X, A~ TREIY £3, ANTLETA—NVBENERS 25613, RAIOET A —/VE TEE
LT, E#T 5 a0 & D2 EEFF OB (72 & 21X proxyAddresses) Tid7e <, fE%
1 OZFEAT 2 —E0RME (72l xidmail) ZANTLHZEEHERELET,

7 =1 % CLI TYERT 5 I2I1L, ldapconfig =~ > K® isqalias 7 2~ K&l L £,

ESPEREENS

* Active Directory = U 7 AFEE O ERF (51 _X—)
» OpenLDAP =A U 7 AHAOHER] (52 ~<—)

Active Directory T ') 7 R & D& TEH

Z Z TlE., Active Directory — Nt A U T AHE 7 =V OFEOH 2R LET, ZOHIT
I%. Active Directory % —/NMIxt L CIEAFFEL M L, Active Directory % —/NIxt4 5= 1 U
TAEERO 7 =) CFFNEEE L, A —/VEMEE mail 260 L £,

£ 13:LDAPH— /N & RINLIBEET A V) 7 RIFEA DERED - Active Directory

REEAR E4
SR Active Directory
R—k 3268

LDAP 7 T 1) .
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B oventonr =1y 7 2B DB

REEAR E4

~—2Z DN (Base DN) (7Z27)

PEi 7 m kL SSL ZfEM4 % (Use SSL)
7 = S

(
| (mail={a}) (mail=smtp:{a})

)

A=)V Bt A—)L T KL A

GE) o, oL EEIE LTWET, 72U BLN0U, £33y V) —HEIL, BEEE L
EILL > TERRLIGENRH Y £7,

OpenlDAP T A ) 7 AR & D% EHI

Z ZTIE. OpenLDAP #r— b A U T R EH 7 =) OFEDOHZ R LET, ZOFITIE
OpenLDAP H— N2t U CEATRGEZ A L. OpenLDAP % — NIZH9 54 U 7 A& ﬁHO)
7Y TR EFRE L, A —/VEMEIE mail 2685 L £,

R 14:LDAPH—/NE RINLIRBET A 1) 7 RIEA DREH : OpenLDAP

AR E4

e B A OpenLDAP

ek 389

~X—2Z DN (Base DN) (772 7) (HOAF—~ TIHEAEA e ~—Z DN O HN %
RashnrZ &ERdY ET)

Pt 7 e b =L SSL Zff4 % (Use SSL)

7 =1 CFH (mail={a})

A — )V gtk A=) T KL A

I3, BRET &

e
il

GE) Zoflix, 3HOAZHRE LTVWET, 72 VBEIP0OU, £/2TY U —
ELT J:o“(ﬁsiﬁéfz%/\ﬁ\ DET,

. LDAP - T 1)
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a—vaszonzos [

—H 53 & D ERTE DB

Z ZTCiX, ActiveDirectory h— 3 & =y R —HiBI4 7 =) O EDOHIZ R LET, Z DO
bi Active Directory t—/MIkF U CTEAFFEZ M L, Active Directory % —/MIkf4 5 22—
OFBARBER D 7 =) SUFHN R EE T,

R 15:LDAPH— /N & RINLIBBET A ) 7 RIFEA DEREDF - Active Directory

AR EA

R Active Directory

A—k 3268

~X—Z DN (Base DN) (7Z27)

e m b 2L SSL Z 3% (Use SSL)
7= X (proxyAddresses=smtp: {a})

\}

GE  Zofilik, BHOAREHNE LTOET, 7T UBER0U, £7213Y U —REL, BBEL i
I o CRE IR D ET,

Async0S Z#E3D LDAP H—/\ L EE S E B-DDETFE

LDAP /B 7 7 A NWERET H XL, TTITAT VAL OHER & 72 5150 LDAP ¥ —
/WDUX R 23 A AN _aﬁﬁzféiﬁ“ BE D LDAP — "% 5 12i%, LDAP ¥—

MM S AL TV DIEFBRNFE 2D X ICRET 20E RSV £3, /o, MEDFR—T,
@H%Tém B IE—TRITNUERY F8A (La—RFE2HEATE LN — R —F ¢
NHfEftEhcnEd) |

TLEAL LEBEE D LDAP — NIZHHR T D L 0T I I7A T U A R ETDH L, LDAPO TV =—
WA= NR—F i da— T UV T HERETEET,

D LDAP h—"EHEHT 5L, kO Z ENAMREIZ2 Y £7,

e Jx—I)LA—IN\—, Tx2— VA= R—=D=ODIDAP 7T 7 7 A L EHRELTEBL &, T
TTAT VA DBERYIOLDAP Y — N ZEERH TE 2L leolz L X2, U A RNOIRD LDAP
PR D T = — )L — =TI E T,
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