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e TX AN U Y—ZADHIER (12%—)

e TFHFAKNYY—ADTY AR—K (13 2—2)

e TXZAL Y V—ADA R —F (13—2)

s HTML X—ADT F A K U Y —ADOE (14 X—) ,

TEXERAL)Y—XDIENM
Fig

ATYT1 [A—/AKRY — (Mail Policies) ]>[7 %A kYU ¥ —A (TextResources) | (ZBEIL £,
RT9T2 [TFAK Y Y—R%BN (Add Text Resource) ] %27 UV v 7 LET,

ATYF3 [4ET Name) | 74— /L RIZTF AL U Y —ADA4RTEZ AT LET,

ATV T8 [ZAT (Type) | 74—V EMLTHAL VY —2ADX A THRIRLET,

ATFY TS [TF A (Text) ] £/2IX [HTMLE L7 L—27 % A2 b (HTML and Plain Text) ] D EH 5
MNDT 4=V RIZ, AvE—Y FFA MR ANLET,

FEARNIY—ART L= TFTFAN A —0RE2HATLHHEEIE. [TF AL (Text) ]
T4 =NV FREFEHLET, 7F ANV YV—=ZARHIMLBLOR T L—0 TF A AvE—T0D
W7 2 5840, [HIMLB X OV L —> 5 % Z b (HTML and Plain Text) ] 7 4 —/L K
EEALET,

ATYT6 EHREEZFEFEL, RFLET,

RDERY
ESPEDEYS]
*HTML R—ADT XAk U YV —2DOWE (14 X—) |

TEXA MY Y—XDHIK
[Z L& BRI
TXAL U —ZAOHIBROEEICTEE LT TEEN,

TEFALJY—=R




| 7%zxFUY—2
Fxz b yy—zoqok—+ ||

CHIBRENTZT AN Y Y —=RAEBRLTVWAETRTORA Y=Y 70 VH T, B L
T~—7 &hE7,

cHIBRENTZT AN Y Y=L TWDHETRTOaAryTY 7 4T R2—T v
DEFEITRY ETH, SHEL S SNET,

FIE

ATYT1 [A—/NKRY — (Mail Policies) 1>[7 F A kU ¥ —A (TextResources) |- X—\ZBEIL., Hl
b9 27F%FA MU Y—ZAD[HIFR (Delete) [FNZHDHITIFT A% 7 Vv LET, MR
Ay —VNERINET,
ATy T2 [HIEE (Delete) 1227 Vw27 LT, 7F AL U Y—ZZHIBEL £,
GE) ar7oVEEEAYE=Y T4 OVTANDORETERINTNDT FA B
U Y —RFHIRTEERA,

ATV T3 EHAELRFLET,

TEARDVY—ZADA iRk— bk
F L& BHII

AVR= T DT 7 ANN, TTT7AT 2 ADconfigurationT 4 L7 b VITFAET D 2 & &
RLET,

FIE

ATy 1 [A—nR U ¥— (Mail Policies) ]>[7 %A kU ¥ —2A (TextResources) ] <—IZBHENL,
[T AU Y—ADA KR—b (Import Text Resource) | %7 V v 7 LET,

RARTYT2 A VAR—=F TDHT7 7 ANVEBRLET,

ATy T3 zra—FFRERELET,

ATy T4 [Next] %27 Vw27 LET,

ATYTE LHIEZERIRL, 7F AN VY —R XA TEFEEBIONRIRL £,
ATYT6 BREEEEL, RIFLET,

TEXFRARMYY—RDITHY RAKR—
& Lo B I

TXARN) =R AR=bT5EF, TXANT T ANNT TIAT VA D
configuration 7 4 L7 F VITHER &5 Z LIZHEE L TS EE W,

TEFARDY—=R
I



A
B iir—zo7x by yv—zoBE

FIE

ATYFT1 [A—=/KRY T — (Mail Policies) ]>[7 %A kU ¥V —A (Text Resources) | ~X—I\ZBEIL .
[7FA MY Y—2Dx7 AR — bk (Export Text Resource) | %7 U v 7 LE7,

ATYT2 2V AR=FFTL7FAR VY —REERLET,

RTFVT3 TXANVIY—RADT 7 A NZEANTTLET,

RATFYT4 TXAR Ty A Dy a— REREERLET,

RT9 TS [E (Submit) 1227 Vv 27 LTCTF AN VY —REELT ¥ AR 77 A /L% configuration
T4 L7 RUIERR L £,

HIMLR—ZXDTFRA L )V —ZADHE

BEFHERED HOTF AL UY=L, HIML X—AD A vt —VBIRNT L —r 7%
AR AyE—=VOWEEHEH L TERTEET, MMLN~X®f/t~V&fV—y%%
AR A=V OWMGFEEGLTXARN VY —ZANEFA—L A vb—VICHEAINTS
Hmﬂm~x@7%xb)/ Z A y— ﬁ%x—wf/ﬂ~y@7#xbit1MML

ﬁ%éh TL—=VTFAR Ay E—VFEFA—N A VDT FRANERETS
v—/% WA S ET,

HTML X—ZADF XA N U J— X%LMitiﬁﬁﬁéﬁm\mﬂmﬁ\MMLn—P%i
FCRHBRETICY v F TFRAINDODANEZAREICT D) v F TF A MEENEENET,

HTMLX—ZAD7 %A kU YV —2%BINEB L OHRET 2551F, KORICHE LTI EEN,
cHTML R— g VAN T, AvkB—YDTFL—r THFRA b RX=U g U2 HEIRICAE
Bt ALOBIRCEET, 2013, FL—r TFFXFA M=V g UEARICERTEET,
c[Z— Kt =2— (CodeView) | HRF L %Z7 Vw7 FTHZEIZED, VT TR ZT 4
Z L HTML 22— R ZEUI0V B2 52 &N TEET,

')/?T?XFiT45TﬁT FéhﬁwHHﬂ:—F%Gmfﬂﬁﬁé X, =2—

FE=2—Z8V X2, HIML2— RZFETANLES, 72 & 2T, Zhid, <1mg src>
HTML % 7 25 L CTHN Y — N2 DA A= 7 7 A N~OBBEHEANT HGAIIT
WET,

BEEIER
cHTML R—ZDTFF A K UV —ZADA v HR— FBIRZ 7 ZAR—F (14 2—)

HIMLR—XDTFHFARYY—ZRADA VR—FELVITH AR—

HTIML R—ZADTFA K VIV —=RETFAF 77 A VI AR—=FLIEZY, THFAF 77
AN HTML N—ADT X AN JY—R% A FR— K L7 TEET, HIML X—ADT
FAMNVY—=RET 7 AT I AR—= T D56, 77AVICET ALY Y —2ADH A —
Va T ARDE Y a R EERET,

* [html version]

B 7¥xtyv—2x
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* [text version]

InNbDt s v a VOIEFITHEETIEISH Y A,
el T AR= RSN T7 7 A MUT ROTHRARDBEENDZENHY £,

[html version]

<p>Sample <i>message.</i></p>
[text version]

Sample message.

HIML R—ZDTF A K ) VY —2%2 T 7 ZAR—FBLOA VR— b 5841%. koL—L
ETARTANTHELTIEEN,
e L= TXARN A yE—UNHIML N—Y 3 b BEIRIZ AR & 5 HTML ~X— &
DTHFAN VI —=R%x ) AR— T 556, =7 AR—bFIN7 7 AT
[text version] 1 &7 3 /753aiﬂi“ﬁ_‘/\/o
e TXARNTrANNBA AR — T 5 EE [html version] EZ ¥ 3 > FD3XTDHTML
a— NIERENZTF AR VY —ZOHIML A vbE— ICEWESnEST (T U
V—A A A THHIML X v tE—2%2 Y R— T 5848) . FERC, [text version] 7
Yary FOTRCOTFAMI, ERENZTIFARN VY—ADT L —V THFAK Ay
VB EINE T,
*HTML R—AD7T ¥ A 8 YV —REAERT H720IT, 22D, EIIFELRN
[html version] 1 &8 3 /%5@774/1/%)‘%4) VIR— T DBHAE. TSI AT A NX
[text version] “Ey“/ii ‘/@5“:}"(1 F%{%}Eﬁ LTHTML}\SiU7OV_V§‘ﬂ?X }\7( ‘Y“[Z_
COM ST L E T,

TEARYY—ADER

TRCOAATDOTHAN VY=L, [TFA IV —R (TextResources) ] ~~— T F7=i%
CLI @ texteonfig =~ > &AL T, RUFETERSNET, —EERIND L. &F A
TTERRELEON G E LET, REFET VT L— MBI OEAT T L— M, T B
O 2F =Tl ESNET, —H. TUFUANRERT T L— I, A—LVRY—8
FOT o FUANAREETHEM S ET,

FEIE B
cHBHRET LS L—F (16 %—2)
c MEFRHAY T LT a— R (19 =)
cBEIT T L— R (21 X—2)
T UFUANARBET T L— (22 %—Y)
-N?yx@ﬁﬁiwwmm%ﬁﬁﬂ%yfv~b(%&—9)
e bimET > 7L — bk (27 ~2—)

TEREYY—X .



A
B s=ss5o70—1+

E — O
BEFRETIL—F
TTIATAE, VAFT—DZELE—EEITIT_RTORA =0T A MO EE0T

T (N F—FlF 7 v ¥ —) T 74N PORBFERELZBINTEET, ROFEEMFHL
T TTIAT VA TAyE—VICRBFHLBMTEET,

M U X’j“_‘ﬁ‘%\ GUIifTJi listenerconfig a~ k%1ﬁﬂqj—éj§/£ (U 7\%‘—7\7)‘%@%%
FIET XA FOBN (16 X—) 238

« LT U T 4 JVH T 3 add Disclaimer Text ZEHATHHE (T T g
NEDT 7 a ksl

Ay —=Y T4 NE T Vg add-footer () ZfEHIT 5 T71E ( [Using Message Filters to
Enforce Email Policies] D&% &) |

« T —HWRMIET v Ty A NVEHERT L HE (T BEIKOBIEESR)

A=V OHMNNT 4 v T EIEY AT =2 T OB TH DS ATREN N H D Z L A —
PICHEHT DRI T T T LA T T4 NZIZKH L TA v =V DBEEEZEHT 5 HE (A
Y=V OEEREBR) , TOXA TOBRMTBNENSHREFEIL, TF A o _EICBEN

SNET,
el 2T, BENDPOLFEEINDIHZA v E—VICEFHEES X, oA vyE—Y 3% E
FHAEMIMTE £,

GREFEFHET XA MEFEAT L0, RFEFHT T L— MAERT 2L ERH Y £, GUIT
[7 %A KU Y—A (TextResources) | X—VZMFH (FFA K U Y—2ADEM (123—)

% 5H) F7203 textcontig 2~ R&fEA ( [CLI Reference Guide for AsyncOS for Cisco Email
Security Appliances J #Zf) LT, T 257 F X N UFH DOty NEEkB LOEB L £

7

ESPERENS

« T A NEIPEORBFREREOEM (17 X—2)
c UAF—DOHORFHEET A FOBEM (16 ~<—)
CGBERIEB LT ANE T a v B (17 °—)

JAF—MoDREFETF X FDIEM

HERFET XA Y—RAEBER LG, VAFT—TZETILIA =TT 257F A b
LFHNEER L ET, REFETXA M2 A vE—VO L ERII FHIGBNTEET, 20
HREIX, X7V w7 (SR R) VAF—=LTTA_—F (T MRTUR) URF—D
wFC R TE T,

THAPMBIOHTIML M OER SN D A vE—Y (Microsoft Outlook Tik, Z DX A 7D A v

t—% [Imultipart alternative| EFFONET) ZXETLHHE. 777947 A 1X, AvkE—

COMGOWMANREFHEAL T LEY, L, AvE—VNELFHOILT YT

boYre. BANENC RS D ar T o IERSNEEA, RbVIC, fREFRHEAZ VT

|2 & - T [Content-Disposition inline attachment ] &\ 9 Bl S\— F2MERR SN E T, ~ /LT 3—

b A vB—VOFEMIZOVTIEL,  [Using Message Filters to Enforce Email Policies| D& D
[Message Bodies vs. Message Attachments] %2 L T 72X,

B 7¥xtyv—2x
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JensansorasEnen [

T4 LA LDEREERIEDIEM

T A4IVH T U a Y add-footer () FETNII LT U T4 NE T I g fﬁ%%?%%ﬁ:jt@@
mny ZHEHL T, Ay =V OREFHIFFEDERT AT XA MLFHNZMT 5 &R T
TET, HERIE RDORA =V T 4 VHZ L—)LT, LDAPYZ L—7 [Legal] (2§ T 52—
PINHFEEINDTRXTDA vy E—VIT, legal.disclaimer &V D T F A MUFHIZAHINL £
D

Add-Disclaimer-For-Legal-Team:
if (mail-from-group == 'Legal')
{

add-footer ('legal.disclaimer');

}

REFEEIVIANETOLaVEH

A=Y T4NE T va B REFERTHZ b TEET GEIZOWTIX,  [Using
Message Filters to Enforce Email Policies] MDF(Z& % [Action Variables] Z#Zf L T 7230Y)

HHEFHT 7 L— MIX, OB EFHTEET,

RIUTUFIANABHNEHR

T8 BEEMZ 5HE

$To A=V DTo~y X —IlEZHIONET (o _Xe—7ZEFHIC
HEEHRZONETA)

$From Ay —=VDFrom:~y A —IZESWRIONET (2o Xn—7REH
WITEXHRZONETA) &

$Subject LD A =V DOHHICEZHRIONET,

$Date BAEOBA (MM/DD/YYYY BER) IC@EEHZ 5 ET,

$Time BAEDRZ (o — b UBEEHE) ICEE B2 ONET,

$GMTimestamp HAEORZB XA (GMT) ICEE#xoNET, ETA—/L A
£ — D Received: T CHR.LN BB L FRETT,

$MID A=V ENEHCTHINT H7-OIHEHAT LA v E—YID (MID) IZ#E
THZ HLIVET, RFC822 Message-Id] OfE & (X872 57 0FE L T<
72&Wy ( [Message-1d) ZHuf59 % 121% $Header ZfEH L £7)

$Group Aye—YDA LVl NI, BEED KT IREE I/ NV—T D4
ANCE SR DNET, BEHEINV—TIZLTN R OGEIE, SUF
[>Unknown<] 2M#ASNET,

Fxzruv—2 I}



B a=sEssvo 8700 a08%

A

ZH

BEEHASIE

$Policy

Ay —=VDA Ty MFRZ, FEFIZHEH LZHAT R O —04
BICEEHZ DNFET, FHICEBINTWVAERY U—A4MEA ST
WRWEEA, T4 [>Unknown<) MR AINET,

$Reputation

EEZEFOIP LEaT—Yars2arii@BEsimionFszd, LE2T—
va Ly AaT WAL None) ICEXHZ ONLET,

$filenames

A=V T 7 ANDT 7 ANHDA L~ KYIY A MIES L
LbIHET,

$filetypes

A=V DRNT 7 ANDT 7 AN EZA TR T I~ U A b
CEEHEX ONET,

$filesizes

AvE—=—VDORNT 7ANYA XD~ XYY U A MIESHZ LN
£,

$remotehost

Ay —=VETTITAT VRTEE LIV AT LORA MITEEHR
bhET,

$AllHeaders

Ay —U Ny |lEEXHBIZONET,

$EnvelopeFrom

A yt—UDxrNu—7%EH (Envelope From, <MAILFROM>) |Z
BEEMZONET,

$Hostname

TTITAT VA DBEAMICEESELBNET,

$header[‘string *]

DA =D BT O~y X =R EENLHE. I T E~y
F—DEICE S ONET, “HIA/FMIHSNLIBEbHD £
‘a‘o

$enveloperecipients

Ay —vDOx X —7ZFH T T (Envelope To, <RCPT TO>)
ICEEHMZ ONET,

$bodysize

AvE—VOF AR (N4 N ICEEXHRZONET,

$FilterName

WD 7 ¢ L Z DAFTEZIR L ET,

$MatchedContent

AF ¥ 7 4 )H Jb—)L (body-contains 72 ED T 4 LK JL—)LR
TV T4 vatVEER) ERN) - LIENEERLET,

$DLPPolicy

BN H -7 Email DLP AR U o —DARNIE X2 b E T,

$DLPSeverity

ENROBEREICESHRL GNET, EIXME Low) 1. [F (Medium) ],
[m (High) 1. £72X [EX (Critical) ] DWFHTI,

$DLPRiskFactor

A=V OWENRO) AJERAaTICESHBZzZONET (X277
0~ 100) ,

B 7¥xtyv—2x
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T8 BETHZLHE

$threat category T4 T UANA FER, AT T REDT O NI LAY T 4
WEBEOZ A TIZEEHBRZ HNET,

$threat_type TOURNTVA T T4 VWEEEIT IOV T AT IV ICEZHBEZONE
T, ez, FrIT 7R &BENO T v T AOEEIZR
EnH0 ET,

Sthreat_description |7 KT LA 7 T 4 LA FBEOFTHICEE L L ET,

$threat level A=V OBE LIV (AaT 0~5) ICEXHBmZONET,

$threat verdict [(AvE—VDOEE-ZE L~ (Message Modification Threat Level) ] L
SUVMEICE T, NIV 2 Tz c@EsHmzohEd, Ay
TV EEND VA NAELIZIIETA NV ADER L VRN (A vE—
O B L~ (Message Modification Threat Level) ] L & U MELL
FEOHAE, ZOEHOMIE NI ICBREINET,

A=V T4 NI TV a Y EREREFHTHEMATLICIE, (GUID[THFARY Y —2A
(TextResource) ]~¥— F/zidtextconfig a~> Knd) A vbv—VOREFHEERL, £
BB LUET,

add-footer() 77 > 2 " Cl¥, 7 v ¥ —% inline attachment, UTF-8 coded attachment, quoted
printable attachment & L CENT 5 Z & T, IEASCUTF A &P HR— M LET,

REFHERIVTEEH T O—FAK

AsyncOS|21E, By a— RHFREGHaBERFEAY VT OEMEL AR T H7-DIfE
HENDBREENFELET, T 740 b TIE, AsyncOS [XET A —/L A v E—T DRI —
FICHFTEND K H12, AEFHERE LE T, localeconfig 2~ RNTEE LT EM
AL T, Zlijff\**F&ﬁ%f%IE@I/:T“f\jif#ﬁf&é%/u\@%ﬁf/ﬁ% RETEET,
HD/R— ENOERENDE T AN A vE—VEERT 5T, ZOREDEM LTS
0 ET,

To: joe@example.com ~y A —
From: mary@example.com

Subject: Hi!

<ZZ[1T>

Hello! AL — |k
ZDAyE—UIFAX Y | BYOUAF = K
rEanx L,

Example.zip 2% H DI/ S— b

TEREYY—X .



A
B sszmxsoTemgoa— st

ROIDZEATTICHES A v B—=YOAIITIE, ZOMIMEASA— EREERTWDHEARHY &
To ZLOBAE BROS— ME TR E2id 7% 2 b EEER, 2 BB LUBEO S— b
X 7 ZyFA b LFRHIRET,

GEFEL (78 v F AL b (FROF) £3ALO—#HE LT, BEA—MIEDS T
LRTEET,

To: joe@example.com ~y B —
From: mary@example.com

Subject: Hi!

<ZEH{T>

Hello! ALt— k

DAy E—=VEFAF Y | ALTED 6N HREFE
ranx Lz,

Example.zip A OWS73— k-

—RIIZ, A=V OARLEREFHEOM T a— RFXOR—ENRZ 5 L, mEFH
DARZLIZEEN A T7A40) lROTH v F A RE LTEENRNEL ST, AsyncOS (%
A=K ERA v E—VDOARALEF Ly a— R T ra—RLESELET, oF
D, REFHEAXOT Y 2 — AR T 256, FRITREFEFHEOTF A MT (KX
D) AV TANIERTEDLLFENGENTVAHEHEEIT., AEFHIIA VT4 GO LNE
9, 7= & Z21E. US-ASCI XF DA% & 1IS0-8859-1 = a— RE& = EFHENER SN D
AR H D T, RIS, ZORBEFHFIME RS T4 ) ITERINET,

7277 L, AEFENPALEMAEDEONRWVIEA. localeconfig 2 <2 REMFH L, AT
FANERAEELFER L CRBFFHEO= a— FHRE —EHEE5 L 912 AsyncOS 3% E
THZET, REFHEHIA Y E—ORLITEHEDDH 2 ENTE FT,

example.com> localeconfig

Behavior when modifying headers: Use encoding of message body

Behavior for untagged non-ASCII headers: Impose encoding of message body

Behavior for mismatched footer or heading encoding: Try both body and footer or heading
encodings

Behavior when decoding errors found: Disclaimer is displayed as inline content and the

message body is added as an attachment.

Choose the operation you want to perform:

- SETUP - Configure multi-lingual settings.

[1> setup

If a header is modified, encode the new header in the same encoding as the message body?
(Some MUAs incorrectly handle headers encoded in a different encoding than the body.
However, encoding a modified header in the same encoding as the message body may cause
certain

characters in the modified header to be lost.) [Y]>

If a non-ASCII header is not properly tagged with a character set and is being used or

B 7¥xtyv—2x
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modified,

impose the encoding of the body on the header during processing and final representation
of the message?

(Many MUAs create non-RFC-compliant headers that are then handled in an undefined way.
Some MUAs handle headers encoded in character sets that differ from that of the main

body in an incorrect way.

Imposing the encoding of the body on the header may encode the header more precisely.
This will be used to interpret the content of headers for processing, it will not modify
or rewrite the

header unless that is done explicitly as part of the processing.) [Y]>

Disclaimers (as either footers or headings) are added in-line with the message body

whenever possible.

However, if the disclaimer is encoded differently than the message body, and if imposing
a single encoding

will cause loss of characters, it will be added as an attachment. The system will always
try to use the

message body's encoding for the disclaimer. If that fails, the system can try to edit
the message body to

use an encoding that is compatible with the message body as well as the disclaimer.
Should the system try to

re-encode the message body in such a case? [Y]>

If the disclaimer that is added to the footer or header of the message generates an error
when decoding the message body,

it is added at the top of the message body. This prevents you to rewrite a new message
content that must merge with

the original message content and the header/footer-stamp. The disclaimer is now added

as an additional MIME part

that displays only the header disclaimer as an inline content, and the rest of the message
content is split into

separate email attachments. Should the system try to ignore such errors when decoding
the message body? [N]>

Behavior when modifying headers: Use encoding of message body

Behavior for untagged non-ASCII headers: Impose encoding of message body

Behavior for mismatched footer or heading encoding: Try both body and footer or heading
encodings

Behavior when decoding errors found: Disclaimer is displayed as inline content and the

message body

is added as an attachment.

Choose the operation you want to perform:

- SETUP - Configure multi-lingual settings.

[1>

localeconfig 2% ROFEMHICHOWTIZ., [T FIAT L A TOA—IZEORT] ODEL
ZMLTLEE0,

BHITTL—k
BENT 7 L— M, notify() BL P notify-copy() 74 NVX T 7 v a rTHAINE
T WHIT T L— MIE, T TFUA NV ARSIV ER DT o F U A L AR O ZEHL
ZETIEASCH THF A RBLOT 7 v a VEREEZD D Z LN TEET ( [Using Message
Filters to Enforce Email Policies] D23 % [Action Variables] #Z[f) . 7= & z2 X,
$Allheaders 7 7 > a VEHEHH LT, TORA v =D~y X —%EZHD I LN TEE
T, WHHOFrom: 7 RVAZRETEET, 7T I7AT L AILERSND A vy E—VDIBIE
T RLADREEZSRLTIEIN,

TEFARDY—=R
I


b_ESA_Admin_Guide_ces_13-5-2_chapter38.pdf#nameddest=unique_1128
b_ESA_Admin_Guide_ces_13-5-2_chapter38.pdf#nameddest=unique_1128

FEALYY—2 |

B o5y zEnroii—r

WET T L= REAER LT, 2T Y T4 A BEORA v = T4 W ENLHBHS
B ENTEET, ORI, Tgrapewatchers@example.com| [ [lgrape text] BENH L[
N2 LI notify-copy() 7ANHE T/ a v wELizarys7 Y 7 4 X ERLTHD
i j‘o

B1:a270Y 742128 5BHMDHE

Edit Content Filter

Edit Filter

Name: Igrapecheck

Currently used by policies: | DEFAULT

Description: | [Locking for grapes.

Order:

Apply filter: | &) If one or more conditions match

O Only if ALL conditions match

Conditions

| Select New Condition... v| | Add Condition i

Condition Delete
body-contains("grape") i
| Select New Action... R | | Add :';Cticl}i!
Action Delete
Inutify—copy ("grapewatchers@example.com", "Found one!", "", "grape_tex‘t")l i
[Concel | [Suormic

FUOFIAIINRBHMTTL—F
T UFTANAREAT T L— iR, RO2ODEATHRHY 97,

T UFVANRBRMTYITL—k, TUoFUANRBMT T L— M, EDOA Y E—
DT A VAR ST AWgAICEA S E T,
T UFIANRAVTF TUTL—b, 2T F T UTL—RI, TDORA v E—URE
177 ANE L TEREINDIBEIEHAINET,
TUFUANRBAT T L— MM, TANEDORDVICT v FUOANAZ DU THERER
LU, EARICEmIMT 7 L — M EERRICBER SN E T, A— R Y O —DOfREFICIEE
THHAY DBHERETEET, VA NVAXRBIHAD From: 7 RUAZRE T ET, if
FNZONWTIE, T IA TV RIZERSND A v E—VDIRIET RLADEREEZR LT
IV,

REEIER
CNAZKNT F AR BEMT T L— b (22 %—)

WRBLTUOFI9A4INARBHINTTL— K
WORE, BAXDL T U FIANVABHAPREEINTZ A= R —%2RLTWET,
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¥irus Infected Messages:

Action Applied to Message: |De||ver as Attachrment (RFCE22) to New Message v

Archive Original Message: | ¢~ o &~ ves

Modify Message Subject: | o~ Mo I Prepend C sppend

[warNING . VIRUS DETECTED]|

= Advanced Add Custorn Header to Message: | & 4  Yes

Header: 1 l i

Value: [ ]

Container Motification: | | anti_virus_container

Preview Message Body =

(see Mar! Folicies = Text Resources = Anti-lirus Container
Template)

ESPEREYS
s T T A NVABEIEE (23 X—)

T UOF I I RBINEL

T A VARTRGEINZVER T DR, ROFRICFTEHIN WD RMER AR T £,

RA:TOFIAILRBREHR

£ BEEHASIE

$To AvE—=VDTo~y X —IZESHBIONET (o \n—T7%(F
FITEZHZ ONEEA)

$From A =0 From: ~y X —IlEXHz bNET (oo —71%
EHEIZIEEZHBZONETA) |

$Subject DAY=V DOHHICEEHRZ DILET,
$AV_VIRUSES A=V TRERLINEZTRTOUANLADY A MIEEHRZ LR
E

% : “Unix/Apache.Trojan”, “W32/Bagel-F”

$AV_VIRUS _TABLE | ,S%— | =& |Z MIME-Part/Attachment £ & 7 A )L 2 %595 — 7 /LT
EEX#HZOHNET,

5] : “HELLO.SCR” : “W32/Bagel-F”

<unnamed part of the message> : “Unix/Apache.Trojan”

$AV_VERDICT TUTFIANADHEIZEZ R bIET,

Fxzruv—2 I}



B 77y zmazy

A

ZH

BEEHASIE

$SAV_DROPPED TABLE

Ry Z7ENERF 77 ANVDTF—TcEE B bET, 1T
X, N—=FEREE T 7 ANE ER~NIMNET DA NVADY A B
WL DR EnET,

5l : “HELLO.SCR” : “W32/Bagel-, “W32/Bagel-d” “Love.SCR” :
“Netsky-c”, “W32/Bagel-d”

$AV REPAIRED VIRUSES

HEEABIOEESNIZTNTOUAVAOY A MIESHZ OILE
¥

SAV_REPAIRED TABLE

EABIMMEEINZTRXRTONR—=V LT AL ILADT —TIVIE X
#az HuE 9, #l : "HELLO.SCR" : "W32/Bagel-F"

$AV_DROPPED PARTS

Fay7EINkE77ANVAD) A MIBEBEHBRZONET,
5] . “HELLO.SCR?”, “CheckThisOut.exe”

SAV_REPAIRED PARTS

BEEINZT7 7 ANELELIZI = DU A MIEEHZ ONLET,

$AV_ENCRYPTED PARTS

KB ESNT-T7 7 A NLEIT— DY A MIEXHL ORET,

SAV_INFECTED PARTS

TANAEBGL T 7 ANDT 7 ANELOH <R A MIES
Wz bNET,

$SAV UNSCANNABLE PARTS

AXx VTCERPOTET 7 ANGERIFN—FDY X NIESHZ
LIET,

$Date BED AT (MM/DD/YYYY BER) Ic@EE#HZ bR ET,

$Time BEORZ (v— VR ICEXBZONET,

$GMTimestamp BWEOEKZAB L OASM (GMT) CESHzONET, EFA—L
A v t—0 Received: ITTR.ONATER L FETT,

$MID A o=V ENETHEHATH7-OIEHT 5 A v &—ID (MID)
WCE X2 5E T, RFC822 Message-I1d] DfE & (387257 DiE
BELTL7ZEW ( [Message-1d] A HfGd 5121 $Header i H L %
7).

$Group Ay —VDOA Tz MHEC, REEN BT HREE I LT
DARNZEE L DNE T, EEHE I N—TIATID R OGETE.
SCF5 [>Unknown<| 2MHEASVET,

$Policy A=V DA Yy NEZ, REFICHEA LIZHATHRY > —>0

LANCEESHBZONET, FRICEZESNTVDR Y —4 0 EH
TN TWRWEAS . CF5 [SUnknown<| 2MEAINET,

$Reputation

EEZFOIP LT —varyRaritBExBmIoNET, LE 2
T—ay AaATRRWEEIT Nonel ICEE#Z GNET,

B 7¥xtyv—2x
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Ny RENS & vEStxmEnT > TL—+ [

T8 BEETMAHE

$filenames AvE—VOUMN T 7 ANDT s ANELDT < XKY Y A MIE X
iz biVET,

$filetypes A=V OWMN T 7 ANDT 7 AN BT EmT o~ XKYgIn Y
A NMIEXHBIONET,

$filesizes A=W T 7 AN YA DT o~ KD U A MMIEXHZ
HBNET,

$remotehost A —TETIIAT U ACEE LE VAT LADRA NLITHEX
iz biET,

$AllHeaders Ayb—U Ny X —TEEHBZONET,

$EnvelopeFrom Av—rvDxr_un—7%EFH (Envelope From, <MAILFROM>)
IZE X ONET,

$Hostname TIFIAT U ADKRA NGIZEZH 2 SbNET,

GE)  BERIIRLFVNLTFHRMNLET A, T2 2IE 7F A U Y —AT [$to) & [$Tol IF
M%CT, DAy E—IT TAV_| BERZEDOYE, 55 <None> TEEH#Z HILET,

TXAN YUY —AEEHELIE, [A—/LR Y 2 — (Mail Policies) > [155Z{E A — LKV 2—

(Incoming/Outgoing Mail Policies) ]>[7 1 /v AXIKERE # i (Edit Anti-Virus Settings) ]3—
VFE72lE policyconfig -> edit -> antivirus I~ REFEHL T, BEINZA Y
=Y, AX Y U TERDPSTA BV, B fbSNTEA vy E—T T UA VAR
DA yE—IIx LT, JEOA vy E—VRRFC822DT ¥ v F A M LTEEND LS ITHF
ELET, FMIZONTE, ZAX LT 77— MNEHOEEFEEZSRLTIZE N,

NI URBHE EUESIEELBGBEHM T T L— R

R AR X ORE B L RGE T T L— MR, AT ARAB LA v — PR A bk
RORE T S o LAMT, AR @EaT o 7L — FERRICER SN E T, Bt m
TrANERERIZ, NTUA T T 7 ANVBIORIAZ L A v— VRS RBGE N %
HELTWEEAICEETID AL L N AR ERETEET,

WOKL, RO A T 77 A )VTHRESNIEAY VABHT 7L — bR L TOET,

Fxzruv—2 I}
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Send Delay Warning Messages:
© Use Default (Na) @ ves O Mo

Message Composition

Message Subjecti  [message failed

Matification Template:

Preview Message =

Minirnum Interval Between Messages: |l4400 hsecorids

Maximum Mumber of Messages to Send: Il 1

N

GE) HAZLTUTL—bEHERATH85E1X, RFC-1891 @ DSN #ff L T 72 &0,

WOXNE, b7 a7 7 A L THRE SN bRT 7L — F 2R L TWET,
4:8ES 707 7 4 L OBEEL L BEL DI

Notification Settings

Use spstern generated notifications by default or create custorn notification templates can be configured in Mail Policies = Text Resources

HTML Motification: [ Systemn Generated
Preview Message =

Text Motification: | System Generated
Preview Message

Encryption Failure Notification: [

Message Subject:  [[ENCRYFTION FAILURE]

Message Body: MaxSize v

Preview Message =

BEEE
« N AR LU AL A S (26 ~—2)

NV RABHE S VESERBBEER

N AR E T IERE SRR AN 2 RS D BR IS, IROFRITFEH S 41T 2 il a8 5z ]
TEET,

RENTORBHEHR

£ BEEHASIE

$Subject TED A v B— D4,
$Date BEO B (MM/DD/YYYY X)) IC@E&#z bnEd,

$Time BUEDRZ] (7 — VIR ICESH]Z DILET,

$GMTimeStamp BUEDOR LB L HAT (GMT) ICE X2 bnET, AL Ay
£ — D Received: 1T TR LD EA L FIEETT,

B 7¥xtyv—2x
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ZH BEEHASIE

$MID A= ENE TS D7D AT S A v E—2 ID (MID) (12
BEEHZ 5N E 9T, RFC822 [Message-Id] DfE & 1XE/ D72 0FEE L
TL7ZEW ( [Message-1d) #HfF3 2 (2% $Header I L £7)

$BouncedRecipient | L R XNEZEZFOT KL A,

$BounceReason WAEH,
$remotehost AvE—ET TIIAT VAW EE LV ATLDORA MLICEXH
ZBNET,

LB T TL— K

B b T 7 L— NI, 77U MUY RETF A — V&R 5{ET % L 912 Cisco BT A —/L

WAz E LIBRICER S g3, Z oA T, ‘F%rjﬁﬁ FleEniz A v —VE%E
LicZ tzmmL, Ay e—VrHOFIEEZFAL TWET, B LA vyt —T L —FEICEE
THHAL LA B AR E CEET, B %M7m774w%¢&Té 1%, HTML B
FOTFF A MEROH OB S L@MAIRE LET, 20D, BAX LT 7 7 A VEER
T 55T, TF A MEXB LOHTIML IBEXOW F OB 2 ERT 208X H D 77,

| TEREYY—X .
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