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o (A 2R % BERHET (Whole Body Auto-determined) ], A v — VAR EKIZES L, %
FHICARLDORBE~OT — X OBMEFFA LET,

s [RFIZESL /N1 b+ (Signfirst _bytes) ], EEL7=A MEET, A vE—UARIZE
% l—/iﬁqo

ATYTR AvE—VBLO~Ny =T 44—V RIIEDDLZTEERLET, ZNHDOX ZITHEMSIT
WAIERIZIA v E—VBELORGECER ESNE T, kOFT v arnb 1 DL EEZRIRLE
D

[M"F ), BAEINTEA YRR L2 EE -T2 FOID (72 & ZE
A=V T VAN FX—V %) , RAA U @example.com 72 £, @i BN i7z R 2
A ANTTLET,

c["q" ¥ 7], ARF—ZEETADIERESNSG  —JiEOaa XYY U R K, Bl
1E, ME—A N7 EI dns/txt TT,

""" F T, BAMERSNZEEDH A LAZ T HFRLET,

c["'x" Z 7], BAVKET T DM ARG, BAOFRIIR (A 2B ELET, 7
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ATy 713

ATy 714
ATy 715

"2 5 7] BEA— () CESTREBNTNS~NY F—T 4= KDY 2 ML, A v
T UNBL SNERSRENET, TR, S~y X — T 10— oA L ERE EH
4, KichlERLET,

z=From:admin@example.come|To:joe@example.com|
Subject:test%20message|Date:Date: August%2026,%202011%205:30:02%20PM%20-0700

BADRKAS Y T T 7 ANVEFEHATH—Y (BFA—/L T RLA, RRAN2E) 2#AN
LET,

GE)  FAASTuT77ANVE2ERT D56, FEOL—FICEEMNT 2717 7 4 LOR
EIWZBWT, BEEZHEHATHIZ EICER LTSI, =& 21X, example.com O~
a7 7 A L& joe@example.com DRIDT 07 7 A VEAERT D ELET,
joe@example.com 7> H A —/L3E(E 4L DY E . joe@example.com D7 1 7 7 A /LA
fiEbiET, LinL, A—/L) adam@example.com 2> 5 255 S5 5E 1L, example.com
DT T 7 ANPMEDIET,

EHEEFREL, REFELET,

ZDEES T, #{F A —/ 71— KU > —TDomainKeys/DKIM 4 & A 1 —7 /LI LT e
BEIFAR—T M T 2RERDH Y FF FEA—NVOBLOAA =T UL (TX—=) %
ZELTLIEZEEY)

(GE)  DomainKeys & DKIM DOili f D717 7 A W ZAEHR L TV D HA. AsyncOS 13251
A — /L2 DomainKeys & DKIM D 5 DEA % FIT L E T,
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ELF—DIERFEITHESE

HFLOEZT—DER
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ATvT2
ATvT3
ATv74
ATvTH

e LWELFT—DOER (12 3—)
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Z4 % —1% DomainKeys 3 X U'DKIM B4 D KA A > 707 7 A )KL TT,
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[#A—/VvR Y 2— (Mail Policies) ]>[E4: % — (Signing Keys) ] ZER L £7,
[F—%EM (AddKey) 127 Uy 27 LET,

X —D4RIEATILET,

[£5k (Generate) |27V w7 L, F— A X&ERLET,

EREEEEFEL, RIFLET,

G¥) X—%ENYTHRAS T T 7 A NVEREL TCORWESRIL, RETILENRD
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ATvFT2 HHOBAX—%227 ) v LET,

ATV T3 HLWEALAFT—OER (12 3—) O@MAICE->T, BHOZ 4 —/V RERELET,
ATv T4 BHEEREEL, RIEFLETS

EZX—DITHYRKR—F

TFIAT LV ADTRTDOF—X, | DDTFA T 7ALE LTI AR—FENET,
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ATV T [A—/AR U — (Mail Policies) ]>[%E4 % — (Signing Keys) ] Zi&R L £,
RT9 T2 [¥—%x 7 AKR—b (ExportKeys) 1547 U v LET,
ATV T3 T7ANVOL4HIEAI L, [FEIE (Submit) |27V v LET,

BEDEZX—DA VR— bEEIFAS

B:&EIE
« TR AT (13 2—=Y)
HEFEDT I AR—K T7ANNNEDF—DA R—k (14 2—2)

F—0RsY T

FIE

ATV T [A—/AR U — (Mail Policies) ]>[E4 ¥ — (Signing Keys) | Zi&IR L £7°,
ATY T2 [F—%EBM (AddKey) 1227V w7 LET,

ATY T3 [T — (PasteKey) ] 7 4 —/L RIZxF—Z2AE0 117 £ (PEM 7 +—~ v b X4, RSA
X —DHTHLIMLERHY FT) |

ATy T8 EREFEL, RFLET,

EF A —ILERE
I
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BEDODIIVAR—F T7A4ILDOEDF—DA R—k
A

GE) F— 77ANLVERETHIZE. BLAF—D 7 AR—F (133—) 2BRLTLFEN,

FIE

ATy T [A—/AR U ¥ — (Mail Policies) ]>[%&4 F— (Signing Keys) | Zi&R L £,

AT T2 [¥—%A AR = (mportKeys) 127 Vv LET,

ATV T3 T AFR— FENTBAX—ZEL 7 7 AV ERINLET,

ATy T4 [F (Submit) 1227V v 7 LET, A VR — ML TTIRTOBGFOELT—NEEHZ
ODNDLZENEEINET, TFALN T77ANVDTRXRTOF—NA R—FINET,

AT TS [ AR —b (Import) 127V v 7 LET,

EZ ¥ —DHIFR

ESPEREENS

BRI L-BL X —0HIER (14 2—)
o« TRTOELX—OHIE (14 <2—)

BIRL-EBLX—0HIR
FIig
ATy 1 [A—R U — (Mail Policies) ]>[%&4 F— (Signing Keys) ] Zi&R L £,
AT9 T2 HIRTAEBAHX—DEDT = IRy 7 A A AT LET,
ATv 73 [HIFR (Delete) 1227 Y w27 LET,
ATy T4 HIREMRELET,
TRTHDERZFT—DHIR
FIig
RT9F1 [A—/LAKRY T — (Mail Policies) ]>[E4 % — (Signing Keys) ] ZiIR L £,

RATw T2 [E4F— (SigningKeys) ] X—TD [T XTOF—%HE (Clear AllKeys) %27V v 7 LZE
D
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ATY T3 HIBRAEZMRLET,

DNS 7 X k LO— FDER

FIE

ATYF1 [A—/LKY 2 — (Mail Policies) >[4 7' 1~ 7 A /b (Signing Profiles) ] ZHE4R L £,

ATY T2 [FAALVBELT 17 74/ (Domain Signing Profiles) | &7 > 2> ® [DNSTHA kL a—F
(DNS Text Record) ]5IT, ®5T D RKAAL L T a7 7 ALD AR (Generate) |V > 7 %7
Uy 7 LET,

ATYFT3I DNSTHA L La—KRIZEDLIEMEDT = v /Ry 7V AEF I LET,

AT T4 [FAER (Generate Again) 127 Vv 7 LT, BEEZEOTHF—&2HAERKLET,

ATYTE DNSTHA b La— KRy RUDFEHOTHFAL 74—/ F (A8 —T&ET) ICFR
ENET, HBAICL-o L, BEOXTFTFIODNS TF A b La— RpEgShEd, #ko
XFHIODNS 7F A b La—R (15X—Y) 22RLTIEIN,

ATvT6 [T (Done) 127V v LET,

RDERY
FEEIER
I DOXLFHIDDNS TH AN La—F (152—)

BHOIXFIIDODNS TXX ~ La—F

DNS 7% A b La— FOERMITHEA SN DEX F—DF A X3 1024 £y F LD REWGE
i, BEOXFHNIODNS 7F A b La— RBAERENDZ ER”HY 3, 2L, DNSTF
AR Va—ROR—OXFINIGEDDHIENTELDE, 25 XTFUTTH LD TT, i
® DNS $— S TIIEE DO LFFIODNS 7T F A b L a— RRZIF ARSIV, EfTE8hR
VW2, DKIM GRAEITRT 2 FREMER &V £ 7,

ZOVF VA EERET DD, —ESAKFEFEHL T, BEOLTIIODNS T F A L a—
K&, 255 34 bAREDOXFINCETHZ L2 HER L4, ko, BlaRLET,

s. domainkey.domain.com. IN TXT "v=DKIMI1;"
"p=MIIBIjANBgkghkiG9wOBAQEFAAOCAQS8AMIIBCGKCAQE"
"A4Vbhjg2n/3DbEk6EHdeVX1IXFT70E18lamoZLbvwMX+be "
"CdxcsFV3uS7G800JSWBPOz++nTQOmy9ZDWfaiopU6k7tzoi"
"+0RD1KkhCQrM4oP2B2F5sTDkYwPY3Pen2jgC20gbPnbo3o"
"m3clwMWgSoZxoZUE41y5kPuK9fTtpeJHNiZAgkFICiev4yrkL"
"R+SmFsJIn9IMYH5+1chyZ74BVm+1 6Xg2mptWXEwpiwOxWI"
"YHXsZ02zRjedrQ45vmgb8xUx5i0YY9/yBLHUdGC+GUKTj1i4"
"mQg48yCD/HVNfsSRXaPinliEkypH9cSnvgviWuIYUQz0dHU; "

ZOXEITLTHEENT-DNS TF A F La— N3, DKIM £l LY | AHEFHZ o —
DOLFINCFHHBRINE T,
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KAAL TAIT7A4ILDTR K

ATy T

B —HAERR L, TNE RAL L T 7 7 A VICBEERIT, DNS 7% A h &4 LT,
[BDdHD DNSICHEALIZSL, RAAL Y Tady A VET A NTEET,

FIE

[A—/VAKRY T — (Mail Policies) 1> [&%4 71 7 7 A /L (Signing Profiles) | Zi#IN L F 7,

ATY T2 [RAAL L EL T 17 74 /L (Domain Signing Profiles) | ¥ 27> a > D [T A N7 7A/L

(Test Profile) 1%ITC., RAAL L B 77 AND[TAL (Test) |V 2 &27 Vw27 LET,

RAT9 T3 BHELITKMETT A v =V RR—=U0 EICFERINET, 72 MR LEESEA, =

7= THA N EALEE A v - VRERRENET,

KA TOT7A4ILDITY RAER— b+

ATy T
ATvT2
ATvT3

TTITAT LV ADTXTDRAL T T 7 AE, BH—DTFA M7 7AW AR — |
ShEd,

FE
[A—/AKRY T — (Mail Policies) 1> [&%4 7 1 7 7 A /L (Signing Profiles) | Zi#N L F 7,

[FAAL T a7 7 A NVDxE7 AR— bk (Export Domain Profiles) ] %7 Vv LE7,
T ANOARETEZ AL, EE (Submit) 1227V v 7 LET,

KA AT 7A4ILDA VR— b

ATy
ATvT2
ATvT3
ATvT4

ATy TH

FIE

[A—/VAKR Y T — (Mail Policies) |>[&4 7 © 7 7 A /L (Signing Profiles) | #i#N L 7,
[FAAL T a7 7 A VDA R — b (Import Domain Profiles) 1227 Vv 7 LET,
T AR—FEINTERAL L TaTr A NVEedhe7 7 A VERIRLET,

[4F (Submit) 1227 Vw7 LET, A VA= ML TITRTOMFEO KA T a7 74
NREXBMZONDIZENEEINET, TFAN 774 VDT RTCORAL Y T 77 A
NNA VUR—bhENnET,

[f >R —F (mport) 1227V v 7 LET,
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KAAY 7774 ILDHEIR

EEEE

c AL Tu 77 A VORI (17 =)
T RTDORAL Y T 77 A VOHIBR (17 =)

RAALY TRT774ILDOHIBK
FIE
ATY 1 [A—=/NARY — (Mail Policies) ]>[#E4 777 7 A/ (Signing Profiles) ] Z3&R L £7,
AT9T2 HIRTEERAAL Y 7077 A NDEDF = IRy 7 Ak F A LET,
ATv 73 [HIFR (Delete) 1227 Y v LET,
ATvT4 HIREZHRALET,
TRTDORASAY TAT 74 ILDOHIR

FIE

ATYT1 [A—/AKY ¥ — (Mail Policies) ]>[E4 7 77 7 A /L (Signing Profiles) ] 8RN L 7,
AT T2 [T_CHEE (ClearAll) 1227V v 7 LET,
AT T3 HIRAEMELET,

KASL A7/ ILDEBE

FIE

ATwF1 [A—/LR Y 2 — (Mail Policies) |>[E4 7 17 7 A /v (Signing Profiles) ] Z R L £,
AT9 T2 [RAAL T a7 7 A )LOkKFE (FindDomainProfiles) &7 > a2 C, MBEHRUEEZBELET,
AT T3 [Fua7 7 A LDfd#E (Find Profiles) 1227V v 7 L£7,

ATy T8 RETIE, £ RAALY 7177 AL email, domain, selector, signingkeyname D7 4 —/L K

MAFy N ET,
GE) RBIFFEEASILARWEES, BRIV UIITRATORAASL L a7y A LV ERLE
7,
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DKIM &' 0 —/\ LR EDIRE
DKIM ® 7 a— NVEREEZFEHA LT, ROZEEITINE I DNEZERIRTXET,

*DKIMEBA TV AT AMIE s TERSINIZA vE—VIZELLET, 77747 VAL,
KDA =184 LET,

» Cisco IronPort A/~ A @@ %N

« LT U T 4 VX THER I NZIEM

CREA -V

ARl DS S

« DKIM 24 ® From ~~ v % — D1 [

FIE

ATV 1 [A—RY > — (Mail Policies) ]>[E4: 7 7 7 7 A /L (Signing Profiles) ] Z %N L E 5,
ATw 72 [DKIMZ 1 — L% E (DKIM Global Settings) ] O T O [f%E DOfmtE (Edit Settings) 1% 27 U v
7 LET,
RATY T3 EHISCT, ROT 4= RERELET,
« VAT LR A v E—Y ODKIME4: (DKIM Signing of System Generated Messages)
* DKIM E4: ® From ~» % —Offi f

(GX) DKIMEBAICFrom~y X —ZHH L TCWARWES., 738272 From~ v ¥ — )M F
ELRWIESIX. Sender ~v ¥ —NMEHA &N E£9, DKIM BLFELA v E—TD
DMARC fEE D4 . DKIM 24 113 From ~v ¥ —Z{FEHTH0LERH Y 4,

ATy T8 ERzEEL, RFLET,

KAAY F—=4OXY

DomainKeys H4FFITIE, RO K 5 RITHRA—/L v ZITBEMENET,

Tue Aug 28 15:29:30 2007 Info: MID 371 DomainKeys: signing with dk-profile - matches
userl23@example.com
Tue Aug 28 15:34:15 2007 Info: MID 373 DomainKeys: cannot sign - no profile matches
userl2@example.com

DKIM B4 BRZIE, DX D TR A—L v JIBMEnE7,

Tue Aug 28 15:29:54 2007 Info: MID 372 DKIM: signing with dkim-profile - matches
user@example.com

Tue Aug 28 15:34:15 2007 Info: MID 373 DKIM: cannot sign - no profile matches
user2@example.com
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DKIM Z{ER L =%

DKIM % L1=248 * v t—SoigiErz ]

Ayt —

DKIM Z L7 A v — Y DWRGESE

O DIREETTIE

BRERE B30
AT v |IDKIMZEHA L TA vyE—Y2REET 57 10 | DKIMBRGEY 7 7 7 A LDVERL (21
1 T ANVEERLET, ~N—)
27 v | (EE) DKIMZEFALEZEA Yy E—0 | A—L 7o — R —a2HH L=
2 WBERZHF R SNADAZ LD A—)L 70— |FBEAvE—CD N — LVDER
AU —ZERLET,
A7 v 7 IDKIMZHEH L TZEA vyE—V%RGEET 5 | A—/V 78— R & —TO DKIM
3 Fo A= 7o —R) —EFRELET, |WIEOHRE (23 1—)
AT T N TTIAT U ANHRINTZA v —TE|DKIM BFEFEA A —IVDT 7 g
4 HTa77vavaERLET, DFGE (24 =)
2T v | BEDEEEETIZEEDIN—TITT 7 | A=V R > —DRIE
5 g v ER AT E T,
BEETE B
* AsyncOS |Z & %5 DKIM fREEF = » 7 (19 ~—2)

e DKIM WGk 72 7 7 A )L DEFE (20 ~X—2)

e A—L 71— RY L —TO DKIM WFEDHE (23 ~2—)
e DKIM FRFEE LA — VDT 7 a L DixE (24 2—)

Async0S [Z & % DKIMZSEF = v

DKIM fRFEFIZ AsyncOS 77T A TV AZBRETDHE, ROF = v 7 INFEITINET,

FIE

AT 9T 1 AsyncOS [T5%15 A —/L D [DKIMY 7 % F v (DKIM-Signature) | 7 4 —/L K, B~y H—D
WL, A8 T, BHZ T afi~Ed, BANRINOLOWTINOF = v 7 TRRT D
L. AsyncOS (F permfail ik L £7,

BHT = v 7 DFETH, A DNS L a— WL ABF—28EG S, TXT b =2— ROVRGES
NEJT, ZoO7aARICZT =B RHSNS & AsyncOS T permfail K L £9, ABF—
® DNS 7 =V —CIhE # BfF TE 2054, tempfail 23%84E L £9,

NBF— OB, AsyncOS Iy v affixF v/ L, BHERGAELET, ZOFIEFICT
T —INEAT S & AsyncOS 1X permfail i L £9°,
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ATvT3

EF A —ILERE
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b_ESA_Admin_Guide_ces_13-5-2_chapter7.pdf#nameddest=unique_250
b_ESA_Admin_Guide_ces_13-5-2_chapter10.pdf#nameddest=unique_496

BFA—LRE |
B cxvissonosr s ronm

ATYT Ty 7IZTXTEKTSH L. AsyncOS (T pass # il L £ 7,
GE)  AvEB—VURUBEEINTEESLVEWVSGS, AsyncOS TR OHEZIR L ET,

dkim = pass (partially verified [x bytes])

I TXITRAE SN M EEEELET,

B AEREERS Bid. Authentication-Results ~v #— & L CA SN ET, =& 21E. ROWVTI
MDE I~ H—2Z TWMDHZ LNV 9,

Authentication-Results: examplel.com
header. from=From:userl23@example.com; dkim=pass (signature verified)
Authentication-Results: examplel.com

header. from=From:userl23@example.com; dkim=pass (partially verified [1000 bytes])

Authentication-Results: examplel.com

header.from=From:userl23@example.com; dkim=permfail (body hash did not verify)

GE)  BIEODKIMBIHIROIDAN R BL TEIELET, KBICHBHENT-BLE2HHL
T, BMIECE £ A, ZOMEEIZ, %OV ) —ATHEATED LRI ATREERD
0 ET,

RAALNZDKIM T A R E—RTEDDNSTXT La— KRR H B L& (t=y) . T7
F A4 7T AL DKIM RMRGE & B EE SERICAF v S LET,

DKIMIREE TR 2 74/ LD EIE

DKIMBFET 0 7 7 A ET T TF7A TV ADA— L7 a—R Y —3DKIM B4 & RiET 5 7=
OIFRHSNDRTA—FDIYARNTY, 2 ziE, 72V —0BFA L7 Y T DHEIZ 0
WMARGET a7 7 ANE, Z2—REA LT T NTDHANCIWTEZTWMARIET a7 7 A )V
D, 2ODKIET e 7 7 A VEER TE 9, THROTTLED A—/L 77— R U I —({Z2 28
DIFFET 1 7 7 A )L ZE| D 2T T, DDoS DIH DA F N— g &P TEET, KAk
707 7 A TR OIE R CRER SN E T,

« REET 0 7 7 A )L D4R,
TFPETEDLAMF—0F/N, KA X, T 74V FOF—DH A XL 512 L 002048
<7,
AvE—VORTHGETEDBLDORKE, A vE—VICERLIEBAORKELV S
SDEBENGDBE., TTIAT L ARV DBLOKREEZ AT v T L, A vE—T DM
HAERGITLET, T 74V NI, SOOELTT,

EIEE DOV AT LWL & RRGEEE O v AT AFE & ORI ORI O R RKEFEZ (BHAD) . 72
E 2T A v E—UFAD 05:00:00 [IZHIREIN E 220 | BREEE O T AT AKEZS 05:00:30
THHIEE. HHOHFEEN 0 D THNIEA v —VBLITHENREETTN, HE~
D10 B CTHIVTIENZe 0 £F, 7 74/ MI 60 TT,

AKX DESONRT A= EFEHTLINE I DERET AT v ar,

B =782
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« JKifER 72 R E D 35

T Ty ANHTTRTCOMGFORIET R 7 7 A NV ERBETEET,

T 7T AT AD configuration T 4 L7 R UV IZDKIMMFET B 7 7 A VETF AN T 7 AL L
LCZZ AR—FCTEET, BRFAET B 7 7 A NVET I AR— DL, TTIT7A4T 2 AIFE
TEHTRXRTOTa T 7 ANANIDODTH AT 7 A VIHASNET, FHMICOWTIZ, DKIM
BEET 27 7 ANDOTT AR—K (223—) 2R LTLEEN,

D=7 AR — K LIZDKIMRGFES 0 7 7 A VA i R— FT&FET, DKIMBGES 2 7 7 A
NEAVR—FTHE, v OB EOTXTODKIMMEE 2 7 7 A VA BEXHZ 52 21T
R0 Fd, EEMICOVWTIZ. DKIMMGFE 2 77 A DA hR—k 22—) 2B LT
<TEEVY,

IZFEITTBSMTP 727 >3 o,
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BICFEITTHSMIP 7 7 a v,

HEEE

« DKIM #RGE 7' 1 7 7 A VOAERL (21 ~2—2)
DKIM R 7 7 A VDTV AFR— K (22 _X—)
«DKIM BFE7 2 7 7 A VDA iR— |k (22 3—)
* DKIM #FE7' v 7 7 A L OHIER (22 ~X—7)

« DKIM fRfE 7 10 7 7 A L DR (23 =—3)

DKIM 23E 701 7 7 4 L OHERE
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ATFvF1  [A—NKRY — (Mail Policies) |>[fiE~7' 1 7 7 A /b (Verification Profiles) %7 U v 7 L %
‘d‘o

ATw T2 [FaT7r7AN%EBI (AddProfile) 1227 U v 27 LET,

ATYT3 TurTrANAEANTILET,

ARTYT4 TTITATUARTHFAITHELF— DR/ — A XERIRL £,

RTYTS  TTITATUARHFAITHELFT—ORKF—H A XERINL £,

ATYT6  1DODA Y=V THEET 2BADRRBERIRLET, 774/ ME5HOOEHLTT,

ATvT1l F— 72 V—RNEALT T NTHETORRE () 28R LET, T 740 MI10BTT,

ATV T8 EEHOVAT ARG LGS DY AT AREZ & OB ORI ORKFFRZ (AL 23N
F3, T 7+ I 60 TT,

ATYTY  AvE—VORGEZ, BADKILDOEIONRT A—=FEMERT 008 2 0ERL £,

ATV TN BAEHRT DL MHREERS LGS, T IA T VABRA =V %% AND

D HESETANERBIRLET, 7T I9AT UV ANRA v =V ESTAEE, 574080
451 SMTP & a— FE 7201380 SMTP JGE a2 — RETHF A M2 ERET AL I@BIRTE £,

gxx—rii W



BFA—LaBE |
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AT TN BLEWERTD L EIKGERREERSDIBEIL. TTITA TV ANRRA v =V %ZIFAND
. EETANEEBIRLES, T I9ATUVARA v =V ERTAEE. T 7400
451 SMTP & a2 — R E 721380 SMTP & a2 — R ETHF A 2R ETH L I@IRTE £,

ATvT12 EHEEHELET,
LT 77 A NANRDKIMRIE 2 77y A VDT — T I ERINET,

ATy I3 EBEEZREEFELET,

ATV T4 ZOBETEEA—L 7u—RY > —TDKIMWIHFEZ A 2—7 WML, T BT 7 7
ANEIBIRTHIMBENRNH Y F9,

DKIM#BHSETO 774 LD RiRk— b+
TITIATVADTRTCODKIMBIET 2 7 7 A JVITHE—DT A R T7 7 AL LTI A
R—hr &, TF T4 7T AD configuration 7 4 L7 F VIZRIFESNET,

FIE

ATYT1 [A—/KRY — (Mail Policies) |>[MiE~7 v 7 7 A /L (Verification Profiles) ] Z R L £,
RTv T2 [TaT7y A NExT 7 AR— |k (ExportProfiles) 1 %27 U v 7 LEJ,
RART9T3 T ANDLFIEATI L, [#EE (Submit) 1227 U v LET,

DKIMARSE TR 274 ILDA >iR— k

FIE

ATYF1 [A—/LKY 2 — (Mail Policies) ]>[MiF~7 1~ 7 A /L (Verification Profiles) ] Z 3K L £,
AT T2 [T 7 A NVEA R —F (ImportProfiles) |27 U7 LET,
ATV T3 DKIMBRGET R 7 7 A VEEGie7 7 A VERIRLE T,

ATy T4 [%E (Submit) 227V v 7 LET, £V KR—FMILoTTRTOEEFED DKIM MEET 1 7 7
ANNBEHZ HND 2 ENELEINET,

AT TS [ AR —b (Import) 1227V w7 LET,
DKIM#REEZ 0 7 7 A4 JLDHEIER

ESPEREY=]
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« T XTCO DKIM fFE7 1 7 7 A VOB (23 =—)

B E7r—0E
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#RU-omiziET 077 4 Lok ]

BIRLE=-DKIMAEREETO 7 7 4 JLDEIRR

FIE

AT9F1 [A—/LKR Y — (Mail Policies) ]>[IRFE~7 7 7 7 A /L (Verification Profiles) ] Z N L £,
ATY 72 HIERT 5% DKIMBGES R 7 7 A VDD F = v IRy 7 R A LET,

ATy 73 [HIEE (Delete) 127V v 7 LET,

ATy T4 HIREHRALET,

TRTODKIMARIET O T 7 4 JLDHIR

FIE

ATYT1 [A—/AKRY — (Mail Policies) |>[MiE~7 17 7 7 A /L (Verification Profiles) ] Z R L £,
ATV T2 [TR_CEE (ClearAl) 1227V v 7 LET,
ATv T3 HIREZHRALET,

DKIM &SI 0 774 LD
T_TODKIMKEET 2 7 7 A MZONWT T B 77 A A4 LEEOHESRELET,

FIE

ATYT1 [A—/KRY — (Mail Policies) |>[MiE~7 17 7 7 1 /L (Verification Profiles) ] Z R L £,

ATY T2 [RODKIMMGEY 7 7 7 A L% FF& (Search DKIM Verification Profiles) | =72 v 2 > T, %
FEatEELET,

ATFY T3 [T 7 A LO% (Find Profiles) 1227 U v 27 LT,
BB T, HEDKIMWREE S0 7 7 A V45 A¥x ¥ o LET,
RIFEE AT LI WA, MBZ Y Y UNE TR TODKIM RGE7 0 7 7 A V&R L ET,

A—JL 78— —TO DKIMREFDHETE

DKIM KiEEIE, SZEA—NLDA—)L 7a— R o —TA F—T NI LET,

EF A —ILERE
I



B oxmissEenxe s

T A— LB |

FIig

AT9F1 [A—/LKRY T — (Mail Policies) ]>[A—/L 71— 2— (Mail Flow Policies) ] Z3#&R L %
j‘o

ATY T2 BREEFEITT DV AFT—DOFF[A—NV R o—%7 Vv LET,

AT9T3 A= T7u—KY T —D[kFx=2UT 4P —EA (Security Features) |27 a3 > C, [Fv
(On) ] %#ER L T, [DKIM#FE (DKIM Verification) |1 %A % —7 M L7,

ATy T4 RY—CHHATSDKIMBFET 1 7 7 A )V EFR L £,

RAT9TS BERARGFLET,
RODARY
FEIE

« DKIM BRGEE B X7 (24 =)
DKIMREEE QXY

DKIM MRFERFICIE, D X D TR A —)v v B EnE 4,

mail.current:Mon Aug 6 13:35:38 2007 Info: MID 17 DKIM: no signature

mail.current:Mon Aug 6 15:00:37 2007 Info: MID 18 DKIM: verified pass

DKIM #&EEBFHA A —ILDT I aVvDETE

ATy T

RTvT2
ATvT3
ATv74
ATvTH

W &7

DKIM A —/L&FET 5D &, A —/LIT Authentication-Results > Z—2%BM S E 328, FHGE
FERIZBARR R A= WFRIT ARG E T, ZO ORI RITHESNWTT 7 v a U E2RIE
THITE, 2T T 4 F EER LT, DKIMBRGEE A A —VCXET DT 7 v a w57

LT, =& xid, DKIMBGEN R L7256, A— AV EBE. XU A Ry Fi2id

MRBECY TICED LR ETEET, INEFETTHITE, a7y 740 v &AL
T, 773 alaXETHLERDY £,

FIE

[A—/AKRY T — (Mail Policies) [>[=fg=>7 Y7 /L% (Incoming Content Filters) ] %%
RLUET,

[Z7 42 DB (AddFilter) 1227V v 7 LE 7,

[5:F (Conditions) 1&7 v 3 > C, [§Mf%EBN (Add Condition) | %7 U >/ LET,
M0V A )5 [DKIMARGE (DKIM Authentication) ] Z B4R L £,

DKIM &2 IRLET, ROA T arondFnmnz@RLEd,

. [PaSS]o A o= UFFERET A B 1:%‘ L¥E LT,

—JLEEE
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ATvT6

ATy 17
ATvT8
ATFvT9

spr s s U siFiiEnnE [

* [Neutral], FRFENETSNEHATL,

s [Temperror], EER[EE/ 2= T —FEL E L,

* [Permerror], EEAFIRER=T —RAELE LT,

« [Hardfail], F8FET A F2SNKREL L E L7z,

s [None], A vbE—VIiEBLINTWVERA,
AN DT 7 Vg VEBER L ET, 72 & 2. DKIMBGESKIR L7254, ZIEHIC
BHIL, AvbE—VERAT U RAIELIENTEET, FHIEDKIMBGREZAK LT-HA. ©
UL ERBEEFIC, A v bE—Va T SIEETEET,
Flnarrry 74 v 2 w25k ELET,
WHIRZEA—NL R —Tar Ty T4V Z A =TI LET,
EEERFLET,

SPF & & U SIDF #2:ED L E

AsyncOS I&, Sender Policy Framework (SPF) 35 J U Sender ID Framework (SIDF) FRREIE% 78—

FLTWET, SPF & SIDF [ DNS b 22— RIZHESWCTET A —/VOFEMEEREET 5 H1ET
T SPFESIDFIZL Y, A ¥ —Fv h RAL VOFTEHIL. FiBl72 XD DNSTXT L 22—
REFEHLT, 2O RAAL NCEFA—NEZEETIHROH L~V EZRETHI LN TE
T3, ERLZA—LZEML, X7V v a &N SPFLa—RafH LT, A—L b7
VY a s, EEHOA—VRET—Y =2 RO ID OHERET A N LET,

SPF/SIDF#HEF AT 5 & . HEMIZFNS DALFIOHEHARLE RSN DR A F&FEET 5 SPF
LVa—FR&ENRTUval, LT 52—V ERIE 7Y v 2 &7 SPF L 22— R &
LT, A=V "I PF 7 a FIEEHO A —NVEgED— 2 O ID OMERZT A R L
i‘a‘o

GE)

SPFF = v 7 TiX, T LMl MLETH 572D, AsyncOS D/XT o —<  ATHET H 55
NHVET, S5, SPFF=vZIiIZL>T, DNSA VT TR NI 7 F XY OAMMNPEZ LI L
WICHEELTLEEN,

SPF & SIDF # #/ET 5454, SIDF X SPFIZELCWET A, WL O0DEWRH Y £9, SIDF
L SPF OEVWMNZET 23 LWEHIZ DWW T, RFC 4406 22 L TLFF&W, ZD~==a7
NOBRBIDTZS, ZD2OOMFEIE. 1 DDX A TOREOHEZ BT HHBEE2BRNT, £&
ODTHHALTWET,

GE)

AsyncOS 1TV L—IZ& L CTSPF #HR—hLTWEHA,

gxx—rii W



T A— LB |

B swuserLa—rims s

BEEIE R
*« HZN72 SPF L2 — RIZBT 2 EE (26 X—)

EXESPFLO— FICEAT %FE

T 75 AT AT SPF 3 L ONSIDF Z{EH 3 5121X, RFC 4406, 4408 35 L Y7208 I29E- T,
SPF L a— F%/%7 U v 2 L¥7d, PRAID DIREHIEDEFRICHOWTIL, RFC 4407 %R
LTL7E&E, E512, SPF La— K& SIDF L 22— REERKT AEAITI LT ViR D 1T
WTIE, RO Web A hEZH LT ZX0,

http://www.openspf.org/FAQ/Common mistakes

BEEIER
e AN72SPF L2— kK (26 _X—)
c 572 SIDF La— K (26 2—3)

*SPF L a— RKDOT A+ (27 2—2)

Ezh7ESPFLaO— K

SPF HELO F = v Z IZE#T 2121, FEEM MTA IZ (KA A &3502)  Tv=spfl a-all]
SPF L a— RZ&HET, 2Ol a— RegHiaunt, HELO F = v 7 13 HELO ID {Z None )
Ex P aREENRSH Y £, FAA 2~ SPF A FMAKED None ¥ EZIK LI-HA, 2

B OEFMNEAE(EM MTA |2 Tv=spfl a—all)] SPF L2 — RZFED TWRWAEEMERH Y F
R

A% SIDF La—F

SIDF 7 L' — AU — 27 AR — 3 512iE, Tv=spfl] La— K& [spf2.0] La— RO 5%
NT Yy vadTHRERHY ET, 7L 21X DNS La— RiFROFIDO L 512720 £,

example.com. TXT "v=spfl +mx a:colo.example.com/28 -all"
smtp-out.example.com TXT "v=spfl a -all"

example.com. TXT "spf2.0/mfrom,pra +mx a:colo.example.com/28 -all"

SIDF (% HELO ID ##RAE L2\ o, Z DA, FE{EM MTA 12 SPFv2.0 L 22— R & /37
Vo oad 0330 FXEA,

GE)

SIDF ZHR— k L7AaWEAIL, TspR20/pra~all] L a— KE227 Y vy o LET,

B =782
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| EF+—rgit

sprLa—rorzt |

SPFLO—FDTR K

RFC DWERIZINZ T, 777 A4 7 A SPF Gk % EEET SHIC, SPFLa—K&7 A 95
ZEEHELEL £9, openspforg Web A K TlE, W< ONDT A R Y — BRI TUVE
D

http://www.openspf.org/Tools
WOV —NEHEH LT, EBFA—/NBSPFLa— R Fxy 7[RRI ZHBc& £,
http://www.openspf.org/Why

XBlz, TAMNYAF—TSPF&ZA R2—T7 /2L, YAaDtraceCLIZ2~ > R&EHL T (F
7ZIXGUIMNDS L —AZFITLTC) | SPFREREZFRTEET, ML—REMHHTIE, &F
SEREEMIP ZHHEICT A P TEET,

SPF/SIDF ZEA L =2 A v — P DRI TFE

BRIERE E ]

AT w71 | EE) SPFSSIDF #fH L7=2%EA vE— | A= T7ua—RU vr—%2FH LK
CORBRIIERENATAZ DA —NL T |FEA =D —LDERE
o— R —a2ERLET,

A5 w72 | SPF/SIDF # il L T mf/t~y%&£ SPF & SIDF MDA 3x—7 k. (28

TAIHIIA—N Ta— R —FFEL |2—)
F9,
AT T3 NTTITAT UV ANPMERINT- A v B— T3 | SPF/SIDF MG F A A — /2%t LT
1T+277arvxERBLET, FATT AT 7> arORE (33
A
ATy A4 | BEODEEEFIIZEZDOIN—TIZT 7 | A= BRI —DRTE

voa e BET £

AT o5 | ({ER) A vB—YOWFEDREREEZT A ~ L |SPF/SIDF fERDOT A K (36 =X—
F9, )

VAT, SNV RE A VR R R R L CWE TS, ERTORM® EICH D
Bilf 5 ClE, SPF/SIDF FRGED KM L CIEE QLB AZITO KOMBBELTWET, I HIZE
< OMFETHNARD A—NVEEA 7T A NT 7 F ¥ ORHGE 1N ET 5 ETIE, A=
IFBEFA—LDOAT 2 %ML, D (Z SPF/SIDF BRI LB+ A — L &Rt T &
iﬁo
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T A— LB |

B seresoroqx—oni

\}

G¥)

AsyncOS 2~ KT A A X —Tx=A A (CLI) TiX, WebA X —7 = A AL H3EHI72
SPF L~V DR E Z 8k L TWE T, SPFHIEICESNWT, 77 IA4T7 U AE, UV AF—
HALTSMTP Ao "t —2 a VBT A v — V2 £33 ER TE £4, SPF OFE
I%. listenerconfig 2~ REFEH LTIV AF—DRANT IEAT—TNDT 7 4)V NREE
METALXIIETETXE T, FEOHEMOVWTIX, CLI & H L7= SPF 35 L O SIDF O A
F—=7 M 29 X—V) EZRLTIIEEN,

SPF & SIDF D 1 = —JJL1E

ATy T

ATy T2
ATvT3

ATvT4
ATy TH

SPF/SIDF #{FE T 41213, Z{EU A F—TA—/)L 7ua— KY I —d SPF/SIDF %A %x—7 /L
T AVLERHVEST, T 7L FOA—)LT7a—RY o —Mh, U AF—TSPF/SIDF % A
F—T T B, BREDZEA—/L R Y 2 —|ZDOWT SPF/SIDF # A % —7 LT 5 LM
TExET,

FIE

[A— LR U 2~ (Mail Policies) ]>[A—/L7 1 —7R U 2 — (Mail Flow Policy) ] ##&R L %
7

[77 4V bR Y 2 —s35 X —% (Default Policy Parameters) | %27 U » 7 LE7,

T 74NV EDORY =T 2—=HT, [EFX=UT 4% —E A (SecurityFeatures) | &7 3>
AR IALET,

[SPF/SIDF#&FE (SPF/SIDF Verification) | 227 > a > T, [A¥ (On) 127 Vv 7 LET,

WO L~V ERTELET (F 74/ MISIDF B#) . ZoF > ar2EHLT, EHT
% SPF ¥ 721 SIDF RFED RS & HIlr C = £ 9, SIDF #EHLIZHN % T, SPF & SIDF % fHA45 1
7= SIDF A#i 2 8INCT&E £

SPF/SIDF #E§L L~ )1

ERLAN)L ELi)z]

SPF SPF/SIDF #7iFiZ RFC4408 3 L UV RFC7208 |27t » CTEIMEL £,
-PRA (Purported Responsible Address) ID FRAEIZITHOILER A,

FCHELOID IZX L TT A T AITIE. 2O TS a9 2N LE
TO

B =782
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FHL AL BT

SIDF SPF/SIDF #fiFiL REC4406 (ZHE-> TEIEL £,
- PRA ID [TJREE A~ D RUEPLZ L > THEr SN E T,
-SPFv1.0 L =— KX spf2.0/mfrom,pra & L CH DI ET,

SFEE LRV R A A R - 72 ID IOV TIE. Fail DHERIK S
ET,

SIDF H#t (SIDF |SPF/SIDF #iEi%, IROBWEZFRE . RFC4406 IZHE-> TEMEL £,
Compatible) -SPFv1.0 L 22— R} spf2.0/mfrom & L CHbiE 7,

STFELRW R A A RN FE - 72 IDIZ DWW T, None DH|E DMK X
nEI,

o O T 3 X, OpenSPF 2 X = =7 ¢ (www.openspf.org)
DERIJSCTHEASNE LT,

GE)  CLIDBIZEBIZEL ORELFEHTE 9, FMl>WTIE, CLI 24/ L7= SPF
BLOSIDF DA 32—7 U4k (29 X—2) &R L T,

AT w76 SIDF EHLOUWENLL ~JL 28N LT-84E . A v &—3 12 Resent-Sender: ¥ 7~ % Resent-From: <~ >

ATy 17

Z—INFAET DA IC, BEETPRAID @ Pass fii % None [ZX 7 7 L— R$T 2508 ) ik
RELET, 2oL Fvarvzexal T A TERIRTX £,

SPF OHERL L ~JL 258K L7254, HELOID ICKI L TT A 2 F(T TN EINEREL £
T, ZOF T arEFEHLT, HELOT = v 757 48— 7MITHZ LIZL 5T, "7+ —
< UANMLET S ENHY T, ZiE, spfopassed 7 4 /L F JL—/L T, PRA F721F MAIL
FROM ID NI F = v 7 Sb e, ERRGERH Y £¥, 77747 2 A% SPF #EiL
LAk L COHRHELO F = v 7 2 ET L £ T,

RDBERY
ESPEDEYS]
» Received-SPF ~ v % — (32 ~X—7)

« CLI #fH L7- SPF 33 L O SIDF D A % —7 L4k (29 ~2—3)

CUZFEAL-SPFE LU SIDFDA =~— T L1t

AsyncOS CLI CiE45 SPF/SIDF YL L~ LD L 0 72 flH E4 AR —F L CnEd, U R
FT—DHRANT VAT —=TNVDT 7 4V NOREET H%E. Y AT —0 SPF/SIDF #EHL L
YL T T T AT 2 AD SPF/SIDF MRGIERE R HSNTFEAT9 5 SMTP 7 7 & = > (ACCEPT
F7/2IXREJECT) 2R CTEET, T IAT VAR RA v —VEIEGTLHAICEETS

SMTP LB A EHKRT HZ B TEET,

gxx—rii W



BF A — LB |
B cuzEmLESPEBEUSIDFD A 2— Tt

WEILL ~UZIE U T, 774 7 A HELO ID, MAILFROMID, F721XPRAID IZxfL T
Tz I B2FITLET, TTT7A4T AN, RO ID F = 7 D% SPF/SIDF MGEAS R 12xf
L. By araiitT 5 (ACCEPT) 7, By ar & T3% (REJECT) EIFETE
i—a_o

L, HHROREDTZD, MFEEFITTE EH A,

«[Neutralle, KAA VETAEEIL. 7 T4 72 MIRESNIZID 27T RN H 50 E
IMETH—FLERFA,

* [SoftFail]l, N AA CETAEIL. AA FDBHEE S L7 ID 2T DHERD 220 & LD 23,
Wis ZhE T2 EEZTHET,

(KB 7 TIA T ME, BESNTID TA—LEZEETHHERID D £ A,
* [TempError], MEEFIZ—FE 2= T —23 AL E Lz,
» [Permerror], MRAEHIZKGER R T —NRAELE LT,

TTTAT AL, A v E— I Resent-Sender: F 7213 Resent-From: ™~ ¥ —WN{FEET D 5HE
{2, PRAID O Pass #&J:% None |24 7 > 7' L— K925 X 912 SIDF AHHERL L ~)L 2 5% E L T
WRWRY | PassfERD A v —V ST ANET, 77747 AL PRA F = v 7 T None
DR SNIZH AR ESNZSMTP 727 v a vy EiT LET,

IDF =y 7K LTSMIP 727 v ara2ERLTWARWEES, 77747 AL Fail 5T
TRCOMGERERZ BEICZ T ANET,

A X =TI ENTZNTNNDID F = v 7 O IDKEFEES REIECT 7 7 3 a Nl —8T 54
G TTITAT AT EYy v avE&RTLET, HExE, BEEIL, 93TO HELOID

F =2y IfERIZESNTA v =V 2T AND LIV AT —%5E LET 7, MAILFROM
IDF =760 Fail fERICH L TIEA v =V E2ERET ALY A F—%2FRETHEL

9, AvE—YNHELOID Fx= v ZIZRMLTYH, 77747 2 RAXZEORERZZIT AN
Lo, Byva P TLET, RIZ, A vE—Y BN MAILFROMID = v 7 TREXL 7=

BE VAFT—ldya a2 TL, REJECT7 27 ¥ a v ® STMP & xR L %7,

SMTP SE L. 777 A 7 > A5 SPE/SIDF MRGER RIZHESNT A v =V EEET 2551
B a— RF L A vyE—TF, TempError i RlEL, MOMRIERER & B7r D SMTP L& %K
LE9, TempError DIFHE. T 74/ bDOIEa—RIZ451 T, T7H/V DA vE—T TF
A M F#4.4.3 Temporary error occurred during SPF verification] 7?Tro ﬂﬁ0)7ff<7:0)fﬁ
REARERTIE, 774V FDISEa— RIES50 T, 774NV MDA Y= T H A ME T§s5.7.1
SPF unauthorized mail is prohibited] T3, TempError M OMFEMR RIZMB DOJRE =2 — K
EAYE—Y TXANERETEET,

LT, Neutral, SoftFail, F72i% Fail BRFER AR LT REJECT 77 ¥ a Y BIEITS NI
BIT. SPEAT Y vid RAL Vink, F— FA—F ( DISEZET LS, TFIAT A
ERETHIENTEET, 774NV NT, 7774 TV AFROIGEZRLET,

550-#5.7.1 SPF unauthorized mail is prohibited.

550-The domain example.com explains:

B =782
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U AL SPEE&EUSIFOA *—T it |

550 <Response text from SPF domain publisher>

Z#u 5 @ SPF/SIDF é&ﬁ%/]) *‘—7\‘11/@:'34%) i, listenerconfig -> edit YT a<w Nl

ML, VAT —z2ERL

F 9, KIT. hostaccess -> default YT a<w REfEH LT, &R

FTIRART—=TNDT 74 FOREERE L £T,
RAR T 7®AT—T/LClE, kD SPF #HlHRCEEHCTE £,

CLI % 1{# i L 7= SPF ffil#RE
FEHLAR)L {F FA AT RE%: SPF $I R E

SPF @7 (SPF Only)

*HELOID F = v 7 Z#FET$ 20 E 5
cRDID F = v 7 ODFERIZIESNTIITIND SMTP 77 &3 v~
*HELOID (A Rx—7/VDHHE)
« MAIL FROM ID
*REJECT7 7 ¥ a2 UZxt L TREN D SMTPJGE 22— R LT F 2
S
 HALOMEES A L7 7 k

SIDF A4 (SIDF
Compatible)

*HELOID = v 7 2 FITT D E 50

e X v —IZ Resent-Sender: F 721X Resent-From: ~~ v % — N ELE
T DA, FFET PRAID @ Pass ## % None (2 X 7 v 7 L —
R E 5 H

cRDIDF = v 7 DFERICIESNTEITENDSMTIP 77 ¥ 3
*HELOID (A RX—7/LDLHE)
« MAIL FROM ID
* PRA Identity
*REJECT7 7 ¥ 2 X L TGREND SMTPIGE 21— K &7 F A
K
« DENLOWGES A LT U b

gxx—rii W



. Received-SPF ~ v &' —

T A— LB |

EHL AL {E FATTRE7: SPF % E
SIDF ji#% (SIDF cKDID F = v 7 DFERIZHEANTEITENBSMTP T 7 g o
Strict) « MAIL FROM ID

* PRA Identity

« SPFREJECT 77 ¥ a vV DFHITIREN D SMTP & o2 — K& T
* 2k

« WHNLOBGEES A LT 7 b

77 TA T AILHELOID F = v 7 #5417 L, None 35 X O Neutral fRFERS R 2521 A, &
DM OFERAZIHE L ET, SMTP 775D CLI Frr 7 MITRTOID #A FTRLT
4, =—VIIMAILFROMID ® SMTP 77 v a v 2 E#F LEHA, 7T T7A4 T AL, £D
ID DT X TOMGERERE BBICZ T ANET, 77747 2 ALT X TO REJECT #E R
LT, 774NV MOERa—RETFTHFARNEFEHLET,

THIELTEET,

Received-SPF ~ vy 4 —

AsyncOS C SPF/SIDF ##E 4 i ET % & B+ A —/VIZ SPF/SIDF f&FE~ > % — (Received-SPF)
DEE SNET, EDHIT, Received-spr ~y X —I|21E, ROERVEGENET,
« BREEFER : SPF MGEAE R (BGREFEHR (33 <X—v) ML TEEW) |
«ID : SPF #iFECTF = v 7 E7= ID : HELO, MAIL FROM, PRA,
s L=\ BEET DR A NG (F= v 7 BETT D)
e OSATFURIPZRELR:SMIPZ AT FDOIPT FL A,
« ENVELOPEFROM : > _u—7%kEFH A —/LARy 7 A, (MAILFROMID %2124 %
ZEMTERWEZD, ZhiuE, MAILFROMID L B3 2 L03H 0 £9)
» x-sender : HELO, MAIL FROM, ¥ 7213 PRA ID O1H,
« x-conformance : #ELDO L~y (F [SPF/SIDF#EHLL ~L ) #BW) L PRAF = v/ DX
T L— RIRFELT SN E DD,
IROBNZ, SPF/SIDF F = v ZIZEKE LIZA vy —VIZBMEN D~y X —&RLET,

Received-SPF: Pass identity=pra; receiver=box.example.com;
client-ip=1.2.3.4; envelope-from="alice@fooo.com";

x-sender="alicelcompany.com"; x-conformance=sidf compatible

GE)

spf-status BIO spf-passed 7 A JLZ JL—)LTld. received-SPF ~ v A ] L T. SPF/SIDF
FRREDIRRE S HIr S vk,

B =782
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SPF/SIDF il %4 A — LIz LTEAT 570 vavonrE [

SPF/SIDF #R3EFA » —JLICK L TERITIST7723a>d

iRTE

\}

SPF/SIDF #RFE S 7= A — V& Z 5T D856 . SPE/SIDF BGEDFERIC KL - TR DT 7 va v
BIATTHZEVBBIZRDIGENRDHVET, ROAvyE—VBINa 7Y 7 404 L—
VA LC, SPF/SIDF R A A — /L OURFEZ W L, FREERERICE SNV TA v E—U~
DT I varrEFITTEET,

e spf-statuse = DT 4 VH JL—)LZ SPF/SIDF JREEIZFHESWTT 7 v a &2 IREL £,

H3h7e SPF/SIDF RV EZ LI/ 7 7 v a v m# AJJTEET,

¢ spf-passed, DT 4 )VH JL— L% SPF/SIDF fE % 7 — /il & LTk LE£9,

GE)

RELAER

spf-passed 7 A IV H NL—JUIA o= T 4NV Z TORMEATE E9,

X0 RE R LT B LN B DA X, spe-status L—/L B L, fliHR2 7 — %
TERRT B M ENR H DA 1T spf-passed L— V&2 TE E7,

ESPERENS

s BRREAE IR (33 X—20)

« CLI T spf-status 7 A /L X JL— LD (34 ~<—)

* GUI T® spf-status 227 Y 7 4 )L X Jb—)L (35 X—)
e spf-passed 7 (VX L— L DEH (35 —)

spf-status 7 A /L& V=V fERT 5546, RO AE#H LT, SPF/SIDF *ﬁ?ﬁfﬁ%%&:ﬂb
/Ca:‘:‘: b 7 /C“% i—a—o

if (spf-status == "Pass")

1 SOZMTHEBOREBHEICKH L TF = v 7T 2558, ROWELEHEHTE £,

if (spf-status == "PermError, TempError")

SHIT, ROMETAZMHH LT, HELO. MAIL FROM, PRAID IZxf L THiEFE R A2 F = v 74
HZEHLTEET,

if (spf-status("pra") == "Fail")

gxx—rii W



EFA—LR |
. CLI T spf-status 7 1 JLZ JL—)LDEMA

A\

GE)  spf-status A v &— 7 4% L—/ %, HELO. MAIL FROM, PRA ID iZ5f L CHE R %
F 2w 7 TEHEBRICORERATE LT, spe-status I T VY 7 4L H Jb— UL, IDITH L
TF =y 7 THHAIHATE EH A, spe-status T T Y 7 4 /L XL, PRAID DA%
FJ = v 7 Li'@ko

ROV N ORRER R 2 2T D TRV B Y £

* None : [HFHORREDI=D, WHiEZEITTE EH A,
ePass: 7 AT M, HHESNZID TA—LEZEETHHEERH D £,

e Neutral : FAA VFTAFIL, 7747 MIFREINTZ ID 2 H T 2HERBRH 20289
a7 = LEEA,

* SoftFail : KA A VAFEHIL, f8E SN72 ID 2T HHERI AR A M e B9 A3, W
SEBET VW EEZTVET,

cFail : 7 A7 ME, FEESHZID TA—ILEZEETIHERNH Y £H A,

» TempError : MRFEFIC—RF2 =T — 0N BA L E L,

» PermError : MEEIZ K BERI72 =T —NFRA L E Lz,

CLI T® spf-status 7 1 JLZ JL—ILDFEFH

IROBNZ, spt-status A v EB— 7 4 VX OERBZRLET,

skip-spam-check-for-verified-senders:

if (sendergroup == "TRUSTED" and spf-status == "Pass") {
skip-spamcheck () ;

}

quarantine-spf-failed-mail:

if (spf-status("pra") == "Fail") {

if (spf-status("mailfrom") == "Fail") {

# completely malicious mail

quarantine ("Policy");

} else {

if (spf-status ("mailfrom") == "SoftFail") {
# malicious mail, but tempting

quarantine ("Policy");

}

}

} else {
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GUI T spistatus 3> 7>y 748 L—

if (spf-status ("pra") == "SoftFail") {
if (spf-status("mailfrom") == "Fail"
or spf-status("mailfrom") == "SoftFail") {

# malicious mail, but tempting
quarantine ("Policy");

}

}

}

stamp-mail-with-spf-verification-error:

if (spf-status("pra") == "PermError, TempError"

or spf-status("mailfrom") == "PermError, TempError"
or spf-status("helo") == "PermError, TempError") {

# permanent error - stamp message subject

strip-header ("Subject");
insert-header ("Subject", "[POTENTIAL PHISHING] $Subject");

}

GUI TD spf-status A>T T4 J)LE JL—IL

GUITaY T Y 7 4 E b spfstatus V— VA F—T T HZ EHTEET, 72720,
spf-status 2> 7 2 7 4 VX JL— )L EEH L84, HELO, MAIL FROM, PRAID (ZxfL
THERETF = v 7 TEER A,

GUI 5 spf-status 227 Y 7 4 VX Jb— L& BINT HI12iE, [A—/L RV — (Mail
Policies) ]>[%fg =27 >~ 7 4 /L% (Incoming ContentFilters) 1% 7 U v 7 LE7, KIT[F
{23840 (Add Condition) |1 XA 7 1 7R v 7 AdE ., [SPFMRGE (SPF Verification) | 7 4 /L4
N— v ZEMLET, R, 1 DL EoRGESREfRE L E£7,

SPF W EES: 45BN L7= 5. SPFIRREICHASWCEITT AT V7 v a v aEELET, &2
IX. SPFARHEN SoftFail DA, A vE—VZ[REEEL £,

spf-passed 7 1 /L2 JL—ILDEH

spf-passed /b —/V|% SPF *ﬁﬁ:@%%%7“—/b1ﬁk LTERLET, ROBIZ, spf-passed &
~— 7 INTWARWEF A — V2GR 57800 spf-passed =R LET,

quarantine-spf-unauthorized-mail:

if (not spf-passed) {
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\}

T A— LB |

quarantine ("Policy");

}

GE)

spf-status L=/ & 72V spf-passed /L— X SPF/SIDF #FEE % flf B 72 77— UABIC B L L
F9, RORIEERIX, spr-passed L—VIZAKE L TWRWE D E L THFbDILET, None,
Neutral, Softfail, TempError, PermError, Fail, & ¥ FEHIZRFERIZESNT, Ay =T ~DT
JvarEFETTH IZ1%, spf-status N—vEfERH L ET,

SPF/SIDF iR DT X

#HAKIZ & > T SPF/SIDF D FEEI LN 72 572, SPF/SIDF MFEDFER AT A ML, ZiHD
fEAR & MM L C, SPF/SIDF O RMOWLEIEZRELET, a3 T Y T4 NF | Avt—
¥ 7 4 V4 Email Security Monitor - Content Filters L' /" — ks Z ¥l &8 T L. SPF/SIDF
FRAEDFERZT A N LET,

SPF/SIDF #adiF OAFEEIC L - T, SPF/SIDF fii %27 A T 53 L ~UL R E D F97,

EEEE

* SPF/SIDF #5 RO IARDFEMED T A kb (36 X—)
» SPF/SIDF #5 RO EWEEHIE DT A K (37 ~X—7)

SPF/SIDF #ZRDEXRDFEMED TR b

ATy T

ATy T2

32{F A —/L @ SPF/SIDF FRAEAE R D AU EL TG T 572D, aT oY 74 vF L [A—
nNexa V7 4E=H-a27 Y7 ¢4 (Email Security Monitor - Content Filters) ]-X—3%
AT ET, ZDOFT A FTIE, SPFSIDF BGRERERD Z A 7 T LIZZFENIZA v =8
MERSNET,

FIE

ZfFY AF—T, A=/ 7ua—RY L —0DOSPF/SIDF#il%E A X —7 /ML, a2y 74

NAERBERLT, 347972577 a 2R ELET, SPF/SIDF % A 31— 7 /W2 $ % HEICD

WTIE, SPF & SIDF O A x—7 {28 X—) ZZHL T EE0,

SPF/SIDF #iFiED % A 7 Z & |2 spf-status 2T Y 7 4 VA 2B LE3, id A2

LT, BFED X A T E2a7 L E9, =& Z2I1E. SPF/SIDF BGEICAMHK LI- A vE—TI2iF
[SPF-Passed| Z i L., MAEH DO —FHT T — D= OIZHH Lo o iz A v — Ui,
[SPF-TempErr] =M L E£7, spf-status I 7Y 7 4 L DFEHKIZ DN TiE, GUIT

O spf-status 2T Y T 4 X Jb—)b (35 X—) AL T EEN,

B =782



| EF+—rgit

sprsioF 0BV EaEoTZ ~ [

AT T3 LHD SPF/SIDF Wi A v & — Y OAEE% ., [T=4 (Monitor) |>[2> TV 7 4 )VH

(Content Filters) 1% 2 V v 27 LT, % SPE/SIDF il ATy 7408 % ) H—1L
Ay E—VHEHERLET,

SPF/SIDF R DS L FHED T X k

ATy T

ATy T2

ATvT3

ATvT4

DMARC #&:E

SPF/SIDF RGO & 0 BRI R IER 21551213, B(EHE ORFED 7 /LV—7 O SPF/SIDF ik
EAR—=T ML, ZNOOREDEEE ORI LR T 2720 T, KIT, ZORED S
N—T DA =L R —EERK L, A—/L R 2 —TSPF/SIDF #iE & A 2 —7 M L £,
SPF/SIDF #E RO IARDFEME DT A b (36 2—) T+ LI, 270y 740
X Z{ER L. ContentFilters LR — M & MR LE T, MAENRENITHL I ENbhoTzb, ZD
BELEEREDOINV—TDEFA—IVE Ry T T 0T AT H0OREOFEREL L
C. SPF/SIDF fGEZfEHTE £,

FIE

SPF/SIDF MRFED A —/v 7 — KR —%ERLET, ZEV AT —T, A—L 7a—RKY
L —® SPE/SIDF MiZE % A % — 7 I LE4, SPF/SIDF %A % — 7 /LIZd 5 HFIEIC DWW T,
SPF & SIDF A x—7 4l (28 X—) &ML TLIEE0,

SPF/SIDF IRFEDFEE 7 NV — T ZAER L, 4 BRI Z 4 LT, SPF/SIDF f#ika = L £,
EBEFE I NV—TDOERIZOWTIE,  [Configuring the Gateway to Receive Mail | D&% & L T
TEEV,

SPE/SIDE KiFED % A 7 Z & 12 spf-status 2T Y 7 4 )V Z B U4, 4 A6
ALT, BRED X A 7 &R LET, 72 & 21E, SPF/SIDF MAEICEHE LIz A v —VITiX
[SPF-Passed] ZffiH L. ML O—FFHZ T —DDIZAKE Loz A v E—T020,
[SPF-TempErr] Zf#f L %9, spf-status 27 Y 7 ()L X DIERRIZOWTIX, GUIT
O spfstatus 22T Y T 4V H JL—)b (35 8—) EHBBLTLIEEN,

%2450 SPF/SIDF MRGEH A+ A v & — Y D%, [E=% (Monitor) |>[a T Y7 4 V&
(Content Filters) 1% 2 V v 27 LT, 4 SPE/SIDF il Ty 740 E % Y T—1L
oA =V EHRLET,

Domain-based Message Authentication, Reporting and Conformance (DMARC) (%, A —/L~—
ADAIER A O RIREVEZ I D 9 72 D IC/EK S I B Ak T DMARC Tid, T A —/L D
A5 7% SPF 3 LUV DKIM A 77 = XA%@%LT B A= VRBREZAT O TIEMEEL ST
WET, DMARCHGGEIZEHET DITIE, EFA—ANINLDORIEA D =ALD 5 bR L
b 12ICEH L, GEE D 75>RFC5322 THERLL TW D MENH D £,

TTIAT VA TIE, WD EBRTEET,

gxx—rii W
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B ovarcgizom—» 70—

* DMARC Zfi [l L THEE A —/VEZWRET 5,

s RAAL UFIAEORY v—% EEE (ZF AN, Rl £23ER) 7672774 1v%

EFRT Do

o RAA VPR EICRIEDEARE ORI ST 4 — PNy 7 LR— M ERET D,

« DMARC 4£3F L' AR — h DA XA 10 MB £721X DMARC L 22— R RUA ¥ 7 CHE S 4L

e A ZBBATZAIC, RAAL UFTABEICEGETZ T — LAR—FE2RELET,
AsyncOS Ti, 2013 43 431 HIZ Internet Engineering Task Force (IETF) (Z#gH} & 4172 DMARC
HARICVERL T D E A — A 2B X £, FEflc VT,
http://tools.ietf.org/html/draft-kucherawy-dmarc-base-02 Z & L T 72 &\,

CE) 77947 ATiE, RAERERXDODMARC L a2 — REFHEDRALUDEDA vE®—ID
DMARCHIZEIZFEITLEE A, 72720, T7IAT UV ATHLI I LA v b=V E2ZE L T
BT L LiIxTEET,

ESPERENS

¢« DMARC #iFED T —27 7u— (38 ~2—)
*« DMARC A L7=Z{E A v — Y OMREEHE (39 *—)

DMARC #&EED 7 —% 7 A—

RIZ, AsyncOS (2 X %5 DMARC RRFED FET HIEICOWTHPI L 97,

1. AsyncOS |ZF%E S 7= U A F— SMTP #2525 L £,

2. AsyncOS I%, A »E—IZxt LT SPF 35 X U DKIM ik 1T L7,

3. AsyncOS /%, DNS MHEEHD KA A O DMARC L a— REEE L £,
e La— RBEONB WS AsyncOS I DMARC fiGiEa A% > 7 L, ABRZ AT L
£7,
*DNS /by 7 7w TR LT- 854, AsyncOS [357E Sh7- DMARC #iiE 7 0 7 7 A
MZEEASNWNTCT 7 v a v 2F T LET,

4. DKIM 3 X OSPF MRFEDFE RIS U T, AsyncOS 1L A v & — 2%t L T DMARC IRk % 52

TLET,

\

8 DKIM 3 & O SPF fREED A R — 7 L DAL, DKIM 5 X O SPF #FED#E 73
DMARC #iE CHAH S E3,

5. DMARC BFEDFER: & 7€ S 4172 DMARC MGE7 12 7 7 A /WZIG LT, AsyncOS (A
=T EZITANDD, REET 270 EIFES L ET, DMARCHGED RIIZ L > TA v
T—UNEG SN0 oA, AsyncOS ITAEE 25t/ T L £ 77,

6. AsyncOS |72 SMTP L& & 255 L, B AR TLET,
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7. A2 LAFE— FOBEENA KT L DHE

DMARC %/ L1=215 x v t—ooritsE [

AsyncOS [ DMARCHGEDT — X ZWE L, £

N&E RAAL UVITEEICEET DO HKRLVEA— MIBMLET, DMARC 57— K Xw 7

LAR— N OZEHIIZ OV TIE, DMARC 3 LAR— |

\}

(45 ~—) ZZMRLTIZEN,

B HEHLER—FDOY A XD 10MB £721Z DMARC L 22— KD RUA # 7 CHE I
YA X e BAZT%E, AsyncOSIE KA A VATERICEME= T — LAR— FERELE
‘a‘o

DMARC #{FFL=EA v E—L DREEAE

DMARC i L72%Z{E A v &— Y OWFEHE

RIEFIR

EZE

AT w71

H LWDMARCHEE T & 7 7 A L &R
T 5D, F 7+~ DMARCFRGEE T &
Ty A INEEMHICEDETEELET,

DMARC #5712 7 7 4 L OVERR (40
R—)

DMARC BiiE 7' 11 7 7 A L Ot (41
)

AT 2

({£-E) DMARC ® 7 1 — )L E A B
rizE b THRELET,

DMARC O 7' a— )Lk E (43 ~2X—
D)

AT w73

DMARCZEH L CZEA vE—T 2R
T AL A—L TE— R —%
RELET,

A —)L 7ua— iR —T0ODMARC
REDORRE (44 =—7)

AT v T4

(fEE) DMARC 7 4 — KX 7 LiR—
FORIET FLAZHRELET,

DMARC 7 4 — KXv /7 LR— F DK
fE7 RLUADEE (45 X—)

AT w75

(EE) UT i LEd,

*« DMARC HFE LR — F EEE A —L
LR— bk
* DMARC BRFEICRIE L7 A v —
(Av¥—Y NI vX 7 EER)

* [DMARCHERE (DMARC
Verification) ]~<—3/

* [32{§ A— L (Incoming Mail) ]3—

LAY A S =T 2 ATD
A =T DR

ESPERENS

« DMARC WEE 7 1 7 7 A L D1
s DMARC #&t LR — bk

(40 ~—2)
(45 ~—2)

e DMARC ® 7' 1 —/3L3RE (43 _—)

e A—L 71— R Y L —TO DMARC WEED

WRE (44 ~—2)
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B omarcizono - LogE

T A— LB |

*DMARC 7 f — RNy 7 LIR— FDEET L ADFHRE (45 2—)

DMARC /IO 7/ ILDEE

DMARC HEEFa 77 A NME, T FTAT A DA —LT7a—R1Y 2 —7 DMARC ZHEET
HBIE=DIERATHRTA—=ZDY A RTY, I2Ex0E, BED RAAL VD OIEEI R v —
DETRTIEGT &R T 77 A vE, BIORALUNEDIFMEIRA v —V % T T
BT 5 hE VR TRWT a7 7 A LV EERRTE £,
DMARC WiEE 7 1 7 7 A VIR OIER THERR S U E T,

s MRAET 1 7 7 A VDL H,

*DMARC L' 22— FHNDORY V—NHESED L XZFTTHA = T 7 ay,
*DMARC L 22— RADRY —R[RHED & ZICETTHA -V T 7 a L,
s —IFREEDOLGEICEITTHA v E—V TV v a L,

« KFEIRFEEDGHICFET T HA =V T 7 a L,

ESPEREENS

« DMARC #RGE7' 7 7 7 A /L DOAERL (40 ~—2)

* DMARC fRFE7 1 7 7 A VOt (41 <X—2)

e DMARC HEZF 70 7 7 A VDT Y AR — | (42 =—3)
e DMARC WiGE 72 7 7 A LD A iR — kb (42 X—2)
« DKIM HEE7 1 7 7 A L OB (22 =2—)

DMARC HEE 70 7 7 A ILDYERL

\}

HLWDMARC BRAET 2 7 7 A NV EERT D121, ROTFNEEZFEHA L 9,

G¥)

ATvT1
ATvT2
ATvT3
ATvT4

77 4V hTiE, AsyncOS 17 7 4/ @D DMARC HiiE 7' 7 7 A V&t L E4, HL v
DMARCHRFEZ 10 7 7 A W EAERL L7 WHEIX, 7 7 4 /L F O DMARCHRGEEY 1 7 7 A )V %Al
AT&x%d, 74/ hODMARCHFET 1 7 7 A LT, [A—/LR Y > — (Mail Policies) ]>
[DMARC] _— Y CTHEHARETT, 7 7 4+ /L @ DMARC #GE7 1 7 7 A V& 5 FIEIC
DWTIX, DMARC fRRE7' 0 7 7 A L OfftE (41 X—2) 2ZRL T EE W,

FIE

[A—/LAR U >— (Mail Policies) ]>[DMARC] Z &R L 97,

[7a 77 A/)%iBI (AddProfile) |27 U v 27 LET,

TunT7rANH AT LET,

DMARC L 2a— RFNORY =R D & Z12 AsyncOS WFEITTDHA v =TV T I/ arvk
RELET, KOWTINEFEITLET,

B =782
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ATy TH

ATvT6

ATy 17

ATvT8

omarc @it 7077 4 Lo

s [77 3 arielL (NoAction) ], AsyncOS L, DMARC FRAEIZRM LT A vE—TlTxi L
TTr 7 varzRTLEEA,

o [f@BE (Quarantine) ], AsyncOS X, DMARCAHRFEIZRI L7 A v &2 — U &2 HEE S - [RBHE
TR PREE L £ 7

« [5G (Reject) Jo AsyncOS /&, DMARC MRFEICKRI L= T R TORA v —V %A L,
BEINIZSMTP = — R EISEEZRLET, 7 7 4/V MEIX, ZHE4 550 and #5.7.1

DMARC unauthenticated mail is prohibited "C‘"?Lo

DMARC L za— RNOKRY v —03REBED & X212 AsyncOS WFEITTHA v =T T/ arvk
HELET, ROWTNNHEFEITLET,
«[7Z7 a7 L (NoAction) ], AsyncOS (X, DMARC HMFEIZR L= A v —Tiox L
TT7varuEFEITLERA,
* [FHE (Quarantine) ], AsyncOS!E, DMARCHRGEIZRIL L7z A > & — U2 H5E S L7 IRt
FEEICREE L 9

DMARC BFEH Z — B2 E N AE L2 A v — 2% L C AsyncOS N FEfTT 5 A v —
TI7varaRELET, ROWTNNEETLET,
« &G (Accept) ], AsyncOS %, DMARC RRREHIE —IFHIREENFE LA v —V %
S ANET,
« (#5745 (Reject) ], AsyncOS (X, DMARC MREEHIZ —FRF) R EENFEE LA v —TV %
EEL, HEESNTSMTP 2— REEEER L ET, 7 74/ MEIZ, ZH 24 451 and

#4.7.1 Unable to perform DMARC verification TTO

DMARC EREHUE AR ZRBEE R FEAE LTz A v B — 126 LT AsyncOS WFEITT D A v —
T7varERELET, ROWTANEEITLET,
- KB (Accept) Jo  AsyncOS 13, DMARC MRGEHUZ KGRI ZRIEESFEE LIz A v E— D%
ZTFANET,
« [HE7F (Reject) ], AsyncOS i%, DMARC MFEHIZ KK e EERFEELIZA vE—T%
HEAR L, FBESNIZSMTP 22— FEREZIR L ET, 77 4/0 MEIZ, £HE7 550 and

#5.7.1 DMARC verification failed C7 o

KHEEZEFEL, RIFLET,

DMARC #:if 707 7 1 L DIRE
Fg
ATYT1 [A—/KY T — (Mail Policies) ]>[DMARC] Z3&R L £,
ATy T2 HHOBIET e 7 7 ANHE 7D v 7 LET,
AT v 73 DMARC #air 7 1 7 7 A L OIERL (40 =X—30) OFBAICHE- T, HIDO 7 4 —/L REHE L

i'@’*o
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B omarcizirToo 740z 2K~k

ATy T8 EREFEL, RFLET,

DMARCHEETA T 7 A LD Y RR— b

TTTAT A DT RTO DMARC fFE7 1 7 7 A )L % configuration 7« L'~ kU NOHL
—DTFANTFAIMITT AR— FTEET,

FIE

AT 9 F1 [A—/LKY T — (Mail Policies) ]>[DMARC] % &R L 9,
AT9 T2 [Fu7y A NvEx s AKR— K (ExportProfiles) 127 Vv 7 LE7,
ATV T3 77 A NDLETIEATLET,

ATy T4 [#EE (Submit) |27V v LET,

DMARCHEETA T 7 A4 )LDA wiRk— b

FIE

ATw 1 [A—/LAKY — (Mail Policies) ]>[DMARC] Zi&{R L 7,
AT9 T2 [FuT7 7 A NVEALR—F (ImportProfiles) %7V v LET,
ATY 73 DMARCHRFET R 7 v A VaEle 7 7 A VERIRLE T,

ATy 74 [FEE (Submit) 1227V v 7 LET, A R — MILo>TTRTOEEAFED DMARC Bk~
T AINNEEHRZ ONDZ ENEEINET,

ATF9 TS [ A=k (Import) 1227V 7 LET,
AT T6 BHEERFLET,

DMARC HEE 70 7 7 1 JLDEI&

FIE

ATw 1 [A—/LAKY — (Mail Policies) ]>[DMARC] Zi&{R L 7,
ATy 72 HIBRT M7 7 7 A VaEIR L ET,

ATv T3 [HIER (Delete) 127V v 27 LET,

ATy T4 HIREMELET,
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DMARC 5 O0—/\JLETE

FIE

omarc 5 o—n x|

AT9 1 [A—/LKY 2 — (Mail Policies) ]>[DMARC] %R L 9,
ATw 72 [FO—NILEEEEZHwE (Edit Global Settings) 127V v 27 LET,
RATYT3 RORICERSNIHELERELET,

DMARC @ 7 o — /3 LR E

g a—/\JLEEE

B

FEDHEEFIZT RLAY X
k%34 XA LET (Specific
senders bypass address list)

HEDREENOZELIEA v E—ODMARCHEEY A% v
FLET, FayXF Yo URAMMLT RLA—EA2RINL $
‘g—o

GE) RBERBETA—INT RLVAETIERAAL L OIEAE
HLUTERLET LA Y2 Na2liHT5 L,
DMARC HRGIEZ [FIBES D & E N TEX EJ, FEiz -0
Tl BE#H#RNLV—AV~DFEEET RV U A D
HHEZZBL T EEN,

RO~ Z =D D A vt—
TOYE ., MEEEZ A N2
% (Bypass verification for
messages with headers)

BED~y X —%E&te A v —YDDMARCHGEZ A% v 7 L
FF, 2. A=V T U R RREFTEL T+ T —F D
LD A v E—DODMARCHGER AX v 73 5I121%, 2047
TarEMEHLET,

N~y A= AN LET, BEOBEITH o~ TRY £,

VAR— NERD A ¥ a—)1
(Schedule for report
generation)

AsyncOS 73 DMARC &5t LR — R 25§ 2 RFH, 72 & 203,
HLE LA — MEART AR E LTI — 7 R 23R 25 2
LT, A Ta—~ORBENRETEET,

VA= bEERT DT «
7 4 (Entity generating
reports)

DMARC £t VAR — " &AERT DT 47 4, U,
DMARCEGH VAR — F &% o7 RAAL VETEENRLAR— B
EERLED T AT A BBFETDHDIELLET,

Ho7e RA AL B ANTILET,

LR — b OB IEHE St
(Additional contact
information for reports)

DMARCE#H LR — M EZITH 7= KA A VATAEN L AR— b
BER LT 4T 4 LK EID A O, IBINOHERE
W RO AL ~— P R— DM EY)

TRCOEHLR— D=
' — DX (Send copy of
all aggregate reports to)

T THODMARCHEZ LR— hDa v —aED—Y (i
L= b O & FATT BN — 72 ) ICEE L E T
B A—NLT FLRAEANLET, EEOLEITH o~ TRY)
@iﬂqo
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T A— LB |

B+ 50— %ys—<oDmARe i ORE

ATy T4

HO—/NJLEE HL:L
= Z—VLiR— Tk (Error DMARC##H LA — F DY A XA 10MB £ 721 DMARC L =1 —
Reports) KD RUA # JTHREINT-V A REBITI2HEIZ, RAAL

MEECEEZT— LAR— 2R ELET,
Frv AR I AEF AT LET,

EHEEEFEL. RIFLET

A—)L 78— K1) L —T0 DMARC {&REEDELE

ATy T

ATy T2
ATvT3

ATy T4
ATy S5

ATvT6

DMARC #&EERQ &

FIE

[A—/LR U >— (Mail Policies) ]>[A—/L7 1 —7R U > — (Mail Flow Policies) ] Zi#4R L £
7
FRAEE FITT DYV AT —DEFA—N KRV —% 27 Vv 7 LET,
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<?xml version="1.0" encoding="UTF-8" 2>
<feedback>
<version>1.0</version>
<report metadata>
<org_name>cisco.com</org name>
<email>noreply-dmarc-support@cisco.com</email>
<extra contact info>http://cisco.com/dmarc/support</extra contact info>
<report_ id>bld925S$4ecceab=0694614b826605cd@cisco.com</report id>
<date range>
<begin>1335571200</begin>
<end>1335657599</end>
</date range>
</report metadata>
<policy published>
<domain>example.com</domain>
<adkim>r</adkim>
<aspf>r</aspf>
<p>none</p>
<sp>none</sp>
<pct>100</pct>
</policy published>
<record>
<row>
<source ip>1.1.1.1</source ip>
<count>2</count>
<policy evaluated>
<disposition>none</disposition>
<dkim>fail</dkim>
<spf>pass</spf>
</policy evaluated>
</row>
<identifiers>
<envelope from>example.com</envelope from>
<header from>example.com</header from>
</identifiers>
<auth results>
<dkim>
<domain>example.com</domain>
<selector>ny</selector>
<result>fail</result>
</dkim>
<dkim>
<domain>example.net</domain>
<selector></selector>
<result>pass</result>
</dkim>
<spf>
<domain>example.com</domain>
<scope>mfrom</scope>
<result>pass</result>
</spf>
</auth results>
</record>
</feedback>
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