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{
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A= T4 NERNBDLELET, AL O0 BBV, Ist7 7 A i1 20O—FMH
HHIA =V EZIELET, AsyncOSNZ DA vt —T M LIZEA. Aitn2o0—#%
2720, LEVWERAaT ZHE-LTHD &R L £,

FEIZ, BEOERMN 7 7 ANV H DA, AsyncOS TR 7 7 A LT iz AaT7 #483 LT,
*ﬁw)z 3772‘$|J[j‘ﬁbi'a—o =& }%_Vi\ Lé‘b\ﬁﬁ 3 @ attachment-contains 7 /]'/1/& JL— b
BoHELET, 200G 77 ANDBODA Yy E—VEZEL, ST 7 A LIZ2DD—
BREENET, AsyncOSIZZ DA vE—T %400 F LA L, LEWVEARA 7 Nz S
ATV D LWL ET,

20 T ILF8— AR E MIME 2%

By NOBEEERBTAT-D, BLarTFryo2o0FRE (F1L—2 5% 2 k& HTML)
D56, AsyncOSITEME LIZEH oo 0—EE=Ei LEEA, Kbz, FHoo—E%

B Ayt 78 EERLEBFA—IL K S —OFA



| #9v€—Y 742 EERALEEFA—LRY O—0ER
avFuy FeovarveEgALELENMEOZRa7 Y VY ]

el U C, @ EAZ RN L £7, AsyncOS I Z DEE~ /LT /38— Kk A v—T OO H
LOZATITIBMLT, GFtA a7 Z/ElRLE7,

7= & 21X, body-contains 7 AV H IL—)LEREL., LEVEEAZAICKRELET, TL—r T
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multipart/mixed
multipart/alternative
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ABA %% 3
7717 (Account) 2
VANV 1

ZPDayT Y T 473 aF ) % dictionary-match F 72T attachment-dictionary-match A
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LEVMER a7 N7z Sz Ll LES, 20k, EHFEOA L AZ AR >TOEEN
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andTestFilter:
if (remote-ip == "192.168.100.100" AND rcpt-to-group == "GROUP")

{ ...}

BHIAMDENT A SBRBEONCFETEIND=D, HADIEFZ ANEZ TCTHLEEBIIH Y FH
lo T A NDETIATFZRFET 2MEN B D55 51E, fLERA FSETIEIN, ZOHE
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expensiveAvoid:

if (<simple tests>)

{ if (<expensive test>)
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}
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if (testl AND test2 AND test3) { ... }

VAT NIENLRICRE I N—TT B, RO L H IR F1,

if ((testl AND test2) AND test3) { ... }

Z DA, VAT ARRYNIAT O DI, (test1 AND test2) DA & tests D A DR
TT, BT 2FHDO AND 3 HMliLET, 3 20OFT A T RTTHR U IR RN EEA.
test3 WIRHINCFATENE T, ZHiE. (testl AND test2) DI A MR 2 BT/ 572D T,

o~
Avyvt— TJ4IL32 )L—IL
FEA =T T4 NEITIE, TANVZEBEATE DAy =Dy va BERTDHL—
AWNEENTVWET, 740 E L=V EEHZLT, true ZIRT A v B—=V~DT 4 )VE T
varrERLET,
ESPEREYS

« T4 NE L—)LOWEDR (11 =—)

« L— )L TCHEAT A IEREH (27 —)

e Aw—FID (32 3—Y)

A=V TN T a OB EN (84 X—)

T4ILE L—ILOBEDE
WORIZ, AvE—Y 74 VA THEHTELL—NEETLEDHET,

R2: A 9E—D T41LE L—IL

JL—JL (Rule) B Bz

4~ % — (Subject subject PEA sy A — DN D /A —
Header) v E—FHLTWABD, subject
=L (35X—) EBML
TLIEEN,

ALY A X (Body Size) body-size ARILDY A T —EOHFEN
e ALY A X —1 (38
N—=) EZRLTLEE

AN
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2% (Envelope Sender in From <MAIL FROM>) 73, i
Group) & L7 LDAP 7 /Lb— 7 HITAF

ET A, T —THT R
o— 7% EFL—L (37—
V) ABRLTLTEE N,

¥fE3#Z 7 Vv—7 (Sender sendergroup EOBEHEITN—TN, VA
Group) FT—DHEANT IR T—T
)b (HAT) 12— T D5h, %
BHEIN—T N—L (37—
V) BHRLTLIIEEN,

ITN—TNT o Xa—F rept-to T _Xue—7%{F% (Envelope

(Envelope Recipient) To,<RCPTTO>) MfEE L7z/X
F—rb—ELTVDM, =
v Ru—T7EFE - (36
=) EZRLTLIES
VY,

GE) rept-to Jb— /U

A o= HESWN
TWET, Avt—
DITHEBDZAEE N
HEINTWDY
Ay WT 1T AD
ZIEHE BN —IL L —
EL T, BE
L7234 =T D
ZEEICHTDHA Y
t—TIicEf S E
7T
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TN—TNT L _Ra—TZfE
#  (Envelope Recipient in
Group)

rcpt-to-group
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LDAP 7 )V —7HNIZHEET D
M, TN—TNZ o _Ro—7
ZIEHEN— (363—Y) &
ZHLTLLIEEN,

G¥) rcpt-to-group /V—
JEA v E—IC ik
SNTWVWET, Av
VIR DORE
ERDLGE. T
N—T DZIEHED 1
ATbRtishih
IX. reptthe IZ L D #5
ESN=T 7 v ay
NAyE—=TDFT
TOZAFHEITHEMN S
WET,

J%&— FIP (Remote IP)

remote-ip

UE— b KRRAMDPLEEFEIN
A vE—=1%, FRELZIP
T RLVAERIFIP 7 v iz
—HLTWbh, VE—HKIP
=)L (395—) B L
TLEE,

ZEAHE =T 2 A
(Receiving Interface)

recv-int

Ayt—Uld, lBEINZZ
A ¥ —7 =4 ARKHETH
Wi, BIRESZAEIP 1
H—=T x A A )L—)L (39—
V)

%15 U 27— (Receiving
Listener)

recv-listener

Av—UF, BES Y
AF—RRBETHWED, %5
U Z2F— b—) (392—3)
R L T TEEN,

Hf (Date)

date

BAERF LA E O B O R )»
% HEFL—L (40 ~2—
V) ZBRLTLIEE N,
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Z % A (Random) random(<integer>) T U LT HIT—E ORI
Dy, HLBOL—IL (41 =)
EEBLTLLEZN,

Zf5& % (Recipient Count) rcpt-count TOETA—NDZEZD N
B, TEFEHL—L (42—
V) EBBLTLIEEN,

7 R L 2% (Address Count) |2addr-count() ZAEHE D BRI,

DT 4NFE, e —
TOZAFE T/ A vE—
VARILD A~ H—ITxF LT
HE 5 AU rept-count 7 o L X
= LRI FES, TR
AF— (2 —) BH
LT 7ZEn,

SPF A7 —# A (SPF Status) |spf-status SPF FRAlEA 7 — & A & HB] L
1, ZOT 4 NVHF L—)LT
X, & F %72 SPF HRGEREH
o) —TxEd, AR
SPF/SIDF =V EZ L2825
T varEANTEET,
SPF-Status /L'—/L (49 ~X—

V) ZBRLTLIEEN,

SPF&#%  (SPF Passed) spi-passed SPF/SIDF MRGEIZ A4 L7275,
DT 4 IVE JL— )
SPF/SIDF #5347 —/VEE L
Tk L ¥ 9, SPF-Passed
JL—)L (50—) 5L
TLEE,
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t— (S/MIME Gateway
Message)

smime-gateway
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LTV DLEM, sk Tn
L, FIEBABIOR S
fEE TV 5Dy, SMIME 7 —
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51 =) L TES
AR

S/MIME %7 — k7 = A REEH

smime-gateway-verified

SMIME A vt —JIXER I
AESLTW D, Rk
TWaB 0, £iFESLBE &
OREEES N TV 57, SMIME
7— N U = A RGN — v
(51 =) #BZRLTLE
W,

A A —FHMii (Image verdict)

image-verdict

A A=Y A% % OFHIORE
BT 4 NE L— L EfE
LT, SEIFERA AV
M ORI IZ SV T RIVE
TAZENTEET, M A—
Do (1095—2) ZBML
TLTEEY,

U — 27 % 2 —% (Workqueue
count)

workqueue-count

U—7 Fa— 8 LEE LT
DGR (FLV. 20,
72vy) . workqueue-count
=L (515—=2) ZBRL
TLEENY,

ARILAF ¥ (Body
Scanning)

body-contains (
<regular expression>)

BELE A= —ET 5
TXANERERMN T 7 A0
DAy E—=VIZEENTND
Dy XA — L DIEARIED
L & VMETHE L= f/Nelgk
DLETHAIRERNHY 7,
TV, BEARAT—HF A
oy & BET DU T 7 AL
EAX ¥ LET,

KL AFx L (43 =)
EHEBL T I,
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Scanning) TXABRBA v E—=UARILIC
EENLTNDD, RE—2D
AR, LEVETHEE
L 7c i/ NEUL B Cd D w3
WHYET, W77 A%
AFyrINEFA, ALA
Xy —L (42 =)
ERBLTIEIN,

K= fbi il (Encryption encrypted A ybE—IE S s Tn
Detection) L7r, WAL —L (43
N=) EZRLTLEE
AN

WAt~ 7 A4 4 (Attachment |attachment-filename e g bt B
Filename) 7 7 A NS T 7 A D
AvE—VIEENTND
e W7 7 A NN —IL (
45 =) aBRLTLES
AN

W% A7 (Attachment attachment-type KrE D MIME % A 7 D ishr
Type) Tr7ANBA vy E—VIZEE
NTWDED, 77 A0 &
AT =) (44 RX—) %
ZILTLLIEE,
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Ty AN BATOUMT 7 A
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VERETOHIELELTEE
R

BNl 7 4 VB E2ERT HIT
X, 77 AN B A TG
TPHOGLE HY 5, —H
SIS £ 7213 FEe | G2
HAT&xEd, =& 201E, exe
W7 7 A NVERBET HIC

%, RO EFHLET,

if (attachment-filetype ==

"exe")

POV, T 7 A
W T =47 774N
DOHMDEAGEZ 7 AV (45
N—=) EBZRLTES
W,
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T ANNA = ICEE
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attachment-type /L — LT
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DHDGHIT S 4D RN FE72 Y
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A THBRIICTRE ST
WRWGE, TR 6 7 7
ANDEAT % TTH T5
ZEiEHYERA) o IRAT
T7AINNVDAT ¥ A vl—
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EZRLTIEIN,

RSN 7 7 A4V attachment-protected N2 — R SV
(Attachment Protected) Ty ANBAE—VILEE
TN D D, PRl ST INAT
77 A NOREEE (1162—2)
EHZRLTIEIN,
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/L (Attachment Protected)

attachment-unprotected

attachment-unprotected 7 1 /L &
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VMR LT85T true &K
LET, AFyr VU n
W7 7 AN EHmAED Z &
IMTEIYE, £DT7 7 A )b
RSN TV E R X
NWET, zip7 7 A NWVITHRHES
TN A AR EENRT
WAHEEA., ZDzip 7 7 A VX
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¥ : attachment-unprotected 7
JL 4 4 & attachment-protected
T 4 IV GRIEE, A SR
BICIEdH Y £ A, A CHLS
Tr7AN AT Y DL
W7D 7 4 V2 ST true 23
BInsGandbn ¥4, Z
., e xiE zip7 AL
ICREINT A N EREX
TN R RO 3G
ENTVBHAICHELE
K
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T X A NEZIIBIOEM 7 7
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BT DHGET T ARy L
¥4, ™77 A4 1DAFX Yy
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A

(Attachment Scanning)

W7 7 A NVDAF Y ‘5(‘2EZ;EET;E;?ZZZ;ZZ;“MS BELI A= b —%T 2
NAF Y T—E N FIETDHIR

77 ANBA =18

FNTWD D,

ZDON—X
attachment-contains () /b—/V
ICELTWET A, ST
T —=HNDOINE — 2 DI
KLET,

(Attachment Scanning )
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TWDED, HEOTFA
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FETLHIVERSHD 3, O
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lattachment-contains ()| @
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DOIAEEHA, LEVETEH
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ENRHY FT,
WA 77 ANDAX Y Ay
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V) ABRLTLTEE N,

(Attachment Scanning )

W77 ANV A X attachment-size A oT—VIZGENTVBHIR
(Attachment Size) 17 7 A NDH A XPRREED
HEANICILE>TWD N, =
DI)V—)VIX body-size L—Ib
ERITWETR, 20—
TiE, AvbE—TO2EKED

(R #AF¥y o L2 K
FICLET, 2FEH, 2—H
DI 7 7 A LTFRTRT
LT AT ¥ LET,

ZOVAXF, Ta—RT5
ANCREHT S vET, IR 7
ANVDAFY o AyE—

T4 NBZOH (114°—2) &
ZIRLTLLIEE0,

ANB7Z v 27 U AL (Public |dnslist(<query server>) BEZHEDOIP T RLANRNT
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(RBL) PNIZAFHET %73 DNS
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L TLIEIN,
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2, LEVWETHE L&)
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VY,
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HAOMEEIC—HLET,
o, 2—FRERLIZLEN
EA - SNTZHE D true &
ELET (F74LFOLE
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(SMTP Authenticated User
Match)
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ErEHBILET, SMTP
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7% (Valid)
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\Z false ZIK L, LIS OY;
Bldtrue ZIKLET, 7R
= (355—2) BB L
TLEEY,
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Sender Domain Reputation:
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<‘domain exception
_list'>)

- sdr-age (<‘unit'>,
<‘operator'>
<‘actual value’>)

- sdr-unscannable
(<'domain exception
_list'>)

External Threat Feeds:
domain-external-
threat-feeds
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feed source_name'>,
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_exception_list'>)
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Cisco 7T ITA TV AICERENAA v E—IF0ENRE, T XTOA Yy E—Y 7 4L X TIE
TN INE TN, KT 7 a v ERELESGAREIZOT 7 a itk A ve—ioxt
THUBOWUEMEIEINET, RAvbe—Y 740 ¥ T vary BX—V) 25
TANZITTRTOA =T b TEET, o, —/UWTimEE#Hi 7~ (AND,
OR, NOT) #fEH L THAETHZLbTEET,

IW—ILTHERAT HSERRKRE

N—IVDEFRIHMEAT AT P v 7 T A MO—ETIX, ERFHRBAZITWET, EHREHRIT
BEHEC R ABEAERNLVET, ROFRIZ, AvtE— 740 % A— L CEHRERZEAT A
EOHZE L THERLTLEIN,
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B - cemyaEmEn

RIIN—LTHERT HERRR

Ave—C T4 N EFERALEEFA—ILRY S —0ER |

IEMEHL (abe)

T A NH =)V DIERFEN TN E—FT D E W EnDDk
IERFRHO— ﬁ@&mﬂxf%ﬂ@b%ﬂum®%‘ﬁzi&ié%@f
T

f:&/iﬂi\ IE/#E%E%% ’VGCOI‘gJ X rGeorge Of The Jungle] .
rLa Meson Georgette as well as Georg) @%i?ﬁ”&*

(Georgy

Porgy] .

ﬁbi‘a—o

Bl k(M)
KRS (s)

KAGEHE ($) 25— I XTFINORREDHAE—FKL, F¥T v
k(N ZELNL—VELTFINOLEHEOHR E—FH L ET,

7= & 2 0E, IEHREHR ceorgs) 1XXFF lceorgl DHE—F L F
‘g‘o

ZEDSy X —E BT DI, 8" LHRELET,

N

F ZEE, Ty hv— | XF, 2B, Ty hvy—7 (@) EEDL—UE, YEOTTER
7 (o) EERIC-ELET,
f:k%\_ﬁf\ Eiﬁi‘%fﬁ‘ |—AGeorqe@admin$J ﬂii?ﬁ” |—Georqe@adminj
DHE—HLET,
vUA R (1) EUAR () 2E0LV—VHMEED 1T (SfT2R<) & —%L

jzjﬂo

=& z20F [~ . .admins] &W I EMFEHIT Thacadmin] BL O
|—sunadmlnj @%i%ﬁl I—F L FETA, Twindzadminl E1E—
HLEEA,
TAZY R (¥) | T ALY AT (%) Egie—nid, TEENCHEE ST 5 3

DOEZEZFIMEEOREHME Y RENTWVWAHLT) E—FHLET, ¥
UARET A2V 27035 Gd (%) & AEEOXTFH] (BdT4%
fR<) L—&LET,

7= & 23, |—A]§’.*Piper$J WS IERFRIIT ’—PPiperJ . [Ipeter

Piper) . [P.Piper] . |—Penelope Penny Piper| DEDLFHE b

Ny I AT 2 KR

7 ()

M IR T O Ay —F I LET, —F X W] &
EIUFRZOLODHIT—EL, Ns) 1T RAGEEEFOHIT—EL,
A iEF v Ly FLBORIZ—ELET, =& 2L,

[~ik\.ac\.uks) 1T Tik.ac.uk] EWILFH DO E —F L F9,

BEE: MR TEAR—Y—TbRERT A —7FL LTEALE
T, TOH, ERKXATHESZHENT 256, 2 5O ZRN
VBT, fEATRIIE THEERIZ) RSN DM S 1 DOH0FE
D, ERRBLATAZESNES, LRROHIZRET H561F
[rik\\.ac\\.uks] EANTHZ LI £,
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| #9v€—Y 742 EERALEEFA—LRY O—0ER

ryt—sn7 sy vrcoEszR0ER [

KXFENLFERFIL
72N ((21))

h—=27 2 )1, EHRBOE D OS5 TRILTFE/NIFHR B S
NN EERLET, ZO =7 &, RIFL/NCFEXHNT
DIEHRBLOEHICEE 5 & KT &/NCFR—EXG s 7
WHREDMTOILET,
7=& z20E. T(2i)viagral EWIHIEMFIIL, [viagral .

lviaGra) . [viacra] &—FLET,

7(@';5 U J& L@;ﬁ {min, max}

1 DHID h—7 > O K LIl EfRET D IERRIAXRLEN T R —
FENTWET,

7= 20X, Troi2,31) 13X Tfoo)] BEO lfoco) E1E—F L F3235,
[fo] <° [fofo] ElX—FHLFEHA,

if (header ('To') == "~.{500,}") EWVH AT — Kk X hiL, 500 XF
PLEMMERA SN TS [Tol ~y X —&RFELET,

FE(]) B, 2F 0 Tor) HETFICHYLET, [ABIUBI BERE
BThr%a. Tasl 1L TA) & TB) OWTunic—8T 530F
e —HLET,
fl&%\_fi\ (foolbarj WD FHIT (fooj 2 (barj Ll —ELE
SR [ foobar) &fi*ﬁbi“@f/uo

EPEREYS

A=V DT 4 NE ) T TOEREROMER (29 2—)
« EBRIERBOMHICETLIHA R4 (30 —)

« EBIERBLEIEASCH Xy b (30 %—)

nT AL (30 8—)

o RILF-E/NLFOXH] (30 _X—)

« WERIIR T 4 NV H DIERL (31 ~=—)

« PDF & EHIERH (31

)

AvtE—CDTANE Y T TOERKREDER

TANEZEHER LT, ASCHUADOTERTZ a— FENTWNAERA v E—V0RE (v 41—
LRI OXFHNE NS — BB TEET, BRIICIE, RUAT ATIIIROGHNICH 5 IE
ASCII XFAMBET HIEIREIL (regex) ZFEHTEET,

A=Y Ay F—

* MIME 5} 7 7 A V44 O 35|

o A yb—URI :

* MIME ~ v # =372 WAL (RERDOIERDOE T A —L)

e a— RZRT MIME ~» ¥ —723% 10 | MIME &8558 72 WA ST

e a— RPREBEINTWVWAS LT N— | MIME £ vtE—3

o FEEOARILDH B, MIME ~y ¥ —TCTra— RBREEINTHRNED

Ayt—Y 24 LaEERLEEFA—L R —0ER ]



Ave—C T4 N EFERALEEFA—ILRY S —0ER |
B csxsosmcEssH4 k51>

A o=V EREALDIEROWS (T 7 A Va2 ET) ORGICERRRLHATE
Fo U7 7 A LD 54T E LT HIML, MS Word, Excel 72 E 540 5 A 7% %I T &
T, B LD FERE Y M LT, gb2312, HZ, EUC, JIS, Shift-JIS, Big5. Unicode 72 & 7%
HYET, EREHRORA v —Y 74V & L=V EERT HICIF, 20T Y 7 404 GUI
BT 0, THRARNZT 4 X TT 7 ANVEERLTOD Y AT AL VR — N LET, 7
HZoWTIE, TCLIZERA LAY E—U 7 0 L2 OER (1183%—) | BLO 2%+
VEMEDORE (141 2—2) | ZBRL TS,

ERRBEOFERICETHHA 512

TVT 4y 7 ATERLS XN EREERET 55003, EREROLHITFYy Ly b (1Y) |
REIZ FVELES (8) ZZNZNEET LLENDH Y 7,

)

GE)  ZEOXFINEWETHHAIC [ 2T L. ERIITTRTOXFHR KL ET, Kb
DT, Trs) AL T ZEW, 72& 20E, subject L—/L (35 X—) D2FEDHOHINZ
UTEE LET,

Flo, XFELTORY A RERAETHIZIE, ERXATCE I A K2R —7FT50ERH
DNEIT, =& ?_bi\ sun.com & U D IEHFRBLT |—thegodsunocommandoJ LW R~ LFE
T2, ~sun\.com$ & WV EHFEHIL Tsun.com) &V LFFHNDOIE—FH L FT,

Hffimicix, & 2 CHHAT D IEREHR O A Z A L1Z PythonreModule €Y = —/b A% A LD
IE;:‘E%{E"C'@‘O Python AHRA /V@Efﬁi%fﬁ@%ﬁfﬂﬂlol/ Q=N http://www.python.org/doc/howto/
MNHT 7 ATE 2% [Python Regular Expression HOWTO | #5512 L TL &0,

ERRBFEIEASCUXFELEY

—WOEFETIX, THEE < THFEER) . [RFELT) EWIHIENRGFEELERA,

HEEZAMER T 2307 (IESERIT Nw) LRINDLF) OMG7R ENLEIT /e 5 MR ER
RKHLTIL, v r— RS AR ARYGE, £idmra— FRRAREE, BEPBELET,

nTAbk
EREBORET A ML, V=T A= =T 2 =ZfHLTIT) ZENTEET, K
(e IR N D= S
rcpt-to ==
"~goober@dev\\.null\\....$" (matching)
rcpt-to != "“goober@dev\\.null\\....$" (non-matching)
AXF ENXFOREA

FRICHIRL SN TV A E 2R E . EHRBICTIIRCF LN CFNRB S E T, EHRET
foo %*ﬁ?ﬁ%#é%é\\ FOO %’ Foo Li—i‘,’z Li"i‘/\/o
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PRI |

RERTE T 4 ILZ DIER

PDF & IEFR&KIR

WOHIE, R CAEEITH 2507 4 VZ TTN, wHIOFOITH CPU DFEHERE L 720
FT, 2BDDOT 4 NEDFBNFEN R ERRBAFEH L TOET,

attachment-filter: if ((recv-listener == "Inbound") AND
ceeccccccccccccccccccccccccceeeceeeeecccc(((attachment-filename ==
"\\.3865") OR (attachment-filename == "\\.exe$")) OR (attachment-filename == "\\.ads$"))
OR

(attachment-filename == "\\.ade$")) OR (attachment-filename == "\\.adp$")) OR
(attachment-filename == "\\.asp$")) OR (attachment-filename == "\\.bas$")) OR
(attachment-filename == "\\.bat$")) OR (attachment-filename == "\\.chm$")) OR
(attachment-filename == "\\.cmd$")) OR (attachment-filename == "\\.com$")) OR
(attachment-filename == "\\.cpl$")) OR (attachment-filename == "\\.crt$")) OR
(attachment-filename == "\\.exe$")) OR (attachment-filename == "\\.hlp$")) OR
(attachment-filename == "\\.hta$")) OR (attachment-filename == "\\.inf$")) OR
(attachment-filename == "\\.ins$")) OR (attachment- filename == "\\.isp$")) OR
(attachment-filename == "\\.js$")) OR (attachment-filename == "\\.jse$")) OR
(attachment- filename == "\\.1nk$")) OR (attachment-filename == "\\.mdb$")) OR
(attachment-filename == "\\.mde$")) OR (attachment-filename == "\\.msc$")) OR
(attachment-filename == "\\.msi$")) OR (attachment-filename == "\\.msp$")) OR
(attachment-filename == "\\.mst$")) OR (attachment-filename == "\\.pcd$")) OR
(attachment-filename == "\\.pif$")) OR (attachment-filename == "\\.reg$")) OR
(attachment-filename == "\\.scr$")) OR (attachment-filename == "\\.sct$")) OR
(attachment-filename == "\\.shb$")) OR (attachment-filename == "\\.shs$")) OR
(attachment-filename == "\\.url$")) OR (attachment-filename == "\\.vb$")) OR
(attachment-filename == "\\.vbe$")) OR (attachment-filename == "\\.vbs$")) OR
(attachment-filename == "\\.vss$")) OR (attachment-filename == "\\.vst$")) OR
(attachment-filename == "\\.vsw$")) OR (attachment-filename == "\\.ws$")) OR
(attachment-filename == "\\.wsc$")) OR (attachment-filename == "\\.ws£f$")) OR
(attachment-filename == "\\.wsh$"))) { bounce(); }

ZOBITIE, AsyncOSIZIEHIRBLT 2 % 30[B] (W7 7 A V2 A 7 & recv-listener DE 41
ZUT 1 EF D) BHENT O MERH Y £,

Wb DIZ, WOX 727 4 VFEERLET,

attachment-filter: if (recv-listener == "Inbound") AND (attachment-filename == "\\.
(386 |exelad|ade|adplasplbas|bat|chm|cmd|com|cpl|crt|exelhlplhtalinf|ins|ispljs|jsell
nk|mdb|mde |msc|msi|msp|mst|pcd|pif|reg|scr|sct|shb|shs]|
url|vb|vbe|vbs|vss|vst|vsw|ws|wsc|wsf|wsh)$") {

EREHT Y ORBIERIE 2 B2 T, [0 OBEMRLAULORY TN TULET 5 24
TR LI B 7207 A N Z OFH G RIBICEEICR Y £, F/-. HODOFNZLE~XTCPU A —
N—r~y RMETLET,

PDF DA FIEIC L 5 TE, AX—AREITR RN ENRHV £, ZOXIHIRGFH, Axxy
VYR, N=VNOHEGEOAEIZESE | B A= LY TORAEZRALE T,
722, 1 DOHFFEOFIZEEDO 7 4+ M7 + v b A ANRET DG, ElESD
PDF 22— RO AF ¥ o UV UNHGEESATEHRIT 200 L D £, ZDXH1
R ENTZPDF 7 7 A VCTIERRBUCEIDMEZITI &, AF v m o P UAITPHI LR
REBETHERH Y 77,

Ayt—Y 24 LaEERLEEFA—L R —0ER ]



Sy

AY—HKID

Ave—C T4 N EFERALEEFA—ILRY S —0ER |

7= & 21X, PowerPoint SCEIZIHA L7 BGEOHIZ, HFENO L TF-ZT EIZRR D 74+ 0 R 7 +
VR AXPRESN TV DL bDORHLELET, ZOT 7V r—a shbAERIZPDF
EAX Y TV UREAID L R IR AR — R BT A S IVE T, PDF O
JRIRC,  Tcallout] &9 HFEN [lcallout] F7zik lcallout] EEREINDZZ ENHY ET,
ZOWTNNORRAIERKI Tcallout)] EMELIILTDHL, —BERLEWVWIRRIIRY
£7,

A=V ONEEAX YL THA = L— LA TS, A~— ID 2FHT 5
T — A NORFED N — 2 R TE 97,
A<—HKID T, T—HHNORDN N — 2 ERETEET,

VLT N h— REE

o KERSIRFESR S

« CUSIP F >\ —

« ABA F /N —

TANETA— D ZFEHT DI, ALERIBRM 77 ANMDa TV EAT Y T
BT 4NE JL—)LTIROF—T — REFHLET,

R4 AVE—D TAILEADRI—FID

*¥—7— |RZ—FID B
K

*credit LYy b= REE| 14, 15, BIOI6H o LYy b h— RES &L £
KR
FE : A<— M ID T enRoute 71— F&%H] L E A,

*aba ABA ¥%4&% 5 ABA 2&E 5 AWM LET,

*ssn PR KEESRER S 2% L ET, *ssn A~— FIDIEE v
Vo, BUF R, AN=ANH D SRR S 2wk L
F9,

*cusip CUSIP & & CUSIP F 5 Z#5A L £ 9,

EPEREYS

« Av— b ID OFEL (32 ~—)

AT—rID DHEX

TANE N—)LTAY— MNID 2T 56, WOBIO X512, KXERITEHRM 7 7 A%
AX YT AT ANE L—LDHPTRA<w—FID ¥ —TU— K52 S CHAE T,
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rvt—2 7408 L—rouBss |

ID Credit Cards:

if (body-contains ("*credit")) {
notify("legaldept@example.con") ;
}

/o, arT T4 arIo—EHELTarsT Y 74 AFNTAY— MND ZfEHT
HZlbTEET,

Z<—HKID F—U— RZBEHDOERERLMOF—TU — R EMAEDbETHATE EE A,
7-& Z21E.  Trcredit|*ssn] EWVI R —=ITIEITIEH Y £ A,

G¥)

*ssn Av— N ID|Z K DRAHEEP T2, *ssn A<— MDD 7 4 V2 &b L S TE
AT a8 0560380 9, 72& 21X, Tonly-body-contains] 7 4 /L ¥ 52 AT 5 =
ENTEET, ZOHAE, BMEXTINA v E—VAKLOTXTOMIMEEBIIFET D5
DOHXMN true THD EHESINET, 7w 2X ROXHI BT 4 VZEERTEET,

SSN-nohtml: if only-body-contains (“*ssn”) { duplicate-quarantine (“Policy”);}

Ayt— T 4)LR IL—)LDERBR &

WDt s arTiE, FHAISNASESERA =Y 7400 F —MIZOWTCHAL, #
DOFZRLUET,

ESPEREY=]

e true L—/L (34 ~X—73)

c HhIR—L (35 8—3)

* subject /L'—/L (35 ~X—Y)

e TR —TZEFEFHL—L (36 N—)

« JNV—T RN Nu—TZEHE L (36 X—)
ez RuE—FEEFEHEL—L (37T R—=D)

« JN—TNZ R —7EEHEL—L (37 4—)
cEEHITN—T —b (37 =)

o KLY A X —)b (38 X—7)

e JFE—KIP/L—/L (39 X—)

e Z[EY R F— —L (39 2—)

e ZFIP A H—T = A JL—/L (39 =)

o Aff—L (40 =X—2)

Ayt—Y 24 LaEERLEEFA—L R —0ER ]



Ave—C T4 N EFERALEEFA—ILRY S —0ER |

. true JL—)L

oy H— JL—)L (40 _X—)

cEHEL—L (41 X—)

c ZEHEHL— (42 =)

e 7 L 2L —v (42 _X—)

e KL AXy v b—/L (42 _—73)

e KL AF YL (43 =)

o Wbkt —n (43 X—)

T AN A AT =)L (44 =)

s INMFT T ANKN— (45 X—)

eDNS U A K b—/L (46 ~=—7)

cIPL 2T —valb—b (46 3—)

T4 aFl — (47 =)

« SPF-Status /L—/L (49 ~X—3)

e SPF-Passed /L —/L (50 ~2—3)

*SMIME 77— FU = A AvE—Y b—/L (51 X—2)
* SMIME 7" — b U = A fREEF 2 /L—0 (51 _X—2)

» workqueue-count /L —/ L (51 ~X—72)

o SMTP FBREH At —HF —FL—/ (52 X—)

s BAMFEL—L (54 =)

o Ny X — R LEHL—L (57 N—)

*URL L E a7 —v g /b— (59 =)

«URL 7 Y b—/b (60 ~<—2)

T LT 7 7 AL —b (60 2—73)

s Avt—UFHEAL—NL (61 X—)

v ufit—L (62 2—3)

o (B A — LD —L (62 —)

o EEERMEEL—L (63 X—2)

s RIEZRZXD MIME ~» ¥ —ffif/L—/L (64 ~—2)
o HIEALEE#RL—L (64 X—2)

cETFO RAAL L LE2T— gy b—b (655—)
eSDRORKAAL YV LEa2T—v 3 b—/b (65—)

true JL—JL

true L —/UITRTDA v E—TL—HLET, & 2IE, ROL—IVIET A bxfGeL 7253
RTDORA Y B—=IVIZDONWT, IPA U F—T A A% external [IZZHE L £,

externalFilter:

if (true)
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BEMEIL—IL

subject JL—/L

anur—n ||

alt-src-host ('external');

valid/L— VX, A v — VITINTAREE F 72 13 E4h 72 MIME #8523 6 £ TV B 35A 1T false &
KLU, TRLSOGEIFueFH L ET, 72& 2E, ROL—IIT A MFRDOA v E—VD
)BT AREER A v =V BT _RTC Ry LET,

not-valid-mime:

if not valid

{

drop () ;

subject b UE, AR~y X —DEREE LT ERERBLE —BT 5 A vE—VERIRLET,

e ZiE, RO7 o Zid, B4 70 MakeMoney...| W) EEAITIHEDL TR TDA v E—
TEREELET,

not-valid-mime:

if not valid

{

drop () ;

}

~y L —DIETRFET 2 ASCH UFEARET D 2 ENTEET,

Ny X —IZBET AEERIT O BA . ~y X —OBEOEIZITAER R I TN AR (X vtk —
PO~y X —DIBM, HIER, BEEITO 7 A NVZNERR YY) NEEFR TS EICEELTLE
W, FEHICOWTIE, AvbE—Y Ny — L— A BLOEEE (62—) BB LTLE
él/\o

WDT 4 NVEIL, ~y X —NEOEE., F3A v E— I~y X =02 WEE I true ZIK L
F9,

EmptySubject To filter:

if (header ('Subject') != ".") OR
(header ('To"') != ".") {

drop () ;

}

Ayt—Y 24 LaEERLEEFA—L R —0ER ]
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B =oco-—TzEzr—0

\}

GE)  ZO7 4/ FE Subject ~ v H—& To~y X —RNZEDLEIT true IR LE TR, ~y X —n0¢
WA btrue I LET, IBELEA~AY X —DNA v E—RIZRVWEATH, 207 4L T
true IR L ¥ 7,

IoANO—TJZEFHIL—IL
rept-to L—/WE, WPNPDT L N0 — FZEEPEE L EHEERE KT 5 A v —

BBIRLFET, =& x0E, RO T7 4 V2% [scarface] &9 UFEINEGIeELA—NLT KL
AW CIWE B EINTEZTRTOA =% Fay 7 LET,

\)

GE)  roptto L— /L CHHT 2 ERFB T, KUFEE/NTFIIRIESEEA,

scarfaceFilter:
if (rcpt-to == 'scarface')
{

drop () ;

(6=3) rept-to Jb— /LT A v E—=VIZESNTWNET, A vE—VIEHBOZEEIRESNTND
A, W1 AOZEFEPL—/LE—FL TWIUL, F8E LTAEN T X CTOZEEHEITK
THAvE—VICEASET,

HIL—THRIUARO—TZIEE)L—)L

rept-to-group /b —/UE, WITNND T Xa—TZFENE LT LDAP Z/L—7 D A N
ThHAvE—VEBBRLES, 2L XIE. RO T ¢V 21E TExpiredAccounts] &9 LDAP
TN—THNDEFA—NVT RLARETIZEEINZTXTOA =% Ruy X LET,

expiredFilter:
if (rcpt-to-group == 'ExpiredAccounts')
{

drop () ;
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\}

GE) rept-to-group /L — /UL A =K SN TINET, A /?*V&Z%ﬁiﬁﬁﬁﬁ%‘b\%ﬁéﬂ
TWS5EE. WINPT ADZEFENLV—L L —EH L ThIUE, FE LN T X TOX(E
FIHT DA ve—VICHEA S E T,

IoANO—TEEH/IL—IIL

mail-from /L —/LiX, TR —T7EEEPBE LI IERRELE —HTHIA vE—TU2E®IRL
iﬁﬂo =& 7’J:t\ &@7 A IVE %iﬁﬁ“é L admin@yourdomain.com z&n J‘ii‘{%éﬂfljﬂf\f@
Ay—UNEEBICHAEINET,

\)

GE)  mail-from /L—/VTHEAT 2 EREHTIE, KXFLE/NDXFREIESNERFAL, KROBITIL,
EU A RRZ Ay —THE I TV ET,

kremFilter:

if (mail-from == '“admin@yourdomain\\.com$"')
{

skip-filters();

}
HIL—TRHIoRO—TEIEZE)L—IL

mail-from-group /L —/U{X, Tl _Xu—TEEENERE 7O THE L7z LDAP 7 /v —7IZ
BLTWD (F—EEHRRTIHIHEIL, BEEFEOEFA—NLT RLABNEE LTZLDAP 7/ /1 —
TICEL TR Aye—VEERLET, TEE ROT A NVFE2FATTDH L,
[KnownSenders| &9 LDAP 7L —T7DEFA—NLT RLAIZLDEEEINTZTRTOA Y
T—UNREEBICHENE T,

SenderLDAPGroupFilter:

if (mail-from-group == 'KnownSenders')
{

skip-filters();

}

EEZBTIL—TIL—IL

sendergroup A v — T 4N HZL, URF—DOFHRAN T IZEAT—7/ (HAT) TEDE
BEIN—TN—BTHNIESNT, Ave—VEBBIRLET, Z0L—E =] (—#
ERBETLHHGE) 00 =) (R—BEmBET256) 2HL T, f8E LEHRE (K
OfN) LDO—HETAMLET, LT ROAvE—T T4 VHF L—F, AvE—
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COREFE T N—TRERKE lnternal] & —HT 2551

Ave—C T4 N EFERALEEFA—ILRY S —0ER |

UEMREEA— L RA MNMZEELET,

senderGroupFilter:

if (sendergroup == "Internal")

{

alt-mailhost (" [172.17.0.11");

}

AXHA4XI)L—IL

Ttrue L, TOHAIEIA v E—

ZIKjC'H‘/I) A LI A /ﬂf*‘f/@"j"l’ XD LT, /\/5’%&{2]%{#774/1/%é\7%iﬂ‘0 body-size
=L, R A RZBESINIBE L L, RIFIC—ET D2 A v =V Z2BRLET,
T2 2R, RO 4 VEIIRILY A XBSATNA NEBRDTXITDOA =BT A

L/i‘g—o

BigFilter:

if (body-size > 5M)

{

bounce () ;

}

body-size ZMHMT 2 LIRD L I RHBMNATE £,

!l LB DiEE

, SRR
body-size < 10M

. UF
body-size <= 10M

. Hi bt LT REN
body-size > 10M

. Pk
body-size >= 10M

, FHELW
body-size == 10M

, FLL RN
body-size != 10M
YA ZHEITT 7 4 7 A2 2 LR T,
HE FiER

1054 K~ ( T10) IZFET)

10b
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e &5 BA

13F A |
13k

5 AT A b
5M

40X A~ (JE @ Cisco 7 7T A T 2 ATIL100 A T3, N &EA
DA E—VEABETE EEA)

JE—HKIPJL—)L

remote-ip /L=t AvEB—VEEELIEEFARNDIPT RLVABKED RRZ — 0 L —ET 5
MEIIPEMRT DIODT A MeFEITLET, PT FLAL, A2 —Fy s 7uban
N—=Uza 4 (IPvd) F723A4 0 F—Fy b 7r ha)l =Yz 6 (IPve) ZIEETEE
T, IPT RLANREZ— %, [EEHZV—7 O] IZFEH S LT 5 allowed hosts il &
ERHLTHEINET, 72721, sBo. IPR. dnslist Rl B L OEHF—Y — Kann 2REF
7

allowed hosts X2 TlE, IP 7 FL A (FRA R TIER) DIERF & EE TOFPHAD % F57E T
XFT, 2. ROT 4 FIE 10.1.1.x (XIE 50, 51, 52, 53, 54, 55 DWT D) DIE
KD T RUANLBEEEIN TV ENTRTOA =2 A LET,

notMineFilter:

if (remote-ip != '10.1.1.50-55")
{

bounce () ;

}

RIEVARFT— L=

recv-listener b —/UE, AHIMFTE Y A FT—TZELIEAyE—VEBRLES, VRAT—4
1T, BAEVATALETEREIN TR Y AT =0T D=y 7 F—LTHHIVLENRH D F
T, el ZE, ROT A NVHEFATTDH L, expedite E\WVIARTO Y AT =0 H5%(5 Lz
TOAyE—UREELICHNEINET,

expediteFilter:

if (recv-listener == 'expedite')
{

skip-filters();

}

PA2B—Tx4RI)L—)L

recv-int L= UL, AHIFTEA A —T 24 ARHATZE LA yE—V52BIRLET, 1
B —T A AT, BHEV AT ACHRESNTWNWDHAS U H—T 2 ADWTNND = 7 F—

X
i
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LA THDHIVLENHY T, 72& 203, ROT7 4 X%, outside E VNI ABIDA V H—T = A A
MOEEFELETRTDORA v e =V ATV ALET,

outsideFilter:
if (recv-int == 'outside')
{

bounce () ;

}

date/b—/UIE, BUED ARF LH5E L7ZRZl 2 I LE£9, AfPL—/1id, MM/DD/YYYYhh:mmss
EWSTERD S A DAL TG FH e SNET, ZoL—E, FED K CKE
W) ORTEITRICFATT 2L AET 25E I R T, CRELS D BB Z 6
LTS Ay =V MBI 2HAEFMERRET L2 LRHVET) o« KOT 4 V21T,
2003 EF* 7H 28 H @t':?(ﬁ 1 Hﬂ—]_:ct ) fﬁ&: campaignl@yourdomain.com n %%1% éﬂfiﬁ—’\f@f b4
=T EANAT A LET,

TimeOutFilter:

if ((date > '07/28/2003 13:00:00') and (mail-from ==
'campaignl@yourdomain\\.com'))

{

bounce () ;

}

G¥)

ANy A — )L—)L

date /L —/L% $pate A v —3 T 4 VHBEE EIRF L2V E 29I LT EE0,

header () /L—/L1%, A /“TZ_://\/&_ﬁ)ﬁ)O:WT%ﬁH gﬂf‘/\égﬁﬁ@/\/ﬁ*— (“/\y
H—27) E—HTHMNEIDEHERLET, D/ —/LiF subject L—/L & [RIERICIEHIZREL L
WEed 5 2 L b TEETD, HRETOTIHAT L L bTEEd, ZOHRE AvEe—Y
WZED~y X =035 IUL Ttruel  ZRITFAUL MMalsel &720 9, =& xE, ROBFITE~y
H— X-Sample DA iSJ:U\:O)/\/&»*@{EG: ’—sample text] kl/‘iiiﬁlhﬁé\ih’(b‘
DMEIMEMRLTVET, —HT L2581, AvE—VYRNT U AIhET,

FooHeaderFilter:
if (header ('X-Sample') == 'sample text')
{

bounce () ;

}
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ELEIL—IL

asr—n |

~y B — D CTHRIET HIE ASCI XFEETH I ENTEET,

WOFITIE, HEEITOTIC~y X — =V EZHH L TWET, ZOHA, ~ v ¥ —x-DeleteMe
BHOMBE, ZO~Ny T —RA o= NbHIBRINET,

DeleteMeHeaderFilter:

if header ('X-DeleteMe')

{

strip-header ('X-DeleteMe') ;

)

Ny X —IZBET AEEERIT O BE . ~y X —OBEOEIZITAER R I TN EE (X vtk —
DD~y A —DEM, B, BEEEITI) T4 NEZRERE) NEERTWAEICEELTL
SV, FEMICOWTIE, AvE—U Ay — L— B IO (6 —) 2R LT
S,

random /b —/LIE, 07235 N-1 (N (Z/L— L DHDD-> Z THHE SN DKM £ Toilkz
AR LET, ZON—/VTldneader () L—/VERBRIZHEZITH Z & b TEFET 0, [HIA)
EACTHMBEHT 2 b T Ed, HIEBEATIEL, ARIIZEED 0 TRWIGEID true
CiHisNnE T, L 2E ROTZ AT TROARE LTEFRLLDT, 2450 1 OFf
T Virtual Gateway 7 N L' 2 A MBI S 41, 78D 2 57D 1 OFEZE T Virtual Gateway 7 F L A
B IR SNET,

load balance_a:

if (random(10) < 5)
{

alt-src-host ('interface a');

;lse
;lt—src—host('interface_b');
load_balance_b:

if (random(2))
;lt—src—host('interface_a');

}

else

{

alt-src-host ('interface b');
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7 FLREIL—IL

Ave—C T4 N EFERALEEFA—ILRY S —0ER |

rept-count /b —/Ud, body-size =L ERIBRIZ, A v =T O EE O EEEE & bl L
T, ZOV—NEHATLE, 2= PR —EIIEZHOL—PICEFA—NEZRETL LA
BHIECT& ., F72 KRR A — L EE % v o 3— U 35 IE O Virtual Gateway 7 R L AfH T
NDEICTHZENTEET, ROFITIEZ, ZEELED100FEZHZ 2 EF A —/VDFFED
Virtual Gateway 7 KL A &4l L CEEINE T,

large_list filter:
if (rcpt-count > 100) {
alt-src-host ('mass mailing interface');

}

addr-count () A v EB—Y 7 4 H — LT 1 DLLED~y X —SCFFNERGRIT, FATDO%
BEBEHEL, ZEFORBEEZLVR—FNLET, ZOT7 4 AZE, =X —TO%EH
TR A v B—=URILD A~y X —1T% U THERET 5 W8S rept-count 7 4 L& JL— L L B7p
DET, ROBITIE, ZOT 4 NH = ZE D EWZEHY A R Tundisclosed-recipients |
VW) ZA YT RZEZHZ BN TNET,

large_list filter:

if (rcpt-count > 100) {
alt-src-host('mass mailing interface');

}

AXRA*v>2 I)L—IL

body-contains () b—/WiL, ZETHEFA—INEZDORMNT7 7 ANV EAFY L, /3T A —
X CEBINTHEONRY - OFEEZMELET, ZUTIE, BUEA T —# AEEE L OESE#
H‘“' %ﬂfl/\é{ﬂ%\{*7 74»73‘%@?&%&?0 body-contains () /V*}VT@i%E;&??%;d’%& Lﬁ’_
MAEFITONERA, AXyY Oy vV % [AX ¥ EE (Scan Behavior) | X—T F 721
CLI® scanconfig AV Y RTEET L LICRY, AF ¥ OMRELERD, FLFAFY O
KRN DERINTH MIME # A 72 ERTEET, £lo, AF¥ ¥ UER%E true EFHIT 5729
R D MERNH 5 —BOR/NEERETHZ LB TEET,

T 7 4V h TlX, MIME # A 7723 video/*. audio/*. image/* AN TH BT XTOUWN 7 7 A /L
MAFY L EINET, BEOT77ANPEENTND zip. .bzip. .compress. .tar. .gzip D
ET—=NATENT 7 ANDB AT v ERET, AFX UHRLERD, [FA SN T—
ot j%'ﬁ‘774’/l/ (.zip NS Y (N QAT .zip ) OERETE ijﬂo
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AKXRAF v

EE{EEHIL—IL

sxzxv> M

A OWTIE, A%y VEEORE (141 X—2) Z2ZRLTIZE0,

AsyncOS WAL A K v 2 FATT D46, EHEBBEZMEH L TEALOTFA MBS T7 7 AV
EAF Y LET, RN LEWVEZIFEETHZLNTE, AF v VU 2O/
BT ERKRBE O—F A BEET 5L ZORUT crue EFHMISNET,

AsyncOS | A v E—YDEFED MIME #73 #3Hii L, 7% X MERIZR> T HT_TO
MIME (/3% A% v > LET, BAIOHII TMIMEZ A 7HT F A2 MIBEE SN TV DH54,
AsyncOS L7 F A M5 LE T, AsyncOSIEA vE—V THRESNTZT Y a2 — RS
WCTZra— REHREL, 7% A % Unicode IZZ&H L £9, T D%, Unicode fEI TIEM#E
BEMRBLET, AvE—TTmra— RFRBEEINTORNWEAEE, [AF ¥ V81fE (Scan
Behavior) ]’\O‘—Vi 721 scanconfig ¥ ]*T?Efﬁﬂéhf:i:/:"— ]\7531%)% éhij_o

A B—=TDAX ¥ UFEZ AsyncOS 73 MIME 55 % 2l 3~ 5 HIEOFERIIC DWW T, A v &—
VERLEA =V T A (6°—) ZZRLTIIEIN,

MIME #5337 % A b T4 AsyncOS 1% zip £7201% tar 26 7 7 A V&I 570, &
fishizZ 7 ANVEMHLES, 722 L%, AF vy 2Py M0
a— R&E#BIL, 77 A4 /VDT—%% Unicode TEATIK L £3, ZD#%. AsyncOS IL Unicode
T CIERKRIA LR LET,

WOFITIE, KXDOTHA B LR 74 /L C [Company Confidential | &\ 9 SCFFI 2 MR L
F79. ZOBITIE, BAALEVEDR2IFICRES N TND D, AF ¥y 2 VBT OF
a2l Et T2 &, U T A=V T RCAT AL, EEBMIGES LT,

ConfidentialFilter:

if (body-contains ('Company Confidential',2)) {
notify ('legaldept@example.domain');

bounce () ;

}

A=V DERILDIHE AF ¥ T DAL, only-body-contains ZfHH L E T,

disclaimer:
if (not only-body-contains('[dD]isclaimer',1) ) {
notify('hresource@example.com') ;

}

encrypted JL—LiE, A /’[Z*—‘:/@P{‘]EL:H%%1K’7“—& ﬁ‘ﬁﬁﬁ—é mnE 5 75”&?}%§ Li'd—o Z
DV—VEHE LT — 2 OF a— RifThT ., X vt —YONFICK LT — % BEET H )
EIMOHREFELET, Z0—L, 2—F RS LENTZBFA— L EZEETEROE
T HIGEITHERTT,
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B o7 54700

\}

G¥)

Wb SNio—E, A vt —VORNEDORSILENTT - DHERPTE ET, Bk
SNTZIRT 7 7 A VTR LEE A,

encrypted | & true L—/ L L [AIRRIZ, /XT A —Z AT, HRBITWETA, Bz
5‘%5775‘@&'[ éj’w’ti}%/ﬁ\(: true, *ﬁﬂj éﬂiﬁbkofz%{a\ﬁl false {/J&Ljﬁ—g—o :@%%ﬁléé’iﬁi
THIZEA =V DAFT v URMEIL2 5720, [AF ¥ VEIE (Scan Behavior) | ~— U F
7% scanconfig I ¥ Ffﬁ%éﬂflxaf"\” V%&ﬁﬁ‘{%ﬂq SNES, A= ‘/O)%ﬁéd)%i
ANZHOWTIE, ZF vy VEEORE (141 ~—2) ZZRLTIZE0,

RDOT 4 NZE, VAT —RATHEEINTZTXTOEBFA—AZHRL, Ay E—DITE
fCENTT —ZREENLIHEEIEL. %4 T DA vE—I0 BCC TIEBH5E TIZEE S,

N ASET,

prevent encrypted data:

if (encrypted) {

bce ('legaldept@example.domain');
bounce () ;

}

RMEIT7AINEZ2ATIL—)L

attachment-type L —/UI A v =V NOERMN 7 7 A LD MIME % A &R L, HEIN
TP = b =BT ENEIDEHBILET, ZORF = F[AF ¥ VEIE (ScanBehavior) ]
N—F L scanconfig 2 RTHEMATAHHEA (Axv VEIEDORE (141 X—2) &
) LRICEATHLIMNERHD, AT vz () OEED—FHTTAX VAT HZT AR
H—RELTHEHTEET, AvE—VOURMNT77ANVNI ZTHELEZMIME X 1 7' L —#
T 5546, ZO—iL Ttrue)] ZIELET,

COMREEZETTHICIEA v E—VDAF Y U RMELE R AT, A%y VEEOHRTE (141
N—) THHENTWATRTOFT T arpnEmAInEd,

A=V T 7 ANVEBETAT-DIEHTEA A v E—T 7 0L Z JL—LOFEMIC
DNWTIE, 7 7 A4V DAF Y (105 —) 2L TIEIN,

WDT7 4 NZE, VAFT—RETEEINILZTRXTOETFA—/VEHZE L, MIME ¥ 1 7'
video/* THOAWM 7 7 ANNBRA vE—TICEENDIELEIT. FUTHIAvE—UNR AT R
IhET,

bounce video clips:
if (attachment-type == 'video/*') {
bounce () ;

}
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w274 ILBIL—IL

attachment-filename /L — UL X v B—HNOKIES 7 7 A VD4 il & R L. BESIN=N
H— b —ET 5N EI BB LET, ZOLEB TR TE/NCTFIEIXAIENET, 2D
S CIEAR—AOFEL XA ESND 20D, 77 A VADKRBIZAR—=ANH HIRRETT
I—RENTWDHE, T4 NZIFEORG T 7 AN EAXFY T LET, AvE—VORM7 7
ANVDONTNPPRE L7 7 ANVGE—HTDHE, ZOA—ViTtrue ZIRLET,

ROFUTTEE LTIV,

« KA T7 7 A NVDARNEIMIME S v X —InH ¥ v 7 F ¥ SvET, MIME~y X —IZbH D
T 7 ANGLDRBIIIZAR—=ABH L5503 H D £7,
IR T T ANDT =T A TOEE ., Cisco T T T7AT LV ALT —HA T ONERINS T 7 A
NAAZERF L, AF ¥ UREL—/L (RAF vy VEEORRE (141 °—2) 22 Z#H
LET,
T T ANDBVEOEM T 7 A FETZMDT) THLGE, 7T—IA47Th
HERFRRENT, TOEMT 7 A VOLARNTIGSNERA, 2FED, ZOT7 7 A
JUIE attachment-filename b— /LTI INFETA, ZOLI BT 7 A LDfE L
T, gzip CIEMINTZFEITAREY 7 AV (exe) 7 ENH Y £,
s M T 7 ANDBHEMDENE T 7 ANV Th D56 (foo.exegz 72 L) | IEHIRILZ
LCIEM T 7 ANNOEFED 7 7 ANEA TERIRLET, BT 7 ANV ET—T
A7 77 ANVHNOBEMDIENE 7 740 (45 =) BB LTIEEN,

A=V ORMNT7 7 ANEBETDTOIEATE D A v —T 7 4 ¥ L— L OFEMIC
DNWTIE, B 7 7 AV DAF Y (105 —) 2L TIEIN,

ROT 4 NZE, VAT —RRHTEESNIT N TOBEFA—NVEHR L, 77 A VAD * p3
THLBMN T 7ANPA v E—VICEENLHGEIT, FATIOIAE—VUBRNAT L ASNE
ﬂ—o

block mp3s:
if (attachment-filename == "' (?2i)\\.mp3$"') {
bounce () ;

}

BEEIER
AT T T ANLET —HAT T A INNOEMDTENE 7 7 A/ (45 2—)

AT FANBET—HAT I7AILADERDERBI 714U

WIZ, T—=HA7 (gzip THER LT b D72 L) IZH L HMOERNE T 7 A Va2 RET L6 2R L
i‘j‘o

quarantine gzipped exe or pif:
if (attachment-filename == ' (?21i)\\. (exe|pif) ($]|.gz$) ") {

quarantine ("Policy");
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Ave—C T4 N EFERALEEFA—ILRY S —0ER |

DNS )X + JL—IL

dnslist () b—/UE, 7= UDFEITIZDNSBL 5 ( lipdrv vy 77 7] ELFENRET) %
AT 2870 v 7 DNS UA MY —R"ZRELET, EEEHROIPT FLAFKESH (1P
N 1234 DEAIL432112720) Do ZHNOV—RZ{IZT VT v 7 AL LTGEMESNE
T (=B OEENE Y A RTRWGAT, V=T L7 4 v 7 AR50 Y
A RPEMSIET) o, DNS 7 = U —BAER S, A7 AICIEDNS REUSE B 1P 7
RUARS— RO U A MIRNZ L ZRT) F2EIPT RLVA (T RLAREON-T=Z &
ZoRT) ARENET, HENDIP T R AL, 127.0.0.x (x 1Z0~255D 5 HIEIES
RCOH) ORIV T IPT RUVAHEHITFTSNTWERA) , O —rF, U
A MNEROBERIZESWTENENRR M T 2K LUETH, LSO —N[TF X To—
HIZH LCRUEREAZRL T,

dnslist () 1%, header () b—/L & AARIC, HEE /T -HEHE A c& £4, BT, &
//rg%%{gj‘é k true i{fﬁ& L\ Fﬁgﬁi‘f&b‘f}%/ﬁ} (DNS ‘H“—/\b‘EU%KﬁE@%é\fi &) ﬂi false
PIRLUET,

WDT 4 VR EEITTH &, FEHE N Cisco Bonded Sender [EHH—E R a7/ F AZR L R
ENTWEEE, ZOXA v —UNEEbIcHhENET,

whitelist bondedsender:
if (dnslist('query.bondedsender.org')) {

skip-filters();

}

F7F a7, HFX (2 FEAEA () 2L THRRAEZ XTI 2L b TE
32_,9)«0

WDT 4V Z 1L, =300 [127.0.0.2] DEEINDHAvE—T% Ry 7 LET, INEN
FHLUSNONETHNIE., O —/Uidfalse IR L, 74 L ZITERINET,

blacklist:
if (dnslist('dnsbl.example.domain') == '127.0.0.2") {
drop () ;

}

IPLEaT—23avL—IL

reputation/L—/VIZ XD, IPLE 2T —T g A a7 PO E L CFovrZ ENET,
> ==, <=REOTRCOEAFEFHTEXET, AvE—VIZIPLE2T7T—Ta X
AT RRNGEE (INETRATRESTELHERINL TRV, IPLE 2T — gy +—
ER 72 = "\NBINEETRETERPSTEGR) o LEaT—T g Aa7 Lok
TRTRMLET FEMELINTNUDOEL Y REWEZITAEN, WTFRrDEEELWER
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FELLSBRWEWSHBINTEERTA) . KRIZIHHAT D no-reputation L— IV ZMFEHTH &
IPLE2T7— a3 Aa7 W lnone] THLHNE I NEHBETEET, KOFITIE, IPLE=
T alrP—EANLEINDI L E 2T —a AT R LEVED-7.5% FEIS5EIC,
A wt—0 [Subject:] FTDHEHAIZ [+++ Badrep ***] VIS ET,

note bad reps:
if (reputation < -7.5) {
strip-header ('Subject');

insert-header ('Subject', '*** BadRep S$Reputation *** S$Subject');
}

PRI OWTIE, [REEFELV 2T —Tar 7o nZ VT OBEEZSZRLTILEIN, TV
FARN VAT EDNNANZA T 79y (98 —) H BB LT EEN,

IPL 27— b—/LOfEIL-10 ~ 10 TT23, NONE &L WHOHEPERINLIGHEHH Y E
T, NONE (2 DV THRAICHERR DS M BE 2245518, no-reputation L— W EFEH L ET,

none_rep:
if (no-reputation) {
strip-header ('Subject');

insert-header ('Subject', '*** Reputation = NONE *** $Subject');

}

Ta0aF)IL—i
A v—UARLIZ, [dictonary name| EWHOARIOALT Y T 47 v aF UIlhDHIERE
ﬁi fdiﬁﬁ%ﬁié\ihfb\éi}%é.\ dictionary-match (<dictonary name>) JL— )T true kﬁi{ﬂﬁ
SNFET, ZUOT 47 v aF UBFEELBRWIGEIEL, V—/Vid false EFHli SN E T, FEH
DEZBDFEM OV TIE (RXFE/NLFOXBIRHEFEERORERE) . [THFAF Y Y —
2] OEEZZRLTIZSIVY,
WDT7 4 VZ 1L, A2 [secret words| EWIHFFEICH D HELZFZLA vE—TVE A% ¥
YIHE, BHEIITIA VR IRy at—%kELET,
copy codenames:
if (dictionary-match ('secret words')) {

bcc ('administrator@example.com') ;

}

WOFITIL, A vE—TDOARLIZ, [secret words] &I EFEEIZH 2 WVT O HZENE £

ﬂ’(b\é k N %@)( /JZ**“/# POliCy <1: A 5 BI’%%EI D) 7@:%1533135"9%0 only-body-contains
EEAE - Val)IN body-dictionary-match ZMETIE, TRTOayT VS DTN EER

IR T 20 BT A, KT VEGORAaT (v F_— NREBEH DD

BRESNET) TGS ET,

quarantine data loss prevention:
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if (body-dictionary-match ('secret words'))
{
quarantine ('Policy');

}

RDT 4 N ZTIE MFAPIRE LEHECHOHGELE — BT 2 LRl ET,

quarantine policy subject:

if (subject-dictionary-match ('gTest')

{

quarantine ('Policy');

}

WROBITIE, [To) ~y X —OEFA—/L T FLRAEREL, HHEICTIA K ar—%
EELTHET,

headerTest:

if (header-dictionary-match ('competitorsList', 'to'))
{

bcc('administrator@example.com') ;

}

attachment-dictionary-match (<dictonary name>) /b —/ WX _EFLD dictionary-match /b—/b & [A]

FRICHERE L £ 37728 MR BITIRGT 7 7 A L T

WDT7 4 NVETIE, AvbB—VOWMN 7 7 A4 MIT Tsecret words] &9 FEEIZH BT Hh
DHENEGENTWD L, ZDA v —728 Policy & W I BREET U 7TICEESNET,

quarantine codenames attachment:

if (attachment-dictionary-match ('secret words'))
{

quarantine ('Policy');

}

header—dictionary—match(<dictonary_name>,<header>)/L*—/Lfigtgaa)(ﬁCﬁOHaryﬁnaUﬂl/V“—/V
L RIERICHERE L 9723, MR xt4d <header> THRE L7~y X —T7, ~v X —4DKILF
ENSCFIFIR B S 7228, 7o & 20E Tsubject) T% [Subject] THIEREL £97,
DT 4 NVETIE, AvE—=U0 lTee) ~v & —IZ lex_employees] &9 FEEIZH H VT
MDOHFENRZTENTND L, ZDA vtE—0 Policy &\ ) fREBET Y 7IZEE S ET,

quarantine codenames_attachment:

if (header-dictionary-match ('ex employees', 'cc'))
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SPF-Status JL—)L

\}

spr-status L—)L ]

{
quarantine ('Policy');
}

HEHEBENTIAN RI—RE2EATLI N TEET, BEFA—NLT RLADOEY A R&2x
A —TFTAHMNEITIH D FHA,

SPF/SIDF #iE S 7z A — /L B35 534 SPE/SIDF MiGEDFE RIC L~ TR ST 7o a v
BFEITTDHZENMBIC R DA NH Y £3, spfstatus L—/L A9 5 & #HED SPF Wik
FERE OBMENFREIZA D £, FEAICHOWTIL, MEEERA S L T 7Z &,

GE)

SPF #kBIfE R U T SPFRREEA v — T4 NN Z L— L EZRELTWVWAEES, AvtE—IIC
HIENER B PO SPEIBIFEMNEENTNWD L &I, 2O —iE, A vEB—=URNOHED
WENeBRA— L E—ET B E N H—ENET,

SPF/SIDF #REAE R & OREEIT O, RO EFHLET,

if (spf-status == "Pass")

1 DOZMETEBOREHEICKH L TTF = v 7T 556, WOMXEHEHRTEET,

if (spf-status == "PermError, TempError")

EHIZ, ROCEMFH LT, HELO, MAIL FROM. PRAID Ioxf L CHEERE R A F = v 7
HrZlbTEET,

if (spf-status("pra") == "Fail")

WOBNZ, spf-status 7 1 VX OFEAFIZ R L ET,

skip-spam-check-for-verified-senders:

if (sendergroup == "TRUSTED" and spf-status == "Pass") {
skip-spamcheck () ;

}

quarantine-spf-failed-mail:

if (spf-status("pra") == "Fail") {

if (spf-status("mailfrom") == "Fail") {

# completely malicious mail

quarantine ("Policy");
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B serrassed L—1

SPF-Passed /L—/L

} else {
if (spf-status("mailfrom") == "SoftFail")
# malicious mail, but tempting

quarantine ("Policy");

} else {

if (spf-status ("pra") == "SoftFail") {

if (spf-status("mailfrom") == "Fail"

or spf-status("mailfrom") == "SoftFail") {

# malicious mail, but tempting

quarantine ("Policy");

stamp-mail-with-spf-verification-error:

Ave—C T4 N EFERALEEFA—ILRY S —0ER |

{

if (spf-status("pra") == "PermError, TempError"

or spf-status("mailfrom") == "PermError, TempError"
or spf-status("helo") == "PermError, TempError") {

# permanent error - stamp message subject

strip-header ("Subject");

insert-header ("Subject",

" [POTENTIAL PHISHING]

SSubject"); }

ROBNZ, spf-passed &~ —727 SN TWRWEF A —/VEZ[RHET 5720 D spt-passed /L—/L &

TLET,

quarantine-spf-unauthorized-mail:
if (not spf-passed) {

quarantine ("Policy");
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sMIME 5 — k5 x4 A vt—2 L— [

\}

GE)  spr-status /b—/L & B72 V) spf-passed /L— /LT SPF/SIDF HizEfE % fif Hi 72 7' — Ll 2 B L L
F9, ROBRFEERIL, spr-passed L —LIZAKE L TWRWNWE D E L THFbDIET, None,
Neutral, Softfail, TempError, PermError, Fail, XV FEHIZR2FERIZESNT, A vE—T~DT
JvarEFETTH IZ1%, spf-status JL— )L % i LFET,

SMIMES — bAoA Ayt—2 )L—)L

SMIME 77— h U = A A=Y b—/LTiE, Ay E—U0 SMIME B4 SILTWDH0, I
FEENTWDED, FREFBABIOE RSN TWEIDNEERLET, ROAyE—V 7 ¢
NE T, AvBE—UMRSMIME A vb2—UTHAINE ) EiR L. SMIME =M L=
REE 7 IXE LI R L7258 3RRBE L £,

quarantine smime messages:
if (smime-gateway-message and not smime-gateway-verified) {
quarantine ("Policy");

}
FEANZHOWVWTIE, SMIME vt % =2V 7 4 —EREZZBL T ZE,

S/MIME 5— + ™9 = A #REEFAIL—IL

SMIME % — F W =4 A v —UREIFFERL—IL T, A vt—UNERICHRIESATND
N, BEEIN TS, FLFEF LB IOBRFESN TV DI 0 2R LET, KOA vtE—
VIANE T, AvE—UNSMIME A v tE—UThHENE ) AR L. S/MIME %1
U 7o MRRE & 72138 SRIC RB L7235 A X RRE L £ 37,

quarantine smime messages:
if (smime-gateway-message and not smime-gateway-verified) {
quarantine ("Policy");

}
FEAZOWTIE, ISMIME %27 ¢ —E 2] 2B LTI,

workqueue-count JL—JL

workqueue-count b= UIE, V—7 %2 —HEHEDMEEBELET, >. == <= EFDT T
DA 2 cE £,

WDT7 4 NVEIE, V=0 Fa—FEHRAL, BELLMEIL Y ZHIIEANLORREEK L E
j‘o

wagfull:
if (workqueue-count > 1000) {
skip-spamcheck () ;

}

SPF/SIDF D FEAMIC DU Tik, SPF B X O SIDF MaF OB 2B L T &V,
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Ave—C T4 N EFERALEEFA—ILRY S —0ER |
B svrzaEs—v—s—0

SMTP u:b\nIE;%H:L -H- ﬁ)b_)l/

Cisco 7T TAT UV ANA v E—YDFERFIC SMTP FRFEZFEH L TV D54,
smtp-auth-id-matches (<target> [, <sieve-char>]) /L' —/L{IX X v & — DO~y -z Ra—
TEEHELEEFEED SMTP BFE2—HID LA L, AT —7 4 V7 SNTa~y X — %Gtk
BAYE—VEHBNLEST, ZOT7 A NEZE2ERATLE, ROTELOREDOH D A v E—
ChBEEEIZ T e v TEET,

smtp-auth-id-matches /b —/ L%, SMTP F3E ID Z IR DLl i % & el U E 5,

2=y k & EA
(Target)

*EnvelopeFrom |SMTP %t = _ua—7EEFHE D7 N1 A (MAIL FROM) % bl L%
T,

*FromAddress From ~ v X —InGLET SN7=7 R A& EE L E£9, From ~» % —IZi&
BHOT RLAZBHTE 5720, 2095 1 OB —E3 il —#E /i

SNET,

*Sender Sender ~v ¥ —TRESNTWST FL A& B LET,

*Any Db b, WIEEHASMTP & v v a U HICER S A v E—U L
—HLET,

*None FRAEFE 7 SMTP & v & a U HHIER S Ve oo A v =P & —BL &

. RRIEENA T L 3 L DBAITERTT (R

TANFICEDREITHETIEIH Y F¥ A, KXFENXLFIIRBNEINETA, 73 ‘/T‘
sieve-char /7 A — ?ﬁi?b*éﬂfb\é%/a\ FrEDLFDH%ITHES T R 1/2 D% DESY
PRI S E T, 72 & 2IE, NI AT T+ BEENTNDY 7 RL A
joe+folder@example.com D RS |_+J KL VBDEHLGNT 4 VHF T iﬁfﬁéﬂif T R AR
joe+smith+folder@example.com D¥pEIE. [+folder] DAHVPEHINFE T, SMTPRGE>2—Y
ID SCFFA Bl 2 — W4 T, BREME T A —/V T FLATRWESIE, st R0 22—
PRI DOHBBRESNE T, FAAL ESIEIR DN — )V TREET D2 HLERH Y £,

F 72, $SMTPAuthID %% L C SMTP i8fEL—H ID 2~y X —IZfHATH I LN TEE
—g‘o

IRDFEIL, SMTP ZREEID & BT A —/L DL DOF) T, smtp-auth-id-matches 7 A /L& JL—)L
LD T TN E I NERLTWVET,

SMTP Z23E ID ABVXF | BT HT7 FLR —HOAE
someuser otheruser@example.com 2L
someuser someuser@example.com o

someuser someuser@another.com o
SomeUser someuser@example.com o
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smrp 2irEs1—y—2L—L [}

SMTP E2ZE ID ASHNXF BT ST FLR —HoAE
someuser someuser+folder@example.com | 7 |
someuser + someuser-+folder@example.com | o
someuser@example.com someuser@forged.com L
someuser@example.com someuser@example.com o
SomeUser@example.com someuser@example.com o

RDT A NVZIE, WEEF 7 SMTP & v ¥ a VIR ENTZ TN TOA v =V 2R L,
From ~vy Z =07 FL A Lz r~"\n—7%EH0 SMTP FEGEL—HID & —E3 5 MREEL £
To TRLVRE DB —BTDE, TANZBERAS EFALES, —HLB2WGEE, 77
TAT LV AZA =V EEHEL E7,

Msg_Authentication:

if (smtp-auth-id-matches ("*Any"))

{

# Always include the original authentication credentials in a

# special header.

insert-header ("X-Auth-ID", "SSMTPAuthID") ;

if (smtp-auth-id-matches ("*FromAddress", "+") and

smtp-auth-id-matches ("*EnvelopeFrom", "+"))

{

# Username matches. Verify the domain

if header ('from') != "(?i)@(?:example\\.com|alternate\\.com)" or

mail-from != " (?1)@(?:example\\.com|alternate\\.com)"

{

# User has specified a domain which cannot be authenticated

quarantine ("forged") ;

}

} else {

# User claims to be an completely different user

quarantine ("forged") ;

}

}
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B z=z6z0—1

EAFEIL—IL

signed LV —/UEA v E—VDBELZHBLET, ZONL—/ME, A vbE—VOBLOFELR
T MEEELET, 20—k, BAVDASNIDER T2 a—F ¢ 7 b— Uit~ T
WA, BLXOCMS B4 T — 2 AliErE (RFC3852, &7 v a5.1) ICHEHLL TV 5 0% T
LET, BANRaLT Y E—FTHENE I NIRRESI T, AEHEOFIME LRSI EH
Ao

ﬁ(@ﬁﬂjfﬂi\ signed /V‘—/V%{ﬂfﬁﬁ L"C/\/&’—%%ﬁ{ﬁﬁf /‘IZ*{/QC*@)\ L/iﬁ—o

signedcheck: if signed { insert-header ("X-Signed", "True"); }

WORFITIL, signed/V— 1V EZFEH LT, HEDEEEIN—TNOZELTERBELDA vE—
PO T AN E Ry X LET,

Signed: if ((sendergroup == "NOTTRUSTED") AND NOT signed) {
html-convert () ;

if (attachment size > 0)

{

drop_attachments("");

}

}

ELNEFAABHEIL—I

signed-certificate /L—/ V13, X.509 RERIEFATE L7213 A v —VBXAED, faE LI IEHEH
E—HLTWABSMIME A vE—T%BRLET, ZOA—LBXRHELTWD DT X509 FE-A

EOHTT,
Z D)V— )L DI signed-certificate (<field> [<operator> <regular expression>]) T9, &IHH D
WEIIRD LB T,

o <field> : 5| CHH E 7= T4 “issuer” (GEITH) F721E “signer” (BLH) .

« <operator> : == £ 7213 =,

« <regular expression> : FBITH £ IXBLFE EZRET DO DIHE,

A= VICEROBLBER ST L HE, WTNhORITE E1I3BLE N ERLIL L
—HT 5L true VIRSNET, ZDN—/LE—FHWIE T signed-certificate(“issuer”) 35 L O}
signed-certificate(“signer”) D X 5 IZHEET H &, S/MIME A » & — VICHITHE LI ILB L BN
ESINTWDHEIT true DRI NLET,

EEEE

« EBHE (55 —)
e 31750 (Issuer) (55 ~—)
s FHEFEH TOZ A —7 W (55 X—)
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ERE

175t (Issuer)

zz= [

* $CertificateSigners 7 7 > = VA (55 ~X—)
Bl (56 N—7)

A v —VBELLFICE LT, ZO/—/F X509 GEAED subjectAltName JE3E > & rfc822Name
LD — o A LE T, BAREPEIT subjectAltName 7 1 —/L R 72 W5 72132
D7 4 —)b FIZ rfc822Name 4 72\ 545, signed-certificate(“signer”) /L— /13 false # i L F
T, FNTIHEH Y FTH, rfe822Name &4 DN EHEH SN TV AEE. 2O/ —/WI T XTDO4
AIZIEREHLBE L LD LA, RN B L7 T true ZiR L £7,

FATHE L X509 FEFAEDZE T Wikh4 T3, AsyncOS IZREHED B RITH 2 B L,
LDAP-UTF8 Unicode SLFHINZ A L £3, wIZHl 2R L ET,

« C=US,S=CA,O=IronPort

» C=US,CN=Bob Smith
X.500 GEFAETIIRITE 7 « — /v RN ERT- 8, signed-certificate(“issuer”) X S/MIME A
=N X509 FEAED B H 0 E D i EFEHE L E

ERREBETOIRT—TU0E

LDAP-UTF8 Tl IEMEHRTHMTE 22275 =7 HADNER S TVET, LDAP-UTF8 T
DL FOT A —TELOFEHIZ OV TIX,  [Lightweight Directory Access Protocol (LDAP):
String Representation of Distinguished Names]  (http://www.ietf.org/rfc/rfc4514.txt) 2SR L T<
ZEW,

signed-certificate /L—/L CO T A —7 )L — L[, LDAP-UTF8 CEHKR INTCT A —7 )L—
JVEERRY | R — TN LB FORHE = A —7 L E T, LDAP-UTF8 Tid, —
A — T L CERTCELNFE AT a v T A —FT 52N TEET, 1-& %
X, D2 >DOXFH)E, LDAP-UTF8 D X/ —7 jL— L TlIWT it [Example, Inc.] %
ELLETbOEINET,

» Example\, Inc.
» Example\,\ Inc\.

—5C. signed-certificate /L —/LClL [Example\, Inc.] ODAB—H L ET, AX—RLE U A K
DA — 7P L LDAP-UTF8 TIXFFAl SN TWETR, METIH W, ERERBTIX
PR SIVER A, signed-certificate /L—/L T T 5 IERKRBLAERR T 25613, = A7 — 7L
AR THERRTEDLFIZ AT —T LN TLIEEN,

$CertificateSigners 79 < 3 U E#

7& D= :/%;& $CertificateSigners &i‘ %Z] éﬁﬁﬂé@ subjectAltName %%ﬁ‘%ﬁi% [./71:’_\ j]
KOV EADELED Y A BT, | N\OBALEZEITEEDOET A —NLT RLARHL5E.

EHEZBRELZ ETY X MRS LET,

72 z20E, Alice PHZD 2 DOFEAETA v E—VIZB A LTZE LET, BobIiZHZD 1D

DFERFETA v —VIZFAL L TVET, T XTOFERFIT 1O LV BT T

Ayt—Y 24 LaEERLEEFA—L R —0ER ]



Ave—C T4 N EFERALEEFA—ILRY S —0ER |

. i1

WET, AvE—UNSMIME AF ¥ 2BilaT 5 &, BESNET —HITIL3>OEANE
FNFET,

[

{

'issuer': 'CN=Auth,O=Example\, Inc.',

'signer': ['alice@example.com', 'al@private.example.com']
}l

{

'issuer': 'CN=Auth,O=Example\, Inc.',

'signer': ['alice@example.com', 'al@private.example.com']
}l

{

'issuer': 'CN=Auth,O=Example\, Inc.',

'signer': ['bob@example.com', 'bob@private.example.com']

}

]

SCertificateSigners %;ﬁbi/ﬁ(@i 5 L:%%éﬂiﬁ—o
"alice@example.com, al@private.example.com, bob@example.com, bob@private.example.com"

Bl
WOBITIX, FEFERITEDKECWDGE, Bl X =R EAINET,
Issuer: if signed-certificate("issuer") == "(?i)C=US" {
insert-header ("X-Test", "US issuer");
}
WOBITIE, BALHED R AA D example.com TRWEE, BHEEICEMINLET,

NotOurSigners: if signed-certificate("signer") AND
signed-certificate ("signer") != "example\\.com$" {
notify("admin@example.com") ;

}

ROFITIE, A vE—IIC X509 FEAER S H25E. ~y X —NBMSET,
AnyX509: if signed-certificate ("issuer") {

insert-header ("X-Test", "X.509 present");
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Ay A —iE L) R

~yg—gyELEHL—L [

ROBITIE, A vE—VOREAFICELERRVGE. ~y X —BBMShET,

NoSigner: if not signed-certificate ("signer") {
insert-header ("X-Test", "Old X.509?");

}

EHIL—IL

A~y A= 0K ROV — VI, (B OES TIROSEED A v — U BE SN2 0B
D&, true EHIWTL E1,

< 1 RFFELAAICE T4 o b o3 i Ehiz,
«EWE 1 REHILINICFE L= o _Ne — 7R EBEN LD ORI S,

ZON—IVEHERTHZE T, REEEA—LVERIETEET, & 2 FFED Web ¥ A
N CITONDBURF ¥ =T, MERICKEOB A —NABEEINDL BBV ET, 7
VFANRBTZ VNI DL I BRETA—INEEFRA—LE L TR, B A—/LOREIX
BElExhnERA,

Z D )V— )L DI header-repeats (<target>, <threshold> [, <direction>]) C9", #IAH O EMRITIK
DEEBYTT,

« <target> |21 subject F 7213 mail-from Zf5E L £7, AsyncOS (X5 —75 >~ M DIEDOMEY K
LEEHm D M LET,

« <threshold> I, % 1 KFHIZZ(E L7z, & L7- target IZ[F UEZFF> A v —T DT
T, ZOEBZLE, L—T true LR SN ET,

+ <direction> | incoming, outgoing, F7=IX I DM FTH, I D/L—/L T direction 2 HEE
NTWRWES, FREAYE—VEREA v E—UNV—ARHERERE LTAHV P ER
ESC AN

~y = DR LEEUL— L true ERHES N DTZTNE, AT AT 77— bREESHET,
VAT LT T— b aBHR,

GE)

Ny B =T =)L RICHr~Fid eI an  CRYLNZENEEN TS, L—iX
RPN TINE N T X TR EHRI LET, ZON—LTIE, B~ T —DBZEAD R v
t—UITER I ET,

A~y F = DR LRV — L, BT D A v =V ORFEE 1| o BLORE THERF L £
T, DD, mﬁéﬂ’(b\éb%b\fﬁ ELTOLZONL—NAR M) T—3IN5ETIT, |1
FOBNKELDZENHY £,

BEEIER
oy B R UL — L EZ OO N— VOB (58 X—)
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Ave—C T4 N EFERALEEFA—ILRY S —0ER |

B s—suELESL—LEZOMOL—LOHA

o 5] (58 X—3)

Ay E—f2 )R LEHIL—ILEFDMDIL—ILDGEH

1

A~y B SR LRV —L & F OO — LA S b T 521k, AND BB %
IZOREETFZFEALET, 722 xiE, Ave—V0V 72y 2R TA FY R MIEBNT
HI0E. ROT 4 NV E R L ET,

Fl: if (recv_listener == 'Gray') AND (header-repeats('subject', X, 'incoming') { drop();}

AND F721 X OR EHE A2 H L Ty X —f 0 iR LIaEL—v & Z Do v — v 2 G
B THATIHAIEL, ~y X —#0 R LR — VBB RGAIC I T ISR S £ 9,
FEED A v —UIZxf LTy X — 0 3K LAV — V3Gl S 4L 7e W56, subject F 721
mail-from [IFEE SN LEVVEE OSSR E L ThHY Y FENET A,

vy A= 0 IR LIEIEBUV— I B 7 B AR Y s RIS SN S 72, OREHE T L—
IVEMAES DY T ENAEAITZONL— VOBIETR Y £, RO T 4 L EZ OFITIL.
ORFHETZHH L CELAFEAL—N Ay XK LEEL— A PAAEDE LI TWE
ﬁ—o

fl: if signed OR (header-repeats ('subject', 10)) { drop();}

ZOFITIE, ZOT7 4 NE TUBINDHBAD 9D A v B—URE A DBELTE A Y
= ThAES. A~ AR IRLEEL— TN DRA v e— UM L ER A, 105
HDOAvE—UR, OFAETORA =V ELRIUHL~NY X —DREL A v E—VTH DS
A, LEVWVEICELTHW TS, 74X ERESKEZET 7 a v BETLET,

ROFITIE, AEEDOREE T, 7 4V Z B3 EERERICB W TR UL DERFE A vE—% X
LUERH LG als, TR BEZET DR CHEAL DA v =0, R U—REHIEE S E
j—o

f1 : if header-repeats('subject', X, 'incoming') { quarantine('Policy"');}

WOFITIE, 74 NV ZPMEEORE T, BEIREIICBWTE L X —7FEEEZE DD OF
FAvE—V% XML ERE LIZ8GEI, TRUBRRIL= "o —7 % EENLEESIND
Ay—=UN oy FEN., BESNET,

f2 : 1if header-repeats('mail-from', X, 'outgoing') {drop();}

WOFITIE, 74 NEZIMEEDOHS T, BEIMIICBWTHE UL DOEEA v —VF 20T
REA v -V XU ERE LEEAIIT, TR UL 2 T _XTo XA v —UnE
BB IEMENE T,

£f3: if header-repeats ('subject', X) {notify('admin@xyz.com');}
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URLLEaT—23 2 IL—IL
URLLVE 27— g b—LTiEE, AvE—YREENTHWAURLDOL 2T — g Ax

TIWHASNWT A=Y T 7 v araEERLET, BEREMIONTIE, BEEDOH D URL

ANy

FEITEE LS AVWURLD S OFF#HEDOURL L E 2T —3 a v E-IZURL AT IV A7 4
VBT SEB LU —L BB LT RN,

DNV DEFTITIRO &Y T,
*msg filter name (X2 DA v —T 7 4 VX DLHITT,

e whitelist [X, (urllistconfig =2~ REMHLT) EHR N TS URL U X FOAHT
T "UA MU A NORERMEETT,

LEAT—Yard—EXNLRATHRBESNDGEEIZTI L3 VERTT SIS
url-reputation L —/LZHH L E7,

url-reputation /L —/V 2T 25507 4 VF ORELARIZR L E T,

<msg_filter name>:

if url-reputation('<min score'>, <'max score'>, '<whitelist>',

'<include attachments>', '<include message body subject>")

{<action>}
Z Z T,

*min score B L Wmax score X, 77 v a viEHAFEHORK/NIA 2T LKA 7T, &
ET D EITHMICE ENET,

B/NAaAT LKA TIL -10.0 005 10.0 T TCORPHANOEMETHLMLERH Y £3,

A T—VDOFRMN T A NVANOURL Z AX% ¥ 7512015, include attachments ZEL
9, M M1 ZA Y=V 7 7 A VDO URL A% AR THY . E 10) 1XA v
BT 7 ANLDURL AX ¥ UBEAEN TRV EERLET,

o X /“E_V@Z'Kjttﬁ:% WOD URL %X 3’\”\” :/‘3‘5 ﬂ:bi\ include message body subject %f
FBELES, M M) 3ZAYE—VRLEHAHDURL A% Y U BATHY . fE T0) 1%
Ay —URILEMHAD URL A ¥ v U SHRN TRV L AR LET,

LEAT—2a v H—EXRNLRAT7HREESNGMEEICT I a vEETTHICE
url-no-reputation L — L& {HH L F 7,

url-no-reputation b —/VEMMHTDHEDT 4 N Z O HRITRLE T,

<msg_filter name>:

if url no reputation('<whitelist>',

'<include_ attachments>', '<include message body subject>")

{<action>}
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B ovrerssu—n

Ave—C T4 N EFERALEEFA—ILRY S —0ER |

URL AT JL—IL

AvE—VICEENTWDLURL DD T VSN T A= T/ a BEHETDHEX
W2, URL A7 IV 2 LET, EERFEMICOWTIE, EBEEOHDH URL £F3HEE LA
WURLNSDE#EDURL L E 27— a VE7FURL DT IVICK D T4 NH Y 7 &
BIOV— 2R LTI ZEN,

url-category /V“‘/V%'fﬁﬁﬁj_é%/ﬁ\@ 74 F @fﬁj{%?j{czﬁ‘\‘ Lij_o

<msg_ filter name>: if url-category ([‘<category-namel>’,’<category-name2>',...,
‘<category-name3>'],’<url white list>’,'<include attachments>', '<include message body subject>")

<action>
ZZT.
*msg_filter name [ Z D A = T 4V HDLHITT,
caction (IA Y E—Y T4 NVE T g TT,
 category-name (X URL B 7 T Y ©F, BEKONT TV ZET5HE1T, 072U &0
Y TREID ET, ELWAT AV AEMHERT DR, 2T Y T4 ZDURL BT
TYGMEEET 7 v a v EZERLTLEES N, B 7 Y OB L HNZONTIEL, URL Y
TAVIZOWVWTZZRLTIIZEN,
eurl white list (&, (urllistconfig 2~ REMHLT) EFEIAL TS URL Y X R4
AT,
c Avb—VOWRMNT 7 A VNO URL 2 A% ¥ 9 5121E, include attachments ZfHE L
FT, fEH (1] Ay E—VIRH7 7 A VO URL AF ¥ VM2 TH O | fEH [0) 1TA >
T—VUMT T 7 A VD URL AF ¥ U BHZI TN L 2R LET,
e A=V DORILEMHANDURL A F ¥ F 521, include message body subject %
FBELES, B M) 3ZA Y=V ARLEMHAHD URL A% U BATHY, E 10) 13
A=V RILEMHLD URL AF ¥ VU BERHTRNZ EEZRLET,

WELERHFI7ZAILIL—IL

1

WA LA 7 7 A v—uid, R L TV AR 7 7 A AR A v =G TR TV 5HEE
IZtrue EFHILEY, BHE LR 7 7 A V& 1E, AF v TP U R AX Y U TERNVE
OIHE & L CGRINT 27 7 A VD Z & T,

BEEIE B
o 5] (60 RX—3)

KOBITIE, AvE—VICEENTOAHE LTS 7 7 A v snd &, AvE—TiF
Policy [RBET U 7 IZfREE S E 7,

quar_corrupt attach: if (attachment-corrupt) { quarantine("Policy"); }
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S =

Awvt—IFEBIL—IL

A= DOFEEIC

SEICHEAVWTERAA v E—U T 7 a v ERAEERHY FT, 72 & 213
WD XD REERHY 7,

O UTIIHAHA =TIl u T ETHRESFEABINLET
CEREPMEETCERWAyE—UE Ruy T LET
A —U=EE

SEN—NVEHERALT, AvE—VOLEARLDOEEICIL LA yE—Y T2
varERnET,

\}

GE)

ZONL—NATIE, M7 7 ANBLONy X —DOFFHIIMR L EEA,

SROBERHBEDMLEA

CiscOEXA— VX2 T 4 T TXI9AT AT, AvE—3
=IZh LA
==

DEFEERHET D DITHAAFHD
Mo PR LET, T7I9A T RE, AL A v —UARTEHIH L. SiEHR
Ho o P cELE T,

SR UIE HE SN T XA NNORSHEOMEREREL, TNWET 74T VA
WCELET, 7774 TR, HOEWEREZHOEEEA v E—TD
TIITAT AL, ROTTFT IV FOWNTINT, AvbE—

&N S

SEEALET,
SiEEr [RE| LA LET,

ENCisSCcOEA— NV EBFXFa VT 4 T IFTAT L ATHR—FINTWRWWE

u>

T I IAT UVANRA v E—=VOEEARH TE 0SS

s SRR P TR BN SN T R R FDOEFH A XD 50 A MRS A
Ayt—T T4ILEDEX

<msg filter name>: if

(message-language <operator> "<languagel>, <language2> , <language
n>") {<action>}

,y‘(“
— — N

*msg filter name XZDORXAT®—T 7 4 VFDOLETTT,
s HETIE, == 7203 1= T,

* languageld, TDA Y E—T T NNFIIFET DA v E—VFFEDOIETT, Separate multiple
entries with commas. ¥ R— F SN TWNDH A v =V FFELMEDO Y X MZOW T, 2T
VI TANEDAyE—VEEORMN AL T EEI N, HIX, Ao ([ THE
NTHET,

caction (IA Y=Y T4 NVE T g TT,
1l

W OH T

N Eﬁﬁ

PEETE RN 2T A=V Ny P T55EEZRLTHET,

DropMessagesWithUndeterminedLanguage: if (message-language == "unknown") { drop(); }
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WOHFITIE, BV TEOA =TIl a v TEOREFEAZBNT 5 HEE2RLTWVET,

ussianDisclaimerRule: if (message-language == "ru") { add-heading("RussianDisclaimer");

<Y aEHIL—IL

~ 7t — NV EFEHT L L. A v VIR SN~ e NERIA T 7 A 0V E R
ELET7 7 A0 A A FIZONTHRIHBTE £,

\}

CGE) T—IATERIFHDAL T 7 A NI 7 aDNEENTWEES, BT 7 AT A v =T
bRy 7XanEd,

< OREEX

<msg_filter name>: if (macro-detection-rule (['file type-1', 'file type-2',...
,'file type-n'])) {<action>}

NN GN

*msg filter name XZDORXAT— 7 4 VHDOLETTT,

s file type 21X, ROYAR— RSN TWDE T 7 AN XA TONTNNERETEET,
® Adobe Portable Document Format
®* Microsoft Office D7 7 A )L

*OLE 77 AN XA

caction (IA Y E—Y T4 NVE T g TT,

i

WROFNE, ~ 27 BRI Microsoft Office ikt 7 7 A V&2 Zie A v — V% Fu v 74 5 J5ik
ZARLTOVET,

Drop_Messages With Macro-enabled Office Files: if (macro-detection-rule (['Microsoft
Office Files'])) { drop(); }

WOBITIE, ~ 27 aB3AZ2 PDF LD 7 7 A v agie A v — VP RED L —PFITk
Fanse, TOAyE—=VFNry FESET,

Strip Macro enabled PDF: if (rcpt-to == "joe@example.com") {

drop-macro-enabled-attachments (['Adobe Portable Document Format']); }

BEA—ILDOBEIL—)IL

BIE SR EET VA (From: ~y ¥ —) ZEFORERA vE—T%BIBL, 20X 97
A=K LTT 7 araZWDI ERMBIZRDIGENDY £,
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ZTDX IR A v —T BT HITIL, forged-email-detection L— VA LET, ZD—
NEFRETDHERICIT., avT oy T r7vat e, A= IZ@BEORREMNERH B & /LR
TODOLEVE (1 ~100) 2EETHLENH Y £,

forged-email-detection /L —/LiX, From: ~y X —% a7 Y T4 7 aFVNO—F L
BLET, 2o7atAfic, EEIZEY, 77747 2 ATREENOK 22— (HEPPER =
TaEIDETET, KIHIZRLET,

* From: ~ v % — 73 <jOhn.simOns@example.com> T, =27 > YV EE|Z [John Simons| 23 &
ENTVLHE. ZO2—VIZ 82 OFEMEA 2T BED I TonE T,

* From: ~~ v % —7) <john.simons@diff-example.com> T, =7 YV EFZEIZ [John Simons)
WEENTHDHE, ZO2—FIZ 100 DFERIEA 2T RE D B ToET,

BEMER a7 REL RNITRHIEE, A=A SN TV ARSI EL 20 £, Fl
PRI TR ELZ LEWVELL EDOLEIE, 74V E T varNh) H—ENnET,

FEAZOWTIE, BIEA— L OBEEZSHR LT EEN,

Ayt—T T4 ILZDEX

<filter name>: if (forged-email-detection(“<content dictionary>”, threshold)) {<action>;}

Z Z T,
s filter name (XA v & — 7 4V F DA4FITT
« content_dictionary (X227 Y T 4 7 > a SV DARITTT
« threshold (X, A v B —ITHBIEDWRENEN & 5 & 72T 720D L EWME (1 ~100) T

1

WKDA Y= T 4R E, A vE—VRNOFrome o~y X —%5 4 7> a1 UNOMEEL g
LET, vy T4 73 a T VRNOa—FOEPMEZ a7 R0 ETHAES. 20Xy
v — 7 4V F X From: ~v X —%HIBREL, o _Xo—7 R EFITEEHRZET,

FED CF: if (forged-email-detection ("Execs", 70)) { fed("from", ""); }

BEEER®REIL—IL

duplicate_boundaries /L —/V 2+ 25 & EHEHTH5MIMERER R GEEND A v =TV Z BT
% \ij‘o

)

GE) IR’ 7 7 AV _X—AD/L—)L (attachment-contains 72 &) F72lI7 7 v a >
(drop-attachments-where-contains 72 &) [ZBHEF DA v — (EHET S5 MIME R 45
i) TIEHEMELEEA,
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B AEsrso MME~y 5 —igHL—L

Ayt—T T4 LB DEX

<filter name>: if (duplicate boundaries) {<action>;}

1

ROAyE—=Y T ANHE BET D MIMEBIRPEENLTNTOA v — V2L
j—O

DuplicateBoundaries: if (duplicate boundaries) { quarantine("Policy"); }

RIELZRKD MIME A~y 4 —&HJ)L—)L

RIEANS Y = = 2 LT, RIEZREAD MIME ~y ¥ —%2 &G A v — U &
TEET,

Ayt—T TA4ILEDEX

<filter name>: if (malformed-header) {<action>;}

451
WOFITIE, RERFEROMIME~y X —RNHDETXTORA b=V RT3 HEE2RLT
Wk,

quarantine malformed headers: if (malformed-header)
{
quarantine ("Policy");

}

HIBAIEFERIL—IL
HOBIAT B — L A T2 & BN LR OEN D OFEA v — U BT X £,

E3
1 35 B 1R ERAE ST
<msg_filter name>: if (geolocation-rule (['country name-1', 'country name-2',...
,/country name-n'])) {<action>}
NG GN

*msg_filter name XZDORXAT— 7 4 VXDOLETTT,
® country name TN L 7ZE o4 1T,

caction lIA v EB—Y T4 NE T a T,

£l
WOFIE, Countryl & Country2 2262 fF LTc A v — Va2 MET 5 HIEERLET,
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Quarantine Incoming Messages_ from Countryl and Country2: if (geolocation-rule
(['Countryl', 'Country2'l)) {quarantine ("Policy");}

ETFOFAA>Y LEaAT—S3 2 IL—)L

BELT, UTOAYE—Y 7407 L—NMEXEMEHALT, ETF= VU 2L TA
Tt—VHNOEEDODHD KAV EREL, £OX 97 A b=k L ClEbZaktss LE

R

quarantine msg based on ETF: if (domain-external-threat-feeds (['etf sourcel'],
['mail-from', 'from'], <'domain exception list'>)) { quarantine("Policy"); }

5l ¥ DA

* ‘domain-external-threat-feeds' |&. FAA V L Ea2T—va s Avb— T4 LZD
JL—)LC9,

i ’etfisourcel'éi\ A=V DONy X—DEEDHD NAA VERMTAT-OIEHN SN
% ETF Y — AT,

e ‘mail-from', 'from' {X. RAA LDV a7 — 3 U 2RTAHAT-OIEH IS VA
N~y B =TT,

* 'domain exception_ list' fi\ RAA ‘/@WJ%U A }‘@%ﬁﬁfjﬂo I*)M' \/@{ﬁﬂﬂ‘y Ak
DIFE L2 WEEIE ) ERRSINET,

il

LT OFITIE, Brrors To? HAZ L~ XA —D RAAL VB ETFIZL > TEERNHH E L TH
HENFEHBE., AvE—U0NBESNET,

Quaranting Messages with Malicious Domains: if domain-external-threat-feeds
(['threat feed source'], ['Errors-To'], "")) {quarantine("Policy");}

SDRO KAAL > LEaATF—a2r IL—)L

RAAL L VEa2T—2 g b=V EZEHALTSDRICESNWTA vE—T% 7 4 VA2 FRL
FDXIMA yB—TITK L CH#EY RSN TE ET,

cKEED R AL U O¥E
c EEHED KA A ORI
CEEFED RAL URAF y UARA]

FZEBRFASMVDHEIZEDWTAYE—CF T4 L2 0E
A\

GE) #ERxhd7ayx o 7O LEVEITL [Poor)] T4, SDR DFEMIZ-DUWTIL, Cisco Talos
(https://www.talosintelligence.com) (ZEMWEHHELZI WY,

Ayt—Y 24 LaEERLEEFA—L R —0ER ]
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Ave—C T4 N EFERALEEFA—ILRY S —0ER |
B ez oomBBmESnTA v E—UE T4 LA mE

drop_msg_based on_sdr verdict:
if sdr-reputation (['awful', 'poor'], "<domain exception list>")
{drop () ;}

TNLENORPIRD LB Y TH,
* 'drop_msg_based on_sdr_verdict' I, AvkE—vY 740 VZ D4 EﬁTTO
e 'sdr-reputation' X, RAA L LE 2T —T a2 A yt— T 4 VHDI— IV TT,

* 'awful', 'poor' {X. SDR WZFEDUNT A /?_V%74/V&@@ﬁ—éﬁ:&)@%{§%@ R A
A HIE O T,

® 'domain _exception list' I, RAAL OB R l\@%ﬁﬁfﬁ‘o RAA L DFIS ) A b
DIELRWERE ') LFRoRsnE T,

s rdrop' (E, AvE—VICEHAINDLT 72 a T,

151
LT A v E&—Tlid, SDRHIED 'Unknownr' DS, A v E—IU0BMESET,

quarantine unknown sdr verdicts:
if sdr-reputation (['unknown'], "")
{gquarantine ("Policy") }

BEBFAMVORBERBIZEIVWTAYE—CF T 0 L2 0
X

<msg_filter name>
if sdr-age (<‘'unit'>, <‘operator'> <‘actual value’>)
{<action>}

ENENOFAITRD LY TT,
e ‘sdr-reputation' IX. FAA LV LEaT—v a3 Avb— 74 DO)L—)LTY,

J 'sdriage'ﬂi\ SDR |23 T X /’[Z‘—‘:/%74’/1/5@E¥j467‘:&)ﬁ:1ﬁﬂq INDHEEER
A A OB T,

s vunit (X, BEE AL VORBKEFICESNWTA ve—T% 7 4 VEAUBT 572000
‘days’, ‘years’, ‘months’, 'weeks' 47T = T,

s ‘operator' I, EEH RA AL VORBERMICESNTRA v =V 7 A VA UET D720
DR T,

e—> (ROMWEE Y REW)
«—>= (KOEUL)
c—< ROEE D /AEWY)
c—<= (KROMELLT)
o= (ROfEEHELW)
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o= (ROMEEHELL 22

e — Unknown

e ‘actual value' lE. FEH FA A ORBEREIZESNWWTRA v E—T% 7 0 LA 4
DI SN 5T T,

£l

UTDOA =T, BEE FAAL CORBRFHNAHRGE, AyE—YiEFry7FEN
£75

Drop Messages Based On_SDR Age: if (sdr-age ("unknown", "")) {drop();}

UTORAy®—U T, BMEH FAL CORBRFHZALH ALY bENGE, AvyE—UIF R
2y 7 ENET,

Drop_Messages Based On_SDR Age: if (sdr-age ("months", <, 1, "")) { drop(); }

EEEZERFAM VDR XY UFRAREEICEIVTAYE—C45 T4 L2 0
X

<msg_filter name>
if sdr-unscannable (<'domain exception list'>)
{<action>}

FNENOHIIKRDO LB TT,
e 'sdr-unscannable' |X. RAA L L EEaT—var Ave—Y 74002 D)L—)LTT,

'domain_exception_list' IE. FAAL OIS Y A I\@%Eﬁ‘(ﬂ—o RAA L DBFISY A b
DIFELZRWEEE T LRRShET,

151
PLTFDORAE—UTlE, AvE—UNRSDR F = v 7 ICREKOEE. A vE—UNBREIN
i—a_o

Quarantine Messages Based On Sender Domain Unscannable: if (sdr-unscannable (""))
{quarantine ("Policy");}

o O ~
Avt— T4 IILBE THOay
A=Y 74 VEZOHME, BRENTZA v E—VIKLTT 7 a2 797528 T
7,
T a I, RD2ODEATHRHY FT,

« &7 7 2 a > (deliver, drop, bounce 72 &) I A vE—VDMBEEK T L, #%fitD 7 4
WAL D S DR DM ZFTF LA,

cHERET I aiE, AveE—UVEILICMET A LEEFAITHT /v aryEFEATLE
j—O
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HRMERA = T NVE T g, BT, &7 A VERRRLT 7 a &R
ETHEBEDOT7 A NZIZA =V RN—HTHEHE, TXTOT7 7 a yRRES, @S
NWET, 7220, BLT 7 a2 BETLHEBO7 4 VZIZA =V R8T 556, #i
DT 7 varBNEBEEIN, BEOT4NE T varyPlEHEnET,

ESPERENS

c T UNE T ar—EEK (68 X—)

T U a s EEL (80 N—2)

s —HLIZANEDOERR (83 X—)

A= T4 NE T g DM LM (84 X—)

varv—8

Ao —2 T4 E T, BFA—N A= L, ROFIRTT 7 a2t 5
ZEnTEET,

REAVE—DTANETHIIY

12R1E X 5 BA
KETeAR A b2 |alt-src-host A=V OREIHEAT HEE TR
i ARNG{LEIPA B —T =4 A (Virtual

Gateway 7 KL R) ZEWLET, &
{§764 A~ (Virtual Gateway 7 R L
R) BET 7 vary (933—Y) &
ZRLTIEIN,

ZEHDEE alt-rept-to A=V OZEHFEERLET, %
EHELEET 7 ay (92—) %
ZRLTLIEE N,

A—)L AR A k72 | alt-mailhost Ry — DD A—IL KA N &

Ld EELET, BMERANEET 733
vo(92—) FBRLTLES
/AN

TE notify A o— T BT WS A M ORI

WCIHE L ET, mmB Ll O0a v —mm
Trvary (86 °—) ZBMRLT
<&,
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#R1E

B

Bl

2 e — D@

notify-copy

notify 77 3 a > L [ERTI S,
beec-scan 7 7 v a DL H Il —%
EELET, BHBLOavr—@mr
Jvary (86 —V) #HBHLTL
2S00,

BCC

bee

Ayb—Vhavr—L (Avk—Y
VS r—gy) | ZOavr—%E
L TCHIOZEHEICEE LET, 774
VR A=Ky av—=T72r7 gy (
89 ~—) AZML T ZIN,

BCC (A F ¥y 4L
HHV)

bce-scan

A =V TOZAEHITEE
L. TOA =V EHFLNA v E—
CTHLINIDEIIZT—F Fa—T
WELES, 7794 K A—HRr =2
B—7 7 ar (89X—) LM
LTL7EE,

T—hAT
(Archive)

archive

A vt—T% mbox XD 7 7 A MZ
T—=AATLES, T—HIAT TV
vary (943—) EERL T
YN

T
(Quarantine)

quarantine
(quarantine name

quarantine_name CTHE7E L 7-[R#fE= U
TIEAyE—VEEETHEHITZT S
ERELET, Wit J ORI
var 1R=v) zZRLTE
S,

B (bR

duplicate-quarantine
(quarantine name

EESINTRREEC ) 7IZ A v BE—T D
a—%EELET, FREE L O
TUvary (91 =) ZBRLT
<TEEW,

~ H—DHIER

strip-header

A=V ORIEANC, BELTE~Y
H—" A=V NHHIBRLET,
~y B—HIET 7 v a v (95 84—
V) EBRLTLIEEN,

~v X =D A

insert-header

A v —VORMERNC, ~y X — &l
DOXfE Ay E—ITHALET, ~y
H—ifiANT 7 vay (959—) %
ST EEN,
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15 B BLl)
~w H—F XA | | edit-header-text RELI~y A —TFX b2, 74
@} TES NZ A E UTHRIE LTESUFSINICE &

Wz ¥4, ~vH—TFAMNEET
7y (96 2—3) HERLTL
fié‘/\o

AL O edit-body-text() A = UARIL S IERFIUC—FT
L EHIBR L, FEELTZT A MZ
BEWZFET, ZOT 4 NZIE, Ay
T — U ARILND URL 72 EDRFED =
VT BRI L OER T D 5AC
ERHTEET, KAGRET 7> a v
(96 ~—) ML TIZEN,

HTML OZ5#a html-convert() A v —U AR S HTML % 7 % Hll
L, AvtE—YDFL—r FF X
M ERLET, ZO7 4 LHIE,
A vE—YHNOTTOHTML 7 %
ANET L= TXANMIEWRTD
el L £, HTML £#7 7
ay (97—=) ,

N A 7 u 7 7 | bounce-profile BrEDNT R Ta T v A NVE Ry
ANDENY BT T=DIZEY Y TES, Ny T
n7yANTIay (988—)
ZZRLTITZE,

7L F A8 3 A | skip-spamcheck Cisco VAT LDT »FANL VAT
F MDA ISR NN B AN )25 RV WA AN o N 1
LET, ToF AR AT ADA
ARAT 7 vay (VA=) &5
LTS EEN,
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18 0E WX 599
JLg A— 7 2 | skip-marketingeheck T AT A= MK BT

g L DINA INA

2y DINANRA, T A A=) T
733 DA IRA (99 X—) &
ZRLTLIEEN,

skip-socialcheck

V=T )b Fy NI =7 A= LR}
AT I arDNNAIRA, T LA
A=) T T a DA A (99

N=) EZRL TN,

skip-bulkcheck

PNV AT HT 7 a D
INANRAR, TUA A=V T I gy
DINA XA (99 R—) ZHILT
TEEW,

TUOTFTTAINA Y
AT IDINA IRNA

skip-viruscheck

Cisco VAT DT VT TA VA A
TANMA =TI SNV E D
WLET, TUoVFUAINLA AT A
DNNANRAT 7 vay (99 X—)

ERBLTIEEN,

j77’/f/V L=
T—ary7 4
VAVINEZ S PR 0)
7 7 A IV DR
A INA

skip-ampcheck

TDA =T 7AN L E 2T —
vary Z4NE ) TRBIOT A
JVOHTHNE ] ATV RN T L A RERR
LFET, 774V LEaT—2 3
TANE IV U TBIONT 7 A VoM
AT LDIRA A T 79 (100
N=V) EZRL TN,

TANAT T NS
VAT T4 ED
Ay = T HLER
DAX 7

skip-vofcheck

DAY=V NIANAT T RT
LAY T4NHTAF Y= TR
SNV EIITLET, TUF AN
AR VATEDNNAIRAT I ay (
99 X—) B LTI ESNY,
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drop-attachments-by-name

A=V OUMT T 7 AND I B bR
E LT IEREHE —&T 240007 7
ANETRTCR ey LET, &7
D7 7 ANNEENTODES, 7—
1A TRRDIRS 7 7 A4V (zip,

tar) . Microsoft Office DVRAT 7 7 A /L
(doc, docx) . EFA—VDWRST 7
AL (winmail.dat) (X Fv v 7 SivE
T, W77 ANDAF Y A v—
I 4NEOR (1143—) 2B
LTL7EEN,

W77 A4 vD R
oy (ZA47
i)

drop-attachments-by-type

A=V OUMN T 7 ANDH B R
EL7-MIME ¥ A 7 £72137 7 4 v
JEEFIZSYTHDMIME X A 7 D7 7
ANETXT Ry LES, 7—70
A TR DIRM T 7 4 v (zip., tar)

PIZST D77 AR DHEE. 2
DS 7 7 A ME Ry 7ENRET,
W7 7ANDAF Y Ay —
T4 NADOH (1142—2) B8R L
TLEEW,

W77 A4V R
oy (77 A
& A 7H)

drop-attachments-by-filetype

Ay —VOUN T 7 ANDOL, R
ELET7AND [T 4 H—TT
M E—ET277 A 0ETXTK
oy 7 LES, T—HhA THROES
77 AN (zip, tar) WIZEZST D77
AN DHEE. ZOWRMN 7 74 i
Fey7EnEd, sz T,
W77 ANDAFTY L A yb—
T4 EZOR (1145—20) 2B L
TLEEN,

W77 A4vD R
=27 (MIME #
A 7B

drop-attachments-by-mimetype

A=V OWMNT 7 ANLD I H, R
TED MIME ¥ A 7D7 7 A VET X
ThRryZLEYd, 20727 a3T
127 7 A NEE T2 X D MIME % A
T OHRNFATONT, T—HA T DN
ROWERL INFETL, WAFT7 711
DAFY L A= 7 4L DOF|
(114~—2) ZZMRLTTEE0,
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Bl

w77 Ao R
7y 7 (AR
1)

drop-attachments-by-size

A —VOWMNT7 7 AND B,
n— x> a— RERTHEE LA
R (A NHNL) LLEDOY A X THD
Tr7ANETXT Ry LET,
T = A TRHEMET 7 ANDYGE, T
DT 73 TIIEEMERETOY A
RFEHEN T, 73— REITHRID
EEROUAT 7 7 A VDY A RHFH &
NnNEF, 774 0DRFF L Ay
=T 7o ZOH (114~—2) %
ZHRL T I,

W7 740D R
a7 (NERD

drop-attachments-where-contains

A=V OUMN T 7 ANDH B R
ELIEREZBEZEL T 7 A VT
TRy 7 LET, RF—DOFAR
By, LEVMETHRE L7/ NEEA
ETHHIVERHD ET, T—HAT
77 A (zip, tar) 1L, FIZEEN
TWD T 7 A /LDWT IS IEFR R
E—HT AL AIC Rey 7ERET,
W77 ANDAFY L Ayb—
T4 ZOH (1143—Y) 2B L
TLIEEW,

FFvaraXyME, Fry 7 &
N7 7 A NLOBHIFEH SN S
TXANEEELET, FF7 7141
D7 v Z—I%, HMIZA vE—TIT8
MENDETTT,
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B -vs7rva—ux

Ave—C T4 N EFERALEEFA—ILRY S —0ER |

#R1E

B

Bl

<7 uRNgEND
w7 740D R
=

drop-macro-enabled-attachments

BELET AN XA TD~T N
B2 T2 U 7 7 A VBT RTR
oy 7 LET,

GE) T—=HhA T EITH ORI
TrANMI~wIT e RNEGER
TWDEE, Bl7 7 A0
AwtE—=Unb Ry 7 &
nET,

B

drop-macro-enabled-attachments
([‘file type-1', 'file type-2',
.., 'file type-n'],

“custom replacement message”)
ZZT,
* file type W—fi\ /k@']j‘/—l“o*‘ I é

NTWAT 7 AL AT DN
NrEEETEET,

*® Adobe Portable Document

Format
* Microsoft Office 77 AL

®*OLE 77 AN XA

CHRBLELBZAvE—VE
I BT 7 ANADHIBREND &
EEA v =V ARLO—F FIZEE
EDY AT DA vE—T B
MENETR, ThiZfb->TE
MENDEEDA vy =TT,

<7 apHL—n (62 5—Y) &%
LT EEN,

W77 A vD R
2y (FEEED
—H)

drop-attachments-where-dictionary-match

BEEDORRE & O—FKIT ISV TS
TrANEHIBRLET, BT 7 A1
T D W &5 MIME #555 O A
ENTFEEOHE L —ET A HA (O
D, —WEEO L EVEIZEL TN
L%E) L T A NVBE A
POHIBRESNET, IRF7 7 A LD A
Fyo Avb—T 7 4 Z0OH (114

~N=) ZZRLTIIZSN,
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Jin875va0—8% I

1R EXX &5 BA
7 g,_@ﬁjm add-footer (footer—-name) A \y_{z\__:/“@j > g,_ CL_ LT%E%IE\

ZBMLET, ok, 7
FRARUY—R] OFED [AvE—
DRBHRHEAZ T HERLTLE
é I/ \O

E‘qu L@JEjJD add-heading (heading-name) A /“IZ““‘:/@E‘H:’[ L k LT%E%IE%
BIMUET, FEMcO VTR, 7%
ARNUY—=R] DED [AyE—V
REFHAY 7] WL TS
U,

@a{gﬂﬂ?@ﬁg%{b encrypt-deferred [ ELEA N /«]Z_n‘/%‘:ﬁéﬁ%ﬂ: Ljﬁ’g‘o
A =TI EDOEFROLHIHE
o FTANTOMBLRTE T LIz iy
FlhEdv, BUESNET,

FlfZHED S/MIME | smime-gateway-deferred BUERFIZ, FESNTZEET 7 74
B AL, (Tsending_profite”) NEFE LT, Avt—20SMIME
BAETIIR b E FIT U ETHEUZ
® SIMIME B4 /W 5Ab7 7> a v (
86 —) EZBL TN,

S/MIME %ZI/H%% smime-gateway (“sending profile”) *‘Eﬁﬁéﬂfl%{§7om - 74;»;&{%% L
e TSMIME B4 F 721355 b &2 J447 L
TAyE—VZEYR L. TO®RDLHE
FA2F vy 7 LET, SMIMEEA £72
IR e 7 ay 86 —) %
ZHLTES,

A /‘IZ“—“/§70) tag-message (tag-name) DLP 7j'\9 U S — 74/1/5 U Vﬁf{fﬁﬁ
B T DI AL DHEEE A v —VIB
LEd, DLP AU & —&2REL T,
AX Y VR REA =T ZTND
DA E—VIRETDHI LN TEE
T A=Y X ZIIREHEMNTIX
FREINFEEAL, AvE—Y X 7IE
mrzvary (101—=2) & I5—
AR OFEEZZRL TS
AN
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B -vs7rva—ux

Ave—C T4 N EFERALEEFA—ILRY S —0ER |

#R1E

B

Bl

=740 N NVABE:]
il

log-entry

HABZZA R LT XA RNE, TFHA
k A—/L 1 72 INFO L~ LT
LEYd, ZOTFANIIUIT 7 v a v
B AEFEHT N TEET, ns
U RIIEA Y=Y N TR
WCRRESNET, vy = MUE
T7vary (101—Y) 22 LT
TEEW,

URL L B 27—
VIV Sk
URLZ7 F A MM
Exid

® url-reputation-replace

® url-no-reputation-replace

URL L B 25—
g o E
URL D&% HLY
B <

* url-reputation-defang

® url-no-reputation-defang

URL LB =7 —
Vg S ESNT
vAaDtFxal
T4 TEX U
URLZ VU XA L7
S

® url-reputation-proxy-redirect

® url-no-reputation-proxy-redirect

URL ¥72132D8EI{EZ URL DL B =
F— g VCHSWTEERELET,
LE=27—v 3y $—E R 5 URL
DA 3T PR S 70 R 2 ALEE
A2, o7 7 a2 LE
T,
URLLVE=2T7—var7r7vay (
101 ~—=2) ZZML TS,

URL #7 2V |2k
3% URL %7 %
A M E

url-category-replace

URL A7 IV T
3% URL OfEfR
ZH Br<

url-category-defang

URL 77 3 V123
5% Cisco BF =
U7 4 ek
URLZ U XA L7
5

url-category-proxy-redirect

URL F7-213%08E{E&= URL OB T =
VIZHESWWTEFELET,
URL BT Y 77 gy
V) AL TLIEE N,

(104 ~2—

{A%E X — L DG

fed

IS N A v =05 From: ~ v
F—ZHIfRL, = _\e—7EEFEET
EEWAET, BEA—LVOBRHT 7
var (105_—2) #2RL T2
AN
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woranon—7 |

121E X SRBA

FAR L —3 g 7p | noop BEIEITENE YA, AL — 3

L VL (1052—2) 2R LTLE
éb\o

) D A oz — |skip-filters Aot —IIZH L THO XA vt —

DT YNEE R T4 NVEZ L BB TR, Ay

¥ T—VIEE AN AT T K

FOFEFFBEBLET, FEOVDOAY
T T UNHE AT T T
V(84 =) ABRLTLIEE

AN
* Xy — R |drop Aybt—UERry 7L, BELE
= T, Fay 7 77 ar (853—
V) BEERLTLLEEN,
* X v —3@ N |bounce AvE—VEREEIIRLET, U
A VAT vay 85%—=Y) M
LTLEE,
UK p L | encrypt Cisco Email Encryption i L T, %
THAE EA Y=V S LET, Kb
Trvay 86°—) EHRLT
<TEEWY,

R T I a v

BEEIE B
AT T AN T N—T (77 R—3)

D’MEII2F7ANTIL—T

BEDTZ 7 AN ZAT (Texe] 2E) S—WHRIKN 7 7 A NVD T N—T %
attachment—filetype/b*—/kx?<h0p—attachments—by—filetype rules/V*—/V7§?Eﬁ§7?§fjfj‘o

AsyncOS (FIAfF 7 7 A LV Z L FORIZEHH I AL TWDL T N—FIZHELET,

BEDT7 7 ANIATOURMN 7 7 AN EEERNA =V ERESEL —HETZME A
= T4 NVEBERT DG EE. T A NVE TRAT DT 7 AN A TOWRS 7 7 A VDD
R EB1oBHDE, TANEZEFTAYvE—V~DT 723 E2FITLERA, T2& 21 RO
TANET exe 77 AN XA T TRV 7 7 ANV EGHAvE—VE2 Ry LET,

exe check: if (attachment-filetype != "exe") ({
drop () ;

}
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Ave—C T4 N EFERALEEFA—ILRY S —0ER |
B o7 o0—7

A —IICEBEORN 7 7 AL LEE. EXA—L X2 VT 4 T4 T Ao
W77 AN exe 77 A NVTHRWEETH, I 774100070 EH 1O exe 77 A
VOB ITIA Y E—2 Ry P LER A,

R6:HFEFITFANITN—T

AT 7ANITN—T | AFxF v oRAEDIT7AILBA T
£

<=7 ) e doc

* docx
* mdb
* mpp
e ole

* pdf

* ppt

* pptx
o rtf

* Wps

o x-wmf
e xls
e xIsx

FATHREY 7 A IV * exe
. java
* msi
* pif
(GE)  Executable 7 V—7% 7 4 WHZ VL 745E, dl 77 A
Esar 77 ANBEAFT Y EINET, ITNHDT AN X
A FIHERNC AT ¥ o TEEHA,
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| #9v€—Y 742 EERALEEFA—LRY O—0ER
woranon—7 |

BAIFANITN—T | RAEXY OoREDT7AIL AT
£
JEHE eace (ACET7—HANNEHMGT 74 V)
e arc (SQUASH JEMET —H A 7))
+ arj (Robert Jung ARJ [EXET —H A 7)
* binhex
bz (Bzip JE#i 7 7 A /L)
*bz2 (Bzip JEMEZ 7 A /L)
e cab (Microsoft ¥ v Er v b 77 A L)
« gzip* (JE#f§ 7 7 A /b - UNIX gzip)
e lha (JEAFE7 — 44 7 [LHA/LHARC/LZH])
srar (JEMET — A4 7)
e sit (JEHE 7 — 5 A 7 - Macintosh 7 7 A /L [Stuffit])
e tar* (JEAET — A7)
e unix (UNIX JEAET —H A 7)
o zip* (JEAE7 —H A 7 - Windows)
«z00 (ZOO JEMGT — A7 774 IL)
FINHDT AL [RKXAF Y ) ORRICTHZENTEE
T
TX AN (Text) * txt
* html
e xml
[GIEES * bmp
¢ cur
o gif
* ico
* jpeg
* pcx
* png
* psd
* psp
* tga
« tiff
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| RZEE T

WMITFANITN—T | ZF Y oHREDIT7AIN 34T
%

AF 4T - aac
* aiff

o asf

e avi

* flash
* midi
* mov
* mp3
* mpeg
° 0gg

* ram

* snd

* wav
* wma
* wmy

TOLavEH
bee(), bee-scan(), notify(). notify-copy(). add-footer(). add-heading(). insert-headers() D% 7 7
TasliE, T v a VOFTRICITD A v — P OERICHBICE SR DD FTEDE
BEEMLTNDNRTA—=203H0 E£T, ZNDDORBRLRERITT 7 a VB EMTNE
9, Cisco 7 7 TAT UV ATIHRRDOT 7 ¥ a VEBNYR— S THET,

R7:AvE—DITAWE TILaVEH

T B Bl

TRTDO~y H— (All A=V D~y X —ERKLET,
SAllHeaders

Headers)

ARILH A X (Body Size) , A= DOV A X% NHEALTIKLF
$BodySize

ﬁ—O
AEEOEA T (Certificate SCertitiontes: B4 T & FEIHE D subjectAltName F 37> 5 B
ertiricatesigners -
Signers) TN BULEBAEEZRLET, B OVTIL,

$CertificateSigners 7 7 > a A (55 ~—
V) 2L TLITEIN,

At (Date) Sbate BED A% MM/DD/YYYY FEX TR L %
7
Fay 7SN 7 7 A4 , B Ry SN 7 7 A NVADHEZIRL
. Sdropped filename
(Dropped File Name) - 7
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7ovaves [

=H BX A
Ke w7 ENi=7 7 A W4 cdronped £ilonames Fey7ENe77ANVDOY A 2R RLE
(Dropped File Names) PPes 9" (Sfilenames & [FIEETT) .

Fay 7SI 7 74w
% A 7 (Dropped File
Types)

$dropped filetypes

Fey7ENz7r7ANDEA T EFRLE
T ($filetypes & FIEETT) .

ToRn—TEEE
(Envelope Sender)

SEnvelopeFrom

Av—Y DT _u—7%E% (Envelope
From. <MAIL FROM>) %L £,

TR —TREE

(Envelope Recipients)

S$EnvelopeRecipients

A=V T_RCOZ L RNa—TZEH
(Envelope To, <RCPTTO>) %KL £,

7 7 A V4 (File Names)

$filenames

A E—VDOERG 7 7 ANVDLRIOY A N
B <Xy ik L E£7,

77 A YA X (File
Sizes)

Sfilesizes

AyE—VORMNT7 7 ANDY A XDY R |
B <XE) TELET,

77 ANVH A7 (File

Sfiletypes

AyB—2O0MNT77ANDEATDOY A |

(Mail Flow Policy)

Types) T~ XE) TIRL £,
7 4 V44 (Filter Name) , B D 7 ¢ VX DA ET IR L ET,
SFilterName
GMT H K , A B —T D Received: {TIZFKpR I N5 BE
X SGMTimeStamp RN
(GMTimeStamp) O HFE GMT BT L 7,
HATZ' v —7"% (HAT . A=V DOEERITEEE DR L Tk
rou — S o RN ~ VS N
Group Name) i BEIN—TDL4AIZRLET, KEEY
N—TIZARIN IRV, SCFF]
[>Unknown<] MNfEAINFE T,
—H L7ZN% (Matched A¥ ¥ 7 4L H b—/L (body-contains 72
SMatchedContent . — —
Content) EOT 4 NEN— R T T 47 a
FTVEEL) # N T—LINEZIRLE
—gAO
A= 7a—RY — . A v —VOEBFRICEEH ICHEH S
SPolicy

HAT RV > —O4Fi 2K LET, FANIE
BINTWDERY —ABEAI N TV 0
WA . XFH| [>Unknown<] 2MEASNE
ﬁ—o
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B osasonxsey berve—U T8 7o TR

T B Bl
~ 4 — (Header) SHeader ['strin SIRFFCHENTZ~y X — D& L £ T
. T GEORA VIS T E ANy A= D
BE) o —HEIH/FBEHAINAEELH D
i‘j‘o
RARNR—A Cisco7 7IA TV ADRA N EZIERLET,
SHostname
WNHEB A~ —ID (Internal sv1D WESCTA v =% 570 ST
Message ID) WH Ay E—YID (MID) ZiKLE7,
RFC822 [Message-1d] DfE & 1572 % 7= DiE
BLTL7EEW ( [Message-ld] # G35
1Z1% $Header ZfEH L ET)
{5 U AF— (Receiving SRecyiot Ay —UEZE LR AT —D=y 7 F—
ecvllistener
Listener) AMIEEHZONET,
ZEAVE—T AR N Ayt —VEZELIEAVE—T = AD
ecvin
(Receiving Interface) =y I X —LERLET,
VE—RIPT KL 2 - Cisco 7 7 TAT VAL A v E—VEEFL
mo
(Remote IP Address) T2 AT LDIP T RLAZIRLET,
JE—FFRA T FLZ ; cenost Cisco 7T 7 TAT VA A=V REREL
remotenos
(Remote Host Address) TV AT ADEA M EIRLET,
mvﬁ;%—yayx:7$R s EEEDOIP L EaT—TaryAarziKL
cputation T, LEaTF—T gy AaTRRNES
% None) IZE XX HNET,
Subject . A=V OHH TR LET,
$Subject
BEZ) (Time) . BEROREME COBERL 2K L £,
ime
Timestamp T A =T D Received: {TICFER SN D BUE
imestam]
; D H % BUEH ORI > TR L E T,

BEEIER
cHEASCH LTy heAwv— T4 B T ia B (82 3—2)

JEASCUHXFEEY FEAYE—D TU LB THOaVEH

ZDVAT AT, ISO2022 AX A NLFa— K (N X —ETHEAINLIZa—RDORHK
AN) TELT I a VEBOIWEEEZ Y R— L TWET, F-, BHNTELSETFA M2
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| #9€—Y 7408 EHERALEBFA—LKY S—0DER

—gLrnaorE [

EMTEET, ZNOORENKE S TEIPER S L, UTF-8JERD, SIHFF CHENZ
FIRIFTREZ2 A v —2 L LTHMESNLE T,

—HL-ABDOXRT

Attachment Content 554, Message Body ¥ 7-1% Attachment §ff:, Message AL, £7-1%
Attachment NI & —ET D5 X v E—VICR L CRRBET 7 v a VARE LIS E. RS
TeA v E—VAO—HMLIENEZF R CTEET, AvE—VAXERTTLE, —BLERNE
M CTHFIE R S E T, £7-. $MatchedContent 77 ¥ 3 U B AEMHL T, —FH LN
BhEAvE—VOWHIIEDD ZENTEET,

A=V T4 NBEFI TV T AN E D=V B H— Lo a—LRREEN D A
Y —UEFRRTDHE, TANE T a v EEBRIE N =L NED (7 4V
TIvarE ) H—LNEEHID) GUITEREINDZ ENHY £9, GUIOERIL, i%
Vo T oV EFETHIOOEHLZE LTHERTALDT, 47 0 YDO%ERMRY A RT
HDHETRY FHA, ZhiE, GUITHEHENOINE—Fa Yy 73, 7402 THEHEND
HOIFZEFE TIERWeDERZ D £, ZoORMBEIE, A vE—VKRINTOMFMERITH LT
DHEETIFEY ET, A vE—VDE I — NNO—E LTI EZIUKHIET DT 4 VX L—)L
LI ERIRTET T FIE LS FRENET,

2: Policy 15T TRTRREN-—HAS

Matched Content

= Palicy
Attachment Mame | Matched Content Condition
FP1.1.txt = M35 38930 USA Facilities 662-646-0523 jsamuelson@acmecorp.com 7/17/06 & DLP Classifier: Contact Information

4929132070312710 Acme Corp Irene Gibbs 808 Sumner Street Greenwood
M3 35930 USA Publishing 662-646-0522 igibbs@acmecorp.com 2/1/07 =
4485231592071860 Acme Corp Kathy Lopez 808 Sumner Street
Greenwood MS 36930 USA Marketing 662-646-0541 klopez@acmecorp.corm
2/1/07 4716298862510192 Acme Corp Marty Smith 808 Sumner Street
Crernunn A MS ZRO3M ISA Frnineerinn AR5 -RAA-NEAZ

Headers

|

¥-IronPort-AW: E=Sophos;i="443,262,12465818600";

d="txzt'7scan'208";a="178202"

Received: from d2,.wmw023-bsd04.ibga (HELC vmw023-bsd04.ibga) ([172.22.107.1]%
by cie0qg0z.ibga with ESMTFR; 28 Jul 2009 16:25:03 +0530

Message-ID: «792087.518002035-sendEmail@vmw023-bsd0d =

From: "user@test.com” <user@test.com s

To: "userl@test.com” <userl@test.com s

Subject: DLPTEST

Drate: Tue, 2& Jul 2009 08:42:11 +0000

®-Mailer: sendErmail-1.55

MIME-Version: 1.0

Content-Type: multipart/mixed; boundary="----MIME delimiter for sendEmail-538525,714612664"

Message

Test

Message Parts

Marne Size Details

[message body]

LS

ASCII text, with CRLF line terminators
FP1.1.txt 1K | ASCII text

A=Y T4 LFEFERLEBEFA—ILRY O—D#EHA .



Ave—C T4 N EFERALEEFA—ILRY S —0ER |
B rve—sonsrovaonnen

Avt—U T4 IR T a2 DiREAEH

WD arTiE, FHSNISESERAvE—V T ANE T 7 a0 Tl L,
ZOFERLET,
e [BOVDRAYE—Y T4NBEAR YT T gy (843—)
s Ray 77 rvary (852—)
e NRULUAT I ay (85 8—)
BT 7 a s (86 —)
B I —@ET 7 v ay (86 X—)
e T IV R H—Ry ar—T gy (89 2—)
cfEEER L OERT 73 (91 =)
cZFHEEET I ar (92 3—)
HBUERANERET 7 ay (928—Y)
« E{ECAR A b (Virtual Gateway 7 KL A) BHT 7 v a3 (93 X—Y)
T —NAT T ary (943—)
e~y X—HIERT 7 ar (95 3—)
ey HA—FEANT 7 ar (958—Y)
ey L= TXANMNRET 7 ay (96 X—)
s RXMRET 7 ar (96 —)
s HTML #2772 3 v (97 _—)
cNRULA T T AN T I ar (98 2—)
e T UTFANK VAT EADNAINRA T 7 g9y (98 X—)
e T LA R—ILT I a DA (99 ~X—)
T UTFIANA VAT EADNAINRA T 7 gy (99 ~—)
T FAN VL aT—vary TANE ) TBEIRT 7 A NPV AT DDA INA T
var (100 <—)
T UTTANA VAT LDNNAINNAT gy (99 RX—)
s A=V XTBEMT 7 ary (101 _—)
cu s T RNUBMT 7 ay (101 X—2)
«URL L V2T —yary 77vay (101 =)
cURLZT IV 773 ar (104 2—)
e FR_L—v gL (105 =)
c BEA—VORET 73> (105 =)

(RYUDAYE— T4V EBERXTY T 7O 30

skip-filters 77/ ¥ a VEFTTHE, AvE—T T4 NFIZLEDA -V DNEBAF v
TEN, AvE—VITBFA NS TIA BB LET, T IAT L ATT VF AR
AX X ETUFTANA AF Y UPMEHTE DG, skip-filters 77 ¥ a 2 FIT LT
AvE—VIEINODAF YOG ERY £, skip-filters 7 7 2 a E, AvtE—¥
TANEDT 7 IV NORIKT 7 a T,
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FavyF7ovay .

7k@7 AV 2, customercare@example.com G:@%ﬂ%ﬁé% L. boss@admin ?ET@)( v —U%

TelEBHIZEELET,
bossFilter:
if (rcpt-to == 'boss@admins$')

{
notify('customercare@example.com') ;
skip-filters();

}

Koy 77753y

drop 772 a v &FATTH L, Ay E—VIEERE SN TICHIESNET, A v -V EE
WCIHRST, A v —VYOARDEICHEFE ST, TS OLE S —UThbh £
Ao

WDT7 4 NV H1E, £ georgetunitehouse.gov (WA ARG L. ZOBIMA D Tspam) THAE
HDAYE—VEMELET,

spamFilter:

if (subject == '~SPAM.*'")

(

notify('george@whitehouse.gov') ;

drop () ;

}

INDUR T3y
bounce 7 7 ¥ a I, X /'IZ"‘V%%{%% (I://\Qm‘—‘7o%1§%) &:EL\ %hu%@@@ﬁ:
TTWERA,
7k®74fl/§wji\ @yahoo\\.comf%@bé%%)‘*‘/VT’ vaﬁ)%ﬂéfgéﬂf:ﬁ“/\“(@)‘ vt—
VERLET (NUUALET)
yahooFilter:
if (mail-from == '@yahoo\\.com$")
{

bounce () ;

}

Ayt—Y 24 LaEERLEEFA—L R —0ER ]



Ave—C T4 N EFERALEEFA—ILRY S —0ER |
R PED

BEEiE7o a3y
encrypt 77 ¥ a UL, BREINIREELT 07 7 A VEMEH LT, B A —LZEHICHE
bENT-A =V ZBREELET,
WDT 4 NVZIE, A= DMHAIT (encrypt] EWVIBAINEFEENTWDLLEIL, DA v
=V EREELLET,
Encrypt Filter:
if ( subject == '\\[encrypt\\]' )
{
encrypt ('My Encryption Profile');

}

\}

G Zo7ans7rvara2 T 21E Xy NU—2ICCiscof 5T 7 T4 7 U AN S
n, BRAR F— P —EARRESNTWDRENDY £3, £/, TOT4NZ T ar
AT 5IIE, b7 n 7 7 A VOREPLETT,

ECIERFD S/MIME Z&/BESET7 0 >3 >

smime-gateway-deferred 7 7 ¥ 3 » Tld, BMEHFIC, FEESNTXET w7 7 A V2 L T,
Ay —YDSMIMEEA 2T 5L 2 FT L ET A v — VITROLBLBFEIZHES, 3~
TOMBENFE T LR CEA I bsn T, BfEEShEd,

WDT 4 VFTIE, BERIC, FFEDEEHENH DT XTOREA vE&—I1x LT S/MIME
WEbaFITLET,

smime-deferred:if (mail-from ==
"user@example.com") {smime-gateway-deferred ("smime-encrypt") ;}

SMIME Z& F-[XESELT7TI >a Y

smime-gateway 7 7 ¥ = Cld, fRESINTZEET 07 7 A L Z{EH LT S/MIME B4 £ 713
BELEZFITLTAyE—VEREL., TOROUBEIIAFT vy S LET,

WDT 4 NVE T, BEOEEENLDOTXTORIERA v E—II2k L TS/MIMERB{L % 5
1ITL T, BUERIZEME L £,

smime-deliver-now:if (mail-from == "user@example.com") {smime-gateway ("smime-sign");}

BHMBLVCIE—BMT I3y

notify B & WNnotify-copy 77 ¥ a id, BELIEEBE A —NICK LT, A vb—VOMES
FTF A=V TEELET, notify-copy 7 7 3 3 Ud. beescan 7 7 > 3 » L [FEIRRIC, TGO A >
T—Yoabt—LRELET, BAMEIIIKRONENGENET,

B Ayt 78 EERLEBFA—IL K S —OFA



Ayt—T T4 LB EFERLEEFA—LKRY O —DEA
I
EassvaE—ammrovar I

e Ayl —UDRA—VERET T A VHFENOESE Lt R — TR EE B LR X
1 —7"%(5% (uarL rroMm B L OV repr TO) FHEDNE,
c A=V DNy H—,
cAvbE—UERBRHELIEA vE—Y T 4V Z DA,
ZAEHE., AT, EEILT FLA, BIOEMT V7 L— FERETEET, KROT 4 V¥
E, VA XDRAMBEZHR DA v E—VEBRIRL, —HTHX v bE—YOEALNIT OV THE
A v —% admin@example.com ([ZEfF L, HIZICA v E—VEMWIEELET,
bigFilter:
if (body-size >= 4M)
{
notify('admin@example.com') ;
drop () ;

}

ER S

bigFilterCopy:

if (body-size >= 4M)

{

notify-copy ('admin@example.com') ;

drop () ;

}

TR —TZEEFENRTA=Z L LT, AIBREEOE A —/L T FL A (LOFITIE
admin@example.com) ZIHECTEXET, T/, AvbE—VDTRTOT RN —TZEEZIEE
T57 7 v 2 Y IH senveloperecipients (77 ¥ a3 VK (805—Y) &#BM) &iaET5
ZEHTEET,

bigFilter:

if (body-size >= 4M)

{

notify ('$EnvelopeRecipients');

drop () ;

}

notify 77 33 VCIIR K TIODDF T a UglaEATcE, 4~y X —, = Xa—7
EEH, BHA v —VIHEHT I ERFATIA NV Y —AEHBETEET, ZNHD/RT

Ayt—Y 24 LaEERLEEFA—L R —0ER ]



. Notification Template

Notification Template

Ave—C T4 N EFERALEEFA—ILRY S —0ER |

A—=RIIZONEFTHRET HUENRD LD, =oXa—TEEFHELRET DHE0WHT
TL— FERET LML ERET 2HLERH Y £,

T A—=RIXT 7 v a VB (T 7y a8 803—Y) 25W) 2fRETEET,
ZOEBIITDORA =V NO S LT X TEESBX ONET, T 740 b T, AT
’—Message Notification] IZEREINTWET,

TN =T EEHENT AL L LT AREEOETA—AT FLAZEETEET, &
2o A=Y R =0 RXRAEZ DAy E—RICICERTET D $EnvelopeFrom J 7 ¥ 3
ERERETHZ L HTEET,

BT T L— b RXTRA—=2T, BEFEOBET T L— FOLRENCRY £, FEICoOWT
WX, @BE (113 X—) 2R LTI 7EE0,

/K@{@Jﬁiﬁmﬂﬁﬂéﬁﬁﬁ Lfl%@TTﬁ) ﬁ:% M ’—[bigFilter] Message too large] kiﬁécl: 5
WCEBL, VH =2 R RAETTOREFITHE L., [messagetoolarge] 7> 7' L— F&fH LT
I/\i—a—o

bigFilter:

if (body-size >= 4M)

{

notify('admin@example.com', '[$FilterName] Message too large',
'SEnvelopeFrom', 'message.too.large');
drop () ;

}

F7-. $Matchedcontent 7 7 v a VAEHAEHEH L T, BEFEZIIEFHE o T VY T 40
MM H—ZINeZ EHBBHMTHIEHTEET, sMatchedcontent 77 v a U EEIL, 7«
NEHE NI —LTlearT Y aERRLET, 2T, ROT 4 NVZ1E, EFA—/LIZABA
THY L MERPEENDELGEIT, FHEIZEANLET,

ABA filter:

if (body-contains ('*aba')) {

notify('admin@example.com', ' [$MatchedContent]Account Information Displayed');

}

ESPEREY=]

* Notification Template (88 ~X—1)

[7% A MU Y —R (TextResources) | ~—3F 72l textcontig CLI 2 ~v 2 REEH L T,
notify () BE W notity-copy() 77 ¥ a Y THHT LT HF ANV Y =R LD I AZ L@NT

B Ayt L2 EERALEEFA—IL R L —0ER
88



| #9v€—Y 742 EERALEEFA—LRY O—0ER
I5q4vkha—Krat—7svay |

VL — hERETEET, WRZLBET S L— FEER LARWSEAE, T 74V DT v
TLr— M ENET, T4V EIDOT T L= MIUIA vV ANy X —RNEENET
D, T AN NTREAARAZ L@IT 7 — MIIA vE—VU N~y X =TG5 ENEFA, DA
A LABHIZA v — Ny X —%2E0 DT, sallbeaders 7 7 ¥ a U EHAHEH L 4,

FEAZOWVWTIE, [FF AR Y Y—2] OFEEZHRLTITEE,

WOFITIE, A=V DFA ZANKEVGRITROTZ 4 VIR NI H—SNnbE, KEDZ
FEICKHLT, AvbE—URRETELZLERTEFA—NADBEEINET,

bigFilter:

if (body-size >= 4M)

{

notify ('$EnvelopeRecipients', '[$FilterName] Message too large',
'$EnvelopeFrom', 'message.too.large');
drop () ;

}

IS4 R h—RyaE—F7svay
bec 77 v alE, Ayve—VOEi4Aat—%, BELLZEHFICEHELET, ZOW0EX
A= VTV r—yva rEBREERTWET, DA vE—TiIZiTa BT @ik
BENT ELL A —NZEHICNATRAIND I LFRNTD, Ay =TV ORDREE
CZEREITa T —NREEENEZ L ZEMLARAWEAERH D F9,

WD T 4 VAT, johnny N sue ICIFEIND A v =V DZFINEIUITONT, T4 K
H—Ry a—% mom@home . org WK ELET,

momFilter:

if ((mail-from == '"johnny$') and (rcpt-to == '"“sue$'))

{

bcc ('mom@home.org') ;

}

bec 77 aryTIIRRTIDOFTFya Bl EaHEATE, at®— LA vye—IfEHAT
DL~y =z R —7%EE,. BLRatmailhost #FEETEXET, TNHD/RT X —

ZILZDIEFCHRET DRERD LT, T \n—7REEEZRET 25814 2HEET
DMEND Y £,

LT A—=Z T 7 v a B8 (77 v a B8 801—) #5M) ZHEETEET,
ZOERIITEDOA v =V NG LT — 2 CTEEBAONET, 7 74V FTlE, LD
A /‘IZ‘—‘:/@ﬁ:% ($Subject &@LV\]E) ﬁ‘%ﬁﬁéﬂiﬁ—o

Ayt—Y 24 LaEERLEEFA—L R —0ER ]



Ave—C T4 N EFERALEEFA—ILRY S —0ER |

B o5 rn—koae—7r0ay

TR —FEEFENRTA—FL LT, AORTEDEFA—NT FLAEZRETEET, £
72 Avt—DN =0 RREBTDORA v = R CICERET D sEnvelopeFrom 7 7 2/ 9
EERET LI EHTEET,

&@{@ijﬁﬁﬁ@WJ%i{}iaﬁ Lfl%)@f ﬁﬁ% [ [ [Bcc] <original subject>) \—E&ﬁéﬂ ) 5‘—
V7R A X padbouncelhome . org IZFRE AV TWE T,

momFilter:

if ((mail-from == '~johnny$') and (rcpt-to == '“sue$'))

{

bec ('mom@home.org', '[Becc] $Subject', 'badbouncefhome.org'):;

}

4 FK DD /T A —H T alt-mailhost T,

momFilterAltM:

if ((mail-from == '~johnny$') and (rcpt-to == '"sue$'))
{

bcc ('mom@home.org', '[Bcc] $Subject', 'S$EnvelopeFrom',

'momaltmailserver.example.com') ;

}

caf

Bec () notify (). bounce() DT 4 NVE T avzFI745HE, Xy hU—=IHITUA L
AMRANTLEERSHET, TIA LV R O—Rrat—=T 4V T I alii, TDAy
T—VORERRAC—THILA vV ERHBUER L ET, BT V2T 7 a0k, TD
X/?~V®A/& %a@f/t VEFBUER LET, ENICTIEH D T8, ~v ¥ —

COANANEGENTWAEERNHLYVET, XUV RAT4NE T I7alidi, tOAAvyE—
/@Wmmm#mﬂ4b%aﬁ%/? VEHBIERLET, 32009 LWTNOHEIZ O
ThH, LAY E—VET VT TA IR ZAFX Y ROT VT AR A%y VOB & 1T
20 EHA,

BE DR A MTEETDHEIE. bec) 727 ¥ a 2BEEIFOHTZ LN TEET,

multiplealthosts:

if (recv-listener == "IncomingMail")

{

insert-header ('X-ORIGINAL-IP', 'Sremote ip');

bcc ('S$EnvelopeRecipients', 'S$Subject', 'S$EnvelopeFrom', '10.2.3.4');

B Ayt 78 EERLEBFA—IL K S —OFA
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bee-scan() 7V 3 >

bee-scan() 7V >3 > .

bcc ('SEnvelopeRecipients', 'S$Subject', 'S$EnvelopeFrom', '10.2.3.5'");
bcc ('SEnvelopeRecipients', 'S$Subject', 'S$EnvelopeFrom', '10.2.3.6'");
}

&R R

« BEAOMAITEEENTEA—LOBCCHEIURAF ¥ (135 2—)

bee-scan 7 7 ¥ a Uidbee 77 g L RRRICHERE L £ T8, HMESND A vy E—TIETH LY
Ayt —T L LTHbNAT=D, BEFA—N LTI 2% RHB L TEEINET,
momFilter:

if ((mail-from == '“johnny$') and (rcpt-to == '“sue$'))

{

bee-scan ('mom@home. org ') ;

}

fREES S UVHERT I Va3

quarantine (‘quarantine name’) 7 7 v a L, MBEEZ U 7 EFEEN A F 2 —ITAND A vE—
VN7 T 7 eRELET, REHCOWTOREC O N TR, THE) oEEZZRL TS
V), duplicate-quarantine ( ‘quarantine name’) 7 7 /3= VEFEITTHE, AvE—TDa
E—RRESN TV OIRMET Y TIZEbICEE S VE T, WREE= Y 74 O KRICF & /N CFT
XAl S L ET,

WREEZ 7 7 DT bl A v —U1F, BT A=A T T4 DFRD OB Z i L £ T,
A=V NATITADORRIZEEST DL, Ay =K1 SULOREECEY 277 7
PRESNTWIUT, 8T 5F2—ICAD T, ThSoLEERESET, AvE—
CIINA T T A DORRBIZBEEL 2L, R TIIEERE S EE A,

L7 oT, Avb— 7 40H(1C quarantine() 7 7 ¥/ 3 OBV . FD%IT bounce () ET-
X drop() 77 ¥ a vl BhH. REDOT 7 a iV Ave—VI3M 774 Vv OKRE
WZEE LW, A vye—VEREEC Y 7TICRESNETA, A vE—T 7 0 VZICIRBET
I arPEENDIHABEETTIN, AvE—VRET v FARLERET VU FUAINLA R
Fyrr, FHEaUTUY T 4NAICEY Ry ENET, skip-filters() 7 7 ¥ 3 LI K
DAy E—VIFIRYV DA v =Y T4 N E2E2EIXLETR, a7y T4 VEZBREHAIN
DPAMBYET, HExIE AvE—T T4 NERA v —VICREEY T 7 2% E L, A
IZHE D skip-filters() 7 7 v a VY bRELTWDIHA, BT AN LT T4 DDOT
7 aliNAyE—UR ey FENLGEERE, AvE—VIFEOIOA -V T 4
NH T RCAFy 7 LI BT S ET,

WOBITIE, A vE—IUT Tsecret word) & W) FEEIZH L WNTNUOOHFENEFEN TN D
L. FOAvE—F Policy [@BE= Y TIZERFINET,
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B sczz=7r030

Ave—C T4 N EFERALEEFA—ILRY S —0ER |

quarantine codenames:

if (dictionary-match ('secret words'))
{

quarantine ('Policy');

}

WOBITIE, HHEAET . mp3 7 7 A MERDWRMN 7 7 A VT _RTRr Yy T THARKRY > —
NHHHEDERELTWET, ZIEA v E—IIC mp3 BROEA 7 7 A VRHHEE. 2D
A7 7 A VITHIBR S L, BB DA ve—Y (RXEMOUWEE T 7 A4 0) ZARKROZEHITSE
FENET, TORA =T RTORMN 7 7 A VBTSN TWD a v —03 @ik (Policy
PREE= U 7ICHME) SNET, 7u vl SNERN 7 7 A V2R ETILERD HHA, Ak
DZEHIIA v e—VEBH=Y 760 V=235 L5 BRI L ENTEET,

strip all mp3s:
if (attachment-filename == "' (?2i)\\.mp3$"') {
duplicate-quarantine ('Policy"');

drop-attachments-by-name (' (?1)\\.mp3$");

}

RIEELEETI Ay

alt-rept-to 7 7 v a id, AvE—VOERERHIIA v E—VOT X TCOZEELIETE L%
BHEICETLET,

WDT 4 NEE, o R_Ra—TZEHEDT KL AT freelist.comMEENTNDTRTDA v
T—UEEEL, TOA v E—VDTRTOZ(EHE % system-1istsemyhost.com(ZAE B LE T,
freelistFilter:

if (rcpt-to == '\\.freelist\\.com$")

{

alt-rcpt-to ('system-lists@myhost.com');

}

EERAMEETI Va3

alt-mailhost 7 7 /4 :/Li\ J%_‘%:IJ:R L/f:)l /’[Z*V@'@AJ\VC@%{%%@ IP 7 FI/X %\ ‘T’Eﬁéb
THIEIP 7 RUAE IR A MAICER LET,
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\}

ZEIETAR b (Virtual Gateway 7 KL R) EE7H 3> .

G¥)

alt-mailhost 7 7 v a v BFETTHE, TUVTFANAAX Y ANZLD AL L GEHEINTZA >
T—UNREES N NE DT D ENTEFET, alt-mailhost 7 7 ¥ 3 13 quarantine 7
Iy a NERLTHEITEN, BELIEA—IL HRAMIAvE—=V2%ELET,

ROT7 4 NVZIE, TRTOZEFICONWT, ZEFDT RLAZBA K example.com [T L
ij‘o

localRedirectFilter:
if (true)
{

alt-mailhost ('example.com') ;

}

ZHUT LY, joebanywhere.com |[ZIE[E 4D A v — D Envelope To 7 K L A A3
joe@anywhere.com 272 V) . A v —I% example.com D A —/LAR A | IZEE E3E T, smtproutes
a~v FTRESNTBIV—T 4 U Z1E#RIT, §lEkE Ay b= 0N —F 4 U 7IZHEH S
NET, (B—=W) RAASL DB FA—NDN—T 4 7 BH) ,

G¥)

alt-mailhost 7 7 /4 VT&iﬂ—\o‘_‘ h%%%*gﬁéfé i’ﬁ_‘/uo :@@1@%/4 5 W_Li\ Z)‘b U e
SMTP /L — FZB L £97,

DT 4 NVEIL, TRTOA YT —%192.168.12.51C U XA L7 N LET,

local2Filter:

if (true)

{

alt-mailhost ('192.168.12.5");

}

ZE{ELAR ~ (Virtual Gateway 7 KL R) ZEF7H 3>

alt-src-host 7 7 ¥ a d, AvbB—VDEETARA NERELEEETICEARE LET, BE
TEARA NI, AvE—VDRETLERDIPA L H—T =2 A, FIFIPA L —T A AD
TN—TIC KR ENET, IPA U F—T o ZADTNV—TNEIREINTHE. VAT AT
FA A —IVOBEUMERHZ, FTNA—THNOTRTDIPA v H—T o f A EETA X —T A
AL LU THERHTZMBEABYIRLET, DFED, ZHIZEY 1 HD CiscoE A—/L &%=
TA T TITAT LV AEEOERBES— U= 7 RLAEZRETEET, dBHlICONTIE,

Ayt—Y 24 LaEERLEEFA—L R —0ER ]
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B o750

Ave—C T4 N EFERALEEFA—ILRY S —0ER |

Virtual Gateway™ 77 / =V — % L TT_XTDORR M EiTz KA A TOMED A —/L
Tz A ZZRLTIEIN,

IPAUHE—TxA A, BUEVATATHEESNLTWDIP A v F—T =2 A AEITIP AV
=T 2 A AT N—TLEFICELTEET, ROT A NZIE, IPT RLVANR1.2.3.4THDHY
F—F RAMDOZELEZTRTOA =R LT, BfE @E) PA v Z—T = A A
outbound2 ZEHT A — o = A ZER L E T,

externalFilter:

if (remote-ip == '1.2.3.4")

{

alt-src-host ('outbound2') ;

}

RDTZ A NVZIE, IPT FLANR1.2.3.4THDLVE—FRARDDLEZELIZTXTOA vE—
DICH LT, IPA v H—T =2 A AD T )—"7 Groupl ZHEH L £,

groupFilter:

if (remote-ip == '1.2.3.4")

{

alt-src-host ('Groupl');

}

T—hAT 7o ay

archive 77 ¥ a i, DA vt — (TRXRTORA =TV N X —LZEH5E2ET) O
V=%, 77747 A LD mbox WD T 7 A /WHRAFLES, ZOT 7 a Tl Ay
TV ERGETOR T T ANVDARINNT A—F L LTHERESNET, VAT AET7 404
OIERRIFIC, FRELTE 7 7 A VA THEINICR 7 BT 27 Vv a v BERLET, £/, B
FEOT74NEal Ty A NVERETHIELTEET, 74NV ZET o NE T T 7 ALD
MEBZ?;XAM:\ filters -> logconfig '3‘7:['7‘/ FTo7 4% uJ A7 g V%%ﬁ%f% i—j«o

GE)

logconfig A~ RiL filters DY T o< ]“/quo oY Tavwy }‘@%éiﬁ%ﬁ%@:@b\f
X, CLIZHEH LA v —Y 740 V2 OFH (118 X—) 2R L TIIEE,

mbox FERUFAEAED UNIX A — /LR v 7 AT, A v b—V A2 HHEICKRRTHZODO—T ¢
UT A RNSBEHESNTOET, FEAEDUNIX A7 LA TiE,  nail -£ mboxfilename)
EANLT, Z7ANVEFRTEET, mbox BRI L—0 TFRARNTHDHZ0, L@OT
FANZTFT 4 ZEFEHLTA v E—VORNREFRTHIENTEET,
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| #9v€—Y 742 EERALEEFA—LRY O—0ER
~vs—tirrsva |}

WOFITIX, T _Xa—TEEH N joesnitheyourdomain.com & —HTHHEIC, A vE—V
DA B =7} joesmith & W) BT IRFEINE T,

logJoeSmithFilter:

if (mail-from == '~joesmith@yourdomain\\.com$")

{

archive ('joesmith') ;

}

ANy A—HIETIay

strip-header 7 7 v a UId, A v EB—CORED~y X —%{~, BIETHRIZEY T H1T%
Ay—UnbHIRLET, Ny X —PEEHIEEIT. ~v X —DTRXTDA VAKX R
( TReceived:] ~v X —72 &) MNHIEINET,

WOHEITIE, TXTORA vE— TEERINT x-DeleteMe ~ v ¥ —NHIFR SN E T,

stripXDeleteMeFilter:

if (true)

{

strip-header ('X-DeleteMe') ;

}

Ny X —IZET HEEEIT O LA, ~y X —OBEOEICITOE T IThR AR (X vy '—
DD~y A =DM, B, BEEEITI) T4 NZRERE) NEERTWAEICEELTL
SV, FEHICOWTIE, Avt—Y Ny X — L— LB LUEHE (6-2—2) 2BML T
S,

ANy BA—EATIaY

insert-header 7 7 ¥ a E, A v b= IZHF LI~y X —ZFALET, AsyncOS (&, A
LTe~y X =R ZWIZ LT DM E D M EREEL E¥ A, AREND A vy E—URE
A—=NDA B —Fy M ERHTZ L TWDENE I ML, =—FPRES THRTL2LERH Y
£75

ROFITIE, x-Company & U Iy B =R R =T R WA, :ODJ\Vy_‘a:My Company
Name <1: A 5 1@75)?}}Hﬂiﬂéﬂi—§ao

addXCompanyFilter:

if (not header ('X-Company'))

{

insert-header ('X-Company', 'My Company Name') ;

Ayt—Y 24 LaEERLEEFA—L R —0ER ]



Ave—C T4 N EFERALEEFA—ILRY S —0ER |

B s—sxxrmerroay

}

insert-header() 77 3 a V' TlE, ~v X —DT XA MIFF ASCII XFxFHTEE, 7277
L. Ny X —Z100iF (BEESFO720) ASCH LT LMEH TE A, Witttz Rk KRICE
OBHH, T AKR— b =2 22— FiZ Quoted-Printable & 72 £ 7,

G¥)

strip-headers T 73 & insert-header 7 7 /3 V%ﬁ‘ﬁ%‘/ﬁ\b“@:é Zkizky . LD A
TV HIEEDA v =V Ny A= BEIWR L ENTEET, HAICEI->TE AL
Ny A=A T 5 2 ENTEETD (Received: 72 E) | ZNLADGEIZFE T~
F— 2 EEEE T 5 & MUA 2NEELT 256238 0 3 (Subject: ~ v ¥ — 245 alfd 4
LB L) .

Ny B —IZET A RIEEITHOHE. ~y X —OREOEIITNITIITONTZEE (X vt—
DD~y A —DEM, B, BEEEITI T ANZLERE) NEERTWLEICEELTLE
VY, FEMCOWTIE, Av =Y Ao X — L= LB LUGHE (6 3—Y) 2L T
Sy,

ANYF—FXRMRETI VA Y

ARXwWET U ¥ 3

edit-header-text 7 7 ¥ a V& FITTH L, EREFOEHMEREEZFEHA LT, EELZ~y
H—T XA NEBEEWZIDILENTEET, ZOT A NHII~Ny X —NTEREKRE HTD
TXANERBEL, HE L ERKRBICE SR E7,

Tzl 2, B ACRO LD R~y =0 obDE LET,

Subject: SCAN Marketing Messages

WROT 4 2%, [SCAN] &) T F X FxHIERL, [MarketingMessages] &9 7 F 2 |k
T~y X—HNIZEELET,

Remove SCAN: if true

{

edit-header-text (‘Subject’, ‘ASCAN\\s*’,’’);

}

TANBITIA =DM LT, RO~y X —ZIRLET,

Subject: Marketing Messages

’

~

edit-body-text () A v —3 7 4 )X OBEHEIL Edit-Header-Text () 7 A /L& L RIEETI 3,
A =T D~y X =TI < ACHBEE R T,

edit-body-text () A /V[Z—“‘/ 7/]’/1/5 Li/ka)*%jt%{iﬂq L/ij—o %?‘B@/\Oﬁ A—H ﬂi*ﬁ?ﬁ‘?@f:
DOIEHEKB T, 2FHODNT A= TEBROT-HODT F A LT,
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N

nmzmrova ]

Example: if true ({
edit-body-text ("parameter 1", "parameter 2");

}

edit-body-text () A /'{Z“*‘:/ T A4 IVFITA /‘IZ»—‘I/ZIKXCOD%WWL@E?T%TTO %H/:EO) MIME
HoanAyt—r0 TR ERRENDD RS T 7 A40] LRRENDDOFEMIZOVT
F. Ay E—UARLEA Y E—VIRMIT 7 AL (6 =) ZZRLTIIEEN,

WOBITIE, A vt—T75 URL BHIERS 4L, TURLREMOVED] &9 7 %A MIfE X
A HNTVET,

URL_Replaced: if true {

edit-body-text (" (?1) (?:https?|ftp)://["\\s\">]+", "URL REMOVED");

}

WORITIE, A vE—VORIDBHASREESDHIFRS I, [XXX-XX-XXXX] W) 7%
A MIEEZHBZONTHET,

ssn: 1if true {

edit-body-text (" (2!1000) (2:[0-6]\\d{2} 7 (2:[0-6]1\\d|7[012])) ([
=1?2) (2100)\\A\\d\\1 (210000)\\d{4}",

"XXX-XX-XXXX") ;

}

GE)

E/%H#)Aj—ifﬂi\ edit-body-text () 7 4 NVHTIEA—KID %f{iﬂqfsc" i“ﬁ_‘/uo

HTMLZE#7 - >3 >

RFC 2822 TIEETF A=/ A v bE—U DT F A MEXPHEINTWOETA, RFC2822 A v

T—VHAOMD AT YD N T ARR— N EEET 7D OPEEMKE MIMEZR L) BHY
F 9, AsyncOS L htnl-convert () A v —Y 7 4 VX EfEH LT, ROMELIZL Y HTML %
TFL—r THRAMIBWTEET,

Convert HTML Filter:

if (true)

{

html-convert () ;

}
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B oozxdosran7ovay

Cisco A vy &=V 74 MV Z X, FFEDMIMEH A A vy ®—2D TR THLH T 7 7
AN THDLIPHEHBILET, ntml-convert () A v =T 7 4N FITA v =T RILDBHAL
XG4, A yt~9®2|§5(k?ﬁ31¢774’/1/0)%‘5%!]3&:01/\’(@\ AvE—URILEAE—
VIt T A (63—) BEZBL T I,

html-convert () 7 o4 /L Z D LENDO HTML % #4250t BRIk > TR 97,

AvE—=UNTL—rTF AN (textlplain) THDLGH, AvE—VIFERINTICT 4 V4
@i LET, A vE—URHMARHTML A vE— (texthtml) THoHHE, T CTHOHTML
B TIEA v B—=UNOHIBRE, Y ORI HIML A v 2= IZhb S ET, %
TOF7 +—~v MITObRP, HIML 237 L —> TF A MDD Z Liddb 0 A, i
73 MIME (multipart/alternative #3&%) T, [ U= 27 VT text/plain #545 & text/html #5523 &
FNTWBIEE. 74X ITA v B—T O text/html #3457 % Bl L T text/plain #8027 L £ 97,
%@ﬂﬂ@MIME§74'7 (multipart/mixed 72 £) TiX, 39X TOHTML A0 D% 7 034 Fr &
. AvtE—VICERASNET,

)( vt— 7 4V H TIHE, html-convert() 7 A NVZ T 7 a NINEHEDO A v B—TIH
ERET DT T, Ay E—UBEDER i@‘< FHAThhEEA, A yE—YOEHEIX
ﬁ““\“(@kﬂ?ﬁ)mT LEERIATORE T, ZUCE v, BERNIMOT V2 T 7 v = /75>7|:

DAy E—VHWHST L LENTEET,

NOUR TAJdrAILToay

bounce-profile 7 7 ¥ a X, REFHADNNT LA T T v A )VE Ay =08 ) Y TE
To (NUUVALIEEFA—NVORH Z2BH) . AvE—VZEETERVWESG. NU X
TRT A NTRESNIZAT AT T v a UPMERESET, ZOHREIE. U AT —DORE
MOFEID B THATNDOINRNY AT a7 7 A0 (EIDYTHNTWDLEGE) ITEEL TEHES
WET,

KD T 4 )V HDOFIT [ EEEINDEFA—ILDD ISR #—|Z Tx-Bounce-Profile:
fastbounce] MHATXTDOEBEL A —/VIINT A a7 7 A/ [fastbounce| 23EH|VY Y TH

NET,

fastbounce:

if (header ('X-Bounce-Profile') == 'fastbounce') {
bounce-profile ('fastbounce');

}

TFUOFRINLSDRTLDINAINA T3y

skip-spamcheck 7 7 ¥ 3 Ui, VAT AIIRKESINT AT VY R—=ZADT VF A/NAKT 4 )V
BV TG RTARLNRATHEI VAT AERLET, avT oY R—ZADT o F AN
TANZY) CTPRESNTOVRWGE, FE3A v E—URH LN LD AN AF v o Okf
BICRESNTWARWERIE, 20773 a2 ETLTHA v E—VICEBIIH Y 8 A,

WOFITIE, AvE—VDIPLE2T—var AaT7NEWEAIZ, A vyt—iktd 5
VTFUINR—ADT VFANKT 4 JVE Y THEREN S N A SN ET,
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whitelist on reputation:
if (reputation > 7.5)

{

skip-spamcheck() ;

}

BEEIEE
CHEED L—EERRIC PO & S T B
c ZRK T ANENEDT FTAT v RERA v — T DIk
GULAA—=ILTHOa2DINAINR

HEDA v — I LA A=A T2 arz@mHLRnEE, ROAvE—2 T4 VE T
JyvarEMEALTAALRATEET,

A= T4NETY |FREA

vav

skip-marketingcheck 2T 4T A=IVCKTET I a DA IRA
skip-socialcheck V=X Ry T =0 A—=ZKT DT I a DA IR
skip-bulkcheck IV T A= VCKET BT 7 v a DA NR

ROFITIEL, Y AT — “private_listener” TZE LA Yy E—VIE, V= v b Ry NU—7
A=ATHT DT VA AN T 72 a2 A NATHLENDL T EHELTVET,
internal mail is safe:

if (recv-listener == 'private listener')

{

skip-socialcheck () ;

}

TFOFIANR DRATLDINAINR T3y

skip-viruscheck T a \/Vi AT A \—uxﬁ::éﬂfplj/l} /I/XT%;E ./XT.ZA%‘?‘/\"C/\/]’ VA
ATHEIVATACHRLET, TVFUANA VAT ANRRESHTWARWES, £720%
A E=UNHLNLOTANVAAF ¥ VOMBRITHESILTWRWERIE, 2077 g
ZFEITLTHAvE—=VICERBIIH Y A,

WROFITIE,  lprivate listener] &9 U A F—TZEFELIEA vE—VIZH LT, 7 F AL
VAT HNET UTFUANA VAT DK DB A RASTVET,
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internal mail is safe:

if (recv-listener == 'private listener')
{

skip-spamcheck() ;

skip-viruscheck();

}

T77A4IL LEaAT—2ay T4 ) 0BKV T 7AW RTLDINAINR T
o3y
skip-ampcheck 77 3 3 UE, A vEB—Y NV AT ATRESNEZ7 7 AV LE 2T — 3
TANBEN U TBERT 7 A NG ENANRAT A EETAITHEY, VAT AZHERLE
T, Z77ANVE2T—v a7 4N Z ) U TRBIVT 7 A VGHRRE I TWRWEEE,
FEIEFEAE—UBHELN LD T AL LE 2T —S gy TANAEZ YU TBINT 7405

A% v L OFRICBRESHTOARVEAE, 07733 2FTLTHA vE— DI g
ESWE I

WOFITIE, PDFIRfT 7 7 AN EEDRA v E—URN T 7 A0 LE 2T —Say 74 0E Y
TBILORTZ 7 AN ENRANATDHZ EE2BEELET,

skip amp scan:

if (attachment-filetype == 'pdf')
{

skip-ampcheck () ;

}

DANWNATIORTLAY T4ILEDRXv U TMBINAINA TH 3>

skip-vofcheck 7 7 v a i, AvE—VYDOUANAT ORI LA T TANFILDAF Y=
VTR ANANASIND LD VAT AR LET, VANVAT U RNT LA T4NLED
AX X =V TN A F—=T MR TWRWGAE, 20T 7 v ar2F-TLTHAyE—Y
IR H Y /A,

WOFITIL,  Tprivate listener] W9 U A F—TZEFELILA v E—VIZXH LT, VALAT
TRTVUA T TANEDAF ¥ =2 IR ASA RZAIPLTOVET,

internal mail is safe:

if (recv-listener == 'private listener') Outbreak Filters

{

skip-vofcheck () ;

}
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Ayt—

rve—vavemrsvar |

CRTEMTOaY

tag message T aviE, DLPRIV > — T4 VB2 Y T THEAT LA LHGEZEEA v
(AL ET, DLPRY v —ZREL T, AR U HBEA v E—V X TRHDHA v
*‘V@CBE%T%.’) TENTEET, AvE—V X 7IREHEMTEIRRENETA, ¥ 74T
(X, [a-za-20-9 -1 DFHDILFD O AEEDO S D EMAGbE THEMATE ET,

A= DT7 4B U SIERT S DLP R Y U — DR IEDFHEMZONWTIL, [F—F WM
KBhilk] OEEZSRLTLEIN,

ROBFITIE, 4T TiEncryptl)] BDEENDA v E—VIIA v =V X T EHHAL TWET,
Cisco Email Encryption MEH TE 25513, A v EB—VOBMERNIICA vE—VE2Z DA v E—
U H 7 CHESAET 5 DLP AR Y v —ZAFR & 97,

Tag Message:

if (subject == '"“"\\[Encrypt\\]")

{

tag-message ('Encrypt-And-Deliver');

}

Ry T r)EMT7IV 3

log-entry 7 Z v a it WAXVAAXLETIXFARNE, TFA K A—)L a7 nro UL
TEMLES, TOTFRRAMNUTT 7 v a VEBZHENT 52 LRTEES, 2077y ar
AT DL TRy TRHTERR T XA MR, A=V T4 NVERT 7 a2 F 7L

HIZBET 2EHREFATEES, 7 = M A Yy E—Y TR U TICHRRINE
D

WOFITIE, A v =Vt LOBEFERNEENTWD LRI SN d A ve—U 0Ny
VASINEZ EERT e o FUBMEASILET,

CompanyConfidential:

if (body-contains ('Company Confidential'))

{

log-entry('Message may have contained confidential information.');
bounce () ;

}

URLLEaT—2a>r 703y

AvE—VIZEFNBURLDOLVE 2T — gy 2a7 %L T, URL E-13F0EEELE
FLEd, BEARFEMEFICHOWTIE, BEEDH D URL £7201FEFE L < 22V URL 725 Off#
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Ave—C T4 N EFERALEEFA—ILRY S —0ER |
B wriiEas—sa B SERLETER MCERT S

DAy E—JICEENAURLOET : 74V ZTOURL LV E 2T —> 3 £7-1Z URL BT
FVOTIarOfff #2RL TSN,

INLDOT 7Y a T, = VIRETT,
URL L E=2T7—vay 77 ¥a rO&HMIRO EBY TT,
*msg_filter name [ Z D A =T 7 4NV HDAHRITT,

*min score B L Wmax score ld, 77 v a viEAFHOK/NA T LKA 7T, #
M#EHIZIE, FEET2EbEENET,

B/NAaT LR RAaTIL-10.0 005 10.0 £ TORPANOEE TRITHIZRY T8 A,

Lt 2T —va = EARLAaT MNMERINRWGEDT 7 v a Y ERRRET DI
ZDOT 7 v ard Inoreputation] NN— a3 EMHEHLET, 2OV TILIFEDOIET
AL ET,

s whitelist (%, (urllistconfig 2~<> RZEMFHALT) EFRIN TS URL U X FDAH]
T9, "UA MU A MO EIXMEETT,

* Preserve_signed DOPLEIWZ O FEZIZ L ZATILET,

N-ZDT I arERBLDA =P FICHEAT S
c0-ZDT7¥arETRTORAye—VIZ#HT 2
preserve signed BEBELRNWE, 7733 VEIRBADA =V TICEHSNET,

ESPEREY=]

*URL L a2 —3 3 3% URL #T7 F X MIE#T D (102 2—)

cURL LB aTF—3 3 2 f-3% URL OERAZTY RS (103 ~=—)

cURL L EaTF—3a i SX CiscorXxa T4 7uaX|CURLEIYX ALY v T 5
(103 ~=—3)

URLLEa2T—2 3 VICEDEURLZTHR MCEHRT D

LEaAT—2arHY—ERADLRATHRESNBIGEEICTI Va3 v EaERTTHICE
url-reputation-replace 7 7 v a Y EEH L £,
url-reputation-replace 7 7 v a Y EMHHAT AT 4 VW E OHELEZRITR L ET,

<msg_filter name>:
if <condition>

{url-reputation-replace (<min_ score>, <max score>,’<replace text>’, '< whitelist>',<
Preserve_signed> ),}

replace_text &, URL #{EXHZ 57 F A L TY,

LEAT—23 v H—EXNSLRIATHRBESNGIMEEICT Va3 EETTHICE
url-no-reputation-replace 7 7 v a &AL E9,
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Ayt—T T4 LB EFERLEEFA—LKRY O —DEA
I
URLLE17—>3vicgs= RLoEBERYER< |

url-no-reputation-replace 77 > a Y AT 57 4 VW Z ORELZRITRLET,
<msg_filter name>:

if <condition>

{url-no-reputation-replace ('<replace text>', '<whitelist>', <Preserve signed>);}

replace text |&, URL Z#EXH# iz 57 F A N TT,

URLLEaT— 3 VITEDE URLDOBEREI YR

LEaAT—Y a3V H—ERANLRAT7HNRBENJIGEEICT I a vEETTHICE
url-reputation-defang 7 7 3 Y &M L 7,

url-reputation-defang 7 7 ¥ a VY EMHEHT D7 4 VX O E IR LET,
<msg_filter name>:

if <condition>

{url-reputation-defang (<min_score>, <max score>, '<whitelist>', <Preserve signed>);}

LEaT—2 a3 v H—ERADLRAT7HIRBENGMESICTI a3 vEETTHICE
url-no-reputation-defang 7 7 >3 L £,

url-no-reputation-defang 7 7 ¥ 3 VAWM 57 4 VX ORI LE T,
<msg_filter name>:

if <condition>

{url-no-reputation-defang ('<whitelist>', <Preserve signed>);}

URLLEaTF—SavizEDZCiscotxal)F4 7AXVIZURLZYSEALY FT 5B

LEaAT—2a v H—EANLRATHRESNBIGEEICTI a3 vEETTBICE
url-reputation-proxy-redirect 7 7 ¥ 3 Y &HEHA L £,
url-reputation-proxy-redirect 7 7 ¥ a Y EAEHT DT 4 VX O EZRITR LE T,
<msg_filter name>:

if <condition>

{url-reputation-proxy-redirect (<min_score>, <max score>, '<whitelist>',

<Preserve_ signed>);}

LEaT—Y a3 v H—ERADLRAT7HMREBENGMESICT I3 vEERITTHICE
url-no-reputation-proxy-redirect T4 V%{ﬁﬁﬁ Li?o

url-no-reputation-proxy-redirect 7 7 3/ 49 VEEHAT AT 4NV E O ARSI LET,
<msg_filter name>:

if <condition>
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B owrrssu7o0a

{url-no-reputation-proxy-redirect ('<whitelist>', <Preserve signed>);}

URLAT3Y) 7H>ay
AvbE—VICEENDURLOIT I 2 LT, URL £7213F0@E2LE L4, EE
BREEMZOWTIE, EEDOH D URL F2ITEFE LRV URL ML DOEED A v —JIZE
NAHURLDEE : 74 VA TOURL L 2T —a X URL AT IVDOT 7 a>D
i #2B LT EE,

INHDOT I a TR, V—IVIEIARETT,
TRTOURL BT AY 77 arrO&EDITROEBY T,
+ msg_filter name (X vE—2 7 4 L H DLFITT,
s category-name |X URL 77 IV T, EEONT TV EIEBEETHHEF. £ 73V %0
U TREINET, ELWITIVLAEHRTAIZE, a7 74V ZD URL T
TYUEMERIIT 7 a 2R LT IEEY, 53V O & FIZOWTiE, URLSY
TAVIZONWTEZRLTI I,
e url_white_list &, (urllistconfig 2~ R L T) EFI4L TS URL U X D4R
V(:‘ﬁ—o
« unsigned-only : 0 £721% 1 Z AT LE T,
l-ZDT I VarERBLDA yE—VREFICHEAT S
c0-ZDT I varEITRTOAyE—ICHEAT 2

ESPERENS

cURL 7 IV IZESX URL #7 F 2 MCEHT S (104 =2—2)

cURL T TV IZHS% URL OEHRAZTV RS (104 =—)

cURLAT I VICHESE CiscokFxaUT 4 7aXFUICURLEZ VXA L7 b5 (105-3—
D)

URLATTVICEDEURLE TR MCE®RT S
url-category-replace 7 7 v a Y EMHFHTH 7 4 WX DL RIS LET,

<msg_filter name>:
if <condition>

url-category-replace ([ ‘<category-namel>’,’<category-name2>', ...,

‘<category-name3>'],’<replacement-text>’, ’‘<url white list>’, <unsigned-only>);

replacement-text (£, URL ZEX#Z 5T F A T,

URL AT ICEDE URLDERZFELY & <
url-category-defang 7 7 ¥/ 4 VERFEHT A T4 IVEDOEL BRI R LUET,

<msg_filter name>:

if <condition>
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URL 75U I®S% Cisco ¥ U7« FOXVIZURLEUSEALY 55 [

url-category-defang ([ ‘<category-namel>’,’<category-name2>’,..., ‘<category-name3>'],

'<url white list>’, <unsigned-only>);

URLAFTTVICEDECiscotxa)T1 JAFVICURLZEYFA LY RT3
url-category-proxy-redirect / 7 3/ = VAT AT 4V E O ARSI LET,

<msg_filter name>:

if <condition>

url-category-proxy-redirect ([ ‘<category-namel>’,’<category-name2>', ..

.

‘<category-name3>'], ’<url white list>’, <unsigned-only>);
0 > ~ ~
ARL—30%L

FRXL—va LT 7 v a i, BEEFATLERA (no-op) . @A FEEE, Koo 77
EXEOMDOT 7> a B LR2VWGRICA vy =Y T4 VA TCIOT 7 a2 TEE
T, 2R ERLEHLWA ve—Y 740 VX OEIWER R T DLEIC, BER LT 7
varEEHATEET, AvE—Y T ANAEREELEL, [AvE—T 7 0 V¥ (Message
Filters) | L R—F X—=UZFHLTH LWA v — 740 VX OEMEEZE=% L, B
JETDE T 4 N ETETCEET,

WIT, BAER LT 73 avaAve—Y 74V ECHEMATAEZRLET,

new filter test: if header-repeats ('subject', X, 'incoming') {no-op();}

BEA—ILDBEET I3y
BIEI N A v E—U 05 From: ~y X —%HIFRL, =0 "o —7 R EETEIBRAET,

DAY= T 4 E %, A yE—VHNOFrom:~y X —EREEOHELHRL, avT v
VHEOHEO~ T 7 AaTRNI0UETHIGAE, A vE—Y 7 4 V21X From: ~v
H—ZpEL, mo_Xn—7%KEHELESHZET,

FED CF: if (forged-email-detection("Execs", 70)) { fed("from", ""); }

AT 7AINDRAF

EA— N X2 T4 TFI5AT U ATIErToryY A%y F2FHLT, £&40RY o—
LA LEWVWA v E—UNSIEMN T 7 A N EYRRTEXET, TOA vE—IFF0FE FHYET
=F7,

W77 ANDT 4 VB TN, BEDT 7 ANEAT T4 =TV~ ST 74
IWONFIZEESWTAT) 2N TEET, 74—V ML TR 7 7 A VO IERE
R APRT A LK, 22— VITEBEOH DI T 7 A VOYLET (exe’s ) &%
A7 PraE 7 (doc72 &) IZEHE LT, AHINELINTZ T 7 A NVBIRN 7 7 AV 7 4 V5 %@
WTEDLLICTTHZENTERLI 2D ET,

W7 7ANDaT oY BAX Y T, avT U Ay RN 7 s A VLT — 4
PR L, ERRBRICEZ2MRBEFEITLET, 77 A NVDT—H L A XT—XZ DM IT N
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B =07 roxxes

xR LA £, Excel £721F Word LEZ AF ¥ T B4, IR 7 74V 2%y =
U UtE exe, Jdll, bmp, .tiff, pex. .gif, .jpeg. .png. Photoshop H{EDKHDIALT 7 4 L H

BETEET,
TTIAT L ADALT Y AX YT T, ROT —hA T 77 ANERTar Ty A%y
VEEITCEET,

*ACE7 —Hh A7

CALZ T — AT

sApple T A AT A A—
AR 7 —H A7

cbzip2 T— AT

*EGG 7 —A 7

* GNU Zip
cISOT A AT A A=Y
cJava 7 — AT

* LZH

* Microsoft ¥ ¥ ERw N 7—H A 7
s RAR ¥ /L F/X— K 77 A )L
*RedHat Ny 7 —¥ ¥ 32—V 7T —HA 7
* Roshal 77— 17 (RAR)
*UNIXAR 7 —W A7

* UNIX JEAf§ 7 — A 7

» UNIX cpio

» UNIX Tar

XZT —NAT
CZIP T = AT

» 7-Zip

* ARC
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Ayt—T T4 LB EFERLEEFA—LKRY O —DEA
I
FT7ALDORF Y THATEAvE—2 7105 [

\}

(B av7uoY AXxFB#ET 7 A VOEMERTRT HICIE, Web A v F—T = AT[EFx=
7 4 P —E X (Security Services) ]>[AF ¥ L EIE (Scan Behavior) | ~— &Ml HIF 270,
CLI T contentscannerstatus 2~ > N2 L £, b7 7 A ML, 7Ty 77—k =
PHEALCHBMICESSNET, N6 7 7 A NV ETEITESTH2581F. Ax% v o @fE
DRGE (141 =) Z2ZRL T LIV,

ESPERENS

I T T ANDAF Y TERHTOHAyE—Y 70 % (107 X—)

o A A—=U4Hr (109 =—2)

A A=V ARy VU ORE (109 R—3)

o A A=V HHHERIZEANTET 72 a VEITORA v —Y 7 40 V2 O (111~—2)
gl (113 %—2)

M T FANDAFT Y A= T4 FOH (114 2—)

AT F7AIVNDRAZT Y THERT DDA YyE—2 T4ILE

ROFICTEHENTNWD A T— T g VBT a3, ETRWT 7y a T, (R
770z vry7EaN, Avbe—YO0BEREITESNET)

FFarDary ME, TvF—DEIAvE—VITENENDETFARNT, Avk—
TUNE T IavE 77 ANVDARY > Avt— 7 4 LZOHF (114 ~2—)
L) RMATLZELTEET,

RERAT7FALNDRE Y VCHEAT DAV E—C TJALE Ty

=3 37 A
w77 A0 Ray drop-attachments-by-name Ay E—VOWAT T ANDI L, HE
7" (4wl (<r2gular expressiin LIZIERERBL L — B DARIDT 7 4 v
>[, <optional I _XC Ry LET, T—HA T
comment RKOUAT 7 74 (zip, tar) PITHEST

>]
D77 ANNEDIEGE, ZORNT 74

MIRaey7EhET, S 7 741D
AF L Avv—T 7 4 EOH (114
N—=) BB LT EEN,

{Zﬁﬁ‘j 7/‘,}]/0) ]\\‘D 7 drop-attachments-by-type )( /-E%\:/@%H‘7 4 /r/I/O) 5 ‘6\ *Eﬁiﬂ
70 (y/l) 70/1:31”) (KMIME type Lf:MlME 57/1' 7Di f:6i77/])/1/1ﬁ:9§¥‘
>[, <optional comment ICEEMUTAHAMIMEZ A 707 7 A VAT
. RTFRyFLET, 7—04 THAD

W7 7 A (zip, tar) WIZIZHUT 5
TrANRD LA, ZOWRNT 7 AL
T Rey7snET,
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B siorroxsrocEAT s vE— 704

#R1E

X

Bl

W7 7A400 RKa v
F(TFANEAT
i)

drop-attachments-by-filetype

(<fingerprint name
>[, <optional comment
>1)

A=V OB 7 7 AND L HE
LET7AND [ 740 FH—FY ]
LT DT A NETRT Ry L
9, T—IA THROUEF T 74 v
(zip, tar) NICZYET D7 7 AN DD
Wa. TOWMI7 7 A VT ey 7 Eh
£

W7 7A400 Ra v
-7 (MIME Z A 75l])

drop-attachments-by-mimetype

(<MIME type
>[, <optional comment
>1)

A —=VOWRMNT7 7 AND DB, FEE
DMIME A4 7D7 7 A4 VETTK
oy ZFLET, TOT7 I arTiET
A NAEREFIZ X 5 MIME % A 7 OB
Thhd, 7T—IA4 7 ONEOHERH S
nEEA,

W77 40D Ry
7 (YA XB)

drop-attachments-by-size
(<number
>[, <optional comment

>1)

Ave—VORMT7 7 ANDIH, v—
T a— FERTHEELLETA X (A
FNEAD) UEDOY A X THHLT 7 A V%
TRCRey S LET, T—IA4T7 77
ANVETNIERN T 7 A NVDOGE. ZDT
7 va %, EMERTO YA X & MG

T, EEOBEKROY A ARl E

R

W77 A4 NVDAF ¥
N

drop-attachments-where-contains

(<regular expression
>[, <optional comment
>1)

A=V ORMNT7 740D FEE
LE-IEREHZEL 7 7 A V2T TR
vy LET, T—HAT 77V
(zip, tar) 1L, TIZTEENTND 7 7 A
ILDWT I IERRBLE —8T 255
W Re Yy 7EnEd,

77400 Ry
7 (FEE L O—E5))

drop-attachments-where-dictionary
-match (<dictionary name>)

DT A4NET I a vk, REEOMGE
EDO—FKIZESWOTHAT 7 7 A L ZHIBR
LET, WS77A40THD RSN
% MIME #77 O FHEE S EEE O HEE & —3
T 5856 (o, 2—FERO L X VWE
IZELTWDIGE) « It 7 7 A VRE
TA=ANOHIBRSNET, IR’TT7 7 A
INDAF Y At— 7 4 )L EOH|
(114 ~—2) ZZHRLTIEIN,
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A A—=T0

T |

A=l oTIEHAA—TEELLORHY, WY TRV T Y RRNVDAT v T
DI EMRBIIRDGERDOVET, A A=V VR FERTHE, B A—VHADME
UIThWar T oY ERBRTEET, A A—U0HE, 7o FIANNABIORT o F AL A
Xy UV OMEELIINBREENETOILOTIEIHY A, ZOKREIX, ET AL
WOEY) TR T Y EHETHZ XY, FR®E TOEHAEZIEET 70D LD T
Ty A A=V AX Y T DU EHHT D E A— L OREHEE SHT. B X O H O
TEET,

TTIAT UVATA A=V ERETDE, A A=V 7 4 VZ L— L EFEH LT, &b
LWETA—VELIFRBEYRE A=K L TT 7o a v BT TEET, /1 A—V R
Xy UTIE, WOXATORMN 7 7 A Ve AX ¥ T&E7 : BMP, JPG, TIF, PNG, GIF,
TGA, PCX, A A=Y T FI7A4WiF, AF% v B T—, KKV A X, thBE2HETHT7L2Y
ALEMAL, EEIEY TRV a T oY RNEENL AR EHE L E T, A4 A — VU
TrANEAX YT HE, Cisco 74 H—T V2 MIEV T 7 AN XA THREESH, A
A= TFIAPIFIA A=Y a T oV ESNTHTAITY RALEFHLET, 4 A—UNR
o7 7 A NMTHEDIAENTWEES, avT oY AX Y FE 7 7 A VBRI LET, A A—
UM ORERIT, A vE—VRERTHEINET, A vE—UIlA A—=UBRRNWEA, Ay
=Y ORaTIZ0 LRV ET, ZHIEFSIRERS [Clean) THDHZ AR LET, £
D, AA=TURRNA v —=VICKT D00 RIT [Clean) & 720 £97,

A A—HDHAZT YU IO UDETE

ATy T

ATy T2

GUI NS A A=Vt A X2 —7 /MET 212, ROFIRZFTLET,

FIE

[E%= VU7 ¢ —ER (Security Services) ]>[IronPort{ A —/3#7 (IronPort Image Analysis) ]
DNEZHEAF T,

[£%) (Enable) %22 VU v 27 LET,

RN LT Z & ZRmT Ay E—URNERRIN, OFRRRENRRINET,

AR=TUGI T ANEN—NVEMHT DL ROBZEHIHFERIZESNTT 72 a VERETE
£7,

«[[EH (Clean) ]: A A—VIZWEEI TRV LT UVIEHY T A, A A—IDHrOREEIT

Ao —URRTHEINDITZD, A A—VUBRRNVA v —U2AF Y 725 E0NREER
WX [IEH (Clean) ] &729 £7,

s [BEH LU (Suspect) |: A A—VICHEI TRV T oY RHLAEEMERDH D 77,

« [NEY) (Inappropriate) ]: A A —IZHUI TRV T Y NH Y £,
INUHOFRERRIIE, A A=Y T FIAFOTATY XLZLY | WETRVNa T YR
&L FREME A R TEEATI Y Y THNET,

ROEVPHERERSNE T,

Ayt—Y 24 LaEERLEEFA—L R —0ER ]
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 [IE% (Clean) ]: 0~ 49
s [E&> LV (Suspect) ]: 50~ 74
o [R3#EY) (Inappropriate) ]: 75 ~ 100

RDRARY

FEEARTET DO LICEIVA A=Y A v U2 W TEx £, Zhicky, BHEER 6T
TENTEFET, FExiE, BHENEAL TWAESIL, BEAZEKS LET, #i, f A—
VAX Y U THEUTRVW T YRR ENTWARWESIT, BEZ2ESRELET, KE
BREIZO0 (U L2vy) L 100 RBENRE TH D) OROETT, 774V hOFEED
65 ICFRETDHZ L AHEIE L 7,

ESPEREYS

o f A—USEREOTE (110 2—3)

A A= SHIFREDRE

\

ATy T
ATvT2

ATvT3
ATv74

ATy TH

FIE

[E%= VU7 43 —ERX (Security Services) ]>[IronPort{ A —/3#7 (IronPort Image Analysis) ]
DIEIZHEA F

[FREDMRLE (Edit Settings) (%227 Vv 27 LEd,
AA—TNOREEEHRELET, T 74NV NOKED 65 ICHRET DI E2HEL 9,
[IE% (Clean) ]. [%&4> LV (Suspect) ], 3L O[] (Inappropriate) | DR f%¢ E L £
ﬁ—o

HOHHZRET 2HE. ERERLZRNEIICLTI LS, £, TNTEEEHMLT
<TEEV,

EE T, /A ROBHERIZSIRNA A=V DAX ¥ LA XA 5 X 912, AsyncOS
ERELET (ML) , 740 T, ZORTIT 100 B B/VICERESNTONET, 100
TRNKMDA A—TVEBAF Y T8, RMPEAETHAREMELRH D 7,

imageanalysisconfig 2~ > FZ i L TCLITA A — U iR EX AT HZ L HTEET,

RODZARY
ESPEDEYS]
EEDRA v E—VOHEA DT OFRR (111 2—)
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BEDAyt—

A4 A—
TR

wEoAve—vopzEzaroxrs I

COHERIT DRE

FEDA vy =YD Va7 — a3y Aa7 ZERTHICE, A—nAa 2z L Ed, A—
NaTNEIA A=V B ERTT 7 AN, BEDA =V DR 7 7 A VDA T RERE
NEF, T2, eI 7 7 ANVHDOA A—TUNAX Y VATFENE I IOV T OB D FoR
SNFET, ZoulIlf, A A=V TIEHRL, FAvE—VORMN T 7 A NV OFRERICET S
BFWNFRENET, HE2E. AvE—VICIPEG A A=V 2 &t zip 7 7 A VBRI &
TWeGa, v 27 ox h UVIZIXIPEG DAHITIER L, zip 7 7 A VOARINE R INET,
7. zip77f|’/l/dﬁ§§k@4’% UREENTWDLEGE, a7 = MUIZIETRTOA A —
VOBRKRAATINFEREINET, [unscannable] DEBEINL., WTNNDA A=V N AF v T
TRV EEERLET,

a2 ZZiE, AaT7NEO L D ICREORHE ([IEH (clean) ], [B&4> LU (suspect) ]. F 7zl
[NEE) (inappropriate) 1) (KBRS N DT HEHERITHY A, L, A—r vl %
HHLTHRED A v E—VOEMEZ B CTE 5720, A vt —IICR L TEITENTT 7 Ve
NCE T, A= NICHREE A A=V FERFERD LA A—UREENTWENE I 2R
MY ET,

e ziE, MOA—NL vl TE, A A=V AFY ORER, Ave—Y 74005 L—)1
LT Ry Enimft 77 A NV ERLTOVET,

Thu Apr 3 08:17:56 2009 Debug: MID 154 IronPort Image Analysis: image 'Unscannable.jpg'
is unscannable.

Thu Apr 3 08:17:56 2009 Info: MID 154 IronPort Image Analysis: attachment
'Unscannable.jpg' score 0 unscannable

Thu Apr 3 08:17:56 2009 Info: MID 6 rewritten to MID 7 by
drop-attachments-where-image-verdict filter '£-001"'

Thu Apr 3 08:17:56 2009 Info: Message finished MID 6 done

ONMERIZEDWNETIL a3 VEFTDAYE—UT 42 ILED

AA=TH A R—=T LI, Ayt —V 7 4N EFR LT, SEEERA -

DFHEIZK L CSEIERT 7 2 a VEFETTLOLERDY £, 2L 2T, MR &3
SNTEAYE—VZEEL, NERa T oy azahelfilfianic A vy — V2R 2%
HRHoHELET,

GE)

VAT, AEYERITERD LW EFHiS N A vE— y%km/fitiﬂvyxbﬁw
TLAEHIELET, bIZ, BTHRELTRFLY ROFICOWTHRT A -0I12, X LT
Avb—Y0avr—aREEL £,

DT 4 VET, arTF U RARUELITRD LWRAICEZ T2 TN A v —V %R
LTCVWE1,

Ayt—Y 24 LaEERLEEFA—L R —0ER ]
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B A ostolBIES0THER T 7 A LERET BT VY T LA DR

image_analysis: if image-verdict == "inappropriate" {

strip-header ("Subject");

insert-header ("Subject", "[inappropriate image] $Subject");
}

else {

if image-verdict == "suspect" {

strip-header ("Subject");

insert-header ("Subject", "[suspect image] $Subject");

}

}

&R R
o A A=V M OFHMIESWTIRMA 7 7 A VERET 22070 7 0 V2 OfER (112
)

AA—=CHHOEMEDWTHRHA I 7AILEFRET DTV T4 ILEDER

ATy T

ATy T2
ATvT3
ATy T4
ATvT5

ATvT6

AA=VHEAR—TNMCTDE, ATV 7 4 FEERR L TA A= 50 OFEMIZ
ST 7 7 A NVEHIBRT 2 SESERA Y E—VOREICH L TS ESERT 7 s
YEFETTLHEDCTANIERETEET, L AT, NEdhar 7oy aegie A vt—
VERBET 5 Z LITRELIZE LET,

A A=V ORI IE S TEA 7 7 A V2 HIBRT 21213, ROFIRZFEITLET,

FIE

[A—/LAR U > — (Mail Policies) ]>[5%{§ =27 Y 7 4 /L% (Incoming Content Filters) | % 7
Uy 7 LET,

[7 4% %80 (AddFilter) 1227V v 7 LE7,

AT T4 NNEOLRTE AT LET,

[7 7 ay (Actions) | C. [7 7 ¥ a v %iBM (Add Action) 1% 27 U v 27 L%,

[7 7 A WAERIZ L > CTHAH 7 7 A L ZBRZE (Strip Attachment by File Info) 1T, [ A — Y 0#r
H|E (Image Analysis Verdictis) | %227 U v 27 LET,

RDA A= oM OFHlA BN L £ 97,
« %> LV (Suspect)
« A5y (Inappropriate)
« Rl H L <138 Ly (Suspect or Inappropriate)
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B e e e D o |

¢« 2% ¥ A H (Unscannable)
o IE% (Clean)

A A—=ORMEEICEDILCTI a3 VDETE

ATy T

ATvT72
ATv73
ATv74
ATvTH

ATvT6

ATy 17
ATvT8
ATFvT9

A A=V OIS T 7 v a U ERET DT, ROFIEZFEATLET,

FIE

[A— LR U >— (Mail Policies) ]>[%(g =27 Y 7 4 /L% (Incoming Content Filters) ] % 7
Vw7 LET,

[7 4% %8 (AddFilter) 1227V v 27 LE7,

AT T4 NEDARTEANTILET,

[ (Conditions) ] T, [§ff% BN (Add Condition) 1 %2V v 7 LET,

[RfF7 7 A ND 7 7 A M AEH (Attachment File Info) ] T, [f A —Y0#PH)E (Image Analysis
Verdict) 1227V v 7 LET,

ROV OFHE 2 IR L £ 7,

« & LU (Suspect)

« INiE Y] (Inappropriate)

s RNiEBIE L < IX%D LUy (Suspect or Inappropriate)
e 2% ¢ »ARA] (Unscannable)

« IE% (Clean)

[77 v arZiB (Add Action) 127V v 7 LET,
A A=V OFMICIE SN T A v =T LTHEITTHT 7 v a 2R LT,
EREEEEFEL, RMFLET,

GUI D [7F A RV Y —Z (Text Resources) | X— 3 FE 71X textconfig CLI 2> R&MEH L
T, WAXLEINT V7L — 2T XA MY V=R LTRETHIELTEET, Zhb,
W7 7 ANDT 4 VE V—)L EBE DY THERT 5 @Ry — LT3, @7 —
MIFHEASCH LFZYIR—F L TWET (Tor7—r2ElT5 &, =0 a— @R+
HEOICERINET)

WO TIE, TP textconfig A< FaFEHL T, strip.mp3 E WS ARIDW@ENT 7 L—
FAEERLET, Z4UT, @A v —YORIFHASNLET, KIS, IRFT7 7 A 1D7 ¢
N = VEAERE L, mp3 7 7 AN A v —UNBHHIBRENESGE. PEL TWEZES
SETIE mp3 7 7 ANAVDBHIRESNTZZ L2l T 5B A —APKRESINDLIICHRETEE
R

Ayt—Y 24 LaEERLEEFA—L R —0ER ]
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B siorroxxry 2ve—9 700508

drop-mp3s:

if (attachment-type == '*/mp3"')

{ drop-attachments-by-filetype ('Media');

notify ('$EnvelopeRecipients', 'Your mp3 has been removed', 'S$EnvelopeFrom',
'strip.mp3');

}

FEACOWTIL, maB L avr—@mmr 7 ary (86 2—) ZHBMLTLIEE N,

AT 7AILDRTNY A yvtE—2 T4 ILZ OB

ANy A —DEA

WIZ, W7 7 ANV LTIITSNDT 7 v a v Ofl R LET,

e~y X —DFFA (114 X—)

s T T AN EATICEDEN T 7 AND Ry (115 2—2)
T4 aFTIVO—FIZLDBIRG T A D Fa vy (116 X—)
RESNTRMN T AV OEEE (116 ~<—)

c RESINTWRWIRST 7 7 4 L Ok (117 ~—2)

ZOBEITIE, W T A NMTEEE LT Y NE TN TOVAEEAIT, AsyncOS A3~y & —
ERALET,

WOFITIL, HDOF—U—FEKREENDINEI N, AvE—VOTRCOIFMN 7 7 A V% A
Fy o LET, TRTOFMN 77 ANMIHF—TU— RBFEETHIEES., I AX LD x-Header
ASNET,

attach disclaim:

if (every-attachment-contains('[dD]isclaimer') ) {

insert-header ("X-Example-Approval", "AttachOK");

}

ROBITIL, FFEDODNA TV T —=FDONRE—=BHHEI D, IS T7 7 ANVEAX Y LE
I, T4V FIL attachment-binary-contains 7 A VA — )L % LT, PDF R¥ = A |
BEFLSNTNDZEERT NI =V ERRLET, ATV T —FRNICEDNZ — D F
ET D56, WAZ L~y X—DPBRASILET,

match PDF Encrypt:

if (attachment-filetype == 'pdf' AND

attachment-binary-contains ('/Encrypt')) {

B Ayt 78 EERLEBFA—IL K S —OFA



Ayt—T T4 LB EFERLEEFA—LKRY O —DEA
I
Jran 4Tz rER T r0rny T |

strip-header (‘Subject’);
insert-header (‘Subject’, ‘[Encrypted] $Subject’);

}

T7ANEZATIZ&EBDHRGT774 0D rOy T

WORFITIE, 7 7 A /D Texecutable] 7 /—7 (.exe, .d11, BLW.scr) BAvE—Y
MOHIBRS N, HIBRSNIZ T 7 A NVDARTZ Y A R T 57T F A MR Ay E—DIZBNshET

($dropped7filename T a V%iﬁ%{%ﬁﬁ LT) o drop-attachments-by-filetype T vay
IR 7 7 ANVEREGE L, 3XFDT 7 A WARIR T2 TIER Z7AVD7 4 o H—T7Y
Y MIESWTIREG 7 7 A VEBIBRLET, 120774V 247 ( Tmpegl ) &HEE LI

D, L7 7 AN ZATDOFTXTDOALN (([Media) ) 2B LY TEET,

strip all exes: if (true) {

drop-attachments-by-filetype ('Executable', “Removed attachment:

Sdropped filename”);

}

WOHFITIE, = _Xa—TEBEFEFN KA A 2 example.con WNICEELRWRA vE—Uh 5, [
U lexecutable] Z/L—TDIRA7 7 A/ (Lexe. .d11, BIW .scr) 23, HIFRSNLE T,
strip inbound exes: if (mail-from != "@example\\.com$") {

drop-attachments-by-filetype ('Executable');

}

WOHTIE, o _XRu—TFEENRA A example.com W&Cﬁ?ﬂ? LW yE—I0 5,
T7ANEZATOREDA N (Twmf] ) BEOE LU lexecutable] 7 /Vv—7 O 7 7 A
U (Lexe. .dll, BILO scr) ﬁ’ﬁ”[&%éhi‘j—o

strip inbound exes and wmf: if (mail-from != "@example\\.com$") {
drop-attachments-by-filetype ('Executable');

drop-attachments-by-filetype ('x-wmf');

}

ROBITIZ, IRF7 7 A /LD Texecutable] FATEE 7 VL—70, LV ZDIRMNT 7 A LD
ZRTEGDLEIIESNTWET (2077 v arTiE M7 74V 7 7 A4V 24 713
RS NLETA)

strip_all dangerous: if (true) {

drop-attachments-by-filetype ('Executable');

Ayt—Y 24 LaEERLEEFA—L R —0ER ]
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B varvo-msamoriroray7

drop-attachments-by-name (' (?1)\\. (cmd|pif|bat)$"');

}

drop-attachments-by-name 7 7 3 3 > Cl¥, £ ASCIl LFZ2HHR—FLTWET,
)

G¥) drop-attachments-by-name 7 7 ¥ 3 X, MIME ~v ¥ —TC&x ¥ FF ¥ SNT=7 7 A V4 ITHE
LTEHREFHREZFITLET, MIMENY X —InbXx v 7' F v S 7 7 A VAR, &IZIC
AR—=ABPFIET HEGEENH Y 77,

WOHFITIE, W7 7ANNA =TI exe ET 77 ANDT 7 AV XA T THROVEGAT
Fay7FanEd, 2L, 7402 BT D77 ANV A T 22T ELTHOD
W77 ANBHEDA =V ~DT 72 arBFEITLETA, To& 2, ROT 4 VZ X
exe 77 AN ZAT TRV 7 7 ANV EGOA vy E—VE Ry LET,

exe check: if (attachment-filetype != "exe") ({
drop () ;

}

A= IHEDOTMN 7 7 ANDBHDEE. EXA—V X2 0T 0 T4 7T 2 Ao
W7 7 AND exe 77 ANTRWEAETH, IMF7 7 A 0DV 7 EH 1 ON lexe 77 A
NOBEEITIA v =2 Ry 7 LERA,

T4 3aFVO—BIZEBRHAT7AILDO KOy T

Z @ drop-attachments-where-dictionary-match 7 7 ¥/ 3 v Cld, FEEDHFE L O—HKITE SV
TR 7 7 ANEHIBRLE T, IRGTT7 7 A VT 25 &l S 415 MIME #57 O FFED &S O H
BTG (o, 2—PEROLEWVEIZGEL TWDEE)  IMT7 7 A LDVE
A=A BEIRENET, KOFITIE, [secret words| FEENOHFENIRM 7 7 A4 VN TH
Hahd &, 77 AVDBHIBRENEY, —BOLEWEIFITICRESNH TV D RISIERL
TLEEN,

Data Loss_Prevention: if (true) {

drop-attachments-where-dictionary-match ("secret words", 1);

}

RESN-RFIT7AMILDIRE

attachment-protected 7 A /L X TlE, A vB—TUWNOHRE 7 7 A VNIRRT — REEEI LT
HDETARNLET, ZEA—MCKHLTZOT 4 VFEZEALT, BT 7 A VI3 AF v
AREMNE D M AR CEE T, ZOERICEV., 1 DOREGL ST A N LR O SLE
IWTWRWA U N—% Gl zip 7 7 A MT, RSN TWD ERRENET, RkIC, 44—
¥ NRAT = RRBIESHLTWIRWPDF 7 7 A biE, 2 B =R AN 2 T — FR#E ST
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gEshTcLsLEd 77 Lomd |

ELTH, RESN TS EITARSNETA, KROFITIE, FESNTZIRMNT 7 A VDE
B U 7 [Policy) \Zi6E SN,

quarantine protected:

if attachment-protected

{

quarantine ("Policy");

}

REINTOWVEWRH 77/ IILDORE

attachment-unprotected 7/ A NVET, A /”’TZ"“‘/I*J@/{\"M‘7 7 A VDB INAY — }‘1%§%éﬂfb\
PN T ARLET, ZTOXAvE—T 7 0 VF T, attachment-protected 7 A /L& &%%%EB?J
RICHVET, ZOT 4 NF2EEA—VHER LT, KESATHRWA—LZRET S Z
LNTEET, ROBITIE, AsyncOS VK5 U AT —TIR#E SN TV RWIRAT 7 7 A b 2 Fi
L, AviE—UzREHEL TWES,

quarantine unprotected:

if attachment-unprotected

{

quarantine ("Policy");

}

Ayt—U T4 L3 EFERALEZ, AvEe—C0KHT77
1TILDEEDHALSAT7 74 LD

BlELT, UFDA = T 4N ZA—ELEEH LT, ETFZ V2 TA vk —
PO T rANVNTEERLD E L THEEIND 77 AV ERBL, FOXIRAvE—T
WZxF L CE Ze st s e LE9,

Strip malicious_files: if (file-hash-etf-rule (['etf sourcel'],
<'file hash exception list'>))
{ file-hash-etf-strip-attachment-action (['etf sourcel'], <'file hash exception list>,

"file stripped from message attachment"); }

EFNFNOBMBAIIRD EBY TT,
e ‘file-hash-etf-rule' |X. BT 7 7 A NVIEHFDORA v — 7 4 VL EZ D/L—)LTT,

* 'etf sourcel' L. 77/]’/]/0)/\\){/:,_{:%/)“11\'(} /?%V@%%@%5774/V%*ﬁ
272Dl &5 ETF YV —A T,

Ayt—Y 24 LaEERLEEFA—L R —0ER ]
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B cwzemLrrve—v o 1s0EE

* 'file hash exception list' (X, 77 ANV /Ny 2D Y A NDOLFHITY, 771V
Ny aDFISN) A S BIFIE L ZRWE AL [ LRRESNET,

® 'file-hash-etf-strip-attachment-action' Li\ %%@%6774/1/75)@35“57( /“[Z*“f/
WXL CEAT 27 272 a T,

LIFOBITIE, Ay bE—VICETF 2o VU L > TERENH D & LTHRIE S iRfS
T ANPEENDLE G T 7 AVBBRESE S,
Strip_Malicious_Attachment: if (true) {file-hash-etf-strip-attachment-action

(['threat feed source'], "", “Malicious message attachment has been stripped from
the message.");}

CLIZERALIAYytE—Y JoILZDER

CLIZBERA LT, Av®v—Y 74 XDBM, B, 7774 7ALEFET 77 4 74, A4 > H—
Mz ZAR—k, 07 72 a OFENAFETT, ROKXT, avr R Ta<w RiZ
ODWNWCTEEDTHALET, ROET, a~vr REHFTavr RIZOWTEELDTHRALE
ﬁ—o

R AVvE—D T4 NEHYTaTUFR

X A

filters A avw s R, Zoavy BIEREEERT, 53ElERE A5 X9 2K
SNET (72& 21X, new, delete, import 72 &)

new FLWT g W EEERLET, BATZHRE LARWES, BIED Y —7 R
T4 EMBEMENE T, BITERE LSS, V7 v ADORFEDLITIC
TANEBRAINE T, FEMCHONTIE, LA v E—T 7 0 L2 DIE
B (120 X—3) SR L T EE0,

HER HATETZY =T P AR GEIREL T, 74 VX ZHIBRLET, FFlZO0
TiE, AvE—Y 74 L Z ORI (120 2—2) 2ZRL TSN,

B BMEO 7 4NV ZEW~NEZFT, SOV TE, BrilnA yb—Y 7 41
2 DOVERR (120 *—) 2R LT &N,

W TANEET IT 0 TERTIET 7T 0 TIREBIGRE LET, SN T
X, LAy E—Y 70 ZOER (120 %3—2) 22 LTLEI0,

import TUNEDHEDY Y Ve, T A0 (T FF7A T > AD [configuration T A
L7 RU) WIBRGFESNTWDH LVE Yy MOESHX ET, FHicO>VT
X, LW A =Y 70 ZOER (120 %—2) 25 L T EI0,

export TANEDOBEDY Y V& (77T 47 2 AD [configuration 7 4 L7 ~ U N
D) Tr7AMITI AKR—FLET, FEHICONTE, AvE—Y 740 %
DTy AR—hK (124 X—Y) 2L T EE,
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| #9v€—Y 742 EERALEEFA—LRY O—0ER

)

cusEALEAvtE—S T4 1a08E |

EX £ A

list 12U EDT7 4 VEZIZET DEHRE BRI LET, FHICOWTIEZ, Ay
=T 74 ¥ VA ROER (1253—V) Z2RLTLIEIN,

detail BED 7 4 VAT HEMBER (74 V& V= VAKOAL R E) Z#Hh
LET, FMICOVWTIE, AvE—2 740 L ZDOFEMOET (125 2—2)
EERL TSN,

logconfig 7 4V E D logeonfig b 7 A =2 —& AS)T D & archive() 7 4V T 7=

vhba TR Y S g UERETEET, OV TIEL, T v
0l Y727 Fa ok (125 2—2) Z22RBLTLEEN,

GE)

T4 NE EFNCT BTN, commit 2TV REFRITTHMLENDH Y £,

RT A=, RO3IODEA THRHY F3,

z10: 7 4 LAEE/INSA—4

segqnum

TANED Y A NNONBIZIESNTT 4 VF 2RI, e xd,
sequm 23 2 DGE . VA RND 2B DD T 4V E 2R LET,

filthname

7 4 NVH DERLY,

range

range |L, BEEO 7 4 VA2 ERTHEIHEHT L2080, IXY) OF
ACERINET, X & YT, #HZIEET D720 D5 & &% D segnums
TY, & xiX, To-a) 13X, 2, 3, 4 BDODOAEICHDL T AN FERLE
T, XFELRXY OWThEEET S L, BHIBOU XA ME2RLET, -
ExE T-a) BRI ADOT 4N HERL, (2-) X, HHUSO
TRCOT7 4 NVEEFELET, F—U—FRallzFEHL T, 744 % U A b
NOTRCTOTANTEETZLHTEET,

ESPEREENS

cHLWA =2 7 0 V2O (120 ~—2)

e A=V 74 X OHIBE (120 —)

s Avk—Y 74 VFOBE (120 X—)

A E = TUNEDT VT4 _—=2a T4 T 0T 4N — 5 (121 =)
A= T4 NEDA R — T (124 —)

e A=Y T4 NEDOTI AR—F (124 =)

« 3E ASCI X5t v hOFR (125 X—)

s Ayl—Y T 4K YR NDER (125 X—)

s A= T4 NFOFMOIRR (125 X—)

s Ty NE T YT ATy a DR (125 <—)
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e Ayt —VDOTra— ROEE (127 X—)
eI A= T 4 F (128 X—)

HLWAYE—2 T4 I3 DER

new [seqnum|filtname|last]

LT ANV Z AT OMELZIEELES, BT L0, F—UV—FlastzffET 5L, A
HNENTETANENT 4 NE VA NORBIZEBINENET, v—F v AFSILEE S &5 05
NHET, BEDOY A MO#EFEZEZ 5 segnum [ ZA ) TX EH A, A7 filthame 2 A )
T 5 L. A7 filtname, segnum, E£72E last Z AN D L kRO SN ET,

TANZEANN LD, FEITTZANZ AT VT e AT 20ERHY £3, ANERTL
b, TOTAERIZE VAR () ZAN LT Y 2T LET,

WOFHETIIZ T —NRBAELET,
« V=l VAT G INBED Y —r v AFK S O®EIPAEBZ T\ 5,
o 7 4 VAT filthame 23— & TIX 72,
o« 7 4 VAT filtname S PHRIGETH 5,
s T ANHITHEL =T —INFEEL TS,

A UBE =T 2 A ARE FELRWV AT A VY —=252BW T 57 7V a v &2F (715
T AN,

Ayt—2 T4 L2 DHEIBR

delete [segnum|filtname|range]
BELZZ 4 V2 HHEIRLET,
ROGEHETIEZ T =R AELET,

R LTZLRBID 7 4 VHE DIEE L7V,
HELEY—HF U AEEREDT 4V BIEE L7,

Ayut—T T4ILZDBEH

move [segnum|filtnamel|rangesegnum|last]

BAID/INT A= TIRELIZ T 4V E &, 2FBHDO/RT A—H THRE LEHIICBE L 9,
QBEDODONTA—ENFX—TU—Rlast THDIHE, 74 NVXITT7 0¥ VA NDORRICEE X
NE4, #EOT7 4N ZEBET LA, TNHDT 4 VX OMMHRIEFIZEDL Y A,

ROFMETIE= T —BRELET,

ARE LTZLBIDT 4 VA PIEIEL 72\,
EE LTV — U REEDT 4 VENIFLE L7,
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e = U ABENBEDL — 7 ARSI L TWD,
HBEILTHL L U AREE I,

A E—CTANEDTITAR—=—30ETATITAR—23Y

Y

BEIND A vE—Y 7 4 L%1%, active £ 7z inactive DN T THY . I 5T valid 7z
X invalid DWW Td, A vt'—Y 7 4L Z X, active & valid Dl 5 OIREETH HIHEIC
DIHRFNAER SN ET, CLLEMEH LT, BEfFD 7 1 /L H % active 7* b inactive [IZZEH L F
T (F0%, BFORELET) . FELRY (FRIFHIRESNTE) VAF—FHEFA ¥ —T =
A AERBRLTWABIES., FD 7 4 V& invalid T1,

GE)

7 4 V& Diinactive TH D0 E 9 E, B GHIErTX £9, AsyncOS TlX, inactive ThH 5
TANEDT A NVFZITHS 2 a3 BETFHIARESNES, 74V F 2 ANEIFA >
A= hT2LXICZOMCEFEMNT5HE, AsyncOS X7 1 /L ¥ % inactive & L C~v—72 LET,

=& 20X, RO L HITEE Milterstatus] & WO AFID T 4V ZEZATTLFET, filter -> set
YT a<w s REFH LT, 207 4V H % inactive ICLET, 7 4 VX OFMNE RIS, =
0V MNREFICE D> TWARIZER LTS EEWY UUIFofIT, KFEFTRENTWET) |

mail3.example.com> filters

Choose the operation you want to perform:

- NEW - Create a new filter.

- IMPORT - Import a filter script from a file.

[1> new

Enter filter script. Enter '.' on its own line to end.

filterstatus: if true{skip-filters();}

1 filters added.

Choose the operation you want to perform:

- NEW - Create a new filter.

- DELETE - Remove a filter.

- IMPORT - Import a filter script from a file.
- EXPORT - Export filters to a file

- MOVE - Move a filter to a different position.
- SET - Set a filter attribute.

- LIST - List the filters.
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- DETAIL - Get detailed information on the filters.
- LOGCONFIG - Configure log subscriptions used by filters.
- ROLLOVERNOW - Roll over a filter log file.

[1> 1list

Num Active Valid Name

1 Y Y filterstatus

Choose the operation you want to perform:

- NEW - Create a new filter.

- DELETE - Remove a filter.

- IMPORT - Import a filter script from a file.

- EXPORT - Export filters to a file

- MOVE - Move a filter to a different position.

- SET - Set a filter attribute.

- LIST - List the filters.

- DETAIL - Get detailed information on the filters.
- LOGCONFIG - Configure log subscriptions used by filters.
- ROLLOVERNOW - Roll over a filter log file.

[1> set

Enter the filter name, number, or range:

[all]> all

Enter the attribute to set:

[active]> inactive

1 filters updated.

Choose the operation you want to perform:

- NEW - Create a new filter.

- DELETE - Remove a filter.

- IMPORT - Import a filter script from a file.

- EXPORT - Export filters to a file

- MOVE - Move a filter to a different position.

- SET - Set a filter attribute.

- LIST - List the filters.

- DETAIL - Get detailed information on the filters.
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- LOGCONFIG - Configure log subscriptions used by filters.
- ROLLOVERNOW - Roll over a filter log file.

[1> detail

Enter the filter name, number, or range:

[]> all

Num Active Valid Name

1 N Y filterstatus

filterstatus! if (true) {

skip-filters();

}

Choose the operation you want to perform:

- NEW - Create a new filter.

- DELETE - Remove a filter.

- IMPORT - Import a filter script from a file.

- EXPORT - Export filters to a file

- MOVE - Move a filter to a different position.

- SET - Set a filter attribute.

- LIST - List the filters.

- DETAIL - Get detailed information on the filters.
- LOGCONFIG - Configure log subscriptions used by filters.
- ROLLOVERNOW - Roll over a filter log file.

(1>

BEEIER
A= T A NEDT I T A R—=2 g VEET AT VT 4= g (1238—2)

A= TJANEDTITAR= 3V FHETAT7o9T4R—23Y

set [segnum|filtname|range] active|inactive

BELE7ANZERE LZIREISGRELE T, REOAL—LIFHRDO EBY T,

s active : IR L7277 4 /L X DIRFEE active IZEXE L £77,
« inactive : IR L7727 4 /L X DIRHEL inactive IR E L £,

WOFMETIEFe T —NRELET,
« JBE LT filthame ® 7 ¢ L2 BFLE L2\,
HEELIE Y —HF U ABRDT 4 VEBHFIE L7,

Ayt—Y 24 LaEERLEEFA—L R —0ER ]



Ave—C T4 N EFERALEEFA—ILRY S —0ER |
B e onsorok—rt

\}

GE)  inactive TH D 7 A 213, WX DBHWTEET, T (T4 F24) OFDanm ),
EERE (1) IR ESNE T, CLINLFETANSNIZ, £3A yFR— a7 4V Z I
ZOEIXNEENSEA. HEIIZ inactive & ~—727 SNE T, 72 & 21X, mailfrompm! 73,
mailfrompm: DOV ITE RS NET,

2ytE— T4 ILEADA UR— b+

import filename

WD T A NZHEZ 7 7 ANVDARITY, 2077 AME, T7T7A47 2 ADFTP/SCP
J— K7 4 L7~ D configuration7 4 L2 kU NIZAFAET H 430385 Y £7 (interfaceconfig
O REHALTA v H—T7 A ADFIP/SCP 77 A ZHMNI L TWDHEE) , 774
TS A E N TR S 3L, =7 —2MFETUIHE SR E T, BED 7 4 V¥ &y FNICTE
HETDHTXTOT 4 VHIF, AV R—bhSNTT7 o VZICEESHDY $9, FEC OV TR,
FTP, SSH, BXUSCPT 7 B AZZBM L T &, BEDOT 4 V¥ A &7 AKR—h
L Ayt —=Y 74 0EDx 7 AR—F (1243—) 2BH) | FOT 7 A NV ERELTA
VIR—FTHZ L EHERLET,
A=Y T4 NEEAR— 555, HTHI= a—F2@ERTLLIRODLNFE
7
WOLRMETIE=T—NELET,

« 77 AIVHELE LR,

o T ANE LN —ETIER

o 7 4 VAT T filthame N THIGE TH B,

s T ANHITHEL T T —RRELTND,

A B =T 2 ARE FHELRWS AT ALY =R BRI 577 a v 2FEITT5

74 IVH

Avt—U T4 ILBADIHY REKR— k

export filename[segnum| filtnamel| range]

BFEO7A4NVE vy "N, TTIF7AT U ADFTP/SCPV— kT 4 L7 ks UIZ&H B configuration
T4V NIRNOT 7 A NMIFTEDEARTHN LET, FEMIc >V Tk, FTP, SSH, XX W
SCP 77 EAZLRLTLIEEW,

A=V T4 NE ) ZAR—= T DEE, HHTLIZ a - REERT L OKRDONE
hd‘o

ROFMETIE=T —BRAELET,

BT LIZLRID T 4 VHDBFE L7V,
HEELIE Y —HF U ABRD T 4 VEBHEIE L7,
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sascnxzty tozs i

3E ASCIl XXFt v FDERR

Z DY AT AT, CLI TFF ASCIL CF2S UTE-8 TFRSNEd, BHEWOX—IF /5 4
AT VANUTE-8 VAR —F L TCWARWES., 74 VEBRIEFICERRENETA,

7 4 VA NDIE ASCH LTFaEHT 2RO BWHIEIL, 74 VEET AN 774 LTtk
LT, TOTFANT7ANET T IAT VAIAVER— s T52LTT (Avk—v
TANEDA R— b (124 2—3) ZHM) |

Ayt—2 T4 ILEF YR FDRT

list [segnum| filtname| range]
BELIEZ AN ZORLZHNETIC, MEEREANTRRLET, RINDIERITKRD L
B TH,
« T4 NEL
o« T A NH U=l A
» 7 4 JLH D active/inactive R HE
o 7 4L X D valid/invalid K HE
ROFMTIE T —BRAELET,

« FAHDFRENNIETH 5,

Ayt—T T4 ILEDFEHEDRTR

detail [segnum|filtnamel| rangel

T 4 VE DERILRBINMOREEE R/ E, FBE L7 4 VX OFERET X TERRILET,

T4 A5 HTRH Y T3 nER

logconfig

YT RA=a—% AT L. archive() 772 a Nl oTHEKRINIEA—ILRY T A T7A4)LD
TUNE 0 AT arERETEET, INODOFT v a iE, BED logeontig TV Y
FCHEHSNLA T ar L IKBPTOWETR, v 722 RT 57 0 0 Z 2B E72I3HIER
HZLICRSTOHR, v 7 EEREITHIRTE 7,

BTAUNE T BT AT Y T a AUNIRDT 7 40 MEPERE SN TWET, ZOfEIE,
logeonfig 7 aa~ > FEMH L TEETEET,

« Huf5J5% : FTP Poll
« 77 A )Y A X 10MB
c T AINDEKRE 10

FAZOWTIE, TexXr 7] OBEZBRLTLEEN,
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mail3.example.com> filters

Choose the operation you want to perform:

- NEW - Create a new filter.

- DELETE - Remove a filter.

- IMPORT - Import a filter script from a file.

- EXPORT - Export filters to a file

- MOVE - Move a filter to a different position.

- SET - Set a filter attribute.

- LIST - List the filters.

- DETAIL - Get detailed information on the filters.

- LOGCONFIG - Configure log subscriptions used by filters.
- ROLLOVERNOW - Roll over a filter log file.

[1> logconfig

Currently configured logs:

1. "joesmith" Type: "Filter Logs" Retrieval: FTP Poll
Choose the operation you want to perform:

- EDIT - Modify a log setting.

[1> edit

Enter the number of the log you wish to edit.
[1>1

Choose the method to retrieve the logs.

1. FTP Poll

2. FTP Push

3. SCP Push

Please enter the filename for the log:
[joesmith.mbox]>

Please enter the maximum file size:
[10485760]1>

Please enter the maximum number of files:

[10]>
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Currently configured logs:
1. "joesmith" Type: "Filter Logs" Retrieval: FTP Poll
Enter "EDIT" to modify or press Enter to go back.

(1>

Avt—ODOIToa—FDEE

localeconfig I~ N2 H LT, X =B DA =T DAy =B LT v H—
DT a— ROEFIZET D AsyncOS ODENMEAZ R E TX £7,

example.com> localeconfig

Behavior when modifying headers: Use encoding of message body

Behavior for untagged non-ASCII headers: Impose encoding of message body

Behavior for mismatched footer or heading encoding: Try both body and footer or heading
encodings

Behavior when decoding errors found: Disclaimer is displayed as inline content and the

message body is added as an attachment.

Choose the operation you want to perform:
- SETUP - Configure multi-lingual settings.
[1> setup

If a header is modified, encode the new header in the same encoding as the message body?

(Some MUAs incorrectly handle headers encoded in a different encoding than the body.
However, encoding a modified header in the same encoding as the message body may cause
certain

characters in the modified header to be lost.) [Y]>

If a non-ASCII header is not properly tagged with a character set and is being used or

modified,

impose the encoding of the body on the header during processing and final representation
of the message?

(Many MUAs create non-RFC-compliant headers that are then handled in an undefined way.
Some MUAs handle headers encoded in character sets that differ from that of the main

body in an incorrect way.

Imposing the encoding of the body on the header may encode the header more precisely.
This will be used to interpret the content of headers for processing, it will not modify
or rewrite the

header unless that is done explicitly as part of the processing.) [Y]>

Disclaimers (as either footers or headings) are added in-line with the message body

whenever possible.

However, if the disclaimer is encoded differently than the message body, and if imposing
a single encoding

will cause loss of characters, it will be added as an attachment. The system will always
try to use the

message body's encoding for the disclaimer. If that fails, the system can try to edit
the message body to

use an encoding that is compatible with the message body as well as the disclaimer.
Should the system try to

re-encode the message body in such a case? [Y]>

If the disclaimer that is added to the footer or header of the message generates an error
when decoding the message body,

it is added at the top of the message body. This prevents you to rewrite a new message
content that must merge with
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the original message content and the header/footer-stamp. The disclaimer is now added

as an additional MIME part

that displays only the header disclaimer as an inline content, and the rest of the message
content is split into

separate email attachments. Should the system try to ignore such errors when decoding
the message body? [N]>

Behavior when modifying headers: Use encoding of message body

Behavior for untagged non-ASCII headers: Impose encoding of message body

Behavior for mismatched footer or heading encoding: Try both body and footer or heading
encodings

Behavior when decoding errors found: Disclaimer is displayed as inline content and the

message body

is added as an attachment.

Choose the operation you want to perform:

- SETUP - Configure multi-lingual settings.

[1>

BT a7 NI, ~yZ =N (2 zIET7 4N ZICEoT) BEENTWEES, Ay
=V ANy =D a— RERA VRN —ETDLIICETTIEINE I ERELE
j‘o

2EDOT T NI, Ny X —DOXF Yy MUK 7 THRE SN TORWEA, ~y F—
IZRILTA v = VRLOT Y a— REIRET 2 BENR DD E D ha il L £,
3FBOOT T ML, REFHORAZ T (BLOEROTZ 23— ) BAyE—IARLT
EOX ) ITHET 20 EHET 2720 SNET, >V TE, [F7FA K~ Y V—
A DEO TREFREAY T LT a— PR 23R LTSN,

AFHOT T NI, Ay EB—VURILOT a— REHZZ T —PNAERINZHAIC, REFHE
AL T OENEERET DD INET, [T (Yes) | 2@ RTLHETa—RT—
FEH SN, BEFEEAY O IPMMTORET, Wz (No) [Z2BIRTEE, Avb—IIh
BEHIET XA MBI ENET,

BT AyvtE—2 T4ILE
WOBETIL, filter 2~ REAEHALTHLWT 4 L2 % 3 OFERKLET,

e \HID T 4 IV EZ DLFIL, big_messages T9, T body-size b— V&AL T, 10
MB LY KEWRAvE—V% Ry 7 LET,
QB DT 4 IVE DLHEIIL, no_mp3s T, 23X attachment-filename /L —/ L& L
Ty mp3 7 7 A HERF DOV 7 7 A V2 ETe A v =V 2 Fry T LET,
3JDHDT 4 NF DLLHIE, mailfrompm T3, Z #LI3 mail-from J—VEERH LT,
postmaster@example.com NBHD A _/V%'Q‘ﬂ’*‘f%}%“\\ administrator@example.com @7?’1)
YR =Ry av—aERLET,
filter —> list 7 a~ U FEEHL, 74 NVFDIV A NERRLT, ZANENT 2T 47
THEITHDZ 2R LET, KRIZ, move P T~ REERA LT, &Y EEBEDT 4 VK
DONLEZANEZR T, mgIS, BREMEL T AT E2ADILET,

mail3.example.com> filters

Choose the operation you want to perform:
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- NEW - Create a new filter.

- IMPORT - Import a filter script from a file.

[1> new

Enter filter script. Enter '.' on its own line to end.
big messages:

if (body-size >= 10M) {

drop () ;

1 filters added.

Choose the operation you want to perform:

- NEW - Create a new filter.

- DELETE - Remove a filter.

- IMPORT - Import a filter script from a file.

- EXPORT - Export filters to a file

- MOVE - Move a filter to a different position.

- SET - Set a filter attribute.

- LIST - List the filters.

- DETAIL - Get detailed information on the filters.
- LOGCONFIG - Configure log subscriptions used by filters.

- ROLLOVERNOW - Roll over a filter log file.

[1> new

Enter filter script. Enter '.' on its own line to end.
no_mp3s:

if (attachment-filename == "' (?2i)\\.mp3$"') {

drop () ;

1 filters added.
Choose the operation you want to perform:
- NEW - Create a new filter.

- DELETE - Remove a filter.
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- IMPORT - Import a filter script from a file.

- EXPORT - Export filters to a file

- MOVE - Move a filter to a different position.

- SET - Set a filter attribute.

- LIST - List the filters.

- DETAIL - Get detailed information on the filters.

- LOGCONFIG - Configure log subscriptions used by filters.
- ROLLOVERNOW - Roll over a filter log file.

[1> new

Enter filter script. Enter '.' on its own line to end.
mailfrompm:

nwA

if (mail-from == postmasters$")

{ bcc ("administrator@example.com");}

1 filters added.

Choose the operation you want to perform:

- NEW - Create a new filter.

- DELETE - Remove a filter.

- IMPORT - Import a filter script from a file.

- EXPORT - Export filters to a file

- MOVE - Move a filter to a different position.

- SET - Set a filter attribute.

- LIST - List the filters.

- DETAIL - Get detailed information on the filters.
- LOGCONFIG - Configure log subscriptions used by filters.
- ROLLOVERNOW - Roll over a filter log file.

[1> 1list

Num Active Valid Name

1 Y Y big messages

2 Y Y no mp3s

3 Y Y mailfrompm

Choose the operation you want to perform:
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- NEW - Create a new filter.

- DELETE - Remove a filter.

- IMPORT - Import a filter script from a file.

- EXPORT - Export filters to a file

- MOVE - Move a filter to a different position.

- SET - Set a filter attribute.

- LIST - List the filters.

- DETAIL - Get detailed information on the filters.
- LOGCONFIG - Configure log subscriptions used by filters.
- ROLLOVERNOW - Roll over a filter log file.

[1> move

Enter the filter name, number, or range to move:
[1>1

Enter the target filter position number or name:
[1> last

1 filters moved.

Choose the operation you want to perform:

- NEW - Create a new filter.

- DELETE - Remove a filter.

- IMPORT - Import a filter script from a file.

- EXPORT - Export filters to a file

- MOVE - Move a filter to a different position.

- SET - Set a filter attribute.

- LIST - List the filters.

- DETAIL - Get detailed information on the filters.
- LOGCONFIG - Configure log subscriptions used by filters.
- ROLLOVERNOW - Roll over a filter log file.

[1> 1list

Num Active Valid Name

1Y Y no mp3s

2 Y Y mailfrompm

3 Y Y big messages
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Choose the operation you want to perform:
- NEW - Create a new filter.

- DELETE - Remove a filter.

- IMPORT - Import a filter script from a file.

- EXPORT - Export filters to a file

- MOVE - Move a filter to a different position.

- SET - Set a filter attribute.

- LIST - List the filters.

- DETAIL - Get detailed information on the filters.
- LOGCONFIG - Configure log subscriptions used by filters.
- ROLLOVERNOW - Roll over a filter log file.

[1> move

Enter the filter name, number, or range to move:
[1> 2

Enter the target filter position number or name:
[1>1

1 filters moved.

Choose the operation you want to perform:

- NEW - Create a new filter.

- DELETE - Remove a filter.

- IMPORT - Import a filter script from a file.

- EXPORT - Export filters to a file

- MOVE - Move a filter to a different position.

- SET - Set a filter attribute.

- LIST - List the filters.

- DETAIL - Get detailed information on the filters.
- LOGCONFIG - Configure log subscriptions used by filters.

- ROLLOVERNOW - Roll over a filter log file.

[1> 1list
Num Active Valid Name

1 Y Y mailfrompm
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2 Y Y no mp3s

3 Y Y big messages

Choose the operation you want to perform:

- NEW - Create a new filter.

- DELETE - Remove a filter.

- IMPORT - Import a filter script from a file.

- EXPORT - Export filters to a file

- MOVE - Move a filter to a different position.
- SET - Set a filter attribute.

- LIST - List the filters.

- DETAIL - Get detailed information on the filters.

- LOGCONFIG - Configure log subscriptions used by filters.

- ROLLOVERNOW - Roll over a filter log file.

[r>

mail3.example.com> commit

Please enter some comments describing your changes:

[1> entered and enabled 3 filters: no mp3s, mailfrompm, big messages
Do you want to save the current configuration for rollback? [Y]> n

Changes committed: Fri May 23 11:42:12 2014 GMT

Iyt— T4 ILZ DB

ZOETIE, EBREOT7 A NVFDFZRL, K7 4 ZIZOWTHRHEICHH LT,

ESPERENS

e F—F U L—fhiET 4 LH (133 2—2)
e ARYT—TEHT 4 H (134 RX—2)
N—TF AT BIRRAA Y AS—T 07 (138 X—)

A—T Y L—flET 1L A

DT 4 NHIE, ROLIICEF A= T RLARIZ %, &0 @, BEXO! LFREENT
WHA =T ENTALET,

® user%otherdomain@validdomain
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® user@otherdomain@validdomain:

® domain!user@validdomain

sourceRouted:
if (rcpt-to == "(%|@|!) (.*)@") |
bounce () ;

}

Cisco 777 A4 7 > AX, KD Sendmail/Qmail > A7 LAETEHTH7-DIC L EHIND,
DX Y — R RX=FT 4OV L= Ny I OEBEEZTETAL, INLDORETDEL (%
7208) BIEYRE AN T FLVAO—FHTHLAREENH D7D, Cisco 77747 A%
INBEFRT FLAL LTRIT AN, REFHOZEEY A FERE L, ROWE—
WCELET, Cisco7 7 T7A T VAT, TNHDA =V AU L—LEEA,

COXIRTANAIL, TDOXALTDA =%V L —TEBLIICER- CTREINT-A—
T —AMTA ZEA LTV D 2 —Y 2 # T 5= OIATEDRINIERESNE T,

\}

G¥E) TDRIBRFATOT RLVAZWUETHLH1C, VAT —2FRETHZ b TEET, FFMllC
DNTIE, WebAf v X —7 = A ZA&FEHLTY AT —%{ERT A2 LI LA ERD Y 2=
VT RESRLTLSTEEN,

RYS—ERI 14 ILE

RIS EEIMT DT 40X (134 X—Y)
FEAMAICEE SN A—LDBCCBLOAF ¥ (135 3—)
cEOL—PET Ty I FTHT 4 (135 3—)

A=V DOT DA TBLORe YT 7 0 vZ (135 3—)

e K&EW [Tor| ~vH—D7 4% (136 2—)

e 221 ® [From:] 7 4 /V& (136 X—)
cIPLE=2TF—ar7o0% (136 %—)
cIPLEaT—ar T 4NEOER (137 —)

« T ANLDOIEREI T 4 & (137 =)

e ANy A—HNDIP L 2T —3 g Aar7DFERRT (NE (137 =)
IR =Dy B—=~DFFANT 4 V7 (137 =)

c BHDZEFEDNAT LA T 4B (138 _X—)

HRIZEDETEMT DT /LA

DT 4 NEF, HAIEEORHENEEN TWENE I NCESI W CEMEZEELET,

search for sensitive content:

if (Subject == " (?i)plaintiff|lawsuit|judge" ) {
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notify ("admin@company.com");

BREMIITEESINIZA—ILDBCCELURFv Y
DT 4 NVHAIL, BAMAICEES N A vE—VE AT YL, TTIA L Fabv—%&EL
35—’9’7; ﬁé%k header-dictionary-match () /Va/VzX{%HEJ LT\ iik‘ri@%b\%ﬁ/ﬁ\{ﬂ$i@ U A f\
ERRECEET (T 2vatl—n @1—2) 258)
competitorFilter:
if (rcpt-to == '@competitorl.com|@competitor2.com') {

bcc-scan ('legal@example.com') ;

}

BEDI—Y42709935T740)L4
DT 4NEEFEATEE, BEDOT RLANODE S A—NET oy LET,

block harrasing user:

if (mail-from == "ex-employee@hotmaill\\.com") {
notify ("admin@company.com") ;

drop ()7

}

IAyt—SDT—hA4TELVFRKAYT J4I)L4A
TrANEA TN T DA b=V ORI TTEB L0 e v 7 LET,

drop_attachments:

if (mail-from != "user@example.com") AND (attachment-filename ==

'(?1)\\. (asplbas|bat|cmd|cpl|exe|htalins|isp|js)$")

{

archive ("Drop Attachments");

insert-header ("X-Filter", "Dropped by: $FilterName MID: $MID");
drop-attachments-by-name ("\\. (asp|bas|bat|cmd|cpl|exe|htalins|ispljs)s$");

}
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. RKEW Moy A9 F—DT (L3

REW MMor] Ay F—DT1LE
[To] ~y X —PIEFIZRENA v E—TERBELET,
archive () {TZ&fEH L Gl 7 7 v a Y ERAEL., drop() 24 *—7 NV E7- 3T 1 —T7 0

L et ErmOET,
toTooBig:
if (header ('To') == "~.{500,}") {

archive ('tooTooBigdropped') ;
drop () ;

}

ZTAD TFrom:] 7 1 JLA
7223 @ [From| ~v X —ZELET,
D7 4 NHE, Tfrom] 7T RUANREATHD S FIERERUHIGTEET,

blank mail from stop:
if (recv-listener == "InboundMail" AND header ("From") == ""$|<\\s*>") {
drop ()7

}

F72. EnvelopeFrom NZEMHD A v —T % Ru v 7T 2581%, ROT7 4 Vv ZE2EHLET,

blank mail from stop:

if (recv-listener == "InboundMail" AND (mail-from == "*$|<\\s*>" OR header ("From") ==
"ASI<\\s*>"))

{

drop ()7

PLEAT—23VT4)LA

IPLEaT—ars 74057

note bad reps:
if (reputation < -2) {
strip-header ('Subject');

insert-header ('Subject', '***BadRep SReputation *** $Subject');
}
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PLEAT—LaVI4ILEADNERE

BEDRAALLOIP LE 2T — g A2a7 LEVEDOLEE -

mod ipr:
if ( (rcpt-count == 1) AND (rcpt-to == "@domain\\.com$") AND (reputation < -2) ) {
drop ()7

}

T77AINRBDERRKITT 4 ILA

DT ANFIL, AvE—VARLOY A XAOHHAEZEEL, ERRIIC—ETIRMG 7 741
ERMBLET (ZONRY—N—HTDHT7 7 A V4I1L, Treadmezip) . [readme.exel .
lattach.exe] . 72 &) o

filename filter:

if ((body-size >= 9k) AND (body-size <= 20k)) {

if (body-contains (" (?1) (readme|attach|information)\\. (ziplexe)S$")) {
drop ()7

}

}

ANYS—ADIPLEAT—2a3 2 RAT7DRTITAILE
Ny A —Du T NEEEEINDEDOT, A— ol TERTEXFET (TaXr 7)) O=L2HR)

Check ipr:
if (true) {
insert-header ('X-ipr', 'SReputation');

}

o ~ >
R)O—DANYZ—~DEFEAT 1 LE
EDA = Tu— R =P R T AN e s LET,
Policy Tracker:
if (true) {
insert-header ('X-HAT', 'Sender Group $Group, Policy $Policy applied.');

}
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B ssosEz01 9027004

%

&

DZEBDINDIUR T4)LAE
3OLLEDEA RAAL 06 50 NEBADZEENPEBESNTODLREETA -V A vE—
VETNTAYALET,
bounce high rcpt count:
if ( (rcpt-count > 49) AND (rcpt-to != "@examplel\.com$") ) {
bounce-profile ("too many rcpt bounce"); bounce ();

}

W—TAVIELV ALV RT—T40205
* Virtual Gateway 7 « /L% OfEf] (138 ~<X—7)
HBUEL VAT =D 7 g VZ T DR LY ZAF—DfEH (138 X—2)
cH—DUAF—DT g LH (139 2—)
AT =T 4T RAAL DRy 7408 (BB—0U 25 —) (139 <—)
AT =T 4T RAL DRy 740 (BHEOY ZF—) (139 X—2)
DA T =T 4T RAL DRy 7404 (139 ~<—)
=BT OB T 4 H (140 =)

Virtual Gateway 7 « JL 2 DA

BT = 2 A ZEH LTI 74 v 72X LET, VAT A2 2 —T A A
lpublicl) & Tpublic2) PMFEETHELET, 774/ FOBEUEA % —7 = A A [publicl |
TT, THICED, BERNTIT 74 v 73T RCO2EBODA X —T oA AT L ) ITH#H S
NET, R UZABLREFOMFERED Z A TDORA =TT 4N Z 2B LW, ZD LX)
72 A —JL(% publicl 2> HEME S E T,

virtual gateways:
if (recv-listener == "OutboundMail") {

alt-src-host ("public2");

}

BELEVRT—DITANLZIZHITHRLY RAFT—DEH

BfE EZBICR LY A —%2EHLEST, ZOT7 4 VZTiX, X7V 7 U AF— [listenerl |
TEZELIEA =%, A0 —T 24 & Tlistenerl] HIEETEET RELZAAT Y v
T ATl B8, MADTZT 4 NE Yy N T v 7T AMLERHY ET) |

same_ listener:

if (recv-inj == 'listenerl') {
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I
g-nyzr—n741s |}

alt-src-host('listenerl');

}

B—QURFT—DT14ILE
H—DUYRAF—TT7 VW EHESEET, &2, VAT AEERTIITTHOTIEARL,
A=Y T4 NZENBTLEHOY A F—2HELET,
textfilter-new:
if (recv-inj == 'inbound' and body-contains ("some spammy message")) {
alt-rcpt-to ("spam.quarantine@spam.example.com") ;

}

RT—T420F KA rRAYT J4)LE (B—DY)RXF—)

AT =T 4T RAAL Y (NEOT RLANSTHD EBY, H—D ) 2F—THRETS) 2
ERAENTNWEIEFA—NE Ray 7 LET, UFOIPT RLRIE, ZREO KA A
mycompany . com R LTWET,

DomainSpoofed:

if (mail-from == "mycompany\\.com$") {

if ((remote-ip != "1.2.") AND (remote-ip != "3.4.")) {
drop () ;

}

}

RT=T420F FAAoO Ry T 7402 (BEHEHD)RXF—)
AR & [H CCTT, EHEO U A F—%2H L TBELET,
domain_ spoof:
if ((recv-listener == "Inbound") and (mail-from == "@mycompany\\.com")) {
archive ('domain spoof');
drop ()7

}

RDART—T 4200 FALoDOFOYT J4)LA
BE . ALY AT =T 4V TXHRT 4 V4
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B —coromtzis

reject domain_ spoof:

if (recv-listener == "MailListener") {
insert-header ("X-Group", "$Group");
if ((mail-from == "Q@test\\.mycompany\\.com") AND (header ("X-Group") != "RELAYLIST")) {

notify("me@here.com") ;
drop () ;
strip-header ("X-Group") ;

}

IW—ETDBEIT4ILE

DT ANEEMHEALT, A=A NA—TERAEIETWDLEREZHR, Fi, BLOHWLE
T, ZDO7 4 VZIX, Exchange th— NF 7213 Z AN OHET THA LTV S HER O RIRE % A b7
T OO B E T,

External Loop_Count:

if (header ("X-ExtLoopl")) {

if (header ("X-ExtLoopCount2")) {
if (header ("X-ExtLoopCount3")) {
if (header ("X-ExtLoopCount4")) {
if (header ("X-ExtLoopCount5")) {
if (header ("X-ExtLoopCount6")) {
if (header ("X-ExtLoopCount7")) {
if (header ("X-ExtLoopCount8")) {
if (header ("X-ExtLoopCount9")) {

notify ('joe@example.com');

drop () ;

}

else {insert-header ("X-ExtLoopCount9", "from

SRemoteIP");}}

else {insert-header ("X-ExtLoopCount8", "from $RemoteIP");}}
else {insert-header ("X-ExtLoopCount7", "from $RemoteIP");}}
else {insert-header ("X-ExtLoopCount6", "from $RemoteIP");}}
else {insert-header ("X-ExtLoopCount5", "from $RemoteIP");}}
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2% v omienzE [

else {insert-header ("X-ExtLoopCount4", "from $RemoteIP");}}
else {insert-header ("X-ExtLoopCount3", "from $RemoteIP");}}
else {insert-header ("X-ExtLoopCount2", "from $RemoteIP");}}
else {insert-header ("X-ExtLoopl", "1");

G¥)

T 7 4V Tl AsyncOSITHENIZ A — LD —TZMH L, 100 BL—F L= A vE—Y
Ry 7 LET,

AExv UEEDERTE

AX Y U RTA—BERETDHIL T, KLEWRAT7 7 A NVDAF ¥ VEIME (ZF ¥ U HICA
XTI T 7 ANDEA T E) BRI TEET, TNOEDNTA—FEZEET HIT
X, [AF ¥ 8IE (ScanBehavior) ]— Y %7 1L scanconfig 2~ REMEHLET, A%y
VEMEDOREIL S 0 — NV IRERETHHTED, TRTOAT ¥ COBEMEICEE L £,

GE)

ATy T

Zip R EDIEMGET 7 A MZEEND MIME 4 A TEHAX v T 58545, AFx v UA R
lcompressed] F721% lzip) F7=iL lapplication/zip] V A N &2 EZOILENRH Y £,

FIE

[E% =V 7 1% —ER (Security Services) ]>[AF ¥ »#iffE (Scan Behavior) %227V v 7 L
£75

RTVT2 774N 2L T O~y B T HERLET, ROWVWTINEFITLET,

cH LW 7 7 AN B2 T O~ B T HBINT S, [vy B 7 DB (AddMappin) |
27 Vw7 LET,

CRETTANEMERALCEMN 7 7 AN EA T o B TDOV A NEAL R — b5, [A
VAR—HKUAF (ImportList) 1% VU 2 L. configuration 7 4 L' 7 t U /NHi%Y44 5%
ET7ANEA L AR—FLET,

GE) ZOFIEEZFETTDHDITIT, RET 7 ANVD, T 7T AT 2 AD configuration
TALVZ NUIFET DRERS D £9, RET 7 A VOEREZZRL TS
AN

WEGFEDOR 7 7 ANEA T~ B T EERT DI WE (Bdit) 227V v 7 LET,

ATYT3 e — S VREEITVET, ROFIEEZFETLET,
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B <= oronz

a)

b)

Ave—C T4 N EFERALEEFA—ILRY S —0ER |

[7 e — L% E (Global Settings) ] C. [/ B — NV E % (Edit Global Settings) ] %

707 LET,
DLFOVET 4 —V RERELET,

J4—ILFK

Bl

LEORIZHAIMIMERA TI 74 H—7
VO MDRFT7AILDBEDT I3

(Action for attachmentswith MIME types/
fingerprintsin table above)

W T77AN 2A T <o BT TERIN
TWABIRM 7 7 AN FA T EBEAX Y T 5
N FFAF ST ENEIEINLET,

AX Y UTERFT7AILEREYERELOKZEK
RE (Maximum depth of attachment
recursion to scan)

AX X T DM T 7 ANV DD IR L D
KL~V EfRELET,

AX Y UFBRREFIT7AILH AKX
(Maximum attachment sizeto scan)

AX X VT DT 7 ANDRKRTA X%
fBELET,

BEATFANAIT—E2 T
(Attachment M etadata scan)

W7 7ANDART =R Axy L T5
D FREFAXT Yy ST ENERELET,

AT F7FANRZXYRALT IR
(Attachment scanning timeout)

ARy L DHA LT Y NIREREELET,

AIGIDEHTREY U EINGEMEE. &
FTIZ7AUDBNRE—=VIT—HTHEDER
FLFEI (Assumeattachment matches
pattern if not scanned for any reason)

AFx ¥V ENRWEANT T 7 A N E RN —
NI D LD EBRTNE I IEREE
LET,

Ayt—CESBL, BEDRF I 7ML
FHIRTZEHGWVWEZEDT Y2 3> (Action
when message cannot be deconstructed to
remove specified attachments)

BEEDIRM 7 7 A NVEHIRT H72DIZA v
TV E G CEIRNWE XILETT ATV
varERELET,

AVTIUOVEREFAYE—V TR ITS—
DIFE. IRXTDITAIILEFENA/IRALEF
9 (Bypassall filtersin case of a content or
message filter error)

AT UVEREFA Y=Y T4 F =
T —DBAEITTRTDT 4NV H HZ/Rf IR
THEMNEIMNERELET,

AEHEBEESNTVEWEEIHERTIHE
{& (Encoding to use when noneis specified)

T AT 4 U PRESH TR WGE
T2 a—7 4 7 EEELET,

TBRALGEADF N A v 2— D FBHER

ERADHLOITEMT H(SMIMET /3w D)
(Convert opaque-signed messages to

clear-signed (MM E unpacking))

RBRIRBL DN A v — %R
BLDHDIZEWT H(S/MIME 7 > 73 7))
MEIMPERELET,

Safe Print M} E
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J4—ILE B
K77 A/ P A X (Maximum File Size) |Safe Print TH ] XD WA 7 7 A LV DEK
W77 A0 A4 XA LET,

GE)  [KRK77A41VHA X (Maximum
File Size) [fENE 1 A —/L 7 — b
TxAD[TYURNT AT T 4V
4 (Outbreak Filters) ] (ZF%E L7=
[(AFY T HRRA =T A
A (Maximum Message Size to
Scan) EZH X 556, A v&—
VERAE=VRMNT 7 A VITE
FA=NNAT T DT T N T
LA T4 NETEAFT Y S
FHA,

AR~ — % (Maximum Page Count)

A w—Y O 7 A LT Safe Print % i
AL THATEIX=VoRE KA AT LE
7,

RF¥ o 22 hOME (Document Quality)

Safe Print THI ) SNV A IRAF 7 7 A /W ITHELE
ENDHAA—VHEBEERTSICE, [T
74V ME (70) O (Use Default Value
(70) 147> a v @R LET,

G¥) [ AHXLfEDANF (Enter Custom
Value) | A7 a V&EERL T,
Safe Print CHI /IS NDIRAS 7 7 A
INDI AR I A A — VB E A
NTHZLbTEET,

Ty AN AT OER (File Type Selection)

A= DU 7 7 A /L% Safe Print THj
NT2HEHEH AR 7 7 AV T —T
( MMicrosoft Documents| 72 &) 753572
Ty AN BATERRLET,

Watermark

Safe Print CHA SN DT 7 7 A LT
Watermark #1809 512X, [A%h
(Enabled) 1A 7> a v &ZHIRLET,

GE) [ AR 5T FANDANT] (Enter
Custom Text) | 7 « —/V RiZ
Watermark O A X KT XA N &
ABILET,
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B <= csnusve—vorve—vnmErsoasonE

©)
ATy T4

J4—ILF

Bl

F /3—~3—37 (Cover Page)

SafePrint THI ] SILAUMST T 7 A /MZ T 73—
R—=TZBMT 51X, [F%) (Enabled) ]
F T a s EERLET,

GE) [ AR LT FANDANT] (Enter
Custom Text) |7 4 —/V RIiZH/3—
R=TDHAZ LT HANEANT]
LET,

FHMIZOWNWTIZ, A v EB—V0O0M 7 7 A V% Safe Print TH AT A DEF A —/L
F—= P 7oA DREFEESR LT TEIN,

URL 74 )LR )T 7oL a3 Iz s
NEEESIS—ICEDAF Y URA A vE—
CIIgERTIaY

URL 7 4 NE VT T Uy a i E
NEBEZF=7—BNRET, a7y A%y
FIZEL S TAFY U TERNA v E—INT
SLUTCEITT DT 7 v araRmELET,

MEIS—ICLBRXTY UoRAAYE—D
IZxte b7 3y

W7 7 A= T — N RR T, Ay E—
ThAryTUY AX Yy T TAF Y O TER
WIGBIZFEITT T /v a v ERELET,

RFCERICEDAF ¥ VR A vE—D(C
q$BTFTIVay

RFCENMNFKE T, Avk—VharT
YV ARy FTAR Y T RWEAICHET
THT 7 arEREELET,

[#fE (Submit) &2V v 27 LET,

ER) arToY 22Xy T 77 ANVEFEHTEHRLET, BUEOaAT Y XXy T 77

A /L (Current Content Scanner files) ] C [543 <H#H (UpdateNow) |27 UV v 27 LET,

1

GE)

A

T

TEET.

ATYTS BERAMELET,

AX v UTELEWNWAYE—DDA Y E—D0BT79S 300

INHEDT77ANME, Ty 7 T—h V—_"aEHL CHBMICERINET,
CLI T contentscannerupdate %4@% LT\ :ﬂ%@7 T/ffl/ffiébfﬁﬂ?ﬁj_é Z & ?6

=L

ax A

TTIAT L ADaALT Y A%y T EERA LT, UTFTOREBIZELIY AX vy SN0 A Y
T—UBMETE AL F LT,

« 7 7 A VI RIK

« RFC X

CURL 74 AE V7 T va v it sniEEess—
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| #ve—vJ10s%ER

Ayt —CDEE

N

LEBFA—IL K S—DHER
*yve—vomiE [

AT UV AF XY Lo TAF Y U ENBWVA v E—TIZKT 5, ROWVTHRND A vE—
IR T 7 g VAR TX £9,

e Ayvk—TDO Ry

e Ay —VEFDOE EHEIE

o R Y U—[RBE~D A v — T DFEE
Web A > H—T 2 A A0 [EFx =2 U T 4 B—E & (Security Services) ]>[AF v »HifE (Scan
Behavior) ] X— YT [/ B — VLR EDME (Edit Global Settings) | R¥ %27 Y v 7 LT,

AT UV AF XY Lo TAF Y U ENBNVA v E—VICKT DA v =0T 7 v g v
EAENZLUTHERT A Z ENTEET,

Ayt —VEEETLHAIC, ROBMEELFETTEET,
cAvE—VOMHEEELET,
s A= TANDHAL L~y H—DIEN
A=V OZEEDOEE

« REFEIEAR A R ~D A v —D%F

GE)

INSDT 7Y a i, A TS Y FtA, 2= O N—T DS LI £ 0B
== RZEDET, SEIFRERELEIRERY —T, ZhoDT7 7 v ar aBEEi
FTARTE, SESFITHAADEDL LR TEET,

Ayt —CDHLZEBIE

AT UV AR FICL S TAF YL EINRNVA v E—VDTFF A e, BEDOT XA FIF
SRS E 72T T 2 2 LI LW EF LT, 2—YREZITGHAI T, #Al sz
A=V WANEZ D ENTEDL LR FT,

G

[A vE—T D4 ZEIE (Modify messagesubject) ] 7 4 —/L R ClE, ZZAEITEHINLEREA,
ZDT 4=V RICANLETF A FOBAETITANIAN—=ZBMTHZ LT, Y VS0
Ayb—UHaL, BMTXANESTDZENTEET GBMTXR M4 DFLroHsg
OENZBIMT 2HEEILBMNT ¥ A SOFil, 4V P F OB 0% A BT 2558138MT %
A BNDBAIZAR—=ZAZBIMLET) , /=& 2L, [WARNING: UNSCANNABLE EXTRACTION FAILURE]
EWVWIHITHXRANEAY DT NAOHADOFNENT 25E51E, 2 O%AITEED A~X— R &80
LET,

AT UV AX Y FILL o TAF Yy U ENRNA v =V DOUNITEINESNDT 74V DT
FAMIKDEFLY T,
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B o —me~tvtr—vois

I2E (Reason) BR2~ADTIAHILFOTEXRX FDOEM
oo — [WARNING: UNSCANNABLE EXTRACTION FAILED]
RFC EX [WARNING: UNSCANNABLE RFC NON-COMPLIANT]

URL 7 4 V&V 2 773 g | [WARNING: DECODING ERRORS WHEN APPLYING URL
iz S fEET 5 — FILTERING ACTIONS]

A YtE—CADARE LAY E—DE

AT UV AF XYL o TAF Y U ENRNTRTOA v E—ITBINT 5, BINOE A K
L~y = EBRTEET, TV (Yes) |27 Vv 7 L, "o —ABIORTFRA N2 TERHK
L/i‘é—o

Ayt —CDZEBENDLER
AvbE—VOGEZFELER LT, AT oY AX Yy FICLoTAF Y U INARNA vE—UN
BOT RLRIZEEENDLHICTEET, [T (Yes) 1227V w7 LT, HTLWLWZEED
T RLVAZADLET,

REBERRA FADA v E—DEE

AT UV AR TICLE S TAF Y ENRNA =Tk L, BIOZELEE /2135805 A
MIBEMERETAHZENTEET, [IFWV (Yes) 127U v 7 LTRET FLAEZITHR A
FE AT LET,

eziE, avT oY AF Yy FICL o TAF YU ENRNA v E—V% BHEDOA—LR Y
I AFETNIERN R A ==, ZTOBROFBEDT-DIINV—T 4 7 TEFET, ZEHNE
DAy E—VOHAIF, MBZEHICEEINDI =X 1 >OATT,

R O—REEAA Y E—CDEE
WEEECEA T A7 7 7 DNRESND L, avT UV AF Yy FICL o TAF Y U ENRNA vE—
Dk, BEAN AT TA L OENLUBEOEH S E S| X EE L ChEET, AvE—UN
WA TFIGAVDORBIZEET DL, AvbB—II2 1Ol EOREECET S 75 7 RRESNT
WIUE, U T X2 —ICAD ET, AvbE—U0N 0 T4 ORRBICEELRTNE. I
B U 73R E S NER A,

F2Ex0E, av Ty TN EFA =% Ra y PERITRETAEAEND Y T3, £
DOBE. A vb—TF B S ET A,

GE) TTIATRIRY) VRN ER SN TORWES, Ay —VERRET ) 7ICks 2 L
FCTEEEA,

Ay —=UERY —REEHCIED 2 ERBEIRT D L, ROBINT 72 a v 2RITTEET,
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Ry o—m~ 2 v t—oniE ]

cAv—VOHAEETLET,

A= ADH ARSI~y Z—DIB

AvE—COHBANYT—DEE

BEEDT F A M UFHNERIBICEBMNT 2L T, R =[BRS E LN A v — V2 AT
HE, =PI, I A= RABILIEY, V=MLY TDH I ENEICTE D
o E9,

GE)

[A v E—T D4 ZETE (Modify messagesubject) ]~ 4 —/L R ClE, ZZRITEHRINLEREA,
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