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R 2:[79 T LAY 744 (Outbreak Filters) ] * A o R—

Outbreak Filters

Dutbreak Filters Overview

Glabal Status: | Enabled

Adaptive Rulss: | Enablsd

Mazimurn Message Size to Scan: | 512K

Receive Emailed Alerts: | No

_Edit Global Settings...

Outbreak Filter Rules
Rule Updates

Rule Type Last Update Current Yersion
CASE Core Files Never Updated 3.1.0-012

CASE Utilities Never Updated 3.1.0-012

virus Outbreak Rules Never Updated 20050715_000000

Outbreak Filter Rules (higher number indicates greater risk. 1= lowest threat, 5= highest threat)

We are sesing unusual volume for file extension(s) pif. We are raising the Threat Level to 3. We

3 OUTBREAK_0003427 Vol

5 cUTeREAK_a0n342s | 2 are seeing unusual velume for file extension(s) exe. We are raising the Threat Level to 3.

5 oUTBREAK_no0zazs | V2 are seema unusual volume for file extension(s) zip(sxs), zipielexe), We are raising the

5 cuTeREAK_aonsaan | W2 are seeing suspicious urlis) propagating through multiple sources. We are raising the Threat
5 oUTBREAK _nonzaay | |18 37 seeing suspicious urlts) propagating through multiple saurces. We are raising the Threst

Rules last updated: Wed May 25 22:36:12 2011

| Update Rules Now | Clear Current Rules
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B 5 outbreakconfig 5> FEEALTURLO O XL T EMICT B

INoDAXR ORISR EAENCT HIZIE, a2~ K94 A% —T A A (CLI) T
outbreakconfig =~ > R&MH L 7,

&R R
* 5] : outbreakconfig =7~ > RZHHA L CURLOuX 7 2HNITH (18 —)
T UNTUAT T4 NS = LDEFER (19 2—)
« ] : outbreakconfig =~ > K& L CURL DX 7 EHhc+25 (18 X—)
51 : outbreakconfig 2 <> FZFEALTURLOOXF VT EZHMITT S
IZ. outbreakconfig =~ RZHEHA L CURL DX 7% A 2 —7 MIT B0 Z 7R LET,

mail.example.com> outbreakconfig

Outbreak Filters: Enabled

Choose the operation you want to perform:

- SETUP - Change Outbreak Filters settings.
[1> setup

Outbreak Filters: Enabled

Would you like to use Outbreak Filters? [Y]>
Outbreak Filters enabled.

Outbreak Filter alerts are sent when outbreak rules cross the threshold (go above or
back down below), meaning that new messages of

certain types could be quarantined or will no longer be quarantined, respectively.
Would you like to receive Outbreak Filter alerts? [N]>

What is the largest size message Outbreak Filters should scan?

[524288]>

Do you want to use adaptive rules to compute the threat level of messages? [Y]>
Logging of URLs is currently disabled.

Do you wish to enable logging of URL's? [N]> Y

Logging of URLs has been enabled.

The Outbreak Filters feature is now globally enabled on the system. You must use the
'policyconfig' command in the CLI or the Email

Security Manager in the GUI to enable Outbreak Filters for the desired Incoming and
Outgoing Mail Policies.

Choose the operation you want to perform:
- SETUP - Change Outbreak Filters settings.

1>

B 7y9rJL49 2404



| 7o9roL1s 2404
7orILas 7408 1—0 |}

TORILAY T41L% L—)L

T N7 LAY — X, Cisco Security Intelligence Operations 2 HRITSNET, 77747
VAFEHLWT U RT LA = E ST T oy I B0 Y e—RLET, ZO
Ty T— MRELEETCE T, SOV TIE, Ty 7S L= RBIOT v ST EA
Vra— RTL7DDOY—"EREZZRLTITEEIN,

BEETE B
T NI LAY T 4)LEZ JL—)LDOEH (19 X—)

TORILAY T41L% IL—ILDEE

TONTVLAZ T4 NE —VTABNICA Y a— REnDcH, 2a—PIC L EHIT—
UInEDH Y T A,

72720, BN OEBETT 7747V AR—EHMT AaDT v 7T — F =0 L L—
JNZT JBATERWGRIL, B— I THxr v 2SN TWDLRAaT7RNEH TR 2>T
5 (DF0, RO TANAMDOESA T 7 AN ZATRBLETIZIT VFIANA YT b=
TOT v 7T —MIEENTWD, LI TTICEETIIRL 2o TWb, £HIXZOM GO
BE) WREMERH Y £, ZOEAIE. INOLOREERFOA v — U R IR L TR LT
HYFEHFA,

(V= %459 T v 75—k (UpdateRulesNow) 127V v 7952 LICk-T, vAaD
T T T— b =R, Ty ST = ENET U RN T LAY =V ETE T 0 — KT
xET,

\}

) [W—nE245F<T v 75—k (Update Rules Now) | RZ U id, 7774 T 2 ADBIFOT 7
NTVA T V=% [ 7Ty a)] LEFA, 77T = SNETU NI LAY —L%
BEEWZ D720 TT, Y A207 v 77— M= NIRRT v 77— bR RWES. T
TIAT LV ARIZDORE %I ) 7T HBETT VNI VAT v—EX T rua— RKLERE
/L/o

BEEIER
T I RNTVLAY TANE NL—ILDT v T —k (19—

FTIOcTLALY T4NLEL—ILDTYTT—F

TN T, TTIAT LV RAEIS BT ETH LWT IR T LAY T4 E L— DX
va—RERTLET, ZORRIE [BX=2 V7 0¥ —E X (Security Services) ]>[1—E A
DT 77—k (Service Updates) | — Y TEETEET, FHEMICOVWTX, —EX T v
TT—hreZRLTIES N,

TYRTLAY T40NE .“


b_ESA_Admin_Guide_ces_12_5_chapter36.pdf#nameddest=unique_626
b_ESA_Admin_Guide_ces_12_5_chapter36.pdf#nameddest=unique_626
b_ESA_Admin_Guide_ces_12_5_chapter36.pdf#nameddest=unique_617
b_ESA_Admin_Guide_ces_12_5_chapter36.pdf#nameddest=unique_617

TY9RTLAY T404 |

B 7orovqo sonsmae a—nkyo—

TORITLAYD Ta4ILABEREE A —IL R o —

TIRT VAT T4 VEEREORTEICIT, A—LRY —TLICEETEDLHORHY £7,

TURNTVAT T4 NVEEREIX, T I7A T UV ATA—N R =T824 3= VETX

TAE=TMITEET, A—ARY) =T8T, HEDT 7 A NVIERFEBLO AL &7
URNT LA T4 VA BEREDWLERN RN T E E9, T OEREIX. policyconfig CLI =~ > K
W&o THMHAHETT ( [CLIReference Guide for AsyncOS for Cisco Email Security Appliances.]
=B

GE)

TURNTVUAT T 4 VHERERIET A WAMEOER A2 AX ¥ 572912, Anti-Spam F 7213
Intelligent Multi-Scan A X ¥ > &2 7 7T A T LV ATT 0 —rN)UIA F—T NWIZTHMLERH D F
R

BEDA =R —IZHT DTV NI LA T4V EERORELZEL T HITI1E, BET
LRV =D [T T A2 7 4% (Outbreak Filters) 1FIDOV > 27 %27V v 7 LET,
FFEDA =N RY = LTT U RT LA 7 TANVIEREEA X —T WL, DAZ <A
AT DHINE, [TV RNT AT T4V EERNCTH GEEE I AX~AX) (Enable Outbreak
Filtering (Customize Settings)) ] Z3%®R L £ 7,
A= R =Tk LTRDT 7 T AT T 4 VEFHELRERTEET,
- BREEZ R L~ v
o i R IR BEOR 7 1]
c ETANAVEDOBHA v — P & REEZ BN AR RL(E
e NANRTDHT 7 A NIRRT DE AT
A yE—VEEOLE VA
CHNABETHRANBIOT U NT AT 7 4 V2% ($threat_verdict, Sthreat category,
$threat type, Sthreat description, 35 TN $threat level 72 &) ZfHEH L THA~ Y X — %28
HLET,
c RDBEF A=)~y X =LA BRET,

* X-IronPort-Outbreak-Status
* X-IronPort-Outbreak-Description

cEA—NEXa2UT 4 TS T747 2 AETI Exchange — 70 EORBFEIEIZ A v —
VEEELET,

« URL H&#ax

« B O ITEIH
[T NT VLA T TANEETNT D (T 74V EDA—VKRY —RELMK)  (Enable
Outbreak Filtering (Inherit Default mail policy settings)) ] #8&R LT, T 74/ hDOA—/L RV
VllOWTERINTWDET U RNT LAY TANEREEFEHLET, 77418 XA—1
RV =TT RNT A7 7 4 VIEREEA X =TI LTS HEEIT, £OMT<TDA—
NWRY = ZAAZA X LIRWROVE LT Y T vA 7 74 NVZEEZFEALET,

REELEELZL, BEEHEELET,
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matL Lo LznEnzz ]

REEIER
REEL LD LEXVEORE (21 <—)
o RIRBECREF (21 X—2)
e 77 ANYEEFZ A TDONRA N (21 2—)
P Ay VEH (22 8—Y)

frREE L NILD L EMEDERTE

PN L I3 Es

YA RINSET T N7 UA 7 OFBICKT 5 [REEET 2 & E L~/ (Quarantine Threat Level) ]
LEVMEZEIRLET, HFWVNIWIEERBESND A v =030 HFEHAREWVIZ
RSN D A v =30V ET, Y A3d 774/ MED 3 ZHEREL 7,

FEAMZOWTIE, FEEEZ IR L XD LEVMERREN A KT A4 (98—2) 2B L T
éb\o

Ay —VNT U NT A VR ) TICHE E D RKEHEZFRELET, VAL AEORMS
T ANEGLAREOH DA vE—2 BT 4 v 7o~y T V7 EZoMM
DB A GLRREMEDH 2 A v — DIk L CTRR DRFIMAfRE TS £, v LA
DEBOEGEIT, A v — V2 REEEIE IR EE T2 1203 [RBE BN IC A >
t—U%3%E LET (Deliver messages without adding them to quarantine) | = v 7R v 7 A%
FACLET,

GE)

KU —T[AvE—VDEHE (MessageModification) [% A x—7 /I L72WRY | VAL
AMED B Z REECTE 8 A,

CASElE, A v EB— BB L~V &Y YT L X ZREEHE R M A2 HELE L vk, EX—
NBX2 T4 TTITAT AL, GRS A TN 5 KR RF N 28 2 72 W R Y |
CASE WELE T 2O S O], Rt D A v E—VZ2 R LET,

T7AIWHRF R A TDINA 1N R

BEDT 7 ANEA T oNL RAT LK) V—aBETXET, A RRENET 7 A
NAAEAEF1T. CASEIC L DA v =D B L~ VOHENSEAN SN ES, 7277 L. ST
T ANMIKTHEEYDODEFA =N X2 T 40 AT T4 OB TOILET,

7 7 A NMIERTZ A NRAT BT, [T 7 7 A VD AX ¥ D3 A /XA (Bypass Attachment
Scanning) 1% 27 Vv 27 L, 77 A NWILRTZEREIIAN L TG, HL5EFZBI (Add

Extension) | %7 U v 7 L¥ 7, AsyncOS X, [/NA /XA T 57 7 A VPLiET (File Extensions

to Bypass) ] U A MIHLIET-Z A T2 FRLE T,

WA NZAENDHILRF DV X S BIEF ZHIBRT D121, [N /32357 7 A WL T- (File
Extensions to Bypass) ] U XA FOYLRF OO T IFT A 2227V v 7 LET,

TYRTLAY T40NE .“



TY9RTLAY T404 |

B o vmEzosq R avFF Ir L84 T

BEEH
« T ANMEETFTDNRANZ : AT F T7ANDEAT (22 5—)

T7AIALEFDINANR : AVTF T7AILDEAT

Avyt—TF®R

T 7 ANMERTHNRANATLHEE, AT T 77 ANVAD T 7 AV (Fo & Z1E zip N .doc
T7AN) bAANATLHIERF DY A MIEENTWIUE, NA RS ET, 72& 23,
INANRATHPEEF DY A MZ doc ZBMULTZHEX, 20T F 77 ANMIEENTND S
DHLEDHT, T_TOD doc 7 7 A NVINSA RASNET,

TIITATVANT 4 v T ORITEIINVT =7 Web A b~D Y 772 EIET AL
AMEDEBBDA v —TEAX ¥ T HEEE, [A vy E—VDOER (Message Modification) |
BAF—T N LET,

A=Y DB LIS T, AsyncOS (FA vE—T AR L, §XTO URL 2 EX
iz T, AvE—U00 Web YA FEBZOETHE CiscoWebEx =T 4 7o aft
MULTZEHELZ VXAV T HIENTEET, T I7A T RTA v E—VICREFHE
BIMLT, 2—FIA v E—VORNENGED LY, FTREIARETHL L2 8ETHZHT
%iﬁ‘o

A NAMVEDBE A v —V Z BT 572010, A v b —VFRE2 A 32— T T T HHLEN
b ET,

FAEIEE
c AvbE—VEROEB L (22 X—D)
c AvkE—Uofs (22 3—Y)
T IRNT VAT TANEDETA I~y — (23 4—)
o REESEIHE A —/L AR A B (23 =X—2)
s URL EEXMZBIOR AL DA IR (24 X—7)
c BBORIER (25 X—)

Ay —CEBROEBLANIL

Iyt—SDH4

UARINE [AvE—VDOEE - B L~ (Message Modification Threat Level) ] ® L & U ME
ZIBRLET, ZORET, CASEICE > TRSNDEH L ~ITESNWT, Avt—Tak
WP EIDERELET, HFNNSWIIEERIND A vE—VIFEL R0 BFNK
EWEFEEREINDA v E—VFA R0 ET, 23X, 774V MED 3 ZHEREL £
D

EERINZ) 7 2 E0ETANAEDERA v =V THE~NY X —DTF AN EET S
Lo 2= A v b= OBEOL DI AT SN L B TEET, DAFATHA L
T N7 LA 7 4 IVE I ($threat_verdict\ Sthreat category., $threat type.

Sthreat description, 3L Sthreat level 72 &) OWTNMNEIIM G %2, HFH~v =D

B 7y9rJL49 2404
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N

F9rILAY T4 0s0BFA—LAvi— [

ATE7ZITRIEIM L £9, B8 EmAT I,
L. BHOU A SMBBIRLF I,

[A = DOH4 (Message Subject) 1 7 4 —/V R TCid, ZEHIFERINETFA, ZO7 41—
JVRIZAN LT HF R FOBAEITRNCAR—RBINT 52T, FUVPFALDAvE—
AL, BT XA NEZTLHZENTEET BINT XA 24U DF L OM4 ORNZEN
T LEGEITEMT A SO, AV DTS D% AITENT 2551TBINT £ 2 SOk A5
ICANR—RAZBMLET) , 72& 21X, [MODIFIED FOR PROTECTION] & W9 T F A h& A4 )
O DORNTEMNT 2561, ZO%AIEBEO A= ZBIMLET,

[E# DA (Insert Variables) | %27V > 7

GE)

[A v EB— D4 (Message Subject) 17 4 —/b R TlE, US-ASCIH XF 72 AT £,

TIbkTLAYD TANLNEADEFA—ILAYHE—

)

WD~y X—% A y—|ZBINTExET,

T4+—< v k 51 AT ay

(Format)

Ay H—

XioRiQbek®i § x-TronPort-Outbreak-Status:

Sthreat verdict, level
$threat level,

X-TronPort-Outbreak-Status:
level 4, Phish

- Password

T RTDA Y E—VTHD
(Enable for all messages)
cHETANAET T N T LAY
TOHF%N (Enable only for
non-viral outbreak)
o M7 (Disable)

Yes,

$threat category -
Sthreat type

X-IronPort-Outbreak- X-IronPort-Outbreak-

< B

- B2

Description: Description: It may

Sthreat description trick victims into
submitting their
username and
password on a fake

website.

G¥)

REIWEA—IL KRR

INHEDNY B —ZHEASNT A=V E T AN ) U TT DA, (VS A — /LR A
MERELTC) TUNT VAT TANETUEINTZAvE—VEEA—NL X2 T 4 T
TIATVAZRL, OO~y X —Il—FT 53T oY T4 NZ AL TA vy E—Y
EAX Y T HMERH D T,

TORTULAT TANBICEVRIENTA v E—VICRHLTarT oy 74087 X—=2AD
AF v U EFETTHHEAIE, W ENTEA v E—PF EA— L ¥X2 VT 4 TTFIAT A
WRTEIET Y N T vA 7 T4 NG ERETHDMLENDY £T, Thik, LA T T A

TYRTLAY T40NE .“



TY9RTLAY T404 |
B ovrezsmassvriqonnsiz

TV T Y TANH AR Y LV DRIIT IR T VAT T4VH AR URFETINDD
‘/C“ﬁqo

[f#R58 4 A —/L 78 A2 b (Alternate Destination Mail Host) | 7 « —/b FiZ, EEZD A v &—
EEIDIZAF Y T HIDIHET 2HMELRT 774 T ADIPT KL A (IPv4 £72(X1PV6)
F72IEFQDN # A L £,

URLEZMABIUF AL 2DINA IR

A=V DBBLANIVNA =V EFEOLEWVMERZBZIHBE. TUNT LA T 4 VE
HEREII A v E—YNOT R TOURL ZEEHR, TNLOHDOURLEZZ Y v/ T5La—V%
CiscoWebttFx 2T 4 70X DATS T a X=X A4 L7 hLET,  GEHlIZOW
T, URLOUV XA L7 K (63—2) 2L TIEIN) , AvE—UOFER LR
FREED L XVMEEBRZ DA, T T IAT VU ANA v E—VOREEBITWET, DY
ANAEDOT U N T LA 7 PEITH OGS, A v -V ORI TOCIZ, 7V T LA 270
RN H DA v E—IUNB ) 7 SNDTXTOED LW Web 1 &2 L, 0D Web
A NP RIETH DN E D T 20/ 2 5 2 £9°, CASE 1%, SIO B’MEftd 257 v 77—
FENET TR TVLA T N—NEHEHLTAYyE—VE2HFARY L, AvE—UBRT U T
LA 7 DO THLPEHWLET, REHMNBEES L, 77794 T RFA vE—V %R
Bt ) 7B L ET,

AsyncOS (&, A NAEND FAA U ZfE LTS URL ZfR&, A v E—YHNOTTO
URL Z &2 97

[URLOFEZH2Z (URL Rewriting) | CIIROA 7> a v 2 HTE £7,

[READA v E—TDHEZ) (Enable only for unsigned messages) |1: DA 7 = iT
X oT, AsyncOSIE, A v —VEHDO LI WMEETMTZTIHBIIRELDA vE—H
DURLZHEZHZ OND LRV ET, 2EL, BAINIA vy E—VITEENEY
lvo URL EBEHZIZONWT, YA IZOREDOMHAZHELE L £,

N

GE)  EA—ntFxalT4 77747 APUHNDOR Y FT—2 ED
P —REXT 7T A T > A7) DomainKeys/DKIM &4, OFRGIE %
LT DA EXA— L X2 VT4 TTI747 R,
DomainKeys/DKIM-signed A & —YN® URL # EXH# 2720 |
Ay E—VDOBELETNILIZDTHZENTEET,
S/MIME % ffi ] L THE AL STV 2 558 £ 7213 SIMIME E4 7%
BENDHE, TTITAT LV AIA v — Ve BLHFERERRL
EJ5pe

[FTRTDOAyE—UTHS (Enableforallmessages) | : Z DA 7 v = 12k 5T, AsyncOS
X, AvE—VEFEOLEWEERHZTHEZ5TXTORA vyE—TNO URL # E & i
ZLNDEICRVET, BAINZA v E—UHEENET, AsyncOS BEL STz
Aot —VEEETDH L BAHITENIR £T,

«[#%h (Disable) 1: DA T a NET7 UV T LAY T4 ZITK L TURL EXHZ %
F 4= LET,
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EBOREFIR

grosnsE [

RV —%2EBFLT, BEDRKRAAL L ~DURL ZEENLEATEET, RAL U E2/A
AFBHIE, IPvAT FL A, IPv6 7 KL A, CIDR#&PH, RA M, WA A ML, £721F R
AL E[RAAL LV DAF ¥ % /34 /3 & (Bypass Domain Scanning) ] 7 4 —/V KIZAJI L E
T, Bz M) EZEETLHEE. o~ TRED £77,

PRARARAAL A% UHREIE, URL 7 4 A% ) 2 7 T &END 7 m— SRR U 2 R T
P EF28, HBIR T, FFA Y A OGNS OWTIE, URLY 4 /L4 U 7 DFFA[ Y A b
DIEKZZH L T IZE 0,

EX—I X2 T 4 TTI7A4T U RT, OLWA =D~y X —0 FERICHEEHE
Ay—UEBMLT, 2—VIA v E—VORNELZELET N TEET, ZOREFHHE
WZIE, Av =YX A FIJSUTHIML £ 7L —2 X% A MMEATE £47,

[ B3 D EFHE (ThreatDisclaimer) |V A hOEHT A HEFEHDOT F A M E2ERT
B, [A—/LAR Y r— (Mail Policies) ]>[7 %A MU YV —R (TextResources) | U7 &7
Uy Z L, [EFHET 7L —F (Disclaimer Template) | & L CTH LW EFHEZ ER
LET, [RHFHEHT 7 L— b (Disclaimer Template) (21X, 77 b7 LA 7 &SRS
THEENEGENE T, [LEFHEDT L E2— (Preview Disclaimer) (%7 V v 7 35&, &
BARFHO S V2 — 42K RTEET, DAFXLREFHEA v E—U TR, BREHEHALT
A=V OB LI, BEOEA T BLOEBBOBHEER R TEET, REFHA v
T—VOMERIZOVTIE, TFRA L U Y —2EHOPEEZSZHL T EIN,

TORITULAU T4IVEHEEET O N T LA U IR

TORNTVAT T4 VERERRICE VIR SN A v =T, 7Y M7 LA Z Bl Y 7123%
FEanEd, ZORME=Y 71X, AvE—YZREET 2720l Lr— (7T T L
AT N—=NADGEET T KTV A7 ID, TETT 47— AOEEIT—BAHNERINE
T) IZHESNT, RBEECY 7 H T RTO A v — U EHIBRE IR T D BICENLD [~
V—] Ea—0RH5Z LZRTIE. TOMOH 6P 5 MEEEE [FERICEIE L £3 (RBEOBES
EOFERIZONWTIX, AV v—, UANLA, BLOT Y N7 LA ZREEEZSRL TSN |
P — Ea—0OFMIZONTIX, [77 b7 LA Z@EE (Outbreak Quarantine) ]33 KUV [/L—
A= —IZ X 5% # (Manage by Rule Summary) ] E=— (27 %—Y) 2L TLLEE
AN

EPERENS

T NI LA VRO =2 ) 7 (25 =)
«[7 7 b7 LA 7 @EE (Outbreak Quarantine) |3 X ON[L—/¥~ U —(Z L 5% H (Manage
by Rule Summary) ] E'=— (27 ~—)

TOLITLAORRDE=2") 2T

EYNCRE SNt Y TIXE EAEE=2 ) U 7 2B L LERADR, FIZUANVAT T
N7 LA T OFEREITREAEZRD, ERORA v —UPRET S ARENRH LML, TU b
TrA 7R ) TICHERE AL D T AR L ET

7orIL4o 74045 IR
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TY9RTLAY T404 |

B vrovomor=5u>y

\}

EHDORA v —UNREEESNTZHE. 7TV T LA ZRBEOREIZ XL - TiE, ROWT N
FAELET,

TREEDT 74V b T a B[V Y —A (Release) ] ICERE SN TWAFEIR. R
RIOWIR Iz & &, FREREEC Y 74— =T a— L7 & &I v =V Rk
ENFET, —RNR—=T7 0 —D=DITA v —UNBIRENDENT, AT 7 7 A L OHIE,
R4 DZET . X-Header DB EWST2T 7 a v NA =TI L TEITEINE LD
W2, TU NI LA 7 RBEZRETEET, ZNHDOT 7 v a OO N TIL, R
Ave—VICHBMICEASINDT 74V K T 7 a2 LT EEND,

TREEDT 74 b 77 a S [HIER (Delete) JICRRE STV ADEEIE, AREIR O H]
[BAGIn7- & &, B 74— =T o — L7z s XA v E—UNEIBRENE
SR

e F—nR—=Tn—i%, BEEZ U 7 RN SXNDEXIZEBIZA v E—=UNBIMSNZSHAIC
FAELET, ZOHAE. AR AICIVWA =YD (WM LbEbEWA vE—
UMHEERD FHA) L LW A =IO R N EL £ T, A v — U EK
SNTWVEET, —N"—T8—DFEDICA vE—URRRINDEIZ, IS 7 7 A LD
Bk, 4 DZEE | X-Header DB E WS T2T 7 a B A v —IIi L TCEITEND
Lo, T NT LAV IEBEERETE £,

REES N TVWDE A v =0, BILWL—ABRITEINDTZRNCEAT Y ENDT2D, TU
N7 LA ZIREEC Y T D A v —UIXAMIRN N DRI S NS Z EMFEALET
kR

EFNTH, TN T 7 a0 [HIBE (Delete) JWRESINTWAEEILZ, TV M7 LA
VIR ) T RE AT HIENEETYT, YRAad, FEALO—PIIH LT, T
b7 7 va v [HIER (Delete) [WCRRELRWZ E2HERLES, 7Y T LA JIREEZY 7
MHDRA =D, £T213T7 7 N7 v A ZREEDOT 7 4V N T 7y a L OEFEICET S
PRI OWTI, WREEA v E—VICABNICER SN T 74V N T 7 v a v ESRLTLE
AN

Bz, LW A—A DT v 77— o, 7V b7 A Z R U T ICREFHRIE D Tk
LW A v E—URHL5E, mE2TEDA v E—VOAHMIREZELELZ LB TEE
T, AvE—VORFEHMZELT Z LR, Rl 7OV A ANRELRDBENH D
7o, EELTSZEN,

G¥)

\}

AyB—=VRT TN T A ZRBET Y TIZEE S TWDOMICT U F A NVAZF Y ) (A—
AR Y =8 TIERL) Zu—rULcT 4B —T IS ENTZBAIE. 728 2 A v =V
MENDHNCH ) —ET v FIANA AX Y VEFHEAF—TIZLIZELTH, ZDA Y
T—URRRINTZEEDT T UANA ZAFy SFFATINET A,

G¥)

TORNT AT TANANEEREIL, T I9A TV ATTUFIANLAR ZF vy B2 R—TVIC
L THHHTEET, 27 L, TT7I9AT UV ATT UVF AL ZAF % U BA RL—T VTR
WAL, T NI LAY T4 VEZEFFETANAEOEE EAX Y o TEERA,
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[7 T LA mEE (Outbreak Quarantine) 15 KUV L—ILHF <) —IZ& S EHE (Manage by Rule Summary) ] E 21— .

[79 T LA Ykmet (OutbreakQuarantine) 5 & WIL—ILHY T ) —[Z kS EHE (Manage
by Rule Summary) 1 E 21—
GUI D [F=%# (Monitor) | A==2—IZHD VA MDOEEAZ2 ) v 27 $52LT TU b
TVUAVREE= ) T ONEEFRTEET, 7V M7 LA ZREEZIZ, BNMOE2—ThHD,

T RT LA VRO L— < ) —IZ L 5EH (Manage by Rule Summary) 1 U > 7 6 H Y
e

379N TLAIRED JL—IL <) —IZ& ZEE (Manage by Rule Summary) ]') > %

Quarantines

Quarantines

Add Quaranting...

Quarantine Messages Default Action Status Settings

Spam Quaranting 2565 | Retain 14 days then Delete AT Edit

Outhreak Retention Varies

o I—I Edit
[Marage by Rule Surmmary] Action: Release 0% Full s

Policy 0 | Retain 10 days then Delete ey Edit

Wirus 0 | Retain 30 days then Delete 0% Full Edit

EPEREYS
eV —Ea—0DffHICLDT Y T LA VREEZ Y THND A vE—Ikt4 51—
IDIZHESNWEA Y=V T 7 a vy OFET 27 X—)
YI)—Ea1a—DFERICKDTI N ILA VBT TADA vy E2—2I21d T HIL—ILIDICE DN Ay E—DTF Y
3 VDET
pv—nt= U —i2 Xk B5%8 (ManagebyRule Summary) (V> 27 %27 V> 7 LT, L—/IIDZ
LT N—TIENTZT U N T LA JIRBEONEDO Y A M ERRLET,
4:7IORTLALOREED IL—IL YT —IZ&BEIE (Manage by Rule Summary) JE 1—

Outbreak Quarantine Summary

Manage by Rule Summary
Al

Select Rule ID Number of messages Average message size Total size Capacity
(] EXE_BAGL 4 16 KB 0.1 MB 0.0%
Totals 4 16 KB

[ Select Action... (%]

HENCA v E—VE IR L2 TH, ZOE2—NBEEDT Y NI VLA 7 EH3T X 7T+
TN—VIZBET DT RTCORA =Tk LT, fiffik, HIBR, F7I3REEIRER 2 £ 5
FLOERTcEET, F/2. MEBEFHITIVA MDY — M FITTEET,

Z OF%HEEIL. quarantineconfig -> outbreakmanage CLI =~ > Kb bEH CT& £4, FEMic oW
TiX., [CLI Reference Guide for AsyncOS for Cisco Email Security Appliancesl]] Z#Z R L T< 72 &
AN

7orIL4o 74045 IR



TY9RTLAY T404 |
B orovqoons0ez800y

TORILAY TJ4ILE3DE=R) YT

TTIAT VAL, TURT AT T4 VEBERED T —~ V ABIOEE 2 E=4T 5
BEOY — RN EGENTWET,

EPERENS

T NTVLAY T4 E LR—F (283—2)

T UNTULAT TANEOMELL—L A (28 X—)

T NT LA UIREE (28 X—)
«77—h,SNMP h 7 v, BIOXT U RTVLAT 7 40H (28 5—)

TIOcILAY T4IL% LIR—F

TITIATADT T NT AT T4 NVEDBIEDAT —F ZAB L OREICMNZ T, DT
URTULATRT T RN T LAY TANFICE > TREES LI A v E—DICBT A RN ERR S
N7 NTVvA7 74 0F LR— T, ZOFERIL, [E=4 (Monitor) |>[7T 7V F7 L
A 7 7 4% (Outbreak Filters) ]-X— CF/rLET, sEllZONWTIE, EFA— L EXx=a
V74 =% OFZZRLTILEIN,

TORILAY T4IL2OBEEIL—IL )X+

MELIONL—L VA NI, TU NI LA 7 4 VX EREDBIIEDIRABIZE L THALOTEH
ZREELET, ZOERIT. [BEX 2V T 40— R (Security Services) ]>[7 UV h 7 LA
7 4 /% (Outbreak Filters) ] X—Y TR LET,

VAV WAVE GoN Y
TUNTLATRBEZEHL T, T RT LA 7 74 NZ DB LA DLEWVEIZEY, 7
ST EINTNDA v b —VOREE=F LET, E7. L—A 2L ORHEA v E—0 Y
A NBFEHTEET, IO WNTIE, [TV 7 LA Z[@EBE (Outbreak Quarantine) ] 35 LT
Lr—n%< U —IZ X 5% (Manage by Rule Summary) | E=— (27 X%—Y) BLOKRY
U, UANLA BEXOT U NT LA VIEBEESRL TS0,

75—k, SNMP kS v 7. BLUFTYIRTLAY T4L4

T NI LAY T 4V AREREIR. EHIIZ AsyncOS 77— R L SNMP T v 7LD 20D
BB T O@MEYR—FLTHET,

SNMP 7 > &, W—DT v 77— PR RB LT & EITHER SV E T, AsyncOS ¢ SNMP
N7 v 7OFEMICONTIE, TCLIZEHLZEHEEE=F] OELZSZRL TIZI,

AsyncOS DT 7 b T LA 7 7 4 VEREICIE, 20D F A T DT F— b (YA RB LV —
V) BHEINTHWET,
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