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e THFARL Y V—ADA R—F (133—=Y)
s HTML X—AD7T F A K U Y —2ADOHHE (14 X—) |

THEIN)Y—ZADEM

ATYFT1 [A—/KRY T — (Mail Policies) ]>[7 %A kU Y —A (Text Resources) | IZBEIL £,
ATY T2 [T7FA K U Y—A%BM (Add TextResource) 1 %7 U v 27 LET,

ATv T3 [4AE] (Name) ] 7 4 —/V RIZTF AL U Y —=ADL4H I # AT LET,

ATV T8 [ZA7 (Type) ]| 74—V EWSLTHARN UV —2ADX A THBRLET,

ATV TS [TF AL (Text) | E£/IZHIMLB LU L —27 % A b (HTMLandPlainText) | D EH LD T 4 —)L
KiZ, Ave—Y TFFAMEATILET,

TEXARNV Y —=ART VL= THRAN A=V DOREFATLHEEE, [TFADL (Text) ] 74—/ R
EEALET, 7FARY V— XﬂHnﬂ%iU7V~/7#XF%/? O T EFFRIT %A1
[HTMLE X OV L—> 7% A b (HTML and Plain Text) | 7 « —/L RZHEH L 7,

ATYyT6 EHEAREFL, RIFLET,

RDZERY
ESPEDEYS]
e HTML XR—AZAD7T XAk U YV —2DOME (14 X—)

TFX K ) Y—XDHIE
X L& BHIIZ
THXAR VY —ADOHIFROEEBIZERE L TV,

CHIBRESNTET ANV Y —RAEBRLTWVWAHEITRTOA Y=Y 70X T, BHHEL
T~v—7 SNET,

cHIBRENTET AR VY —=RESZRLTNLTXTOar T T4 N FAR—T )L
DEFEIZRY ETH, SHBE L SNET,

ATy 1 [A—/LKY 2 — (Mail Policies) ]> [?ﬂFX ~U Y —A (TextResources) | X—IZBEIL, HIFRT D7 %
AR UY—2D [HIFk (Delete) 1FNZHDIAIFMT A %27 V7 LET, RAYE—URERIN
£7
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Fxz b yy—zoqok—+ ||

ATy T2 [HIER (Delete) 1227 Vw7 LT, 7FA K U Y—2ZHIBRELFET,
GE) AT UVERIFA =Y T AN EZDONTNNORETERENTNETH R MU Y —RTH
BRCTxEHA,

ATYT3 BEHEAERFLET,

THEFRAMYY—RDA viR—F
E L8 BT

AVR—=bTDT7ANNB, TT T4 7T 2 AD configuration 7 4 L7 b VIZIFHET D Z & &Hf
WLET,

ATy 1 [A—NR U~ (Mail Policies) ]>[7F A kU ¥ —2Z (TextResources) ] —IZBEIL, [TFA KU
V—ADA R — b (Import Text Resource) | %7 U 27 LET,

RT9T2 A VAR— " TDH7 7 A NVEBRLET,

ATy T3 mra—FFRERELET,

ATy T4 Next| 227V v7 LET,

RT9TE ARIEERL, 7F AN VY —R XA ThfRELLORNL £,
ATvTe EREEZEEL, RIFELET,

FEXERMYY—ZADIHRAFKR—
[Z L& BRI

TXAL VY =R AR=bF581F, TXANT7ANBTTI3A4T L AD
configuration 7 4 L' 7 h VITHERL S LD Z LITHER L TL7E S0,

AT9F1 [A—/LKY 2 — (Mail Policies) 1>[7 %A b U Y —A (TextResources) | X— IZBEIL, [TFA KV
Y —ADTY AFR— |k (Export Text Resource) ] %7 U v 27 LET,

ATYT2 ZJAR—FTHTFAN VY —RZBIRLET,

ATYT3 TXRARN VY —ADT 7 A NELEANSILET,

ATFYTE TXAL Ty A DTy a— REREBIRLET,

ATy T5 [EF (Submit) |27 Vw7 LTCTHARN U Y—REELT ¥ A~ 77 A /L% configuration 7 4 L7 K U
WAERL 77,
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I



A
B iir—zo7x by yv—zoBE

HIMLR—ZXDTFRA L )YV —ZXADHE

GEHREREOHOTFAN VY —AF, HIML R—2Z2AD X v —VBIOTL—r 7%
AN Ave—VOWAFEHEHALTERTEET, HIML X—ZAD A vy E—T 7L —2 7%
AN AvE—VOMEEGLT XA U Y—ANETA—/L A v—VIC#EHAINEZSA.
Hmu«—x®7#xb)/ ARAyE—VFEFA—N A vE—TVDOTF A NEIZHTML

ﬁ%éh TU—V TFXFAN AvE—VFEFA—N A vE—VOTFANERETS
v—/% W SV ET,

HTML RX—ADT ¥ A h V=A% BIMEIIRET 254, GULIZIE, HTML =— R&F

B CRBETICY v F TXANOANEZAREICT DY vF T A MEREENET,

HTMLRX—Z2DT F A K U YV —2AZ BB LORET 2551, ROLEELTIEEN,
cHIML R— 5 ANZHSNWT, AvE—0 7L —0 TF A RX"—D 3 A2 HERICA
BT AL dyBINTXET, F01E. FL—r TFA A=V a U AFERICERTEET,
e[Z— RtE=2— (CodeView) |RZ %7 Vw7352 LICLD, VyTF THFANZT 4
XL HTML 22— R 28IV B2 52 LR TEET,
-U/%T%xb174&fﬁf %éhﬁmennwb%Gmfﬂﬁﬁé X, o—
REa2—(ZV X, HIML=2— REZFEITCANLET, & 2T, ZhUE, <img sre>

HTML % 7 il L CTOMER Y — N ICh oA A= 7 74’/1//\037"?53%?%)\?69/\ AT
WET,

BEEIER
cHIML X—ZADTF AR VYV —ADA A —FBLIRT 7 ZAHR—F (14 32—2)

HIMLR—XDTFRA b+ JY—RADA VR—FELUVITY RR—

HIML XR—AZADTFA M VY —=RA%TFXFAN 77 A NI I AR— LTZY, TFA K 77
AN HTML X—=ADTFAF J YV —R%& A R— kLY TEET, HTML X—RX DT
FARNV Y —=RET 7 AT AR— T DEE, 77 AMAITFA RN TV —ADK/—
CaizxtTAROE v a rnEgEnET,

* [html version]

* [text version]

o077 va YOIEFITEETIIH Y X8 A,
72Ez2iE, I AFR—FENEZT 7 ANV, ROTFAIREENDZENHY F9,

[html version]

<p>Sample <i>message.</i></p>
[text version]

Sample message.

HTML R—ZADTFHF AN UV —RFZT 7 AFR— FBLRA VR — T AEEIE., ROAL—L
EHARTANTHEELTLEEN,
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| 7¥xrUY—2
722+ yv—2zoEd [

e FL—U T XA A=Y NHIML A= 3 U b HENICA K S5 HTML X — 2
DTFAN VY =R AKR— T DH5E, =7 AKR—FINET7 7 AV

[text version] &7 I 3 UREENET A

e TXARNT 7 ANINDA AR — TS5 EE ] [html version] 2 ¥ =5 FOFTRXTOHTML
a— R ERRENTZTHF A U Y—ZADOHIML A vt —JICEBInNEdT (T2 U
V—R Z AT HIML A /‘IZ“—‘:/%%#\Q"— }\‘g—é%é\) o IEH%W_\ [text version] '
YaryFOTRTOTHFAME, ERENEZTFAN VY —ADTL—2 THFAR Ay
VI EBINET,

cHTML X"—ZAD7 F A b U V=A% T 5722, 22D, FTIIFELRN

[html version] BZ v a v EEHLe 7 7 A NNLA VR — T D5E, 77747 A
[text version] 7 a OTFFAMEEHLTCHIMLEBLI ORI L—0 TF A A v

=V OmMGFEER L ET,

TEXERXBMYY—RDER

TRTCOAATDOTHFAN Y Y—R|L, [TF AU Y—R (TextResources) | X— T FEiF
CLI @ textconfig =~ > &M LT, W UFETERISNE T, —EiEkSns L, F2 A
TTRpLMEON A LET, AEFET L — MBIOWHMT VT L— ME, T4 LA B
FWYAF—TEASNET, —Ti. Ty FUANVABIMT VT L— M, A=A =8
FOT7 U FUOANAREMTHEHAINET,

FAEIE B
cHBEHET LS L— R (15—
c MBEFHEAL T L a— R A (19 X—2)
cET T L— R (21 X—Y)
s T UTFUAINAEMT S L— |~ (22 %—Y)
o N RIS L O S bR a7 L — (25 =)
o ST 7L — b (27 8—2)

== —_ o
REZFETVIL—b
TTIAT A, VAFT—BZELLE—ELIZTNITOA v E—VDTF A D EEiT
T (N F—FE 7 v ¥ —) T 74V NOREBEFHZBMTEET, ROGEEHEHL
T TTIAT UV ATA b —VIChEFRELZBMNTE £,
o YRS —M,5, GUILETZIE listenerconfig A< FEfEAHT 5 HE (Y 7\%‘—7\7)‘%@%%
FETXAMOEN (16 X—) 2HMH) |

« AT Y T 4 )VH T U3 Add Disclaimer Text ZEMHT B HIE (a7 74
NEDT 7 varwBR) .

Ay —=Y T4 NE TV a L add-tooter () ZEHIT 5 T51E (D [Using Message Filters
to Enforce Email Policies| DFE % &) |

« TS HRILT T s A VT 5 5E (52 HROVIEESR) |

TEREYY—X .
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A —TCOHMNT 4 v T EIE LT 2 T O THh D AREMEN D T B —
PICBEHTAEI TR T LAY T4 NZIIHH L TA =V DEELZMERAT L5 (X
T —VOEFEBRR) , TOXATOBMIGENINAGERE L., 735X o _EIZE

SNET,
el 2T, BENPOLFEINDIZA v E—VICEFHEES X, oA yE—Y 3% E
FHAEMIMNTE £,

GIEFET XA M EEHT DR, RTFFET VT L — FEERT OHERSH Y £, GUIT
[7F%A KU Y—2RZ (TextResources) | ~—VZMH (FFA K U Y—20EM (12 X—)
M) F720X textcontig 2¥ 2 R&EMH ( [CLI Reference Guide for AsyncOS for Cisco Email
Security Appliances)] ZZf) LT, AT T A N XFH Oy FEERBIOERH L £
7

ESPERENS

s T4 NAENLDOREFEOEN (16 X—)
e YR F—MEOREBFERET A MoEMN (16 2—)
B HIERB IOV T A NVE T a VB (17 3—)

JAF—MoDREFETF X FDIEM

MEFHT I AN Y —=ZEER LTI, VAT —TZETILIA ve—VIHINT57F A b
FHNEEIR L ET, REFHT XA M A vE—V0 BEELIINIGENTEES, 20
WREIX, TV v (A NTUR) VRAF—=LT T4 =K (TTITUR) JRF—D
WAFIEHTEET,

TXARMBLOHTML 2 bk S5 A v — (Microsoft Outlook TlX, ZDX A 7D A
t—% [multipartalternative] &FFOVET) ZXETI2HE, 77794 T7 A F, Avk—Y
O SO REFHEAX T LET, 2L, AvE—VURBLEALOALT Y TH
LE. BANEN 2D ar T o IERSRERA, RDVIZ, REFEAZ I
X - T [Content-Disposition inline attachment | & V> 9 Bl \— F2MER SN FE T, <L F 3— |
A =T OOV T, Using Message Filters to Enforce Email Policies] D F? [Message
Bodies vs. Message Attachments] ZZM L T 7230,

T4 LA LDEREERIEDIEM

T A4IVH T U a L add-footer () FTNEI LT U T4 NE T T g rﬁf@%%%ﬁi@ﬁ
My ZEHLT, Ay =V ORBEFRBRIREDERF AT XA FIUFIHNE NT 52 LA T
TFT, mEzE ROAvE—T T 4 H —/LiE, LDAPY /L—" [Legal] (BT 52—
PNHEEEINDTRITDORA B =T, legal.disclaimer &V T F A FUFHNAINL £
D

Add-Disclaimer-For-Legal-Team:
if (mail-from-group == 'Legal')
{

add-footer ('legal.disclaimer"');
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| 7%zxFUY—2

}

ax5FEsLUT e 7ova028 I

REFEEIVIANLETOLaVEHN

A=V TANE T I a EREREANT L2 b TEET GEC OV TIE,  Using
Message Filters to Enforce Email Policies] D #(Z& % [Action Variables] Z#Zf L T 7230Y)

GEHRET T L— MIE, ROEHEFEHTEET,

RIUTUFIANRABHNEHR

ZH

BEEHASIE

$To

A=V DTo: ~yF—IlEEHzONET (o Xn—7ZEHI
ITEEHZ ONERA)

$15{57C (From)

A=Y OFrom:~y X —ICESHIONET (2o —T%EH
CITEE M ONERA)

$Subject

TEDA v B—VDEAIZEZHZ BILET,

$HAS (Date)

HIEO AT (MM/DD/YYYY B0 ICEE#z: S x4,

$FZ) (Time)

BUEDRZ] (m— VR ICESHZ b kT,

$GMTimestamp

BEORZIB L O HA (GMT) ICEEXHIONET, B AL Ay
T—® Received: T TR OND A & REETT,

$MID

A= 2 NECRHBIT 2720172 A v 2—YID (MID) (Z{&
Mz HivET, RFC822 [Message-Id) D & X572 57-D1EE L TL
728y ( [Message-1d) %z HUS 321213 $Header ZfEH L £4) .

$7—=7

A=V DA Y=y MR, EEEN -HTDLIEEE I NV—T D4
BCEXHmZ ONET, HEFE I NL—FICLTIN WAL, SCFS
[>Unknown<| 23MHEAIVET,

$Policy

Ao —=VDA Y xy MFIZ, BEFICEHLZHAT RN > —04
ACEEHZ ONET, FAIEBREINTWAERY U —AMEH ST
W WA, XTI [>Unknown<] 2MFA SN ET,

$Reputation

{EZ D SENDERBASE L V25— g v RAa T IcBEHz o nET,
LT —Yay AaT7Ne0iEA1E None) ICEE#Z SET,

$filenames

A= T 7 ANDT 7 ANLDH < XY 2 MIEEHZ
HIVET,

$filetypes

A=V OWRNMN T 7 ANDT 7 ANEA T ERTH~<XKEID Y R -
WCEE Bz LNET,

TEREYY—X .



B a=sEssvo 8700 a08%

A

T8 BETHZLHE

$filesizes Ay —=VDEMN T 7 AN YA ZXDH ~KEIY ) A MIEE#H: b
iﬁ—o

$remotehost AvE—VEEA—NEFX2 VT 4 TTIAT LV ATHEHE LIV AT
LDRA MITEZHRZ DNVET,

$AllHeaders A= Ny F—CEEHBZONET,

$EnvelopeFrom

Ayl—voOxrNn—7%EF#E (Envelope From, <MAILFROM>) |Z
EEHZ ONET,

$ARA b pR— LA

EA=N X2 T 4 T T IAT UV ADKRA MNICESHL BNLET,

$header|[‘string ’]

DAy =V —BT o~y X —=PaEns5H6. s/ TE~y
F—OEICESHAONET, “HIIA/FMERSh 56 bH0 F
S

$enveloperecipients

Ay —VOTrNn—7%{5%3~T (Envelope To, <RCPT TO>)
ICEEHRZONET,

$bodysize A=V DW A X (N4 FHEALD) IEESHZ ONET,

$FilterName WMBRR DT 4V EZ DA4RTEZIR L ET,

$MatchedContent AX 7 4 vH —/)b (body-contains 72 ED T 4 )V F JL— LR
TV T4 vat U EEl) MU T—LTENEEELET,

$DLPPolicy EN N 572 Email DLP 7R U & — DA RNCE X2 S ET,

$DLPSeverity EXOBEREICEEEZ ONET, XM Low) 1. [ (Medium) ],
[& (High) ]. £721% [EX (Critical) 1 DWW T,

$DLPRiskFactor Ao —VOMENED) AJHENAaT |ICEsHBzbRET (Ra7T

0~ 100) .

$threat category

TAy T UANA FHR, AT =T R EDT I N T VAT T4
WNEBEDEA T ITBEERZ HNET,

$threat_type

TIRTUA T TANEBEEAT IV O T HTIAVICEEH: ONE
T, 722X, FY VT 45ER. &8BNOT 4 v T, BOEEG] 7
ENRHY FEF,

$threat description

TURNTVA T T4 NEERORPICES A ONET,

$threat level

AyEB—UOBHE L)L (RAa7 0~5) ICEEHE: ONET,
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| 7#xryy—2
C3 S POPP T T EERNCEN

=H BEETHZLHE
$threat verdict [A>vBE—V DK - BB L~/ (Message Modification Threat Level) ] L

TVMEIZE T, TV 2T Tz ICEE|AONET, Ay
T—VICEEND VA NAETNIIETA NV ADER L ~VR [ vE—
VOETE - R L~ (Message Modification Threat Level) ] L & ML
EDBE. ZOEBOMEIE NIy ITRESNET,

A=Y Ty NE T I a UERERBEFHCERT AT, (GUID[TFA MY V—X
(TextResource) |-X— Y Fzldtextconfiga~2 Rnb) A vbE—TOREFRHEEEHRL, B
BESBLET,

add-footer() 77 ¥ 5 > Tl&, 7 v # —% inline attachment, UTF-8 coded attachment, quoted
printable attachment & UL CIEIN$ 5 Z & T, FFASCU T HF A & R—KFLET,

REFEAAVTEEHT  a—FAK

AsyncOSIZix, BRH X Fr Ly a— NFREZFUREFHAY VT OMELZER T 5720101
HENHREENPFELET, 7 740 E T, AsyncOSIEET A — /L A v E—V DRI/ —
MR EN A L H 12, HBEFHEEZEE L F9, localeconfig I~ NRNTHE LR EME
EERALT, KAUN— M ERERFHOT Y a— RFANRR 2 G508EELRETEET, &
HD/R—= I NOERESNDEF AN Ay =V R T 52 & T, ZOREDIME LTS
7m0 ET,

To: joe@example.com A~y e
From: mary@example.com

Subject: Hi!

<ZEH1T>

Hello! AL — b

DAy E—=VEAF Y | BADORMS— b
YENFE LT,

Example.zip 2 T H DA/ S— b

BOIDZEAITICHI A v =Y DAL, £ ODMIME R— b REENTWEHARH Y £
T, L OBEA. BUIONS—MT AL £ T5F% 2 M LM, 2 FBBUBED S— |
X (7% yF A M IR E T,

BEFHIL T2y F A (EROH) FEFIALO—FHE LT, BEFA—NVIIEDDLZ
ENTEET,

Fxzruv—2 I}



A
B sszmxsoTemgoa— st

To: joe@example.com ~y B
From: mary@example.com

Subject: Hi!

<ZEF1T>

Hello! AL R— |
ZDAyE—VIFAF Y | ALTED LI RFEFHE
CENFE LT,

Example.zip IO 73— T

—EZ, A v E—VORL EREFHEOM Ty a— RFRXOR—ENRZ 5 L, mEFHE
DARZIZEEN A TA42) FRIOTZvF A RELTEENRNE DIZ, AsyncOS IE
A=V E A E—VDOAL LR Loy a— T rya—RLEkoELET, oF
D, MEBEFHEARALOT Y a— FHFAR T 56, ELEATHFHEOT R M (KX
D) AV TAVNIERTEXDXTFNEEN TV DIHEIT, AEFHIIA VT4 VICEDLNE
T, 72L& 21E. US-ASCI LFDH % &ie [SO-8859-1 = o — RENT-MEFHENERSND
AREERH D 9, RIS, ZOREFHIFIMERLS 1T KEREINET,

f:fib\ ﬁﬁ%l‘ﬁﬁ)zﬁikf‘ﬁﬂ&é\b‘@fgﬂfﬁb‘%é\\ localeconfig A< F%'fﬁﬁﬁ L. Kﬁ(?
XA N ELIIER L THEFEHOT a— R AL —HEHE5 KL 91T AsyncOS Z % iE
THZLET, EFHEAYE—VORLIZEDDZ ENTEET,

example.com> localeconfig

Behavior when modifying headers: Use encoding of message body

Behavior for untagged non-ASCII headers: Impose encoding of message body

Behavior for mismatched footer or heading encoding: Try both body and footer or heading
encodings

Behavior when decoding errors found: Disclaimer is displayed as inline content and the

message body is added as an attachment.

Choose the operation you want to perform:
- SETUP - Configure multi-lingual settings.
[1> setup

If a header is modified, encode the new header in the same encoding as the message body?

(Some MUAs incorrectly handle headers encoded in a different encoding than the body.
However, encoding a modified header in the same encoding as the message body may cause
certain

characters in the modified header to be lost.) [Y]>

If a non-ASCII header is not properly tagged with a character set and is being used or

modified,

impose the encoding of the body on the header during processing and final representation
of the message?

(Many MUAs create non-RFC-compliant headers that are then handled in an undefined way.
Some MUAs handle headers encoded in character sets that differ from that of the main

body in an incorrect way.

Imposing the encoding of the body on the header may encode the header more precisely.
This will be used to interpret the content of headers for processing, it will not modify
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or rewrite the
header unless that is done explicitly as part of the processing.) [Y]>

Disclaimers (as either footers or headings) are added in-line with the message body

whenever possible.

However, if the disclaimer is encoded differently than the message body, and if imposing
a single encoding

will cause loss of characters, it will be added as an attachment. The system will always
try to use the

message body's encoding for the disclaimer. If that fails, the system can try to edit
the message body to

use an encoding that is compatible with the message body as well as the disclaimer.
Should the system try to

re-encode the message body in such a case? [Y]>

If the disclaimer that is added to the footer or header of the message generates an error
when decoding the message body,

it is added at the top of the message body. This prevents you to rewrite a new message
content that must merge with

the original message content and the header/footer-stamp. The disclaimer is now added

as an additional MIME part

that displays only the header disclaimer as an inline content, and the rest of the message
content is split into

separate email attachments. Should the system try to ignore such errors when decoding
the message body? [N]>

Behavior when modifying headers: Use encoding of message body

Behavior for untagged non-ASCII headers: Impose encoding of message body

Behavior for mismatched footer or heading encoding: Try both body and footer or heading
encodings

Behavior when decoding errors found: Disclaimer is displayed as inline content and the

message body

is added as an attachment.

Choose the operation you want to perform:

- SETUP - Configure multi-lingual settings.

[1>

localeconfig 2% ¥ ROFEMIZ-OUWTIL,  [Configuring the Appliance to Receive Mail | D %
ZHLTEEN,

BHT YT L—k
BENT 7 L— M, notify() BL P notify-copy() 74 NVX T 7 v a rCHAINE
T T T L— ML, T TFUANNAEIC LV END T U F U A NV ABEO L
ZETIEASCH THF A RBLOT 7 v a VEREEZD D Z LN TEET ( [Using Message
Filters to Enforce Email Policies] DF|(Z& % [Action Variables| #ZM) , 7= & 213,
$Allheaders 7 7 v a VEKEMFHL T, TOA v =V DO~ X —2EG0DL I ENTEE
Fo WHADFrom: 7 FVAZRETEET, 77 IA T AERSND A v E—VDRE
T RVADREESZRL T ZEN,
WHT T L — MEERLTEG, a0 T 0 T4 NEBLIOR vbE— 74 VN EBRE
HHZENTEET, ROKIL, Tgrapewatchers@example.com] (2 [grape text| HHFIAE(F S
N5 X9 notify-copy() 7ANE T/ awZRE LAy T Y 74 0FERLTHD
£7
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I
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FEALYY—2 |

B o5y zEnroii—r

R1:a2072Y 7422k BEHMNDHE

Edit Content Filter

Edit Filter

Name: Igrapecheck

Currently used by policies: | DEFAULT

Description: | [Looking for grapes.

Order:

Apply filter: | &) If one or more conditions match

o Only if ALL conditions match

Conditions

| Select New Condition... v| | Add Condition |

Condition Delete
body-contains("grape") o
Actions
| Select New Action... ~ | | Add Action |
Action Delete
Inotify-copy ("grapewatchers@example.com", "Found one!”, "", "grape_tex‘t")l w
Concel” St |

TFOFIOAIIARBHNTUTL— b

TUFUALNAREINT T — ML, RD2ODZATHRHY £,

CTUFVANRBRTYITL— bk, TUoFUANRBHMT 7T L— M, TOA v E—Y
T ANV ABFNITA SN TORWGEAICER S E T,
T UFIANARAVTF TUTL—tb, arTF T L= ML ED A vE—UNRE
7740 LTEFESNABRICER SR ET,
TUFTANABT T — I, TANEZORDDICT o FIANAT D THERESN
HUAME, EARMIZEMT V7 L— R ERRRICER S E T, A— R —OfREFIZERG
FTONAL LIERMEEETE TS, VAV AXR@BIHAO From: 7 FL A ZRETE T, 7F
ANZONWTIE, T IAT UV AICAERESND A v E—VOEET RVAOERTEESZR LT
X,

ESPEREYS
CHARZNLT UFIANABHT T L— bk (22 3—Y)

ARELTOFIAINRBMTTL— b

WORE, DAXDL T U FIANVABHAPREEINTZ A=V R —%2RLTWET,
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B2: A=) RYS—TOFTUvFIAINRAVTH T TL— FOEMF

¥irus Infected Messages:

Action Applied to Message: |De||ver as Attachrment (RFCE22) to New Message v

Archive Original Message: | ¢~ o &~ ves

Modify Message Subject: | o~ Mo I Prepend C sppend

[warNING . VIRUS DETECTED]|

= Advanced Add Custorn Header to Message: | & 4 © ves

Header: 1 l i

Value: [ ]

Container Motification: | | anti_virus_container

Preview Message Body =

(see Mar! Folicies = Text Resources = Anti-lirus Container
Template)

ESPEREYS
s T T A NVABEIEE (23 X—)

T UOF I I RBINEL

T A VARTRGEINZVER T DR, ROFRICFTEHIN WD RMER AR T £,

RA:TOFIAILRBREHR

T BEfz 5E

$To A=V DTo~yF—IlEZXHBZONET (oo —T7%(F
FIZITEZBZONETA)

$1%{E5¢ (From) A E—I0 From: ~y X —|CBXWHZ b ET (oo —7%
BHRICIBZHBZONERA) &

$Subject DA v E—VOHICES R ONET,

$AV_VIRUSES A=V THERLENEZTRTOIALZADY X MIEXHZ bR
£7,

% : “Unix/Apache.Trojan”, “W32/Bagel-F”

$AV_VIRUS _TABLE | ,S%— | =& |Z MIME-Part/Attachment £ & 7 A )L 2 %595 — 7 /LT
EEX#HZOHNET,

5] : “HELLO.SCR” : “W32/Bagel-F”

<unnamed part of the message> : “Unix/Apache.Trojan”

$AV_VERDICT TUTFIANADHEIZEZ R bIET,

Fxzruv—2 I}



B 77y zmazy

A

ZH

BEEHASIE

$SAV_DROPPED TABLE

Ry Z7ENERF 77 ANVDTF—TcEE B bET, 1T
X, N—=FEREE T 7 ANE ER~NIMNET DA NVADY A B
WL DR EnET,

5l : “HELLO.SCR” : “W32/Bagel-, “W32/Bagel-d” “Love.SCR” :
“Netsky-c”, “W32/Bagel-d”

$AV REPAIRED VIRUSES

HEEABIOEESNIZTNTOUAVAOY A MIESHZ OILE
¥

SAV_REPAIRED TABLE

EABIMMEEINZTRXRTONR—=V LT AL ILADT —TIVIE X
#az HuE 9, #l : "HELLO.SCR" : "W32/Bagel-F"

$AV_DROPPED PARTS

Fay7EINkE77ANVAD) A MIBEBEHBRZONET,
5] . “HELLO.SCR?”, “CheckThisOut.exe”

SAV_REPAIRED PARTS

BEEINZT7 7 ANELELIZI = DU A MIEEHZ ONLET,

$AV_ENCRYPTED PARTS

KB ESNT-T7 7 A NLEIT— DY A MIEXHL ORET,

SAV_INFECTED PARTS

TANAEBGL T 7 ANDT 7 ANELOH <R A MIES
Wz bNET,

$SAV UNSCANNABLE PARTS

AXx VTCERPOTET 7 ANGERIFN—FDY X NIESHZ
LIET,

$HfF (Date)

BIED BT (MM/DD/YYYY B0 Ic@E#z onE,

$HFZ] (Time)

BUEDKRZ] (v — 1 VIFEH) ICESHBA O ET,

$GMTimestamp

BAEOKZAB I OHAMN (GMT) CEEH2oNnNET, EFA—L
A v t—0 Received: ITTR.ONATER L FETT,

$MID

A= aNE TR 2 72O T 5 A vy E— ID (MID)
WCE X2 5E T, RFC822 Message-I1d] DfE & (387257 DiE
BELTL7ZEW ( [Message-1d] A HfGd 5121 $Header i H L %
+) .

$7—7

AvE—VDA Ty NIZ, EREN T LHEEEINV—T
DELBNZEZEZ ONET, BEHF I NV—TILBIN WSS
54| [>Unknown<] A INET,

$Policy

Ave—YDA Ty MFIZ, EEFICHEH LZZHATRY v—0
LANCEESHBZONET, FRICEZESNTVDR Y —4 0 EH
TN TWRWEAS . CF5 [SUnknown<| 2MEAINET,

B 7¥xtyv—2x



| 7%zxFUY—2
Ny RENS & vEStxmEnT > TL—+ [

T BEEHZ 51E

$Reputation PHEfEFH D SENDERBASE L F 2 — g v RAaF7ilBE#z b
T, LEaT—v gy 2a7nR0ngEaiE None) ICEE#Z LN
ij‘o

$filenames A=V DRMN T 7 ANDT s ANLDT <X R MZEE
Wz HihET,

$filetypes A= T T ANDT AN ZA TR T <~ X0 Y

B ONET,

$filesizes A=V T7 7 AN YA DI ~XKEIY U A MIEEHZ
bIET,

$remotehost A=V HEEA—N X2V T 4 TTITAT L ATEE LIV A
TADKRA MNAIZEES L DIVET,

$AllHeaders A yb— Ny A — THAZ HGNET,

$EnvelopeFrom AvtE—vDxrNu—7%EFE (EnvelopeFrom, <MAILFROM>)
WCEEHRZONET,

$AR A R p— LA EX—N X2 T4 TTIAT LV ADKA NRICEESHBZ OGN E
‘a—o

GE)  BHEAIIKRILTIINLTFERB LEEA, 22X 7F AL VY —2T [$to) & [$Tol I
[T, DAy E—T AV ] BENRZEDOLE, T4 <None> THEEHA LNLET,

TEXAN YUY —AEEHELTHE., [A—/LHR U 2 — (Mail Policies) > [15%{E A — /LR Y L—
(Incoming/Outgoing Mail Policies) ]>[7 A /L AX IR E &t (Edit Anti-Virus Settings) ]-<—
VFE72lE policyconfig -> edit -> antivirus I~ REEHL T, BEINZA Y
=V AF X UTERDoTLA Yy E—V, WS hic A vye— 3T A VA0
DAy E—=IICX LT, LOA vy E—UNRFC822DT ¥ v F AL MELTEEND LI
ELET, FBMIZONTIE, WAZ LT 77— MBEHOEEEZESHRL TIIEI,

N ORBRPB EUESIERBUERI T T L—F
Ny ZENE L OB L EBGRIN T > L— NI, AN T REHB LA v — UK bk
OB CRE R S A LIANT, A BT L — RSN E T, BE{b7

T ANERETIC, RUVATa Ty A NVBIOH AL L Ay — S0 R ROEH &
ELTWESEARICEET AV RAZ L RN U AR ETE T,

WORE, RO A T 77 A )V THRESNEAY A BHT 7 L— MR L TOET,

THEALYY—R
I
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Send Delay Warning Messages:
© Use Default (Na) @ ves O Mo

Message Composition

Message Subjecti  [message failed

Matification Template:

Preview Message =

Minirnum Interval Between Messages: |l4400 hsecorids

Maximum Mumber of Messages to Send: Il 1

N

GE) HAZLTUTL—bEHERATH85E1X, RFC-1891 @ DSN #ff L T 72 &0,

WOXNE, b7 a7 7 A L THRE SN bRT 7L — F 2R L TWET,
4:8ES 707 7 4 L OBEEL L BEL DI

Notification Settings

Use spstern generated notifications by default or create custorn notification templates can be configured in Mail Policies = Text Resources

HTML Motification: [ Systemn Generated
Preview Message =

Text Motification: | System Generated
Preview Message

Encryption Failure Notification: [

Message Subject:  [[ENCRYFTION FAILURE]

Message Body: MaxSize v

Preview Message =

BEEE
« N AR LU AL A S (26 ~—2)

NV RABHE S VESERBBEER

N AR E T IERE SRR AN 2 RS D BR IS, IROFRITFEH S 41T 2 il a8 5z ]
TEET,

RENTORBHEHR

£ BEEHASIE

$Subject DA v E—T D4,

$HfF (Date) HAEO AT (MM/DD/YYYY ER) @B ONE T,

$HFZ) (Time) BAEORZ (m— VBT ICE &Sz onEd,

$GMTimeStamp BUEDOR LB L HAT (GMT) ICE X2 bnET, AL Ay
£ — D Received: 1T TR LD EA L FIEETT,

B 7¥xtyv—2x
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seitEmToIL—+ |

T BTz 5E
$MID A —ERNETHANNT AT A v E—2 1D (MID) 12

BEEHZ 5N E 9T, RFC822 [Message-Id] DfE & 1XE/ D72 0FEE L
TL7ZEW ( [Message-1d) #HfF3 2 (2% $Header I L £7)

$BouncedRecipient | L R XNEZEZFOT KL A,

$BounceReason EH A,

$remotehost AvE—VEEA—N X2 VT 4 TTITAT LV ACERFE LIZV AT
LDHRA MITEEHRAONET,

LB T TL— K

B b T 7 L— NI, 77U MUY RETF A — V&R 5{ET % L 912 Cisco BT A —/L

WAz E LIBRICER S g3, Z oA T, ‘F%rjﬁﬁ FleEniz A v —VE%E
LicZ tzmmL, Ay e—VrHOFIEEZFAL TWET, B LA vyt —T L —FEICEE
THHAL LA B AR E CEET, B %M7m774w%¢&Té 1%, HTML B
FOTFF A MEROH OB S L@MAIRE LET, 20D, BAX LT 7 7 A VEER
T 55T, TF A MEXB LOHTIML IBEXOW F OB 2 ERT 208X H D 77,

| Fs¥ztuv—2
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