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Ay —VBLDNH— T 4=V RIZEDDLI X TERBIRLET, ZHLDOHX TN STV D IEHR
A vy E—VBAORGREMEH ENE T, kOA T a b 1 DL EEZRIRLET,
"X ), BAINTEAvE—VURRELE2—VEE=—V 2 bOID (T2 2iE, A=V v
J VAN ~F—T%) , RAA Y @example.com 72 &, @it 5N HIMENTZ RAAL A& AN LE
T
["q" ¥ 7], ABRF—ERUGT A0S Y —FiEoaun XYY U R b, BIE, ME—
BN 7AEIT dns/txt T,
"X T, BAMERENTZLEDH A LAX T EFRLET,
c["x" Z 7], BAVKET T DML ARE, BAOFRIR (A 2 ELET, 7740 M
31536000 F» ¢,
s["z" & 7], WEANA— () ICLoTRULNTNDE A~y X — T 4 — L RO U X ML, AvE—UN
B SNERNRENE T, ZHICE, ~vF— 74— L ROL4RTEEN G ENE T, RICHZR
LET,

z=From:admin@example.come|To:joe@example.com|
Subject:test%20message|Date:Date: August%2026,%202011%205:30:02%20PM%20-0700

BALADRAL L TaT7 7 ANEERT 22— (EFA—NVT FLA, BXMRE) ZANLET,

GE)  FAAL Y TaT77ANVEERT 256, FFEOL—FIZEEMNIT L7 17 7 A L OREITH
T, BEEZFEHTL2ZEICEERELTLEIN, & 2E, example.com D7'm 7 7 ALk
joe@example.com DHID T 10 7 7 A )V ZAERKT % & LET, joe@example.com 7> H A —/L73NE[F
SND%,E. joe@example.com D7 1 7 7 A VPMEDIVET, LL, A—/AR
adam@example.com 7 HiE[E SN D5 E X, example.com D7 1 7 7 A LAMEDIVE T,

ERAEFEL, RELET,
ZORES T, #fF A —/L 7 — K Y ¥ —T DomainKeys/DKIM B4 & A F—7 W2 L TORWEGAITA
RX—=TNVCTDHRERHY EF (FMEA—NDELDA =T (T_—=) ZZRLTIZIWN)

(¥)  DomainKeys & DKIM D F D711 7 7 A V2R L TV DA, AsyncOS 13355 A — /LI
DomainKeys & DKIM O[] 5 DFEHL & FITLET,

gxx—rii W



BF A—)LEREE I
. ELZX—DOEREFILIRE

ERAX—DEREITRSE
cHTLWELF—OFER (12 3—2)
 EFOBELFT—OMmE (12 3—)
FLLEZX—DER
B4 % —I% DomainKeys 38 L UNDKIM B4 D R A A > 7 a7 7 A )V ZLETH,

ATwT1 [A—/LAKRY T — (Mail Policies) ]>[E4 ¥ — (Signing Keys) ] Z R L £,
ATY T2 [F—%BM (AddKey) 1227V v 7 LET,

AT9T3 F—DL4HIEATILET,

ATv T4 [4RK (Generate) 127 U w7 L, F— A XE@RNLET,

RATY TS BHEEFEEL, RIFLET,

GB) F—zHOYTLHRAAS L T T 7 A NVERELTORWERIT, WETOILERD L5801 D
nET,

BEDELT—DHEE
ATy T [A—AR U — (Mail Policies) ]>[%&4 ¥ — (Signing Keys) ] Zi&R L £,
RTvT2 HHOELX—%27 Vv LET,

ATV T3 HLWELX—DMER (123—) OFZPICHE-T, BDO 7 4 — )V RETmRELET,
ATy T4 EFREEZEEFL, BRFELET,

EZX—DIYRKR—F

TTIALT L ADTRXTOF—IE, 1 2OTFAN 774NV E LTI AR—FEINLET,

ATV T [A—/AR U — (Mail Policies) ]>[&4 F— (Signing Keys) ] Zi&R L £7°,
ATYv T2 [¥—%=/ AKR—1 (ExportKeys) 1 %27 U v 7 LET,

ATYT3 Ty ANDARTEAT L, [XE (Submit) 1%227 Vv 27 LET,

BEDEZX—DA VR— bEEIFAS

REEE
« F—DHEV AT (13 =)

B =782



| EF+—rgit
-yt [

BEFDOT T AR—F T 7 ANDLDF—DA VR—F (13 2—=)
F—DREY 1
RT9T1 [A—/LAKRY T — (Mail Policies) ]>[E4 % — (Signing Keys) ] ZiIR L £,

ATFw T2 [F—%EBM (AddKey) 1227V v 27 LET,

ATv 73 [V fFHF— (PasteKey) 17 4 —/L RIZF—ZBE0 17 £3 (PEM 7 +—~ > b &, RSAF—DAHRT
HOHVLERHY ET) .

ATy T8 ERzEEL, RFLET,

BEOIVREKR—k I7A4ILHILEDF—DA Vik— b+
\Y

GE) F— T77ANERETAICIE. BLAF—DZ I AR—F (122—) 2B LTLEI,

ATy T [A—nR U~ (Mail Policies) ]>[E4 % — (Signing Keys) ] ZiER L £,
AT T2 [F—%A AR —1b (ImportKeys) 127V v 7 LET,
ATV T3 T AR—FENTEBLXI—ZEL 7 7 A VERIRLET,

ATy T4 [%F (Submit) |27 Vw7 LET, £ VA= ML TIRTOEFOBLF—NEZHBZOND Z &
NEESXNFT, TXFAN T7ANLDTRTOF—NA U FR— FENFET,
ATY TS [ A=k (Import) 127V v7 LET,

EA T —DHIBR

ESPERENS
BN LZBLF—OHIER (13 ~—)
T RTOELF—OHIFR (14 ~—)

BRL-FERT—DHIER
ATV 1 [A—RY ¥ — (Mail Policies) ]>[#4: ¥ — (Signing Keys) ] Z&#R L £,
ATV T2 HIRTHHBLX—DHEDT = IRy 7V A d N LET,

ATv 73 [HIEE (Delete) 127 Y v LET,
ATvT4 HIREHRALET,

EF A —ILERE
I



T A— LB |
II TRTHELE—DHI

TARTHOELT—DHIR

ATYT1 [A—AKY ¥ — (Mail Policies) ]>[#4 F— (Signing Keys) ] Z R L £ 7,
ATv T2 [B4F— (SigningKeys) | X—VD [T XTHOF—%H%E (Clear AllKeys) 1227V v 7 LET,
AT T3 HIREMELET,

DNS 7+ X k La— FDAER

ATy 1 [A—=NR U ¥— (Mail Policies) ]>[E4 71~ 7 A /L (Signing Profiles) ] Z &R L 7,

ATY T2 [FAAL LV ELT 07 74/ (Domain Signing Profiles) 1 &7 3 2> ® [DNST A kL =2— K (DNS Text
Record) 15T, ®ETDRAAL L T a7 7 A4 LD Ak (Generate) |V 27 %227 v 7 LET,

ATYT3I DNSTHFAR La—RIEDLBUEDTF = v /Ry 7 AEA T LET,

ATy T4 [FHAERK (Generate Again) |27V v 7 LT, BREEZGZD T —2HAERLET,

ATYTE DNSTHA b La—RFRu 4 RUDFHOTFA L 74—/ F (a8 —T&ET) ICFKRINET,
BEICE o TE, BEOXFHIODNS 7F 2 b La— KRR S ET, EEHOCFHO DNS 7% A b
La—F (14~—2) 2ZRLTITZEN,

ATvT6 [587T (Done) 127V v LET,

RDRARY
EPEREYS
B DOLFHIODNS TFA M La— K (14 _X—2)

HEHOXFEHODNS XA~ La—F

DNS 7% A b L a— RFOERIHEHNSNDEAFT—DHF A X31024 £y P LY REWEE
X, BHOXFHNIODNS 7H A b La— RBRAERENDZ ERHY £, Z4ud, DNSTF
AP A= FOR—DLFINIEDD LN TELDIE, 25 LFLUFTH LD TT, —if
D DNS P —TIEIEEDOLFHNDDNS 7 F A b L a— RRZFT AL LRI, FAT S 78
W78, DKIM f8REIE RIS 2 fRettEni & 0 £,

OV A EEHRET SO, “EIAFEFA LT, HEOXFIIODNS T F A b L a—
R, 255 34 RO CFINCENTH 2 L AW L £, ®IC, flarmLET,

s. domainkey.domain.com. IN TXT "v=DKIMI1;"
"p=MIIBIjANBgkqhkiGIwOBAQEFAAOCAQS8AMI IBCgKCAQE"
"A4Vbhjg2n/3DbEk6EHdeVX1IXFT70EL18lamoZLbvwMX+bej"
"CdxcsFV3uS7G800JSWBPOz++nTQOmy9ZDWfaiopUbk7tzoi"
"+oRD1KkhCQrM4oP2B2F5sTDkYwPY3Pen2jgC20gbPnbo30"
"m3clwMWgSoZxoZUE41y5kPuK9fTtpeJHNiZAgkFICiev4yrkL"
"R+SmFsJInIMYH5+1chyZ74BVm+1 6Xg2mptWXEwpiwOxWI"
"YHXsZo2zRjedrQ45vmgb8xUx5i0YY9/yBLHUdAGC+GUKTj1i4"
"mQg48yCD/HVNfsSRXaPinliEkypH9cSnvgvWuIYUQzO0dHU; "
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| 82—z
krsy7ar4norzt |

ZOXCLTHEENZDNS TF X F La— 25, DKIM FE3E|2 L v . WEENC TR —
DXTFHNCHEEINET,

FAL4> JBI774ILDTR b

B —HAERR L, TNE RAL L T 7 7 A VICBEEAMIT, DNS 7F A M &4 LT,
[BDd#H5 DNSICHALIZSL, AL Ty AV ET A MTEET,

ATw 1 [A—/LAKRY T — (Mail Policies) >[4 7' v 7 7 A /L (Signing Profiles) ] Z R L £,

ATY T2 [RAAL VBT 17 74/ (Domain Signing Profiles) |27~ a > D [T A M7 17 7 A/ (TestProfile) ]
FIT, RAL TaTZ7AND[TAK (Test) |V 27%27 07 LET,

ATV T3 NERIIRBETRTA v E—VRX=VO EHICRRAENET, TAMRKBLIESS, =7 —T7F X
M EHEERX vy E—URERRINET,

KAAY JOT7A4ILDITY RAER— b

TTITATADTXTDRAAL TaT 7 AE, B—DTFA L 77 A /I 7 AR—
FENET,

RT9T1 [A—/LAKY — (Mail Policies) |>[E4 7177 7 A /L (Signing Profiles) ] &R L E7,
AT T2 [RAA4 v TaT7 7y ANy AR — |k (Export Domain Profiles) | %7 U v 7 LE7,
RT9T3 T7ANVDL4FTIEAS L, [#E (Submit) 15227 Vv LET,

KAALS TAOT7A4ILDA VR— bk

AT 9T [A—/LKRY 2 — (Mail Policies) |>[54 7 17 7 A /b (Signing Profiles) ] ZE4R L £,
ATY T2 [RAL T a7 74 VDA >R — b (Import Domain Profiles) 1 %727 U~ 27 L,
RTYT3 ZIAKR—RNENTERAAS > Ta T 7 A NVEEGLT 7 A NVEERLET,

ATy 74 [EF (Submit) 1227V v 7 LET, A= MILoTTRTOBFDO FAL Y T 0T 7 A LNESH
ABNDTENEEENET, TERARN T 7ANDTXTORAL > T 0T 7 A )VEA R —FEE
j—O

ATY TS [ AR —b (Import) 1227V w7 LET,

KAA Y T7AT774ILDHIR

REETIE B
c RAAL Y a7 A LDl (16 2—)

EF A —ILERE
I



E¥A—L@E |
B cr 70071008

T RTORAASY a7 7 ANLDOHIEE (16 2—)

KAALY T7AT7A4ILDEIR

AT9F1 [A—/LKRY 2 — (Mail Policies) |>[54 7' 17 7 A /b (Signing Profiles) ] Z &R L £,
RAT9T2 HIRTLHE RAA L T 77 ANODEDOTF = IRy 7 Ak AT LET,

ATy T3 [HIEE (Delete) 1227V 7 LET,

ATvT4 HIREZHRALET,

TRTD KA TAT 74 IILDHIBR

RATY 1 [A—nR U ¥~ (Mail Policies) ]>[E4 71~ 7 A /L (Signing Profiles) ] Z#R L 7,
AT T2 [T_CHEE (ClearAll) 1227V v 7 LET,
RATv T3 HIbRzEHALET,

KAALSL A7/ ILDBE

ATV 1 [A—ARY > — (Mail Policies) ]>[E4 7 7 7 7 A /L (Signing Profiles) ] Z RN L F 3,
ATV T2 [RAAL T 7 7 A NDkF (Find Domain Profiles) | &2 2 a > T, MERTEEELET,
RATY T3 [Ta7 7 A NVOKF (Find Profiles) 127 UV v 27 LET,

ATV T8 RFETIE, £ RKAAL 2 702774 /LD email, domain, selector, signing key name 7 4 —/L KR AF v >/
SNET,

GE)  WEEEZANLBRWEE, MR V3T _XTORAS TuaT7 7 A ViR LET,

DKIM 7 O—/\)LEREDIRE
DKIM D7 a— VR EEFEH LT, RO EEZITOINE I NEBIRTE ET,

*DKIMBAL TY AT AR TERENTA v E—VIZEAL LET, T T4 7 2 AFK
DA yE—VIZEL LET,
* Cisco IronPort A /X A [ &0
c AT VY T 4 VH TAERR I LT B
CREA Y E—Y
e R —HF U X |

« DKIM 24, ® From ~ v Z — Offi [

B =782



| EF+—rgit
krqvr—enxvy |

AT9 1 [A—/LAKRY — (Mail Policies) >[4 7' v 7 7 A /L (Signing Profiles) ] Z 3R L £,
AFTw T2 [DKIMZ 12— VL% E (DKIM Global Settings) ] O F O [f%ED#RE (Edit Settings) 127 U v 27 LE9,
ATV T3 BIIELT, RO 4 — /L REFELET,

« VAT LR A v 2—Y ODKIME 4, (DKIM Signing of System Generated Messages)
« DKIM E4 ® From ~ v % — D

GE) DKIM E4 12 From ~ v X — % L TW WA, £72138%078 From ~ v X —0MFEE L 72\
AE. Sender~» X —MEM X E T, DKIMBAFH A ~&— D DMARCHRFEDOEE . DKIM
B4 HIL From ~y X —%FHT I VLENHY £,

ATy T8 EREEFEL, RFLET,

KAASY F—E0OXDY

DomainKeys H4RFIZIE, RO K 5 TR A — /L v ZIBEMENET,

Tue Aug 28 15:29:30 2007 Info: MID 371 DomainKeys: signing with dk-profile - matches
userl23@example.com
Tue Aug 28 15:34:15 2007 Info: MID 373 DomainKeys: cannot sign - no profile matches
userl2@example.com

DKIM B4 EFIZIX, RO XS RITHRA—v v JIBMENnNET,

Tue Aug 28 15:29:54 2007 Info: MID 372 DKIM: signing with dkim-profile - matches
user@example.com

Tue Aug 28 15:34:15 2007 Info: MID 373 DKIM: cannot sign - no profile matches
user2@example.com

DKIMZEARAL-ZEA v E—CDREGE

DKIM #{#H L7=%{5 X v — DWRGESE

BERS EE3
27 v 7 IDKIMZFEH L TA v —2%BEET 57 0 | DKIMMGEE T 2 7 7 A L OfERE (20
1 T ANVELER L ET, =)

277 | (L) DKIMZWHA LIERIEA v — V0| A—L 7 r— R Y %M L
2 R ESNDI I AZ LD A—L Ta— |FEEA v =YD — L DERE
RY =2 fEl L ET,

AT w7 IDKIMZFEHLTREA v E—VERFET S | A—/L 7u— R 2—"TCTO DKIM
3: A= TR —ERELET, |[BiEORE 22 3—)

gxx—rii W
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T A— LB |

B Asyncos =53 DKM igEEF £ v

BERE 30
AF L | EA—N X2 VT4 TFIA4T U ADHE | DKIM R A —NDT 7 a v
4: BENTA =T THTT LT 7 v a v |ORE (225—2)
EFmLET,
AT o7 | BEDREEERIIZREEDIN—TIZT 7 | A=V KR —DORE
5 Vg v EBEEMTET,
BEEIER

* AsyncOS |Z & % DKIM fREEF = » 7 (18 ~—27)

« DKIM #hiFE 7 1a 7 7 A LD (19 ~—)

« A—)L 71— R —TO DKIM HEEDOFHRE (22 =2—)
« DKIM BRFEFE A A — VDT 7 3 a »ORE (22 2—)

Async0S [C & B DKIMAREEF = v H

&

ATvT2

ATvT3

ATvT4

DKIM ##FEHIZ AsyncOS 777 A T UV AZHRET D . WOTF = v 7 BIATEINET,

AsyncOS % {5 A —/L® [DKIMY 7' % F + (DKIM-Signature) ] 7« —/L K, B~y X —OML, F%)
E TN, MAZ T NET, BADNINODOWTINDOF = v 7 TRIT S &, AsyncOS 13 permfail
EELET,
BHT = v DFITH. ABIDNS L a— RpbARF -G &, TXT ba— FBREES L ET, =
DT ARIZTT =R S5 &L AsyncOS (3 permfail 2K L £9, ABF—DDNS 7 ) —TiH&
ERAETERWEE, tempfail RRELET,
ABZF—OWAFE, AsyncOS 13y Y afizF =y 7 L, BAEZHGELET ., ZOFIRFIZT T =235k
95 &, AsyncOS | permfail K L F79°,
F oy 72T _XTEWKT H L, AsyncOS [f pass ik L £7,

GE) AvEB—VURUBEEINEESLVEWSGS, AsyncOS ITKROHEZIELET,
dkim = pass (partially verified [x bytes])

I TXIFMRES LI M AR LET,
BASHRAERS HL1E, Authentication-Results ~» % — & L TAI SN ET, 72& 21X, ROWTIAD LD 72
Ny —HZTWMD LR T,
Authentication-Results: examplel.com
header. from=From:userl23@example.com; dkim=pass (signature verified)
Authentication-Results: examplel.com
header. from=From:userl23@example.com; dkim=pass (partially verified [1000 bytes])

Authentication-Results: examplel.com

header.from=From:userl23@example.com; dkim=permfail (body hash did not verify)
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| EF+—rgit
pkmigsETa 77 A LoEE [

GE)  BIED DKIM BEEIIRA DA 78B4 TIEILE LE T, RBICBRIEINTZELZMEM LT, BIET
SEFA, ZOWREIZ, BOV Y —ATHEMHTE S LR TREENH Y £7,

RAALUIZDKIMT A N E— RTEDODNSTXT La— KRB H L X (t=y) . T7IAT VAT
DKIM HRAE & B EE SERICAT v S LET,

DKIMIREET O 7 7 1 ILDEE

DKIMMRFEZT 2 7 7 A WVIEEA— N EX2 U T 4 TTIAT U ADA—)L T7a— KU T —N»N
DKIME 4 ZRFET D2 DI EN DT A—F DIV A NTT, &z, 72U —NHA
LT T AHENC30 WEAMIET 0 77 A Ve, 72 —RNE A LT 0 BRI 3HET
BAOMEET 0 7 7 A VD, 2 OOfGEES 2 7 7 A VEVEER TE £9, THROTTLED A —/L 7
2—ARY T —IZ2OHDRKRGET B 7 7 A )L EZE D YK T T, DDoS DEAE DHEREA X N— 3 >
ZHIETEET, MGE7' a2 7 7 A VTR OEH TR S E T,

s RREET 7 T 7 A VDR,
TRTEDLAHFT—OiFN, BRI A X, T 74V DOF—DHY A XL 512 B L2048
T,

A=V ORTRHRIETEDBLDRRE, A vE—VICERLIEBLDRKEED %
SDBENGDLEE., TTIAT LV AIEY DBLOKRIEE AX Y 7 L, A vE—U DAL
HEHITLEST, T 740 M, 5504 T,

EEHEDO VAT KL & RRGEE D> AT AR & ORI ORFM ORKFTFRZE (BEAD) . 7=
EZIE A v E—UFAD05:00:00 [IZHIREIN E 220 | BREER D AT LKFZ 05:00:30
ThHHIRE ., HHOTFREN 0 THNITA v —VBLIIHDREETTR, HFE=E
D10 B THIURIEDNZ 2D 3, T 740 ME 60 B TT,

AL DEIONRIA—ZEMEATNEINERET LA TV a v,

o IR REEDOLGEICETTH SMTP 77 > a v,

« K72 EEOGEIZETT D SMTP 77 2 a v,

T 7 7 ANETT_RTCORGFEORIET e 7 7 A VERBRTEET,

TIFIATVADAL T 4 Falb—valy T 427 MVIZDKIMRRGES B 7 7 A VET ¥ A
K77 ANE LTI AR—FTEET, B2 77 A NVET I AR— T DL, TTT74
TV ARIFET AT RTOTa 77 ANNNDLIODTH AN T 7 A )VIZHEAINET, ZEMICHO
WTIE. DKIMKFE 72 7 7 A LD 7 ZAR—F (20°—) 2B LT &V,

Ufi= 2 AR — h LIZDKIMMRGEE T 7 7 7 A V& A VAR— F T&E X7, DKIMIRGEES = 7 7 A
NEAVR—FT5HE, v VOBEOTRTODKIMBEE Y0 7 7 A LV EEEHZ D2 LT
R0 Ed, MOV TIZ, DKIMMFE 2 7 7 A LvDA AR—F 21 =) BB LT
<&V,

ESPEREY=]

« DKIM iFE7' 11 7 7 A LV DERE (20 =X—2)
eDKIMBEE T 7 7 A DT ZAFE— K (20 ~—)

EF A —ILERE
I



BF A—)LEREE I

B oxwmzsooororm

cDKIMWEEF 2 77 A NVDA R —K (21 =—)
¢ DKIM KiFE 71 7 7 A L OHIE  (21 ~=—3)
«DKIM HEEZ B 7 7 4 L DOFE (21 ~<2—)

DKIMRSET 00 7 1 ILDYERK

ATYF1  [A—NRY — (Mail Policies) ]>[MiE~7 1 7 7 A /L (Verification Profiles) ] %7 V v 7 LE7,

RTwT2 [FaTyAEBEM (AddProfile) 127 VU > 7 LET,

RTYvT3 TurrANAEANLET,

RT9T8 TTITATUVARFATHELFT—OR/N— A RN E9,

ATV TS TTIATUVARHFATHELXF—DORKNFT— A REBIRLET,

RATYT6 120Xy =V TRIETHELDRKEEZRINRLET, 7740 MES DOBEHLTT,

ATFY Tl F—= I xV—=RNEZA LT T TEHETORR () 28RLET, T74/0 MI 100 TT,

RAT9T8 HEHEDOVRAT AL L BGEEE O AT AL L ORI OFREE O KEFRZ (AL ZBIRLET, 7
74V MX 60 BT,

RT9T9 AvbE—VORGEHI, BLADALDOEZONRTG A—=Z M3 509 &R L ET,

ATYTI0 BLEWRT DL REERS LG, EA NV EXa2 VT4 TTIAT UVARRA v E—U%
ZIANDED, HETEINERIRLET, TT7I9AT VAN A v =V EETIHE. T 74/ ED
451 SMTP J5&E 2 — REIIRIO SMTP JIEE a2 — R T X A MR ET 5 L9 BIRTEET,

RATYTN BLEWRT DL ZITKBMBREERSLLEIL, EA— L X2 VT 4 TTIAT VAR =Y
BT ANDD, HERTEINERIRLET, 77 ITATVARA v E—VEERTIHE, 77410 1
D 451 SMTP J5& 21— REZIIRIDO SMTP IGE 2 — RETHF A M RETH L IBIRTE £,

RTvT12 EBEEEXEEFELET,
LT e 77 A VRDKIMKGFET 0 7 7 A VDT —T VIR REINET,

ATvT13 EHEERFLET,

AT T8 ZORSTHEEA—N 78 —RY —TDKIMMGEE A F—7/VIZ L, TG 2 7 7 A4 L&

NI DMERHY £,

DKIM#&EE TR T 74 ILD T Y XR— b

TTIAT L ADTRTCODKIMBEE T2 7 7 A VTHE—DTF AN 774 LTTT R
R—=hEN, T7FA 7T 2 AD configuration 7 1 L' 7 ~ VIZRIFSNE T,

ATy T1 [A—/KRY — (Mail Policies) > [#iFE~7 1 7 7 A /L (Verification Profiles) ] Z 3R L £9°,
ATy T2 [FaT7ry A NET 7 AR— |k (ExportProfiles) 127 U v 27 LEJ,
ATV T3 T A NVOLFTIEANIIL, [EE (Submit) 127V v LET,

B =782



| E7r—0i2i
pKMizEE T 077 A LA vti— b+

DKIMARSE TR 274 ILDA >iR— k

ATYT1 [A—/KRY 2 — (Mail Policies) ]>[#iFE~7 1 7 7 A /L (Verification Profiles) ] Z 3R L £9°,
RTFwT2 [Fa77AN%&A R — bk (ImportProfiles) ] %72 Vw7 LET,
ATv T3 DKIMMGET R 7 7 A NVEaFLe7 7 A VEERLET,

ATy T4 [EE Submit) 1227V v 7 LET, AR —MIEoTTRTOEFD DKIMBRFET 1 7 7 A LN E &
Bz ondZ EnEEINET,

ATF9 TS5 [ A= (Import) 1227V v7 LET,

DKIMAE7 07 7 4 JLDEIR

BEEIER
IV L7- DKIM MiEE T 12 7 7 A LOHIEE (21 ~2—)
e T RTODKIM RIE 7 2 7 7 A VO (21 =—)

BIRLE-DKIMREET O 7 7 1 )LD B

ATw 1 [A—/LKR Y >— (Mail Policies) 1> [fFE7' 12 7 7 A /L (Verification Profiles) ] Z3&{R L 9,
ATw T2 BT 5% DKIMBAE S 0 7 7 A VDEDF = v 7Ry 7 A F I LET,

ATv T3 [HIER (Delete) 127V v 27 LET,

ATy T4 HIBREMELET,

FTRTODKIMARIET O T 7 4 JLDHIR

ATy F1 [A—/R U ¥ — (Mail Policies) ]>[fRFE~7" 7 7 7 A /L (Verification Profiles) ] Z 3N L 7,
ATV T2 [T_CHEE (ClearAl) 1227V v 7 LET,
ATvT3 HIREZHRALET,

DKIMBREE 7O 774 LD
TRTODKIMKEIETa 7 7 ANz oNWT T a7 7 A NVEZNLREEOHEEZBRELET,

ATy F1 [A—/R U ¥— (Mail Policies) ]>[fRFE~7 7 7 7 A /L (Verification Profiles) ] Z 3N L 7,

ATw T2 [RODKIMIFEZ 101 7 7 A L Z 5% (Search DKIM Verification Profiles) & 27 3 a > T, MR E&M42ETE L
£7

ATw T3 [Fa7 7 A VDR (Find Profiles) 127V v 7 LEJ,

EF A —ILERE
I



EFA—LR |
B 5 oo—®ys—<omgiEoEE

BR#RCIE. £DKIMRRIAET 0 7 7 A V4w Ax v LET,
MBFEEANS L2 WS, RBT P ET_XTODKIM BRET e 7 7 A V&R L E7,

A—JL 28— K1) —TO DKIM {&REED % E

DKIM 3. ZEA—NLDA—)L 7ua— KY L —TA X—T NI LET,

ATYT1 [A—/LKRY — (Mail Policies) ]>[A—/L7 1 —7RY »— (Mail Flow Policies) ] %% L £,

AT T2 Wiz EITT2YV AT —DFEEFEA—N R —%227 U v 7 LET,

ATFYT3 A= 70— K) T —D[kFx =T 4P —EA (Security Features) |27 3 T, [4> (On) ] %%
R LT, [DKIMFFE (DKIM Verification) | %A F—7/LiZ L £,

ATy T4 RY)—THHATSDKIMBFE7e 7 7 A VEER L £,

AT9TS BEREARFELET,

RDEARY
BERHE
* DKIM MGEE w3 27 (22 R—2)

DKIM#&sE&E O x>
DKIM FEERFICIE, RO X D TR A —)L v B EnE4,

mail.current:Mon Aug 6 13:35:38 2007 Info: MID 17 DKIM: no signature

mail.current:Mon Aug 6 15:00:37 2007 Info: MID 18 DKIM: verified pass

DKIM #&3EFA A —ILDT I L 3 VDERTE

DKIM A —/LZ#GEd 5 & A —/ LI Authentication-Results ~ > Z—N B S VE T2, 3L
FERICBRR S, A= MFZTANLNE T, ZNODORIEFBRICEDSNTT 72 a VERE
B0, I T Y T 4 VA EERR LT, DKIMBRREF A A — VKT 5T 7 v a v & EfT
LET, 72& 2, DKIMBGEDN KL L7256, A— V&M, "YU A, Fuy | 20X
fREE= Y TICED KO ICRETEET, INEZFETTDHITE, 20Ty 74 ZE2EHL
T, T773alaRETHLENRDY ET,

unh

ATYF1 [A—/LKY 2 — (Mail Policies) >[5/ 7 Y 7 4 /L4 (Incoming Content Filters) ] ZE4R L £,
AT T2 [74NMZDEM (AddFilter) 1227V v LET,

AT w73 [&M (Conditions) | &7 > 3T, [&ME%EIEN (Add Condition) 127 VU v 7 LE9,

ATy T4 M0V A RS [DKIMZGE (DKIM Authentication) ] 2 3#R L £ 97,
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spr s s U siFiiEnnE [

ATv 75 DKIMGHEBIRLET, ROA T arondnnz@RLEd,

® [PaSS]o

A ‘Y-E"—: Vinm uETZ *%‘ L/jf ]\/710

¢ [Neutral], #RFENFEITSNEHFATLI,

* [Temperror], EHERIREZ2 =T —3FAELE LT,
s [Permerror], EEAFIRE/R =T —RRAELE LT,
° [Hardfail]o e uﬂET A ]\ Z) %E& L i L/ﬁ—o

* [None],

Ay —VIFELH SN TVEE A,

ATV T6 LT LT 7 a v AR LET, 728 21, DKIMBGEERS LR LIZHE . ZEZHIT®RH L, Ay
T—UERNY RIS EAHIENTEET, F£7213 DKIM BREFCEE L-5E . Fll FAEEFIc, Ay
=T E T ITRME TE £,

AT T HLnars Yy 7402 EEELET,

ATv T8 @Rz IEA

— LRy —TarvFrY T ANE e F—T NI LET,

ATYT9 BHAEARGFLET,

SPF & & U SIDF #R:E DL E

AsyncOS 1%, Sender Policy Framework (SPF) 35 X U Sender ID Framework (SIDF) A&FE% 48—

FLCWE 9, SPF & SIDF (X DNS L 22— RIS\ TE T A —/VOEHEM &2 BEEd 5 H1ET
9, SPFESIDFICL Y, £ % —F vk RAAL COFTEHEZ, Fi3l72 0O DNSTXT L 22—
REFEHLT, 2O RAAL VNCEFA—NEZEETIHROO L~V ERETHIENTE
FT, ML A —AZE0ANE, X7V vy v a SN2 SPFLa— REfEHLT, A—L b7
VWY g oin, EEMOA— VSR — e O ID OWHERE T A N LET,

SPF/SIDF#¥GE&E T 5 &, XMEMIXZEN S DOLBIOM AN SNDH A b EHRET 5 SPF
La—R&ENRT U val, LT 52—V ERIE 7Y v 2 &7 SPF L 2— R &
LT, A=)V "I F 7 g HFICEEROA—NMEREZ—x2 0 O ID OERZT A R L
ij_o

GE)

SPF F = v 7 Tl&, fHr LFHAMLE THH7290, AsyncOS DT 4 —< v AT ET LG5
NHVET, EBIT, SPFF=v7I2L>T, DNSA VT TANT I F XY DAMNIEZ DI &
WCHEBE L TLEEN,

SPF & SIDF # #ET 554 SIDF X SPFIZELCWET A, WL D0DE WA H Y £9°, SIDF
L SPF OEVMZET 22 LWEIAIZ DWW TIEL, RFC4406 22 L TL &V, ZD~==27
NORWIDTZ, ZD2OOHEIL. 1 DDX A TOREOHEZHHAT HHBEE2BRWT, £&
DTHBALTWET,

grr—nEi |}



EFA—LR |
B swuserLa—rims s

\}

GE)  AsyncOS IFHEE Y L—IZk L TSPF %A —hLTWEHA,

ESPEREYS
« HZh72 SPF L a— RIZBT 208 (24 *—)

A% SPF LO— FIZBET R

T 7T AT AT SPF 3B XN SIDF 7 5121, RFC 4406, 4408 35 X O 7208 121~ T,
SPF L a2— RK%&/37 U v a2 LET, PRAID DIRTEFIEDEFRIZ OV TIL, RFC 4407 % iR
LTLFEE, &51Z, SPF Laa— & SIDF L o — REAERRT AT LT 0iEn 1oo
WTIE, IRD Web A4 R 2B LTI,

http://www.openspf.org/FAQ/Common mistakes

BEIEE
c A%h72 SPF L 2— R (24 =_—73)
« %072 SIDF L 2 — |k (24 2—3)

eSPFLa— RDOTF AR (25 2—)

BEzh7zSPFLa— K

SPF HELO F = v Z [ZAMET HITiE, FEEM MTAIZ (FAA - LFRIE)  Tv=spfl a-all)
SPF La— RZ&EHET, ZOLba—RaeEwiuet, HELO F = v 7 X HELO ID L’Noneﬂﬁu
Ex FIaREENRSH Y £3, FAA 2~ SPF EFMAKED None ¥ EZIK LI-HA, 2
5 OEFHNIAEEM MTA 12 Tv=spfl a-all] SPF L' 22— REZEDHTWRNWAREMERH D £
o

A% SIDF La—F

SIDF 7 L — AU — 27 2% R— 3 5121%, Tv=spfl] La— K& [spf2.0] L a— ROz
NIV o vaFTHHENHY 9, 72L21E, DNS La— RiFRopFlo L 5127 £9,

example.com. TXT "v=spfl +mx a:colo.example.com/28 -all"
smtp-out.example.com TXT "v=spfl a -all"

example.com. TXT "spf2.0/mfrom,pra +mx a:colo.example.com/28 -all"

SIDF |Z HELO ID ZRFE L7 2 d, ZOHA, %5 EM MTA IZ SPFv2.0 L a— R& /7
Voo adA0EIHD A,
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| EF+—rgit

\}

sprLa—rorzt |

GE)

SIDF # % 7R— F L72WEAIE.

spf2.0/pra~all] L a— R&/XT7 Y v a LET,

SPFLO—FDTX K

REC DFEFRICIZ T, EAXA—V B X2 VT 4 77T 47 AIZSPFMGEL F2E9 HHi1IC, SPF
La—R&ETARNTHIEEHELELEF, openspforgWeb ¥4 hTix, W DNDT A K Y—
PRSI TOET,

http://www.openspf.org/Tools

WDV —VEMEA LT, EBFA—ANSPELa— NF v 7R LR ZHMcE £,
http://www.openspf.org/Why

S HIT,

FAKNYAF—TSPEZA X —T7 2L, YA DtraceCLIa2~ > REFEHALT (£

721ZGUINS P L—RA%EFEITLTC) . SPFEREZFERTEET, FL—XZHHTHE, &F
SJEREENIP 2HEICT A NTEET,

SPF/SIDF #{FRA L= EA vt — DR E

BRIERNE

B

AT w71

({E&) SPF/SIDF =i L7=%fg A vt&—
ORI SNA D AZ LD A=) 7
o— R Y —EERLET,

A= T7a—R Y =& L
EIEA v E—VDN— L DEH

AT w72

SPF/SIDF #{#H L CZ{EXA v — T %Mk
TAHLITA—NL Ta—RY I —5HEL
F9,

SPF & SIDF @A #—7 4L (26
~eD)

EA—N X2 T4 TTI7A4T AN
RENTA =V TEITTLHT 7 a %
ERLET,

SPF/SIDF fRFIEH # A — WAk} LT
EITTLHT 7 arORE (30
Re=)

BEDOKREREELIIZBEEDOIN—TIZT 7
va rEBEEMTET,

A= R —DRE

EE) AvE—CORGEOMREET A ML
9,

SPF/SIDF #&HD 7 A
D)

(34 ~—
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E¥A—L@E |
B seresoroqx—oni

A

FE VAT, Fue— U RE A VRREE RSB L TV ETA, BERTORA®REICHD
BilRf i ClX, SPF/SIDF GRGEDKHUTK L CIEE QLB ZITO KOMBELTWET, I HIZE
< DR THRNRABDOA—NVEEFEA T T AT 7 F v OHIEEENNH ETHETIE, VA=
IZEF A=V DR A% EREL, {1V IZ SPF/SIDE MiFEIC KRR LB+ A — V&2 fREEC X
7,

\}

GE)  AsyncOS A~ FIA 2 A F—=TxAZ (CLI) TIE, WebA ¥ —7 =4 ALY LEEMITR
SPF L~V DR E Z ek L CuWEJ, SPFHEIZESNT, T7IA4 T AiF, U AF—
HALTSMTP Ao "t —2 a VBT A v — V2 £33 EG TE £4, SPF OFE
I%. listenerconfig 2~ > REMFH LTIV AF—DRANT VAT —TINDOT 7 +)V FNREE
ET DL XILEETEET, REDFEMHOWVWTIL, CLI Z4#H L7= SPF 3 L U SIDF DA
F—=T b 27 =) EZRRLTIEE,

SPF & SIDF @D 1 = — T JL1E

SPE/SIDF Z{# i+ 31213, ZfEVU A F—TA—)L 7a— R Y I —O SPF/SIDF & A x—7 /L
W AVERHYET, ST FDOA—L T7a—EY —nb . U A2F—TSPF/SIDF % A
F—TNNZT B, BEDZEA—/L R Y 2 —|ZDOWT SPF/SIDF % A % —7 /LT 5 LM
TEE,

AT9F1 [A—/LKY 2 — (Mail Policies) ]>[A—/L 71— U 2~ (Mail Flow Policy) ] Z&R L £,

AT9 T2 [T 74N bKRY —s37 2—% (Default Policy Parameters) 1 %27 U v 7 L ¥,

RTYT3 TITANVIDORY — RFA—=HT, [BX¥=2 VT 4% —ER (Security Features) | &7 v a v #FK L&
7

AT 74 [SPF/SIDFRGE (SPF/SIDF Verification) | &7+ 2> T, [4> (On) 1227V v27 LET,

ATy MO L~V ERELET (F 740 MISIDF A#) , o047 a 2R LT, EH+ 2 SPF £7-
1% SIDF MaE D Hikk 2 fIr ¢ % £9°, SIDF YL/ % T, SPF & SIDF ##l7~& o>H7= SIDF A#i % 34K T
EESE

SPF/SIDF #EfiL L ~)1

FHL AL ELL]

SPF SPE/SIDF ##7iEi% RFC4408 33 L TV RFC7208 (Zfi» CTEMEL £ 97,
-PRA (Purported Responsible Address) ID MRAEIZITOILEH A,
¥ :HELOID IZxf L CT A M A%, ZOHENA T g 2 RINL £,
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ATvT6

ATy FT17

U AL SPEE&EUSIFOA *—T it |

FHL AL Bk

SIDF SPF/SIDF FRFEIE RFC4406 [Z9E > CTEIEL £9,

- PRA ID (ZHIE A~ DB K - THBr S E 7,

-SPFv1.0 L 22— R spf2.0/mfrompra & L Cbi £,

SIFE LRV R A A RS 72 ID 122V TUE, Fail OHENK S ET,

SIDF A.#t (SIDF SPF/SIDF #FEIL, IRDENEERE, RFC4406 (296> CTE{EL £,
Compatible) ~SPEv1.0 L = — RiZ spf2.0/mfrom & L CHbiL £ 5.
STELR VR A A R 57 ID IOV TIE, None DHENKENET,

E o ZOERA T T a3 1%, OpenSPF 2 X = =7 ¢ (www.openspf.org) DERIZ
JECTEASHE LT,

GE)  CLIDBHIZEBHIZEL OFREEFATE LT, Sz >V TIE, CLI Z4EH L7z SPF 3 L O SIDF
DA =T 27 X—=) BB TLEE N,

SIDF A#aDUERL L~V 238N L 7= 54, A > Z— 1T Resent-Sender: F 72 1% Resent-From: ~ v & — 3 fF7E
T HAEIC, MRAET PRAID @ Pass i % None ICX U 7 L— RTHMEINERELET, 2047
Varkdtxa T A TEIRTE £,

SPF DYEHLL ~/L A IR L7245, HELOID ICX L TT A hEFITT 2N EIEHRELET, 204
YaruaBHLT, HELOF =y 7527 4 8E—T7MIT 52 LICEkoT, X7 r—~v U ARMETHZ &
NHY ET, L, spfpassed 7 1 /L HZ )L—/L T, PRA £721% MAIL FROM ID NI F = v 7 &b
7o, WRIBRGERSY £, TTTA T 2 AL SPF HEILL ~ UK L TOARHELO F = v 7 2 F4T L E
T

RDARY
REEIER
s Received-SPF -~ v &' — (30 _X—7)

« CLI i/l L7~ SPF B L SIDF O A % —7 L4k (27 ~<—3)

CLIZERL=SPFE LU SIDFD A r—T )L

AsyncOS CLI T34 SPF/SIDF YE#L L~ LD 1 V) FEH 72 il fEE E%%T~%Lf®i# U A
F—DRA ST IR T—=TNDT 75V NOREEZT HH ) 2 — SPF/SIDF %EHL L
«w&\77747/xwwwmw@£ﬁ%_gomfiﬁﬁésMw7ﬁyay(MxWT
F7/IXREJECT) 2BIRCTEET, 7T IAT VAR RA v —VEIEGRTILHAICEETD

SMTP I EZEHRT HZ L HTEET,

HEPLL ~ LIS U T, 7794 7 > AT HELO ID, MAILFROM ID, F7-1ZPRAIDIZ% LT
Tz I BFITLET, TTT7A4T AR, IROL ID F = 7 D% SPF/SIDF HFEAS R %t
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BF A — LB |
B cuzEmLESPEBEUSIDFD A 2— Tt

L. By ara81i71 5 (ACCEPT) 7, By ara& T35 (REJECT) »EIFETE
\iﬁqo

L, HHMOREDTZD, MIFEFEITTE £ A,

«[Neutral]e FAA CFIAHEIZ. 7747 MRRESNZ ID 2T 2HERR B 5008
2T —hrLEEA,

o [SoftFail]l, KA A ATAHEIL, HA NBRESNT ID 2T DR 720 &S 23,
Wrs 2w EEZTVET,

[KEK]: 7 TA T ME, FRESNID TA—LEZRETHHERRIH Y 5 A,
e [TempError], FRAEHFIC—FFY72 =7 — AL E LT,
* [Permerror], MRAEHUZAKBEAI 2= T —NFAEL E LT,

TTTAT A, A v E—IZ Resent-Sender: F 7213 Resent-From: ~ v 4 —WBIEET 254
(2. PRAID O Pass fii % None (2 & 7 > 7' L— R4 % X 5|2 SIDF AHAUENL L ~L &2 3% 7E LT
WZRWR Y | Pass i RDA v —V%ZIFANET, 77747 2 AZPRA F = 7 T None
WS NTGAITHEESNTZSMTP 77 > a v EFITLET,

IDF =y 7 LTCSMIP 77 v a v a2ERLTCWRWEES, 77747 AL Fail 5T
TRTCOKIEERZ BIMICZIT ANE T,

A F—=T N ENTZNTNPDIDF = v 7 DIDKRFEERZREIECT 7 7 ¥ a I —HT 5%
BT TITAT ATy v a v EKTLET, & xE, FHE X, 73TO HELO ID
F =2 IfERIZESNTA =V T AND LIV AT —%3E LET5, MAILFROM
IDF =760 Fail fRICH L TIEA v =V E2ERTELEIC) A F—2FRETHEL
9, AvE—YNHELOID Fx= v ZIZRIMLTYH, 77747 2 AXEOREREZ=ZIT AN
L2, ByvaryBEITLET, RIZ, A vE—Y BN MAILFROMID = v 7 TREXL 72
Ba, VAFT—l3t vy a a7 L, REIECT 72 ¥ 2D STMP JGE# KL £,

SMTP JG& 1L, 777 A T 2 AH SPF/SIDF FRGEER R E SN T A v b=V 2SR 545518
K a— R&ESE Ay E—T9, TempError fif Held, MOMGERE S & Bre D SMTP JHE %K
LE9, TempError DIGE. 7 7 4/ hOIREZ— RE451 C, 774V DAY= TF
A F&i (#4.4.3 Temporary error occurred during SPF verification] TT?FO ﬂﬁO)Trf§7:0)t%
AR TR, 7740 bOISE A= RIES50 T, 774V MDA v =Y THFAME T45.7.1
SPF unauthorized mail is prohibited] T, TempError M DOMFERE RIM B DIRE =2 — K
A=V TXANERETEET,

fEE T, Neutral, SoftFail, F72i% Fail BRaEMRIZK LT REJECT 77 ¥ 3 VRS TSN
BIT. SPEAT Y vy RAL UMD, P KT DISEZET L H T, TTIAT 2
ERETDHIENTEET, 774NV KT, 7T IAT LV AFTROIGELZRLET,
550-#5.7.1 SPF unauthorized mail is prohibited.

550-The domain example.com explains:

550 <Response text from SPF domain publisher>
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U AL SPEE&EUSIFOA *—T it |

Z 6D SPE/SIDF R IEH A F—T7 M T BIZIE, listenerconfig -> edit 7 2= R&A{f
HL, UAF—Z2EIRLET, &KIT. hostaccess -> default Y7 2= RZFEH LT, A
N7 7R T—=TNADT 73V NORTEEWELET,

RARN TRV AT—=T)VTIE, RO SPF HilfHIER EEMH CTE 7,
CLI Zf [ L 7= SPF IR E

FEHL AL f AT RE 75 SPF Hil{H1E% %

SPF ™7~ (SPF Only) *HELOID F = v 7 #F(TT 500 9
cRDIDF = v 7 OFERITHESNTEITIND SMTP 7 7 > 3 v
«HELOID (A RX—7/LVDEE)
« MAIL FROM ID
*REJECT7 7 ¥ 2 X L TGREND SMTPIGE 21— R &7 F A
K
s PHANLORGEY A4 57 7 b

SIDF H.#: (SIDF *HELOID = v 7 #FITT D2 E 5

Compatible) . o
P o X w1t —IZ Resent-Sender: ¥ 721 Resent-From: ~~ v Z — N {F{E

T AT, MiEE T PRAID O Pass fii -4 None ([T F 7 > 7' L—
RT2HE 92

e RDOIDF = v 7 OFERICIESWTEITEND SMTP 77 ¥ 3
*HELOID (A RX—7/LDHHE)
« MAIL FROM ID
* PRA Identity
*REJECT7 7 ¥ a VIZX L TIREND SMTPIGE 22— R & T F A
IS
« PHALORGEY 4 57 7 k

SIDF #t% (SIDF cRDOIDF = v 7 OFERICIESWTEITEND SMTP 7 7 &3
Strict) « MAIL FROM ID
* PRA Identity
« SPFREJECT 7 7 ¥ a ' OFAITIKE LD SMTP IGE 2 — K& 7
*Z b
« HALOMGEY A 57 7 |k
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. Received-SPF ~ v &' —

T A— LB |

T TIA T AIZHELOID F = v 7 23T L. None 1 X O Neutral #3ERE R 2517 AL, £+
DIMOFERZHESELET, SMIP 727 3D CLI 727 MITRTOID ZA FTRLT
T, 2—PIIMAILFROMID ® SMTP 77 > a vV ZE#F L EH A, 7774 T AL, FD
ID OFT X TOMGEERERE BBIIZZITANET, 77747 2 AL T X TD REJECT #EH(C
RLT, 774NV EOELRa—RETXFANEHEHLET,

¥, A~ RNIA4 0 A EF—T =2 A4 AT listenerconfig A~ h%{fﬁﬁ LT, :ﬂ%?&i
TH2 LB TEET,

Received-SPF ~ v &' —

\}

AsyncOS “C SPF/SIDF i 2 % ET 5 & & A — /LT SPE/SIDF IR~ #— (Received-SPF)
NEEBEINET, & 512, Received-SPF ~v X —|Z1T. IROERNEENE T,
« BREEFER : SPF MAEAE R (MGERER Bl <—) 2L TIZEW) |
*ID : SPF #FECTF = v 7 S7= ID : HELO, MAIL FROM, PRA,
cLI—NNBEETARA N (T =7 BFTTD) ,
e DSAT7URIPZRELR :SMTP 7 74T FDIP T KL A,
« ENVELOPEFROM : = X —7(FH A —/LKR > 7 A, (MAILFROMID [3Z8129° %
ZEMTERWED, ZHuE, MAILFROMID LB Z L nH 0 £9)
» x-sender : HELO, MAIL FROM, 7213 PRA ID D1,
« x-conformance : #EHLD L~ (F [SPF/SIDF #EfilL ~)L | ZHMR) L PRAF = v 7 DX
U7 L— RINFETEINTZNE D D,
WOHFNZ, SPF/SIDF F = v Z A LTIm A v —VIZiBMENSs~y ¥ —%& R LET,

Received-SPF: Pass identity=pra; receiver=box.example.com;
client-ip=1.2.3.4; envelope-from="alice@fooo.com";

x-sender="alice@company.com"; x-conformance=sidf compatible

GE)

spf-status 38 & WNspf-passed 7 o /L& JL—/LClX, received-SPF ~ v ¥ —%{# ] L C. SPF/SIDF
FREEDIRREDSHIWT S AV E

SPF/SIDF iREEFEHA A —ILICK L TEITITH77 230D

RTE

SPF/SIDF RFE S V72 A — V& %245 D54 SPF/SIDF BGEDFERIC L - TRAEDZT 7 v a v
BFEATT D EVMBEIIRDGENRDHV ET, ROAyE—VBINa 7Y 7 4 L7 L—
LA LC. SPF/SIDF FREEH 7 A — /L OAREER I L. KEEFERICE SN T A vE—TU A~
DTV varkF T TEET,
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\}

iz ]

e spf-status, Z DT 4 VX Jb— L% SPF/SIDF JRAEIZHESNWNTT 7 v a VA RELET,
BH%h7: SPF/SIDF RV EZ L IC B b7 /v a v #ANTEET,
¢ spf-passed, — D7 A LZ JL— L% SPF/SIDF fH4a 7 — /e L T—{b LE7,

G¥)

RELAER

spf-passed 7 A VX JL—)UI A v E&—T T4 NV F TORMEHATEET,

X 0 FEM 7 Rl LT D BN B DA X, spe-status L— /LB L, fliHR2 7 — /L E%
TERRT B MENR H HI5E 1T spf-passed L— /L &2 TX £7,
BAEIE B

s BRRERG R (31 ~N—2)

« CLI T spf-status 7 4 /L& JLb—)L O] (32 ~—3)

* GUI T spf-status 227 > 7 4 V4 L—)b (33 ~X—7))
s spf-passed 7 4 /L& JL— VDR (33 X—)

spf-status 7 A /L& =V T 256, RO EMH A LT, SPF/SIDF MiEfEHRIZxt L
TFzv 7 TEET,

if (spf-status == "Pass")

1 DORMETHEBOREBHE G LTTF = v 7T 556, ROMILEHEHNTE X7,

if (spf-status == "PermError, TempError")

BT, ROSTEMHEH LT, HELO., MAIL FROM. PRAID Ioxf L TR R A2 F = v 74
HZLlbTEET,

if (spf-status("pra") == "Fail")

GE)

spf-status A v ¥&—3 7 (/L Z Jb— L%, HELO, MAIL FROM, PRA ID |Z%f L THE 8%

F =2 7T HGRICORMEATEET, spr-status I T Y 7 4 /LX b— L, IDITKL
TF v 7T HEAIMMHTE EE Ay spt-status T T Y 7 4L Z 1%, PRAID DA%
I = v 7 L/ij‘o

WONT I ORRGERE R A Z TS ATRetER H 0 7,
* None : [HFHOREDT=D, WiEZEITTEEH A,
ePass: 7 A T M, ¥ESNZID TA—LVZEETHHEERH D £,

e Neutral : RAA VFTEEIZ. 7547 v MIIEESNT ID 2T 2HERNH L0 E 5
WaEeTH—FLERHA,
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. CLI T spf-status 7 1 JLZ JL—)LDEMA

T A— LB |

e SoftFail : KA A VFTEF L, fBESNT- ID 2T AMEREN R A MTARWEE S 23, Wr

SHERET-NWEEZTWET,

*Fail : 7 747 2 ME, FEESNZID TA— L EZEETIHHERPH Y A,

s TempError : FRAEHIC—FF2 =T —0NELE L,
e PermError : MRAEFITKFEAI =T —NRAELE LT,

skip-spam-check-for-verified-senders:

if (sendergroup == "TRUSTED" and spf-status == "Pass") {

skip-spamcheck () ;

}

quarantine-spf-failed-mail:

if (spf-status("pra") == "Fail") {

if (spf-status("mailfrom") == "Fail") {
# completely malicious mail

quarantine ("Policy");

} else {

if (spf-status("mailfrom") == "SoftFail")
# malicious mail, but tempting
quarantine ("Policy");

}

}

} else {

if (spf-status ("pra") == "SoftFail") {

if (spf-status("mailfrom") == "Fail"

or spf-status("mailfrom") == "SoftFail") {

# malicious mail, but tempting
quarantine ("Policy");

}

}

}

stamp-mail-with-spf-verification-error:
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if (spf-status("pra") == "PermError, TempError"

or spf-status("mailfrom") == "PermError, TempError"

or spf-status("helo") == "PermError, TempError") {

# permanent error - stamp message subject

strip-header ("Subject");

insert-header ("Subject", "[POTENTIAL PHISHING] $Subject");

}

GUI TD spf-status A>T T4 J)LE JL—IL
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spf-passed 7 1 /L2 JL—ILDEH
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~— 7 INTWARWEF A — V2GR 57800 spf-passed =R LET,

quarantine-spf-unauthorized-mail:

if (not spf-passed) {

quarantine ("Policy");

}
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MHEDA v E—ODMARCHFFIZIFEITLE A, 72720, 29 LA vt —U %% (5 LT
P4 AZ LT TEET,

gxx—rii W


http://tools.ietf.org/html/draft-kucherawy-dmarc-base-02

B ovarcgizom—» 70—

T A— LB |

ESPEREY=]

¢« DMARC FEFD TV —27 71— (36 ~X—)
« DMARC i L7=Z{E A v —OMaEr 1L (36 2—)
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<?xml version="1.0" encoding="UTF-8" 2>
<feedback>
<version>1.0</version>
<report metadata>
<org name>cisco.com</org name>
<email>noreply-dmarc-support@cisco.com</email>
<extra contact info>http://cisco.com/dmarc/support</extra contact info>
<report i1d>bld925$4ecceab=0694614b826605cd@cisco.com</report id>
<date_ range>
<begin>1335571200</begin>
<end>1335657599</end>
</date_ range>
</report metadata>
<policy published>
<domain>example.com</domain>
<adkim>r</adkim>
<aspf>r</aspf>
<p>none</p>
<sp>none</sp>
<pct>100</pct>
</policy published>
<record>
<row>
<source ip>1.1.1.1</source ip>
<count>2</count>
<policy evaluated>
<disposition>none</disposition>
<dkim>fail</dkim>
<spf>pass</spf>
</policy evaluated>
</row>
<identifiers>
<envelope from>example.com</envelope from>
<header from>example.com</header from>
</identifiers>
<auth results>
<dkim>
<domain>example.com</domain>
<selector>ny</selector>
<result>fail</result>
</dkim>
<dkim>
<domain>example.net</domain>
<selector></selector>
<result>pass</result>
</dkim>
<spf>
<domain>example.com</domain>
<scope>mfrom</scope>
<result>pass</result>
</spf>
</auth results>
</record>
</feedback>
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Dictionary Properties
Name: | [FED =

Advanced Maiching: | [ pareh whole words

| Caso Sansitive

I Smart Identifiers: @:\ Match specific pattarns such as social secunty numbers and eredit card numbers.

Dictionary Number of ierms: &
Add Terms: Term Weight | Delete
| Matthew Johnson IE I i}
Kristine Hansen 1 o
[ Olivia Smith 1 '@
" Allen Williams 1 W
" John Simans IE i)
e Viola Hation 1 ﬁ‘
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Weight: (2) 1 a
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