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Mon Apr 17 19:56:22 2003 Info:
New SMTP ICID 5 interface Management (10.1.1.1)
address 10.1.1.209 reverse dns host remotehost.com verified yes

Mon Apr 17 19:57:20 2003 Info:
Start MID 6 ICID 5

Mon Apr 17 19:57:20 2003 Info:
MID 6 ICID 5 From: <sender@remotehost.com>

Mon Apr 17 19:58:06 2003 Info:
MID 6 ICID 5 RID O To: <mary@yourdomain.com>




B ssxts—noszoruom

Mon Apr 17 19:59:52 2003 Info:
MID 6 ready 100 bytes from <sender@remotehost.com>

Mon Apr 17 19:59:59 2003 Info: ICID 5 close

Mon Mar 31 20:10:58 2003 Info:
New SMTP DCID 8 interface 192.168.42.42 address 10.5.3.25

Mon Mar 31 20:10:58 2003 Info:
Delivery start DCID 8 MID 6 to RID [O0]

Mon Mar 31 20:10:58 2003 Info:
Message done DCID 8 MID 6 to RID [0]

10

Mon Mar 31 20:11:03 2003 Info: DCID 8 close
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Wed Jun 16 21:42:34 2004 Info: New SMTP ICID 282204970 interface mail.example.com
(1.2.3.4) address 2.3.4.5 reverse dns host unknown verified no

Wed Jun 16 21:42:34 2004 Info: ICID 282204970 SBRS None

Wed Jun 16 21:42:35 2004 Info: Start MID 200257070 ICID 282204970

Wed Jun 16 21:42:35 2004 Info: MID 200257070 ICID 282204970 From: <someone@foo.com>

Wed Jun 16 21:42:36 2004 Info: MID 200257070 ICID 282204970 RID 0 To: <user@example.com>

Wed Jun 16 21:42:38 2004 Info: MID 200257070 Message-ID
'<37gva9$5uvbhe@mail.example.com>"

Wed Jun 16 21:42:38 2004 Info: MID 200257070 Subject 'Hello'

Wed Jun 16 21:42:38 2004 Info: MID 200257070 ready 24663 bytes from <someone@foo.com>
Wed Jun 16 21:42:38 2004 Info: MID 200257070 antivirus negative

Wed Jun 16 21:42:38 2004 Info: MID 200257070 queued for delivery

Wed Jun 16 21:42:38 2004 Info: New SMTP DCID 2386069 interface 1.2.3.4 address 1.2.3.4
Wed Jun 16 21:42:38 2004 Info: Delivery start DCID 2386069 MID 200257070 to RID [O0]
Wed Jun 16 21:42:38 2004 Info: ICID 282204970 close

Wed Jun 16 21:42:38 2004 Info: Message done DCID 2386069 MID 200257070 to RID [0]
[ ("X-SBRS', 'None')]

Wed Jun 16 21:42:38 2004 Info: MID 200257070 RID [0] Response 2.6.0
<37gva9$5uvbhe@mail .example.com> Queued mail for delivery

Wed Jun 16 21:42:43 2004 Info: DCID 2386069 close

EEGTA vE— DR

Mon Mar 31 20:10:58 2003 Info: New SMTP DCID 5 interface 172.19.0.11 address
63.251.108.110

Mon Mar 31 20:10:58 2003 Info: Delivery start DCID 5 MID 4 to RID [O0]
Mon Mar 31 20:10:58 2003 Info: Message done DCID 5 MID 4 to RID [0]

Mon Mar 31 20:11:03 2003 Info: DCID 5 close
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Mon Mar 31 20:00:23 2003 Info: New SMTP DCID 3 interface 172.19.0.11 address
64.81.204.225

Mon Mar 31 20:00:23 2003 Info: Delivery start DCID 3 MID 4 to RID [0, 1]
Mon Mar 31 20:00:27 2003 Info: Bounced: DCID 3 MID 4 to RID 0 - 5.1.0 - Unknown address

error ('550', ['<george@yourdomain.com>... Relaying denied']) []
Mon Mar 31 20:00:27 2003 Info: Bounced: DCID 3 MID 4 to RID 1 - 5.1.0 - Unknown address
error ('550', ['<jane@yourdomain.com>... Relaying denied']) []

Mon Mar 31 20:00:32 2003 Info: DCID 3 close
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Mon Mar 31 20:10:58 2003 Info: New SMTP DCID 5 interface 172.19.0.11 address
63.251.108.110

Mon Mar 31 20:00:23 2003 Info: Delivery start DCID 3 MID 4 to RID [0, 1]

Mon Mar 31 20:00:23 2003 Info: Delayed: DCID 5 MID 4 to RID 0 - 4.1.0 - Unknown address
error ('466', ['Mailbox temporarily full.']) []

Mon Mar 31 20:00:23 2003 Info: Message 4 to RID [0] pending till Mon Mar 31 20:01:23
2003

Mon Mar 31 20:01:28 2003 Info: DCID 5 close

Mon Mar 31 20:01:28 2003 Info: New SMTP DCID 16 interface PublicNet address 172.17.0.113
Mon Mar 31 20:01:28 2003 Info: Delivery start DCID 16 MID 4 to RID [0]

Mon Mar 31 20:01:28 2003 Info: Message done DCID 16 MID 4 to RID [0]

Mon Mar 31 20:01:33 2003 Info: DCID 16 close

yt— X%y R

scanconfig 2 ~¥ > REEH LT, A v E—VOBRERL DR TERWEGEESE (M7 7 A4 V%
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Drop T,

‘/kﬂi\ scanconfig % Deliver &:%&ﬁ&“ L72TF AR A= 1 7@1?”;5_’% Ljﬁj—o

Tue Aug 3 16:36:29 2004 Info: MID 256 ICID 44784 From: <test@virus.org>

Tue Aug 3 16:36:29 2004 Info: MID 256 ICID 44784 RID O To: <joelexample.com>

Tue Aug 3 16:36:29 2004 Info: MID 256 Message-ID '<137398.Q@virus.org>'

Tue Aug 3 16:36:29 2004 Info: MID 256 Subject 'Virus Scanner Test #22'

Tue Aug 3 16:36:29 2004 Info: MID 256 ready 1627 bytes from <test@virus.org>

Tue Aug 3 16:36:29 2004 Warning: MID 256, Message Scanning Problem: Continuation line

seen before first header

Tue Aug 3 16:36:29 2004 Info: ICID 44784 close
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Tue Aug 3 16:36:29 2004 Info: MID 256 antivirus positive 'EICAR-AV-Test'
Tue Aug 3 16:36:29 2004 Info: Message aborted MID 256 Dropped by antivirus

Tue Aug 3 16:36:29 2004 Info: Message finished MID 256 done

RIT, scanconfig % drop WICRELTZT XA N A= a7 oflzrLET,

Tue Aug 3 16:38:53 2004 Info: Start MID 257 ICID 44785

Tue Aug 3 16:38:53 2004 Info: MID 257 ICID 44785 From: test@virus.org

Tue Aug 3 16:38:53 2004 Info: MID 257 ICID 44785 RID O To: <joelexample.com>
Tue Aug 3 16:38:53 2004 Info: MID 257 Message-ID '<392912.@virus.org>"'

Tue Aug 3 16:38:53 2004 Info: MID 25781 Subject 'Virus Scanner Test #22'

Tue Aug 3 16:38:53 2004 Info: MID 257 ready 1627 bytes from <test@virus.org>

Tue Aug 3 16:38:53 2004 Warning: MID 257, Message Scanning Problem: Continuation line
seen before first header

Tue Aug 3 16:38:53 2004 Info: Message aborted MID 25781 Dropped by filter 'drop_ zip c'
Tue Aug 3 16:38:53 2004 Info: Message finished MID 257 done

Tue Aug 3 16:38:53 2004 Info: ICID 44785 close
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Sat Apr 23 05:05:42 2011 Info: New SMTP ICID 28 interface Management (192.0.2.10)
address 224.0.0.10 reverse dns host test.com verified yes

Sat Apr 23 05:05:42 2011 Info: ICID 28 ACCEPT SG UNKNOWNLIST match sbrs[-1.0:10.0]
SBRS 0.0

Sat Apr 23 05:05:42 2011 Info: Start MID 44 ICID 28

Sat Apr 23 05:05:42 2011 Info: MID 44 ICID 28 From: <senderl@example.com>

Sat Apr 23 05:05:42 2011 Info: MID 44 ICID 28 RID 0O To: <recipientl@example.org>
Sat Apr 23 05:05:42 2011 Info: MID 44 Message-ID '<000001lcba32e$f24ff2e0$d6efd8alS@com>"
Sat Apr 23 05:05:42 2011 Info: MID 44 Subject 'Message 001'

Sat Apr 23 05:05:42 2011 Info: MID 44 ready 240129 bytes from <senderl@example.com>
Sat Apr 23 05:05:42 2011 Info: MID 44 matched all recipients for per-recipient
policy DEFAULT in the inbound table

Sat Apr 23 05:05:42 2011 Info: ICID 28 close

Sat Apr 23 05:05:42 2011 Info: MID 44 interim verdict using engine: CASE

spam negative

Sat Apr 23 05:05:42 2011 Info: MID 44 using engine: CASE spam negative

Sat Apr 23 05:05:43 2011 Info: MID 44 attachment 'Banner.gif'

Sat Apr 23 05:05:43 2011 Info: MID 44 attachment '=D1=82=D0=B5=D1=81=D1=82.rst'

Sat Apr 23 05:05:43 2011 Info: MID 44 attachment 'Test=20Attachment.docx’

Sat Apr 23 05:05:43 2011 Info: MID 44 queued for delivery

3ODERM T 74D 2 FH D Unicode TH D Z EIZHER L TL 72 &V, Unicode /R T&
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Tue Nov 13 12:13:33 2018 Debug: Trying DANE MANDATORY for example.org
Tue Nov 13 12:13:33 2018 Debug: SECURE MX record(mail.example.org) found for example.org

Tue Nov 13 12:13:33 2018 Debug: DNS query: Q('mail.example.org', 'CNAME')

Tue Nov 13 12:13:33 2018 Debug: DNS query: ON('mail.example.org', 'CNAME',

'recursive nameserver(.parent')

Tue Nov 13 12:13:33 2018 Debug: DNS query: QIP ('mail.example.org',6 'CNAME','8.8.8.8"',60)
Tue Nov 13 12:13:33 2018 Debug: DNS query: Q ('mail.example.org', 'CNAME', '8.8.8.8")
Tue Nov 13 12:13:34 2018 Debug: DNSSEC Response data([], , 0, 1799)

Tue Nov 13 12:13:34 2018 Debug: Received NODATA for domain mail.example.org type CNAME
Tue Nov 13 12:13:34 2018 Debug: No CNAME record (NoError) found for domain(mail.example.orgq)
Tue Nov 13 12:13:34 2018 Debug: SECURE A record (4.31.198.44) found for

MX (mail.example.org) in example.org

Tue Nov 13 12:13:34 2018 Info: New SMTP DCID 92 interface 10.10.1.191 address 4.31.198.44
port 25

Tue Nov 13 12:13:34 2018 Info: ICID 13 lost

Tue Nov 13 12:13:34 2018 Info: ICID 13 close

Tue Nov 13 12:13:34 2018 Debug: DNS query: Q(' 25. tcp.mail.example.org', 'TLSA')

Tue Nov 13 12:13:34 2018 Debug: DNS query: ON(' 25. tcp.mail.example.org', 'TLSA',
'recursive_ nameserver(.parent')

Tue Nov 13 12:13:34 2018 Debug: DNS query: QIP

(' 25. tcp.mail.example.org', 'TLSA','8.8.8.8',60)

Tue Nov 13 12:13:34 2018 Debug: DNS query: Q (' 25. tcp.mail.example.org', 'TLSA',
'8.8.8.8")

Tue Nov 13 12:13:35 2018 Debug: DNSSEC Response data(['0301010c72ac70b745ac19998811b13
1d662c9ac69dbdbe7cb23e5b514b56664c5d3d6'], secure, 0, 1799)

Tue Nov 13 12:13:35 2018 Debug: DNS encache ( 25. tcp.mail.example.org, TLSA,
[(2550119024205761L, O,

'SECURE', '0301010c72ac70b745ac19998811b131d662c%ac69dbdbe7cb23e5b514b56664c5d3d6') 1)
Tue Nov 13 12:13:35 2018 Debug: SECURE TLSA Record found for MX (mail.example.org) in
example.org

Tue Nov 13 12:13:36 2018 Info: DCID 92 Certificate verification successful

Tue Nov 13 12:13:36 2018 Info: DCID 92 TLS success protocol TLSvl.2 cipher

Tue Nov 13 12:13:36 2018 Info: DCID 92 TLS success protocol TLSvl.2 cipher
ECDHE-RSA-AES256-GCM-SHA384 for example.org

Tue Nov 13 12:13:36 2018 Info: Delivery start DCID 92 MID 23 to RID [0]
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Wed Nov 14 05:52:08 2018 Debug: DNS query: QON('serverl.example.net', 'CNAME',
'recursive nameserver(.parent')

Wed Nov 14 05:52:08 2018 Debug: DNS query: QIP
('serverl.example.net', 'CNAME', '10.10.2.184"',60)

Wed Nov 14 05:52:08 2018 Debug: DNS query: Q ('serverl.example.net', 'CNAME',
'10.10.2.184")
Wed Nov 14 05:52:08 2018 Debug: DNSSEC Response data([], , 0, 284)

Wed Nov 14 05:52:08 2018 Debug: Received NODATA for domain serverl.example.net type CNAME
Wed Nov 14 05:52:08 2018 Debug: No CNAME record(NoError) found for

domain (serverl.example.net)

Wed Nov 14 05:52:08 2018 Debug: Secure CNAME (serverl.example.net) found for

MX (someone.cs2.example.net)

in example.net

Wed Nov 14 05:52:08 2018 Debug: SECURE A record (10.10.1.198) found for
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MX (someone.cs2.example.net)

in example.net

Wed Nov 14 05:52:08 2018 Info: New SMTP DCID 102 interface 10.10.1.191 address 10.10.1.198
port 25

Wed Nov 14 05:52:08 2018 Debug: Fetching TLSA records with CNAME (serverl.example.net)
for

MX (someone.cs2.example.net) in example.net

Wed Nov 14 05:52:08 2018 Debug: DNS query: Q(' 25. tcp.serverl.example.net', 'TLSA')

Wed Nov 14 05:52:08 2018 Debug: SECURE TLSA Record found for MX(serverl.example.net) in
example.net

Wed Nov 14 05:52:08 2018 Debug: DCID 102 All TLSA records failed for certificate not
trusted

Wed Nov 14 05:52:08 2018 Debug: Fetching TLSA records with initial

name (someone.cs2.example.net)

in example.net

Wed Nov 14 05:52:08 2018 Debug: DNS query: Q(' 25. tcp.someone.cs2.example.net', 'TLSA')
Wed Nov 14 05:52:08 2018 Debug: SECURE TLSA Record found for MX (someone.cs2.example.net)
in example.net

Wed Nov 14 05:52:08 2018 Info: DCID 102 Certificate verification successful

Wed Nov 14 05:52:08 2018 Info: DCID 102 TLS success protocol TLSvl1.2 cipher
DHE-RSA-AES128-SHA256

for example.net

Wed Nov 14 05:52:08 2018 Info: Delivery start DCID 102 MID 26 to RID [0]

Wed Nov 14 05:52:08 2018 Info: Message done DCID 102 MID 26 to RID [0]

Wed Nov 14 05:52:08 2018 Info: MID 26 RID [0] Response 'ok: Message 31009 accepted’
Wed Nov 14 05:52:08 2018 Info: Message finished MID 26 done

Wed Nov 14 06:36:22 2018 Debug: Trying DANE MANDATORY for example.net

Wed Nov 14 06:36:22 2018 Debug: SECURE MX record(someone.cs2.example.net) found for
example.net

Wed Nov 14 06:36:22 2018 Debug: DNS query: Q('someone.cs2.example.net', 'CNAME')
Wed Nov 14 06:36:22 2018 Debug: DNS query: ON('someone.cs2.example.net', 'CNAME',
'recursive nameserver(.parent')

Wed Nov 14 06:36:22 2018 Debug: DNS query: QIP
('someone.cs2.example.net', 'CNAME', '10.10.2.184",60)

Wed Nov 14 06:36:22 2018 Debug: DNS query: Q ('someone.cs2.example.net', 'CNAME',
'10.10.2.184")

Wed Nov 14 06:36:22 2018 Debug: DNSSEC Response data(['mail.example2.net.'], secure, O,
3525)

Wed Nov 14 06:36:22 2018 Debug: DNS encache (someone.cs2.example.net, CNAME,
[(2692348132363369L, O,

'SECURE', 'mail.example2.net')])
Wed Nov 14 06:36:22 2018 Debug: DNS query: Q('mail.example2.net', 'CNAME')
Wed Nov 14 06:36:22 2018 Debug: DNS query: ON('mail.example2.net', 'CNAME',

'recursive nameserver(.parent')

Wed Nov 14 06:36:22 2018 Debug: DNS query: QIP
('mail.example2.net','CNAME','10.10.2.184",60)

Wed Nov 14 06:36:22 2018 Debug: DNS query: Q ('mail.example2.net', 'CNAME', '10.10.2.184")

Wed Nov 14 06:36:22 2018 Debug: DNSSEC Response data([]l, , 0, 225)

Wed Nov 14 06:36:22 2018 Debug: Received NODATA for domain mail.example2.net type CNAME

Wed Nov 14 06:36:22 2018 Debug: No CNAME record(NoError) found for

domain (mail.example2.net)

Wed Nov 14 06:36:22 2018 Debug: Secure CNAME (mail.example2.net) found for

MX (someone.cs2.example.net)

in example.net

Wed Nov 14 06:36:22 2018 Debug: INSECURE A record (10.10.1.197) found for

MX (someone.cs2.example.net)

in example.net

Wed Nov 14 06:36:22 2018 Debug: Fetching TLSA records with initial

name (someone.cs2.example.net) in example.net

Wed Nov 14 06:36:22 2018 Info: New SMTP DCID 104 interface 10.10.1.191 address 10.10.1.197
port 25

Wed Nov 14 06:36:36 2018 Debug: DNS query: Q(' 25. tcp.someone.cs2.example.net', 'TLSA')

Wed Nov 14 06:36:36 2018 Debug: SECURE TLSA Record found for MX(someone.cs2.example.net)
in example.net

o m
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Wed Nov 14 06:36:36 2018 Debug: DCID 104 All TLSA records failed for certificate not
trusted

Wed Nov 14 06:36:36 2018 Info: MID 27 DCID 104 DANE failed for the domain example.net:
DANE Certificate verification failed

Wed Nov 14 06:36:36 2018 Info: Failed for all MX hosts in example.net
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Tue Aug 7 05:15:18 2018 Debug: Trying DANE MANDATORY for example-dane.net

Tue Aug 7 05:15:18 2018 Debug: SECURE MX record (someone.example-dane.net) found for
test-tlsabogus.net

Tue Aug 7 05:15:18 2018 Debug: DNS query: Q ('someone.example-dane.net', 'CNAME')

Tue Aug 7 05:15:18 2018 Debug: DNS query: QON ('someone.example-dane.net', 'CNAME',
'recursive nameserver(O.parent')

Tue Aug 7 05:15:18 2018 Debug: DNS query: QIP
('someone.example-dane.net', '"CNAME', '10.10.2.183"', 60)

Tue Aug 7 05:15:18 2018 Debug: DNS query: Q ('someone.example-dane.net', 'CNAME',
'10.10.2.183")

Tue Aug 7 05:15:18 2018 Debug: DNSSEC Response data ([], , 0, 300)

Tue Aug 7 05:15:18 2018 Debug: SECURE A record (10.10.1.198) found for MX
(someone.example-dane.net)

in example-dane.net

Tue Aug 7 05:15:18 2018 Info: ICID 32 close

Tue Aug 7 05:15:18 2018 Info: New SMTP DCID 61 interface 10.10.1.194 address 10.10.1.198
port 25

Tue Aug 7 05:15:18 2018 Debug: DNS query: Q (' _25. tcp.someone.example-dane.net', 'TLSA')
Tue Aug 7 05:15:18 2018 Debug: DNS query: ON (' 25. tcp.someone.example-dane.net', 'TLSA',

'recursive nameserver(O.parent')
Tue Aug 7 05:15:18 2018 Debug: DNS query: QIP

(' _25. tcp.someone.example-dane.net', 'TLSA','10.10.2.183"', 60)
Tue Aug 7 05:15:18 2018 Debug: DNS query: Q (' _25. tcp.someone.example-dane.net', 'TLSA',
'10.10.2.183")
Tue Aug 7 05:15:18 2018 Debug: DNSSEC Response data
(['03010160b3£f16867357cdfef37bbbacd687af54f
225e3bfa945e1d37b£fd37bd4eb6020'], bogus, 0, 60)
Tue Aug 7 05:15:18 2018 Debug: DNS encache (_25. tcp.someone.example-dane.net, TLSA,
[(11065394975822091L,

0, 'BOGUS', '03010160b3£f16867357cdfef37bbb6acd687af54£225e3bfa%945e1d37bfd37bd4eb6020")])
Tue Aug 7 05:15:18 2018 Debug: BOGUS TLSA Record is found for MX (someone.example-dane.net)

in example-dane.net

Tue Aug 7 05:15:18 2018 Debug: Trying next MX record in example-dane.net
Tue Aug 7 05:15:18 2018 Info: MID 44 DCID 61 DANE failed: TLSA record BOGUS
Tue Aug 7 05:15:18 2018 Debug: Failed for all MX hosts in example-dane.net
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Wed Sep 12 06:51:32 2018 Debug: Trying DANE OPPORTUNISTIC for example-dane.com

Wed Sep 12 06:51:32 2018 Debug: SECURE MX record (mx.example-dane.com) found for
digitalhellion.com

Wed Sep 12 06:51:32 2018 Debug: DNS query: Q ('mx.example-dane.com', 'CNAME')

Wed Sep 12 06:51:32 2018 Debug: DNS query: ON ('mx.example-dane.com', 'CNAME',
'recursive nameserver(.parent')

Wed Sep 12 06:51:32 2018 Debug: DNS query: QIP ('mx.example-dane.com',

'CNAME', '8.8.8.8"',60)

Wed Sep 12 06:51:32 2018 Debug: DNS query: Q ('mx.example-dane.com', 'CNAME', '8.8.8.8")
Wed Sep 12 06:51:32 2018 Debug: DNSSEC Response data ([], , 0, 1799)

Wed Sep 12 06:51:32 2018 Debug: Received NODATA for domain mx.example-dane.com type CNAME
Wed Sep 12 06:51:32 2018 Debug: No CNAME record (NoError) found for domain
(mx.example-dane.com)

Wed Sep 12 06:51:32 2018 Debug: SECURE A record (162.213.199.115) found for MX
(mx.example-dane.com)

in example-dane.com

Wed Sep 12 06:51:32 2018 Info: ICID 1 lost

Wed Sep 12 06:51:32 2018 Info: ICID 1 close

Wed Sep 12 06:51:33 2018 Info: New SMTP DCID 2 interface 10.10.1.173 address
162.213.199.115 port 25

Wed Sep 12 06:51:33 2018 Debug: DNS query: Q (' 25. tcp.mx.example-dane.com', 'TLSA')
Wed Sep 12 06:51:33 2018 Debug: DNS query: QN (' 25. tcp.mx.example-dane.com', 'TLSA',
'recursive nameserver(.parent')

Wed Sep 12 06:51:33 2018 Debug: DNS query: QIP

(' _25. tcp.mx.example-dane.com','TLSA','8.8.8.8', 60)

Wed Sep 12 06:51:33 2018 Debug: DNS query: Q (' 25. tcp.mx.example-dane.com', 'TLSA',
'8.8.8.8")

Wed Sep 12 06:51:34 2018 Debug: DNSSEC Response data ([], , 3, 1798)

Wed Sep 12 06:51:34 2018 Debug: Received NXDomain for domain 25. tcp.mx.example-dane.com'
type TLSA

Wed Sep 12 06:51:34 2018 Debug: No TLSA record (NXDomain) found for MX
(mx.example-dane.com)

Wed Sep 12 06:51:34 2018 Debug: Falling back to conventional TLS for MX
(mx.example-dane.com)

in example-dane.com

Wed Sep 12 06:51:34 2018 Info: MID 1 DCID 2 DANE failed for the domain example-dane.com:
No TLSA Record

Wed Sep 12 06:51:34 2018 Info: DCID 2 TLS success protocol TLSv1.2 cipher
ECDHE-RSA-AES256-GCM-SHA384

Wed Sep 12 06:51:35 2018 Info: Delivery start DCID 2 MID 1 to RID [0]
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Thu Apr 6 06:50:18 2017 Info: ICID 73 ACCEPT SG WHITELIST match country[us] SBRS -10.0
country United States

A ytE—URFT7FAILADRKURL BN URL R v UHIRZ#EZ TS

ZOPITIEH, 27X URL A% ¥ VOHIREHB 2T, A v—Y DA 7 74 LIND URL O
PR LTWET

Wed Nov 8 13:35:48 2017 Info: MID 976 not completely scanned by SDS.
Error: The number of URLs in the message attachments exceeded the URL scan limit.
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Wed Nov 8 13:37:42 2017 Info: MID 976 not completely scanned by SDS.
Error: The number of URLs in the message body exceeded the URL scan limit.

Cisco 7OX S H—NIZYUSA LY FESNDEEDHH5EHE URL
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L L T~—72 &}, Cisco Security Proxy — N2 U XA L7 F &zl nn ZIZRRrST
WET,

Tue Nov 7 10:42:41 2017 Info: MID 9 having URL: http://ow.ly/Sb6030fJvVn has been expanded
to http://bit.ly/2frAllx

Tue Nov 7 10:42:42 2017 Info: MID 9 having URL: http://bit.ly/2frAllx has been expanded
to http://thebest0l.wayisbetter.cn/?cMFN

Tue Nov 7 10:42:42 2017 Info: MID 9 URL http://thebestOl.wayisbetter.cn/?cMFN has
reputation -3.854 matched Action: URL redirected to Cisco Security proxy

Tue Nov 7 10:42:42 2017 Info: MID 9 rewritten to MID 10 by

url-reputation-proxy-redirect-action filter 'aa'

Ayt—CADER UL ZERFATE G

ZOFITIE, X, A v E—UICEEN DM URL 2 FEBEO URLICEBETE Zenol-Z &
ZRLET,

Mon Oct 30 10:58:59 2017 Info: MID 36 having URL: http://ow.ly/PO0Kw30fVst3 has been
expanded to http://bit.ly/2ymYWPR

Mon Oct 30 10:59:00 2017 Info: MID 36 having URL: http://bit.ly/2ymYWPR has been expanded
to http://ow.ly/cTS730£fVssH

Mon Oct 30 10:59:01 2017 Info: MID 36 having URL: http://ow.ly/cTS730fVssH has been
expanded to http://bit.ly/2xK8PD9

Mon Oct 30 10:59:01 2017 Info: MID 36 having URL: http://bit.ly/2xK8PD9 has been expanded
to http://ow.ly/1WO0i30fVssl

Mon Oct 30 10:59:02 2017 Info: MID 36 having URL: http://ow.ly/1W0i30fVssl has been
expanded to http://bit.ly/2ggHv9e

Mon Oct 30 10:59:03 2017 Info: MID 36 having URL: http://bit.ly/2ggHv9e has been expanded
to http://ow.ly/4£S030£fVsgx

Mon Oct 30 10:59:04 2017 Info: MID 36 having URL: http://ow.ly/4£S030fVsgx has been
expanded to http://bit.ly/2hKEFcW

Mon Oct 30 10:59:05 2017 Info: MID 36 having URL: http://bit.ly/2hKEFcW has been expanded
to http://ow.ly/NyH830fVsg6

Mon Oct 30 10:59:06 2017 Info: MID 36 having URL: http://ow.ly/NyH830fVsg6 has been
expanded to http://bit.ly/2ysnsNi

Mon Oct 30 10:59:06 2017 Info: MID 36 having URL: http://bit.ly/2ysnsNi has been expanded
to http://ow.ly/JhUN30£fVsnL

Mon Oct 30 10:59:07 2017 Info: MID 36 having URL: http://ow.ly/JhUN30fVsnL has been

expanded to http://bit.ly/2hKQOmAe

Mon Oct 30 10:59:07 2017 Info: MID 36 URL http://bit.ly/2hKQOmAe is marked malicious due
to : URL depth exceeded

Mon Oct 30 11:04:48 2017 Warning: MID 40 Failed to expand URL http://maill.example.com/abcd
Reason: Error while trying to retrieve expanded URL

Mon Oct 30 11:04:48 2017 Info: MID 40 not completely scanned for URL Filtering. Error:

Message has a shortened URL that could not be expanded




Ayt—

Avt—UE 77 LToEEOHZRLOnT Ty [

ORTITI7AILTOEEDOHAURLOOS T2 RY)

ZOBITHE, LEaT—vay AaT R 95T, EEOHDHA vE—VORNT 7 A MTE
FN5H URL 3 e FIZR RSN TWET,
Mon Nov 6 06:50:18 2017 Info: MID 935 Attachment file 1.txt URL http://jrsjvysqg.net has

reputation -9.5 matched
Condition: URL Reputation Rule

BETIS—MAEEATRAF Yy AR ET—V SNz A vtE—D

ZOBITIE, B3N T 7 A A T =B Ta s T Y AFy FUICL o TAF U &
NIRNA =V 2R L TWET,

Tue Oct 24 08:28:58 2017 Info: Start MID 811 ICID 10

Tue Oct 24 08:28:58 2017 Info: MID 811 ICID 10 From: <sender@example.com>

Tue Oct 24 08:28:58 2017 Info: MID 811 ICID 10 RID 0 To: <recipient@example.com>
Tue Oct 24 08:28:58 2017 Info: MID 811 Message-ID '<example@cisco.com>'

Tue Oct 24 08:28:58 2017 Info: MID 811 Subject 'Test mail'

Tue Oct 24 08:28:58 2017 Info: MID 811 ready 5242827 bytes from <user2@sender.com>
Tue Oct 24 08:28:58 2017 Info: MID 811 matched all recipients for per-recipient policy
DEFAULT in the inbound table

Tue Oct 24 08:28:59 2017 Info: MID 811 attachment 'gzip.tar.gz'

Tue Oct 24 08:28:59 2017 Info: MID 811 was marked as unscannable due to extraction
failures. Reason: Error in extraction process - Decoding Errors.

Tue Oct 24 08:28:59 2017 Info: ICID 10 close

Tue Oct 24 08:28:59 2017 Info: MID 811 gquarantined to "Policy" (Unscannable: due to
Extraction Failure)

Tue Oct 24 08:28:59 2017 Info: Message finished MID 811 done

RFC ERMNERTAF ¥ UARFA EX—T SN A vE—D

ZOFITIE, B ZIZRFCERDFE T LTy Y AF ¥ HIZLE o TAF v U ENARNVA vE—
CERLTWET,

Tue Oct 24 08:23:26 2017 Info: Start MID 807 ICID 6

Tue Oct 24 08:23:26 2017 Info: MID 807 ICID 6 From: <sender@example.com>

Tue Oct 24 08:23:26 2017 Info: MID 807 ICID 6 RID 0 To: <recipient@example.com>

Tue Oct 24 08:23:26 2017 Info: MID 807 Subject ‘Test Mail'

Tue Oct 24 08:23:26 2017 Info: MID 807 ready 427 bytes from <sender@example.com>

Tue Oct 24 08:23:26 2017 Info: MID 807 matched all recipients for per-recipient policy
DEFAULT in the inbound table

Tue Oct 24 08:23:26 2017 Info: MID 807 was marked as unscannable due to an RFC violation.
Reason: A Unix-From header was found in the middle of a header block.

Tue Oct 24 08:23:26 2017 Info: MID 807 queued for delivery

Tue Oct 24 08:23:26 2017 Info: ICID 6 close

ERERE)SA4 FEnf-AyE—YlT 407 T Y

VIANIFAVI NT 72 ariEO—HOKE (altrept-to 7 4 V¥, 7 2 F ZA/SARCPT

USA b bec) T2 LA, ToFIANR UFAL LI v avid) iIchoT, %ﬁu\xy
T UMERSINET, B ICHZE L TRREZMEE L., LEIZG T TMID X, &
TITDCID ZBM L E9, RO K H 7> b Y HBA[RETT,

Tue Jun 1 20:02:16 2004 Info: MID 14 generated based on MID 13 by bcc filter 'nonetest'

ER

o m



B = cmizuricgEsntive—y

Tue Jan 6 15:03:18 2004 Info: MID 2 rewritten to 3 by antispam
Fri May 14 20:44:43 2004 Info: MID 6 rewritten to 7 by alt-rcpt-to-filter filter

'testfilt'

lrewritten] T2k UIZ2OWTIE, 7 7 INTH LWMID O 2 R T1TDRICTE R I35 81
HEBHLTLLEEN,

ANLRHEI)TICSEES N AVE-D

A v — VR REEEBICEET S L. A—/L 1 7/ Tl, RPC #ki4#%014 5 RPC 5#5: ID
(RCID) ZfHHA LT, MEEEEE s oM oBEIN B SN ET, ROA—/L a7 Tid, A4
CLLTE TN oA v =R ARAREICEESNLTWVWET,

Wed Feb 14 12:11:40 2007 Info: Start MID 2317877 ICID 15726925

Wed Feb 14 12:11:40 2007 Info: MID 2317877 ICID 15726925 From: <HLD@chasehf.bfiO.com>
Wed Feb 14 12:11:40 2007 Info: MID 2317877 ICID 15726925 RID O To:
<stevel@healthtrust.org>

Wed Feb 14 12:11:40 2007 Info: MID 2317877 Message-ID
'<WITHO5606E5811BEA0734309D4BAF0.323.14460.pimailer44.DumpShot.2@email.chase.com>"

Wed Feb 14 12:11:40 2007 Info: MID 2317877 Subject 'Envision your dream home - Now make
it a reality'

Wed Feb 14 12:11:40 2007 Info: MID 2317877 ready 15731 bytes from <HLD@chasehf.bfiO.com>

Wed Feb 14 12:11:40 2007 Info: MID 2317877 matched all recipients for per-recipient
policy DEFAULT in the inbound table

Wed Feb 14 12:11:41 2007 Info: MID 2317877 using engine: CASE spam suspect

Wed Feb 14 12:11:41 2007 Info: EUQ: Tagging MID 2317877 for quarantine

Wed Feb 14 12:11:41 2007 Info: MID 2317877 antivirus negative

Wed Feb 14 12:11:41 2007 Info: MID 2317877 queued for delivery

Wed Feb 14 12:11:44 2007 Info: RPC Delivery start RCID 756814 MID 2317877 to local
IronPort Spam Quarantine

Wed Feb 14 12:11:45 2007 Info: EUQ: Quarantined MID 2317877

Wed Feb 14 12:11:45 2007 Info: RPC Message done RCID 756814 MID 2317877

Wed Feb 14 12:11:45 2007 Info: Message finished MID 2317877 done

NEBEBB T 4 — FDA—)L O5 DF

A= uaZiziE, ZIEA -V TRHBESNZEBE, TOXI 70 A =T L TEITS
NieT7 7y a il TAERNEENET, FEAEOERIT [EH (Info) 1 EX [Ty
27" (Debug) ] L~V T,

Thu Jun 7 20:48:10 2018 Info: MID 91 Threat feeds source 'Sl' detected malicious URL:
'http://digimobil.mobi/"' in attachment (s): malurl.txt. Action: Attachment stripped

SDR7 LAYV o@nyg T ) DOl

.

SDR 7 4 V& U ZIEHIIA — /L a7 EEAENET, 1T LA EOFHRIL [1EH (Info) ]
F721X [T /37 (Debug) ] LV TT,



#EERASY LEaF—vavoriEoxk ||

EEFRAAL L LE 2T —3 3 OFIAFO I

EEHZERAAL L L 2T —2a DYV VA NDEA LT b

EEHERAAL Y LT — g L OERKAA L

EEFRAALLDLE2TF— g v O—kHrTS—

EEBRAMY LEAT—Y 3 VDOFBIAOLRK

Zoplov 7, SDR — BRI T HBROFRIERM D 72812 SDR IZHEHEDWTT 4 L H AL
HEINRholrAve—U52F R LTWET,

Mon Jul 2 08:57:18 2018 Info:

224.0.0.10 reverse dns host

Mon Jul 2 08:57:
enabled

Mon
Mon
Mon
Mon
Mon
Mon

Jul
Jul
Jul
Jul
Jul
Jul

country
08:
08:
08:
08:
08:
08:

2

DN N

2

57:
57:
57:
57:
57:
57:
Reputation. Reason:

V)a—3y

CLI T sdradvancedconfig I~ Y/ REfEf+ 5L, CiscoEA— L EFX2 T F—FUxA
% SDR H— B AT Hfe T DBRIC LIRS T A —F AR ETE LT,

18

2018 Info:

not enabled

18
18
18
18
18
19

2018 Info:
2018 Info:
2018 Info:
2018 Info:
2018 Info:
2018 Info:

New

SMTP ICID 3 interface Management (192.0.2.10) address

unknown verified no
ICID 3 ACCEPT SG UNKNOWNLIST match sbrs[none] SBRS not

Start MID 3 ICID 3

MID

3 ICID 3 From: <senderl@example.com>

3 ICID 3 RID 0 To: <recipientl@example.com>

3 Message-ID '<000001lcba32e$f24ff2e0$d6efd8al$@com>"
3 Subject 'Message 001"

3 SDR: Message was not scanned for Sender Domain

Authentication failure.

EEERAM YV LEAT—23 VDY I IR MDRAALT Y b

Zofflor 7%, SDRYP—EREEETIEEDOY /A KN XA LT 7 hDT-HIZ SDR IZHS
WT T 4 VEZBENR o A v —V%F R L TWVET,

Mon Jul 2 09:00:13 2018 Info:

224.0.0.10 reverse dns host

Mon Jul 2 09:00:
enabled

Mon
Mon
Mon
Mon
Mon
Mon

Jul
Jul
Jul
Jul
Jul
Jul

country
09:
09:
09:
09:
09:
09:

2

NN NN

2

Reputation.

00:
00:
00:
00:
00:
00:
Reason:

J)a— 3y

SDRU VT A RNEA LT T MIRDHE, AvE—URNAXy R LTv—27 S, &HE
LT 7 varnAyve—JIcmAINnNET,

13

2018 Info:

not enabled

13
13
13
13
13
13

2018 Info:
2018 Info:
2018 Info:
2018 Info:
2018 Info:
2018 Info:

New

SMTP ICID 4 interface Management (192.0.2.10) address

unknown verified no
ICID 4 ACCEPT SG UNKNOWNLIST match sbrs[none] SBRS not

Start MID 4 ICID 4

MID

Request timed

ZEEBRAMY LEAT—Y 3 vDEYERA

Zofloa 7ix, CiscoEA—N X2 UT 4 7 — bUxA TEZZ SDR F—E X RA FA
RIEINTZTZOIZ SDRIZESNWT 7 4 VA EI N holz A vE—URNERRLTWET,

4 ICID 4 From: <senderl@example.com>

4 ICID 4 RID 0 To: <recipientl@example.com >

4 Message-ID '<000001lcba32e$f24ff2e0Sdoefd8alsS@com>"
4 Subject 'Message 001'

4 SDR: Message was not scanned for Sender Domain
out.

o m


b_ESA_Admin_Guide_ces_12_0_chapter13.pdf#nameddest=unique_567
b_ESA_Admin_Guide_ces_12_0_chapter13.pdf#nameddest=unique_568
b_ESA_Admin_Guide_ces_12_0_chapter13.pdf#nameddest=unique_569
b_ESA_Admin_Guide_ces_12_0_chapter13.pdf#nameddest=unique_570

B sezrvxqcoLeas—vavo—mmnTs—

Mon Jul 2 09:04:08 2018 Info: ICID 7 ACCEPT SG UNKNOWNLIST match sbrs[none] SBRS not
enabled country not enabled
Mon Jul 2 09:04:08 2018 Info: Start MID 7 ICID 7

Mon Jul 2 09:04:08 2018 Info: MID 7 ICID 7 From: <senderl@example.com >

Mon Jul 2 09:04:08 2018 Info: MID 7 ICID 7 RID 0 To: <recipientl@example.com >

Mon Jul 2 09:04:08 2018 Info: MID 7 Message-ID '<000001cba32e$f24ff2e0$d6efd8alS$S@com>"
Mon Jul 2 09:04:08 2018 Info: MID 7 Subject 'Message 001'

Mon Jul 2 09:04:08 2018 Info: MID 7 SDR: Message was not scanned for Sender Domain
Reputation. Reason: Invalid host configured.

V)a—3y

CLI T sdradvancedconfig I~ 2/ f‘é”@iﬁﬁjﬂé L. CiscoEA— )L EXx=2UT 4 F— K 7 A
% SDR Y — B R | ZHHR T ABRICHNE RN T A —F R ETEET,

EEFERFAMOOLEAT—23 00— RHGEITS—

Zoflor 7iE, AR T —D7®HIZ SDRIZESNT T 4 VAN I N hoTc A vt —
VEFRLTVET,

Mon Jul 2 09:00:13 2018 Info: New SMTP ICID 4 interface Management (192.0.2.10) address
224.0.0.10 reverse dns host unknown verified no

Mon Jul 2 09:00:13 2018 Info: ICID 4 ACCEPT SG UNKNOWNLIST match sbrs[none] SBRS not

enabled country not enabled

Mon Jul 2 09:00:13 2018 Info: Start MID 4 ICID 4

Mon Jul 2 09:00:13 2018 Info: MID 4 ICID 4 From: <senderl@example.com >

Mon Jul 2 09:00:13 2018 Info: MID 4 ICID 4 RID O To: <recipientl@example.com >

Mon Jul 2 09:00:13 2018 Info: MID 4 Message-ID '<000001cba32e$f24ff2e0$d6efd8alS@com>"
Mon Jul 2 09:00:13 2018 Info: MID 4 Subject 'Test mail'

Mon Jul 2 09:00:13 2018 Info: MID 4 SDR: Message was not scanned for Sender Domain

Reputation. Reason: Unknown error.

J)a— 3y

AR T —NRBETIHE, AvE—URAXFY U ARA[E L Tv—7 3N, BELET Vv 3
URA v —IICHEBAENET,

BiEO Y DEA

BfE 2 7121, AsyncOS D 7 A — /VEMEEIMEICE T 2 HE AR FRATE SN E T, vl Ay
E—IF A7 — LR TT, 2F0, HETLTXTOHFERPRER S A v —VICiEaE
NHOT, 2—Hix, BEORGEFITICET 2 HRICOVWTHIOR Z X vt —U 2T D4
ERHY A,

FfE e 7123, ZIEE ZLOEF A —VEEEBEICEES 2T~ TolflisiHRsnEzd, &
NTOFERIT, @RI LAT T FEN, VAT o a—T s VT 4 AL TEBL
TetgiE. NI DFEAEY A AIREIC 20 £, By —Vid ROBATIZH Y £7,

https://supportforums.cisco.com/document/33721/cisco-ironport-systems-contributed-tools

BfEe 713, VY= AONRMEEZRDOToOI A T VA TR SN TEHESNE T, ROE
2, BfE o ZiciE s n o me s LET,



https://supportforums.cisco.com/document/33721/cisco-ironport-systems-contributed-tools

® 7:EEN T OHEIHER

mEosoem [

et

Ll

FfEAT—H X
(Delivery status)

success (A v E—UIXEFICEESNE L) F/2idbounce (X v E&—
DNIN—R RN 2E8NELE)

Del_time W A5 e ]
Inj_time ATV x7 v a K, del time - inj time = time Z{EH A v E— TN
X 2 —IZH F o TV
Bytes Ayt—y A X
Mid A vE— 1D
Ip ZAEHERA NP, ZEEA v E—VEZEELIEINT A LTZEA D

IP7 FL XA

*#{E5t (From)

Envelope From (Envelope Sender % 721X MAIL FROM & L CHHILILE
7))

Source_ip BEILHRA NP, HIEAYE—VDRAIDIPT FLA

21— K (Code) ZAEHEHRA RNLD SMTP & o— K

g (Reply) ZAEERA RSO SMTP JHEA v EB—Y

Rept Rid ZAEHID, ZEH DX <0> 0 HihE v £, HHOZEENEESN
Tz A v =V, BEOZER D BfFEET,

=ZfE# (To) ToNn—TREE

Attempts A5 3R TR

BlE 25— & 25 bounce Tdh - =4S

3. ROBIMERDPELE 0 IR RSNETS,

= 8:EIEQ T DN U RIER

et

BLL]

¥ H (Reason)

E{E D SMTP JH2ZZ %95 RFC 1893 Enhanced Mail Status Code D fER

a— K

(Code)

EEFHERA RSO SMTP JE&Ea— K

x5 — (Error)

ZEZRA RSO SMTP JEE A v —

07y X — i E
TERITEEEROZICERINET,

N~y A=

LTWAHA Rvt—V Ay X—ouaXr s (61 5—) #3H) |




| RN

R I:EEANTDANY F—1ER

et

Bl

ET — 4
(Customer data)

o GRS NS Ny X —DIEE D ZoRrd XML ¥ 7

Name)

~v X —%4 (Header

~ X — D4 HI

fif (Value)

0 JICEER SN DNy A —DNE

BiEOT T2 YO

ZITE, SESERRGERS v b OBl ERLET,

EELA Y E—C8E

Mon Mar 31 20:10:

63.251.108.110

Mon Mar 31 20:10:

Mon Mar 31 20:10:

Mon Mar 31 20:11:

BIERT—FR/IN\DUR

58

58

58

03

2003 Info:

2003 Info:

2003 Info:

2003 Info:

New SMTP DCID 5 interface 172.19.0.11 address

Delivery start DCID 5 MID 4 to RID [0]
Message done DCID 5 MID 4 to RID [0]

DCID 5 close

<bounce del time="Sun Jan 05 08:28:33.073 2003" inj_ time="Mon Jan 05 08:28:32.929 2003"

bytes="4074" mid="94157762" ip="0.0.0.0" from="campaignl@yourdomain.com"

source ip="192.168.102.1 "reason="5.1.0 - Unknown address error" code="550"

error="["Requested action not taken: mailbox unavailable"]">

<rcpt rid="0" to="user@sampledomain.com" attempts="1" />

</bounce>

AT~y F—(FEDEREDT T MY

<success del time="Tue Jan 28 15:56:13.123 2003" inj time="Tue Jan 28 15:55:17.696 2003"
bytes="139" mid="202" ip="10.1.1.13" from="campaignl@yourdomain.com"
source ip="192.168.102.1" code="250" reply="sent">

<rcpt rid="0" to="user@sampledomain.com" attempts="1" />

<customer data>

<header name="xname" value="sh"/>

</customer data>




nyvznsoEm |

</success>

NI UZ O DOER

N2 a7, N CASNEREZEEIHET T XToFgRp RSN ES, KOK
2. N R nZiliEsh s ERE "L ET,

£ 10:/37 X OY O#fEHER

et Bl

Timestamp N7 A ARy D

27 L~y (Log | ZD/ND A B 7 ORI L~ L
level)

N A Z AT |Bounced £721% Delayed (/N— RN U AENLY 7 MY R E)
(Bounce type)

MID/RID Ayt —VID BLUREH ID

*¥fE7t (From) TLNp— S EEE

Z{5%& (To) Ty RO —TEEE

M (Reason) EA{EHEF D SMTP JH& %95 RFC 1893 Enhanced Mail Status Code D f#EFR

& ZEFERAINPLD SMTP oA a— RBLOA vkb—

T, v ICRETHA v =V YA XERELTWA), ATAYE—2FHELTNDE (A v
=T Ny =X T (61 =) M) HE. AvE—UBIO0Ny X —IFHRITIA
L AEROBICERENE T,

R O5DAY F—I1ER

Ny B — ANYF—BBLIUVANYE—DIA VT,
Av—v RN END A vE—VDarT Y,
(Message)

NoZ28a7 T M) Ofl

VI RN UREINTIZREE (I\Y VR 24 7 =Delayed)

Thu Dec 26 18:37:00 2003 Info: Delayed: 44451135:0
From:<campaignl@yourdomain.com> To:<user@sampledomain.com>

Reason: "4.1.0 - Unknown address error" Response: " ('451',
['<user@sampledomain.com> Automated block triggered by suspicious




B —rrvorEht2EE (SHUR 84 T =Bounced)

in error'])

activity from your IP address (10.1.1.1). Have your system administrator
send e-mail to postmaster@sampledomain.com if you believe this block is

"

N—BENY R EN-2EE (92 R 24 7 =Bounced)

Thu Dec 26 18:36:59 2003 Info: Bounced: 45346670:0 From:<campaignl@yourdomain.com>
To:<user2@sampledomain.com>

Reason: "5.1.0 - Unknown address error" Response: " ('550', ['There is no such active

account.'])"

A yt—UAXBLIVOITAY T —fFEDNNY R OY

)

Wed Jan 29 00:06:30 2003 Info: Bounced: 203:0 From:<campaignl@yourdomain.com>
To:<user@sampledomain.com>

Reason:"5.1.2 - Bad destination host" Response: " ('000', [])" Headers: ['xname:
userID2333']' Message: Message-Id:

<lu5jak$6b@yourdomain.com>\015\012xname: userID2333\015\012subject:
Greetings.\015\012\015\012Hi Tom:"

GE)

T XA RICFHIN015\012 (%, KATE £ LET (CRLF 72 &) |

AT—R2Z20O5DFEH

AT —H A a7 \Z&, status, status detail, 35 & O dnsstatus 72 & D CLI A7 —HX A 2w KT
Bl S v 27 AEEHE @A TR S E T, FREIIRIT. logeonfig O setup 7 =~ N
FEHALTHRELET, AT —FX AR TULR—RENDI U FELFL— MNI miREA T >
2Nty b ENTZREEN S O T,

AF—ARZR O5DEHEY

WORIZ, AT —HA BT F~ve —HTDHVRAT AEHEREZRLET,

R 12: AT—42 X AT O#fEHER

#rat ZtEA

CPULd CPU fifi Jfj =

DskIO Disk I/O fifi FH =

RAMULil RAM fifi F 3

QKUsd EHENTWDF 22— (Fr A |HAL)




27—z nvozsnyY ||

et s BA

QKFre ZENTNDF a— (a3 A FHT)
CrtMID Avw¥— 1D (MID)

CrtICID A V=¥ a ki ID (ICID)
CRTDCID FLf5 ¢ ID (DCID)

InjBytes AoVl FENTZA v E—=VDEFYA X (VA FEALD)
InjMsg AoVl FENTEA Y=Y
InjRcp ATV FENTZES
GenBncRep AR E NIz v A EH

RejRep BRI EE

DrpMsg Ky 7ShicAyte—v
SftBncEvnt JT R ARG UAEINTA R b
CmpRcp SET LT EE

HrdBncRep N— R AT RENT-ZIEE
DnsHrdBnc DNS /— R X7 &

5XXHrdBnc S5XX /N— R X7 R

FltrHrdBnc T AIVE N— R N7
ExpHrdBnc IR/ N— K N7 &

OtrHrdBnc F DD N— R R R

DIvRcp BlfE SN2 EH

DelRcp HIBR S ez fZd

GlbUnsbHt 77— VEEEIEY 2k ED—EK
ActvRcp TIT 4 TG

UnatmptRcp RATZAEH

AtmptRcp RITREE

CrtCncln BUE DA 1E Bl

CrtCncOut HAEDOFE ekt




B x7—szxo0s0mzamy

HrEt ZtEA

DnsReq DNS R

NetReq X hU— 7 Bk

CchHit ¥Fyviabyh

CchMis Froia IR

CchEct Xy v afist

CchExp X v v v =2 RN

CPUTTm TN = a CHMEN L7eGEF CPU RFH

CPUETm T = a UBREA AT b ORI

MaxIO A=) T RIKT D 1 BHTZY ORKRT 1+ A7 10 @i

RamUsd FO B THEHDAEY (A FHAL)

Swin 2T T ENTZAEY,

SwOut ATy TT 7 NS AEY,

SwPgIn N=U A EINTAEY,

SwPgOut N=UT U rINTAEY,

MMLen VAT LRDGEFA v E— U

DstInMem AEVANOSEEA TV =7 MK

ResCon U — Z RO tarpit . (KED L AT LAARICL Y . HlEA—LDZ
FAND Z OBEIETEIE L ET)

WorkQ T—7 Fa—lHLBIEDA vE—I%

QuarMsgs RY—, TA A, L Outbreak [EHEIZ 5 B8 2 D A v —I%K
(BEEORHEZ Y TITFET H A v E—VIF—ELT Ay FEhvE
ED)

QuarQKUsd RY— TANA, BLO Outbreak FEEfE A v & — 2L » THA &
nNso¥xnm/ o k

LogUsd HINA a7 S—F ¢ a OEE

BMLd TUFTANA AF Y L THEAESNS CPU DEIG
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HrEt ZtEA

SophLd Sophos 7 > F A/ A% ¥ I &5 CPU OFIG
McafLd McAfee 70 F 7 A VA A% v o CEMA SIS CPU OEIA
CASELd CASE 2% ¥ Tl sh % CPU DEIG

TotalLd CPU OAGFHHEE &

LogAvail 0l 7y ANHHEHATELT (AT AR—X

EuQ AN L IREEN OHETE A~ — V8

EuqRls RS D BHERR AL 2 — N OHEE A v B — V%%

RptLD LR — kMR F > CPU A fif

QtnLd FREfEALERF > CPU A fif

EncrQ LD F 2 —ND A vE—

Fri Feb 24 15:14:39 2006 Info: Status: CPULd 0 DskIO 0 RAMUtil 2 QKUsd 0 QKFre 8388608

CrtMID 19036 CrtICID 35284 CrtDCID 4861

InjMsg 13889 InjRcp 14230 GenBncRcp 12 RejRcp 6318 DrpMsg 7437 SftBncEvnt 1816 CmpRcp
6813 HrdBncRcp 18 DnsHrdBnc 2 5XXHrdBnc

15 FltrHrdBnc 0 ExpHrdBnc 1 OtrHrdBnc O DIvRcp 6793 DelRcp 2 GlbUnsbHt 0 ActvRcp 0

UnatmptRcp 0 AtmptRcp 0 CrtCncIn 0 CrtCncOut

0 DnsReq 143736 NetReq 224227 CchHit 469058 CchMis 504791 CchEct 15395 CchExp 55085

CPUTTm 228 CPUETm 181380 MaxIO 350 RAMUsd

21528056 MMLen 0 DstInMem 4 ResCon 0 WorkQ O QuarMsgs 0 QuarQKUsd 0 LogUsd 3 AVLd O BMLd
0 CASELd 3 TotallLd 3 LogAvail 17G EuQ O

EugRls 0
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D SMTP RFETCD T FAT v hEF—R"OBEPREINET, 2o r X1 73EIC, FF
EDZIEHEFRA MIBETAHBEOT Ny IR SN E T,

R13: FAM Y TRy T OJ O#EHER
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Timestamp N A AR OB
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level)
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B crosnvsns0m

et

B

=f54 (To)

TN =T AR

¥ H (Reason)

R

BR{ERF D SMTP 2254 % RFC 1893 Enhanced Mail Status Code D

ZEHERAINLD SMTP & a— FBLOA vE—Y

FAA > TNy 5 OT0fH

Sat

Sat

Sat

Sat

Sat

Sat

Dec

Dec

Dec

Dec

Dec

Dec

LINE BY

Sat

Dec

Aoz ay

AoV raryrTRhy T ua i, EA—NL X2 0T 4 TFXI5AT AL, VAT AT
Pt L CWAIRED A A ME D SMTP SKFENFLERSNET, A1 V=V var TRy ns
., A X —Fy MR ERGET 27 74TV NEEA— N X2 VT 4 TTI7A4T
AW OBEICHETIREEZ N T TNy a—T 4 T E5DIENEBLET, 2o/ TiE, 2o
DY AT AETIEIE SN T RTONRA RRGEER S, AR A M T24(F) E7i38EkiA A

Fb ZE] oSN ET,
FLEkT DA A P ORFEIRET HITIE,

21 02:

21 02:

21 02:

21 02:

21 02:

21 02:

37:

37:

37:

37:

37:

37:

ITSELF'

21 02:

37

22

23

23

23

23

24

: 24

2003 Info:

2003 Info:

2003 Info:

2003 Info:

2003 Info:

2003 Info:

2003 Info:

102503993

102503993

102503993

102503993

102503993

102503993

102503993

TNy OTDOEA

T/

Sent:

Rcvd:

Sent:

Rcvd:

Sent:

Rcvd:

Rcvd:

'MAIL FROM:<daily@dailyf-y-i.net>"'
'250 OK'

'RCPT TO:<LLLSMILE@aol.com>'

'250 OK'

'DATA'

'354 START MAIL INPUT, END WITH "." ON A

'250 OK'

IP7 RLA, IP§IFH, RA ML, ETEH oA A B

HEIBET HLENDY T, IPHFHFANTEHRL TWDIP T RUART XTSI NET,
B RAA VDR A MBI RCEREEREINET, VAT AR, B LTWDHIP T L RTK
LTUN—=ZADNS/I 7T v 7T HFETLT, AR MIZEHL 3, DNSIZxHET 5 PTR
TI— RBRWIP 7 RL AL, AR MIC—ELERA,

kT Oty v VEBIEET DRENDHY T,

ATzl vary TNy aZHNOFTIE, ROFBITRTIHERDIEENET,

KU: A0y a3y TNV BT OHEHER

et

iEA

Timestamp

2SA DRSS VT




tvvzovavFnvsnsos ||

#raEt &R

ICID AoV va R IDIL, Bloas 727 ) 7 a o TRHUE
BB 5 2 LR TE S EA T,

Sent/Received [Sentto] &FCIMI-ATIX, #liAR R MIEESNIFEREDO A R T
7, [Revd from] EFLINTZATIR, BEEA R 655 LT EEDO N
£ R T

[IP7 FL A (IP Bt R A FDOIP 7 KL A,

Address) ]

Aoz oar TNy T agnfdl

Wed Apr 2 14:30:04 2003 Info: 6216 Sent to '172.16.0.22': '220 postman.example.com

ESMTP\015\012"

Wed Apr 2 14:30:04 2003 Info: 6216 Rcvd from '172.16.0.22': 'HELO

mail.remotehost.com\015\012"

Wed Apr 2 14:30:04 2003 Info: 6216 Sent to '172.16.0.22': '250

postman.example.com\015\012"'
Wed Apr 2 14:30:04 2003 Info: 6216 Rcvd from '172.16.0.22': 'MAIL
FROM:<sender@remotehost.com>\015\012"

Wed Apr 2 14:30:04 2003 Info: 6216 Sent to '172.16.0.22': '250 sender
<sender@remotehost.com> ok\015\012"'

Wed Apr 2 14:30:04 2003 Info: 6216 Rcvd from '172.16.0.22': 'RCPT
TO:<recipient@example.com>\015\012"

Wed Apr 2 14:30:04 2003 Info: 6216 Sent to '172.16.0.22': '250 recipient
<recipient@example.com> ok\015\012"'

Wed Apr 2 14:30:04 Info: 6216 Rcvd from '172.16.0.22': 'DATA\015\012"'

Wed Apr 2 14:30:04 2003 Info: 6216 Sent to '172.16.0.22': '354 go ahead\015\012'
Wed Apr 2 14:30:04 2003 Info: 6216 Rcvd from '172.16.0.22': 'To:

recipient@example.com\015\012Date: Apr 02 2003 10:09:44\015\012Subject: Test
Subject\015\012From: Sender <sender@remotehost.com>\015\012"

Wed Apr 2 14:30:04 2003 Info: 6216 Rcvd from '172.16.0.22': 'This is the content of the
message'

Wed Apr 2 14:30:04 Info: 6216 Sent to '172.16.0.22': '250 ok\015\012"'

Wed Apr 2 14:30:04 Info: 6216 Rcvd from '172.16.0.22': 'QUIT\015\012"'

Wed Apr 2 14:30:04 2003 Info: 6216 Sent to '172.16.0.22': '221
postman.example.com\015\012"'

DRTFL OYDER

£ 15: AT L OYOHEHER

#rat £ EA
Timestamp XA N RRE S T2 REA)
Ave—v o ZICRER S oA X b,




B o x72050m

RT L Oy nE

WD AT a7 OFNE, commit #FEIT L2 —FDLRTE ATTSN T A Fegie, W
<OMD commit =2 U ZRLTWET,

Wed Sep 8 18:02:45 2004 Info: Version: 4.0.0-206 SN: XXXXXXXXXXXX-XXX

Wed Sep 8 18:02:45 2004 Info: Time offset from UTC: 0 seconds

Wed Sep 8 18:02:45 2004 Info: System is coming up

Wed Sep 8 18:02:49 2004 Info: bootstrapping DNS cache

Wed Sep 8 18:02:49 2004 Info: DNS cache bootstrapped

Wed Sep 8 18:13:30 2004 Info: PID 608: User admin commit changes: SSW:Password

Wed Sep 8 18:17:23 2004 Info: PID 608: User admin commit changes: Completed Web::SSW
Thu Sep 9 08:49:27 2004 Info: Time offset from UTC: -25200 seconds

Thu Sep 9 08:49:27 2004 Info: PID 1237: User admin commit changes: Added a second CLI
log for examples

Thu Sep 9 08:51:53 2004 Info: PID 1237: User admin commit changes: Removed example CLI
log.

CLEZEO S DEH

CLEEZER T Dl

% 16: CLIBEE O J O EHER

frat B

Timestamp ISA N ISHRIE S AU REZ)

PID avy RBRANESNTFRFED CLIE Yy v a D7 rtkXID,

Av—v AvE—UE, A1TSZCLl 2~ K, CLIH) (A==2—, UA}
mE) L BRORRENL T v T N THERESIVET,

WD CLI EA v 7 Ofli%, who 3 X O textconfig CLI =< > K28 AF1 & 7= PID 16434 D 1E
ERLTHNET,

Thu Sep 9 14:35:55 2004 Info: PID 16434: User admin entered 'who'; prompt was
'\nmail3.example.com> '

Thu Sep 9 14:37:12 2004 Info: PID 16434: User admin entered 'textconfig'; prompt was
'\nUsername Login Time Idle Time Remote Host What\n
\nadmin Wed 11AM 3m 45s 10.1.3.14 taill\nadmin 02:32PM
0s 10.1.3.14 cli\nmail3.example.com> '

Thu Sep 9 14:37:18 2004 Info: PID 16434: User admin entered ''; prompt was '\nThere are



py—nosoeEm i

no text resources currently defined.\n\n\nChoose the operation you want to perform:\n-
NEW - Create a new text resource.\n- IMPORT - Import a text resource from a file.\n[]>

FTIP H—/\ OS5 DEA

=R 17: FTPH—/\ 05 O#fict1EHR

Bl

2SA B DRSS VTR

#%5¢ ID, FTP #%6E = & ORBIE D ID

et
Timestamp
ID
A=Y

g TR yvE— I a Nt vl T AN AT —FAE
W, ELIEFTPERE®R (n/ A, Ty 7ue—K, Fura—R, B
TT T RpE) 1270 F9,

FTP H—/x O 5 4l

WD FTP ¥—8 1 ZOFNIciE, #kt (ID:1) NS TWEd, SEEFEOIP 7 FLAD

Eo 77T 4T 4

(Z7ANDT vyTr—RKEAxyrao—FK) B rs7v BAREN

TWET,
Wed Sep 8 18:03:06 2004 Info: Begin Logfile
Wed Sep 8 18:03:06 2004 Info: Version: 4.0.0-206 SN: O00065BF3BA6D-9WFWC21
Wed Sep 8 18:03:06 2004 Info: Time offset from UTC: 0 seconds
Wed Sep 8 18:03:06 2004 Info: System is coming up
Fri Sep 10 08:07:32 2004 Info: Time offset from UTC: -25200 seconds
Fri Sep 10 08:07:32 2004 Info: ID:1 Connection from 10.1.3.14 on 172.19.0.86
Fri Sep 10 08:07:38 2004 Info: ID:1 User admin login SUCCESS
Fri Sep 10 08:08:46 2004 Info: ID:1 Upload wording.txt 20 bytes
Fri Sep 10 08:08:57 2004 Info: ID:1 Download words.txt 1191 bytes
Fri Sep 10 08:09:06 2004 Info: ID:1 User admin logout
HTTP O/ D&M
& 18: HTTP 0 7 O#faHER
et iER
Timestamp INA N HRRE S VTR




B vroson

et

e

ID

Ty aID

G

Wilgi~> v DIP7 RL*

B

it — Y O —H4

Message

FITINTT I v a ST AR, GET=2~ > K, POST2~ > K,
FRIEVAT A AT—HZARENEGEENDIHGENDY £7,

HTTP O % 4l

WO HTTP 1 7 OfillL, EHF 2 —F L GUI OxtaEh (VAT ABREY 4 F— RO FET/ L)

R LTWET,

Wed Sep 8 18:17:23 2004 Info:

443

Wed Sep 8 18:17:23 2004 Info:

Wed Sep 8 18:17:23 2004 Info:

Wed Sep 8 11:17:24 2004 Info:

Wed Sep 8 11:17:24 2004 Info:
/system_administration/system_setup_wizard HTTP/1.1 303

Wed Sep 8 11:17:25 2004 Info:
/system_administration/ssw_done HTTP/1.1 200

Wed Sep 8 11:18:45 2004 Info:
/monitor/incoming mail overview HTTP/1.1 200

Wed Sep 8 11:18:45 2004 Info:
/monitor/mail flow graph?injector=&width=365&interval=0&type=recipientsin&height=190

HTTP/1.1 200

Wed Sep 8 11:18:46 2004 Info:

http service on 192.168.0.1:80 redirecting to https port

http service listening on 192.168.0.1:80
https service listening on 192.168.0.1:443
Time offset from UTC: -25200 seconds

req:10.10.10.14 user:admin id:iaCkEh2h5rZknQarAecg POST

req:10.10.10.14 user:admin id:iaCkEh2h5rZknQarAecg GET

req:10.10.10.14 user:admin id:iaCkEh2h5rZknQarAecg GET

req:10.10.10.14 user:admin id:iaCkEh2h5rZknQarAecg GET

req:10.10.10.14 user:admin id:iaCkEh2h5rZknQarAecg GET

/monitor/classification graph?injector=&width=325&interval=0&type=recipientsin&height=19

0 HTTP/1.1 200

Wed Sep 8 11:18:49 2004 Info:

req:10.10.10.14 user:admin id:iaCkEh2h5rZknQarAecg GET

/monitor/quarantines HTTP/1.1 200
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et
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NTP O % D45l

AF¥x v

Y

NPOV |
#Et Bl
Avg—v Av—=UF, = ~DffiS Ay U —2 XA L7 a hajL (SNTP)
7 Y —F72lF adjust: A v E—Y TSNV ET,

WDONTP 2 ZOHNL, T IFAT U ANSENIPRA RAD2EDR—Y 7277 L TCWE
TO

Thu Sep 9 07:36:39 2004 Info: sntp query host 10.1.1.23 delay 653 offset -652
Thu Sep 9 07:36:39 2004 Info: adjust: time const: 8 offset: -652us next poll: 4096
Thu Sep 9 08:44:59 2004 Info: sntp query host 10.1.1.23 delay 642 offset -1152

Thu Sep 9 08:44:59 2004 Info: adjust: time const: 8 offset: -1152us next poll: 4096

04 nO{EH

22Xy a0, TTIA TV ADAF ¥ TV OFTTO LOG B LT COMMON
AvbE—URNEGEENTWET, EHAEEZR COMMON BXOLOG T 79—k A vE—YD ) &
MZOWTIE, VAT AEH] OFED 77— 22 LTLIEEN,

R20:AF v OFDOHEER

#rEt SR AR
Timestamp INA N INERIE Z TR
Awg— AytE—UlF, WTRODOARAF Y DT ) r— 3 D
FBEENET 77— KR LETI7—b, FHidnl oo — Ay
VE_:)TT%EE éﬂ‘(b\jﬁﬁﬂo

a4 o4

Rowv 7 DFIE, Sophos 7 F VA NAIEHT 2EET T — MeMGELTWDT I I7A4 T A
DIEEAZ R L TWET,

Wed Feb 23 22:05:48 2011 Info: Internal SMTP system attempting to send a message to
alerts@example.com with subject 'Warning <Anti-Virus> mail3.example.com: sophos
antivirus - The Anti-Virus database on this system is...' (attempt #0).

Wed Feb 23 22:05:48 2011 Info: Internal SMTP system successfully sent a message to
alerts@example.com with subject 'Warning <Anti-Virus> mail3.example.com: sophos
antivirus - The Anti-Virus database on this system is...'.

Wed Feb 23 22:05:48 2011 Info: A Anti-Virus/Warning alert was sent to alerts@example.com
with subject "Warning <Anti-Virus> mail3.example.com: sophos antivirus - The Anti-Virus
database on this system is..."

o m



B 7o7zx1s050mm

T UFARINL BT DER

*21: 7 OF R/RL OF O#EHER

#Et SR BA

Timestamp XA N DRE S VT2 REZ]

A y— A=V, TUrFARARLT v 75— FOMEREMER (YT
TUFARBI— VDT v TT— "INUETH T2 E 97 L) THERK
ShET,

T UFR/NL OTDOE

DT o F AN T T OHNL, ToFANRLANZ LD NCE D, ARNANEROT v I T— B
JO'CASE 7 v 75— FOWEREZ R L TWET,

Fri Apr 13 18:59:47 2007 Info: case antispam - engine (19103) : case-daemon: server
successfully spawned child process, pid 19111

Fri Apr 13 18:59:47 2007 Info: case antispam - engine (19111) : startup: Region profile:
Using profile global

Fri Apr 13 18:59:59 2007 Info: case antispam - engine (19111) : fuzzy: Fuzzy plugin v7
successfully loaded, ready to roll

Fri Apr 13 19:00:01 2007 Info: case antispam - engine (19110) : uribllocal: running URI
blocklist local

Fri Apr 13 19:00:04 2007 Info: case antispam - engine (19111) : config: Finished loading
configuration

LA A—)L O DFEH

#Et HL:L

Timestamp INA NSRS S HUTZ R

Ayt— Ave—UIClE, T A A= NIy ATF—H A BEREOESR
NEENET,

LA A—)LOg o

Tue Mar 24 08:56:45 2015 Info: graymail [BASE] Logging at DEBUG level
Tue Mar 24 08:56:45 2015 Info: graymail [HANDLER] Initializing request handler
Tue Mar 24 08:56:50 2015 Info: graymail [ENGINE] Loaded graymail scanner library

Tue Mar 24 08:56:50 2015 Info: graymail [ENGINE] Created graymail scanner instance




7orvanznsoER [

Tue Mar 24 08:56:50 2015 Info: graymail [HANDLER] Debug mode disabled on graymail process
Tue Mar 24 08:56:50 2015 Info: graymail [HANDLER] Starting thread WorkerThread 0

TFUOF9A4ILR O DEA

R2:7UF IR OF DREHER

#rat B

Timestamp INA N HRRE SHUTREA

Ayk— Ave—UX, TVFUANRAT v 7T — MOERBEMER (=P F
LT ANAERDT v 7T — NBRETHST20E I ) TR S
NnE9,

TFUOFI94I)LR A5 DF

ROT F A NA 17O, Sophos 7 o FUANAT P AZLD, VA NAES (IDE)
LUV VAEROT v 7T — FOMERE R L TVET,

Thu Sep 9 14:18:04 2004 Info: Checking for Sophos Update

Thu Sep 9 14:18:04 2004 Info: Current SAV engine ver=3.84. No engine update needed

Thu Sep 9 14:18:04 2004 Info: Current IDE serial=2004090902. No update needed.

Zon 7 —RRIZDEBUG L ~LIZRET D E, TV FUANAZ U P URFTED A v—
NICOWTHEDHELZIR LI-EHEZE T2 DIC&NHE T, DEBUG 2 X Z1ERITITE
Td, HHOBITEE LT EEN,

AMPT>>> QO /J“ODEH%

AMP =y a 7L, ROFEMPIEEN T T,
e T7AN L aT—vary = NIERINET 7 ANV L aT—var sl —k
TrAN L aT—Y gy =L RZE SN
o« 77 ANGHT (7 7 A NS —Z 77/(/v75>77y7m%l<‘éé¢fb\é%/a\) o 774
JVIIRTOARREIL, 7 7 A VAT — NI BIRE NG SN D CEMMICEESEINE T,

AMPT> o> nyd TV k') DF
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s T AN LV aT—v a7 ANGHT = RO (42 X—)
c T AN L aT— g SRR (42 ~—)
c T AN LEaT—ary 72— (42 <—2)
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CAMDIBDT 7 AN T v T A= RET 7 AT BEA (4452

« T ANAN/HRICT v Fr— FERRN (45 2—2)

e Ty AN T v T u— RHIRENENTT 7 A VSN ATy TENTZT 7 AN T v T a—
45 <—)

« 77 AN —ADOTT—NEETT 7 A MR AF TSN T 7 A VT v T o—
k46 ~—)

ZELET AN L ORI T THE (46 2—2)

TJ7A4IL LEATF—2a3 2 ET7A4ILR Y — O

Wed Oct 5 15:17:31 2016 Info: File reputation service initialized successfully

Wed Oct 5 15:17:31 2016 Info: The following file type(s) can be sent for File Analysis:
Microsoft Windows / DOS Executable, Microsoft Office 97-2004 (OLE), Microsoft Office

2007+ (Open XML), Other potentially malicious file types, Adobe Portable Document Format
(PDF) . To allow analysis of new file type(s), go to Security Services > File Reputation
and Analysis.

Wed Oct 5 15:17:31 2016 Info: File Analysis service initialized successfully

TJ74IL LEaAT—Y 3y H—n\HARER

Tue Oct 4 23:15:24 2016 Warning: MID 12 reputation query failed for attachment
'Zombies.pdf' with error "Cloud query failed"

TJ74IL LEaAT—3> 5 T)—0O#HE

Fri Oct 7 09:44:04 2016 Info: File reputation query initiating. File Name = 'mod-6.exe',
MID = 5, File Size = 1673216 bytes,
File Type = application/x-dosexec

et SR BA

7 7 A4 (File SHA-256 "y > 2 D77 A/ LE 2T — g —NZEEESH

Name) D7 7 A VDL H,
T ANHBERTERWGS, 77 ANVABRARIATHD ERILE
7,

MID BT A—INNRATTA U EBRTHEA v E—VOBNERIND A >
+— 1D,

T AP AR SHA-256 /N ¥ 2 ikl F R 7 7 AV LE 2T —a = NZKES
(File size) nNo77AN0YA X,




IFANLELF—avH— 5 TFAL LEATF—vay sTy—cnLTRELERE [

#Et EEA
Tr AN BT SHA-256 N ¥ 2B F N 7 7 AL LE 2T —3 g0 $—NTERES
(File Type) NL77ANDEAT,

WKDT 7 AN ZA TR R— IR THET,
* Microsoft Windows / DOS Executable
* Microsoft Office 97-2004 (OLE)
* Microsoft Office 2007+ (Open XML)
 TOMDEENH DLW H L T 7 AN F AT
» Adobe Portable Document Format (PDF)

TJ74IL LEAT—23 0 =N\ oIJ74I)IL LEAT—Sa3 0 5T ) —IZ LTRIELEGE

Fri Oct 7 09:44:06 2016 Info: Response received for file reputation query from Cloud.

File

Name = 'mod-6.exe', MID = 5, Disposition = MALICIOUS, Malware = W32.061DEF69B5-100.SBX.TG,
Reputation Score = 73, sha256 =
061def69b5c100e9979610£a5675bd19258b19a7££538b5¢c2d230b467¢c312£19, upload action = 2

et
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7 7 A V4 (File
Name)

I

SHA-256 v > 2 DR T 7 AL L E 2T —3 3 0 $—N 0%
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MID

BAA—NANATTA iy DA vy E—VOBBNEHESND A >
-V 1D,

fiE7] (Disposition)

TrAN L 2T — g AHAMEIZRO LBV T,
« MALICIOUS
« CLEAN
*FILEUNKNOWN : L' E =27 —3 3y Aa7RnEabdigs,
« VERDICT UNKNOWN : {3 FILE UNKNOWN T& 0 A =27 233
Yo oiEs,

<N
(Malware)

<)L = T D4,

LEaT7r— g
A a7 (Reputation
score)

T7AN L EaT—yary =R TT77AMZED LB TEHEND
LT —Ygy RAa7y,
7 7 A JUEAIH VERDICT UNKNOWN D36, 77794 T AL 7 7

AN VL EaT—Ta HErR, LEaTF—Tary 2AarT e LXVVEIZ
HOWTHELET,
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v =3 > (Upload THIREINDT vy 7 u— K77 a3 0Of :

Action) c0: 77— FFHIZERTHIREIIHY FHA,
1Ty Fua—FRICT7 s A VEERELET,

GE) TITIAT AT v7a—RT7 7 g rofEns ] o
LA 77 ANV ET v 7T ue—KLET,

2 Ty —FRHIZTZ7ANVEEELEEA,
3T v T a—FNHIIAZT = DHEEXELET,

PHDE=ODTI7ANL Ty TA—KFET7AILHTAOER

Wed Sep 28 11:31:58 2016 Info: File uploaded for analysis. SHA256:
e7ae35a8227b380ca761c0317e814e4aaa3d04£362¢c6b913300117241800£f0ea

Wed Sep 28 11:36:58 2016 Info: File Analysis is running for SHA:
e7ae35a8227b380ca761c0317e814e4aaa3d04£362c6b913300117241800£f0ea

Fri Oct 7 07:39:13 2016 Info: File Analysis complete. SHA256:
16454aff5082c2e9df43f3e3b9cdbal3c6ael’766416e548c30a971786db570bfc, Submit Timestamp:
1475825466, Update Timestamp: 1475825953, Disposition: 3 Score: 100, run id: 194926004
Details: Analysis is completed for the File
SHA256[16454af£5082c2e9df43f3e3b9%cdba3cbael’766416e548c30a971786db570bfc]

Spyname: [W32.16454AFF50-100.SBX.TG]

et AR
SHA256 57 7 A VD SHA-256 7~ > = 1D,

BEXA LAY T TTIAT VAL ST T 7 ANBT 7 A NG =T v 7
(Submit Timestamp) 0 — R &z B A &R,

WA A DAL T T AT DT 7 ANGHBET LI BT & B

(Update Timestamp)
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A =27 (Score) T 7 ANGH =N TT 7 A MZEID B THNDL 5T A=

‘?o
%47 ID (RunID) T 7 A NG —NPBEFED T 7 A VT DWW T 7 7 A JVIZEN D

HTH%ME (D) .




Tranpatmcry 7o—rsntn

et 3

FEA (Details) 7 7 A AT T — S SO ILBIIEE, 2 5 TRV
Barld. 7 7 A ST D BB i R TE T L TWAH Z & &R L
i ‘g‘o

AL 4 (Spy Name) | 7 7 A AGHTHIC T 7 A VNI~ VT = 7 BRSO 12581, &
SR D4 il

TJ7AILDBRHRIZTy FTOo— KEhigly

Wed Sep 14 12:27:52 2016 Info: File not uploaded for analysis. MID = 0 File
SHA256[a5f28f1fed7c2£e88bcdf403710098977fal2c32d13bfbd78bbe27e95b245£82] file
mime [text/plain] Reason: No active/dynamic contents exists

et iEA
MID BIA—N AT T, @ d DAy E—VOBBNERSND A v
t— 1D,

77 A/VMIME |77 A/NV® MIME %A 7,
(File MIME)

FEH (Reason) LLUFIZRT DL, upload action 23 '1' [IZHE SN TWALATH, 774
IWINT 7 A NG — T v e — RS2 WEHOED 1 5T,
cBD ) —RTT77ANBTTIZT vy 7a— RSN TWD : 77 A ViF
TTITHDOT TIZ3A T AN LTI 7 A NOH— NI T v 7 a—
FERTWET,
o 77 A NIHIBETH - T 7 A UTHEITTHROT v T r— RO
TIZEIR SN TWET,
s T AMIT 7 A NG — T TIET v e — R~
e WAR— MG DT 7 A )V Z A T TIHRN
o T AN YA XBEHIN . Ty T — R T ANDY A XN T 7 A
W= N LS TREIN TS LEVEEZB X TWET,
e Ty — R XN ThHo T2
s Ty A NG — DT T —
T IT AT Ar T Y EFEN T T Y BTEE L TR
s —RFEITIAHT T —

274 Ty T7A—FEIBRNERTI 7AILDHNREy TENF=-T 7L 7y TA—F

Tue Jun 20 13:22:56 2017 Info: File analysis upload skipped. SHA256:
b5c7e26491983baa713c%9a2910ee868e£d891661c6a0553b28f17b8fdc8cc3ef, Timestamp[1454782976]
details[File SHA256[b5c7e26491983baa713c9a2910ee868e£fd891661c6a0553b28£f17b8fdc8cc3ef]
file

mime [application/pdf], upload priority[Low] not uploaded, re-tries[3], backoff[986]
discarding ...]

Tue Jun 20 13:22:56 2017 Critical: The attachment could not be uploaded to the

o m



. T7ANGHH—NDIS—HRETI7ADHBRFY TEINT 74N Ty TE—F

File Analysis server because the appliance exceeded the upload limit

#rat Bl

SHA256 5t 57 7 A /LD SHA-256 7~ v ¥ = 1D,

Timestamp T 7 AN —RA~D T 7 A VDT v 7 ra— R U= B A& B
FEAl (Details) 77 A NI =D T — DM,

7 5 A /L MIME 77 A )LD MIME % A 7,
(File MIME)

7y a— Mg [Ty 7 e — NMESEIANL (Upload priority) ] DfEIZLLF O L0 TT,
WAL (Upload « [ (High) ]-PDF 77 A /L % 4 %R T _RTORR SN 7 7

priority) AN B A TDEA,

«[f& (Low) ]1-PDE 7 7 A )V Z A T DIHDEFE,
PR TEIEL WHDT 7 A MK L TEITENTT v 7 a— RRITORE,
(Re-tries)

GE) 177 A MK L, JmKR3EETT v — RERITTEET,

Ny 747 (x) T FIAT VANT 7 AN =T 7 AN ET v 7Fa—RKLED
(Backoff (x)) ETDANCHET DMERH LB x) o 2L T I7A4T AN
HH7-0DOT7 v 7a— RHlfRIZELZE IR ELET,

HE (HH) TTIAT U ANT v 7 a— NflREER 12720, 7 7 A Vatrh—
(Critical W7 7 ANVET v — RTEEHATLR, (Theattachmentcould
(Reason)) not be uploaded to the File Analysis server because the appliance exceeded the

upload limit.)

T7A4ILDHF—IOIS—ARERTI7AILDHARRT Yy TEhE=77a4 )L 7y Ta—FK

Sat Feb 6 13:22:56 2016 Info:SHA256:
69e17e213732da0d0cbc48ae7030a4a18e0c1289f510e8b139945787£67692a5, Timestamp[1454959409]
details[Server Response HTTP code: [502]]

et B

SHA256 X957 7 A /LD SHA-256 7~ ¥ = 1D,

Timestamp T 7 AN =R~ DT 7 A NDT v Fa— RRRITENT- A&
IR

FEAH (Details) 77 A NG — DT —IZBT 5 R,

ZELEI7ZAILL FAORRY T4 THE

Fri Oct 7 07:39:13 2016 Info: Retrospective verdict received. SHA256:
16454aff5082c2e9df43f3e3b9cdbal3c6ael766416e548c30a971786db570bfc, Timestamp: 1475832815.7,

.



Verdict: MALICIOUS,

zismensoEn [

Reputation Score: 0, Spyname: W32.16454AFF50-100.SBX.

et

Bl

SHA256

ST 5 7 7 A LD SHA-256 /~ v 3 = 1D,

Timestamp

T AN =" T 7 A NLDL "B AT T 4 TIHEEZIE
L 7= A HF,

HE

T7ANDY "R AXRT T 4 TRHUEOEIT TEEOHD ] £ TE
w1l T,

Reputation Score

T7ANLVEa2T—valryP—NZLoTT7 74 NMZEID S THND
Lt as—3i gy Aar,

Spyname

T A NHTHIZ T 7 A VNIC< LT = T BRSO =800, &
D4R,

ANLIREED T D&

% 23: /8L O OifEER

Bl

AR DEE S TR

#rat
Timestamp
Ayk—v

Avt—iF, FEfITEnNET 2 ary (Ave—Y0REE. RBEE Y
TND ORI E) TRERSNE T,

A/NLfREED 5 D45l

wov 7 OFIE, WEEED D admin@example.com (2 A v — (MID 8298624) 73 ifix S 4Ty
HZEHERLTVNET,

Mon Aug 14 21:41:47 2006 Info: ISQ: Releasing MID [8298624, 8298625] for all

Mon Aug 14
queue)

Mon Aug 14

Mon Aug 14
queue)

Mon Aug 14

21

21

21

21

:41

:41

:41

:41

:47

:47

:47

:47

2006 Info: ISQ: Delivering released MID 8298624 (skipping work

2006 Info: ISQ: Released MID 8298624 to admin@example.com

2006 Info: ISQ: Delivering released MID 8298625 (skipping work

2006 Info: ISQ: Released MID8298625 to admin@example.com




B = <cmicunsomm

A NLIEEEGUI O S D {FEF

= 24: R\ G

Ul O 7 OffEHRER

#cet

Bl

Timestamp

I8A B DRI S VTR

Av—y

Ayt—I0F, 32— '}j‘munﬁfcfckwiﬁ'?émﬁ_77 va s TCHEREINE
—é—o

R/ L fm it GUI B 5 4l

wow 7 OFNE, B LERRRE, v /A 2 ki00777F%TLTMi¢

Fri Aug 11
Fri Aug 11
Fri Aug 11
Fri Aug 11

Fri Aug 11
session:10

Fri Aug 11

22:05:28 2006 Info: ISQ: Serving HTTP on 192.168.0.1, port 82

22:05:29 2006 Info: ISQ: Serving HTTPS on 192.168.0.1, port 83

22:08:35 2006 Info: Authentication OK, user admin

22:08:35 2006 Info: logout:- user:pqufOtL6vyI5StCghCfO session:10.251.23.228

22:08:35 2006 Info: login:admin user:pqufOtL6vyI5StCghCfO

.251.23.228

22:08:44 2006 Info: Authentication OK, user admin

LDAP T/\v 45 O45 DEMA

£ 25: LDAP T/

Vu T 07 O#EEHER

Bl

PSA S DMERR ST R

et
Timestamp
Ay—v

LDAP T 7 A wb—,

LDAP T/\v 4 O M4l
A\

GE) w7 77 ANVORTIE, FrnElETonEth, 22 TE BTy 7rile LTES
WENY LB THATWET,

Thu Sep 9 12:24:56 2004 Begin Logfile




ap 73y 5 050 |

2 Thu Sep 9 12:25:02 2004 LDAP:
Masquerade query sun.masquerade address employee@routing.ga to employeelmail.ga|

3 Thu Sep 9 12:25:02 2004 LDAP:
Masquerade query sun.masquerade address employee@routing.ga to employee@mail.qgal

4 Thu Sep 9 12:25:02 2004 LDAP:
Masquerade query sun.masquerade address employee@routing.ga to employeelmail.ga|

5 Thu Sep 9 12:28:08 2004 LDAP: Clearing LDAP cache
6 Thu Sep 9 13:00:09 2004 LDAP:

Query ' (& (ObjectClass={g}) (mailLocalAddress={a}))' to server sun (sun.ga:389)
7 Thu Sep 9 13:00:09 2004 LDAP:

After substitute, query is ' (& (ObjectClass=inetLocalMailRecipient)
(mailLocalAddress=rroute.d00002b.loc@ldap.route.local.add00002.ga)) "

8 Thu Sep 9 13:00:09 2004 LDAP: connecting to server
9 Thu Sep 9 13:00:09 2004 LDAP: connected
10 Thu Sep 9 13:00:09 2004 LDAP:

Query (& (ObjectClass=inetLocalMailRecipient)
(maillocalAddress=rroute.d00002b.loc@ldap.route.local.add00002.ga)) returned|
1 results

11 Thu Sep 9 13:00:09 2004 LDAP: returning: [<LDAP:>]

AR Dw 7 7 7 A VEGRHRDIZODTA FE LT, HLTIEIN,

+ 26:LDAP T /Ny J 0T OBIDEE

7ES EBA

1 n7 7y ANVBRBSIET,

2 U A —%, H#EIZ Tsun.masquerade] &9 LDAPZ = U —|Z k- T, v XA
3 A1 b — RIZLDAP 24 5 L D ICE S TVET,

4 7 R L A employee@routing.qa 25 LDAP — /S TR I 4L, — BB SivE

T, TORRO~ AL —F 7 R L AL employee@mail.gqa THY, ~AF
V=FOREICEIS>TIDT FLANRA vy =V Ny F— T\ n—7%
B, EITTOmMAGICEZRAENET,

5 2 — T FE) T Idapflush 2 EFT L TV ET,




B t—>uxroovsuzrnsomm

TES Bl

[6] 7V —IX, sunqa, A—F39ICEEESNET, 7=V — T 7L —hIE
(&(ObjectClass={g})(mailLocalAddress={a})) T,

{gh 1%, FBIEMZ 4% (rept-to-group F 7213 mail-from-group /L —/V) THE
SENT T N—=THICERENET,

{a} 1E, YUEOT FLRICEHRINET,

7 TN (AR &R D) NFETINET, LDAP F—NTEE S5 HT
DY —FZDX TR ET,

8 T SAOFEHGEN ETERENL ST TWRND T, #fie LET,

9 P—NZHEENDT —FTT,

10 AERIE, FEEICEICRVET, DFEV, 12O a— KPRRINNETH, 7

T —F7 4 — L RETR L TRV DT, T—XIRESNEEA, 21
BlIE, T—HR—RI—BRHDINE IR/ —CF =735 & X,
TN—TF 72— T7 77N 7)) —OfFIERINET,

t—2JYRNTAOYyY YR FOSTDER
WOEIZ, T—=T7 VAN Tay 7RIl ENsHitERE R LET,

£27:—2VUR/TAYY YR OTOHEER

et Bl

Timestamp IS R DIEE E TR,

Message Aoyb—UlE, 2—VIIERE, FETSNT 7 v a TR INE
‘é—o

t—2JURKNTOyH )X+ OT0OH

ROE—=T7YV ATy 7YX~ aZOlx, 77747 AL T2RH I EICT—4
N=ZDAF v Tay FMEKESNTND Z L 2R L TWET, FEEDT —FX—RITE
MEnzRZl b REhE T,

Fri Sep 28 14:22:33 2007 Info: Begin Logfile Fri Sep 28 14:22:33 2007 Info: Version:
6.0.0-425 SN: XXXXXXXXXXXX-XXX Fri Sep 28 14:22:33 2007 Info: Time offset from UTC:
10800 seconds Fri Sep 28 14:22:33 2007 Info: System is coming up.

Fri Sep 28 14:22:33 2007 Info: SLBL: The database snapshot has been created.

Fri Sep 28 16:22:34 2007 Info: SLBL: The database snapshot has been created.

Fri Sep 28 18:22:34 2007 Info: SLBL: The database snapshot has been created.




Fri

Fri

Sep

Sep

28 20:22:34 2007 Info:

28 22:22:35 2007 Info:

Mon

Mon

Mon

Mon

Mon

Oct

Oct

Oct

Oct

Oct

:31

:32

:37

:37

:31

:40

2007

2007

2007

2007

2007

LR—T1 27 07 DER

WROFIE, LR— b v ISRk S G RZ R L TWET,

& 28: LR—T 4 VT 0T DHFEHER

Info:

Info:

L—7 425 nsom ]

SLBL: The database snapshot has been created.

SLBL: The database snapshot has been created.

SLBL: The database snapshot has been created.

SLBL: The database snapshot has been created.

Warning: SLBL: Adding senders to the database failed.

Warning: SLBL: Adding senders to the database failed.

Info:

SLBL: The database snapshot has been created.

et

Bl

Timestamp

A RRRELE S,

Message

B

Ayl—UiE, 2a—YREERE, FITSNLT 7 v a TSV E

Lik—F 4 249 g4l
WDOLR—FT 47 aZ7oflit, e 7 LOVICRESNTET 7947 v AR LTWE

B

Wed
Wed
Wed
Wed
Wed
Wed
Wed
Wed
Wed
Wed

Wed

Oct

Oct

Oct

Oct

Oct

Oct

Oct

Oct

Oct

Oct

Oct

:39:

:39:

:40:

:40:

:40:

:40:

:40:

:40:

:40:

41

41

53

53

02

53

53

53

53

53

53

02

53

2007

2007

2007

2007

2007

2007

2007

2007

2007

2007

2007

Info:

Info:

Info:

Info:

Info:

Info:

Info:

Info:

Info:

Info:

Info:

Period minute using 0 (KB)

Period month using 1328 (KB)

Update 2 registered appliance at 2007-10-03-13-40
Pages found in cache: 1304596 (99%). Not found: 1692
Period hour using 36800 (KB)

Period day using 2768 (KB)

Period minute using 0 (KB)

Period month using 1328 (KB)

HELPER checkpointed in 0.00580507753533 seconds
Update 2 registered appliance at 2007-10-03-13-41

Pages found in cache: 1304704 (99%). Not found: 1692

o m



B .55 v9zu—nsomm

Wed Oct 3 13:41:53 2007 Info: Period hour using 36800 (KB)
Wed Oct 3 13:41:53 2007 Info: Period day using 2768 (KB)
Wed Oct 3 13:41:53 2007 Info: Period minute using 0 (KB)
Wed Oct 3 13:41:53 2007 Info: Period month using 1328 (KB)

Wed Oct 3 13:42:03 2007 Info: Update 2 registered appliance at 2007-10-03-13-42

LR—T4 2T 9T)— O DER
WDOFRIZ, VER—TFT 47 7 —aZ|litdksnditERERLET,

£R29:LR—FT 42T 1) — 0y o#iHER

et 5 EA

Timestamp ISR IREEE SRR,

Message Ay—Uld, a—YREERE, FITSNTT 7 v a TR S E
—3‘0

LR—TF 425 0T)— Ognfl

WDOVR—T 47 7)) alZollt, 77747 A>T, 200748 H29 H2 b 10
AI0OHBHETOHBTHEHEDREA—N N T 7 497 7T UNRFETINTWVDLI EERLTY
i—a‘o

Tue Oct 2 11:30:02 2007 Info: Query: Closing interval handle 811804479.
Tue Oct 2 11:30:02 2007 Info: Query: Closing interval handle 811804480.
Tue Oct 2 11:30:02 2007 Info: Query: Closing query handle 302610228.

Tue Oct 2 11:30:02 2007 Info: Query: Merge query with handle 302610229 for
['MAIL OUTGOING TRAFFIC SUMMARY.

DETECTED SPAM', 'MAIL OUTGOING TRAFFIC SUMMARY.DETECTED VIRUS',

'MAIL OUTGOING TRAFFIC SUMMARY.THREAT CONTENT FILTER',

'MAIL OUTGOING TRAFFIC SUMMARY.TOTAL CLEAN RECIPIENTS',

'MAIL OUTGOING TRAFFIC SUMMARY.TOTAL RECIPIENTS PROCESSED'] for rollup period "day" with
interval range 2007-08-29 to 2007-10-01

with key constraints

None sorting on ['MAIL_OUTGOING TRAFFIC_SUMMARY.DETECTED SPAM'] returning results from
0 to 2 sort ascending=False.

Tue Oct 2 11:30:02 2007 Info: Query: Closing query handle 302610229.

Tue Oct 2 11:30:02 2007 Info: Query: Merge query with handle 302610230 for
['MAIL OUTGOING TRAFFIC SUMMARY.

TOTAL_ HARD BOUNCES', 'MAIL OUTGOING TRAFFIC SUMMARY.TOTAL RECIPIENTS DELIVERED',

'MAIL OUTGOING TRAFFIC SUMMARY.TOTAL RECIPIENTS'] for rollup period "day" with interval
range 2007-08-29 to

2007-10-01 with key constraints None sorting on




7vIr—ansomm ]

['MAIL_OUTGOING_TRAFFIC SUMMARY.TOTAL_ HARD BOUNCES'] returning
results from 0 to 2 sort_ascending=False.

Tue Oct 2 11:30:02 2007 Info: Query: Closing query handle 302610230.

TyIT—42 OJDOER

£30:7v7T—4 O DHEHER

et B2L

Timestamp N R I T-EE,

Message AyE—Vi, VAT LAY —EAT v 7T — MEROIED, AsyncOS (2
K57 T T OMRE, ATV a— NV ENTWHRET v 77— b
O AR TR S L E T

Ty TT—% 070k

woa ZOFNE, T34 T 2V ANHHD McAfee 7o F TANVAERTT v I F— & T
WAHZ EERLTWET,

Fri Sep 19 11:07:51 2008 Info: Starting scheduled update

Fri Sep 19 11:07:52 2008 Info: Acquired server manifest, starting update 11

Fri Sep 19 11:07:52 2008 Info: Server manifest specified an update for mcafee
Fri Sep 19 11:07:52 2008 Info: mcafee was signalled to start a new update

Fri Sep 19 11:07:52 2008 Info: mcafee processing files from the server manifest
Fri Sep 19 11:07:52 2008 Info: mcafee started downloading files

Fri Sep 19 11:07:52 2008 Info: mcafee downloading remote file
"http://stage-updates.ironport.com/mcafee/dat/5388"

Fri Sep 19 11:07:52 2008 Info: Scheduled next update to occur at Fri Sep 19 11:12:52
2008

Fri Sep 19 11:08:12 2008 Info: mcafee started decrypting files

Fri Sep 19 11:08:12 2008 Info: mcafee decrypting file
"mcafee/dat/5388" with method "des3 cbc"

Fri Sep 19 11:08:17 2008 Info: mcafee started decompressing files

Fri Sep 19 11:08:17 2008 Info: mcafee started applying files

Fri Sep 19 11:08:17 2008 Info: mcafee applying file "mcafee/dat/5388"
Fri Sep 19 11:08:18 2008 Info: mcafee verifying applied files

Fri Sep 19 11:08:18 2008 Info: mcafee updating the client manifest
Fri Sep 19 11:08:18 2008 Info: mcafee update completed

Fri Sep 19 11:08:18 2008 Info: mcafee waiting for new updates




B 77750506

—

Ty ITT—

AVES

Fri Sep 19 11:12:52 2008 Info: Starting scheduled update

Fri Sep 19 11:12:52 2008 Info: Scheduled next update to occur at Fri Sep 19 11:17:52
2008

Fri Sep 19 11:17:52 2008 Info: Starting scheduled update

Fri Sep 19 11:17:52 2008 Info: Scheduled next update to occur at Fri Sep 19 11:22:52
2008

2 07 Ol

\:

5

ZOBITIE, BT, B STV D HEVHET, Sophos Anti-virus FEF 2 SAUTW DNy
2T TR LET,

Fri Mar 10 15:05:55 2017 Debug: Skipping update request for “postx”

Fri Mar 10 15:05:55 2017 Debug: postx updates disabled

Fri Mar 10 15:05:55 2017 Debug: Skipping update request for “postx”

Fri Mar 10 15:05:55 2017 Trace: command session starting

Fri Mar 10 15:05:55 2017 Info: Automatic updates disabled for engine Sophos engine
Fri Mar 10 15:05:55 2017 Info: Sophos: Backup update applied successfully

Fri Mar 10 15:05:55 2017 Info: Internal SMTP system attempting to send a message to
abshastr@ironport.com

with subject ‘Automatic updates are now disabled for sophos’ attempt #0).

Fri Mar 10 15:05:55 2017 Debug: amp feature key disabled

Fri Mar 10 15:05:55 2017 Debug: Skipping update request for “amp

Fri Mar 10 15:05:55 2017 Debug: amp feature key disabled

O4I1Z20L\T

N7 wF® 7 m7iE, AsyncOS OFEF A —/VEMEIZEAT 2 ®RpAFERSNET, v Xy
T—=ViE, A e ZICREERSNIZA vy =YD Ty FTT,

FoovRo T uliFz Ave— bIoR T TR REERT DD, TTI7A4T
ADA =Y NI oFV avkR—32 N CHEAINET, B 77 A VET—HFRN—X
DIERR 7B B ATHESINDIDT, b T vFrraii—@tEoboilc/n 4, FT7vxr
7 a7 ORI, N DHAID T2 B & LTEsREHI e > TV ER AL

Ciscotx 2 VT 4 EHT 74T LV AEMHTEHZ LT, BHOEA— N X2V T 4T
FGATUAMDLD T v F U TEROFRE TEXET,

RO T DFER

.

PREET T, BRI L a— v R LT S RTINS N E T,



REEO T D4l

zanson ||

& 31: B0 T O#FEHER

#Et HL:L

Timestamp NA N DIEE ST REA,

Message A=, TFIAT AR TIA v LI e Liza—FDa—
4l TO—YFRIEFICRIESNIZNE I M E WV I IFRTHR I E
7

wow 7 oflx, Tadmin) . ljoe) . BE ldan] EWH2—Wickdrr A R ITE2RL
TWET,

Wed Sep 17 15:16:25 2008 Info: Begin Logfile

Wed Sep 17 15:16:25 2008 Info: Version: 6.5.0-262 SN: XXXXXXX-XXXXX

Wed Sep 17 15:16:25 2008 Info: Time offset from UTC: 0 seconds

Wed Sep 17 15:18:21 2008 Info: User admin was authenticated successfully.
Wed Sep 17 16:26:17 2008 Info: User joe failed authentication.

Wed Sep 17 16:28:28 2008 Info: User joe was authenticated successfully.
Wed Sep 17 20:59:30 2008 Info: User admin was authenticated successfully.

Wed Sep 17 21:37:09 2008 Info: User dan failed authentication.

OV I« Xalb—arvEROSTOER

a7 4 F¥alb—a VEREe I 22— P04 2 —FNEREIT o T2 E DT O
B, BEOEEERAFTDHEXZ2—FRASLIza Ay R R NERZEBNOEZ v a v
EROa 74X a2l —ra 7y A NTHKSNET, 2—FREEERAFTHZNT, &
BHOar 74 Xal—vary 7y EEF0H LV ZBMERIILET,

aAVvIJ4F¥alL—avERDT DO

WORERBRED Z7OHL, AT LA~Oa A v EZHFAINTWDae—hLa—YE2EHTD
T —7 W2 —H (admin) BT A b 22—V EZBMLZZ L EZRLTWVET,

<?xml version="1.0" encoding="ISO-8859-1"7?>
<!DOCTYPE config SYSTEM "config.dtd">

<l--

XML generated by configuration change.
Change comment: added guest user

User: admin

a4




B sszso—rozoor nvomm

Configuration are described as:

This table defines which local users are allowed to log into the system.

Product: Cisco IronPort M160
Model Number: M160
Version: 6.7.0-231

Serial Number:
Number of CPUs: 1
(GB): 4

Memory

Current Time:

Messaging Gateway (tm) Appliance

000000000ABC-D000000

Thu Mar 26 05:34:36 2009

Feature "Cisco IronPort Centralized Configuration Manager": Quantity = 10, Time
Remaining = "25 days"

Feature "Centralized Reporting": Quantity = 10, Time Remaining = "9 days"
Feature "Centralized Tracking": Quantity = 10, Time Remaining = "30 days"
Feature "Centralized Spam Quarantine": Quantity = 10, Time Remaining = "30 days"
Feature "Receiving": Quantity = 1, Time Remaining = "Perpetual"

-—>

<config>

NEEB 70— FODIT P2 O

ETF 2 72X, ETF= Y

7 DEF

AT —H A BEREICETAHERREGEENET, IFEALED

TEHRIT [EH (nfo) 1 £721X[T3v 2 (Debug) ] L-ULTT,

NEEB 24— KOIT>o2 agnl

Thu Jun 7 04:54:15 2018 Info

: THREAT_FEEDS: Job failed with exception: Invalid URL or

Port Thu Jun 7 05:04:13 2018 Info: THREAT FEEDS: A delta poll is scheduled for the source:

Sl

Thu Jun 7 05:04:13 2018 Info:

domain:
Thu

sl.co, collection:
Jun 7 05:04:13 2018 Info:

S1 between 2018-06-07 04:34
Thu Jun 7 05:04:13 2018 Info:
S1
Thu Jun 7 05:19:14 2018 Info:
S1
Thu Jun 7 05:19:14 2018 Info:
domain: sl.co, collection:

ETF Y —XREEDXRK - EHHGaLI a3 B
Z OFITIE,

THREAT FEEDS: A delta poll has started for the source: S1,

SSs

THREAT_FEEDS: Observables are being fetched from the source:
:13+00:00 and 2018-06-07 05:04:13.185909+00:00

THREAT FEEDS: 21 observables were fetched from the source:
THREAT FEEDS: A delta poll is scheduled for the source:

THREAT FEEDS: A delta poll has started for the source: S1,

SSs

Mo L s a VEADRKNT, T IA TV ADBINEER T 4 — KV —2A0nD

BT 4 — REBETCERho-Z e na VIR ENTWVET,

.



EFy—x@EnxK-HPr5— [

Info: THREAT FEEDS: [TaxiiClient] Failed to poll threat feeds from following source:
hailataxii.com, cause of failure: Invalid Collection name

Ja—ay

Web A % —7 = A ZAD [A—/LR Y — (Mail Policies) |>[MIEB 7 4 — F~3— %
(External Threat Feeds Manager) |~—IZB @) 57>, CLI T threatfeedsconfig > sourceconfig

V7 axs FEERLT, RELIAMBER T 4 — N Y —ADEMR=a V7 vaKaz AL

ij‘o

ETF V —REBREDKK -HTTP TS5 —

ZOFITIX, HITP= S —NFKR T, T IA TV AV T 4 — B ) — AT 4 —
RERETE Lot ma I RENTWET,

Info: THREAT FEEDS: [TaxiiClient] Failed to poll threat feeds from following source:
hailataxii.com , cause of failure: HTTP Error

J)a— 3y

Web A % —7 = A ZAD [A—/LR Y 2 — (Mail Policies) |> MG 7 4 — R~F—V
(External Threat Feeds Manager) ] /\O‘—“T/@C%@Jﬁ‘é /., CLIT threatfeedsconfig > sourceconfig
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Info: THREAT FEEDS: [TaxiiClient] Failed to poll threat feeds from following source:
hailataxii.com , cause of failure: HTTP Error
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S%OBRIMHHT 207 BT 27 ) Foa D=y 7 3—5,

7 7 A v4 (File
Name)

TAATICEZ AL LEEDOT7 7 A VOB HEHEINE T, HHO
EA—NEX2 VT4 T T IAT UV AZFEHALTCNWEEE, v/ 77
ANEER LIV AT DEHBNT D720, v/ 77 A V4 EEAICT
LDMENRDHY £T,

77 A YA XGla—
LA —,3— (Rollover
by File Size)
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AR NORKEEFRELET,
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g TRV T g T EICEHEMOL L ERELET,
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(Debug) ENE—BICEAL, BTT 7408 LULZRLET, 20O s LR

Vi, syslog L~UL [Debug) &[RZETT,
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Zoul LoULiE, syslog L~UL [Debugl & [FI% T,
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ATvT2
ATvT3
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[T AT LEH (System Administration) ]>[® 7% ~7 X2 J 7L 2 > (Log Subscriptions) ] Z3#R L £,
(w7 YT A7 Y7 a %M (Add Log Subscription) %227 Y v 7 LET,
Ry AATEERL, v (v7 T4 FNUH) Lal 7y AVBKROARTEZATILET,

AsyncOSH 1 7 7 7 A )V 1 — VA —N—F LHIDRKRT 7 A VYA X, BILO R —/LA—/I—H DM
MREZHRELET, 77400 — A —"—DFFMIZONWTIX, v/ 727 VT aron—4—

(62 %—V) LTI,
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ATYT6 n 7 OREHEEZRELET,
ATy TT EEREEZREL, RIFLET,

O 9IJR51)TL a3 DmE

ATy T [VAT LEH (System Administration) ]>[2 77 A7 U 7> 3> (Log Subscriptions) ] &R L E 5,
ATv T2 [m73%E (LogSettings) | # 7 A TRZDARTEZZ ) v LET,

RT9T3 a7 27 VT varwa#ERHLET,

ATy T4 BREEFEL, RIFLET,

- -~ IR > = =
ABF>20 00 a—/N\ILEEE
VAT AZ, TXADR A B BRIORAT—Z X 0 P NI AT AORIE % E IR Gk
LET, [VAT LEH (System Administration) |>[2 27 %7 A7 U7 a2 (Log
Subscriptions) ]X—I D [/ v —/NLERE (Global Settings) | 27 v a L ldH D [RE & mE
(Edit Settings) ] RH (i 721%. CLI ® logconfig -> setup A ¥ ]\) % L C. /k@‘%
HwERELET,
o VAT LAORPIEHE, T, VAT LANRIEEFET D TS A (BHEALD) T
‘j‘o
s A ytE—UID ANy X —ELETDINE DD,
s UE— MNEBEARAT—H A a— REGiET 5089 M,
C DA =T DV TVl NNy F =T DNE DD,
Ay —UZEIIR SIEERT Oy X —D U R |,
T_ToOr AR, RO 3 ODOF —F HEETHRETEE7,
1. AvytE—TID
ZOF T arERETDHE, AIRBGHRITITRTOAYE—VDA Yy E—V DNy X —
Na Gk ENET, ZOAvE—VIDIE, ZIELIEAvE—UNLREINGE
&L AsyncOS IR TARENLDHERH Y £3, WITHlZRLET,

Tue Apr 6 14:38:34 2004 Info: MID 1 Message-1ID Message-ID-Content

2. UE— MR

DT T a v ERETDHE, TEASEAIITRTORA vy =D F— MNEEAT—X
A a— Ky i EnEd, wichlzrLET,

Tue Apr 6 14:38:34 2004 Info: MID 1 RID [0] Response 'queued as 9C8B425DA7'




ryt—vAvi—nnxyy |}

U E— MSESTFHNL, SMTP B 23— g VEMEFD DATA 2~ > RO EHIC=
EEND, ARFHAWMDZEDTELTFAPNTYT, ZOFITIL, BfiA A Fdddataz~
Y REFETLIEHEDO Y T— MOED,  Tqueued as 9C8B425DAT7| L7210 7,

[...]

250 ok hostname

250 Ok: queued as 9C8B425DA7

XFHNDFEIAIC & 2 22 AT (B LT, 250I6F DBEITOK XLF) 1FBREINET,
XFHNDORRBIZONTIE, ZALTPRBRESNET, AT EXA—AEXa T4 7T
TITA T U AXT 7 4V T, DATA =2+ > Rkt LT 250 Ok: Message MID accepted & U
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TAT U ATHDHEAIX, SUFF] [Message MID accepted] 237 ZIZFEEk SV E T,

3. AV YT o4

IDF T arEAX—TNCTDRLE, A vE—VOIOY T2 Ny —pna
RSN E T,

Tue May 31 09:20:27 2005 Info: Start MID 2 ICID 2

Tue May 31 09:20:27 2005 Info: MID 2 ICID 2 From: <mary@example.com>
Tue May 31 09:20:27 2005 Info: MID 2 ICID 2 RID 0 To: <joe@example.com>
Tue May 31 09:20:27 2005 Info: MID 2 Message-ID '<44e4n$2@example.com>'

Tue May 31 09:20:27 2005 Info: MID 2 Subject 'Monthly Reports Due'
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Global Settings) ]-<—" (721X, CLI @ logconfig -> logheaders %7 2~ K) |2, Fték7T D
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T=VIFET DT RTONy X —Z 7 i L E T,

SMTP & | 2 L{Z-2V T RFC &, http://www.fags.org/rfcs/rfc2821.html IZH YV £, T D
RFC IZ1F, 2 =W ERO~y ¥ —=PHESNHTHET,

logheaders 2~ RZEH L Ty ¥ =2 758 T 2 X OICREL TWDGHE, ~y ¥ —
BRI GEREROBICRRINET,

o m
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KRMU:~yHF—n0OY (Log Headers)

ANYHF—Z | Ny E—DEH]

i 0 JICREER S LD~y X —DNE
(Value)

7o e zIX, v 7IcigkT 5~y X — & LT ldate,x-subject] ZFETDHE, A—/ B JIZIRD
IITRERRSNET,

Tue May 31 10:14:12 2005 Info: Message done DCID 0 MID 3 to RID [0]
[('date', 'Tue, 31 May 2005 10:13:18 -0700'), ('x-subject', 'Logging this header')]
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E SR RIRRE L 72 RIc e — A —N—2F T LET, ATV a— REINT e —
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AL LTHEHLT, = A —"—HD A%, KK BXO08E AN LET,

« [BRA—)LA—/\— (Daily Rollover) ], AsyncOS (X, % H¥EE I N7-HEZIZ v — /LA —
N—%FATLET, RO — LA —"—ZRIRLZ5HE1E, 24 BHPR (HH:MM)
2 LT, AsyncOS N — /LA — \—%FfTT 2L 2 AT LET,

GUI CliE, [H%&k e —/L4—,3— (Daily Rollover) | 47> a v OAhntgft s Ed, CLI
? logeonfig =~ > RZMH L THEMO 0 — LA —R"—%2RETHEA1F, [Bke—1L
F—s3— (WeeklyRollover) 147 Y g @R L, 7AF U A7 (%) ZHEH L T AsyncOS
DI RCOBERIC — VA —N"—2FTTH L EHBELET,
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CLIZHEA L CWAHAIE, Fyva (1) AL CHOFKMHEZIEET DN, TAX U R
7 (*) AL TCTI_XCOBBEZIEET S0, £3hr~ () Z2EHLCTEERDR &
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Do you want to configure time-based log files rollover? [N]> y

Configure log rollover settings:

1. Custom time interval.

2. Weekly rollover.

[11> 2
1. Monday
2. Tuesday

3. Wednesday

4. Thursday

5. Friday

6. Saturday

7. Sunday

Choose the day of week to roll over the log files. Separate multiple days with comma,

or use "*" to specify every day of a week.
Also you can use dash to specify a range like "1-5":

(1> 3,5

Enter the time of day to rollover log files in 24-hour format (HH:MM).
You can specify hour as "*" to match every hour, the same for minutes.
Separate multiple times of day with comma:

[1> 00:00

.
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GUIZFERLCa s 727 )T g riizimbica— 4 —_"—4+3 2%, ROFIELZFE
TLET,

ATY 1 [V AT LEH (System Administration) ]>[R 27 %7 A2 U 73 3 (Log Subscriptions) ] ~X—3 T, H—
N = R—=F 20 OLFMDOF = IRy 7 At N LET,

ATY T2 FET, [TT (AID) | FT=v IRy 7 A4 NI LT, $XCOR T 2 — LA — "—xt5 L L GERIR
T%ifo

AT T3 B NA— =R L1 OFTEEOr 7 2BIRT 5 L, [57<r—4— 3= (RolloverNow) ]
WY PA X—=T W70 FT, [543 < e—L4—s3— (RolloverNow) |AHRZ %27 U v LT, ERL
leuZ%a—)b F—n_—LFET,

GUI TO&ENBY TV ) DERR

I L& BHIIC

GUILZ ML Tr 7 E2ERTHIZIE, AL Z—T7 A ATHITP £721Z HTTPS +—b 2 %
A X =T ML TEBLMLERH D F97,

ATY 1 [V AT LEH (System Administration) ]>[R2 7% 7 A2 73 2> (Log Subscriptions) ] Z3#N L £,
ARTF9 T2 7—TND[uZ 7574/ (LogFiles) | BT LTal T A7 YTy arZi@RLET,

AT T3 A A4 LET,

RARTVT4 0l T7ANVONTNUPERIRL T, 77 UFICERRT D0, EET 4 AZITRIFLET,

CLIL TOH&EEDAY T RYDRT (tailla<w > K)

AsyncOS 1, 77 I7A TV ACRESINT=v 7 0H~ b 2FRT 5 tail a~ 2 RaH
AR—FLTWVWET, tail I~ FEFEITLTHRERESN TV a7 DFESEZERT L L, £
DOurITNFRREINET, Cultk-CEZFL T, il a~> REKTLET,

1

WORFITIL, tail a2~ REEHL VAT LA vnr %2R R LET, (207X commit 2+
YRIZEDZ—HFDOI AL MEFHTEHFLET) , tail 22 FiX, tailmail logs D L 912, F&
R DR T OLFTENTA—=ZE L THRETAZEHTEET,

mail3.example.com> tail

Currently configured logs:

1. "antispam" Type: "Anti-Spam Logs" Retrieval: Manual Download
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2. "antivirus" Type: "Anti-Virus Logs" Retrieval: Manual Download

3. "asarchive" Type: "Anti-Spam Archive" Retrieval: Manual Download

4. "authentication" Type: "Authentication Logs" Retrieval: Manual Download
5. "avarchive" Type: "Anti-Virus Archive" Retrieval: Manual Download

6. "bounces" Type: "Bounce Logs" Retrieval: Manual Download

7. "cli logs" Type: "CLI Audit Logs" Retrieval: Manual Download

8. "encryption" Type: "Encryption Logs" Retrieval: Manual Download
9. "error logs" Type: "IronPort Text Mail Logs" Retrieval: Manual Download
10. "euq logs" Type: "IronPort Spam Quarantine Logs" Retrieval: Manual Download

11. "euqgui_logs" Type: "IronPort Spam Quarantine GUI Logs" Retrieval: Manual Download
12. "ftpd logs" Type: "FTP Server Logs" Retrieval: Manual Download

13. "gui_ logs" Type: "HTTP Logs" Retrieval: Manual Download

14. "mail logs" Type: "IronPort Text Mail Logs" Retrieval: Manual Download

15. "reportd logs" Type: "Reporting Logs" Retrieval: Manual Download

16. "reportqueryd logs" Type: "Reporting Query Logs" Retrieval: Manual Download
17. "scanning" Type: "Scanning Logs" Retrieval: Manual Download

18. "slbld logs" Type: "Safe/Block Lists Logs" Retrieval: Manual Download

19. "sntpd logs" Type: "NTP logs" Retrieval: Manual Download

20. "status" Type: "Status Logs" Retrieval: Manual Download

21. "system logs" Type: "System Logs" Retrieval: Manual Download

22. "trackerd logs" Type: "Tracking Logs" Retrieval: Manual Download

23. "updater logs" Type: "Updater Logs" Retrieval: Manual Download

Enter the number of the log you wish to tail.
[1> 19
Press Ctrl-C to stop.

Mon Feb 21 12:25:10 2011 Info: PID 274: User system commit changes: Automated Update for
Quarantine Delivery Host

Mon Feb 21 23:18:10 2011 Info: PID 19626: User admin commit changes:

Mon Feb 21 23:18:10 2011 Info: PID 274: User system commit changes: Updated filter logs
config

Mon Feb 21 23:46:06 2011 Info: PID 25696: User admin commit changes: Receiving
suspended.
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~"Cmail3.example.com>

RA b F—0DERTFE

logconfig -> hostkeyconfig W7 a~<w U REFEH LT, EXA— 1 tXa VT4 TFIA4 TR
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Y=oy, VE—F T UNOHAltd 2 EIETEEYA, AFFA N F—E, SSHY—
NWERFETDMEDHEED I FAT o v~V ARESNVET,

\)

GE)

2— B F—FEET AT, EX2T vzl (SSH) F—0EBHAZBWR L T EE N,

hostkeyconfig %7‘\:"7‘/ F‘a:J:OT\ /k@*%%ﬁ%ﬁ@%ﬁéhiﬁ‘o

£ AKX F—DEER: YTV FOY Rk

avw vk |EBA
HHWER | FLnx—Z2 Bl ET,
(New)
e WEOF—EEELET,
(Edit)
IS BEFEOF—ZHIBEL £,
(Delete)
AF¥xy |AANF—ZABYICY T m—RFLET,
(Scan)
i) F—EFRLET,
(Print)
AA VAT ARA N F—RFRLET, ZhiE. VE—F AT LD [known hosts)
(Host) 77 A NMIEE SN DE T,
TUUH—| VAT AEFANFT—DT 4 H—TY  FEFERRLET,
VAN
(Fingerprint)
o VE—h~2ual %o adTBVAT AT HT Y FORBEF—%F AL
(User) ¥4, ZHE, SCP v a7 27 ) Foa R ETAHEXICHEREIND
F—LRELCTT, Zhux, VE—bF A7 LD lauthorized keys| 7 7 A /VIZHED
EINDHETT,
WORFITIL, AsyncOSIZE > THRA N F—NAF v I, AA MHIZENSVET,
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mail3.example.com> logconfig

Currently configured logs:

[ 1list of logs ]

Choose the operation you want to perform:

- NEW - Create a new log.

- EDIT - Modify a log subscription.

- DELETE - Remove a log subscription.

- SETUP - General settings.

- LOGHEADERS - Configure headers to log.

- HOSTKEYCONFIG - Configure SSH host keys.

[1> hostkeyconfig

Currently installed host keys:

1. mail3.example.com ssh-dss [ key displayed ]
Choose the operation you want to perform:

- NEW - Add a new key.

- EDIT - Modify a key.

- DELETE - Remove a key.

- SCAN - Automatically download a host key.

- PRINT - Display a key.

- HOST - Display system host keys.

- FINGERPRINT - Display system host key fingerprints.
- USER - Display system user keys.

[1> scan

Please enter the host or IP address to lookup.
[1> mail3.example.com

Choose the ssh protocol type:

1. SSHl:rsa

2. SSH2:rsa

3. SSH2:dsa

4. All




mail3.example.com ssh-dss
[ key displayed ]
SSH2:rsa
mail3.example.com ssh-rsa
[ key displayed ]
SSHl:rsa
mail3.example.com 1024 35

[ key displayed ]

Add the preceding host key(s) for mail3.example.com? [Y]>
Currently installed host keys:

1. mail3.example.com ssh-dss [ key displayed ]
2. mail3.example.com ssh-rsa [ key displayed ]
3. mail3.example.com 1024 35 [ key displayed ]
Choose the operation you want to perform:

- NEW - Add a new key.

- EDIT - Modify a key.

- DELETE - Remove a key.

- SCAN - Automatically download a host key.

- PRINT - Display a key.

- HOST - Display system host keys.

- FINGERPRINT - Display system host key fingerprints.
- USER - Display system user keys.

[r>

Currently configured logs:

[ 1list of configured logs ]

Choose the operation you want to perform:

- NEW - Create a new log.

- EDIT - Modify a log subscription.

- DELETE - Remove a log subscription.

- SETUP - General settings.

- LOGHEADERS - Configure headers to log.

- HOSTKEYCONFIG - Configure SSH host keys.

A2k x—onE ]
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