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PR=PENDT 7 AN EZATITONTIE, RO FF2 A FORAEZSZRLTIZIN, 770 L
Ea7 =Y arBRLUOMIP—EATIR- &L 774/ 4 —Y)

GE) v Rxax, BuerA0BBEHIET2729012, BENREZEOHD 7 74V XA 72 EHHIC
Fxv 7 LTWET, FILOWEBBRBFESINDE, Ty 7T —F P —NENLTT7A NV FA
TR EDFEMPBT T AT L ATEEESNE T, [ZFOMOBIENREEOH L7 7 AN Z AT
(Other potentially malicious file types) |4 7> a2 V&2 &IRL T, ZOHIEEZENIZLET, 20D
WREZ AT DL, T ITA T RTBIRLIZT 7 ANV 2 A TITMATHONHDO T 7 A v &

AT HXELET,

ATYT6 [T7ANLE 2T — 3 OFEMERE (Advanced Settings for File Reputation) ] /S%/LZ BB L, ME|Z
JISUTCUTFOAT v a v adi#E L £,

FFoay SR BA

TR KALY (Cloud| 77 ANV V2T — gy 72U —IZEHTS RAA L DO4H,
Domain)

B o7 L LEaAT—2a Y T4 LB YT ETFALSH
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JrALLEaF—vaventiv—eroamteiz |

T ay

Bl

7 A)V LE2T—T 3
#— 3 (File Reputation
Server)

NIV w7 vEaT7—vary 7730 RSP —RERETTIAX—F LE =
T—ary 77U RIITUROFRA N EERRLET,

TIAN=F LEaT—vary 70 FE@RT 25503, ROGEHRE A
HLET,

o [r—~3 (Server) ]: Cisco AMP R F7 A X—K 7T RTTFI73A47
YADRANGETALIP T KA,

s [ABHF¥— (PublicKey) ]: Z2DOT T I3AT LV ALTTARX—K 7T

RT7TI7A4T AL DO SALBEICHERT 28 —2 A LE
T, ZHUL, TIAR—F 7 F U R —A"THEHINSGFXF—LFALT
HOEVERHVET, TOTTITAT VA LDF— 77 A4 VOALEE
FELTC, [Z7A4 VDT v 7 —FK (UploadFile) 127V v 7 L%
D

GE)  FRZY— BT T IA T VALK =T AN EE T T —
RLTELIMLERZHD 9,

AMP for Endpoints = &/
V=L DR

BEWDOT 7T AT A% AMP for Endpoints =2 >V — /L EFEE T HITiE,
[7 774 7 > ADAMP for Endpoints = > — /L ~DX5§k (Register the
Appliance with AMP for Endpoints) 1% 2V v 27 LE7, B2 FIHIZOWT
L. 77747 A& AMP for Endpoints = >V —/L & O f (14 X—2)
ZZRLTIEEN,
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B o eas—sasenmy—ExoamL e

T ay

Bl

Ty7A NV EaT—3
> D7 DOSSLiEfE (SSL
Communication for File
Reputation)

T 7 F ) AR — b (32137) TIER< A — 443 THEET DI, [SSL (FR—
k 443) OffEH (Use SSL (Port443)) 1 &AL £ T, —S~DSSH T
7 A GNT D IFEICHONTIL, Cisco AMP IR T A X— K 7 T
RT7FI7A TV ADZ—=Y A REZRL TS0,

GE)  A— 32137 CSSLEEZITHIT
MBI LERH Y 97,

IOXTvarEHEATLE, TrA N LEaT—Yary =R LD
BFRIZT vy 7ARN) =LA 7TaX 2R ETEET, T LHE, [—
N (Server) . [=—W%4 (Username) ]. [/XA 7 L—X (Passphrase) ]2
Gl7etEdmE AT LET,

[SSL (AR— I 443) Offiff] (UseSSL (Port443)) 1A N ENTWEEE,
[REFHEMRFEDOFEF (Relax Certificate Validation) ] 4 1245 &, (b
2 Taxy B NOFERAZBIGEETE 50— FNEIEROEL B RWEGE
\2) BEEOGEAERGEEZ AX v ' CEET, EXIFBETEHIAH R X
I Taxy = _"OACEAEHELMEH L TS EIE. 204
CEFATLET,

6=

X, 7747 U4 — L TIDR—

[Z7 ANV E 2T —a rOFMERE (Advanced Settings for File
Reputation) ] D [7 7 A /v L E 2T —3 3 > ® SSLi#E(E (SSL
Communication for File Reputation) ]2 3 2 > C[SSL (FF— k
443) OfEM (Use SSL (Port 443)) | &A1z L7=é. CLI =2+
> I certconfig > CERTAUTHORITY > CUSTOM, F72i% Web A >
B —T 2 A AD[Fv FU—27 (Network) 1> [fEHHE (I A X L
FBAESR)  (Certificates (Custom Certificate Authorities)) ] % f# L C
AMPﬁyfVixvﬁl% va v P—/NCAGEEZ BN
LENDHY T, ZOMAEEZ = ANLEELET (RE

(Configuration) ]>[SSL]>[7 7 7 K #—,3 (Cloudserver) |>[%
7> u— R (download) ]) .

n— K E— MR
(Heartbeat Interval)

L ha AT T 4 T AR SR T D700 ping DEEHEE (4H
)

JxY—ZALT Tk
(Query Timeout)

Va7 —vary 7 ) —=RNE A L7 7 MIRDETORBHE,

WEDZ A LT T b

(Processing Timeout)

T 7 ANVDOMBENE A KT T M7 D F TORIBREL,

TrAN LT — g
> 7747 hID (File
Reputation Client ID)

T AN LV aT—2g L =R EDZDT TIAT LV ADIT FTAT 2V k
ID (FeAIY HH)

. T7AN LEaAT—2ay TaLE) 058774 UL0H
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ATy 717

ATvT8

JrALLEaF—vaventiv—eroamteiz |

T ay

Bl

TrANL FBANT T 4
7 (File Retrospective)

Ay —UZEHICRE SN o7, Fay Y EFlidEishiz Ay
=T OV hu AT T THET T — FEflT 51, [V ke
AT T 4 THET 7 — b O (Suppress the retrospective verdict alerts) |
EAACLET,

Gx) OB a  rOMOFEIL. VAIDYFR—NDOHTA XL AR UICERELRNWTLEEN,

T ANGHIZT T0 KRB —ERZMEHT 2561, [7 7 A4 V0T OFEMERE (Advanced Settings for
File Analysis) | /N /VEREA L, LBEISCTROA S a VT LET,

I3y

i

77 A NGRSO
URL (File Analysis Server
URL)

SN2 Z 0 B — 04T (URL) | £IX [T TAX— o7 70 R
(Private analysis cloud) ] Z&R L F7,

NI T 0 K —=nzfl8ET 556, 77747 ATHEISENY—
NEBERUES, FoiEHRBIC R oo —NE, FEOEH 7 n k2%
LT, 20U A MIEHMIZBENShET,

77 A NS FH 7 L 2 A Cisco AMP Threat Grid 7 77 A 7 v A & # f4
HTTAR— ST T REBIRL, ROBFHREASTLET,

o [TGH—/N (TGServers) ]: AX Vv R7urn, 237 7 A2A2{bEh
7= Cisco AMP Threat Grid 7 77 A 7> AD IPvd 7 KL A E 72 1EAHA A b
BN LUET, KT 2OD Cisco AMP ThreatGrid 7 7 A 7 > A %18
MT B ENRTEET,

GE) BLESIZ., AZ U RT7Taro, ¥72037 7 A% &n7-
Cisco AMP Threat Grid 777 A 7 > AOBMNE/F 27~ LT
F9, T I7AT U ADEFRNMZRTHDOTIEH Y /A,

[F3RE/R (Certificate Authority) |: [ A2 DT 7 4 /v FNRFER ZFH T
% (Use Cisco Default Certificate Authority) | £721%[7 v 7' v — K L7
uE)% ZfiH7 % (Use Uploaded Certificate Authority) | ZE&4R L 97,

[7 v 7 r— R LICRGHRZEH 3% (Use Uploaded Certificate Authority) ]
RIS D5E. [B Browse) 1227 Vv 27 L, ZOTTI7A4T VA
ETTANR=KN I TURTTIAT AL DMORE SALBEITHEH T
DHENGANE T 7 A NVET v T a—FLET, Zhid, 774 X—h
770 RY—_"THEHINIERAELRCTHILERH Y 7,

TrANGN T TAT
I ID (File Analysis Client
ID)

T AN =R EDZDTTIA4 T ADT FAT v MID (FiAHEY
HH)

EE) 77A0 b EaT—va NHERROMEICF v v ¥ 2GR ERET 256813, [Frvia

F%E (Cache Settings) ] /S r/L& BB L,
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B 7751722 & AP for Endpoints = > v — L & DS

ATvT9

ATv 710
ATy I N

THBEREND T 7ANGHAaT O EREZRETHICIE, [LEVWEDRE (Threshold Settings) |73k /L%
EBHLEST, AaT7RZOLIWVEEZBIT-HEIE. 77 AADEELTNWDHZ L2 RLTHET, K
DWTNNDOAF T g o ERIRLET,

770 R Y= ADMEAMM (95) (Use value from Cloud Service (60))

o [ 2K MMEDANT] (Enter Custom Value) ]: 7 7 4 /L b TIL 95 ICEE SN ET,

EHEEEEL, REFLET,
F o7 LI AD Cisco AMP Threat Grid 77T A4 7 o A& H L TV AHEE1E. AMP Threat Grid 777 4
TUVATCIDT TIATVADTH O e T 75 4712 LET,

(22— T NeT 7T 4 71T 57200527 FIAIX, AMP Threat Grid @ K& = A > F T

LTCWET,

a) N—TEBITa DO TFHICEREINTZT 7 ANGH I TA T FIDEESIREOET, Z2I2ET7 72
T4 7T D T2—%) BRRINET,

b) AMP Threat Grid 7 77 A4 7 A A A LET,

) [&5Z%... (Welcome...) |>[1—HDEE (Manage Users) | Zi&R L, [—F DOFEM (User
Details) ] (2@ L £7,

d) EA—NEX2UT 4 TTIATUVADT 7 ANGN I TA T NIDIKG LT (22— 7o
NEfEELET,

e) 7T IATVAD o= ThAv veT7 77472 LET,

7 754 7> A& AMP for Endpoints 2> — )L E DS

BENDOT 7T AT A% AMP for Endpoints =2 > Y —/L & #EE T 5 &, AMP for Endpoints =
V= NVTLFOEEELFATTE 7,

VTN AARZ MY A N EERT S,

VTN AL LY A MIH LWEEDH D T 7 A /L SHA ZBIT 5,
T TV = ary RUA M)A NEERT D,

T TV = ar RIA BRI AMIFLWT 7 AL SHA BT %,

« HAB L RY —EAEKT D,

C AR NHRY) =2 TN HAZ BRI A NBIOT I r—rarFmUA bY A
k% BEEAHT B,

c HALZ LT N—TEAERT D,
s DAL N TN—TIZH AL KR —%BET 5,
 BEREBRDT TITAT UV AET T AN ND T N—TINE AR N T A—TFIZBET 3,

REDT 7 ANSHAD T 7 AN F TV =7 I OFFEMEFRT 5,

B o7 L LEaAT—2a Y T4 LB YT ETFALSH
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ATy T

ATy T2
ATvT3

ATv74
ATy T5

7 754 7 > A & AMP for Endpoints 21 >V — )L & DA .

777 AT > A% AMP for Endpoints 2> Y — /L LA T DX, TS TA T AR Y —
TR DD H D £7,

HAHBIC, Z7ANVSHAR 7 7 AV LE 2T —Lar B—NEEENSE. 77 14 /LSHA
WXL TZ 740 bEaT—v g 0 =BG 572 HEIX. AMP for Endpoints = & Y —
NORILTZ 74V SHAIZK L TT TICAFTEDHEICLY EEXINET,

77 AN SHA BN T T/ a—VWIEBEOH DL HD E L Tv—7 SN TW5H5A. AMP for
Endpoints 2> Y —/VCRILZ 7 AV SHA %7 7 v 7 U A MIBERT D &, 7 7 A VOHERE
RiL EEOHDL LD 1IZ720 £,

[FER~/Ly =Tl L AR— bk (Advanced Malware Protection report) | ~X— (%, #H L&
Jvarv, (BT IVRZIE~/NVT =T 7 7 A/ (Incoming Malware Files by Category) ]23% ¥
F9, ZDO®T v aid. AMPforEndpoints NHZAESINTZT T v 7 U A NREEHD T 7
AV SHA OFEIEM, [ AH L (Custom Detection) | & L TERINET, 7T v 7 U R
k77 A /VSHA &AL, VAR— bD[ZAE LTe~v VD =T &7 7 A /v (Incoming Malware
Threat Files) |7 v a 2 [V v A% Lk (Simple Custom Detection) | & L THERS
NEF, LA— IO [EE (More Details) |27 > a>TUV o270 v 7 35E. AMP for
Endpoints 2> Y — /L TDT Z v 7 VA NBIMTZ 7 A /VSHAD T 7 A )V v F ¥ =7 UM%
FRTEET,

IR B

AMP for Endpoints 2> Y —/VOEERT 7 ¥ AMEZE) 22— T H O "RdDH T & R L
TL 7Z&Vy, AMP for Endpoints =2 > Y — /LD —W 7 h 7 > N EBVERRT B HIEOFEMIIZ SN
TIE, Cisco TAC IZBIWEDHHELTZE N,

Tr7AN V2T —vay ZT4AX ) TIREMES, HESNTWD I LE2HERLTL
FEW, 774 L¥aT—ay 74N EZ Y TEREMCL, RETDHECONTIE,
TrAN Vv EaT—vartgiith—EA0FMMELERTE 9—) 2R TS
Uy,

[Ex= VU7 1 %—ERX (Security Services) |>[7 7 A /v L E 27— 3 L5#r (File Reputation and
Analysis) ] Z1ZR L £,

[7 v — VR E & (Edit Global Settings) 127V v 27 LE7,

Web AV H—T A AD [T 7 ANV 2T — a3 &7 7 A58 (File Reputation and File Analysis) ]
NR=T T, [Z7A NV E 2T — 3 (File Reputation) ] D [FEMIEXE (Advanced Settings) ] /3% /2 H
% [AMP for Endpoints~D 7 77 A 7 > AD %Gk (Register Appliance with AMP for Endpoints) ] %2 U v 2
LET,

[AMP for Endpoints~D 7 77 A 7 . A D%k (Register Appliance with AMP for Endpoints) %72 U v 7 3%
& . AMP for Endpoints =2 > Y — /LD J A o N—=UNFREINET,

ROz~ 7 LT % /LT, AMP for Endpoints 2> Y —/iZu /A v LET,
AMP for Endpoints DFRFE~— T [FFA] (Allow) 1227 Vv 7 LT, 77 I7AT7 V AZBELET,

[FFA] (Allow) 1227V v 7T B ERENET L, TTITA TV AD [T 7 ANV E 2T —2 3 E00
(File Reputation and Analysis) |~<X—Z VU ¥ A L7 h &iLET, [AMP for Endpoints = > — /L DS (AMP

I7ALLEaT—Yaraqanayv 71004 [}
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. 95 R% LAJLTO AMP for Endpoints 2>V —ILADT TS5 4 7V ADEE

for Endpoints Console Integration) ] 7 « —/V RIZ, BEVWOT FF74 7T ADLHINEREINET, 777
AT A4 1%, AMP for Endpoints D =2 Y — )b /\_y(777 TAT VARERNAZ~A T DHERAEH
TEET,

RDERY
ROFIE :

[T 7> b (Accounts) |>[7 7V r—3 a (Applications) | Z7 v a NZBEIT S &
T 7T AT AN AMP for Endpoints = 2 Y — /UIZBFE S TWAENE I D EHERTE £
T, T T4 7 2 A4IE, AMP for Endpoints 2> Y — /L X—T D [T Y r—3 3 v

(Applications) [ ¥ a VR RINET,

CBERENTET TIAT U ARE, T AN ORY — (Fy hT—27 R —) BNEER
FoNET 7N DOIN—T (BEIN—T) [ZBMEnES, T 74/ FDORY —
X, 77 v 7 VA RNETIFIHTA MU A MCBERFEHD T 7 A4V SHA DY A MR EE
AL TWE T, AMP forEndpoints DR EZ BENOT 7T A4 T o AT AL~ A XL T,
MEDT T w7 JARNEITHRTA R A MIOBEEHD 7 7 A /L SHA %ZBIT 256
I%. https://console.amp.cisco.com/docs T AMP for Endpoints D=—% v == 7 /L AL L T
TEEW,

« T 7T AT ARG A AMP for Endpoints = > Y — L BEGKER T HIZIE, TS TAT
VAD[Z7 7 AN E 2T — 3 (FileReputation) 127 a2 > [FEMELXE (Advanced
Settings) | C [XXE%AESR (Deregister) 122 U v 7325, F 721X AMP for Endpoints D =
v =) ~X— (https://console.amp.cisco.com/) (ZT 7B AT HLENRH Y 9, FEMIC
DU CIX, https://console.amp.cisco.com/docs C AMP for Endpoints D —H ~ = =2 7 /L &%
LTS 7EENY,

\}

GE) 7yA4nVvVEar—var h—nNEOT—4% B —IEHTTLHE, TTI7A4T 2 AZ
AMP forEndpoints = > Y — /L) b HEIICRERR SN E T, 774V LEaT—2 a0 —
NZERSNTZR LT —F B2 —2EH LT, 77747 A% AMP for Endpoints = >/ —
AR ERT D ERH Y £7,

\}

GE) BEEOHDLZ7ANSHANRZ U —r LHESNDYE., ED 7 7 A /L SHA 7% AMP for Endpoints
V=)L THRIA FY A MBS TWRWDMERT D2MERNH D £7°,

95 RHB LARJLTO AMP for Endpoints 32 —ILADT T54 7 2V ADEER

TR ENTZRETIE, v /A LTWBT I I7AT AT~ F— KD AMP for
Endpoints = > Y — /WD IHBEFETE F9,

. T7AN LEaAT—2ay TaLE) 058774 UL0H
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&
ATy T2
ATvT3

ATy T4
ATy TH

ATy 7T6
ATy 71

ATvT8
ATvT9

BE .

5% 7 untgrinEszE ]

775 AT A% AMP for Endpoints 2 Y —/U|ZA X R7a L B— R T TITEELTW
DHEIE. T IAT A% T AZIIBIMEE HANCFB TREA MR L T 7230,

48 HHEIIZ

AMP for Endpoints = > Y —/VOERT 7 ¥ AMEEEO 22— TH U b RH D Z L 2R L
TL 7Z&\Vy, AMP for Endpoints = > Y — /LD — 7 H 7 > N EBVERRT B HIEOFEMIZ SN
TlIE, Cisco TAC IZBMWEhE < 7Z &0,

RTA L LTWDLT TIAT VAT TAZ = Rinbvv v E— ROV ET,
WREHDREE T TAZE— bR 7L LTWST I I TV ADT Y= RIZabv—LET,
[E%= VU7 ¢ ¥—E A (Security Services) |>[7 7 A/ L E 27— 3> &34 (File Reputation and
Analysis) ] ZZRL £,

[7 v — LR E & Mm% (Edit Global Settings) 127V v 27 LE7,

Web A > H—T 2 A AD [T 7 AN EaT— a2t 77 A0 (File Reputation and File Analysis) ]
R—=UT, [Z7A4/ b E=2T7— 3 (File Reputation) | @D [E#HEXE (Advanced Settings) ] /SR /MIZH
% [AMP for Endpoints~D7 7 Z A 7 > A DXf§k (Register Appliance with AMP for Endpoints) ] %2 U v 7
LET,

[AMP for Endpoints~D 7 7°*Z A 7 A D% 4§k (Register Appliance with AMP for Endpoints) (%27 U v 27§ 5%
& . AMP for Endpoints 2> Y — /LD a7 A o N—UNFREINET,

THEAOL—Y 7 LT v %L T, AMP for Endpoints 2> Y —/L [z /A LET,

AMP for Endpoints DFEFE~— T [FFA] (Allow) 1227 Vv 7 LT, 77 I7AT7 V AZBELET,

[FFal (Allow) 1227 U 7T HEBENTET L, TTIAT UV AD [T 7 ANV b EaT—a Lo
(File Reputation and Analysis) ]-~—IZ U XA L7 b I{LE T, [AMP for Endpoints =2 > ¥ — /L D (AMP

for Endpoints Console Integration) | 7 « —/L K2, BEWOT I T4 TV ADLRINERSINET, 777

A7 A41E, AMP for Endpoints D 21> Y — )L R—=TUTT T 534 T U ARE L AR~ A ZT HERIfHEH]

TEET,

FIE1~7ZEVIKE LT, 7T AXNDOEK~ T % AMP for Endpoints = > — VT EER L £ 7,
AMP for Endpoints 2> Y —/VIZEER LT, T RXTCOT S IA T A% T AKX E— NICHEHRLET,

JTGAL LYLTT 7 AN LEaT—vary $—REEFTLE, oL LTWAT FIA4 T AL
H#)fYIZ AMP for Endpoints = & Y — /L BRERIFIR S IVE T, 7 7 AZNOMOT R TO~ v DRk
fRERL T TESW, 7740 LEaT—Yary = NCBRINEZFALT—F B2 —2HHAL T, T
RCDOT T FA 7T A% AMP for Endpoints = >V — /UIZFEERT 2 ML ERH Y £7,

J77AIDMREICHELRELTE

LT Y w7 750K 77 ANSHP—ERAEEHT25481F, ROMHEFRKA, T —
A =D E T D L O I LT 7E &,

I7ALLEaT—Yaraqanayv 71004 [}
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B 009 059 274009 —ERDH) 7TSATUR IL—TORE

DT T TAT U AD T N—TEHRIL, LT 7 A VG — IR E S N E
Ao BILWT 7 AN —RTT T IAT UV AEHE I N—TTD2HLERHY F7,

« T ANSHIREET ) TICREES - A v — D, IRFEHIB SRR T S £ TIRIES N E
7T, [REE= U 7 CORGHBEINRBRT S &, A vE—E7 7 A VONREE= U 7 7 b i
S, AMP = PN Ko THAX Y U ENET, TOK’, 7 7 A VIEDHT D7D
HLWT 7 A NG — T v 7T — RESNETHE, AvbE—URE9—E7 7 AV
Mgt U TIZRESND 2 Liddh ) 8 A,

T OV TR,
http://www.cisco.com/c/en/us/support/security/amp-threat-grid-appliances/products-installation-guides
-list.html 7> & Cisco AMP Thread Grid D~ == 7 )V 2SR L T Z S0,

(INTVYD DSDR IT7A4IULRHY—ERDH) FTS34T R
GI—TDEHTE
HEOIT_XTOar T oY ¥Xa VT4 TTIT7A T AT, MBENOEEDT 774 T A

MOOHTRHICEREEIND 7 7 ANMIET B 7 70 RNOOHFEROFEMA R RIND L HICT
DL, TXTCOTTIATVRAERBUT T IAT VAT N—TIFEETHLERHY £97,

)

GE) =3 L LTT P IA TV ADITIN—TERETEET, TTIAT LV ADITN—T1%, 7
FGAL LYLTRETH I LI TEERA,

ATY 1 [BX 2V T 4P —E A (Security Services) |>[7 7 A VL EaT—3 3 &8 (File Reputation and
Analysis) ] 2R L £,

ARTYT2 [T7ANGH I T RUR—= b D7D T 7547 2 AD 7 V—71t (Appliance Grouping for File Analysis
Cloud Reporting) | &7 > a T, 77 A N7 V—71D A LET,

s INMRTN—TITEBMENTWERYDT FIAT LV ATHLHHER. JA—FIThhh WD 24
Ebij_o

¢« ZOIDIFKRILFE/NLFENREBIEN, AR—RAZEDDHZLIFETEETA,

cHRELEIDIZ, AT v 7T —RLET7 7 ANMNDT— 2 2EFTHT_XTOT 747 AT
CTCTHAIVERHYET, 7277 L, IDIFUBOITLV—T T 7734 T ATIIRIEENEH A,

c RIEZR 7 N—T1ID Z AN LT, 23O SOBBA T/ NN —7 1D 2B R T HMLERH D56
1%, Cisco TAC IZfHWEbHAMENH D £9,

s TOEFITTSIIKMENET, aIy FNTAHAMETHY EFHA,

s ITN—THNDTXTCDT T TAT U ANT T RNDRE LT 7 A VOGN — & HT 25 X9 ICRE
THVENRHY 7,

T IIIGAT AT DT NA—FFFICBT A ENTXET,

B o7 L LEaAT—2a Y T4 LB YT ETFALSH
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s L—TR07 7547 20kE |

WO THLIN—TIC= VU ZBINMTEETN, BMNTEADEF—EDHLTT,

RATY T3 5T I —71k (GroupNow) 1527V 7 LET,

DHITIN—TRHADT T54 7 2 ADHER

ATY T [BEX =2V T 4P —ERZ (Security Services) 1>[7 7 A /L L ¥ 27— 3 047 (File Reputation and
Analysis) ] Z1ER L £,

RTFYT2 [T7ANGH I T T R VR— b ORHOT 7547 A0 7 v—7{k (Appliance Grouping for File Analysis
Cloud Reporting) 127 ¥ 2T, [FTS5A4AT7VADKRTER (View Appliances) | 27 U v 7 LE7,

ATVT3 FEDT TITAT LV ADITFANDHI ZAT U MID 2E£R-THI121E, UFOEMESRLET,

TISATUR 27ANDHI 547 2~ ID DIGFT

EA=NEXaUT 4 77 |[[EX%=2UT 4 $—E R (Security Services) [>[7 7 AV L E 2T — 3
FGAT A & 5387 (File Reputation and Analysis) | X— D [ 7 7 A Vo3 OFEMER E
(Advanced Settings for File Analysis) | &2 > a3

Web X274 7774 [[BX=2VUT 4 —EA (Security Services) |>[~/V 7 =T XHRE L Ea
T A 77— 3 (Anti-Malware and Reputation) | ~X—3 D [7 7 A VAT OFEH
% E (Advanced Settings for File Analysis) &7 v = v

X2 VT AT TSI T [T 77 A 7 A (Management Appliance) |> [#EFVE BV —E X
VA (Centralized Services) 1>[tFx = U7 4 777 A7 A (Security
Appliances) ] X— D T

TJ74IL LEAT—Ya3 0 RX YLV T 7AILDHFTDA—IL R
) o —DERE

ATy 1 [A— KV — (Mail Policies) ]>[3%{§ A —/L &K Y I+ — (Incoming Mail Policies) ] £721% [A—/L &K Y
> — (Mail Policies) 1> [i%{§ A —/L7R U 2— (Outgoing Mail Policies) ] ZE#IR L FF (EHLOLi%NT5

E9) .
AT T2 BEFTHA—ILKRY =D [EER~/LD =Tl (Advanced Malware Protection) 147 7 AND Y 7 % 7
Uy LET,

ATV T3 A a rEAEIRLET,

o« A2 7L I AD Cisco AMP Threat Grid 7 7T A 7 2 AN, WE LOBRGRENS 7T T RIL7 7
ANEEE LIS BRWEAIE., [7 7 ANV 2 H023 % (Enable File Analysis) ] 24 712 L%,
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T7ANLEIT—2aY TALBYSTETTALSH |
B o7 LEa7— 23y R vV BEUTFAABHOA—L KY S —OFE

UM T FANPRAR Y VARA[THDL ERRINDGEINLT T IAT VUV ANFEITTLHT 7 v a v &wi@EiR
LEd, 77 I9AT VAR TFTOBATTI 7 ANEAF Y TERWES, M7 7 A VT AT v v
REEL A ENET,

cAytE—T T5—:
e RAT— RSN T — DA 7 £ ITER 7 7 A v
*RFCERD®HDH A vE—,
$200 mHER DT T AN EGRA yE—Y
SHEILLERA NENTZF T 7 ANEGLA vE—
s N R L2 A vEe—

cL—HRHIR : TTITAT UV ANRT 7 ANDT v 7 a— RHIRIZE LTI, 7 7 A Vo —
NIZELSTAF Y ENTWVRNT 7 A )L,

« AMP H—E X DMERART :
¢« 77 AN L aT— gy —ERARNMEARA]
« 77 A NI — B ZMEAIAE]
e TFAN LV EaT—Tary V2 —DXA LT T b

T TFANT v Tu— R 72 —=DZA LT T

cAMP = PN Lo TAFR Y U ENBRNWA v E—=JIT6T 5, IROWTINND A vE—0FT 7
VarERETEET,

e Ayt—YDORa v
s Ayb—UrBZEDEERF

s WY —RREE~D A v — T DE(E

c Ayt —VEEETLIHEIE. ROBMOBELZERL £,

CTEDA =T ET—NATTENEID, T—IATEINTZA =D, TTI9A4 T AD
amparchive 7 4 L' 7 h VIZRE SNVE T, FRIXE S/ AMP 77— 4 7 (amparchive) 7 7
TRV T a VPRETT,

e Avb—U D4 ELETE LT (il : [WARNING: ATTACHMENT(S) MAY CONTAIN MALWARE])
T Ra—FZEETH0E D D,

 EHEDPMNSHIEICTED L DICT D7D, WAZ L~y X —%BINT 208 50,

cAvE—VOZEEEERELT, AvE—UPRBOT RLRIZEEEIND L OTHNE I, [T
W (Yes) 127U w27 LT, HILLWZEEDOT RLAZ AN LET,

c AF Y UTERNVA v E—UENRBOSEHRA MIRET 200890 [1EW (Yes) 127 U v 7
LTREIPT FLAERIIARA MEALET,

. T7AN LEaAT—2ay TaLE) 058774 UL0H



T7A4IL LEAT—23Y TR TET7AILDH
IFALLE2LTF—2ay 2% ubsUT7 A0 A—L K o—oBE [

c R U—RREEC A v B — VR ETLHE 1T, ROBMOBIELERL £,

s ey FZo L URAIPOLRY V—FREEZRINT 20 E 50, BEEO T Z7 7B TCoHNTWHE
By AvE—VITE AN T TA U DRBICEET D ERBECE L, B AL T
FGALDOMDTRTCOZ DN >TAF Y ENET,

DA E—=VET = ANATTENEID, T—AATINTAYE=VIE, TTIAT L AD
amparchive 7 4 L' 7 h VIZIRE SNVE T, FATRESNTZAMP 7 —H A 7 (anparchive) B 7
TAZY TV a VBT,

s Avb—VOWLEEE LT (il : [WARNING: ATTACHMENT(S) MAY CONTAIN MALWARE])
T Ra—FZEET L1 E 5D,

c WHEE DN HIFH TEA LT AEDIZ, DAXZ L~y X —FBINTH0E 90,
M T FANDNEEDHD 7 7 AN THDHERREINDSEAIT AsyncOS NFEITTHUENHLHT 7
arvEBBIRLET, ROZEEBIRLET,
c AvE—UEBRETAN. EE Ry T50,

C DA =T ET—NATTENEID, T—HATINZAYE—VIE, TTITATVAD
amparchive 7 4 L' 7 b VIZPRE SN ET, FAMKEINTZAMP 7 —7 A 7 (amparchive) =2 #
TAT YT a PRBETT,

AT =TI T 7 ANVEHIBR LR T, Ay b=V EEET L2008 50,

s Avt—VOHLEEE LT (] : [WARNING: MALWARE DETECTED IN ATTACHMENT(S)])
Ty Ra—IEETLINE DD,

 EHEEPMN<SHEICED L OICT D7D, DAZ L~y X —%BIT 208 5,

cAvE—VOZEEEER LT, AvE—UPRO7 RLRIZEFEIND LI TDHNE I D, [1T
W (Yes) 1227 Vw7 LT, HILLWZEEDT RLAEZASNLET,

cEEOHLDLA v E—VERBEOMERA MIEETLINE DD, [T (Yes) 127V v 7 LTHR
BIPT7 FLAERIIFRA MMEATILET,
« T A NG DT=DITIHA 7 7 A NV EEET DHEIE, AsyncOS BNEITTRET 7 v a v 2BRLE
FTIROZ EEZBIRLET,
c AvE—UERBUET D0, FIIXREET 5D,

DAY=V ET —=ANATTLNEIND, T—IATINAvE—VIE, TTIAT U AD
amparchive 7 L' 27 » VIZPRE SNE T, FHTRE SN/ AMP 7 —5 A 7 (amparchive) v 27 ¥
TAY VTV a PLETT,

e A=Y D4 EET LT (il : [WARNING: ATTACHMENT(S) MAY CONTAIN MALWARE])
Ty Ra—HIZEET L0 E 9D h

cHHEDHNSEIEH TED X ITTD72DIT, DAZ L~y X —%BINT 50 E 9 D,

cAvE—VOZEHFEELELT, AvE—UPRIOT FLRICEEESND LT HNEI N, [T
W (Yes) 1227V w7 LT, HILWZEFEDT RLAZANLET,
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T7ANLEIT—2aY TALBYSTETTALSH |
B srornc2ELERR T 7 A LSS 4 vt — DR

c T TFANGHOTZDITHEEIND A vy =V ERBEDOFHEARR MIHEET L0 E DD [T
(Yes) 1227 Uy 27 LTREIP 7 FLRAETZIEIHRAR MEEANLET,

s (FEANFRI O —DEAEOR) GEOHEN EERDH D ITEEINZRKE Ty Ra—HZ
EEENDIA VIR L TCETTREET 7 a v 2R ELET, [A—Ry 7 AHMEEOE
2t (Enable Mailbox Auto Remediation) %4 2 LT, L FOWTNNADT 7 a @R L £,

s [BFA—/ T RL A |ZHEE (Forward to an email address) |, 8§ € L7z>—% (7=& 21X, &
A—)VEBRERE) ITEEOHL LI 7 7 A NVEHRET DHAIL. 2047 a VERIRLET,

A vE—VEHIRLEY, BEOHLIMN T 7 ANV ATy FAa—HF DA =Ry 7 ANETERIT
HIBRT 25613, 2OF v a VEBRRLET,

C[HEELTEFA—IN T FLAIZEIRELTA v E—T %K (Forward to an email address and delete
the message) 1. fAE L7c2—V (7o& 2L, EFA—NVEHERE) ICEBROH LM77 7 A4V
LT, BEOBLIIRM 7 7 ANV ATy Ra—FDA— /Ry 7 ANLERICHIRT 256
i, oA T a UERIRLET,

GE)  Office365V—ERATITHTED 7 NV EZNELD A vt —COHIRE AR — K L TRV
D, ENSEDOT F K (HIBREHST A 7 L (Deletedltems) 172 E) 2B A v E—U%H
bz LizTEETA,

BE [A—/ViRy 7 ZAHEMEE (Mailbox Auto Remediation) ] DF%7E %2 e 4 A BIZ, Office
365 A—/LARy 7 AD A vE—0AEEE 2R LET,

RATYyT4 EREEREFL, RIFLET,

PHDE=OITEELERG T 7AMIULDEHEAvE—DRE

ITFNCE E SN T 7 AN EZEBICIT =7 F2a—12) V=29 5b0 i, Wi+ 2L)
T TITAT UV AERETEET, BHESNTZA ve—T L ZNODRMNT 74 ML, FREED
O DRGSOV THAX YV ENET, 77 A NGHERD L E 2T —va v A%y
FTTHEATE DL TR A v =V BRI NI GEIE., FFESNTEBITHAX v
VHICHI R ESET,

ATy T [A— KU — (Mail Policies) ]>[3%{§ A —/L /K Y — (Incoming Mail Policies) | F7=i% [A—/L K Y
> — (Mail Policies) ]> [1%{§ A —/L7R U 2— (Outgoing Mail Policies) ] Z#IR L £ (EH L7441 5

6i5) o
AT T2 BEFTHA—IVRY =D [EER~/LD = 7Bl (Advanced Malware Protection) 157 7 AND Y > 7 % 7
Vw27 LET,

ARTYT3 [77A NIRRT DA v E— (Messages with File Analysis Pending) 127 2 > C, [A v E—VIC
WH3 27 27 2 2 (Action AppliedtoMessage) | K& > 74 7 ) [[EEE (Quarantine) | 2R L £ 97,

B o7 L LEaAT—2a Y T4 LB YT ETFALSH


b_ESA_Admin_Guide_ces_12_0_chapter23.pdf#nameddest=unique_815
b_ESA_Admin_Guide_ces_12_0_chapter23.pdf#nameddest=unique_815

| 72740 LELATF—2a0 408U LT ETFALEH
771 nsmmown i

PRt ST A v =237 7 A VORREET ) TICRIF SN E T, 7 7 A A airlEiEoER (23 ~—2)
ZZRLTIEE N,

AT T4 (B [7 7 ANVDNBPEEFD A vt — (Messages with File Analysis Pending) 127 > 2> C, LR
DAT v a rEBRLET,

CTEDA =T ET —NATTHNEID, T—HNATEINTAYE—VIX, TTITATVAD
amparchive 7 4 L7 F VIZRE SNVE T, FRIXE S/ AMP 7 — A 7 (amparchive) 727 7 &
7 VT a URETT,

e A=V EEELT (B : [WARNING: ATTACHMENT(S) MAY CONTAIN MALWARE]) T
Y RE=PIZEET 0 E DD

cEHE VN HIHTE DL OICTEHEDIL, WAX L~y Z—FBINTDH00E DD,
GE) AT o4 TMBALELREOT 7 varBDEHINL2DE, A ve—UBREEEC Y 7m0 U —
AEINDEEETTT, Ave—UDRHx ) TICEEIND EXITTEA I ET A,
DA —DT —hA T,
o« A vE—UMHDER,

« WAL L~ X —DBN,

RATYyTE EHRAEAREFL, RIFLET,

RDBRY
ESPEREY=]
77 A NGHTRBEOL A (23 ~—2)

77 A ILSHimeE DR

o 77 A NOHTIRBEOREOMRE (23 X—)
o 77 A IVOMIBRBEEREIN D A v & — O FELE (25 2—)

274 IR DEREDRE

ATy 1 [£=% (Monitor) |>[HRV > —, UANLABLOT U M7 LA 7@k (Policy, Virus, and Outbreak
Quarantines) ] R L £7,

ATY T2 [77A NS0 (File Analysis) [ [@EEY) > 27 %227 U v 7 LET,
ATy 73 REHMEREELET,
TNV RO EFRTHZ EIIBED LEEA,

AT 74 REWRREEIC AsyncOS WEITTHMENRSH LT 74V DT 7 v a v EZRELET,
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B - ormrozEomse

T7ANLEIT—2aY TALBYSTETTALSH |

ATy TS5 BT A7 ICEEEEDN 2 R oA T, 8E LIARFHPIRMATIC Z ORRHEN D A v £ — 2B &

N BB E0ICRET DL, [FEA—NRN—T0—FICA v =T 74V DT 7 a vz L

TR EZMELL E7 (Free up space by applying default action on messages upon space overflow) | DOER & fiEFr

L/i‘é—o

ATYT6 T7HNV DT 7 arE L T[Y VU—A (Release) | ZiRINT 25415, HEHIMARET HE1CY U —
AEND Ay E—VIZHEHAT2BMOT 7 v a VELE THETE £,

ATy 17

TF7oay

CE:S

4 OZE (Modify
Subject)

BINT57FARNEANL, TOTHRA N tOHELDRIEBADEL BT
BT 50E8R L ET,

2L 21, ZEHCVT 2T BRG ST D AREMERH D A vE—UT
HHLEELELET,

GE) FEASCUXFZ G4 ZIELL Fort 5772010, 41X REC2047
> TR EN TV DMERDH Y F9°,

[X-Header @3B0 (Add
X-Header) ]

X-Header [ZIF A v B —VITH L TETENTT 7 g ik T Ed, 2
DIFRIZ, FEDA v B —VBEUME SNTEHBAIZ OV TORSEZLHT 5 &
EREITKIBLET,

AHTEMEAEATILET,

B

Name = Inappropriate-release-early

Value = True

W7 7 A v &BRE (Strip

Attachments)

M7 7 ANEHIRT 52 LT, Ay =Vl SN~ AT =T 0 bR
ELET,

ZOWRME~DT 7 v 25T - EEELET,

a—4 (User)

AR

o —# /)L 2—3 (Local
Users)

o—A)a—P0Y A ML, BEHC T 7B A TE L0 — L A2 o —7E
TREENET,

T RCOEHRL RS2/ T 7 B AMERE S5, U A N CIIEHEE
DA SN ET,

SNRRIES e — W
(Externally Authenticated
Users)

SMHREREZ X E L TR LENRH Y £,

HAR hr—HFoa—)L
(Custom User Roles)

TOF T a i, RBEEA~OT 7 AMEREFSDRLLE S 1 ODH AKX A
a—HF g — LB L TV ABEAICOAERINET,

B o7 L LEaAT—2a Y T4 LB YT ETFALSH




| 72740 LELATF—2a0 408U LT ETFALEH
77 4 LR * v e—soFnnE [

ATvT8 ERaEEEFEL. RFLET,

T7AIDHIREMEEAD A vt —DFEHUIE

ATy 1 [£=% (Monitor) |>[HKYU T —, VALABLRT Y h7 LA Z[EHE (Policy, Virus, and Outbreak
Quarantines) | ZER L £ 7,

ATV T2 ROT 7 A NGHREEOIT T, [A v E— (Messages) | FIOFNEZE7 Y v 7 LET,
ATV T3 BEHUSLT, AvE—VICUTOT 7 v a v 2FTLET,

* HIBR (Delete)

e JY—2

« REENS DY Y — X DIRIE

AEELEBT A= T FLRICA v e — VDo B % ik(E

PREFEDT 7 14 I OIREE

gL R R 7 A LT DIEBEDFEIZ DWW TIX, [ Cisco Email Security Appliance Guidel] @
#5 [Centralized Policy, Virus and Outbreak Quarantine] %ML T 2 &0,

274 LEAT—3 0 ERHDOXAY S —

X~ —%fHLT, AvE—VHBERAT v T7OT 7 var R TtAyve—Y%~—2 T
EFET, AN RN —TA =V X~y T —%2XZ 7T L, RICarvTry 74047
EHEHALT, 2NH6D0A b=V A T g ExET 7 a v EERLET,

ETIERICF N CF R S E T,

ANy H—% AMGE (KXFEL/IMXF |5
=XA)
X-Amp-Result 1E% (Clean) Zr AN LEaTF—ar F—ERITE
i S SNSRI T w4
EBEDH S (Malicious) %kfﬁ%éht% v— A S B
AFx ¥ UANA]
(Unscannable)
X-Amp-Original-Verdict | file unknown LEo2TF—3 gy LEVEICES S FFHED
verdict unknown AIOYE, D~y X —iL, JEOHENE
NREDONT NN TH DA TFEL
Er RN
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T7ANLELT—2aY TALAYDTETFANSH |
B roogsntstvb—SERRE 77 A LIZET 2BHOT Y F1—F~D%E

Ny H—£ BRME (KXF&/IXF | EREA
Z[XA)
X-Amp-File-Uploaded |true A=V SN T 7 A Vo B
false FITHE SN TWDHE, 2O~y H—iT
ltrue] T

Fﬂvjéh# Avt—UFEIEIRAFTFAIVICET HBEHMDODI VR
—HFADEIE
O LWIRN 7 7 ANVFELIZZOHA =V, 7740 LEaT—T 30 A%y ik

SNT Ry 7ENDEAIC, = Fa—WFIZx L GREEZEET AI00E, X~y X —F 72T
HARD Ny E—L a0 74 VBB FERLET,

el

SELRTILDITHEEI SRAE

AT ARE. VTAX. IA—T . B~ D& LAULT, EERLY
P E A—n R Y Sl K= T AT TE E T,

TAV A F—lTv v LUV TIEBINTAMNERH Y 97,
TTIALT VA ITN—=T% 0T AZ L YL TRE LW TLTZEN,

e

EELETILY 7 HEHOMEICEET 27 75— FDOZEDHESE

EER~L T = T HEICEEST 57 7 — b RET DR OCT I IA T UV ABHKREINTND
ZlEEMRELET,

UToHEIZT 77— M aexfg Li?

75— FDEREA 24T EXE
FUTVIR(TIAR=F I7TDUR) O |~V T=T 5K it
Cisco AMP Threat Grid ~DO#kizt > F 7 v
L. UTFICHHAEN TWBD L7 o
NeT 7T 4 7T HMERHY ET, 77
ANV L aT—Ya ot —E2ADE%)
fLERE (9X—=)
FERE X — D HABREILIZ e o 72 (T T DOHEBEIT K 5 R )
TrAN LT —varERR T AT | VANVARRBIO |85
Y —E AR ZETETET A, AMP (Anti-Virus and

AMP)

. T7AN LEaAT—2ay TaLE) 058774 UL0H



| 72740 LELATF—2a0 408U LT ETFALEH

BEL LYz THEEoEnEELR— roge ]

75— FDHH

247

EXE

770 RP—ERLDOBENHEILINE LT,

T A NVAKRE L
AMP (Anti-Virus and
AMP)

158 (Info)

LE2T7—varBIOO= Vo RN sy
F Ry 7 H—R2L ) FEB NS

ANV ARIR B LW
AMP (Anti-Virus and
AMP)

1F# (Info)

Tr7AN LE 2T —a  OHENEE I
F L7

T A VAKTRB L
AMP (Anti-Virus and
AMP)

& (Info)

OHTHAICEETEDL 77 AV XA THERS
Nz, FLWT 7 A ZATDOT v Fa—R
A RZ—T NN TEET,

TANVAKIRE L
AMP (Anti-Virus and
AMP)

158 (Info)

DT 7 AN B AT D3HTH R
TEEEA

ANV ARIR B LW
AMP (Anti-Virus and
AMP)

s
IoF

PR—FEINTNDETRTOT 7 AN X AT
DM N —REILRICEHIBINE T,

T A VAKTREB L
AMP (Anti-Virus and
AMP)

& (Info)

Ehebif=
C T I AN L E ATy ay P NEFIET 7 A T SO B B AR
7ok (33—)

« T AINDBRHEDEFEREOT 73 L DFT (31 ~<X—)

BELTILY T HEREOEMNEE L R— FORE

X2 VT A EET T IAT U ATLUR— F2ENEET LGS, BT 747 2 AICH
THEFELTA L ~NTERF2—TF A ROB A=V VLIR—T 4 VT DEOEGER~LY
THHNZET 5287 v a T, BEERREEFEZMHAEL T E3,

TJ7ANLLEaAT—YarvERUVT7MILAHTTDLR—
Rl S AVE v
« SHA-256 /v 212k 57 7 A LD (28 <—)

e T AN LEaT—T a7 rA NS L AR— FD—T (29 X—)

c FDMDLAR—FTDT 7 A LE 2T — gy T4NME F—2DF xR (30—)

I7ALLEaT—Yaraqanayv 71004 [}



T7ANLEIT—2aY TALBYSTETTALSH |
B ostazenvsaicsz77 4L 0m5

Ayt —V FTyFRTEREL BER~ LT =T BHEEREICOWT (31 R—Y)

SHA-256 /\ v > 2|2 KB T 714 ILDEF

T ANVHIIHRICERTEX D7D, 7T I7A T RATEFXF2T Ny va 7l XA
(SHA-256) ZEH LT 7 7 ANVDID A LET, 7774 TV ANARIOELRDHFE T
TP ANEUHT LA TRTOA A2 ZNA L SHA-256 & L TR s x4, B
DT TIFAT U ABE LT 7 ANEUHT D56, 77 ANVDOTXTOA AL AR T
SHA-256 ID 3% ¥ 97,

FEAEDLR—FTIZ, 77 A/VITFD SHA256 ETY 2 F&ENET EfEER

B o7 L LEaAT—2a Y T4 LB YT ETFALSH
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J74I)L LEaAT—S 3

JrALLEaF—vaveTrAuntiLE—ror—o |

DETFANRTMLR—bDR—D

LAR—k

Bl

EEL<ILT =
7 xR
(Advanced
Malware
Protection)

TrANbEaT—var P—ERCL o TRESNET 7 A /L _N—AD
Bz R LET,

HIENER SN TND 7 7 A MZHONTIL, [AMPHIEDT v 75—k (AMP
Verdict updates) | LAR— hE2 BB L T EEW, TN OHEIL, [FELR
~ /L7 = 7 [hfl (Advanced Malware Protection) ] L 7aR— MZIZ M &+
Ao

GE) M/ T —HAT 77 ANPBHH L7 7 A AD 1 OBREEDH
L7 7 ANTHDLEGEE, BT — 47 7 7 A /LD SHA T
I [EE R~ D = 7B (Advanced Malware Protection) ] L
A= MIEHEENET,

[T FVRIZE~NLVT =T 77 A/ (Incoming Malware Files by Category) ]
7 va it [B AKX L (Custom Detection) ] IZ0¥ES N5, =2 K
A Ay —=ADAMPNOZIELET Ty 27 VAR 77 A/ SHA D
EEERLTOVET,

AMP for Endpoints =1 > Y —/L)nb G EN57 T v 7 U A MBSz

7 7 AV SHA OFBAIE, VR— O [BERE~YVT =T EBT 74V
(Incoming Malware Threat Files) | &7 > 2 > C [T > 7V A X Lk
(Simple Custom Detection) ] & L CTRRrINET,

LiR— D [EBE~NVY =T 7 74 /v (Incoming Malware Threat Files) ]
Y7y a T, [LEWEDKE (Threshold Settings) 173 [ A& A L&\ i
(Custom Threshold) ] & L TCERENDTZH, 77 A/VnTay 7 ILE

TO

LiR— b+ ® [ (More Details) | ZZ7 > a> TV 2% 70 v r45E&,
AMP for Endpoints = >V —/L TD 7 Z v 7 U X MEMZ 7 A /)L SHA D7 7
AN NIV =7 FUFEMAR R TE ET,

[VAZ4L (Low Risk) ]HIEDFEMZ LA— FO [AMPIZ X Y ES N5
7 74 /L (Incoming Files Handed by AMP) | &7 v a VNIRRTEET,
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T7ANLEIT—2aY TALBYSTETTALSH |
B zotoLf—rcor74L LELF—LaY T8 F—E DR

LAR—k t8A

(R~ v IHTRICIEE SN 7 7 A VORI & HE  (F7IFRREEE) 2R LE
7 = 7 BhE R

(Advanced
Malware

Cisco AMP ThreatGrid 7 77 A 7V ATHRUA NV R T 4 T E3NT=27 74
MiE, TIEH (clean) | & LCFERENET, FTA Y A MIHOWTIEL,

Protection) ] IZ _ . .
] AMP Threat Grid DA T A » ~IVTEZHH L TL 7E &0,

Bras7714v
o 1000 ZH 25 7 7 A NVINTHREREZFRTDITIE, T—F % csv 77 ALk
LTy AR—bFLET,

RUNVE T DE BT 7ANDERORRE LR 27 25 Ted e
INTRERNF RSN ET,

F72. O EEIT L2 AMP ThreatGrid 7 77 A4 7 A £721327 77 K H—
/3T SHA BT 2B OFEM A HHFR T 5121X. SHA # R T 50, F
7217 7 A VSHT OZEMIAL— Y FHEBIZ 8 5 Cisco AMP Threat Grid U 7 %
70 w7 LET,

GE)  JEMT AT T 7 A DB L7 7 A BRI S
NHLEE, FR6OM T 7 A VO SHAETZ TN [7 7 A Vo
#Hr (File Analysis) | VA — MIEENET,

(B~ ZOTTITAT VAL VREEINTEY . DOLRRICHENEE S
U= T HEHE | 7 7 AN D—EE R LET, ZOWRROFEMIOWTIZ, 7 7 A VEBCHIE
D DT v 7TF—h Q=) 2B LTIIEEN,

h;ﬁgfr‘gced 1000 22 BHET » 75— FEFRTHICE. F—F % osv T 7 AL
Protection LTE7AR—PLET,

Verdict 1 D SHA-256 |2k L CHIEN I A D o 75518, HIEREE Tl <
Updates) ] B OREDHMN Z O LR— MCFRRSNET,

SHA-256 Vo 27 %27 ) v 35L,

(LAR— P CEIN SN T B IR REIELPHICBIFR 72 < ) 5% PIRE 7R fc KIS
WIZEBWTRIED SHA-256 2 G B a2 T 5T X TOA vE—VEFR
T2k, SHA256 Vo2 %7 ) w7 LET,

ZTOMDLR—FTOIF7AIL LEAT—23 Y TAILE T—2D
RR
T AN L EaT—2 a7 A NSO T— 2%, %S Ao LR — R Th

HAT&EEd, 7740 FTE FNET T I7AT VA LR— MIERENET A, BNGIEE
AT DL, T—7NVDOTFD[F] (Columns) V7 %7V vr LET,

B o7 L LEaAT—2a Y T4 LB YT ETFALSH



| 72740 LELATF—2a0 408U LT ETFALEH
Aye— bSyroUge R LYz 7 0T

A= FIUFUITKBREBSELRTILY T 7RI OLNT

A=Y N TR TT 7 ANVBEERERBZT D LEEITE, UTFOMRICERLTLES
/AN

cT7AN L EaT—vary P ERAZLVBRHSNIZEREDOH D 7 7 A VBT DI
X, Web A v &= b7 v Fx 7O FEMRE (Advanced) |7 v a D[ Ay E—Y
A2k (MessageEvent) |4 7Y a >V CIEERTILI T THEIRERTT 4 7 (Advanced
Malware Protection Positive) | Z 3R L £9°,

Ayt —Y NI uFUTITUR, TrAN LE 2T — g VBT A ERE. FT v
PrvaAyE—VORER R CRENTZ D7 7 AV L E 27— a VHIER TR E
ENFET, LEXTEMNT 7 ANBT V=0 ThD LHW SN, D%, HEDT v
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