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GEURLOURL T < L5 U v T o1 x—T it [

EMEURLDURL 7 4 LR YT DA R—T I

EMEURLIZK L CURLZ A AMHF VU T aFITTHRICT T4 T A%EE L, i URL
INHEBEOURL #RETE5X510EL, EEOURLAOURL LE 27— g A
TIZHESWT, MK O URL 77 3 3 VM URL I L CHEITEINE T,

HHE S 72 URL IE, EREO URL ZET 472012, EES 10 D AN TR URLICU 4 A L
7 FNTEET, BHE URL 25 10 O ANVF5iHE URL O KEIBZ#B 2 284, 7 7 4/ F Tl
SJODURL VE 2T —3 3 > Aa 7 NEHE URLIZEI D YT E T,

T T TAT A THM URL © URL 7 A V& U > 72 HNST HI2id, CLI T
websecurityadvancedconfig =~ > R&ffH L £,

[Z L& B

cURL 74 NE Y T %A %—TNZLET, URL 7 A NVEZ Y U T EHEINZTED (34—
V) LTS TEEN,

«WHIZRURL L E 27— g )L—L EEESH L URLICH L TCEITTAT 7V a U ARE
LT, avrvry 74 VZ el LET,

T T TAT UAPMEMFTREZRBEMEURL KA A & OBHG AL CTE D Z L AR LET,
HTTP 70 X o $—RORERK Y U —7 T7 AT U+ —NON—)VEFEGR L, 777
AT A LA FREZRMIME URL R A A U TE 5 KO LET,

il : 58%E URL ® URL 7 1 LR ) VT DEHIE

R OB TIE, websecurityadvancedconfig 2o REZFH L T, BHEURLDURL 7 4 /L Z J

TaRAMILET,

mail.example.com> websecurityadvancedconfig

Enter URL lookup timeout (includes any DNS lookup time) in seconds:
[51>

Enter the URL cache size (no. of URLS):
[810000]>

Do you want to disable DNS lookups? [N]>

Enter the maximum number of URLs that should be scanned:
[100]>

Enter the Web security service hostname:
[v2.sds.cisco.com]>

Enter the threshold value for outstanding requests:
[50]>

Do you want to verify server certificate? [Y]>
Do you want to enable URL filtering for shortened URLs? [Y]> yes

For shortened URL support to work, please ensure that ESA is able to connect to the
following domains:

EEDHDHURLFIFEELLLGLURLM S DRE .
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bit.ly, tinyurl.com, ow.ly, tumblr.com, pPosSt/ly ...

Enter the default time-to-live value (seconds):
[30]>

Do you want to rewrite both the URL text and the href in the message? Y indicates that
the full rewritten URL will appear in the email body.

N indicates that the rewritten URL will only be visible in the href for HTML messages.
[N]>

Do you want to include additional headers? [N]>

Enter the default debug log level for RPC server:
[Info]>

Enter the default debug log level for URL cache:
[Info]>

Enter the default debug log level for HTTP client:
[Info]>

ATV T4 IINEAEFERLIZ, AvtE—CDEEDH
% URL D& H

‘URL Reputation’ 2> 7 > 7 4 VA2 2fH LT, ETFICE > THEERH D & L THHEINT
AyE—YDOURL ML, TNHDRA vy — I LTCHI R 7 7 a 237 L £,

ETF @ ‘URL Reputation’ 2> 7 > 7 4 V2L, U FTOWTHNDOHFIETHETEET,
« 'URL Reputation' DZfF LU 7T 72 a 2T 2,
* 'URL Reputation' 7 7 ¥ a1 & LAEE DR LM T 270 M2 EH L2,

* 'URL Reputation' DL 7T 7 v a v 2T 5,

'URL Reputation' DML T 7 > a v 2L CTEEDOH S URL 2T 2121k, LTOFIA
AL ET,

A\

GE) « 'URL Reputation' D5 EAEZE Q@Y T 7 v a v EFEHATD120E,. FIEOAT v 7 11 ~
20 I L TS 72X,

« 'URL Reputation' 77 7 ¥ =1 o EALEDOFRMEEAEHNT 20, FUEZEH LR2WEEIX, FIHD
AT w7 4~ 10 [TEH LT &N,

4a & H RIS

*CiscoEA—L X2 VT 4 F—hTxA TURL 74 LEZ VU ITRERHIENTND D
LEMERLET, URL 74 VZ U T 2GIT DI, Web A F—T A XD [k
¥ = U7 4% —ER (ecurity Services) ]>[URL” /L% U > 7 (URL Filtering) ] ~~—3
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ATy 710
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RTvT12
ATv 713
ATvT14
ATy 715
ATy 716

ATy I

EEDHSHURLEIFEFEL GV URL A S DRE

SUTFUY TANAEERALE, X vb—U0BENHS RLoKH [

BB LET, FEMICOWVWTIE, BEOHDURLFEZITEE LRV URL S DE#E (
1 =) ZRRLTIEIN,

CiscoOEA— Lt X2 UT 4 = U ATTURNTVLAT T LAEREHSNTND

CLEMRLET, TURNT LA T4 NZERMTT HITIE, Web A o F—T = A A

D[EXx=UT 4P —¥E R (ecurityServices) |>[7 YV b7 LA 7 7 ¢/L% (OutbreakFilters) ]
—VIZBBE LET, FEICOWTIE, TURT LA 7 740 EZ5SRLTLITEE0,

CiscoEA— X2 T 4 F— b0z TARAKRZ U DUBFEHIESNTNDLZ &
EHERLET, ALKV E2HAMTT DI, Web A X —T 24 ZAD [EF =
U7 4% —E A (ecurity Services) ]>[A/NA%IHK (Anti-Spam) | _X—IZBEIL £5, 7
FNZDNWTIE, ANRNLXERESR LT &N,

({EE) URL U A h&ERR L E£9, BT DI, Web A v X —T A AT[A—/RY
+— (MailPolices) ]>[URLY A  (URLLists) ] X—IZBEIL£7, MOV T,
HWEDHDHURL £7213LEE LRV URL O DOR#E (13—2) 2BRLTLIEEN,

[A—/LR Y 2— (MailPolicies) |>[3%{g=2> 7> 7 4 /4 (Incoming ContentFilters) JIZFE®EN L £ 7,
[7 4 A2 DB (AddFilter) 1427 U v 7 LET,

ATV T A NEDOLAFTEHRAEZ AT LET,

[%M% B0 (Add Condition) 1% 7 U v 27 LET,

[URLV ¥ =7 —3 = (URL Reputation) | %27 U > 27 LET,

(M58 7 « — K (External Threat Feeds) ] Z3R L ¥4,

HEDH D URL 2+ % ETF YV — A& @R L £7,

(FE) CiscoEA— X2 UT 4 = U TEBEHRELRZNATY A FUAXARNURLDOY A b &
IR L ET,

A=V DOARXLBIOMABIWERIZIA v E—VORMN 7 7 A NVOEZEDH S URL i+ 57-
WICHLEER [RICE £ HURLAEfEZS (Check URLs within) |4 7Y a 23R L £,

[OK] %7 U2 LET,

[T ar%ziBi (Add Action) 12727 U v LET,

[URLL E' =7 —3 3> (URL Reputation) 1 %27 VU v 27 L£7,

[N & 7 «+ — K (External Threat Feeds) | # 3R L £,

&M (A7 7 7) TRIRUZETF Y—A LR U ETF Y —AZ®RIRLIZZ L 2R LET,

EE) A7 v 78 THEIRLIZBLDOLEFLATYA NUARNURL DY A R &Z&EIRL T,

Ay —VORLB L OMABLEWERIZA v E— Y ORN 7 7 A LOEEZEDH S URL 2T 57

DITHHLR [RIZE £ HURLE RS (Check URLs within) ] 4 7Y 3 V& ER L £,

A=V ORLBIOHLBLIWELITZA v =V DUA 7 7 4 /L0 URL ISxF L CEITT 5 0ER

T va rEERLET,

G¥) x%y7ﬂ6@[Qk’ainému%%%)meUmﬁmmmﬁ7/a/’[%H774w
(Attachments) | ZBIR L7ZE. A vB—UNBIRMN 7 7 A VERET D Z & OB AHE
7T
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ATv 718
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EEOHD URLELFZELLHLURLAS>ORE |

TRTCOA Y=V T I araZE7950, REBLHDA vyE—IT 7 v a 2879 50%EER
l/\ijqo

OK] %227 Uv 7 LET,

EREXEGFL, RFELET,

WebX— 2D L 27— gAa7 (WBRS) &7 7IA4 7 ADETFIZR L CTURL L E =
F—2arvERELTWABERIE, TTFI9AT L ADNNT p—~ 2 A% 0 T 57792, WBRS
URL L ¥ =25—3 3 v DOIEF% ETFURL DIEFE LY b ELHRET A L2 BEO LET,

COA4NEEFALE. AvtE—CDEEDH

4% URL 0)1’%&

Bl LT, ETF = VU Z2HLTERDHH A v —T O URL Z i L, URL % 2k
5IZi%, “URL Reputation’ D A v —3 7 4 )L H J— ) UAECEHEH L ET,

X :

defang url in message: if (url-external-threat-feeds (['etf sourcel'],
<'URL whitelist'>,
<'message_attachments'> , <’'message body subject’> ,))
{ url-etf-defang(['etf-sourcel'], "", 0); } <’URL whitelist’> ,
<’Preserve_signed’>)}

518D ERBH
e ‘url-external-threat-feeds’ |Z. URL LV E o7 — 3 »D)NL— )L T,

* ‘etf sourcel’ I¥, X o —=VFEFEIA VO T s ANVDOEEDOH S URL
THEOITHEHEND ETF YV —ATY,

* ‘URL_whitelist’ [, URLART A F U X FDOAHITTY, URLAY A b U X RBFEE LR
Laik Iy L RRESNET,

* 'message_attachments' 1%, A /'[Z‘—‘:/@{?J%\tl‘77/f/1/®ﬁg®g?)é URL ZF = /7‘?5
SOIERLET, AvE—VORMT7 7 A VOEEDH S URL /T 2121E ' Off
R LET,

* 'message_body subject' . Avbe—UARL L DEZDHD URL #F v 7457
WIHERALET, Ave—YORLEHALDEEDSH D URL 2T 212131 OfE 4
% I_/i‘é‘o

N

GE) RAob—YoORIL, B4, BmFT77ANVOEEDSH D URL 2
H4 251203, OfEEFER L EJ,

e ‘url-etf-defang’ |X., TBEDHDH URL ZETr A v —VIZx LTEITTEDLT Vv 9
D1o>TY,
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| EEDH% URL E/=(FLF L <L URLH S DREE
L7 gy ssEgEnE=4 |

LTFoBNL, BEOHDURLE G A v — Ik L TlEMA CEHETFR—ADT 7 ¥ =
T
* url-etf-strip(['etf _sourcel'],"None", 1)
* url-etf-defang-strip(['etf_sourcel'], "None", 1, "Attachment removed")
* url-etf-defang-strip(['etf_sourcel'], "None", 1)
* url-etf-proxy-redirect(['etf _sourcel'], "None", 1)
* url-etf-proxy-redirect-strip(['etf sourcel'], "None", 1)
surl-etf- 7' 2 % - U XA L7 hostrip(['etf_sourcel'],"None", 1,"Attachment removed")
* url-etf-replace(['etf_sourcel'], "", "None", 1)
* url-etf-replace(['etf_sourcel'], "URL removed", "None", 1)
* url-etf-replace-strip(['etf sourcel'], "URL removed ", "None", 1)
* url-etf-replace-strip(['etf _sourcel'], "URL removed*", "None", 1, "Attachment removed")
e ‘preserve signed’ (&, ‘I £/ 0 TRINFET, ‘UIX. TOT 7 a UBRELHD

AyvE—VORTEHNINDZLamRL, 0CIXIDT 72 a rNFXTORA vy =V
WHEND ZLE2RLET,

LRI T, ETF= PNk oTA v =07 7 AV TEE D H 5 URL D
B SN GE, 7 7 A NVBBRESNET,

Strip Malicious_ URLs: if (true) {url-etf-strip(['threat feed source'], "", 0);}

URL 7 4 LAY VTR DE=S

BHENEZEZEDH S URLBELR=2— FF /LR URLICHET 557 — 4% 2Frd 5121E. [F
=% (Monitor) 1>[URL 7 « /% (URL Filtering) ] #i&IR L EJ, ZDOX—T DT —X D5t
Mz >WTIX, [URL 7 4 /L% U 2 (URL Filtering) | _X—Y %L T 7ZE0,

o~ — ~ N E‘ —
Ayt—2 FTyE D URLFHDRTR
TIRTVvAT TANEZBIOEESTZa T T4 VZ > TEREESN/ZURL DA v
=Y N7 XU T OFMERTRT DL, LD Z ERMETT,
A vtE—U NI XTI BEDNIRSTWVBILERLY £,
T RNTUA Y T4 NEBIWELIZ, URLLE 27— a8 LIZURLI T IV
HALarT oY T4 NEZRBHL THWALERHY 7,
T RT VLAY T4 NZIZDOWNTIL, URLEBX#EI NN > TWDHILENDH Y F9,
URL EXHZBLORNAAL DAL N2 BB LTI,
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URL 2 4 LAY TD ST a—TFT429

EEEE

7 DFF (20 =)

77— : SDS : BERREHEORSH D=7 — (Error Fetching Enrollment Certificate)  (
21 =)

« 77—k :SDS : iEFEMNEL)TT (Certificate Is Invalid) (21 ~—3)
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