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RAAL Y TaT 7 AMEIRAL e RAL » F—15H (B4 F— CBEN®) 2 BEA £
T, BFA—MI TTIAT VAT, A—=L70—RI I —ICLoTEESN, WTFhro
RAL o TaT7 7 AW —ET L2HEME T A—AT RLAR, RAAL T a7 7 A VHRE
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L HLOEF—DERE I EOT—DAS) HikzRIE L £,
IDOX=aTADaAr7 4 F¥ab—3a rOmbliE, B4 EREEOR b —RI R kLR
LTWET, HEETFA—NVDA—)L 7a— 7R ¥—T DomainKeys 3 L ' DKIM &4 % A
F—=TMITEHZE L, BIEBFA—NLDA—/L 71— R 2 —TDKIM #iFEE2 A F2—7 /L
T 52 TEET,

\)

6=

A KL TIThIVE T,

I AR R AL T T 7 A NVEBAX—2RETOHE. [FAM Y F—TnT 7 A
Jb (Domain Key Profile) ]#%/E & [B4 ¥ — (SigningKey) [fXEN IV 7 LTWAE I LIZHEE
LET, 2072, BAFXF—%2at—, BE), ELTHIBRLESGS. RCEBESREE 07 7

DomainKeys & & U DKIM E & DERL

EHT—

BAEIE B
cBHhHF— @)
« ABF— (5 =)
e KAV T T 7 A0 (63—)
e R UABIOBIEA v =V DBEL DA X —T M (T3—)
CIEFEA—NDBELDA F—T W (T =)
« DomainKeys/DKIM E4 D% & (GUID) (8 X—2)
s ALV F—tuXxr s (18%—)

BAX LT T I7A T ARSI N TV ARE X —TT, BAXT—OIERRRZ, F—H A X
ERELET, F—HFAZANKEWNVEEEXF 2T 4B ELETR, RT3 —< R TEE
THARMELH Y T, T ITA T ATIES12~2048E y hDOF—% P KR—F L TWHET,
768 ~ 1024 £ hDF— YA XFLZETHDH RS, BIEIZEAEDOREEMTEDILT
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DomainKeys 38 X O'DKIM B4 (T HEA =L DA —)L 7o — K > —TA F—7 I LET,
FEHIC OV T, [Configuring the Gateway to Receive Mail | DFEA B L TL 72 &0,

FIE

[A—/ 71— KUY — (Mail Flow Policies) ] <— ([A—/L A& U I — (Mail Policies) ] A
=a—5) T, [Vlb— (RELAYED) | A—/N 7nu—KU— (KEF) 227V vr LET,
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ATvT6

ATy T17
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[A—/VAKRY T — (Mail Policies) 1> [&%4 71 7 7 A /L (Signing Profiles) | Zi#IN L F 7,
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TaT7 AN EANLET
[FAA ¥ —% A7 (Domain Key Type) |2k} LT, [DKIM] Zi&R L £ 7,
FLOAT v a U RA—VICRRENET,

NAA B AT LET,

LI EANLET, BEL 27 XX, [ domainkey| ZRIZEROFNIA T BV DR D4
T, EEMRAL BV BERORIBARS—%2Y R — M 520cEbnEd, BL 7 4E
EE XX, DNSARIZEMEBB T A— I~y X —THNTHLILERDHY, ZNblckIan
YEEHDLHIENTERNEWVIBENBMESNET,
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BLTSZE0,

BATHAYHT =DV A NERIRLET, KONy X —nHEINTEET,
« [T (Al ]o AsyncOSIXBAWFIFET HT X TONy X —ICBEHL LET, EEPIC
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BEBIRTXEST, ROFT a0z @RLET,

s (AKX etk z &t (Whole Body Implied) ], AXDR S 2 HWrd 572012 =] Z 7 Z4EH]
L2 TLZSn, Ayt —VaficEsn L, ERZHFLEE A,

o (A 2R % BERHET (Whole Body Auto-determined) ], A v — VAR EKIZES L, %
FHICARLDORBE~OT — X OBMEFFA LET,

s [RFIZESL /N1 b+ (Signfirst _bytes) ], EEL7=A MEET, A vE—UARIZE
% l—/iﬁqo

ATYTR AvE—VBLO~Ny =T 44—V RIIEDDLZTEERLET, ZNHDOX ZITHEMSIT
WAIERIZIA v E—VBELORGECER ESNE T, kOFT v arnb 1 DL EEZRIRLE
D

[M"F ), BAEINTEA YRR L2 EE -T2 FOID (72 & ZE
A=V T VAN FX—V %) , RAA U @example.com 72 £, @i BN i7z R 2
A ANTTLET,

c["q" ¥ 7], ARF—ZEETADIERESNSG  —JiEOaa XYY U R K, Bl
1E, ME—A N7 EI dns/txt TT,

""" F T, BAMERSNZEEDH A LAZ T HFRLET,

c["'x" Z 7], BAVKET T DM ARG, BAOFRIIR (A 2B ELET, 7
7 4V M X 31536000 #> T,

gxx—rii W



T A— LB |

["2"Z 7], BEA— () IZXoTREBENTWNENYy X —T 4 —/L RO Y R ML, Ay
T UNEL SRR RENET, AU, N~y X — T 4 — L ROARTEERE £
F9, kiR~ LET,

z=From:admin@example.come|To:joe@example.com|

Subject:test%20message|Date:Date: August%2026,%202011%205:30:02%20PM%20-0700

ATYT1 BLHORAA L Ta 77 ANEEHTI - (EFA—L T RKLA KA NRE) AT
LET,

GE) KA TuT 7 A NVEERT 256, FEO2—PIZEEMT 57 n 7 7 A4 L0
REICBNT, BEEHEHTL2Z LICEEL TS EEY, 72L& 21X, example.com
D77 7 A )L joe@example.com DHID T 17 7 A VEAERKT HE LET,
joe@example.com 725 A —/L3E(E SN DA, joe@example.com D7 17 7 A )L
Db ET, LL, A—/) adam@example.com 2> 555 SN D HE1L.
example.com D7 11 7 7 A L MEDILE T,
ATy T8 EHEEZEEL, REFELET,
ATy 15 ZOEES T, %EA—/L 7 1r— K ¥—"TDomainKeys/DKIM &4, & A % —7 /W L TR0
BEIFA X =T NCTDIRERH Y T (REA—NVDOZELDA =T (T <—V) &
ZRLTIEESWY)

G¥) DomainKeys & DKIM Ol ;D71 7 7 A )L Z2AERK L TV D55 AsyncOS 1115
A —/LZ DomainKeys & DKIM D 5 DE4 %2 FEITLET,

ELX—DERFITHESE
T LWEALFT—DER (12 X—)
« BEF OB FT—OfE (13 5—)
FLOBRF—DER
E4 % —|% DomainKeys 3 X U'DKIM BA D RA A 707 7 A VBT T,

FIE

RATY 1 [A—R U ¥— (Mail Policies) ]>[%&4 F— (Signing Keys) ] Zi&R L £,
ATFv T2 [¥—%BM (AddKey) 1227V v 27 LET,

ATY T3 X—D4RIEATTLET,

ATv T4 [ (Generate) 127 U w7 L, F— A X&BRLET,

ART9TS BEREEEEL, RIELET,

GE) F—FENYUTEHRNAL L T T 7 A NVEREL TWRWEEIL, RETDHLEN
HOGENRH Y T,

B =782



| Exx—n@mir
prngsr—oEEe |

BFOEL X —DRE

FIE

ATwT1 [A—/LAKRY T — (Mail Policies) ]>[E4 ¥ — (Signing Keys) ] Z R L £,
ATvFT2 HHOBAX—%227 ) v LET,

ATV T3 HLWEALAFT—OER (12 3—) O@MAICE->T, BHOZ 4 —/V RERELET,
ATv T4 BHEEREEL, RIEFLETS

EZX—DITHYRKR—F

TFIAT LV ADTRTDOF—X, | DDTFA T 7ALE LTI AR—FENET,

FIE

ATV T [A—/AR U — (Mail Policies) ]>[%E4 % — (Signing Keys) ] Zi&R L £,
RT9 T2 [¥—%x 7 AKR—b (ExportKeys) 1547 U v LET,
ATV T3 T7ANVOL4HIEAI L, [FEIE (Submit) |27V v LET,

BEDEZX—DA VR— bEEIFAS

B:&EIE
« TR AT (13 2—=Y)
HEFEDT I AR—K T7ANNNEDF—DA R—k (14 2—2)

F—0RsY T

FIE

ATV T [A—/AR U — (Mail Policies) ]>[E4 ¥ — (Signing Keys) | Zi&IR L £7°,
ATY T2 [F—%EBM (AddKey) 1227V w7 LET,

ATY T3 [T — (PasteKey) ] 7 4 —/L RIZxF—Z2AE0 117 £ (PEM 7 +—~ v b X4, RSA
X —DHTHLIMLERHY FT) |

ATy T8 EREFEL, RFLET,

EF A —ILERE
I



EFA—LEE |
B scozoxt—tr srqnbonr—or k-t

BEDIIVRAR—K T7A4ILDNDF—DA VR— b+

\}

GE) X— 775 ANEEETAICIE. B4 —0Dx 7 ZAR—F (13—) 2B LT 7EE,

FIE

ATy T [A—/AR U ¥ — (Mail Policies) ]>[%&4 F— (Signing Keys) | Zi&R L £,
ATF9 T2 [F—%A K —F (ImportKeys) 127 U7 LET,
ATYT3 T AR—FENTZELF—2FL T 7 A NVEBRLET,

ATy T4 [%F (Submit) 227V v 7 LET, A VA= MIEoTIRTOEFEDELFT—NESHZ
LN EenEEINET, TRAN 774 00T RTOF—BA AR—FENET,
AT TS [ AR —b (Import) 127V v 7 LET,

EZ ¥ —DHIFR

ESPEREENS

BRI L-BL X —0HIER (14 2—)
o« TRTOELX—OHIE (14 <2—)

BIRL-EBLX—0HIR
FIig
ATy 1 [A—R U — (Mail Policies) ]>[%&4 F— (Signing Keys) ] Zi&R L £,
AT9 T2 HIRTAEBAHX—DEDT = IRy 7 A A AT LET,
ATv 73 [HIFR (Delete) 1227 Y w27 LET,
ATy T4 HIREMRELET,
TRTHDERZFT—DHIR
FIig

RT9F1 [A—/LAKRY T — (Mail Policies) ]>[E4 % — (Signing Keys) ] ZiIR L £,

RATw T2 [E4F— (SigningKeys) ] X—TD [T XTOF—%HE (Clear AllKeys) %27V v 7 LZE
D

BFA—ILEEE
T |



| EF+—rgit
oNs 752 + La—rosm [

ATY T3 HIBRAEZMRLET,

DNS 7 X k LO— FDER

FIE

ATYF1 [A—/LKY 2 — (Mail Policies) >[4 7' 1~ 7 A /b (Signing Profiles) ] ZHE4R L £,

ATY T2 [FAALVBELT 17 74/ (Domain Signing Profiles) | &7 > 2> ® [DNSTHA kL a—F
(DNS Text Record) ]5IT, ®5T D RKAAL L T a7 7 ALD AR (Generate) |V > 7 %7
Uy 7 LET,

ATYFT3I DNSTHA L La—KRIZEDLIEMEDT = v /Ry 7V AEF I LET,

AT T4 [FAER (Generate Again) 127 Vv 7 LT, BEEZEOTHF—&2HAERKLET,

ATYTE DNSTHA b La— KRy RUDFEHOTHFAL 74—/ F (A8 —T&ET) ICFR
ENET, HBAICL-o L, BEOXTFTFIODNS TF A b La— RpEgShEd, #ko
XFHIODNS 7F A b La—R (15X—Y) 22RLTIEIN,

ATvT6 [T (Done) 127V v LET,

RDERY
FEEIER
I DOXLFHIDDNS TH AN La—F (152—)

BHOIXFIIDODNS TXX ~ La—F

DNS 7% A b La— FOERMITHEA SN DEX F—DF A X3 1024 £y F LD REWGE
i, BEOXFHNIODNS 7F A b La— RBAERENDZ ER”HY 3, 2L, DNSTF
AR Va—ROR—OXFINIGEDDHIENTELDE, 25 XTFUTTH LD TT, i
® DNS $— S TIIEE DO LFFIODNS 7T F A b L a— RRZIF ARSIV, EfTE8hR
VW2, DKIM GRAEITRT 2 FREMER &V £ 7,

ZOVF VA EERET DD, —ESAKFEFEHL T, BEOLTIIODNS T F A L a—
K&, 255 34 bAREDOXFINCETHZ L2 HER L4, ko, BlaRLET,

s. domainkey.domain.com. IN TXT "v=DKIMI1;"
"p=MIIBIjANBgkghkiG9wOBAQEFAAOCAQS8AMIIBCGKCAQE"
"A4Vbhjg2n/3DbEk6EHdeVX1IXFT70E18lamoZLbvwMX+be "
"CdxcsFV3uS7G800JSWBPOz++nTQOmy9ZDWfaiopU6k7tzoi"
"+0RD1KkhCQrM4oP2B2F5sTDkYwPY3Pen2jgC20gbPnbo3o"
"m3clwMWgSoZxoZUE41y5kPuK9fTtpeJHNiZAgkFICiev4yrkL"
"R+SmFsJIn9IMYH5+1chyZ74BVm+1 6Xg2mptWXEwpiwOxWI"
"YHXsZ02zRjedrQ45vmgb8xUx5i0YY9/yBLHUdGC+GUKTj1i4"
"mQg48yCD/HVNfsSRXaPinliEkypH9cSnvgviWuIYUQz0dHU; "

ZOXEITLTHEENT-DNS TF A F La— N3, DKIM £l LY | AHEFHZ o —
DOLFINCFHHBRINE T,

EF A —ILERE
I



BF A—)LEREE I

B cxqrToo7qno72r

KAAL TAIT7A4ILDTR K

ATy T

B —HAERR L, TNE RAL L T 7 7 A VICBEERIT, DNS 7% A h &4 LT,
[BDdHD DNSICHEALIZSL, RAAL Y Tady A VET A NTEET,

FIE

[A—/VAKRY T — (Mail Policies) 1> [&%4 71 7 7 A /L (Signing Profiles) | Zi#IN L F 7,

ATY T2 [RAAL L EL T 17 74 /L (Domain Signing Profiles) | ¥ 27> a > D [T A N7 7A/L

(Test Profile) 1%ITC., RAAL L B 77 AND[TAL (Test) |V 2 &27 Vw27 LET,

RAT9 T3 BHELITKMETT A v =V RR—=U0 EICFERINET, 72 MR LEESEA, =

7= THA N EALEE A v - VRERRENET,

KA TOT7A4ILDITY RAER— b+

ATy T
ATvT2
ATvT3

TTITAT LV ADTXTDRAL T T 7 AE, BH—DTFA M7 7AW AR — |
ShEd,

FE
[A—/AKRY T — (Mail Policies) 1> [&%4 7 1 7 7 A /L (Signing Profiles) | Zi#N L F 7,

[FAAL T a7 7 A NVDxE7 AR— bk (Export Domain Profiles) ] %7 Vv LE7,
T ANOARETEZ AL, EE (Submit) 1227V v 7 LET,

KA AT 7A4ILDA VR— b

ATy
ATvT2
ATvT3
ATvT4

ATy TH

FIE

[A—/VAKR Y T — (Mail Policies) |>[&4 7 © 7 7 A /L (Signing Profiles) | #i#N L 7,
[FAAL T a7 7 A VDA R — b (Import Domain Profiles) 1227 Vv 7 LET,
T AR—FEINTERAL L TaTr A NVEedhe7 7 A VERIRLET,

[4F (Submit) 1227 Vw7 LET, A VA= ML TITRTOMFEO KA T a7 74
NREXBMZONDIZENEEINET, TFAN 774 VDT RTCORAL Y T 77 A
NNA VUR—bhENnET,

[f >R —F (mport) 1227V v 7 LET,

B =782



| 82—z
kxqy 7nor4nouk i

KAAY 7774 ILDHEIR

EEEE

c AL Tu 77 A VORI (17 =)
T RTDORAL Y T 77 A VOHIBR (17 =)

RAALY TRT774ILDOHIBK
FIE
ATY 1 [A—=/NARY — (Mail Policies) ]>[#E4 777 7 A/ (Signing Profiles) ] Z3&R L £7,
AT9T2 HIRTEERAAL Y 7077 A NDEDF = IRy 7 Ak F A LET,
ATv 73 [HIFR (Delete) 1227 Y v LET,
ATvT4 HIREZHRALET,
TRTDORASAY TAT 74 ILDOHIR

FIE

ATYT1 [A—/AKY ¥ — (Mail Policies) ]>[E4 7 77 7 A /L (Signing Profiles) ] 8RN L 7,
AT T2 [T_CHEE (ClearAll) 1227V v 7 LET,
AT T3 HIRAEMELET,

KASL A7/ ILDEBE

FIE

ATwF1 [A—/LR Y 2 — (Mail Policies) |>[E4 7 17 7 A /v (Signing Profiles) ] Z R L £,
AT9 T2 [RAAL T a7 7 A )LOkKFE (FindDomainProfiles) &7 > a2 C, MBEHRUEEZBELET,
AT T3 [Fua7 7 A LDfd#E (Find Profiles) 1227V v 7 L£7,

ATy T8 RETIE, £ RAALY 7177 AL email, domain, selector, signingkeyname D7 4 —/L K

MAFy N ET,
G MFBFEE AT LW E, MBI TRTORAASL T a7 7 AV EIRLE
ER

g7 -1 I



E¥A—L@E |
B oxmso—ugEorse

DKIM &' 0 —/\ LR EDIRE
DKIM ® 7 a— NVEREEZFEHA LT, ROZEEITINE I DNEZERIRTXET,

*DKIMEBA TV AT AMIE s TERSINIZA vE—VIZELLET, 77747 VAL,
KDA =184 LET,

» Cisco IronPort A/~ A @@ %N

« LT U T 4 VX THER I NZIEM

CREA -V

ARl DS S

« DKIM 24 ® From ~~ v % — D1 [

FIE

ATV 1 [A—RY > — (Mail Policies) ]>[E4: 7 7 7 7 A /L (Signing Profiles) ] Z %N L E 5,
ATw 72 [DKIMZ 1 — L% E (DKIM Global Settings) ] O T O [f%E DOfmtE (Edit Settings) 1% 27 U v
7 LET,
RATY T3 EHISCT, ROT 4= RERELET,
« VAT LR A v E—Y ODKIME4: (DKIM Signing of System Generated Messages)
* DKIM E4: ® From ~» % —Offi f

GE) DKIM 412 From~v Z —ZfH L T\ WiEa ., F72136%072 From ~ > Z —73
FIEL 72 WA, Sender~y ¥ —0ME SN FE T, DKIMBAFERA vE—TD
DMARC #FFED 4. DKIM B4 11T From ~v Z — %2 HT 50N H D £,

ATy T8 ERzEEL, RFLET,

KAAY F—=4OXY

DomainKeys H4FFITIE, RO K 5 RITHRA—/L v ZITBEMENET,

Tue Aug 28 15:29:30 2007 Info: MID 371 DomainKeys: signing with dk-profile - matches
userl23@example.com
Tue Aug 28 15:34:15 2007 Info: MID 373 DomainKeys: cannot sign - no profile matches
userl2@example.com

DKIM B4 BRZIE, DX D TR A—L v JIBMEnE7,

Tue Aug 28 15:29:54 2007 Info: MID 372 DKIM: signing with dkim-profile - matches
user@example.com

Tue Aug 28 15:34:15 2007 Info: MID 373 DKIM: cannot sign - no profile matches
user2@example.com

B E7r—0E



| EF+—rgit

DKIM % L1=248 * v t—SoigiErz ]

DKIM ZfER L I=Z{EA vt — P DEREEHIE

DKIM Z L7 A v — Y DWRGESE

BERR B30
27 w7 |IDKIMZHEHLTA vy —T %255 7 0 | DKIMBGRE Y v 7 7 A4 VOERE (21
1 T ANVEERLET, R—)
257w 7 | (EFE) DKIMZFERALEZEA vy E—V D | A—L 7ua— R —Z2FH LT
2 WBERZHF R SNADAZ LD A—)L 70— |FBEAvE—CD N — LVDER
AU —ZERLET,
A7 w7 IDKIMZFEH L TREA vy E—VERIET D | A—/V 7u— R 2 —"Tod DKIM
3 Fo A= 7o —R) —EFRELET, |WIEOHRE (23 1—)
AT LN T TFIAT VADBEREINT-A v E—TE|DKIM BEHEFEHR A — VDT 79 v
4 TTA7 7 arvrERLET, DERE (24 2—)
2T v | BEDEEEETIZEEDIN—TITT 7 | A=V R > —DRIE
5 va s ERBEEMTET,
ESPEDEYS]

* AsyncOS |Z & %5 DKIM fREEF = » 7 (19 ~—2)
« DKIM #5712 7 7 A L OEH (20 ~X—)

e A—L 71— RY L —TO DKIM WFEDHE (23 ~2—)
e DKIM FRFEE LA — VDT 7 a L DixE (24 2—)

Async0S [Z & % DKIMZSEF = v

DKIM fRFEFIZ AsyncOS 77T A TV AZBRETDHE, ROF = v 7 INFEITINET,

FIE

AT 9T 1 AsyncOS [T5%15 A —/L D [DKIMY 7 % F v (DKIM-Signature) | 7 4 —/L K, B~y H—D
WL, A8 T, BHZ T afi~Ed, BANRINOLOWTINOF = v 7 TRRT D
L. AsyncOS (F permfail ik L £7,

BLT = v 7 DFITH, ABDNS L a— R DA —2AES IS4, TXT b2 — RBRGES
NEJT, ZoO7aARICZT =B RHSNS & AsyncOS T permfail K L £9, ABF—
® DNS 7 =V —CIhE # BfF TE 2054, tempfail 23%84E L £9,

NBF— OB, AsyncOS Iy v affixF v/ L, BHERGAELET, ZOFIEFICT
T —INEAT S & AsyncOS 1X permfail i L £9°,

ATy T2

ATvT3

EF A —ILERE
I


b_ESA_Admin_Guide_ces_13-7_chapter7.pdf#nameddest=unique_252
b_ESA_Admin_Guide_ces_13-7_chapter7.pdf#nameddest=unique_252
b_ESA_Admin_Guide_ces_13-7_chapter10.pdf#nameddest=unique_498

BFA—LRE |
B cxvissonosr s ronm

ATYT Ty 7IZTXTEKTSH L. AsyncOS (T pass # il L £ 7,
GE) Ay —VERIPEESNTERES LIV RVWEA. AsyncOS ITIRDHEZ K L7,
dkim = pass (partially verified [x bytes])

I TXITRAE SN M EEEELET,

B AEREERS Bid. Authentication-Results ~v #— & L CA SN ET, =& 21E. ROWVTI
MDE I~ H—2Z TWMDHZ LNV 9,

Authentication-Results: examplel.com

header. from=From:userl23@example.com; dkim=pass (signature verified)
Authentication-Results: examplel.com

header. from=From:userl23@example.com; dkim=pass (partially verified [1000 bytes])
Authentication-Results: examplel.com

header.from=From:userl23@example.com; dkim=permfail (body hash did not verify)

(6=3) BUED DKIMRGEI IR DA 724 TIFIE LET, REISRE S E4 26
LT, BEECTE EH A, ZOMEIL, BOU Y —ATHEATE D X 512725 " Hetk
WY ET,

RAALUIZDKIM T A R E—RTCTEDDNSTXT La—RFRHBE & (t=y) . T
TT AT AL DKIM MGE & BEZ SERICAF v 7 LET,

DKIMIREE TR 2 74/ LD EIE

DKIMBFET 0 7 7 A ET T TF7A TV ADA— L7 a—R Y —3DKIM B4 & RiET 5 7=
OIFRHSNDRTA—FDIYARNTY, 2 ziE, 72V —0BFA L7 Y T DHEIZ 0
WMot 7r a7y AneE, 72U —0NEA LT U MNTLHRIC3IBIETRAKRAET 2 7 7 1 v
D, 2ODKIET e 7 7 A VEER TE 9, THROTTLED A—/L 77— R U I —({Z2 28
DIFFET 1 7 7 A )L ZE| D 2T T, DDoS DIH DA F N— g &P TEET, KAk
707 7 A TR OIE R CRER SN E T,

« REET 0 7 7 A )L D4R,

TR TEDLAMX—OR/N, KA X, T 740 bDOF—DH A X1E 512 B L2048
<7,
AvE—VORTHGETEDBLDORKE, A vE—VICERLIEBAORKELV S
SOBLANBAEE. TTIAT LV ATEY ODBLOKREE AF Y7 L, A vE—I0M
HAEHITLET, T 740 ML, 5504 TY,

EEHEO VAT ARG & RRGEE D> AT KR & OB OFRFM OB KPR (AL . 7=
E 2T A v E—UFAD 05:00:00 [IZHIREIN E 220 | BREEE O T AT AKEZS 05:00:30
THHIEE. HHOHFEEN 0 D THNIEA v —VBLITHENREETTN, HE~
D10 B CTHIVTIENZe 0 £F, 7 74/ MI 60 TT,

AKX DESONRT A= EFEHTLINE I DERET AT v ar,

B =782



| EF+—rgit

pkmigiE 7077 4 Lotk [

o R ZRBEE DY
« JKifER 72 R E D 35

T Ty ANHTTRTCOMGFORIET R 7 7 A NV ERBETEET,

T 7T AT AD configuration T 4 L7 R UV IZDKIMMFET B 7 7 A VETF AN T 7 AL L
LCZZ AR—FCTEET, BRFAET B 7 7 A NVET I AR— DL, TTIT7A4T 2 AIFE
TEHTRXRTOTa T 7 ANANIDODTH AT 7 A VIHASNET, FHMICOWTIZ, DKIM
BEET 27 7 ANDOTT AR—K (223—) 2R LTLEEN,

D=7 AR — K LIZDKIMRGFES 0 7 7 A VA i R— FT&FET, DKIMBGES 2 7 7 A
NEAVR—FTHE, v OB EOTXTODKIMMEE 2 7 7 A VA BEXHZ 52 21T
R0 Fd, EEMICOVWTIZ. DKIMMGFE 2 77 A DA hR—k 22—) 2B LT
<TEEVY,

IZFEITTBSMTP 727 >3 o,

AN
=
BICFEITTHSMIP 7 7 a v,

HEEE

« DKIM #RGE 7' 1 7 7 A VOAERL (21 ~2—2)
DKIM R 7 7 A VDTV AFR— K (22 _X—)
«DKIM BFE7 2 7 7 A VDA iR— |k (22 3—)
* DKIM #FE7' v 7 7 A L OHIER (22 ~X—7)

« DKIM fRfE 7 10 7 7 A L DR (23 =—3)

DKIM 23E 701 7 7 4 L OHERE

Fg

ATFvF1  [A—NKRY — (Mail Policies) |>[fiE~7' 1 7 7 A /b (Verification Profiles) %7 U v 7 L %
‘d‘o

ATw T2 [FaT7r7AN%EBI (AddProfile) 1227 U v 27 LET,

ATYT3 TurTrANAEANTILET,

ARTYT4 TTITATUARTHFAITHELF— DR/ — A XERIRL £,

RTYTS  TTITATUARHFAITHELFT—ORKF—H A XERINL £,

ATYT6  1DODA Y=V THEET 2BADRRBERIRLET, 774/ ME5HOOEHLTT,

ATvT1l F— 72 V—RNEALT T NTHETORRE () 28R LET, T 740 MI10BTT,

ATV T8 EEHOVAT ARG LGS DY AT AREZ & OB ORI ORKFFRZ (AL 23N
F3, T 7+ I 60 TT,

ATYTY  AvE—VORGEZ, BADKILDOEIONRT A—=FEMERT 008 2 0ERL £,

ATV TN BAEHRT DL MHREERS LGS, T IA T VABRA =V %% AND

D HESETANERBIRLET, 7T I9AT UV ANRA v =V ESTAEE, 574080
451 SMTP & a— FE 7201380 SMTP JGE a2 — RETHF A M2 ERET AL I@BIRTE £,

gxx—rii W



BFA—LaBE |
B cxmzsziooroiozszk—r

AT TN BLEWERTD L EIKGERREERSDIBEIL. TTITA TV ANRRA v =V %ZIFAND
. EETANEEBIRLES, T I9ATUVARA v =V ERTAEE. T 7400
451 SMTP & a2 — R E 721380 SMTP & a2 — R ETHF A 2R ETH L I@IRTE £,

ATvT12 EHEEHELET,
LT 77 A NANRDKIMRIE 2 77y A VDT — T I ERINET,

ATy I3 EBEEZREEFELET,

ATV T4 ZOBETEEA—L 7u—RY > —TDKIMWIHFEZ A 2—7 WML, T BT 7 7
ANEIBIRTHIMBENRNH Y F9,

DKIM#BHSETO 774 LD RiRk— b+
TITIATVADTRTCODKIMBIET 2 7 7 A JVITHE—DT A R T7 7 AL LTI A
R—hr &, TF T4 7T AD configuration 7 4 L7 F VIZRIFESNET,

FIE

ATYT1 [A—/KRY — (Mail Policies) |>[MiE~7 v 7 7 A /L (Verification Profiles) ] Z R L £,
RTv T2 [TaT7y A NExT 7 AR— |k (ExportProfiles) 1 %27 U v 7 LEJ,
RART9T3 T ANDLFIEATI L, [#EE (Submit) 1227 U v LET,

DKIMARSE TR 274 ILDA >iR— k

FIE

ATYF1 [A—/LKY 2 — (Mail Policies) ]>[MiF~7 1~ 7 A /L (Verification Profiles) ] Z 3K L £,
AT T2 [T 7 A NVEA R —F (ImportProfiles) |27 U7 LET,
ATV T3 DKIMBRGET R 7 7 A VEEGie7 7 A VERIRLE T,

ATy T4 [%E (Submit) 227V v 7 LET, £V KR—FMILoTTRTOEEFED DKIM MEET 1 7 7
ANNBEHZ HND 2 ENELEINET,

AT TS [ AR —b (Import) 1227V w7 LET,
DKIM#REEZ 0 7 7 A4 JLDHEIER

ESPEREY=]

BN L7 DKIM WEE T 1 7 7 A VDN (23 ~2—)
« T XTCO DKIM fFE7 1 7 7 A VOB (23 =—)

B E7r—0E
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#RU-omiziET 077 4 Lok ]

BIRLE=-DKIMAEREETO 7 7 4 JLDEIRR

FIE

AT9F1 [A—/LKR Y — (Mail Policies) ]>[IRFE~7 7 7 7 A /L (Verification Profiles) ] Z N L £,
ATY 72 HIERT 5% DKIMBGES R 7 7 A VDD F = v IRy 7 R A LET,

ATy 73 [HIEE (Delete) 127V v 7 LET,

ATy T4 HIREHRALET,

TRTODKIMARIET O T 7 4 JLDHIR

FIE

ATYT1 [A—/AKRY — (Mail Policies) |>[MiE~7 17 7 7 A /L (Verification Profiles) ] Z R L £,
ATV T2 [TR_CEE (ClearAl) 1227V v 7 LET,
ATv T3 HIREZHRALET,

DKIM &SI 0 774 LD
T_TODKIMKEET 2 7 7 A MZONWT T B 77 A A4 LEEOHESRELET,

FIE

ATYT1 [A—/KRY — (Mail Policies) |>[MiE~7 17 7 7 1 /L (Verification Profiles) ] Z R L £,

ATY T2 [RODKIMMGEY 7 7 7 A L% FF& (Search DKIM Verification Profiles) | =72 v 2 > T, %
FEatEELET,

ATFY T3 [T 7 A LO% (Find Profiles) 1227 U v 27 LT,
BB T, HEDKIMWREE S0 7 7 A V45 A¥x ¥ o LET,
RIFEE AT LI WA, MBZ Y Y UNE TR TODKIM RGE7 0 7 7 A V&R L ET,

A—JL 78— —TO DKIMREFDHETE

DKIM KiEEIE, SZEA—NLDA—)L 7a— R o —TA F—T NI LET,

EF A —ILERE
I



B oxmissEenxe s

T A— LB |

FIig

AT9F1 [A—/LKRY T — (Mail Policies) ]>[A—/L 71— 2— (Mail Flow Policies) ] Z3#&R L %
j‘o

ATY T2 BREEFEITT DV AFT—DOFF[A—NV R o—%7 Vv LET,

AT9T3 A= T7u—KY T —D[kFx=2UT 4P —EA (Security Features) |27 a3 > C, [Fv
(On) ] %#ER L T, [DKIM#FE (DKIM Verification) |1 %A % —7 M L7,

ATy T4 RY—CHHATSDKIMBFET 1 7 7 A )V EFR L £,

RAT9TS BERARGFLET,
RODARY
FEIE

« DKIM BRGEE B X7 (24 =)
DKIMREEE QXY

DKIM MRFERFICIE, D X D TR A —)v v B EnE 4,

mail.current:Mon Aug 6 13:35:38 2007 Info: MID 17 DKIM: no signature

mail.current:Mon Aug 6 15:00:37 2007 Info: MID 18 DKIM: verified pass

DKIM #&EEBFHA A —ILDT I aVvDETE

ATy T

RTvT2
ATvT3
ATv74
ATvTH

W &7

DKIM A —/L&FET 5D &, A —/LIT Authentication-Results > Z—2%BM S E 328, FHGE
FERIZBARR R A= WFRIT ARG E T, ZO ORI RITHESNWTT 7 v a U E2RIE
THITE, 2T T 4 F EER LT, DKIMBRGEE A A —VCXET DT 7 v a w57

LT, =& xid, DKIMBGEN R L7256, A— AV EBE. XU A Ry Fi2id

MRBECY TICED LR ETEET, INEFETTHITE, a7y 740 v &AL
T, 773 alaXETHLERDY £,

FIE

[A—/AKRY T — (Mail Policies) [>[=fg=>7 Y7 /L% (Incoming Content Filters) ] %%
RLUET,

[Z7 42 DB (AddFilter) 1227V v 7 LE 7,

[5:F (Conditions) 1&7 v 3 > C, [§Mf%EBN (Add Condition) | %7 U >/ LET,
M0V A )5 [DKIMARGE (DKIM Authentication) ] Z B4R L £,

DKIM &2 IRLET, ROA T arondFnmnz@RLEd,

. [PaSS]o A o= UFFERET A B 1:%‘ L¥E LT,

—JLEEE



| EF+—rgit
spr s s U siFiiEnnE [

* [Neutral], FRFENETSNEHATL,
s [Temperror], EEFIRE72 =T — 3 RAELE LT,
* [Permerror], EEAFIRER=T —RAELE LT,
o [Hardfail], FEAET A h2MRELL & L7z,
s [None], A vbE—VIiEBLINTWVERA,
ATYT6 FHCBEEMNT L7 7 v a v EERLET, 72& 2IE, DKIMBGREN KRR L7256, ZEFIC

WL, AvE—VRRNTUREERZENTEET, F/2IEDKIMBEEICER LIZ5E. +
UL BRI, Ave—Ua2 3 CICiETE £,

ATFYT] FHLnarsoy 742 EEELET,
ATV T8 WHIRZEA—NL RV —TarsoY Z4 0884 F—T M LET,
ATV T BEEEFLET,

SPF 5 K U SIDF #=EE D E

AsyncOS I&, Sender Policy Framework (SPF) 35 J U Sender ID Framework (SIDF) FRREIE% 78—

FLTWET, SPF & SIDF [ DNS b 22— RIZHESWCTET A —/VOFEMEEREET 5 H1ET
T SPFESIDFIZL Y, A ¥ —Fv h RAL VOFTEHIL. FiBl72 XD DNSTXT L 22—
REFEHLT, 2O RAAL NCEFA—NEZEETIHROH L~V EZRETHI LN TE
T3, ERLZA—LZEML, X7V v a &N SPFLa—RafH LT, A—L b7
VY a s, EEHOA—VRET—Y =2 RO ID OHERET A N LET,

SPF/SIDF#HEF AT 5 & . HEMIZFNS DALFIOHEHARLE RSN DR A F&FEET 5 SPF
LVa—FR&ENRTUval, LT 52—V ERIE 7Y v 2 &7 SPF L 22— R &
LT, A=V "I PF 7 a FIEEHO A —NVEgED— 2 O ID OMERZT A R L
i‘a‘o

)

GE)  SPFF = v 7 TlE, i LFHENLETH D7D, AsyncOS D/XT 4 —~ v AT ET D56
NHVET, EHIZ, SPFF=vZIZL>T, DNSA VT TA NIV Ty DAMMPEZ DI L
WCHEBE L TLEEN,

SPF & SIDF # #/ET 5454, SIDF X SPFIZELCWET A, WL O0DEWRH Y £9, SIDF
L SPF OEVWMNZET 23 LWEHIZ DWW T, RFC 4406 22 L TLFF&W, ZD~==a7
NOBRBIDTZS, ZD2OOMFEIE. 1 DDX A TOREOHEZ BT HHBEE2BRNT, £&
ODTHHALTWET,

)

GE)  AsyncOS [FEE Y L—ITK L TSPF AR —FLTWEHA,

gxx—rii W



EFA—LR |
B swuserLa—rims s

BEEIE R
*« HZN72 SPF L2 — RIZBT 2 EE (26 X—)

B SPF La— KICEET 5EE

T 75 AT AT SPF 3 L ONSIDF Z{EH 3 5121X, RFC 4406, 4408 35 L Y7208 I29E- T,
SPF L a— F%/%7 U v 2 L¥7d, PRAID DIREHIEDEFRICHOWTIL, RFC 4407 %R
LTLFEV, &5, SPF L a— K& SIDF L ot — RAERRT A5 IR Lo 0ian 12
WTIE, RO Web A hEZH LT ZX0,

http://www.openspf.org/FAQ/Common mistakes

BEEIER
e AN72SPF L2— kK (26 _X—)
c 572 SIDF La— K (26 2—3)

*SPF L a— RKDOT A+ (27 2—2)

Ezh7ESPFLaO— K

SPF HELO F = v Z \ZHHT HIiE, FEEM MTAIZ (RAA L FBIZ)  Tv=spfl a-all]
SPF L a— F&4&HEd, 2oL a—RKaEbh/iuE ., HELO 5 = v 2 i3 HELO ID | None 4|
Ex T aReEndH 0 £3, NAA 2 ~0 SPF EFMNAKED None HIEZIK LIZGE, 2
D OEFMNIEAEEM MTA IZ Tv=spfl a—all] SPF L 22— RZEH TWRWAREMEDNH D F
T

A% SIDF La—F

SIDF 7 L' — AU — 27 AR — 3 512iE, Tv=spfl] La— K& [spf2.0] La— RO 5%
NT Yy vadTHRERHY ET, 7L 21X DNS La— RiFROFIDO L 512720 £,

example.com. TXT "v=spfl +mx a:colo.example.com/28 -all"
smtp-out.example.com TXT "v=spfl a -all"

example.com. TXT "spf2.0/mfrom,pra +mx a:colo.example.com/28 -all"

SIDF |Z HELO ID ZMREE L 72\ 2, Z DA, £5EM MTA (2 SPFv2.0 L a— K& /%7
Vo oad 0330 FXEA,

\)

(¥)  SIDF ZH%7HR—F LARWEAIEL, TspR20/pra~all] L a—RK&237 ) v o LET,

B =782
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| EF+—rgit

SPFLO—FDTR K

RFC DRl

IMZ T, 77947 2 AICSPFRREE % EET 5 /1

sprLa—rorzt |

IZ. SPFLa— R&F A RT3

ZEEHELEL £9, openspforg Web A K TlE, W< ONDT A R Y — BRI TUVE

—é—O

http://www.openspf.org/Tools

WY — L EER LT,

http://www.openspf.org/Why

b

o, 7 A MY RAF—TSPF %A %X —
721X GUIN S FL—REFETLT) .

7Tz

SEREEMIP ZHHEICT A P TEET,

B A—INSPEFLa— FF =y 7RI LB A2 TE £,

L. YAaDtraceCLIa~ > R&EEHL T (£
SPFiERAZFRCTEFET, ML—REZHEHTIHE, &F

kxv3 — \\‘ —
SPF/SIDF (AL =2 EA v E—L DRI A E
BRIERE EES 0
A7 w71 | ({EE) SPF/SIDF #fifH L72%fG A vE— | A—NT7u—KY —%2{liH L7
CORBRIIERENATAZ DA —NL T |FEA =D —LDERE
o— R —ZERE L ET,
A5+ 72 |SPF/SIDF Z{#H L % mf/t%y%&ﬁ SPF & SIDF @A x—7 1k (28
TAHELICA—NL 7a—RY T —FHEL | 2—)
F7,
AT T3 NTTITAT UV ANPMERINT- A v B— T3 | SPF/SIDF MG F A A — /2%t LT
1T+277arvxERBLET, FATT AT 7> arORE (33
~2e D)
ATy A4 | BEODEEEFIIZEZDOIN—TIZT 7 | A= BRI —DRTE
va v EEEMATET,
AT w75 | (EE) A vB—VORIEDOREEZT A F L |SPF/SIDF fEREOT Ak (36 ~X—
*9, )
A\
AR VAT, o= U REFAIVEEGEEERS R L W ETY, ERToRMRE ’%6

BiRFAUCIL, SPF/SIDF GRAED RT3 L CTHEEZRMMFEZIT I LOELTVET, 61

< D THRNRAED A —NEEA 7T A NT 7 F v OFIEEE MM B+ 5 F T, /xz
LB A— LD 2% mkE L. i 0 IZ SPF/SIDE MifFIC it LT- B 1 A — /L &2 [REE T &
i‘j‘o

gxx—rii W


b_ESA_Admin_Guide_ces_13-7_chapter7.pdf#nameddest=unique_252
b_ESA_Admin_Guide_ces_13-7_chapter7.pdf#nameddest=unique_252
b_ESA_Admin_Guide_ces_13-7_chapter10.pdf#nameddest=unique_498

B seresoroqx—oni

\)

T A— LB |

6=

AsyncOS 2~ > RTA» A v Z—TxA A (CLI) TiE, WebA > % —7 = A ALV bEEM7
SPF L~V Dl E Z 42l L CWET, SPFHIEICESNT, T4 T A, U AF—
BT SMTP ot —2 g VBT A v =V F £ 7-13HEE T& £9, SPF O#E
I%. listenerconfig 2~ > REMHH LTI AT —DHRANT I ERAT—TNDOT 7 +)V Nk E%H

RETHLXICETFE X T, RBEOZEMIZHOWTIL, CLI 2 L7 SPF 3 L OV SIDF O A

F—=T Ul (29 =) EER LT &N,

SPF & SIDF D1 r— T L1k

ATy T

ATy T2
ATvT3

ATvT4
ATy TH

SPF/SIDF #{FE T 41213, Z{EU A F—TA—/)L 7ua— KY I —d SPF/SIDF %A %x—7 /L
W AVERSVET, ST FDOA—L T —EY —nb . U AF—TSPF/SIDF % A
F—T T B, BREDZEA—/L R Y 2 —|ZDOWT SPF/SIDF # A % —7 LT 5 LM
TExET,

FIE

[A— LR U 2~ (Mail Policies) ]>[A—/L7 1 —7R U 2 — (Mail Flow Policy) ] ##&R L %
7

[77 4V bR Y 2 —s35 X —% (Default Policy Parameters) | %27 U » 7 LE7,

T 74NV EDORY =T 2—=HT, [EFX=UT 4% —E A (SecurityFeatures) | &7 3>
AR IALET,

[SPF/SIDF#&FE (SPF/SIDF Verification) | 227 > a > T, [A¥ (On) 127 Vv 7 LET,

WO L~V ERTELET (F 74/ MISIDF B#) . ZoF > ar2EHLT, EHT
% SPF ¥ 721 SIDF RFED RS & HIlr C = £ 9, SIDF #EHLIZHN % T, SPF & SIDF % fHA45 1
7= SIDF A#i 2 8INCT&E £

SPF/SIDF #E§L L~ )1

ERLAN)L ELi)z]

SPF SPF/SIDF #7iFiZ RFC4408 3 L UV RFC7208 |27t » CTEIMEL £,
-PRA (Purported Responsible Address) ID FRAEIZITHOILER A,

FCHELOID IZX L TT A T AITIE. 2O TS a9 2N LE
TO

B =782
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ATvT6

ATy 17

U AL SPEE&EUSIFOA *—T it |

FHL AL BT

SIDF SPF/SIDF #fiFiL REC4406 (ZHE-> TEIEL £,
- PRA ID [TJREE A~ D RUEPLZ L > THEr SN E T,
-SPFv1.0 L =— KX spf2.0/mfrom,pra & L CH DI ET,

SFEE LRV R A A R - 72 ID IOV TIE. Fail DHERIK S
ET,

SIDF H#t (SIDF |SPF/SIDF #iEi%, IROBWEZFRE . RFC4406 IZHE-> TEMEL £,
Compatible) -SPFv1.0 L 22— R} spf2.0/mfrom & L CHbiE 7,

-FFELRWD R A A U RBEADFR S 72 ID 2DV TiE, None DH|EANIK S
ET,

o O T 3 X, OpenSPF 2 X = =7 ¢ (www.openspf.org)
DERITISCTEASNE LT,

GE) CLIHIEEBIZEL OBREEMHTE E9, FFMIZOWTIE, CLIZ#EH L
SPF B3 X O'SIDF O A F—7 4l (29 X—) #ZBL T I,

SIDF A YERL L~ )L 23840 U784, A v — 12 Resent-Sender: ¥ 721 Resent-From: ~~ >
Z—INFAET DA IC, BEETPRAID @ Pass fii % None [ZX 7 7 L— R$T 2508 ) ik
RELET, 2oL Fvarvzexal T A TERIRTX £,

SPF OHERL L ~JL 258K L7254, HELOID ICKI L TT A 2 F(T TN EINEREL £
T, ZOF T arEFEHLT, HELOT = v 757 48— 7MITHZ LIZL 5T, "7+ —
< UANMLET S ENHY T, ZiE, spfopassed 7 4 /L F JL—/L T, PRA F721F MAIL
FROM ID NI F = v 7 Sb e, ERRGERH Y £¥, 77747 2 A% SPF #EiL
LAk L COHRHELO F = v 7 2 ET L £ T,

RDBERY
ESPEDEYS]
» Received-SPF ~ v % — (32 ~X—7)

« CLI #fH L7- SPF 33 L O SIDF D A % —7 L4k (29 ~2—3)

CUZFEAL-SPFE LU SIDFDA =~— T L1t

AsyncOS CLI CiE45 SPF/SIDF YL L~ LD L 0 72 flH E4 AR —F L CnEd, U R
FT—DHRANT VAT —=TNVDT 7 4V NOREET H%E. Y AT —0 SPF/SIDF #EHL L
YL T T T AT 2 AD SPF/SIDF MRGIERE R HSNTFEAT9 5 SMTP 7 7 & = > (ACCEPT
F7/2IXREJECT) 2R CTEET, T IAT VAR RA v —VEIEGTLHAICEETS

SMTP LB A EHKRT HZ B TEET,

gxx—rii W



BF A — LB |
B cuzEmLESPEBEUSIDFD A 2— Tt

WEILL ~UZIE U T, 774 7 A HELO ID, MAILFROMID, F721XPRAID IZxfL T
Tz I B2FITLET, TTT7A4T AN, RO ID F = 7 D% SPF/SIDF MGEAS R 12xf
L. By araiitT 5 (ACCEPT) 7, By ar & T3% (REJECT) EIFETE
i—a_o

L, HHROREDTZD, MFEEFITTE EH A,

«[Neutralle, KAA VETAEEIL. 7 T4 72 MIRESNIZID 27T RN H 50 E
IMETH—FLERFA,

* [SoftFail]l, N AA CETAEIL. AA FDBHEE S L7 ID 2T DHERD 220 & LD 23,
Wis ZhE T2 EEZTHET,

(KB 7 TIA T ME, BESNTID TA—LEZEETHHERID D £ A,
* [TempError], MEEFIZ—FE 2= T —23 AL E Lz,
» [Permerror], MRAEHIZKGER R T —NRAELE LT,

TTTAT AL, A v E— I Resent-Sender: F 7213 Resent-From: ™~ ¥ —WN{FEET D 5HE
{2, PRAID O Pass #&J:% None |24 7 > 7' L— K925 X 912 SIDF AHHERL L ~)L 2 5% E L T
WRWRY | PassfERD A v —V ST ANET, 77747 AL PRA F = v 7 T None
DR SNIZH AR ESNZSMTP 727 v a vy EiT LET,

IDF =y 7K LTSMIP 727 v ara2ERLTWARWEES, 77747 AL Fail 5T
TRCOMGERERZ BEICZ T ANET,

A X =TI ENTZNTNNDID F = v 7 O IDKEFEES REIECT 7 7 3 a Nl —8T 54
G TTITAT AT EYy v avE&RTLET, HExE, BEEIL, 93TO HELOID

F =2y IfERIZESNTA v =V 2T AND LIV AT —%5E LET 7, MAILFROM
IDF =760 Fail fERICH L TIEA v =V E2ERET ALY A F—%2FRETHEL

9, AvE—YNHELOID Fx= v ZIZRMLTYH, 77747 2 RAXZEORERZZIT AN
Lo, Byva P TLET, RIZ, A vE—Y BN MAILFROMID = v 7 TREXL 7=

BE VAFT—ldya a2 TL, REJECT7 27 ¥ a v ® STMP & xR L %7,

SMTP SE L. 777 A 7 > A5 SPE/SIDF MRGER RIZHESNT A v =V EEET 2551
B a— RF L A vyE—TF, TempError i RlEL, MOMRIERER & B7r D SMTP L& %K
LE9, TempError DIFHE. T 74/ bDOIEa—RIZ451 T, T7H/V DA vE—T TF
A M F#4.4.3 Temporary error occurred during SPF verification] 7?Tro ﬂﬁ0)7ff<7:0)fﬁ
REARERTIE, 774V FDISEa— RIES50 T, 774NV MDA Y= T H A ME T§s5.7.1
SPF unauthorized mail is prohibited] T3, TempError M OMFEMR RIZMB DOJRE =2 — K
EAYE—Y TXANERETEET,

LT, Neutral, SoftFail, F72i% Fail BRFER AR LT REJECT 77 ¥ a Y BIEITS NI
BIT. SPEAT Y vid RAL Vink, F— FA—F ( DISEZET LS, TFIAT A
ERETHIENTEET, 774NV NT, 7774 TV AFROIGEZRLET,

550-#5.7.1 SPF unauthorized mail is prohibited.

550-The domain example.com explains:

B =782
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U AL SPEE&EUSIFOA *—T it |

550 <Response text from SPF domain publisher>

Z#u 5 @ SPF/SIDF é&ﬁ%/]) *‘—7\‘11/@:'34%) i, listenerconfig -> edit YT a<w Nl

ML, VAT —z2ERL

F 9, KIT. hostaccess -> default YT a<w REfEH LT, &R

FTIRART—=TNDT 74 FOREERE L £T,
RAR T 7®AT—T/LClE, kD SPF #HlHRCEEHCTE £,

CLI % 1{# i L 7= SPF ffil#RE
FEHLAR)L {F FA AT RE%: SPF $I R E

SPF @7 (SPF Only)

*HELOID F = v 7 Z#FET$ 20 E 5
cRDID F = v 7 ODFERIZIESNTIITIND SMTP 77 &3 v~
*HELOID (A Rx—7/VDHHE)
« MAIL FROM ID
*REJECT7 7 ¥ a2 UZxt L TREN D SMTPJGE 22— R LT F 2
S
 HALOMEES A L7 7 k

SIDF A4 (SIDF
Compatible)

*HELOID = v 7 2 FITT D E 50

e X v —IZ Resent-Sender: F 721X Resent-From: ~~ v % — N ELE
T DA, FFET PRAID @ Pass ## % None (2 X 7 v 7 L —
R E 5 H

cRDIDF = v 7 DFERICIESNTEITENDSMTIP 77 ¥ 3
*HELOID (A RX—7/LDLHE)
« MAIL FROM ID
* PRA Identity
*REJECT7 7 ¥ 2 X L TGREND SMTPIGE 21— K &7 F A
K
« DENLOWGES A LT U b

gxx—rii W



EFA—LR |
. Received-SPF ~ v &' —

EHL AL {E FATTRE7: SPF % E
SIDF ji#% (SIDF cKDID F = v 7 DFERIZHEANTEITENBSMTP T 7 g o
Strict) « MAIL FROM ID

* PRA Identity

« SPFREJECT 77 ¥ a vV DFHITIREN D SMTP & o2 — K& T
* 2k

« WHNLOBGEES A LT 7 b

77 TA T AILHELOID F = v 7 #5417 L, None 35 X O Neutral fRFERS R 2521 A, &
DM OFERAZIHE L ET, SMTP 775D CLI Frr 7 MITRTOID #A FTRLT
4, =—VIIMAILFROMID ® SMTP 77 v a v 2 E#F LEHA, 7T T7A4 T AL, £D
ID DT X TOMGERERE BBICZ T ANET, 77747 2 ALT X TO REJECT #E R
LT, 774NV MOERa—RETFTHFARNEFEHLET,

THIELTEET,

Received-SPF ~ vy 4 —

AsyncOS C SPF/SIDF ##E 4 i ET % & B+ A —/VIZ SPF/SIDF f&FE~ > % — (Received-SPF)
DEE SNET, EDHIT, Received-spr ~y X —I|21E, ROERVEGENET,
« BREEFER : SPF MGEAE R (BGREFEHR (33 <X—v) ML TEEW) |
«ID : SPF #iFECTF = v 7 E7= ID : HELO, MAIL FROM, PRA,
s L=\ BEET DR A NG (F= v 7 BETT D)
e OSATFURIPZRELR:SMIPZ AT FDOIPT FL A,
« ENVELOPEFROM : > _u—7%kEFH A —/LARy 7 A, (MAILFROMID %2124 %
ZEMTERWEZD, ZhiuE, MAILFROMID L B3 2 L03H 0 £9)
» x-sender : HELO, MAIL FROM, ¥ 7213 PRA ID O1H,
« x-conformance : #ELDO L~y (F [SPF/SIDF#EHLL ~L ) #BW) L PRAF = v/ DX
T L— RIRFELT SN E DD,
IROBNZ, SPF/SIDF F = v ZIZEKE LIZA vy —VIZBMEN D~y X —&RLET,

Received-SPF: Pass identity=pra; receiver=box.example.com;
client-ip=1.2.3.4; envelope-from="alice@fooo.com";

x-sender="alicelcompany.com"; x-conformance=sidf compatible

)

Gx) spf-status 33 & N spf-passed 7 1 /L& JL—/LCld, received-SPF ~ X — % ] L . SPF/SIDF
FRREDIRTEDHIWr S L E T,

BFA—ILEEE
I |



| EF+—rgit
SPF/SIDF il %4 A — LIz LTEAT 570 vavonrE [

= : — =/ ~
SPF/SIDF #&5EF A A —J)LIZ L TETIT ST 3a>dD
> ==
IRTE
SPF/SIDF #RFE S 7= A — V& Z 5T D856 . SPE/SIDF BGEDFERIC KL - TR DT 7 va v
EEITTDHIENMBIZRDGENRDV ET, ROAvE—VBIPar7oY 7 404 )L—
VR LC, SPF/SIDF FRAEH A A — /L OARREZ W L. FREEFERIZE SN T A vE—TU A~
DT I varrEFITTEET,
e spf-statuse = DT 4 VH JL—)LZ SPF/SIDF JREEIZFHESWTT 7 v a &2 IREL £,

%72 SPE/SIDF VAL Z L IR DT 7 v av i ANTEET,
¢ spf-passeds =D 7 4 VX JL— L% SPF/SIDF fER% 7 — /i & L CT—f{b L F T,

\}

GE) spf-passed 7 AV Z JL—)L[Z A v — T 4 VE TORMEHTE £9,

X0 RE R LT B LN B DA X, spe-status L—/L B L, fliHR2 7 — %
TERRT B M ENR H DA 1T spf-passed L— V&2 TE E7,

ESPERENS

s BRREAE IR (33 X—20)

« CLI T spf-status 7 A /L X JL— LD (34 ~<—)

* GUI T® spf-status 227 Y 7 4 )L X Jb—)L (35 X—)
e spf-passed 7 (VX L— L DEH (35 —)

RELAER

spf-status 7 A /L& V=V fERT 5546, RO AE#H LT, SPF/SIDF *ﬁ?ﬁfﬁ%%&:ﬂb
/Ca:‘:‘: b 7 /C“% i—a—o

if (spf-status == "Pass")

1 SOZMTHEBOREBHEICKH L TF = v 7T 2558, ROWELEHEHTE £,

if (spf-status == "PermError, TempError")

SHIT, ROMETAZMHH LT, HELO. MAIL FROM, PRAID IZxf L THiEFE R A2 F = v 74
HZEHLTEET,

if (spf-status("pra") == "Fail")

EF A —ILERE
I



EFA—LR |
. CLI T spf-status 7 1 JLZ JL—)LDEMA

A\

GE)  spf-status A v &— 7 40L& L—/L %, HELO. MAIL FROM, PRA ID 25t L CHER %
F =27 TEHERICORMEATE £, spr-status I T Y 7 4V HF )b—LE, IDITHKL
TF = 7 THEHAIHATE LA, spe-status T T Y 7 4 VX%, PRAID DA%
F D/ Li'ﬁl

ROV N ORRER R 2 2T D TRV B Y £

* None : [FHOREDI=, MEEFEITTEEHA,

ePass: 77 AT ME, HBEENTZID TRA—NLEZEETIHEBERH Y £,

«Neutral : RAA VFTHEIL., 747 > MIIEESHTZID 2T 2HERNBH 25008 5
NETYH—HFLEEA,

* SoftFail : KA A VETEHIL, f6E SN ID 2T DHERMAHR AR M2 E B A3,
SEBET VW EEZTVET,

eFail : 77 AT ME, FBESNTZID TA—LEZERETHHERNH Y THA,

» TempError : MRFEFIC—RF2 =T — 0N BA L E L,

o PermError : MRFEFNI KB 7R T —0NFEALFE LT,

CLI T® spf-status 7 1 JLZ JL—ILDFEFH

IROBNZ, spt-status A v EB— 7 4 VX OERBZRLET,

skip-spam-check-for-verified-senders:

if (sendergroup == "TRUSTED" and spf-status == "Pass") {
skip-spamcheck () ;

}

quarantine-spf-failed-mail:

if (spf-status("pra") == "Fail") {

if (spf-status("mailfrom") == "Fail") {

# completely malicious mail

quarantine ("Policy");

} else {

if (spf-status ("mailfrom") == "SoftFail") {
# malicious mail, but tempting

quarantine ("Policy");

}

}

} else {

BFA—ILEEE
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GUI T spistatus 3> 7>y 748 L—

if (spf-status ("pra") == "SoftFail") {
if (spf-status("mailfrom") == "Fail"
or spf-status("mailfrom") == "SoftFail") {

# malicious mail, but tempting
quarantine ("Policy");

}

}

}

stamp-mail-with-spf-verification-error:

if (spf-status("pra") == "PermError, TempError"

or spf-status("mailfrom") == "PermError, TempError"
or spf-status("helo") == "PermError, TempError") {

# permanent error - stamp message subject

strip-header ("Subject");
insert-header ("Subject", "[POTENTIAL PHISHING] $Subject");

}

GUI TD spf-status A>T T4 J)LE JL—IL

GUITaY T Y 7 4 E b spfstatus V— VA F—T T HZ EHTEET, 72720,
spf-status 2> 7 2 7 4 VX JL— )L EEH L84, HELO, MAIL FROM, PRAID (ZxfL
THERETF = v 7 TEER A,

GUI 5 spf-status 227 Y 7 4 VX Jb— L& BINT HI12iE, [A—/L RV — (Mail
Policies) ]>[%fg =27 >~ 7 4 /L% (Incoming ContentFilters) 1% 7 U v 7 LE7, KIT[F
{23840 (Add Condition) |1 XA 7 1 7R v 7 AdE ., [SPFMRGE (SPF Verification) | 7 4 /L4
N— v ZEMLET, R, 1 DL EoRGESREfRE L E£7,

SPF W EES: 45BN L7= 5. SPFIRREICHASWCEITT AT V7 v a v aEELET, &2
IX. SPFARHEN SoftFail DA, A vE—VZ[REEEL £,

spf-passed 7 1 /L2 JL—ILDEH

spf-passed /b —/V|% SPF *ﬁﬁ:@%%%7“—/b1ﬁk LTERLET, ROBIZ, spf-passed &
~— 7 INTWARWEF A — V2GR 57800 spf-passed =R LET,

quarantine-spf-unauthorized-mail:

if (not spf-passed) {
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quarantine ("Policy");

}

\)

GE) spf-status /L —/LV & H72 Y spr-passed /L — VL SPF/SIDF MiiEl & fij B 72 7 — WAl BLki L L

iﬁ‘o ﬁ(@*ﬁgﬁ%%ﬁi\ spf-passed /V“‘/VﬁzL\*% L//CI/VLJTI/‘%)O)CE Lfﬁbﬂij—o None,

Neutral, Softfail, TempError, PermError, Fail, &V FEHIZRFERICESNT, A vE—T~D7T

7 varEFETTH {ZIE, spf-status JL— )L % il LFEI,

SPF/SIDF i8R DT X +

#HAKIZ & > T SPF/SIDF D FEEI LN 72 572, SPF/SIDF MFEDFER AT A ML, ZiHD
fEAR & MM L C, SPF/SIDF O RMOWLEIEZRELET, a3 T Y T4 NF | Avt—
¥ 7 4 V4 Email Security Monitor - Content Filters L' /" — ks Z ¥l &8 T L. SPF/SIDF
FRAEDFERZT A N LET,

SPF/SIDF #adiF OAFEEIC L - T, SPF/SIDF fii %27 A T 53 L ~UL R E D F97,

EEEE

* SPF/SIDF #5 RO IARDFEMED T A kb (36 X—)
» SPF/SIDF #5 RO EWEEHIE DT A K (37 ~X—7)

SPF/SIDF #ZRDEXRDFEMED TR b

ATy T

ATy T2

32{F A —/L @ SPF/SIDF FRAEAE R D AU EL TG T 572D, aT oY 74 vF L [A—
nNexa V7 4E=H-a27 Y7 ¢4 (Email Security Monitor - Content Filters) ]-X—3%
AT ET, ZDOFT A FTIE, SPFSIDF BGRERERD Z A 7 T LIZZFENIZA v =8
MERSNET,

FIE

ZfFY AF—T, A=/ 7ua—RY L —0DOSPF/SIDF#il%E A X —7 /ML, a2y 74

NAERBERLT, 347972577 a 2R ELET, SPF/SIDF % A 31— 7 /W2 $ % HEICD

WTIE, SPF & SIDF O A x—7 {28 X—) ZZHL T EE0,

SPF/SIDF #iFiED % A 7 Z & |2 spf-status 2T Y 7 4 VA 2B LE3, id A2

LT, BFED X A T E2a7 L E9, =& Z2I1E. SPF/SIDF BGEICAMHK LI- A vE—TI2iF
[SPF-Passed| Z i L., MAEH DO —FHT T — D= OIZHH Lo o iz A v — Ui,
[SPF-TempErr] =M L E£7, spf-status I 7Y 7 4 L DFEHKIZ DN TiE, GUIT

O spf-status 2T Y T 4 X Jb—)b (35 X—) AL T EEN,

B =782
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sprsioF 0BV EaEoTZ ~ [

AT T3 LHD SPF/SIDF Wi A v & — Y OAEE% ., [T=4 (Monitor) |>[2> TV 7 4 )VH

(Content Filters) 1% 2 V v 27 LT, % SPE/SIDF il ATy 7408 % ) H—1L
Ay E—VHEHERLET,

SPF/SIDF R DS L FHED T X k

ATy T

ATy T2

ATvT3

ATvT4

DMARC #&:E

SPF/SIDF RGO & 0 BRI R IER 21551213, B(EHE ORFED 7 /LV—7 O SPF/SIDF ik
EAR—=T ML, ZNOOREDEEE ORI LR T 2720 T, KIT, ZORED S
N—T DA =L R —EERK L, A—/L R 2 —TSPF/SIDF #iE & A 2 —7 M L £,
SPF/SIDF #E RO IARDFEME DT A b (36 2—) T+ LI, 270y 740
X Z{ER L. ContentFilters LR — M & MR LE T, MAENRENITHL I ENbhoTzb, ZD
BELEEREDOINV—TDEFA—IVE Ry T T 0T AT H0OREOFEREL L
C. SPF/SIDF fGEZfEHTE £,

FIE

SPF/SIDF MRFED A —/v 7 — KR —%ERLET, ZEV AT —T, A—L 7a—RKY
L —® SPE/SIDF MiZE % A % — 7 I LE4, SPF/SIDF %A % — 7 /LIZd 5 HFIEIC DWW T,
SPF & SIDF A x—7 4l (28 X—) &ML TLIEE0,

SPF/SIDF IRFEDFEE 7 NV — T ZAER L, 4 BRI Z 4 LT, SPF/SIDF f#ika = L £,
EBEFE I NV—TDOERIZOWTIE,  [Configuring the Gateway to Receive Mail | D&% & L T
TEEV,

SPE/SIDE KiFED % A 7 Z & 12 spf-status 2T Y 7 4 )V Z B U4, 4 A6
ALT, BRED X A 7 &R LET, 72 & 21E, SPF/SIDF MAEICEHE LIz A v —VITiX
[SPF-Passed] ZffiH L. ML O—FFHZ T —DDIZAKE Loz A v E—T020,
[SPF-TempErr] Zf#f L %9, spf-status 27 Y 7 ()L X DIERRIZOWTIX, GUIT
O spfstatus 22T Y T 4V H JL—)b (35 8—) EHBBLTLIEEN,

%2450 SPF/SIDF MRGEH A+ A v & — Y D%, [E=% (Monitor) |>[a T Y7 4 V&
(Content Filters) 1% 2 V v 27 LT, 4 SPE/SIDF il Ty 740 E % Y T—1L
oA =V EHRLET,

Domain-based Message Authentication, Reporting and Conformance (DMARC) (%, A —/L~—
ADAIER A O RIREVEZ I D 9 72 D IC/EK S I B Ak T DMARC Tid, T A —/L D
A5 7% SPF 3 LUV DKIM A 77 = XA%@%LT B A= VRBREZAT O TIEMEEL ST
WET, DMARCHGGEIZEHET DITIE, EFA—ANINLDORIEA D =ALD 5 bR L
b 12ICEH L, GEE D 75>RFC5322 THERLL TW D MENH D £,

TTIAT VA TIE, WD EBRTEET,
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B ovarcgizom—» 70—

* DMARC Zfi [l L THEE A —/VEZWRET 5,
s RAAL UFIAEORY v—% EEE (ZF AN, Rl £23ER) 7672774 1v%
EFRT Do
o RAA VPR EICRIEDEARE ORI ST 4 — PNy 7 LR— M ERET D,
« DMARC 4£3F L' AR — h DA XA 10 MB £721X DMARC L 22— R RUA ¥ 7 CHE S 4L
e A ZBBATZAIC, RAAL UFTABEICEGETZ T — LAR—FE2RELET,
AsyncOS Ti, 2013 43 431 HIZ Internet Engineering Task Force (IETF) (Z#gH} & 4172 DMARC
HARICVERL T D E A — A 2B X £, FEflc VT,
http://tools.ietf.org/html/draft-kucherawy-dmarc-base-02 Z & L T 72 &\,

A\

GCE) T7FI9A4T7 AT, RAERIERXDODMARC L a2 — REED RAL I EDA v E—0
DMARCHZEIZFEITLE A, 727250, T7IAT UV ATHLI ) LA v b=V %25 L TAL
BT Lz X TEET,

ESPERENS

¢« DMARC #iFED T —27 7u— (38 ~2—)
*« DMARC A L7=Z{E A v — Y OMREEHE (39 *—)

DMARC #&EED 7 —% 7 A—

RIZ, AsyncOS (2 X %5 DMARC RRFED FET HIEICOWTHPI L 97,

1. AsyncOS |ZF%E S 7= U A F— SMTP #2525 L £,

2. AsyncOS I%, A »E—IZxt LT SPF 35 X U DKIM ik 1T L7,

3. AsyncOS /%, DNS MHEEHD KA A O DMARC L a— REEE L £,
e La— RBEONB WS AsyncOS I DMARC fiGiEa A% > 7 L, ABRZ AT L
£7,
*DNS /by 7 7w TR LT- 854, AsyncOS [357E Sh7- DMARC #iiE 7 0 7 7 A
MZEEASNWNTCT 7 v a v 2F T LET,

4. DKIM 3 X OSPF MRFEDFE RIS U T, AsyncOS 1L A v & — 2%t L T DMARC IRk % 52

TLET,

)

GE)  DKIM £ L O SPF BEED A 1 — 7 VDA TE. DKIM 1 X O SPF #FFED#E A DMARC MiFE
THAHSET,

5. DMARC BFEDFER: & 7€ S 4172 DMARC MGE7 12 7 7 A /WZIG LT, AsyncOS (A
=T EZITANDD, REET 270 EIFES L ET, DMARCHGED RIIZ L > TA v
T—UNEG SN0 oA, AsyncOS ITAEE 25t/ T L £ 77,

6. AsyncOS |72 SMTP L& & 255 L, B AR TLET,
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7. HEELER— FOREENA X =T NVOHE . AsyncOS [T DMARCHFEDO T — X ZINEE L, £
N&ERAALVIIAEICEET S HK VA= MIBML£Y, DMARC i 7 4 — KX 7
LR — hOFEIZ OV TIX, DMARC 45 LAR—F 45 %—Y) 22 LT EE0,

\}

GE) H£FHLR—1OH A XH10MB £7-1ZDMARC L 22— RO RUA % 7 CIHRESh - A X% 8
RIS e, AsyncOS I R AA VT AHEICHETZ T — LAR— M E2EELET,

DMARC (B L=EA v tE—L DREEFE
DMARC %A L7255 A v &2 — Y OfGE ik

BRIEFIR EZ e

A7 v 71| # LWDMARCHGEZ & 7 7 A /L Z{ERK | DMARC BEE7 0 7 7 A /L OfERK (40
57, F74/L FODMARCHFES 1 | ~=—3)

Ty ANEEHCEDETER LET, DMARC BEE7 1 7 7 A LOFE (4]

Re)

AT v 72| (JEE) DMARC O 7 v —/ NV GE 2 % [ DMARC O 27 1 —/SLRGE (43 ~_—
fRcabETRELET, )

257 v 73 DMARCEZHFEH L TZEAvE—V% | A—/L 72— R > —T0O DMARC
ETAHLEICA—=N Ta—RY —% |FFORE (44 2—)

RELET,
AT 74| ({E) DMARC” 4 — FK/X» 27 LA R—|DMARC 7 4 — RNy 7 LAR— hDK
FNOEET RLAZRELET, B7 RLADEE (45 ~—)
A7 w75 ((EE) UTNEMR LET, « [DMARCH#ERE (DMARC
* DMARC ik LR — b & 5{E A —/L Verification) ]~<X—3/
L=k s [32{8§ A— L (Incoming Mail) ]3—
* DMARC FRAEIZREA L7 A v E— v

. —E»—‘\\\ N N a
(A VNI N i) L= A —T 2 ATD

Aot —OMREE

ESPERENS

« DMARC BRREZ' 1 7 7 A L DEHL (40 <—2)

« DMARC ££5tL R — k(45 2—2)

* DMARC D7 00— N)LERE (43 X—))

e A—)L 71— R L —TO DMARC HFEDRE (44 ~—3)
*DMARC 7 4 — R 7 LR—bFDIRFET RLVADHRTE (45 ~X—)
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BFA—LRE |
B omarcizono - LogE

DMARC /IO 774/ IILDEE

DMARC HEE TS0 77 A NME, T FAT A DA —L7a—RY I —7»N DMARC ZHEET
HIDIHERT A7 A—=2DY A FTYT, 2L 20E, BED RAL UNL DI FMERLA v & —
CHETRTIERT &7 a7y A e, BIORAAL NSO A v —2% T TR
BT AHFE VK TRV e T 7 A VEERTE 17,
DMARC RFE7 10 7 7 A JVITIROIE R TR S E T,

« fREES T 7 7 A L DA HL

* DMARC L' 22— FHNDORY V—NHESED L X ZETTHA - T 7 ay,
*« DMARC L 22— RFHNORY O —N[RHED &L IZFATTHA = T 7 a
s —FREEDGHICETTHA =V T 7 a L,

« KR REEFEDOGRICET T HA =V T 7 a L,

ESPEREY=]

* DMARC HFE7 & 7 7 A L OLERL (40 <—2)

« DMARC #RE7' 1 7 7 A L DOfatE (41 _—)

« DMARC WEET R 7 7 A VDTV AF— |k (42 =—3)
e DMARC WiGE 72 7 7 A LD A iR — k(42 ~<—2)

« DKIM fRilE7 12 7 7 A L OHIER (22 X—2)

DMARC HEE 70 7 7 A ILDERL
HLWDMARC BRET 1 7 7 A NV EERT 5121, ROTFNEEZEHRA L 9,

\}

(GE) T 74/ FTiE, AsyncOS LT 7 4/ @ DMARC HirE7' 0 7 7 A V&ML E3, FHLwv
DMARCHGGET B 7 7 A VEER L2 WEEIE, 77 4/ hODMARCHGET v 7 7 A L& f
HTx%Ed, 774/ NODMARCHRGET 7 7 7 A VL, [A—/VAKR Y > — (Mail Policies) ]>
[DMARC] ~— Y CEMAAHETY, 7 7 4/ h® DMARC #iFE 7 1 7 7 A )V & fE+ 5 FIEIC
DWTIEL, DMARC GE7' v 7 7 A L OffitE (41 X—) ZZHLTIE &0,

FIE

ATy 1 [A—R U — (Mail Policies) ]>[DMARC] Z3&R L £,
RTwT2 [Ta77AN%EEM (AddProfile) 1% 7 Vv 7 LET,
RT9T3 Ta77ANHEANLET,
AT 974 DMARC L 22— FHNOR Y —2MEHD & &2 AsyncOS WEITTHA =V T 7 a %
RELET, KOWTNNERITLET,
«[77 =L (NoAction) ] AsyncOS %, DMARC MREEIZRIL L7z A v E— 0Tk L
TT7 7 varyadZTLERA,

B E7r—0E |
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omarc @it 7077 4 Lo

o [F@Bf (Quarantine) ], AsyncOS{X. DMARCHRGFEIZHRI LTz A v — P EIRE S - lRBE
TEBIZFRAE L £ 97,

« [#EA (Reject) ], AsyncOS (X, DMARC MREICKRM L2 T R TORX v —V AL,
FRE ST SMTP 22— R ESEZR L ET, 774/ MEIX, £ ZEH 550 and #5.7.1

DMARC unauthenticated mail is prohibited '(‘"’9)—0

RAT9 T8 DMARC L =2— RNDKR Y —REEED & X212 AsyncOS WEITTHA v b—Y T/ va vk
BELET, ROWTNNEETLET,
«[727 a7 L (NoAction) ], AsyncOS ¥, DMARC MRAEIZRIL L7= A v E—1Txt L
TT7 7 vara 3 TLERA,
* [FHE (Quarantine) ], AsyncOS!&, DMARCHRGFEIZRIL L7z A v & — U2 45E S L7z fRE
TR FRAE L £ 97
AT 76 DMARCKRFEH I —HFAY 2R E N R AE LT- A v — 2% LT AsyncOS N FEITTH A vb—
TrvareRELET, ROWVWTRNEFEITLET,
« 7K (Accept) Jo AsyncOS [%, DMARC MRFEHIC —IpYREE N E LA vE—D %
ZAFAIVET,
« (#5745 (Reject) ], AsyncOS (X, DMARC MEEHIC —RF R EE N E LA vE—TV %
R L, FBESNZSMTP 22— REISEEZR L ET, T 74/ MEIX, ZHEH 451 ana
#4.7.1 Unable to perform DMARC verification VC'@‘O
AT v T 1T DMARCHRGEHIZABERIZRBEENIEAE LTz A »B—IZx LT AsyncOS BWEITTH A v E—
TIVaraRELET, ROWTNNEFITLET,
 [KG8 (Accept) ], AsyncOS %, DMARC RRREHUT KB REENFE LA v —V %
ST ANET,
« [#EA (Reject) ], AsyncOS (X, DMARC RAEEHUZ KK REENFEE LA v —V %
EAE L, fEESNT SMTP =2 — R EJREZIRLET, 7 740 MEIX, £EH 550 and
#5.7.1 DMARC verification failed T,
ATV T8 BHAEREL, RIFLET,
DMARCREE TR 7 7 1 L DiRE
F&E
AT Y F1 [A—/LRY T — (Mail Policies) ]>[DMARC] %#3&R L £,
2Fw T2 HUORIE TS0 T 7 A N5 7Y v LET.
ATv T3 DMARC RFET 7 7 7 A L OAERR (40 =—2) OFHUEST, BHO 7 4 — L FEREL
ij‘o
ATYT4 BEEREEL, RELET,
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DMARCHEETA T 7 A )LD Y RR— b

TTI7AT A EOFRTO DMARC MGFE7 7 7 7 A /L% configuration 7 4 L' 7 kU NOH
—DTFXFANT 7 AMITT AR —hTEET,

FIE

AT YT [A—/LKRY T — (Mail Policies) ]>[DMARC] %R L 9,
AT9 T2 [Fu7y A NVEx s AKR— K (ExportProfiles) 127V v 7 LE7,
ATYTI 77 A NDLETEATTLET,

ATy 74 [ZEE (Submit) 1227V v 7 LET,

DMARCH#EE TR T 7 A )LD A ViR— b

FIE

ATy 1 [A—R U — (Mail Policies) ]>[DMARC] Z3&R L £,

RTwT2 [Fa77AN%&A R —bk (ImportProfiles) ] %72 Vw7 LET,

ATv T3 DMARCHRIE T 7 7 A LA ETe 7 7 A VAR L7,

ATy T4 [FEE (Submit) 1227 Vv 7 LET, A B — MIEoTTRXTORERFD DMARC ik 7 &
Tr7ANDEESHWRI ONDZ ENEEINET,

ATF9 TS [ AR —b (Import) 1227V v7 LET,

ATV T6 BEREAERFELET,

DMARC HEE 70 7 7 1 JLDEI&

FIE

ATy 1 [A—R U — (Mail Policies) ]>[DMARC] Z3&R L £,
RATY T2 HIBRTDMEET R 7 7 A LV ERIR L E 7,

ATy 73 [HIEE (Delete) 127 Y v 7 LET,

ATy T4 HIBREMELET,

B E7r—0E
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DMARC 5 O0—/\JLETE

FIE

omarc 5 o—n x|

AT9 1 [A—/LKY 2 — (Mail Policies) ]>[DMARC] %R L 9,
ATw 72 [FO—NILEEEEZHwE (Edit Global Settings) 127V v 27 LET,
RATYT3 RORICERSNIHELERELET,

DMARC @ 7 o — /3 LR E

g a—/\JLEEE

B

FEDHEEFIZT RLAY X
k%34 XA LET (Specific
senders bypass address list)

HEDREENOZELIEA v E—ODMARCHEEY A% v
FLET, FayXF Yo URAMMLT RLA—EA2RINL $
‘g—o

G SERIEF AN T FLRAFEZIRAL VOB %
FEHLUTERLET RLA U R RNEHEHT A&,
DMARC HiFIFZ A9 5 = L s T& £4°, FEflico
WTIE, HEEHRL—L~DOEEET RLA U X
FOFEHAESRL T 7ZE0,

RO~ Z =D D A vt—
TOYE ., MEEEZ A N2
% (Bypass verification for
messages with headers)

BED~y X —%E&te A v —YDDMARCHGEZ A% v 7 L
FF, 2. A=V T U R RREFTEL T+ T —F D
LD A v E—DODMARCHGER AX v 73 5I121%, 2047
TarEMEHLET,

N~y A= AN LET, BEOBEITH o~ TRY £,

VAR— NERD A ¥ a—)1
(Schedule for report
generation)

AsyncOS 73 DMARC &5t LR — R 25§ 2 RFH, 72 & 203,
HLE LA — MEART AR E LTI — 7 R 23R 25 2
LT, A Ta—~ORBENRETEET,

VA= bEERT DT «
7 4 (Entity generating
reports)

DMARC £t VAR — " &AERT DT 47 4, U,
DMARCEGH VAR — F &% o7 RAAL VETEENRLAR— B
EERLED T AT A BBFETDHDIELLET,

Ho7e RA AL B ANTILET,

LR — b OB IEHE St
(Additional contact
information for reports)

DMARCE#H LR — M EZITH 7= KA A VATAEN L AR— b
BER LT 4T 4 LK EID A O, IBINOHERE
W RO AL ~— P R— DM EY)

TRCOEHLR— D=
' — DX (Send copy of
all aggregate reports to)

T THODMARCHEZ LR— hDa v —aED—Y (i
L= b O & FATT BN — 72 ) ICEE L E T
B A—NLT FLRAEANLET, EEOLEITH o~ TRY)
@iﬂqo
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T A— LB |

B+ 50— %ys—<oDmARe i ORE

ATy T4

HO—/NJLEE HL:L
= Z—VLiR— Tk (Error DMARC##H LA — F DY A XA 10MB £ 721 DMARC L =1 —
Reports) KD RUA # JTHREINT-V A REBITI2HEIZ, RAAL

MEECEEZT— LAR— 2R ELET,
Frv AR I AEF AT LET,

EHEEEFEL. RIFLET

A—)L 78— K1) L —T0 DMARC {&REEDELE

ATy T

ATy T2
ATvT3

ATy T4
ATy S5

ATvT6

DMARC #&EERQ &

FIE

[A—/LR U >— (Mail Policies) ]>[A—/L7 1 —7R U > — (Mail Flow Policies) ] Zi#4R L £
7
FRAEE FITT DYV AT —DEFA—N KRV —% 27 Vv 7 LET,
A= 77— R =D X2 T 4% —ER (Security Features) | &7 > a T, [4V
(On) ] #E4R LT, [DMARCHiZE (DMARC Verification) ] & A % —7/LZ L9,
RYU =T 3% DMARC BRE7 7 7 7 A /L Z2ER L £,
(ER) A vE—YDOIMEILTHD DMARC Ktz R A A D RUA # 7 THRESNZEF A —
T RUAIZxT D DMARC 4537 4 — KX 7 LIR— FOEEEA X —T MIZLET,

HH T4 — Ry 7 LR—MIgBRERKRINLET,
EREXEL, RIFLET,

RDERY
FEEIER
« DMARC fiFe 7 (44 ~2—2)

DMARC RFFEDORDEPET, A—nZica s Ay —UNBMEnET,

e A vt — 2% LT DMARC Bttt Sz & &

« DMARC BRFENSE T L7- & &

« DKIM 35 & O SPF O 5L % & T2 DMARC fRFEDOFEFMINH I &b & &

o A=Kk 5 DMARC MAENR A X v FShic & &

* DMARC L 22— RPEUSB L OWT Sz & &, F72X DNS ICREENRBAELZ L &
o RAA kT % DMARC i3t L AR — FNOEMEDN R LTz & &
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DMARC 7 4 — K3y 4 Lti— h0fE7 FLZngz [

« RAL KL T2 T — LiR— bVER SN & &
s RALUNIHKTH 2T — LAR— FNOBRUENEI LT & &
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FIE

ATv T [VRATLEE (System Administration) ]>[RIE%T7 FL R (Return Addresses) ] &R L £
-éAO

ATv T2 [REOHE (EditSettings) 127 U v 7 LET,
ATv T3 DMARCE#H 7 4 — KX v 7 LIR—FDRIET RV AZ AN LET,
ATy T4 BEEFEL, RELET,

DMARC &5t L7R— b

DMARC TlE, 74— Ry 7 AH=XLEZFIFA LT, AL VPFTHEEOR ) o —% 28D
A —F TN FETHALET, 207 4— Ry 27 AH=RNE, RAA CFTEERREE
DB 28T D DL HE T,

A= 7a—RY —THEHT7 4 — Ky LIR— hDOEFEEZA F—T7 /M LT D, AsyncOS
Zfi ] LT DMARC iiE% #1795 &, AsyncOS (3577 4 — K3 v 7 LiR— s &4 H AR

L. £ AL CITABRICEELET, ZhbDbR— ME, XML BEATAERK S, GZip
Tr7ANMIT =47 INET,

)

GE)  AsyncOS 2ERLT 53X TP DMARC 2517 — R 3y 7 LAR— I, DMARC (CHELL T
WET,

DMARC #£#7 4 — KNy 7 LiR— MNIEKROEZ v a UBNEENTHET,

cLIR—FEEEDALT—F (BFA—ILT RLARLR—FIDEFSFRLY) ,
« ABR# 7D DMARC K U > —DFE#,

* DMARC 7R Y & —HDOFEM (FFLIP 7 FLARLEOY~ U =72 &) |

« KAA 1D

« DMARC HRRED#E R & FAED T~ U —,

BEEE
* DMARC %§+74‘—‘ KX 27 LR— RO (46 ~~—3)
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DMARC &5t 7 41— K/NvwH LR— kD1

<?xml version="1.0" encoding="UTF-8" 2>
<feedback>
<version>1.0</version>
<report metadata>
<org_name>cisco.com</org name>
<email>noreply-dmarc-support@cisco.com</email>
<extra contact info>http://cisco.com/dmarc/support</extra contact info>
<report_ id>bld925S$4ecceab=0694614b826605cd@cisco.com</report id>
<date range>
<begin>1335571200</begin>
<end>1335657599</end>
</date range>
</report metadata>
<policy published>
<domain>example.com</domain>
<adkim>r</adkim>
<aspf>r</aspf>
<p>none</p>
<sp>none</sp>
<pct>100</pct>
</policy published>
<record>
<row>
<source ip>1.1.1.1</source ip>
<count>2</count>
<policy evaluated>
<disposition>none</disposition>
<dkim>fail</dkim>
<spf>pass</spf>
</policy evaluated>
</row>
<identifiers>
<envelope from>example.com</envelope from>
<header from>example.com</header from>
</identifiers>
<auth results>
<dkim>
<domain>example.com</domain>
<selector>ny</selector>
<result>fail</result>
</dkim>
<dkim>
<domain>example.net</domain>
<selector></selector>
<result>pass</result>
</dkim>
<spf>
<domain>example.com</domain>
<scope>mfrom</scope>
<result>pass</result>
</spf>
</auth results>
</record>
</feedback>
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EREEBICERFLTVWDIELELE Y, EEHFORYOHTIZASN TV RWEEE X, 77
AT REZEDOPUODY A MNEREELET, FEKENIXZ O P 2 H L CEAEHROEEH 1T
WET,

TTIAT A, BEEEEDOT LA (From: ~v & —) NHIHFEMRA vE—T 5B
L. TDOEI A=V LTHRESNET 72 a v 2F 7752 LN TEET, ez
E. T I9AT VA TEAEEEEOT FLARH AL A vEe—V%2 M LT, From:~y ¥ —%
TN —TREHICEEMA DI ENTEET, 205G, EERIIIBIEEFA—1LT
VATIER L, REOREES FEKAN OB+ A— L 7 FLAREKRRENET,

ESPERENS

« BEA =L OBIEORE (47 =)
o (A%E A — L ORHIE RO (48 <—2)
e AutE—T NI XU T TORBEA—LOEHOFTR (49 X—)

kY \ﬂ: E e |
BEA—ILDBRBOERTE
1. AvE—UnEEINDAREREND DMENO 2 —Y (B L) Z2RELET, L
aryFrY T4 vatVEEKRL, FE L2 —FO4ARTEZZIITEMNLET,
AT F 4 7 aF U OVERRIFITIL,
e 2—VOLH] FBFA—/LT RLATIERWY) ZAHLET, 2Lz
IX. "olivia.smith@example.com" TlL72 < "Olivia Smith" # AJJ L £7,
cEERY T TR — N ID IR LN TLZ &N,
fEHTAHBOEAILER L2V TLEEN,
s IEBIERTUIMFEH LTl &,

WOKE, iEA =V ORIERIAER SN T avT oy Ty 7 aFVanRL
TWET,
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BEA—IILOBRBEAOaYTUY T4 3+

Dictionary Properties
Name: | [FED =
Advanced Maiching: | [ pareh whole words

| Caso Sansitive

I Smart Identifiers: @:\ Match specific pattarns such as social secunty numbers and eredit card numbers.

Dictionary Number of ierms: &
Add Terms: Term Weight | Delete
| Matthew Johnson IE I i}
Kristine Hansen 1 o
[ Olivia Smith 1 '@
" Allen Williams 1 W
" John Simans 1 i)
e Viola Hation 1 ﬁ‘
Separate multiple entries with line breaks. [
Weight: (2) 1 a
=

ATV TF 4 7 aF U ERETAFEIBEICOWTIE., T4 7 aF U OEMNESRLT
<&V,

2. AEA— NV EBRHTAZODOZIEaA LT UV T ANEERIFZAvE— T 4B L FD
IR A VI LTCT I IAT U ADPWDUERS DT 7 ar2ERLET, K
DEITHEELET,

* [&fF//v—/L (Condition/Rule) ] : f&i& A —/L DG (22T 7 0 VX OFEGEB X
PR wB— 7 4 VH — )L a5 HR)
“

GE) HBEOEEENLDOA v —VDRBEX— VOB T 4 V2 &
X 7T 5546, BIFU A & (ExceptionList) | Fu vy 7 &
UARMNSLT RLA VA NERIRLET, BRBRELA—NT
RUAZERALTIER LT FLA Y XA NORZRZEIRTE E T,
BIZLT K LA U R R OBMFEOFEMIICOW T, ARV —
NASDEFEZHET RLVA VA ROFERESRLTIEI,

o [77 v ay (Action) |: A& A — VOB EZIZ2—FOERIZESIMDOT 7 >3
Ve (AUTUY TAUNFOFMBLOA vV T4 E L—)L BER)

3 HLME SN IcarT oY T4 B eZfE A= RY) —ITBMLES, A—/LRY
v a— PR TEAT 2 HE 2R L T EEN,

BEA—IILOBREFEROER

R SNTAEGEA =2 ONWTOT — X B2 FRRT DI, [fAiE A —/LD—E (Forged Email
Matches) ] L AR— kD<= ([E=%4 (Monitor) ]>[{%&1E A —/LD—F (Forged Email
Matches) 1) ZZMH L TL7EEV, ZOLR— FRXR=VIZERREINDLAHR— ME, KOLEEY
-(“j_o
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