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At 56

ICID ATl ya R ID, AT MRS BE 4 O SMTP #8564 245
ID THY, ZOFERTIEIOETEO A vE—UREEINET,

DCID BEBEEID, BOH— NCxtd A 4 O SMTP i 4 T HMEID TH Y |
ZOEGTIHENOETEORA v =V REESNET, 120X vE—V
ERE T EITIREO RID 2S—FEICEE SN E T,

RCID RPC ConnectionID (RPC##tID) , A /N A[REEIC )T 2 E % @ RPC 5t &
FTHAEID TT, ZOIDEFEHL T, AXAREEE O CEZESND
)( V“E_V%fﬁ@]:bi@”o

MID Message ID (A vE&—YID) : ZOIDZHEHL T, v 7 Z@iad 52 v
=T EBHLET,
RID RecipientID (& ID) : KA v E—IVZEAITIDAHID Y TOHNET,
B B OHE e B SIVE LTz,
(New)
B A FHORA v E—UnBSE LT,

TEXR M A—)L OTDOER
0y 77 ANEERTHEZODOHTA FE LT, ROV FAE2FEHLTLLIES N,

)\

CE) a2l 774004712k, BEEREDYTONERFA, Z2TIE, BV 7V ELTES
NEY S THENLTWET,
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1
Mon Apr 17 19:56:22 2003 Info:

New SMTP ICID 5 interface Management (10.1.1.1)
address 10.1.1.209 reverse dns host remotehost.com verified yes

Mon Apr 17 19:57:20 2003 Info:
Start MID 6 ICID 5

Mon Apr 17 19:57:20 2003 Info:
MID 6 ICID 5 From: <sender@remotehost.com>
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4
Mon Apr 17 19:58:06 2003 Info:
MID 6 ICID 5 RID 0 To: <mary@yourdomain.com>
5
Mon Apr 17 19:59:52 2003 Info:
MID 6 ready 100 bytes from <sender@remotehost.com>
6
Mon Apr 17 19:59:59 2003 Info: ICID 5 close
7
Mon Mar 31 20:10:58 2003 Info:
New SMTP DCID 8 interface 192.168.42.42 address 10.5.3.25
8
Mon Mar 31 20:10:58 2003 Info:
Delivery start DCID 8 MID 6 to RID [0]
9
Mon Mar 31 20:10:58 2003 Info:
Message done DCID 8 MID 6 to RID [O0]
10

Mon Mar 31 20:11:03 2003 Info: DCID 8 close

WRDOFZ, fkOw 7 77 A NEGHWRDTODHTA FE LT, AL TIZIN,

RE6:TXRAE A—)L OFTDOEIOEM

T SBA

1 VAT AR L TH LWERENG I, £ =27 a v ID (ICID) [5]
BB THNE LT, BBITEHIP A X — T oA ATRES ., 10.1.1.209 D
Je—h AR MCEBEINE L,

2 AT h3BMAILFROM @i > RRFEFTEINTHE. AvbE—JICA vE—
YID (MID) [6) mNEIVH¥THENE L,

3 BEET RUANEN SN, ZIFANGNET,

4 ZEENHBASN., ZELZID (RID) 0] AEOSLTHNE LT,

5 MID 5 3Z T AN LI, T4 AZIZEX AT, AREINET,

6 SRR L, ZEEA 7 o — X L ET,

7 WIZ, Ave—VEE7Ta ARG INET, 192.168.42.42 5>5 10.5.3.25 ~D
BAEI, EMEEERID (DCID) [8) E ¥ ToHNFE LT,

8 RID 0] ~D A v E—EUENRBIBESNE LT,

9 RID 0] ~® MID 6 DEMEITAKLI L E LT,

10 BlfERsm 7 n— X L £,
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WICEE &N E T,

Wed Jun 16 21:42:34 2004 Info: New SMTP ICID 282204970 interface mail.example.com
(1.2.3.4) address 2.3.4.5 reverse dns host unknown verified no

Jillll

Wed Jun 16 21:42:34 2004 Info: ICID 282204970 SBRS None

Wed Jun 16 21:42:35 2004 Info: Start MID 200257070 ICID 282204970

Wed Jun 16 21:42:35 2004 Info: MID 200257070 ICID 282204970 From: <someone@foo.com>

Wed Jun 16 21:42:36 2004 Info: MID 200257070 ICID 282204970 RID 0 To: <user@example.com>

Wed Jun 16 21:42:38 2004 Info: MID 200257070 Message-ID
'<37gva9$5uvbhe@mail.example.com>"

Wed Jun 16 21:42:38 2004 Info: MID 200257070 Subject 'Hello'

Wed Jun 16 21:42:38 2004 Info: MID 200257070 ready 24663 bytes from <someone@foo.com>
Wed Jun 16 21:42:38 2004 Info: MID 200257070 antivirus negative

Wed Jun 16 21:42:38 2004 Info: MID 200257070 queued for delivery

Wed Jun 16 21:42:38 2004 Info: New SMTP DCID 2386069 interface 1.2.3.4 address 1.2.3.4
Wed Jun 16 21:42:38 2004 Info: Delivery start DCID 2386069 MID 200257070 to RID [O0]
Wed Jun 16 21:42:38 2004 Info: ICID 282204970 close

Wed Jun 16 21:42:38 2004 Info: Message done DCID 2386069 MID 200257070 to RID [0]
[ ("X-SBRS', 'None')]

Wed Jun 16 21:42:38 2004 Info: MID 200257070 RID [0] Response 2.6.0
<37gva9$5uvbhe@mail .example.com> Queued mail for delivery

Wed Jun 16 21:42:43 2004 Info: DCID 2386069 close

EEHEAYE—DEE

Mon Mar 31 20:10:58 2003 Info: New SMTP DCID 5 interface 172.19.0.11 address
63.251.108.110

Mon Mar 31 20:10:58 2003 Info: Delivery start DCID 5 MID 4 to RID [O0]
Mon Mar 31 20:10:58 2003 Info: Message done DCID 5 MID 4 to RID [0]

Mon Mar 31 20:11:03 2003 Info: DCID 5 close
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DANDZEEMEEENTZA V=N T IFI3AT AL Y7 FERET, BUERIC,
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Mon Mar 31 20:00:23 2003 Info: New SMTP DCID 3 interface 172.19.0.11 address
64.81.204.225

Mon Mar 31 20:00:23 2003 Info: Delivery start DCID 3 MID 4 to RID [0, 1]
Mon Mar 31 20:00:27 2003 Info: Bounced: DCID 3 MID 4 to RID O - 5.1.0 - Unknown address

error ('550', ['<george@yourdomain.com>... Relaying denied']) []
Mon Mar 31 20:00:27 2003 Info: Bounced: DCID 3 MID 4 to RID 1 - 5.1.0 - Unknown address
error ('550', ['<Jjane@yourdomain.com>... Relaying denied']) []

Mon Mar 31 20:00:32 2003 Info: DCID 3 close

VI b NI URDEBEDOIERELEE

AvE—VIRT TIAT AL P2l FSNET, ROORERITT, Avk—idy 7
R ALT, ZOHBOEEF 2 —ICANDNET, 2EODOHITTA v —IITIEF I
(ERYAEI

Mon Mar 31 20:10:58 2003 Info: New SMTP DCID 5 interface 172.19.0.11 address
63.251.108.110

Mon Mar 31 20:00:23 2003 Info: Delivery start DCID 3 MID 4 to RID [0, 1]

Mon Mar 31 20:00:23 2003 Info: Delayed: DCID 5 MID 4 to RID O - 4.1.0 - Unknown address
error ('466', ['Mailbox temporarily full.']) []

Mon Mar 31 20:00:23 2003 Info: Message 4 to RID [0] pending till Mon Mar 31 20:01:23
2003

Mon Mar 31 20:01:28 2003 Info: DCID 5 close

Mon Mar 31 20:01:28 2003 Info: New SMTP DCID 16 interface PublicNet address 172.17.0.113
Mon Mar 31 20:01:28 2003 Info: Delivery start DCID 16 MID 4 to RID [0]

Mon Mar 31 20:01:28 2003 Info: Message done DCID 16 MID 4 to RID [O0]

Mon Mar 31 20:01:33 2003 Info: DCID 16 close

scanconfig AV FDA v tE— X% v VR

scanconfig 2~ RZEH LT, A v -V OMREREZ DB TERVES M7 74 1%
HIBR T 258) OV AT LAOMEZRETE ET, A7 a 1%, Deliver, Bounce, F72I%
Drop T,

D/—W:\ scanconfig %—f Deliver GC%’%I‘E L/f:%ﬂ?‘)( }‘ A—)L g 7@{%%% Lij—o

Tue Aug 3 16:36:29 2004 Info: MID 256 ICID 44784 From: <test@virus.org>
Tue Aug 3 16:36:29 2004 Info: MID 256 ICID 44784 RID 0 To: <joe@example.com>
Tue Aug 3 16:36:29 2004 Info: MID 256 Message-ID '<137398.Q@virus.org>"

Tue Aug 3 16:36:29 2004 Info: MID 256 Subject 'Virus Scanner Test #22'

o m
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Tue Aug 3 16:36:29 2004 Info: MID 256 ready 1627 bytes from <test@virus.org>

Tue Aug 3 16:36:29 2004 Warning: MID 256, Message Scanning Problem: Continuation line
seen before first header

Tue Aug 3 16:36:29 2004 Info: ICID 44784 close

Tue Aug 3 16:36:29 2004 Info: MID 256 antivirus positive 'EICAR-AV-Test'

Tue Aug 3 16:36:29 2004 Info: Message aborted MID 256 Dropped by antivirus

Tue Aug 3 16:36:29 2004 Info: Message finished MID 256 done

/4N scanconfig % drop WICRELTZT XA N A= a7 oflzrRrLET,

Tue Aug 3 16:38:53 2004 Info: Start MID 257 ICID 44785

Tue Aug 3 16:38:53 2004 Info: MID 257 ICID 44785 From: test@virus.org

Tue Aug 3 16:38:53 2004 Info: MID 257 ICID 44785 RID O To: <joelexample.com>
Tue Aug 3 16:38:53 2004 Info: MID 257 Message-ID '<392912.@virus.org>"'

Tue Aug 3 16:38:53 2004 Info: MID 25781 Subject 'Virus Scanner Test #22'

Tue Aug 3 16:38:53 2004 Info: MID 257 ready 1627 bytes from <test@virus.org>

Tue Aug 3 16:38:53 2004 Warning: MID 257, Message Scanning Problem: Continuation line
seen before first header

Tue Aug 3 16:38:53 2004 Info: Message aborted MID 25781 Dropped by filter 'drop_ zip c'
Tue Aug 3 16:38:53 2004 Info: Message finished MID 257 done

Tue Aug 3 16:38:53 2004 Info: ICID 44785 close

AEIT7ANEEL A vE—D

ZOBITIE, M7 7 A VA OB BN D L 51T, & [Message Body Contains| % 7
a7y T4 NERRESHTNET,

Sat Apr 23 05:05:42 2011 Info: New SMTP ICID 28 interface Management (192.0.2.10)
address 224.0.0.10 reverse dns host test.com verified yes

Sat Apr 23 05:05:42 2011 Info: ICID 28 ACCEPT SG UNKNOWNLIST match sbrs[-1.0:10.0]
SBRS 0.0

Sat Apr 23 05:05:42 2011 Info: Start MID 44 ICID 28

Sat Apr 23 05:05:42 2011 Info: MID 44 ICID 28 From: <senderl@example.com>

Sat Apr 23 05:05:42 2011 Info: MID 44 ICID 28 RID 0 To: <recipientl@example.org>
Sat Apr 23 05:05:42 2011 Info: MID 44 Message-ID '<000001lcba32e$f24ff2e0$d6efd8alS$S@com>"
Sat Apr 23 05:05:42 2011 Info: MID 44 Subject 'Message 001'

Sat Apr 23 05:05:42 2011 Info: MID 44 ready 240129 bytes from <senderl@example.com>
Sat Apr 23 05:05:42 2011 Info: MID 44 matched all recipients for per-recipient
policy DEFAULT in the inbound table

Sat Apr 23 05:05:42 2011 Info: ICID 28 close

Sat Apr 23 05:05:42 2011 Info: MID 44 interim verdict using engine: CASE

spam negative

Sat Apr 23 05:05:42 2011 Info: MID 44 using engine: CASE spam negative

Sat Apr 23 05:05:43 2011 Info: MID 44 attachment 'Banner.gif'

Sat Apr 23 05:05:43 2011 Info: MID 44 attachment '=D1=82=D0=B5=D1=81=D1=82.rst'

Sat Apr 23 05:05:43 2011 Info: MID 44 attachment 'Test=20Attachment.docx’

Sat Apr 23 05:05:43 2011 Info: MID 44 queued for delivery
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3ODWA T 7 A ND 2 FHMD Unicode THDHZ LITHEE L TL 72XV, Unicode 2 F/RT&
RWIRATIL, 2O X 9 IR 7 7 A VIX quoted-printable X TERR IV E T,

DANE DHR— ML BHEELE A vE—DHHE

I NDZEFIHTIEA =BT T I T AZEELET, 77747 A%, DNS
P —R"NH L2/ DNSMX L 2— R, DNSAL 22— R, TLSALVa—FR&# VU 7= A FLFET,
DANE % [#Z (Mandatory) | &I L TW54A, TLSA L a— RRZEZEDO KA AL D
X.509 FEFHEDEICK L THEES N E T, TLSA L 23— ROKFEICHI LI-BE, A vt —
DEZEHFICREINET,

Tue Nov 13 12:13:33 2018 Debug: Trying DANE MANDATORY for example.org

Tue Nov 13 12:13:33 2018 Debug: SECURE MX record(mail.example.org) found for example.org
Tue Nov 13 12:13:33 2018 Debug: DNS query: Q('mail.example.org', 'CNAME')

Tue Nov 13 12:13:33 2018 Debug: DNS query: ON('mail.example.org', 'CNAME',
'recursive nameserver(.parent')

Tue Nov 13 12:13:33 2018 Debug: DNS query: QIP ('mail.example.org', 'CNAME', '8.
Tue Nov 13 12:13:33 2018 Debug: DNS query: Q ('mail.example.org', 'CNAME', '
Tue Nov 13 12:13:34 2018 Debug: DNSSEC Response data([], , 0, 1799)

Tue Nov 13 12:13:34 2018 Debug: Received NODATA for domain mail.example.org type CNAME
Tue Nov 13 12:13:34 2018 Debug: No CNAME record (NoError) found for domain (mail.example.org)
Tue Nov 13 12:13:34 2018 Debug: SECURE A record (4.31.198.44) found for

MX (mail.example.org) in example.org

Tue Nov 13 12:13:34 2018 Info: New SMTP DCID 92 interface 10.10.1.191 address 4.31.198.44
port 25

Tue Nov 13 12:13:34 2018 Info: ICID 13 lost

Tue Nov 13 12:13:34 2018 Info: ICID 13 close

Tue Nov 13 12:13:34 2018 Debug: DNS query: Q(' 25. tcp.mail.example.org', 'TLSA')

Tue Nov 13 12:13:34 2018 Debug: DNS query: QN(' 25. tcp.mail.example.org', 'TLSA',
'recursive nameserver(.parent')

Tue Nov 13 12:13:34 2018 Debug: DNS query: QIP

(' 25. tcp.mail.example.org', 'TLSA','8.8.8.8"',60)

Tue Nov 13 12:13:34 2018 Debug: DNS query: Q (' 25. tcp.mail.example.org', 'TLSA',
'8.8.8.8")

Tue Nov 13 12:13:35 2018 Debug: DNSSEC Response data(['0301010c72ac70b745ac19998811b13
1d662c9ac69dbdbe7cb23e5b514b56664c5d3d6'], secure, 0, 1799)

Tue Nov 13 12:13:35 2018 Debug: DNS encache (_25. tcp.mail.example.org, TLSA,
[(2550119024205761L, O,

'SECURE', '0301010c72ac70b745ac19998811b131d662c%ac69dbdbe7cb23e5b514b56664c5d3d6") 1)
Tue Nov 13 12:13:35 2018 Debug: SECURE TLSA Record found for MX(mail.example.org) in
example.org

Tue Nov 13 12:13:36 2018 Info: DCID 92 Certificate verification successful

Tue Nov 13 12:13:36 2018 Info: DCID 92 TLS success protocol TLSvl1.2 cipher

Tue Nov 13 12:13:36 2018 Info: DCID 92 TLS success protocol TLSvl1.2 cipher
ECDHE-RSA-AES256-GCM-SHA384 for example.org

Tue Nov 13 12:13:36 2018 Info: Delivery start DCID 92 MID 23 to RID [0]

FEAZEDRAERAICE DA v E—VEREDELK

I ADZAEHIHT DA v —VRT T IAT L AZEZELET, 77 FA7 AL, DNS
P—RNNHLEERDNSMX L 2— R, DNSAL 22— F, TLSAVa2— %2 U =X f LET,
DANE #% [#Z8 (Mandatory) ] iR L CTWDHEA, TLSA L a— RRZEZHDO KA AL O
X.509 GEFEDEICK L THEES N E T, EEORGEICRGT D L. A v —U 0 %IZER
FEEINET, BRRTLSA La— RBREOMLRNES, Avt—ViEnNvr2ahEzT,
Wed Nov 14 05:52:08 2018 Debug: DNS query: QN('serverl.example.net', 'CNAME',

'recursive nameserver(O.parent')
Wed Nov 14 05:52:08 2018 Debug: DNS query: QIP

| ns
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('serverl.example.net', '"CNAME', '10.10.2.184"',60)

Wed Nov 14 05:52:08 2018 Debug: DNS query: Q ('serverl.example.net', 'CNAME',
'10.10.2.184")
Wed Nov 14 05:52:08 2018 Debug: DNSSEC Response data([]l, , 0, 284)

Wed Nov 14 05:52:08 2018 Debug: Received NODATA for domain serverl.example.net type CNAME
Wed Nov 14 05:52:08 2018 Debug: No CNAME record(NoError) found for

domain (serverl.example.net)

Wed Nov 14 05:52:08 2018 Debug: Secure CNAME (serverl.example.net) found for

MX (someone.cs2.example.net)

in example.net

Wed Nov 14 05:52:08 2018 Debug: SECURE A record (10.10.1.198) found for

MX (someone.cs2.example.net)

in example.net

Wed Nov 14 05:52:08 2018 Info: New SMTP DCID 102 interface 10.10.1.191 address 10.10.1.198

port 25
Wed Nov 14 05:52:08 2018 Debug: Fetching TLSA records with CNAME (serverl.example.net)
for
MX (someone.cs2.example.net) in example.net
Wed Nov 14 05:52:08 2018 Debug: DNS query: Q(' 25. tcp.serverl.example.net', 'TLSA')

Wed Nov 14 05:52:08 2018 Debug: SECURE TLSA Record found for MX(serverl.example.net) in
example.net

Wed Nov 14 05:52:08 2018 Debug: DCID 102 All TLSA records failed for certificate not
trusted

Wed Nov 14 05:52:08 2018 Debug: Fetching TLSA records with initial

name (someone.cs2.example.net)

in example.net

Wed Nov 14 05:52:08 2018 Debug: DNS query: Q(' 25. tcp.someone.cs2.example.net', 'TLSA')

Wed Nov 14 05:52:08 2018 Debug: SECURE TLSA Record found for MX (someone.cs2.example.net)
in example.net

Wed Nov 14 05:52:08 2018 Info: DCID 102 Certificate verification successful

Wed Nov 14 05:52:08 2018 Info: DCID 102 TLS success protocol TLSvl1.2 cipher
DHE-RSA-AES128-SHA256

for example.net

Wed Nov 14 05:52:08 2018 Info: Delivery start DCID 102 MID 26 to RID [0]

Wed Nov 14 05:52:08 2018 Info: Message done DCID 102 MID 26 to RID [O0]

Wed Nov 14 05:52:08 2018 Info: MID 26 RID [0] Response 'ok: Message 31009 accepted’

Wed Nov 14 05:52:08 2018 Info: Message finished MID 26 done

Wed Nov 14 06:36:22 2018 Debug: Trying DANE MANDATORY for example.net

Wed Nov 14 06:36:22 2018 Debug: SECURE MX record(someone.cs2.example.net) found for
example.net

Wed Nov 14 06:36:22 2018 Debug: DNS query: Q('someone.cs2.example.net', 'CNAME')
Wed Nov 14 06:36:22 2018 Debug: DNS query: ON('someone.cs2.example.net', 'CNAME',
'recursive nameserver(.parent')

Wed Nov 14 06:36:22 2018 Debug: DNS query: QIP
('someone.cs2.example.net', 'CNAME', '10.10.2.184",60)

Wed Nov 14 06:36:22 2018 Debug: DNS query: Q ('someone.cs2.example.net', 'CNAME',
'10.10.2.184")

Wed Nov 14 06:36:22 2018 Debug: DNSSEC Response data(['mail.example2.net.'], secure, O,
3525)

Wed Nov 14 06:36:22 2018 Debug: DNS encache (someone.cs2.example.net, CNAME,
[(2692348132363369L, O,

'SECURE', 'mail.example2.net')])
Wed Nov 14 06:36:22 2018 Debug: DNS query: Q('mail.example2.net', 'CNAME')
Wed Nov 14 06:36:22 2018 Debug: DNS query: ON('mail.example2.net', 'CNAME',

'recursive nameserver(.parent')

Wed Nov 14 06:36:22 2018 Debug: DNS query: QIP
('mail.example2.net','CNAME','10.10.2.184",60)

Wed Nov 14 06:36:22 2018 Debug: DNS query: Q ('mail.example2.net', 'CNAME', '10.10.2.184")
Wed Nov 14 06:36:22 2018 Debug: DNSSEC Response data([]l, , 0, 225)

Wed Nov 14 06:36:22 2018 Debug: Received NODATA for domain mail.example2.net type CNAME
Wed Nov 14 06:36:22 2018 Debug: No CNAME record(NoError) found for

domain (mail.example2.net)

Wed Nov 14 06:36:22 2018 Debug: Secure CNAME (mail.example2.net) found for

MX (someone.cs2.example.net)
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in example.net

Wed Nov 14 06:36:22 2018 Debug: INSECURE A record (10.10.1.197) found for

MX (someone.cs2.example.net)

in example.net

Wed Nov 14 06:36:22 2018 Debug: Fetching TLSA records with initial

name (someone.cs2.example.net) in example.net

Wed Nov 14 06:36:22 2018 Info: New SMTP DCID 104 interface 10.10.1.191 address 10.10.1.197
port 25

Wed Nov 14 06:36:36 2018 Debug: DNS query: Q(' 25. tcp.someone.cs2.example.net', 'TLSA')

Wed Nov 14 06:36:36 2018 Debug: SECURE TLSA Record found for MX(someone.cs2.example.net)
in example.net

Wed Nov 14 06:36:36 2018 Debug: DCID 104 All TLSA records failed for certificate not
trusted

Wed Nov 14 06:36:36 2018 Info: MID 27 DCID 104 DANE failed for the domain example.net:
DANE Certificate verification failed

Wed Nov 14 06:36:36 2018 Info: Failed for all MX hosts in example.net

BIHGTSA LI —RITED A yE—DEREDEK

I NDZEFEIRTIEA =BT T IA4 T AZEELET, 77 T7A7 AL, DNS
Y= "N HLZER/RDNSMX L 22— R, DNSAL 22— R, TLSALa—KZ U 7= A L %9,
DANE % [#Z4 (Mandatory) | &R L CTW5HA, TLSA L a— RRZEEHEDO KA AL D
X509 FEREOMEICH L CTHRFESNE T, R TLSAL a2 — RREOND &, HRIFEA vE—
COBRMEDRFITEINDD, AvE—URATURAINET,

Tue Aug 7 05:15:18 2018 Debug: Trying DANE MANDATORY for example-dane.net

Tue Aug 7 05:15:18 2018 Debug: SECURE MX record (someone.example-dane.net) found for
test-tlsabogus.net

Tue Aug 7 05:15:18 2018 Debug: DNS query: Q ('someone.example-dane.net', 'CNAME')

Tue Aug 7 05:15:18 2018 Debug: DNS query: QON ('someone.example-dane.net', 'CNAME',
'recursive nameserver(O.parent')

Tue Aug 7 05:15:18 2018 Debug: DNS query: QIP
('someone.example-dane.net', '"CNAME', '10.10.2.183"', 60)

Tue Aug 7 05:15:18 2018 Debug: DNS query: Q ('someone.example-dane.net', 'CNAME',
'10.10.2.183")

Tue Aug 7 05:15:18 2018 Debug: DNSSEC Response data ([], , 0, 300)

Tue Aug 7 05:15:18 2018 Debug: SECURE A record (10.10.1.198) found for MX
(someone.example-dane.net)

in example-dane.net

Tue Aug 7 05:15:18 2018 Info: ICID 32 close

Tue Aug 7 05:15:18 2018 Info: New SMTP DCID 61 interface 10.10.1.194 address 10.10.1.198
port 25

Tue Aug 7 05:15:18 2018 Debug: DNS query: Q (' _25. tcp.someone.example-dane.net', 'TLSA')
Tue Aug 7 05:15:18 2018 Debug: DNS query: ON (' 25. tcp.someone.example-dane.net', 'TLSA',

'recursive nameserver(O.parent')
Tue Aug 7 05:15:18 2018 Debug: DNS query: QIP

(' _25. tcp.someone.example-dane.net', 'TLSA','10.10.2.183"', 60)
Tue Aug 7 05:15:18 2018 Debug: DNS query: Q (' _25. tcp.someone.example-dane.net', 'TLSA',
'10.10.2.183")
Tue Aug 7 05:15:18 2018 Debug: DNSSEC Response data
(['03010160b3£f16867357cdfef37bbbacd687af54f
225e3bfa945e1d37b£fd37bd4eb6020'], bogus, 0, 60)
Tue Aug 7 05:15:18 2018 Debug: DNS encache (_25. tcp.someone.example-dane.net, TLSA,
[(11065394975822091L,

0, 'BOGUS', '03010160b3£f16867357cdfef37bbbacd687af54£225e3bfa945e1d37bfd37bd4eb6020")])
Tue Aug 7 05:15:18 2018 Debug: BOGUS TLSA Record is found for MX (someone.example-dane.net)

in example-dane.net

Tue Aug 7 05:15:18 2018 Debug: Trying next MX record in example-dane.net
Tue Aug 7 05:15:18 2018 Info: MID 44 DCID 61 DANE failed: TLSA record BOGUS
Tue Aug 7 05:15:18 2018 Debug: Failed for all MX hosts in example-dane.net

o m
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TLSA La— FAR DAL GENES KRS TS (CO—IL/IAv I T 5

I NDZEFEIRHTIEA = NT T IA4 T AZEELET, 77747 AL, DNS

Y= "N HLERDNSMX L 22— R, DNSAL 22— R, TLSALa— K& U 7= A L%,

DANE % [Riixtia i (Opportunistic) | &BR LTV A4, TLSA L a— RBZEHD KA
A D X509 FEHEDOMEIZH L THEESNE T, ZEEHED RAAL DTLSA L a— R ED)
LRV SMTP I 3t —3 a3 OB SAGIZIRGLH ST D TLS 2MEH < v E 7,

Wed Sep 12 06:51:32 2018 Debug: Trying DANE OPPORTUNISTIC for example-dane.com

Wed Sep 12 06:51:32 2018 Debug: SECURE MX record (mx.example-dane.com) found for
digitalhellion.com

Wed Sep 12 06:51:32 2018 Debug: DNS query: Q ('mx.example-dane.com', 'CNAME')

Wed Sep 12 06:51:32 2018 Debug: DNS query: QN ('mx.example-dane.com', 'CNAME',
'recursive nameserver(O.parent')

Wed Sep 12 06:51:32 2018 Debug: DNS query: QIP ('mx.example-dane.com',

'CNAME', '8.8.8.8",60)

Wed Sep 12 06:51:32 2018 Debug: DNS query: Q ('mx.example-dane.com', 'CNAME', '8.8.8.8")
Wed Sep 12 06:51:32 2018 Debug: DNSSEC Response data ([], , 0, 1799)

Wed Sep 12 06:51:32 2018 Debug: Received NODATA for domain mx.example-dane.com type CNAME
Wed Sep 12 06:51:32 2018 Debug: No CNAME record (NoError) found for domain
(mx.example-dane.com)

Wed Sep 12 06:51:32 2018 Debug: SECURE A record (162.213.199.115) found for MX
(mx.example-dane.com)

in example-dane.com

Wed Sep 12 06:51:32 2018 Info: ICID 1 lost

Wed Sep 12 06:51:32 2018 Info: ICID 1 close

Wed Sep 12 06:51:33 2018 Info: New SMTP DCID 2 interface 10.10.1.173 address
162.213.199.115 port 25

Wed Sep 12 06:51:33 2018 Debug: DNS query: Q (' 25. tcp.mx.example-dane.com', 'TLSA'")
Wed Sep 12 06:51:33 2018 Debug: DNS query: ON (' 25. tcp.mx.example-dane.com', 'TLSA',
'recursive nameserver(O.parent')

Wed Sep 12 06:51:33 2018 Debug: DNS query: QIP

(' _25. tcp.mx.example-dane.com', 'TLSA','8.8.8.8', 60)

Wed Sep 12 06:51:33 2018 Debug: DNS query: Q (' _25. tcp.mx.example-dane.com', 'TLSA',
'8.8.8.8")

Wed Sep 12 06:51:34 2018 Debug: DNSSEC Response data ([], , 3, 1798)

Wed Sep 12 06:51:34 2018 Debug: Received NXDomain for domain 25. tcp.mx.example-dane.com'
type TLSA

Wed Sep 12 06:51:34 2018 Debug: No TLSA record (NXDomain) found for MX
(mx.example-dane.com)

Wed Sep 12 06:51:34 2018 Debug: Falling back to conventional TLS for MX
(mx.example-dane.com)

in example-dane.com

Wed Sep 12 06:51:34 2018 Info: MID 1 DCID 2 DANE failed for the domain example-dane.com:
No TLSA Record

Wed Sep 12 06:51:34 2018 Info: DCID 2 TLS success protocol TLSv1.2 cipher
ECDHE-RSA-AES256-GCM-SHA384

Wed Sep 12 06:51:35 2018 Info: Delivery start DCID 2 MID 1 to RID [O0]

EEEOREEICEODVWTRELEEAYE—D

ZOFITIZ, v NTIE, ZEENEA v E—URBEDOEEE SN — T OEICESNTERRE
NTWET,

Thu Apr 6 06:50:18 2017 Info: ICID 73 ACCEPT SG ALLOWED LIST match country[us] SBRS
-10.0 country United States




At — ST 7 4 LROBA URL #ATURL R % v iR EBATLS

2 ytE—URTT7FAILADRKURL BN URL R v UHIRZEZ TS

ZOHITIX, g ZIXURL A% v VOFIREHE X 7. A v B =07 7 4 LNO URL O
R LTWET

Wed Nov 8 13:35:48 2017 Info: MID $mid not completely scanned for URL Filtering. Error:
Serror

A—TUARAXADZKURLEA URL X &+ UHIRZEBZ TS

ZOPITIEH, 2 ZIXURL AF ¥ VOHIREHE 272, A vB—YDOARING URL DA~ LT
Wk,

Wed Nov 8 13:37:42 2017 Info: MID 976 not completely scanned for URL Filtering.
Error: The number of URLs in the message body exceeded the URL scan limit.

Cisco 7OX S H—NIZYUSA LY FESNDEEDHH5EHE URL

KOHITIE, HAHERURIN, URLL EaT— a3y 2a7 N3 THAT-DEERHLHHD
& LT¥—727 &4, Cisco Security Proxy h—/NMZ U XA L7 hENTZ EBn ZIZRRENT
WET,

Tue Nov 7 10:42:41 2017 Info: MID 9 having URL: http://ow.ly/Sb6030fJvVn has been expanded
to http://bit.ly/2frAllx

Tue Nov 7 10:42:42 2017 Info: MID 9 having URL: http://bit.ly/2frAllx has been expanded
to http://thebest0l.wayisbetter.cn/?cMFN

Tue Nov 7 10:42:42 2017 Info: MID 9 URL http://thebestOl.wayisbetter.cn/?cMFN has
reputation -3.854 matched Action: URL redirected to Cisco Security proxy

Tue Nov 7 10:42:42 2017 Info: MID 9 rewritten to MID 10 by

url-reputation-proxy-redirect-action filter 'aa'

Ayt—CADER UL ZERFTE AN

ZOFITIEH, BT, A v E—UICEENDEHN URL 2 FEBEO URL B TE Z2ano/-2 &
ZRLET,

Mon Oct 30 10:58:59 2017 Info: MID 36 having URL: http://ow.ly/POKw30fVst3 has been

expanded to http://bit.ly/2ymYWPR

Mon Oct 30 10:59:00 2017 Info: MID 36 having URL: http://bit.ly/2ymYWPR has been expanded
to http://ow.ly/cTS730£fVssH

Mon Oct 30 10:59:01 2017 Info: MID 36 having URL: http://ow.ly/cTS730fVssH has been

expanded to http://bit.ly/2xK8PD9

Mon Oct 30 10:59:01 2017 Info: MID 36 having URL: http://bit.ly/2xK8PD9 has been expanded
to http://ow.ly/1WO0i30fVssl

Mon Oct 30 10:59:02 2017 Info: MID 36 having URL: http://ow.ly/1W0i30fVssl has been

expanded to http://bit.ly/2ggHv9e

Mon Oct 30 10:59:03 2017 Info: MID 36 having URL: http://bit.ly/2ggHv9e has been expanded
to http://ow.ly/4£S030£fVsgx

Mon Oct 30 10:59:04 2017 Info: MID 36 having URL: http://ow.ly/4fS030fVsgx has been
expanded to http://bit.ly/2hKEFcW

Mon Oct 30 10:59:05 2017 Info: MID 36 having URL: http://bit.ly/2hKEFcW has been expanded
to http://ow.ly/NyH830fVsg6

Mon Oct 30 10:59:06 2017 Info: MID 36 having URL: http://ow.ly/NyH830fVsg6 has been
expanded to http://bit.ly/2ysnsNi

Mon Oct 30 10:59:06 2017 Info: MID 36 having URL: http://bit.ly/2ysnsNi has been expanded
to http://ow.ly/JhUN30£fVsnL

Mon Oct 30 10:59:07 2017 Info: MID 36 having URL: http://ow.ly/JhUN30fVsnL has been
expanded to http://bit.ly/2hKQOmAe

Mon Oct 30 10:59:07 2017 Info: MID 36 URL http://bit.ly/2hKQOmAe is marked malicious due
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to : URL depth exceeded
Mon Oct 30 11:04:48 2017 Warning: MID 40 Failed to expand URL http://maill.example.com/abcd
Reason: Error while trying to retrieve expanded URL
Mon Oct 30 11:04:48 2017 Info: MID 40 not completely scanned for URL Filtering. Error:
Message has a shortened URL that could not be expanded

AVvE—VRFTFAILTOEEDHSHURLOOT T~

ZOWFTIE, VEa2T— a3y RaT N 95T, BEOHDHA vE—VDN 7 7 A VICE
FNAHURL D SICFRENTWVET,

Mon Nov 6 06:50:18 2017 Info: MID 935 Attachment file 1.txt URL http://jrsjvysqg.net has
reputation -9.5 matched
Condition: URL Reputation Rule

BEIS—ARETRAX v o RAET—Y SN AV E—D

ZOBITIE, B 73RN T 7 A A T =B Ta T Y AFy FUICL o TAF U &
NIRNA =V 2R L TWET,

Tue Oct 24 08:28:58 2017 Info: Start MID 811 ICID 10

Tue Oct 24 08:28:58 2017 Info: MID 811 ICID 10 From: <sender@example.com>

Tue Oct 24 08:28:58 2017 Info: MID 811 ICID 10 RID 0 To: <recipient@example.com>
Tue Oct 24 08:28:58 2017 Info: MID 811 Message-ID '<example@cisco.com>'

Tue Oct 24 08:28:58 2017 Info: MID 811 Subject 'Test mail'

Tue Oct 24 08:28:58 2017 Info: MID 811 ready 5242827 bytes from <user2@sender.com>
Tue Oct 24 08:28:58 2017 Info: MID 811 matched all recipients for per-recipient policy
DEFAULT in the inbound table

Tue Oct 24 08:28:59 2017 Info: MID 811 attachment 'gzip.tar.gz'

Tue Oct 24 08:28:59 2017 Info: MID 811 was marked as unscannable due to extraction
failures. Reason: Error in extraction process - Decoding Errors.

Tue Oct 24 08:28:59 2017 Info: ICID 10 close

Tue Oct 24 08:28:59 2017 Info: MID 811 gquarantined to "Policy" (Unscannable: due to
Extraction Failure)

Tue Oct 24 08:28:59 2017 Info: Message finished MID 811 done

RFC ERMNERTAF ¥ UARA EX—I SN A vE—D

ZOFITIE, B ZIZRFCERDFE T LTy Y AF ¥ HIZLE o TAF v U ENARNVA vE—
CERLTWET,

Tue Oct 24 08:23:26 2017 Info: Start MID 807 ICID 6

Tue Oct 24 08:23:26 2017 Info: MID 807 ICID 6 From: <sender@example.com>

Tue Oct 24 08:23:26 2017 Info: MID 807 ICID 6 RID 0 To: <recipient@example.com>

Tue Oct 24 08:23:26 2017 Info: MID 807 Subject ‘Test Mail'

Tue Oct 24 08:23:26 2017 Info: MID 807 ready 427 bytes from <sender@example.com>

Tue Oct 24 08:23:26 2017 Info: MID 807 matched all recipients for per-recipient policy
DEFAULT in the inbound table

Tue Oct 24 08:23:26 2017 Info: MID 807 was marked as unscannable due to an RFC violation.
Reason: A Unix-From header was found in the middle of a header block.

Tue Oct 24 08:23:26 2017 Info: MID 807 queued for delivery

Tue Oct 24 08:23:26 2017 Info: ICID 6 close

ERERE)SA4 FEnf-AyE—YIcg 407 T Y

VIANIFAVI NT 72 ariEO—HOKE (altrept-to 7 4 /L&, 7 2 F ZA/SARCPT
VD74 R becOT727vay, TVFIANAVEAL LT aied) [T, HILAY
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T—UMERSNET, B ZICBEEBLTHERZMRL, LB TMID R, HEIZEk-
TIEDCID ML ET, KOX 57 Y NRAFETT,

Tue Jun 1 20:02:16 2004 Info: MID 14 generated based on MID 13 by bcc filter 'nonetest'

E S

Tue Jan 6 15:03:18 2004 Info: MID 2 rewritten to 3 by antispam

Fri May 14 20:44:43 2004 Info: MID 6 rewritten to 7 by alt-rcpt-to-filter filter
'testfilt'

lrewritten] T2 k UIZDOW T, 2 7N TH LWMID O Z R TITORICTEREN D AL
HEHLTLEEN,

e} = - =3 -~
ANLIRBETY TISEESN A vE—D
Ay —VHREEEBICEET S L. A—/L 1/ Tld, RPC #5379 % RPC 5% ID
(RCID) ZflifH LT, Rk oM oOBEN Bl INET, KO A —L 77 TiE, A4
ELTH TR ONTZA v =V R ARARHICEE SN TOET,
Wed Feb 14 12:11:40 2007 Info: Start MID 2317877 ICID 15726925
Wed Feb 14 12:11:40 2007 Info: MID 2317877 ICID 15726925 From: <HLD@chasehf.bfiO.com>
Wed Feb 14 12:11:40 2007 Info: MID 2317877 ICID 15726925 RID 0 To:
<stevel@healthtrust.org>
Wed Feb 14 12:11:40 2007 Info: MID 2317877 Message-1ID
'<WITHO5606E5811BEA0734309D4BAF0.323.14460.pimailer44.DumpShot.2@email.chase.com>"

Wed Feb 14 12:11:40 2007 Info: MID 2317877 Subject 'Envision your dream home - Now make
it a reality'

Wed Feb 14 12:11:40 2007 Info: MID 2317877 ready 15731 bytes from <HLD@chasehf.bfi0.com>

Wed Feb 14 12:11:40 2007 Info: MID 2317877 matched all recipients for per-recipient
policy DEFAULT in the inbound table

Wed Feb 14 12:11:41 2007 Info: MID 2317877 using engine: CASE spam suspect

Wed Feb 14 12:11:41 2007 Info: EUQ: Tagging MID 2317877 for quarantine

Wed Feb 14 12:11:41 2007 Info: MID 2317877 antivirus negative

Wed Feb 14 12:11:41 2007 Info: MID 2317877 queued for delivery

Wed Feb 14 12:11:44 2007 Info: RPC Delivery start RCID 756814 MID 2317877 to local
IronPort Spam Quarantine

Wed Feb 14 12:11:45 2007 Info: EUQ: Quarantined MID 2317877

Wed Feb 14 12:11:45 2007 Info: RPC Message done RCID 756814 MID 2317877

Wed Feb 14 12:11:45 2007 Info: Message finished MID 2317877 done

NEBE T 4 — FDA—)L OF D

A= m ZNE, REA -V THRIBSENTZEBE, ZOX 5 RA =V LTHETS
NET 7 v a AT WA EENET, 13 A LOHRIT[HR (Info) ] ERT [Ty
27" (Debug) ] L-~UL T,
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Thu Jun 7 20:48:10 2018 Info:
'http://digimobil.mobi/"

SDR7 LRy omBag T ) Ol

MID 91 Threat feeds source 'Sl' detected malicious URL:
in attachment (s): malurl.txt. Action: Attachment stripped

SDR 7 4 V& Y U THERIZA — N a ZICEEIAENE T, 1ZE A EOREHRIL R (nfo) ]
F20X [T 7 (Debug) ] LUV TT,

EEHF AL LE 2T —3 3 OFIAFO I

EEERAAL L LE2aT—va DYV I A NDEA LT T b

EEHERAAL Y LT — g L OERKAA L

EEZERAAL L DLE2T—3 a3 v O— TS —

FEEEBERAMY LEAT— 3 VOB OLK

Zofloa 7 iE, SDR V— B R IZEHE T DEROFRFERILD 72 $HIZ SDR IZFEESW T 7 4 /L F AL
BEANholrAve—U5F AL THET,

Mon Jul 2 08:57:18 2018 Info:

224.0.0.10 reverse dns host
Mon Jul 2 08:57:18 2018 Info:
enabled

country not
08:
08:
08:
08:
08:
08:

Mon
Mon
Mon
Mon
Mon
Mon

Jul
Jul
Jul
Jul
Jul
Jul

DN NN

2

Reputation.

57:
57:
57:
57:
57:
57:
Reason:

V)a—3y

CLI T sdradvancedconfig 2~ FEFHT L L, & A—/N7— U =A% SDR VP —ER(Z

e DBRICHIE RN T A= H &

18
18
18
18
18
19

2018
2018
2018
2018
2018
2018

Info:
Info:
Info:
Info:
Info:
Info:

New SMTP ICID 3 interface Management (192.0.2.10) address
unknown verified no
ICID 3 ACCEPT SG UNKNOWNLIST match ipr[none] ipr not enabled

MID

MID 3 ICID 3

ICID 3 From: <senderl@example.com>

ICID 3 RID O To: <recipientl@example.com>
Message-ID '<000001cba32e$f24ff2e0$d6efd8al$@com>"
Subject 'Message 001'

SDR: Message was not scanned for Sender Domain

Authentication failure.

2y

A AE

TEET,

EEERAMV LEAT—23 VDY I TR NDRAALT b

Zoflowv 7T, SDRY—ERLBETAHEDOY VAN Z A LT 7 FO-HIZ SDRIZHES
WCT A NVEZANBENR o2 A v =R L TCVET,

Mon Jul 2 09:00:13 2018 Info:

224.0.0.10 reverse dns host
Mon Jul 2 09:00:13 2018 Info:
country not

Mon
Mon
Mon
Mon
Mon
Mon

Jul
Jul
Jul
Jul
Jul
Jul

NN DN DNDDN

2

09:
09:
09:
09:
09:
09:

Reputation.

enabled

00:
00:
00:
00:
00:
00:
Reason:

13
13
13
13
13
13

2018
2018
2018
2018
2018
2018

Info:
Info:
Info:
Info:
Info:
Info:

New SMTP ICID 4 interface Management (192.0.2.10) address
unknown verified no
ICID 4 ACCEPT SG UNKNOWNLIST match ipr[none] ipr not enabled

Start

MID
MID
MID
MID
MID

Request timed

4

4
4
4
4

MID 4 ICID 4

ICID 4 From: <senderl@example.com>

ICID 4 RID 0 To: <recipientl@example.com >
Message-ID '<000001cba32e$f24ff2e0$d6efd8alS@com>"
Subject 'Message 001'

SDR: Message was not scanned for Sender Domain

out.


b_ESA_Admin_Guide_ces_13-7_chapter13.pdf#nameddest=unique_571
b_ESA_Admin_Guide_ces_13-7_chapter13.pdf#nameddest=unique_572
b_ESA_Admin_Guide_ces_13-7_chapter13.pdf#nameddest=unique_573
b_ESA_Admin_Guide_ces_13-7_chapter13.pdf#nameddest=unique_574

EEERACY LE2F—vavomnshzt [

Yya—3y
SDRU VT A MNEA LT T MIRDHE, AvE—URNAXy U RA[ L LTv—27 S, &E
LET 7y arBAye—JIC@HINET,

ZEEBERAMY LEAT—Y 3 VOEYERA
ZoFlor 7E, B A—NT—FT A THEZZ SDR b —E X R A RPEEINTZTZDIZ
SDRIZESNWT T 4 VA FLINR o A v E—U0RFEK R L TWET,

Mon Jul 2 09:04:08 2018 Info: ICID 7 ACCEPT SG UNKNOWNLIST match ipr[none] ipr not enabled
country not enabled

Mon Jul 2 09:04:08 2018 Info: Start MID 7 ICID 7

Mon Jul 2 09:04:08 2018 Info: MID 7 ICID 7 From: <senderl@example.com >

Mon Jul 2 09:04:08 2018 Info: MID 7 ICID 7 RID O To: <recipientl@example.com >

Mon Jul 2 09:04:08 2018 Info: MID 7 Message-ID '<000001cba32e$f24ff2e0$d6efd8alsS@com>"
Mon Jul 2 09:04:08 2018 Info: MID 7 Subject 'Message 001’

Mon Jul 2 09:04:08 2018 Info: MID 7 SDR: Message was not scanned for Sender Domain
Reputation. Reason: Invalid host configured.

yi)a—<3y

CLI T sdradvancedconfig ¥ KEfHT S & N FBAA—NITF— T A% SDRY—ER|Z
Hefot T DB MBI R T A — A R ETEET,

EEFERFAMOOLEAT—23 00— RHGEIS—

Zoflon 7k, RBERT T —0O7HIZ SDRIZE SN T T A VFAFLE N o2 X v —
VEFRLTWET,

Mon Jul 2 09:00:13 2018 Info: New SMTP ICID 4 interface Management (192.0.2.10) address
224.0.0.10 reverse dns host unknown verified no

Mon Jul 2 09:00:13 2018 Info: ICID 4 ACCEPT SG UNKNOWNLIST match ipr[none] ipr not enabled
country not enabled

Mon Jul 2 09:00:13 2018 Info: Start MID 4 ICID 4

Mon Jul 2 09:00:13 2018 Info: MID 4 ICID 4 From: <senderl@example.com >

Mon Jul 2 09:00:13 2018 Info: MID 4 ICID 4 RID O To: <recipientl@example.com >

Mon Jul 2 09:00:13 2018 Info: MID 4 Message-ID '<000001cba32e$f24ff2e05$d6efd8alS@com>"
Mon Jul 2 09:00:13 2018 Info: MID 4 Subject 'Test mail'

Mon Jul 2 09:00:13 2018 Info: MID 4 SDR: Message was not scanned for Sender Domain

Reputation. Reason: Unknown error.

Jl)a—3y

AR T =NRETLH L, AvE—VRAFy AL LTy—7 S, RELLT 7=
YAy E—VIZHEAEET,

A%HABR A It 1= Cisco Advanced Phishing Protection 7 5 FH—E X

Z OHITIX, Cisco Advanced Phishing Protection 7 7 7 K —E ZOF AR NN TND Z &
D, BRI NTVET,
Wed May 6 11:47:45 2020 Critical: The Cisco Advanced

Phishing Protection Cloud Service has expired and is disabled. Contact
your Cisco Account Manager to renew the service and enable it.




. Cisco Advanced Phishing Protection 7 57 K4 —EXDBEMHARICEHT ) v/ U4

BRREK : AAT AT bR =V IEE LT, VP—EREEHRBIOFENNITIXLERH
V)\i—a—o

Cisco Advanced Phishing Protection 7 50 FU—EXDENHARICEHT U <1 >4

Z OHITIX, Cisco Advanced Phishing Protection 77 7 7 K4 — B2 23 E O B FHZHIRGILIZ 72
HIEN, v L o TURSNTVWET,

Fri May 8 04:50:26 2020 Info: Cisco Advanced

Phishing Protection Cloud Service expires on

2020-05-10 07:00:00. You need to contact your Cisco Account
Manager to renew the service

RRE  VAAT AV 3=V I CHKE L T — A2 EHTILELRDH Y 7,

API 72 2R UID & APl 7 U &2 AFE OV LN

ZOBITIZ, APIT 7 £ A UID & APL 7 7 & AREERN RN, T 77 A 7 2 AT Cisco
Advanced Phishing Protection 7 7 7 R —E ZADHHIREZ R—Y o 7 TEReho7=Z LI,
2RI ILTNET,

Wed May 6 17:52:52 2020 Critical: Failed to poll

for the Cisco Advanced Phishing Protection Cloud Service
expiry date. You need to add the API Access UID and API Access
secret key.

fRRE  API 7 7B A UID & AP1 7 7 & AREH A BINTALERH Y F1,

BT APL T Ho 2 LUID £1=(X API 7 U £ A E 5

ZOFITIE, B API T 7 E A UID R° APL 7 7 £ ARERNIRE T, 7774 7 AR
Cisco Advanced Phishing Protection 7 7 7 R —EZAOFHWREZ R —V 7 TEeholzZ &
B, BT TRENTVET,

Wed May 6 17:52:52 2020 Critical: Failed to poll

for the Cisco Advanced Phishing Protection Cloud Service

expiry date because the API Access Key is invalid. You need
to re-configure the API Access UID and secret key

R  AP1 7 7/ A UID & B2 HRTCT 2L ENH Y 7,

BRIEA T DOER

BfE = 721X, AsyncOS DEF A —/VIEEEMEICEE - 2 HE R FRATER SN E T, v/ Ay
=X AT =LA TT, 2F0, BHETLITXTOHFRNRER T A v —VICFE8RS
NLOT, 2—HiE, BUEORGEFITICET 2ERICOVWTHIOR 7 X v —V 2B BT 54
HERHD EHA,

BlfE v 7i2ix, ZEHT OB A —VEMEEMEICBEET 2 T X COERPFLHKINET, T
SNTOBEIT. HEICL AT &, SRAap @it 3a—F 0 UF o 2R L TE# L
721013, NC X BFEARY S AHEIC /e 0 9, By — T, ROBATICH Y £7,

https://supportforums.cisco.com/document/33721/cisco-ironport-systems-contributed-tools
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mEosoem [

BEw 703, VY —ZAOMREERDT-DITAA T VBT SN TEEINE T, ROK
2, BfEn ZiciEkEsnsEma R~ LET,

® 7:RIED T DHfEETIER

#rat B
BfE AT — & A success (A v EB—ITIEFICEME S E L) E72idbounce (A vtE—
(Delivery status) | ld/N— K N7 2 IE L)

Del_time THELS ]

Inj_time AV a L, del time - inj_time = time Z{FH A v — N
¥ 2 —TH E o TR

Bytes Ayt— P A X

Mid A vt— 1D

Ip ZEHEFRA NP, ZEHEA v —VEZEELIIANV A LEZAA D
IP7 LA

From Envelope From (Envelope Sender & 721X MAIL FROM & L CHHIHALE
¥

Source_ip ERETEANIP, BEAYE—VDRANDIPT KL A

a—F ZAEHEARA RGO SMTP JEE 22— K

15 (Reply) ZAZHBRA SN E D SMTP JGE A v E—

Rept Rid ZAEE ID, ZEFHFIDIL<0>16iaE D £9, HROZEENEEIN

72 A v —II0id, BEOZEEID & F1,

{54 (To)

TN TR

Attempts

I EFEERICIE-

BefE AT — & AH bounce TH - 72HE1E, IROBIMERNEEr ZIZFRrEINET,

®8:EEAT DAY U RIER

et B
B B fZ WD SMTP J&525 12 %9~ % RFC 1893 Enhanced Mail Status Code D fi#fR
a—FK ZIEHERA LD SMTP J5&a— R

x~ 7 — (Error)

ZIZHERA RSO SMTP IGEA v E—




| RN

BRI~y =R ELTWDHHE (A=Y ~yX—onXxr s (19 =) 22MR) |
~y A= TERITEREEFRORICETRSNET,

RI:EEATDAN Y F—I1ER

et Bl

BET —H o ISR EN DS~y X —DIEE Y T XML # 7

(Customer_data)

~v X —% (Header |~ % — D4 Hi
Name)

i BRSNS~y X — DNE

BiEEQST TR DOFE
ZITE, SESERRMER S = MY oBlERLET,

EELZAYE—DE

Mon Mar 31 20:10:58 2003 Info: New SMTP DCID 5 interface 172.19.0.11 address
63.251.108.110

Mon Mar 31 20:10:58 2003 Info: Delivery start DCID 5 MID 4 to RID [O0]
Mon Mar 31 20:10:58 2003 Info: Message done DCID 5 MID 4 to RID [0]

Mon Mar 31 20:11:03 2003 Info: DCID 5 close

BERAT—FRNIUR
<bounce del time="Sun Jan 05 08:28:33.073 2003" inj time="Mon Jan 05 08:28:32.929 2003"
bytes="4074" mid="94157762" ip="0.0.0.0" from="campaignl@yourdomain.com"
source ip="192.168.102.1 "reason="5.1.0 - Unknown address error" code="550"

error="["Requested action not taken: mailbox unavailable"]">

"

<rcpt rid="0" to="user@sampledomain.com" attempts="1" />

</bounce>

ANy F—{FEDBRERT T Y
<success del time="Tue Jan 28 15:56:13.123 2003" inj time="Tue Jan 28 15:55:17.696 2003"
bytes="139" mid="202" ip="10.1.1.13" from="campaignl@yourdomain.com"
source ip="192.168.102.1" code="250" reply="sent">

<rcpt rid="0" to="user@sampledomain.com" attempts="1" />

<customer data>

.



nyvzosoem [

<header name="xname" value="sh"/>
</customer data>

</success>

NI UZ O DOER

N2 a7, N CASNEAEZEEIHET TN ToFgRp RSN ES, KOK
2. N R nZiliEsh s ER e L ET,

£ 10:/37 X OY O#fEHER

At 568

HALAZ T | NTUR AR RO

27 L~y (Log | ZD/ND A B 7 ORI L~ L

level)

N A Z AT |Bounced £721% Delayed (/N— RAT U AENLY 7 MY R E)

(Bounce type)
MID/RID Avt—VIDBLORER D
From TR —7EEE
%fz# (To) TrRu—T %G
B EA{EHEF D SMTP JH& %95 RFC 1893 Enhanced Mail Status Code D f#EFR
S ZAEHERAMPHO SMTP JRE a2 — RBL A vE—Y

F/o, IR TAA v =V A REREL TCWA, AOAYE—ZHELTNDE (X v
=Y Ny X —puX T (19—=) 22R) HhE. AvE—UBI0Ny X —EFRIEIA
L AEROBICERENE T,

R O5DAY F—I1ER

Ny H— ANYF—BBLIUVANYE—DIAVTUY,
Av—v RN ESND A v E—VDarT Y,
(Message)

NoZ287 T )0l

VI RN UREINTIZREE (I\Y VR 24 7 =Delayed)

Thu Dec 26 18:37:00 2003 Info: Delayed: 44451135:0
From:<campaignl@yourdomain.com> To:<user@sampledomain.com>




B —rrvorEht2EE (SHUR 84 T =Bounced)

Reason: "4.1.0 - Unknown address error" Response: " ('451"',
['<user@sampledomain.com> Automated block triggered by suspicious
activity from your IP address (10.1.1.1). Have your system administrator
send e-mail to postmaster@sampledomain.com if you believe this block is

in error'])"

N—BENY VR EN-2EE (N9 R 24 7 =Bounced)

Thu Dec 26 18:36:59 2003 Info: Bounced: 45346670:0 From:<campaignl@yourdomain.com>
To:<user2@sampledomain.com>

Reason: "5.1.0 - Unknown address error" Response: " ('550', ['There is no such active
account.'])"

AytE—UARXELUVATAY ST —FED/NND R DY
Wed Jan 29 00:06:30 2003 Info: Bounced: 203:0 From:<campaignl@yourdomain.com>
To:<user@sampledomain.com>

Reason:"5.1.2 - Bad destination host" Response: " ('000', [])" Headers: ['xname:
userID2333']' Message: Message-Id:

<lu5jak$6b@yourdomain.com>\015\012xname: userID2333\015\012subject:
Greetings.\015\012\015\012Hi Tom:"

)

GE) T X2 FFEH0I5\012 1%, SfTE2E L ET (CRLF 2 &) .

AT—R2Z20O5DFEH

AT —K A 17|21, status, status detail, 3L Ndnsstatus 72 D CLI A7 —HX A < KT
Bl S 7o v 27 AEEHE AT S E T, FREIIEIT. logeonfig @ setup 7 =~ N
FRHLTRELET, AT —F A/ TLR—hENDD T EiEL— MI, miRED T

AR Y Ty N ENTEREDOE T,
AF—ARZR O5DEHEY
WDRIZ, AT—HA T F9LE —HTDHV AT LFFHEREZRLET,

R 12: AT—42 X AT O#fEHER

et B

CPULd CPU fli

DskIO Disk I/O fif Fi




27—z nvozsnyY ||

et BTLL]

RAMULil RAM fifi j =

QKUsd S TS Fa— (FrsSa FE7)
QKFre ZENTNDFa— (FrsSA FHT)
CrtMID AvE—Y 1D (MID)

CrtICID Ayl a sk ID (ICID)
CRTDCID A5 #56¢ ID (DCID)

InjBytes ATl NENTZA Y E—=VDEEFHA X (A FHAL)
InjMsg AoVl FENTEA Y=Y
InjRcp AoV =7 FENEZESR
GenBncRep ERRESNTeNY v AZEHR

RejRep RSN EE

DrpMsg Fey7IhicAyte—y
SftBncEvnt VT KNG URASTA X b
CmpRcp 58T L34

HrdBncRep N— R AT RENT-ZIEE
DnsHrdBnc DNS /— R X7 &

5XXHrdBnc S5XX /N— R X7 R

FltrHrdBnc T AIVE N— R N7

ExpHrdBnc HIREIFLAN— 3 2

OtrHrdBnc Z DD IN— K R R

DIvRcp BlfE SN2 EH

DelRcp HIBR S ez f3d

GlbUnsbHt 7a—sVEEEIEY X N ED—EK
ActvRep TIT 4T ZEE

UnatmptRcp RATZAEH

AtmptRep AT




B x7—szxo0s0mzamy

HrEt ZtEA

CrtCncln BIE DA 1E Bl

CrtCncOut BITE DR AF Hefoe

DnsReq DNS sk

NetReq X hU— 7 Bk

CchHit ¥Fyviabyh

CchMis Froia IR

CchEct Xy v afisth

CchExp X v v v =2 RN

CPUTTm TN = a CMEN L72 G EF CPU RFH

CPUETm T —a UBREA AT B ORI

MaxIO A= T AIKT 5 1 BHTZ0 ORKRT + A7 10 @i

RamUsd FO LB THEHDAEY (A FHAL)

Swin 2T T ENTZAEY,

SwOut ATy TT 7 NS AEY,

SwPgIn N=U A EINTAEY,

SwPgOut N=UT U rINTAEY,

MMLen VAT LRADOGEEFA v — U

DstInMem AEVANOSEEA TV =7 MK

ResCon UV — Z RO tarpit . (KED L AT LAARICL Y . HEA—LDZ
FAND Z OBEIETEIE L ET)

WorkQ T—7 Fa—llHLBIEDA vE—I%

QuarMsgs RY—, TANA L Outbreak [EHEIC 5 B8 4 D A v —%K

(BEEORHEZ Y TITFET HA v E—VIF—ELT Ay FEhvE

ED)

QuarQKUsd KUY T—, UALA, BIO Outbreak [@lfE A »E— I X > THIAE
ns5¥xnm/ o b

LogUsd HEINA e Y S—F ¢ a OEE




257—522 0506 |

et

B

SophLd

Sophos 7 F U A VW AZF ¥ T &5 CPU OFIG

Mcafld

McAfee 7> F T A VA A% ¥ U CTHEA I 5D CPU OEIG

CASELd

CASE A% v > Cfif &5 CPU DEIG

TotalLd

CPU DARHHE &

LogAvail

0y 7y ANMHERATEDLT 4 A7 A=A

EuQ

AN LRBEENOHEE A v — V%K

EugRls

AN L RHER I = —NOHEE A v E—U%

RptLD

LR — b oML g o> CPU Afif

QtnlLd

WREELEE TR > CPU AT

EncrQ

LD F 2 —NDA v =Y

AT—42 X 0T 0H

Fri Feb 28 12:11:48 2020 Info: Status: CPULd 45 DskIO 22 RAMUtil 22 QKUsd 6676975
QOKFre 1711633 CrtMID 6130195 CrtICID 722770 CrtDCID 54 InjMsg 4572789 InjRcp
4575323 GenBncRcp 255536 RejRcp 20388 DrpMsg 469642 SftBncEvnt 0 CmpRcp 3650806 HrdBncRcp

255536

DnsHrdBnc 23 5XXHrdBnc 28 FltrHrdBnc 255485 ExpHrdBnc 0
OtrHrdBnc O Dl1vRcp 3394965 DelRcp 305 GlbUnsbHt 0 ActvRcp 65 UnatmptRcp 65 AtmptRcp 0

CrtCncIn 9

CrtCncOut O DnsReqg 7756744 NetReqg 7769130 CchHit 8373490 CchMis
1989637 CchEct 1625236 CchExp 1569329 CPUTTm 37 CPUETm 62 MaxIO 465600 RAMUsd 1473355956

MMLen 54782

DstInMem 11 ResCon 0 WorkQ 54710 QuarMsgs 375
QuarQKUsd 145096 LogUsd 26 SophLd 15 BMLd O CASELd 0 Totalld 100 LogAvail 116G EuQ 64

EugRls 0 CmrkLd O

McafLd 9 SwIn 122 SwOut 5295 SwPgIn 368 SwPg Out 63639
SwapUsage 4% RptLd 0 QtnLd 19 EncrQ O InjBytes 516664777890

KAA Y TNy 9 OJDER
RAAL TNy 7 a2, 77794 TV ALEEDZEERA NEOSMIPEFETD T 74

TrUhEF—ROBENTEINET, 2o s XA A3 EIC, BEOZEZERA MIBET 5
BIEOT Ny IR S ET,

R13: FAM D TRy OJ O#fEHER

et

Bl

BADAZ LT

NG A AN DR




B x5 vrns0m

#Et SRER

17 L~ (Log ZDONRT A T T OFEML L

level)

From TR a—7EEE

Z5# (To) TR — S EH

L BEERFD SMTP &2 %9 % RFC 1893 Enhanced Mail Status Code D fif
N

JEE ZRHBEARARDLO SMTP JGEa— RBLIURA vE—Y

KAA Y TNy T 0T 0f
Sat Dec 21 02:37:22 2003 Info: 102503993 Sent: 'MAIL FROM:<daily@dailyf-y-i.net>'
Sat Dec 21 02:37:23 2003 Info: 102503993 Rcvd: '250 OK'
Sat Dec 21 02:37:23 2003 Info: 102503993 Sent: 'RCPT TO:<LLLSMILE@aol.com>'
Sat Dec 21 02:37:23 2003 Info: 102503993 Rcvd: '250 OK'
Sat Dec 21 02:37:23 2003 Info: 102503993 Sent: 'DATA'

Sat Dec 21 02:37:24 2003 Info: 102503993 Rcvd: '354 START MAIL INPUT, END WITH "." ON A
LINE BY ITSELF'

Sat Dec 21 02:37:24 2003 Info: 102503993 Rcvd: '250 OK'

Aoz ar TNy OynDER
AVl vary TR T adilit, TTI7A TV ARE, VAT AZEHRH L TODIEEDR
Z RO SMTP 2EENRERINE T, AoV vary Ay T alli, AV F—X%v )
DR ERET A FAT Y N T I I9A4 7 AROBEICET AMEEZ N Ty 2 —TF ¢
VT ADICESNBLET, Zoa TR, 20DV AT ARITCEESNETRTONAL FRE
BeEh, BERAA M NEE] 38R ARA NS [ZE] IToEEInET,
T ARA FOEFELXIEET AL, IPT RLA, IP#PH., A& M., E203ES A B
HEWRETHLENHY £F, IPHANTER L TCWDIP T RLARTRTiigRINET,
B AL VHNORA MPRTRCRESNET, VAT AEF, BEHRLTWDIP T FL A TH
LTCUNR—ZADNS/Iy 7T v 7%2FEITLT, AABMICERRLET, DNSIZHST 5 PTR
I— RB72WIP T RLRE, FA MIC—HLEEA,
FLEkT oy v a VELIRETOMNERLY £,

AV = vary TNy T a ZROFTIZIE, ROBIRTHERNGENET,




tvvzvvar sy anson |

RM: A0S Hay TNRNYY OFOkER

et iEA

BADAR T AR DR S TR

ICID AV a R IDIL, Blon s 722 ) F g TR
Ll BIEAHT D 2 E N TE DEATS T T

Sent/Received Sentto] &ESNT-FTIE. BEEAR A MIEESNTEEEDO AL T

9, [Revdfrom] EFESNATIE. BEE A R B2E LTI FEBEON
4 F T,

[IP7 KL A (IP
Address) ]

iR A RO IP T FL A,

—

T/

ESMTP\015\012"

Wed Apr 2 14:30:

mail.remotehost

Wed Apr 2 14:30:

postman.example

Wed Apr 2 14:30:
FROM:<sender@remotehost
Wed Apr 2 14:30:04 2003
<sender@remotehost.com>
Wed Apr 2 14:30:04 2003

\wJ ayg o

Wed Apr 2 14:30:

TO:<recipient@example.com>\015\012"

Wed Apr 2 14:30:04 2003

<recipient@example.com> ok\015\012"'

Wed Apr 2 14:30:04 Info:

Wed Apr 2 14:30:04 2003
Wed Apr 2 14:30:04 2003

04 2003 Info: 6216 Sent to '172.16.0.22': '220 postman.example.com
04 2003 Info: 6216 Rcvd from '172.16.0.22': 'HELO
.com\015\012"
04 2003 Info: 6216 Sent to '172.16.0.22': '250
.com\015\012"
04 2003 Info: 6216 Rcvd from '172.16.0.22': 'MAIL
.com>\015\012"
Info: 6216 Sent to '172.16.0.22': '250 sender
ok\015\012"
Info: 6216 Rcvd from '172.16.0.22': 'RCPT
Info: 6216 Sent to '172.16.0.22': '250 recipient
6216 Rcvd from '172.16.0.22': 'DATA\015\012"'
Info: 6216 Sent to '172.16.0.22': '354 go ahead\015\012'
Info: 6216 Rcvd from '172.16.0.22': 'To:

recipient@example.com\015\012Date: Apr 02 2003 10:09:44\015\012Subject: Test

Subject\015\012From: Sender <sender@remotehost.com>\015\012"

Wed Apr 2 14:30:04 2003 Info: 6216 Rcvd from '172.16.0.22': 'This is the content of the
message'

Wed Apr 2 14:30:04 Info: 6216 Sent to '172.16.0.22': '250 ok\015\012"'

Wed Apr 2 14:30:04 Info: 6216 Rcvd from '172.16.0.22"': 'QUIT\015\012"'

Wed Apr 2 14:30:04 2003 Info: 6216 Sent to '172.16.0.22': '221
postman.example.com\015\012"




B x72050mm

DRTFLOYDER

R 15: R T L OY DiFEEHIER

#cet

BrLL]

HALDAR T

ISA B DNRIE S VT IFA)

Av—v

B\ CRLER S Lo A N b

SRT L Oy nE

WD AT a7 OFNE, commit #FEIT L2 —HFDLRTE ATISNTZa A Fegie, W
<OMD commit =2 U ZRLTWET,

Wed Sep
Wed Sep
Wed Sep
Wed Sep
Wed Sep
Wed Sep
Wed Sep
Thu Sep

Thu Sep
log for

8 18:

8 18:

8 18:

8 18:

8 18:

8 18:

8 18:

9 08:

9 08:

examples

02

02

02

02

02

13

17

49

49:

:45

:45

:45

149

149

: 30

123

227

27

Thu Sep 9 08:51:53

log.

CLEZEDO S DEMH

2004 Info: Version: 4.0.0-206 SN: XXXXXXXXXXXX-XXX

2004 Info: Time offset from UTC: 0 seconds

2004 Info: System is coming up

2004 Info: bootstrapping DNS cache

2004 Info: DNS cache bootstrapped

2004 Info: PID 608: User admin commit changes: SSW:Password

2004 Info: PID 608: User admin commit changes: Completed Web::SSW
2004 Info: Time offset from UTC: -25200 seconds

2004 Info: PID 1237: User admin commit changes: Added a second CLI

2004 Info: PID 1237: User admin commit changes: Removed example CLI

% 16: CLIBEE O J O EHER

et

Ll

HALDAR T

ISA DRI S VTR

PID

av Y RBANENTRHFEDOCLIEYy a7 atk A ID,

AykE—v

AvtE—iI, AWSH/-CLla~> R, CLIHS (A==—, UX |
Y L BIUOFERENA T T TSI ET,




CLIEEE O T D4l

cuzznson [

WD CLI & r 7 OfFliE, who 3 X U textconfig CLI =~ > K23 A J) 417z PID 16434 D H
ZRLTWET,

Thu Sep 9 14:35:55 2004 Info: PID 16434: User admin entered 'who'; prompt was
'\nmail3.example.com> '

Thu Sep 9 14:37:12 2004 Info: PID 16434: User admin entered 'textconfig'; prompt was
'\nUsername Login Time Idle Time Remote Host What\n
\nadmin Wed 11AM 3m 45s 10.1.3.14 taill\nadmin 02:32PM
0s 10.1.3.14 cli\nmail3.example.com> '

Thu Sep 9 14:37:18 2004 Info: PID 16434: User admin entered ''; prompt was '\nThere are
no text resources currently defined.\n\n\nChoose the operation you want to perform:\n-
NEW - Create a new text resource.\n- IMPORT - Import a text resource from a file.\n[]>

FTP H—/N OS5 D{EH

= 17: FTPY—/\ Q5 O#HisHIEHR

frEt Bl
A DRZ T A N DRI S FUTZHFZ)

ID ot ID, FTP 55 = & OBIEO 1D

A v— oy T N)DAyE—Y 7 aiE, vl 7 A AT —H AE
W, ELIEFTPERE®R (n/ A, Ty 7ue—K, Fura—FR, &
TT o el e ET,

FTP 4—/\ 0 5 DOl

WD FTP r—3 v Z7oflcix, #F: (D:1) Nk SnTnET, BFEEHEOIP T KL AD
1E0, TI2T7 4874 (Z7ANDT v7a—KeFuro—FR) B/ 7 U MAREN
TWET,

Wed Sep 8 18:03:06 2004 Info: Begin Logfile

Wed Sep 8 18:03:06 2004 Info: Version: 4.0.0-206 SN: O00065BF3BA6D-9WFWC21
Wed Sep 8 18:03:06 2004 Info: Time offset from UTC: 0 seconds

Wed Sep 8 18:03:06 2004 Info: System is coming up

Fri Sep 10 08:07:32 2004 Info: Time offset from UTC: -25200 seconds

Fri Sep 10 08:07:32 2004 Info: ID:1 Connection from 10.1.3.14 on 172.19.0.86
Fri Sep 10 08:07:38 2004 Info: ID:1 User admin login SUCCESS

Fri Sep 10 08:08:46 2004 Info: ID:1 Upload wording.txt 20 bytes

o m



B vrosorm

Fri Sep 10 08:08:57 2004 Info:

Fri Sep 10 08:09:06 2004 Info:

HTTP O D {E A

& 18:HTTP O 5 O#fsHIEHR

HTTP O % 4l

ID:1 Download words.txt 1191 bytes

ID:1 User admin logout

#EEt B

BA DAL T INA R DR S FU T R

D v gD

I Pifi~ v DIPT KL A

o B — Y O —F4

Avl—y FATSNTT 7 v a AZET O, GET=~ 2 B, POST=~ 2 R,

FIRIFIV AT A AT —HZAREREGENIHZENH Y £T,

WD HTTP 1 7 Ofi)l%, EIE2—F L GUI OxtEE (VAT AREY 4 F— ROFE[T L)
ZRLTWET,

Wed Sep
443

Wed Sep
Wed Sep
Wed Sep

Wed Sep
/system

8 18:17:23

8 18:17:23

8 18:17:23

8 11:17:24

8 11:17:24

2004 Info:

2004 Info:

2004 Info:

2004 Info:

2004 Info:

http service on 192.168.0.1:80 redirecting to https port

http service listening on 192.168.0.1:80
https service listening on 192.168.0.1:443
Time offset from UTC: -25200 seconds

req:10.10.10.14 user:admin id:iaCkEh2h5rZknQarAecg POST

_administration/system setup_wizard HTTP/1.1 303

Wed Sep 8 11:17:25 2004 Info:
/system_administration/ssw_done HTTP/1.1 200

Wed Sep 8 11:18:45 2004 Info:
/monitor/incoming mail overview HTTP/1.1 200

Wed Sep 8 11:18:45 2004 Info:
/monitor/mail flow graph?injector=&width=365&interval=0&type=recipientsin&height=190

HTTP/1.

1 200

Wed Sep 8 11:18:46 2004 Info:
/monitor/classification graph?injector=&width=325&interval=0&type=recipientsin&height=19

0 HTTP/

Wed Sep 8 11:18:49 2004 Info:

1.1 200

req:10.10.10.14 user:admin id:iaCkEh2h5rZknQarAecg GET

req:10.10.10.14 user:admin id:iaCkEh2h5rZknQarAecg GET

req:10.10.10.14 user:admin id:iaCkEh2h5rZknQarAecg GET

req:10.10.10.14 user:admin id:iaCkEh2h5rZknQarAecg GET

req:10.10.10.14 user:admin id:iaCkEh2h5rZknQarAecg GET

/monitor/quarantines HTTP/1.1 200



NTP O 5 DfEF

% 19: NTP O 5 D#RaHIER

ne osomR [

#cet

BLL]

HALDAR T

PSR DERE S AT

Av—v

Ay —F, = Offiry NV —2 XA 57 kL (SNTP)
7 Y —F 2T adjust: A v E—Y TSNV E T,

NTP O 5 D4l

W@ NTP = 27 OfF]E.

j—O

T TIAT U ANSBNIPRA MDD 2EOR—Y 72 RLTHNE

Thu Sep 9 07:36:39 2004 Info: sntp query host 10.1.1.23 delay 653 offset -652

Thu Sep 9 07:36:39 2004 Info: adjust: time const: 8 offset: -652us next poll: 4096

Thu Sep 9 08:44:59 2004 Info: sntp query host 10.1.1.23 delay 642 offset -1152

Thu Sep 9 08:44:59 2004 Info: adjust: time const: 8 offset: -1152us next poll: 4096

AE¥v>r OJDEH

2xyora i, TITI9A TV ADAX Y L0 DT _XTOLOGE L TINCOMMON X
T—UNEENTWET, FHAFTEER COMMON BLULOG T 7 —h Ay tE—YD U & M
SNTiE, V27288 0FED (77— 22BLTLEEN,

& 20: A% v > 0T O#fEHER

Bl

A B DRI S LT

#Et
BADNAR T
Avg—

AyE—IF, WTIWDDORFTYy L =T ) r— g O
EOEEENETI— b, KBLETI— b, EFEES 2T — Ay
=Y THREINTWVET,

A2 agnH

wRow 7 DORIL, Sophos 7 F A NAIETLEET IT—FE2XELTWLT T IA4T R
DEREZ R L TWET,
Wed Feb 23 22:05:48 2011 Info: Internal SMTP system attempting to send a message to

alerts@example.com with subject 'Warning <Anti-Virus> mail3.example.com: sophos
antivirus - The Anti-Virus database on this system is...' (attempt #0).

Wed Feb 23 22:05:48 2011 Info: Internal SMTP system successfully sent a message to

o m



B 7o7zx1s050mm

alerts@example.com with subject 'Warning <Anti-Virus> mail3.example.com: sophos
antivirus - The Anti-Virus database on this system is...'.

Wed Feb 23 22:05:48 2011 Info: A Anti-Virus/Warning alert was sent to alerts@example.com
with subject "Warning <Anti-Virus> mail3.example.com: sophos antivirus - The Anti-Virus
database on this system is...".

04 nO{EH

xR 21: 7 UFRRL O O#FEHER

et Bl

A DRZ T A S DERE S TR

A y— A=, TUFARARAT v 75— FOMREFER (oY F-0%
T UFANBN—=NDT v T — FBUETHT2NE 97 ) TRk
SNFET,

T UFR/NL OT DA

gLA A=)l

WDT v F AR a TOFNE, T FARA DAL D, ARDMERZOT v 75—+ E
JO'CASE 7 v 75— FO#EREZR L TWET,

Fri Apr 13 18:59:47 2007 Info: case antispam - engine (19103) : case-daemon: server
successfully spawned child process, pid 19111

Fri Apr 13 18:59:47 2007 Info: case antispam - engine (19111) : startup: Region profile:
Using profile global

Fri Apr 13 18:59:59 2007 Info: case antispam - engine (19111) : fuzzy: Fuzzy plugin v7
successfully loaded, ready to roll

Fri Apr 13 19:00:01 2007 Info: case antispam - engine (19110) : uribllocal: running URI
blocklist local

Fri Apr 13 19:00:04 2007 Info: case antispam - engine (19111) : config: Finished loading
configuration

Oy DOER

frEt Bl

HADAR LT INA R DMERIE ST

Aw— Avb—IIClE, LA AN TPy RATF—HX A BER OB
NaEFENET,




giari—nason |

gLA4A—)Lagop

Tue Mar 24 08:56:45 2015 Info: graymail [BASE] Logging at DEBUG level

Tue Mar 24 08:56:45 2015 Info: graymail [HANDLER] Initializing request handler

Tue Mar 24 08:56:50 2015 Info: graymail [ENGINE] Loaded graymail scanner library
Tue Mar 24 08:56:50 2015 Info: graymail [ENGINE] Created graymail scanner instance

Tue Mar 24 08:56:50 2015 Info: graymail [HANDLER] Debug mode disabled on graymail process

Tue Mar 24 08:56:50 2015 Info: graymail [HANDLER] Starting thread WorkerThread 0

TFUOFIA4ILR O5DFER

R2:7UF 94 IR OF D#HEHER

et AR
HADAE T |3 DR SN TR

Ay— Aoe—UiE, TUVTFUANAT 7T — b MOMGERERRE (V%
TPIETANARERDT v 7T — MM ETH TN E I E) THERE
ﬂiﬂ—o

TUF94)LR a5 04

AMP T >

ROT o F oA NZ a7 ORFNE, Sophos T F VA NAT DAL D, UANVAEFE (IDE)
LUV AERDOT v 7T — FOMERER L TVET,

Thu Sep 9 14:18:04 2004 Info: Checking for Sophos Update
Thu Sep 9 14:18:04 2004 Info: Current SAV engine ver=3.84. No engine update needed
Thu Sep 9 14:18:04 2004 Info: Current IDE serial=2004090902. No update needed.

Zon 7 E—FFIZDEBUG L-YUWIIRET D E, TV T UANVAT U U UNETED A vi—
NZOWTHETEDHIE LR LIZBLIE 22+ 2 DICEL b £ 4, DEBUG v ¥ > ZHHRIZITE
T, FEHAOBITEE LT EE,

7

oy agnER
AMP =P r u 7 ZiE, ROFEMNEENET,

e T 7AN LT ar = NIEEINT ANV L aT—Yar s —&
TrAN LEaT—v gy =" EE IR,

c T T ANGHT (T 7 AN —NCT 7 ANNRT v 7T a— RINTWDIER) . 774
NWONTORREIL, 7 7 A VDT — "D BISENZ(E SN 5 F CEMMICTESRINE T,

o m



B awzooonszoryon

AMPT>o>Aag T kRY)oHE
WIZHFED S F ) FTHESS AMP =Yy vy =y N oflE R LET,

e T AN L aT— gl T ANASH— RO (48 ~—3)

c T AN L 2T — g P NRERE (48 L—Y)

s T AN L EaT—vary 72 —0uHt (48 X—)

e AN L aT— a3 =N E T ANV LT — gy ) — I L TEZE
LTS (49 ~—2)

DT D T 7 AT v T a—RET A NS Fatx (50 2—)

« T ANBSHRICT v 7 a— K&y (51 2—)

s 77 AN T v a— RHIRNRR T 7 A VDN ATy T7ENTZT7 7 AN T v a—
K52 =)

o 77 ANGH— RO T —=RNRKTT 7 A NGB AXy T INTeT 7 ANT v 7T a—
R (52 X—=)

cZFELIZT AN L hr AT T 4 THE (53 =)

TJ7A4IL LEATF—2a3 ET7AILRTRY— N \OHHE

Wed Oct 5 15:17:31 2016 Info: File reputation service initialized successfully

Wed Oct 5 15:17:31 2016 Info: The following file type(s) can be sent for File Analysis:
Microsoft Windows / DOS Executable, Microsoft Office 97-2004 (OLE), Microsoft Office

2007+ (Open XML), Other potentially malicious file types, Adobe Portable Document Format
(PDF) . To allow analysis of new file type(s), go to Security Services > File Reputation
and Analysis.

Wed Oct 5 15:17:31 2016 Info: File Analysis service initialized successfully

TJ74IL LEAT—2 32 B—N\HKRIER

Tue Oct 4 23:15:24 2016 Warning: MID 12 reputation query failed for attachment
'Zombies.pdf' with error "Cloud query failed"

TJ74IL LEaAT—3> 0 T)—0#HE

Fri Oct 7 09:44:04 2016 Info: File reputation query initiating. File Name = 'mod-6.exe',
MID = 5, File Size = 1673216 bytes,
File Type = application/x-dosexec
frEt ieR
77 A N4 (File SHA-256 "Ny 2 IDN 7 7 AL LE 2T —3 gy B—RCkESHh
Name) %7 7 A VDL,
T ANEMERTERWGE, 77 ANVADBPAATHL ERILE
ﬁ—o
MID EFA—NNAT T @l DA yE—VOBINMEHSND A v

t_y IDo




IFANLELF—avH— 5 TFAL LEATF—vay sTy—cnLTRELERE [

#rat L]
TrAN P AR SHA-256 /Ny ¥ 2 il #0137 7 ANV LE 2T —va v = NEEE
(File size) nNa7 7 ANOIA R,

Ty AN HAT SHA-256 N ¥ 2 i Bl FM™ 7 7 A )V L E 27— 3 v — N2k
(File Type) NHE77ANDEA T,
WDT 7 AN XA THRPR—FINTHET,
» Microsoft Windows / DOS Executable
« Microsoft Office 97-2004 (OLE)
* Microsoft Office 2007+ (Open XML)
s FOMDEENH DA H BT 7 ANV X AT
+ Adobe Portable Document Format (PDF)

patll
(023

TJ74IIL LEAT—2a30vH—n\hsIJ7A4I)LLEATF—3 0 9T —IZ LTRELEGRE

Fri Oct 7 09:44:06 2016 Info: Response received for file reputation query from Cloud.
File

Name = 'mod-6.exe', MID = 5, Disposition = MALICIOUS, Malware = W32.061DEF69B5-100.SBX.TG,
Reputation Score = 73, sha256 =
061def69b5c100e9979610£fa5675bd19258b19a7££538b5c2d230b467c312£19, upload action = 2

et Bz

77 AN% (File |[SHA-256 Ny 2D 77 A/ LE 2T —vary B— N EIND

Name) 7 7 A VDL,
T ANENMERTERWEE, 77 A NVEARTRHTHD ERBLF
7,

MID BT A—NNRATTA U EBBTHA V0BRSS A >
+— 1D,

7 (Disposition) |7 7 A/ L E 27— a VHEBEITRDO LB T,

« MALICIOUS

« CLEAN

*FILEUNKNOWN : L E 2T —3 3 2a7inEue s,

« VERDICT UNKNOWN : f&#[f1]7% FILE UNKNOWN T ) A =17 233
Y ru s,

«LOWRISK : 7 7 A VD% T 7 A VICE R a T Y R,
OB WSS, HEIX TLOWRISK] TY, 77 A LOHHIZT 7
AMIEFEENT, Ave—VIFBE AN AT T A @B L
EJr AN

<L <D = T RO LR,
(Malware)




B srorvor7L7yTn—reT7 s TOLR

et B

LEaT7—vay |74V bEaTr—yar =Nl oTT77AMZHID Y ToHRD
Z a7 (Reputation | L E 27— 3 Aa7,

score) 7 7 A MEE A VERDICT UNKNOWN DA, 7774 7 A7 7

AN L EaTFr—afHEsE, LEa2TF—TarRaye LEVMEICHE
DWTIHEL 7,

TyTu—RT 7 | FEDT 7 ANIFETEND, 774N b EaT—Yarb—NZLio
v = (Upload THREINLT v Tr— K77 a Off :

Action) 0Ty Tn— REICEETSLELH D £ A,
el 7y —FRHICZ7ANVEEELET,

GE) TFIA T AZT v 7a—R7 7 a Ol 1)
DR T 7 ANET v Fa—RFLET,

27w/ —FRHIZTZ7ANVEXFELEEA,
3: T T —FRRAIAXT—HDHEERELET,

DPHDE-HDT7AIL Ty TO—FKET7AILDHTOER

Wed Sep 28 11:31:58 2016 Info: File uploaded for analysis. SHA256:
e7ae35a8227b380ca761c0317e814e4aaa3d04£362c6b913300117241800£f0ea

Wed Sep 28 11:36:58 2016 Info: File Analysis is running for SHA:
e7ae35a8227b380ca761c0317e814e4aaa3d04£362c6b913300117241800£0ea

Fri Oct 7 07:39:13 2016 Info: File Analysis complete. SHA256:
16454af£5082c2e9df43£f3e3b9%cdba3cbaecl766416e548c30a971786db570bfc, Submit Timestamp:
1475825466, Update Timestamp: 1475825953, Disposition: 3 Score: 100, run_id: 194926004
Details: Analysis is completed for the File
SHA256[16454aff5082c2e9df43f3e3b9cdba3c6ael766416e548c30a971786db570bfc]

Spyname: [W32.16454AFF50-100.SBX.TG]

#Et i BA
SHA256 $HET 57 7 4 LD SHA-256 7~ 3 = 1D,

BEXA LAY T T FIAT VAL ST T 7 ANDT 7 A N —NICT v 7
(Submit Timestamp) 27— NSz BAF &R,

WA A DAL T T AT DT 7 ANGIBET LIc BT & Bl

(Update Timestamp)

g (Disposition) TrAN LEaT—a COHERE T, ROERHY 7,
-~ =T O/ L
«2-EH

3w




Tranpatmcry 7o—rsntn

et

B

A7 (Score)

T 7 ANGH =N TT7 7 A MZHID B ToND o A=
770

%47 ID (Run ID)

T 7 A NG —"BEEED 7 7 A IV HTIC DN T T 7 A JUIZEN D
YCHEME D) .

FEHM (Details)

T 7 ANGHTHICE T =N HE SN HEAENER, £ 5 Ty
BalE. 77 AT T DB IR T LTS Z & &R L
ij‘o

ARA 4 (Spy Name) | 7 7 A VI 7 7 A VNIC~ AT = T REOMh - T25681F, &

JB D4 il

274G HAIZCTy TOo—FEhi

Wed Sep 14 12:27:52 2016 Info: File not uploaded for analysis. MID = 0 File
SHA256[a5f28fl1fed7c2fe88bcdf403710098977fal2c32d13bfbd78bbe27e950245£82] file
mime [text/plain] Reason: No active/dynamic contents exists

et

Bl

MID

BIA—INNATTA L EBBT DAy E—VOBRNEHIND A v
V}Z‘—:\/\\ IDO

7 7 A /L MIME
(File MIME)

77 A )LD MIME % A 7,

PR

LTI O, upload action 23 'I' ICEREINTWAEATH, 774
WINT 7 AN — T v 7 a— RENZRWEBOED 1 5T,
RO —RTT77ANDBTTIZT v 7ma— RIS TWD : 77 AL
TTIHNDT TI7A T L AN LTI 7 AN — T v 7 a—
RFENTWET,
« T ANBHIBEITH - T 7 A MTEITH O T v T — RO 01T
TIGBIREINTWET,
s T AMIT 7 A NG — T TICT v e — R~
R — MG DT 7 AV XA T TIH/RW
s T AN YA XNRHEPEN Ty T — R T ANDYA XN T 7 A
WM =N L > THESNTWND LEWEZBEZ TWET,
Ty Zu— K Xa—NHMHThHoT2
s 77 ANGHT— DT —
T I T 4 Tl ar T Y EFEE T Y NFE L T RN
« R EIERHT S —




B o7 7y 70— FHBRARETT 7 A LB HRE Y TENETF AL 7y TA— K

TJ774IL Ty 7O—FHIEARETI7AILDHIARRAT Yy Taht=77a4IL 7y TaA—F

Tue Jun 20 13:22:56 2017 Info: File analysis upload skipped. SHA256:
b5c7e26491983baa713c%9a2910ee868e£d891661c6a0553b28f17b8fdc8ccl3ef, Timestamp[1454782976]
details[File SHA256[b5c7e26491983baa713c9a2910ee868efd891661c6a0553b28f17b8fdc8cc3ef]
file

mime [application/pdf], upload priority[Low] not uploaded, re-tries[3], backoff[986]
discarding ...]

Tue Jun 20 13:22:56 2017 Critical: The attachment could not be uploaded to the

File Analysis server because the appliance exceeded the upload limit

et & BA

SHA256 KT D7 7 A D SHA-256 7~ ¥ = 1D,

Timestamp T 7 AN =R D T 7 ANDT v Fa— RRRA LT BT & R,
FEAE (Details) 7 7 A NG — DT — DFEM,

7 7 4 )L MIME 774D MIME % A 7,
(File MIME)

7wy a— B |[7 v 7 r— RELNENL (Upload priority) | DfEIZLL FD &Y T,
Wiz (Upload « [ (High) ]-PDF 77 A /L % A %R T_RTORRE N7 7

priority) LN B AT DEE,
« & (Low) 1-PDF 7 7 A )V Z A T DHDEE,
PR T A WD T 7 A K L CEIT SN T v 70— RRITORK,
(Re-tries) GE) 1 7 7 A MK L, BAIEETT v 70— RERITCX &
TO

Ny 7 F7 (x) TTIALTVANT 7 AN — N T 7 A NVET v 7o —RLED
(Backoff (x)) ETHRNCFHET DR ENH L x) » ZHUE, 7774 T AN
HbHzo7y7a— RflfRICELZ L SICRELET,

HE () TTIA T ANRT w7 a— RNilREB 72720, 77 A VR —n
(Critical WIS 7 7 ANVET v 7 a— RTCEEHATLT,
(Reason))

T7A4ILDHY—IOIS—HARERTI7AILDHARRT Y TEnhEET 74 7y FOo—FK

Sat Feb 6 13:22:56 2016 Info:SHA256:
69e17e213732da0d0cbc48ae7030a4a18e0c1289£510e8b139945787£67692a5, Timestamp[1454959409]
details[Server Response HTTP code:[502]]

At 568

SHA256 545 7 7 A LD SHA-256 7~ v 3 = ID,




2ELETI7AL Loz 74 8% |

#Et ZBA

Timestamp T 7 AN —X~D T 7 A NVDT v T a— KREITENZHfHE
REZl,

FEAH (Details) T 7 A NG =D T =BT D R,

L7414 L FARRY T4 THIFE

Fri Oct 7 07:39:13 2016 Info: Retrospective verdict received. SHA256:
16454af£f5082c2e9df43f3e3b9%cdba3c6ael766416e548c30a971786db570bfc, Timestamp: 1475832815.7,
Verdict: MALICIOUS, Reputation Score: 0, Spyname: W32.16454AFF50-100.SBX.

X
ot

#rat B

SHA256 5ttt 57 7 A4 /LD SHA-256 7~ ¥ = 1D,

Timestamp TP AN — "N E T 7 A ND L ha AT T ¢ TIHE R ZE
L 7= H

HE Tr7ANDY AT T ¢ TIHEOEIT HEEOH S 2% TIE
W TY,

Reputation Score T7AN b EaT—vary =N oTTZ 7 A MIZEID B THNRD
LEaTF—iay Aar,

Spyname T A ISR T 7 A NVHNIC VT = TR ROM- 28803, Bk
DT,

ANLIREED T DER

% 23: /8L O OifEHER

#Et Bl
BADNARE T INA R DNERE SN TR

A v— Ay —UlF, FETFINET IV ay (XA ybe—VOREE,. REEE= Y
TN O E) THEREINET,

P UAVN Y IuRoRpL ]

wov 7 OFIE, WD D admin@example.com (2 A v & — (MID 8298624) 73 ifx S Tuy
HZEhERLTVET,

Mon Aug 14 21:41:47 2006 Info: ISQ: Releasing MID [8298624, 8298625] for all

Mon Aug 14 21:41:47 2006 Info: ISQ: Delivering released MID 8298624 (skipping work
queue)

I ns



B = <smecunsomm

Mon Aug 14 21:41:47 2006 Info:

Mon Aug 14 21:41:47 2006 Info:

queue)

Mon Aug 14 21:41:47 2006 Info:

A INLIEEEGUI O S D {FEF

= 24: R/3L GUI BT DHfiEHIEHR

ISQ: Released MID 8298624 to admin@example.com

ISQ: Delivering released MID 8298625 (skipping work

ISQ: Released MID8298625 to admin@example.com

et

Bl

HA DAL T

PSA B IRERR S TR

A=

¥

Ay —Ud, a—VRAREDFATINLT 7 v a o TH S LE

R /NLREE GUI O 5 D

Rowv 7 OFNIE, A LTERFE, v A4y, BLORZT U FERLTWET,

Fri Aug 11
Fri Aug 11
Fri Aug 11
Fri Aug 11

Fri Aug 11
session:10

Fri Aug 11

22:05:28 2006

22:05:29 2006

22:08:35 2006

22:08:35 2006

22:08:35 2006

.251.23.228

22:08:44 2006

LDAP T/\v 4 O4S DEMA

& 25:LDAP 7/ J OJ D#fEHER

Info:

Info:

Info:

Info:

Info:

Info:

ISQ: Serving HTTP on 192.168.0.1,

ISQ: Serving HTTPS on 192.168.0.1,

Authentication OK,

user admin

port 82

port 83

logout:- user:pqufOtL6évyI5StCqghCfO session:10.251.23.228

login:admin user:pqufOtL6vyI5StCghCfO

Authentication OK,

user admin

et

Bl

BA DAL T

2SA DRSS VTR

A=y

LDAP T /3w 7 A vt&—,




ap 73y 5 050 |

LDAP /3w & 045 Dl
N

CE) a2/ 774004712k, BEEREDYTONERFA, Z2TIE, BV PV ELTES
NEMN B THENTWET,

1 Thu Sep 9 12:24:56 2004 Begin Logfile

2 Thu Sep 9 12:25:02 2004 LDAP:
Masquerade query sun.masquerade address employee@routing.ga to employeelmail.ga|

3 Thu Sep 9 12:25:02 2004 LDAP:
Masquerade query sun.masquerade address employee@routing.ga to employee@mail.qgal

4 Thu Sep 9 12:25:02 2004 LDAP:
Masquerade query sun.masquerade address employee@routing.ga to employeelmail.ga|

5 Thu Sep 9 12:28:08 2004 LDAP: Clearing LDAP cache
6 Thu Sep 9 13:00:09 2004 LDAP:

Query ' (& (ObjectClass={g}) (mailLocalAddress={a}))' to server sun (sun.ga:389)
7 Thu Sep 9 13:00:09 2004 LDAP:

After substitute, query is ' (& (ObjectClass=inetLocalMailRecipient)
(mailLocalAddress=rroute.d00002b.loc@ldap.route.local.add00002.qga)) "'

8 Thu Sep 9 13:00:09 2004 LDAP: connecting to server
9 Thu Sep 9 13:00:09 2004 LDAP: connected
10 Thu Sep 9 13:00:09 2004 LDAP:

Query (& (ObjectClass=inetLocalMailRecipient)
(maillocalAddress=rroute.d00002b.loc@ldap.route.local.add00002.ga)) returned|
1 results

11 Thu Sep 9 13:00:09 2004 LDAP: returning: [<LDAP:>]

AR Dw 7 7 7 A VEBHRDIZODTA FE LT, BHLTIEIN,

R 26:LDAP T /Ny T 0T OBIDEER

T&S 39

1 s 77y ANBREINET,




B t—>uxroovsuzrnsomm

Bl

U AF—i%, BAREIZ [sun.masquerade] &9 LDAPZ =V —{ZXk -~ T, <X
71— RIZLDAP T2 L5 ICRESNTVET,

7 R L Z employee@routing.qa 7> LDAP —/ N TR S, —EDBRH S E
T, TOMEDO~ AT — R 7 R L AL employee@mail.qa THY, v~ AH
L= ROREICELSTIOT RLABRA =Y~y F— =o_n—7%
BE., ERITZOmMGICEZRAENET,

2— T FH) T Idapflush % 4T L TWET,

7=V —%, sunga, A— F 38 IZE[FEENET, /= —TFT 7 L— NI
(&(ObjectClass={g})(mailLocalAddress={a})) T,

{g} 1X, H(EM =7 L% (rept-to-group F 72 1% mail-from-group /L — /L) THRE
SN N—THICERISNET,

{a} 1Z. YUZOT FLAICEBRINET,

ZTRA RO ERY) BNFETEINET, LDAP — NIEE S BRI
@7;) oo X T F9,

Y= SO ETEHEL S TWVIRWO T, #3556 L E£7,

IR SN D F— 4 T

10

FERIT, MEERICEIZRD T, DFED, 10D L a— RRESNETR, 7
TV =37 4=V REERLTWRVDOT, T—HIREShEEA, Zh
Blit, 7= RX—RI—ERHDENEINEI ) =TT =7 T5HEXC
ITN—F 7 x =7 787N 72 ) —OWFIZHERHINET,

+—2JRNTOYyH YR MOTDOER

KOFEIZ, =7 VA NTay s ) Ak g IZREENIHEHERE TR LET,

®27:£t—7YRN/TOYY YR BT OHEIER

frEt Bl

B A DNAB T AR DSELE SRR,

Ave—v Ay —UF, a—PRIERE, FATEINLT 7 v a S THRSE
R




t—7uzrFayvsyztasop [

t—2JURKNTOYyH )X DOTOH

ROE—TIVANTay 7 VA MaZoFlE, 77747 AL T2RHIEIZT —#
NR=2ZDAF v Tay FBWMERENTVWAZ L ERLTWVET, BEENT —FXX—R(TB
IMENTZREZ SR SN ET,

Fri Sep 28 14:22:33 2007 Info: Begin Logfile Fri Sep 28 14:22:33 2007 Info: Version:
6.0.0-425 SN: XXXXXXXXXXXX-XXX Fri Sep 28 14:22:33 2007 Info: Time offset from UTC:
10800 seconds Fri Sep 28 14:22:33 2007 Info: System is coming up.

Fri Sep 28 14:22:33 2007 Info: SLBL: The database snapshot has been created.

Fri Sep 28 16:22:34 2007 Info: SLBL: The database snapshot has been created.

Fri Sep 28 18:22:34 2007 Info: SLBL: The database snapshot has been created.

Fri Sep 28 20:22:34 2007 Info: SLBL: The database snapshot has been created.

Fri Sep 28 22:22:35 2007 Info: SLBL: The database snapshot has been created.

Mon Oct 1 14:16:09 2007 Info: SLBL: The database snapshot has been created.

Mon Oct 1 14:37:39 2007 Info: SLBL: The database snapshot has been created.

Mon Oct 1 15:31:37 2007 Warning: SLBL: Adding senders to the database failed.

Mon Oct 1 15:32:31 2007 Warning: SLBL: Adding senders to the database failed.

Mon Oct 1 16:37:40 2007 Info: SLBL: The database snapshot has been created.

LR—T4 29 BT DER
KORIE, LR— b oS NI AR LT E T,

& 28: LR—T 4 VT 0T DHFEHER

et Bl
HADAR T INA I INRE S TR,

Avt— Ayvl—UlE, 2a—YRGEERE, FITSNTT 7 v a o THRE L E
‘a‘o

Lik—F 4 249 g4l
WDOVIR—T 4 7a oL, FRe 7 LR ESINTZT T4 T v ARk L TCWE
ﬁ—o

Wed Oct 3 13:39:53 2007 Info: Period minute using 0 (KB)
Wed Oct 3 13:39:53 2007 Info: Period month using 1328 (KB)

Wed Oct 3 13:40:02 2007 Info: Update 2 registered appliance at 2007-10-03-13-40

| ns



B .55 v9zu—nsomm

Wed

Wed

Wed

Wed

Wed

Wed

Wed

Wed

Wed

Wed

Wed

Wed

Wed

Oct

Oct

Oct

Oct

Oct

Oct

Oct

Oct

Oct

Oct

Oct

Oct

Oct

13:

13:

13:

13:

13:

13:

13:

13:

13:

13:

13:

13:

13:

40:

40:

40:

40:

40:

40:

41:

41:

41:

41:

41:

41:

42

53

53

53

53

53

53

02

53

53

53

53

53

03

2007

2007

2007

2007

2007

2007

2007

2007

2007

2007

2007

2007

2007

Info:

Info:

Info:

Info:

Info:

Info:

Info:

Info:

Info:

Info:

Info:

Info:

Info:

Pages found in cache: 1304596 (99%). Not found: 1692

Period
Period
Period
Period
HELPER

Update

Pages found in cache: 1304704 (99%). Not found: 1692

Period
Period
Period
Period

Update

LR—T4 29 ) —0OJDER

WOFIZ, VIR—T 47 72— aJiIliiskIN5HEHERERLET,

£R29:LR—TFT 42T 1) — 0y o#iHER

hour using 36800 (KB)

day using 2768 (KB)

minute using 0 (KB)

month using 1328 (KB)

checkpointed in 0.00580507753533 seconds

2 registered appliance at 2007-10-03-13-41

hour using 36800 (KB)
day using 2768 (KB)
minute using 0 (KB)
month using 1328 (KB)

2 registered appliance at 2007-10-03-13-42

et

Ll

BADAZ LT

SRR

=Y a7 R

Ayl—v

B

Ay—Vid, 2=PRERER E, FATENLT 7 v a TSIV E

LR—TF 425 0T)— Ognfl

WDVR—T 4772 )a 7o, 77747 Ak -T, 200048 H29 BH» 5 10 H
10 HECOMMTHEEDREA—N T 74 v I T YNRETENTWNWDHI EERLTWNE

7o

Tue
Tue
Tue

Tue

Oct

Oct

Oct

Oct

2

11:
11:
11:

11:
['MAIL OUTGOING

30:

30:

30:

30

DETECTED SPAM',

02

02

02

:02

 TRAFFIC

2007

2007

2007

2007

Info: Query:
Info: Query:
Info: Query:
Info: Query:
SUMMARY .

Closing interval handle 811804479.
Closing interval handle 811804480.
Closing query handle 302610228.

Merge query with handle 302610229 for

'MAIL OUTGOING TRAFFIC SUMMARY.DETECTED VIRUS',
'MAIL OUTGOING TRAFFIC SUMMARY.THREAT CONTENT FILTER',



7y

—

oh

— 4

7vIr—ansomm ]

'MAIL_OUTGOING_TRAFFIC SUMMARY.TOTAL CLEAN RECIPIENTS',
'MAIL_OUTGOING_TRAFFIC_SUMMARY.TOTAL RECIPIENTS PROCESSED'] for rollup period "day" with
interval range 2007-08-29 to 2007-10-01

with key constraints

None sorting on ['MAIL OUTGOING_TRAFFIC SUMMARY.DETECTED_SPAM'] returning results from
0 to 2 sort_ascending=False.

Tue Oct 2 11:30:02 2007 Info: Query: Closing query handle 302610229.

Tue Oct 2 11:30:02 2007 Info: Query: Merge query with handle 302610230 for
['MAIL_ OUTGOING_TRAFFIC_ SUMMARY.

TOTAL_HARD BOUNCES', 'MAIL OUTGOING TRAFFIC_SUMMARY.TOTAL RECIPIENTS DELIVERED',

'MAIL OUTGOING_TRAFFIC_ SUMMARY.TOTAL RECIPIENTS'] for rollup period "day" with interval
range 2007-08-29 to

2007-10-01 with key constraints None sorting on

['MAIL_OUTGOING_TRAFFIC SUMMARY.TOTAL_ HARD BOUNCES'] returning

results from 0 to 2 sort_ascending=False.

Tue Oct 2 11:30:02 2007 Info: Query: Closing query handle 302610230.

04 nO{EH

£R30:7vTT—4 0T DOHEER

#Et 5BA
HA DR LT | N NHEE IR,

Ay — A=V, VAT LAY —ERT v 7T — MEBRDIZH, AsyncOS (2
K57 T T OWRE, ATV a— L ENTWDHRET v 77— b
DAL S ILE T,

Ty IT—% 070k

woa ZOFNE, T34 T 2V ANHHD McAfee 7o F TANVAERTT v I F— &N T
WAHZ EERLTWVWET,

Fri Sep 19 11:07:51 2008 Info: Starting scheduled update

Fri Sep 19 11:07:52 2008 Info: Acquired server manifest, starting update 11

Fri Sep 19 11:07:52 2008 Info: Server manifest specified an update for mcafee
Fri Sep 19 11:07:52 2008 Info: mcafee was signalled to start a new update

Fri Sep 19 11:07:52 2008 Info: mcafee processing files from the server manifest
Fri Sep 19 11:07:52 2008 Info: mcafee started downloading files

Fri Sep 19 11:07:52 2008 Info: mcafee downloading remote file
"http://stage-updates.ironport.com/mcafee/dat/5388"

Fri Sep 19 11:07:52 2008 Info: Scheduled next update to occur at Fri Sep 19 11:12:52
2008

Fri Sep 19 11:08:12 2008 Info: mcafee started decrypting files

o m
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Fri Sep 19 11:08:12 2008 Info: mcafee decrypting file
"mcafee/dat/5388" with method "des3 cbc"

Fri Sep 19 11:08:17 2008 Info: mcafee started decompressing files

Fri Sep 19 11:08:17 2008 Info: mcafee started applying files

Fri Sep 19 11:08:17 2008 Info: mcafee applying file "mcafee/dat/5388"
Fri Sep 19 11:08:18 2008 Info: mcafee verifying applied files

Fri Sep 19 11:08:18 2008 Info: mcafee updating the client manifest
Fri Sep 19 11:08:18 2008 Info: mcafee update completed

Fri Sep 19 11:08:18 2008 Info: mcafee waiting for new updates

Fri Sep 19 11:12:52 2008 Info: Starting scheduled update

Fri Sep 19 11:12:52 2008 Info: Scheduled next update to occur at Fri Sep 19 11:17:52
2008

Fri Sep 19 11:17:52 2008 Info: Starting scheduled update

Fri Sep 19 11:17:52 2008 Info: Scheduled next update to occur at Fri Sep 19 11:22:52
2008

Ty TT—% 00kl

ZOFITIE, v ZiE, BN STV D BEIFHT. Sophos Anti-virus FEFNZH#EH STV B /3y
2T TR LET,

Fri Mar 10 15:05:55 2017 Debug: Skipping update request for “postx”

Fri Mar 10 15:05:55 2017 Debug: postx updates disabled

Fri Mar 10 15:05:55 2017 Debug: Skipping update request for “postx”

Fri Mar 10 15:05:55 2017 Trace: command session starting

Fri Mar 10 15:05:55 2017 Info: Automatic updates disabled for engine Sophos engine
Fri Mar 10 15:05:55 2017 Info: Sophos: Backup update applied successfully

Fri Mar 10 15:05:55 2017 Info: Internal SMTP system attempting to send a message to
abshastr@ironport.com

with subject ‘Automatic updates are now disabled for sophos’ attempt #0).

Fri Mar 10 15:05:55 2017 Debug: amp feature key disabled

w ”

Fri Mar 10 15:05:55 2017 Debug: Skipping update request for “amp

Fri Mar 10 15:05:55 2017 Debug: amp feature key disabled

FSvxT T adIconT

N7 wF® 7 m7iE, AsyncOS OFEF A —/VEMEICEAT 2 ®RPAFERSNET, v Xy
=k, A rJlGEESNTEA yE—Y DY Ty FTT,




zinsord [

rovXrrZalE, Avkt— NI ux S F—ER—2AEERT LT, TIAT

ADAytB—T

coovXo T aviR—3x o bCEHEINET, v 77 A MET —H—X

DIER 7T R E A THESINDGDT, My For a7 3—mEoboicivExd, M7 yF
7 0 7 OERIL, A& DFAMY CMIT 2 B & LIcikaHI > ThERA,

Ciscot X2 VT 4 BT S IAT LV ABFEHTDHZ LT, HEOT FIAT U ANLED NT v
XU THEROFRE TEET,

REEO T DEA

A T, R LT —HF u A R LT-u S TR SN E T,

5 31: 3RO J O EHIER

et

B

BANAR T

A B EE ST ERRAL,

Avg—

Av—UIE, TTIA4T7Rn A LEHELiza—FDa—H%
4, ioJ:U\%@:L**‘H‘#E.% WCREES N2 E Iy mEn 9 rﬁi&f*ﬁﬁké
IET,

FREEA T D

ko 7 OFE
TWVWET,

Wed Sep 17 15:16
Wed Sep 17 15:16
Wed Sep 17 15:16

Wed Sep 17 15:18

Wed Sep 17 16:26:

Wed Sep 17 16:28

Wed Sep 17 20:59

Wed Sep 17 21:37:

fadmin| . Tjoe] . BLO ldan] Vo ax—HizLdur A U iTE2RL

125

125

125

:21

17

128

: 30

09

2008 Info: Begin Logfile

2008 Info: Version: 6.5.0-262 SN: XXXXXXX-XXXXX

2008 Info: Time offset from UTC: 0 seconds

2008 Info: User admin was authenticated successfully.
2008 Info: User joe failed authentication.

2008 Info: User joe was authenticated successfully.
2008 Info: User admin was authenticated successfully.

2008 Info: User dan failed authentication.

V74 FalL—YavERAYTDOFEA

Ay 74 Xalb—vaY@EEa iz, 2—VFo4h 2 —FREEEIT 5 LR EDOHITOM
B, BIXUOEEARGET DI LEEIZ2—FNASLIZa A MR R NS BNOE 7 v a v
ROy 74 Xal—rary 7y A NVTHRSNET, 2—VREEELRET LRI, B
FHOary7 4 Xal—vary 77/ EELH L S BMER SN ET,
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B oo xar—varEE 08

AVIJ4FaL—avEEQT O

WOFBRERRE 7 OFIL, VAT h~Du /A v EHFISNTWbIr—La—FEEFRT D
FT—T Ml —Y (admin) N7 A S 2—HFE2BMLIZZ 2R LTHET,

<?xml version="1.0" encoding="IS0-8859-1"7?>

<!DOCTYPE config SYSTEM "config.dtd">

<l--

XML generated by configuration change.

Change comment: added guest user

User: admin

Configuration are described as:

This table defines which local users are allowed to log into the system.
Product: Cisco IronPort M160 Messaging Gateway (tm) Appliance
Model Number: M160

Version: 6.7.0-231

Serial Number: 000000000ABC-D000000

Number of CPUs: 1

Memory (GB): 4

Current Time: Thu Mar 26 05:34:36 2009

Feature "Cisco IronPort Centralized Configuration Manager": Quantity = 10, Time
Remaining = "25 days"

Feature "Centralized Reporting": Quantity = 10, Time Remaining = "9 days"
Feature "Centralized Tracking": Quantity = 10, Time Remaining = "30 days"
Feature "Centralized Spam Quarantine": Quantity = 10, Time Remaining = "30 days"
Feature "Receiving": Quantity = 1, Time Remaining = "Perpetual"

-—>

<config>

NEEZE I — KOOIy a5 DER

ETF R 7%, ETF= Yy AT —H A FEREICHTAERDPEENET, FEALED
TEHIL [T (Info) 1 E721X [T 3y 2 (Debug) ] LV TT,

NEEBI4— FOIT Y Ognfl

Thu Jun 7 04:54:15 2018 Info: THREAT FEEDS: Job failed with exception: Invalid URL or
Port Thu Jun 7 05:04:13 2018 Info: THREAT FEEDS: A delta poll is scheduled for the source:

.



ETF Y —2REOXK - EtaLsvavg

Sl

Thu Jun 7 05:04:13 2018 Info: THREAT FEEDS: A delta poll has started for the source: 51,
domain: sl.co, collection: sss

Thu Jun 7 05:04:13 2018 Info: THREAT FEEDS: Observables are being fetched from the source:
S1 between 2018-06-07 04:34:13+00:00 and 2018-06-07 05:04:13.185909+00:00

Thu Jun 7 05:04:13 2018 Info: THREAT FEEDS: 21 observables were fetched from the source:
Sl

Thu Jun 7 05:19:14 2018 Info: THREAT FEEDS: A delta poll is scheduled for the source:
Sl

Thu Jun 7 05:19:14 2018 Info: THREAT FEEDS: A delta poll has started for the source: S1,
domain: sl.co, collection: sss

ETF Y —RETEDEK - ESHGaLY P aLE
ZOFITIZ, BEhealL s a VANBKKT, TFIAT VAR ER T 4 — RV —2A0 5
BT 4 — RERETCE o2 N VRSN TVET,

Info: THREAT FEEDS: [TaxiiClient] Failed to poll threat feeds from following source:
hailataxii.com, cause of failure: Invalid Collection name

Vi)ai—ay

Web A > H—7 2 A AD [A—/LKRY 2 — (Mail Policies) > [N 7 4 — F~x—T v
(External Threat Feeds Manager) ] “\O‘—‘T/L:%@J'd‘é ., CLIT threatfeedsconfig > sourceconfig
VT avr REER LT, RELINBER T +— R Y —ADEfERa LV v a A E AL
i ‘ﬂ—o

ETF V—RXBREDKK -HTTP T 5 —
ZOBITIE, HTITP=Z —NRK T, 77 T4 T U APINREE T 4 — RV —AINOEBT 4 —
RERGCE o/l R JITRINTHNET,
Info: THREAT FEEDS: [TaxiiClient] Failed to poll threat feeds from following source:
hailataxii.com , cause of failure: HTTP Error
JY)ai—var

Web A > H—7 =2 A AD [A—/LKRY — (Mail Policies) > [IMFEH 7 4 — F~Fx—T v
(External Threat Feeds Manager) |~—IZ @) 57>, CLI T threatfeedsconfig > sourceconfig
T avr REEHL T, RELIAMBER T +— 8 Y —ADOEMERFR—) 7 RAEIZ
LAY LT Yy b E AN LET,

ETF YV — X RFE D KK - FE3h 75 URL

ZOFITIE, EHARURLMRK T, 77 IA T U ANNBEB T 4 — Y —AnDEE T 4 —
RERGCTE o2 &R u JIORINTHET,

Info: THREAT FEEDS: [TaxiiClient] Failed to poll threat feeds from following source:
hailataxii.com , cause of failure: HTTP Error

Viya—3y

Web A > H—7 2 A AD [A—/LKY 2 — (Mail Policies) > [IMTFEB 7 4 — F~x—T v

(External Threat Feeds Manager) ] “\O‘—?/L:%@J'd‘é ., CLIT threatfeedsconfig > sourceconfig

| ns



B s~ rovomm

AN
=

VT avs R LT, RE LA T 4 — F Y —ADIEMERB A MMy ET2ld3R— &
FEANNLET,

04 nO{EH

aJ AT EREAR b urZ Ll Tal 3T 27 )T a rERETLIHEE. n SH A0
VTICHED A v — VBl E S 5100E, [ 2 74—/ K (LogFields) |47 a v &l
LET,

QT HATRREAR hu 7 ou YT A7) TFvarERETLHE, RO ST 4 —L R
WT 74V N TRIRE N ET,

« ICID

« DCID

s VU T NEH

*« MID

\}

GE)

[BIREIN7=v /7 +—)L R (Selected Log Fields) | U A " BIET 740 houa /7 4 —)L R

wHIFR T £HA,

HEAR L OT DA

ZoFloa It al AL TRHREAR b soa sl TRV T g o EERETS E
TNCER S NTHHARRAR T XTO T 4 — )V RRFERINET,

Sun Aug 25 12:37:08 2019: CEF:0|Cisco|Cl00V Email Security Virtual Appliance|13.0.0-
283 |ESA_CONSOLIDATED LOG_EVENT|Consolidated Log Event|5]|cs6Label=SDRRepScore

cs6=Weak deviceExternalld=42157574DD75FA3BD343-C964FC856529 ESAMID=144137

startTime=Sun Aug 25 12:35:39 2019 deviceInboundInterface=IncomingMail
ESADMARCVerdict=Skipped dvc=10.10.2.10 ESAAttachmentDetails={'MSOLE2msword.docx': {'AMP':
{'Verdict': 'FILE UNKNOWN', 'fileHash':
'917a35e8f£fdd121¢c35b47a937dd4399539f0aa5b52a60£d038e0c4fdea’78d357"'}, 'BodyScanner': {}}}
ESAFriendlyFrom=ec@tester.com deviceDirection=0 ESAMailFlowPolicy=ACCEPT
suser=ec@tester.com cslLabel=MailPolicy csl1=DEFAULT act=QUARANTINED
ESAFinalActionDetails=To POLICY cs4Label=ExternalMsgID
cs4="'<20190825173813.6679.31096@vm21bsd0008.cs21>"' duser=aromalmar-

esa.com ESAHeloIP=10.10.4.8 cfplLabel=SBRSScore cfpl=None ESASDRDomainAge=23 years 6
months

19 days cs3Label=SDRThreatCategory cs3=N/A ESASPFVerdict=None sourceHostName=unknown
ESASenderGroup=SUSPECTLIST sourceAddress=10.10.4.8 ESAICID=190746
cs5Label=ESAMsgLanguage csb5=English

msg=[Cousin\=20Domain] [SUSPECTED\=20SPAM] \=20asdfdsaf

o4y 24—JLK CEF 714 —IL R4 CEF 7 «+ —JL K&

TLIAY DR T4—ILK




gas~vrosoum [

Ry J4—ILF

CEF 7 1 —JL K4

CEF 7 « —JL F{E

CEFE D/ R— 9 (CEF |#:0
format version)
T IIAT VAR H— 5] : Cisco

(Appliance vendor)

TTTAT ARG
(Appliance product)

5] : C100V Email Security
Virtual Appliance

TTIGAT LV ADN—V 3
(Appliance version)

5] : 13.0.0-234

A~ k7 7 ZAID (EventClass
D)

fil
FESA CONSOLIDATED 1OG EVENT

A~ 4 (Event Name)

1 : Consolidated Log Event

HARHE 5
GUl 74—J)LK
U 7 NEE (Serial Number) |deviceExternalld il -
R156ACPIREIOCSCDO2DEOAIIEC
ICIDZ A L A% 7 (ICID |startTime 5] : Mon Jul 29 11:22:22 2019
Timestamp)
ICID ESAICID B - 199

U 2F—4 (Listener Name)

devicelnboundInterface (13
A=V DLE)
deviceOutboundInterface (%1
A— )L DGE)

i

il

51 : Inbound
5] : Outbound

EEHIP (Sender IP) sourceAddress Bl : 10.10.2.75
EEH RAA > (Sender sourceHostName 5] : demo.cisco.com
Domain)
A—/L®DJ51E (Mail Direction) | deviceDirection %l .0

0: &fE

1: ®E
A= DEF7E (Mail cs5 B

Language)

cs5SLabel=ESAMsgLanguage
cs5=English

o m
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Ry 74—LF CEF 7 4 —L K% CEF 7 4 —JL ME

SBRS A =17 (SBRS Score) |cfpl 5] : cfplLabel=SBRSScore,
cfpl=I1.1

Data IP dve f : 10.10.2.75

A —)VIREHE OMBEROALE | cs2 f : cs2Label=GeoLocation

(Mail Sender Geo Location)

cs2=India

KEXFTEAEEENS D A~ |ESAMsgTooBigFromSender 51 : true
o ‘ )
¥ (Message Too Big from AR
Sender)
true/false
L — RHIPRIP (Rate Limited —|ESARateLimitedIP Bl : 10.10.2.75
IP)
A —)LiR Y v —4 (Mail Policy | csl % : cs1Label=MailPolicy
Name) csl=default
A=) 7a—RY —4 ESAMailFlowPolicy %] : ACCEPT
(Mail Flow Policy Name)
BEH 7 V—T7% (Sender |ESASenderGroup %l : UNKNOWNLIST
Group Name)
DHA IP ESADHASource 1 : 10.10.2.75
=153 (Recipients) duser 5] : demo@test.com
Y s&— hP/Helo K A1 > 1P |ESAHeloIP il : 10.10.2.75
(Remote IP/Helo Domain IP)
JE— k7R F/Helo K £ 1 > | ESAHeloDomain 5] : test.com
(Remote Host/ Helo Domain)
TLS® 54865 27— & A (TLS | ESATLSOutConnStatus 51 = Success
Outgoing Connection Status) AR 7R -
Success/Failure
TLS%{Z~7 1 k=L (TLS ESATLSOutProtocol fi : TLSv1.2
Outgoing Protocol)
TLS#{EK5% (TLS Outgoing | ESATLSOutCipher B
Cipher) ECDHE-RSA-AES128-GCM-SHA256




gas~vrosoum [

Ay J4—ILF CEF 7 1+ —JL K4 CEF 7 4 —JL FE
TLSH#EE#ak: 25— & % (TLS | ESATLSInConnStatus 5] : Success
Incoming Connection Status) FTHE/ME -
Success/Failure
TLSEE 7 a b=/ (TLS ESATLSInProtocol ) : TLSv1.2
Incoming Protocol)
TLS# K5+ (TLS Incoming | ESATLSInCipher B
Cipher) ECDHE-RSA-AES128-GCM-SHA256
DMARC¥|ZE (DMARC ESADMARCVerdict % : Success
Verdict) TTHE 7
PermFailure/TempFailure/
Reject/Success
DKIM:H]7E (DKIM Verdict) ESADKIM Verdict {5 : Pass
AIHEZR I
Pass/Neutral/TempError/
PermError/HardFail/None
SPFH)E (SPF Verdict) ESASPFVerdict 5] : Pass
AIHEZR A

Pass/Neutral/SoftFail/Fail/

TempError/PermError

falRMED 72 k{E 56 (Friendly
From)

ESAFriendlyFrom

5l . demo@test.com

*#{E3# (Mail From) suser 5] : demo@test.com

Reply-To ESAReplyTo il : demo@test.com

Subject msg 5] : This is a sample subject

MID ESAMID il : 101

A v —VID (MessageID) |cs4 5] : cs1Label=ExternalMsgID
¢s1=20190729112221.42958.40626
@vm21esa0075.cs21

SDRLE 27— g Aay |cs6 il : cs6Label= SDRRepScore

(SDR Reputation Score)

cs6=Tainted

o m
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Ay 24—ILF CEF 71+ —IL K4 CEF 7 1 —JL F{E

SDR#EA R A A i 4% | ESASDRDomainAge %1 : 1 year 21 days
(SDR Consolidated Domain

Age)

SDR#ESE B =2V (SDR |cs3 5] : cs3Label=

Consolidated Threat Category)

SDRThreatCategory

cs3=mal

A= 7 4 VEHE
(Message Filters Verdict)

A= 7 4 VEHE
(Message Filters Verdict)

51 : MATCH
ARERE

NOT EVALUATED/MATCH/NO
MATCH

ASHIE (AS Verdict)

ESAASVerdict

% : POSITIVE

AIREZRE -

Not
EVALUATED/NEGATIVE/SUSPECT/
BULK. MAIL/SOCIAL MAILMARKE
TING_MAIL/POSITIVE

AVHITE (AV Verdict)

ESAAV Verdict

%1 : POSITIVE

AIRE7RH

NOT
EVALUATEDNEGATIVEREPAIRED
/ENCRYPTED/UNSCANNABLE/POSI
TIVE

AMP¥|E (AMP Verdict)

ESAAMPVerdict

il : UNKNOWN

AIRE7RfE

NOT

EVALUATED/CLEANFA PENDING/
UNKNOWN/SKIPPED/
UNSCANNABLE
/LOW_RISK/MALICIOUS




gas~vrosoum [

Ry J4—ILF

CEF 7 1 —JL K4

CEF 7 « —JL F{E

7 LA A —)VHE (Graymail
Verdict)

ESAGM Verdict

%1 : POSITIVE

AIRE7RfE

NOT
EVALUATED/POSITIVENEGATIVE

VT YT 4 VEHIE
(Content Filters Verdict)

ESACF Verdict

% : MATCH

A[REZRE -

NOT EVALUATED/MATCH/NO
MATCH

TORNTVULAT T 4 VEZHEE
(Outbreak Filters Verdict)

ESAOF Verdict

%1 : NEGATIVE

ARE 7R

NOT
EVALUATED/POSITIVE/NEGATIVE

DLP¥H|ZE (DLP Verdict)

ESADLPVerdict

%1 : VIOLATION
AIRE7RfE

NOT EVALUATED/NO
TRIGGER/VIOLATION/NO
VIOLATION

URL®D##N (URL Details)

ESAURLDetails

i

{urll:{expanded url:<>,
category:<>,

wbrs_score:<>, in_attachment:<>,
Attachment with url:<},url2:{...}}

GE) 255 XFHEBZD
URLZYIV #5TH
nEJ,

7 7 A NVOFER (File Details)

ESAAttachmentDetails

i
{namel: {source:
{<>hash:<>,

verdicts:<>}}}

GE) 255 LTFHEBZD
77 AIVGITEIY
BTonEd,

o m
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Ay J4—ILF CEF 7 1+ —JL F4 CEF 7 4 —JL FE
ARy 7 2 HBEE DR | ESAMARAction "k
i (Mailbox Auto-Remediation {action:<>;succesful _rcpts=<>;failed
Details) _recipients=<>;filename=<>}
DCID ESADCID & : 199
DCID# A L A% 7 (DCID |EndTime %1 - Mon Jul 29 09:55:07 2019
Timestamp)
DANEA 7 —# A (DANE ESADaneStatus %1 : Success
Status) EIJEJE faﬂﬁ .

success/failure
DANEZ A b (DANE Host) ESADaneHost 51 : testdomain.com
A=V DOERMET 7 a s |act %1 : act=DELIVERED

(Message Final Action)

ARE 7R fE

DROPPED/BOUNCED/DELIVERED
Ay B—URNBEINLTY
AT

QUARANTINED : 2 v&—¥
PE STV 258,

DQ : A vt — U NIRIEREIC
EEENLEE, ZhEpish
ThY., REXATTEHY
FHA,

A=V ORKT 7 a v
DFEAM (Message Final Action
Details)

ESAFinalActionDetails

i

act=DROPPED
ESAFinalActionDetails= By AMP
act=QUARANTINED

ESAFinalActionDetails=To
SPAM

\}

GE)  BREINT=v 77 =)L RIER2WEES (& 21E, DKIMWBT 774 7 2 A THD /2o
TWpnwe o IDKIMVerdict] ) . £0uaZ 74—V Ridun /7 X vt —JIZE&ENFEH A,




CSN O D{EHA

csnososm i

CSN 2 Z{ZiE, CSNT—Z D7 v 7 u— RZET55MAEsEINET, CSNT—% (77

74

T AR L OREDEALIRDLOFEM) (X, FL—A L~V THEGRETE £7,

CSNT—4A2O45T> ) D :

ZOHITIE, TTTAT U ADAT— KT A & AN Cisco Smart Software Manager (CSSM)
ICBGREIN TR, CSNT —Z BV A ITEFE SN oz Z L3, v /RS
TWET,

Tue Apr 7 12:52:47 2020 Warning: Device is not
registered with CSSM. Skipping upload of CSN data

fi# R 3K . Cisco Smart Software Manager (CSSM) IZ7 /I A TV ADAY— T A VU A%
kR LET,

Z OITIX, Cisco Security Services Exchange (SSE) DO##kt—= 7 —M 5K T, CSN 7 —#
IV ATNRE SN o7 L, v ZITRENTHVET,

Thu Apr 9 13:32:46 2020 Warning: The appliance
failed to upload CSN data. reason for failure:
SSE error: HTTP Error 503: Service Unavailable

fRRE . 7T TAT U ATCSN 2L Tnb, b —EAMILET,

Advanced Phishing Protection O % (D {#

Advanced Phishing Protection ® = 7'{Z}%, Cisco Advanced Phishing Protection 7 7 7 K —E &
\CRE T DIEMA RSN E T, 1FEALEOFERIT W (Info) 1EZ[Z2 VT4 H
(Critical) ] L~V T,

Advanced Phishing Protection D 7—42 45 DI > il :

ZOFITIE, P EABRHIREINIC /R 57272, T 7T A T L A7) Cisco Advanced Phishing
Protection 7 7V RY—E RAZA vE—I Ny X —RHETERNo2Z EN, B IR
SNTVET,

Wed May 6 18:21:40 2020 Info: eaas : You cannot

forward the MID [877] Message Headers to Cisco Advanced

Phishing Protection Cloud Service as the service has

expired

Z O TIL, Cisco Advanced Phishing Protection 77 7 7 K#— A H[REINLIC2 0 . T
TAT VY ATHERHZ/R>TNDHIEN, BZITRINTHNET,

Wed May 6 18:21:40 2020 Info: eaas : Cisco

Advanced Phishing Protection Cloud Service has expired

and is disabled. Contact your Cisco Account manager to
renew the service and then enable it.

fRRE . v AATH Uy b=V v ICE#HE LT, P—EAZH L THOAMLE
B

Z OHFITIE, Cisco Advanced Phishing Protection 27 7 7 K — A 23FpE D HHZHABR G
(2D 2 EMN, BT TRENTVET,

o m
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BEAOJDFER

Fri May 8 04:50:26 2020 Info: eaas : Cisco

Advanced Phishing Protection Cloud Service expires on
2020-05-10 07:00:00. You need to contact your Cisco Account
manager to renew the service.

RRER . VAAT I bR =V XITHEE LT, Y—ECAEZFEHLET,

By o CEREE, Al T T 4 T DAk (AAA : Authentication, Authorization,
B LD Accounting) #FeFkLET, FLALEDERIT. Ty Z LV ELIT R L —RLAUL
T,

ExasTy ol

ZOFITIE, 2=V (admin 72 E) BNROGEIZw IBRFRREINET,
T TFIAT UV ADWeb A v H—T 2 ARl AT AHLERHD F9,
T TIAT LV ADWeb A o H—T A Al 77 NLELE,

Tue Aug 25 12:33:17 2020 Info: Appliance: maill.example.com,

Interaction Mode: GUI, User: admin, Source IP: 192.168.1.1, Destination IP:
192.168.2.2,

Event: Successful login

Tue Aug 25 12:33:17 2020 Info: Appliance: maill.example.com,

Interaction Mode: GUI, User: admin, Source IP: 192.168.1.1, Event: Session established
successfully

Tue Aug 25 12:33:58 2020 Info: Appliance: maill.example.com,

Interaction Mode: GUI, User: admin, Source IP: 192.168.1.1, Event: User logged out

Tue Aug 25 12:33:58 2020 Info: Appliance: maill.example.com,

Interaction Mode: GUI, User: admin, Source IP: 192.168.1.1, Event: Session terminated

ZoFITE, 2—%— (admin) 2% 1ogconfigCLIaZ~> REAA LT E3a JIREN
TWET,

Thu Oct 8 13:33:38 2020 Info: Appliance: maill.example.com, Interaction Mode: CLI,
User: admin,

Source IP: 192.168.1.1, Event: User input was 'logconfig'

Thu Oct 8 13:33:46 2020 Info: Appliance: maill.example.com, Interaction Mode: CLI,
User: admin,

Source IP: 192.168.1.1, Event: User input was 'Enter'

ZOHITIE, ==Y — (admin) NEFA—NT— b= DL AT —WebA{ L F—T =
AATGQUIR—VEFR LR JITRENTWET,

Thu Oct 8 13:35:07 2020 Info: Appliance: maill.example.com, Interaction Mode: GUI,
User: admin,

Source IP: 192.168.1.1, Location: /network/dns, Event: User visited the web page.
Thu Oct 8 13:35:13 2020 Info: Appliance: maill.example.com, Interaction Mode: GUI,
User: admin,

Source IP: 192.168.1.1, Location: /system administration/sslconfig, Event: User
visited the web page.

Thu Oct 8 13:35:24 2020 Info: Appliance: maill.example.com, Interaction Mode: GUI,
User: admin,

Source IP: 192.168.1.1, Location: /monitor/mail reports/threatfeeds report, Event:
User visited the web page.



.

gznsoem [

’®1§J“C:i FrLwva—+ (admin) 723 Web A > F—7 = A Az L TEFA—/VT—
MU zAIZBEMENTSH, ZEF2 Iy bENTHW RN LA TITRENTNET,

Thu Oct 8 13:36:30 2020 Info: Appliance: maill.example.com, Interaction Mode: GUI,
User: admin,

Source IP: 192.168.1.1, Location: /system administration/access/users, Event: Added
user "admin" and changes

will reflect after commit.

Thu Oct 8 13:37:22 2020 Info: Appliance: maill.example.com, Interaction Mode: GUI,
User: admin,

Source IP: 192.168.1.1, Location: /system administration/access/users, Event: Deleted
user "admin" and changes

will reflect after commit.

ZOHITIEH, BAA—NT = T2 A DWeb A L X —T 2 A ATa3Iy hENRPoT=
FTRTCOLENZ—Y (admin) ICLo THEIN-Z DB IR ENTWET,

Thu Oct 8 13:39:44 2020 Info: Appliance: maill.example.com, Interaction Mode: GUI,
User: admin,

Source IP: 192.168.1.1, Location: /commit, Event: User discarded all uncommitted
changes.

ZofITIE, 22— (adminZ2 &) NCLIZIT L TAI v b SN2 T N TOER 21K
FELLLZERrZITRINTVET,
Thu Oct 8 13:41:38 2020 Info: Appliance: maill.example.com, Interaction Mode: CLI,

User: admin,
Source IP: 192.168.1.1, Event: User discarded all uncommitted changes.

ZofTE, =2—% (adminZe E) BXSWebUlt v > a v A LT U NORELXEHLI-Z
LR FIORENTVET,

N

GE)

BT A=Y — F T = THONERELEOFMERRT5HIC
X, BREBREO 72 E£RT D0, BEE0 7 OTF Ny SE2—Ni2H
L £,

Thu Oct 8 13:45:46 2020 Info: Appliance: maill.example.com, User: admin,

Event: The following configuration changes were commited with comment - 'N/A'

Thu Oct 8 13:45:46 2020 Info: * [standalone] Number of seconds before the Web UI
session times out.

ZOFITIE, FEREICEB L=, AsyncOSAPIN T 7% T 27 ) 7y g v RIS TE
MoleZ eRa ZITRENTNET,
Thu Oct 8 13:52:28 2020 Debug: 08/0ct/2020 13:52:28 +0000 Error - Code: 401,

Details: Unauthorized (No permission -- see authorization schemes)
Thu Oct 8 13:52:28 2020 Info: Appliance: maill.example.com, Interaction Mode: API,

User: admin, Role: Role Not Available, Source IP: 192.168.1.1, Destination IP:
192.168.2.2,

Location: GET /esa/api/v2.0/config/logs/subscriptions/ HTTP/1.0, Event: User is not
valid.

ZOBITIE, FRAEICRII L2728, AsyncOSAPI S /%7 A7 ) 7o g v 2EiG Tz
ZERaTITRENTWET,

o m
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Thu Oct 8 13:52:37 2020 Info: Appliance: maill.example.com, Interaction Mode: API,
User: admin, Role: Administrator, Source IP: 192.168.1.1, Destination IP: 192.168.2.2,

Location: GET /esa/api/v2.0/config/logs/subscriptions/ HTTP/1.0, Event: API Access
Success.

ZOBITIE, v ZIZRORNENFR RSN THET,

cCLIZHEH L TEFA—NT— T A1 L 2—H (admin) 2VBMENE LT
N, EFEIaIy FEnERHATLE,

cFFEO—TT AT FOFMIL, CLIZHEHAL CEFA—INVT— b U= A THHFS
NFELER, BHITasy FENRFFATLE,

Thu Oct 8 13:42:48 2020 Info: Appliance: maill.example.com, Interaction Mode: CLI,

User: admin, Source IP: 192.168.1.1, Event: Added user "hops" and changes will reflect
after commit

Thu Oct 8 13:43:26 2020 Info: Appliance: maill.example.com, Interaction Mode: CLI,
User: admin,

Source IP: 192.168.1.1, Event: Updated user "hops" and changes will reflect after

commit

ZoFHITIE, =—%— (admin) NEFA—NT— b= DHF LV Web A FZ—T7 = A
ATAYy =V NI XU ITHRBEFIT LR JIORENTWET,

Mon Oct 12 04:04:47 2020 Info: Appliance: maill.example.com, Interaction Mode: API,
User: admin,

Role: Administrator, Source IP: 192.168.1.1, Destination IP: 192.168.2.2,

Location: GET
/esa/api/v2.0/message-tracking/messages?startDate=2020-10-12T00:00:00.000Z
&endDate=2020-10-12T04:13:00.000Z&ciscoHost=Al1l Hostsé&searchOption=messages&offset=0&1imit=100
HTTP/1.0,

Event: API Access Success.
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T FIAT AT, BBEOR Y727 ) Foa U LAENWE S ICTAZ LA HER L E

B

[ AT L%EE (System Administration) (D [2 7 %7 A7 U 7T 5 > (LogSubscriptions) ]-~X—
Y (721X CLI ® logconfig =~ K) ZHEHLT, r7 727 V7 a0 #RELE
T, 0 YT RI YT ailLoT, =T —%5FT AsyncOS 7 7 7 4 T 4 DIEHRZRAT
THRT T ANMERESNET, v 727 )T a ik, BiEEhsn, 30
AU —HIEE (Fyva) ShdnolbenTyd, —RIC, v 73727V 7Fva v
WZITRDIBIENH Y £,

£32:09 J74ILDEH

B A
07 %47 (Log FLER SN DIEROIA T L, a T YT A7 )T a O EERL
type) F9, FEICOVWTIR, £ (BT 247 2SR TLIEE0,

2 74 (Log Name)

SHOBRIMHHAT 207 T 270 Foard=y 7 x—25,

2/ 74—/ F (Log
Fields)

BFEDA =T DOFEAR D v JITICEOHMNERHLR S
74—V REBRIRLET,
GE) [>V 7 /&S (Serial Number) JRB L N[MID] 2 7 ¢ —

NRIZT 74V P TRERENTEY ., 25 ORIRE MR
T Az LITTEXERA,

GE) DT 44—V R, ol XA TVRHREARX e oo
THTAI VT arewRETLHHARICOREHINE
‘3‘0

7 7 A4 (File
Name)

FUATICEZAD XD T 7 A VOMBLIERHINET, B0
TTITAT U AEFERH L TCWAGAE, v/ 77 A NVEAKR LIV AT
LT B, a7 A NAEBEREIZTALERH Y 97,

77 AN A KRl —
JLA—,3— (Rollover
by File Size)

T ANDERERYA X, ZOV A RZRETHE, u—1 7 F—
N—ENFET,

REZNZ L 0 v —L g —
sS— (Rollover by
Time)

TZrANDu— L F—"—OkREEREEZRE LET,

L — MR (Rate
Limit)

A& L7-R&PE (BHAD) WTO, v 777 A vonr Jitgkahd
A X2 b ORKREEBELET,
77 /v b ORFHEIFEPH OfEE 10 # T,




| B
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A

27 L-YL (Log
level)

g YT R7) T ar I IOV ERELET,

5515 (Retrieval
method)

O Y T2 T arNT T ITAT U ANSEE SN Tk ERE
LT,

27 LR o T, B ISR ESNDEHRENSELE T, v 7ZiE, 520 MLLD

WTFNNERETE
DDINT f—< A
SNDTRTDOA v
AT LDINT F—

\}

T, LV EELTHIFERE BT Ty A UBER S, VAT
PMETFLET, S~V ORmWEREICIE, Hl L UL OO E TR R
=Tl FOMDORA =V EENET, FEMLNLE BT DITE,
v UAFMETLET,

GE) =870 POV =

TRTCDOA—= N a s AT L TERTE ET,

£33:049 LR)L

Ay LA Bl

7 VT 4 B T LNV OR BIRWEERE, =7 =N SRS ET, ZORE
W28, RT3 —< U AREOMOEELRT 77 4 €T 4 HE=HFTX
FHEAN, 07 T ANART TR KT A RGELRLS RV ET, =
DrF oYL, syslog LoUL D TAlert] & [R5 T,

75 VAT DML o THERRENT TR THO= T — LG ZOREIZTH L.
R =<V ARFDOMDOEERT VT 4 BT 4 2T =X TEERA, =
DrJ oYL, syslog L-UL [Warning] & [R% T,

T BB ETIE, VAT LAORBEMOEER S Y F X INET, =& 2
i Bt DA — 7 RO E AT 72 £ T, Information L ~ULE, v ZIZHE

PBENDIHRETT, 207 Loybid, syslog L-UL [nfo) & [R%ZET

R

TN T I —DFKNEFH D & XL, Debug n 7 LALEMHLES, O

(Debug) XTI L, B TT 740 F LULICELET, Zor s L
Vi, syslog L~V [T /3y 7 (Debug) | &A% T,

kL —2A (Trace) |Trace? 7 L ~Lid, BERFICOAHEREINET, ZOLLEHHTS
L VAT LADONRT =< U ANRRKREMRLTTHOT, HERERINEHA,
oy LyLid, syslog LUV D [T73y 7 (Debug) | & R TY,
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ATy T

ATFvT2
ATv7T3

ATvT4

ATy TH

ATvT6

ATy 71
ATvT8

FIE

[ AT LEH (System Administration) |>[R 7 %7 X2 72 =2 > (LogSubscriptions) ] % i
WLET,

[(r7 YT 27 Y7 a 4B (Add Log Subscription) 142V v 7 LET,

R AATEBRL, ns4 (7 FAL7 MU Lus 77 A VAKDLRTEAS LE
7

FEARy R BT OR) HEORA yE—0u JiHIEw i 0ERH IS 74— RE
BN L F9,

AsyncOS 307 7 7 A )Lz v — )L A= R=FLHIDRKT 7 A )V A4 X BLRo—/LA—
AN—HOBHHREEE L LT, 77 A DR — A== DM OV T, 17§72
V7varor— it —n_— (80X—) #ZRL TN,

07 LUV ERIRUET, SRR A 7> a i3, [2 YT 4 Bv (Critical) ], [#45
(Warning) ], [{f# (Information) ], [7/3> 7 (Debug) 1. H£7zlX [k L—A (Trace) ] T
R

07 OREHEEHELET,

EREFEL, RELET,

AT TR0 TLarnks

&

ATy T2
ATvT3
ATy T4

FIE

[ AT L8P (System Administration) [>[2 7% 7 27 U 73 5 - (LogSubscriptions) | % &
WLUET,

[2 7 #%E (Log Settings) | T L Tu s OARTAE 7 Vv LET,

By TR T a v EERLET,

EEEEEL, RIEFLET,

OFX> 705 a—/NLERTE

VAT AE, THERAR A=A BT BIORT =X 2 v ZNIZY AT LORIE & BB Lk
LET, [AT LEEL (System Administration) |>[2 27 %7227 U7 3 (Log
Subscriptions) | ~— D [7 1w — LR E  (Global Settings) | &7 ¥ a v ilHh D [ E & itk

(Edit Settings) ]ﬂ‘&\/ (£721%. CLI ® 10gconfig -> setup A~ F) ZEHL T, RO
WERELET,

s m



B csvovo—ass

« VAT LORERE, iud, VAT ABNHELRET D E TR SR (ELD) T
j‘o
c Ay —=VID Ny F—ERLET D E DD
c UE— NEEAT—HA a— RERZETINE DM,
DAY E—=T DY T VxS b~y X =TT D E D D
cAvkb—UZEICuTIIRET O Ny X =D AR,
TRTORZITE, RO 3HOOT —F LR TRHETI ET,
1. AvyE®—VID
IOXTvavERETDHE, AEBBEITTRTOA vy E—VDA vyt =YD~y ¥ —
MR SNET, 20Xy =YD, RELEA vy E—YhbBREBSNIGE
&, AsyncOS HIRCTHEMREINDLGAENH Y £, WIZHlZ R LET,

Tue Apr 6 14:38:34 2004 Info: MID 1 Message-ID Message-ID-Content

2. UE— NEE
COF T arERETLHE., AREABEAITITRTOA vy E—VD U B— MNuERT—H
A a— RpRa ZICiskSnET, wICHlZRLET,

Tue Apr 6 14:38:34 2004 Info: MID 1 RID [0] Response 'queued as 9C8B425DA7'

U E— MNSETFFHNIL, SMTP B>\t —3 3 VEMERED DATA 2~ > R~DISE#RICS
fEE&ND. A\DRHARDZZLDOTELZTHRANTT, ZOFITIE, BpA A F2ddata 2~
VREFEITLIEHDO Y B— MEED,  Tqueued as 9C8B425DAT7] L7210 7,

[...]

250 ok hostname

250 Ok: queued as 9C8B425DA7

XFHN DI & 5 28 ARAFER (BEVL 250 IEDHEITOKLF) FRESNLET,
XFFNORRIZOWTIL, ZALTRRESNET, LL2E TTIA4 T AFT 7+
Jb R C, DATA =2~ RIZ%F LT [250 Ok: Message MID accepted] &\ 9 SCFHITIRE L
FT, Lo T, VE— KRR IPBIOT FI7A4T A ThH5GEIL. LFF] [Message
MID accepted| 231 ZIZFEk SNV E T,

3. TV VT4

DT T arvEARX—TNCTHRLE, FAYE—IVDOIEOY T2 h sy X —0na S
ICREER S E T,

Tue May 31 09:20:27 2005 Info: Start MID 2 ICID 2
Tue May 31 09:20:27 2005 Info: MID 2 ICID 2 From: <mary@example.com>
Tue May 31 09:20:27 2005 Info: MID 2 ICID 2 RID 0 To: <joe@example.com>

Tue May 31 09:20:27 2005 Info: MID 2 Message-ID '<44e4n$2@example.com>'




ryt—vAvi—nnxyy |}

Tue May 31 09:20:27 2005 Info: MID 2 Subject 'Monthly Reports Due'

FyE—UAyE—naxry

BAIZE-oTE, AvE—UNVRATLEZERTHEXIC, AvE—ID~y X —DIFIEEN
KNEGBTOIVNERHY ET, (w7 TR7 VT arora—LiEE (Log Subscriptions
Global Settings) ] X—3" (F721%. CLI ® logconfig -> logheaders %7 2= K) (2, 52T 5
Ny B —EIRELET, TTIAT AL, faESNTEA v =V Ny X =2 T F A A=
7. BEn7, BRORNY A0 ZZEEk LET, ~y ¥ —BHEETLI5E6. VAT A
Ny X —DARTEEEZ IR L E T, ~v X =P FELRWVWGAIL, v 7 Il bitdk S EE
oo

\}

GE) VAT A, aX U E LA~y X —ICBfRe <. A vbE— Y OFRGEMBTIZEERE, A >
T VIFET DT RN TO~y X —Zi i L E 7,
SMTP 7' |k /12D T? RFC IX, http://www.fags.org/rfcs/rfc2821.html IZH Y £, ZD
RFC (21, =P ERO~y X =DBBESHLTVET,
logheaders 2~ > REZEH L Ty X —2 0 ZIZ5ET H L O ICHREL TWDHEE, ~y ¥ —
HHRIIBERROZICRTENET,

RM:~y&F—mnO% (Log Headers)

ANYHE—Z | Ny ET—DEH]

[ B IR S LD v X — DNE

T2 é X, v IciEkT 5~y X — & LT ldate,x-subject] ZHETDHE, A—/L B ZITIRD
ITINRFRARINET,

Tue May 31 10:14:12 2005 Info: Message done DCID 0 MID 3 to RID [0]
[('date', 'Tue, 31 May 2005 10:13:18 -0700'), ('x-subject', 'Logging this header')]

GUI ZFERLE-OX>5 D5 O0—/\ILETFEDHER

FIE

AT9 1 [VAT LEE (System Administration) |>[2 747 A7 U 7+ 3 > (LogSubscriptions) | % i
WLET,

RATY T2 [Z7a—rULERE (Global Settings) |£7 v a > FTAZ7u—LLET,

ATw 73 [REDOHSE (Edit Settings) 227V v 7 LET,




B ory9oz0u7vavon—nt—n—

ATvT4

ATy TH
ATvT6

Oy $JRY

VAT LRERE, A=A a A=V IDANy A —EMR50E I, VE— MNEEE
MAZBEMEI D, BEOBERA v =D H TVl b~y X =AM E D nEEGHl-
HMmafRELET,

a Nz 5 Z O~y X —2 AT LET,

EREREL, RELET,

1y 3ooa—)LA—/N\—

TTIAT L ALEOR T 77 ANVPRELBRDTERNVWEIIZTDHDIZ, vl 77 AR
2—PIREDRKT 7 A VYA ZETIIRERIFIRRIZET 5 & AsyncOS I3 Tr—/L A —3—
EIITLTCa T Ty ANET —NAT L, HETHRTT—FHOH LT 7 A VEERR L E
T, v BT A7) Ty a CHICERINIZESEAFECE ST, e 77 7 A WEEEO
72O TTITAT VA RIRESIND D, EIINBOary Ba—XIZiEESNnEd, 777
ATV ANLR T T 7 A NVERGT 2 FEOFMZOWTIEX, v 7EGHE (12 X—Y) %
ZHL TSN,

AsyncOS X, B2 77 A NER— VA —N"—F 5L X ZROT 7 araFITLET,

e B—NF—=N—=DH A LAZ T L saved (IRIFIEA) T LT Is) JEBETFZMEHL
T, BfEOn 7 77 A NVDOL4RTEER LET,

eHLVa s 77 A NVEEKRL, Teurrent] OJERTZFEMA LT, TO7 7 A VAR L
LTHELET,

L RFENTn S 77 A% VE— b BFAMIUEBEELET (Fyva X—2A0OHHE
FEEEHRA L THEER) .

cFWUHTRZ YT arhn, BENCRKR LR 77 AV ETRXTEHEELET (T
Va R=2AOPH{HFEELEH L THDL5E) .

RGFTRET 7 ANDORBEBZTI-GEE, v/ BT A7) T a VRNORLEWT 7 A
NEHIBRLET (K=Y 7 XR=20BEFEZHH L TWHEA) |

0y TR YT aroa—A—"—0OREIX, GUIOD [V AT LEH (System
Administration) |>[w1 7% 7 A7 U7 3> (Log Subscriptions) ]~—, F7/2i% CLID
logconfig 2~ REFEHL T, v 7 A7 V7T a b BERERITRET DL XICERLE
T BT 77 ANDR—NF— =% b H—F 57 DI TE 5200 EITIRD &
0 TT,

el RT7 7 AN P A X,
o TR R

T774ILHA4X2&kBO—)LA—/\—

AsyncOSIE, B/ 77 A NV THEREINDT 4 AN L 20 T RNWE DT H7DI,
BR7Z7AN P A RCE LGS T A )V a—)LA—_"—LFET, g—LF—"—D7=H
DIRKRZ 7 AN YA XEERTHEEIF. AT, FERTmEFaof FERTkOY
T4 T AEFHALET, 220X 87 77 A A 10 MB IZiZE L7255 AsyncOS (2L - T
2= A == D5 X HICTLHEAEIE. [1om) E AT LET,



grlickya—rt—n— [

BZllck Y A—ILA—/—

1=V A == EBRICETEND KO AT YV a— LT 55813, IROWT IO RERHH]
RZE R T& £,

<[5 L (None) Jo AsyncOS 1%, 127 757 A AWK T 7 A /b 4 RITHE LB aIc Dk
a— A== FTLET,
s [ARZ LR (CustomTimelnterval) 1o AsyncOS i, BARID 12— /LA — N—nb s
ESNTRF ARG Lo ice — A — =2 FTLET, ATV a— A& ESN-e—
NF—=N=DTed DI AL LOWFEERZER T 212, d. h, BEOmEzH 74 v
AL LTHERLT, m— A —_"—MO %, KR 53X 8EATLET,
[B&XBO—)LA—/\— (DailyRollover) ], AsyncOS (%, & H¥IEE S N-REZIC e —L A4 —
N—%EITLET, BENLOr— LA — =% @R L2 5A01, 24 BRER (HH:MM)
ZHEH LT, AsyncOS 23— /LA — R—% (T o2 A LET,

GUI TiL, [AR v —/L4— 3— (Daily Rollover) ] 47> a »OAHMPRMESNET, CLI
® logeonfig =~ > RZMH L CHEA O R — /LA —"—2RET DHHAIEL. [HKke—L
F—/3— (WeeklyRollover) |47 a »Z&RL, 7AX U AT (*) ZfEH L T AsyncOS
DT XCTOERICE =V F—N"—ZFTT L L Z2BELET,

[BXRBA—)LA—/3— (Weekly Rollover) 1. AsyncOS (. 1 DLL EDWEH OFEE S U7k
G — A —N"—%FIT L ET, 72 2E, FEKRER &SR A OFET0:00ICu S

T AN — A —"—F 25 1 )T AsyncOS Z iR ETE £9, WHNA OB —/LA—/3—
ZIET DITIE, = A — =% FTT HMER & 24RFHEX (HH:MM) DR % 18R
LET,

CLIZEHLTCWALEAIE, Fyiva () 2EHALTCHOEHBEAIEET 0, 7TAX U R
7 (%) AL TCIRNTOBAZIEET 20, 3o~ () 2FHLCESRDR &
A R P Iy N =S e

WDOFIZ, CLIZEAL T, AEH &4 HDOFRT0:00 (00:00) \[cu /7271 Fg
VDT A NER—NVE—N—F B HEE R LET,

% 35:CLITOEBELEOOY O— LA —N—DHTE

Do you want to configure time-based log files rollover? [N]> y

Configure log rollover settings:

1. Custom time interval.

2. Weekly rollover.




. FoTRURTORYT HTRY ) FToavoa—LE—n—

2. Tuesday

3. Wednesday

4. Thursday

5. Friday

6. Saturday

7. Sunday

Choose the day of week to roll over the log files. Separate multiple days with comma,

or use "*" to specify every day of a week.
Also you can use dash to specify a range like "1-5":

[1> 3, 5

Enter the time of day to rollover log files in 24-hour format (HH:MM).
You can specify hour as "*" to match every hour, the same for minutes.
Separate multiple times of day with comma:

[1> 00:00

FoTIRURTORYT B TR YT arna—)LE—/N—

GUIZEHI L Cr Y 727 ) FoavaliZblin— A —"—32512%, ROFIEELE
ITLET,

FIE

AT9 1 [VAT LEE (System Administration) |>[2 77 A7 U 7L = > (Log Subscriptions) ]3—
VT, B A= AN=F o T OEMOF =y IRy I R A A LET,

ATV T2 {LET, [TTC (Al) | F=v IRy 7 A4 NI LT, TRXTCORT E B —/LA—/—%5
ELTERTEET,

RT9T3 B A —nN—xfR L LTCIOE I On 7 528IRT 5 & [543 <a—F4—3— (Rollover
Now) JRZ U BARX—=T M0 £F, [T <r—/F—3— (RolloverNow) |h¥ %7
Uo7 LT, RLIEZRZZr—V F—"—LFET,
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15

ATy T

ATy T2
ATvT3
ATy T4

aul cogEnny v kyoxs [

haOg T2 r)DRE

XL BHIIC

GUL AN LTu 2l aFE Rt 5120%, A% —7 A ATHITP £7-IX HTTPS —t 2 %
A FZ =T ML TEBLLLERHD F9,

FIE

[ AT L8P (System Administration) [>[2 7% 7 27 U 73 5 - (LogSubscriptions) | % i
RUET,

T—=TND[rT 77 AN (LogFiles) | BT LTy T A7) Foa  HBRLET,
A4 LET,

2777 ANVDONTNNERIRLC, 7T UFICRRT D0, T 4 A7 IRAFLET,

DAY TURJDORER (tailla< 2 k)

AsyncOS X, 77 I7A T VAR E SN0 7O~y ) 2K RT 5 tail 2~ K&
R—=FLTWVWET, taill 2~ FEEITLTHAREIN WA B/ DOEFESEBIRT L E, £+
OurRFRINET, Cul+ CEZH LT, tail A~ REKTLET,

WOBITIE, tall 3~ REFHL AT LA v 72K R LET, (20871 commit 2
YRIZEDZ—FDOI AL MEFHTEIFLET) , tail 2 RiX, tailmail logs D L 91T, &
RO T DARTENRTA—ZE L THRETHZELTEET,

mail3.example.com> tail

Currently configured logs:

1. "antispam" Type: "Anti-Spam Logs" Retrieval: Manual Download

2. "antivirus" Type: "Anti-Virus Logs" Retrieval: Manual Download

3. "asarchive" Type: "Anti-Spam Archive" Retrieval: Manual Download

4. "authentication" Type: "Authentication Logs" Retrieval: Manual Download
5. "avarchive" Type: "Anti-Virus Archive" Retrieval: Manual Download

6. "bounces" Type: "Bounce Logs" Retrieval: Manual Download
7. "cli logs" Type: "CLI Audit Logs" Retrieval: Manual Download
8. "encryption" Type: "Encryption Logs" Retrieval: Manual Download

9. "error logs" Type: "IronPort Text Mail Logs" Retrieval: Manual Download

o m
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10. "euq logs" Type: "IronPort Spam Quarantine Logs" Retrieval: Manual Download
11. "euqgui_logs" Type: "IronPort Spam Quarantine GUI Logs" Retrieval: Manual Download
12. "ftpd logs" Type: "FTP Server Logs" Retrieval: Manual Download

13. "gui_logs" Type: "HTTP Logs" Retrieval: Manual Download

14. "mail logs" Type: "IronPort Text Mail Logs" Retrieval: Manual Download

15. "reportd logs" Type: "Reporting Logs" Retrieval: Manual Download

16. "reportqueryd logs" Type: "Reporting Query Logs" Retrieval: Manual Download
17. "scanning" Type: "Scanning Logs" Retrieval: Manual Download

18. "slbld logs" Type: "Safe/Block Lists Logs" Retrieval: Manual Download

19. "sntpd logs" Type: "NTP logs" Retrieval: Manual Download

20. "status" Type: "Status Logs" Retrieval: Manual Download

21. "system logs" Type: "System Logs" Retrieval: Manual Download

22. "trackerd logs" Type: "Tracking Logs" Retrieval: Manual Download

23. "updater logs" Type: "Updater Logs" Retrieval: Manual Download

Enter the number of the log you wish to tail.
[1> 19
Press Ctrl-C to stop.

Mon Feb 21 12:25:10 2011 Info: PID 274: User system commit changes: Automated Update for
Quarantine Delivery Host

Mon Feb 21 23:18:10 2011 Info: PID 19626: User admin commit changes:

Mon Feb 21 23:18:10 2011 Info: PID 274: User system commit changes: Updated filter logs
config

Mon Feb 21 23:46:06 2011 Info: PID 25696: User admin commit changes: Receiving
suspended.

“"Cmail3.example.com>

A% TE

logconfig -> hostkeyconfig V7 a~r R&EHH LT, 7774 T v Anbio—Rice 7
T wvvadHEERIZ, SSHCHEMNTARA M —2FH L £9, SSHY— NIk, M x—
ERFAF—D2 ODHRA N =DM TT, WEARA N F—|LSSHYP—NZHV, VE—|
VU BFERID T LI TE Et A, ABRA b F—iE, SSH Y —A L KEET B LB b
DEEDT AT b~ AlBE S ET,



+z k-0t 1

A\

GCE) a2—¥ XF—%Z2FHITBHI20E, BF=2T =L (SSH) F—0EFHEZSRBL T &V,

hostkeyconfig YT aw RiZk-» T, R DI%HE )gﬂ%/féﬂijﬂo

F3: KA F—DEER: YTV FOY Rk

avw vk |ERBEA

BrEER |l —2BMLET,

(New)

TRE PBHFoOX—%EHLET,
(Edit)

S35 BEfFOX—%HIBRL £,
(Delete)

AXyr |[HAADNF—ZEEHMICFY - FRLET,

(Scan)
{3 i) F—2FRLET,
(Print)
RA R VAT ARANF—ZFRLET, ZHE. UE—F AT LD [known hosts]

(Host) 77 AVICERE SN HE T,

T4 H—| VAT LAFRARNF—DT 4o H—FV v "R RLET,
7 b
(Fingerprint)

o VE—h~3Ninl a7 adT BV AT AT AT FOARF—%2FK KL

(User) F9, ZhIE, SCP Py a BT ATV T U a v ERETDHEEICHRREND
F—LELCTT, Zhiux, VE— b A7 LD lauthorized keys| 7 7 A /VIZHEL
EINHHETT,

WOBITIE, AsyncOS IZL > THRA N F—RAF v &, AA MBS ET,

mail3.example.com> logconfig

Currently configured logs:

[ list of logs ]

Choose the operation you want to perform:
- NEW - Create a new log.

- EDIT - Modify a log subscription.

- DELETE - Remove a log subscription.
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- SETUP - General settings.

- LOGHEADERS - Configure headers to log.

- HOSTKEYCONFIG - Configure SSH host keys.
[1> hostkeyconfig

Currently installed host keys:

1. mail3.example.com ssh-dss [ key displayed ]
Choose the operation you want to perform:

- NEW - Add a new key.

- EDIT - Modify a key.

- DELETE - Remove a key.

- SCAN - Automatically download a host key.
- PRINT - Display a key.

- HOST - Display system host keys.

- FINGERPRINT - Display system host key fingerprints.
- USER - Display system user keys.

[1> scan

Please enter the host or IP address to lookup.
[1> mail3.example.com

Choose the ssh protocol type:

1. SSHl:rsa

2. SSH2:rsa

3. SSH2:dsa

4. All

141>

SSH2:dsa

mail3.example.com ssh-dss

[ key displayed ]

SSH2:rsa

mail3.example.com ssh-rsa

[ key displayed ]

SSHl:rsa

mail3.example.com 1024 35



[ key displayed ]

Add the preceding host key(s) for mail3.example.com? [Y]>
Currently installed host keys:

1. mail3.example.com ssh-dss [ key displayed ]
2. mail3.example.com ssh-rsa [ key displayed ]
3. mail3.example.com 1024 35 [ key displayed ]
Choose the operation you want to perform:

- NEW - Add a new key.

- EDIT - Modify a key.

- DELETE - Remove a key.

- SCAN - Automatically download a host key.

- PRINT - Display a key.

- HOST - Display system host keys.

- FINGERPRINT - Display system host key fingerprints.
- USER - Display system user keys.

[r>

Currently configured logs:

[ 1list of configured logs ]

Choose the operation you want to perform:

- NEW - Create a new log.

- EDIT - Modify a log subscription.

- DELETE - Remove a log subscription.

- SETUP - General settings.

- LOGHEADERS - Configure headers to log.

- HOSTKEYCONFIG - Configure SSH host keys.

(1>

A2k x—onE ]
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