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Track messages.

Quarantine Manage Message Quarantines (1)
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Kaw7Zo ) ARG, BiEX A 7 & LT[SAML] Z3#R L £,

(EE) PMAREREEMA ~ ~ 7 (External Authentication Attribute Name Map) | 7 ¢ —/L KiZ,
IN—T =y B TNORRT L RMEAEZ AT LET,
BYEA X, SAMLSEZ Y L—3 57200 ID 7 u /oA Z—{Zxf L TRET DJEMEIC K-> TR
R ET, TTIAT AR [IV—T~v B Y (Group Mapping) | 7 1 —/L RIZEEE L
TRMEICH S L, SAMLISENLDBMHAD—HT 22 MY EZRBELET, ZHUIEKATRE
Th, RELBRWEGE., 77747 2 1%, SAMLIGENITHFIET 5T X COEHEDO—K
T5T M) &, [FA—T~vE S (Group Mapping) | 7 4 —/b RIZRESNI-ELES
LTHREBELET,
[/ V—T~ v 7 (Group Mapping) | 7 4 —/V RIZ, FRIERBEAETIEID AT LD 2—
P a— ISV TSAML T 4 L7 R TERSNTW AL L—T4EEE AT LET, (T
DN (AddRow) 1227V v 7 LTHEHEOR—/L vy B TR BIITEET,

IN—T" =y 7%, IV—TRMEEDLVLERHY £, [REEDINL—T
(Unspecified Groups) | BEMEZBML T, SAML 7% —3 3 VI 30E 28k C&x £97,

A=Y v—b Z A TOFMIONTIE, 2= TH U b2ERTLEE 0 ~—) %
ZRLTIZSN,

GE) [ZVv—T~ > 7 (Group Mapping) | DJEMEIX. KT E/INCFR XA & E
T ELWRERDIEIND L 2IZTDIT1E, EMIC—B L TWARERDH Y 7,

EHzEEL, RIFLET,
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RDBERY

SAML AMIFRBFEZ AN LT-BIE, 7 I9A T A0 A o R_R=VIZhH D [V TP A
A %M (UseSingle SignOn) |V v 7 #ffH L, =2—FHEZANLTTFIA4 T AT

A TEET,
EA—IEFXFa2)T A TITIATUVARANDT I EADE
7E

AsyncOS Tlx, 77 T7A T v A~DA—F DT 7 v AMEHZ, WHEMIETE X4, Zh
ZHEALT, WebUl By ar XA L7 0 e, =W Lo o — "7
FGAT VANDT VR AFLERDIP T RVAZBET D, 778 AV AN B HTEE
7

BEEIER
IPR—ADRy NT—27 T EBADHKRE (33 2—)
ety HALT T FNORE (36 2—)

PR—XDAY  T—D 7HOEADETE
TFIAT v AICEEG T A — B LW X T T 52— (VE— Fa—HFIC
Wra XL HERHTABOBRE) OT7 782 A RNEBER LT, 7794 T VAT 7 A
TH—HFDOIP T FLAZHIETX ET,

BEEIER
o HEERHGE (33 —)
e Tk UM OB (33 =)
c Xy NT—2 T v AEHIRT HEOEERERFH 34 3—)
T EAYANDIER (34 2—3)

[ERE:3:300

TFIGAT AR R~V DIPT RLUA, 7%y b, ¥ CIDR 7 KL A% }E
ETExET, 2—WE, 77BRAVAMDIPT RLRAEZFFOTRTOI b, 7774
TLUALT 7EBATEET, UAMIEENTWARWT RLANSLT FI34 7 0 ACHER: L X
IETHA—VOT 7B RAIHESEINET,

PARE % 3z 03 5

VE—ha2—VDOv L T T T4 T ADOMTHET X P — "B I NS HERO R v b
T — 7 OB, AsyncOS TIET 7T A4 T v ATHERATRER 70 XD IP T RLAEELT 7
AU A MEERTEET,
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B <7 7rexesBy soEEREESE

WXL Z2MH L THWDEATH, AsyncOS 1T, 2—VEHAHF TSN TS IP 7 FLX
DIVARNERALT, VE—F 2—FD~T>DIPT KL AZKRFIELET, VE—Fhax—F
DIPT RVAET 7 T4 T 2 AZKET HITIE,. 7 1% T x-forwarded-for HTTP -~ 4 —%
TIIAT U ANDERGRERICE D DMERH D £,

x-forwarded-for ~~ > #— (% RFC FEHEHLD HTTP ~v ¥ —Th VD, ROERIT/ Y 77,
x-forwarded-for: client-ip, proxyl, proxy2,... CRLF .

ZONy HE—DEIIH L~ EXEYDIPT RLAZADY A R TE, EOT FLANY E— b o—
P—v D7 FLAT, ZORIZ, BEHEREZEE L -HOKT 0L OT FUARHE
FT (N —LHIEFREAETT) . TTITAT VAL, ~yF—DVE—ha2—FDIPT
RULABLOERE 7 m X OIPT NV A%, 7278AV R NCHAINTc2—FIPT RLX
RL7aXFVIPT FLAEBALET,

\)

GE)  AsyncOS I% x-forwarded-for ~» % —TiX IPv4d 7 L RA7Z1J &2 ¥ R—FLET,

2y RI—=0 7O EREHRI DEDEELGTIEFE

AR ROWTIDDOEMED true DS, XYy NUV—2 T 78 AOEREZXELTHE LK
B, TTIAT L AT I BATERLI DI ENHY F7,

c[HEDEFEDOHEFT (Only Allow Specific Connections) | ###R L, BiEDO~T v (7

TALBREND PC, TTIAT VA, i3t Xa VT BT 7T T LV A7 E)
DIPT RLVARY R NMIEENRNGE,

FEDTOXIRBEHRDOAHZEFA (Only Allow Specific Connections Through Proxy) ]
BBIRL, BUET 774 T VAR IN TN 7B O IP T RLARTrX U R
MRS, SN TVAEIPT RLAD Y A MIEETTIP ~v X —OENTEE L 72
WiSE,

o (RRE D EHEREE 72137 1 F U DO 2~ 2 FF A (Only Allow Specific Connections Directly
or Through Proxy) | Z &R L,

FAENTWAIPT RLADY A MIEEITIP ~v X —DENFE LR WS
F7-0x

FHAEINTWHWALIPT RLADY A MIEETTIP ~y X —DENMFEES, 7774
T UARHEE SN TR DIP T RUARFIINTNETaF 0l 2 MNITF
1E LR WA,

TR )R FDERK

Sy NU—27 7278 A U A NI, GUI £721% adminaccessconfig > ipaccess CLI 2+
YREMBEHLTERTEET,

IZ L& BHIIC

B EEsRI05%
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I NO—=I T VB AORECEFT %, TTIAT U ANMbuay 777 hEnnwkricL=
T, Xy bNI—2 T 72 RAEHIBTHEOEERFEFH 343—2) 22BLTLEE
v,

FIE

ATy T [VAT LB (System Administration) ]> [Network Access (v hU—72 77 & R) ] &R
LET,

ATv T2 [REOHE (EditSettings) 127 U v 27 LET,

AT9T3 7R YR MOKIHEHT— REZRIRL £,

F7vav 5iEA
ITRTZEHA (Allow All) TOF—RTIE. T IA4T 2 ANDT T ORI
CEYOESR

INNEREDT 7 3V h T— R T,

BEDEBOHAHZEIA (OnlyAllow | = OF— Rif, =2—FDIPT RL AR, 7Z7ERAY X

Specific Connections) MZEERTWAIP 7 FL A, IP#iFH. F£7-1% CIDR
L —BTAEAIC, 22— VDT T 54T v A~DHE
AR LET,

BEDTOF VEHEBEROAZHA | 0T — NE, KOFEEEMEIE, $7nx vkl T
(Only Allow Specific Connections | 7 75 ¢ 7 o A~ 2 2Fa] L £,

Through Proxy) o )
cHEHHE T B X TDIPT RLVANR, 77ERA YA RD

[ X P —"DIPT KL A (IP Address of Proxy
Server) | 7 4 —/V RIZ&FENL T3,

o 70 U OHEGERIZ x-forwarded-header HTTP
Ny AR SN TN D,

» x-forwarded-header DfENZE TIL7RV),

e JE— h 22— DIP T KL A2 x-forwarded-header
ZEEN, TNNT 7 A U A RMNOZ—FITxf
LCEBESNIPT RL A, IP&iPH, *721LCIDR
#PHE T 5,

BEDEEF I TOXOBHEER | c0E— NI, 727ER VA MNIEENLIPT FL A,
D #ZEFA] (Only Allow Specific | [P#iffl, CIDR#FHDOWT AL —FDIPT KL ZMN

Connections Directly or Through —FF T, TTIAT v A~DON T 0 X AR £
Proxy) Fo TR A T AT L £, 70 % SR RO Sl

%, [FFED 7 v % VRO A% FF ] (Only Allow
Specific Connections Through Proxy) ]E— R &[6 U T9,

ATFYTE 7T TV A~DESEZHATH2—FDOIP T KL 2AEFAH LET,
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IP7 RVA, IPT7 FUAFHEZIZCIDR&EFHZANTEET, HE O N 2EET 5
BE. B~ TEEY £,
ATV TE FuR BEABEENTAT SN TWAEAIT., ROBHREALET,

1. T7I9A TV ANDEREZHATH57aXOIPT RLA, o M) 2EET 585
BlX. hr~TREY F9,

2. TuXINT T ITAT UARCERTDRE LD IP ~v X —D4Hl, Ziilid, VE—F
2P UDIPT FLAE, BREBELZ70F T —OIPT FLAREGENE
T, T 7 )V hDO~y X —4 1T x-forwarded-for T,

ATVT6 BREEEEBLIOHERICT 7747 Anbry 770 hENLDERERMER I LTINS
LR LET,
AT9 71 ERzEEL, RFLET,

w3 BALTIFDETE
cWebUl v ary FALTT ROBRE (36 2—)
cCLITEYYary ZALT 7 hORE (373—)

WebUl v 3> 34 L7 FDETE
AsyncOS 23, 77 T7A TV AD Web UL B3IET V7 4 7 7pa—WEan 77T T 5 FE TORF
MZEETEET, 2OWebUl vy ar ZFAL7 7 MILLTIGEAINET,
s T RTCO—Y (FHELZET)
*HTTP v > 3 VBLOHTTPS B ¥ v
e Cisco A /X LRk

AsyncOS IZ Lo Ca—Fnurry hannd e, 77747 A F2—% D Web 7 7 V%
nyA X=X A7 FLET,

FIE

AT T [VAT LB (System Administration) ]> [Network Access (v b T —72 727 & R) ] #iER
LET,

AT T2 [REDOHE (Edit Settings) ] %27V v 27 LET,

ATFY T3 vl 70 ETICa—VE2IIET VT 4TI TEDL0E%E [WebULIET 7T 47 XA LT Tk

(Web UI Inactivity Timeout) | 7 4 —/V RIZASILET, 5~1440 55D X A L7 v MM % E

ATy T8 EREFEL, RFLET,

B EEsRI05%
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F 72, CLI T adminaccessconfig 2~ > RZH L TWebUl By > ay A4 L7 U NEHET
HZ b TEET, [CLI Reference Guide for AsyncOSfor Cisco Email Security Appliances ] % %
LT ZEN,

CLiIty>a> 34 L7 FDETE
AsyncOS 3, 77 FA TV ADCLINGIET 77 4 7 ipa—Yaua 77 45 E TORRM %
FETEET, UTICCLLE Yy Y a vy ZA4A LT 7 RBREMAINET,
e TRCO2—Y (FHHEEZEGT)
s BX 27 v/ (SSH) . SCP, BXUOHEE LV 7 AR EZHHA L T\ AR DO &

)

GE) CLItyYaryZAL7 0 MNFICREEORELTIIRDONET, REELE LT ITH
ELTLIEEN,

FIE

ATY T [VAT LEH (System Administration) ]> [Network Access (R hU—27 7 7% A) | &R
LET,

ATv T2 [REOHE (EditSettings) 1227 U v 27 LET,
ATYF3 [CLIFET VT 47 %A L7 7k (CLI Inactivity Timeout) | 7 4 —/L KiZ, v 77 v h&ihd

FCWaa—VE2HT I T4 TICTEDLIREEATILET, 5S~14405D X A L7 v MM ZE
FTEET,

RATyT4 EREZREL, RIFLET,

RDBERY

F 7. CLI T adminaccessconfig 2~ FZ/JLTCCLIE vy a v XA L7 U MaRET D
Z e TEET, [CLI Reference Guide for AsyncOSfor Cisco Email Security Appliances ] % % [#
LTLEENY,

EHI1—YADAVvE—CDRT

cu A VHIDA vE—VDER (38 2—)
e A L HEDRA =V DFER (38 —)
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A4 VHEIDA Yy E—VDERTE

—H#ASSH, FTP, E72IEWebUIINST 7 I7A4 T o AZn 7 A L&D ETDENA v E—
VERTRTDLIIET T IAT LV AERETEET, v /A N"F—F, nr/fr 7ur”r
D BICRREIND I AL~ A RAIRERT XA NTT, a7 A" F—2H LT, NEOt
X2 VT HAERECNIT T IA TV ADRA NS T 77 4 AT 2 EELRRTEET,
EXE FFRILRWT AT AOER LT LR AREE LS EER LD, = —FNR
TTTAT AN LT e B R A e 3 2 € ORI BT 23S 2 {Ek L7z T
TET,

CLI ® adminaccessconfig >banner 2~ > RZEH LT, 2/ A NF—2{FkLE7, v/ A
VR F—IE, 80x25 DY — UL E D K 9 ITHK 2000 SLFHT /R > TWET, B A N
F—I%. 777 A 7 2 AD /data/pub/configuration 7 4 L7 RUIZHDH T 7 A HA UAR— B
T&EET, NF—FER LD, BENELZHELET,

A4 BODrAYE—DDRT
22— SSH, FTP. F7E Web UL ZHH L CT 7oA T AZEFICa 7 A L2,
VeV BNT—HFRRT DL DI AsyncOS X ETCE LT, VbW LNFT—Z2EHL T,
N OEX 2 )T AWM ETLT TIA TV ADORR NS5 75 4 AT A8 F T
£,

CLI T adminaccessconfig > welcome 2~ > REZHH LT, U/ A T —Z2{ERLET,
U )V A N F— DR RKET 1600 XFTT,

U =)V LT =L, T 7T A T 2 AD [data/pub/configuration 7 4 L7 NV IZEH DT 7 A LD
bAVR—=FTEET, NT—2ER LIS, BERRNFZHRE LT,

FEMIZ DWW CIE,  [CLI Reference Guide for AsyncOSfor Cisco Email Security Appliances ] % 2P
LTLEENY,

Xa7 >zl (SSH) F—DEHE

ssheonfig =~ o R&AMEH LT, ROBIELZFATLET,

VAT ATRESN 22— T AH T b (admin 7 H 7> b &ETe) O authorized keys
TrAMIEFX 2T Y=k (SSH) Affa—% F—ZBML7Y ., T 60X —ZHIkR
L2 T&EET, 2k, RZATL—XF v LoV TIHARS SSHEF—Z2H L T —
YT AT NERIETE D017 9,
« RO SSH h—"OFRELMETE LT,

« ABHF—FREET LT U X L

cHET AT XA

«KEX 7 /b2 Y XA

*MAC XV v R

BN P R
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\)

GE) TTIATUANBMDEA M~ ~Du s 77 A )VD SCP 7 v =2k I HEaICH
HENDHRAFF—%FET HITIL. logconfig -> hostkeyconfig Z{liH L 9, FEHl
IZOWTIX, 722 L T a0,

hostkeyconfigZ#{HifHT o5&, VE—FKARDF—%RAF ¥ L, 77747 2 AIZEM
TEET,

ESPEREENS

Bl FHLWARFF—DA A b= (39 —)
o 5 : SSH H— \REDHE (39 ~—)

Bl LWOWDAEF—DA X =L
WOFITIL, EHET I NOFRAHF—%2 A A =L LET,

mail.example.com> sshconfig

Choose the operation you want to perform:

- SSHD - Edit SSH server settings.

- USERKEY - Edit SSH User Key settings

[1> userkey

Currently installed keys for admin:

Choose the operation you want to perform:

- NEW - Add a new key.

- USER - Switch to a different user to edit.

[1> new

Please enter the public SSH key for authorization.
Press enter on a blank line to finish.

[-paste public key for user authentication here-]
Choose the operation you want to perform:

- SSHD - Edit SSH server settings.

- USERKEY - Edit SSH User Key settings

(1>

5l : SSH H—/\ERKTFE DHRE
WIZ, SSH — "R EZEMEST D HEOH ZRLET,

mail.example.com> sshconfig
Choose the operation you want to perform:
- SSHD - Edit SSH server settings.
- USERKEY - Edit SSH User Key settings
[1> sshd
ssh server config settings:
Public Key Authentication Algorithms:
rsal
ssh-dss
ssh-rsa
Cipher Algorithms:
aesl28-ctr
aesl92-ctr
aes256-ctr
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arcfour256
arcfourl2s8
aesl28-cbc
3des-cbc
blowfish-cbc
castl28-cbc
aesl92-cbc
aes256-cbc
arcfour
rijndael-cbc@lysator.liu.se
MAC Methods:
hmac-md5
hmac-shal
umac-64@openssh.com
hmac-ripemdl160
hmac-ripemdl60@openssh.com
hmac-shal-96
hmac-md5-96
Minimum Server Key Size:
1024
KEX Algorithms:
diffie-hellman-group-exchange-sha256
diffie-hellman-group-exchange-shal
diffie-hellman-groupl4-shal
diffie-hellman-groupl-shal
Choose the operation you want to perform:
- SETUP - Setup SSH server configuration settings
[1> setup
Enter the Public Key Authentication Algorithms do you want to use
[rsal, ssh-dss, ssh-rsa]> rsal
Enter the Cipher Algorithms do you want to use
[aesl28-ctr,aesl92-ctr,aes256-ctr,arcfour256,arcfourl?28,aesl28-cbc, 3des-cbc,blowfish-cbc,
castl28-cbc,aesl92-cbc,aes256-cbc,arcfour,rijndael-cbc@lysator.liu.se]l> aesl92-ctr
Enter the MAC Methods do you want to use
[hmac-md5, hmac-shal, umac-64@openssh.com, hmac-ripemdl 60, hmac-ripemdl 60@openssh.com, hmac-shal-96,
hmac-md5-96]> hmac-shal
Enter the Minimum Server Key Size do you want to use
[1024]> 2048
Enter the KEX Algorithms do you want to use
[diffie-hellman-group—exchange-sha256,diffie-hellman-group-exchange-shal,diffie-hellman-groupl4-shal,
diffie-hellman-groupl-shal]> diffie-hellman-group-exchange-shal
ssh server config settings:
Public Key Authentication Algorithms:
rsal
Cipher Algorithms:
aesl92-ctr
MAC Methods:
hmac-shal
Minimum Server Key Size:
2048
KEX Algorithms:
diffie-hellman-group-exchange-shal
Choose the operation you want to perform:
- SETUP - Setup SSH server configuration settings
1>

JE—FSSHOT Y FEIT
CLITIZ, UE—FSSHa~v RE[TEFH L Cavy REETTEET, 2213 775

AT A Tadmin 7 H 72 MMk LT SSHARF—NREINTWEIEARIT, Fy LU
NNV E— FMRA M bROa<wy REFETTEET,
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# ssh admin@mail3.example.com status

Enter "status detail" for more information.
Status as of: Mon Jan 20 17:24:15 2003

Last counter reset: Mon Jan 20 17:08:21 2003
System status: online

[rest of command deleted]

EE1—Y—TFTOLRODE=R) Y

B#Y 1B1EFIE

TTITATUARIZONWT, TI7T 47 2—H | X=Uf ET[A 73> (Optons) 1>[7 7

TRTCOE® v g VEEEERT S 7 4 77> 3 (Active Sessions) ] %7
Vo7 LET

OV RIAL L A H—T 2 A AT, w,
whoami B LW who 2~ Fa&H L £9,

TIIAT AR I A Lira—TE | av RIAL A VX —T =2 A Tlast 2~
FRLET, VREMEALET,

/-, VE—FFARDIPT RLAR, v
A U, v T T MR B X OVEEHIERE
HFERT D
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