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ARNT7ANDTHARNY Y —RHGEZENL, BT A—NT— b Tz LICT7 7 ANV EE
L, HTLWTFA NI Y —REL LTI 7 A NEALR—FLET, TFANY V—2ADA
R— FOZEHIZONTIE, TFA RN YV —2D A F—F (13:—) #2BR LT
W TEXFAR VY —=ZADT I ZAR—MIOWTIE, 7F AN VY —2AOxT 7 AR— K (14
R=) L TIZIN,

TEXFRAM)Y—REEOHE
GUI £72I X CLIZHLTTF AN U Y —2R2FETEET, ZOHTIE, GULIZOWTHL
B LET,
textconfig I~V REMHLTCCLINLTFA R VY —2REEHLET,
TXAN Y Y—REHIT, ROXATBEENET,

BENI
« MR IS L OHIBR

e LY AR—FBILOA R—F
cFRTDODTFHFARNYY—ZAZALTDTL—2 TFAN AvE—TDER
« —EDT X AR YUY —R XA TFDHIML X—AD A vtE—DER

BEIE B
e TFXAN Y Y—ZDBEM (12 4—3)
e FF AN U Y—2DOHIKE (13 =—)
e TXARNYYV—ZADZ I AFR— (14 ~2—)
e THARN U Y—RADAHR—F (133—=)
s HTML X—ADT F A K U Y —ADOE (14 X—2) ,

TEAKDVY—RDEN
FIE

ATYT1 [A—/KRY ¥ — (Mail Policies) ]>[7 %A kU Y —A (TextResources) | (ZBEIL £,
AT T2 [THFAF U Y—2%BM (Add Text Resource) ] %7 VU v 7 L7,

AT9 73 [4HT Name) | 74— /L RIZTFA K U Y —ADA4RTZATTLET,

ATV T4 [ZAT (Type) ]| 74— IV RNOHTFAR VY —ADX A THERLET,

AT TS [TF AL (Text) | £IEX [HIMLB L O L —27 % A b (HTML and Plain Text) | O EH 5
MDT 4 —)LRIZ, AvE—YFFARMNEANLET,

B 7¥xtyv—2x
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| 7¥xrUY—2
72k )y—20HE |

FTEARNIVY—=ARNT L= TFRARRA =V DREZHATIESL. [TFA DL (Text) ]
T4 =NV REFEHALET, 7F ANV YV—=ZARHIMLBLORTL—0 TF A AvE—T0D
W5 2T 5581, [HIMLBX O L—2 5% 2 b (HTML and Plain Text) | 7 —/L' I
ERERALET,

ATYT6 BEHEEZEEL, RFELET,

RDHBERY
REEIER
cHTML X—ZADTF Ak UV —2ADOHZE (14 2—) ,

TEXRX M) Y—XDHEIK
[ZC®H BRI
TXAN VY —ZOHIBROEBITER L T LI,

CHIBRENTZEZTHFAR VY —ZZBRLTNWETRTORA = 7 02, BHEL
T~—7 &N,

CHIBRENTZTHFAN VY —Z2ZBRBL TWAETRTCOaryT Y T4 VE I X —T )L
DFEFITRY TN, S%ES S ET,

FIE

AT9F1 [A—/LKY 2 — (Mail Policies) ]>[7 F A kU Y —A (TextResources) |- X—IZEH L, Hl
BRI 27 %A U Y —AD[HIER (Delete) 15ICHDIAIFT A arEs )y LET, R
AvE—UNRRRINET,

ATy T2 [HIE: (Delete) 1227V v 27 LT, 7F AL UY—ZAZHIBEL £,

GE)
A T UVEREFA =Y T4 OVTNNDRETSHEINTVDETHFARN Y —2R
WHIBRCTE £H A,

ATYT3 BHEAEARFELET,

TEXERRMYY—ZADA R—k
[Z L& BRI

AVHR—=bTDT 7 AN, BB A—/»— KT A DconfigurationT 4 L 7 ks VIZIFET D
LR LET,

Fxzruv—2 I}



A

B 7=xrvv—zozsrzmk—+

FIE

ATy 1 [A—NR U ¥— (Mail Policies) ]>[7 %A kU ¥ —2A (Text Resources) ] <—IZBENL,
[7TFA KU Y—ADA AR — b (Import Text Resource) 1 %27 UV v 7 LET,

ARTYT2 A VAR= TDH7 7 ANVEBRLET,

ATy T3 mra—FEFREHEELET,

ATy T4 [Next] %27 Vw7 LET,

RT9TE LARIEZERRL, 7XAN VY —R XA TEIFEBLOEINL 3,
RTvT6 EREZEEL, RELET,

TEAMYY—ZADITHY AEKR—

FIE

L& BHHTIZ

TXAN) Y =R AR=bTD25803, TFA NI 7 ANBEF AT DT A D
configuration 7 4 L7 F VITHER &5 Z LIZHEE L TS EE W,

ATy 1 [A—R U ¥— (Mail Policies) ]>[7 %A kU ¥ —2A (Text Resources) ] <—IZBENL .
[7TFA R Y—ADxT Y AR— K (Export Text Resource) ] %7 U v/ LET,

ATFYT2 2 AR—= TETFAF Y YV—RERINLFE T,
ATFYT3 FTXARNY Y —ZADT7 7 A NLEANLET,
ATFYTd TXARN T A NDTya— REREZRINLET,

ATy 75 [Jié{g (Submit) 1 %27 Vv 7 LTCTFF*AK U Y/—R BELTXARN Ty AV E configuration
T4 V7 MUIZERRLET,

HIMLRXR—ZXDTFRA L )YV —ZADHE

GEHREREO—HOTF AN VY —AF, HIML R—2AD A vt —VBIOTL—r 7%
AN AyE—VOWGEHERLTERLTEET, HIML X—ADA v tE—V LT L —2 TF%
AN AvE—VOWMEEGLTXARN VY —ARNES A=)V A yE—UIZ#HINE5GA.
HTIMLRX—AZADTFA LV V—=A A v —VFEF AL A vE—VDTF A MEITHIML
WCHEA &I, V= TXFARN AvE—VEBEB AN AvE—VDOTFANELIES
L— VA &g 7,

HTML R—ZDF F Ak U YV —Z2ZBINFE-IImET 5854, GULIZIZ, HTML ==— R4 F
B CTHRRETICY) o F THFRAMDOANEZAREIZTEY oF TX A MRENEGENET,

B 7¥xtyv—2x



| 7#xryy—2
HIMLR—2DF %R b Y y—204 vk— &z s2t—+ [

HTMLRX—ZDT X Z kI Y —Z2ZBNBLOWRET 25081, ROEICHEL TSN,

cHTML R— g SNZHASNWT, AvB—=YDTL—r THFA R RN=U g 2 HEI0CAE

Bt AL oOBRTEET, 2013, FL—r TF A MARA—Va U A2MIICERTEET,

e[Z—Rt=z2— (CodeView) | HRZ %7 Vw7 FHZLICLD, VyTF THFANZT 4
Z L HTML 22— R Z8I0 B2 5 2 &N TEET,

-U/%T%xb1745fﬁf %éﬂﬁwHMﬂ:w%%Gmfﬂﬁié T, 22—
REa2—ZV X, HIML=2— RZFEITCANLET, & 2E, ZhlE, <img sre>
HTML % 7 %5 L OO —N2dh D514 A — /774w~@ﬂ%%ﬁA#6ﬁA_ﬁ
WET,

BEEIER
cHIML R—Z2DTFF A K UV —ZADA v HR—FBIRZ 7 ZR—F (15 3—)

HIMLAR—XDTFHFRA b+ JY—RADA VR—FELUVIT Y RR—

HTML X—ADTFA K VYV —RETHFAN 77 A NI AKR—F LD, TFAKL 77
A NS HTML X—ADTF AN YV —R%&AHR— LY TEXET, HIML X—ADT
FARNYY—=RET 7 A NI I AR— b T2, 774 VTR Y —ADK N —
Da NIKTHARDE v a vy BNEENET,

* [html version]

* [text version]
N0k 7 L a YOIEFITHERETIIHY £H A,
Tz, 27 AR—FEINTET7AMIEL, ROTHRAINBEENDZERHY ET,

[html version]

<p>Sample <i>message.</i></p>
[text version]

Sample message.

HTML XR—ADTFA b U Y —R%ET7 ZAR—bBLOS VR— DAL KROL—L
LHARIAVITEE LT EE N,

e FL—U T HZARM A=Y NHIML A= 3 U b HEIICARK S5 HTML X — 2
DT FAN VY =Rl AR— T L5855, =7 AKR— SN2 7 74 M2
[text version] ’[Zﬁ VA Vﬁ‘ﬁiﬂi“@‘%\/o

e TXARN Ty ANNHA AR — TS5 E X [html version] EZ ¥ 3 > FD3XTDHTML
a— RIIERRENZTHF A UY—ZAOHIML A vt —JICEBEInNEST (AU
V=R ZATBRHIML A vt =2 R— FT25855) o AERIZ, [text _version] 7
YaryFOTRTCOTHAMNE, ERENEZTFAN VY —ZADTL—2 THFAN Ay
VI EBEINE T,

*HTML XR—=ADT F A MV —=REAERT H720OIT, 22D, I FELRN
[html version] 1B a2 EGh 77 ANNMbA A= T 258, BFA—ATY—]
7 =A% [text version] 182 arorF A2 FEHL TCHIMLBLIO T L—r 7% R
F A=V OmGEERLET,

| Fxzruv—2 I}



A
B 7=x+vv—=zomm

TFAMVY—ADER

TRCOXATDOTHAN UV Y—R|L, [TFA I Y —R (TextResources) ] ~~— T F7=i%
CLI @ textconfig =~ > RZ&EH LT, RIUHFETERINET, —EERkKIND L, £4A
TTERDEPN G E LET, REFET VT L— MBI OEAT T L— M, T EB
OV RF—=THEHINET, —FH., TVTUANVREAT T L—ME, A=K v—5F
X7 U FUOANAREMBTHEHAINET,

EEEE

cHEBEHET T L— (16—
cHRBEFHAY TS L EHT L a— FHFR (20 2—)
cBHEIT T L— R (22 3%—2)

c T UFUANAEMT T L— K (23 8—D)

o N2 RGBS KOS RIGEM T T L— k(26 )
cHEEALEBMT T L— k(27 =)

= -_ %
BREFHETIL—
BFA—NT— AL, UAFT—DZEL-—HELIZITRITORA =D T A RD

EFERET (N —F3 T v ) ST T4V POREFREZBNTE £, ROTGiEE
EALT, EFA—NT = V=2 TAYyE—VICHEFHZBMTEET,

e YRS —B, GUILETZIE listenerconfig A< REFERAT 2 HE (VAF—0nb0m5E
FHT XA MOEMN (17 %—2) 258) |

s T Y 7/]'/1/& 7T 7 33 2 Add Disclaimer Text %’fjﬁﬁﬁ—g—éﬁff (:l‘/?\/\‘/ 7 4
NEDT 7 arEBR)

s AybE—T T4 )VH T J T a add-footer () AT B H1E ( [Using Message Filters to
Enforce Email Policies] D& &) |

T —HMEIETn T A NEHERT L HE (T2 HREROPIEESR)

A E—VOBEMNT 4 v ERIITNAT 2T ORI TH DA REERNH D LA —
PIEHATHEIT T RT LA T4 NZICHH L TA v =Y DEEEZFERT 505 (X
TV OEEESR) . ZOXA TOBMENINDREFHIT, TFA Mo LITBN

INFET,
-l z2iE. BENPDEEINBILZEAvE—VICEEETESE . BEAvE—Y, F130EH
HIEAZAMAINTE L9,

GREHFET XA M2, AEFET V7L — MEERT H0ERHY £3, GUIT
[7F% A KU Y—2Z (TextResources) | ~—VZMH (FFA K U Y—2DEM (12 3—)
HMR) F7o03 textcontig I R&MHH ( [CLIReference Guide for AsyncOS for Cisco Secure
Email Gateway] #ZM) LT, 7257 F X MFFN D1y & FRldB LOEBL 7,

B 7xxrvv—=2
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| 7%zxFUY—2
yrr—nisoexsET+2 toen i

ESPEREY=]

« 7 A NEINEDOHRFEREOBEM (17 =)
c VU RAF=NEOREFET XA OB (17 <2—)
B HEIEBI N T ANE T a B (17 2—)

VAT —HoDREFETFA FDEM

BERFHT I ANV Y —=2RZFR L2, VAT —TRET LA v =I5 7F 2 B
LFFN R L ET, REFETFA N2 Ay E—VO FMELIITEHICGENTEEY, 20
WX, X7V v 7 (Ao RNTUR) URF—=ET T4 =} (TURTLR) JRAF—D
MR TEET,

TX A MBIOHTML 226K S5 A v — (Microsoft Outlook Tix, ZDX A FD A v
t—% [multipart alternative] & PFFONET) Z2XETDHE. EFA AT — MU= AI13,

A=Y OGO REFEHE AL T LET, 272 L, A v =Y REBAFELRDI Y
TUYTHLEE, BANEN bl arT oY RBERSRERA, RDVIC, REFH
A K 7N L - T [Content-Disposition inline attachment | & V9 #i/ S— FMERK SNV ET, «
T R— K A= OOV TIX,  [Using Message Filters to Enforce Email Policies| ¢
# (@ [Message Bodies vs. Message Attachments| #Z M L T 7230,

T4 LA SDREEIEDIEM

TANE T U9 add-footer () RTCIFXA LT Y T4 NE T U ay [HRBFREILORE
My #ZFEHLT, A vye—VOREFHICRFEDERE AT T A NCFINELMTH ENT
XFET, ZEZIX, ROA BT T 4 VF —)E, LDAPY L—7 Tlegal] IZJ@T 51—
PNHEEINDTATDO A v =N, legal.disclaimer LW TR NEF AL F
R

Add-Disclaimer-For-Legal-Team:
if (mail-from-group == 'Legal')
{

add-footer ('legal.disclaimer');

}

REFEEIVIANE TOLaVEHN

A=Y T4 NE T va rEREAFERT L2 TEET GEMIZOWTIX,  [Using
Message Filters to Enforce Email Policies| D24 % [Action Variables| &ML T 7ZEWY)

EFET 7 L— ML, OB EFEHTEET,

RITUOFIAIRBREHR

£ BEEHZ HE
$To A=V DTo~yF—IZESHBIONET (o "\n—TZEHIC
FEIHEZONEEAL) .

| Fxzruv—2 I}



B a=sEssvo 8700 a08%

A

T BEEMZ 5E

$From A =YD From:~y X —IZEXBZONET (mo_Xu—7%EH
WCHIEEEEHz 5N EHA) &

$Subject DA =V DOUAIZEESEZ HILET,

$Date BEO HAT (MM/DD/YYYY JER) @&z b ET,

$Time BAEDORZ (o — b /VREHE) ICEE B2 ONET,

$GMTimestamp BHEORZB LA (GMT) ICEE#2zOoNET, BT AL A
& —® Received: T TR OND A L REETT,

$MID A=V W CHEMNT DI T 5 A v =Y ID (MID) (&
T2 BN ET, RFC822 Message-Id] O & (X872 57 01FEE L T<L
72&Wy ( [Message-1d) ZHif59 % 121% $Header 2 H L £7)

$Group Aye—YDA LVl MR, BEED KT IREE I N—T D4
ANCEE M ONE T, BEH IV —TICLARIN WAL, CF5

[>Unknown<] NEAENET,

$Policy AvE—VDA Y=y NI, HEHICHA L2 HAT R v —0D4
AICESHZ ONET, FANIERINTWDIRY —AMEH SN T
W WA SUF81 [>Unknown<) A SIVET,

$Reputation EEHEDOIP L 2T —Yag rAaT7il@sfizbhEzd, LE 2T —
vay AaTNRWEALE None) ([CiEE#HZONET,

$filenames AvE—=VOWMNT 7 ANDT 7 ANLDH KU A MIESHX
LNFET,

$filetypes A=V T 7 ANDT 7 ANEA T HRT I ~<~XKEID Y R |
WCEEHZONET,

$filesizes Ay =DM T 7 AN YA ZDOH o~ KEY Y 2 MIBEXHL bl
7,

$remotehost Ave—VEBIFA—NT = Tz AIZEFE LTV AT LADKRA MAIT
BEX#HZONET,

$AllHeaders A=V Ny X—IlBEHIONET,

$EnvelopeFrom A yt—UDxrNu—7%EH (Envelope From, <MAILFROM>) |Z
BExHzONET,

$Hostname BFA—NTF— R T2 A DEAMNGICEEHRZ ONET,

B 7¥xtyv—2x



| 7%zxFUY—2

ax5FEsLUT e 7ova028 I

T BTz HE
$header[‘string °] TDA =T 2~ X —NEENDIHE. 5IHAKFHE A~

F—DOEICESHBAONET, “HIIAFMEASh 560D %
B

$enveloperecipients

A=V DxTrNu—7%(FF 3T (Envelope To, <RCPT TO>)
WCEEHZ bhET,

$bodysize A=V DOHARX (A MR ITES|ZONET,

$FilterName WML D T 4 VEZ DOLFTEIR LE T,

$MatchedContent AXx 7 4 vH JL—/)b (body-contains 72 ED T 4 )V F JL— LR
Ty T4 vaFfVEEL) E RN LIEAEEZRLET,

$DLPPolicy E N o 72 Email DLP R U > — DA RNCE & #H 2 bhvEd,

$DLPSeverity ENOBEREICESHRZ G ET, EIXME Low) 1. [F (Medium) ],
[ (High) ]. E£72iX [EKR (Critical) ] OWTNNTT,

$DLPRiskFactor Ay —UOBBENEOY A7 B RAaTICEIHRZONET (a7

0~ 100) .

$threat category

T4 UANVAR R, AT TR EDT Y N T LAY T g
IWHBERDAAL TICEEHZ bNET,

$threat_type TIORNTVUA T TANEEBITIVOY T hHT TV ICEEHZONE
T, ezt FY U T a8k, EBEMNOT 4 v, BOEE|Z
ERHY FT,

$threat_description |7 N T LA T4 X EBEODRICEIBRIONET,

$threat level AT —VOBBLL (ZaT 0~5) ICEXH:bhET,

$threat verdict

[A>vB—V DR - L~/ (Message Modification Threat Level) ] L
IVEICE ST, NEv) F21E Tz @iz onEzd, Ay
TV EEND VA NAETITIETA NV ADER L VRN [ A vE—
COEE - L~ (Message Modification Threat Level) ] L & UM LA
EOBE . ZOEBOEIL NIV ITRESNET,

A= T4 NET 7Y g UER A GEEECHERAT A2,

(GUID[TFHFAFY V—2A

(TextResource) ]-X— Y Fzidtextconfiga~ 2 RKinh) A vE—VOREFRA/EHRL, &

BezWLET,

add-footer() 77 ¥ = > TCl&, 7 v # —% inline attachment, UTF-8 coded attachment, quoted
printable attachment & L CEANT 2 Z & T, IFASCU T F A &P R— M LET,

TEREYY—X .



A
B sszmxsoTemgoa— st

REFHERIVTEEHT > a—FAK

AsyncOSIZi, B Fr L a— NFREZFUREFHAY VT OMELZZER T 57211
HENDBEEDFELET, 7 740 FTIE, AsyncOSIXET A —/V A vE—T DRI/ —
PRI END L9112, SEFHEAZEE LE T, localeconfig 2~ RN TERE L7-iEE
EHEHLT, A= B EHOTY a— NTARRR 25508 EZRETEET, &

D= E PO ENDEFA—IN A v —VZHERTH LT, ZORENHM LT
0 FE9,

To: joe@example.com oy B
From: mary@example.com

Subject: Hi!

<ZZ71T>

Hello! AL — |k

DAY=V AR Y | BHOEM/S— K
ryEanE L,

Example.zip 2 T H DA/ — b

BAIDZEATTIZH S A v =Y DOARLITIE, < OMIME/N— FREENLTWAEGEERHY £
T, L DOEE, HIO/X— ML TR F720X 72 ) LM, 2 FB UKD — |
X 172 yF A b EREENRET,

GEFEL (78 v F A b (EROB) £EALO—#HE LT, BEA—MIEDD T
LSTEET,

To: joe@example.com ~w B —
From: mary@example.com

Subject: Hi!

<Z=E[1T>

Hello! AR — |
ZDOAyE—VIEAT Y | ALUTED HNTRTEFIH
rEhFE L,

Example.zip BHIDOUSTS— b

I, AvE—VORLEHRBFEFHOM Tz a— RFXOAR BN 5 L, REFH
DARILIZEEN (A T7A4) BOTHyF A RE LTEENRNEL ST, AsyncOS (&
%/?w?5%%%/t 7@$X&ﬁuiynwFﬁﬁfiyn%FLi5kLiToOi

RBEFHEAYOZ Y a— AR T 556, IR EFEOT XX MT (KX
®)4/74/ %rf%éi%#ainfwéﬁAi\ﬁf%@m%yﬁ4yﬁéb%hi
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aEgEzs v Teguzoa—raz |

T, 7= & 21E. US-ASCI XXF0DH% &te 1SO-8859-1 = a— RENT-LEFENERIND
AREMENH D 9, BRI, ZORBEFHIIMERL T4 T7A4 0 TERENET,

=7 L. ﬁj%%lﬁiz)‘$jc&%ﬁ%é\b“@‘%ﬂfib\%é\\ localeconfig A~ K % {5 F L. Kj(%
FRANEFEELITEHR L TREFHEOT a— FHRE —HEE 5D X 91T AsyncOS Zi%E
THLET, BEFHEEA VY E—VOARLIZED D ENTEET,

example.com> localeconfig

Behavior when modifying headers: Use encoding of message body

Behavior for untagged non-ASCII headers: Impose encoding of message body

Behavior for mismatched footer or heading encoding: Try both body and footer or heading
encodings

Behavior when decoding errors found: Disclaimer is displayed as inline content and the

message body is added as an attachment.

Choose the operation you want to perform:
- SETUP - Configure multi-lingual settings.
[1> setup

If a header is modified, encode the new header in the same encoding as the message body?

(Some MUAs incorrectly handle headers encoded in a different encoding than the body.
However, encoding a modified header in the same encoding as the message body may cause
certain

characters in the modified header to be lost.) [Y]>

If a non-ASCII header is not properly tagged with a character set and is being used or

modified,

impose the encoding of the body on the header during processing and final representation
of the message?

(Many MUAs create non-RFC-compliant headers that are then handled in an undefined way.
Some MUAs handle headers encoded in character sets that differ from that of the main

body in an incorrect way.

Imposing the encoding of the body on the header may encode the header more precisely.
This will be used to interpret the content of headers for processing, it will not modify
or rewrite the

header unless that is done explicitly as part of the processing.) [Y]>

Disclaimers (as either footers or headings) are added in-line with the message body

whenever possible.

However, if the disclaimer is encoded differently than the message body, and if imposing
a single encoding

will cause loss of characters, it will be added as an attachment. The system will always
try to use the

message body's encoding for the disclaimer. If that fails, the system can try to edit
the message body to

use an encoding that is compatible with the message body as well as the disclaimer.
Should the system try to

re-encode the message body in such a case? [Y]>

If the disclaimer that is added to the footer or header of the message generates an error
when decoding the message body,

it is added at the top of the message body. This prevents you to rewrite a new message
content that must merge with

the original message content and the header/footer-stamp. The disclaimer is now added

as an additional MIME part

that displays only the header disclaimer as an inline content, and the rest of the message
content is split into

separate email attachments. Should the system try to ignore such errors when decoding

the message body? [N]>
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FEALYY—2 |

B aa-7—+

Al

07>

Behavior when modifying headers: Use encoding of message body

Behavior for untagged non-ASCII headers: Impose encoding of message body

Behavior for mismatched footer or heading encoding: Try both body and footer or heading
encodings

Behavior when decoding errors found: Disclaimer is displayed as inline content and the

message body

is added as an attachment.

Choose the operation you want to perform:
- SETUP - Configure multi-lingual settings.
(1>

localeconfig A< ROFEMIZOWTIE, [TEFA—NT—FT oA TDOA—NZEDEE]
DEZZHRLTIEIN,

>7TL—k

BHIT > 7' L— M, notify() BL WP notify-copy() 7 A /V¥ 77 v aTEHINE
T WHIT T L— MZE, TFUANREENZ LV ER SN T T U A v AR O
EEIEASCH T XA NBIONT 7 v a VEREEZD D Z N TEET ( [Using Message
Filters to Enforce Email Policies| MDFIZ3H 5 [Action Variables] &) , /=& z2IE
$Allheaders 77 v a VAEKZMHHAL T, TORA v b=V DO~ X —2EG05 LNTEE
T, WHAHOFrom: 7 RLAZRETEET, BIA—NT— MU oA ITERSND A vE—
PORET FVADREEZSZRLTIIZE0,

WET T LU= R2ER LD, avT oY JANEBIRAvE—Y 74 VI NEERE
W5 ENTEET, ROKNL, [grapewatchers@example.com] (T [grape text| I E(E I
5 X 912 notify-copy () 74/1/5' TIvarvERELLALT Y T4 NNEERLTD
£7

1: 3272 74022 KZBHNOH]

Edit Content Filter

Edit Filter

Name: Igrapecheck

Currently used by policies: | DEFAULT

Description: | [Looking for grapes.

Order:

Apply filter: | & If ane or more conditions match
O Only if ALL conditions match

Conditions

| Select New Condition... v| | Add Condition |

Condition Delate
body-contains("grape”) i
Actions
| Select New Action... w | | Add ;;'cti:_l_‘._!
Action Delete
Inutify-cupy ("grapewatchers@example.com", "Found one!", "", "grapa_taxt")l i
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| 7%zxFUY—2

7oroanzamroIL—+ ]

TFOFIOAIINARBHNTUTL—
T UFIAINAEINT T — M, IRD2ODZ A THRHY F4,

T UFIVANRBHTYIL—h, TUoFUANVRBMT T L— NI, TTOA Y E—Y
DT A VAR ST WA S E T,
T UFIANARAVTF TFUTL—b, arTF T L= ME TD XA v E—UNRE
7740 E L TEEINIBEIEHINET,
TUFIANARBEMT T L — M, 74NV EZORDOVICT VFUOANAT DU TREASH
HUSME, EARICEmMT o7 L— M ERBRICER SN E T, A= R v —OFRETITEGE
THOHAY MENEFRETEET, VA NAXRBEMHO From: 7 RUAZRETEXET, if
MIZOWTIX, BFA— AT — MV =AM IERESND A v E—VORIET N ADREE SR
LTL7EE0,

ESPEDEYS]
CHABNT UF A NAENT T L—h (23 2—2)

NRBLTUOFIAIVABRTTL—F

DKL, DAZ LT U FTANABHANRESINTZA—NL R —%2RLTWET,
R2: A—ILRYS—TDFUFIAILR AT+ Fo T L— hO@EEHE

¥irus Infected Messages:

Action Applied to Message: |De|iver as Attachrment (RFCGZ2) to New Message % |

Archive Criginal Message: | ¢ o ves

Modify Message Subject: | ~ 1 & prepend ' append

|lwARNING : VIRUS DETECTED] |

= Advanced Add Customn Header to Message: | & Mo © ves

Header: 1 l |

\.-'alua:.:l

Container Notification: | [ st virus container +

Preview Message Body =

(see Mal Policies = Text Resources = Anti-lirus Container
| Template)

BEEIER
c T UTF AN AEHES (23 —)

T UF 94 IR BIEH
T A IVARIR B EERT AR, ROBICEHHIN TWDEHEHEZHEH T F 3,

TEFARDY—=R
I
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B 77y zmazy

RETUFIAIVABHER

A

T Bz 51E

$To AvE—VDTo:~y X —ICEEHBZONET (oo —7%fF
FITEE B ONFERA)

$From A =0 From: ~y X —IlEEXHELONET (oo —71%
FHERICITEZ BRI ONETA)

$Subject DA =V DOHAITEEHRZ DLET,

SAV_VIRUSES

AvE—VUTRAEINEZTRTOTVANVADY A MIEZHI LN
F7,

5] : “Unix/Apache.Trojan”, “W32/Bagel-F”

SAV_VIRUS TABLE

sX— b Z & 12 MIME-Part/Attachment 4 & U A )V R ZoR_ 7 — 7 )LC
BEHzoNET,

5l : “HELLO.SCR” : “W32/Bagel-F”

<unnamed part of the message> : “Unix/Apache.Trojan”

$AV_VERDICT

TUFOANADHEFICEEHEZ HNLET,

SAV_DROPPED TABLE

Ry Z7ENETTT7 7 ANVDTF—T N cEEZ bEd, H1T
X, NX—= b ERFT7 7 AN ENRX—=NIMETEZIANVADY A K
WL DR ENET,

5] : “HELLO.SCR” : “W32/Bagel-f’, “W32/Bagel-d” “Love.SCR” :
“Netsky-c”, “W32/Bagel-d”

$AV REPAIRED VIRUSES

RABLOBESINETRXTOUVA NV ADY A MZESHBZONE
‘g—o

SAV_REPAIRED TABLE

RABIMMEEINTZTRXTOR—Y ETALINADT —TIIZEX
#az b ET, B : "HELLO.SCR" : "W32/Bagel-E"

SAV_DROPPED PARTS

ey XN 77A L0400 X MIBEXHZ bNET,
51 : “HELLO.SCR”, “CheckThisOut.exe”

$AV_REPAIRED PARTS

RSN 7 A NAELIT A= PO A MCEZHBRZONET,

$AV_ENCRYPTED PARTS

e ST 7 ANLE TS — DY R MoEX#E SNET,

$AV_INFECTED PARTS

TANAEBGL T 7 ANDT 7 ANELDOHT L <KEID U A MIEX
Wz bNnET,

$AV UNSCANNABLE PARTS

AX Y UTCERNSTET 7 ANLETIIR—FDU R MIEZHZ
LbNET,

B 7¥xtyv—2x



| 72ty v—2
7oroanzanzy |

EH BEBZBIE

$Date BIED BT (MM/DD/YYYY B0 ICEEHZ HALET,

$Time BIEOREZ] (7 — R V) ([CEE MO ET,
$GMTimestamp BIEOKZB LOHM (GMT) ICEE#Hx b ET, BFA—L

A v E—T® Received: {TCROLNDEA L FREETT,

$MID A=V ENECTHEHINT D-DIERT S A =Y ID (MID)
B E iz HLE T, RFC822 Message-Id] D & 1T 5725 7= 1%
BELTLEEW ( [Message-1d] #HUfGd 5121% $Header Z#fEH L &
7).

$Group Ay —=VDA T2y MIZ, BEED T IREE I N—T
DARNCE XML ONET, BEE T NV—TILATIN R OVGAIL,
S T>Unknown<) A I E T,

$Policy A=V DA Ty MERIZ, EEFICHEA LZHATARY o —0
AENCEXHRZ ONET, FANICERZR SN TVARY > —4 23MfE A
SN TWRWEA, T4 [>Unknown<] 2MFAINET,

$Reputation EEFOIP LEaTF—YaryAayicBsHmzonEd, L E=
T—ay AaTRRWIGETE None) ICEEHZ HLLET,

$filenames A=V DOERN T 7 ANDT 7 ANLDOH <KX U A MIEX
iz bIVET,

$filetypes A=V OUM T 7 ANDT AN FA T T~ XYY Y
A MIEEHRLONET,

$filesizes A=V T 7 AN YA RDOH < KEIY U R NIEXHZ
bILET,

$remotehost AvE—VEBFA—NT = T2 A CEE LIV AT AOFR b
HICEEIHZONET,

$AllHeaders A=Y Ny X—IlEXHZONET,

$EnvelopeFrom Ayt—rOx e —7%EH (Envelope From, <MAILFROM>)
WCEEHZ b ET,

$Hostname BIA—NT—F T2 DKRANLICEEZHRZ ONET,

N

GE)  BEAIIRLTFVINLTEXMNLET A, 22X T7F A U Y—2T [$to)] & T$Tol IF
A% T, LDAyE—UT [AV_| BENPEDRHE, XFF] <None> TEZ#HALNET,

| TEREYY—X .



A

B v rEanssvmsismanT s TL— b

TXAN VY —AEEHELTHE., [A—/LR U 2 — (Mail Policies) > [5G A — /LR Y v—
(Incoming/Outgoing Mail Policies) ]>[7 A /L AX R E & fte (Edit Anti-Virus Settings) ]%—
UF 72t policyconfig -> edit -> antivirus I~  RZHEHAL T, BEINZA Y
=Y, AX ¥ U TERDPOTAyE—D, R LINTZA vy E—T T TA L ARE
DA YE—=VIZH LT, TDA v E—YNREC2DT Xy F AL e LTEEND X H I
ELET, FFICOVWTIE, DAX LT T7— FBHOEEEZSRL T EEN,

N RABIMB I UESIERBEMNM T TL—F

SN AT KO BLRHGEM T v 7 L— MME, AT REMB LR v — URERER
Woskn T S 2 DAMT, BANIZ@mT 7L — b EEBRICER S E T, k7 m
T 7 ANERETIZ, NV ATuT 7 ANBRIOB ALY LA = VRS ERGE R %
HLLTWEGBICHEETON AL LAY AW AR ETEET,

RORZ, NTATaT 7 AV TRESNIEZAY U RBHT 7 L— F 2R L TOET,
B3:/8 R TAT7AILDIND 2w RBHIDH

Send Delay Warning Messages:

7 Use Default (Mo} & ves Mo

Message Cormposition

Message Subjecti  [message failed

Motification Ternplate:

Preview Message =

Minimurn Interval Between Messages: |144EIEI | seconds

Maxirmurn Murnber of Messages to Send: Il

\)

GE)  IAXLTUTL— R EEHAT55A1E. RFC-1891 ® DSN 2 L T 72X\,

WORNE, b7 a7 7 A L THRE SN bR T 7L — F 2R L TWET,
X 4:BEBT07 71 ILOESERERBEEN DA

Motification Settings
Use systern generated notifications by default or create custorn notification templates can be configured in Mail Policies = Text Resources

HTML Motification: | Systern Generated
Preview Message =

Text Motification: | System Generated
Preview Message =

Encryption Failure Motification: |

Message Subject:  [[ENCRYPTION FAILURE]

Message Body: |_—|';1ax8\ze e
Preview Message =

ESPERENS
o NU U AGERNE KON S RBuEM AR 27 R—)
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| 7%zxFUY—2

NI D ZBHINE & VS LR BUE

N ARENE T2
TxEJ,

R 5NV RBEHMEH

nyvzEmsLvrstamanzy [

MEH
HF SALRIOE I 2 AR 2 BR IS, IRORITFER S T DIl A K & B

£

BEEHASIE

$Subject

LD A v E—TDOH4,

$Date

HAEO AL (MM/DD/YYYY ER) @Bz b Ed,

$Time

BUEDOREZ] (7 — 2 VB ICESHBA O ET,

$GMTimeStamp

BEORZB X OHA (GMT) ICEEHBIOoNET, BT A Ay
& —® Received: T CRON DA & RERTY,

$MID

A o= NETHINT 50T 5 A vE—2 1D (MID) (2
BEEHZ 5N FE T, RFC822 Message-Id] D& X R B 7-0EE L
TL7ZEW ( [Message-1d) ZHUF$ 22X $Header 2L L £97)

$BouncedRecipient

N UASNIEZEEDT FL A,

$BounceReason

WENEL A,

$remotehost

Ave—VhE BT A—NT— N T2 IZEE LTV AT LOFR A N
CEEHz 5NET,

’Eiu%ﬂ:ﬁﬂ]ﬁ'/? L—Fk

ALEET T L= ME, T MY RET A=A ERSAET D XD IZ Cisco T A—/V
%M% HELTEBICHER S ET, ZO@MmTi, ‘ﬁ%ﬁﬁ%ﬁéhk%wt—?%%@
Lz ezmml, A vk— /%uﬁiﬁ%ﬁﬁbfwiﬁ BEL A vE— L —HEICE(E
T oOHAL LGB EIRE CE ET, b7 a7 7 A NV 2ERT 5. HTIMLERE
i@?%Xh%ﬁ®ﬁﬁ@%%MEﬂ%%ﬁbi¢o_®t@\ﬁX&A7D774W%¢W
T 551, TF A MERXB L HTIML RO 5 OB ZERT 208X H D 77,

Fxzruv—2 I}



FERFUY—2 |
B escansio—+
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BERICDOWT

CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



