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b Advanced | Optional settings for custorn header and message delivery.

Suspected Spam Settings
Enable Suspected Spam Scanning: | O g @ yes

Apply This Action to Message:

Send to Alternate Host (optional): |

Add Text to Subject: | | prepend v [[SUSFECTED SFamM]
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&8k (Register) (227 Vv 7 §5L, T TICA—FNMICEGEINTWHAEHEICE A —/Lil
MPEEINET, ZOFHFIIR—Z el AL, [ThHU> hOEE (Manage
Accounts) | @ [#E[RE K (Permission Requests) | &7 2 a > T [K&#F (Approve) |27 VU v 7
LT, BEERZARTO2LENH D £7,

BERELRDAR IS ND &, BEIDPSHBIRNCAER S, R—FLD[T AT OB (Manage
Accounts) |7 v a VZERTEET, ZOBREBKIDITHMANT XRTOEFA—NLT— U=
A THEHATEET,

G¥) B ID 1. FEEDOHMICB L TWA CiscoEA—L X2 UT 4 F—rT = A0
SITONT=EEEZEHANT A 7-DD0—ED ID TY,

N OT X TOEFA—NT— T = A1Z2OT, CiscoTalosTEF A —/IVAT —H AR—H
D BAERR ST ERID 2B L 97,

1L WebA v ¥ —T7x2A AFHALTESFA—NTF— U= fIZul L LET,

2. [ AT LEPL (System Administration) ]>[Cisco Talos &1 A —/LV AT — & AR — X LGk
(Cisco Talos Email Status Portal Registration) ] (28 L £,

3. BAFANT—P T2 ARNTTRAIZD—ETHIERIT, T— K27 T AL L~YLIIHRE
L/i‘é—o

4. [B4%ID OF%E (Set RegistrationID) %27 U v 7 L£7,

5. [#$&ID (RegistrationID) ] 7 1 —/L KiZ, Cisco Talos &1 A — /L AT —H ZAR—H L5
G L7288k ID # A ) LET,

6. EHEZXEL, RFLET,

7. BIA—NT =P T2 ANT TRAEZDO—ETII2WIEE, BN T XTOETA—L7F—
o2 A TAT T 1 ~6Z0IKTHLERDY £7,

CLI T portalregistrationconfig 2 ¥ N PREHLTCEEID #ETHIEHTEET,

STHEEINAVE—DDORIANDHESZE

PRI OWTIR, BLFESR LTS E &0,

B R SLBEVTLAA—LOEE



| RALBEVT LA A—LDEE
CiscoE A —)L t¥2U74 7551 R [

+ [How to Submit Email Messages to Cisco] R = £ > K (https://www.cisco.com/c/en/us/support/
docs/security/email-security-appliance/214133-how-to-submit-email-messages-to-cisco.html#anc5)

» Cisco Talos & 1 A — VAT —H AR —H )L D~LT~— (https://talosintelligence.com/
tickets/email submissions/help)

FIE

AT Bo TN A =YDV RAa~OREHE 302—) O NELOHBRIIZ] OEIZ
SN TWa FIEEZEITLET,
ATYT2 BEoTHEINTEA Y=V AICBETHICIE. ROFEONTNLEFHLET,

¢ CiscoEAXA—L X2 UT 4 7774 D/ (33 3—=)
Mo THEINTZAyE—VORMG 7 7408 LTOHRE (34 X—)

MOTHEINTEA v E—VEV AR ETDLE, F—F LD ([T HY 2 OB (Manage
Account) | BZ v ailbd [ETA—/vi@iE LAR— b (Email Notification and Reports) ] 73
B TER LA T Y a CESWEEE A — L@ e %5 LET,

GE) [ A—/Li@f & LAR— bk (Email Notification and Reports) |RZ > D FiZdH D [«
A {518 % (My Submission Notifications) ]38 L[~ A 25 L AR — F  (My Submission
Reports) 1A 7Y a i, T 74/ hTHZICRESNTOET, FEICOWTIE,
KD URL IZ& % Cisco Talos B F A —/V AT —H AR —HZ )LD~V T R— % 5
LT 7Z &V, https:/talosintelligence.com/tickets/email _submissions/help

RDZRY
HE BT 251k (36 ~—2)

CiscoE A — )L X)) T4 T3594 0 DER

Cisco Email Security Plug-In (%, Microsoft Outlook Z i/l L T —#— (B A — NV EEHE L=
v Ra—Y =) NESTHHENTA v =V a2V Aa~fETE 5 L9175 Y=L TT,
Z D7 Z A % Microsoft Outlook D—#k & L CHEMT 5846, LAR— b A== —7% Microsoft
Outlook ® Web A ' #—7 = A AZEBIMSINET, ZOT T T4 DA=a—%FEHL T,
BoTHHEENTIEA vy =V LR— N TEET,

Z DD IR

« IROX— )25 Cisco Email Security Plug-In # # 7 >u— R CT&£7 :
https://software.cisco.com/portal/pub/download/portal/
select.html?&mdfid=284900944 & flowid=41782&softwareid=283090986,

FEMEIZ DUV CIE,  [Cisco Email Security Plug-In Administrator Guide ] http://www.cisco.com/c/
en/us/support/security/email-encryption/products-user-guide-list. html & 2 L T 7230,

ZRLBEVTLLA—L0ER ||


https://www.cisco.com/c/en/us/support/docs/security/email-security-appliance/214133-how-to-submit-email-messages-to-cisco.html#anc5
https://www.cisco.com/c/en/us/support/docs/security/email-security-appliance/214133-how-to-submit-email-messages-to-cisco.html#anc5
https://talosintelligence.com/tickets/email_submissions/help
https://talosintelligence.com/tickets/email_submissions/help
https://talosintelligence.com/tickets/email_submissions/help
https://software.cisco.com/portal/pub/download/portal/select.html?&mdfid=284900944&flowid=41782&softwareid=283090986
https://software.cisco.com/portal/pub/download/portal/select.html?&mdfid=284900944&flowid=41782&softwareid=283090986
http://www.cisco.com/c/en/us/support/security/email-encryption/products-user-guide-list.html
http://www.cisco.com/c/en/us/support/security/email-encryption/products-user-guide-list.html

ZRLBEUVIT LS A—LOEE |
B =oossshirvt—SoRRT 7ML E LTOEE

ROTHEINEAVE—DDRFT74ILE L TDERE

Ayb—=UORTIVIIEL T, UTFTORIZEREINTWET R AIZRFCS22IRMAN 7 7 A /v
LLTENTENDORB S THEENTZA v E—VRIRETEE T,

BF |EE EEAE EEICET I 1—Y0E
A= BEE
LD
E{E
AN | RAERBBLOEE L RN A—)L, A |spam@access, 2—HDZE LA IZhL
L) | NWT oy TIFIEY Tﬁi,& « & | ironport.com %éﬂifﬁ\ a—
TAV|BDOHHED (T4 AN | Ay —TERANLER
v | AL wAT =T, FEkRY) T w | phish@access, X7 4 v v s RARL
7 b £7, ironport.com £7

virus@access, ANLE L TR SIVE

L7z, —HFITIEY 722
Ave—VERRLE
Outlook 77 7' A > | 4,

D [EEEA— L
(Spam) 1.
(a7
(Phish) ]. £72i%
[T A LA

(Virus) R % v

ironport.com

EY | ANATIEHRL, B4 (E#7) 7 |ham@access, =TT A
FA =y INL] EBEHTINET, A=Ay —Vd~v—
TTALTIT LA A=)
Outlook 77 7 A 2 | o R S U700,

D [EHEA—/L T
72\ (Not Spam) ]
N

mate ironport.com

B X SLBEUTLAA—LOEE
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BoTHEENEAvE—SOEH T 7L e LToER [

B E&E EEARE EEICET S 1—Y0E
A— BEIE
LD
EE
~v— | =TT 7L, BHADV T EA |ads@access, AN ELTHREENT
“ ANVTHLHIERR (ASLTIEILY) i onhort com b, 2= PFEFESRA Y
5 |EFAATT, @HEFT2I VT | EevERALET,
gy |vavemaT, RERGAbHY F |Oulock 7T 7
L 5, ®W~?74/?
. B (Marketing) ] 7R

A =Y, R ISR USRI |
A— | E#RIZA—VEER LEFREERH Y
% 9, L BETNYTUERY

ATLIED, T4 THALRLYE

BNRBEZOBNET, EXRY 727

Ta v R—ADY T 4 VT E

A—ZIE, BERERRER A B = X L3 B

N E7,

TUoAA—=)IE, ~—TT 478X

ONEFOMDIEL 2NV T BA A —L %

Gl LV IREH AT Y T,
Ik NIV THY T AT YT g _—2A |not_ads@access, =TT 4TI T A
~— | THRWVWIEBOEF A —/L (ANAT ironport.com A=) & LTELTHRH
a ey, . EARSEG IR SINTH, 2—HFFA >
_ 5H DT, U EIEIBEEE X
st — N
o =TT 4TI T vA
7]
. A=)V TlE7enb o &R
7 v
y RLET,
)(_
L

WOBEFA—=NT T T EDONTNNEEHA L TA v —VE AT D &, R REEES
ZEBTEET,
» Apple Mail

* Microsoft Outlook for Mac

* Microsoft Outlook Web App

* Mozilla Thunderbird

ZRLBEVTLLA—L0ER ||



B zezewsrarnsz

ZRLBEUVT LA A —L0ERE |

A

ZEE Microsoft Outlook 2010, 2013, 2016 for Microsoft Windows Zfii [l L TW A LA, 4> TH¥E

SN A =BT HDIZ, Cisco Email Security Plug-In & 7213 Microsoft Outlook Web
App ZHEHATHHLERH Y £, ik, Windows D Outlook XU EE/Rp A~y X —%FDEE
WL TAy =V ZEETERNWZOTYT, £, RE7 7 A0 ELTIRDO A vE—U%iiE
THIENTEDGRIZDOHR, ENXAN T Ty N7+ —LEMHLET,

EIEZEMT DL

ATy I

ATy T2
ATvT3

ATv74

EE DM RENTZEF A — VB E 2T -7 5, CiscoTalos EEF A — VAT —H AHR—
AN TEEEERBI OB TE £7,

FIE

YAADY LT v VA LT Cisco Talos F 1+ A — VAT —H AR —H )L
(https://talosintelligence.com/email_status_portal) {22 274 > LE T,

Cisco Talos &1 A —/V AT — X AKR—H )L %15 (Submissions) 127 U w7 LET,

[Z7 42 A7 a s (FilterOptions) 1 &7 U > 7 L, W7 ANEA T a @R E
D
AFvar) AveF—REZ &Y v 7 LT, BEOHMZBRLET,

RDBRY

FEAMIZ DUWNTIE, Cisco Talos B A — VAT —H AR —H )LD~V T R—
(https://talosintelligence.com/tickets/email _submissions/help) & ZM L T 72X 0,

BIE) L—BRICEITEEEEDIPT FLADRE

1 DL ED A —NAflinte— = b (MX £720EMTA) . 7 A AMF P —E RN E
A=NT =T oA LEFBANEZERET LB EOMORy U —7 DOy DICELE
INTVDLGHE, BTFA—NT = VoA ITFETL~YIVDIPT RLAZRETHZ LIET
XFEHA, DV, A= T —0/L MXMTA oREENZ XL YR ET, =770
IronPort Anti-Spam 35 & ! Cisco Intelligent Multi-Scan (IP L' B =27 —> a U —E X&) 1%
SNTEEEH OIEMEZL IP 7 R L RITEGF L ET,

IVa—varsit, #EIVLV—2FHTAIIICEFA—NT— VA BZRETHIET
T BT A—NT = T =AM IZEHRET DT XTONTMX/MTA DLHETE TP T KL A, 3BETT
IP7 RVAZERETDDIMERAT D2~y X —%HELET,

B X SLBEUTLAA—LOEE
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| RALBEVT LA A—LDEE

wiEyL—z@ALrzEs ]

ESPEREY=]
cEEY L—ZfEH L2BRES] (37 R—2)
cEBRYV L—EMATD EFA—NT— T = ORE (38—
cERY VDB LD X D ITRET 50 (44 =)
AERT D~y F—ZIRET DR 7 ORE (46 X—)

BE) L—ZEALIRES

WORNT, HED L—OFICHAN R Z TR LET, 0—H/L MXMTA 12X > T A—AH
BIA—NT =R Uz =S TND72D, IPT FLRAT89.1 LD A—/LXIPT K
LA 102340060 X IR ZET,

6:MXMTAIZ&BA—ILL—: BE5

Firewall
N IP: 7.8.9.1
/L j/“_\h/x -\\'. . = l
. . -
\. Internet « Bening
| Machine

|

MX/MTA

IP: 10.2.3.5

Cisco Email Security appliance

ROBNZHID2>DOHZ R LET, ZOFIL, D LEHTHY, Xy NT—TNTORA—/1LD
UL —HiEE, BFA—NT = NIV x2A ~OZFELRNCEMTE S, Xy T —7 NOEHK
P NZBIT D A= VOB EEZ R LUET, BIATIE, 7891 MLDA—NVNT 74T 04—
NEEEL, MX BEXOMTA TLREESNTHD, BFA—NAT— oA IZEESNET,
BB TlE, 789.1 MEDA—)Liia— KARZ U B EIMMDOA A TDNT T 4 v o—F
VI TTIAT AICEES I, —HO MX DWTANICEHEINTHS, BFA—LF—
MY = A B S ET,

ANRLBEUT LA A—ILDEE .



ZRLBEUT LA A—LDOEE |

B sy —2EmAT s BFA—Lr— koo ORE

7:MXMTAIZ & B A—)L 1) L— : HikiR

IP: 7.8.9.1
Jf/ 1‘)(,_ \\. / 3;-]16:1;1'13
A —‘-:) B Nacnime

/"
\_ Internet
| _—rT

o W l MX

Hop 1

/l MTA
Hop 1 }

IP: 10.2.3.6 \
a0 =N 0261
|

Mail Filter

Firewall

IP: 10.2.5.1-n

Hop2 —»

-

Cisco Email Security appliance

BEIVL—ZERAIDEFA—NAT—FI A DEE

EpEREYS
c BV L—HERED A 2 —T L (38 X—Y)
c HIEV L—DBM (39 2—Y)
VL —SNIEAYE=V DA vE—V Ny F— (40 "—)
EIEY L—HEED A r—TILit
A

GE) B—UNVMXMTANA—VE ELA—NT— b =) L—TFT 250Kk, ERED L—H
HEZ A X—7 NI LT &N,

FIE

ATY 1 [*y hT—2 (Network) ]1>[#18 VU L — (Incoming Relays) ] &R L 7,
ATw 72 [A%) (Enable) 1227V v 7 LET,

. ANRLBEUT LA A—ILDEE
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ATvT3

EEY L—MEM

AT T1
ATvT2
ATvT3
ATv74

ATy TH

wzyL—oemn ]

EHERGFLET

AT AEEFEY L—FBEILET,
cEBEAANT =R T2 ICEEA Y E—TEV L —TFT B3Ry FTU—TDE Y, BLO
« COANEBEEZDIP T RL ARSI N D~y F—,
[ZC®H BRI
INOHDORHESRME T T T H7DIUERERIT. VI—SNAvE—VDRA =T~y
H— (40 X—) BB LTLEEN,

e TOANEEEZEDIP T R AEFHET B AZ NE 1T Received ~v ¥ —EfEHT B0
EIYDERELET,
e WAL D~y X —EFHT L84
VL —ENTEAYE—VDRETLIP T RLAZ AT L EHER~Ny XA —2RELE
R
¢« £ MX, MTA, F7IZLOAMEEICICHR L TV Ao~ ik, ZFEA v E—Y
ICTEDANBEEHE D~ X =2 L IP T RLAZBINT A2, O U 2REL
*7,

FIE

[%> FU—2 (Network) ]>[#%15V L — (Incoming Relays) ] Z#R L £,
[VL—DEN (AddRelay) 1227V v 27 LET,
ZOU L—DARIEANLET,

MTA, MX, FR3EEA v E—VEV L —FBDICETA—NT— T oA IZHERE LTV
HMDO~ U DIPT RLAZASLET,

IPv4 £721XIPv6 7 F L A, FEAECIDR B, £7/2I1ZIP 7 FLABHZMH & £4, &%
X, B A—NEZETHEBEDOMTA 23y T —7 Ox v VIZEE L TWAEEIZ, T3
TOMTA ZELIP 7T FL A&, 728 213102.3.1/8 % 102.3.1-10 Z A1 T5EE08H D
F7,

IPv6 7 K L ADHE . AsyncOS FROEAEHR—FLET,
*2620:101:2004:4202::0-2620:101:2004:4202: : ££
*2620:101:2004:4202: :
©2620:101:2004:4202::23

®2620:101:2004:4202::/64

TDOINEIEEEDIP T N AZHBIT 5~y X —%2fTELET,

ZRLBEVTLLA—L0ER ||



ZRLBEUVIT LS A—LOEE |
B o—csntrve—sorvt—vnvg—

Ny H—F AT HEEIC, KROaa E AT H0ETHY A,
a) Ny H— ZATOER
TAL I~ HA— (HESE) F 7213 Received ~v X — &R L £ 7,
b) HAX L~y HE—DfH
JL—SNERA =BT 2 L— v v 2B ELE~Ay X =% AT LET,
RIH 2~ L ET,
SenderIP
F72E
X-CustomHeader
c) Received ~» ¥ —DHH
IP7 L ADHNIEE SN D LFETLFIN AN LET, PT FLAZHET D TRy
7 BEATLET,

RATYyT6 EHEAREL, RIFLET,

RDZARY
WEATH T & ZlEt L £,

« DHAP OEFIED A vt —U R HA— 7 — R o —FFEZF I N—T12) L—7F
L rEBMLET, SPCONWTE, BEVLV—BXO0T 4 L7 B U ~—_2 N Y%
Bilk (44 X—) S L T ZEN,
NI XU ITBIONN T TNV a—T 4 VT ERFHICTHIZE, FHEIND Ny ¥ —%R
TEICBF AN VA OaX U T ERELET, HHT LI~ X —%RETS
07 OHE (46 X—) EZHL TN,

BEIEE

A= UMARANEINAX Y T ETEDDEFA—INTF— T oA ORETE 2
)
JL—aNt=AvtE—CDAVvE—D Ay S —
JL—ENFEAvE—COIOEEFEOHBANCA~Y X —DF A THRRONTNNEZHHT S L
DI HT A=Y — b= EFELET,
o HAH L~y H— (4] _—)
e Received ~v % — (41 _X—)

B R SLBEVTLAA—LOEE



| RALBEVT LA A—LDEE

HRABLANYH—

Received ~ 'y 4 —

nzxan~vi— |

HAL Do~y X —% AL TCIHOEEEEBTLHREIND HFIETT, TOREHEITE R T
BT, TOHAL ANy X —%BINTHMLERDHY 3, ZO~y X —0OfEIE, JM58
DEEVVDOIPT RLRIIRAZERTHENET,

SenderIP: 7.8.9.1
X-CustomHeader: 7.8.9.1

=7V MXMTA TRER » TRED A=V EZET D56, DAY L~y X =& AT D
ZEW, BRY ViR E A X =T ST HME - OFIETE, 2L I ROKTHE, /SAC
ERNADOWSTNIP T FLA 10235 FTELH—HT, NACHEH2AYy T, SNADIF 1Ay
7T, ZORUTIE, Ry TEPRRLDGEDD DI, DAL L~y X —2fHHLT, &
FYL—=BELSBESND LI ICT 28R H Y £,

8:MXMTAIZL B A—IL Y L—: FERY TH

IP: 7.8.9.1
Firewall
o N

7~ " e N Sending
.‘:’,:”' C Y - / Machine
¥ (
:r,fl ‘. Internet )
g e

L

=:. IP: 10.2.3.4 D
Hop 2 ¥ M
L

/ MTA
Hop 1

3 IP: 10.2.3.6

Cisco Email Security appliance

ESPEREYS
cEEY L—oEM (39—

MX/MTA ZRET DR, BIEIP T RLAZETeH AZ b~y B —DARAI L@ 722
SRWEE. BEV L—HEREIX. X v bB—T D [Received:] ~v X —#FET A LIk -T
EEIP T RLAOHBNZFITT 5L O ICHETEET,  [Received:] ~y X —% 350
EX, 2y hT—7 Ry 7] OBRNEIZETHDHIPT FLADOEAICBYEREL £,

SFY, BHIOFy T IZhH~vv (K MXIMTAIZ LD A= U L— : JgE] 010.2.3.5)
X, Ry R Dy IMLORy TENEIZE LWKLERD Y £7°, 2[5 A — BB
DEFA—NT— T AL TWE Y U ~DRIDONRZ D Z LN TEx A4 (1K :

ZRLBEVTLLA—L0ER ||



. Received ~ v 4 —

ZRLBEUVT LA A —L0ERE |

MXIMTAIZ LD A— VY L—: RER Yy 7 THHLTWBD LI, B Ey 7k
%) . HABZ ISy X —EEHATHILERNHY £ (WAZ L~ F— (41 =) &5
)

FENT R R L FFE TITLFHN B L OWIT L TRET 23y U —727 Ry 740 (F 7213 Received:
~yA—8) ERELET, Ay iE, BRI, Ave—URvrUoMTEIRREIND I EE
BLET (BFA NS Uz AICLDZEETFRy T LTHV Y FESRLER A, FEMIZO
Wi, T D~y X —2fRET D27 ORE @6—) 22RLTIEEN) ,
AsyncOS 1X, F8E IN7=8 v 7HITkHET D Received: ~ v 2 —W ORI R ST F 7213305
FIORAIDOA T v o A mAIDIP T RLAZSRLET, 7o xiX, 2h vy 7E2BE L
Balt., BFA—NT =T oA DB TL T2 20 Received: ™~ X —DENT i1 E T,
FEMT R TF L AN P T RLA B RONS WA, T A— VT — MU= A 38~ v
VOEBEOIPT RLAZMEHLE9,

WOBID A=)~y X —DAE, Efya () L2hy7T#EBELELEX, M~ v
DIP7 RLAE789.1 T, 722L. HAHva () BRLOMITHELFEHBE LIEHEIL
HNR P 7T RUANRAOHY /A, ZO%HE, FEYV V—HEBIET +E—7 1L ThHDH L
REN, e~y O IP (1023.5) BMEFA S ET,

B MXIMTAIZE D A= U b— i8R OBITEREY L—IZkD B0 TT,

¢+ XA A :1023.5 (Received ~v X —%FHLT2Hv7) BLOY

« XA B :102.6.1 (Received ~v & —%fEHLT2Hv7)

M . MXIMTAIZ LD A=Y L— R [ORTEIIC, BFA—NT— U oA T2
KOMDFRy FHEWMT HA v E—VDEF AN~y X —DOFZIROFRITRLET, ZOH
I, ZEHEOZEFERIZEEZ LA vE—UTERREIND, MELLD~y H— (B A=
TF—= R Uz A TIEEH) 2R LET, BET ARy 78T 2120 7,

= 1:—E® Received: ~y 5— (/XX A1)

1 Microsoft Mail Internet Headers Version 2.0

Received: from smemail.rand.org ([10.2.2.7]) by smmail5.customerdoamin.org with
Microsoft SMTPSVC(5.0.2195.6713);

Received: from ironport.customerdomain.org ([10.2.3.6]) by

smemail.customerdoamin.org with Microsoft SMTPSVC (5.0.2195.6713);

2 Received: from mta.customerdomain.org ([10.2.3.5]) by ironport.customerdomain.orgq

with ESMTP; 21 Sep 2005 13:46:07 -0700

3 Received: from mx.customerdomain.org (mx.customerdomain.org) [10.2.3.4]) by
mta.customerdomain.org (8.12.11/8.12.11) with ESMTP id j8LKkWul008155 for

<joefool@customerdomain.org>

4 Received: from sending-machine.spamham.com (sending-machine.spamham.com [7.8.9.1])

by mx.customerdomain.org (Postfix) with ESMTP id 4F3DA15AC22 for

<joefool@customerdomain.org>

B R SLBEVTLAA—LOEE
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Received N 54— .

5 Received: from linuxl.thespammer.com (HELO linuxl.thespammer.com) ([10.1.1.89]
by sending-machine.spamham.com with ESMTP;
Received: from exchangel.thespammer.com ([10.1.1.111]) by linuxl.thespammer.com
with Microsoft SMTPSVC(6.0.3790.1830);
Subject: Would like a bigger paycheck?
Date: Wed, 21 Sep 2005 13:46:07 -0700
From: "A. Sender" <asend@otherdomain.com>
To: <joefool@customerdomain.org>
EiRoFRDOAE

EIA—NT = Tz TlE, INEDO~Ny X —% AL ET,

BIA—NT = NIz ANRAyE—VEZELET (Ry e LTAHT S i) |
AOIDFR Y7 GEEY L—) |

B2k, AU, EEMMTA TF, IP 7 KL A1X7.89.1 TT,

BT A== T = A TiE, ZH5 D Microsoft Exchange ~ > %4 — % M5 L 97,

ORI, I~y F—% <, AILEFA—NV A=V D~y F—2RLET

5= 2: —E® Received: ~ 5 — (/XX Al 2

Received: from mta.customerdomain.org ([10.2.3.5]) by ironport.customerdomain.ord|

with ESMTP; 21 Sep 2005 13:46:07 -0700

Received: from mx.customerdomain.org (mx.customerdomain.org) [10.2.3.4]1) by
mta.customerdomain.org (8.12.11/8.12.11) with ESMTP id j8LKkWulO008155 for

<joefool@customerdomain.org>;

Received: from sending-machine.spamham.com (sending-machine.spamham.com [7.8.9.1]
by mx.customerdomain.org (Postfix) with ESMTP id 4F3DA15AC22 for

<joefoo@customerdomain.org>;

WO IZ, GUI D [V L—@iENN (Add Relay) | X— Y TiXE INT/NA A (FR) OFEFEY
L—% R~ LET,

il

ZRLBEVTLLA—L0ER ||



ZRLBEUVT LA A —L0ERE |

. BEUL—DHEECED LS IZEHET M

9: Received ~y 5 —{tE= THREIN=FEE L—

Add Relay

Incoming Relay
Mame: (2 | [IncomingRelayOne

1P Address: (7) |1D‘2.3.5

Header: [ ) Specify a custorn header

(@) | Parse the "Received” header
Begin parsing after: 'é,‘ I[
Hop: @ | 37w

ESPERENS

c EEY L—oEin (39 X—3)

BEREUL—DHEEICEDLSICTEET HH

=R

CERV L=l TS (44 3—0)

«HEVL—, HAT, [P L EaT—ar2ar, BLXOBEEEINL—T (4 3—)
cHBEVL—BIOT 4 L7 MY A—_2 NLEFIE (44 X—2)
cERBVL—BLOhL—2 454—)
cHEEVL—EBFA N EX2UT 4 E=F (LR—F)  (452—2)
CHEEVL—BLIUOAYE—Y FTFvFxr sy (45 3—)

cEEVL—tuFr s (45 3—Y)

E)L—&T4IL7A

ERYLV—HREETIE, IPLE 27—y a v — bR CH#T 5 S ESERT 4 L HL—L
(reputation, no-reputation) |ZSEFXFRIP L Va7 —T g Aa7zRtLET,

PLEAT— 3 RaA7. BEUREEZEBSTIL—T

HAT R Y ¥ — Z—71F, BREYV =20 OFHRITBIEIIMEH L TWERFA, 72720, &E
JL—HRETiE bt aTr—Ya r 2arpiigianszo, Avk—Y 74002810
$reputation 2545 & L CHAT RV v — 7 L — 72 v I 2 L— F T& £,

JL—BLUTaLI M) N—RX FHRERLE

UE—FRAMB, Xy FU—27 ETHREYV L—L L THDLR TS MX £721EMTA IZ A v
T—UEEDLIETT 4 L7 NUERKES L ERADGA. BT A AT~ T =A1X

T4 L7 N JE %IJZ%I%JL (DHAP) WA X —TNMIZRESINTZA—L 7o —K /—%%O
EEHIN—TIZV L—ED Y THERTND E, ZOEREY L—0o0RE Kay 7 LE
T, ZiuE, U 1/~75)%?“~“T0>>< vE—UN, EHORA v HED B AT — b
U AR SNV OBFIELET, BT AN — U= A1T ) E— FR A RDREEET
D LERHTET, BEY L—L& L THEEET S MX 72013 MTA I ETLAR A b A — L%

B R SLBEVTLAA—LOEE



| RALBEVT LA A—LDEE
wruL—ssvrL—2

ZELFTET, ZOMELXEREL T, EEV L—015 A vt —I%%E LT 572912 DHAP
DEHRDORA v =B E AN Ta—RY =2 EEE I NV—TIZ) L—ZBINLET,

EEJL—BELUFL—X

Fo—21F, FMETLIP T RFLADLEaT—Yary2a7ofbvic, fROBFEEY L—D
IPLEaT—yarZ2arzRLET,

BEYVL—E¢EEFA—ILEXaAYTa0 EZH (LAR—F)
EIEY L— 2 AT A5

cEL AN X2V T 4 T=H LR— MR IP B X O MX/MTA O 5 DT — 2 /3
GENET, 7L 2T SMB~ (IP7.8.9.1) B HNE MX/MTA (IP 10.2.3.4) %4 L
TSHEDOEA A —NVNEESNTZHE. [A—/V 7 a—%~< Y — (Mail Flow Summary) ]I
X, IP7.89.1 D SEHD A vE—TIZA T, WERY L— MX/MTA (IP 10.2.3.5) 75
DSEHDORA =V NEREINET,

s IPLPtaF—rarRAarii, EFA— L EXFxa2)T 4 F=F LR—FTELI#HES
NEHA, BEEINV—TNE LIRS N2WEALH Y £7,

BEUL—BEUAvE—T FSyFLy

BEYL—2MAT 2L, AvE—U T v X0 T ORMIN—VIT, ABERLO P T KL
ABLULE2T—var2a7ofb0ic, AvE—YD) L—0DIPT FLRABERY L—
DIP LY a2T—a  Aa7BNERENET,

BEEUL—EBXT

wkoaZoORFIT, EEFZEOIP LT —Yaxarid, YW 1{TEICRENET, FD%,
EEY L —OMENMTON T, ELWIP L 27— 3y Aa 7N SITRIRENE T,

1 Fri Apr 28 17:07:29 2006 Info: ICID 210158 ACCEPT SG UNKNOWNLIST
match nx.domain IPR rfc1918

2 Fri Apr 28 17:07:29 2006 Info: Start MID 201434 ICID 210158

3 Fri Apr 28 17:07:29 2006 Info: MID 201434 ICID 210158 From:
<joe@sender.com>

4 Fri Apr 28 17:07:29 2006 Info: MID 201434 ICID 210158 RID 0 To:

<mary@example.com>

5 Fri Apr 28 17:07:29 2006 Info: MID 201434 IncomingRelay(senderdotcom): Header
Received found, IP 192.192.108.1 being used, IPR 6.8

6 Fri Apr 28 17:07:29 2006 Info: MID 201434 Message-1D
'<7.0.1.0.2.20060428170643.0451be40@sender.com>"'

7 Fri Apr 28 17:07:29 2006 Info: MID 201434 Subject 'That report...'

ZRLBEVTLLA—L0ER ||
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B =s=zvr—cx—nny

8 Fri Apr 28 17:07:29 2006 Info: MID 201434 ready 2367 bytes from
<joe@sender.com>

9 Fri Apr28 17:07:29 2006 Info: MID 201434 matched all recipients for per-recipient
policy DEFAULT in the inbound table

10 Fri Apr 28 17:07:34 2006 Info: ICID 210158 close

11 Fri Apr 28 17:07:35 2006 Info: MID 201434 using engine: CASE spam negative

12 Fri Apr 28 17:07:35 2006 Info: MID 201434 antivirus negative

13 Fri Apr 28 17:07:35 2006 Info: MID 201434 queued for delivery

BEYL—EA—)LOY
WoHNE, EEFEYV L—EHRzrEate, — e s 2 NV ERLET,

Wed Aug 17 11:20:41 2005 Info: MID 58298 IncomingRelay (myrelay): Header Received found,
IP 192.168.230.120 being used

AT BNV E—ZHET HO0TDERTE

BFA—NANT =T oA TlE, A v E—VRRESNERATHEL TW ey X —Dh R
LET, LR oT, =R TEMILd~y Z— (Microsoft Exchange D~ & —7¢2 &)
R, BFA—NT = U2 ANA v =V 2ZETLLESITEMT2BMO~y 77—, LB
SNFERA, RSN~y F—%RET 2 H1ED 1 D1, AT 2~y % —% AsyncOS =
FUTIEGDDLLIRETDHI LT,

Ny A =D XU TREERETHINE, aX 707 a— LR EEZSRLTLIEE N,

E-RAYGTIL—ILDOTYTT—k

fEFHFFERRICRIET D & fH® Cisco Anti-Spam 35 X T Cisco Intelligent Multi-Scan /L— /L
DT T T — MR TEET,

FIE

AT T [BEX =2V T 4P —E A (Security Services) ]> [IronPort Anti-Spam] % %R L F 9,
E et

AT9 T2 [BXx=2 VT 4P —ERZ (Security Services) ]>[IMSE L/ LA A—/L (IMS and Graymail) ]
IR E 7,

AT9 T3 L= OFEH (Rule Updates) |7 v a v aEnrl, REfTWET,
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b_ESA_Admin_Guide_ces_14-3_chapter46.pdf#nameddest=unique_751

| RALBEVT LA A—LDEE

FVRT VIS |

B #J (To)

E3EE

AN

HAR=F b

DEHFDOERINZHONTS
S

ixX AE

T TT = RRFETEIN TV W, = 3R
ENTWARWEST.
W) CFHNINFREINET,

[Never Updated] &

Ty T — S AMER RIREN L D A HERR

T T T L— R
sk

SAFHRERG ATV —V

[57<HEH (UpdateNow) (%7 U7 LET,

RDERY
BEEE

*Y—ER Ty 7T}
e FERT P NERE LT v ST — b
-7 ‘\/707“ L— F;bSJ:UY?7°7‘— ]\%&]7:/13— ]\‘j‘é]":&)@-ﬁ-_/\%ﬁi—»

ANLXEREDT R +

Sl

RAEFIR

FER

REET AL
i—g—o

X-advertisement: spam "™ &*‘
EEHALT, REEXZTAMLE
ﬁ—O

TARN&ZHME LT, Cisco
Anti-Spam T,
X-Advertisement: spam & U oyiZ
D X-Header #5103~ TD
A=V EANLTHD LR
RLUET,

DN =" T TEELET AN Ay
T— 2%, Cisco Anti-Spam (2 L > T7 5
TREES I, A=K —Txf LT
FELET 7 gy (ANLRERY —b
R QI~—2) ) BETINLHZL%E
R cE £,

WDONTNDE Z DO~y X —IHHLE

7
DAY EEURT AR A =
ZEETHSMTIP 2~ REMHLE
9, CiscoAnti-Spam %7 A b § 5729
DEFA—NT =Tz ~DA—)L
KE W8 ~—) LTS
AN
strace v REMFHLTI O~y ¥ —
EEDET, TARNAvE—UEMEH
LIcA—=NTa—0DFT Ny 7 0 Fl—
AL T &,
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. Cisco Anti-Spam 27 X T 510D BEF A —ILT— b4 ~D*A—)LEE

S BRIEFIR EZIEE

ANRBXRE | A o H—Fy NS EBEAYO | BT R IERO RGO T 7 v —F 0
DO E | A= A Y —AEFH L TR —EIZoOWTIE, AL OAIMEE T

AL E T i 22 A Lk 9, A RTERWTE Q9 ~—) 2R L
TLEEYY,
&R R
* Cisco Anti-Spam &7 A N 572D B A=/ — N oA ~D XA —/LikfF (48 <—
V)

o« ANDKRIEOHNEL T A FTERWIE (49 2—)

CiscoAnti-Spam & T A T =D EFA—IT—ED A ~DA—

JLEIE

ATy T
ATy T2

ATvT3

I L& BHIIC
ALK RZEDT A K : SMTP OfFEHHF] (49 X—2) OB E#HERL TS0,

FIE

A— L RV 3 —"C Cisco Anti-Spam Z A L £,
X-Advertisement: spam & W) ) Ny X —% 5T T A NEF A=V EEZDA /LK) O—IZHEN
TV a—HITEFELET,

Telnet TSMTP 2~ REFHL T, 7Z7HBATEXAT RLRICZIDA vE—U R ELE
‘déo

WIZ, TARNT AT NOA—NVR Y 7 AEFRT, A=V R —ICHEELET Vv a v
WCESWTT AN A=Y NELLEEENTZZ 2R LET,

RITH 2R L ET,
MLATHER SN TN D,
CBIMDI AL I~y F—=PRBIEN TN D,
« Ay —URRET FLRICEAE Sz,
s AvE—UN Ry rENE,
REEIE B
o ANDRIREREDT A K SMTP OFEAH] (49 =—)
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| RALBEVT LA A—LDEE
z25LxtEmEDT 2 - - sMP owEAs [

ANLXARFREDT A b - SMTP D fERHI

COBITIE, TARNT FLADA v — V% RETHEIICA—L K L —EFREL, HAT
TF A MESRE T T ALERD D ET,

# telnet IP_address_of IronPort Appliance_ with_ IronPort Anti-Spam port
220 hostname ESMTP

helo example.com

250 hostname

mail from: <test@example.com>

250 sender <test@example.com> ok

rcpt to: <test@address>

250 recipient <test@address>
ok

data
354 go ahead

Subject: Spam Message Test

X-Advertisement: spam

spam test

250 Message MID accepted
221 hostname

quit

ANLHARDANEZT A FTSREWGE

IronPort Anti-Spam & Cisco Intelligent Multi-Scan D /L—/ UL, {EFE 72 A S AKEE AL 72 dicd
lTBEMSH, WENKKET 2 &3 ITHIRUINIZ R 5720, ROFIEDOWTrEHH LT
BMEET A P LARNTLIZE N,

s B EENTD, BEEINTA—NVELITII Y N T U R R=ZA NENTZANRL A vk —
DN X BT,

W p o~y A—, BERIIP, V7 =F v R E R WA=V EERT D & RN RIERE
W20 £,

o [HEGFEDENWANL] PITE2T A M5,

IPLEaFr—Tari—bER TuvZ RN Avb—UT7 o X8R ER LT I#
GEDERNA R L] ZED RS &, 2EOBREERMEL 2 £,
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« IO A DKL F 0 Lo TR S Nz A S A D TFEE,
«LIFIDO A v 2=V DT A |,

Ax ¥ v UV UFBEOEFICEE S X I L— VBB L, HEBR L ET, Lo
T, WAy E—VEFRALCTANTSE, TA MERDBARLEMRIZ/RY £7°,
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CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



