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BFA—NT =PV = ICL o THRIES NI HEICDH, UE— |
RA M CTEEHBZONET, IPT FLADWE[EXDNS/ILy 7T v
TR LI DODRA ML RIRENRWEEA,  None] 2FE/RE
NEJ, ME[EDNS/Ly 7 T v IREILTZHEE (DNSH—R2F
FETERWGASC, DNS b — "I RE STV RWEEE) |
[Unknown| MERINET,

B AR 7R TF-ILEFERALEEHEHTT SRR FOER
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| AR E 79 2R F—TLEERALLEREHFTS S8R FOES
METOL N

T E&E
$OrgID SenderBase #f#k ID (F&#fl) CTEIHZONET,

EF A —/LF— F 7 = A ) SENDERBASE #ii## ID % Hif5 TX 720
D IPLE 2T — g b —ERANMEEZIRE R >34, None|

DERRSNET,
$RemotelP VE—FZ7T7AT 2 FDIPT RLATEESHRZONET,
$HATEntry VE—h 74T PR —HLI-HATO= FJ TEEHZ SN E
ﬁ‘o

ESPEREY=]

« HAT 50 (11 ~X—)
e HAT 307 %+ (12 =2—73)

HAT Z 3 D F
N

CH  ZhooZHE, 7 —hU=A TORA—NVZBEORE] OETHIAT HEE/RHAT 7 A —
o smtp banner text L max rcpts per hour text k{ﬁﬁﬁf% ijqo

THHOEREMEA L., STRUSTED R YU ¥ —WN THFA] SO I A Z 5 SMTP /X —Ii
BT XA NE GUI THRETXET,

1:HATEHOER

Rate Limiting: Max. Recipients Per Hour: ® unlimited

Q
Max. Recipients Per Hour Code: | a5z

Max. Recipients Per Hour Text: | [Teo many recibients received this hour fram
Host: $haostname

F72lE, CLITKRD XL HITATILET,

Would you like to specify a custom SMTP response? [Y]> y

Enter the SMTP code to use in the response. 220 is the standard code.

[220]1> 200

Enter your custom SMTP response. Press Enter on a blank line to finish.

You've connected from the hostname: $Hostname, IP address of: $RemoteIP, matched the

KRR F7HOER F—ILEFERALEEGEEZHTT 22 FOEE ]



B wvzuoszr

HAT Z# DT X k

KRR F7OER T—ILEFERALEEGEHTT 20 FOEE |

group: $Group,
S$HATEntry and the SenderBase Organization: $0rgID.

INOEDOEEET A NTHIZ0E, BBHOEHETEXL~vYDIPT L A%, BFA—INTF—
Y =A EDY AF—0D SALLOWED LIST XEFH 7 NV—FITEBMLET, 0%, FO~<
VIND telnet THEfE LE 9, SMTP JGEH CEBOBE L 2R T4, RIIHERLE
j‘o

# telnet
IP address of Email Security Appliance port

220 hostname
ESMTP

200 You've connected from the hostname: hostname
, IP address of: IP-address of connecting machine
, matched the group: ALLOWED LIST, 10.1.1.1 the SenderBase Organization: OrgID

EHEFADEEFBIIN—TEA—)L7A—FKRYY o—NDiE

BN

4y

ROFTIE, N7V w7 YAFT—OIERFHICRE SN D ERFHDREE I NV—T L A=)
Za—RY) =&Y AFLET,

K6:13TYv Y YRFT—RAOEBRFAHDEEETIN—TEA—)L 7O—R o—

EHRFHDEEEY |HHA TIAILETHRESINS
-7 A—)L7A—RY—

ALLOWED_LIST 12489 %5 %{5% % ALLOWED _LIST »i% |STRUSTED
BEIN—TITEMLET, A—L 7

7 — 7R Y ¥— $TRUSTED (%, {EfEH TX
HEFENSDEAA—/LO L — MR
A X —TCHET, 26 DOEEHED
SONEET VFARLERZXT VF U
ANWVA YT RN =27 TAF Y L0

&LQZﬁ?Lﬂi7r

B AAF70€RT—ILEERLEEGESFTT SRR FOEE




| RRF7HER F—TLEFERALEBREHTT ZHR FOER
TEFHOREEIN—TEr—L 70— Ky —nER ||

ERFAHDREEEY |3 TIAILTHRESIND
=7 A—)L70—KRY—
BLOCKED_LIST BLOCKED LIST ¥%{E% 7 /v — 7N D (g | SBLOCKED

Fix, A—1 7w —1KY 2 —3$BLOCKED
TRESINTANT A—H|ZE > THAS
nNE4, 2o/ V—7ICXEFEEZBINT
% & . SMTPHELO =t <> R T5XXSMTP
INEDIR S, ZENHDHRA ML O
FENES SNET,

SUSPECTLIST ¥%1E# 7 v —7 SUSPECTLIST (2%, #% |STHROTTLED
BA—NOFELZ Ay N 735 (K
FTEH2) A= 7a—RY o —NEF
NTWET, EHEEDED LWGE, &
153 7 v —=" SUSPECTLIST (ZiBI9 %
LT, A= Ta—RY =LK
DO ENERENET,

e L— MEIRICED ., By ardiz
DORRA Y=, Avte—3
b2V DRKRZAEEE, KA vE—
AR, VE— KA NNLRZT
1T % e KIFIRFEE e B HIl IR S v
7

s JE— KRR MDLORRHZY D
BRZEERI20 IR ESHET,
ZORGEN, EHFTREI R R DA 1 v
N7 THDHZEICHEELTLE
SV, ZORFA=ERNFLTED
BAE, B b7 OZEE A
RTENTEET,

c AVEBE—VDONEIXT U F AL A
XYL TVET T TAINA R
Fyrr VNI LEoTAF Y &
NET (THDDOHRENR T AT AT
A FZ—T NN TWVDES) .

c EEHICHEHT ARG RESL720
IZ. SenderBase L B 27— 3
P—BERZK LTI =Y —NFEITS
NET,

I KRR F7HOER F—ILEFERALEEGEEZHTT 22 FOEE ]



KRR F7OER T—ILEFERALEEGEHTT 20 FOEE |
B ezrsosEssL—Tex—L 70— Kys—nEsR

EEREHDEEEY |HA FIAIFTERESND
=7 A—)L70—KRY—
UNKNOWNLIST (5% 7 L —7 UNKNOWNLIST /%, % |$SACCEPTED

EDOEEHICH L THAT L A= 7

02— R Y =R RE o5 TR WA ICfH
FTH, ZOZL—FDA—)LT71a—K
Vo —TlE, 2O NV—FDREEICH
WTA—/LNFFA SHVE T8, Anti-Spam
V72T (VAT LATHMICR->T
WAHEAR) \ TV FUANLAAF YT
Vv, BEXOIPLE 2T — g Y —
EAZTXTHEALT, EEEEA Y-
CONKIZET HEEME ARG T 5 2
ERERENET, 2O —TIET
LHIEFEH KT H L — MRS T 7 41
MEZEH L TA 2—7 720 77,

TANVARF ¥ TV DFERIZ DV
T, VANVA ZAXy 2B LT
SV, IPLEar— g P—ERDE
HZHOWTIZ, IP L E 2T — 3 v —
EAESHRLTLIEEN,

ALL ZOMT R TOREHEICEA S DT 7 + | SACCEPTED
L NDREEE T N—T BRI OWTIL,
F7 4V HFHAT = R U (28—=Y)
EHEIRLTLL &N,

ROELTIE, TT7A =1 U AT —DIERRFICRE SNDEREHDEEE T V—T L A=)
7ua—RY =&Y AFLET,

B AR 7R TF-ILEFERALEEHEHTT SRR FOER
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| AR E 79 2R F—TLEERALLEREHFTS S8R FOES
aEEIL—Thonrve—vorkonz [

R7:TS5AR—F YRAFT—HADEBEBFHADEEETIL—TEA—)L 7A—KR) o—

BEHDEIEEY | TI+ILRTHRESIS
-7 A—)L 7a— R S—
RELAYLIST k2 ZF T4 B BN 8 D = & - | SRELAYED

TWAHIE(EH % RELAYLIST %28 7
N—TIEMLET, A—/L 77— K
) o — $SRELAYED . Tft%E 745
EEENODEBEAA—NLDL— MR
1Th7. TNOLDOEEENLONEET
VFANRDL AFX Y m U EIRT
VFTANAY T NI 2T TAFY L
WG ARICRELET,

GE) RELAYLIST i H 7 /Vv—7
WIES AT LBRET 4 F— R
EFIT UL SICBT A
DY L—NHFAENEVAT
LANEENET,

ALL ZOMT_RCOEEHFICEHA SNST  |SBLOCKED
7+ NOREEHE I NV—T, FEIZON
T, 774/ FHAT=> FU (2
R—=) ESRLTIEEN,

\)

() A=V Xy bAR=F 222D RNV EFA—NT NIV ETNDUVAT LARET 4P —F
EIITTLHE ANDV AT E2ERT 2 L0 IesnE T, 72, WEBv AT LD A —
ADOY L—IZHHSIABSRELAYED A —/L 72— R o—8EFENB 7V v o JRF—%
B LET, 32U kDA =Ry A= O BT A—NT — T = A T /MIDONT
. RELAYLISTX{E#& 7/ /L —7 & SRELAYED A — /L7 0 —KR Y L —NTF T 4 RX— | J A )} —
iz rsnE 7,

EEBTIL—ThoDryt—o0D H*%ODLIE

UAF=NWEEEPODA v — V&S 5 HEERET DITIE, [A—/RY r— (Mail
Policies) ]>[HATHEZE (HAT Overview) | & [A—/L 7 v —7K U »— (Mail Flow Policy) ]-%—
UTITWET, ZhE, EREFINV—T LA Tu— R —&{Ek, wE. BLOHIBR
THZEIZEVITVET,

ESPEREY=]

o« A=V OREEL S V—TOFER (16 2—)
cEFEOREE I N —T~DOEEHEDBEM (17 =2—)
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KRR F7OER T—ILEFERALEEGEHTT 20 FOEE |

B 1oe—vamoxrssL—Tonrm

« HEHROT-DICFITT 5 — L OIEF O~ 2 (17 =)

XEZOBE (18 ~—)

e A= 7 —R)V—EFEHALEEFA—NVREEDT VA NL—ILDOEHE (9 <—
V)

e A= 77— R Y —DFT 7 x/V MEDERE (26 3—)

Ayt —CNBOREEEFETIL—TDER

ATy T
ATvT2
ATvT3
ATv74
ATvT5
ATvT6

ATy T17

ATv78
ATvT9

ATy 710
ATvIN

ATvT12
ATy 713
ATy 714

FIE

[A—/ViR U 2 — (Mail Policies) ]>[HATHEZE (HAT Overview) | ~<—ICBEIL £,

[UAF— (Listener) ] 7 4 —/V N CHtET H U A F—% TR L £,

[EE#H 7 V—T7%31BIN (Add Sender Group) ] %7 VU v 7 LE7,

EEHEIN—TDL4FIEATILET,

EEHEINV—TDV A MIEET DIEFEZER L ET,

(ER) T2& 2, EEHEINV—TELITEOREICONWTOFERR ED AL NEATILE

D

COREEIN—TEH@EHTHA— Tuo— KR —Z @R L7,

GE) ZOIN=TTHEATREA—N Ta— R =R bRNES (FlidER
A= 7= R —=BEELRWES) 1, 7 74/ F® [CONTINUE (no
policy)] #A—/b 7u— KU —%&FHLET,

(fE#&) DNS U A &R L £7,

(EE) IPLEaT—Y g L Aa T IXERPRWVEEEZE2ZEDET, 21T Tnone] & FEZE
N, —RIZEWARHDZEEEWRLET,

(f£&) DNSURX RE A LET,
(fEE) A A b DNS ks E & Rk L E 7,

FEAIZ OV TR, RREEOREZF~DO LV kg2 Axa v MU 7
ZHRLTLEEN,

Z

P

il

D (37 —) %

i
O

[1E(5 (Submit) 127 VU v 7 LT, ¥EEINV—TE2ERLET,
FUSAHER LR EEIN—T %22V v LET,
(EEFEZIEM (AddSender) 127 Vw7 LT, EEHEI/N—TIZEREZLBMLET,

CEFEEDOIPT RLAZBMLETY, [IP7 KL A (IP Addresses) | #3R LTIPv4 7 KL
AL IPV6 7 RU A FIAA MEBENL, BEEZXELET,

EEHII, IPT RLABIOERA MO—HO#HEED DL N TEET,
c EEHFOEZBEMLET, [HERAEEH (Geolocation) |ZEINL, ZHAHEEFELET,

B AR 7R TF-ILEFERALEEHEHTT SRR FOER
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grozEssL—T~nxEzoen [

ATy T EHEzZEEFL, RFLET,

RDEZRY

ESPEREYS
e URF—DIPLEaT—Tay Z4NAEY T 2270 L X WVMEORE

BEDEEBIIL—TADEEZDEM
FE

ATY T RAAL | IP, £ X Y VU= F—F =T a7 7 A )L RX=U T, [EEEHE T V—TITEM
(Add to Sender Group) (V> 7 %27V 27 LET,
AT T2 FVAF=IZH L TEREINTWVEY A DL EEE I N—TEEIRLE7,
ATwT3 EREEEEL, RIFELET,
GE) RAAL L ZFEE T N—TITEMT 5 & FEEITIE2 DD FAA 5 GULIZER
SINFET, mEZIE, FAA Vexample.net BN L7ZGE., [HEH 7 V—T B
jJ[] (Add to Sender Group) ]’\O‘—‘.‘/L’Ji\ example.net & .example.net ﬁ‘]ﬁjﬂ]éﬂi
ﬁ‘o 290DDT NUNRHAHZ EVC‘\ example.net @‘9‘7 NAA f/lﬁ]@ﬁ‘“\f@ﬂ?
A MREEE I N—7ITBMSNET, FMICHONTIE, FEEHE 7V —T O
(4 <—=2) 2L TITEEN,
FEHEIN—TIZEMLE D ELTWLHREED I DULENEDREE 7 V—TIC
TCIAFHET HDHMEL L EET 250, BEET 22X EFITBMINT, HRA Y
U RFRINET,

ATy T4 [fR1F (Save) 127 VU v 7 LTCHEFELZBML, [ZEA—/LOME (Incoming Mail Overview) ]
N—=VNWREY 7,

RDBERY

BEEIER
e ANRDT A NEINED TBFA—NT— b = AERA =V OR#E
A E—UNRANRNENEIMAR Y T BEOD EFA—IVT— T A ORETE

EEBEREOR-OIZETTBHIL—ILDIEFDOHRE X

VAF—ZEEE I N—T2BNT DL, EEEIN—TOIEFE2RET D2LERNH Y £,
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B z=zonz

ATy T

KRR F7OER T—ILEFERALEEGEHTT 20 FOEE |

YAF—IZERELE D &5 T LT, HATIZ B S TANBEHICHEAAENE T, Bk
JERA MINV—AN—BT 855, TOHEHRICKH L TTIZT 7 v a VBREITINET,

FIE

[A—/AARY 2 — (Mail Policies) ]>[HATHEZE (HAT Overview) | ~— ICBEIL £7,

ATFw T2 [UAF— (Listener) ] 7 4 —/V RTHRET DU AT —%2 IR L £,
ATy T3 [EEZE%#ME (EditOrder) 1227 VU v 27 LET,
ATw T4 HAT DEEE I N —TDBEFOITOH LWIEFR 2 A L £,

VAT 7 AV NDIERFEHERET S 2 L 2 HESE L £ (RELAYLIST (Jf €D/ N— KT =7
EFILDRH) DI ALLOWED LIST, BLOCKED LIST, SUSPECTLIST, XL T®
UNKNOWNLIST 23%:<) .

RATYyTES EHAZREFL, RIFLET,

EIEEDRR

A—J)L 78—

&M

ATy T2
ATvT3

[HATHEZE (HAT Overview) | ~— 0 EHICH 5 [£EH /%% (Find Senders) | 7 4 —/L N
WCT XA NEANTHZETEEEERETEET, MBETHTIFANE AN LIRHE (Find) ]
Vw7 LET,

R —#FRALEEEAYE—CDIL—ILDESE
A= 70— R —EERT DRI, RONVL—NLETA RTA L EZF LTI,

[F7 4V FEMEM (UseDefault) |47 ar REVRNALOBE, R —DF 7 4 )b
MEIZXZ V—FRRSINET, 7740 MiEZ EEZTHITL, [On] AT var K2 %
BN THBEE 72T ER A R — 7 M L, FellT 7 B AFBRIC - Tz AR L E

T, TIHNMEEZEETAHITIE, A= 77— R —DF 7 4L MEDEE (26

N—=) EZRLTIEIN,

—EHDRT A= IFEDOFARCEMIRTFE LET (e 21X, 74 V7 MY ERGKED
REEITHIICIE, LDAP 7787 F 72— 2B ELTBLILERH 7)) ,

FIE

[A—/LAR Y I — (Mail Policies) ]>[A—/L7 12— U — (Mail Flow Policies) ] ~— %
#HLET,

KU o —%80 (AddPolicy) 1%7 Y v/ LET,

RO THIT DEREATILET,

B AAF70€RT—ILEERLEEGESFTT SRR FOEE
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A= I7A—FR)—F#FRALEBEAYvE—CDIL—ILDEE

£8:A—)LTJA—KRYI— RS A—4

INSA—4

BLL]

e

KA YE—V W
A X (Maximum
message size)

DV AFT=DFHFAT A=V DHRRTA R, KAy E—UHA
A Of/MEIE 1 KB T,

H—IP b Ok
[ELERES 774

(Maximum
concurrent
connections from a
single IP)

B—DIPT RLANSLZ DY AF—IZ8FT 5 2 &N S b KA
RFREE R,

Bt o720 DK

VE—FRAINLOEFICH LT, ZOVRAF—%2@BLTHETED

A vt—T% wRA v EB—8

Ao —=UHED | ZOKRAIDPOLHFAEND A vE—UHT2 0 OZEH ORI,
DI KZAZH B

SMTP /34—

H A Z I SMTP /X

JF—a—F
(Custom SMTP

Banner Code)

DY A F— L OERNHESL I N & ZITIREND SMTP 2— K,

] A K I SMTP N

FT—TFTFR |k
(Custom SMTP

Banner Text)

TDY AT —L OEENPHESL SN L ZITREN D SMTP X F— T F 2

ko
G¥) ZDT 44—V NIZIF—EHOERZFEHTXET, FEHicON
Tix. HAT ZH oL (10 2—) 2B LT &,

J A K I SMTP 4R
BNF— a— ]
(Custom SMTP
Reject Banner
Code)

DV AF—IZIVERENES SN L EICHEIND SMTP 22— K,

3 A K I SMTP i

HNF— T F R b
(Custom SMTP

Reject Banner Text)

OV ARSI XV BEENSESE SN L T ITIREND SMTP N — T %
2SN
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B oo xus—spRLEEEAvE—SOL—LOES

INTGA—4H

Bl

SMTP /N F— R A
Ny BEx
(Override SMTP
Banner Host Name)

T 74V ETIE, SMTP N Ff—% U E— FFRA MIRRTHEXIT, U
AF—=DA B —T = A ZAHEMTOENTWAHRA NN E A —V
F—ho=AlBMENET (72L& 2I1E, 220- hostname ESMTP)
WCBRIDHRA NEATITHZET, 2O —2ERTEET, F-,
RA LT 4=V FEZEADOEFEICTHI LT, RA MENRFT—ITHE
RL7ZpWZ EbTEET,

- -
0 = —

RA RO L— MR

1R 872 0 DR
ZfEEE (Max.
Recipients per

Hour)

ZOVAF—NIEDYE—FFAINLZET L, KEH7-0 oK
ZEHEH, REHEIPT RLAHIZY OZEHEOEIL, 7 a— LB
SINFET, HYAFT—FEL— MRBO LEWEZBEFLET, 72720,
TRTCOYAF—TH—DH 7 Xz L TRAET DT, FLCIPT K
LA (EEE) DEEOY A F—IC8EInd & L— MR Z# % 5 Af
EERE <20 £,

GE) ZDT 44—V RIZIZ—5OEREFEH X3, iEMicon
Tix., HAT ZBE 0T (10 2—) 2B L TLFFE,
o — FHzh [ARA R, 20V 2F—1Zx L TERINTWAREH 72 0 DR RKZE

D RZAEE
(Max. Recipients
per Hour Code)

FHAEBZ BRI END SMTP 22— K,

1B 5720 DK
SEFROBET
F A (Max.
Recipients Per Hour
Exceeded Text)

RARNR, ZOVAFT—IZH L TCERINTWHRMHT- 0 KRG
FREBATHGAIZESD SMTP N — 7% A K,

EEED L— IR

KR &H 720 D

R RZAZHR
(Max. Recipients

per Time Interval)

DOV AF—BRA—NEEEZT FLACESNT—FH R o —7
EEENOZETHHE LT ORRKZEEFE LR, RRZEFERLS
o— VUSRS EF A, £V AT =135 L — MlRO L & W EZ B
BRLET, 2720, 9XCOY AT —TH DI 7 X2t L TRIET
HZDOT, RUA—ILREEET RLANLD A vt —IU BN EHD Y 2 F—
Lo TEESND L L— MRZEZ 2 RN E < 20 97,

T 7 A FOIRKRZAGEBAEAEN T 270, BEHIROZAZH 279 50,
ETRNORRZEEREIEET 20ER L £,

oA=L T7a—RY) o —ICL>TTF 74/ b THHAESNS, &HAZE
R EIEET DT 74V DA =L T — R o —RE A
ALET, MBI 740 bOA—L 7a—RY —%2FHLTL
EETE T8 A,

B AR 7R TF-ILEFERALEEHEHTT SRR FOER
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A= I7A—FR)—F#FRALEBEAYvE—CDIL—ILDEE

INTA—4H

Bl

EEHEDOL— M
(R =7 — a—
K (Sender Rate
Limit Exceeded Error
Code)

SMTP 22— RijF, = _RuE—FRNZ0 U 2 F—ITxf L TER S /- R
BlEOBR RKZEEREBZ-HAICEEINET,

EEHDL— M
(BT Z— 7%
A~ (Sender Rate

SMTP N F— FF 2 ME, =o_Re—7OEEHZNZDOY 2F—IZx L
TEZRINT-EMBORKRZEER LB T-HEICEINET,

Limit Exceeded Error
Text)
31144 FBEODT. Na—7EEEEERINTND L— MR GHERT 55

BT, FO R —TEEEEELT LAV A MERIRLET, 3
FNZOWTIE, BHEERL—V~DOREET RLA VA FOEH (28
NR—V) EHRLTIEEN,

7 O—#l{E# (Flow Control)

Use SenderBase for
Flow Control

DY AF—IZKLTIPLE 2T —3 a vy —EXTO W% »HE)
A=

IP 7 R L ADHL
P —T1L

(A#he > M
0~32) (Groupby
Similarity of IP
Addresses:
(significant bits
0-32))

YAF—DHRA N T I7EAT—7)0 (HAT) WO b U & KR
CIDR 71 v 7 CEH LSO, IPT7T RLAZLIZER ALV EZBIEB X
DL — MBRTA7-DICEH L ET, L— MlBROZ=DIZEEOIP T K
L AE I N—TT BT 0DEE v NO#HFE (0~32) 2iEFHEL OO,
FZOHFHFANDIPT RVAZ EIEBID T 7 ¥ ZfRFF LE T, [SenderBase
ZfE ] (Use SenderBase) | %7 4 B —7 /M T HMENH Y £9°, HAT
Significant Bits DFEMIZ DWW T, /L—T 1 7B L OBUEHEREORE %
ZIRLTLEEN,

T4 LY UEGSRERE (DHAP)

T4 L7 YR
KRG AL - 1R &
120 DRR IR
& R¥

ZDYAF—=NYE— L KRR IDOZITI AR 72ZEHD 1 il & 7=
DORKRETT, ZOLEVWEIE, RATEGE SMTP 2 — /L7~y R
=TTy A NAEEORE AL LE T, ZiUL, EL72 LDAP %1E
FHHTCDIZH SMTP o " —ya vyl kny 7ENTEAvE—U0
e, V= Fa—NTHRY UV ASNIZA vE—VDOEFHTT (B9
o7z 2 —0 LDAP KRR EICKE SN/ L V) . LDAP T
%7~ 7)) —® DHAP DR EDFHAMMIZHOWTIL, LDAP 7 = U |2
THEEEZSRLTIES N,
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KRR F7OER T—ILEFERALEEGEHTT 20 FOEE |

B oo xus—spRLEEEAvE—SOL—LOES

INTGA—4H

Bl

yPA=]

T LT NS
P4 : SMTP
*IEfNC DHAP L
TUMEIZEIZE L2
Yitr. PEfta R

= 7" (Directory
Harvest Attack
Prevention: Drop
Connection if DHAP
threshold is Reached
within an SMTP
Conversation)

B AN = T A1, BRhRZEHFD LI VMEICET D ERA B
~DOFE A Fa v 7 LET,

Bl — RH720
DI 722 5H D
RE (Max.
Invalid Recipients
Per Hour Code)

e Fry 75 L SIEMT a3 —FEFEELET, 774/ F0D
=— R 550 T

Rl 7% A b H 7=
D DR IR SAFH
DI K (Max.
Invalid Recipients
Per Hour Text)

Koo 7 UERIcet L CERAT DT A MEREELET, T 741 1
DT % A MME [Too many invalid recipients] T3,

SMTP %fF&N T
DHAP L & MEIZ
BELHE. B
L =
(Drop Connection
if DHAP threshold is

reached within an
SMTP

Conversation)

SMTP 7 o /83— 9 HICDHAP L EVMEISE LSOO R v
TERAX—T NI LET,

Ref] =1 — K72 v
DI T2 A5 H D
AHE (Max.
Invalid Recipients
Per Hour Code)

SMTP B >3t —> 3 0 FO DHAP IC X V#kia Fa v 795 & = (1Tff
A+ha—FKE2HEELET, T 74/ bDa— KiL 550 TF,

R 7 ¥ A N b7
YV DB IR AR
DRI (Max.
Invalid Recipients
Per Hour Text)

SMTP B >3t — 3 0 FO DHAP IC L WV H#kid Fa vy 795 L X (Tff
A+s7%A MafEELET,

B AR 7R TF-ILEFERALEEHEHTT SRR FOER



| RRF7HER F—TLEFERALEBREHTT ZHR FOER
A= 7O—Rys—sEALEEEA ve—Yor—Lozs |

INS A=A SR BA
ANLEBEY
TUF AR A TDOYRF—ETTUF AN AV AN LET,
* ¥ > (Anti-spam
scanning)
A LR
TUoFUANARX|ZOYZAF—=ETT Y FUANA ZFy AR LET,
Xy
EEEFEFAMODODLELT—Y 3 VDT
EELERAAL LD |EEZRAAL DL 2T —2 a VORITEEEZ LET,
LE=2T—var
DFRAIE
1t& Aty I:I
TLS ZOUARAFT—IZHTHSMIP I N tE—2 90D RT U AR—F LAY
tX¥= U7 ¢ (TLS) DIES, HELE, MHEZHELET,
[He3E (Preferred) | Z3&EINTHE, FAASL VBRI UEFA—/L T FL A
EWHETDHT FLAVRARMEERRTLZZEIZE ST, HFEDO AL U F
TIEREDETA—NT FLRAERDOKAL DT Xua—7REEHIC
FFLUTTLS ZMAEICHRETEXET, TOVAND RAAL U FERITT L
ANZ—ET DR — T EEED TLS 2 H L7 W EEEEH T A v
t—UEBELIYETDE, BTANT—NU AT EES
L. BFEHITHOTLS 2 L TEEZRALILERH Y £,
[7 T4 7> FEBAEDOKFE (Verify Client Certificate) ] 47 a » 1%,
7 T4 T NREENEN A, BEA—NT— N A R —FD
A—=NT Y r—a b TLS a7 5 X 9 ICHERLET, TLS
HERR IO Z DA T a VEABIR LSS, 22— ELZFZ 220
%n_%@%f~w&~lW:%i%ns&%%%ﬂbi#ﬁ\n~%
DI 7RREEA R > TV A EAI, BiafES LET, TLS LA TE
DA, ZOFTvarwERTDHE, BT A—NT— T oA PR
AT A T DA IR REHEN LI Y 9,
7 KU Y2 OEROFIC OV TIE, AR — L ~DREET
FLZ2 UZAROMH 282—) #2BRLTLIEEN,
TLS 8t D7 7 A4 7 > M EZFEH T3 FEIZ O W T, EFA—L
T—= R T2 ANHO TLS #E O 2SR L T I,
SMTP % )X% WZHEE T A U — b AR A F>H O SMTP FREEZFF A, 281k, %
BT EF, SMTPZBREIZ DWW TiL, [LDAP 7=V —] OETiEM%E
FIEE)q Liﬁ‘o

I KRR F7HOER F—ILEFERALEEGEEZHTT 22 FOEE ]
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KRR F7OER T—ILEFERALEEGEHTT 20 FOEE |
B oo xus—spRLEEEAvE—SOL—LOES

INT A—45 Bl

TLS & SMTP #%GE | TLS IZ SMTP FBiEZ 2t 2 X 5 |HMT £4,
DO RHEE S
nTnwaigs 0f
Both TLS and SMTP
Authentication are

enabled)

RAA DV AF—TRAAL L F—FIIDKIMEL AN LET, KR
% —/DKIMZ 4, B L—nk)

(Domain
Key/DKIM

Signing)

DKIM#EFF DKIM KRiE% A Fr— 7 WMZ L E T,

SMIME QES & #&EE

S/MIME D18 5/f4 « SSMIME D 5 £ 7= 13MEE 2 A8z L £,

alk: « SIMIME ORRGERS . TV X VEBL EHERFT 20 A v E— U0 BHIR
TEHINERINLET, NV T Ty TENTZAvE—V0HEe, W
BB DI NHERFF T2 ITHIBR S N E T,

SMIME 2AFF—DUNEE

S/MIME ABH % — | SSMIME AP ¥ —DINEE A R —T7 M L E T,

LGS
MRRET T —WFOGE | BA SNTEEA v E—VORGEICKR LTI GE ., AF—Z2IET D
B DI WEIMEBERLET,

BT SNIZREAE | B SV BB — 2R T 570 8 ) e IR L 97,
DIRAF

SPF/SIDF #&:F

SPE/SIDFMiEED A | 2D U AF—"TSPF/SIDF B4 % A 2 —7 M LET, s>\ T,
% —7 /At (Enable | B+ A — /L2 SR L T E,

SPF/SIDF

Verification)

YEPL L~ SPF/SIDF %L L ~)L % 5% € L £ 7, [SPF]. [SIDF]. [SIDFA#t (SIDF
(Conformance Compatible) |OWTNNZEIRL £, 5T, E 1A —LViliEz2 2R

Level) LTL7EEW,

B AR 7R TF-ILEFERALEEHEHTT SRR FOER
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| AR E 79 2R F—TLEERALLEREHFTS S8R FOES

A= I7A—FR)—F#FRALEBEAYvE—CDIL—ILDEE

INTA—4H

Bl

[Resent-Sender: |
Ed e

[Resent-From:] %
i L7256,
PRA FRAERS R % 4
v L—RLZE
9 (Downgrade
PRA verification
result if
'Resent-Sender:' or
'Resent-From:' were

YEL L~ L & U C [SIDFA#: (SIDF Compatible) ] 238N L7844, A v
& — T H1Z Resent-Sender: ~ v % — % 72 |3 Resent-From: ™~ & —3MF{ES
5412, PRA Identity BRFEDfE 5 Pass & None (24 7 v 7' L— R4 5
EOMERELET, ZOFTvaiiexa T B TERLET,

used:)

HELO7 A k HELOID {2 L CT A M &ETT L0 E I AR ELET ([SPF] B &
(HELO Test) OV [SIDFA#t (SIDF Compatible) ] #EHLL -~V CEH L E9) ,
DMARC #&&E

DMARCKFEDA | 2D U A F—TDMARK k% A 1+ —7 /M LE T, sV T,

$—7 U{t. (Enable
DMARC
Verification)

DMARC #FEEZ ML T 7E &0,

DMARCHERE &
77 A VEEH
(Use DMARC

Verification Profile)

DY AF—THEMAT S5 DMARK BRFE 7 0 7 7 A NV Z 3N L £ 9,

DMARC” 4 — R
Ny LiR—k

(DMARC Feedback
Reports)

DMARCH#& 7 4 — Ry 7 LR—FNDOEEEZA RX—T M LET,

DMARC %3t 7 4 — R w7 LiR— h O DWW Tk, DMARC 3
LAR— F 2B LTI,

G¥) DMARC Zf8ET HIZIX, 74— Ky 7 LiR— b A vE—
UMM DMARCIZHEIL L CTWAMERH D £T, ZhHDRA Y
T — I DKIM B MW TS Z & 2fERT 50, £720%
WY)72 SPF La— REAT Y v vadT 083 H0 £,

BAHTHELINYUR

BT IR LN A
BHEE R
(Consider Untagged

Bounces to be

Valid)

N AGREZ X7 (v—T 4 V7B LOBUEHEEDRRE ] OFET
) WA R—T N TV DRI TEA SET, 7740 b
TIX, T IA TV RITIE T DR T U ZAZBH L Trlp L, N7 R
MEEDOREIILN T, NY U RAZEET D0, DAZ L~y X —%iB
LET, ¥TOMNTWRNANY U RAEFHE RIS 2L 2R LT
Gy BIA—NT =R INRNT AR =V EZTANET,
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KRR F7OER T—ILEFERALEEGEHTT 20 FOEE |
B - roo—xus—oForrrEoes

INT A—45 Bl

I oAO—TJEIEED DNSHREE

EEHEOMIE 312—) 2B LTLEEN,

Bl TF—2TI

BISNT =T NNl | EEERGE R A A ST —T VR L ET, T —7 vk 1 272
i (Use Exception |IFHEHTEETN, A= 78— KR =LA X —T7VICTEE

Table) T, AR OWTIE, BEERIEAISN T —7 0 35 %—) =ML
TLIZEW,
GE) TUFANRNEIIT VF A INARAR ¥ D HAT T a— N LIZHEREE .

A B—=VET ITFARNLELET VF VA NVARF v L DIDICEFA—IVT—
Y oA IZE -2 TRITFANDLND RS 7 70 fHiFbhnEd, A ve—V%FF
AILICRRIET U TF ANRBELIEZT v F A NVARAF ¥ BRI SNTGE, Ay
=V, V7 Fa—% DL XTI EHE AT v URRITR D FT,

ATy T4 BEEFEL, RELET,

A= 7A—RY—DTIAIL MEDESE

FIE

ATFwT1 [A—/LKRY P — (Mail Policies) ]>[A—/L7 1 —K Y I — (Mail Flow Policies) %7 V v 7
LET,

ATwF2 [UAF— (Listener) | 7 4 —/V R CHRET DV AT —ZRIRL £,

ATV T3 BELIZA—N 70— KR =D FD [T 74/ R —s3F 2 —2%4 (Default Policy
Parameters) | V> 27 %27 Vv 7 LET,

ATV T4 2DV ZAF—DTRTDA—) 7u— KR —HHTLHF 7+ MiEERZLET,
TRAT 4 OFEMCONTIE, A=V Tr—RY V=2 EHLEEEA vy E—YDOL—1 D
EF (18 2—2) 2ZMLTIEIN,

ATY TS EREZFEL, RFLET,

RAR TR T—TILDEHRFEDEH

RANT 7 BAT—TNIEMSN T TRTOFERE T 7 A M7 AKR— B L, 774
WCBIIENTWARA NT 72 AT =T NWIERE ) AF—HDOE A —NVT— U= AT

B AAF70€RT—ILEERLEEGESFTT SRR FOEE



| AR E 79 2R F—TLEERALLEREHFTS S8R FOES
NBI7ANAD KR Fo 2R F—INEEOTI 2K~ [

VIR—bFTEET, Z0LE BFOTRTOFRANT 7 AT =7 ERIT EEXINE
j—o

ESPERENS

T FANAND HRA N T IR T—TNVREDT T ZAHR—K (27 <—)
T FANDEDRARN T I ERATF—TIHEDA R—K 27 2—2)

NEIT7AILAND RAN TR TFT—TILEHREDIY AR—k

FIE

ATY 1 [A—/LRY — (Mail Policies) ]>[HATH#EZE (HAT Overview) ] <—IZBE L £,
ATwF2 [UAF— (Listener) ]| A== —THRET DIV AF—2RIRLET,
RTw T3 [HATZ =7 AR — K (Export HAT) %7 VU > 7 LET,

AT T4 T AR—=FTL5HAT D7 7 ANZE AT LET, Zid, EFA—NAVT— T =A OFRE
T4 L7 MUVIHEREND 7 7 A VOLENZ2Y £,

RATYyTE EHREAREL, RFLET,

NEIT7AILDEDHRA N TIOER T—TILEBEEDA ViRk—F

HAT A4 VR— T 5 &, BIEOTTOHAT = U BBIED HAT S HIBR SN E T,

FIE

ATYT1 [A—/KRY — (Mail Policies) ]>[HATHEZE (HAT Overview) | X—\ZBEIL £9°,
RATw T2 [UAF— (Listener) | A== —TCHET 2V AT —ZBIRL 7,

AT v T3 [HAT%Z A > 7R— b (Import HAT) 1% 7V v 27 L¥7,

AT T4 VAINNE 77 A NVERERIRLET,

G¥) AVR—= TDT7 7 AL, B A= — K7 =A O configuration 7 1 L' 7 1
\CAFET DR H Y £7,

ATw 75 [FE (Submit) 1227 Vv 7 LET, BEFOTRTOHAT =2 b ZHIBRT 5 2 & & iR
HELERX v —UNEIREINFE T,

ATYT6 [ AR —b (Import) 127V w7 LET,

ATV T BREERGFELET,

TrANANIZ axy b #RETEET, XF [#) THEDLTIEaAL MERRSN,
AsyncOS [T Lo CTHEH I E T, WIHlZRLET,

KRR F7HOER F—ILEFERALEEGEEZHTT 22 FOEE ]



KRR F7OER T—ILEFERALEEGEHTT 20 FOEE |

B =26 ~0%EE7 LR UR FOEA

# File exported by the GUI at 20060530T215438
$BLOCKED

REJECT {}
[ ... ]

BEEEHGIL—IADEEET7 FLA VX FOER

ATy
ATv T2
ATv7T3
ATy T4
RATvTH

ATvT6

ATy T17

A= 7a— R —iF, b— MlROERSN, 8L OWHE TLS it /e o o — 7% (E
FIN—TIHEATDRHEDOREICT RLA VA MEHHATEEY, 7RLVA UANMI, &
FA=ILT RLRA, FAAL Y, B RAALVBIOIPT RLATHRK TE£4, GUIT[A—
VAR Y 2 — (Mail Policies) |>[7 KL AU A (Address Lists) | D~X— U ZFHT 50, £z
ILCLI D addresslistconfig I¥ o REMHL, 7 RLAU X ME{ERRCE 4, [7 KL R
A bk (AddressLists) ]-X—1Zi&, 7 RLVAV R M&EHT A= L7 0—RU o— L3Rz,
BFA—NTF— T2 A DT XTOT FLRAY X SRFRENET,

FIE

[A—/LAR Y 2 — (Mail Policies) 1>[7 KL AU A (Address Lists) ] Zi&R L £7,
[7 FL AU X hoiBfN (Add Address List) 122V v 27 LE T,

7 RUA VR NOAHIZATILET,

T RLA UROHEAEANLET,

(fEE) 7TRLA VA NCREREFA—NT RVAZERT D2 L 2/JEMT DI120F, [958
REFA—/T R ADZH (Full Email Addresses only) | Z 38R L £ 97,

T RULRURRNEERTAIZIE, ROFT T g ONVTRNERIRLET,

« 7 RLA U R MNCRERFBADE S A—NVT RLAEMHT D Z & E2RZEMNT 5613,
[2R2FE T A—/NT KL ADH (Full Email Addresses only) ] Z 3R L 9,

¢« 7 RVAVURRNCTRAAL VEMEMAT DI E2RBHT AL [FAA DA (Domains
only) 1 IR L £,

« 7 RVAUARNCTIPT RLAZMERTSZ L E2ZHEMTDEEE, [IPT FLADH (IP
Addresses only) ] ZE8R L £7°,

BT 57 RLAZ AN LET, ROBXEZEHTEET,
¢ SERIRFE A A—/)L T KL R : userlexample.com
c B AT RLAD—H : usera

GE) [5EREA—/VT KL ADHF A (Allow only full Email Addresses) | &34 L 7=
alE, BT A=V T RLRAO—EIIMEHTE EH A,

e EFA—IN T RLADIPT RL A :@[1.2.3.4]

e RAA DT RTH—Y : gexample.com

B AAF70€RT—ILEERLEEGESFTT SRR FOEE



| AR E 79 2R F—TLEERALLEREHFTS S8R FOES

ATvT8

SenderBase

SenderBase ¥ E & A —JL 7A— KR o — .

e RAAL DT RTCO—Y @.example.com

RALBIOIP 7 FL AT e XFETHATO2LENH D Z LITEELTIEE,

N~ TEFA—NT FLAZXEI0 F7, HLVT2HE->TY RLAEZXEI 555, AsyncOS
FEHBIWICZY N 2 H o~ TREIBRZY A MIEBLET,

EHaEEFEL, REFELET,

) _ I LR

SHEEA—I)IL JO—FKRY D

BAA—NT— T = ~OB L, A=V 70 —RKY >—%2#EMAT 51213 (L— bl
BREENLILELEEENRVGERH D) | VAT —IZROFEEZFEHLET,

[47%8 (Classification) ]->[#{E& Y /L—7F (Sender Group) |->[A—/)L7BO—7/KY) L— (Mail
Flow Policy) 1->[L— F#IBE (RateLimiting) ]

FHNCOWTIE, *ry NY—T F—F— FAAL L, IPT RLATEEREINDIEEE T L—
7 (5R—=) BERLTIEEN,

[/7%8 (Classification) | BEETIL, EEMAA RDOIPT RLAZMEHLT, (RXFU w27 Y
A2AF—=T%ELE) ZESMIPE Yy v a VEAREEIN—TITHELET, EEEI/ V-1
BEA T b A—L 7a— R —2iE, b— MilRZA X =TT DT A—=E N H
DEENRHY ET, L—MHIRIZEY, By v arbleVORRKAyE—V% AvE—Udh
720 DERZEER, RA vE—Y A4 X UVE— b RRX DO OZTIT 5 EKRFIRHER
BRHIR S ET,
W, ZOTaE AT, T OARMOREE I/ NV—TOHEEEITT L TZREELE IV
FLET, FURMAEICEROBEE DD A=V EZE LEGA, T XToOEEHICxT %
EH DOAFHEDHIIRE & e S g,
ZOH Ty MBI, RITTETWL 008 H Y £,
e Xy NI = F—F =X THEMTbNISGE, PLEaT—Ya P —EXICL-S
TT7 RLRAORKE BTy 7 NS 7ay ZIZHBCYEI S ET,
ZOEOINESRET oy 7K LT, ZEFLZEELV— MIROT 7 2 F3RIAITETS
Ed (@H, 24CIDR 70 v 7 EFELUTTR, BT LLFRCTEDHY FEA) o
« HAT Significant Bits e Z# i 3 2 5512 >W TR L 7, Z DA, AU v —|Cf8u
fHF 7 significant bits /37 A —X Z#H LT, KERT By 7 OT RLABNNSRT
2y 7B SET,
ZDONRFGA=HFI[A =T r—KRY — (Mail FlowPolicy) ]->[L— Rl (RateLimiting) ]
72— RICEHELTWET, EEEINVL—TDIP T FLADGEIZHEHT % [network/bits]
CIDR FFoikl%,  Tbits) 74—/ K& £,

FTIFNVETIE,. IPLE 2T —2 a7 EZBIORIP a7 740 0 TOVR—En, X
TV w7 D RAF—IZRKHLTUIEN T, 774 X—hU A F—{Zx L THEEEHTT,

KRR F7HOER F—ILEFERALEEGEEZHTT 22 FOEE ]



KRR F7OER T—ILEFERALEEGEHTT 20 FOEE |
B AT signiicant Bits #ae

ESPEREY=]

« HAT Significant Bits #82 (30 ~—3’)

HAT Significant Bits #58E

AsyncOS 0 3.83 U U—ALIFETIX, KERCIDR 7B v 7 NDO U AF—DHRA K T /A
T—7)v (HAT) OFEEEZEIN—T 2 N ZEBLRENL, IPT L AHEN TZEA—L
DBEHB IOV — MlREZFEITTEE T, 72L& 2iE, BFEBEHENAF AL 110.1.1.024) & —%%

LGB, IR_XCDORNTFT T4 v 71 ODORERI T HZIZERNTHOTIEZL . SHANOME
BOT RLUAIZR LT ZRAERINET,

\}

GE)

HAT R U 2 —® significant bits 7> 3 U 2 FZNTT DI2IE. HAT 7 v —Hfili#l4 7> 5 oD
[User SENDERBASE | ;&ﬁ@ﬂ:ﬁ—é LB HD iﬁ— (i 7z 1%, CLI @j}%/ﬁ\\ listenerconfig

-> setup ¥ KC SENDERBASE 1F#H T —E A Z AT 5720 DEM Would you like to

enable Reputation Filters and IP Profiling support? | {ZnoJ & [FIZ L £9) ., 2% V. HatSignificant

Bits #fE & SenderBase IP 712 7 7 A U 7 B iR — s DA F— T WALIZAE BICHEMAY T3,

1FEAEDEE, TOMEZHFEHL TEEEIN—T%ESEEL (DFD,
R 110.1.0.0/16] DX H57IP T RLADKX72 T N—F)
A= 7r— L— MillRZE<EHAL £,

10.1.1.0/24]
VIPT RUVADINE R T A—TIT

HAT Significant Bits #§AEIX, KD L H e AT ADa v R—x>2 MIxHt LET,
« HAT & (30 =—7)
« Significant Bits HAT KU > — F 7> 2 > (30 X—2)
A Vs va CEEE 31 ~—)

HAT %7€

HAT OFFEICIE,. BEZFIN—T L A= 70— R —D2oDE0NH Y T4, BEL
TN—TDFETIE, BEEDOIPT FLAD 58] @EEEIZV—TICAND) HiEEZE

BLET, ANV T7B—FKRIT—FETIIIPT FLANLDSMTP v v a r OEBRFEE

EFRLET, ZOBREEZFEMNTLE, IPT FLXE ICIDR 7 vy 7 THofasniz) (& x

X, 10.1.1.024) EFHE I N—TE720  fHlxDFRAR (/32) ELTHIBSNES, Ziu
[signficant_bits] ANV > —REZEH L TIITSNET,

Significant Bits HAT R!) >— A T 3 >
HAT ##%3C Tl signficant bits REA 7> a VA TEE£3, ZOBEIX, [A—ARD —
(Mail Policies) ]>[A—/L 7 v —7R U v — (Mail Flow Policies) ]*—® GUI |[ZF /R &I E
7

7 1 —ilfH#llZ SenderBase Z 3 547> a UM [OFF] 272> TV A, £ [T 4LV 27 b
U MRS (Directory Harvest Attack Prevention) | 234 R—7 /LiZ72 > TV D4
[significantbits| fEIE. #Ei L CWHEEHEDIP 7 L A M S, K32 CIDR itk

B AAF70€RT—ILEERLEEGESFTT SRR FOEE



| AR E 79 2R F—TLEERALLEREHFTS S8R FOES
tovzyvavimsng ]

2, HAT NOERBEHDEEFEE I N—T L —HI®FLH-DD0 h—r7 L LTHEASNET,

CIDR 7u v 7 CHENT—FLHOE »y NI, XFHOEKRFIC TBeiRE) 2 Ed, £
DIz, BN IP T R LA 1.2.3.4 2 HRENL S 4, significant bits 473 3 7% 24 ITERE S 4L
TR =T8558, BERELTAELDCIDR 72 v 713 123.024 12720 3, 20
BREZ T2 L, HATREZE 7 v —T7 = MU (& 20E, 10.1.1.024) (21, 7 v—T|Z
F Y ToHNIERY O—NOFHE Yy b= b (ERROFITIX, 32) LR D0xy K
U=y b (24) DFET D AR H D £5,

listenerconfig 2% ROFEMIZ DUV TIX, [CLI Reference Guide for AsyncOS for Cisco Secure
Email Gatewayl #ZM L T 7Z2&0,

1oy 3 UhlEEAR

AVl valfiiflh o ER )y FENEEAICRECE L e — ULREL T v a v
NHVET, ZHEOIPT RLAODI T X EEBELTNWDLIEFICE D2V AT LOLE,

BT R X DBEEC (T2 20E, 60 SRR TR ISR T) Uiy hT25 K9 ICRE
LET, ZHUCEY, T—FDREHARRLYA XIZETHER LY, VAT LADONT 4 —<
ANCHBEE R0 T5Z L xEMTEET,

BAEDOT 7 4/ MEIL 36008 (1 FFE]) T3, H/h14 (60F0) M Bk 4RER] (14,400 F0)
F oYM EHEETEET,

GUIT/Z r— NLVREEMH L CZoOMMEZRELET GEIZOWTIE, VAF—D 7 u—
PNIVREESIRLTLLIEZEY) |

*7-. CLI® listenerconfig -> setup 2 ¥ ./ RZfEHL T :ODEHFHﬁ%?E%é'a‘é ZEHLTEE
7, listenerconfig 2~ ROFEMIZ DUV TIL, [CLI Reference Guide for AsyncOS for Cisco
Secure Email Gatewayl] %2 L T 72 &0,

> e— E
EEEB DIREE
ANLRMER e A — i, %< OYE, DNS TR CTERW R AL U EIXIP T R AL F
OREHIZE > TEEINET, DNSHGEE (X, AEFICHETLIEH T 2EHREBGL, £
MUTHES TA— NV ZIES 5 Z L2 B®R L ET, SMTP I >3t —2 = > ORI E(E B HEE
GEEHEDIPT RLADDNS vy 7 T v FICHKS RO 7 4 V2 ) 7)) &4TH Z LI,
BWAA—NT = T2 A LORA=NNAT T4 0 EN L THUBEIND Y v 7 A— LD EZ K
S B Nl 3 SV P e
RIFEDOREEND DA —/MIABRICHEREINET, D VI, AsyncOSIZIE, RMRFED %
BENPODRA—VENIT 5 HIEZRET DREEBRIERENR DY £, 7& 21X, SMTP A
YNtV 3 VORNCRBEEOEEE N D DT X TOA—VEZABMIC T m Yy 7 Lizh | Kk
FEDEEEEZ ATy N T LIEVTHEIICEFA—NT =M oA ZRETEET,
EEHWAEREIL., RO R—x2 M THERESNET,
« R FOIREE (Verification of the connecting host) , ZALiZ. SMTP 5 v /3 —3 g
VORNCET SN E T, SO OWTIX, BEERGE : FA N 325—Y) 2BBLT
<TEEW,
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KRR F7OER T—ILEFERALEEGEHTT 20 FOEE |
B ocesma o cxr

s IURNO—THEEFD RAA UESDIREE (Verification of thedomain portion of theenvelope
sender) o ZAUISMTP v 3t —v g v OFTEITENET, O VTR, EEH
RRRE : = _a—T7%EH 33X—Y) LTSN,

EPEREYS
« BEFEWIE : RA R 323—)
 EHETRIE : =L R_Re—TEELE 33—)
« BEFEMAEDOFELE — FREF (35 ~—)
e RIBFAFEEZEN O DA v =V DHRET A (39 =2—2)
s EEHMEEE T XS (40 X—Y)

EEEREL : R

EEBHBNRBRIEE 2 2BBICITISESERLONH Y 7, 72L& 21E, DNS —08 [ X
VI EITISE LRV, AL UBFEELRWZ EREZ LRET, BEHE I L—T DR A
~ DNS HEFRE TlZ, SMTP A > "\t —3 g VOFNIKRBREEDOEEE 2 EL, SESFER
FEEORBIEOEGHEZ SEIEREFEEI/N—TIZEDDLENTEET,

B A= — T = A1L, BEA—MITONWT, DNSZiE U T oA A FDOEET R A A
VERBAELE D L LET, ZOMIEE. SMTP A v —y a VORNCFEITENET, ¥
DNS/IVy 7 7 v 7DETICE->T, VE—FARAMDIPT FL A (DFED, RAALY)
FEn, AMENEEEESNE T, FTIVDNSIL Y 7T v AL, BERTARA RDIP T KL AIZ
x4 5#51& DNS (PTR) /vy 77 v 7 & ZhUlHki< PTR Vw7 7 » FHERICKH 5 IES]
EDNS (A) Wy I T v TinbirnEd, TOK, ETA—NTF—b T2 XAV I T v
TORERNPIR IV 7T v 7 ORERE =BT N EIETF =y 27 LET, PIRAVY I T v
TERIZANY I T v TRRT D0, fERPR—HL2WgGE, VAT AXIPT RLADRH
ZEMALTHATNO= M ZBE L, EEFITRRGEE R SvET,

RIFEDOEEHIL. RO T IV ITHEINET,

o BEGE LA A D PTR L 21— RS DNS IZFEFE L 72\,

« DNS O—BFf 2B EIC L VB TTAR A RO PTR La— KoLy 7 7 v AR LT,

« HEGL LR A FOWiIB|E DNS /Ly 27 7 v (PTR) BNIESIE DNS/Ly 77 v (A) 12—
H LR,

EEHE 7 NV—T O [HiiA A N ODNSHGE (Connecting Host DNS Verification) ] & 7E 2 {#H L
T, RBGEOREFICKTL2IMELIEECE ET (FEH 7 /L— 7 SUSPECTLIST ZfEH L 7=
RIBFEOEEZNODA vE—V DAY N7 36—) 25R)

TRCOBEE I N—T DEEH T N—THETHEA FDNSIRGEE A X — T /I TE ET 03,
R A N DNS MRFERE & FEH 7 —FIBINT 5 L0 D5 Z L, 2D 7 N — IR IRRED %
BEREZEODDZEIRDEVIRIZERLTLEZEN, 2F0 | ARLLEDOMOMEH 72 A —
ANEENDZ LRV ET, 20D, TRHLOREF, EEHELIEGEIIArY M v
TTHEEEITN—TFIH L TOIBA Z—=TMITHZ MR LET, e 2IE, REES
Jb—=7"ALLOWED_LIST 2%} L T A h DNSHRGREZ AN T 5 &, RIRGEDOHREFEENDD A —
L3, ALLOWED LISTNOfEHH T ZEEE MDD A — /L EERRICHbND Z E 2B L
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pEEwiE ro~o—JEE [

T A= 7o —RY P —DORENBFIINCT, ToFARAEREIT v FIUANAF = v
7. L— MR EDNRA RABERET)

EEEBRIL: ToANO—TJ&ESE

TrAn—TEREERRAE AT L L =S n =T REEO N AL HS A DNS THGES
NET (X —TEEED KA VBRI NDD, =X —TEEFEDRNAAL DA
La— REZIEIMX La— FADNSIZFET 55 o FAA i, DNS THERRITA Z A A
7 U N E721E DNS b — R OEER EO—R) e = T —REEDN A LT BRI TE EH A,
ZHUZH L, RAAL U ENLY 7T v 7 LE DL LTz XA Tdomaindoesnotexist] AT —
ZAMBINTGE. RALNMFELEFHA, ZORIEDSMTP 1 3 E—2 3 VO TE
TENDHDITH L, ARA b+ DNS BREET N 3 — a U SN D RN IAT S, #EkeoT
SMTP #— "D P 7 FLAIZ#EH S NE T,

FEAM - AsyncOS IE, EEEDT RLAD RAAL AZH L TMX La— R 72 —%FTLF
T, RIT AsyncOS 1, MX L a— ROy 77 TOFRERIZIESNT, ALa—FoLy 7
7 T HEATVET, DNS H—38 INXDOMAIN] (ZD KA DL a— RKpR7ewn) 2L
7238, AsyncOSIZZ D RAAL U IFIELRWVE D E LTIHRWET, Zhud [fFE LRV R 2
A DO Ra—TEEE] BT IVICHEINET, NXDOMAIN I%, /b— bk x—2Ah H—
WNIRZD RAAL O — LT —NZREL T RNWZ L2 BT 2580350 £7,

N

GEX)  DNS/Z&2 INOERROR] DA, HEFEMRIEIIMX L a— ROBRWRKAL U EHESLET,

7272 L DNS #— 328 [SERVERFAIL| %K L7234 . DNS — T [JEERRW R A AL D
T Re—7REE] BT IAVITHEINET, SERVFAIL 1L, RAA U BELE LRV,
DNS TLa— KDy 77 v 7 —RE @R EEL TWAHZ EE2RLET,

AN =T EORIEIR A — VR EENERT 2 — 072 FiE1X. MAIL FROM i (=X
n—7EEEN) 2BEL, T ONTERBREEOEEE PO DA — VRIS X9 IZ
TAHZELTT, ZHICEY. MAILFROMT RLRIZEESINTEAT R X v E—U 0N EER
HRIZ D7D, BENECLAREENH Y £4, = Xn—7RETMEELHEHT 5L, RiE
IR (7277 LZEATIEARY) MAILFROM 2SR5 X9 ICEFA—NVT— b7 = A 3%
ETEET,
KA = Ta—KY =T, RO LENARETT,

e TR —FEEH D DNS HEEE A R—T T 5,

s REREROxT o R —FEEHITR L, B AZ L SMTP 22— R L& EEST, =

o — 7 %[EFH D DNS Wit a4 X — 7 VI LT=8E . AEAFROT o Ro—F % EE 1T

Tavy 7 IhET,

RIS NN R — T EE R A A AT LA AR KNEEEWET,

¢ DNS IZFTEL RN o R — TR EFH RA A NIK LI A Y DNEEFET,
EEEBGEINT —T NV HEH LT, FAALUFERIET RLADY A REZBHL, TIhH0
A— )L HEICH T EI3ER T 5 2 ¢ TE £+ GHEEMIHISNT —7 L 353—2)
ZHEMR) , EEEWRIEFNT — 7 iE, o _a—FEEERGEE SIS L TA X —T T
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B s55c500. T4 0 FA42, FEAREO MAILFROM

XFET, FoOED, X BN T TNV TRELEENZRT RLARRAASL V&, =
0 —7EEERIEE A =T NMZTDHZERLSIERTEET, £z, NERAAL U FEITT A
FRALUIM™BEDA—VE, MOFTETHRIES VRS THLEICHTTH 2L TEET,

FEAEDANRLIRBEEDEEE D LZESNE TR, RRGEOEFEEND DA —/L &1}
T2 Z ERRERIHRADY £, & 2IE. T XCOERDE A —/NLEDNSILY I T v
TTHAETEZ 2D TlEH Y A, —FH7 DNS — "OREIC L Y BEFEEZRIAETE 7
W2 ENBY ET,

RBFEDEEE NS D A —LEENRL BNIGEA, HEERIEGIN T — fw&%—w7m—
RY =0z X —7%EFH DNS BEEx EZEH L T, %ﬂPﬁ/ﬂt g oz

N —TREENGEINET, 7-& 21X, DNSIZFE LN =D @&éhﬁwﬁhmbf
AVDEDA—NLEZZIT[HT TRy NV U T TAHZENRTEET, WoltAFDA—LEE
AT 721% . MAILFROM OJEAMNARIE R X v —Vi%, B AHX ~ A XAJGE/ R SMTP =2 — R &
JIRETHEGREINET, ZHILSMTP ot —2 g v OPTEITENET,
EBEOA—NL 7a— R —Zk L, A—N T7a—R) o —HERT, =g —T7%EH
® DNS Rk (KA A ISNT =T N2 ET) A RXR—T7MITEET, ZhidiE, GUL £
1% CLI (1istenerconfig -> edit -> hostaccess -> < policy > ) ZfHH L £,

REEIER
B RAAL . T T AN RAAL Y RIEREAD MAIL FROM (34 ~X—2)
e HAK L SMTP =2— R L& (34 _—)
o EEHZWIE . R —TEEHL 33 —)

WAL, TIFILE FAAL D FELZFRK D MAILFROM

TR —TEEERAEEA F—T VT D, VAT —DOSMTPT KL A4~ > 9 T
W RAAL L OFET 42— 0T DE ([F—b T2 TORA—NVZEORE] DED
[SMTP 7 R U AT A 7 a v OHEESR) | OV AT —DFT 74/~ RAA VBREIX
RSN 20 9,

ZALH OERBIT AT HEAY T,

ARBLSMIP O— K ERE
TR —FEEEDOHRNRER A v — DNSICIFE LRV R —7F%E(E# . DNS
J ) —THRTE 720 (DNS =R Z 7 LTCWBRE) = _u—7 %G8k L,
SMTP i— R L EERA v —VRIEETE £,
SMTP JEBTIIZEH sEnvelopesender @O DL EMTEE T, L. B AZ LB EEE
THEXZZ R —T R EHFOEICERSNET,

—#%1Z1X Domain does not exist] fifi FlI7kFEHI TI 2N, TN % —BFRREIZT A Z LT
T, TOLOIRT—AERHI DI, RSFHR) 2—VX, =7 —a—FR&27 74/ 0D
5XX 036 AXX ICEHETE £,
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srapiasns—IL I

EEBRIEANT—TIL
EEFRAHSNT — 7 T, SMTP I N — a3 U HICHBIICEF A E - ITHESR S5 R A
AVERFEFA—NT RLADY A NTT, £/, HESND RAAL NZONT, A7V a3
VD SMTP 2 — R EHEEIGEEZIBTTHZ L TEFET, ELA—NT—F T AHTZVD
EEERGEHIIN T —T VE 1 DOHRTHY, A—NT7u—RY r—TtIZAbEnE 7,

EEBERIEGIN T — T T, OB THDLI L OO, BN IELW R AL U E2ITET
A=NVT RLVRAZYARL, EIN6DA—NVEZHEETLHOIMEHTEET, L xiX, B
2 IE LUV MAIL FROM pres@whitehouse.gov & G EMGEFISN T — 7 Mk L, A BRI
HERTHEIICHETEET, £, WERAAL V0T AN RAAL Uy, HEIMIZHAT 5
RALZDVARMTHZEHTEET, ZHUL, ZEET 7 AT =70 (RAT) TiThihbd
T Ru—7Z(E#H (SMTPRCPTTO =2~ F) BB TWET,
EEHERFERISN T —7 1%, GUID [A—/LR Y 2 — (Mail Policies) 1>[#1#+7— 7/ (Exception
Table) ] R—= (i 721X CLI ® exceptionconfig A ¥ ]“) Tﬁ%éhflﬁé\ GUI (){ —)L 7
72— R Y ¥ — ACCEPTED Zfffl L7oRBGEEEE ~DEFEA v E—TVOER 37 —)
£M) F721% CLI ( [CLI Reference Guide for AsyncOSfor Cisco Secure Email Gateway.] % %
) CTRUV—ZrizEMMeEsnE T,
REFRIHINT —T LD N OBIIRD LB T,

BINT —T N DEFIZONWTUTIEEEDE L A —/V T R AZESW 2R EE R — LG
DAMEEEEZE ORI 38 2—) ZBRLTLIEE,

B = = ==P = )
EEBRIIDELE — ZTFEH
ZITE, AR N — TR EERRED SRR TORATFR R BRI OB 2R L E T,
ZOBITIE, BA NEEERGEEY EET D LT, BEFEO%EH Z )V—7 SUSPECTLIST &

Gt —

A=) 7a— R Y ¥ — THROTTLED {2 & YV, #5|X DNS /L v 77 v 7FR—E LW
RARNEDA— LR 2Ty N 7 ENET,

HLWEES V' L—7 (UNVERIFIED) &8 LWA—/L 7a— R Y i — (THROTTLEMORE)
PERR S NE T, BEESNARWEEGE TR A R B D A—LT, SMTP v 3t —3 3 » DRFIIC
2ay M) 7 EnET (EEH 2 /LV—7 UNVERIFIED & X 0 B2 A —/L 7a— R
2 — THROTTLEMORE M &N ET) .

A—)L 71— R — ACCEPTED IZx%f L T RNu —FEEFBRIEN A R—T NI F
ﬁ—o

WDFEIT, BEFERIEEZFETH-OOHIEIN IR EL R LET,
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. #IEF Y )L— 7 SUSPECTLIST 2 L= RRFDREEZFEI LD A vE—TDROY Y

R IGEEER - HESIHHTE

EEHEIN—T R o— BHS
UNVERIFIED THROTTLEMORE SMTP # > /St —3 3 > DR
SUSPECTLIST THROTTLED %;ﬁ%ﬁfﬁd‘ Z I\ D PTR L =2— ]\‘7‘7]3‘ DNS c:ﬁﬁ L fcil/ N,

Pt ot AR A F D5l & DNS Vv 7 7 7 (PTR) 23IES| & DNS
o 7T o7 (A) IT—F L7,

ACCEPTED SMTP 71 v "\t —3 g DT R a— 7 EEH R,
- AN IE 72 MAIL FROM:,

- T — 7 EEFE D DNS IC/ATE L7220,

- T m— 7 EEFE DY DNS THER S 720,

ESpEREYS
« &{5# /)L — 7 SUSPECTLIST Zff ] L IZRIRGEDIXEENO DA v —Y DAy B
7 (36 =)
s RIRGEDEEFEHE~O LV EitseAra > NY U ITREDFAT (37 4—)
« A—)L 71— KV — ACCEPTED Z i L 7= RBRFEEFEE ~DEFE A v =TV DESR

(37 =—72)
c EEEDEA AT R RZESW T EEERIEL— 05 ORBFEEEF ORI (38
)

 FEFERIHIIIT —TANTOT FL2ADME (38 2—3)

EIEE U IL— T SUSPECTLIST #F A L - R IRFEEDEEENSDAvE—DDRAY 1)
s

FIE

RAT9T1 [A—/LAKY — (Mail Policies) ]>[HATHEZ (HAT Overview) ] &38R L E7,
ATy T2 FEEINL—FDU A T[SUSPECTLIST]| #27 V v 7 L¥7,

RATv T3 [RELMmE (EditSettings) |27 U > 7 LET,

RATFvT4 VARMS[AB v hL (THROTTLED) | ARV v —Z8R L £,

AT v F5 [HEHiA A N ODNSHAE (Connecting Host DNS Verification) ] O H1 0 [#zkiA A K ifig| % DNSKR
% (PTR) MHRZEDNSHRZE (A) & —F L 72\ (Connecting host reverse DNS lookup (PTR) does
not match the forward DNS lookup (A)) | F = v 7Ry 7 A% A N LET,

ATYyT6 EHREAREL, RIFLET,
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KBIDEEE~DLYRELROY k) vrgEnzT ||

Wigl& DNS Vw7 7w IR L2 B G H 138(5# 7/ — 7 SUSPECTLIST (2 —%% L., A—
)b 7a— iRV —THROTTLED ®F 7 /v b 77 v a UINFEITENFET,

READEFE~DIYERGRADY b VI REDET

ATy T

ATy T2

FIE

EFPFHLVA—L T —RY —%FER L (ZOFTIE THROTTLEMORE &\ 9 44 Bif 2 £+

JET) . KVEE AR Ay B U TREXZITVWET,

a) [A—/N7wr—3RY I — (Mail Flow Policies) |-X—C [ Y > —%EM (AddPolicy) | %
77Uy LET,

by A= T7r— KU —DARTEANTI L, [#HEIE (Connection Behavior) ] & LT [A&#R

(Accept) ] ZIEIR L £,

) A—NEHAuy N U TFTHEICRY v—mFELET,

d) ZHZHEEL, RIEFLET,

WIZ, FLWIEEE NV —T2/ER L (ZOFITiX, UNVERIFIED & W5 ARTZ T ET) |

THROTTLEMORE R U ¥ —Z MM+ 5 X I ITHEL 7,

a) [HATHEZEE (HAT Overview) ] X—Y T [X[E&H 7/ /V—7%iE/ (Add Sender Group) | % 7
Vw7 LET,

b) U A +» 5 [THROTTLEMORE] 7R Y o — % &R L £ 7,

c) [ A N ODNSHFE (Connecting Host DNS Verification) | @ [##5i4 A N OPTRL =1 —
R7Z23DNSIZAFTE L £+ A (Connecting host PTR record does not exist in DNS) | F = > 7 R v
JAEFANZLET,

d) ZHEZEEL, RELET,

A—)L 20— R1)S—ACCEPTED 2R L =R BREIEEEEBE~DEEA VE—SDESE

ATy T

ATvT2

ATv73
ATvT4

FIE

[A—/LR U >— (Mail Policies) ]>[A—/L7 1 —7R U > — (Mail Flow Policies) ] Zi#4R L £

R

[A—/7r—AKRY — (Mail Flow Policies) | ~X— T, A—/L 7a— KUY I — K
(ACCEPTED) %7 VU v 27 LET,

[EEE OMEE (Sender Verification) |7 v a v FTAr/um—nLET,

[ —7 %53 DNS OfEFE (Envelope Sender DNS Verification) |27 3 =2 T, R&E%E

fTLET,
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B 2208751 7 FLRICESORREERIL— LA 5 DRRIBEEE OB

c[On] Z@IRNL, ZDA—)L 7 —RY —IZ6T DT Xa—TF%EEH D DNS BiE % A
F—=T ML ET,
¢« WAL L SMTP 2 — R EJSELZEHRTHI L HLTEET,

ATY TS [RAA IS T—T VDR (Use Domain Exception Table) |22 32 > C[4 > (On) ]| %
WLT, RAAL BN T—T NV EBNCLET,

ATvT6 EREzEEL, RFLET,

EEBDEFA—IL T FLRICEDWREEEFRIIIL—ILH 5 DRRILEEE DR

FIE

RT9F1 [A—/LAKY — (Mail Policies) > [f514+7—7 /L (Exception Table) ] &R L E 7,

GE) BT —7 L, [BIST —T V%A (Use Exception Table) ] 234 R — 7 /LIZE%
EEINTNDETRTOA—L Ta— R v—Z7a—YUZEA S ET,

ATw T2 [A—/LKRY 2 — (Mail Policies) ]>[#I#+7—7 /L (Exception Table) ]~<—T[ KA A 4k
Z 3B/ (Add Domain Exception) | %27 U v 27 LE7,

AT9 T3 ETA—NT RLREANLET, BAEHRT RLUA (pres@whitehouse.gov) . 4 AT (user@) .
KA A > (@example.com ¥ 721% @.example.com) . £7IXIP 7 RLA&EMAH v aTHALET
KL A (user@[192.168.23.1]) Z A)T&EE7,

ATV T8 ZOT FLANLDA vy —VEFAITONMERTONEHRELET, A—NEELT L5
By SMTP 22— RE W RY LREERETHZ L HTEET,

RATY TS BHEEFEEL, RIFLET,

EEBRIAHNT—TILATOT FLADERER

FIE

ATy 71 [BIST—7 /v (ExceptionTable) | X— D[ R A A g DORFE (Find Domain Exception) |
7y aNETA—NT RLRAEANLET,

ATw T2 #F% Find) 1227V v27 LET,

T=TAHRONTNNOT VT RUAR—E LGS, RO —B L=y b Y BRER
ShEd,
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*BiEEEr o0 vt—vogET2 -

KRIEEENLDA Vv E—DDHBETA B
INTEEERILRTCEEZRE T L), BT A—NVT— b T oA OEMEEZER T E T,
DNS BHHEOREDT A MI, AEOHFAZBE A TWND I LITERE LTI LI,

ESPEREYS
¢ TERMNARIE MAIL FROM 35EE T RLADT A b A vE—YD%ERE (39 2—)
e EEFBRIEN —NNBENT AT RLANLED A vE—U0%EE (39 2—)

BEANTIEL MAILFROM EZEEZE 7 FLADTRA M A ytE—CDEE
THROTTLED ARV o —D & F X E DNSBHEDOREEZT A FTAHZ LITEHLWEERH Y £
T2, WAL ARIEZ MAIL FROM HEAT A R TX £,

FIE

ATFYT1 EF AN —F Tz ~DTelnetzv 3 arrixEd,
AFv T2 SMIPa~<r F&EEHAL T, JTBRAREZRMAILFROM (FAA 72 LD Tadmin) 72 &) &1l
HALET AN Ave—U2FELET,
G¥) FITFI b RAAL CEERT D0, A=V EEZETDH L EITES KA AL EAR
BNCHFRTDEIICEF AN = T =2 ZRELTHERC, 7 KU AT 2 A
F—=T M LTEEAE (A=A TORA—ILZEORE] OBEZHBR) | F
AL DRIV R AL OB NBE L L RWEF A —VEER, BE. ZETER
WEENH Y £,

ATYT3 Avb—UREGIND I LE2MHRLET,

# telnet IP_address of Email Security Appliance port
220 hostname ESMTP

helo example.com

250 hostname

mail from: admin

553 #5.5.4 Domain required for sender address

TRELEZHDICR>TWVWD I L 2R LET,

EEBRIEIL—IDSBENTET7 RLANLDA Y E—UDEIE
EEERIEFINT — T NMIHEENTVDETFA—IL T RLANLD A —/LIR L, =
O — T IREERIENFATINRWI L 2HERT AI2E, ROFNEEZFITLET,
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XA ES2)

ATv T
ATvT2
ATvT3
ATvT4

ATy TH
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FIE

7 R L A admin@zzzaaazzz.com %, {47 — 7 /VIZEIE TAllow] TEML £,

EHEERIFLET,

BIA—NT—R T A~D Telnettya  ZHREET,

SMTP =~ REMEM LT, EEHEFRIEGINT —T VAT LIEET AL T FLA
(admin@zzzaaazzz.com) "H7 A b AvbE—URFEEFELET,

Ay —URHFRINL T EaMRLET,

# telnet IP_address_of Email Security Appliance port
220 hostname ESMTP

helo example.com

250 hostname

mail from: admin@zzzaaazzz.com

250 sender <admin@zzzaaazzz.com> ok

ZDEFA—=NT FLAZEEEBRGEBINT —T VI GHIRT 5 &, 2o "a—7REEHEDOF
AA ERSID DNS THEGRE S N7RWe D, ZDOREENLD A —VBREGSNWET,

EEERIEEOX DT

wowv 7 o Uik, BMEERIEO AW EIZ R~ LT,

BEIER
« TN n—FREHEMIE (40 X—2)

I oAO—TJEEERI

BRARRERT L Ro—TEEE

Thu Aug 10 10:14:10 2006 Info: ICID 3248 Address: <user> sender rejected, envelope sender]
domain missing

R A A NFFE L7V (NXDOMAIN)

Wed Aug 9 15:39:47 2006 Info: ICID 1424 Address: <user@domain.com> sender rejected,
envelope sender domain does not exist

R A A 2 DMFER S 37evy (SERVFAIL)

Wed Aug 9 15:44:27 2006 Info: ICID 1425 Address: <user@domain.com> sender rejected,
envelope sender domain could not be resolved
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