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G¥)

VAIX, BuTA OBEEMIET 500, BIENREZEOHDL T 7 ANV IAT
EEHICTF 2y 7 LTWET, FILWEBDRESND L, Ty 77— =
ERNLCT AN ZATIREDFEMNT T 74T L AZEEEINET, [ZOMmD
BE R EEDOH D 7 7 A )V X A 7 (Other potentially malicious file types) 1473 =
VEFIRLT, ZOWRBEAIDICLET, ZoREEAINCT L, TTIAT
TR LT 7 AN A TIZMATHNHOT 7 AN 2 A4 THFEEFELET,

[77 ANV L EaT— 3 OFFMEXE (Advanced Settings for File Reputation) ] /R /L % 5
L. BRESCTCUTOF T a v 2 LET,

TFoay SR AA

779K RAAL TrAN L EaT—vay 7Y —IHRT S RAAL D4,
(Cloud Domain)

TrANLE2T— [N T Vw7 LEaT7—vary 770 RYP—NELFETTAX— ]
v = ¥ —s3 (File LEa2T7—2aly 770 R 777 RORAMERRLET,
Reputation Server)

TIAR— R L EaT—var 77U REBRT25EA1T, ROE
WMENSTLETS,

o [h—/,3— (Server) ]: Cisco AMPIRRSF A X—K 7T TR
TTIA TV ADRANLETZIXIP T RV A,

o [ABE%F— (PublicKey) 1: 2T FIA T AL T T A _— |
T RTTITAT AL DORIORE FAGBEITE N 58 % —
EANLET, ZhiE, 7I79ARX— 27 T R —"THEAS
NHXF—LRCTHOIMLERHYET, ZOTFIT7A4T AL
DF— T 7 ANVONEERELT, [ZT7ANVDOT v r—FK
(Upload File) 1227V v 27 LET,

G¥) HRNZ Y= RN DT T IA TV ACxF—T 7 A V%
Hyroma—RLTREBSLERHY 7,
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. T7AI LEAT—2a v e —EROEMLEE

T7ANLEIT—2aY TALBYSTETTALSH |
E

TF7oay

B

AMP for Endpoints = >/
Y — VDR

BHEWOT FF A T > A% AMP for Endpoints =1 > Y —/L AT 5
\Z1%. [ AMP for Endpoints 2 > — /L COT 7T A T > A DGk

(Register the Appliance with Secure Endpoint AMP for Endpoints
console) 1 %7 U > 7 LEd, #FMARFIIZONWTIL, AMP for
Endpoints 2 Y — /L & T 7T A4 T U ADRAE (17 —) 2R
LTLEENY,

Tr7A)N LE 2T —
> a Ao SSL#(E

(SSL Communication
for File Reputation)

F 740k AR—bk (32137) TER<A— b 443 CTEfET5I120E,

[SSL (A"— b 443) Offif (Use SSL (Port 443)) ] =412 L £7,
P —=/N—=~DSSHT 7 & AZHINZT D FHIEIZOWTIL, Cisco AMP
T FTAR~ KNI T I RTTIAT LV AD2—Y—TA Rt
LTLEE,

GE) AR— F 32137 CSSLBEZITHIIE. 774 T U4 —/L
TIOFR— N2 BERDH Y 7,

ZOFFvarEHfTLE T4 L aT—var - X
EOBERICT vy TA RN —A TRF U ERETEET, AT
L6, [—7% (Server) . [=—%4 (Username) ], [/SA 7 L —
A (Passphrase) |72 EwMAE AT LET,

[SSL (7K— b 443) Offf (Use SSL (Port 443)) ] 284 iz & T
L84, [REHERGEOFER (Relax Certificate Validation) ] & 4 (1
THE, (brxrr7raxy h— "OiEICEETE 51— MR
AESR DBEL NI WGEID) EEDGEERIEZ A ¥ v S TEET,
e ZIFEETEX NI b 7 axy b — "0 H B4R E
ZHERALTWASEAIL. 2oFFyarat Iz LET,

GE) [Z7 ANV EaT—a O E (Advanced Settings
for File Reputation) (D [7 7 A /L L E 27— 3 D SSL
#{% (SSL Communication for File Reputation) | &2 + =
Y C[SSL (AR— |k 443) OffA (Use SSL (Port 443)) ]
A A L4, CLI 2~ 2 K certconfig >
CERTAUTHORITY > CUSTOM, FE721% Web 1 > ¥ —
Tz A AD [Hy FU—2 (Network) ]>[FEFIE (U A
% LEBAESR)  (Certificates (Custom Certificate Authorities)) ]
ZHEHALT AMP AT LVIX LT —T g H—
N—=CAGEHEZ DT 7 T4 7T » ATIBINT % LEH
HVET, ZOFHELET—A"DPORELET ((RE

(Configuration) ]1>[SSL]>[Z 7 7 K H#—, (Cloud
server) |>[# V> 12— K (download) ]) .

N— FE— MEE
(Heartbeat Interval)

LV haART T 4 Tl A R MRS 5720 O ping DiE(FHEE
(SYHAL)

B o7 L LEaAT—2a Y T4 LB YT ETFALSH



| 72740 LELATF—2a0 408U LT ETFALEH
JrALLEaF—vaventiv—eroamteiz |

TF7oay SR AR

JZY—HZALT TN LEaT—vary 72V —=R34A LT 7 NILDHE TOREBRE,
(Query Timeout)

WMPRD X A LT D b T 7 AIVDMMBENH A LT 7 M7 D ETORBIE,

(Processing Timeout)

T7AN LEaT— | T7AN L EaT7—va P —NEDZDOTTITATVADYT T4
Tar A7 NID| Ty MNID (FELEY EHH)
(File Reputation Client

ID)

T7ANL FRARY | Ayt —UREFIREINRPoT, Fry 7 E7idkEit s
7 47 (File A vE—VICET AL AT T 4 THET T — N EMHT S
Retrospective) WZIE, [V bR AT T ¢ THET T — SO (Suppress the

retrospective verdict alerts) | &4 2 LET,

G¥) OB arOoOFEIZ. SAIADOYR—FNDOHA XL AR LIZERE LRNWT
TEEWY,

AT9TT  TrAADHICI FU R P =R T2581%, [7 7 A Vo OFEMERE (Advanced
Settings for File Analysis) | /N F/VZRBE L, HEIZSCTROAE T v a U EHELET,
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TFANLEAT—La v T4 LB YLTETTALSH |
B o7 27— 3 ey —E RoEMEE BiE

AT ay ELi)E]

7 7 A VST — D
URL (File Analysis
Server URL)

B o7 L LEaAT—2a Y T4 LB YT ETFALSH



| 72740 LELATF—2a0 408U LT ETFALEH

JrALLEaF—vaventiv—eroamteiz |

\’l
\i

B2l

NERT T o K Y — D4 HI

NERT T 0 R = RNERETDIHG. 77747 v ATHERICIE
W —REEBRLE T, i
HH T mv A&EH LT,

iz A LET,

(URL) . &£72i%
Z 7 K (Private analysis cloud) ] Z&R L £7,

LT TAR— oo

(A TREIS e o o — N, KERED
EWICBIE L E T,

7 7 A WVHTZA > 7 L 2 A Cisco Secure Endpoint < /L 7 = 7 4347 7
ST L AEERT BT T AN T T KRR L. D

ZDYARMCZ

« [TGH—s3— (TGServers) |: AZ > R7ar0, 72137 T A
#{t. E 7= Cisco Secure Endpoint v /L' = 75417 75 A4 7 2 A
DIPv4T RUVAETIAA M EATILET, &K 72D Cisco
Secure Endpoint ¥ /L0 = 7 547 7T A T L A EBIITE £7,

GE) VUTNEFIEL, AF U RT R E R T AZE
S 4172 Cisco Secure Endpoint /L = 7 5387 7°Z
AT ADBMEFZRLTWES, 77747~
2 DN Z R T DO TIEH Y EH A,

GE) 1 DDA VAR LVRZAZ Y KTy =R T 5

AB P —REEMTHILITTEEEA, AFX R
TaUERITT TAE DTN T HMLENRS D
iﬁ—o

12ODA VAKXV AZBINTCE DAL KT a s ¥—
NI EDOHTYT, VTAZ T—RKOBHRITTESE
TH—NZEMTEETN, TRTOY—NFH L
JITALZIZBLTWALERBLD 3, s T
AR BMTAZ LT TEERA,

o [FBRE/) (Certificate Authority) |: [V A2 DT 7 4 /L MBRER %
i3 % (Use Cisco Default Certificate Authority) | £721% [T >
Tu— R LERGER AT % (Use Uploaded Certificate
Authority) ] 2R L £7,

[Ty 7 e— RN LEgGER &7 % (Use Uploaded Certificate
Authority) ] ZERT 256, (B (Browse) 127V v 7 L,
DT TIAT LV ARLTTAN= I TYRTTIAT AL
DO FABEIMER T2 AR BRGAE T 7 A V2T v 7 e —
FLET, Zhik, 7794 _X— 7730 R —N"THEHIND
FEAELFRICTHOIMLERDH D £77,

GE) T 7 ANGHTDT=HIZT 77 A7 2 AT Cisco Secure

Endpoint~ /LU = 7 M AR — Z &g E L TV DA TR,

Cisco Secure Endpoint < /L' = 7 /3 7R — X )L
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T7ANLEIT—2aY TALBYSTETTALSH |

B o7 rears—sarenmy—ExoamiL e

ATvT8

ATvT9

2TFv 710
ATy 7N

73y s EA
(https://panacea.threatgrid.eu 72 &) IZ7 7 &AL, 77
AN RNTEE SN2 T 7 A NV EFRIRB JONBBF T &
F 9, Cisco Secure Endpoint < /L' ¥ = 7 3#H i — Z U T
7 AT 5 HIEIZ DWW TR, Cisco TAC IZBRIVVE DO
<&,
7n kT DOBRGE Ty ANGHRAT v 7 AR —A Xl LTREFAO, [FL

Tr7AN V2T —Yary b a2 EHTLITE. [T 7
AN V2T —ary 7ux AT %5 (Use File Reputation
Proxy) 1 F =y /Ry 7 A& F T LET,

WMOT v TARN) =L TaXxTERETHITIE, [I7AV LEa

T—varyraxaHEHT 5 (UseFile Reputation Proxy) ]9 =
IRy 7 AaF 72 LT, e [—3 (Server) ]. [A—k
(Port) ]. [=—¥4 (Username) ]. BL O [XAT7 L —X
(Passphrase) | DfF#HAE ATILET,

TP AN I TAT | T 7 AN =R DT 54T 2D 547 MID (G
> b ID (File Analysis | Z&Ht v 2)
Client ID)

(fEE) 7740 LE 27— a VHERBROMEIZY ¥ v v 2 IR AZ R ET 25615,
[ v 23 E (Cache Settings) ]/~ /L& R LET,

TERIND T 7 ANGH AT O EREFRET HITIE, [LEVEDRRE (Threshold Settings) ]
NRENVEREALET, Aa7NRZOLEWVEEZBATZEAE. 77 AAPERELTWDHZ &%
RLTWET, ROWTNIDL T g BRI E T,

77 R —ERADOfEEMH (95) (Use value from Cloud Service (60))

o [ A% LMEDANT] (Enter Custom Value) ]: 7 7 4 /L h TIL 95 I EINET,

EREREFEL, RFELET,

77 L I AD Cisco Secure Endpoint ¥ /7 = T 3477 7T A4 T o A& EH L TV H5E1E,
Cisco Secure Endpoint ¥ /v = 757 ST AT LV ATIDT I ITAT LV ADT AT "&T
77 4 7L LET,

(a—Y—] T &T 77 4 7T 272D OFEM 72 FNAIL, Cisco Secure Endpoint < /L
T D R¥ 2 AL N TR L TOWET,
a) N=UEIVarOFRIERRINET 7 AN TA T M ID EEXEOETS,
T T 47T S [2—¥) RERINET,
b) Cisco Secure Endpoint ¥ /v 0 =7 57 77 A4 T LRI A A L LET,
¢) [&5Z%... (Wecome...) |>[2—HDEHE (ManageUsers) | Z&R L, [ —F DFfEH
(User Details) ] (28 L FE7,

B o7 L LEaAT—2a Y T4 LB YT ETFALSH
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| 2740 LEaATF—Lar J408 YL TET7ALDH
AMP for Endpoints >V —ILET TS5 4 7V RADHE .

d) EANEX2 T4 TTIATLVADT 7 ANGWN T TAT > FIDICHESINT 22—
W= T NERDOTET,
e) T T IATUVAD 2=V TAhU U NeT 77471 LET,

AMP for Endpoints > Y —I)LET TS5A4 7 O ADME

BFEWDOT 7Z A 7 2 A% AMP for Endpoints =2 > Y —/L &5 5 & AMP for Endpoints =
Y= VT ORMEZRITTE £,

VTN AARZ DY AN EERT S,

« VUTIN HAE LI A MIH LWEEDOH D 7 7 A /L SHA #iBINT 5,
T 7V = a VAU A R ERAET D,

« T TV r—a yFFAl R U A MIHT LW 7 AL SHA ZiBIT 5,

s WAL LK) —EAERT D,

e HABZLRY =l T NAAZ LRI A NBEXOT 7Y r— g VFR U A &R
HAHT D,

« HAR N T N—THIERT 5,
e WAB D T N—TFTHAZ IR —ZBEENT 5,
 BERE DT FIAT VAT TV NDIN—T NS AE L T —TICRBET 5,

EEDT FAINSHAD 7 7 AV vF¥ =7 N OFEMAETRRT D,

T 7T AT A% AMP for Endpoints 2> Y — /L ERAET DX, TS TIAT U AREI Y —
VTSR DERH D £,

HE®IC, 77 ANVSHAR 7 7 ANV L E 2T —var h— ¥ 8Nn5H &, 77 (/L SHA
WXL TCTZ 7 AN b E 2T —va = _"—=0nbE 0172 HEIL, AMP for Endpoints = >/ —
NVDIE L7 7 A v SHA IZxF L CT CICRHARERHIEIC L EEEINET,

T77ANVSHANR T TIZZ e — UWZEEOH D HD E L Tv—7 SN TWHEE . CiscoSecure
Endpoint 2> Y — LV TRILZ 7 AV SHA Z7 0y 7 U A MIBMTH L, 77 A /VOHER
R THEEOHDH LD T80 7,

[EEE 72~ = 7B (Advanced Malware Protection) ] L' AR— b _X—2i%, HiL\wkE 7 v 3
V. [T VRGNV T =T 7 7 4/ (Incoming Malware Files by Category) | 23% YV £,

ZOE 7 v a i, AMPforEndpoints 22 Y — A BEZEINZT 0y 7 ) A MBS
TWD 7 7 AL SHA OEIGD, [ AKX L (Custom Detection) | & L CERRSNET, 7
By UAMIBEEINTND Y 7 A VSHADEBAIL, LAR—FO[ZE LI~V =T %
87 7 4 /v (Incoming Malware Threat Files) 1 &7 > a 2 [T B A Ak (Simple

Custom Detection) ] & L THRARINET, LAR— FO[FEM (MoreDetails) |27 a Dl
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T7ANLEIT—2aY TALBYSTETTALSH |

B AvPforEndpoints 2> v —LE 7 TS 4T L ROBS

ATy T

ATy T2
ATvT3

ATvT4
ATy TH

IV ITHE, AMPforEndpoints:l‘/Y%/l/“C‘O)?\D v 7 UAMIBEKINLTND T 7
ANVSHADTZ 7 AN T T =7 M) FEMARRTEET,

48 HHEIIZ

AMP for Endpoints = > ) — /L DEHT 7 ¥ AR AE D) 2—F =T W7 "B D Z L BT L
TL 7Z&\Vvy, AMPforEndpoints 2 > Y — /LD 2—WF—T 07 kN BVEKT D HIEOZEMIZ DU
TliE, Cisco TAC IZBMWE b 7Z &0,

(7 T AZEENTRHEDHE) 7 T AZESNIEHETIE, v /A LTV T I 74T
A % AMP for Endpoints 2 & Y — /)LD HBETEET, 77747 2 A% AMP for Endpoints
AR F L RT7 B = RTT TR L CWAGERIE, T I9A T VA% T A
BN S DHNCFE TREZ MR L T Za0,

774”VEJ?_VHV74N&UV7ﬁﬁ%Méh\%Eéhf“é’&%%éLT<
EEW, 7740 LEaTF—vay T (AR Y v T EAC L CRET B FEIC oW TI,
77 A0 vEaT—a ‘/kéﬁﬁ*ﬁ~t‘7@7§§ﬁﬂ:<‘:aﬁﬁJ EBRL TS,

FIE

[E¥=U7F 4 ¥ —E R (Security Services) |>[7 7 A /L L E 2T — a3 &34 (FileReputation
and Analysis) | Z®RL 7,

[V B—/NLEREZEMmE (Edit Global Settings) 1 %7V v LET,

Web £ > F—T 2 A AD [T 7 ANV EaT— a7 7 AL55H (File Reputation and File
Analysis) | X— T, [Z7 A4 /L ¥ a7 —3 3 (FileReputation) ] D [FEAIERE (Advanced
Settings) ] /3R /LT & % [AMP for Endpoints~D 7 7' Z A 7 A D%k (Register Appliance with
Secure Endpoint AMP for Endpoints) 1 %27 U v 27 LE T,

[ AMP for Endpoints~D 7 7°7 A 7 . A DXk (Register Appliance with Secure Endpoint AMP for
Endpoints) %727 Y v 73 % &, AMP for Endpoints 2> Y —/L D1 7 A o _X—UNFRRIIE
j‘o

THEHOa—Y—ua F A EH T, AMP for Endpoints =Y — L vr 7 A U LET,

AMP for Endpoints DFEFE— T [FFA] (Allow) (%227 Vv 7 LT, T I7AT  AEREL
i‘j‘o

RDRRY
WDOFIAE :

» AMP for Endpoints 2>/ —A~_X—TD [T H 7 b (Accounts) |>[7 7V r—a
(Applications) &7 v a NZBET 5 L. 7774 7 > A5 AMP for Endpoints =2 > > —
B SNNTWDNE DI EMERTEET, 77747 241, AMP for Endpoints
A= R_R—=TD [TV r—3 3 (Applications) &7 v a LIZFEREINET,

. T7AN LEaAT—2ay TaLE) 058774 UL0H



| 2740 LEaATF—Lar J408 YL TET7ALDH
AMP for Endpoints >V —ILET TS5 4 7V RADHE .

CBERSNTT T IAT VAL, TIANIDORY v— (v hU—2 R —) pSRAEAT
FonteT 7N O N—TF BEEIN—T) [ZBMSNET, T 74 R —IC
T, 7vy 7 VA NELIEFRFAT ) A MCBNSND 7 7 A VSHAN G ENTHET, AMP
for Endpoints DX E &= BENNDOT F T34 T AR AS <A AL T, 7uyZ7 VA E
TERFAT Y A MZIBMEN TV DA DT 7 A /v SHA ZiB09 25513,
https://console.amp.cisco.com/docs "G AMP for Endpoints D — ' —~< == 7 /L2 ZMH L T<
2N,

[Z77 ANV E2T7—2 3 i%E (File Reputation Settings) | ~—Y® 77 A/ L=
T— a7 747 MNID] Offi&k, AMP for Endpoints = > Y — /LR — & L TR ER LT
TTIATVAD [F34 2 GUID) OENF L THDHZ ExMRBLET, HRRR-T
Wb e, TTTAT AL AMP for Endpoints DFEA N, v LUV EIE7 T AX L
~LCIE LS HERE L % A, AMP forEndpoints fEEZ 5 121%, 7774 7 ADX
FREMRBR L TR LB THERH Y 77,

T ST AT A% AMP for Endpoints = Y — /L BRGREER T HIZIX, TS TA T
VAD[TZ7 7 AN EaT— 3 (FileReputation) | &7 v a3 @ [FEMEEE (Advanced
Settings) | C [B&%fiffR (Deregister) | %2 V v 7 32575, %7213 AMP for Endpoints D =
v —_X— (https://console.amp.cisco.com/) (27 7 EATHMENRH D £, FEMIC
DUNTIE, https:/console.amp.cisco.com/docs © AMP for Endpoints D 2—H —~< =27 /L &
ZHLTLIIEEN,

\}

GE) 774NV LbEaT7—vary $—N—2%ROTF =2 X —IEETDHE, TTI7A4T AL
AMP for Endpoints = > Y — /LB HEIICRERR SN E T, 7740 LEaT— a0 H—
NZBEBRENEF T =2 ¥ —%H LT, 77747 A% AMP for Endpoints = >
V= VBT DR H Y £7,

\}

(B JIAFZL_ANTIT7A N L EaT—vary —R—ZETLHL v/ L TNETT
T4 T v XX HBEIEYIC AMP for Endpoints = > Y — /L BABRERER SN E T, 7 T A ZADM
DT RTOVT L DBEREREL TSN, 7740 LE 2T —3 g0 —_"— 0B &
Ny —42vr2—%HLT, $XTOTFZ 47 A% AMP for Endpoints = >~/ —
JACEBERT D LERH Y 7,

\}

() BEEOHDLTZ77ANSHANRZ U —r LHESNDLYE, ED7 7 A /L SHA 5% AMP for Endpoints
Y=V THAI A MTEBMENTW WD HERTAOLERH D 7,
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T7ANLEIT—2aY TALBYSTETTALSH |
B == oruonzecesszE

AL Ly ~ 2N
BE . J7MILDHREIZVLELER
HLWARTY v T 759K 77 A NS —E A& M T 58581, ROFHEZA, T—
B B —DNBERHERFT D LI LT Z&EN,

BEFEDT TIAT U AD T N—IERIT. LT 7 A NG — IR ESRE R
o LT 7 A NI —R_TT T ITAT U AET I N—TTHLERHD F9,

« T ANSHREET Y T ICIREES - A v —3, (REMBRET 5 CRESNE
7T, [RBEE= Y 7 CORAFWBDRRT S &, A v B—UF7 7 A VOHREE= U 7 ) b i
B, AMP = VUL > THAF Y INET, D%, 77 A /WIS OT-DIT
LW 7 AW — T v 7= RENETH, Avb—UREL 9 —ET 7 AL
Wi~ U 7TICEHEEND 2 L IEH Y FH A,

FEAIZ DWW T,
http://www.cisco.com/c/en/us/support/security/amp-threat-grid-appliances/products-installation-guides
-listhtml 7>% Cisco AMP v/ 7 = 75 DO~==2 7 VBB L T 7ZE&V,

(INTNVY T 95D R IT7A4IULSHY—ERDH) 7TS3AT VR
GI—TDEE
HEOT X ToOarT oY ¥Xa T4 TTIAT AT, HEBENOEEDT 774 T A

MOSNTHICEEESND 7 7 A NVICET 7 70 RNOSHTREROFEMMAEREIND K o Icd
HIZF, IR TCDODT T IATVAZRBUT T4 T VAT N—FIHEETHHENDY £9°,

\)

GE) = V- VTCTTITIAT UV ADIN—ToBETEXET, T I9A4A T AD T V—713,
TAR LYV TRET H I EILTEERA,

FIE

RAT9T1 [B¥=2VU T 4% —ER (SecurityServices) 1>[7 7 A VL 2T — 3 &8 (FileReputation
and Analysis) | Z®RL 7,

AT9FT2 (BFA—NTF—F T2 TAY— T BV ANREHIZ /> TWHEEICHEM) [77 74
7 > AID/4 w1 (Appliance ID/Name) | 7 4 —/V RIZZNA—7 1D #FETASIL, [T
J—"71t (GroupNow) %7 U > 27 LET,
E

(BFA—NF— T2 TAZ— FITA BV ADENI > TOHESICHA) AT A
JVRA=—1+THT L FIDMWIA—TID & L THEBIZERGESN, [T I7AT VAT —
ZID/44 i (Appliance Group ID/Name) | 7 « —/L RIZFE /RS NVE T,

i

B o7 L LEaAT—2a Y T4 LB YT ETFALSH
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T7AINLEAT—23a> TN BY U TET7AILDH
(RTU9D 559K Tr A Latir—ERDH) 7I54722 Fn—Tn%z [

T FIAT LV ALL OO N—TFEFIIEBTH N TEET,

e VTN OTH I N—TITBINTE ET,

VUL UVETIT I TAA VL NXINTT T IA TV ADIT V=T RETEET,

c TN N—TIBIMENTWDENDT TT7A4 T V ATHDHEE., I A—T12hhy
FTWIDZHEELET, ZOIDIIKLFENLFEREBEN, ARX—2EEDH T EET
XFEHA,

T TIIAT VAT N—TIDIE, GHTRCT v 7o —RLE7 7 A D F—2E2HE35
#AT@77747/21HLT%5M£ﬁ%@iﬁokﬁuID@7w~7W@u%
DT T34 T v ATIIMIESNEE A

T IIAT VAT N—TID ZHHTH L, BRIFTITENCRY £T, ETNED
D EHEA,

s IN—THNDTXTDT T T7AT L ANY T RNDE L7 7 A NV — S — &
HEICERETHHLERHY £,

A — R NIA BV UTBEN S TWBGE, T I9AT VA FA— R T AU B
ID#FEH LTI/ A—FbSnET,

ARTYT3 [T7ANGH I T R VR—= DIZODT 7T A4T 2 AD Y —71t (Appliance Grouping for
File Analysis Cloud Reporting) |27 > a > T, 77 A NG 7 V—71ID # AL ET,

c TN —TIZEBIMENTWARYIDT TI7A T VATHIHHE. J/—TITbhbnn e
TWID ZfELET,

ZOIDIIIRLFENLFRXB S I, AR—RE2EGHLZ LITTEERA,

CHRELEZIDIX, AT vy 7 — R L7 7 A NVDTF — 22454 _XTCoOT 7S
AT ATRUTHALERHLYET, -7 L. DIFLEOIN—T T F5A4 T AT
RREESVEH A

oTE&ﬁw%fm%AﬁLt#\itﬁm@m%#@ﬁmfﬁw~7m%%ﬁﬁé%£
NI DAL, Cisco TAC IZRIWE DR B MLENDH D 97,

c COERFIFTSIIKBENET, 2 Iy FTOSEEIHY FHA,

s ITN—THNDTXCDT T ITAT VAN T KNDRE LT 7 A4 Vo — "2 RT3
FIOITRETHIVNENDY F9,

T TFIAT AT OO N—TFETICBT A N TEET,
WO THEIN—TIC TV U EBINTEETE, BINTEXADEF—EDHLTT,

ATy T8 [5FT< I —71 (GroupNow) 1527V v 7 LET,
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T7ANLEIT—2aY TALBYSTETTALSH |
B svo—Tmorrs17ozx0mR

DWRIN—TRHADT TZ47 2 ADHER

FIE

ATy T [BEX=2 VT ¢ —ER (SecurityServices) [>[7 7 A /v L ¥ 27— 3> &3H7 (File Reputation
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707 LET,
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e

TITZATUR T7AINRHI Z4F7 > b ID DIFFR
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X2 VT EHTY T |[EET 7747 A (Management Appliance) |>[#ERE B —E
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) —MDERTE

FIE

ATV T [A—/ KU — (Mail Policies) ]>[51§ A —/L &R Y ~— (Incoming Mail Policies) ] F 721
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cAvE—VEZTOEEAE
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EI3M, 13 (Yes) 127V w7 LT, HILWZEZHDOT FLAEZ A LET,

e AFX ¥ UTERVA =V ERBEDOFILER A MTEET L1 E S0 1L (Yes) ]
OV LTREIPT RLAEZIIAZ MEEANLET,
s R —[RBEZ A v —VERETHHEIE. ROBMOBIEZRINL 7,

s Ruy 7 Xy URNNLRY IRt RIRT 50890, BEtO 7 7 7R TH
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e A=V DOM4EETE LT (Il : [WARNING: ATTACHMENT(S) MAY CONTAIN
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EHEDHMMNLFE TE DL DITTDHDIT, WAX A~y X—ZBINTENED
AN
T FANDEEOHL 7 7 AN THDHERRINDLEIT AsyncOS NFEITT HLE
NoDHT 7 varyw@mRLET, ROZLE2BRLET,
s Ayt—UEREET D, TRIE R vy T B0,

DA E—=TET —NATTHINEID, T—ANATENTAyE—VIF, 777
A 7 AD amparchive 7 4 L7 F VITRE SIVET, FRIRE SN2 AMP 77— A
7 (amparchive) 17 727 U7 a U PMETT,

AT =TI T 7 ANVEHIBRLIZE T, Ay b=V EEETL00E 50,

e Ay—VOMAEEE LT (B : [WARNING: MALWARE DETECTED IN
ATTACHMENT(S)]) =¥ R —HIZEET 08 5 D,
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D%

AV E—TUOZEEZELZEELT, AvE—URROT FLRAIZEEINS LT 50
EID [1FW (Yes) 1227V v 7 LT, HILWZEEDOT RLAZ AT LET,

CHEEDOHDLA vV ERBOSEHRA MIEETEIZNE I, 1TV (Yes) &7
Uy Z LTREIP T RLRAEITARA M EASLET,

« T ANGHTDTDIZIRNS 7 7 A VEFEET HHETE. AsyncOS WEITTRET 72 a v
ZERLETRDOZ E’Elig?ﬁ' LET,

Ayt —VEEIET D0, FITREEET 50
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CTLDA =TT —HNATTENEI D, T—NATINTAYE=IF, 777
AT AD amparchive 7 4 L7 F UIZIRE SNVE T, FRERE ST AMP 77— A
7 (amparchive) B 27 T A7 U7 a U PRMETT,

e A=V OM4EEE LT (5l : [WARNING: ATTACHMENT(S) MAY CONTAIN
MALWARE]) =Y R —H|ZEEFT D0 E 5,

CEHEDPMNSHEICTED L DICT LD, DAF L~y X —%BINT 20 E 9
RN

AV E—VDZEEEETLT, AvE—UNROT7 FLRAIZEEEND X )T 50
EI, [TV (Yes) 1227V v 7 LT, BILWLWREHEDOT FRLAEZ AN LET,

s T T ANDHDIZDICEEESND A v =T 2REOFEIA A MIEET L0 E D
2 [ (Yes) 1227V v 7 LTREIPT RLVAETLIEIHRAMMEATILET,

- (ERA ~wf)y~®%é®h)mﬂmﬁmﬁfﬁﬁﬂ%éj’Wﬁéhtﬁﬁfiy

Ra—FIZEEENDHA v =TI L TETTLEET 7 a v 2R ELET, [A
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WTNDT 7 v a v EBIRLET,
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E) B AyE—VEAIRT L ZLITTEEYA,
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A, A—IRy 7 ATDOA vy =V DEE LB LET,
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DHDEOICEELEZREIT7AUDEHDLA v E—DDIREE
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S OMRBIFICEBIZONWTHAX Y ENET, 77 ANAOHHRERENR L 2T —Tar A%y
FTTHEATED LIRS BITA v — U BN ENTZHET. BEShEBITH AT v
R S ET,
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(Quarantine) | ZER L 9,

WREESLTZ A B =37 7 A VHIREET Y TITRESNE T, 7 7 A VairlREiEO A
Q7 ~=2) 2L TIZEN,

UEE) [7 7 ANVGHIBREF D A > — (Messages with File Analysis Pending) &7 > =
YT, UFOAT v a 2 BRLET,

CTDA =T ET = HNATTHINE DI T—AATINTA v E—=VIF, TTI7A47T
> A® amparchive 7 4 L7 F VITIRE SN ET, FRIREINTZAMP 77— A 7
(amparchive) B 27 H7 27 U7 a U PRMETT,

s A=V OMHLEEE LT (#] : [WARNING: ATTACHMENT(S) MAY CONTAIN
MALWARE]) =Y Ra—W|ZEET 510 E 9D,

T T ITAT U AMBDIRMEA vy =V OBRUEHINT T 7 A NV OHENRE ST %6 .
W77 ANVE Ry TTH0EIPERRTEET, 7740 O T v a iE [V
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 WHLIE NN HIHTER LT AEDIT, WAFZ L~ Z—%BINTB0E 9D,
G¥) ATy FATHALLE FROT 7 a ryBNEHAINAZDIL, A vE—I R Y

TV —=ASNDHEERTTT, Avbe—UREH=) 7ICxESd & &I
FEA S EREA,

DAY=V DT =LA T,
c AvE—UHHOEE,
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EHEEFEL, REFELET,
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EEEE
77 ANGHTRBEOMEM (27 ~—)

2714 IILnHriEEtDE A

o 77 ANGHITRBEDORR EDOMRE (27 X—)
o 7 7 A VOHITRBEFEIRN D A v — O TFEYLEE (28 X—)

77 4 LSRR DR E DRE

FIE

AT9 1 [£=% (Monitor) |>[RV > —, VA NLABIORT Y 7 LA ZF@hE (Policy, Virus, and Outbreak
Quarantines) | ZER L £ 7,

ATFY T2 [77 AV (File Analysis) |FgEEY > 27 %227V v 7 LET,
ATy T3 REWEEZHEELET,
T 74N RO RN OETETHZ L I3BEID LERA,

AT T4 REYIRFREEIZ AsyncOS BFATT DMERNHDHT 74N OT 7 v a v ERELET,

RT9 TS [REET 4 A7 I XN 2L 7o T2 ’C“‘b . FEE L7 REFF AT OFRBEN D A > —
UNEE I N2 R D L DICHET DL, [BEA—N—T 0 —WFIA v =TI T 74V
FNOT 7Y a s aEM L TERE R Liﬁ‘ (Free up space by applying default action on messages
upon space overflow) ] DIERA MR L £,

Z?v76?7%WF®T773VEUTUJ A (Release) | # BRI D551, PREWIRI 2 FRaE3
LENZY V—2ENDH A vE—TIC %#éﬁ%@??/a/%ﬁifﬁﬁféiﬁ

v A E

4 DZEF (Modify BNT57FFARE2ANL, FOTFA M T4 DRTE % AD
Subject) EH5ITEMT A @RLET,

Tl 2 REBHICAVT =T BB ST D AREERH D A v
TV THLZEEERLET,

G¥) FEASCHU X FHEateb & ZIE LS #ndTH20l0, 4
1Z RFC 2047 IZE» THERLINTWALENRDH Y 5,
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[X-Header DB (Add
X-Header) ]

X-Header [ZI1F A v B—IICk L TIATESNIZT 7 a U AGLERTE
F7, ZOFRIL, FFEDA v E—UMNEUE SNTZBEHIZ OV TO
MEZWBT 5 L SR EITKRLDLET,

AETEMEEATI LET,

B

Name = Inappropriate-release-early

Value = True

A7 7 A NV EBRE
(Strip Attachments)

W7 7 ANVEHIRT 22 LT, Ay =V a1y =
TInOREL ET

ZOMREE~DT 7 ¥ 2 BT 22— FRRELET,

1—%

o —% L 2—H (Local
Users)

o—A b 2—HD Y R M, BEEIZT 7 BATE D e — B2 FFo
—YEFNEENET,

TRTOEBRE IR TR T 7 ¥ AMERZFF ST,
TEHENRS S E T,

DESNG

SNBFRRE S e —
(Externally Authenticated
Users)

AEGRAEZ R E L TR BENRDH D £,

NAZ Koa—Ha—)
(Custom User Roles)

ZOF T a k. REE~OT 7 AMERREZEOD L 1 OD
HAZ DL 2—Y a—LEER L TWAEAICOARFRENE T,

ATV T8 EHEXEFEL, RIFLET,

D774 IV HIREEEBARD A v E—2DFEUNIE

FIE

ATy 1 [£=% (Monitor) |>[RV > —, VANLABIORT U 7 LA Z@HE (Policy, Virus, and Outbreak
Quarantines) ] R L £7,

ATV T2 BOT 7 A NGHREEOITT, [A v E—Y (Messages) [FIOFNWEZEZ7 Vv 7 LET,
ATy T3 S LT, AvE—VICUTFOT 7 v ar2F T LET,

« HIER (Delete)
e JJ—X
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AEELEBT A= T FLRICA v e — VD2 B —%ik(E

PREFEDT 7 A LT OIRE

R AEPR T 7 A V3T OREEEDFEMIZ DV TR,

=7

=

['Cisco Email Security Appliance Guide] @

[ Centralized Policy, Virus and Outbreak Quarantine] % 2 L T< 72 &0,

TJ74IL LEaAT—S30ER0HDXAY S —

X~y X —=ZEAL T, AvE—UHRT v T7OT 7 g bERTAYE—VE~—F T
EFT, AN KRV —TRAy =X~y FX—%XTFHT L, RIZaryT2Y 7 40H
PHEHLT, ZNODRA =0 AT g o ERET 7 a U EEIRLET,

B TIERSCF N CFR R S ET,

Ny H—4

BNGE (RXFLENXF
XA

Ll

X-Amp-Result

E% (Clean)
EEOHD (Malicious)
AF y AA]

(Unscannable)

TZr7AN LV aT— g3 P—ERIZK
DB ENTE A vE—I0EH S5
ﬁ_i‘o

X-Amp-Original-Verdict

file unknown

verdict unknown

LEaT7—v gy LEVEICES S R
DOHIOHE, Z D~y Z—iL, JTOHE
DAENIEONT NN TH HLGEITTET
FELET,

X-Amp-File-Uploaded

[=a
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false

A o=V E N7 7 A VR HT
BRI TEE STV DGA. 20O~y X —
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KOy Jant-
A—HADEE

AVE—UFEERMIT7FAIVICEAT HEBMDT Y

K

ROLWRM 7 7 A NVETZZDORA Y=V, 77 A0 LE 2T —Y gy AF v K

ST Ry 7 XN E1C.
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SELETILD I THEEY SRR

—TEMAFEHTARE., 792 F, IA—7, BIORIUrDOEHEL~ULT, BERYILY
THEE A= R o—% A =TI TEFET,

FAB LA =TI~ LUV BT ALENRH D £97,
T IIAT VA ITN—T % FAF L YL THRELRWNWTLIEE N,

Advanced Malware Protection DfSIREICEEHT 57 5 — FDEERLZ{E

Advanced Malware Protection|Z #4257 7 — 2B ETDHLHICT I IA4 T U ARREIINT
WABZ EEMRLET,

UFOHERTT 77— aexELET,

75— DA 247 (Type) EKXE (Severity)

FTVIR (FIAR=LTTTR) O |~LT T K
Cisco Secure Endpoint ¥ /v = 7 53477 77 A
T ANty T v L, T AN
LEaT7—vareotitt—exofaiks
HE WS TWA LT v v a7
T 4 7T HMERDH Y ET,

I

e
=

FRHET — N HIIREINIC 2D £ LT (T T ORREIT KT DR HE)

TrAN L aT—varE R T s ANG | UANVARHRBL O | EE
Mrh—ERZBETEEE A, AMP (Anti-Virus and
AMP)

7T RYP—ERLEDOBENMHSLINE L, | VA NVARBELO | 1H# (Info)
AMP (Anti-Virus and

AMP)
LE2T7—varBLUOOHTZ o Do Bty | UL VAR LY | 1E#H (Info)
F Ry 7 b—bERZILVHFEFHINS AMP (Anti-Virus and

AMP)
Ty AN L 2T —a VOHEREBIN | YA AAREBIO | 1E# (Info)
F L7, AMP (Anti-Virus and

AMP)

IMTICEETEDL T 7 AN A A TNERS | IA NVAFRB LD | 1E#H (Info)
N, LW T 7 AL A TFDT v 7Fa— K |AMP (Anti-Virus and
A =TI TEET, AMP)
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Advanced Malware Protection #8E DR EE L R— b DERE .

75— L DEREA 24 7 (Type) EKXE (Severity)
—HDT 7 AN FA T ONN—REHINCRIE | VA VARPRBS LY A
TEEHEA, AMP (Anti-Virus and

AMP)

BR—-FEINTWVETRTOT 7 AN Z AT | IANZREBLO | EH (Info)

DT R —ERHEIEZICEIBSIE T, AMP (Anti-Virus and
AMP)
N2 T 7 A NS —E XX —T%, =0 |AMP x5 — (Error)

T T —HEETHITIE, CiscoTACIZZ 7 A4
VAT ID OFEZ28iE T 5 0 ERH D 5,

Ehebid=
C T I AN L aT =y a s P NEFIET 7 A AT SO C B B AR
Tk (364—)

« T AINDBRHEDEFREOT 7 3 o DFT  (353—)

Advanced Malware Protection #ED EMNETE L/ R— FDERE

X2 VT4 EET T IAT UV ATLUR— F2ENEET LGS, BT 747 0 AICH
TAHEFTA v~ NI FET2——T A ROEA—VLR—FT 47D >y 7O [Advanced
Malware Protection] 7 3 a > C, EEQXTEEMHZMHR L TIIEIW,

o] — > o]
274NN LVEaLT—YarvELIUVT7AILDHD LEKR—
Rl S AV SRy

« SHA-256 v ¥ 2l X b7 7 A L0 (31 =—3)

e 77 AN L aT—art 7 AN LAR— FDR—Y (32 2—2)

e FDOMDLR—FTOT 7 AV LEaT—ay T4 E F—E2DF R (34 2—)

e XAt — FT v F U UHERE & Advanced Malware Protection FEREIZ DWW T (34 X—)

SHA-256 /\v > 12K BT 74 ILDER

T ANZIIHEICEETCE RO, TTIA TV ATEF 2T Ny T XA
(SHA-256) L TCE 77 ANVDID AR LET, 7774 TV ABRLEIORRBE T
T A NVENIRT AL TRTOA 2 AFX L ANE L SHA-256 & L s ET, E
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DT TITATVANRIL 7 7 ANVEWUBT D55, 77 ANVDTRTOA LV AZ L AZIEFE T
SHA-256 ID 3% 0 £,

FEAEDLR—FTIZ, 77 A4/UTFD SHA256 ETY 2 FE&nE7d (FEiEEX

I274N LEAT=2avET7AIGHUR—FDR=D

LR— bk B

Advanced Malware Protection T AN LEa2T—T gy b—E R TCTHEIN-
T AN R—=ZDEB AR LUET,

HENELINTZT 7 A MZHONTIE, [AMPHEDT v
77—k (AMP Verdict Updates) ] L 7R— F & &ML T 72
SV, ZHOHEIL, [EER~LT =T B (Advanced
Malware Protection) ] L'7h— MIBESILEHR A,

JEMEZ 7 A NETNET = A THERT 7 ANVNEEEDO S
L7 AN SN SGE, BT 7 A NVEIET =0
A THERT 7 A ND SHAEDO BN [ E T2~ V7 = 7 Bt
(Advanced Malware Protection) ] VAR — MIEENE T,

(AT TVRIZAE~NVT =T 77 A/ (Incoming Malware
Files by Category) 17 v 2 %, [ A X L (Custom
Detection) [IZ/3¥HS41% ., AMP for Endpoints =2 > >/ — /L7
bRELLETry 7 U X MIBRESNTZT 7 A /L SHA OE|
HERLTVET,

AMP for Endpoints =2 > Y — /A bRIGENH T 0 v 7 U A

MIBEESNTND 7 7 A L SHA DEE AL, LER— RO
[ZfE LT~y =7~ 7 A/ (Incoming Malware Threat
Files) &7 2 a v T[> F A AZ L (Simple Custom
Detection) ] & L CHERENET,

LAR— h O [FEM (MoreDetails) |27 > a>TU o7& 7
Vw27 45&. AMP for Endpoints 2> Y — /L COHOT 1 v 7
UAMIBERIN TS 77 A /VSHAD 7 7 AV TV =
7 UG AZ R R TEET,

[UAZK (Low Risk) ]HIEDFEMZ L AR— KD [ AMP IZ
FVESNTZZIF7 71/ (Incoming Files Handed by AMP) ]
v/ va VICRARTEET,
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Advanced Malware Protection [~ 7
A V53HT (File Analysis) ]

SHTRNCEE SN T 7 A VOB & e (E7- 1T R
HE) 2RRLET, SMAT 94T A3305 781
WSA Tt ReT oy LET,

1000 /25 7 7 A VKRR 2 RN T D121, T—F &
esv 7T ANE LT AR—FLET,

RUINET 4D e KT 7 A NOERORMEZ G TR
IROHTHRERDF RSN ET,

SHAIZBAT 5 F DMOIFR A BT D0, £E7 7 AV
S _N—OTHOY v 2527w 7 LT, Z7 A0
EONT LTz — NI 2 BMO Mz R rT52 L8 T
=7,

GE) [EfG/ T —H AT T AN LT 7 A
VAT RICIER ST A AL, T 5 OfliH
7 7 A ND SHAETZ TS [7 7 A V45HF (File
Analysis) | VARA— MIEENET,

Advanced Malware Protection 1
Bar— g

Advanced Malware Protection |35 R 4> 7= ¥ a5 1 & B
ERAEYTHID, BT —¥ TR OEMRERNTRME S
nNd &, BHOHPENEDLDRELENH Y T,

[AMP L E' =7 —3 3 (AMP Reputation) ] LA — hZ

X, ZOTTIAT AT S, A vyE—VZERIC
HENEDSTT7 7 ANVHERIIVET, ZOROFEM
ZOWTIE, 77 ANVEBHEDT v 77— h (2=

V) EZRLTLIIEZIN,
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