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VEMHLT, v—h v 2= T h Y N EBINEIERET D L EFITUIERTEE T, BF
MZOWTIE, 2= T AT MBIREO N AZ L 2—H a—LDEHKR 20 —) &5

LT 7EE,

HAH N —H a— L EAERT DRI, DO — LD EAEPMOTATEHE O EAT L BHE
LTELRVWESICTE2HERSHY £, 7-& 23, HEOZEEEELF LT Y 7 40
AT AR EEL, F0OarT oY T4 NBERRHA— LR O —THHAT 54, 1
NOFREEBLENETD T 4 VFICMATZEFIZLY, MOBEEEENEEL TND A—/L K
Vo —IZBERERERELZ RFTEnH Y £7,

HAL K 2—F a—VEERTD L, oo —% a—L LFEERICe — 0 2—% L ANTRERE
TN—ToZDHAN L 2—F v— W ZEY Y THZ ENTEET, e VWL, =—
P T NEERATAHEE (1—) 22RLTLEIN, BAX L a—)LIZED YT
BN TWVWAEZ—HPILCLIIZT 7 EATERNWZ LICEELTL &N,

ESPERENS

o [T MHERR  (Account Privileges) ]—3 (13 ~—7)

« 7B ZMERDED KT (13 ~—2)

e HAK L Z—HF— o —LDEFKR (20 <—)

c2—Y THT FBMEON AT K 2—F o—LDEFH (20 2—)
cHAB LN 2—F o= VOELOT v 77— (21 =)

e WALZ N a—YP— a—LOfE (21 2—)
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[7H9 > F#EFR (Account Privileges) ] R— .

e W AKX L a—H m— )Ll (22 X—)
e HAK L 2—H— a—LOHlE (02 2—)

[7 9> R (Account Privileges) ] R—

TEEHEENE A NS — sy =AfliZualdA35E, [7TH7 2 MER (AccountPrivileges) ]
N—VICEEERAENBEL RO X2 UV 7 A iE~D ) 7 BROENENDT 7 & A
[RIZOWTOfHZRFHNE RSN E T, BEEBEIL, [47 v 2> (Options) | A ==2—T
[7 7 FHERR (Account Privileges) | ##INT 52 & CIOR—VIZRDLZ ENTEET,
FEHE L, WebX—TV D EICHDH A =2 —%FH LT, EHTIEEICT 7 EXTHZ
EHLTEET,

WO, A—/LAR Y I —_ Advanced Malware Protection, FE 1A —/VLHR—T 4 7, A
TV T vF S BIOWREEHIT 7 B AT HREEHED [T 47 MR (Account
Privileges) ] X— &R L TWET,

1: ZEEBED [T H o> MER (Account Privileges) ] R—2

Account Privileges (amptestllu)

Mail Palicies Incoming Mall Policies (4

Advanced Malware Protection File Reputation and Analysis

Einakl Reparting Policy Reporting and DLP Reparting

Message Tracking Matiass Tencking

Message qiarantines Manage Policy, Virus and Outbreak Quarantines (0

T EAERDEIYVET

AL N 2—F a— VEERT 256, BEEEENBETEZA X2 T 1 HiE~D7T 7
A L UL B EELET,

ZAEEHEPEHTE 8% 2 U T A HBBIZLITO LB Y TT,
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B 7 erxERomyuc

gBIRI0HE |

CEZIEDA VIR =L ar T UV T 4 VH,

« 7— 2 RBiE (DLP) ARV —

* AMP OFRE

cEFA—INLR—FT 4T

cAvk—Y FTuFx T

s NL—RT Ny 7Y —)L

PARLRY Y TANALBEOT Y N T LA 7
» Cisco Email Encryption "1 7 7 A JL

ew %7277 a (Log Subscription)

HNABL 22— a— VDT 7 EA LV EERLEDL, ZEEEENELEZADI ZLIZD
BRI A=V R — a7y 7 00X, DLPRY — [@EE, 72135tk e > »
ANEEIN L THLENRHY 97,

el ziE, BARDHDLP AR Y o —ICh L TEEEZHAD 2 2ORR 5 DLP R »—EFHEHE o —/L
ZERCTE LT, 1208 —/WIEEOWMEREFCTFA P CTOM HIZBIT 5 DLPIERIZ D F
BEAAW, thor— I 774 N —REICEAT 2 DLPERKICETEZ A D L HICTEET,
DLP RY 3 —~DT7 7 AIMZ T, TNHDHAR L 22— 0 —VIEA vt —Y FT—X
DEFZoxo 7, RlEE VAR— FORRICHTHHEREZFH VY TLHZ L TEET, ENHD
2—/Lx, AvtE—Y Ty TOERICBWTELEZA DR Y —ICBE T 5 DLP i#EK
EMBETEET,

HAS D 2= gL ZE Y Y TEHZ LN TEDLEEICHONTE, [—VD&E (User
Roles) ] X—v D [REFHEHDOH A4 LD = —H#E| (Custom User Roles for Delegated
Administration) | 7 —7 /VINOEID Y TELRMERDO Y 7 %27 ) v 7 LTHERTEE T, VXA
Aha—HF a—LOELEOT v 77T—hF Q1 —) ZZRLTIEIN,

EEEE
A= R —btarFry 7408 (15—=)
*DLP RV > — (16 %—)
* AMP DRE (17 ~—)
cFETA—NVR—T 47 (18 %—)
cAvkE—Y FTyXT (18 —)
e hL—2R (19 %—Y)
o [REE (19 X—2)
b7 n T 7 A0 (19 =)
e/ %7 X7 U7 a (LogSubscription) (20 ~X—3)
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A—ILRY o—

d—pfys—eavrvy o0t |

EaAVTUY IT4ILE

A=NRY) =L ar T oY T4 NEOT 7 AMERTIE, EFA—AVT— T oA LOKER

BA—NRY) =L ar T oY T g NEOREEREDOT VALV EERLET, FE
DA—NV RV —bar Ty TA4NEENAZ L —F—a— L ZHY YT, FOr—/L
BT D EREEBE . B X M Operator & Administrator 7217 N A —/L AR —LarTF oy 7 4

/1/5’ EEHTEXLEIICTHZENTEET,

ZDOT I AMEREFRFOT X TCORTEEEIL. T 74/ FOEZEA—INVKRY —%FKRT
XFTH, TRTOT VB AMREZFH > TV ABEEOLFNLDORY P —2RETXET,

T 7B AR EFFOT R TCOREEEE L., TNENDA VR O —THHTLH Lnar
TV T4 NEEERTEET, BEEEENMER LT Y T4V HIX, DAL
A a—H— g —LZE D B TOENTWDDOMOTAEERENFHTEET, WThOh AKX
A a—P— a0 — LI HE Y B THNL TN LT Y T4 VG T ) v 7 THhD, A—
IR 2 —DT 7 AMERZ RO T X CTORLEHE 73R TZ £9°, Operator X° Administrator
PMMER LT Ty 74 VZiE, T 740 N TRT U v 7T, BEEHEEIL, ThEno
AR K 2—P—m—)LZ J@éf%hf“é%—»f}/~@%ﬁ@:/7//74w&
LT RTCAR—TNELEZT A =T NI TEETR, XT VT avsy 70021
HHHIFRD TEEH AL

éﬁmﬁ%ﬁﬁﬂwf)ywu%@%%wf)wa@méhfwé:y?yy74w&%
B L7=3BE. £R3F0ar 70 T4 VB MO A S L a—F— o —/L 28 BTH
ﬂfwé%é\Mmdﬂi%wz/T//74w&%/zTAﬂ6ﬁ%Liﬁhoﬁbb_
AsyncOS 1ZZFDH AL K 2—WF—a— b a7y 74 VEZ O 7 wfiFERL. BTEE
HEDA—LRY—NOHIRLET, FOarTFoy 74 0Z %, oh AZ L a—HF—
o—L e A=) R —TiH5 &kt AT,

FEEHE L, ThTNOaryT oY TJ4VETEREOTF AN VY —20T 47 v a TV
EHEHATEETN, GUIT[TF AL U Y—RA (TextResources) | X—T [T 427 atV
(Dictionaries) | ~—IIZT7 7 EA LT, ENOLEZRREIIERTLHZ LILTEERA, &
EEHEE, HLWT XA VY =207 4 7 a T VEERTLZ L TEEEA,

FEEA—IL R —DE. BEEEZIIDLP R —2 A X —TNVEFIFZT 4= LT
EFETH, DLP R Y U—DHER B FF-> TV DEEEERE, DLP OREEZ W AX <A AT HZ
LiIITEEEA,

A= R =L arF oY T A NAXAOLUTOT 78 A LLOWTNINE D AX S 2—
P — /LB B TEHZERTEET,

« 7O AL (Noaccess) : ZHEFEFEIL, EFA—NT—F T2 A DA—)LKRY I —
Lar TV T AN A ERILMED TEEEA,

cEY B ToNREEERT. BIYSTONREREZHRE (Viewassigned, edit assigned)
FEEHE I AL L 22— — = ZEH VY ToNTWHEA— L R —barry
Y I UNFEFRRBIOWRETE, HrLnar sy 7o v BERTEET, BER
ﬁ%m\ﬁﬁhw—®xNA%ﬁi'74wxﬁ%\iﬂxNYWF7V47tﬁuvﬁ®ﬁﬁ%
WETEET, ZEEHEFR O —ICH L TENETNDO LT Y T 4 NVE A F—
LZTE, BERHDLHONE I DR, ZORY »—IT J@éf%hfwé%ﬁ
DALT Y TYNEET =T M TEET, BEEHEEIIA VR Y T —D4HI,
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B owexy—

DLP 7R1) & —

gBIRI0HE |

FTOXGEH, ZEH., ERIFINV—TEERTHZLIITEERHA, BEEFHEE L.
FNDOHNAL L 22— —m—LZE D ETHLNTWVWAEA— LR —Darsry 7 g
NEDIAFEEETEET,

cFTRTERTE. BB ToON[REHZHE (Viewall, edit assigned) : {EEHE X, &
FA—NT =R T2 A DT RXTDA—NRY) o —Lar TV 7 g VA ERRTEET
D, ZOAAZ A= —/LIHY Y THATWNDEHDDARETEET,

TARTCERTET. TRTERE (FILT7I€X) (Viewall, edit al (full access)) : FHLE B
X, EBFA—NTF—=FT2ADTRTDOA=NVRY) =L arT YT 4% (F75/LVED
A= ViR Y —%ETte) 1T DT _RTOT 7 B AMERZEDL, HrLWA =R Y —& Bk
TE T, BEEFHEIL. TRTOA—NLVKRY O —D%EH, ZEEH, BLXOINV—T%24H
TEET, ANV ARV —DIEFEERTHZ L TEET,

[ —H—D&E| (UserRoles) | — VD [ETA—/NEX=U T ~Fx— % (Email Security
Manager) | F721% [CREEEH O I A X LD 2 —H—2%4E| (Custom User Roles for Delegated
Administration) |7 —7 NV EFEH LT, flxDA— VR —Lar Ty T 4NV EEHAH
A a—P—ag— I IHVYTHZENTEET,

[RFEEHEZEHA O A H LD 2—F %% (Custom User Roles for Delegated Administration) ] 7 —
TNVEMHEALIEA—LV R o= ar Ty 74 ZOE Y Y TOEMIZONTIE, B A
A a—HF a—LOELEDT v 7T —F Q21 =) 2L TIEEN,

DLP KU > —D7 7 & ZHER T, EEF A —/L4— ~ 7 = A ® DLP Policy Manager Z /1 L 7=
DLP R o —~DELEHEDT 7 B AL~V EEHRZLET, DLP R > —%2HEDOH A X
boa—H a—UZEIY YT, AR —F EEEFIONA T, BEEFEFICENLORY v—
HEHIELZENTEET, DLPT 7 B AL R OBEAEHE L, 7 — X 1HKY) 1D Global
Settings ~X— /5 DLP X E 7 7 A V& T AR— T ET,

FEEHENA— L RY — BB L TWAEAIE. DLPRY V—%2 H A X~ A A TX
9, BEEHEILZ., TNFNRODLP RY o —DEEDOHIAZLDLP T 4 7 aF V) &
TEXETHN, VRAZLDLP T 427 > aF VIR LEFEL TEXEHA,

DIPRY > —HOUTFTOT 7EA L-LDOWTFNnE D AZ L 2—F a— L 28V Y THZ
ENTEET,

« 7RG L (Noaccess) : ZEEHEHILEFA—NT— MV =2ADDLP RV v —%FK
ThimED TEEHA,
<E|Y) B ToONEHERT (Viewassigned) . BlY HTohizfRBiZ##RE (editassigned)
ZATE B4 1% DLP Policy Manager i LT, ZAHX L 22— m—/LZED 4 THAT
W5 DLP AR Y v—ZRTABLOETE £7, ZEE B X, DLP Policy Manager N
DLP RV v —DAFIAEEBIEFERE S TEEHA, ZTEHE I DLP REX =7 AR —
FCEET,
cITARTEHERT (Viewal) | BlYHTon-[REEZHRE (editassigned) : ZLEHE XD
AL L a—F o= ZEY Y THENTWSDLP R Y V—%2FRBIORETE £+, &
Eﬁﬁ%imm REE T AR— R TEET, BEFHE T, TODAF L 2—F n—
D B THNTWRWDLP R v —Z2 T RTERTEETH, wMETHZLITTE
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AMP DE&E .

T A, BEEEHEIL, DLP Policy Manager N DLP R U o —DNEFAEELKR Y o —4 D
EEIITEERA,
cFTRTERT. TRTERE (ZIL7U€R) (Viewall, edit all (full access)) : HFEH
Bk, BFA—NT =T 2A DT XTODLP R > —IZHTHT_XTOILT 7+ A
HERRZFED ., FrLWAR Y —%ElT 5 2 L b Tx E9, FLAEBHTIL. DLPPolicy Manager
WODLPARY v —DIAFAZELTEET, EFA—NAT— My =A THHT 2 DLP E—
NIZEETE EHA,
[—Y D% (User Roles) ]X—3® [DLPRY v —~%—"+ (DLP Policy Manager) | £7-

X (RFEEEHO N A S LD 2—H %] (Custom User Roles for Delegated Administration) ]
T NEEALT, HxDODLP RY —a W AL L 2—F m—/LZHDHTHIENTE

7.
DLP 7R Y & —=X° DLP Policy Manager OFEANIZ DWW TIL, 7 —# RO IEEZSRL T2 S
AN

[AFEEHEZEAO D A H LOa2—F5E| (Custom User Roles for Delegated Administration) ] ®O—
EAMA L TDLP R Y > —&E 0 Y THHEOHEMIOVWTIE, WAFXL 2—F n— LD
=07 v 7T —F (21 =) ZBRLTIIEE N,

AMP D& E
AMP DOFRTEDT 7 & AMEBRIT, IROMERIZKT O RALENTEHE DT 7 A LV EEFR
LET,

c[EF=2VUT 1% —E R (Security Services) ]>[7 7 A /L 2T —3 3L (File
Reputation and Analysis) 1 %227 U v 7 LE7,

« AMP L' 7R— |k : Cisco Advanced Malware Protection (AMP L' 27— 3)) . 77 AL
ST AMPHIEFH (77 A4V hrAXRT v ay) | BLOA—LERy 7 20 HENE

0l

« 7 7 A VoA Ol

cAvk—Y N TvyF T
BHHEL, BF ANV VR=T 4 Y THOLUTOT 7 EALNLVOWT NG AL ba—
Pem—LZHD Y THZENTEET,

T U RARL  BESNEHEIL, AMP OREICT 7B AT EHA,

c TNT I EA  FAEINT-EHEIT. AMP OREICERICT 7 EBATEET, FEEh
72 EHEIL., AMP OFRE. AMP LR— b, 77 A LSHRERE. BLIUOAYE— T v
XTI EATEET,

T ANV E 2T — gy O ONWTIE, 77 AN LEaT—Tay T 4R
VT ET s ANGHTESRLTIIES N,

[RFEEFEEH OB AKX LD =2 —H—1—/L (Custom User Roles for Delegated Administration) ]
—REf AL TAMP OFEILT 7 B A EMN T L HEOFHMCONTIE, WAZ L 2=V
B—/LOELOT v 7T —F (21 —=) ZZRL TSN,
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gBIRI0HE |
B == ik—7507

BFA—L LE—F 1Y

BFA—NVR=T 4 T DT 7B AMERTIE, WAZ L 2—F r—LDA—/LKY —,
AT T 4NE . BEXODLP R — DT 7 ZMERIZHE, BEEEENFRTX
HBLAR—hE[BETA—N X2 T 4 =4 (Email Security Monitor) ] X— % EFL F
T, TNHDOLHR— MIFV YR TONTHERY =R LTTZ7 4 AHZ ) 7 I THERE
oo ZHAEEHE L, BOVNELERA> TWRWA—/LE DLP RY > —DLR— NEERRTE
£,

BEFA—NLVR=T 4V THOUTOT 7 A LA OWTDEAN AL b 2— a—/Z
B BTHENTEET,
« 7O ER%GL (Noaccess) : BAEEHEIX, BT A—NT— VA DUVR— FEER
TEEH A,
«BET HLR— FERT (Viewrdevant reports) : BAEFHEIL, [EFA—L EF =V
7 4 E=%# (Email Security Monitor) | X—IIZHDENENDA—/V KRY o— a7
Y74 BEODLPRY =D 7w AMERICEET D LAR— AR R TEET,
A=K =L ar T T 4 VE DT I AERN S HREEHEE L, LLTO[E
A=)V X2V T ¢ E=%4 (Email Security Monitor) ] X— Y% F /R TX E7,

- B

“%fE

M
[

~

<

4 (Outgoing Destinations) ]
1% (Outgoing Senders) ]
s [N — (Internal Users) ]
LT U T 4NVH
s UANAT 7 N7 LA (Virus Outbreaks)
« T A L ADFELE
o 7—7 A7 LAR— b (Archived Reports)

DLPAR U > —0D7T 72 AERN & H FEEHE L, UTO[EFA—NVEXF2VT 4 E=
% (Email Security Monitor) | X— % F /R T £7,

o B
*DLP A >35> b (DLP Incidents)
« 7—7447 Li— bk (Archived Reports)

cFRTOLAKR—bEKRT (Viewallreports) : ZEEHE L, EFA AT —FT=AD
TRTOLR— L& [EFA—NEX=2UT E=% (Email Security Monitor) ] ~<— %
FRTEET,

BIA—INVER—T 4T [EFA—N X2 T ¢ E=% (Email Security Monitor) ] ®
FCOWTIE, BF A= X2V T4 T=XOMMHGIEOREZSZRLTIIZEN,

Ayt—T FIvRY

AyvE—V FT X TDOT 7 EAMRTIE, WAF L 2—F m—)LIEY B THATVD
FHREHENA v =Y T vX o T ~OT VB AMEREFFONE I EERLET, Ay
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fL—X

= |

=T T xR TE, [VAT L (System Administration) 1> [— (Users) ]¢—
YTI[DLP k7 v &> 7 KRV v — (DLP Tracking Policies) | 47> a A F—T7 W7 -> T
WT, BAZ L 22— a—UIZDLP R > —D7T 7t ARG H 25612, Miko DLP R
Vo—i#R ERDABER DA v E—VORNFLEENLET,

FAEEHHFIZFNFICEHD L TENTWADLP RY > —I1cxf1 5 DLP B DA MBR TX F
hd‘o

A=Y R oF U TOFMIZONTIE, AvE—Y FT o 7E2BMLTIEZN,

FEEHEIC, AvE—Y F T v F U ITHNO—FH L7 DLP ONEERRTDHIZODT 7 & A
ZHAT D HEOHEMIONWTIZ, AvE—2 b T v VS TORBER~DT 7 & 2D
(7 R—=2) 2L TLLIEEN,

FL—Z2DT 78 AMHERTIZ, HAZ L 2—HF— g — LITE ST HATW DB EE N
N—2%EHA LT, VAT LAEN LA v E—Y 78— % TNy S TCEXENEINEEHL
FI, T RBAMERN S HREEHE T, PL—RAZRITLT, ARSI TXTOHDNER
IRTEET, PL—AERIT, BEEEEDOA—/VEZIIDLP RY U —HERICESE 7 o1
AU TIXENERA,

R —2ADOHERAFEOFEHIZONTIX, 7A N Ave—VZHEHLEA—L 7 —0DFT Ry
7o L2 ZRLTIEIN,

WREED T 7 & AMERTIZ, BEEHENE D Y CONREZ SR TEINE I NEERLE
T, BAEEHEIL, B0 Y TCONTREENOEED A v —V2F R LT, A v —VOfifK
RHIRAR EDT 7 v a b EFATTETETN, REEORE (A X, REHIRKZR L) OLHE, K
EOVER F 72 1THIBRIZT TE £/ A,

[E=%# (Monitor) ]> [f&#E (Quarantines) ] X— T F721% [—F D%EE| (User Roles) ] 2—
O REFEHEH O AL L2 —H%E] (Custom User Roles for Delegated Administration) ]
T NEFERALT, EEOREEEZ DA X L a2—F a— BV Y THZENTEET,
B —PICREEFEE X X7 280 Y THHECONTIE, A vE—VW0EX 27 Doz —
PFADED Y TUZONWT E ANRALGHEA~DOER L —F 7T 7 EAOREEZSRL T LI,
(REFEEHDO N A LD —H%E| (Custom User Roles for Delegated Administration) | —'&
AL TREEEZEID Y THOHEOFEMICOWTIE, WAX L 2—F n—LDOFELEDT v 7
T—hF Q=) 2BZRLTIEZS,

27O 74

7w 7 7 AVOT 7 e ZMERTIE, BEEREN 2T Y 7 4V F £I2IT DLP K Y
S DRERC, FNFENDOH AE L 2—F g —LZE ) Y THNTWARER{L T e 77 A
NEFRATEDZNE I DEERLET, Bob7e 77 A 00F, A—VEIEDLP R Y v —
DT VB AMERP DDA La—HF a—MIOHF VYK THIENTEET, VAX La—
TR B THNR WL a7 7 A vk, A—/VETILDLP R U > —HEREZFF>T T
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gBIRI0HE |

. ng Y 7R 1) F 3> (Log Subscription)

DEALEHEPEA T EY, ZEEFHEINTILOES LT 7 7 A VB FREITLEET
S FEH A,

ek e 77 A Mid, [EX¥= U7 ¢ H—E R (Security Services) ]> [IronPort A — /LI =1L
(IronPort Email Encryption) | X— Y %M H L TR B(b 7 1 7 7 A VAAERE T2 ITMmET 5 & &
WZHID S THZENTEET,

A4J H2JRX451) T3> (Log Subscription)

By TR T ar T RAERIT, B AX Aa—Ya—ZE 0 YT HN R
FEROTY TRV T a I X o SAPHICT 78R LTa Y 7 v A NVEFRRETILS
7o — RTELMNEIDEERLET,

ARRAL A—HF—O—)LDEE

GUI T [=2—H% D&% (User Roles) |1 X— %A LT (F721X CLI T userconfig -> role =~
YREMEHLTC | Hlnwa—PF r— L EERL, FOR—1LDT 7 AMEREZEID Y TE
9, [ —HD&E] (UserRoles) | X—VIZiX, B A—NT— NV =A OEFOTXTOD
AH ha—PFo—LL{Ea—LOT 7 & AERNERSHET,

FIE

AT T [VAT L (System Administration) ]> [User Roles (—H D& E]) | 28R L £9°,
AT9 T2 [2—FKEIDBENM (AddUserRole) 127V v 7 LET,

ATy T3 a—HF— o—LOL4RTEANLET,

ATy T4 22—V o—LOMHLEZOHERZ AT LET,

ATV TS 2= a—LO7 7B AMHREERLES, (HEXATOT 78 AMROFEMIZOWTIE, 7

7 ZHEROEIY KT (13 =) 2BRLTLLFEFEIW) |

ATvT6 EREEEEL. RIFLET,

A—Y F7HO CEMBEOARSZ L I—F O—IILDEE

ATy T
ATvT2

BFA—NT = U= L Tr—IVa—FT H v FOBIMEZITREZIT O BRI, #
LW RS ha—Fu— Lz fElTE £,

=P THT L FOBMOFEMZHONTIE, 2—FOEEH 4—) 2ZRL TS
AN

FIE

[V AT LB (System Administration) ]> [ —Y (Users) ] <X—VICBEI L £9°,
[=—HDEM (AddUser) %27 Vv 7 LET,
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ATvT3
ATvT4
ATvT5
ATvT6

ATy T17
ATy T8

ATvT9

h2a L 1—4 o—LokE07yT77—+ [

22— T H T MERKRHZIL, [ A% L% E] (Custom Roles) | 23R L £,

[fE % B (AddRole) | Z®IRL £,

Bl —Loghiz A LET,

FlLna—F 7 Hho s NEEELET,

AsyncOS 12XV, HLlWwa—HF T h T MW AHX A a2—F a— /LN BINS v &0 5 lE
DERRINET,

[ AT LEH (System Administration) ]>[—H# D%E| (UserRoles) | _X—IZBE L £,

[RFEEHEHO I A H LD 2— %% (Custom User Roles for Delegated Administration) ] 7 —
TNVTCHAZ L 22— a—VOL4FT %7 ) v 7 LET,

a—H m— L OFY & ZOHEREZ AT LET,

AFYvTN0 22—V o— o7 7 2MEREZEIRLET, (KEATOT7 7w AMEROFEMZIOWTIE., 7

ATvIN

7 ZHEROEIY BT (13 2—) 2BRLTLLFEEIW) |
EHEEZEEL, RIFELET,

WAL A—HF O0—)LOEFEOT7YTT—

FIE
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Operator 2 —/L|Z~ > B 7 STV 5 CLASS B L
Read-Only Operator ©— /L2~ v B> 7 & LT\ % CLASS
JEMED 2 273 RADIUS =—H 25 5554, AsyncOS (3,
Operator 2 —/L 1 ¥ il R £ 4172 Read-Only Operator = —
JVIZ RADIUS = —H & HI) Y TET,
RO BEFA=NT— T =A n—F, HIRODZRNG
DI DBIEFIZIE RSN TUVET,

* admin

« HELE  (Administrator)

o BEIEARTE

* Operator cloudadmin

* Read-only Operator

o« VT T A a—H
o AR

ERFERE S N2 TN T DO —H % | AsyncOS I% RADIUS = — % Administrator @ —/L{ZE| D

BHo— I~y LET, MTET,

A7 w710  Administrator 2 —/VETITRR DL EF AN T =" T2 =P — 0 —)L XA TI2FTXTD

ATy IN

HRFEES N e —F— %~y B T TR ET,

RRpDU—NEA T Ca—F vy B 7T 558, [/ /v—74 (GroupName) | E72IE[7 1
L7~V (Directory) ]~ 4 —/L F® RADIUSCLASS BMEIZER SN TWD LI V—T4
AL, [m—/L (Role) | 74—V KL EF AN TF— R TxAf a—)L XA TERIL
F9. UTZEM (AddRow) 1527 Vv 7 LT, EbZr—/L vy EVTHBINTEET,

A=Y= m =L FA TOFEMCONTIE, 2—=F TH T b EAT5EE (1 ~—)
ZZRL TS,
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AT T12

samLzaoamit |

EHEERFEL, RIFLET

SAML n:L.\I:IIEOD;ﬁ j]ﬂ:

AT T1
ATvT2
ATvT3
ATv74
ATvTH
ATvT6

ATy 17

ATvT8

MML%@%LKVV7W#4VﬁV%ﬁﬁML\i%ﬁ%mﬁbfl%#®7W%7%/
ZaD— LBV M THZENTEET,

1R8O HHEIIZ

P—bE 2 7a A F—BLRID Fu X —DOFRELET SAML 71 7 7 A LR EFHLT
HHVERHY ET, [BEFA—NT— T TOSSODHENE] #5HR LTI EIN,

FIE

[ AT LB (System Administration) ]>[—%— (Users) ] IZBEIL £7°,

[Web F25E (Web Authentication) | 27 > a EFTAIZr— /L LET,

[E%) (Enable) 1 %27V 27 LET,

[SNEREREEZA#NIZT S (EnableExternal Authentication) | F = v 7Ry 7 A& 4 I LET,
ke 7HZo ) ARG, BREX A4 7 & LT [SAML] Z#IR L7,

(EE) PMAREREEMA ~ ~ 7 (External Authentication Attribute Name Map) | 7 ¢ —/L KiZ,
IN—T <=y B TINORRTHREAZ AT LET,

BYEAIE, SAML IGEZ Y L—7 27200 ID 7 a3 A =2kt L TRIET DB L > TR
e EF, BEBIA—NT—b T =A1E, [FV—T v E LY (Group Mapping) | 7 4 —/L F
ICRRE LTZJBYEICHE DS L, SAMLISZENDL DRMA D—HT 2 M MR LET, Zhid
HEFRETHY . RELRWEE, B AT — U =A1E, SAMLIGERNITAAET 57
RTOBEO—FT 52 N &2, [ —F~ v 2 (Group Mapping) ] 7 4 —/L RIC##%
ESNTEEROL L THRRELET,

[/ V—T~ > E 7 (Group Mapping) ] 7 1 —/V RIZ, FHIERFA LTI AL LD —
P a— ST SAMLT 4 L7 R TERSNTWDL I V—T4BMEE AT LET, [T
DB (AddRow) 1% 7V v 7 LTHEHBEDOR—L v~y B T HBMTEET,

IN—T" =y 7%, IV—TRMEEDLVLERHY £, [REEDINL—T
(Unspecified Groups) | BEMEZBIML T, SAML 7% —3 3 2 30E 28k T £97,

A=Y v— b ZA TOFMIONTIE, 2= TH U b2ERTLEE 0 ~—) %
ZRLTIZS,

GE) [ZVv—T~ > 7 (Group Mapping) | DJEMEIX. KT E/ICFR XA S E
T ELWRERDIEIND LI DITiE, EMIC—B L TWARERDH Y 77,

EHzEEL, RIFLET,
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gEa 2058 |
. @é;}_)bbﬁ_FrjI»{/\0377tZ0)§Qi

RDIRY

SAML /MTRBREE AN LT-IE, B A AT — b =Af DOl A _X=VIlhH D[V
N A A affiH (Use Single SignOn) 1V 7 AL, 2—VF L2 AN LTEFA—/L
Pk ICR T TEET,

%i%i)(__)béf__ Frj:E/r/\0377€712;(0)§QEE

AsyncOS Tlx, B A—NT— b V=2 A ~D2—HV DT 7w AMEHE, BHENHE X
T, INEHFHLT, WebUlt v ar DA LT DR, 2—F L7 1% —
MOBFA—NT— NIz A ~DT 7 VALERDIPT RLAEREET D, 77EAU A b
R EEEHTEET,

ESPEDEYS]
IPR—ADRy NT—27 T EBADHKRE (342—2)
ey g HALT T FORE (37 2—)

PR—XDAY FT—90 7FHOEXADETE
TTTAT ACHEBET 5P B LW T r v CHE T 52— (VE— ha—HIC
Wra X A ERTABORE) OT7 78 AV A REER LT, BFA—NT— U= A|C
T I RATLHa—YFDOIPT FLAZHIF T E4,

BEEIE H
« EREHEGE (34 N—)
s X UM O (34 =)
c X NU—7 TR AERIRT HEOEE2EEFRE  (353—V)
T 7 EAVRNDIERK (35 3—)

[ERE:3:300

B RA—NT— NI oA ICHEFRARER~ VDIPT FLA, 7 Ry b, F77I1XCIDR T R
LARBETXET, 22— T, 727ERAVZARDIPT FLAZESTXTOI U0k,
B A—NT = T2 AT 7 HATEET, VANMIGEENTORNT RLANLETA—
NAF— R T 2 ICHEELLE Y e 22— T 7 A THESSNET,

PARE % =208 5 5
VE—ha—PFOvI U B FA—NT— MU oA ORITHT 1k — 3 H 55k
DFxy bT—27 DA, AsyncOS TIEBEF A —/L 7 — b U = A IZHEE A RE/R T 0 D IP T
RLAZBLT 7 EAY A MEERTE ET,
W7 AL TODEATEH, AsyncOS 1T, 2—VEFHAFIINTWAHIP T FLA
DIVAREBALT, VE—bF 2—HF DO~ DIPT RLAZKIELET, VE—hax—H

B EEsRI05%
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Ry ko—5 7o R EHBRT sR0EESIESE [

DIPT RLVAEZE LA —NT—F T =AIZEEFETDIT1E, 7 v % T x-forwarded-for HTTP
N =B AT — N 2 ~DOERERIZCEDDILERNDH Y 7,

x-forwarded-for ~ v % —|% RFC FEHEHLD HTTP ~v X —ThHh D | ROFRUTRY £7,
x-forwarded-for: client-ip, proxyl, proxy2,... CRLF .

TNy HE—DEIZI = EEYDIPT RLADY A NTT, EOT FLANRY F— h 22—
Pew DT FLAT, %®%:\%ﬁ%ﬁ%%&b:—@®%7H%7®7FVXﬁﬁ%
ET (N F—RERETETT) . BTA—AF— b=, ~yF—DYE— ba—F
@97pvx%;0%ﬁ7m%/@m7va%\77?%92bfﬁﬂéhkn—ﬁm7
FLARLTFaXxT IPT7 FLAERAELET,

N

GE)  AsyncOS /% x-forwarded-for ~ % —TIXIPv4 7 RLAZIF & KR— ML ET,

2YRIT=0 T ERZHRT IEDERELGTEESFE

AR ROWTIDLDOEMED true DA, Xy NV —I T 78 ADEREEZXEL THEE L
B, BFA—NT =PI CT IV BATERIRDZERNDHY £,

[EEDEHEDHEHFT (Only Allow Specific Connections) | Z#®IR L, HED~T L (7
T AZABREND PC, EFA—/NT— U= A, F71% Cisco Secure Manager Email and
Web Gateway 72 &) D IP 7 KL AR U X MIEENRWIGE,

cHFED T OF UBHERDA ZEEFA (Only Allow Specific Connections Through Proxy) ]
ZERL, BUEBTF AT = b= ICERESNTNL 7B VD IP T FLRARTH
UM ﬁﬁﬁﬁ\ﬁTéhfbéETFV;@Uzbm%@ﬁmmyﬁ—@ﬁﬁ
ﬁf L7 Jﬁ o
o FFE DB E 12137 7 MO A %A (Only Allow Specific Connections Directly
or Through Proxy) ] Z &R L,

HAENTWHWABIPT RLAD U A MIEFETIP ~v X —DENFE LR WEES
F7-0x

HAENTHWDBIPT RLADU R MIEETIP ~v X —DENFLEET, BEFA—
W= N oA I SN T aXx o DIP T RLABRHFIENTWASE T axi D)l
A MZIFE L 72 WGA,

TOERX )R FDER

Fy NU—27 7 27EZA U AKX GUI £721% adminaccessconfig > ipaccess CLI 2+
YREERLTERTE X,

[ L& BHIIC
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B 7otz uzrons

z/%v IT IR ADREEET S, BFA—NT— T4 b0y 777 hERRNE
ILET, Xy M7 TR REHIBTHEOEERFEFE 353—) 22 LT
<7I’Léb\0

FIE

ATy T [VAT LB (System Administration) ]> [Network Access (v b U —7 77 & R) ] &R
LET,

AT 72 [REDOHE (Edit Settings) 1227 Vv 27 LET,
ATYFT3 77EA VA NOKIET— RERIRLET,

73y ZBA
FTRTEEHFA (Allow All) ZDOFE—FRTIL, BFA—NT = T2 ~DTXTD
i s nE 7,

NN EREDT 7 40k = RTT,

BEDEBODHAHZEIA (OnlyAllow | = OF— Rif, =2—FDIPT RL AR, 7Z7ERAY R

Specific Connections) MZEERTWAIP T RL A, IP &, £7-1% CIDR
FHE —HTHEAIC, 2—VOEF AT~ U=
A ~DEERETFAILET,

REDTOX IEREROAEH | Z 0T — Fid, ROEGZ7-HE, ¥ ad ol T

(Only Allow Specific Connections |8 - 2 — L7 — k7 = A ~DOHE A ZFa] LE 9,
Through Proxy) o )
B TEXDIPT RVAR, T78A UXRD

[fm%yﬁ%N@ETPVX(WAMm%dey
Server) | 7 4 — /L RIZEENLTWND

o 70 U OHEGERIZ x-forwarded-header HTTP
Ny AR SN TN S,

» x-forwarded-header DfENZE TIL/RV),
e JE—h 22— DIP T KL A x-forwarded-header
WZEEN, ZNRT 7R YR SNO—FITH
LCEZSNIZIPT RL A, IP#HiPH, £7-1XCIDR
#PHE — T 5,

RENERFLBFZTOFVERER | —oT— N3, 778XV A MNIEERDIPT N2,
D&z (Only Allow Specific | IP#E[H, CIDREFHDO VTN 2—FDIP T KL AR
Connections Directly or Through —HT T, BFA AT — R T oA ~DW T T F AR
Proxy) R S 7o LB A R AT LT, 7 1 S SR B
DML, [(FFED T 1% UMD A% FF A (Only
Allow Specific Connections Through Proxy) ]E— RE R U
b(“‘jﬂo

RTYTE BEFANT =T = A ~OEfAEFAIT 2=V OIPT FLAEATLET,
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tyvavasu7yrosz

IP7 RVA, IPT7 FUAFHEZIZCIDR&EFHZANTEET, HE O N 2BET 5
L. B~ TR £,

ATYTE T URBBEHEATF AT INTWDAEAIE. ROBHREADTLET,
1. EFANT =T oA ~OEEGETFITH70XVOIPT RLVA, oz M) &2
ETAEEIE. Vo~ T F4,
2. TaXTRNEFANT— N2 ANTEETDHRETOIP A~y X —D4H, Ziulix, U
F— b= DIPT FLAE, BREZEELZ XV —DIPT KL ARG
INEd, T 74 hDO~y F—4 0% x-forwarded-for T,

ATYT6 PEEEEBIOMERICEFA AT = 7240060y 7T 7 N SNAEEIERLEINT
WRWZ EEMERLET,
AT TT1 BEEEFEL, RELET,

w3 BALTOFDETE
cWebUl v ary ¥ALTT ROBE (37 2—2)
cCLITEYYary ZA LT hORE (382—)

WebUl vy 3y 34 L7 FDEE
AsyncOS 23, B A— N7 = T2 D Web Ul DL IET 7T 4 Tipa—Years77 v 15
ECORMAERETCEET, ZOWebUl vy ay ¥AL7 0 MILLTFIZEHTSILET,
s TRTOa2—Y (FHEEGT)
«HTTP £t v+ a VB IOHTTPS £ v g
e Cisco A NI GEE
AsyncOS IC L > TCax—¥nRurruv hansd e, EFA—NAT— bV A T2—HFD Web 7
TN ERTA L R=DIZVF A LT FLET,

FIE

AT T [VAT LB (System Administration) ]> [Network Access (v b T —72 77 & R) ] #iER
LET,

AT T2 [REDOHE (Edit Settings) ] %27V v 27 LET,

ATFY T3 vl 70 ETICa—YE2IIET VT 4 TICTEDL08%E [WebULIET 7T 47 XA LT Tk
(Web UI Inactivity Timeout) | 7 4 —/V RIZASILET, 5~ 1440 55D X A L7 v M % E
BTEXET,

ATy T8 EREFEL, RFLET,
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RDBERY

F 72, CLI T adminaccessconfig 2~ > RZH L TWebUl By > ay A L7 U NEHET
HZ b T&Ed, [CLI Reference Guidefor AsyncOSfor Cisco Secure Email Gatewayl] % 2 L
TLIEEYY,

CLiIty a3y 3A4LT7 FDETE
AsyncOS 723, B A— NI — b U =2ADCLINGIT VT 4 T lpa—Vea /770 5% T
DO ZHEETEET, U FICCLI vy v ary XA A7 MR#AINET,
e T RCH2—Y (FHELET)
s BX 27 =/ (SSH) . SCP, BXUOHEE LV 7 AR EHH L T\ AR DO &

)

GE) CLItyYaryZAL7 0 MNFICREEORELTIIRDONET, REEELE LT ITH
ELTLIEEN,

FIE

ATy T [VAT LEHL (System Administration) ]> [Network Access (rv NV —727 771 R) | &%
LET,

ATv T2 [REOHE (EditSettings) 127 U v 27 LET,
ATYF3 [CLIFET VT 47 %A L7 7k (CLI Inactivity Timeout) | 7 4 —/L KiZ, v 77 v h&ihd

FCWaa—VE2HT I T4 TICTEDLIREEATILET, 5S~14405D X A L7 v MM ZE
FTEET,

RATyT 4 ERAZREL, RIFLET,

RDBERY

F 7. CLI T adminaccessconfig 2~ FZ/JLTCCLIE vy g XA L7 U MaRET D
Z e TEEd, [CLI Reference Guide for AsyncOSfor Cisco Secure Email Gatewayl| %28 L C
<TEZEvy,

EEHI1I—YADAVvE—CDRT

cu A VHIDA vE—VDER (39 2—)
e A L BEDRA =V DFER (39 —)
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no4 o vt—sorxr ||

O0A4 2 EIDA Y E—DDERR

2 —HH SSH, FTP, F721X Web Ul O EF A —L 7 —F 7= AT mﬁ%ybibkﬁé%
WA Y E—VERRTDLIICEFA—NT =NV oA ZRETEET, B/ A NS —
RIAL TRy T O RICRREND ALY A RARRRT ¥ A RNTT, »7A /N — %@
ALT, WEHOtEX 2 ) 7 4 ERELITETA—NT =N T2 A DRANTZ 7T ¢ AT
Lt AR R CEET, LT, FFAILRWVWEFA AT — N = A O AR LT 5 H
REBXEEEHR LD, 22— PRE A AT — b7 = A1k LT A E 2R T 540
EOMEFNCBT MR B 2 E L2 TE 7,
CLI ® adminaccessconfig > banner 2~ > RZEH LT, 2/ A NF—2{FkLE7, v/ A
Y —iE, 80x25 DAY —/UTINE D K D ITHR K 2000 LTS TWET, BT A N
ﬂ‘*‘ . BT A—T— T = A O /data/pub/configuration T 4 L7 FUIZH BT 7 AN HA
FCEET, NF—%AER LIS, BHNEEZHELET,

O BDAYE—CDRT
Z—HA SSH, FTP., F/-1E Web UL 2L CTEFA—IATF— T =2 ICEFICT AL
2RI, DoV AN —%FRTDH K HIZ AsyncOS ZRETEET, V=L h AR F—%
FEHALT, WHBOEX2 )T A HRELITEFA—NT = U2 A DA NTZ 7T 4 AITH
THMALRRTEET,

CLI T adminaccessconfig > welcome 2~ > REZMHH LT, 7o/ A T —Z2{ERLET,
U )V A N F— DR RKET 1600 XFTT,

Tz VB AT —F, B A—/VT— N T = A O /data/pub/configuration 7 4 L7 U IZH B
T ANMDOEAVR—FTEET, NP —Z{Ek L0, BRNEEZHEELET,

FEMIZ DUV CIE,  [CLI Reference Guide for AsyncOSfor Cisco Secure Email Gateway] % Z:FH LT
<TZEvy,

X7 >zl (SSH) F—DEHE

sshconfig 2~ > R&MEH LT, ROBIEEZFIATLET,

s VAT ATHESN 2= T AT b (admin 7 H U2 h&EETe) O authorized keys
TrAMIEFX 2T Y=k (SSH) Affa—% F—ZBMLY ., T 60X —ZHIkR
L7z T&ET, ZHcky, mATL—XF ¥y LUV TIEHRS SSHF— %M L Tax—
T HU NERBIETED LI £,

« RD SSH H— "DOREZHETE LT,

o ANBAF—FRFET VT U X A
cHEFET AT Y XL
«KEX 7/ XA
*MAC A Y v R
s /=N F— P g X

g@azxo058% [}
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\)

GE) BIA—NF— R NToADPBMDEKEA RN ~DB Y 77 ANLDSCP 7 a2bFTT 5
AR EN AR A X —2RET HI2IE. logconfig -> hostkeyconfig #ffi i L &
T, A ONWTIL, 7 E2ZRL T EEN,

hostkeyconfig# 75L&, VE—FKARDODF—%AF ¥ L, BIA—NTF— U=
AIBMTEET,

ESPEREENS

il B LWABF—DA A b= (40 X—2)
o 5 : SSH V" — \REDHE (40 2—>)

Bl LWOWDAEF—DA VX =L
WOFITIL, EHET T NOFRAHF—%2 A A =L LET,

mail.example.com> sshconfig

Choose the operation you want to perform:

- SSHD - Edit SSH server settings.

- USERKEY - Edit SSH User Key settings

[1> userkey

Currently installed keys for admin:

Choose the operation you want to perform:

- NEW - Add a new key.

- USER - Switch to a different user to edit.

[1> new

Please enter the public SSH key for authorization.
Press enter on a blank line to finish.

[-paste public key for user authentication here-]
Choose the operation you want to perform:

- SSHD - Edit SSH server settings.

- USERKEY - Edit SSH User Key settings

(1>

{5l : SSH H—/\E&XTE DHRE
WIZ, SSH — R EZEMEST D HEOH Z R LET,

mail.example.com> sshconfig
Choose the operation you want to perform:
- SSHD - Edit SSH server settings.
- USERKEY - Edit SSH User Key settings
[1> sshd
ssh server config settings:
Public Key Authentication Algorithms:
rsal
ssh-dss
ssh-rsa
Cipher Algorithms:
aesl28-ctr
aesl92-ctr
aes256-ctr
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yE—rsshavy FEfF

arcfour256
arcfourl2s8
aesl28-cbc
3des-cbc
blowfish-cbc
castl28-cbc
aesl92-cbc
aes256-cbc
arcfour
rijndael-cbc@lysator.liu.se
MAC Methods:
hmac-md5
hmac-shal
umac-64Q@openssh.com
hmac-ripemdl160
hmac-ripemdl60@openssh.com
hmac-shal-96
hmac-md5-96
Minimum Server Key Size:
1024
KEX Algorithms:
diffie-hellman-group-exchange-sha256
diffie-hellman-group-exchange-shal
diffie-hellman-groupl4-shal
diffie-hellman-groupl-shal
Choose the operation you want to perform:
- SETUP - Setup SSH server configuration settings
[1> setup
Enter the Public Key Authentication Algorithms do you want to use
[rsal, ssh-dss, ssh-rsa]> rsal
Enter the Cipher Algorithms do you want to use
[aesl28-ctr,aesl92-ctr,aes256-ctr,arcfour256,arcfourl28,aesl28-cbc, 3des-cbc,blowfish-cbc,
castl28-cbc,aesl92-cbc,aes256-cbc,arcfour,rijndael-cbc@lysator.liu.se]l> aesl92-ctr
Enter the MAC Methods do you want to use
[hmac-md5, hmac-shal, umac-64@openssh.com, hmac-ripemdl 60, hmac-ripemdl 60@openssh.com, hmac-shal-96,
hmac-md5-96]> hmac-shal
Enter the Minimum Server Key Size do you want to use
[1024]> 2048
Enter the KEX Algorithms do you want to use
[diffie-hellman-group—exchange-sha256,diffie-hellman-group-exchange-shal,diffie-hellman-groupl4-shal,
diffie-hellman-groupl-shal]> diffie-hellman-group-exchange-shal
ssh server config settings:
Public Key Authentication Algorithms:
rsal
Cipher Algorithms:
aesl92-ctr
MAC Methods:
hmac-shal
Minimum Server Key Size:
2048
KEX Algorithms:
diffie-hellman-group-exchange-shal
Choose the operation you want to perform:
- SETUP - Setup SSH server configuration settings
1>

JE—FSSHaOT Y FEFT

CLITiE, UE—hSSH a2~y FEFZHEHL Ca~vy FEEITTEEd, L &
A=)V — KT A Tadmin 7 H 7> MIGT L TSSHARF—NREEIN TV DIHEAIT. Fv
LUV ENRRZWY ET—FERRA FMBROa~ L REFEITTEET,
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# ssh admin@mail3.example.com status

Enter "status detail" for more information.
Status as of: Mon Jan 20 17:24:15 2003

Last counter reset: Mon Jan 20 17:08:21 2003
System status: online

[rest of command deleted]

EE1—Y—TFTOLRDE=R) Y

S BRIEFIR

BIFA—NT = T2 AITONT, 77T 4 | =V ET[A 7 a (Options) 1>[7 7
Ta—HFFT_XTOEy Vg U itMiaRrTD |7 177y a (Active Sessions) | & 7
Vo7 LET

OV RIA L A H—T 2 A AT, w,
whoami B X WM who 2~ F&EH L £9,

B A=A — T = IFER AV LTz | 3wy FIA Y A2 F—T = A AT last 3~
:L»*ﬂji%i%ﬂ?bi'ﬁl ?/Fi‘f{iﬁﬁ szTo
£, VE—F AR RDOIPT RLA, ar/A

VI, o 77U MR, B X OEERRE S
E GRS
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CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



